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HiER2MX (=iHigR2IE) (Data Security Gateway ( Cloud Access Security Broker) ,
CASB ) 2—H M EMEFURERSIERGFIRS, MRIEEIHERANNIERS, RHSIEERFERROEIEINE .
HIBRRSRSS , BRBLIFRIIMBEIRR 2RI .
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THEEE

RIEXHEERREUEE . cHIEESSHARSBEL RIBUREST, &P MySQL. PostgreSQL. MongoDB
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HIEREMX (=iHiaRLMKIE) (Data Security Gateway ( Cloud Access Security Broker ) ,
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user

user
id name phone o
1 -~k
2

BiVAF2

user

id  name phone o
I Aice AccessDeried | pmf RN iR
2 Bob  Access Denied

g

Y S
id name phone o id
1 Aice 1234567 | =R BURP i @ YRRemx ~—#X @ HiRERSS
2 Bob 6789012 S

user |
phone

nmg2pJTIY1teC  7R2nYpqTvipu3
2 mTWAODASqHx HONNg7XKNqU

H

user

id name phone
1 nmg2pJTIYitecC  7R2nYpqTvipud
2 mTWAODA5qHx HONNg7XKNqU
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HUEEEF RIBSTIFER

char
varchar
tinytext

text

mediumtext

longtext
tinyint
smallint

mediumin

FERINE

AES/SM4
AES/SM4
AES/SM4
AES/SM4
AES/SM4

AES/SM4

t —

int/integer -

bigint
float
double
decimal
tinyblob
blob
longblob
date

time
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year - - -
datetime - - -

timestamp - - -

LIRESZRFFIEFEPREY

HEEE

%15 MySQL 5.7R LA LIRARIEHREFIFRS MySQL tHYAYEMWERE (41 TDSOL « MariaDB ) o
F32458.0RLAEIRAFIZRY SQL i&i%.

HiEE. RNFREFERSKNE,

NEFERIKERTST U FHEANINZEEEXKERNEN

FHe

character_set_connection WA utfs8 8§ utfomb4d , BN RZIFERimak N AER utts
utf8mbd FIFEIERNIE,

NEFZEEFERARPANIBR collation , 1 utf8_general_bin o

I

E—EERFRIFIRERAR

R AEEA BRI SIAERUZHF mysql_native_password o
RIBEIEEIHSIEENWSINESXZEF nysqgl_native_password Fll caching sha2_password o
CASB KBRS A RIISIEKERTDE, SRERLSISEENFAEHEMEE,

DRfESEFAR

MRBEEZE ans M swd &%,

SR F AR TH BB F ERRIINREE

ST RINEESE R F RIS

TN R LESFHNEENES, (25 L1kE 5%, B LIKE BRRSANS, AZISENEL,
B EEIEHEIIRBNFRESRAZTHAL FREINFH.

BNIEHERARIFENFH, A% NO_BACKSLASH_ESCAPES &R,
NEEEEDTFRIKENSFREFHEN.

NEZRAEATAFRMG, BRNFESNAANE, REEHEEE, FEANREZTEEMNZERZE;
EFRMENTAFRME, AEESAREEIE,

%#F SELECT , INSERT , REPLACE , UPDATE , DELETE (BaJfH

WHERE. ON. IN, INSERT VALUE. SET FZFERPIEFRAIN. IERHANEIRFEENRERS .
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X85 rRow FHHIEREIXNBVENBERE, NZHF where (id, 'n2' , addr)=(2, name,'a2') HHPF
ERINfE=

¥4 table references $l where condition HRIFEAFERPIERAXAENRE.

UNION BfERAE— serLEcT FE HIMNMBEEE.

ARISFESIRRIINGEE

A%#F INSERT INTO ... SELECT ... FAZINIELGESIERINMNGRE .

EEEER, JoIn EEFEEHERFNBHINNEEE SVEXSA—H, TEERHTEERED,
%#F GROUP BY , (BAYRIEFNEASN —EAIEE o

information_schema , sys , mysql ZFREHIBERSZISNEZMBIS.

7120

4#§ COM_QUERY , COM_STMT_PREPARE Fl] COM_STMT_EXECUTE HWMYFh=FERINMREE,
AZ¥F COM_STMT_SEND_LONG_DATA , COM_STMT_RESET WM,
AX#F COM_QUERY Protocol::LOCAL_INFILE_Data WM¥.
59
DML $hi780, HBFEIDIETIskIEEHEMNAIE.
INFBFERASZIFREIRIE
NBFERAZIFHFIEE
INZFERASZIF ORDER BY o
NEFEAZFENES,
AZIFEESHENEZEMNED,
AX$F seELECcT INTO iBfl,
A%#F mysqldump HPfEFR CASB ASZISRMFIEFNISEM .
ASZ#F CREATE TABLE xx AS SELECT . CHECK TABLE . CHECKSUM TABLE i&i%o
3255 TDSQL BEMMEBIEE, il help , repair Fo
A4 COM_QUERY tH¥fY Prepare . Execute BRIRININGEER,
f%Y TDSQL 1BHAEEDTHIERI, SQL iETPHNERIERFSER.
TDSQL B9 ShardKey FERAFEEEEINE

binlog
#f5iE2E MySQL BINLOG iE@ZRSE .
Hifth
FREREVRMEEERIZHAEN, WS SRR EIRESERA 4B proxy RIFERAIEIER.
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o BiEERIREENRMA, BEAFSEEE, B MySQL &&&if.

o RXENLENEIEXNENTFI6MET,

SQL #41

INSERT INTO table_a (id, col1, col2,
crypto_column) VALUES (1, 'a', 'b', 'c');

INSERT INTO table_a VALUES (1, 'a','b', 'c');

SQL #fl

DELETE FROM table_a WHERE crypto_column =

o

DELETE FROM table_a WHERE col1 IN (SELECT
col2 FROM table_b WHERE crypto_column ='c');

SQL ##4

UPDATE table_a SET col1="'d' WHERE
crypto_column ='c';

UPDATE table_a SET crypto_column ="'d' WHERE
id =1;

EH SQL iZfIszsiER
©
P EEENERBAIFEREMRA: crypto_column,
o AR
IEEFIZIBANEFER B2
FEEFIZBAINEFER 8
o iR
MEFRERNEDFRMG 8
DH?:?EQ1’E?9¥§i‘EBiEﬂE‘J g
=G
- BT
MEFRERNEDFRMG 85
EIINEFR 85
- Hifigf
sem) ‘E%‘I%

/
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SELECTIEZHISZIF

MZEXRAIEAREIER,
SELECT *i&iZRIsz#

== ERfEFAI =

MEZRIFAT RN, FE
Ui

MZEZXRIEATAFEM, IN
FHE

NZEFRIEAFEQRIFM

JOINEif), IMZEFRIEA
WHERE#

JOINEif), IZEFERIFA
ONZf4

JOINEifl, IMHEFRIEAR
EER

JOINEif), MFEFERIFHE
REMH

GROUP BY IN#E=Es

ORDER BY #E=E&

EFERENE
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2FF

25

255

X5
EXRAY
==
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HHE
EWiE
e
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HiERENMX (ZiHIRLRE)

SELECT crypto_column FROM table_a;

SELECT * FROM table_a;

SELECT crypto_column a, col2 b FROM table_a;

SELECT * FROM table_a WHERE crypto_column =

C;

SELECT * FROM table_a WHERE crypto_column
IN (lal, lbl, Icl);

SELECT crypto_column FROM (select * FROM
table_a WHERE crypto_column ='c') a;

SELECT table_a.id FROM table_a JOIN table_b ON
table_a.id = table_b.id WHERE
table_a.crypto_column ='c';

SELECT table_a.id FROM table_a JOIN table_b ON
table_a.id = table_b.id AND table_a.crypto_column
= Icl;

SELECT table_a.crypto_column FROM table_a
JOIN table_b ON table_a.id = table_b.id;

SELECT table_a.id FROM table_a JOIN table_b ON
table_a.crypto_column = table_b.crypto_column;

SELECT * FROM table_a WHERE id>10 GROUP BY
crypto_column;

SELECT * FROM table_a WHERE id>10 ORDER BY
crypto_column;

SELECT * FROM table_a WHERE crypto_column
LIKE '%cc%'";
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SELECT * FROM table_a WHERE crypto_column
REGEXP '“cc';

SELECT * FROM table_a WHERE crypto_column >
'a' AND crypto_column <'d’;

SELECT * FROM table_a WHERE
substr(crypto_column, 0, 2) ='aa’;
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PostgreSQL

mIEE#AYE: 2024-08-2010:10:21

TR RISy

BB PostgreSQL ZiFRYEUIEERRA ) postgre 9.3.5, ZiFHIFEREBIINT:

FERER ZIFIER Cifuazhes

character varying(n), " Ry _

varchar(n) o MZTERXTFZR1 Char KER AES/SM4
#, BiEFHANX

character(n), char(n) B2 5 AES/SM4

text 2H5 AES/SM4

bytea A2 -

smallint 375 -

integer A% -

bigint A5 -

decimal 325 -

numeric 3285 -

real 375 -

double precision A5 -

smallserial A3THF -

serial 32H5 -

bigserial A5 -

money8 A5 -

oo L S :

’;icr:::aestamp [ (p) ] with time i B
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date A 37HF -
time [ (p) ] [ without time Ris 3
zone ]

time [ (p) ] with time zone A5 -
interval [ fields 1[ (p) ] ST -
boolean 32H5 -
enum 3285 -
point A5 -
line A3ZHF -
Iseg A5 -
box 3285 -
path A% -
path A5 -
polygon A -
circle A37HF -
cidr 3285 -
inet AT -
macaddr 32HF -
bit(n) A3 -
varying(n) A5 -
tsvector 3285 -
tsquery A5 -
json A5 -
jsonb A2 -
jsonpath A5 -
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int4range 255 _
int8range i ~
numrange 25 _
tsrange A3ZHF _
tstzrange A3ZHF _
daterange 3285 _
oid 3285 _
regproc Sz s _
regprocedure i ~
regoper x5 _
regoperator ST _
regclass 255 _
regtype ST _
regconfig Rzis ~
regdictionary 3245 _

% SQL BRI

HEIEFEESEONFRERINT:

o EAIED:
== SR soLupl

/

TISRFIEN i .IN§FR.T INTO public.table_a VALUES (1,1,'n1','a1'), (2,1,
n1','al);
EEFHEAN B2 5 INSERT INTO public.table_a VALUES (2,1,'n2','a2');

HEEBIE A p— INSERT INTO public.table_a (id, col1, col2,col3) VALUES (1,

1,'’n1','a1");
EEIES p— INSERT INTO public.table_a (id,col1, col2,col3) VALUES
A N (1,1,'n1,'a1’), (2,1,'n1",'at’);
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- EFNES:
SR
R ETEOFEMEL

REGEEEHRFRLE

- EHifNiES:
i

¥ select * iBiZAIZHF

FHFEREF(EICE
FiFF BRI ICEC
FHFEEEES
FHFERHERY
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2F5
2F5
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255
B

2HF

2HF

2FER
255

%1%
%1%

A3ty
S

2H5
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SQL ##4

delete from public.table_a where col2 1= "'n2’
and id != 2;

delete from public.table_a where id in (1,2);

select * from table_a t1 where t1.col2 in
(select col2 from table_b) and t1.id =1;

SQL #4l

UPDATE public.table_a SET id=1, col1="c11’
where col2='c;

UPDATE public.table_a SET id=1, col1="c11’
where id=1;

SQL #45
select * from public.table_a;

select * from public.table_a where col2 =
'n2'and id != 2;

select * from public.table_a where col2
like 'n%";

select * from public.table_a where col2 >
lnol

select coll from table_a where

substr(col1,0,2) ='aa’;

select * from public.table_a where id in
(1,2)
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Sz pn s e s Rhs faellect id, lower(col2) from public.table_a
select concat(tft.col2, 2, NULL, 22) from

BirFRAMSHANMREEFER 3245 public.table_a tft ;

SQL iErhaIFRERRIS, &EF select tft.id, tft.col1, tft.col2, tft.col3 from

==
FRREDSHELISEE =5 public.table_a tft where tft.id=1;
select * from table_a t1 inner join table_b
XEXBEiIGRIER select * -2 t2 on t1.id = t2.id and t1.col2 = t2.col2
where t1.id =1;
FEH-HRITEFED, REE o select * from table_a t1 where t1.col2 in
FEHOFHEDL N (select col2 from table_a) and t1.id = 1;
select t1.id, t1.col1, t1.col2, t1.col3 from
FEII-FERPREEFRIENX S table_a t1 inner join table_b t2 on t1.id =

BXFH R EFER t2.id and t1.col2 = t2.col2 where t1.id =1
and t2.col2 = 'n1';

select t1.id, t1.col1, t1.col2, t2.col3 from
FER-ZERETFEFEOFERHF o table_a t1 inner join table_b t2 on t1.id =
ERIEFE t2.id and t1.col2 = t2.col2 where t1.id =1
and t2.col2 = 'n1';

select * from table_a tft where exists
Xt exists XEFAIZIF XI5 (select 1 from table_b tft2 where tft2.id =
tft.id and tft2.col2="'n1");

33 group by BRI S select col2, count(1) from table_a tft
group by col2;
X5 R select id, col1 from public.table_a ta
Xt Union XEFRIZF FE 1zR union select id, col1 from public.table_b
Hiiliz tb ;

select id, col2 from table_a tft order by id

BFE select id, col2 from table_a tft order by
lower(col2);
FETS B2 select version();
iR ES A5

Rt
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BUEREERE

BRIASZHF SSL &, BERIRFFEXS UTF-8, BRIREILERIT B IIEEINTSH
client_encoding='utf8', sslmode=disable.

conn=psycopg?2.connect ("dbname="'foo' user='dbuse password="mypass

client_encoding='utf8' sslmode='disable'
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MongoDB

DRSS

(E5525BL: =, @E
FERRE: FRFREE, FIFTHEIZEE,

Proxy
7.3
HKEESZI5H Mongo MRAREE!
Mongo ki 43 KrS2hi 3]
3.6 = &
4.0 2 =
4.2 = =
WAE
%§5: SCRAM-SHA-1, SCRAM-SHA-256,
A%#F: SSLo
P ERAEBIRYST G

string, FFHEE,
binData, Zi#HIiEsER],

wme

1. insert, insertOne, insertMany, bulkWrite.

2. find, findOne, findOneAndUpdate, findOneAndDelete, findOneAndReplace,
findAndModify.

3. update, updateOne, updateMany, replaceOne.
4. remove, deleteMany, deleteOne,

5. aggregate [match, group].
JsonPath 2BI37§§
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JsonPath DOYE mmmsms e
$.name XI5 b2 FEB
$.addr.name B2 X5 SRR FER
$.books[*] X5 X5 HBRFRBTTER
$.books[—1:] A& 285 HERERS TR
i ?
$-friends: F3iE F3zi% B name /B4, B phone KYfE
(@.name)].phone
IXzEhEE EXFEFhRA AZIFhRA
e org.mongodb.mongodb-driver:
IDBC >= org.mongodb.mongodb- 3.x
driver-sync:4.3.0 e <= org.mongodb.mongodb-

driver-sync:4.2.3
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