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id name phone

’95 user1 ]- BE @ BRREMX BY— _+ @ WIEERSS J
2 Bob 6789012 ~—-———— B —

1 Alice 1234567

userinfo
id name phone
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$H4: BUEBRSCHR

1. BEQREESS, BIRERAEN.

[root@/M-32-33-centos ~]# mysql|-h172.16.32.4 —-P3306 |-uroot -p —-default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 19768797

Server version: 8.0.22-txsql 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select x from userinfo;

1 || ADSfv+OmHffLLroX3UuuiPuD43c9K3tk4Lic+w: | q

2 || KA9TZaSNnFY+wtwb3kil5pOF5XE7LX1i5r6a/Q==|"~| | 09tc36whgMzWbSMqlv7seDpZ6.
e e e e +
2 rows in set (0.01 sec)

2. {EA userl EEMAEEIE, name 1 phone ¥RERAX .

[root@M-32-33-centos ~]# mysql -1172.16.0.30 -P10100|-uuserl -p —default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10003

Server version: 5.7.18-txsql-log-casb—proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select * from userinfo;
N S — e o

| id | name | phone

- fm————— R +

| 1| Alice | 1234567 |

| 2| Bob | 6789012 |

B T —— W T——— "y

2 rows in set (0.00 sec)

3. {EA user2 EZMNIEEIA, name 1 phone ¥IREIBISIEEIE
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[root@M-32-33-centos ~]# mysql|-h172.16.0.30 -P10100 |-uuser2 -p —default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10015

Server version: 5.7.18-txsql-log-casb—proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

mysql> select * from userinfo;
B E— 4 L
name | phone
e e 4
Ak | Takiokk7 |
Bk | Gkkokork2 |

rows in set (@.01 sec)

4. {ER user3 EFEEE, name REHSIGEEIE, phone REIZE,

[root@M-32-33-centos ~]# mysql Fh172.16.0.30 —P10100| —uuser3| —-p —-default—character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10003

Server version: 5.7.18-txsql-log-casb-proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
i . Other names may be trademarks of their respective

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select * from userinfo;
A= : :
| id | name | phone |
4t
| 1 | Askkkk | |
| 2 | Bxk | |

s

2 rows in set (0.00 sec)
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doc B
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CASB i5iEZHINRAIRFTERNA N, TREIEE—FANAIERE (BTxRE) . Blt, ¥FEBIRFHIFR, REREHERN
BN, BAFIRER VAR name B, MNSEEEZEIESE phone RIFINI, LbRYSEITACE]FEETHARN = =T 3ZEDBHET o
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2% pellEE, HheMaaiEN,

M ZFR i5A8

admin AEENTIRFRERFRN .
admin &N rule_allow_client : 51738 172.16.32.33 #lg3A%iED,

rule_deny_all : [HEFFRFEIHIEED -

reader AEKITIRFRERFRN
reader &N rule_allow_client_rd : B{T3RE 172.16.32.33 #8849 SELECT i&fl,

rule_deny_all : [HEFFRFEIHIEED .

nameadmin FAEZFIITIRFERE=FRN,
nameadmin 5 rule_deny_phone : BEEFi5iE phone FERRIIED.
Fmy rule_allow_client_name_rw : B{T3kH 172.16.32.33 #18&. name ZFERHY SELECT . UPDATE &,
rule_deny_all : [HEFFRFBIFIEIEE,

cronjob ABIFINTTIRFEE=SMN .
rule_deny phone : fREfifIE phone FERRYIER

cronjob &N rule_allow_client_name_cron_rd : BifT3€H 172.16.32.33 #l88. 20:00~21:00 BHEERA. name =FERRY
SELECT &4,

rule_deny_all : fHEiFRBIAIDIEE

3. JRERARIE

1. 48E admin ABHIRIEWKS userl : AILLESMEFR,

[root@M-32-33-centos ~]# mysql -h172.16.0.30 -P1010@ —uuserl —-p —default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10005

Server version: 5.7.18-txsql-log—casb-proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

nysql> select * from userinfo;
h————f——————— e +

| id | name | phone
. ————————— +

| 1 | Alice | 1234567 |

| 2 | Bob | 6789012 |
h————f——————— e +

2 rows in set (@.00 sec)

mysql> update userinfo set phone='1234567' where id=1;
Query OK, @ rows affected (0.00 sec)
Rows matched: 1 Changed: @ Warnings: @

2. #35E reader MBMINIEWS user2 : AILUEMBEFER, FHEFERE,
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[root@M-32-33-centos ~]# mysql -h172.16.0.30 -P10100 —uuser2 -p ——default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10019

Server version: 5.7.18-txsql-log-casb—proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.

mysql> select * from userinfo;
+———t A +

| id | name | phone

+———t A +

| 1| Alice | 1234567 |

| 2| Bob | 6789012 |
. . +

2 rows in set (0.00 sec)

mysql> update userinfo set phone='1234567' where id=1;
ERROR 60041 (HY@@0): Casb: query denied by access control rule 'acrule-n62plujg'

3. 4F%F nameadmin ABHIEWKS user3 : ALAES name FER, FAEEES phone FER,

[root@WM-32-33-centos ~]# mysql -h172.16.0.30 -P10100|-uuser3 }-p ——default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10005

Server version: 5.7.18-txsql-log-casb-proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective

owners.

Type 'help;' or '\h' for help. Type '\c' to clear the current input statement.
mysql> select x from userinfo;

ERROR 60041 (HYP@Q): Casb: query denied by access control rule 'acrule—o5vhgmko'
nysql> select name from userinfdj;

| Alice |

Z rows 1n set (V.00 sec)

mysql> update userinfo set phone='1234567' where id=1;

ERROR 60041 (HY@0@): Casb: auerv denied bv access control rule 'acrule-o5vhamk@'
mysql> update userinfo set name='Alice' where 1d=1;

Query OK, @ rows affected (0.00 sec)

Rows matched: 1 Changed: @ Warnings: @

mysql> delete from userinfo where id=1;
ERROR 60041 (HY@00): Casb: query denied by access control rule 'acrule-n62plujg'
mysqs

mysql> exit

4. 4B5E cronjob ABHIKIEKS userd : (NAILAEMERIRIEIRE name FER, FEESZFER,
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HiEREMX (ZHITRSIE)

A BAS

[root@M-32-33-centos ~]# mysql -h172.16.0.30 -P10100 [-uuserd |-p ——default-character-set=utf8 doc -A
Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.

Your MySQL connection id is 10007

Server version: 5.7.18-txsql-log-casb—proxy 20211202

Copyright (c) 2000, 2021, Oracle and/or its affiliates.

Oracle is a registered trademark of Oracle Corporation and/or its
affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

nysql> select curtime();

1 row in set (0.00 sec)

nysql> select * from userinfo;
ERROR 60041 (HYQ0Q): Casb: query denied by access control rule 'acrule—o5vhagmke'
nysql> select name fTrom userinto;

| Alice |

rows 1n set (0.00 sec)
mysql> update userinfo set name='Alice' where id=1;

ERROR 60041 (HY@@Q): Casb: auerv denied by access control rule 'acrule-n62pluiq’
mysql> select curtime();

1 row in set (0.00 sec)

mysql> select name from userinfo;
ERROR_60041 (HY@0@): Casb: aquerv denied bv access control rule 'acrule-n62pluia’

$EA: HiEHEHMR SRR IP X5
BRI PERENRARNN, REEREEPRREEEOE0N, REEPRERIKE P, FHETNTE, 2&RRE0ITH
BRI,
ZLERBKE IP & VPC REETH, FHARSAMMGRE P THETHRBOERE, FLEAREBOHEAE.

© iRAB:
MFENLZFBRHIGIE CASB RIEBHNEFIGNAERNIE, BB iiE CASB £24 AR, EREAONHETIEE,
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@ i HIEZSFX (FHARLRE)
MySQL BINLOG HiEE=R%

=IEEFAYE: 2024-06-14 14:13:01

MySQL BINLOG 2 MySQL iCREIRESURIERN T HFIXMY, BIEEHE BINLOGE , £=54HH (40 Canal, Flink—-CDC ) BILAMEIEE
#9 BINLOG FiBEIREVEERIEILICR, SCHEERIBEITIA.

HiERF(ER CASB FECENZEG, IXHESENEBEEMEREY, EXHEERSEANRIERE, SIEN, BINLOG FEEXEIEE. L, F/H
BINLOG E&iTHEIERER, BSITRZIMNEIEAEN

CASB BINLOG f#&

CASB ZiFiRIE BBt EAIINZREREE BINLOG AEEIE, S=AHEETISITRIRREIEEEE CASB X2, B CASB f{Ef#% BINLOG #
B9ZRSCHRE

IFHNTIHY
COM_BINLOG_DUMP
COM_BINLOG_DUMP_GTID

STISHOSEIFREY:
WRITE_ROWS_EVENTV1
UPDATE_ROWS_EVENTV1
DELETE_ROWS_EVENTV1
WRITE_ROWS_EVENTV2
UPDATE_ROWS_EVENTV2
DELETE_ROWS_EVENTV2
WRITE_ROWS_COMPRESSED_EVENT_WV1
UPDATE_ROWS_COMPRESSED_EVENT_V1
DELETE_ROWS_COMPRESSED_EVENT_V1

IFHERERSEE
zlib

{sEFEPRI

IBIECEIERS % casb_binlogdump , KIEKSHERTTEIBUS HREIRMEWEE BINLOG R,
binlog_format & #WH ROW

IFERIERERFHELRA utf8 5 utfdmb4 ,

(SRR S RIE B RN B RAR AR B EUE

378534 BINLOG &iE{E FRR SRFN A R HSRER -

ERiTE

1.

BN YREREREENXRHMER BINLOG RIS%IE, EHIREEEN CASB |5, MEIEEE(EA BINLOG #hilUER CASB, RFIEXEIER
%

BINLOG #iE&id CASB XIEfE=E, IMERTFEXTE, S5 MySQL MER Read_Master_log_Pos #1 Exec_Master_Log_Pos
—H, SBRALEM . NEHIENBEZEER CASB ENEZEINE .,

. INERRAEIERERINIRS, FHAY BINLOG BiBTEMRE

IHFIRELARENMERBRESE, MEEMELN BINLOG SURIRIEAIRISTIZFET, BREEN.

. REGMETE, FHEAWEFR BINLOG BiETEME

FEWTERE, CASB HIFREMF BINLOG HEMIENREEF—H . SHIEEFESH binlog_row_metadata KigEH FULL, BINLOG =4+
RICREFRYE, FCREFRE, CASB EixiRa BINLOGH HiEXMNAMNBERRISES, SHEERZEHBIHIE.

. REMETE, THEEEE BINLOG BiETERE.

HiEHIRETERENR, SXRIITE CASB AE%RE, CASB HIFREIBHIAE, 1 BINLOG BEMIENEIEIF—H . EHIBESH
binlog_row_metadata Rig&/ FULL, BINLOG HHUCREFEREIE, FICREFEE, CASB LixiRsl BINLOG HEIEX RAIINMESE
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Q) i HIEZSX (FHARSIE)

RIBER, SHEXBREMBIEYE.

REHIELRHE
HTRARENEESHN BINLOG ST MBI, TRALTRHMAE.
EENEESY (#5)

BCEEIEESE binlog_row_metadata /3 FULL , 1§FER(ERICREI BINLOG 1, CASB &iRiEFRIEE /AT AFRAINGEER.
(EFALES SRS, FEURESISISE, B2iE BINLOG HRAZEEX.

A5 MF zhIETE

rSSMIFESEF BINLOG SiEMERRESF N, BIISNENMIBEIMIEFRE BINLOG ¥R,
ICRFREWEFRIRRE BINLOG fUEER.
TEMRSREM.
BERETEREN ( Btk CASB REMREMES) -
Hi% DB TEXREMGE, FahE CASB EHEEMRE,
BEERS IR, NEERRERE BINLOG UEEHRAL .
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@ i HERLRK (SHARSKE)
BWiE#EAN CASB

AXLASHERRE. FENZHIEN MySQL FoiiE 6, NEINBERIBEFMPRTTEE.

FHERCEIIR

casbtest ETF t1 RHREFEE=ZMEHZFER name . phone #1 address ,
HiEREEEA 172.16.48.12:3306 , E4PERICE UL 172.16.0.30:10101 .
HUBREPR=/MUHEEE name . phone 1 address B2 CASB (XEEEINE,

REWEE - 11 X
Q
A 5] FERKE © iz gz wi B8 Ifesist SCH MABEE
id INT & 10
name VARCHAR 512 EESM4 TR — 2023-01-31 00:58:12 BRE, SNE «©
phone VARCHAR 512 E#ESM4 TER — 2023-01-31 00:58:15 R, SME «©
address VARCHAR 512 EESM4 TEA — 2023-01-31 00:58:19 ERE, SNE «©
10 v 1 /R
. = -
FHAHEIEWS root , phone FER FEEEREHEIN
& drule- IS
BASUREE IS AN ER
@ THECHERE, HTRMSIEE, BSERER X
HiEE (1) Q
BRREE ENEEE Q
casbtest 1
B
v id 1
Q
Y
id INT 10 id i I8
name VARCHAR 512 id - Fig e
phone VARCHAR 512 id FSESHER) R MR TN

address VARCHAR 512 id p 1RiE

HiEEPEFHECEE CASB MERRIEIE
HERIEESS: IESRFREMNE,

[ root@M-32-33-centos ~1# mysql |-h172.16.48.12 -P3306|-uroot —p casbtest -e 'select * from t1'
nter password:

| address

BERESER: phone FREMIE, ERFREMBEZEHAX.
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\:H_ — HiEREMX (ZHITRSIE)

[root@M-32-33-centos ~]# mysql |-h172.16.0.30 —-P10101 —-uroot —p casbtest —e 'select *x from t1'
Enter password:

B RESEFERINTREN TR

1. 8% RHEE , BRRFROTERNIREHERSE, BFME.

REWEE -t1 X
Q
® =
i INT 10
name VARCHAR 512 EHSMa TR I 2023-01-31 00:40:32 | BB, SFME [ @)
phone VARCHAR 512 EFESM4 REF — 2023-01-3100:38:00 | HBRE, STME @)
address VARCHAR 512 EHsMe TR ] 2023-01-3100:38:13 | 8EE, SAME «©

BENRESESHEN, ATLAESSAEXEYE; B ERIZme, ALAESEEMRSFREaRE.

[root@WM-32-33-centos ~]# mysql(-h172.16.0.30 -P10101)-uroot -p casbtest —e Yinsert into tl1 value(2, "Z=P4", "16666666666", " S & L X H #k & 3975")
Enter password:
[root@M-32-33-centos ~]# mysql|-h172.16.0.30 -P10101 -uroot —p casbtest -e 'select * from t1'

| id | name | phone | address
-t —————.

I 188s%k+x8888 I =5

| 166%k+x6666 | 5 R

[root@M-32-33-centos ~]# mysql [-h172.16.48.12 -P3306|-uroot —p casbtest -e 'select * from t1'
Enter password:

A EX
NEFRIEAERFMN, RENEREXEFATIRMY, BIREBELENERBXFHEINEENRE.

FE2: RRETRNE

1. &% I5EE, FELERRES, 2EREHEFR.

SENRE ©rn - o A, - e
RARBIRE MongoDB
metadata i ¥

Q@ FTRECHERE, HFEMBIEE, MBHEBER X

RIS RIF5IR Q

" ¥ Y : z 3 :
task N casbtest I | SERT I root © mATmh 2023-01-31 00:44:33 2023-01-31 00:44:55 2023-01-31 00:44:55 - 55 SEISHE
R MR
10 v 1 M|

2. 2 ERFESTMHE, Bi& DB &if, $IRFRIFIEHIESECHENEN.

WRIFRE: BRRITE (bR ) ARSEEAE 5824 25|


https://cloud.tencent.com/document/product/1303/64619
https://cloud.tencent.com/document/product/1303/64622

HiEREMX (ZHITRSIE)

[root@M-32-33-centos ~]# mysql|-h172.16.48.12 -P33@6)-uroot —-p casbtest -e 'select * from t1'

Enter password:

o e e e e e
|

| id | name | phone | address

e}
|

| 1] 3= | 18888888888 | I Z & ARl Es LU X R 5 A& 100005
2 | =M | 16666666666 | L 5L X HMEE3975 |

|
e ——————

SIR3: VISR

HiRERRFTERIBIRERIEYE, AFATLMSEIEREERH CASB REBibIHIRAEIRE I, FEMESIEERFEESIRELE,

$H4: RRERENRRIE

1. FEMERE . 25 MIRINZEE X8, WMikTEiE LA EaREMERE.
2. FEAEWSERENREERE. 2% RIMRIREEREE X8, HIRTRENNEREREKS ESmRERERE.

3. BEMRIEMTHIENE. &% NESFEE X, BIRTHEMAENSE,

SIS BIRRTTHIR

RIESRIETINIESER, BIRTM CASB REHMIFRTTEIRE
1. BF £§E , PETHIESEERATHXRETHIE.
2. EXFRETHIERE, RIFERENTHE, 2ETHEGNNES > #iR.

zzzzzz

3. FEIAMIREE R, BTN, BIETHIBRTEEE

A EE:
TOEUEMIERE, TiERE.

WRIFRE: BRRITE (bR ) ARSEEAE 5825 #25)


https://cloud.tencent.com/document/product/1303/64619#.E5.88.A0.E9.99.A4.E7.AD.96.E7.95.A5
https://cloud.tencent.com/document/product/1303/56902
https://cloud.tencent.com/document/product/1303/64636#.E8.A7.A3.E7.BB.91.E4.BB.A3.E7.90.86.E5.92.8C.E5.85.83.E6.95.B0.E6.8D.AE
https://console.cloud.tencent.com/casb

