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EIEEFATE: 2023-05-16 02:10:47

$10 X&%

AAdiE: 2022-07-07 06:15:25
FREHEETIUTHS:
BEEAIH.

e

« AssumeRole
o ¥MEAZ: Sourceldentity

BOXERS
A%fdiE: 2022-05-18 06:16:35
FREGEETUTRA:
MECHRINE,.
fgegzn:
» AssumeRole

o ¥EANS: Tags
FRIEERS:

. Tag

B8XRM

A%fdiEl: 2022-04-25 06:12:01
FREGEETUTRA:
MECHRINE,

higEEO:

« AssumeRoleWithWebldentity

BT RE®

#7ETE: 2021-12-16 08:13:48
RREHEETIUTRA:
MECHRINE,

higEO:

« GetCallerldentity

86 X&R%

&ZAdiE: 2020-12-23 08:09:13
FREBEETIUTRE:
BEEAMX.

feRstEn:

* AssumeRole
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https://cloud.tencent.com/document/api/1312/48197
https://cloud.tencent.com/document/api/1312/48197
https://cloud.tencent.com/document/api/1312/48198#Tag
https://cloud.tencent.com/document/api/1312/73070
https://cloud.tencent.com/document/api/1312/66098
https://cloud.tencent.com/document/api/1312/48197
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o FEAZ: Externalld

B 5%

A7AdiE: 2020-02-26 17:50:41
RREHEETIUTHE:
BEEAEIH.

RO

« GetFederationToken
o g Expiration

B4 XE®

AEdiE: 2019-12-20 11:17:47
RREHEETUTHE:
BEEHHIX.

shmEn:

* QueryApiKey

FIBERLSE:

* ApiKey

BIXERS

A%ldiE: 2019-06-27 20:16:35
FREGEETUTRA:
MECHRINE,

higEO:

» AssumeRoleWithSAML

gz

« AssumeRole
o ¥EAS: Policy

B2 RE®

AAdiE: 2019-02-28 14:21:08
FREHEETUTHE:
BEEHHIX.

fezsgEn:

» GetFederationToken
o BIEEAE: OpenUin, OpenOwnerUin, Ua, Mfa, InterfaceName, Extralnfo, ThUin, ThOwnerUin, CodeMode

F1R&®

#7ETE: 2019-01-2512:11:30
KREHEETIUTRA:
MECHRINE,

higEO:
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« AssumeRole
» GetFederationToken

FRIBEURGS

» Credentials

=4y

ERIEEFRATE: 2021-06-23 11:39:39

IRIRERE: BR=ITE (1bF) BRSEAE 586 H72m


https://cloud.tencent.com/document/api/1312/48197
https://cloud.tencent.com/document/api/1312/48195
https://cloud.tencent.com/document/api/1312/48198#Credentials
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RRIDRER REFIERSS API 3.0 R4 . 2HH API SOEEMGENSE, K—HSBRIEMARERE, %—i0 SDK/ICLIIRFS API EFE—H, SEEkEs
PUERIERGE . STSSREERALSERERERE" R, ESEA= API 3.0 ERANMEEES: REA]

HiEIEE ( Cloud Access Management, CAM ) 2Bill=REI—E Web IRSS, BFEHERZLMEERBNZWPISHITNR, SESEERNIR. B
CAM, EaJLAelzE. SRMESARP (A) , HiEdnEIERIESTRE WL A o] LAE LS = &R

API S

EIEE#RASE: 2024-08-02 02:05:16
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https://cloud.tencent.com/document/product/1278/46696
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https://cloud.tencent.com/document/api/1312/48197
https://cloud.tencent.com/document/api/1312/48196
https://cloud.tencent.com/document/api/1312/73070
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AR
imREGH

EIEEFATE: 2024-08-28 02:21:43

1. BRS5itit

AP| SZIFTHIEHIEIEN , AF-mekiEtitgiE & A sts.tencentcloudapi.com , tBziFigEMEZ A, Flanr-MitEkaoEah sts.ap-
guangzhou.tencentcloudapi.com .

WHEFERFEEEEANGS . RBAREONZFIRMAELS, SAHENBRENENBANIRSES . T MEEER, SEMERIITHNIRSSE, JEIEE
sts.ap—guangzhou.tencentcloudapi.com 2—%9,

R WRESURAOLS, BIUSEEIENS.

HR: HER APl AR, HARARFREEEOXGRMARSNEE, FRISHRIREERARX/ARSESUSPER, BOSTNOBEREROXEBA S
hE

EEpZE:blo=t I Pk
=N 0 fa&
FIEHbHIEN (EEF, RIISESRKX) sts.tencentcloudapi.com
SEREHBIX (M) sts.ap—guangzhou.tencentcloudapi.com
$EEMR (L) sts.ap—shanghai.tencentcloudapi.com
AR (IER) sts.ap-beijing.tencentcloudapi.com
Fargith X (REER) sts.ap—-chengdu.tencentcloudapi.com
ARt X (BX) sts.ap-chongging.tencentcloudapi.com
BiRaitX(hEEE) sts.ap—hongkong.tencentcloudapi.com
TWAZRES(FRhni) sts.ap-singapore.tencentcloudapi.com
TWAFRE(ER) sts.ap—bangkok.tencentcloudapi.com
TP ARIER(H3E) sts.ap—-mumbai.tencentcloudapi.com
WAHFAL(ER) sts.ap-seoul.tencentcloudapi.com
TAFIL(FER) sts.ap-tokyo.tencentcloudapi.com
SEFE(FHRI) sts.na—-ashburn.tencentcloudapi.com
ZEFEER(ER) sts.na-siliconvalley.tencentcloudapi.com
Bttt X (A =5218) sts.eu-frankfurt.tencentcloudapi.com

R BFSHENESMEERETEEN, AbYhISMRESE (234288 Region AEMKil) , BEREEHESMRX RS, BIFH Region Ktz
BRI,

SEXFEA b ESRHXEHEZ

LR (LiSsRE) sts.ap-shanghai-fsi.tencentcloudapi.com

LR (GRYIER) sts.ap-shenzhen-fsi.tencentcloudapi.com
2. iEENY

BNz API HIFFEEOBIEE HTTPS #TB(E, RIHSZLUNEREEE,

3. IR%GE

IRIFRE: BR=ItE (It ) BRSEATF B9 H72;


https://cloud.tencent.com/document/product/304/2766
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IR HTTP i5RAE:

« POST (##%)
« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#7%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #%REAEZZE vl (HmacSHA1 5% HmacSHA256)
- multipart/form—data ({X&p53E0O%F) , YREAZERTZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAZEZ A% v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FRFRG

9(ERA utr-8 RS,

IRIFRE: BR=IE (16F) BREEAR 10 #72m



® H% \.EHE REIERS

AQ
NS0

ERIEEHASE: 2024-08-28 02:21:43

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOARSTISEINNG, KEEEESSMETIEN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp., g UNIX iHiaZ, alicRA&ie AP iERA9ATE. Flan 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTNEE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #RESHTAMESLERFER, FIaN:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hr,

- TC3-HMAC-SHA256: ¥&7%i%, HRIEENXE;

Authorization  String 8 _ ¢ oyential: #&EiE, AKIDEXAMPLE 2 Secretid; Date £ UTC iRiiatEl, REBBHALSE X
TC-Timestamp #2E#) UTC iRERNEEE—3; service HEGKFTRE, BENEHZHIR. G, HS
cvm.tencentcloudapi.com EREF@ER cvm. XF=REUER sts; tc3_request ABEEFHE;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;
- Signature: E&HE, ITEIEER XHE,
HTTP i&kk: X-TC-Token. Bl Z2EIERSS FRIMARIIGIIREEIEFRRI Token, FEAIEEIE Secretld 1

Token String a SecretKey FEEIEHIGIFLZLFEEPH TmpSecretld 1 TmpSecretKey. ERIKIAEAIFEEIREL Token F
B

. HTTP i&ksk: X-TC-Language. IEEZEORERIES, (NEDEOZISSE ., BUE: zh-CN, en-US. zh-CN

Language String &

BEIH3Z, en-US REIFE,

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3 AC—-SHA256 d i AKID****x****EXAMPLE/2018 9/cvm/tc3_request, SignedHeaders=content-type;host,

Signature=5da7a33f 3f0614b047e5df4582d 9bf4672ba50567dbaléceccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF £114#472;


https://cloud.tencent.com/document/api/1312/48202
https://cloud.tencent.com/document/api/1312/48202
https://cloud.tencent.com/document/product/1312
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HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization:
Signatur
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2 > ia < WL @ ) 0 vm/tc3_request, SignedHeaders=content-type;h
Signature=582c400e06b5924a6£2b5d7d672d79c15
Content-Type: multipart/form-data;

t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ i S%, ARMRFEIRER/MESREE. BOESHBERESZEONEPRASHATESE Region RYREE,
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
Ti - 51 UNIX BHiE&, TieR&R AP iERIATE, £i11529223702, MESLEMEEEEX, S3REZiTHIE
imestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. = £ =APIZH EERISHIRIAEHAEY Secretld, —4 Secretld MRME—HI SecretKey , M SecretKey £FRER
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF $£12 #£72;


https://cloud.tencent.com/document/api/1312/48203
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1312/48203

O BAT

RLREIERS

1R1FE9 AP B9RRAE . ENESEROXEPASAHSE Version BRI, BINIZRIRSZRAIRA 2017-03-12,

£#&HN, BEisziF HmacSHA256 #1 HmacSHA1., RBIEEISE S HmacSHA256 B, A{ER
HmacSHA256 &iXIEES, HittERI9ERA HmacSHAT IRIEES,

Bl Z2EIEIRSS AR RIGET R 2 EIEPAY Token, ERANTEEIE Secretld 1 SecretKey KIEERAIGIHEZEE
EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE,

BHEW ESic) Wik iR
Version String =
SignatureMethod  String a
Token String a
Language String a

EEZEORERES, (NSoEOXSHSE . BUE: zh-CN, en-US, zh-CNBEHX, en-US iREHEX

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:

HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance

3 ignature=37a

f4fde00b0ac9

AKID*****x***EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type:

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=152767

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23

g5

9eadeb459blbbee224158d66

&SignatureMethod=HmacSHA256&Timestamp=15276723

2&Region=ap-guangzhou&Nonce=2

application/x-www—form-urlencoded

334&Signature=37ac2f4fde00b0ac9od9

Secret Id=AKTD***x&x*XEXAMPTF

FrEmFEEO Region FRETAEEINTERAT. MREATRZISZERPOREITE, WafEEOXEhamiig.

Hbigy

TX%FE (88)
ibiX (6=)
it ( BEER )
ARt (EK)
fepgtthX (1M )

BEatX (PEEE)

AR (i)
AR (£2X)
R (%)
AR (BR)

R (L)

BE
ap—bangkok
ap-beijing
ap—chengdu
ap—chongging
ap—guangzhou
ap—hongkong
ap-jakarta
ap—mumbai
ap—nanjing
ap-seoul

ap—shanghai

fFRMX ( EisEh)
SR (iFRYIERE)

WAKR (#ng)

IRIFRE: BR=ItE (It ) BRSEATF

ap-shanghai-fsi
ap—-shenzhen—fsi

ap-singapore

$13 #72;


https://cloud.tencent.com/document/product/1312
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TAFL (RR)
Bt (iE=5%1E)
EEFR (HERIL)
EEmES (8 )

EEMR (ERT)

IRIRERE: BR=ITE (1bF) BRSEAE
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@ HE \_L:HE REEIERS

ERAHIEV3

mIEEFATE: 2023-12-27 01:31:28

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

» Secretld: BFHRR APl ERESR, AILAESRELIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERESKIE, BRlE, TUSERYFRE, NCHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 15 #72m


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% \,EHE RLREIERS

{Big&FFIY Secretld #1 SecretKey 538I2: AKIDz8krbsJ5yKBZOpn74WFkmLPx3******* fl GuSt 9xGARNpg86cd98joQYCN3***+++x . FAFBEEIMEX =R
SR/BA “KBE” WENMKRS, RRE—FEE. WiEKaT§8h:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3-HMAC-SHA256 Credential=AKI bsJIS5yKBZQpn74WEFkmL Ry #2051 02-25 SignedHeade

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE
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@ HE \_L:HE REEIERS

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84
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@ HE \_L:HE REEIERS

3. it HER
1) HEIREEZHHE, BRBUT:

Pg86Ccd98JOQYCNI* ** x %k

= HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREE secretDate . SecretService Fl Secrets igning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
ficb4d518a0eda9d5chbbfdb7850983f1e603eeae484edea76e4dd8d8deb5556e,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90c3590d569221c6a63a091ed,

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey [EH4RY SecretKey, BP Gu5t 9xGARNPG86cd98joQYCNI** ko
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE bedf67d323c78ab%ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld ZARIRAY Secretld, BJ AKIDz8krbsJI5yKBZOpnT74WFKmLPx3** % * % %%

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature BEE. WROTELERER bed£67d323c78ab%chb7395e43c0dbecf822a9cfac32fea2449a7bc7726b770a3,0

RIE LR, REIPSEIAES:

TC3-HMAC-SHA256 Credential=AKIDz

t;x-tc-action, Signature=be4df67d

RARBIEARERNT:
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P https://cvm.tencentcloudapi.com/

Authorization:

son;

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values":

EREENE HTTP k88 (Header ) fiERik (Payload ) #AMEZITHIEFHNERE—H, SUSKEEESF—HE

REMBEH XX LHE

SZ:ET

["\u672a\u547d\u540d"]

"Name" :

"instance—-name"}] }

RLREIERS

ALETENEIRERAR,

TECPRAMA API 3.0 BY, i#EEMREMBSINZ SDK 3.0 , SDK H#ETESHEE, FRNAXE-RIBHMNEMFZOMNT . #FREESR SDK il . HAISTIFIRE

iBEA:

* Python
« Java

« PHP

. Go

« NodeJdS
« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL

12, HFEEERY, XFARIEREM#A SDK.

Java

.nio.charset.Charset;

.security.M

.text.SimpleDateFormat;

a.util.
java.util.TimeZone;
java.util.TreeMap;

javax.c

javax.c
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
etKeySpe = new (key, mac.getAlgorithm());
mac.init (secretKeySpec);

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

Xx—-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-act

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg Wy 8
1g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;
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y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At on", authorization);

headers.put ("Co ype CT_JSON) ;

headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC stamp", timestamp) ;

headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ") .append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("

service =

host = "

endpoint https://" + host
region = "ap-guangzhou"
action describeInstances
version =

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5EEF "], "Name": instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_ scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "t

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
" _n

SignedHeaders=" + signed _headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint
"Authorization: ' + authorization + '"'
json; cha
+ host + '"!'

'

+ action + '"!'

str(timestamp) + '"'

T

ion: + version +

Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;

IRIFRE: BR=ItE (It ) BRSEATF

lower.b

\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + "
+ "SignedHea s=" + signedHeaders +

cout << authorization << endl;

https://" + host +

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp +
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc,

}

len, "% Sm—-%d", &sttime);

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256,

str, n(str));

SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH;

{

i++)

intf (buf, ~of (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;

IRIFRE: BR=ItE (It ) BRSEATF

WY

"

n

+ SECRET_ID +

n

+ signature;

n

n

+ credentialScope +

n
’

n
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, trlen(key), EVP_sha256(), NULL);

HMAC_Update (h, ( unsignec har* )input, trlen (input));
nsignec nt len = 32;

HMAC_Final (h, hash, &len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;

HMAC_CTX_free (h);

temp[0] = lut[c
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID") ;

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx

region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

char k_key([64]
(k_key, "%s%s SECRET_KEY) ;

har k_date[64]
hmac_sha256 (k_key, date, k_date);

har k_service[64] = {0};
hmac_sha256 (k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256 (k_service, "tc3_request", k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128

hex_encode (k_hmac_sha_sign, signature);
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intf ("$s\n", signature);

char authorization[5

(authorization, "%s C

algorithm, SECRET_ID, credential_s

rintf ("%$s\n", authorization);

host, authorization, host, action, request_timestamp, version, region, payload);

rintf ("$s\n", curlcmd);

eturn 0;

HiiES

« Lua: GitHub

- Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HEEM

FHEMTESLMANEIRD, SRIELFEREE.

fHixtY
AuthFailure.SignatureExpire
AuthFailure.SecretldNotFound
AuthFailure.SignatureFailure
AuthFailure.TokenFailure

AuthFailure.InvalidSecretid

IRIFRE: BR=ItE (It ) BRSEATF

SHIRfR
FERZiZH, Timestamp SRSHEWEIERINEBERSEIHES .

BRTREE. FREHAEERBREHREN, BERLENTFRHES TFET.

RLREIERS

EREIR. THEERITEER, AEEIESLMRENANITETS, bETEREN SecretKey HIRSHAT.

IERHES Token BiR.

FHIEE (FRZ= API BEHEE) .
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

@ HE \_L:HE REEIERS

BERFiE
EIEEHATE: 2024-01-05 01:24:13

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIRIGIEXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

« Secretld: AKIDz8krbsJ5yKBZQpn74WFKmLP x 3% * * % % * %

» SecretKey: Gu5t 9xGARNPG86cd98§OQYCNS* * *  # % *

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action Bik& Describelnstances

Secretld 248 ID AKIDz8krbsJ5yKBZQpn7AWEFkmLPX3* * * * % % %
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE \_L:HE REEIERS

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

'SecretId' : 'AKIDz8krbsJS5yKBZQpn74WEFkmLPx3*****x*x1
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&4Region=ap-guangzhou&Secret Id=AKIDz8krbsJ

S5yKBZQpn74WFKkmLPX3*******gTimestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi '% ion=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

>ret Id=AKIDz8krbsJ5 ZQpn74WEFkmLPx3*******gTimestamp=146518 sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

dg&Limit=20&Nonce=11886&0ffset=0&R
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

zmmjn35mikh6pM3V7sUEuX4wyYM

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA zmmjn35mikh6pM3V7sUEUX4wyYM= , RESEINEZHERSH (Signature ) #:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, BiS$RFERRENER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

» Python

« Java

« PHP

- Go

« NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

- Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %\_EHE RLREIERS

guangzhou&SecretId=AKIDz8krbsJISyKBZQOpn74WFkmLPx3*******gSignature=zmmjn35mikh6pM3V7sUEuX4wyYM%$3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])
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secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := o0s.Getenv ("TENCENTCLOUD_S

ing] string{

anceIds.0":
"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, len(params))
1ge params {

d(keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TEN

["InstanceIds.O
["Limit"] = 20

et"]

= substr( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC
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secret_key = ENV["TENCENTCLO

method = 'GET'

endpoint = 'c

sign = method + endpoint + '/?
params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL::HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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params [ 'Signa e' , strSign)
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A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:48:31

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 22T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RT, MR API HIRE, AILIBR Bi=E0E ok 2328, FHRMIZ ID RERITE,

- BTYEENFEI, HRUAERMEOENHFE, FEMNEOMEEHFESIEOXERHEN . hFIHE TotalCount 1 InstanceStatusSet #873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKABKLY . Error FEHEREREY Code 1 Message FEREAREXYAIT 24 ERER

« Code RTEFHEMNEIRN, HiEKEENTUSGSIRBZEREEALEIREINLNFHEONMAEREIIREAERYRFERIFERLR.
« Message BT RMERRENEAKERE, EEWSRELAFRML, BNATTRSEEFSTEREH, ARFRKEXMNEEE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 549 H72m


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ ﬁﬁfﬂﬁ LTRSS

i

#<E

IEEEFRATE: 2022-08-10 06:47:14

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

- Date: F#H, AHEER. Flan: 2022-01-01,

« Timestamp: ZF#F&H, WHEg. Flan: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMKAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERHEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: Ti#HIRE, EELMSENERINGER

.

IRIRERE: BR=ITE (1bF) BRSEAE 5850 #72m


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

STSHEXENO
IRENEX S BB GBS 5 EIE
EIEEHATE: 2024-03-12 01:48:30

1. gEOE

EOiEKIFESE: sts.tencentcloudapi.com o

fEFiRAA

RLREIERS

RE—AIGIAREIE, BEENAGSRCENAEFREFRBIRINAREE, TRERWMENEMSHNEIR/MA, tLNLRNA LEXHEICOSHR, FMEONF

KAZSREA

IR{ESCRS

1. IGRHGRERER SRR LER, BNETNHRNESER, MERlSiERES EFEHRIRT
2. FFIGRTAIESIERAICAMERES, EIGEIRR MR

3. AAROKARER, BUFERERERS

BUMZROIERITEIRS): 600iR/ o

#EFE(ER API Explorer

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVFIE TEOIERSEINBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik KB 35S
Action = String AHSH, KXIZOBE: GetFederationToken,
Version =3 String ~HSE, XEORE: 2018-08-13,
Region 2 String AHSE, FRFFRZISH iEFIE,
Name - Strin FER L BEARA RN SR, HFEAER/K,
= 9 SifE: test
E3—H
1. REGIEESIR CAM FIEiEZ.
Policy o String 2. REPAREEE R principal TEH.
= 3. Zz2#FEMurlencode, RBiHEMZFEMurldecode, FHZAIBFEPolicyiEFIGRTARIEIENIR, SEIEE,
wE:
%7B%22version%22%3A%222.0%22%2C%22statement%22%3A%5B%7B%22effect%22%3A%22allo'
. - EEIRRHEBRENE, B ), BAM800%, EWSHEKIUIRETHHA7200%, FHRSHKITIRETHH12960
DurationSeconds & Integer
EIE: 1800
3. mtiey
SHEW ESid) iR

Credentials Credentials  IERARIEIE

IERGIREIERRAIRTIE, RE Unix BSiEE, SRz

ExpiredTime Integer ={IE: 1686664553

IERFER EIERAATE, K iso8601 t8=hAY UTC MHEIRR
Expiration String R WFERAEERE null, REBAZIEHE.
=BE: 2023-06-13T13:55:53Z

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/product/598/10603
https://cloud.tencent.com/document/api/1312/48198#Credentials
https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=GetFederationToken

@ HE \_L:HE REEIERS

SHEW ESis ik

W—iEK ID, HIRSIKER, BXEREBEE (SEREEMRERERERSMR, WiZXERFTRIRE Requestld ) o Ef

Requestid  String BB MZRERY Requestid.

4. 7%

N RENGRS SR

IEUERS AR EIE R B LA TR
{"version":"2.0","statement":[{"effect":"allow","action":["name/cos:PutObject"],"resource":["qcs::cos:ap-
beijing:uid/123456:prefix/[123456/bucketA/*"T}1}

8, BAGETEREELRESHIMurlencode, FILATERGIFEIPolicySH 2T RurlencodefIER .
BNTH

https://sts.tencentcloudapi.com/?Action=GetFederationToken
&Name=SUN
2allo

Aap-beijin

"Credentials":
"Token": "k
"TmpSecretId": "
"TmpSecretKey": "
b

"Expiration": "2

"ExpiredTime": 1

"RequestId":

5. FREHR

A= APl £&
Bz APl & B&E API 3. $8iRF3. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZIRHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—SIRIEXBE AP ERER, HFBRMERZIESIRAR API K63, tBaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERFRT RS (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb

O BAT

BeHIR
« Tencent Cloud CLI 3.0

6. $EiRE

IUFRSIE TR O SZIStEXAEIR0, EfhERmiEl AHE

RS

InternalError.DbError
InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetSeedTokenError
InternalError.SystemError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyToolLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.Strategylnvalid
InvalidParameter.TempCodeNotAvaliable
ResourceNotFound.RoleNotFound
UnauthorizedOperation

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

RLREIERS

R

DB§&iR.

LY

KB appidiEiRo
IKEltokenkM,
RAPEREIR, MRILEEIR.
KSAEEHAFTH.
REREE K,
HABIRER

THIR AT HRE .
SHIEIR.

IR
REETIR/RTUEIR
REGIEREIR

E| .35
IiEEfCodeFE o

S MIBBRFE.
RIEHURE,
BIERZIS,
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1312/48205#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H% \.EHE REIERS

tRiE SAML BiSERi5/A BInRT AR ik

EIEEHATE: 2024-03-12 01:48:30

1. EO#R

EOiSKRIFESE: sts.tencentcloudapi.com .

A0 (AssumeRoleWithSAML ) BFIRIE SAML K= HiEMA SIGEHIREIE.

ER: HEAEREE VI IERMEOR, ERLEHAEN X-TC-Token, {8 Authorization FEEZENE SKIP,
BRMEOIERITIRS: 200:%/7 -

FE HERAEEREE VI IERNEORN, BRLEREN X-TC-Token, {8 Authorization EE{ENE SKIP,

7= (EH APl Explorer

API Explorer 2t TR ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNSRELSRIURBMER SDK FRRG.

2. MA2%
UTERSHFIRNFIE TEOBRSENHBLAHSY, REAHSHFIRR AHERSEH,
SHEW Wik HE i
Action = String AHSH, AEOEYE: AssumeRoleWithSAML .
Version = String AHSH, XEOE: 2018-08-13,
Region 2 String ~HSE, FRFFRTISH TR,
SAMLAssertion ] String ;}jg“gﬁf;ﬁ“ébﬂiﬁ
PrincipalArn = String ;ii;}i%i-ﬁiﬂ}ﬁiig . . .
FBIE: qcs::cam::uin/7989***:saml-provider/OneLogin
RoleArn = String ?@,iﬁiﬂ}ﬁi&g . .
FE: gcs::cam::uin/7989***:roleName/OnelLogin—-Role
RoleSessionName = String ?:}i?ljgfﬁ‘test
DurationSeconds = Integer f_ﬁillﬁ?ﬂiﬁiﬂ%ﬁﬂgﬁﬁiﬁﬁ, By #, BA 7200 #, RKITRESREA 43200 #
RfEIE: 1800
3. ilisH
SHEM ESidl Fiipay

Credentials Credentials MHREEE&S Token, TmpSecretld, TmpSecretKey =t

GRS GIREIERY IS EARTIA), iRE] Unix BHEEE, $SHREF

ExpiredTime Integer SEIE: 1543914376

GRS AIEEIE A HARTiE), LA 1ISO8601 #8xUhY UTC RlialkR

Expiration String RBIE: 2018-12-04T09:06:16Z
Recuestid strin W—iEK ID, HIRSHER, SRBERISEE (SBERELERERLRARSE, VXRERTLHE Requestld) . B
q 9 AR BB % R RAY Requestld.
4. 7
1M SAML B RS GG hinFEiE

SAMIL K= RiE R BIERAIRIEIE
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https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1312/48198#Credentials
https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=AssumeRoleWithSAML

POST / HTTP/1.1
Host: sts.tencentcloudapi.com
Content-Type: application/json

umeRoleWithSAML

"RoleArn": "gcs::cam::uin/798950673:roleName/OneLogin-Role",

"PrincipalArn": "gcs::cam::uin/798950673:saml-provider/OneLogin"

"SAMLAssertion": "c2FtbCBhc3NlcnRpb24=",

"RoleSessionName": "test"

"Response": {
"Credentials": {

"Tok

"ExpiredTime":
"Expiration": "

"RequestId":

5. FREHR

A= APl £&
Bz APl & B&E API 3. $8iRF3. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEOREBBNZIRHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—SIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERNFRTEE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. $HiRE

IR T2 O S5BIRtEXAEIRID, EfthEiRiER AHEIRE,

IRIFRE: BR=ItE (It ) BRSEATF

RLREIERS

5555 #72m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1312/48205#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

5=t

InternalError.DbError
InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetRoleError
InternalError.GetSeedTokenError
InternalError.lllegalRole
InternalError.PbSerializeError
InternalError.SystemError
InternalError.UnknownError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverLimit
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyToolLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.Strategylnvalid
InvalidParameter.TempCodeNotAvaliable
RequestLimitExceeded
ResourceNotFound.RoleNotFound

UnauthorizedOperation

IRIFRE: BR=ItE (Ib5R) BRSEAR

RLREIERS

filik

DBi&iR.

iz S s

KB appidiEig.
REAEBEY
iKEltoken%kM
faedEx,

pbiT&%M
RAPEREIR, MRILEHIR.
REEIR
WSAEFEHFTH.
TREREE X,
HABIAER

B SRR o

S HART B i E
SHIEIR.

RIS
REEEIR/RIEIR
REBZEEIR

E| .5
IEEfCode X3
TERENREEED T SRR o
IKSHRBBREFE.
RIEURE,
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O BAT

ERiEin B A alnidihiaEiE

EIEEHATE: 2024-03-12 01:48:31

1. EO#R

EOiSKRIFESE: sts.tencentcloudapi.com .

g iEA BIGRHAIREIE.

1. FAEREREN

(1) ABEERE: EEHUTLNSEZAS;

(2) AEIURKE: IBENEAGERILINTELLRE,
2. ABARERNG

(1) BAEPHERIFEARAssumeRolelIRES ;

(2) BRAFRMAASEEREPRNER,
BRMEOIERITEIRS: 600iR/% o

(=R APl Explorer

RLREIERS

<> EER

API Explorer 2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSFEN . ETEESXAMRNERABEELSRIURBEMER SDK FRRE.

2. A2
UTERSHIIFRNFIE TEOBSRSHEMABO TS, REQAHSHIIRT AHLiERSH,

SHBMR wik R 3%

Action 2 String ~HSH, XEOBE: AssumeRole,

Version 2 String ~HSH, XEOBYE: 2018-08-13,

Region = String ~HSH, FRFEESTISHY iy
ABHEIREER, IEHDEE, SEAGRIRE.

EEmG:
qcs::cam::uin/12345678:role/4611686018427397919.

RoleArn = String ?é:ggzgr:n::um/12345678:roIeName/testRoIeName
qcs::cam::uin/12345678:role/tencentcloudServiceRole/4611686018427397920.
qcs::cam::uin/12345678:role/tencentcloudServiceRoleName/testServiceRoleName
TBUE: qcs%3A%3Acam%3A%3Auin%2F2385420691%3Arole%2F4611686018427397919
GRS &IERTR, HAFPBEXER.

RoleSessionName £ String KEE23128208, AI8EANEEN, HFURSKEN: =,.@-. EUAH: [lw+=,.@-1*

A cts

|

DurationSeconds Integer

~IE: 1800

SRmEHER

EE:

BEIGIHAEEERNERE, B #, A 7200 ¥, RKEREGRHIT 43200 &

Z2HEEMurlencode, RBiREMiZFEMurldecode, FERAIBFPolicyiEFIGRTISITDEIENIR, SN

Policy &
R) o
2. KEEEESE CAM EREiEZ.
3. RIEHPFEEES principal 7T=E.
ABIEID, AEihuEE, SEAGSEIRE.
Externalld & String KEE281282id, AI@aXKINEZER, HFURSKER: =,.@:/-. ENA: \w+=,.@:/-]*

A role-1232

IRIFRE: BR=ItE (It ) BRSEATF

String BEASH., (MREI GET 5iZiER= APl, BiEiEKel, FFESHESTEREZ= API #;88 urlencode —
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https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/cam/role
https://cloud.tencent.com/document/api/598/33159#1.-.E6.8B.BC.E6.8E.A5.E8.A7.84.E8.8C.83.E8.AF.B7.E6.B1.82.E4.B8.B2
https://cloud.tencent.com/document/product/598/10603
https://console.cloud.tencent.com/cam/role
https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=AssumeRole

O BAT

BHEW Wi
Tags.N S
Sourceldentity &

3. e
SHEW ESicl
Credentials Credentials

ExpiredTime Integer
Expiration String

Requestid String

4. 7p

ESid) ik
Array P - MIEE B AT e oA R A
of Tag RIEFRETIR . KRSALUEER 50 MRIERE, FZISEEHRRERE.
Stri EARESHuIn

N9 RpuE: 1000001

R

IR 5 EIiE

IGRSGIREIERYIS EARTIA), iRE] Unix BYEEE, $SHREIF
BIfE: 1543914376

IR 5IREIEAT HARYIE), LA iso8601 t&=UiY UTC BHERR
BIE: 2018-12-04T09:06:16Z

RLREIERS

—i5EK ID, HIRSIRER, BXEREBED (SEREEMREERERERSR, WiZXERFTLIRE Requestld ) o Efi

AR R E IR HIZIRIEKRE Requestld.

PN RS A SIRRREREE

RIS EA BIGRIHIEIE

BT

POST / HTTP/1.1

Host: sts.tencentcloudapi.com

: application/js

AssumeRole

"RoleArn": "g Acam$

"RoleSessionName": "cts"

"ExpiredTime":

"Expiration":

"RequestId":

5. FRERR
BRE API £&

uin%2F2385420691%3Arole%2F4611686018427397919",

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1312/48198#Tag
https://cloud.tencent.com/document/api/1312/48198#Credentials

O BAT

Eiflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—ERFE, HEENE—AOSARERBNZRMRRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. {HixRB

PATNGIE 7O SBEIRXNERTG, HEbSiRBIER 24580,
5=t
InternalError.DbError
InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetRoleError
InternalError.GetSeedTokenError
InternalError.lllegalRole
InternalError.PbSerializeError
InternalError.SystemError
InternalError.UnknownError
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverLimit
InvalidParameter.OverTimeError
InvalidParameter.ParamError
InvalidParameter.PolicyToolLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError
InvalidParameter.Strategylnvalid
InvalidParameter.TempCodeNotAvaliable

ResourceNotFound.RoleNotFound

IRIFRE: BR=ItE (It ) BRSEATF
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RENIEIR, WREHER,
REEIR
KSAEFEHFTH.
REREE X,
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
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$HiIRG iR
UnauthorizedOperation RIGHURE,
UnsupportedOperation BERZIS,

EHiSOIDCA&ImRTEIaFEiE

EIEEFATE: 2024-03-12 01:48:30
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® H% \,EHE RLREIERS

1. EOMER

EOiERIES: sts.tencentcloudapi.com o

FRiEOIDCA BIGR ARSI .

R HERAEEAE VI IRAMEOR, BRLEHMEAN X-TC-Token, {8 Authorization EZEENE SKIP.
BRAECIERITEIRG: 20%/8

R HERAEEAE VI IRAMEOR, BRLEHUEN X-TC-Token, {8 Authorization EZEENE SKIP,

#E#E=(ER API Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSFEEN . EUTSESXAMRNERASTERLSRIURBEMER SDK FRRG.

2. MN8H
UTBERSHFIFRVIL TEQERSHNIBR ALSY, REAHSHIIRRD AHERSY,
SHEW Wik ESid) iR
Action = String AHSE, FEORE: AssumeRoleWithWebldentity.
Version = String ~SE, XEORE: 2018-08-13,
Region 2 String AHBY, FRFERZISHN iigFR.
. o . B RAEER
Providerld = String FEIE: OIDC
. o . IdPEREIOIDCEHE
WebldentityToken = String FOUE: eyJraWQIOIJKT*CNOQ
RoleArn = Strin REBREAS
= 9 ~ME: qcs::cam::uin/7989***:roleName/OnelLogin—-Role
. - . RNEZIR
RoleSessionName = String FOUE: test_OIDC
. {EEIGRHBIREIER G RER, Bfu: &, BA 7200 ¥, RKTIREGRHEJ 43200 #
DurationSeconds & Integer — X
=~E: 3600
3. miaH
SHEW ESic] iR

IR 5 TR KRR 8 (AdiaEE)

ExpiredTime Integer R~EIE: 123456789

GRS E) I HARd E)

Expiration String TEIE: 2010-12-10

Credentials Credentials  II&ER5IEEIE

E—iEK ID, HIRSiKER, SXERTIRE (HEREAEMREERERERSR, WZXERFRIRE Requestld) o EfU

Requestid  String T EERMZRIBERY Requestid.
4. 76
1 RBOIDCatIERY i FEiE

HiFOIDCABIRRISIEEIE

BATH
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https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1312/48198#Credentials
https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=AssumeRoleWithWebIdentity

POST / HTTP/1.1
Host: sts.tencentcloudapi.com
Content-Type: application/json

: AssumeRoleWithWebIdentity

"DurationSeconds": "1800",

"RoleSessionName": "test_ OIDC"

"WebIdentityToken": "eyJraWQiOiJkT*****x+**x*CNOQ",

"RoleArn": "qgcs am: “*:roleName/OneLogin—Role",

"ProviderId": "OIDC"

"Response": {
"ExpiredTime":
"Expiration": "
"Credentials":

"Token": "l1si

5. FREHR
A= APl F&

Sz API & 246 AP 3. 8%, API Explorer }2 SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHAFIE API RS,

API Inspector

FPiEE APl Inspector EEIEHIGE—SRIEXE AP RRER, HFEMERSIESRAR APl {53, tBaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , XIFSMRIRIES, REESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.
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BeHIR
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6. $HiRE

ITFRFIE T 1O SSZIRERAEIRD, EfthiEiRDIE AR
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1312/48205#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError.GetRoleError
InternalError.SystemError
InternalError.UnknownError
InvalidParameter.OverLimit
InvalidParameter.ParamError
InvalidParameter.WebldentityTokenError
RequestLimitExceeded

UnauthorizedOperation
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@ H% \,EHE RLREIERS

HEVAPIZ A%

EIEEHATE: 2024-08-28 02:21:42

1. EO#R

EOiSKRIFESE: sts.tencentcloudapi.com .
HIERAPIZ$H5IER

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wik KB 1234
Action 2 String ~HSH, XEOBE: QueryApiKey.

Version 2 String rsE, AMEOBE: 2018-08-13.

HS%, FRFmEFN tgR, FEOMGHFEHR: ap-bangkok, ap-beijing, ap—chengdu, ap—chongqging,
Region = String ap—guangzhou, ap—hongkong, ap~mumbai, ap—nanjing, ap—seoul, ap—shanghai, ap—shanghai-fsi, ap—
shenzhen-fsi, ap—singapore, ap—tokyo, eu-frankfurt, na—ashburn, na-siliconvalley .

>

TargetUin & Integer FEHNKS(FEKAEZLRIWKS)

3. Jitisy

SHEM HE i
Array of
IdKeys ApiKey FAIDYIZR

W—i5EK ID, HIRSIKER, BXERASER (HEREEMEERERARSR, WiZXERFTLIRE Requestld ) . Efi

Requestld  String EHEEREZRERE Requestld,

4. =
PN HIERAPIESZI%

BATH

.tencentcloudapi.com/?Action=QueryApiKey

&TargetUin=123456
s<AHIFRSH>

"Response": {
"RequestId": "'
}

}
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https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201
https://cloud.tencent.com/document/api/1312/48201#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1312/48198#ApiKey
https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=QueryApiKey

@ HE \_L:HE REEIERS

5. FREHE

ER= APl £&
BIfZE AP| F& 228 API XH. iR, API Explorer & SDK SZEMS—ENTE, HEENA—A\OSARERBAZIRHRFAE AP IS,

API Inspector
FAPTEE API Inspector EEEFHIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TE&LIEIR

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BSTIR
« Tencent Cloud CLI 3.0

6. EiRG

IR 7O SSIZIEHEXANEIRIS, EthEiRiIBER AHEIRE.
$Hi=tD g
InternalError.SystemError RERIEIR, MRIEEIR,
InternalError.UnknownError REIEHIR
InvalidParameter.ParamError BHEIR,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
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IR SRR AENEBER

EIEEHATE: 2024-04-03 11:26:41

1. EOkR

EOiSKRIFESE: sts.tencentcloudapi.com .

RESRTRAAENRAER.

BOZRERS, FHRSKPZHALIRAssumeRole, GetFederationTokenEREHIIGERTSITEIESBIRE

BOAMZOIERIZRIRH: 200R/% -

##FER API Explorer

RLREIERS

<> REEiE

API Explorer {2 TR ERIIE. SDK KBEMMREETIZOFED . BEUTEEEXABNERATERLSRURBMERN SDK FRRA.

2. A
UTFERSHIIRNIIE TIEOSKSHENBOAHSE, REAHSHIIRT AHiEkaH,
SHEM Whisk bS] 35S
Action = String ~HSH, XEOBE: GetCallerldentity,
Version 2 String rHSE, FEOBRE: 2018-08-13,
Region 2 String ~HSE, FRFERTIS TR,
3. e
SYEMR ESidl i35
Arn String ZRiARAEARN,
FBUE: qcs::sts:1000262:federated-user/1000261*
. HRAREREEKSUin,
Accountld  String =GifE: 1000262+
Bt
1. AREERZWSH, EREPNEHFIKSUin
Userld String 2. AAEEAEN, EEZroleld:roleSessionName
3. FRERBKESMAT, RERRuin:federatedUserName
=BIE: 1000261****:federatedUserName
EHAFTEWS Uin,
Principalld  String 1. AREREWS, ERERZHFIHSUin
2, AREEA6, EENREAEEPANIKSUIn
HIE: 1000261****
. Bip%R,
Type StiNg  ~piE: cAMUser
Requestld  Strin W—iERK ID, HIRSIHER, SRERGLIRE ( BEREEBEREREREIRERSW, WiZXiE
q 9 mipgtizREReY Requestid.
4, 76
7PN ERFRSIKIEEARA
{FRFWSKIAZHERR
BWATH
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RFL3%X18 Requestld ) . E{LEHEAITE
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https://console.cloud.tencent.com/api/explorer?Product=sts&Version=2018-08-13&Action=GetCallerIdentity

RLREIERS

https://sts.tencentcloudapi.com/?Action=GetCallerIdentity
s<NILERSE>

{

"Response":
"Type": "C
"AccountId": "100
"UserId": "10
"PrincipalId":
"Arn": "qgcs::cam:
"RequestId": "1c¢
}

}

P12 EFAssumeRole & RAYIGREIER
{ERAssumeRoleX R AYIERTEIEER

BATH

https://sts.tencentcloudapi.com/?Action=GetCallerIdentity
s<AHIFRSE>

{

"Response":

"Type":

"AccountId":

"UserId": "461
"PrincipalId":

"Arn": "qgcs::sts:1000262***:
"RequestId":

}

}

7HI3 EfAGetFederationToken&RAYIGH Ei=ZEMA
{EAGetFederationToken&FiRdIGRHEIZEA R

BATH

https://sts.tencentcloudapi.com/?Action=GetCallerIdentity

s<AHIERSH>

{
"Response":
"Type": "C
"AccountId":
"UserId": "

"PrincipalId": "10
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"Arn": "gces::sts:ll

"RequestId":

5. FREHR

A= APl F&
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHFRHA—EAFE, HEENE—AOSTARERBNZIRMIE APl RS

API Inspector
FAREE AP Inspector BEEFIGE—SIR(EXBRN AP ERER, HFBRMERZIESIRAR API K18, BalFiiE API Explorer #{TEZIEIR

SDK
= API 3.0 Rt TEEMNFRTIESE (SDK) , XIFSMRIZIES, REESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.
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BeHIR
« Tencent Cloud CLI 3.0

6. {HiRG

AT NG T O SZEIRXAEIRTD, BbEiRILIFER AHEIR0,
IR 4]
AuthFailure.AccessKeylllegal EEREE.
InternalError.GetSeedTokenError #KEltoken%kM
InvalidParameter.AccessKeyNotSupport AZIFZERZA,

IRIFRE: BR=ItE (It ) BRSEATF

RLREIERS

5868 #72m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/sts/v20180813/sts_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/sts/v20180813/StsClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Sts/V20180813/StsClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/sts/v20180813/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/sts/v20180813/sts_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Sts/V20180813/StsClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/sts/src/v20180813/StsClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-sts/lib/v20180813/client.rb
https://cloud.tencent.com/document/product/440/6176
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HimeEta
E=IEEFATE: 2023-08-17 04:47:18
ApiKey

APIZBEIETIR
#aNTEOSIA: QueryApiKey,

B ESid] 132

Secretld String Z$AID

CreateTime Integer elzEERTE (A E1EE)

Status Integer KE(Q2: 8%, 3:20, 4:2H)
Credentials
RIS

WINTF#EOSIA: AssumeRole, AssumeRoleWithSAML, AssumeRoleWithWebldentity, GetFederationToken,

=2 ESid] iR
Token String token. tokenikk EF4FERNRIEEX, REAFEBZ4096FT.
TmpSecretid String IGEHEBZSAID . RIKFHBIF1024F 75
TmpSecretKey String IGEHEBZAKey . RIKFIBIF1024FT5,
Tag
oo

#ANTF#EOSIA: AssumeRole,
E=4 ESid] Wik R

mEE, RK1281MFH, ROKRNIE,

Key String = E: department

FEE, RIK2561MFF, RoXIIB,
*BIfE: engineering

il

Value String

IRIFRE: BR=ItE (It ) BRSEATF 5569 H72m
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tHIxRTS

mIEEFATE: 2022-04-25 06:12:03

LIREiRAR

WMRREISERPEFE Error FE, NWRTFHA APHZOXMK. fign:

{
"Response": {

"Error": {

tials

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error 1Y Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
RS
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

RLREIERS

could not be validated. Please check your signature is correct.

L]

BOBT%.

iERLEBAY Authorization AFRBNEIRE,
ZHHEE (F=R= API BHER) .

MFA $8iR.

BRFEFE. 5 2656 RERPEREORMHESR, INASES, SRERBPREES
IEth, EERRFEEER.

EREH, Timestamp MRSHEABERFTEERSH, BREFRIIEDI SR ERE

[SE

BEEER. ERTEER, BURBAASNPHESHEEREESIHHETE.
token #iRo

ERKIEN . 1ESE CAM HEFILERATIRA

DryRun ##{F, KRIERGESZMINE, RESET DryRun £,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESEHRN. RBEHR) .

SHEEEIR,

iBXK body B multipart H8=(&i%,

Pl FER S 8,

IPHENERE R S8,

B EERRS o

ROSH.

870 H72m


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598
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5N
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

A SSEERES
5=t
AuthFailure.AccessKeylllegal
InternalError.DbError
InternalError.EncryptError
InternalError.GetAppldError
InternalError.GetRoleError
InternalError.GetSeedTokenError
InternalError.lllegalRole
InternalError.PbSerializeError
InternalError.SystemError
InternalError.UnknownError
InvalidParameter.AccessKeyNotSupport
InvalidParameter.AccountNotAvaliable
InvalidParameter.ExtendStrategyOverSize
InvalidParameter.GrantOtherResource
InvalidParameter.OverLimit

InvalidParameter.OverTimeError

IRIFRE: BR=ItE (Ib5R) BRSEAR

ER8

FRAEFE

BORATFE.

IERAOREEE T IRERIRH o

EWSEILSRZRIRH

IPBRST

EMSIRSA,

iEREBIRFK N

BRRGA.

BREAE.

BETFE.

BEFTH.

RESBEERFEIA N,

HEIRSERATTA,

RIBIURLE

RMSHIER, APSERENNSHLSHER.
BAERSZS

http(s) iERIMHIEIR, R32#F GET #1 POST iEK,

BORSAiEtE

iR

BHEREE.
DBi&iR.

itk S g8
KEappidigiR.
REAEBRK .
iXEtokenkM
AedEE,
pbiTEXM
RAPEREIR, MRILEHEIR.
RENEIR
FRIFZERENR.
WSAEFELFTH.
fRRISE K
HABINER

B IREERE o

SRR EIE L i E

RLREIERS

E71472;m
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InvalidParameter.ParamError
InvalidParameter.PolicyToolLong
InvalidParameter.ResouceError
InvalidParameter.StrategyFormatError

InvalidParameter.Strategylnvalid

InvalidParameter.TempCodeNotAvaliable

InvalidParameter.WebldentityTokenError

ResourceNotFound.RoleNotFound

IRIFRE: BR=ItE (It ) BRSEATF

RLREIERS

iR

SHIEIR.

f 1170

REEEIRRIER
REGIEREIR

JEERER

IiEEFCode T o
WebldentityTokenS#i&iR

IKSHMIBBREFE.

E72 #72;m



