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SHEMW SHER SR

Organizationld string & ID,

Userld string RT Userld,

Name string aINSE,

BeforeRoleNam . e e 5 e

os string 48 THEAABEHE, NMERITERENEE.

:‘ﬂeereName sting 84 TERRESNE, NERTTERGNEE.
MR EIFENSEH
EliAEE R CallbackContent £&518

SHEMm SR S

Msgid string HERRS .

. HE R
MsgType string FlowCost: &RE#N%E.
MsgData msgdata HEEIRE,

CallbackContent £# MsgData &3

SHBN
Cost
CostChannel

Flowld

W

xR
int
string

string
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@ HE i:HE EifBFE

Organizationld string & 1D,

IsResell bool PEITERIRR,

G FAQ

Bl A S S ANREES?

2§, EEEUTTEARREESY, RIBEHERAEBLU LGB EERZEARRER CallbackUriKey.
it R = R e IR ?

%, SOLER S EREEGHTEE IR E

Bl RS S < A A E?

BB ST BB ER -

B2 ERPKE FlowCallbackStatus 734 (E&E ) NEIEEHGE, WKET
FlowCallbackStatus 731 (5%58 ) AYEHM?

BB EENSREAG, FlowCallbackStatus REZW—HRER1EN4 . L EOATEEERSENERELR
H. Bk ENEERFER, MNIRERIEIRFF—H, BWFEREMNBERRHTESES, BIKEER
AARTREBERA.

BFELEERIEHEERSA?
HERYAY A /957
BFEREEIRENE, BRRAERXXEES)? ElNER2EAFNR?
EiRfRAXSERNALEE5X; EAEREREREEEIEM, 25173500ms. 1s. 2s. 4s. 8s,
LRSI
EliEiERE:

POST /callback HTTP/1.1

Host: www.esstest.com

User-Agent: Go-http-client/1.1

Content-Length: 1088

Content-Type: text/plain
Accept-Encoding: gzip

YyYyLZonMceFMFFi5jRnnOWrOasvzmKtGAVRPgllzuYma88UvTqyZy8QpNVMKxv]Y3Sp+
NJW6mgTfu35u7SbUon+QCjullPO9P6mcVRuVvYrM2DoFBDgjLURfX+CWnZ9m967nNgiu
bw9vj9Toys]DZyr0zo4NN1CCfvsyxnVNKhSNbRAy74x4SlLscZ/wcFwdy55S2rBxbjLCqVilj6
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[IQFo74mLH)8oumngBD1WJ)Z5ginDNEScPB7+clHeKF5w3UvUpDQqDIUjAj7KFUmMIQM8/zY

8EafhgCNhWRaGxuFxGF+iMqwC+H)YosbBmrkKZ44+8xwL5WIXLx/Cf8bK7]4mjIWbKyul8
PBE9Xh8IL/d0Ufnf4sUBOypbdy/Klr+XQJgFjR2ZAQGENXvxxICfdVY5svGfXYaaSSyDND1u9

C8kMxQRfNH]ye7ulTprROYTtg4GJ8U)JQbJbuHVTcppGyMbGO2AvgXcoSogMOjuZzLK/gcPFI
WIf9oFTg47M62sLfOYY7UASVITFASLNE+/1cIN4vn748wjS4tdxCL8wjWanPOONTPCMrwH

OwsZ86xEf7aLI0/qBWGF13VYh4C4XgiDLtaOs6DdIzMz5EszWISpRRzf|JLxcBnhHL9sQu7Y

WLZzRL6vVMP1lqtdWzZbUYt4Z/eKff5gfmmDGHOxVjd3XhxhfHSdW3a8LzIMT3n69CPBEIiOj
XAdabshkiT6+hOlJ8uCws+ja2BSmwruqpUn4tq7)e91cTOAhGHuvg9s1VCB7vw8KsVimR

HrC6e0Oalrgm6gqgQNPOfMgGRe+qu4BtfND1a/j9BBulHQSjLSNn2)B2P/EAVbb5)2iPVZj3Spp
gzhwVCgYUu+0sA3LNC4NsYxm/yMs8mqg7nOCIZd6D/BM9py5WKS6//e4mM6sY3/S2wOr
8snkUsEuu5M35zyRcrCjlaRzV90OKZjP+aqgkk2GcF/Figd3N/zCZ+WjC+L9r/ELHN64qE|xZD
VXKXVE3dUOchbUPelCb3YO+Mub+76bnvt8IQ2MRfOINaFO7cWIh9mDWkZMXxmOTIxOx
QtOeTrW+QywTkZaDGkP83HRjgXd7bn3YBcdFiOy/

Ltk {ER CallbackUrlKey:"TencentEssEncryptTestKey12345678" &[5 el sKERLA FAESZ :

O ER:
iZ CallbackUrlKey {XAF it sl

"Flowld": "yDRtrAAAAAAAAAAAAAAAAAAAAAAAAAAA",
"Documentld": "yDRtrBBBBBBBBBBBBBBBBBBBBBBBBBB",
"CallbackType": "sign",
"FlowName": "JUiifRi2",
"FlowDescription": "",
"FlowType": "",
"FlowCallbackStatus": 4,
"Unordered": true,
“CreateOn": 1658892449,
"UpdatedOn": 1659604019,
"DeadLine": 1661615999,
"Userld": "",
"Recipientld": "yDRtrCCCCCCCCCCCCCCCccceeeccecceccecer,
"Operate": "sign",
"UserData": "",
"Approvers": [
{
"Userld": "yDRtrDDDDDDDDDDDDDDDDDDDDDDDDDDD",
"Recipientld": "yDRtrCCCCCCCCCCCCCCCCCccceeecececececer,
"ApproverType": 1,
"OrganizationName": "",
"Required": true,
"ApproverName": "§k=",
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"ApproverMobile": "15912345678",
"ApproverldCardType": "ID_CARD",
"ApproverldCardNumber": "440300200101010001",
"ApproveCallbackStatus": 3,
"ApproveMessage": "",
"ApproveTime": 1659604019,
"VerifyChannel": "WEIXINAPP"
}
1,
"CallbackUrl": "https://www.esstest.com"

}

EliE##% demo

Java

import javax.crypto.Cipher;

import javax.crypto.spec.lvParameterSpec;
import javax.crypto.spec.SecretkeySpec;
import java.nio.charset.StandardCharsets;
import java.util.Base64;

public class CallbackAes {

public static byte[] pkcs7Padding(byte[] ciphertext, int blockSize) {
int padding = blockSize - ciphertext.length % blockSize;
byte[] padtext = repeat((byte) padding, padding);
ciphertext = append(ciphertext, padtext);
return ciphertext;

public static byte[] repeat(byte val, int count) {
byte[] result = new byte[count];
for (inti = 0; i < count; i++) {
result[i] = val;
}

return result;

public static byte[] append(byte[] a, byte[] b) {
byte[] result = new byte[a.length + b.length];
System.arraycopy(a, 0, result, 0, a.length);
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System.arraycopy(b, 0, result, a.length, b.length);
return result;

public static byte[] pkcs7UnPadding(byte[] origData) {
int length = origData.length;
int unpadding = origData[length - 1];
byte[] result = new byte[length - unpadding];
System.arraycopy(origData, 0, result, 0, result.length);
return result;

public static byte[] aesEncrypt(byte[] origData, byte[] key) throws Exception {
Cipher cipher = Cipher.getinstance("AES/CBC/NoPadding");
int blockSize = cipher.getBlockSize();
origData = pkcs7Padding(origData, blockSize);
SecretKeySpec keyspec = new SecretKeySpec(key, "AES");
byte[] iv = new byte[blockSize];
System.arraycopy(key, 0, iv, 0, iv.length);
IvParameterSpec ivspec = new lvParameterSpec(iv);
cipher.init(Cipher.ENCRYPT _MODE, keyspec, ivspec);
byte[] encrypted = cipher.doFinal(origData);
return Base64.getEncoder().encode(encrypted);

public static byte[] aesDecrypt(byte[] crypted, byte[] key) throws Exception {
byte[] decoded = Base64.getDecoder().decode(crypted);
Cipher cipher = Cipher.getinstance("AES/CBC/NoPadding");
int blockSize = cipher.getBlockSize();
SecretKeySpec keyspec = new SecretkeySpec(key, "AES");
byte[] iv = new byte[blockSize];
System.arraycopy(key, 0, iv, 0, iv.length);
IvParameterSpec ivspec = new IvParameterSpec(iv);
cipher.init(Cipher.DECRYPT_MODE, keyspec, ivspec);
byte[] origData = cipher.doFinal(decoded);
return pkcs7UnPadding(origData);

public static void main(String[] args) throws Exception {
/I f€ NCallbackUrlKey
byte[] key — "***************".getBytes();
I/ {ENEESL
byte[] origData =
aesDecrypt("Frrrrrirbiirrkakt getBytes(StandardCharsets.UTF_8), key);
I/ $TEDREZRRIAE, &3l /json
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<?php
require_once _ DIR__.'/../../../vendor/autoload.php’;

class Aes

{
public $key = ";
public $iv ="

public function __construct($config)

{
foreach($config as $k => $v){
$this->$k = $v;

/%R
public function aesDe($data){
return openssl_decrypt(base64_decode($data), $this->method, $this->key,
OPENSSL_RAW_DATA, $this->key);

}

$config = [
'key' => '********************" // ltb&l‘iﬁ)\CallbackUrlKey
'method' => 'AES-256-CBC' //IIZH

I;

$obj = new Aes($config);

/1 LEAMENIEIR9ZE

$data = kkekkokokokokokokokokokokokkokokokkokkokkkkkkok !«
’

echo $obj->aesDe($data);//iE%
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package v20201111

import (
"crypto/aes"
"crypto/cipher"
"encoding/base64"
"fmt"
"testing"

func AesDecrypt(crypted, key [Ibyte) ([Ibyte, error) {
block, err := aes.NewCipher(key)
if err '= nil {

return nil, err

}
blockSize := block.BlockSize()
blockMode := cipher.NewCBCDecrypter(block, key[:blockSize])
origData := make([]byte, len(crypted))
blockMode.CryptBlocks(origData, crypted)
origData = PKCS7UnPadding(origData)
return origData, nil

/| PKCS7UnPadding X[RIEF

func PKCS7UnPadding(origData []byte) [1byte {
length := len(origData)
unPadding := int(origData[length-1])
return origData[:(length - unPadding)]

}

func TestDecrypt(t *testing.T) {
// € \CallbackUrlKey

key nemy EEEREE R R

1 fENZEX

content := "kkRRERERKkKKKN

/] base64fif®Es
crypted, err := base64.StdEncoding.DecodeString(content)
if err '= nil {

fmt.Printf("base64 DecodeString returned: %s", err)
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origData, err := AesDecrypt(crypted, []byte(key))
if err '= nil {
fmt.Printf("AesDecrypt returned: %s", err)
return

}
fmt.Printf("%s", string(origData))

# -*- coding: utf-8 -*-
import base64

from Cryptodome.Cipher import AES

def decode_aes256(data, encryption_key):
iv = encryption_key[0:16]
aes = AES.new(encryption_key, AES.MODE_CBC, iv)
d = aes.decrypt(data)
unpad = lambda s: s[0:-ord(d[-1:])]
return unpad(d)

# HEAMENEN

data = I3kkkokokokokokokokok ok ok ok sk ko kokoskosk ki k sk sk ok ok ok ok ok ok ok ok ok sk sk ko sk sk sk sk sk sk sk sk sk sk sk sk ok ok |

data = base64.b64decode(data)

# IEAb{E A\ CallbackUrlKey

e = decode_aes256(data,

byteS( 1akskook ok ok sk sk k ok ok sk sk Sk ok Sk >k sk sk Sk Sk sk sk sk Sk Sk sk sk sk ok Sk sk sk sk ok Sk >k sk sk sk ok sk sk sk sk ok sk sk sk ok k! , enCOd | ng = Utf8 n ))
print(type(e))

print(str(e, encoding="utf8"))
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BB

using System;

using System.Security.Cryptography;
using System.Text;

namespace TencentCloudExamples

{

class EssCallback

{

static void Main1(string[] args)
{
try

{
// €\ CallbackUrlKey

String key = “*************";

I ENEX

String content = ““*************";“;
String plaintext = AESDecrypt(content, Encoding.ASCIl.GetBytes(key));

Console.WriteLine(plaintext);

}

catch (Exception e)

{

Console.WriteLine(e.ToString());

}

Console.Read();

public static string AESDecrypt(string encryptStr, byte[] key)
{
byte[] toEncryptArray = Convert.FromBase64String(encryptStr);
RijndaelManaged rDel = new RijndaelManaged();
rDel.Key = key;
byte[] iv = new byte[16];
Array.Copy(key, iv, iv.Length);
rDel.lV = iv;
rDel.Mode = CipherMode.CBC;
rDel.Padding = PaddingMode.PKCS7,
ICryptoTransform cTransform = rDel.CreateDecryptor();
byte[] resultArray = cTransform.TransformFinalBlock(toEncryptArray, O,
toEncryptArray.Length);
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A BT

Z5imizid e

miIEEFAYE: 2024-04-10 11:10:11

RS E RSN

API §is
REVIMERFBLHER
(EFiER

BB

FEZEANTEBCH APP. /MER. H5 NAPEE,

(ERRSE

SHEWR Wik

EndPoint

)

)

Name

Mobile

iy

Organizati
onName

iy

Flowld

iy

)

PathType

e W

String

String

String

String

String

Intege
r

W

g
HEERE,

HTTP: BHEREFZ/IER o

http_urlAPP: =7 App /MEFHEBFZNMERD
path EiAJ9 HTTP 28,

W&, RXKES0NTZF.

FNS, KEFNSIML
A ETR,

BERIERS (PathType=103wiE) o

WD

1: MEFSRIFE
2: IMERSRFIERR
0: Ff&, BUAER

ESHEAIEE, WAGA HTTP BiigBF=/EFeEsE, ST HaEEREMEFER.
8% PathType=1 Bi#/MEFSEIFER, WIIEHAIEE Flowld EERERS.

IITER
REREIDGE S .

TREERESRANE
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https://cloud.tencent.com/document/product/1323/70359

@ H§ i:HE BT
AP| §i%

B TFE URL
(EFER

BEIRSHENEFEIE, BFXHE, &k PDF XH#HER.
BESINEEZMENEZRIESH PDF X4,

ERGE
SHEM 115 SHER SHEA
XTIV SR, BRI

&R "TEMPLATE"
ype EDE “SEAL”

iniE "FLOW"
Businessl| - Array of WSRSHIEE, FINEIRRES . XIERS. IERSREAR
ds.N = String 5201 KRR,
Operator = Userlinfo BRIEEER.
Agent & Agent REEXER
FileName & String THEWNGEGE, RE FileType 5 ZIP BIRHERE
FileType B String X428, JPG. PDF. ZIP %,

¥#5 & BusinessType: &k, BFAEXE, HNE, FBREXXH.

IRIE TR NIIEE Businesslds: &1k ID. BFXH5 ID. EPE ID. £EiRE ID,

AEEN 4R FileType, EENHERERINGE FTHBETHY, AISEHEEXHSERAIH.
HNHEBR ZIP, THEENMHHTREEZEIXXMHE FileName,

TR
{BEIE T S R S AR .
EaSRREER
API §§i%
RIS
fERiGR
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https://cloud.tencent.com/document/product/1323/70366
https://cloud.tencent.com/document/api/1323/70369#UserInfo
https://cloud.tencent.com/document/api/1323/70369#Agent
https://cloud.tencent.com/document/product/1323/70358

@ Hﬁ i:H.E BRBFE

AkENEEEERZNHERER (B, EEBRERSE) .
ERAENFARZEO T REERENEGE.

hiTER
KRR S B RENREREE,
BHSERE
AP §§%

WS B
(ERIAR

MRENSEREISNEDERT—HRAEEE, WABTiZEONEZSRRE.
ERATERAE. RBEE, SERIEENES.
MRSEREFNSESFHEEERE, UEZESZEOAMESRE,

(ERRSE

e
SRER i éﬁ* S8k

Flowld = String HEERE D,

CancelMe o String  [SSEE, BK200M2H.
ssage

EERERIENEERE Do
EERESRNERR .
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https://cloud.tencent.com/document/product/1323/70362

@ H§ i:HE BiNBTFE
ZE LSRR

miEEFRAYE: 2024-04-10 11:10:11

oL Yaba S

BEBDALATFE:

W

SYAE S WEFER iz

TAS57, BREEERGRS:
AN |I\\I/|ar|:'(|a\ SIGN_SIGNATURE: F5&%
onre SIGN_DATE: ZEEHH

2575, Hf: OrganizationName: AEEHEISEMEY

Name. USRS BN
SAEES Mobile. SIGN_SIGNATURE: ¥5%%&
Organization SIGN_SEAL: ZEE=
Name
SIGN_DATE: ZEHH
WEESHEAEDEREE,
EEETSE5AEE, TBASESANEREA (Operator) BfS
=]
P\ [1E= E\%E o
g;k'*’?"‘* \ %75 SIGN_SEAL HEIIEHHISEENE ID (4
ComponentValue FE&) o
FEESE SIGN_SIGNATURE XRINZEER¢, HARAKTEH
FFESES.
SEBHRGEY
BELWSHEEES, RRETUAESRNSS LERR. MREESSESIEE, 5280 Approverinfo .
BESEEGE

BERGRHUEESEA LD, B2 Approverinfo F189 SignComponents FESE
SignComponent BUELEEWMT:

Component

=41E PDF LRGN LALA T JLfh:
EIEMG .

kg (FIELD ) Efius.

*x##= (KEYWORD ) Efurs= .

Component =RERI75 AR
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https://cloud.tencent.com/document/api/1323/70369#ApproverInfo
https://cloud.tencent.com/document/api/1323/70369#Component

"ComponentPosX": 160,
"ComponentPosY": 260,
"ComponentWidth": 100,
"ComponentHeight": 100,

"FileIndex": 0,

"ComponentType": "SIGN_SIGNATURE",
“"ComponentPage": 1

ERISEEMHE PDF B89 X, Y 3B, XFTitE PDF EHESR itEZZ445,
ZFigiE (FIELD ) Bhis=

"GenerateMode": "FIELD",
"ComponentName": "seal",
"FileIndex": 0,
"ComponentType": "SIGN_SEAL"

iBid Adobe & PDF fmisTEeIiEERSPE, HEISERPENMNSEIR, BAISETRIEE, BEXNEpAHERE
107: 13y 1 A
LEHH seal BRI TMASEHE seal 28,

X%ig¥ (KEYWORD) Bfirs=

"GenerateMode": "KEYWORD",
"Componentld": "Test",
"FileIndex": 0,
"ComponentType": "SIGN_SEAL",
"ComponentWidth": 100,
“"ComponentHeight": 100,
"OffsetX": 100.5,

"OffsetY": 200.5

o FEEISTE GenerateMode 73 KEYWORD, FEXEZE.
o iBid ComponentType ISEZHSEE,
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https://cloud.tencent.com/document/product/1323/78375

A BT

i#@id Componentld #85E PDF X#HhryXiE=F (flan: "B5") RNEBHRHHITEN.
EE®TIRE ComponentWidth #1 ComponentHeight EigEEEHIX N
WRIEEREF RN, BIAXEFERASRAZHAIR

RAd, TLUEE OffsetX. OffsetY SERIAEEEFAIBIINIE .

R S O

s

il Test

N EEHAY Test BIRIR EEASHE Test S5,

O XEFEAERE:
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RS SEECHERESFERFRRNERS .
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BEXH
BEEHFRERISH L.
EHEA LA SR ComponentPosX #1 ComponentPosY.,
AIEEEHRBRE=L, WX PDF HE L m#HTIHTE

SHRTEAN
ARAR

#E=(EA PDF 7iE SDK, MEtrEE44R, #%A/ PDF R SDK &1&:

itext7
pdfbox
OpenPDF

OR'; ;K
LB EEXHEE, KREEB4LIR,
EFRAR

WEF{ER PDF 4Rig2E, BGIE:
adobe EF RIS

Er=tairfmigss
AdobefRig8
1. EMBE T BAPE EEERE IR,
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https://github.com/itext/itext7
https://github.com/apache/pdfbox
https://github.com/LibrePDF/OpenPDF
https://acrobat.adobe.com/cn/zh-Hans/acrobat.html
https://www.foxitsoftware.cn/
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https://qian.tencent.com/console/company-settings/expand-service
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