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O BHS

AR5 API 325
SEHHE

RIEEFATE: 2025-02-14 01:55:54

B7X&®

£7AHIE: 2025-02-14 01:55:50
FREHEETUTHE:
MBS,

IR

» Instance
o ¥mZpk5: Bucket, LogBucket

58 6 X&R%

HTHE: 2024-08-12 02:09:46
FREHEETUTRE:
MBS,

sFgEn:

« CreateUser

« CreateUserLifecycle
« DeleteUser

» DescribeUserLifecycle
« ModifyUser

B EIRES:

» UserFilter

B5XR®

A%AdiE: 2023-06-21 01:31:57
FREHEETUTHS:
HEEHIXE,

EedEn:

« CreateLibrary
o EMIAZ: BucketName, BucketRegion, LibraryExtension

B4 XE®

&ZTitiE: 2022-11-23 06:47:21
KREGEETUTHRS:
MEEBIHE,

IRIRERE: BR=ITE (1bF) BRSEAE

4 #115;|


https://cloud.tencent.com/document/api/1339/69090#Instance
https://cloud.tencent.com/document/api/1339/109840
https://cloud.tencent.com/document/api/1339/109839
https://cloud.tencent.com/document/api/1339/109838
https://cloud.tencent.com/document/api/1339/109837
https://cloud.tencent.com/document/api/1339/109836
https://cloud.tencent.com/document/api/1339/69090#UserFilter
https://cloud.tencent.com/document/api/1339/69089

O BHS

Eegizn:

+ SendSmsCode

o BMAE: Instanceld

+ VerifySmsCode

o {BMAE: Instanceld

B3I XE®

£TEHIE: 2022-04-25 06:11:28
FREHAETUTRE:
BEEHHIH.

ez

+ SendSmsCode

o ¥HEAZ: CountryCode

« VerifySmsCode

o ¥MEAZ: CountryCode

B2XE®

A#mAdiE: 2022-03-17 08:11:49

RXEHBEETIUTAR:
EDHRINE,

fEegizn:

DescribeOfficiallnstances

o ¥MEAZ: OrderBy, OrderByType, AutoRenew, BindPhone

DescribeTrafficPackages

o ¥HEAZ: OrderBy, OrderByType, Type

B1XE®

B7EHE: 2022-02-10 1:28:45
FREHAETUATHE:
BEEHHIH.

FhigEO:

CreateLibrary
DeleteLibrary
DescribeLibraries
DescribeLibrarySecret
DescribeOfficiallnstances
DescribeOfficialOverview
DescribeTrafficPackages
ModifyLibrary
SendSmsCode
VerifySmsCode
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https://cloud.tencent.com/document/api/1339/69080
https://cloud.tencent.com/document/api/1339/69079
https://cloud.tencent.com/document/api/1339/69080
https://cloud.tencent.com/document/api/1339/69079
https://cloud.tencent.com/document/api/1339/69083
https://cloud.tencent.com/document/api/1339/69081
https://cloud.tencent.com/document/api/1339/69089
https://cloud.tencent.com/document/api/1339/69088
https://cloud.tencent.com/document/api/1339/69087
https://cloud.tencent.com/document/api/1339/69086
https://cloud.tencent.com/document/api/1339/69083
https://cloud.tencent.com/document/api/1339/69082
https://cloud.tencent.com/document/api/1339/69081
https://cloud.tencent.com/document/api/1339/69085
https://cloud.tencent.com/document/api/1339/69080
https://cloud.tencent.com/document/api/1339/69079

O BHS

B ERES:

 Instance
 Library
 LibraryExtension
« TrafficPackage

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/api/1339/69090#Instance
https://cloud.tencent.com/document/api/1339/69090#Library
https://cloud.tencent.com/document/api/1339/69090#LibraryExtension
https://cloud.tencent.com/document/api/1339/69090#TrafficPackage
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O BAT

API H#E5S

RIEEFATE: 2024-08-12 02:09:59

Paa$S BESSHEXED
EOSH EOINEE SRERPRS (RS )
CreateLibrary e v NS 20
CreateUser AR 20
CreateUserLifecycle REAPEGRE 20
DeleteLibrary HRIPRIG A B 20
DeleteUser #HERIRER 20
DescribeLibraries BEiaRkE 20
DescribeLibrarySecret B REZR 20
DescribeUserLifecycle BiAP&GREE 20
ModifyLibrary (SR R B TR 20
ModifyUser BEIAPER 20

ES=REXEN
#ORZM #Ohag SAERIRS (RIS )
DescribeOfficiallnstances BB S 20
DescribeOfficialOverview BB AR 20
DescribeTrafficPackages BEORES 20
SendSmsCode RIS 20
VerifySmsCode ISIERG(SISIERD 20
A EE:

W ESHASE OSRERIREIHRE S arT + BN + FIKS , BXBAESHPSE: AP SIZIRFRA

IRIFRE: BR=ItE (It ) BRSEATF ££8 H1156;


https://cloud.tencent.com/document/api/1339/69089
https://cloud.tencent.com/document/api/1339/109840
https://cloud.tencent.com/document/api/1339/109839
https://cloud.tencent.com/document/api/1339/69088
https://cloud.tencent.com/document/api/1339/109838
https://cloud.tencent.com/document/api/1339/69087
https://cloud.tencent.com/document/api/1339/69086
https://cloud.tencent.com/document/api/1339/109837
https://cloud.tencent.com/document/api/1339/69085
https://cloud.tencent.com/document/api/1339/109836
https://cloud.tencent.com/document/api/1339/69083
https://cloud.tencent.com/document/api/1339/69082
https://cloud.tencent.com/document/api/1339/69081
https://cloud.tencent.com/document/api/1339/69080
https://cloud.tencent.com/document/api/1339/69079
https://cloud.tencent.com/document/product/1278/109059

@ HE \.L:HE BHREEE

AR
5 K5

RIEEFASE: 2025-05-21 01:28:46

1. BRSsitht

AP| ZisshiEbsIEN , ArERaEEEEAER S smh.tencentcloudapi.com , tBZiSiEEbEEZ AR, FIANr-MHitbEagEE5 smh.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBAREONZSPIRRECE, SEEFERENENREIBENIRSE . FIINEr NERER, SEREREI MY
BR$328, MEMIEE smh.ap—guangzhou.tencentcloudapi.com 2—&#9,

R NRESRRLS, BUEETRRE .

HR: HERE AP AR, HFPRRF-REEEROCRROIRESAN . ™ RSHSRSIRRERRRL R/ ARSECUSPER, BOSTISHbEE
EROMERASRPER.

BRIZiSREEFIRA:
=N 4 t=
IR (9, RFIESRK ) smh.tencentcloudapi.com
LR (M) smh.ap—guangzhou.tencentcloudapi.com
SRR (L) smh.ap-shanghai.tencentcloudapi.com
SRR (BR) smh.ap-nanjing.tencentcloudapi.com
bt (db5:) smh.ap-beijing.tencentcloudapi.com
PRt ( A& ) smh.ap-chengdu.tencentcloudapi.com
ARt (&K ) smh.ap—-chongging.tencentcloudapi.com
BEEHX (FEEE) smh.ap-hongkong.tencentcloudapi.com
WAZr (#h0i) smh.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) smh.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) smh.ap-bangkok.tencentcloudapi.com
WAFIL (BR) smh.ap-seoul.tencentcloudapi.com
WAFIL (R&R) smh.ap-tokyo.tencentcloudapi.com
EEFRE (HHRLE) smh.na—-ashburn.tencentcloudapi.com
EEES (D) smh.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) smh.sa—saopaulo.tencentcloudapi.com
Rt X (iZ=54E) smh.eu-frankfurt.tencentcloudapi.com

HE: BFSRENFSRREREFAEEN, BlHaSXESE (A#28 Region ARt ) , BEARESEFSMEIbRES, BiF
#1 Region RUMBERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 589 #115;|


https://cloud.tencent.com/document/product/304/2766

@ HE \.L:HE EREERE

SRR SRXEES
HERX (LigsR) smh.ap-shanghai-fsi.tencentcloudapi.com
EegiX (RYI£R) smh.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. @RGiE
T HTTP &RGx:

« POST (%)
« GET

POST iK% #5#9 Content-Type 28

« application/json (%) , ¥AFEAZERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZT % v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—data ({X&B53#E0O%8) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIBEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAEES
% v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRIG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 810 #1153,



® EE \.EHE BHREEE

)\

AN =30

EIEE#HASE: 2024-11-15 01:59:14

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREAT2ESERNES T ERFTRMEMER

EAERGE v3 ARS8

BEEHE V3 (BRHBIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, SIFEANERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 2751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBER—ME HTTP Header iERLEH, NTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAFEEZEMMEENEIE, BUESZEOMES
Region String - BASHEDXTAHSH Region BURA, EE: REEEROFAEEMSRIZE2Y, BOMXERESXTISE
HEA, HREEEZSHERAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&#E AP iERrIESE, 5140
1529223702, #ER&: MRSHESHREEZELSIW, SSIESSTMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEIZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERTEIRBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, ffian, %3 cvm.tencentcloudapi.com BEEREFREZE cvm. A=REUESA smh;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMER, content-type 1 host Joui%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP id%ksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MNibiR =R S E6FIRPHEIT1, BOSERENREE Offset=0, REEE Limit=10, WEGEREMIEZEIEKR URL. &

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF %11 #1156%K


https://cloud.tencent.com/document/api/1339/69094
https://cloud.tencent.com/document/api/1339/69094
https://cloud.tencent.com/document/product/1312

BEERSIEE

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kk*kkkkkkxkkkxkkxkkrxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbaléc6ccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkxkkxkkkkkkkxkkrkxkrkxkkxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba678%a8edb4c
Content-Type: application/Jjson

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRE ((VSEREOZT) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

-—-58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS $£12 #1156,




@ H% \_EHE HEUEREE

EASEEGE vI RS

EAEREE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBER—MEIERER, TENRFERY

SHEMH ESid] Wik R
Acti Stri o BRENEOZR, ESEEOMEPEBASHEDTXTFLAHSE Action KIREE. FlAN=IRSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR . EOESHtEEESEROXXEPRASHEAHES
Region String - # Region BiRAA, FE: RUEOFABEERZESY, BOXEhESILSERE, WS
BiZzeHthFaER.
. o A0 UNIX BSiEE, aicR&fE AP iERAETE, $la011529223702, MESZFiRtEEED
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BEX&itesk, AFHLEERKSE.
Secretld Strin = £ =APIZH LERBERRRASHRY Secretld, —4 Secretld MRHE—H#I SecretKey , i
ecre ing = SecretKey &FR&ERIERES Signature,
. . o BRESR, ARIERIERNSEYE, FSERAPIREXFRYMASHITESE. BERTERZESR
Signature String = R
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - EEH, Baixid HmacSHA256 1 HmacSHA1., REIEELZ2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA1 RIFEE.
Bl Z2EIFRSE PR RIIGRTRSEIEHRE Token, {#EAREEIS Secretld #1 SecretKey B
Token String & EFEIRAIGIRLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEMDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER . ERIFTEIT:
HTTP GET i&R&TH!:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&MRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

f4fde00b0ac9bd9eadebd59blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23823223&Secret Id=AKI

Dx*xkkhkhkhkhkhkrkrkrhkxhkrhrhxhkhxx

IRIFRE: BR=ItE (It ) BRSEATF $£13 #1153,


https://cloud.tencent.com/document/api/1339/69095
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1339/69095
https://cloud.tencent.com/document/product/1312
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@ HE \.L:HE BHREEE

RIEEFRASE: 2024-12-25 01:56:48

MTXiERET E&85i% v3 NERTE, ENESEEACHABRRAMAERET AP HAEMH. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bil=a<fTIR (TCCLI) SHRETIR, NiZHBEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOE SN EMIIE

Bz APl 2XBMERHITESHINE, ARFEERAREEI, SFENSEMERH#TES (Signature) , BNMERBTEELAHSHPIEE
BZERBERFIUEENHAMMENRZER,

A LBBTES
ERBIUTHRBERIFER:

1. BIEBRENSH
ESWMRERZHFEERHBHPIALEN . BESHEHE = AP| % TERNEHHEXER.

2. RiPfEmP AR
ATHILEREEMEEPRESR, Bz APl SERBERSERITEIERIGEE, FSERNIEFENSEGRENERI—BS, KEFBEA=
API BRS38: . IRSBHBRLEAWEIERSHARFHIRETEIRSE, HIRIESRPOEEE. MREREEY, SSHRFEET—H, Bz AP
BEERKXIER,

#E&HiE v3 (TC3-HMAC-SHA256) IRt LBE T LARIMERSE v, MEEZRE, SIFEKRMIER, X5 JSON 8=, POST iERZHES
HEMZ=F5HE, U —ERA, BEERZESHETEES,

BURIERL, ZBINGER API Explorer Rl “SZ5RER” 8L, EEEFRAS “API13.0 £8 v3” , AILANERERIIEHTINE, thoTEEER
SDK X5, #EFERBNZ AP| BEER 8 MERMREIZIES SDK, ELHRTEBMEKRIRE, HWEHRE, X5 Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

RiERSFIE

AXERNREFIEARER, FPQE Secretld #l SecretKey. B1MAFPRSILUBERIER.

- Secretld: BF#5iR APl ARERS, WLAERELHARE,
+ SecretKey: BFIIE AP ARENSS, TLAERSELAED,
- APAATERERSRE, SRR, EURERMTRE. NCHRE, WIARMERSKIE.

RIEREFIENEFSENT:

1. ER BN=EEBPOEHS -
2. BitE =APIEH AYEHIATRE,
3. £ =APIEH WHE, B [ #HE%H | tlE—E8,

EBRA v3 ERTE

= API 2#5 GET #l POST K. MFGETHX, R%HF content-Type: application/x-www-form-urlencoded Y&, WFPOSTH

%, BBEISZ$F content-Type: application/json BAR Content-Type: multipart/form-data PRFPIMYIERS, json BREASEEOYS
£, multipart SSXRBFEEOSE, WEHZEOTEEER json SRXER, SERMAWSIEONERE. #FER POST 5K, ENMmENERHF

ZER, (B GET iERkR%#F 32 KB LARRIERE

TEUSRSHEOT MXEFFIREAGTF, SEBENMEERNITETE. RiNEFZEO2EN:
1. ZRSHJEOACTHE, &EORER;

IRIRERE: BR=ITE (1bF) BRSEAE 5515 #1153,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H% \_EHE HEUEREE

2. ZEARRIEN, FENENERRIRE;
3. EOESSHHAER S, AINETESIREERISAMEER.

FEfIR, FeatsyEERONSY, RIEEEFESZLENER. ELMRABKEON, BRIEIFERE, SMEONSHEHFER, FE2EY
EAMBIFRISHANE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIFEERIEMSE, §I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%UE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ok ok kR ok ok k kR ok k ok ok k ok k ok ok ko kxk kxR

FEREEMMRARSFSH “Kad” HENRS, RRE—REE. WisKTEERH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3 AC-S 6 cedential=AKID* * * * * % % % %

. 1551113065"
n: 2017-03-12" \
X-TC-Region: ap—guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values":

TEHFAREEZITELEE.

1. BHEHIEE RS
BRI ARBERBHENBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREMH fERE
HTTPRequestMethod HTTP i&Kk%i% (GET. POST ) . MRBIEMES POST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

&2 HTTP i5k URL FRIEIGFHE, WF POST idK, BEAZFHE"", MF GET idR, Wi URL #
@Bs (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString EZ2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, HEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ZRLEMER, ELES host #l content-type B LEE, EAINMARMAHSSEZLUREESIER
AR, WRGIERIMEI T EO&LER.
HHERm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHE;
2. 24 LEB, 1%8RLED key (/NB) BY ASCI ASE#{THHE,
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@ H% \_EHE HEUEREE

FEREMN 53

EERBTEEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

iFE: content-type %RAISEIFRERIBHS, BLFEIZIESNEEREREERSEMFM charset &, W
REBMPNEEIF—H, RSBSRESEZRKIEEK .

S5EZLINER, HIBLRIEREML LSS5 TES, #l CanonicalHeaders B&HILAABTRE—3d
RifY. content-type #ll host J9:4iELER,
BHE:
SignedHeaders 1. 88 key Hi—HHIE;
2. 2MEB key (NB) REB ASCIH FEi#iTHHE, HEUSE (;) £R.

b= content-type;host;x-tc—action

IBRKIEX (payload, Bl body, WRfIJ ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIISFE(E, HEHAEH

HashedRequestPayload Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&RIEX SHA256 &
%, RETNHEIRD, REFEBEERRNSZE., 3WF GET i5K, RequestPayload BEIEAZEZE/H, It
TR ELEERR 35¢9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934£064,

HRIELA LRI, REIFPSEIRNEEERBNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. PR S EFE
BT SRS ERF R

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM fER
Algorithm F2HZ, BRIEEH TC3-HMAC-SHA256,

iERATEEE, BIERLIHINTESE X-TC-Timestamp BUE, EXZFIEE UNIX BIiEE, BRI, R

RequestTimestamp fBIE{ES 1551113065,

EIEBE, 8V Date/service/tc3_request, 85 HHEA. FRiERIRSNEILZFH
(tc3_request) . Date J3 UTC {RERSEINAN, REBEMAHSE X-TC-Timestamp EHERY
UTC imEREIARE—3; service A RS, YARSEBNFREZ—H. IRFTEERERE 2019-02-
25/cvm/tc3_request,

CredentialScope
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@ HE \_L:HE HEUEREE

FEREMN R

BIRASRHHEFRSHUEIERBAREE, HEMHRBRR
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). ltRFlitEHERZE
7019a55be8395899b900£b5564e4200d984910£34794a27cb3fb7d10ff6ales4,

i
@

1. Date %ZAMESEEE X-TC-Timestamp i+t&EEE, BIfX) UTC+0, MRMARZFHRER, FINF/I\K, SSEAXME LERA
FTh, (ERERINARAMELY. FigitiEEEd 1551113065, #F/\RAIETER 2019-02-26 00:44:25, {BEitH 5518 Date BY
UTC+0 a9RHIRZJ 2019-02-25, A= 2019-02-26,

2. Timestamp #RRSHFIRZANE, BFERERANDFIRERDIRESHN, NRESESHSHNLERY . WRKIEFFREERE
&, URET—RIERE, EREY, BREZERIHHER.

RIELA LRI, REIPEEINFERFFRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request
7019a55be83958990b900£fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. itASS
1) HEIREZZEA, BRBNT:

SecretKey = L I R I

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESA SecretDate . SecretService ¥l SecretSigning BTHHIRIEIE, TEEEARTITNZER, BEEN+HEZHFRITEIAEE
23373: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

imEE, FRNRKEES, HVAC ERSHPSHIRFTER—, BUERERE. WEHhRBHBESH key £/, HESH data 5. BEF
EFERYSREETHFIERNELEE, alsSR I TERFIHEHIERAREIE, b ERRRTEHIEN .

FREM R

SecretKey JERART Secretiey, B « stk iahkon kot don ki kon ks kox ik
Date BD Credential HfY Date FERIEE . MRHIEUEN 2019-02-25,
Service Bl Credential HifY Service FERIEE . WRFIBUES cvm,

2) iHEES, (ARBEIT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))
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® HE \.L:HE BHREEE

BRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o
4. 1% Authorization

BTN HHE Authorization:

Authorization

Algorithm + ' +

'Credential="' + SecretId + '/' + CredentialScope + ', ' +

]

'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FRER R
Algorithm BEHiE, BEIEN TC3-HMAC-SHA256,
Secretld ggﬁxﬁ:‘:ﬂg Secreﬂd, BI AR T D * o & o ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK K Kk

CredentialScope REX, EEEE. WRGITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders BEX, 25FZRILEMER . WRHFIBUEN content-type;host;x-tc-action,
Signature FBRHE, WREITEERR 1001a37a7301a02cal9%a647ad722d5e43b4b3cf£309d421d85b46093f6ab6cdfo

HRIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID******kxkkkkkkkkkkrkkkkkkxkxkx*x*x/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301lal02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf

RESBIFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkkkkkkkkkxkkkkkkkxk*kx*x/2(019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6abbc4f

Content-Type: application/Jjson; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

D EE:

ERRIXEH HTTP k8 (Header ) FliER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEREESF—HER, Tl
{IENSCERERAR, MEMBEFHAXILHIE,
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@ H% \_EHE HEUEREE

o33

EEiREA API 3.0 BY, #E(EARENMEILZ SDK 3.0 , SDK #RTESBMIERE, ARNAXEFRIGHHEMEORT . #FHAEESR SDK
o HAISFFHIRIZIESA:

« Python
- Java

« PHP

« Go

* NodeJdS
« .NET

o C++

« Ruby

TEEHET FRFRIEMES demo, EAILMKEIMMNFREEEZER:

« Signature Demo

ATERRMFERERLE, THRMUZRREEES A6, BLRNER IR, BEROES . ARNROMSHNEELSI LIRSS ENE, K
BRABEEILE, HATESERY, LFFRIEREMERE SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

[
1

= StandardCharsets.UTF_S8;
= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/js

[] hmac256 (! [ key, String msg) throws Exception {
Mac.getInstance ("Hr
= new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

turn mac.doFinal (msg.getBytes (UTF8)) ;

String (St g s) throws Exception {

ssageDigest = MessageDigest.getInstance ("SHA

vte[] d = md.digest (s.getBytes (UTF8)) ;

IRIFRE: BR=ItE (It ) BRSEATF 5520 #1153,


https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BEERSIEE

Exception {

ap—guangzhou";
"DescribelInstances";
©% @A

= <201

nqc

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-t application/json; cha t=utf-8\n"

" "\
\

",
n";

+ "host:" + host + "\n" tc-action:" + action.toLowerCase() +

String ——type;host;x-tc—-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": \u672a\\u547d\\u540d\"], \"Name\": \"instan
ce-name\"}]}

= sha256Hex (payload) ;

AN

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n

\

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_r
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 ( ("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3_reqg
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase();

out.println (signature) ;

= algorithm + " " C wtial=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", + "Signature=" + signature;

System.out.println (authorization) ;
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BEERSIEE

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization”, authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Acti action);

headers.put ("X-TC i1 amp timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-R on", region);
p g9

StringBuilder new ()

sb.append("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; char =utf-8\"")
.append (" -H \"Host: ") .append(host) .append("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC "sion: ") .append(version) .append ("\"")

"

.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString()) ;

t

ort hashlib, hmac, json, os, sys, time

n datetime import datetime

secret_id = os.environ.get ("TENCENTCL

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

",

~vm"

service =
host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action "DescribelInstanc
version = "2017

algorithm = "TC3-HMAC-SHA25¢

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%?

params = {"Limit": 1, "Filters": [{"Values": [J"iEﬁi s
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BEERSIEE

http_request_method = "POST"

canonical_uri =

canonical_qguerystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = ent-type: \D g nx-tc—action:% (ct, host, action.lower())
signed_headers =

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +
canonical_querystring + "\n" +
canonical_headers + "\n" +
signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

(key, msg):
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "t lest")
signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

1tial=" + secret_id + "/" + credential_scope + ", " +
dHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print (authorization)

X POST ' + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=ut
"Host: ' + host + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + str(timestamp) + '"'

"X-TC-Version: ' + version + '"'

IRIFRE: BRzITE (165 ) BRSEAS 23 #1156:,




BEERSIEE

' (RN}

+ region +

+ payload + "'")

£
"crypto/hmac"

"crypto/sha256"
"

encoding/hex"

"Emt "

(s strin
sha256.5um256 ([]byte (s))

n hex.EncodeToString(b[:])

s, key string)
hashed := hmac.New(sha256.New, []}
hashed.Write ([]byte(s))

return string (hashed.Sum(nil)

secretId := os.Getenv ("TENC b SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
host : cvm.tencentcloudapi.com"

algorithm : "TC3-1

service : cvm"

version : 2017-03-1~

action := "Describeln

n

region ap—guangzhou"

var timestamp int64

httpRequestMethod :=

canonicalURI := "/"

canonicalQueryString :=

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n"
"application/ on; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;ho action"

IRIFRE: BRzITE (165 ) BRSEAS 5524 #1153,




BEERSIEE

payload := “{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}"
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%$s\n%s\n%s\n%s\n%s

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf("%$s/%s/tc3_request date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%$s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt .Println (signature)

authorization := fmt.Sprintf ("%s Creden /%s, SignedHeaders=%s,
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST

H "Authorization: %s"\

", host, authorization, host, action, timestamp, version, region, payload)
fmt .Println (curl)
}
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BEERSIEE

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;
m.tencentcloudapi.com";
"cvm";
"2017-03
= "DescribelInstanc
—n

ap—guangzhou";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
4

tion:".strtolower ( ),

implode ("; ", [

{"Limit": ilters": [{"Valt : ["\u672a\u547d\u540d"], "Name":

)

’

.PHP_EOL;

= gmdate ("Y-m-d",

n/n
- /.

= hash ("SHA256",

"\

\n"

.PHP_EOL;
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= hash_hmac ("SHA256"
hash_hmac ("SHA25¢
hash_hmac ("S

= hash_hmac ("SHA256",

.PHP_EOL;

"Authorization:

.PHP_EOL;

'openssl'

secret_id = ENV["TE

secret_key = ENV["T

service

host

endpoint

region =

action 'Describelnstances’
version = '2017

v

algorithm

timestamp
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BEERSIEE

date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method

canonical_uri = '"/'

canonical_querystring

canonical_headers = "conter _yPe plication/json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

ase}\n"

signed_headers = 'content-ty

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_qguerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service + '/' +
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{ ret_1id}/#{credential_c e} € ~aders=#{signec
Signature=#{signatu

puts authorization

puts 'curl -X POS + endpoint \
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BEERSIEE

"Authorization: ' + authorization + '"'
"Content-Type: application/json; char
"Host: ' + host + ""' \

' + action + """ \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-Version: ' + version + '"' \
"X-TC-Region: ' + region + '"' \

ooy payload + miw

j System;
g System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

vte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));

StringBuilder builder = new StringBuilder () ;

0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i].ToString ("x2"));

}
return builder.ToString() ;

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey, string

string datestr = date.ToString("yyyy-MM-dd") ;
DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer

IRIFRE: BRzITE (165 ) BRSEAS 529 #1153,




n

algorithm = 3—-HMAC—-SHA256";
httpRequestMethod = "POST";
canonicalUri = "/";
j canonicalQueryString = "";

!

contentType = "application/json";

canonicalHeaders = "content-type:"

+ contentType + "; chars
:" + endpoint + "\n"
ion:" + action.ToLower () + "\n";
signedHeaders content-type;host;x-tc-action";
hashedRequestPayload = SHA256Hex (requestPayload) ;
tring canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n
"

canonicalHeaders + "\n"

signedHeaders + "\n"
hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc3 request";
g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

n\ A n

ng stringToSign = algorithm + "\n
+ requestTimestamp.ToString () + "\n"
+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.Writeline (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;

string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope +
W

"SignedHeaders=" + signedHeaders + ",

"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Conter 'y contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);
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headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_S

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC

service =

g endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action describelInstances";

j version

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065) ;
ring requestPayload = "{\"Limit\": 1 Filters\": [ Values : [\N"\\u¢ a\\u547d\\u540d\"], \"Name\":

\"instance-name\"}]}";

sl ’

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine (" 3T https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);
}

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

onst crypto =

ction (message
st hmac = crypto. a256', secret)

urn hmac. (message) . (encoding)

nction
1st hash = crypto. ('sha256")

urn hash. (message) . (encoding)
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amp) {
new (timestamp * 1000)
st year date. ()
st month = ('0' + (date.
day = ('0'" + date.

}—S{month}-${day}"

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"

service
region ap-guangzhou"

action describelnstances"

version 017-03-12"

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540c , \"Name\": \"instanc

e-name\"}]}"

hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"

canonicalQueryString =

canonicalHeaders = "content-type:application/json; charset=utf-8\n"

:" + endpoint + "\n

ion:" + action.

nst signedHeaders = "content-type;host;x-tc-action”

onst canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

n\ A n

canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload

(canonicalRequest)

onst algorithm = "TC3
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hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date + "/" + service + "/"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate

= (date, 'TC3' +

kService (service, kDate)

kSigning ('"tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

st authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
ignature=" + signature

(authorization)

curlcmd = 'curl -X POST https://" + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"!'
"X-TC ion: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.
H=1C= on: ' + version + '"'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
<iostream>
<iomanip>

sstream>

<string>
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string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&§timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

ss.str();

string
{
char buf[3];
igned char hash[SHA256_DIGEST_LENGTH] ;
SHA256_CTX sha256;
_Init (&sha256);
_Update (&sha256, str.c_str (), str.size());
256_Final (hash, &sha256);
std::string NewString = "";

0; i < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, siz "$02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

string
{
gned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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EVP

&key[0], key.length(),

gned char* )s&input[0],

Final (h, hash, &len);

0x10100000L

1('0");

i < len; i++)

ss << hash[i];

len = input.length () ;

string output;
output.reserve (2 * len);

i =0; 1 < len; ++1i)

har ¢ = input[i];
_back (lut[c >> 4]);

ick (lut [c & 15]);

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;

string SECRET_KEY = getenv ("TENCENTCLOUD_ T_KEY") ;

string service

string host =

string region "ap—-guangzhou";
string action "DescribelInstances";

string version = "2017-03-12";
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_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString =
string lower = action;

ransform(action.begin (), action.end(), lower.begin(), ::tolower);
string canonicalHeaders = lele Nt -ty applicati

~:" + host + "\n"

1:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-a
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan
ce—name\"}]}";
string hashedRequestPayload = sha256Hex (payload) ;

\

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n

canonicalQueryString + "\n"

n\ "

canonicalHeaders + "\n
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

- n

string algorithm "C3—-HMAC—-SH!? &g

string RequestTimestamp nt2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical

Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService = HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc3_r est");

string signature exEncode macSha256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " “redential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + Signa ' + signature;

cout << authorization << endl;

string cur X POST https://" + host + "\n"

+ authorization + "\"\n"

\"Content-Type: application/json; charset=utf-8\

Host: " + host + "\"\n"
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+ action + "\"\n"
" + RequestTimestamp + "\"\n"
+ version + "\"\n"
"

\"X-TC-Region: " + region + "\"\n"

\

+ payload + Ug

cout << curlcmd << endl;

eturn

<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

enssl/h

7
sttime = *gmtime (&timestamp) ;
woy

strftime (utc, len,

}

{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

printf (buf, sizeof (buf), "%02x", hash[i]);

strcat (result, buf);

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER
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HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
= &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

lut = "0123456789

i < input_len; ++i)

har ¢ = input[i];
temp[0] = lut[c >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

src[i]; i++)

lower (src[i]);

char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
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SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi
region = "ap-guangzhou";
action
char* version =
1t64_t timestamp =
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

npAQTN .
H

char* http_request_method = "PO
~har* canonical_uri =
char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");
const char* signed_headers = "content-type;host;x-tc—-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],
nstance-name\"}]}";

char hashed_request_payload[100] = {0};
sha256_hex (payload, hashed_request_payload);

“har canonical_request[256]

sprintf (canonical_request, 55\ n$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request);

ar* algorithm = "T

request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64]
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s, o 1es date, service);
char hashed_canonical_request[100]
sha256_hex (canonical_request, hashed_canonical_request);
"har string_to_sign[256] = {0};
sprintf (string_to_sign, "%$s\n%s\n%s\n% algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

printf ("%$s\n", string_to_sign);
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k_key[64]

f(k_key, $s%s", "TC3", SECRET_KEY) ;

ed char k_date[64] = {0};

igned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);

ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

1ar k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3 request", strlen c3_reques k_signing, &output_len);

ed char k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512] = {0};

’

sprintf (authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

char curlcmd[10240] = {0};
sprintf (curlcmd, "curl -X POST https://%s\n \

—-H \"Authorization: %s\"\n \

\

\"Content-Type: application/json; charset=utf-8\"\n \
\ "Hc : %s\"\n \

\"X-TC-Action: %s\"\n \

\"X-TC-Timestamp: %s\"\n \

c \

\"X-TC-Version: %$s\"\n \

\"X-TC-Region:

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Higs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS

FEUTESXLMAEIRD, BRIELRERLE,

HHixt eSS

AuthFailure.SignatureExpire FERIZH ., Timestamp SRS SIEWEIERIITEEEFRGEIHS .
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

® HE \.L:HE BRI RIEE

BRI HEisER
AuthFailure.SecretldNotFound  Z$AFREE. BREHEEERIAREHER, 2REEVEHTEFHES TEN.
5

. . . BRER, THEESHEBR, FEXZEXIFRENNBFEGTS, BETEREH SecretKey &
AuthFailure.SignatureFailure

RSN,
AuthFailure.TokenFailure [BRFES Token HiR.
AuthFailure.InvalidSecretid ZiRIEE (F2= API A8 )
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@ HE \.L:HE BHREEE

N
oA pr
RIEEFATE: 2024-12-25 01:56:48

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer Ry “SZHRER” Thae, EEFEEIRAT “API 3.0 £8 v1” , JUIERESSRHTINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BERER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

f&aLAiEiE APl Explorer B9 [ #2840 | BREESMEOSSZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DISIESRESH .
ELECHEEEIEER, REFIEEE Secretld 7l SecretKey; ERFIESEREREIE, BT ZAPIEHRNE B85, SNEEEARAZ API 2
A,

1. RIERSFIE

EE—RERT AP| Z8l, B8 = APl ZHRE REREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRIZEH.
- ARPSATRRERSEIE, BHlE.

RIEREFIENEFSENT:

1. B BA=EEROERE .
2. gitE = AP| %50 ROkl aTm
3.7E = API %58 nE, B [ #iE=E | BIaJLAeIE—3T Secretld/SecretKey.

R BIMRSERSTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID* ***xkkhkhkhkhkhkhkhdkrkrkhkrkhrkxk

° SecretKey: R R i I I I I

R XBERERG, SIRERAFEERRIER Secretld fll SecretKey H{TEEERIE!
LA=RSZEEFEBIFIZE ( Describelnstances) i&XkA6I, HAPABX—EORN, EiERSHTENT:

BHEM thyz BHE

Action BiE& Describelnstances

Secretld %48 1D AR % % % koo % % oo % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE \_L:HE HEUEREE

SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIRZERMEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREEERZIHESHAN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIEH

WL BERIERFFSR,

BB E—SHIFIFRERSEIRER “SHSM=28E" B, X Action 28, HESHE#A "Action" , 8%{&7 "Describelnstances"
, ELtENETES Action=Describelnstances .

R “S¥E” HRETIE url KBEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESERFIEH

U ERE R B RS F R
BERENFHFEHRUTNASEEMK:

1. {EK75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.,

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE,

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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@ HE \_L:HE HEUEREE

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGE + BEREN HERBEE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U TR RERS
B5E6ERA HMAC-SHA1 HiZd L—S iR BHSBRNFHRHITES, RARBEMNEZH(ER Base64 #1THE, BIRRESRENESSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

RESHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. SR RmIG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EiIVTNmPg06MRNCvQ%3D, BB TFEMRERIER URL.

R MNEAPRERSGER GET, H&EiBR5EH POST [ Content-Type # application/x—www-form-urlencoded, WI&XiERIIFR
AHERSYHEDREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HBAITESL UTF-8 #{THB.

HR: FUEEEENNEESENMESYIHT urlencode, EXHEAT, RMABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥EthSER{TRSG, WERA RFC 3986, A %XY MWFHFHIMRFHITESLREN, BB X7 81 “Y” B+ ##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iR iR
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986

@ HE \_L:HE HEUEREE

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure FRER
AuthFailure.TokenFailure token §Ei%
AuthFailure.InvalidSecretid AL (A2 = APl Z§E%R)

5. ERER

fEChniER API 3.0 BY, #EFEREENEIA R SDK 3.0 , SDK #ERTESHERE, FRRIAXEF-RIZHHNEFEONR, FMERSR% SDK #
Do HAIIFHREIESH:

« Python
- Java

« PHP

« Go

» NodeJdS
« .NET

e C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMMIFREEEZIER:

» Signature Demo

ATEFRNBERER/LE, THEMZRREES 6, B ERNESIRREMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, K
BRIOBEEREE, HTESERM, IRFRBEREMERB SDK .

%ﬁiﬁtﬂﬂg url E.h‘a‘&?ﬂ: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko k kA xdkkhkxkdkxkxxkxxgSignature=7RAM2XxENMOIELIVINmMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNZARERN, HESEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARRSRESMER: 881
H, ATEF—ANAIAEEREN url , EEEMREITE Secretld F1 SecretKey AESERIZA, FEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREBEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

R UTREBMERT API 3.0, FRtEEATEMNIESRRE, SR RMAIERAEE,

Java

-t java.io.UnsupportedEncodingException;

"t java.net.URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

BEERSIEE

= "UTF-8";

String (String s, String key, String method) nrows Exception {
Mac.getInstance (method) ;
(key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloud i.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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@ H% \_EHE BHUEEEE

Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name_

endpoint =

data = {

'Action' : 'DescribelInstances

'InstancelIds.O 8 ins-09dx9

ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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"crypto/shal"
"encoding/base64"

" Eme "

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

params :=

"Nonce":

amp": strconv.Itoa (146

"Region": "ap-guangzhou",
etId": secretld,

Version": "2017

"Action": "DescribelInstances",

"InstancelIds.O0": "ins-09dx96dg"

"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}

= getenv ("TENCENTCLOUD_ “RET_ID") ;

= OUD_SECRET_KEY") ;

["Timestamp"]
["Region"]

7g etId"]
["Version"] =
["Action"] =
["Instancelds.0"
["Limit"] =

["Offset"]

.tencentcloudapi.com/?

= baseb64_encode (hash_hmac ("

.PHP_EOL;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
method = 'GET'
endpoint =

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na
sign += params.join('&")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw.
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params [ 'Signature'] encodeURIComponent (params['Signature'l]);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap|['HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"Describelnsta

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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@ HE \_L:HE HEUEREE

3 =
IR[OIE5ER
IEE#HATE: 2024-03-12 01:46:41

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERMINSSE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, IR API BIRE, SILBR Bi=S0RE s 1232 T8, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . HflFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

« Error HEIRREZERFARELEY . Error FERIEREMEREY Code Fl Message FRIEARELMI 2 EREIRY .

+ Code FRREFHIBANEIRE, LiERHERATLSRIEBZSRIGEATLERBMLIIRONMAYERESIREAE SR N RRMERE R
+ Message BRHTXMERERENERFERE, MEUSEKEIFEMME, WXATRSESERISTENER, APFNKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, ATLAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRP
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https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ \.L:HE EREERE

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” TH.
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@ HE \.L:HE BHREEE

S Fg A HY
SR
RIEEFRATE: 2022-08-10 06:45:27

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: =& &,

o Integer: B&, FRATHSO64EL ., SDK 3.0 FEAFEIESTIFHEBEMER, BLIFMERREESHRAEBREN, I colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: =g,

+ Double: WiEEZERE,

« Date: Fff&, BHEAE. fla0: 2022-01-01,

+ Timestamp: F#&, HEgl. Fian: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMXLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE]
EXERFNE, WRERR (GB/T 7408-20058E iz ikiglE R HEIfINEFRTE) . BNCAFERREESIIREEHTISIUEN
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, SELUSEMGERIMGEN.

IRIRERE: BR=ITE (1bF) BRSEAE 5556 #1155


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

® EE \_EHE HEUEREE

PaaS IRSHE%xEN
HIARPER

RIEEFHAE: 2025-04-25 01:52:22

1. EOR

EOEKRER: smh.tencentcloudapi.com ,
BEHAPER.

ERMEOERITRIRF: 200%/% .

#E#=(EH API Explorer <> mAEiRi

API| Explorer {2t THELZIEA . £RWIE. SDK ABEMMRELTEOSFED , EUEEESRERNERASHIRESRUREMERN SDK
A=A

2. A%

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

31‘

SYEMm Wik 2R i
Action = String a2, AEOBE: ModifyUser,
Version = String ~riEsH, FMEONE: 2021-07-12,
Region S String ~HSY, FMEOFFTEEELSH .
. o . IR4AEE ID,
Libraryld =  String SIE: smh08gcw650066;jl
Filter 2 Userfilter o3I BAPMLIEE.
FBIE: {"Key": "PhoneNumber", "Value": "+86-13800000000" }
. APfG, S3R%E user.
o
Role B String =BIE: user
ExEmO
== =]
Enabled a Boolean =BIE: true
= = 15 AL E 1 <] ¥ N ‘;- 1T
CountryCode = String FNSERDB, FMEBIAA null, LREEHEBZEZHRBTER.

=BE: +86

FNSE, FMEHKAS null, BEREXERZEFHFRRTER. IRSA—EEERSEFN
PhoneNumber S String EEENRIE. CountryCode #1 PhoneNumber %/REIMENFZRITRIEN o
fE: 13800138000

BRFE, FMEEIAA null, BRTEERZERANHITER . IRER—REERACEIEES

Email & String Uk

FHIE: admin@mail.foobar.com

WS, FMEKIAR null, EEXERZERAFRAETER. IRSE—EFERCERSES
AccountName & String NigiE . ReEERAXNNEZRE., H=F. PRI%. TRE. M=, KERET 50 M2H.

FBE: account_name
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https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69090#UserFilter
https://console.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=ModifyUser

O BAT

SHEM ik HE

AccountPassword

iy
[%2)
P
=.
3
«Q

ik

ZHOHY base64 e, FMEZKIAA null, IEIEEEBZERHRBITER
AccountName #1 AccountPassword #ZRRHENHERIBFTFIEN o
BE: UEBzc3cwemQ=

P=HWS ID, AFXEBZHFWSHR, FEEAL null, BREITEHERZERHETE
Fo NRER—EHENCEE=ZSFWSESVRE . REEAXNEFE., 8F. hR%. T

AccountUserld B String

Comment & String

Nickname B String

Avatar B String

Customize & String
3. |mitieH

SYHEW E-Sid]

Libraryld String

Userld String

. . Timestamp

CreationTime ISO8601

Role String

Enabled Boolean

CountryCode String

PhoneNumber String

Email String

AccountName String

AccountUserld  String

IRIFRE: BR=ItE (Ib5R) BRSEAR

. Ms, KEARBE 200 1M FF.
TBIE: x53mYVqykfPqTCgekbNwwadaXk4

&it. AT 255 MFH.
THE: BAREIFRS

EfR. A8 100 MM+,
THIE: EA=EF

FAPLgitht , BT 255 MFH .
TBIE: https://cloudcache.tencent-

cloud.com/qcloud/portal/kit/images/slice/logo.23996906.svg

BEXER. T8 255 1 F.
THIE: EEAEF

fak

FAFFRTERIEIREE ID
=B{E: smh08gcw6500e6;jl

MR ID.
TBIE: user18ligxtbrcvgn

FAFeZRtiEl
w~IE: 2024-07-07T03:45:26Z

BArFfmt.
RHE: user

=aER.
=BE: true

FHNSERB, WMEKEEWH null,
EE: WWFERAEHRE null, FREAZIENE.
HE: +86

FNSH, WMKEEWS null,
A WWFERAESHRE null, FRIAZIGHIE.
HHE: 13800000000

HEFE, FISRIEENH nulls
R WFEBAEERE null, FFREAZEHE.
=BIE: admin@mail.foobar.com

WS, WMFREEWS null,
R WFERTEEEE null, RREFEIBEHE.
BE: account_name

B=HWS ID, BFXEB=FWSHR, WMKREEWHA null
R WFEAEERE null, FREARIERE,
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https://cloud.tencent.com/document/api/1339/78553
https://cloud.tencent.com/document/api/1339/78553

(fEEE) HgiiﬂFliEi HEUEREE

SHEm i) iR
FBIHE: x53mYVqykfPqTCqgekbNwwad4aXk4

. &iE,
Comment String TOUE: BREIERS
. . BeFR o
Nickname String =EE: EREEE
APk {&itbit
Avatar String ~BI{E: https://cloudcache.tencent-
cloud.com/qcloud/portal/kit/images/slice/logo.23996906.svg
. . BEXER.
Customize String =iE: EEER
) W—i&ER ID, HRSiRER, SRIERTBSRE (HEREREERERERSR, WZXERFS
Requestid String

$%18 Requestld ) . EfIMIIHERMIZXIEKRL Requestld.

4. 7
w1 ERAFER

BATH

POST / HTTP/1.1
Host: smh.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ModifyUser

<REERSEH>

{

"LibraryId": "smh08gcw6500e63j1",
"Filter": {

"Key": "PhoneNumber",

"Value": "+86-13800000000"

I

"CountryCode": "+86",

"PhoneNumber": "13800138000"

"Response":
"LibraryId":
"UserId": "user
"CreationTime":
"Role": "user",
"Enabled": true
"CountryCode":

"PhoneNumber" :
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"Email": 1
"AccountName": null,
"AccountUserId": null,
"Comment": "",

"Nickname" :

nn
’

"Avatar":

nn
’

"Customize": ""

"RequestId": "3c
}
}

5. FRERER
BRZ API F&

Bz API E& 2458 API X4, (HiRi3. APl Explorer & SDK $XFEHA—EATS, HEENE—AOEGRERBAZIREERE API IR

E=D)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X538, tBaIaiiE API Explorer #{THEL&R

ifo

SDK

= API 3.0 Rt TREMNFLRIRE (SDK) , XISSHRIZIES, EELENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. tEiRE

TSI T2 O SSZIEAXRIEIRIS, EhERINER AEIR0E,
iRt

InternalError

InvalidParameter.OneOfAccountNameAndAccountPasswordIsEmpty

InvalidParameter.OneOfCountryCodeAndPhoneNumberlsEmpty

InvalidParameterValue.AccountNameToolLong

InvalidParameterValue.AccountPassword

IRIFRE: BR=ItE (It ) BRSEATF

fEik
PIBREEIR o

AccountName #1 AccountPassword #ZARRIISE
FKRFIEE.

CountryCode #1 PhoneNumber #/RRIAHEESKR
HAIEE.

AccountName i1,

AccountPassword T3,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1339/69097#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

InvalidParameterValue.AccountUserldToolLong
InvalidParameterValue.CountryCodeToolLong

InvalidParameterValue.DuplicateAccountName
InvalidParameterValue.DuplicateAccountUserld

InvalidParameterValue.DuplicateEmail

InvalidParameterValue.DuplicateUserPhoneNumber

InvalidParameterValue.EmailTooLong
InvalidParameterValue.Filter
InvalidParameterValue.InvalidAccountName
InvalidParameterValue.InvalidAccountUserld
InvalidParameterValue.InvalidCountryCode
InvalidParameterValue.InvalidEmail
InvalidParameterValue.lnvalidPhoneNumber
InvalidParameterValue.PhoneNumberToolLong
InvalidParameterValue.RoleNotSupport
ResourceNotFound.Library

ResourceNotFound.User

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

AccountUserld di<,
CountryCode i#i<.
AccountName £8.,
AccountUserld £8,

Email £8,

CountryCode #1 PhoneNumber ££,
Email g1,

IEERY Filter T
AccountName &
AccountUserld £,
CountryCode .

Email T

PhoneNumber T
PhoneNumber g1,

IEEMI Role 73z#5,
RAERFERAET WS

EENRARFREFE,
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® HE \.L:HE BRI RIEE

B9 &5 EHA

=IEE#HATE: 2025-04-25 01:52:22

1. IO

EOBEKER: smh.tencentcloudapi.com ,
ERAFEGERS,.

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERFRIZOFEN , EUTEESRARNBERASHNREISRURB5ER SDK
A6,

2. MASH
UTERSHIIRMNFIE T EOBRSYNBL ARSY, REAHSHIIRRT AHIERSH,
SHER Witk ESic] i
Action = String ~H2E, AEOBYE: DescribeUserLifecycle.
Version = String ~HsH, FEORE: 2021-07-12,
Region = String AHSY, MEOFTEEENSE.
Libraryld = String AR ID.

BIE: smh08gcw6500e6;jl

AFHE—ERAPNEIEES.

Filter = UserFilter FBIE: {"Key": "PhoneNumber", "Value": "+86-13800000000" }
3. Mm%
SHEM ES] ik
. R ID.
Userld String FBIE: user18ligxtbrcvgn
restam R EHRRSEE .
IsolateTime (757 = P HE WRRALSER null, ERIFEIGMIE,
FBIE: 2025-06-30T15:59:59Z
Timestam BT,
DestroyTime o 0° > P EE: WFRTLSER null, ERRFEEHE,
TflE: 2025-07-30T15:59:59Z7
- strin B—ER ID, MIBSHER, SRSROLIEE (EBRELERFEARSE, URERTS
d & #%18 Requestld ) . ETEESIREZRERE Requestld,
4. W
PN EgEPR &SRR
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https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
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BT

POST / HTITP/1.1
Host: smh.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeUserLifecycle
<QHFRSE>

{
1

"LibraryId": "smh08gcw6500e63j1",

"Filter": {
"Key": "PhoneNumber",

"Value": "+86-13800000000"

"Response": {

"UserId": "userl8llgxtbrcv
"IsolateTime": "2025
"DestroyTime": "20
"RequestId": "3c

}

t

5. AR ERR
BR= API &

Bz API SE& RE58 API X4, %63, APl Explorer & SDK FXFEHNA—EATS, HEENE—AOEGRERENRIZHERE API R

E=D)

API Inspector

FRFElEE AP| Inspector BEIEHES—SIRMEXBE AP ARER, HEMERSIESIRAR API X3, i API Explorer #{TELR

ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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InternalError
InvalidParameterValue.Filter
ResourceNotFound.Library

ResourceNotFound.User
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HtERIFRAR

RIEE#HATE: 2025-04-25 01:52:23

1. IO

EOBEKER: smh.tencentcloudapi.com ,
—IRFEZ AR

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEW Wik KR 3%
Action = String ~SE, MMEOBYE: DeleteUser,
Version = String ~HSE, FMEORE: 2021-07-12,
Region S String risy, MEOFFEEBLSH,
. o . I84KE ID,
Libraryld % String IE: smh08gcw6500e6il
BAFH—EREFPTIEEEEE, BEZED B XK, BBERES—MNTIESENERP, g

Filters.N o Array of iR, BIRIEANRITIREERS T 100 1

’ = UserFilter FBIE: [{"Key": "PhoneNumber", "Value": "+86-13800000000" }, { "Key": "Email",

"Value": "admin@mail.foobar.com" } ]

3. tha¥

SHRF bS] ik

W—i5K ID, HIRSIKER, SXERBSED (EHBREEMRERERIARSR, WXERTRIRE

Requestld  String o questid) » EiMENESIRHZRERY Requestid.

4.
w1 RSP

BT

POST / HTTP/1.1

Host: smh.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteUser
<AHIERSE>
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"LibraryId": "smh08gcw6500e63j1",

"Filters": [
{

"Key": "PhoneNumber",

"Value": "+86-13800000000"

"Key" . "Email",

"Value": "admin@mail.foobar.com"

t
]
t

Lk e

{
"Response": {
"RequestId": "3c140219-

}

t

5. FR&GR

BR= APl &

Bz APl SEE 248 APl X#4., 8iRf8. APl Explorer & SDK S&BHNS—EATFE, HEENE—ADZOREMABASIZENRE API IR
%o

API Inspector

FRFEl&EE AP| Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR API X5, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 IRETERENFLZTEE (SDK) , ZIFSHEREIZIES, scEHENEAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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InternalError
InvalidParameterValue.Filter
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® EE \.EHE BHREEE

a1z e )

IEEHATE: 2025-04-25 01:52:23

1. &Oid

EOBEKER: smh.tencentcloudapi.com ,
IREAREGEN, MREENAFRESIRETEGEY, ESRRAENEESCHENIRE. AT EMREERPNEGEE.
ERANEOIERITRIRF]: 200R/% -

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. BN\EY
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wik R iR
Action = String rH2H, AEOBYE: CreateUserLifecycle.
Version = String AR, FEORE: 2021-07-12,
Region & String ~AHSY, AEOFEEEERSE.
. o . IKEE ID,
Libraryld =  String IE: smh08gcw6500e6il
Filter 2 UserFilter RFIE SRR,
FBIE: {"Key": "PhoneNumber", "Value": "+86-13800000000" }
fRERE, SEEdizNERE, BEAPELEER, BHNKSER . XHEFEJMKRE,
IsolateTime — Timestamp ALl ERAAAEOSHIESNE, IKEER. IFEE, WRKRFRERENE, BXEH
- 1ISO8601 PR BRI RN .
E: 2025-06-30T15:59:59Z
fHERATE), HAYEETZNERE, BERAFNERSRERBTEHETHERARLIEOSEH
DestrovTime & Timestamp 5. YNIRERHEET IsolateTime MABERTF IsolateTime EERIRSE, WFIEE, WRAERFR
y - 1ISO8601 IREHEAE, BHFIAPSESBEAIHESRATESBNRER.
=fE: 2025-07-30T15:59:59Z
3. meN
SHEW ESic] 123
. FAF ID.
Userld String FBIE: user18ligxtbrcvgn
Timestamp RERIPREATED,
IsolateTime 1SOS601 R WFEAIEERE] null, FREFAERE.
REE: 2025-06-30T15:59:59.999Z
DestroyTime  Timestamp RERYHERTE
1ISO8601 EE: IFERAEEERE null, REEAFEIEHE.
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O BHS

SHER ESid] ik
=~BIE: 2020-10-14T10:17:57.953Z

W—iEK ID, HRSBIRER, SRERHBSIEE (EHEREHEMRERERERS R, Wiz

R tid Stri . RN [,
eques nng $%18 Requestld ) . EfIiDFEITEERMIZRIERD Requestld,

4.
TN RRAFESEN

BATH

POST / HTTP/1.1
Host: smh.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: CreateUserLifecycle

<RIEERSH>

{

"LibraryId": "smh08gcw6500e63j1",
"Filter": {

"Key": "PhoneNumber",

"Value": "+86-13800000000"

by

"IsolateTime": "2025-06-30T15:59:59z2",

"DestroyTime": "2025-07-30T15:59:592"

"Response": {
"UserId": "userl8llgxtbrcvgn"
"IsolateTime":
"DestroyTime":

"RequestId": "3c

5. FR&GR

RERFE

BR= APl &

Bifl= API E& 248 API 344, $8IRfE. API Explorer & SDK $ZEENS—EITFE, HEENE—ANOZARERBNZIZENFRE AP IR
£

API Inspector

FPHEE API Inspector BEIEHIGE—TRIEXER APLERER, HEMEMZIESIRFE AP X583, taJFiE API Explorer
ifo
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SDK
= API 3.0 RIHTREMNFRIESE (SDK) , TSSMRHIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. HiRG

ARSI T2 O SSZBIRXRIEEIRG, EhERDER AHLEIR0E,
§RIRMG iR
InternalError PIERERIR o
InvalidParameterValue.DestroyTime DestroyTime X,
InvalidParameterValue.Filter 1EERY Filter B o
InvalidParameterValue.lsolateTime IsolateTime T
ResourceNotFound.Library BEREAFEIFET IS
ResourceNotFound.User EENAPREE.
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1. &Oid

#EOBEKER: smh.tencentcloudapi.com ,
HERF.
ERANEOIERITRIRF]: 200%/% -

#EFER API Explorer

<> i

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

A6,

2. I NSH

MTERSHIIRIIL T ROBERSHAIBI 2

t2Y, REAHSHIIRN AHERSH,

SHEW Wik 2R 3%
Action = String ~HSE, AEOE: CreateUser,
Version = String ~HSE, AEONE: 2021-07-12,
Region & String AHSY, MEOFTEERZLSEH.
. o . IEKE ID,
Libraryld = Sting  —hE: smh08gcw6500e6i
o . RAPfAaG, 33%E user,
Role = String =BIE: user
= =5BH.
Enabled = Boolean =BIE: true
CountryCode - String FHSERB, MEKIAR null, EEEXHERZERFRAHITER.
- wE: +86
FNSE, FMERKAS null, BETXERAZESRHRHTER. IRSA—EEERSEFN
PhoneNumber & String SEENRHE. CountryCode 1 PhoneNumber %/REIHEANKRATFIEN o
~FE: 13800138000
HBFE, AMEEAR null, BIILEERZERLAETER. IRSE—EFENCSHIHEES
Email & String MRS
FBHE: admin@mail.foobar.com
WS, FMERAA null, BT EERZEZHFARTER ., IESA—GFENCEWRSES
AccountName & String NiRiE . ReEERAXNEEZRE. H=F. Rk, TRE. M=, KEREE 50 1MF/.
FHE: account_name
ERERY baseb4 A2, FMERIAS null, WETEERZERANHITER. AccountName
AccountPassword & String #1 AccountPassword %REIMENEZERFIEN
ffE: UEBzc3cwemQ=
AccountUserld ) String FE=FWS ID, AFXBEE=SWSHR, TERKIAD null, BEEXERZERHFRHTE
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3. lilis®

SHEM

Libraryld
Userld
CreationTime
Role

Enabled

CountryCode
PhoneNumber
Email
AccountName

AccountUserld

Comment

Nickname

ik XE

m

String

o

String

o

String

o

String

£

String

String

Timestamp
1ISO8601

String

Boolean

String

String

String

String

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

%, s, KEFREBE 200 MFHF.
TBHE: x53mYVqykfPqTCgekbNwwadaXk4

&ito BT 255 1MFH .
THE: BRA=BMFERS

BefR. AT 100 MFH .
TBE: BASEF

APkttt . 78I 255 MFEHF.
afE: https://cloudcache.tencent-
cloud.com/qcloud/portal/kit/images/slice/logo.23996906.svg

BEXER . FiBd 255 1"+,
w~BE: ZEER

fak

FAFFRTEREIREE ID
TBIfE: smh08gcw6500e6jl

FBARID,
FBIE: useri8ligxtbrcvgn

FFeIEERdiE,
~fIE: 2024-07-07T03:45:26Z

2] =)z =
FHIE: user

2EER.
THIE: true

FHNSERB, WMFKEEWH null,
R WWFEBRAEHRE null, FRIAZIEMRE.
THIE: +86

FHSH, MAKEENA null,
EE: WFEBREERE null, RENARIEHE.
=f{E: 13800000000

HRFE, snRIEENH null,
R WFERTEEEE null, RREFEIBEHE.
ZBE: admin@mail.foobar.com

WS, WRI/EWHA null,
R WFERAEHRE null, FFREAZIENE.
FHI{E: account_name

E=BWS ID, BFXBE=AWRSHER, WEKBEEWA null,
R IFEBAEERE null, FREAZIERIE.
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SHEM iR

PR &ibht .
Avatar FBIE: https://cloudcache.tencent-
cloud.com/qcloud/portal/kit/images/slice/logo.23996906.svg

BHEXER.

Customize TEIE: ZERR

Requestld K—i5XK ID, HRSiRER, SREREBIJRE ( FEREHBERRETERSH, WZREREFS
9 $%18 Requestld ) . EDBMITEEIREIZRIBERL Requestld,

4.
B SRR

BATH

POST / HTTP/1.1
Host: smh.tencentcloudapi.com
Content-Type: application/Json

X-TC-Action: CreateUser
<AHIERSE>

{
"LibraryId": "smh08gcw6500e63j1",
"Role": "user",

"Enabled": true

"Response": {
"LibraryId": "smhO8gcw
"UserId": "userl8llgxtbrcvagr
"CreationTime": "2024
"Role": "user",
"Enabled": true,
"CountryCode": null,
"PhoneNumber": null,
"Email": null,
"AccountName": null,
"AccountUserId": null
"Comment": "",
"Nickname": "",
"Avatar": "",
"Customize": "",

"RequestId": "3c140219-cfe9-470e
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5. FRERR

BR= APl &

il APl SE& 2&& AP X#4. $5iIRF3. API Explorer } SDK $#ZFRNA—EIFE, HEEMNE—ANOEZORERBASRELFRE APl IR
5o

API Inspector

BPFEEE APl Inspector BEEHIGE—TIRMEXBN AP ABER, HEERSE

ifo

SDK
= API 3.0 RItTREMNFRIESE (SDK) , SSHRIEES, SEEHENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $EiR

RIS T O SSZ i XAIEIRID, HAEIRIBIFED ARG,

iRt

InternalError

InvalidParameter.OneOfAccountNameAndAccountPasswordIsEmpty

InvalidParameter.OneOfCountryCodeAndPhoneNumberlsEmpty

InvalidParameterValue.AccountNameToolLong
InvalidParameterValue.AccountPassword
InvalidParameterValue.AccountUserldToolLong
InvalidParameterValue.CountryCodeTooLong
InvalidParameterValue.DuplicateAccountName
InvalidParameterValue.DuplicateAccountUserld
InvalidParameterValue.DuplicateEmail
InvalidParameterValue.DuplicateUserPhoneNumber
InvalidParameterValue.EmailTooLong

InvalidParameterValue.InvalidAccountName

IRIFRE: BR=ItE (It ) BRSEATF

SHRAE API X3, tBagifE API Explorer #{31E4

fak

PEREEIR

AccountName #1 AccountPassword %ZRRIIHEE

HEBETEE.

CountryCode #1 PhoneNumber #/RRIRIEEDLR

A IERE

AccountName g1k,
AccountPassword T
AccountUserld i<,

CountryCode iZ1,

AccountName ££8.

AccountUserld 8,

Email £8,

CountryCode #1 PhoneNumber &£,
Email i1,

AccountName T,
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://cloud.tencent.com/document/product/440/6176
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InvalidParameterValue.InvalidAccountUserld
InvalidParameterValue.lnvalidCountryCode
InvalidParameterValue.InvalidEmail
InvalidParameterValue.lnvalidPhoneNumber
InvalidParameterValue.PhoneNumberToolLong
InvalidParameterValue.RoleNotSupport

ResourceNotFound.Library
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AccountUserld T,
CountryCode .
Email .
PhoneNumber T .
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IEEMY Role 73z#5,

B EFFESTRTIRIS

8875 H115:,



@ H% \_EHE HEUEREE

(SRR FEBC B IR
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1. IO

EOEREEZ: smh.tencentcloudapi.com ,
2% PaaS IRSSIFEIAEEECEIR
ERAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. MA\B¥

UTERSHIIRMNFIE T EOBRSYNBLARSY, REAHSHIIRRT QHIERSH,
SHER wik  3E g
Action = String ~HESH, AMEOBYE: ModifyLibrary.
Version = String AR, FEORE: 2021-07-12,
Region B String AT, MEOFEEEENSE.
Libraryld = String ﬁaz:msmh%tycgmscifdi
Name = String &fﬁtfigﬁ\, aia% 50 MFEHF. MAFERNTIENR,

~E: RE=E

Remark = String &it, &2 250 MFH. WAENUFEN,.

THE: BFREARHEE

IBAERER, BOSBEMEEFUEYR, BIUSMEANSH . MIFEZSHNTE
TR EIR

o

LibraryExtension LibraryExtension

3. itha¥

SYER Bt faik

W—iER ID, HRSBIRER, SRERTBEE (HERERMREEARERERSR, WZRERFIRE

Requestld  String Requestld ) . EfIiTETHRERHIZRIFK Requestld,

4.
N BB R

BT

POST / HTTP/1.1

Host: smh.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 5576 #1153,


https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69090#LibraryExtension
https://console.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=ModifyLibrary

O BHS

Content-Type: application/Jjson

X-TC-Action: ModifyLibrary
<AHFRSE>

{

"Remark": "¥iEEiE" 0

"LibraryId": "smhljjexrwwoa9ok",

"LibraryExtension": {
"EnableFileHistory": "true",
"UseRecycleBin": "true"

}I

"Name": " %ﬁg$u

"Response": {
"RequestId":
}

}

5. F&ERR
BRZ= API £&

Bz API E& 258 API 3. $5iRf3. APl Explorer & SDK $ZBEHA—ERTE, AEENE—ANOFGRERBN=RMFRE API R

5o

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SREXIXA APIRBER, HFEMENZIESRA API X838, tBaJaiiE API Explorer #T7ELIE

ifo

SDK

= API 3.0 RItTRENFRIESE (SDK) , SSHRIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://cloud.tencent.com/document/product/440/6176
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PATRBIH T 1Ol S5 EtaXA05E 1R, HibEREIFD AHERE,
R
InternalError
InvalidParameterValue.LimitExceeded

ResourceNotFound.Library
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1. &Oid

EOBEKER: smh.tencentcloudapi.com ,

Bifl PaaS IRSFEIREZA

EUAROIERINERIRS: 200R/%

#EF(ER API Explorer

<> i

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

5]z R
2. 8WN\EY
SHEW Wik
Action =
Version =
Region &
Libraryld =
3. e
BHEW ESic]
Libraryld String

LibrarySecret  String

Requestid String
4. 76
TN ERGA RS
BNTBI

POST / HTTP/1.1

B ik

(2]
-
=
>
«Q
N

~rHESH, KEOBYE: DescribeLibrarySecret.

#3234, MEOE: 2021-07-12,

(2]
=
=
>
«Q
5

o

H2Y, FEOFFEERBLSH.

(2]
=
=,
>
«Q
]

\

YA ID
FBIE: smh3ptycO9mscifdi

i

ik

EiGRIERE ID
FBHE: smh3ptycO9mscifdi

BEFIRERERA
ffE: 9b04bf875752253f44505c6e4a8d3513d75a979e1faef1575a8f72e30f312a23

K—iER ID, HRSiHER, BRIERFBSIRE (EHERERMEEKRGETERSR, WZXERFRIKE
Requestld) . EfIiTRIHEREIZIRIEKRA Requestld,

Host: smh.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribelibrarySecret
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https://cloud.tencent.com/document/api/1339/69093
https://cloud.tencent.com/document/api/1339/69093
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https://cloud.tencent.com/document/api/1339/69093
https://console.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DescribeLibrarySecret

"LibraryId": "smhljjexrwwoa9ok"

"Response": {

"LibraryId": "smhljje

"LibrarySecret": "
"RequestId": "61f8e8a2-964a
t

t

5. FREGR

A= APl &

Bz API SE& 248 API X4, %63, APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FRFElEE AP| Inspector BEEIEHES—SIRMEXEE AP ARER, FEMERSIESIRAR API X3, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , XISSHRIZIES, EELENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FEiRES

KITFNFIH THEOWSZEEXAEIRID, HEIRBIFED AHEIR0E,
e R
InternalError PIEBEEIR -
ResourceNotFound.Library BREFRFEIFETIHAKS .
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/smh/v20210712/smh_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/smh/v20210712/SmhClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Smh/V20210712/SmhClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/smh/v20210712/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/smh/v20210712/smh_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Smh/V20210712/SmhClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/smh/src/v20210712/SmhClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-smh/lib/v20210712/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1339/69097#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ Hﬁ \.L:H E EREERE

iR E

IRIFRE: BR=IE (16F) BREEAR 5581 #1153,



= HEEERE
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EIEEFRATE: 2025-04-25 01:52:23

1. EOER

EOEKRER: smh.tencentcloudapi.com ,
Eif) PaaS IRSEIKRESIZR

ERABEOIE RIS : 200R/8

#EF(ER API Explorer

API Explorer {2t TR . ERWIE. SDK ABEMFIREETIEOSFEN . SUEEERRABANERASIIEESRIARBMER SDK
A6,

2. NEY
DTFERSHIIRIIE TEOBRSHNBoAHSEY, REARSHIIRI ~AHiERSH,
SHEm Wik ESid) 1235
Action = String ~H2H, AEOBYE: Describelibraries,
Version = String ~HSYH, AEOBYE: 2021-07-12,
Region & String ~HSY, AMEOTEBEENSE
. . BRI HEZSMEKE ID Fif, SRIFRILERHA 100 1.
a=
Librarylds.N - Array of String FBIE: [ 'smh3ptycOmscifdi', 'smh2dugfmcijrnzd' ]
- T8, B, fid PageSize £/, BIMER 1.
PageNumber B Integer =@iE: 2
. - BRHA, ¥y, S PageNumber (M, BiAER 20, &XEH 100,
PageSize B Integer —
FHIE: 20
3. e
SYHEW ESid) 3%
List Array of BRI
Library
| | s
TotalCount nteger SGIE: 5

W—iEK ID, HIRSIRER, SRERBLEE (EEREHMRERERIXRSR, WZXERFIRE

R tid Stri
eques ring Requestld ) . EAITENBEEREZRIERY Requestid.

4, =H

BN EAREEE
EiiRAE

BT
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https://console.cloud.tencent.com/api/explorer?Product=smh&Version=2021-07-12&Action=DescribeLibraries

BEERSIEE

POST / HTTP/1.1
Host: smh.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: Describelibraries

<NIERSE>

{}

{

"Response": {

"List": [

{

"LibraryId": "smh0g8nrvsg7t6y6
"Name": "ZFFIER",

"Remark": "ZFE{fFER",

"BucketName": "smh-it-251202137
"BucketRegion": "ap-guangzhou",
"CreationTime": "2
"LibraryExtension":
"IsFileLibrary": tri
"IsMultiSpace": false
"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": fal
"EnableSearch": false,
"DenyOnQuotalLessThanUsage" :
"EnableFileHistory": false,
"MaxDirFileNameLength": 2
"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent": false
b

"Size": "O",

"DirNum": "O",

"FileNum": "O"

b

{

"LibraryId": "smhljjexr

"Name": "ZFHIER",

"Remark": "",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"CreationTime": "2021-09-28T09:43:072",
"LibraryExtension": {
"IsFileLibrary":

"IsMultiSpace": false,
"CosStorageClass":

"UseRecycleBin": false,

IRIFRE: BRzITE (165 ) BRSEAS 5583 #1153,




BEERSIEE

"EnableSearch": false,
"DenyOnQuotaLessThanUsage" :
"EnableFileHistory": false,
"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent": falsc

by

"Size": "O",

"DirNum": "O",

"FileNum": "O"

by

{

"LibraryId": "smhl2pzokd9c6r5
"Name": "FfFE",

"Remark": "",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"CreationTime": "2021-09-28T12:31:312",
"LibraryExtension": {
"IsFileLibrary": true,
"IsMultiSpace": false,
"CosStorageClass": "INTELLIGENT_TIER
"UseRecycleBin": fal

"EnableSearch": false,
"DenyOnQuotalLessThanUsage": false,
"EnableFileHistory": false,
"MaxDirFileNameLength": 255
"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent": false

by

"Size": "O",

"DirNum": "O0",

"FileNum": "O"

by

{

"LibraryId": "smh3s9

"Name": " ?_fg% v,

"Remark": "",

"BucketName": "smh-it-251202137
"BucketRegion": "ap-guangzhou
"CreationTime": "2021-09-28T12:32:062",
"LibraryExtension": {

"IsFileLibrary":

"IsMultiSpace": false,

"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,

"EnableSearch": false,

"DenyOnQuotalLessThanUsage":

IRIFRE: BRzITE (165 ) BRSEAS $84 H115;




BEERSIEE

"EnableFileHistory": false,
"MaxDirFileNameLength": 255,
"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent":
b

"Size": "O",

"DirNum": "0",

"FileNum": "O"

b

{

"LibraryId": "smhlporquwrl19142",
"Name": "FFH",

"Remark": "",

"BucketName": "smh-it-251202137",
"BucketRegion": "ap-guangzhou",
"CreationTime": "2021-
"LibraryExtension": {
"IsFileLibrary":

"IsMultiSpace": false,
"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": false,
"EnableSearch": false,
"DenyOnQuotalLessThanUsage": fal
"EnableFileHistory": false,
"MaxDirFileNameLength":
"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent": false

b

"Size": "O",

"DirNum": "0",

"FileNum": "O"

b

{

"LibraryId": "smh32bey5ullr6bx",
"Name": "FFEH",

"Remark": "",

"BucketName": "smh-it-251202137"
"BucketRegion": "ap-guangzhou",
"CreationTime":

"LibraryExtension":

"IsFileLibrary": rue,
"IsMultiSpace": false,
"CosStorageClass": "INTELLIGENT_TIERING",
"UseRecycleBin": fe

"EnableSearch": false,
"DenyOnQuotalLessThanUsage": false,
"EnableFileHistory": false,

"MaxDirFileNameLength": 255

IRIFRE: BRzITE (165 ) BRSEAS 5585 #1153
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"IsPublicRead": false,
"AllowFileExtName": [],
"RecognizeSensitiveContent": £
b

"Size": "0",

"DirNum": "O",

"FileNum": "O"

"TotalCount":

"RequestId": "

t
t

5. FRERR
BR= APl £&

iz APl E& 2&& API X4, $5iIRF. API Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSREIFRE AP IR

E=D)

API Inspector

P& API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZESHRER APl X85, tEaTFIE AP Explorer #{77ELE

ifo

SDK

= API 3.0 Rt TREMNFLIRE (SDK) , ZIFSHRIZIES, EELENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
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{

"Name": "HZFR",
"Remark": "&iE",
"LibraryExtension": {
"IsFileLibrary": "true"
}

}
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{
"Response": {

"LibraryId": "smhO0g8nrvsg7t6y6

"RequestId": "1586674e-e04c-4315-943a-c282b5£8ed6
+
+
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« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Content-Type: application/Jjson
X-TC-Action: VerifySmsCode
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{

"Purpose": "BindSuperAdmin",
"InstanceId": "nOv9tdme",
"PhoneNumber": "18999999999",

"Code": "2261"

"Response": {

"RequestId": "

t
t

5. FREGR

iz APl F& 2&4& API X4, (5%, API Explorer } SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSREIFRE AP IR

BR= APl &

=

API Inspector

BPEEE AP Inspector BEEHIAGE—TIREXBN AP ABER, HEERSEE
ifo

SDK

= API 3.0 Rt TEREMNFLRTEE (SDK) , STFSHRIZES,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Content-Type: application/Jjson

X-TC-Action: SendSmsCode
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{

"Purpose": "BindSuperAdmin",
"InstanceId": "nOv9tdme",
"PhoneNumber": "18999999999"
}

Lok e

{
"Response": {
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« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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» Tencent Cloud CLI 3.0
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InternalError.SendSms HIXEEIIEBR R IR
InvalidParameterValue.CountryCode IEEMERKBEY .
InvalidParameterValue.NotModified EENFNSHBSHFER.
InvalidParameterValue.NotSuperAdmin EENFNSEIFZEWIBREER.
InvalidParameterValue.PhoneNumber EENFNSBEL.
RequestLimitExceeded.SendSms EEEEEFNSBEEEIIERCIAZEIRERS .
ResourceNotFound.Officiallnstance B cBEFIFFEXF RTINS
UnsupportedOperation.Purpose EEMENARSEZE.
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#EOBEKER: smh.tencentcloudapi.com ,
EgREEFEG

BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. N
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wi ESic] iz
Action = String ~H2H, FEOBYE: DescribeTrafficPackages,
Version = String ~HSE, FMEONE: 2021-07-12,
Region ) String ~HSY, AMEOTEEEENSE
. BiE— 1 HESIER ID &if, SRFKRIER?3 100 1,
-
Resourcelds.N B Array of String FOUE: [ 'tp—120T, 'tp-1202']
= g, B8, A& PageSize fERA, BIMER 1,
PageNumber a Integer =@iE: 2
. = BRHHE, BE, BS PageNumber f#R, BiAMEH 20, &X{EH 100,
PageSize B Integer —
~E: 20
. HEEFIHITHER
-
OrderBy - String FHIE: effectiveTime
. HFAB
=
OrderByType B String =GIE: desc
SRIRZEBYTHIE
=
Type S Integer =EIE: 0
3. miiey
SHEM Sl iR
. Array of -
List TrafficPackage mEAYIE
TotalCount  Int "
otalCoun nteger =G 5
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Reauestid | Strin W—iER ID, HESHER, SRERBLEE (SHRELEEFREIRARSE, ViZRERT
a 9 £%18 Requestld ) » EITHEEIZHZRERL Requestld.

4.
PN BRI

BATH

POST / HTITP/1.1
Host: smh.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: DescribeTrafficPackages

<pIERSEH

"Response":

"List": [

{

"InstanceId":

"Domain": "je

"Type": O,

"Size": "1073

"SizeGB": 1

"Remain":

"Used": "18356346781
"UsedPercentage": "17.10",
"EffectiveTime": "2021
"ExpireTime": "202
t

1,

"TotalCount":

"RequestId":

5. FR&GR

A= APl &

Bz API £& 2458 API X4, HiR63. APl Explorer & SDK FXFEHNA—EATS, HEENE—AOSEORERENRIZHERE API IR
E=D)

API Inspector
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FFEEE APl Inspector EEIEHIGE—SRIEXEXR AP ARER, HEEMSIESIRAE API X538, tBaIaiiE API Explorer 3L
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , MISSHRIZIES, EESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0
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1. IO

EOBEKER: smh.tencentcloudapi.com ,
ERNES TR ESIE
BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. BN\2Y
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEm Wik i) iR
Action = String a2, AEOYE: DescribeOfficialOverview,
Version = String ~HSE, FMEORE: 2021-07-12,
Region B String A2y, MEOFTESEELSH,
3. ey
SHEM ESid] 1235
. =EIHIHE
Quantity Integer e

CEERNSFEE, P08 Bytes, HTHFAENEERS, %FEBA String 28,

Storage Sting  —biE: 214748364800

EESEHMERNSEF

UserCount Integer SBIE: 100

KRRIMNTITIRE, B{) Bytes, ATHFEENSEIRS, %FERA String %8,

InternetTraffic  String =@IE: 209715200

W—iEK ID, HRSBiRER, SRERFEE (HEREEMREEKER ARSI, WZRERTRRE

Requestld Sting  pequestld) . EUAENEBIRAZRERE Requestid.
4l W
M EHESHIMEEE
BATH

POST / HTTP/1.1

Host: smh.tencentcloudapi.com
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O BHS

Content-Type: application/Jjson

X-TC-Action: DescribeOfficialOverview
<AHIERSE>

"Response":
"Quantity": 1
"Storage": "
"UserCount":
"InternetTraffic":
"RequestId": "01

}

}

5. FRERR
BR= API &

il APl SE& 2&& AP X#4. $8iIRF3. API Explorer )2 SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBASRELFRE APl IR

5o

API Inspector

HRFaE&EE AP Inspector BEEEFIGE—SREXIR APLRBER, FEMENZIESRA API 88, tBaJaiiE API Explorer #T7ELiRE

ifo

SDK
= API 3.0 RIHTRENFRIEE (SDK) , HSSHRHEES, SLEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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» Tencent Cloud CLI 3.0
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1. EOER

EOEKRER: smh.tencentcloudapi.com ,
==y o]

ERAZBEOIERINIRSG: 200R/8

#EF(ER API Explorer

API Explorer {2t TR . EREIE. SDK ABEMFIREETIEOSFEN . SUEEEXABANERASTIEESRIARBMER SDK
A6,

2. ABH
UTBERSHEINRGIE TEOBSRSHNSBOAHSHE, REAHSHIIRN AHiERSE,
SYEW Wik R iR
Action = String a2, AEOBYE: DescribeOfficiallnstances.
Version = String a2, AEOE: 2021-07-12,
Region £ String ARsY, MEOFEBEELEH,
3 o g g A B aKe .
SuperAdminAccount = Boolean zfé'ﬁlﬁ]s&@ﬂéﬁﬂmﬂﬁﬁ.&%ii)gmﬁ?, ZRIMER falseo
FHIE: true
. BRIE— P aES XS ID i, 8RiEKRILRA 100 1.
=
Instancelds.N B Array of String FBUE: [ 'tycOmsci, 'ugfmeijr' ]
Y HaA i 1 3
PageNumber = Integer ?ﬁij, R, fed PageSize [/, HIAMER 1.
TBIE: 2
p . - BRHE, ¥8, GBS PageNumber £/, EiMER 20, &X{EH 100,
ageSize B Integer —
FBHE: 20
- . SHEEFIHEITHER
OrderBy - String TBIE: 'effectiveTime'
. HFAU
A=
OrderByType & String SHIE: 'desc
EEEIRHIESER
== =2k >
AutoRenew B Integer =@ElE: 0
R4 RS2 E4E =
BindPhone = Boolean ?ﬂ%ﬂ%ﬂ*kﬁﬁméﬁ[‘m?¥m?
R~NE: true
3. ey
SHEW E-Sid] 1353
List Array of THIFIE
Instance
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TotalCount Integer SBIE: 5

WE—i5K ID, HIRSiKER, SXERBLERE (EERERMRERERIARSE, WZXERTRIRE

Requestld  String Requestld ) . ISR TR Requestld.

4. 7%
PN BRI
BATH

POST / HTTP/1.1
Host: smh.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeOfficialInstances

<AHERSE>

"Response": {
"List": [

{
"InstanceId":

"Domain": "

je
"EffectiveTime": "2021
"ExpireTime": "202
"UserLimit": 5,
"StorageLimit": "5
"StorageLimitGB" :
"Isolated": false,
"AutoRenew" : o
"SuperAdminAccount": null
}

1,

"TotalCount":

"RequestId":

5. FRERR

BR= APl &

il API SE& 24&& AP X#4. (8%, API Explorer )2 SDK FZFRNA—ERIFE, HEENE—ANOEORERBNZREHIFRE AP IR
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SDK

= API 3.0 Rt TREMNFRIEE (SDK) , ZSSHRIEIES, SEELENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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» Tencent Cloud CLI 3.0
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Instance
ERF=EXLMIER
#ENT#EOSIA: DescribeOfficiallnstances.
2 il iR

651 ID

Instanceld String FBUE: tycOmsci

RS . MRLHTERES, WixEERA null.
Domain String R WFEBAEERE] null, FREARERE.
BIE: tycO9msci.cofile.net

EffectiveTi Timestamp =3
ectivelime 1IS08601 TBIE: 2021-10-12T03:53:29Z
Timestam iSHARSE], AN SRR EKABEHEH, ZEIES null,

ExpireTime eoaeor P 8 WPRAASER null, FRIFEIGKE.

=ENE: 2021-11-12T15:59:59Z

BAP#E. MERESITERTREIAPSEXM, ZEEHR null.
UserLimit Integer R WFERAIEERE] null, BREARERE.

~fifE: 5

FiERE, B0 Bytes, HTFEHFHEENEERT, iZFERA String 28, NEHIRET

_ . BRFIRFIFESIEX6, ZBHER null,

StorageLimit String

R IWFEAEERE null, FRERARIERIE,
=~EIE: 107374182400

FiEEE, Bi) GB, MRMRETERFRFIFESEXLH, ZEMHER null,
StorageLimitGB Integer R WFEBAEERE] null, FREAZIERE.
=BIE: 100

Isolated Boolean EELBRE

RHIE: false

EIRR, 0: Fah4EsE; 1: BaEsE; 20 HHFLE,
AutoRenew Integer

HE: 1

BREERKS, MRREFFNLHHENERSERWSHSRILFIRGPEEREERM
S, WizEtEH null,

EE WFEARGRE null, RRRARE™IE.

HIE: +86-18988888888

SuperAdminAccount  String

BiEERAT, RTFEHEER

Bucket String TBIE: joestorage—1253960454

BEHERNT, BrASHEER
LogBucket String R WFEAIEERE] null, FREARERE.
TBIE: joelog—1253960454

Library
PaaS [RSBEEEER
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O BAT

#ANT#EOSIA: DescribeLibraries.

=4 ESid)
Libraryld String
Name String
Remark String
BucketName String
BucketRegion String
CreationTime Timestamp ISO8601
LibraryExtension LibraryExtension
Size String
DirNum String
FileNum String
LibraryExtension
IR AR EERCEIRN

faik

$RKEE ID
BE: smh3ptyc9mscifdi

YRR YT BRTR
TBUE: 1 AtER

&iE
THIE: BFREARRREE

IRIAEEGRERT COS 7FiiEtE
=~E: smh-1250000000

IR ESDERY COS TFift@FRTERY Mg
Bl{E: ap—guangzhou

A EECIEE RS R
~EE: 2021-10-12T03:53:29Z

IR EEREEIR

IMAERE, B(u)f Bytes, BITFHFAEUMERERG, %FRJ String 28,
~fifE: 182736273

BARERRY, BTFHFLEEERG, iZ=FBRB String 28,
w~BE: 12

KNS, BTFHFAERREERY), ZFBA String 8,
EHE: 3746

#HANTHEOS|A: CreateLibrary, DescribeLibraries, ModifyLibrary.

2/ ESic]
IsFileLibrary Boolean
IsMultiSpace Boolean
CosStorageClass String
UseRecycleBin Boolean

IRIFRE: BR=ItE (Ib5R) BRSEAR

Wik ik

=
[=]

iyl

o

iyl

true ASEHERIEHARE, CIEET@SERY; false HEASEBIRIKE, (X
FHEEB R FNASRERI . BRIAA false, TERIAEERIZIERAEIEM .
=BE: true

true HZHEPZTRAEE, FTEIESMARZE; false AREPTEEEE,
AEECEEP=E, (RaERSARNE—TARTE. 2AK false. FERIFERE
ISR

TBIE: true

RFE COS MRIFMERISIHFRIFIESEY, (N3#F STANDARD.
STANDARD_IA. INTELLIGENT_TIERING. MAZ_STANDARD.
MAZ_STANDARD_IA #1 MAZ_INTELLIGENT_TIERING, EiAJ3
STANDARD, fEfZ AZ Fi#ERHNSBMER MAZ_ FkBIBTS AZ 89
il , BNEMERIE MAZ_ FLIATIES AZ ITFiEEE,, HISEE6E
S EF#E INTELLIGENT_TIERING 2 MAZ_INTELLIGENT_TIERING
i, BESANFEEAEERSEEME, SWISREXY ., ERIAEIEZETEE
588

~fIE: STANDARD_IA

EEFBEMWELTIEE, BIAK false,
RENE: true
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@ EE \_L:HE HEUEREE

E=3 ESid) Bk R

SHEENEERS, BaMPREMCISIRERIXE, FEEtEd 1095 (3 §) , BER
0 MFBEzNMbR, FKilA 0. SRFBEUREERS, ZEMEA null

=
AutoRemoveRecycledDays Integer S SR TEEASEE null, ERIREGRIE.
w~BE: 7
EnableSearch Boolean - EEBAXMHREERIEE. Bl false.
[=]

FHHE: true

REEGEXEFTERMBEMNTEERFEEN, RRIEREEEK, BA
DenyOnQuotalLessThanUsage Boolean S A false,
TBIE: true

REFBEREIRAE. EBilA falseo

I -
EnableFileHistory Boolean a FHIE: true

LT EHRBIRAR, EERNHFRBNHBRANSE LR, Fa6Ed 999,
1EEA 0 WAIRE, BN 0. HKRFABHLIRAR, ZEES null,

R IFERTRGEE null, FFRRARIERE.

BIE: 10

iy

FileHistoryCount Integer

SAFBHEMRAR, EEMERFRENRISEKE, FRGEE 999, &AM
FIRH, BRIAA 0o HRFBHLIRAFR, ZEMHEHA null,

FE: WFEBREEERE null, RENARIEHE.

BIE: 30

iy

FileHistoryExpireDay Integer

BREAXUBHRICKE, FREBE 255, ZKiAA 255, EMIZSEF2NE
SRS, NRIGZZERNEN), EEFENKERSEIRFENERS
XHEFEEETW.

FHIE: 200

iy

MaxDirFileNameLength Integer

BEARBAEE, AREHREXHERIBISHE, Bl false. (EEHFZIE
BEESSZELE, SWZEES null,

S WFEBAEGRE null, RREAAEHE.

RBIE: true

IsPublicRead Boolean £

BAERBERERSHESEE, ABEUIE—RER (BEE) BFEER
BRFESIEED, BUREREEREAUGREFRFEEIRER. KAl
false. (XA EIEAEBEFESZELE, SUZBIEN null. EEEE
BB EEE

R WFEBAEHRE null, FREAZIERE.

FHIE: true

IsMultiAloum Boolean B

BAEBIRRERB AR LIERE, BAKN true, (NEBEAPTEEIFSEBURIAE
ZiFzEN, BUZEER null.

R WFEBAEHRE null, FREAZIERE.

FHIE: true

AllowPhoto Boolean &

SRGEENAERT LIER AR, IBEAITII BR, BUANTHA, LIPSE
B BB RAY MIME 2B ER1FIE . {REBEPSEEASBRAESTIFZ

AllowPhotoExtName g::iy of &  mE, ZUZEES null.
9 #E WFRTER null, ERRFIGHE,
wBIE: ['.jpg', .png', '.heic']
IARRURARER T R EETSA, BHAK true. (NBTAPZSEEARRIR KR
A" WVIde B Iean == iﬁiﬁ%’t&, Emuﬁ%"&% nU"o
© © o0 = B WFERAALEE null, ERIRIIEHKIE,
=EIE: true
AllowVideoExtName Array of & HIEAERRAERIT LEUTNT, EEARIFNTEE, BAANTHA, SR
String ST RS RAY MIME SRS EDHIKR . (LEFaFZSiaigA R R 5%

IRIFRE: BR=ItE (Ib5R) BRSEAR ££109 #115;
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E=3

AllowFileExtName

RecognizeSensitiveContent

TrafficPackage

REFRLER

i)

Array of
String

Boolean

#HANT4EOS|A: DescribeTrafficPackages.

=3

Instanceld

Domain

Type

Size

SizeGB

Remain

Used

UsedPercentage

EffectiveTime

ExpireTime

UserFilter

S

String

String

Integer

String

Integer

String

String

String

Timestamp
1SO8601

Timestamp
1SO8601

BFHE—EHRAPNEiERS.

IRIFRE: BR=ItE (Ib5R) BRSEAR

faik

Witk

iy |

ik

B, BWiZEMES null,
R IFEBROEGRE null, FFREAIERE.
FBHE: [.mp4, " .mov']

TEEN S BURAERIFIIN G BE, RARTHE, WhTRIF LIEMEERRENY
%o (NEEPEEN M ERBERESFZELE, SUZESE null,

R IFEROEGRE null, FREAIERE,

TBIE: ['.docx', '.xsIx', .pptx']

BR EENEEHTHRABTETE, KA false. (NEHEPZERFESIFZE
#, BUZEER null,

R WFEBRAUEHRE null, FREAZIERE.

FHIE: true

e RIRE RTINS ID
TBIE: tycO9msci

EEEE. MEXHTEEFS, WizEHER null.
R WFEBATEERE null, XFREAZENE.
TBIE: tycOmsci.cofile.net

REZRERFELE, 0PHTEWSE, 1 HEEX,

BIE: 0

=
SBiRE

A

, Bfiij3 Bytes, AFHFAEUGEIRS, %FERA String %8,
1 107374182400

SRE, B{AGB

REME: 100

FIRimE, Bk Bytes, AITFHFEENGEIRT, %FERA String 2B,
wfIfE: 89017835619

SERRE, B4 Bytes, ATHFEEIEEIRG, ZFRA String &,
~fIE: 18356346781

SERESL, ATFHFREERIRE, %2387 String 28!,
RME: 17.10

L£ediE, ENREERENITHWE
~IE: 2021-10-12T03:53:29Z

iSHARYE), BOFmIRHNAISERIREEARGIE, MNRiRERIFEPTRINRISERINIEE I E KA UL
B, ZEEA null

R WFEBRAIRE null, RENAREHE.

~BIE: 2021-11-12T15:59:59Z
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® H% \.EHE BRI RIEE

#INTF#EOS|A: CreateUserlLifecycle, DeleteUser, DescribeUserLifecycle, ModifyUser,
E=4 ESid] Wik ik

g, HEISEHF: Userld. PhoneNumber. Email. AccountName. AccountUserld,
f5)&E: PhoneNumber

iRE, AL NlE, FFEHEER. ST E Key, Value RIBUEIT:

Userld: user12345678abcde

PhoneNumber: +86-13800000000 (#§=X73: {CountryCode}-{PhoneNumber})
Value String = Email: admin@mail.foobar.com

AccountName: account_name

AccountUserld: x53mYVqykfPqTCgekbNwwadaXk4

~BlfE: +86-13800000000

IRIFRE: BR=ItE (It ) BRSEATF %111 #115%
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tHIxAS

IEE#HATE: 2024-12-20 01:50:32

LIREiRAR

NRREERPIFE Error FER, WRTER API E#O%XM. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": -£35e-473f-b9£3-0d451b8b79c6"
t
t

Error Hf Code FRi&iIRMB, Message FFRIZEIRNEKER,

HiREsIE

2ILEIREG
e
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

AR

BEOEBTZ.

ERLEBAY Authorization FEASBINERE.
BHIEE (F2= API BE2EE)

MFA $8i%.

BIRTEE. B EHE RERREECRNIRSERA, IRSES,
FRERPREIRESIEN, FEREAEEER.

ERIEH, Timestamp HRS[RIFEEERSEIHSH, BEEFI
RHEEAIRERERE .

ERER. ERITEER, AURAASAPNERTENEREERIE
g,

token iR,

IERFKIEN 152F CAM LRI ENAIIHEA

DryRun #2{E, ARBERGSZAHIING, RRBET DryRun £,
B

PIEBEEIR o

BOREFE.

SHEIR (SESHIE. #BFER) .

SHEEREIR.
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InvalidRequest

IpInBlacklist

IpNotInWhitelist

LimitExceeded

MissingParameter

NoSuchProduct

NoSuchVersion

RequestLimitExceeded
RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VPSS EEIREG
NG
InternalError.ModifyResourceStatusFail
InternalError.PostpaidFail

InternalError.SendSms

InvalidParameter.OneOfAccountNameAndAccountPasswordIsEmpty

InvalidParameter.OneOfCountryCodeAndPhoneNumberlsEmpty

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE

iBEXK body B9 multipart t&=X&iR .
IP it FERZ A,

IP it FEEE ST,

Bt BeERpRE o

i

ROSH,

\

FRAFE
EOREFFE.
IEREGREGEET T SRR E
EMWSHBIINZRIRS o
IP BRS®,
EMSIRIT
iEREBERHEAN
BiRMGER.
BRFRE.
BRFFE.
BRFTH.
IREISEEREAN.
SRIRS SRR A,
RIEURIE

RIMSHIBIR, APSEREXNSHESHER.

BAEFRZH .

http(s) IBRIMLEIR, IX#F GET #1 POST &K,

EOFSZIFRRE

B8
A BRI PR R

RIEFEELY

RIFEEEIEPRREER.

HRIFEE.

RFIEE.

AccountName #1 AccountPassword #ZRRIISE

CountryCode #1 PhoneNumber %R EESLE
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InvalidParameterValue.AccountNameToolLong
InvalidParameterValue.AccountPassword
InvalidParameterValue.AccountUserldTooLong
InvalidParameterValue.BucketNamelnvalid
InvalidParameterValue.BucketNameNotBelongYou
InvalidParameterValue.BucketNotFound
InvalidParameterValue.BucketNotSupport
InvalidParameterValue.BucketRegionlnvalid

InvalidParameterValue.CosStorageClass

InvalidParameterValue.CosStorageClassintelligentTiering

InvalidParameterValue.CountryCode
InvalidParameterValue.CountryCodeTooLong
InvalidParameterValue.DestroyTime
InvalidParameterValue.DuplicateAccountName
InvalidParameterValue.DuplicateAccountUserld
InvalidParameterValue.DuplicateEmail
InvalidParameterValue.DuplicateUserPhoneNumber
InvalidParameterValue.EmailTooLong
InvalidParameterValue.Filter
InvalidParameterValue.InvalidAccountName
InvalidParameterValue.InvalidAccountUserld
InvalidParameterValue.InvalidCountryCode
InvalidParameterValue.InvalidEmail
InvalidParameterValue.lnvalidPhoneNumber
InvalidParameterValue.lsolateTime
InvalidParameterValue.LimitExceeded
InvalidParameterValue.NotModified
InvalidParameterValue.NotSuperAdmin
InvalidParameterValue.PhoneNumber
InvalidParameterValue.PhoneNumberToolLong

InvalidParameterValue.RoleNotSupport

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE

AccountName g,
AccountPassword %3,
AccountUserld 31,
EERSIRER .
FiEESHRAETIAERS,
FEBAFES AR e o
RS EARZIFRIERE

TR TERI TR o
IEERTFIERBIT

EERFERERTR SRS B, EmBfFiEtmmE
HED ETFEIDAE

IEENERABER.

CountryCode 31,

DestroyTime T
AccountName £8,
AccountUserld £8,

Email 8,

CountryCode #1 PhoneNumber ££,
Email iZi<,

1BRERY Filter T80

AccountName F&X.
AccountUserld T34,
CountryCode T

Email T

PhoneNumber &34,

IsolateTime T
SHEN BN FAFEBEIEIRE
IEENFNSHSSRER.
BENFINSHBIRZEWAGEREERSR
BENFNSHBEL.
PhoneNumber 1<,

EEMI Role 7385,
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InvalidParameterValue.TooManyFilters
LimitExceeded.UserLimit
RequestLimitExceeded.SendSms
ResourcelnUse.MultiSpace
ResourceNotFound.Library
ResourceNotFound.Officiallnstance
ResourceNotFound.User
UnauthorizedOperation.PassRole
UnauthorizedOperation.ServiceLinkedRole
UnauthorizedOperation.SmsCode
UnauthorizedOperation.SmsCodeExceeded
UnsupportedOperation.BalancelLess

UnsupportedOperation.Purpose

IRIFRE: BR=ItE (Ib5R) BRSEAR

iAE

BETASHIIRSE, SiIEREZSH 100 1,
CERIAFHERE, BAAE~RME.
REEREFINSHRNEREGEREIXEBRERS
SHPZEEAEPFEEEERNEREE,
REERFESF BT RIS,

EL BRI FEHFETHRWRS
IEENAPREE.

FKIEF cam:PassRole ¥R,

KiEF SMH RSSIEXAE,

IEEIIERS IR 2T

1R (EIIERB ISR EGEIR, EEIARIXEEIRIES.
KPR E

IEENBINARSZIS
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