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API 3t
L

EIEEFATE: 2025-03-10 01:57:42

58 25 R&Ef

&7RdiE: 2025-03-10 01:57:30
FREHEETIUTHS:
BEEAIH.

rEEE:

« Registerinstancelnfo
o ¥ERNR: Tags

P24 %%

AAdiE: 2024-09-13 02:06:44
RREHAETUTHE:
BEEHHIX.

eI

« Command
o ¥MBMR: Scenes

823 X%H

AAdiE: 2024-08-14 02:23:52
RREHEAETUTHE:
BEEHHIX.

srEEn:

« DescribeScenes

FIBERLSE:

* Scene

822 %81

#7aETE: 2023-12-15 20:16:37
RREHEETIUTRA:
MECHRINE,

IET RS :

« AutomationAgentinfo
o {BMRER: SupportFeatures
+ CommandDocument
o EMEEA: OutputCOSBucketUrl, OutputCOSKeyPrefix
« RegisterCodelnfo
o {BMIEER: RegisterCodeld, Description, InstanceNamePrefix, RegisterLimit, ExpiredTime, IpAddressRange, Enabled, RegisteredCount,
CreatedTime, UpdatedTime

B RES
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https://cloud.tencent.com/document/api/1340/52687#RegisterInstanceInfo
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/109968
https://cloud.tencent.com/document/api/1340/52687#Scene
https://cloud.tencent.com/document/api/1340/52687#AutomationAgentInfo
https://cloud.tencent.com/document/api/1340/52687#CommandDocument
https://cloud.tencent.com/document/api/1340/52687#RegisterCodeInfo

& WifiE

ZfAtiE: 2023-10-11 02:22:08
FREGEETIUTRA:
MECHRINE,

wigEn:

« DeleteCommands
« DescribeQuotas

BRI

« GeneralResourceQuotaSet

820 X&R%H

AAdiE: 2023-09-18 02:20:44
RREHEETUTHE:
BEEHHIX.

feasgEn:

» CreateCommand

o ¥MBAS: DefaultParameterConfs
« ModifyCommand

o #iBAZ: DefaultParameterConfs
« RunCommand

o ¥EAS: DefaultParameterConfs

B19XRH

A%ltiE: 2023-08-24 01:26:36
ARRHGEETUTRE:
WECEIH,

whigEO:

« CreateRegisterCode

» DeleteRegisterCodes

« DeleteRegisterinstance

« DescribeRegisterCodes

» DescribeRegisterinstances
» DisableRegisterCodes

» ModifyRegisterInstance

FIBERLSE:

« DefaultParameterConf
« RegisterCodelnfo
« Registerinstancelnfo

E2EiRLta:

« Command
o ¥R R: DefaultParameterConfs

B 18 X&H

AAdiE: 2023-02-20 01:49:40
FRRGEETUTRA:
MECHRINE.
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https://cloud.tencent.com/document/api/1340/100133
https://cloud.tencent.com/document/api/1340/100132
https://cloud.tencent.com/document/api/1340/52687#GeneralResourceQuotaSet
https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/96928
https://cloud.tencent.com/document/api/1340/96927
https://cloud.tencent.com/document/api/1340/96926
https://cloud.tencent.com/document/api/1340/96925
https://cloud.tencent.com/document/api/1340/96924
https://cloud.tencent.com/document/api/1340/96923
https://cloud.tencent.com/document/api/1340/96922
https://cloud.tencent.com/document/api/1340/52687#DefaultParameterConf
https://cloud.tencent.com/document/api/1340/52687#RegisterCodeInfo
https://cloud.tencent.com/document/api/1340/52687#RegisterInstanceInfo
https://cloud.tencent.com/document/api/1340/52687#Command

O WifiE

IE2EiRLta:

« AutomationAgentinfo
o ¥R R: SupportFeatures
« CommandDocument
o HMEBM&R: OutputCOSBucketUrl, OutputCOSKeyPrefix

B/17 XEH®

£HE): 2021-12-09 08:10:32
FREHEETIUTHE:
BEEAEH.

sFEfEO:

« Cancellnvocation

5816 xR

&ZfAtiE: 2021-12-03 08:11:00
TRRGBEETUTRA:
MECHRINE.

E2EiRLta:

« Command

o FERR: OutputCOSBucketUrl, OutputCOSKeyPrefix
« Invocation

o ¥MBM&R: OutputCOSBucketUrl, OutputCOSKeyPrefix
» TaskResult

o ¥MEM&R: OutputUrl, OutputUploadCOSErrorinfo

B 15 X%

BAHE: 2021-12-02 08:11:32
RREHESTUTHE:
BEEAHX.

feRsEn:

* InvokeCommand

o FMEBAZ: OutputCOSBucketUrl, OutputCOSKeyPrefix
* ModifyCommand

o ¥MBAZ: OutputCOSBucketUrl, OutputCOSKeyPrefix
+ RunCommand

o ¥MBAZ: OutputCOSBucketUrl, OutputCOSKeyPrefix

B14 x%%

#7EHE: 2021-11-24 08:13:01
RREHEETIUTRA:
MECHRINE,

feodEn:

» CreateCommand
o ¥MBAZ: OutputCOSBucketUrl, OutputCOSKeyPrefix

B 13 X%%®
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https://cloud.tencent.com/document/api/1340/52687#AutomationAgentInfo
https://cloud.tencent.com/document/api/1340/52687#CommandDocument
https://cloud.tencent.com/document/api/1340/65770
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52687#TaskResult
https://cloud.tencent.com/document/api/1340/52678
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/52684

O BT

ZfAtiE: 2021-09-23 08:12:30
FREGEETIUTRA:
MECHRINE,

wigEn:

» Createlnvoker

» Deletelnvoker

« DescribelnvokerRecords
« Describelnvokers

» Disablelnvoker

» Enablelnvoker

« Modifylnvoker

iBEURGS

» Invoker
» InvokerRecord
» ScheduleSettings

B12X%%®

&ZAdiE: 2021-09-01 08:11:51
FREHEETUTHE:
BEEAM.

R

» Invocation
o ¥MBM&E: CommandContent, CommandType, Timeout, WorkingDirectory

81 RE®

&ZAdiE: 2021-07-28 08:12:03
FREGEETUTHRA:
MECHRINE,

(EeEREta

« Invocation

o FZRR: InvocationSource
« InvocationTask

o FZR%R: InvocationSource

810 X%

#75EHE): 2021-07-2108:11:56
KREHEETIUTRA:
MECHIINHE,

E5¢:{m

» InvokeCommand
o ¥MBAZ: WorkingDirectory, Timeout

B9 XE®

ZmAEdiE: 2021-07-19 08:11:15
KREHEETIUTHA:
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https://cloud.tencent.com/document/api/1340/61762
https://cloud.tencent.com/document/api/1340/61761
https://cloud.tencent.com/document/api/1340/61760
https://cloud.tencent.com/document/api/1340/61759
https://cloud.tencent.com/document/api/1340/61758
https://cloud.tencent.com/document/api/1340/61757
https://cloud.tencent.com/document/api/1340/61756
https://cloud.tencent.com/document/api/1340/52687#Invoker
https://cloud.tencent.com/document/api/1340/52687#InvokerRecord
https://cloud.tencent.com/document/api/1340/52687#ScheduleSettings
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52687#InvocationTask
https://cloud.tencent.com/document/api/1340/52678

& WifiE

MECHRIE.
E2EiELsta:

« InvocationTask
o ¥MERR: Errorinfo

B8 R&RM

AfEdiE: 2021-07-14 08:12:04
FREHEETIUTHS:
BEEAIH.

RO

» CreateCommand

o FBAZ: Username
* InvokeCommand

o ¥EAZ: Username
* ModifyCommand

o ¥MBAZ: Username
*« RunCommand

o ¥EAS: Username

EesERaata

« Command

o ERKR: Username
+ CommandDocument

o FERLR: Username
« Invocation

o ¥ERLE: Username

BTRER

AfAdiE: 2021-07-07 10:06:48
FREHEETIUTHE:
BEEAEIH.

rEEE:

« Invocation
o AR InstanceKind

36 X&%

&7AdiE: 2021-05-3108:11:21
RREHEETUTHE:
BEEHHIX.

feasEn:

» CreateCommand
o ¥EANS: Tags
« RunCommand
o ¥EAS: Tags

8 5 XR%®

A%ltiE: 2021-05-28 08:11:06

IRIRERE: BR=ITE (1bF) BRSEAE 558 #1603


https://cloud.tencent.com/document/api/1340/52687#InvocationTask
https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52678
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/52687#CommandDocument
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52676

O Wiz

FREBEBETUTHS:
ECHRIE.
BRI

- Tag

E2EiELsta:

« Command
o ¥ERR: Tags

B4 XE®

AAdiE: 2021-04-2510:20:20
RREHEETUTHE:
BEEHHIX.

eI

« TaskResult
o &R Dropped

B3 XE®

&AdiE: 2021-04-13 08:11:56
FREGEETUTRA:
MECHRINE,

EBEiRLta:

« Command
o ¥ERLR: FormattedDescription, CreatedBy

B2 RE®

&AdiE: 2021-03-23 08:12:09
FREGEETUTRA:
MECHRINE,

igEO:

» PreviewReplacedCommandContent

gz

» CreateCommand
o ¥MBAZ: EnableParameter, DefaultParameters
» InvokeCommand
o HBAZ: Parameters
« ModifyCommand
o ¥MBAZ: DefaultParameters
» RunCommand
o FiE@AZ: EnableParameter, DefaultParameters, Parameters

e RSt :

« Command

o ¥BM&R: EnableParameter, DefaultParameters
» Invocation

o ¥ERLR: Parameters, DefaultParameters

IRIRERE: BR=ITE (1bF) BRSEAE 589 #1603


https://cloud.tencent.com/document/api/1340/52687#Tag
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/52687#TaskResult
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/53938
https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52678
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/52687#Invocation

O BHE

B1X%%

ZAtiE: 2021-02-02 08:11:53
FREHEETIUTRE:
CETSET R

migEO:

« CreateCommand
« DeleteCommand

DescribeAutomationAgentStatus
» DescribeCommands

» DescribelnvocationTasks

» Describelnvocations

» DescribeRegions

» InvokeCommand

» ModifyCommand

+ RunCommand

BRI

« AutomationAgentinfo
+ Command

+ CommandDocument
« Filter

« Invocation

» InvocationTask

.

InvocationTaskBasiclnfo
» Regioninfo
TaskResult
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https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52683
https://cloud.tencent.com/document/api/1340/52682
https://cloud.tencent.com/document/api/1340/52681
https://cloud.tencent.com/document/api/1340/52680
https://cloud.tencent.com/document/api/1340/52679
https://cloud.tencent.com/document/api/1340/52686
https://cloud.tencent.com/document/api/1340/52678
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/52687#AutomationAgentInfo
https://cloud.tencent.com/document/api/1340/52687#Command
https://cloud.tencent.com/document/api/1340/52687#CommandDocument
https://cloud.tencent.com/document/api/1340/52687#Filter
https://cloud.tencent.com/document/api/1340/52687#Invocation
https://cloud.tencent.com/document/api/1340/52687#InvocationTask
https://cloud.tencent.com/document/api/1340/52687#InvocationTaskBasicInfo
https://cloud.tencent.com/document/api/1340/52687#RegionInfo
https://cloud.tencent.com/document/api/1340/52687#TaskResult

mIEEFATE: 2025-04-25 01:54:43

EHRRSBREISHPETLR.,

i

[

API H#E5S

mIEEFATE: 2025-01-20 01:24:21

IRIRERE: BR=ITE (1bF) BRSEAE
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& WifiE

icERSHEXEO
BEOSm #Ohag SRERIRS (KRR
CreateCommand lES<S 20
ModifyCommand E@me 20
DeleteCommand HpsS<S 20
DeleteCommands HEE MRS 20
DescribeCommands BEiRn<iFEE 20
PreviewReplacedCommandContent WS 20
InvokeCommand RSHS 20
RunCommand HiTHS 20
Cancellnvocation EEGRSHT 20
Describelnvocations BifghiTiEs 20
DescribelnvocationTasks BHITES 20
DescribeAutomationAgentStatus BiIE RIS 60
ERTHEXED
BEOSm #Othae SRR (MR/ED)
Createlnvoker elEEHITES 20
Modifylnvoker {EesntTss 20
Deletelnvoker PR TTES 20
Enablelnvoker BRRTES 20
Disablelnvoker ERMITE 20
Describelnvokers =EigHITE 20
DescribelnvokerRecords EHUTERTICR 20
FeEspExXEn
BEOSH #EOhae SRERIRE) (JR/ED)
CreateRegisterCode BUEEERFS 20
DisableRegisterCodes HtSZERED 20
DeleteRegisterCodes HEE MR ERD 20
DescribeRegisterCodes =HifiEmES 20
ModifyRegisterinstance [ en=eu]| 20
DeleteRegisterinstance PR FEEESEH! 20
DescribeRegisterinstances ETEELA) 20
ImREXEN
BEOSHm #O1hae SRERIREN (JR/ED)
DescribeScenes B9HS 20

IRIFRE: BR=ItE (It ) BRSEATF %12 #1603,


https://cloud.tencent.com/document/api/1340/52684
https://cloud.tencent.com/document/api/1340/52677
https://cloud.tencent.com/document/api/1340/52683
https://cloud.tencent.com/document/api/1340/100133
https://cloud.tencent.com/document/api/1340/52681
https://cloud.tencent.com/document/api/1340/53938
https://cloud.tencent.com/document/api/1340/52678
https://cloud.tencent.com/document/api/1340/52676
https://cloud.tencent.com/document/api/1340/65770
https://cloud.tencent.com/document/api/1340/52679
https://cloud.tencent.com/document/api/1340/52680
https://cloud.tencent.com/document/api/1340/52682
https://cloud.tencent.com/document/api/1340/61762
https://cloud.tencent.com/document/api/1340/61756
https://cloud.tencent.com/document/api/1340/61761
https://cloud.tencent.com/document/api/1340/61757
https://cloud.tencent.com/document/api/1340/61758
https://cloud.tencent.com/document/api/1340/61759
https://cloud.tencent.com/document/api/1340/61760
https://cloud.tencent.com/document/api/1340/96928
https://cloud.tencent.com/document/api/1340/96923
https://cloud.tencent.com/document/api/1340/96927
https://cloud.tencent.com/document/api/1340/96925
https://cloud.tencent.com/document/api/1340/96922
https://cloud.tencent.com/document/api/1340/96926
https://cloud.tencent.com/document/api/1340/96924
https://cloud.tencent.com/document/api/1340/109968

@ Hﬁ‘fﬂﬁ BBV F

FitaxXEO
EOSm EOIhEE SRR (R/ED)
DescribeRegions =ahazdies 20
DescribeQuotas IRENECERE R 20
D EE:

M LSRR OSRERIRBISRED arT + AN + FWS , BXIRTESHPSE: AP STEIRFRA

IRIFRE: BR=IE (16F) BREEAR 13 #1603


https://cloud.tencent.com/document/api/1340/52686
https://cloud.tencent.com/document/api/1340/100132
https://cloud.tencent.com/document/product/1278/109059

O BHS

AR
imREGH

IEEFATE: 2025-05-21 01:29:50

1. BRS5itit

AP| SZTHFHIEMISIEN , AFRIIEIIEEANGEE ) tat.tencentcloudapi.com , t3ZEE IS5, Flanr- itk tat.ap-

guangzhou.tencentcloudapi.com .

ERltdIES

EEERRIEENGS . RIBAREONEFIRMEUS, SENFITEIRENEN RS EENRSEE. SINEMNERER, SEMBRTEIIMHRSESE, LRNEE

tat.ap—guangzhou.tencentcloudapi.com 2—%9,

R WRESURAOLS, BUUSEEIENS.

HR: HERE APl AR, HARARFREEEOXGRMARSNEE, FRSISHRIREERAAX/ARSESUSPER, BOSTNOBEREROXIEBASEH

P,

BRIz iR B 5IRD:
B\ Mhis
BTSN (%, RTSESRK)
fepgtthX (1M )
fFRMX (Ei§)
HFRWX (FBR)
ibiX (46=)
AR (FEER )
ARt (EK)
BEaX (PEEE)
WAKR (#nig)
TAFR (X )
TAFE (88)
TAFIE (BR)
AT (=)
EER (HSFEIL)
EEES (#8)
AEMR (ERT)

Bttt X (E=54E)

b0+

tat.tencentcloudapi.com
tat.ap—guangzhou.tencentcloudapi.com
tat.ap—shanghai.tencentcloudapi.com
tat.ap—nanjing.tencentcloudapi.com
tat.ap-beijing.tencentcloudapi.com
tat.ap—-chengdu.tencentcloudapi.com
tat.ap-chongqing.tencentcloudapi.com
tat.ap—hongkong.tencentcloudapi.com
tat.ap—singapore.tencentcloudapi.com
tat.ap-jakarta.tencentcloudapi.com
tat.ap—-bangkok.tencentcloudapi.com
tat.ap-seoul.tencentcloudapi.com
tat.ap-tokyo.tencentcloudapi.com
tat.na—ashburn.tencentcloudapi.com
tat.na-siliconvalley.tencentcloudapi.com
tat.sa—saopaulo.tencentcloudapi.com

tat.eu—frankfurt.tencentcloudapi.com

R BFSHETHISMXERSTEEN, BlXhuSMRRSE (24284 Region hEMRitE) , RERREEFSMXIRNES, BIFH Region ithis

3.

SRR SRS

fFRMX ( Eissa)

et (FRYIER)

2. iEfEhs

Sz API BIFFEEOBEE HTTPS #TBE, RESZSMNEREEE,

IRIFRE: BR=ItE (It ) BRSEATF

tat.ap-shanghai-fsi.tencentcloudapi.com

tat.ap—-shenzhen-fsi.tencentcloudapi.com

514 #1603


https://cloud.tencent.com/document/product/304/2766

& WifiE

3. IBRBGE

S5H HTTP iBRAE:

« POST (##%=)

« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#7%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #%REAEZZE vl (HmacSHA1 5% HmacSHA256)
« multipart/form—-data ({X&p53#E0O%F) , YREAZERTRZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAEZAZE v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FEFRDG

9(ERA utr-8 RS,

IRIFRE: BR=IE (16F) BREEAR 5515 #1603



& WifiE

AQ
NS0

EIEE#ATE: 2025-03-26 02:03:56

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOTAPSISIINNE, KEHEEESSBETREN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp. g UNIX iHiaZ, alicRA&ie AP iERA9ASE. Fian 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTREE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BrRIEERNZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRRfiapy AL, BEZESMATLSE X-TC-
Timestamp &HAI UTC ingERTiEBEE—3; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRERE cvm. AF=REUER tat; tc3_request HEEFTSH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;

- Signature: E&HE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIIGEIZLFEIEDRRY Token, (ERIFEZEIE Secretld 1
SecretKey KIEEZAIGIIZLEIEHRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREIL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMNERENIES, (XESEOZSHESE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZE,

iy

Language String

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UL=/ARIEID) = 25 oty i i iy s s i e il v i e iy s i v is e ir v 82 2 L =110=09/ evm/ Ee3_reeuest, Silgneckeace

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9%e9bpf4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 5516 #1603


https://cloud.tencent.com/document/api/1340/52691
https://cloud.tencent.com/document/api/1340/52691
https://cloud.tencent.com/document/product/1312

O BAT

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID** k&% %xxxkkkk4xxxkkkkkxxxxx*%/2018

ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2

ontent-type;host, Signature=582c40 d7 @

Content-Type: multipart/form-data; boundary=58731222010402
t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

-05-30/cvm/tc3_request,

’

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

ERltdIES

SignedHead

SignedHeaders

¥ Region BJi5A8.

, SElEESEHE

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ i SE, ARMRFEIREMMESNEE. EOESHORRESZEONEPRASHAT
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
) - A0 UNIX BSiE&, aici&E APl iERRATE . $/8011529223702, MR SHFIRTEEED
Timestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. - £ =APIZE LHIBMTRRERAI Secretld, —1 Secretld Ri—H#Y SecretKey , M SecretKey SFRERK
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,

IRIFRE: BR=ItE (It ) BRSEATF

817 #1603


https://cloud.tencent.com/document/api/1340/52692
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1340/52692

O BAT

BHEW ESic) Wik iR
Version String =

ERltdIES

1R1FE9 AP B9RRAE . ENESEROXEPASAHSE Version BRI, BINIZRIRSZRAIRA 2017-03-12,

F&HN, Bk HmacSHA256 1 HmacSHA1. REIEERS% HmacSHA256 B, Z{ER

SignatureMethod  String a
Token String a
Language String a

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:

HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance

3 ignature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66

AR T D * * % o % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HmacSHA256 &iXIEES, HittERI9ERA HmacSHAT IRIEES,

Bl Z2EIEIRSS AR RIGET R 2 EIEPAY Token, ERANTEEIE Secretld 1 SecretKey KIEERAIGIHEZEE
EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE,

EEZEORERES, (NSoEOXSHSE . BUE: zh-CN, en-US, zh-CNBEHX, en-US iREHEX

&SignatureMethod=HmacSHA256&Timestamp=15276723

2&Region=ap-guangzhou&Nonce=2

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=152767

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23

* %k

HbigsIsR

FrEmFEENO Region FRETAEEINTERAT. MREAORZISZEPOREIE, WafEEOsEhamiig.

Hbigy

TAFE (88)
X (4b=)
Famtthx ( BEED)
FamithX (&K )
et (7M)
BEaHX (PEEE)
WAKR (i)
HRWX (FBR)
AR (BR)
R (L)
fFRMX ( EisEa)
fRthR (iFRyIERE )

WAKR (#ing)

IRIFRE: BR=ItE (It ) BRSEATF

BE
ap—bangkok
ap-—beijing
ap—chengdu
ap—chongging
ap—-guangzhou
ap—-hongkong
ap—jakarta
ap—nanjing
ap-seoul
ap-shanghai
ap-shanghai-fsi
ap-shenzhen—fsi

ap-singapore

334&Signature=37ac2f4fde00b0ac9od9

retId=AKID****x*xxkkkkkkkkkkkkkkkkkkkkkx*

18 #160:


https://cloud.tencent.com/document/product/1312

O BHS

i c

TAFL (RR)
Bt (iE=5%1E)
EEFR (HERIL)
EEmES (8 )

EEMR (ERT)

IRIRERE: BR=ITE (1bF) BRSEAE

&

ap-tokyo
eu-frankfurt
na-ashburn
na-siliconvalley

sa—-saopaulo

ERltdIES

5519 #1603



O BHE

ERAHIEV3

mIEEFATE: 2024-12-25 01:59:31

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

+ Secretld: BFHRR APl ERESR, AILAERELIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERSKIE, BRE, TUSERYFRE, NOHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 520 H160m:


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BHE

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 5521 #1603


https://tools.ietf.org/html/rfc3986

O BHE

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 22 #160:



O BHE

3. it HER
1) HEIREEZHHE, BRBUT:

7 = MhkkhkkhkkhkkhkhkhkhkkhkhhkkhhkhkhhhhhhhkhhhhhkhhkhhkxxW
__SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIBHNEIRE, TS8R ITEHER, BHER T/ SHFIZFRITEINEES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRFEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WRahREEASH key 71, HESH data E5. BEIREERGSRETH
HIENENRENE, thATEESREHTENRIFAIH/ i EIENRIRENE, tERRRTHHIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl ## st xxttxrssssrtnsssstrssntrs,
Date B Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential F#Y Service FERIER . WRBIEUES cvm,

2) HHEES, hIREIT:

Signature = HexE e (HMAC_SHA256 (SecretSigning, StringTo

LERBRITEERR 1001a37a7301a02cal9%9a647ad722d5e43b4b3cf£309d421d85046093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + '
dential="

edHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREM iR

Algorithm ERE/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEANTERAY Secretld, B ARTD* * ko ik kkok ok k ok ok koo k ok ok ok 4Kk

CredentialScope BEX, SIEEE, WRFITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLEX, 25FXZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

REL LN, REIPSEIAES:

256 Credential=AKID****x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 23 #160:



& WifiE

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****kxkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec
ontent-type;host;x-tc-action, Signature=10bla37a7301lal02calf%a647ad722d5e43b4b3cf£309d421

Content-Type: application/json; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP &8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL—, ENREREST—BUEIR. TAETENLFERAR,
REMBEFHRXXLHE

SEET

EEPREA API 3.0 Y, #EFERRERNETZ SDK 3.0 , SDK HiRTERMITE, FRRRXTFFRIRUMEFEONT ., #MEESR SDK i, HEIIFHIRE
BEEH:

* Python

e Java

« PHP

. Go

* NodeJS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRER:

« Signature Demo

ATEEBMERERLE, TEMZRREES A, B LRSS RRREI, FERNES . ARNEOMSKEESNI LREZEEmE, ABRBEEaL
12, #FESEM, IRFRIEREER SDK.

Java

.nio.charset.Charset;

.nio.charset.StandardCharset
ecurity.M

.text.SimpleDateFormat;

.util.Date;

.util.TimeZone;

.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 524 H160:


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
Spe = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

x-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-action";
1, \"Filters\": [{\"Values\":
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg W) 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;

IRIFRE: BR=ItE (It ) BRSEATF

5525 #160m:




y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();

n

headers.put ("A 9 authorization);
headers.put ("Co ype CT_JSON) ;
headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);
headers.put ("X-TC stamp", timestamp) ;
headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ").append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("
service = "

host = "cvm.tencentcloudapi.co
endpoint https://" + host
region = "ap-guangzhou"

action "DescribelInstances
version = "

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5'5’-% "], "Name instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""

IRIFRE: BRzITE (165 ) BRSEAS 5526 #160%:




payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;
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\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

ERltdIES

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BHE

BERFiE
mIEEFATE: 2024-12-25 01:59:31

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIRIGIEXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: R TID* % x %k ko ko sk ok sk ok ok sk ok k ok ok ok k ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BHE

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";

IRIFRE: BR=ItE (It ) BRSEATF 544 H160:



O BHE

4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

« Go

* NodeJdS

« NET

o« C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 5845 H160:


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

O BAS

guangzhou&Secret IA=AKID* **¥ ¥ * Xk xkkkdkkkxkkxhhxkxxkxk*x*gSignature=7RAM2xfNMOIEIVTNMPg06MRNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, MEaSthFAERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEIGER: ERidH. HTES
PAEEIREIR url , BEEMREIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRASR, FRFEES, EER—ESERNTEEIN url FTRERERFR, FMASHNIRFETRE, BXHFZINERE. IBFRESHEEHNE, BESIHE
IEtRBIES,

FE: UTREMRERT API 3.0, FRtERATHEMNESIRE, BARAISEIRXETE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;
java.util.TreeMap;
javax.crypto.Mac;

rt javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

t String (& g 8, & g k e E 1) ows Exception {
Mac.getInstance (method) ;
KeySpe = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString() .substring (0, url.length() - 1);

i (Strin : throws Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId System.getenv ("TENCENTCLOUD_SECRET

IRIFRE: BRzITE (165 ) BRSEAS 5846 H160:




params.put ("Ac o, describeInstances");
params.put ("Versio 2017-03-12") ;
params.put ("Rec

params.put ("

params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHAL1l"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 KiERiE T, BESRE requests IKHi8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params)
n s + query_str
(key, s, =thod) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 547 H160:




secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. 0

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(

= getenv ("T
["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr ( ( =) g

= base64_encode (hash_hmac ("

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 5849 H160:




secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS £850 #160m




retStr += requestHost;
retStr += requestPath;

retStr += "2";

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

.Add ("Timestamp", RequestTimestamp.ToString());

.Add ("Ve ", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥

¥

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)

IRIFRE: BRzITE (165 ) BRSEAS 5552 #160m:




& WifiE

params [ 'Signa e' , strSign)

IRIFRE: BR=ItE (It ) BRSEATF 53 H160:



O BHE

A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:48:54

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 2T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBR Bi=E0E ok 2328, FHRMIZ ID RERITE,

- BTYEENFEIN, HREUAERMEOENHFE, FEMNEOMEENHFESMIEOXEPRHEN . FIHE TotalCount 1 InstanceStatusSet #8973
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKARKLY .. Error FEHEREREY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEFHEMNEIRG, HiEKEENTUSGIRBZEREEALEREINLNFHEONMAEREIIREAERYRFERFERLG R
+ Message Bt TRMERRENEAKERE, FEEWSRELAFRML, BNATTRSEEFMSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 5554 H160:


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BT

i

#<E

IEEEFRATE: 2022-08-10 06:47:44

=\

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

« String: FF &,

« Integer: B8, FRATHS64UEL . SDK 3.0 FRFEESISNEVERER, EWNURERFEESHRABREN, FII1 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

Date: F#&, HEEN, flwn: 2022-01-01.

« Timestamp: ZF#F&H, WHEgR. Flagn: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMAL (International Organization for Standardization, 1SO ) &#%HI¥FHEFNRHEERHEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HIRE, EELMSENERINGER

.

IRIRERE: BR=ITE (1bF) BRSEAE £555 H160:


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BHE

mizan SHEXIEO
BlEar<

EIEEHATE: 2025-04-25 01:54:40

1. EO#ER

EOiEKIFEE: tat.tencentcloudapi.com .
IEORTeESS.

ERMEOIERIEIRS: 200%/% -

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. WA\2%

UTERSHSIRMIILE TIROBERSHMBL 2HSY, RBAHSHSIRD 2HERSH,

/

SHEM Wik xE R
3t

String AHSH, FZEORE: CreateCommand,

HO

Action

HE5%, FEOME: 2020-10-28,

HO
S

Version String

N

String AHSY, FERFERSIF s,

o

Region

BOBMR, BMNZIIFPN, X, ¥F. THE. DRF"-". M=, RAKETE
String 601 =FET .
BIE: tat-command

HO

CommandName

Base64RwBENGSHE, KEFIEE64KB,

String TBIE: cHdk

HO

Content

weHEiR, FiBid120%F5,
BIE: this is a command

iyl

Description String

SHEB, HEISZSEE: SHELL. POWERSHELL. BAT. &ik: SHELL.
~EE: SHELL

iyl

CommandType String

B PMITIRE, WF SHELL &< EAA [root, 33F POWERSHELL #<8iAT
String C:\Program Files\gcloud\tat_agent\workdir.
TBIE: /root

iyl

WorkingDirectory

i SiBATRdEl, BKIA607 . BUESERE[1, 86400],
~FIE: 60

iy

Timeout Integer

EEEHBEXS#IbEE,
—BgliE, WEFIREEN,
ZHAE: false,

=BHE: false

iyl

EnableParameter Boolean

BREBEXSHINEEN, BEXSHIVEGARE. FEEEEHjson encoded string.
wn: {"varA":"222"},
keyHEENSHER, valueBiZ2EEHARE. kviSh=/FHE,
RInvokeCommandBIRIZHEBHEUE, ISERIXBHSHMERITEIR,

String SHATISHEINIEE DefaultParameters fll DefaultParameterConfs o
{X7E£ EnableParameter 27 true B, ZRiIFRBELSH.
BENSHRS201.
BEXSHSWEFSUTE: ZHHELIR64, TiEeE [ a-zA-Z0-9-_] .
wEE: {"varA™: "222"}

iyl

DefaultParameters

DefaultParameterConfs.N & Array of BENSHEAE,
DefaultParameterConf 2R InvokeCommandBI KRIZHSHEUE, SERXEMNENMEHTEIR,
SHATZIFFRAIIEE DefaultParameters fll DefaultParameterConfs o

IRIFRE: BR=ItE (Ib5R) BRSEAR £56 #160:


https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1340/52687#DefaultParameterConf
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=CreateCommand

O BHE

SHEMm Wik KR ik
{¥7£ EnableParameter 24 true i, ZRIFRBELLSH .
BENS#HRS201.

FHIE: [{"ParameterName": "test01", "ParameterValue": "12345",
"ParameterDescription": "for test01" }, { "ParameterName": "test02",
"ParameterValue": "12345", "ParameterDescription": "for test02"} ]

R SKBRANRE, FIRKEFREEI10,
TBHE: [{"Key": "test", "Value": "test" } ]

iyl

Tags.N Array of Tag

£ CVM = Lighthouse EFIFHITHSHBRER.

FERRIMURRITH S ENURSENRETE, BVEUTERRERIITEIFEGS.
String EIAMBERT, % Linux ZfIRLL root AFPHITHS; EWindows EfIHLEL System

BFPRITHS,

FNE: root

|

Username

{EERAF &M cos bucket itbhit, ®AbAhttpsFL, 0 https://BucketName—
String 123454321.cos.ap-beijing.myqgcloud.com.
& https://BucketName-123454321.cos.ap-beijing.myqcloud.com

OutputCOSBucketUrl

iyl

{8XEHETEcos buckethIER, BRGR BN TR :

1. JRA¥F. PEXFIAIRNEFNES, KERSH60,
String 2. B SRR, TTREZEFER.

3. FRVPEEE | ; ARIFLL FL; RRVFLA. AERXEERETR

FBl{&E: aa/bb/cc

OutputCOSKeyPrefix

iyl

3. milis¥

SHEM b5 fiik

@<ID,

Commandld  String  —pe. cmd-543xxkod

W—i5EK ID, HRSKER, SXERTEE (HERAEMERREERERSR, WZXERFLIRSE Requestld ) o EfLITEAT

Requestid  StriNg o mimskes Requestid.

4. 75
=~ @GS
BATH

POST / HTTP/1.1

entcloudapi

Content-Ty; applicatio

X-TC-Action: CreateCommand

MHERSH>
{

: "hello-command"
"Description": "hello world",
"Content": "bHM=",
"CommandType": "SHELL",
"WorkingDi ory": "/tmp",

"Timeout": 60

IRIFRE: BR=ItE (It ) BRSEATF 5857 #160%:


https://cloud.tencent.com/document/api/1340/52687#Tag

"RequestId":

"CommandId":

5. FREHR
BRE API £&

Sz APl & B&E API X, $Ei%F3. API Explorer }2 SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHEAFIE API RS,

API Inspector

FPiEE APl Inspector EEIEHIGE—SREXE AP RRER, HEMERSIESRAR API 53, tBaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , XIFSMRIZIES, REESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. $HiRE

PATRFIH T O SSiBIEIRCREIRID, BRIl AH4ERE.

$HiRtY

InternalError

InvalidParameter

InvalidParameterValue
InvalidParameterValue.CommandContentinvalid
InvalidParameterValue.CommandNameDuplicated
InvalidParameterValue.InvalidCommandName
InvalidParameterValue.InvalidContent
InvalidParameterValue.InvalidOutputCOSBucketUrl
InvalidParameterValue.InvalidOutputCOSKeyPrefix
InvalidParameterValue.InvalidUsername
InvalidParameterValue.InvalidWorkingDirectory
InvalidParameterValue.ParameterDisabled
InvalidParameterValue.ParameterinvalidJsonFormat
InvalidParameterValue.ParameterKeyContainslnvalidChar
InvalidParameterValue.ParameterKeyDuplicated

InvalidParameterValue.ParameterKeyLenExceeded

IRIFRE: BR=ItE (It ) BRSEATF

Hi

PIEREIR

SHEIR,

SHEEREIR.

Command RAEEH
Command EHES.
Command B#REH
BEHBEERL.
OutputCOSBucketUrl T
OutputCOSKeyPrefix T
ARP&%X&E,

P
Ap

SHITBRTSIE.
FERBEEXSHINEE,
2H3E% json string &=,
¥ Key B2IEEFH.

SBH Key EE,

24 Key 1K,

ERltdIES

5558 #160:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
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& WifiE

5=t iR
InvalidParameterValue.ParameterNumberExceeded 65 (SUEN
InvalidParameterValue.ParameterValueNotString 2# Value 3E string 28,
InvalidParameterValue.Range SHNEBEFREE.
InvalidParameterValue.SupportParametersOnlylfEnableParameter REAEEXSHINEE,
InvalidParameterValue.TooLong KEBIRG .

MissingParameter RAOSEEEIR.
ResourceUnavailable.UserHasNoQuotaCode ARFEHCAR
UnauthorizedOperation.CamAuthFailed CAMEEIEM o
UnauthorizedOperation.InvalidToken Token T
UnauthorizedOperation.MFAExpired Multi-Factor Authentication(MFA) iZH,
UnauthorizedOperation.MFANotFound Multi-Factor Authentication(MFA) FF#.
UnsupportedOperation BIEFZS.
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& WifiE

[Eeian<

EIEEHASE: 2025-04-25 01:54:39

1. EO#R

EOEkIFEE: tat.tencentcloudapi.com o
IEORTFENSS,

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTFERSHIIRNIILE TIEOSKRSHENBOAHSE, REAHSEIIRT AHiEkaH,
SHEM Wik KB 1275
Action 2 String AHSH, AEOYE: ModifyCommand.,
Version 2 String A5y, FMEONE: 2020-10-28,
Region 2 String AHSY, ERFERIIFH TR
Commandid o Strin #®%ID. FAi#id DescribeCommands(Zifl&$i¥15) EOKEL.
= 9 THE: cmd-7efujjs6
BOBM. BMNZHFPN., X, #F. THE. DREF"-". M=, RAKETHE
CommandName & String Be0NET,
Hi{E: tat-command
B A %
_ - . iR, FEE120FH
Description = String B{E: this is a command
. Baseb4mBENGSHE, KEFRTIEIE64KB.
=
Content a String SEIE: cHdk
CommandType = Strin wEHER, HEISEUE: SHELL. POWERSHELL. BAT,
P = 9 FIE: SHELL
. . = . SHITIER.
WorkingDirectory a String =B /root
) - i SiBRTATiE , BUESEE[1, 86400],
Timeout & Integer =B 60
BHBEXSHINEERN, BENSHEIARE, FEERAjson encoded string,
m: {"varA":"222"},
BHAZIFEMEE DefaultParameters fll DefaultParameterConfs o
REEGFLBENEN, BMEI SR HFIEIENAME.
. {N#Ef S0 EnableParameter 73 true B, FRVFHESILSE, i@
DefaultP t 5 st
ctavltrarameters = fing DescribeCommands(&ig&<i#iE) EOKMGSHI EnableParameter 88 .
key HBEENSHEMR, valueDiZSHMEARE. kviAFFFEE,
BENSHRB201.
BENSHERFFEUTIE: =SB LIR64, miEEE [ a-zA-Z20-9—_1 .
wBE: {"varA": "222"}
DefaultParameterConfs.N & Array of BEXSHEHE, MR InvokeCommand RIFRIZHSEEUE, SERAXBENSMES
DefaultParameterConf T8,

SBHAZIFEMEE DefaultParameters fll DefaultParameterConfs o
{R1£4:< 19 EnableParameter 73 true BF, F RiFESILSE . &S
DescribeCommands(&ifl&<i#i5) EOKM&GE LM EnableParameter 28,
BENSHRS201.

BIE: [{"ParameterName": "test01", "ParameterValue": "12345",
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O BAT

BHEW Wik KR

Username a String
OutputCOSBucketUrl S String
OutputCOSKeyPrefix a String

3. jitisy
sgEm %W e

Requestld  String

4. 74
mPH BHHS

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.
Content-Type:

X-TC-Action: ModifyCommand

"CommandName": "second-command",
: "hello world!",

"Content": "cHM=",

"CommandType": "SHELL"

"WorkingDirectory":

"Timeout": 600,

"CommandId": "cmd-63usjhmg"

"Response":

"RequestId": "
t
}

5. FRERR
BRE API &

IRIFRE: BR=ItE (It ) BRSEATF

ERltdIES

filiR

"ParameterDescription": "for test01" }, { "ParameterName": "test02",
"ParameterValue": "2345", "ParameterDescription": "for test02"} ]

£ CVM & Lighthouse ZfIFHITHSHIAREIR,
FRRIMURNTHSRIREENRESE, BNEUSBRARSMRITEIFSS.
RBNE: root

IEEBF LEMcos bucket itihit, %ALAhttpsFk, 0 https://BucketName-
123454321.cos.ap—beijing.myqcloud.com,
~BHE: https://BucketName-123454321.cos.ap-beijing.myqcloud.com

fEEBFEcos buckethiIER, BRGRBUTHI:

1. TR¥FE. PERXITREZFHEES, KERSH60,

2. A FEIEE, TREIEFER.

3. FRVFELE | 5 ARIFLL FFk; FRIFLA. AERXHEEER.
B{E: aa/bb/cc

W—iEXK ID, HIRSiRERN, BRERIPIRE ( HEREEMFERRERARS R, WZXERFEIRE Requestld ) o EfTEITHE
ERMHEIZIXIERR Requestld.
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O BAT

Bz APl £5

API Inspector

HPEiEE API Inspector BERIZHIAE—SREXEN AP RRER, HEMERSIESRAN API X513, EFIE API Explorer #{TEZRIX.

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

)

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0

6. HHiRf0

ARSI T 12O S3iBIEHEXRIEIRD, EMEREIEL AHER0E,

5=t

InternalError

InvalidParameter

InvalidParameterValue
InvalidParameterValue.CommandContentinvalid
InvalidParameterValue.CommandNameDuplicated
InvalidParameterValue.InvalidCommandid
InvalidParameterValue.lnvalidCommandName
InvalidParameterValue.InvalidOutputCOSBucketUrl
InvalidParameterValue.InvalidOutputCOSKeyPrefix
InvalidParameterValue.InvalidWorkingDirectory
InvalidParameterValue.ParameterinvalidJsonFormat
InvalidParameterValue.ParameterKeyContainslnvalidChar
InvalidParameterValue.ParameterKeyDuplicated
InvalidParameterValue.ParameterKeyLenExceeded
InvalidParameterValue.ParameterNumberExceeded
InvalidParameterValue.ParameterValueNotString
InvalidParameterValue.Range
InvalidParameterValue.SupportParametersOnlylfEnableParameter
InvalidParameterValue.TooLong
ResourceNotFound.CommandNotFound

UnauthorizedOperation.CamAuthFailed

IRIFRE: BR=ItE (It ) BRSEATF

REE API XH4. $8iR8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSZARERENZRMFE AP RS,

ik

REBEEIR

BHEIR,

SHEESIR,

Command BEXY -
Command EHES,
Commandld T
Command B#RFEH
OutputCOSBucketUrl T
OutputCOSKeyPrefix 3o

SYNITHRETRSE.

W

#73Ei% json string 18

W

# Key B823EEFH,

W

2# Key EE,
S K

%

\

ey FK,

%

SHHELES,

\

W

2# Value 3 string 28,

W

HREEEFRSE.
FEREEXSHINEE,
KEBIE IR o

IR EFE,

CAMEEREM

ERltdIES
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

HipRas<

IRIRERE: BR=ITE (1bF) BRSEAE

iR
Token T
Multi-Factor Authentication(MFA) i,

Multi-Factor Authentication(MFA) #&F1E.

ERltdIES

£63 H160:



O BHE

EIEE#RTE: 2025-04-25 01:54:40

1. gEOiR

EOERESZ: tat.tencentcloudapi.com .

IEORTHRSS .
MRS SIMITRRRER, WTEBMIEo

BUMEOIERINEIRS: 200%/%

¥ (ER APl Explorer <P mEiEis

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOFEEN . EUSESXAMBNERASHERLSRURBEMER SDK FRRE.

2. M NBH

MTERSHIIRMNFIL TIROFERSENBOLAHSY, REAHSYGIRN QHERSH,

BHEM Wik 5 i

Action = String ~HsE, AMEOBYE: DeleteCommand,

Version 2 String ~HSH, XEOBE: 2020-10-28,

Region 2 String AHSY, ERFERTIEN T

Commandid = String 5MiPRAYT<S ID, Ti&id DescribeCommands(EiffH<i¥E) EOKN.

FBHE: cmd-7efujjs6

3. BtaN

SHEW ESiS ik

W—iEK ID, HIRSIKER, BXERBSED (SEREEMREERRERERSR, WZKERFLIRE Requestld ) o EfITEATE

Requestld  StriNg oz wiiskay Requestid.

4. 74
P WEHS

BATH

’OST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Type: applic on/json

X ction: DeleteCommand

"CommandId": "cmd-7efujjs6"
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O BHE

5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector
FEPEEE AP| Inspector EEEHAS—SIRIEXBR APRRBER, FEMEMSESHRAN API 53, BaETFIE API Explorer #HTEZREIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. =g

PATRFIL T O SSZIERXAEIRTG, HERIGIFER AHERE
$HiIRED g
InternalError PIEREIR o
InvalidParameterValue SHEVEHEIR.
InvalidParameterValue.InvalidCommandid Commandlid &3
ResourceNotFound.CommandNotFound BEFFE
ResourceUnavailable.CommandinExecuting SSEERTH,
ResourceUnavailable.Commandininvoker LEXBKMNTE.
UnauthorizedOperation.CamAuthFailed CAMEREEY -
UnauthorizedOperation.InvalidToken Token &
UnauthorizedOperation.MFAExpired Multi-Factor Authentication(MFA) iZ#j,
UnauthorizedOperation.MFANotFound Multi-Factor Authentication(MFA) R%&FE.
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O BHE

EMERE<S

EIEEHASE: 2025-04-25 01:54:40

1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
fHEMPRHESED

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

MTERSHIIRGIL T EOBSRSYNBI ALY, TRAHSEIIRR AHLiERSH,
SHEM Wik ESic] i
Action = String ~rHSH, XIZOBE: DeleteCommands,
Version 2 String AHSY, FMEONE: 2020-10-28,
Region = String ~HSY, FRFEESFHY hiEFIxR.
Commandlds.N = Array of String SHiERAYH< 1D, Ti&id DescribeCommands(Eif&a$i¥is) EOKMN,

TBIE: ["cmd-0v4atysy3","ecmd-0vatysy4"]

3. milis¥
BEER  XB @R

—i5K ID, HIRSIKER, SXERBRE (HEREEMFEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG oz misskiy Requestid.

4. 75
PN RS

BATH

POST / HTITP/1.1

Host: tat.tencentcloudapi.com

Content-Type: applicatior
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ERltdIES

5. FRERR

ER= APl £&
BflZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—A\OSAREMRBAZIRERAE AP RS .

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeITIR

Tencent Cloud CLI 3.0

6. {EiRG

IR 7O SSIZEHEXANERIE, EthEiRIER AHEIRE.
RS iR
InternalError PEREIR
InvalidParameterValue SHEVEEIR,

InvalidParameterValue.InvalidCommandid

Commandld T

ResourceNotFound.CommandNotFound BEREFE.
ResourceUnavailable.CommandInExecuting BYEENITHR,
ResourceUnavailable.Commandininvoker L OXREMNITR.
UnauthorizedOperation.CamAuthFailed CAMEEIELY o
UnauthorizedOperation.InvalidToken Token o

UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (It ) BRSEATF

Multi-Factor Authentication(MFA) id#.

Multi-Factor Authentication(MFA) F7F1E.
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O BAT

S <FIR

EIEEHASE: 2025-04-25 01:54:40

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

IEORTFESGSHS.

BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

ERltdIES

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRT 2HERSH,

SHEW
Action
Version

Region

Commandlds.N

Filters.N

Limit

Offset

3. Jitisy

SHEW

TotalCount

CommandSet

IRIFRE: BR=ItE (It ) BRSEATF

Wik KB
= String
= String
= String
= Array of
String
= Array of
Filter
& Integer
& Integer
ESid]
Integer
Array of
Command

filix

ik

~HSH, XEOBE: DescribeCommands,

N

~H5%, AEORE: 2020-10-28,

N

AHSY, FRFEmIFH s,

B2IDIIER, SRERILRA100, SEFZIFRMHIEE commandIids flFilters o
FHIE: [ "emd-2x8vxx0d" ]

TiEFE

- command-id - String - 2&248: & - (TERY) ZEGSIDER.

- command-name - String - 2&#%1#: & - ((TERMG ) KRGSSMIIRE.

- command-type - String - E&%48: & - (TiEHRM) KBGHSXEETIE, BUEH SHELL.
POWERSHELL. BAT,

- scene-id - String - EB%E: & - ((TiREM) KBIFSIDIEIE, Ti@id DescribeScenes(BiinR) &
O3RBUARID o

- created-by - String - EBWE: & - (TREH) REGSEETIR, BUEH TAT &% USER. TAT K%
AHHE, USER KEHBFEIZNGES,

- tag-key - String - EE%iH: & - (TiEHEH ) RBIRERHTIILIR,

- tag-value - String - 2&WE: & - (ITERMG) KBIRZERTIEE.

- tag:tag-key - String - E&%18: & - (TiERM) RBIRSRENETEIR. tag-keyEREFRIRSER
BT8R, EREESER64

ﬁ)}"\'iﬁ?ﬁﬂg Filters Eg_tﬂE%T]O, Filter.Values Eg_tﬂﬁﬂ{l[‘_)o %ﬁ*ﬁ}%ﬁlﬂﬁ‘é‘ﬁ% CommandIds fll Filters

FBE: [{"Name": "command-id", "Values": ["ecmd-nrncl292"] } ]

IREHE, BHiAB20, BAEB100, £F Linit PEH—SNBSSE API GAPAEXENTS .
=ENE: 10

RiEE, BAB0. XTF offser WEH—ENBEIESE API BHHFEIEXNT
wfiIfE: 0

HERHIGESEE.
wfifE: 0

mLFETIR.

5568 H160;


https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1340/52687#Filter
https://cloud.tencent.com/document/api/1340/109968
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https://cloud.tencent.com/document/api/1340/52687#Command
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=DescribeCommands

SHEW ]

W—i5EXK ID, HIESIKER, BRERBLIRE (EEREEMEEFREIRERS R, Wiz
Requestld ) . E{iOBREEREIZXIERE Requestld,

Requestid String

4. 56
=HN {#EH Commandld Zifas$

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCommands

<AHERSH

{

"CommandIds": [
"cmd-dvstpcyy"
1,

"Offset": O,

"Limit": 20

"Response":

"RequestId":

"TotalCount":

"CommandSet":

{

"CommandId": "cmd-dvstpcyy",
"CommandName": "run-command",
"Description": "w
"FormattedDescription": "",
"CreatedBy": "I

"Content": "d2h
"CommandType": "SHE
"WorkingDirectory":
"Timeout": 60,
"EnableParameter": f
"DefaultParameters":
"DefaultParameterConfs":
"Scenes": [],

"Username": "roo

"Tags": [

{

"Value": "test

"Key":

}

1,

"CreatedTime":
"UpdatedTime":
"OutputCOSBucketUrl": "htt

"OutputCOSKeyPrefix": "I

IRIFRE: BRzITE (165 ) BRSEAS 5569 H160:




762 {#F8 created-by Filter &ifj

BT

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCommands

<AHERSE>

{

"Offset": O,

"Limit": 1,
"Filters": [

{

"Name": "created-by",
"Values": [

"USER"

"Response": {
"RequestId":
"TotalCount":
"CommandSet":

{

"CommandId":
"CommandName" :
"Description":
"FormattedDescription":
"DefaultParameterConfs": [],
"Scenes": [],
"CreatedBy": "US
"Content": "cHM=",
"CommandType": "SHELL"
"WorkingDirectory":
"Timeout": 0,
"EnableParameter":
"DefaultParameters":
"Username": "root",
"Tags": [

{

"Value": "test

"Key":

}

1,

IRIFRE: BR=ItE (It ) BRSEATF 8570 H160:




"CreatedTime":
"UpdatedTime" :
"OutputCOSBucketUrl":

"OutputCOSKeyPrefix":

#I3 {#H command-name Filter Zif

BATHI

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCommands

<PEHERSE>

{

"Offset": O,

"Limit": 20,
"Filters": [

{

"Name": "command-name"
"Values": [
"second-command"

"first-command"

"Response": {
"RequestId":
"TotalCount":
"CommandSet" :

{

"CommandId":
"CommandName" :
"Description":
"FormattedDescription":
"DefaultParameterConfs":
"Scenes": [],
"CreatedBy":

"Content":
"CommandType": "SHELL",
"WorkingDirectory": "/root/
"Timeout": 60,
"EnableParameter": fal
"DefaultParameters": "{\
"Username": "root",

"Tags": [

IRIFRE: BR=ItE (It ) BRSEATF 87111603




{

"Value":

"Key": "test

¥

1,

"CreatedTime":
"UpdatedTime":
"OutputCOSBucketUrl":
"OutputCOSKeyPrefix":
by

{

"CommandId": "c
"CommandName" :
"Description": "hell
"FormattedDescription":
"DefaultParameterConfs":
"Scenes": [],
"CreatedBy": "USER",
"Content": "cHM=",
"CommandType": "SHELL"
"WorkingDirectory": "/r
"Timeout": 600,
"EnableParameter": fal
"DefaultParameters": "({\
"Username": "rc

"Tags": [

{

"Value": "test-key",
"Key": "test-value"

}

1,

"CreatedTime": "2
"UpdatedTime": "2020-1
"OutputCOSBucketUrl": "https://

"OutputCOSKeyPrefix":

7f4 (Eftag:tag—key Filter Zifjfi<

BT

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeCommands

<PEHERSE>

{

"Filters":

{

"Values": [
"test-value"

1,

IRIFRE: BR=ItE (It ) BRSEATF $£72 #160:




"Name": "tag:test-key"

"Response": {
"RequestId":
"TotalCount": 1,
"CommandSet": [

{

"CommandId": "cmd-38ps9g4p
"CommandName": "tag
"Description": "",
"FormattedDescription": "",
"DefaultParameterConfs": [],
"Scenes": [],

"CreatedBy": "USER",
"Content": "cHMK",
"CommandType": "SHE
"WorkingDirectory":
"Timeout": 60,
"EnableParameter": f
"DefaultParameters":
"Username": "root",

"Tags": [

{

"Key": "test

"Value":

1,

"CreatedTime":

"UpdatedTime": "2021-05

"OutputCOSBucketUrl": >s://BucketName-123454321.cos.ap-}

"Output COSKeyPrefix":

5. FREHR

A= APl &
Sz APl & B&E API 3. (8%, API Explorer }2 SDK F#ZRHNA—ERFE, HEENE—ANOSORERBNZRHAIFRE API RS,

API Inspector
EPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFATRSE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

IRIFRE: BRzITE (165 ) BRSEAS 73 #160:
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php

& BiE

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

» Tencent Cloud CLI 3.0

6. HHiRE

IR T2 O S5BIRtEXAEIRD, EthEiRDiER AHERE,

$HIRED iR

InternalError PEREEIR -

InvalidParameter BSHEIR.
InvalidParameter.ConflictParameter SHHSE,

InvalidParameterValue SHEESREIR.
InvalidParameterValue.InvalidCommandId Commandld T
InvalidParameterValue.InvalidFilter Filter B
UnauthorizedOperation.CamAuthFailed CAMZENEM
UnauthorizedOperation.InvalidToken Token .
UnauthorizedOperation.MFAExpired Multi-Factor Authentication(MFA) idH,
UnauthorizedOperation.MFANotFound Multi-Factor Authentication(MFA) FF#E.

IRIFRE: BR=ItE (It ) BRSEATF 74 #160:|


https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
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O BAT

AN, 11
A U
RIEEFHATE: 2025-04-25 01:54:39

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .
IEOAFRERENSHERENHONE . FRMRETHT,
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

ERltdIES

<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRT 2HERSH,

SHEW wik 2R iR

N

Action 2 String 2%, XIEOBYE: PreviewReplacedCommandContent,

N

Version ~HSY, AEORE: 2020-10-28,

HO

String

N

String  AHSH, FRFmSIFH iRTI=,

HO

Region

FRFRERANEENSH . FERFERH json encoded string, #: {"varA": "222"},

{R1E#<$ 8 EnableParameter 53 true B, FRIFREISE ., Ali@id DescribeCommands(&Fi@a<$i¥ls) EOKMEG

<H EnableParameter 88,

MRHIREL DefaultParameters 8 DefaultParameterConfs, £5 Parameters #{3&0, {i5ERH Parameters

B8,

iy

Parameters String
key HEENSHER, value BZSHWEUE. kv IBFHFHRE,

BHEXSHRS 20 1.

BHEXSHERFEFEUTIE: FHHELR 64, AiEEE [a-zA-Z20-9-_] .

WNRIETERY Commandld i®Eid DefaultParameters, A28 aLIAE,
wEHE: {"varA": "222"}

ERTBIRITENGS .

Ali@id DescribeCommands(&ig#<iEls) EOKN.
Commandld 5 Content, %EHSEERE—,
BIfE: cmd-abcdefgh

iyl

Commandid String

BMBNHEHNE, & Basebd {8, KEFTBIE 64KB,
String Commandld 5 Content, %REREHEMH—,
=BlE: bHMge3thfXOKZWNobyB7e2J9fQ==

Content

iyl

3. miisy
BHER EST

BEXSHEBIREN, £Baseb4RmBIGISAR

ReplacedContent  String  —p 0 L iMge 3thfXOKZWNobyB7e2J9fQ==

Requestid MY mmmmmRG AR Requestid.
4. 7%
71 M¥contentEi%
BATH

IRIFRE: BR=ItE (It ) BRSEATF

E—i&EK ID, HRBRER, SRERBSIEE (EEFREEMREERERARSR,

RAE3IXE Requestld ) o EfL
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O BHE

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: applicati

: PreviewReplacedCommandContent

"Parameters": "{\"a\": \"123\"}",

"Content": "bHMge3thfX0KZWNobyB7e2J9fSB7e2N9fQ=="

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHERHNA—EAFE, HEENE—AOSEARERBNZIRMIFE APl RS

API Inspector
FAREET API Inspector EEEHIAGE—SIREXEKN APHRRER, HEMERSIESRAR AP X8, tEalaiiE API Explorer TSR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XFSMRIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T O S3iBIEIRXREIRD, HthEiRIBER AHEIRE.

$ERED iR
InvalidParameter.ConflictParameter SHISE,
InvalidParameter.ParameterNameDuplicated SHEWES,
InvalidParameterValue.CommandContentinvalid Command RAEEH
InvalidParameterValue.CommandNameDuplicated Command &FEES.
InvalidParameterValue.InvalidCommandid Commandld K.

IRIFRE: BR=ItE (It ) BRSEATF 8576 H160:
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
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O BAT

HHIRTD

InvalidParameterValue.LackOfParameterinfo

InvalidParameterValue.LackOfParameters

InvalidParameterValue.ParameterDisabled

InvalidParameterValue.ParameterinvalidJsonFormat
InvalidParameterValue.ParameterKeyContainslnvalidChar
InvalidParameterValue.ParameterKeyDuplicated
InvalidParameterValue.ParameterKeyLenExceeded
InvalidParameterValue.ParameterNumberExceeded

InvalidParameterValue.ParameterValueNotString

InvalidParameterValue.Range

InvalidParameterValue.SupportParametersOnlylfEnableParameter

ResourceNotFound.CommandNotFound
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

EEAEENSHINE, BREEENSHIER.
K2t Parameters 58,
FERBEEXSHINEE,

2H3E% json string &=,

2% Key @EIEEFH.

BH Key EE,

S# Key i3,

SHHELS.

2% Value 3E string 28,
SHMEEEREE.

FEREENSHIEE,

BEFFE,

CAMEEREKM o

Token &,

Multi-Factor Authentication(MFA) iZHi,

Multi-Factor Authentication(MFA) R,

ERltdIES
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O BAT

&S

EIEE#ASE: 2025-06-11 01:53:10

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

ERltdIES

TEFEERYSER LRSS, AAMIEERTERID (inv-ooxxxxx) , BMPUTERRRE— RS MTES (invt—oooooxx) , BMPUTIESREGSE—S

CVM #—%& Lighthouse LEIHITIER.

- WMRIEEELAFIRZE agent, 5 agent R1ELE, REIXK

o MEFSHERS agent iIBTHERRT, REEK
- EEMNEFIFELTF VPC MK

« IEEMEZHFELTF RUNNING HK&

« FaJERHEE CVM # Lighthouse

BUMEOIERINEIRS): 200%/%

(=R APl Explorer

<> EER

API Explorer {2t TTELIAR . ERIIE. SDK KBEMIRERTIZOSFEN . ETEESXAMRNERABEESRURBMER SDK FRRE.

2.8 2%

PATFERSHIIRIRFIL TEOBRSYINNL 2L
SHEW Wik 3R
Action = String
Version = String
Region = String
Commandld = String
Instancelds.N = Arr.ay of

String
Parameters & String
Username & String
WorkingDirectory & String
Timeout & Integer

IRIFRE: BR=ItE (It ) BRSEATF

N

ArHESH, AEOBE: InvokeCommand,

H#H2%, KFEORE: 2020-10-28,

>

i

H2Y, FRFmITH thidsl=.

>

\

FaARNSLID, AIiEiE DescribeCommands(&ifar<i¥lE) EOIKE
FBUE: cmd-ffxdx79i

TR SRISERIIDIIER, LFR200,

B =T R EIGSLHEOIRENSES] 1D, ERISTIFSEfIEE:
-CVM

- Lighthouse

- TAT 3E&3fi

FBE: ["lhins—ar5wyn40"]

Command HEEX2# ., FE&FERjson encoded string, #: {"varA": "222"},
keyHBEEXSHER, valueDiZSEHIEHARE. kviSh=rHEE,

{R1E8< A EnableParameter 7 true B, FRiIFREISE ., TliE@id DescribeCommands(&Eif&H<$
1#15) EO3KENS S/ EnableParameter 128,

WRFIREZSHEYE, 1$EA Command A9 DefaultParameters 8k DefaultParameterConfs #17
ik,

BEXNS#HRS201.

BENSHEREFSUTINE: ZHHBLIR64, miEEHE [a-zA-Z20-9—_] .

FEE: {"varA™: "222"}

£ CVM g Lighthouse EHIFHITHSHIAR SR,

FERRIVIRMITHSERIREBNRETE, ENEUEERRBGITEIESS. BRE, AU
Command EE&#I Username #1157,

FBIE: root

BEHITIER, BALACommandE&#IWorkingDirectory#iiT.
~IE: /root

“SRBAIRTEl, BYESBE, 86400]. EiALACommandiEEfITimeoutiiT.
HE: 60

578 #1160
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O BHS

SHEW

OutputCOSBucketUrl

OutputCOSKeyPrefix

3. BtaN
BHEH wm

Invocationld  String

Requestid String

4. 7%

Wik B
& String
B String
iR
HITESNID

~BUE: inv-8xgjrytm

ERltdIES

R

{EEHE Lf&Efcos bucket itblit, /R AhttpsFk, 0 https://BucketName-123454321.cos.ap-
beijing.myqgcloud.com,
~NE: https://BucketName-123454321.cos.ap-beijing.myqcloud.com

{8EEBAFEcos bucketPHIBR, BHERHIBFUTH:

1. AT A#F. PEXIATNZFHES, KERZH60,

2. B pEIRE, TRENEFER.

3. ARVPELE | ; AARIFLL I Tk FRFRL AEAXHREIR.
fHE: aalbb/cc

K—iEK ID, HRSiHER, SRERTSRE (FHERKEEMREERERIXRSHR, WiZRERFTLIKE Requestld) . E{zimRAT
FERMZRIBERL Requestld,

7P 7 Lighthouse & H<

BATH

POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Typ application/json

InvokeCommand

"CommandId": "cmd-ffxdx79i",

"InstanceIds": [

"lhins-ar5wyn40"

"Response": {

"RequestId": "4

"InvocationId":

5. FRERR
BIRE API &

Bifl= API & 56 API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOSTARERENZIRMFE AP RS

API Inspector

HPEiEE API Inspector EEIZHIGE—SRIEXEN AP RBER, HEMERSIESHRAN AP X53, tBEFIE API Explorer #{TELZRIX.

IRIFRE: BR=ItE (It ) BRSEATF

79 H160:
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O BAT

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. {EixB

PATRFILE 7O SSiZIERXAEIRTG, HEIRIDIFER AHERE
$HIRED
FailedOperation.CVMError
FailedOperation.LighthouseError
InternalError
InvalidParameter
InvalidParameter.InvalidUsername
InvalidParameterValue
InvalidParameterValue.AgentUnsupportedCommandType
InvalidParameterValue.Inconsistentinstance
InvalidParameterValue.InvalidCommandid
InvalidParameterValue.Invalidinstanceld
InvalidParameterValue.InvalidOutputCOSBucketUrl
InvalidParameterValue.InvalidOutputCOSKeyPrefix
InvalidParameterValue.InvalidWorkingDirectory
InvalidParameterValue.LackOfParameterinfo
InvalidParameterValue.LimitExceeded
InvalidParameterValue.ParameterDisabled
InvalidParameterValue.ParameterlnvalidJsonFormat
InvalidParameterValue.ParameterKeyContainslnvalidChar
InvalidParameterValue.ParameterKeyDuplicated
InvalidParameterValue.ParameterKeyLenExceeded
InvalidParameterValue.ParameterNumberExceeded
InvalidParameterValue.ParameterValueNotString
InvalidParameterValue.SupportParametersOnlylfEnableParameter

OperationDenied

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

A CVM %M.

A Lighthouse %M.
PIRBEIR o

SHEIR,

THHEFE

SYHEESER.
Agent R ZiFltimS3a,
IHIZBF—E,
Commandld &
DT
OutputCOSBucketUrl T
OutputCOSKeyPrefix £ o
wPHITIREREE,

ERERAEEXSHINGE, BREBEXSHIER.

BESHIRS .
FEREEXSHIIEE,

S#53E% json string &=
2 Key BEIFEFH.

¥ Key EE,

B Key i#.
S¥HEES,

2¥ Value 3E string 28,
KEREENSHIIEE.

BRFRIES.

ERltdIES

5580 #160:m


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& WifiE

5=t iR
ResourceNotFound.CommandNotFound WBEFEFE
ResourceNotFound.InstanceNotFound SEHIFFE.
ResourceNotFound.RoleNotFound RBFREFE,

ResourceUnavailable BRAFTH,.
ResourceUnavailable.AgentNotlInstalled Agent X&%&,
ResourceUnavailable.AgentStatusNotOnline Agent FE&.
ResourceUnavailable.InstanceStateNotRunning ZHIREFETH,
ResourceUnavailable.LighthouseUnsupportedRegion Lighthouse EARZIFEERMBIS .
UnauthorizedOperation.CamAuthFailed CAMZEANELY
UnauthorizedOperation.InvalidToken Token T
UnauthorizedOperation.MFAExpired Multi-Factor Authentication(MFA) iZH,
UnauthorizedOperation.MFANotFound Multi-Factor Authentication(MFA) FF#E.

IRIFRE: BR=ItE (Ib5R) BRSEAR %81 #160;



& WifiE

miTan<e

mIEEFATE: 2025-06-11 01:53:09

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

WiT%<, ABRRINEERITERNID (inv—xxxxxxxx) , SMUTENREE—TESIMHUTIES (invt—ooxxxxxx) , BMUTESKESGSE—& CVMEi—&
Lighthouse ERIH{TIER

- WMRIEEELAFIRZE agent, 5 agent R1ELE, REIXK

o MEFSHERS agent iIBTHERRT, REIEK

- IEENEHFTELTF VPC M

» IEEREFITBELT ruNNING KT

« FaJERHEE CVM # Lighthouse

BUMEOIERINEIRS): 200%/%

(=R APl Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMIRERTIZOSFEN . ETEESXAMRNERABEESRURBMER SDK FRRE.

2. A2
UTERSHIIFRNFIE TEOBSRSHEMABO RS, REQAHSHIIRT AHLiERSH,
SHEW Wik R HiR
Action 2 String ~HSY, XFORE: RunCommand.
Version 2 String rHSE, FEORE: 2020-10-28,
Region = String rHsy, ERFRZIEN iR,
Content o Strin Baseb4RBEMNHSHE, KEARFIEI64KB,
= g UE: cHdk
FNITHSRIEGIDSIZR, £R200,
ABIE Y == A E IS SE#E C3REVSER) 1D, ERSziFsEfSeEy:
Instancelds.N = Array of String - CVM
- Lighthouse
- TAT £&3fl

ME: ["ins—zcxx4gal”]

BOBM. BMNGHPN. BX., ¥=F. TYHE. PREF"-". MR, RAKETSE
String 60T FT,
E: tat-command

iyl

CommandName

BoHER, FEE120FH .
FBIE: this is a command

iy

Description String

@3B, BEiFIUE: SHELL. POWERSHELL. BAT, 8iA: SHELL.
~EME: SHELL

iy

CommandType String

SSHMITIERE, WTF SHELL &<SEIAB /root, 3 F POWERSHELL G$EiAR
String C:\Program Files\qcloud\tat_agent\workdir.
BIE: /root

o

WorkingDirectory

S<EEYE, BIA60R . BUEEE(1, 86400].
wBIE: 60

iyl

Timeout Integer

iyl

Boolean EERESS, NEBE:
o true: 1&7F
. false: FR=F

SaveCommand

IRIFRE: BR=ItE (It ) BRSEATF £82 #160;


https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=RunCommand

ERltdIES

O BAT

SHEW Wik 2R iR

EnableParameter

DefaultParameters

DefaultParameterConfs.N

Parameters

Tags.N

Username

OutputCOSBucketUrl

OutputCOSKeyPrefix

3. milis¥

iyl

==
=

iyl

iyl

iy

iyl

|

Boolean

String

Array of
DefaultParameterConf

String

Array of Tag

String

String

String

ZkiNA falseo
=BHE: false

EEEHEBEXS#IbEE,
—BflE, IEFIREEN.
EEEE:

o true: BH

. false: FiBH

ZiME: falseo
FHIE: false

BRBEXSHINENT, BEXSHNEBARE. FEERBjson encoded string.
wm: {"varA": "222"},

keyHEENSHER, valueBiZSEHEGARE. kviShFFFHEE,

{RiE8n <8 EnableParameter 3 true B, FRIFREISHE,
SYAZISEAHEE DefaultParameters fll DefaultParameterConfs o

SR Parameters Kigflt, SERXEMNEKMEHTTEILE,

BENS#HRS201.

BENSHISHRFSUTIE: FHHBLIR64, AliEER [a-zA-Z20-9—_] .
RBHE: {"varA": "222"}

BEXSHEE, ME Parameters FKigllt, ISERXEMNIAMEHTEIE, BEX
SHRZ201.

R Parameters K2, SERAXENEAEHRTEIR,

{R1£#5< 8 EnableParameter 5 true B, FRIFREISH,
SHAZIFFEINHEE DefaultParameters fll DefaultParameterConfs o

FBIE: [{"ParameterName": "test01", "ParameterValue": "12345",
"ParameterDescription": "for test01" }, { "ParameterName": "test02",
"ParameterValue": "12345", "ParameterDescription": "for test02"} ]

Command MBEXZ# . FEZBHjson encoded string. #1: {"varA":
"222"},

keyABEENSHER, valueBizSHWEARE. kviSh=FFFHEE,

{N7Ed< 8 EnableParameter A true B, FRiFRBEISE .
WMNRFIREZSHEUE, 18(EMA DefaultParameters 8k DefaultParameterConfs
HITEIR,

BENXS#HRS201.

BENSHEREFSUTIGE: FHHBLIR64, mliEEHE [a-zA-Z20-9—_] .
ENE: {"varA":"222"}

MRFRERS, THGSREGRE., FIRKEFREI0,
E: [{"Key": "test", "Value": "test" } ]

#£ CVM &k Lighthouse ZHIFHITHSHARER.
FRRIMURNITHSEMREENSESE, BNEUSBRRSHRTEIFRS,
EUABRT, % Linux SE6IFEL root AFRHITES; EWindows EfIFLL System
AFRhETES,

~EME: root

IEERF &M cos bucket itbhit, ®FmbAhttpsFk, U0 https://BucketName—
123454321.cos.ap—beijing.myqcloud.com.,
ME: https://BucketName-123454321.cos.ap-beijing.myqcloud.com

18XEH®ETEcos buckethIE R, BRGEBMTHM:

1. AT A#F . PEXIANFFNES, KERZH60,

2. | SRR, TREEFER.

3. ARVFELE [ ; AARVFLA | FFk; FARVFLA. AERNIHREM.
fE: aa/bb/cc

SHEW bS] g

Commandld String #<ID.

IRIFRE: BR=ItE (Ib5R) BRSEAR ££83 #160;


https://cloud.tencent.com/document/api/1340/52687#DefaultParameterConf
https://cloud.tencent.com/document/api/1340/52687#Tag

O BHE

SHEM %R iR
TBE: cmd-50a8jajm

HiTiERNID.

Invocationld  String FOUE: inv-mp6movmu

E—i5XK ID, HIRSIRER, SXERBSEE (HEREEMEEREERERSR, WZXERFTLIRE Requestld ) o EfIFHEAT

Requestld  String ooz rigskiy Requestid.

4.
=61 7 CVM #tBATHS

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com

: application/json

X-TC-Action: RunCommand

HERSH

ame": "run-command"
ommand": fal
"Description": "whoami",
"Content": "d2hvYWlp",
e": "SHELL",
": "/root/",
"Timeout":
"Instancelds": [
"ins-zj0f57ew",
"ins-zj0f57ex",

"ins-zj0f57ev"

"Response": {
"RequestId": "f
"CommandId": "

"InvocationId":

5. FRERR

BR= AP £&
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMHBAZRERE AP RS,

API Inspector
FPEER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEIMEMSIESRAN AP X3, BaIFiE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

IRIFRE: BR=ItE (It ) BRSEATF 5584 H160:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BAT

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. FHiIREG

PATRFIE T O SiBIEHERRERE, EbisiR0iER AHER0,
fHixtY
FailedOperation.CVMError
FailedOperation.LighthouseError
InternalError
InvalidParameter
InvalidParameter.InvalidUsername
InvalidParameter.ParameterNameDuplicated
InvalidParameterValue
InvalidParameterValue.AgentUnsupportedCommandType
InvalidParameterValue.CommandContentinvalid
InvalidParameterValue.CommandNameDuplicated
InvalidParameterValue.Inconsistentinstance
InvalidParameterValue.InvalidCommandName
InvalidParameterValue.InvalidContent
InvalidParameterValue.Invalidinstanceld
InvalidParameterValue.InvalidOutputCOSBucketUrl
InvalidParameterValue.InvalidOutputCOSKeyPrefix
InvalidParameterValue.InvalidUsername
InvalidParameterValue.InvalidWorkingDirectory
InvalidParameterValue.LackOfParameterinfo
InvalidParameterValue.LimitExceeded
InvalidParameterValue.ParameterDisabled
InvalidParameterValue.ParameterlnvalidJsonFormat
InvalidParameterValue.ParameterKeyContainsinvalidChar
InvalidParameterValue.ParameterKeyDuplicated
InvalidParameterValue.ParameterKeyLenExceeded

InvalidParameterValue.ParameterNumberExceeded

IRIFRE: BR=ItE (Ib5R) BRSEAR

i

AR CVM %M.

¥ Lighthouse %M.,
PIEREIR o

SHIER.

EBRARE

SYEMES.

SHEMEER.
Agent Az a SR,
Command AEEH .
Command &#HES.
ZHIZBF—H,

Command X
HEREEK.

DT
OutputCOSBucketUrl T
OutputCOSKeyPrefix £ o
APR&F&E.
wHITIREREE,
CRABENSHIEE, BREBEXSHIER.
BESHIRF .
KREBBEXSHINE.
S#93E% json string 8= -
2¥ Key 8a23EEFH.

BH Key EE,

B Key i3,

SYHEES,

ERltdIES

5585 #1600


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

5=t
InvalidParameterValue.ParameterValueNotString
InvalidParameterValue.Range
InvalidParameterValue.SupportParametersOnlylfEnableParameter
InvalidParameterValue.TooLong

MissingParameter

OperationDenied
ResourceNotFound.InstanceNotFound
ResourceNotFound.RoleNotFound
ResourceUnavailable
ResourceUnavailable.AgentNotlnstalled
ResourceUnavailable.AgentStatusNotOnline
ResourceUnavailable.InstanceStateNotRunning
ResourceUnavailable.LighthouseUnsupportedRegion
ResourceUnavailable.UserHasNoQuotaCode
UnauthorizedOperation.AssumeRoleUnauthorized
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

S¥ Value 3F string 258,
SYMEEEREE.
FERBEEXSHINEE,
REBIEIRH o

BROSHER,

BEHIEL

ZHIFEE.

RBREE.

BEARH,

Agent RZ%,

Agent FE&.

SEHIRLFETH,

Lighthouse EASZiHEERMbI .
FPFEEERR

RBREREN.

CAMEEIREKM o

Token £

Multi-Factor Authentication(MFA) iZ8i,

Multi-Factor Authentication(MFA) RFE.

ERltdIES

5586 #1607



O BHE

EHas ST

EIEEHATE: 2025-04-25 01:54:41

1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .

EH—A%SAEARTHGS

- MRHSERTREagent, {ESKELTFPENDING. DELIVERING. DELIVER_DELAYED, BUEEESIKEZCANCELLED
- MRHBLESTARTagent, ESKRELFRUNNING, HERESKEETERMINATED

BOAZOIERIAZRIRH: 200R/% -

##=(ER API Explorer

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEETXAMBNERATERLSRURBMERN SDK FRRG.

2. 8\2¥
UTBERSEFIR(IE TIEOIERSEINBIAHSE, RBEAHSHIIRRD AHiERSH,
SHEW Wik ESid] i35
Action 2 String AHSH, FMEOBYE: Cancellnvocation,
Version 2 String ARsE, FMEORE: 2020-10-28,
Region = String AR, FRFEEIIEHN HER.
HiTiERID
Invocationld = String s . . b s\ e e
aJi@id Describelnvocations (& {TiExh) EOKE .
RBUE: INV—XXXXXXXX
fID%FIZ, LFR100,
AIEE X == A EIESEAE OSRENSES) 1D, BRISTHFSEfI2eE:
Instancelds.N & Array of String - CVM
- Lighthouse
- TAT &£l

FHIE: ["ins—x0000x0xx"]

3. milis¥

SHEW bS] ik

E—iEK ID, HIRSiRER, SRERBRIEE (EEREEMERRLETIARSR, WZRERTEIRSE Requestld) . EfiEERTHR

Requestld  String  guouizvrigsiay Requestld.

4. 74
RPN EEBSHIT

BATH

POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Type: application/json

“ancelInvocation

IRIFRE: BR=ItE (It ) BRSEATF 5887 H160:


https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1340/52679
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=CancelInvocation

O BHE

"InvocationId": "inv-ib211d37"
"Instancelds": [

"ins-zcewfhoO"

"Response":

"RequestId": "
}
}

5. FRERR

ER= APl £&
Bl AP| £& 228 API H. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERMAZREFAE AP RS .

API Inspector
BPAEET AP| Inspector BEEEHGE—SIREXBI AP ERER, HEIERSIESHRAN AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfB

IR 7O SSIZIEHEXANERIE, EthEiRIBER AHEIRE.

$5i=tD iR

InternalError PIEBERIR o
InvalidParameter SHEIR.
InvalidParameterValue SHEEEIR.
InvalidParameterValue.InstancelsNotRelatedTolnvocation SZFIIDSHMITIEITER o
InvalidParameterValue.Invalidinstanceld ZHIDFT o
InvalidParameterValue.Invalidinvocationld FEEHHITIERNID
InvalidParameterValue.LimitExceeded BZSHRF
InvalidParameterValue.ToolLong KEBZRE .

IRIFRE: BR=ItE (It ) BRSEATF 5588 #160m:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

5=t

LimitExceeded

MissingParameter
ResourceNotFound.InvocationNotFound
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired
UnauthorizedOperation.MFANotFound

UnknownParameter

IRIFRE: BR=ItE (It ) BRSEATF

R

BT EEARPRE o

ROSHIEIR,

RATIEMRIEE

CAMEEIRKM o

Token £,

Multi-Factor Authentication(MFA) 38,
Multi-Factor Authentication(MFA) R,

FRASHIER.

ERltdIES

5589 H160;



O BAT

EighiTEED

RIREHAE: 2025-

1. EOkR

04-25 01:54:40

EOiSKIFESE: tat.tencentcloudapi.com .

IERORFE SR TEDER.

BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

ERltdIES

<> iR

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW
Action
Version

Region

Invocationlds.N

Filters.N

Limit

Offset

3. milis¥

SHEW

TotalCount

InvocationSet

IRIFRE: BR=ItE (It ) BRSEATF

Wik KB
= String
= String
= String
= Array of
String
Array of
Filter
& Integer
& Integer
ESic]
Integer
Array of
Invocation

]

i

ik

H2%, AEOBYE: Describelnvocations,

>

HE5%, FMEOME: 2020-10-28,

>

N

AHSE, FRFESIFR =,

WITIERNIDIIR, BRIERAILERA100, SHFZIFRMIERE InvocationIds fll Filters,
FEUE: ["inv—XxxXxxXxxxx"

RS

« invocation—id — String - E&WIE: & - (TREM ) REBHITEINIDIENE.

« command-id - String - E&E: & - (TiRHH) REGSIDEIE.

-

« command-created-by — String - E&%1#: & - (TR ) REBRITHGSERIINE, BUES TAT =
USER, TAT {%FA#%H<$, USER KERBAFEIENGS.

« instance-kind - String - 2&W®E: & - (TERM) ZRBISTEAISERIIIE, BEHN CVM =
LIGHTHOUSE, CVM X&REhIA=MRSEE, LIGHTHOUSE XFEGINIZEMARSEE .

FRiEgR rilters BIERM10, Filter.values BIERHAS, BHAZIFREE Tnvocationids Fl

Filters o

FBHE: [{"Name": "invocation-id", "Values": ["inv-zcewfho0"] } ]

BEIEE, BiAB20, RKEHA100, XF rinit PEH—ENBESE AP| HNPIEXNT,
wBifE: 10

RIBE, BABO0. XTF offset MEH—ENEIFSE API ENHRIERNT,
wBifE: 0

HERHRIMITENDE
E: 1

HiTiETI=.
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SHEW ESis ik

W—iEK ID, HRSZBHER, SRERFSIRE (HEREEMRERGERXRSRE, W
Requestld) . E{iTIBRIFZERMIZIRIERE Requestld,

Requestid String

4. 74
P EHTIERD

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribelInvocations

<AHERSH

{

"Offset": O,
"Limit": 1,
"InvocationIds": [
"inv-qg4zp60g0"

]

"Response": {

"RequestId": "€
"TotalCount": 1,
"InvocationSet":

{

"CommandId": "cmc
"CommandContent" :
"CommandType" :

"Timeout": 60,
"InvocationSource": "USER",
"WorkingDirectory": / o™,
"InvocationId": "
"InstanceKind": "CVM
"InvocationStatus":
"Description": "Test
"Parameters": "",
"DefaultParameters":
"Username": "root",
"OutputCOSKeyPrefix":
"OutputCOSBucketUrl": "https:
"InvocationTaskBasicInfoSet":
{

"InvocationTaskId":
"TaskStatus": "SUCC
"InstanceId": "ins

by

{

"InvocationTaskId":

"TaskStatus": "SU

IRIFRE: BRzITE (165 ) BRSEAS 5891 #1603




"InstanceId": "ins

’

1
I
{

"InvocationTaskId": t-6xmuisyq
"TaskStatus": "SUCC

"InstanceId":

1,
"StartTime":
"EndT
"CreatedTime":

"UpdatedTime":

5. FREHR
BRE API £&

Bifl= API £& B45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERBNZIRMFE AP RS

API Inspector

FARIEE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, tBaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. $EiRE

PATRFIH T2 O S3iBIEIRCREIRD, EthEiRImiER AH4ERE.

§EIRED iR

InternalError PEBEEIR
InvalidParameter SHEIR.
InvalidParameter.ConflictParameter SHIPE,
InvalidParameterValue.InvalidCommandid Commandld %K.
InvalidParameterValue.InvalidFilter Filter T
InvalidParameterValue.Invalidinvocationld FEEHIPITIERNID
InvalidParameterValue.LimitExceeded B SHRE .
LimitExceeded.FilterValueExceeded ESH Filter BUEE S,

IRIFRE: BR=ItE (It ) BRSEATF
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HHIRTD

UnauthorizedOperation.CamAuthFailed

UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (It ) BRSEATF

i

CAMEERLM

Token &,

Multi-Factor Authentication(MFA) id#i,

Multi-Factor Authentication(MFA) R%F7E.
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O BAT

EIHRITIES
RIEEHASE: 2025-04-25 01:54:40

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .
I EORAFESITESIER.
ERAECIERITRIRS: 200R/%

##ZER API Explorer

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHSIRMIIE TIROBERSHMBL 2HLSY,

SHEW Wik B
Action = String
Version = String
Region = String
InvocationTasklds.N & Arr.ay of
String
. Array of
a=

Filters.N S Filter
Limit & Integer
Offset S Integer
HideOutput S Boolean

3. Jitisy

IRIFRE: BR=ItE (It ) BRSEATF

~HESH, XEOBYE: DescribelnvocationTasks,

AHSY, FMEORYE: 2020-10-28,

N

~HSY, FRFERZFN s,

WITIESIDFIER, BRIERINLER?100, SHFZIFRINERE InvocationTaskIds fl Filters,

FEE: ["invt—x000000¢x"]

TiEFEH.

- invocation-task-id - String - 2&WE: & - (IFERMG ) KBRITESIDIENE,
- invocation—id - String - &8 & - (TiEHH ) RBNITENIDITIR, TiED

Describelnvocations(ZifIHh{TiEzh) EOKE

- instance-id - String - 2&%4&E: & - (TIEHEM ) REBRXHIDEIR, AlETNNEFRIEIEHIEO

SREWSEHY ID. EBISZIFLHIZE: CVM. Lighthouse. TAT $5&sfi
- command-id - String - 2&WiE: & - (FERM) REGSIDER. T@Ed

DescribeCommands(Eifls<iEts) O,

EBIRER rilters B ERMA10, Filter.values B ERAS, SEAZISERISE

InvocationTaskIds flFilters o

FBHE: [{"Name": "instance-id", "Values": ["ins—zcewfho0"] } ]

BREME, BiAJ20, &AEN100, XF Linic HEHE—ENEESE API

wBIE: 10

lmizE, BiAA0. XTF of rset WEH—ENBIFSE API FHPRBXNS

wBIE: 0
EREEGSHEER, NEEE:

- true: (RIS
- false: A3

FIAA trueo
wBIE: true

SRR
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O BAS

SHEW B ik

HERHRIIITIES BE.

TotalCount Integer ~EME: 3

Array of

2T A2
InvocationTask WsESSIR.

InvocationTaskSet
W—iEK ID, HRSZSHER, SRBERFSIRE (EEREEMEER

Requestid String Requestld ) » E(AEEEREZRER Requestld.

4.
PN RIETERDI DI TS

BATH

POST / HTITP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeInvocationTasks

<PEHERSH>

{

"Offset": O,

"Limit": 10,
"HideOutput": false,
"Filters": [

{

"Name": "invocation-id",
"Values": [

"inv-1vl1l7hda"

L]

{

"Response": {

"RequestId": "aldf9
"TotalCount": 1,
"InvocationTaskSet": [

{

"CommandId": "cmd-13axrtug
"CommandDocument": {
"Content": "d2hvyY
"CommandType" :

"Timeout": 1,

"Username": "r

"WorkingDirectory": "/root/

"OutputCOSBucketUrl": '/ e 123456789 ap-beijing.mygcloud
"OutputCOSKeyPrefix":

I

"InvocationId": "

"InvocationTaskId":

"TaskStatus": "SUC

IRIFRE: BRzITE (165 ) BRSEAS 5895 H160:
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"InstanceId":
"TaskResult":
"ExitCode": O,
"Output": "cm9

"Dropped": O,

"OutputUploadCOSErrorInfo”: ""

"OutputUrl": "",
"ExecStartTime": "2
"ExecEndTime" :

Iz

"ErrorInfo":
"InvocationSource":
"StartTime": "
"EndTime": "202(
"CreatedTime":

"UpdatedTime": "

5. FEERE
BRZ APl £&

Biflz APl & 24E APl XH4. $5iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZRMFRE AP RS,

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXEKR AP RBAER, HFEMEMSIESRAN API X3, tbaJaiiE API Explorer #3EZ&EI,

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR 7RO SSBIRtEXAEIRS, HthihiRBiER AH4ERE,

5=t

InternalError

InvalidParameter
InvalidParameter.ConflictParameter
InvalidParameterValue

InvalidParameterValue.InvalidCommandid

IRIFRE: BR=ItE (It ) BRSEATF

ik

PIBBEEIR o
SHIER.
SHIPER,
SYEEEIR.

Commandld T

ERltdIES
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
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f5IRG
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Invalidinstanceld

InvalidParameterValue.Invalidinvocationid

InvalidParameterValue.InvalidinvocationTaskld

UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired
UnauthorizedOperation.MFANotFound

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

Filter B

ZHIDFERK

FEERIMITIEMNID

FEIEMMITESID.

CAMEEIRSM o

Token T,

Multi-Factor Authentication(MFA) iZ8i,
Multi-Factor Authentication(MFA) R,

BERSLS.
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O BAT

EEEPIRAE

RIEEHASE: 2025-04-28 01:58:54

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

IEORTE BB FEFIRIVAS.

BRMEOISRINEIRS): 60K/

##ZER API Explorer

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTFERSHFIRMIIE TIROBERSHMBL 2LSY, RBAHSHSIRD 2HERSH,

SHEW Wik R iR
Action 2 String ~HSH, XIEOBE: DescribeAutomationAgentStatus.
Version 2 String ~HsE, AMEOBE: 2020-10-28,
Region 2 String AHSE, FRFEZIFH HiEHIR,
FEIARIEHIIDTIR
BB R = SRR B SE Ui CI3RENSER) 1D, BRISTIFERIZEE: CVM. Lighthouse. TAT $5&3E6l,
Array of
=
Instancelds.N = & gying SRER LIS 100,
SBHATIFEEE InstanceIds fllFilters o
wBE: ["lhins—ar5wyn4x"]
- agent-status - String - 2BWIE: & - (TiERM ) kBagentikFEiiE, BUE: Online &%, Offline B
gﬁo
- environment - String - 2&%1E: & - (FiERMH) &BagentiZ{TIFESIE, BUE: Linux, Windows,
Filters.N . Array of - instance-id — String - E&%#: & - (FESEM ) IRBXLHIDIIE. TEIMWR==mAIEALFIEOFKENSE
feers- = Filter fl 1D, EIRISISEAIR: CVM. Lighthouse. TAT fE&Lfi,
FRERN Filters BERA10, Filter.values B ERAS, SHALIFHEIEE Instancelds fl Filters o
FBlE: [{"Name": "instance-id", "Values": ["ins—-zcewfho0"] }]
L REIEE, BiAB20, BAEH100, XF Linit WEH—SNEBESE AP| FNPEEENS,
Limit & Integer _
=BIE: 10
{RIEE, AR, XTF offset MEH—ENEBEEE APl @M PAIERNS
Offset S Integer _
BIE: 0
3. mtiey
SHEW ESid] iR
AutomationAgentset  AT"@Y of Agent {EE5I%
9 AutomationAgentinfo gentim=sis.
AR Agent B8,
TotalCount Integer E: 1
. E—igXK ID, HIRSIKER, SRERHBSERE (EEREHMERRGERERSR, WZRERT
Requestid String

IRIFRE: BR=ItE (It ) BRSEATF

£3%18 Requestld ) . EfABITEEIRMHIZRIERE Requestld.
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4. 7H
N BAEPRRE

BATH
POST / HTTP/1.1

X-TC-Action: DescribeAutomationAgentStatus

<PEHERSH>

{
"InstanceIds": [

"lhins-ar5wyn4x"

"Response": {

>udapi.com

Content-Type: application/json

"RequestId": "520e7b93

"AutomationAgentSet":

.
1

"InstanceId":

"Version": "0

"LastHeartbeatTime":

"AgentStatus": "

"Environment": "Lin

"SupportFeatures":

5. FRERR
BRE API &

Bifl= API £& RS API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOSZARERBNZIRMFE AP RS

API Inspector

FAREE AP Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

.

.

.
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« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $EiRE

KUFRSIE T2 O SZIstEXaEIR0, EMiERmiEl AHEE0.

$5i=tD

InternalError

InvalidParameter
InvalidParameter.ConflictParameter
InvalidParameterValue

InvalidParameterValue.InvalidFilter

InvalidParameterValue.Invalidinstanceld

InvalidParameterValue.LimitExceeded

UnauthorizedOperation.CamAuthFailed

UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired
UnauthorizedOperation.MFANotFound

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik

PIEREEIR o

SR,

SHPR,

SHIMESER.

Filter B

ZHIDFEK

B SRS

CAMEREM o

Token &,

Multi-Factor Authentication(MFA) 348,
Multi-Factor Authentication(MFA) #F7.
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ERFRITIEXIEO

BIERNITER

EIEEHATE: 2025-04-28 01:58:56

1. gEOR

EOiERIEE: tat.tencentcloudapi.com o

IbEORTFe@hTESR.

BUMZOERINEIRS): 200%/%

#E#E(ER API Explorer

ERltdIES

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SYEMR
Action
Version

Region

Name

Type

Commandid

Instancelds.N

Username

Parameters

ScheduleSettings

Wik

D RD RO

o

HO

HO

HO

|

iyl

ESic]
String
String

String

String

String

String

Array of String

String

String

ScheduleSettings

IRIFRE: BR=ItE (It ) BRSEATF

R
~ESH, XEOBYE: Createlnvoker,

5%, FEOME: 2020-10-28,

>

AHSE, FRFRSF iEFE,

HITESR. KEARET 120 7.
BI{E: invoker-test

AEENE ( HRENXSZIE—) ¢

— SCHEDULE: [EIHAZERIHITES,
=fi{E: SCHEDULE

aJi@id DescribeCommands(&iga<$iEls) EOKN.
~BHE: cmd-k4ypdijo

bR BRKEXRYSEHIID » 5UZRLEMR 100,

AEE M E = mEIE DL HEOIRANES ID. BRISKHFEAISE: CVM. Lighthouse. TAT $E&sL
flo

IHIFEBRE TAT EPiR, BERiRA Online )&, Ai@d DescribeAutomationAgentStatus(&
HEFIRRE) BOEOEFHAS,
FBUE: ["ins—yx05ky8;j"]

BSHITAR . KEXRBE 256 F#.
BIE: root

BEEENSH ., FEBRERH JSON encode string.

{X7£ CommandId FriEf®<HI EnableParameter 73 true B, A RiFRELSE, TiEd
DescribeCommands(Zifl&<i#i5) IEOKMESHI EnableParameter &8,

TJ_VMHE {"var": uAu}

ARRhITERIRE .

LHITRIERN scurpuLE BY, BAIEEISH,
TBIE: {"Policy":"ONCE","InvokeTime":"2021-09-01T00:00:00+08:00"}
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3. MmiisM

SHEW ESiS ik

#TEEID,

Invokerld String =& ivk—b7s3qga5l

E—iEK ID, HIRSiRER, SRERBRIEE (HEREEMEERRLETIARSR, WZRERTSIRE Requestld) . EfiEETHR

Requestld  String  guouizvrigsiay Requestld.

4. 74
P SIRERITE

Jt=AdiE 2021-09-01 00:00:00 7L ins—yx05ky8j #1178< cmd-m7uma92n
BATH
POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateInvoker

<QHIBERSEH>

.
1

"Name": "test-invoker"
"CommandId": "cmd-m7uma92n",
"Insta

"ins-y

1,

"Type": "SCHEDULE",
"ScheduleSettings": {
"Policy": "ONCE",

"InvokeTime": "2021-09-01T00:00:00+08:00"

"Reque da":

"InvokerId":

7012 QURRAIBHTES
ELREASR1EEA, ELH ins-yx05ky8] #178%<¢ cmd-m7uma92n

BATH

/ HTTP/1.1
n oudapi.

application/

“reateInvoker
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"Name": "cron-invoker",
"CommandId": "cmd-m7uma92n",
"Instancelds": [

"ins-yx05ky8j"

: "SCHEDULE",
"ScheduleSettings": {
"Policy": "RECURRENCE",

"Recurrence": "0 0 1 * *"

"Response": {

"RequestId": "dld7ce29-bbac

"InvokerId": "ivk

5. FRERR
BRE API &

Sz API & B&E API 3. $8i%63. API Explorer } SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector

FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API X8, BaTFiiE API Explorer #{TEZEIR

SDK

= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BefTIR

)

Tencent Cloud CLI 3.0

6. fEiRE

TFRFIE T O SSBIRER SRS, EthiEiRBiER AHEIRE,

$HiRtY

AuthFailure

InternalError
InvalidParameter
InvalidParameterValue.ID

InvalidParameterValue.InconsistentID

IRIFRE: BR=ItE (It ) BRSEATF

faiR
CAMEZ/EEIR.
PRI

BHIER.

ID t&=4EiR.

ID #489, ID HEUERFHERNF—H

ERltdIES
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$5i=tD
InvalidParameterValue.Inconsistentinstance
InvalidParameterValue.InvalidCommandId
InvalidParameterValue.InvalidCronExpression
InvalidParameterValue.Invalidinstanceld
InvalidParameterValue.InvalidTimeFormat
InvalidParameterValue.InvokeTimeExpired
InvalidParameterValue.ParameterlnvalidJsonFormat
InvalidParameterValue.Range
InvalidParameterValue.TooLong
ResourceNotFound.CommandNotFound
ResourceNotFound.InstanceNotFound
ResourceUnavailable.AgentNotiInstalled

ResourceUnavailable.AgentStatusNotOnline

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

ZHIZEBF—E,
Commandld %3
Crontab RixH T
SZHIDFEK
TXHIBSEE
AAREEEH,
S#3E% json string &=
SYMEEEREE.
REGBIE IR o

CECE REZC
ZHIFREFE,

Agent £&3%,

Agent FEZ.

ERltdIES
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1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

IO AFERMITR

BRMEOIERITIRS: 200K/

##ZER API Explorer

2. mAEH

UTERSHSIRMIIE TIROBRSHMBE LY, =8

SHEW
Action
Version

Region

Invokerld

Name

Type

Commandld

Username

Parameters

Instancelds.N

ScheduleSettings

Witk
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=
=
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iyl
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iyl
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ESicl
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String

String

String
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ScheduleSettings

IRIFRE: BR=ItE (Ib5R) BRSEAR

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

~H2H, XEOBE: Modifylnvoker,

ALY, FEORYE: 2020-10-28,

N

~HSY, FRFRZEN tEsE.
FHERAIAITRRID

A]i&@id Describelnvokers(&ifH1788) #O5KE
FHE: ivk-nO0t6rxtv

FHIEMBIMITRE. KEFEBIE 120 27,
FI{E: invoker-test

FHERRINITRRSEE,
AIEENE ( HRIXSZIS—) ¢

- sCHEDULE: [EJHBZEBIIITEE,
*fE: SCHEDULE

FHEMRITRLID,.

AJi#@id DescribeCommands(&Eifla$iElE) EOFKE,
FE: cmd-m7uma92n

FEMRIARE . KEFRBE 256 F5F,
FBIE: root

FEMMBENSH .. FE&3ERH JSON encode string,

{R7£ CommandId FriE®<HI EnableParameter 73 true B, A RiFRELSE, TiES
DescribeCommands(ZEig&$i#1E) #EOKMGSHI EnableParameter 88 .
FwE: {"var":"A"}

FHEMRYEHIIDTIR . FIFRIKE EIR100,

AEEY N ARSI OIREES) ID. BRisKHFEAIZE: CVM. Lighthouse. TAT $E&st
Bllo

SLFIEERE TAT ZFi%, BERi%HA Online k%, Ai@id DescribeAutomationAgentStatus(&
HEFIRKS) BOEOEFHRAS,
FBE: ["ins—yx05ky8;j"]

FHEMRIEHIIITRRIRE
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O BHE

SHEW Wik HEE fiik

EIGHITRERENH scuEDULE BY, SIS ELSE.
RBHE: {"Policy":"ONCE", "InvokeTime":"2021-09-01T00:00:00+08:00" }

3. milis¥

SHEW B @R

E—iEK ID, HIRSiRER, SXERPBIEE (HERAEMREERRERERSR, WZKERFRIRE Requestld ) o ELITEAIF

Requestld  StriNg gz wikay Requestid.

4. 761
PN BT
WATH

POST / HTTP/1.1

tat.tencentcloudapi.com

tent-Type: application/json

X-TC-Action: ModifyInvoker

<REERSE>

{
"InvokerId": "ivk-b7s3gab5l",

"Parameters": "{\"var\": \"1\"}"

"Response": {
"RequestId": "7f3acde8-196d
1

}

5. FRERR

BR= APl &
Bifl= APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGEAA—A\OZAREMEAZREFRE AP RS,

API Inspector
EPaEE API Inspector BEERHIAE—SIREXBN AP RBER, HEMERSIESRARN APl 53, tBagiE API Explorer TEZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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6. FHiIREG

ARSI 7Ok SSiBigtaXaiaiRg, EbiSiRImiEn AHEIR0,
§EIRED
AuthFailure
InternalError
InvalidParameterValue.ID
InvalidParameterValue.InconsistentlD
InvalidParameterValue.Inconsistentinstance
InvalidParameterValue.InvalidCronExpression
InvalidParameterValue.Invalidinstanceld
InvalidParameterValue.Invalidinvokerld
InvalidParameterValue.InvalidTimeFormat
InvalidParameterValue.InvokeTimeExpired
InvalidParameterValue.LimitExceeded
InvalidParameterValue.ParameterDisabled
InvalidParameterValue.ParameterinvalidJsonFormat
InvalidParameterValue.Range
InvalidParameterValue.TooLong
ResourceNotFound.CommandNotFound
ResourceNotFound.InstanceNotFound

ResourceUnavailable.AgentNotlInstalled

IRIFRE: BR=ItE (Ib5R) BRSEAR

g
CAMEZ/EIUER.
PIEREEIR o

ID #&=¢EiR

ID #B9, ID BERFHEXNF—H .

ZHIZRBF—H,
Crontab RixRXEH .
ZHIIDEE
Invokerld &3
TR S o
ARREEEH,.
BESHIRE .
FERBEENSHINEE,
s¥A3E% json string #&x .
SYMECEREE,
KEBIE IR o

IR EFE,
ZHIFREFE

Agent £&%,

ERltdIES
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ERIEE#ASE: 2025-04-28 01:58:56

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .
IO AT HITS .
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Witk ESid] ik

Action 2 String ~HSH, XIEOBYE: Deletelnvoker,
Version 2 String ~HSY, FMEONE: 2020-10-28,
Region B String AR, FRERZISH TR,

FSIPREIMITERID
String

HO

Invokerld Ali@id Describelnvokers(&Eif#h{7es) #OKE

FBIE: ivk-b7s3qga5l

3. ptaN

SHEW ESiS ik

—iEK ID, HIRSIRER, SXERBED (FEREHMREERRERERSR, WiLXiE:

Requestld  StriNg oz riiskay Requestid.

4. 74
P MRS HTE
BINTHI

POST / HTTP/1.1
.tencentcloudapi.com
e: application/Jjson

DeletelInvoker

"InvokerId": "ivk-b7s3ga5l"

IRIFRE: BR=ItE (It ) BRSEATF

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

R£3%18 Requestld ) o EITRRIE
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"RequestId":

ERltdIES

5. FREHER
A= APl &

Sz API & B&E API 3. $8i%63. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector

FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.

.

.

BSFTIR
« Tencent Cloud CLI 3.0

6. FEiRG

RIS T O SiZERXREIRID, BhEiRIIFER AHEIR0,
RS
AuthFailure

InvalidParameterValue.ID
InvalidParameterValue.Invalidinvokerld

ResourceNotFound

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAMES EIRUEIR
ID #&=$EIR,
Invokerld %34,

BRFEFHE.

5109 #1603


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

BT
RIEEHATE: 2025-04-28 01:58:55

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .
IEOAFEARTS.
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Witk ESid] ik

Action 2 String ~H2H, XEOBYE: Enablelnvoker,
Version 2 String ~HSY, FMEONE: 2020-10-28,
Region B String AR, FRERZISH TR,

SERHMITERID.
String

HO

Invokerld Ali@id Describelnvokers(&Eif#h{7es) #OKE

FBIE: ivk-b7s3qga5l

3. ptaN
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POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribelInvokers

[HFRSE>

{

"Filters": [

{

"Name": "invoker-id",
"Values": [

"ivk-b7s3ga51"

"Response": {

"RequestId": "a4
"TotalCount": 1,
"InvokerSet": [

{

"InvokerId": "ivk-b7s3gabl",
"Name": "test-invoker",
"Type": "SCHEDULE",
"CommandId": "cmd-m7uma92n",
"Username": "root",
"Parameters": "{\"

"InstanceIds":

"ScheduleSettings":
"Policy": "SCH
"Recurrence":
"InvokeTime": "202
I

"CreatedTime":

"UpdatedTime":
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Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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"InvokerIds": [
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}
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{
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» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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6. HHiRf

ARSI T 12O S3iBIEEXREIRD, EMEREIFEL AHEIR0E,

$5i=tD iR

AuthFailure CAMEZ/EEIR
InvalidParameterValue SHEESIR,
InvalidParameterValue.InconsistentID ID #4Bh, ID BR\RFAENAF—Ho
InvalidParameterValue.Invalidinvokerld Invokerld &
InvalidParameterValue.TooLarge S¥IET X,
InvalidParameterValue.ToolLong KEBIRG .
InvalidParameterValue.TooSmall SHEUEEI D)
UnsupportedOperation BERZS.
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FELFIEXEO
B EAED

ERIEEFATE: 2025-04-25 01:54:42

1. E\O#R

EOiERIEE: tat.tencentcloudapi.com o
EORTFeIZEMS.

BRMECIERITEIRG: 200%/8

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. B\2¥
UTFERSHIIFRNFIE TEROBSRSHEMBO RS, REQAHSHIIRT AHiEKkeH,
SHEWR whisk ESidl 3%
Action 2 String ~HSH, XEOBE: CreateRegisterCode,
Version = String ~SH, XEOBRE: 2020-10-28,
Region 2 String LIS, FRFRIISH TR,
Description - String MR . RAKER 128 FF.
- TBIE: 1eEAEE R T AE RS
InstanceNamePrefix & String ifﬂﬂ;&ﬁugﬁ‘\_ﬂuﬁ%o BAKER 3256,
TBIE: register—test
Reqi . - ZEMBAIFEMAYSEGIEE . BUMER 10, RIMEH 1, &RAEH 10000,
egisterLimit a Integer _ i
A 10
ZEMBEMETE, BRI, BRUMER 4.
EffectiveTime B Integer - BENENFETF 99999, NLAMGGRBALIEERMATIE,
- BIENEXTF 99999, MiREAKIEY.
~BHE: 4
FR&EMFERAEM IpAddressRange FRiEiR AR Oi#TiEM o
IpAddressRange & String BARZ, BEERE.
BUER Bt IPv4 5k CIDRV4 &=, 40 192.168.1.1 5% 192.168.0.0/16,
HE: 133.12.234.0/24
3. ey
BHEW ESicl 3%
RegisterCodeld String EERID.

TEUE: dOb7xxxx—abxx-40x9-898x-44c9f508axxx

ERREBE,

RegisterCodeValue  String  — . 5, 127965b0b498195xxxxx80ad926c53e xxxx3d85e410ad93555941111111

E—iEK ID, HIRSIKER, FXERBED (HEREEMRERRERERSR, WiZXERFLIRE Requestld) - E

Requestid SNG4 eenpmaEma iz kAR Requestid.
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4. 7H

N SRR H 2
BUEEERHD - SR

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateRegisterCode
<QHIERSE>

{

"Description": "webserver"
"InstanceNamePrefix": "webserver",
"RegisterLimit": 10,
"EffectiveTime": 4,

"IpAddressRange": "192.168.10.1/10"

"Response": {
"RegisterCodeId": "9b5rb
"RegisterCodeValue":
"RequestId": "3f5b

}

}

THI2 SIEEAR -T2
IR RS- F B

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateRegisterCode

<REERSE>

"Response": {
"RegisterCodeId":
"RegisterCodeValue":
"RequestId": "2c¢

}
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843b7b046d7b9ffb9d

121160
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Bz APl &

Bifl= API £& B5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—ERAFE, HEENE—AOSZARERENZIRMFE APl RS,

API Inspector

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API £53, tbaaifE AP| Explorer #{71E&IRE

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. HHiRfB
ATRBIM TR OSSR EIRED, HEEEN AR,

InvalidParameter
InvalidParameterValue.TooLarge
InvalidParameterValue.TooLong
InvalidParameterValue.TooSmall
ResourceNotFound.RoleNotFound

UnauthorizedOperation.AssumeRoleUnauthorized

IRIFRE: BR=ItE (It ) BRSEATF

filik

SHIEIR.
SYEEE K,
KEBEIRS .
SYEMEE D
ABTEFE.
ABIREREN.

ERltdIES
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
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I E S AEMS

EIEEHATE: 2025-04-25 01:54:41

1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
IEO BT EEAEMmE .
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESic] iy

Action = String AHSH, XIZOBE: DisableRegisterCodes,
Version 2 String AHSY, MMEONE: 2020-10-28,

Region = String ~HBY, FRFEMSIFHY thiFFIER.

FEMERID

HO

RegisterCodelds.N Array of String

i@ DescribeRegisterCodes(ZEifliH3) EMOIKE
FEUE: ["dOb7xxxx—abxx—-40x9-898x—44c9f508axxx"]

3. ptaN

SHEW ESiS ik

W—iEK ID, HIRSIKER, BXERBSED (SEREEMREERRERERSR, WZKERFTLIRE Requestld ) o EfITEATE

Requestld  StriNg oz riiskay Requestid.

4. 7p

N SRS
RIZEAITSI DA AR o

BT

POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-T application/json

: DisableRegisterCodes
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"Response": {

"RequestId": "
}
t

5. FRERR
BRE API &

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIRE

SDK

= API 3.0 Rt TERENFRTESE (SDK) , ZFSMRERIES, REEHENER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $HiRE

IR 7RO SSIZIEHEXANERID, HEthEiRIBER AHERE.

$5i=tD
InvalidParameterValue.InvalidRegisterCodeld
InvalidParameterValue.ParameterKeyDuplicated
MissingParameter
ResourceNotFound.RegisterCodesNotFoundCode
ResourceNotFound.RoleNotFound

UnauthorizedOperation.AssumeRoleUnauthorized

IRIFRE: BR=ItE (It ) BRSEATF
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T HEMEBID o
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BROSHIEIR,
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RBFREE,
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
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I E MRS

EIEEHATE: 2025-04-25 01:54:42

1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
IO AT E MR EMEE
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

BHEW Witk ESidd ik
Action = String AHSH, XIZOBE: DeleteRegisterCodes,
Version 2 String AHSY, MMEONE: 2020-10-28,
Region = String ~HBY, FRFEMSIFHY thiFFIER.

EMERIDIIZR . FREVAAAEMSIDEEXT0/F100,
RegisterCodelds.N = Array of String

i@ DescribeRegisterCodes(ZEifliH3) EMOIKE
FEUE: ["dOb7xxxx—abxx—-40x9-898x—44c9f508axxx"]

3. ptaN
sgEm  %Xm ma

W—iEK ID, HIRSIKER, BXERBSED (SEREEMREERRERERSR, WZKERFTLIRE Requestld ) o EfITEATE

Requestld  StriNg oz riiskay Requestid.

4. 7p

N BRRERS
HRIZERRED I DINIRERES o

BT

POST / HTTP/1.1

: tat.tencentcloudapi.com

: application/json

: DeleteRegist

—463c-blae-£6a432c009f0",

-520a-41bd-ba00-140a9dbed79£"
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"Response": {

"RequestId": "
}
}

5. FREHR
BRE API &

Bifl= API & R45E API XH4. {828, APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZRMRE AP RS

API Inspector

FPEiER API Inspector EEIZHIAE—SREXEN AP ABER, HEMNERSIE

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

.

)

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $HiRE

IR 7O SSIZIEHEXANERID, HEthEiRIBER AHERE.

5=t
InvalidParameterValue.InvalidRegisterCodeld
InvalidParameterValue.ParameterKeyDuplicated
MissingParameter
ResourceNotFound.RegisterCodesNotFoundCode
ResourceNotFound.RoleNotFound

UnauthorizedOperation.AssumeRoleUnauthorized

IRIFRE: BR=ItE (It ) BRSEATF

hRAHY API X3, thETRi#E API Explorer it{TEZEREIRK o

i
TSHH0ERRBID
2¥ Key ES,
ROSHIEIR,
BEREEMS.
RBREFE,
AERERER.

ERltdIES
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EifiEME

RIEEHATE: 2025-04-28 01:58:55

1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
EORTETEMHER.
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. M NBH
IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,
BHEW Wik ESidd ik
Action = String AHSH, XIZOBYE: DescribeRegisterCodes,
Version 2 String AHSY, MMEONE: 2020-10-28,
Region = String ~HBY, FRFEMSIFHY thiFFIER.
iERRESID
RegisterCodelds.N & Array of String SIRIEHRAO LI 100
SYAZISAIHEE RegisterCodeIds flFilters
FBUE: ["dOb7xxxx—a6xx-40x9-898x-44c9f508axxx"]
= g
Offset & Integer ?;T;z’ 'E)h)dg 0e
Limit = Integer ?Iﬁl%ﬂ%, BkiAJ9 20, mKAfEH 100,
wBiE: 10
3. aitie%
SYHEM ESid) i
RO D
TotalCount Integer i}?ﬂ{:ﬁ]ﬂﬁiﬂﬁﬁ B
RegisterCodeSet Array of EMRERIER.

RegisterCodelnfo

E—iER ID, HRSBRER, SRERBLIEE (HEFREEMMEERRERARSR, WZXERTSIRE

Requestld String Requestld ) » EAAEIESEMZRER Requestid.
4, 5l
BN RIS ERIDE T

tRIEEMBIDEEMES

BATH

POST / HTTP/1.1

Host: tat.tencentcloudapi.com
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"Response": {
"RegisterCodeSet":

{
1

"CreatedTime":
"Description":
"Enabled": fal
"ExpiredTime":
"InstanceNamePrefix": "
"IpAdd ange": ""
"RegisterCodeId":
"RegisterLimit": 1

"RegisteredCount": 1

"UpdatedTime": "2024

"RequestId": "eOf
"TotalCount":

}

}

5. FREHER

ER= APl £&
BIfZE AP| F& 228 API XH. iR, API Explorer & SDK SZEMSG—ZNTE, HEENA—A\OSARERBARIRMRFAE AP IS,

API Inspector
FARTEE API Inspector EEEFIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZLIREIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

.
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ARSI T 12O S3iBIEEXREIRD, EMEREIFEL AHEIR0E,

$5i=tD Fiiipay
InvalidParameterValue.InvalidFilter Filter T
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ResourceNotFound.RoleNotFound BABTRFE,
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1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
BEORTESIEELER.
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wik ESid ik

Action = String ~H2H, XEOBE: ModifyRegisterinstance.

Version 2 String ~sE, AEOBE: 2020-10-28,

Region 2 String AR, FRERZISH TR,
FEEXHID,

Instanceld 2 String o . . . - .
a]i&id DescribeRegisterinstances(ZiGEELHI) EOKE
FBUE: rins—-8dz6cwxx

InstanceName = String ZHIETR. BRIKER 1~60 £,

TBIE: register—test

3. BtaN

SHEW ESiS ik

E—iEK ID, HIRSiRER, SRERBRIEE (EEREEMERKRLETIARSR, WZRERTEIRE Requestld) . EfiEEAIHR

Requestld  StriNg oz iRy Requestid.

4. 7p

N el
e sLfl& A "abc”

BATH

POST / HTTP/1.1

encentcloudapi.com

application/json

: ModifyRegisterInstance

"InstanceId": "rins-xfjkunbgax",

nceName": "webserver-01"
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"Response":

"RequestId": "
}
}

5. FREHR
BRE API &

Bifl= API & R45E API XH4. {828, APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERENZRMRE AP RS

API Inspector

FPEiER API Inspector EEIZHIAE—SREXEN AP ABER, HEMNERSIE

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $HiRE

IR 7O SSIZIEHEXANERID, HEthEiRIBER AHERE.

5=t

InvalidParameterValue
InvalidParameterValue.InvalidRegisterIinstanceld
InvalidParameterValue.TooLong
MissingParameter
ResourceNotFound.RoleNotFound

UnauthorizedOperation.AssumeRoleUnauthorized

IRIFRE: BR=ItE (It ) BRSEATF

hRAHY API X3, thETRi#E API Explorer it{TEZEREIRK o

ik
SYEEHEIR.
FRHFEEELBIID
KEBIE IR o
BROSEEIR.
RBFEFHE.
RBIRERER,

ERltdIES
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1. EO#R

EOiSKIFESE: tat.tencentcloudapi.com .
EORTHREESS,
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Witk ESid Hig
Action = String ~HSH, XIZOBE: DeleteRegisterinstance,
Version 2 String AHSE, FEOBRE: 2020-10-28.
Region 2 String AHSE, FRFFRZISH iETIE,
FEEZHIID,
Instanceld = String

@]&id DescribeRegisterinstances(&iHEELH) EOKE
ENE: ["rins—8d5cxxxx"]

3. ptaN
sgEm  %Xm ma

W—iEK ID, HIRSIKER, BXERBSED (SEREEMREERRERERSR, WZKERFTLIRE Requestld ) o EfITEATE

Requestld  StriNg oz riiskay Requestid.

4. 75

a1 BIRRFEELH
1RIESCAUI DI FERSEHI.
WATHI

POST / HTTP/1.1
Host: tat.tencentcloudapi.com

Content-Type: application/json

—Action: DeleteRegisterInstance

<RIEERSE>

(
"InstanceId": "rinst-xdfaxfgax"

}
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"Response": {

"RequestId": "
}
t

5. FRERR
BRE API &

Biflz API & R45E API XH4. $8iRf8. APl Explorer } SDK ERRNA—EAFE, HEENE—AOSARERENZIRMFRE AP RS,

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIRE

SDK
= API 3.0 Rt TERENFRTESE (SDK) , ZFSMRERIES, REEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. iR

PATNGIE 7O SBEIRXNERT, HEbERBIER AHER0,
$5i=tD
InvalidParameterValue.InvalidRegisterIinstanceld
MissingParameter
ResourceNotFound.RegisterinstanceNotFoundCode
ResourceNotFound.RoleNotFound

UnauthorizedOperation.AssumeRoleUnauthorized
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RIEEHATE: 2025-04-28 01:58:55

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .

BRORTFESHEENZEIER.

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

2. mAEH

UTFERSHIIRRIIE T ROBRSHEMDBID

SHEW
Action
Version

Region

Instancelds.N

Filters.N

IRIFRE: BR=ItE (It ) BRSEATF

Wi
2

[=]
=

HO

iyl

iyl

Array of
String

Array of
Filter

z

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

tSH, REAHSHIIRR AHERSH,

ik

N

~r2%, XEOBRE: DescribeRegisterinstances,

Ha%, FMMEONE: 2020-10-28,

>

%

H2Y, FRFmZITH HEsIR.

>4

\

FEEEHI id.
BRiERAY LR 100,
SBHATIFRANIEE Instancelds fllFilters o

FBUE: ["rins—8d88xxxx"]

diEETIR. BRERM Filcers B EPRA 10, Filter.values BERK 5. SHAZIFEMIEE

InstanceIds flFilters o

- instance—name

12 [ BEXHIER | #TdiR.
¥:8Y: String
Wik &

- instance-id

%88 [ FBEXHIID ] #iTidiE,

Z8: String

Wik &

- register-code—-id

1208 [ FEESLBIEMRID | #1728, @i DescribeRegisterCodes(&ifiEME) EMOKE
¥:8Y: String

Wik &

- sys—-name

1208 [RERSASEE ) #TiEi8, BUE: Linux | Windows.
28: String

Wik &

- tag-key
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SHEM Wik B
Offset & Integer
Limit & Integer

3. mils¥

SHEMm R
TotalCount Integer
Array of

RegisterinstanceSet

Requestid String

4. 761
PN RiEFiltersEifJ e EECH
IRIEFiltersBmfEESA

BATH

POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Type: application/json

it
%8R [ inER ] #Tdis.
¥:8Y: String

ik &
- tag-value

%8R [ REE ] #TdiR.
Z8: String
Wik &

- tag:tag-key
120 [ IFEREN | #1TiEiE, tag-keyEREFIGERIBTEIR,

¥:8Y: String
Wik &

ERltdIES

fiIgn Filter 7 {"Name": "tag:key1", "Values": ["v1", "v2"] } , EIEAFREIRES keyl:v1 B key1:v2 B&E

%o

FE: [{"name":"register-code-id","value":"67c6df82-fa3e-48fb—-9c17-07e3e1e9c2c3"}]

RBE, BiAB 0,
wFIE: 0

IREIEE, BB 20, &=A{EH 100,
wBIE: 10

iR

& SLBEME RYEMED B
wBifE: 10

BIEERILHNS B RIZIR

Registerinstancelnfo

E—i&EK ID, HRBIRERS, SRERBLIEE (EEFREEMEERRERARSR, WXERTS

¥X18 Requestld ) . EMARTHEREIZXIER Requestld,

n: DescribeRegisterInstances

"Filters": [

{

{

"Name": "instance-name",
"Valu s [

"WebServer-01"

]
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1,
"Offset": O,

"Limit":

"Response": {
"TotalCount": 1,
"RegisterInstanceSet":
{

"RegisterCodeId": "dOb
"InstanceId": "rins
"InstanceName": "WebS
"MachineId": "2
"SystemName": "Wind
"HostName": "wel

"LocalIp": "10

"PublicKey":

"Status":
"CreatedTime":
"UpdatedTime":

}

1,

"RequestId": "e:
}

}

P2 IR ESL A DESIE A
R E G DEIRITEEHI

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeRegisterInstances

<AHERSH

{

"InstanceIds": [
"rins-uf673dgi"
1,

"Offset": O,
"Limit": 1

}
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"Response": {
"TotalCount": 1,
"RegisterInstanceSet":
{

"RegisterCodeId": "
"InstanceId": "ri
"InstanceName":
"MachineId": "
"SystemName": "W
"HostName": "w

"LocalIp":

"PublicKey": "

"Status": "Online",
"CreatedTime": "2020-0¢

"UpdatedTime": "

"RequestId": "e2
}
}

5. FREHR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer } SDK FRRHA—EAFE, HEENE—AOZARERENZIRMIFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIRIEXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZLIEIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

.
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6. {EiRG

PATRFIH T O SSiBIEIRXAEIRTD, HthHRImiFER AHEIRE.
IR
InvalidParameterValue.InvalidFilter

InvalidParameterValue.InvalidRegisterIinstanceld

IRIFRE: BR=ItE (It ) BRSEATF

i35
Filter .

FRHIFEEELBIID
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1. gEOiR

EOEKRESZ: tat.tencentcloudapi.com .
EORFEOmSIFS.
AR BRI IRF: 200%/% o

= (EA APl Explorer

API Explorer {2t TTELIAR . ERIIE. SDK KBEMFIRERTIZOSEN . EUTEESXAMBNERABTERLSRURBMER SDK FRRG.

2. mABY

MTERSHIIRMNFIL TIROFERSEMBOLAHLSY, REAHSHGIRN QHERSH,

BHEW Wik ER R
Action = String AHSE, FMEOBYE: DescribeScenes.
Version 2 String ~HSH, XEOE: 2020-10-28,
Region = String AHSY, FRNFEEZEN HEFIE,
%2 1D #48.
FIRiERI LIRS 100,
Scenelds.N & Array of String
SBEAZIFENHEE scenelds flFilters o
RBIE: ["'sc—12345678"]
TERH.
- scene-id — String - E&4&: & - (TiREH) RRZS ID Tk,
Fitters.N - A £ Filt - scene—-name - String - 2&WE: & - (TERMG) KBIFZSSHRIIE.
frers. = rray ofFHler  _ created-by - String - REMSIE: & - (iTREM ) REFSAREDE, BEINSHE TAT, KBRS,

BRiER rilters B ERPA10, Filter.values BIERAS, SHAZIFERTIEE sceneTds FlFilters o
HIE: {"scene-id": "sc-12345678"}

IREIEE, BiAB20, RAEH100, XF Linit WEH—ENEBIESE AP| HNHIEXNG,

Limit ) Int
imi nteger SHIE: 20

Offset = Integer RiZE, BiAB0, XTF offset BEH—ENFBFSE API EHHAIERXNT,

- REIE: O
3. miiaH
BHEW ESic) 3%
HEEHMEREH.

TotalCount Integer SEIE: 1

Array of HSEFETIxR.

SceneSet FBIE: [{"CreatedBy": "TAT", "CreatedTime": "2024-09-23T07:52:26Z", "Sceneld": "sc-r8ct2mkc",

Scene "SceneName": "Windows", "UpdatedTime": "2024-09-23T08:12:27Z2" }]

W—i5EK ID, HRSiRERN, SXERFEE (EHERAEMEERRERERSR, WZRERFTLIRE Requestld ) o ELLT

R tid tri
eques String EREERMZRERA Requestid.

4. =6

IRIFRE: BR=ItE (It ) BRSEATF £8139 #160;
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https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1340/52687#Filter
https://cloud.tencent.com/document/api/213/15688
https://cloud.tencent.com/document/api/213/15688
https://cloud.tencent.com/document/api/1340/52687#Scene
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=DescribeScenes

O BAT

=N EifiEs

BATH

POST / HTTP/1.1
Host: tat.tencentcloudapi.com

Content-Type: application/json

ction: DescribeScenes

HERSH>

"Scenelds": [
"sc-12345678"
1,

"Offset": O,

"Limit": 20

"Response":

"Re stId":

"SceneSet":

(
1

"SceneId": "

5. FREHR
A= APl F&

Sz API & 246 API X, 8%, API Explorer }2 SDK F#ZRHNA—ERIFE, HEENE—ANOSORERBNSRHIFE API RS,

API Inspector

FPiEE APl Inspector EEIEHIGE—SREXE AP RRER, HEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , ZIFSMRIZIES, REESERIER AP,

.

.

.

.

IRIFRE: BR=ItE (It ) BRSEATF

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

ERltdIES
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
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6. $EiRE

PATRFIH T 2O S3iBIEIAXAEIRTD, EMERIBER A=EE

§EIRED

InternalError

InvalidFilter

InvalidParameter
InvalidParameter.ConflictParameter
InvalidParameterValue
InvalidParameterValue.InvalidFilter

InvalidParameterValue.InvalidSceneld

InvalidParameterValue.InvalidSceneName

LimitExceeded.FilterValueExceeded
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (It ) BRSEATF

=

G

iR

PIEREEIR o

TR iR

SHIEIR.

SHR,
SHIMEER.

Filter %

FTRHIHZ 1D,
TRHIARETR

HESH Filter BUEIES
CAMEEEEM o
Multi-Factor Authentication(MFA) i,

Multi-Factor Authentication(MFA) R%F7E.

ERltdIES
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O BHE

FittAxXiEO
TSR

EIEEFATE: 2025-04-25 01:54:41

1. gEOR

EOERES: tat.tencentcloudapi.com

IEORTFER TAT FRiEatbEgix.
RegionState /5 AVAILABLE, fiZFizitt#ii) TAT BAIRSEETMA; KEE, KFzilgl TAT FERSEFTH.

BOMEOERINEIRS): 200%/8

= (EH APl Explorer

API Explorer 2t TTELIAR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNERNSERELSRURBMERN SDK FRRE.

2. a2y
UTERSHSIRVIE TIROBRSHEFBIAHSY, REARSHIIRN 2HiERSHY,
SHEBM Witk B g
Action = String ~HSH, XZEOBYE: DescribeRegions,
Version = String ~HSH, XEOBE: 2020-10-28,
Region = String AHSY, FRFEEZISH higFIE.
3. Hitha%y
SHEM £S5 iR
TotalCount Integer 232;1
RegionSet Arraly of it_ﬁiﬁ{%%?ﬂi . . .
Regioninfo BiE: [{"Region": "ap—guangzhou", "RegionName": "I"}i{", "RegionState": "AVAILABLE" }]

—i5K ID, HIRSIRER, SXERBSEE (HEREEMEERLERERSR, WZKERFLIRE Requestld) .

R tid Stri
eques ning ST EER XA RN Requestld.

4. =
PN EibigsIE
LENATER TAT “RE&iEZ5IE. RegionState J AVAILABLE, izl TAT RARSCETM; KiEE, RFZMGL TAT FERSHFTR

BATH

POST / HTTP/1.1

t.tencentcloudapi.com

Content-Type: application/json

n: DescribeRegions

L bRl
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https://cloud.tencent.com/document/api/1340/52687#RegionInfo
https://console.cloud.tencent.com/api/explorer?Product=tat&Version=2020-10-28&Action=DescribeRegions

{

"Response": {
"TotalCount": 12,
"RegionSet": [

{

"Region":

"ap-guang

"RegionName": "J ",
"RegionState":

I

{

"Region": "ap
"RegionName" :
"RegionState":

by

{

"Region":

n

ap-shanghai",
"RegionName": " LEi§",
"RegionState":

by

{

"Region": "ap-t
"RegionName" :
"RegionState":

by

{

"Region":

"ap-beijing",

"RegionName": "JE=m",
"RegionState":

Ty

{

"Region": "ap-singag S
K",
"RegionState": "AVAILABLE"
br

{

"Region": "na

"RegionName": "l

"RegionName" :

"RegionState":
Ty

{

"Region": "ap

"RegionName" :

"RegionState":
by

{

"Region":

"RegionName" :
"RegionState":

Ty

{

"Region": "a iy,
"RegionName" : "B/R",
"RegionState": "AVAILABLE"
by

{

"Region":

"ap-chongging",

IRIFRE: BR=ItE (It ) BRSEATF




"RegionName": "EBJK",

"RegionState": "AVAILABLE"

"RequestId": "6fb7f£9db-b7da
}
}

5. FRERR
BRE API &

EBifl= API & 2456 API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRMIFE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIREXBN AP ERER, HBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TE&LIEIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
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6. $EiRE

LIFRSIE TR O SZIstEXaER0, EfiERmiEl AHEE0,

]

InternalError
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (It ) BRSEATF

fiik

PIEREEIR

CAMEEREY

Token &

Multi-Factor Authentication(MFA) i3#8,

Multi-Factor Authentication(MFA) Rz,

ERltdIES
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/tat/v20201028/TatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Tat/V20201028/TatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1340/52694#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

IRENECES 2

EIEEHATE: 2025-04-25 01:54:41

1. EOkR

EOiSKIFESE: tat.tencentcloudapi.com .
I EORAFREERER
ERAECIERITRIRS: 200R/%

##ZER API Explorer

2. mAEH

IMTFERSHFIRMNFIL T ROBRSHMBOAHSY, REAHSYSIRR
BHEW Witk %xE
Action = String
Version = String
Region = String

ResourceNames.N = Array of String
3. mtieH
BHEM ESid)
Array of

GeneralResourceQuotaSet GeneralResourceQuotaSet

Requestid String

4. 75
71 Eif"COMMAND","REGISTER_CODE"#&iR

BATH

POST / HTTP/1.1

Host: tat.tencentcloudapi.com

Content-Type: application/

: DescribeQuotas

"ResourceNames": [

"COMMAND",

IRIFRE: BR=ItE (It ) BRSEATF

o1

I

~H2H, XIEOBYE: DescribeQuotas,

>

#H2%, AEORE: 2020-10-28,

%

HEY, FRFRZFN tEs=.

>4

\

FHEEW
&)
- COMMAND: #%

- REGISTER_CODE: $E&sCHliEatig
wfIfE: ["COMMAND"]

fiiR

HRMETI=

ERltdIES

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

FBE: [{"ResourceName": "COMMAND", "ResourceQuotaTotal": 500,

"ResourceQuotaUsed": 27 } ]

K—iEK ID, HRSIHER, SRERMSIRE (EEREEMERERETERS,
NHZRERFSIKE Requestld ) . ERRITHEEIRMHIZRNERE Requestid,
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https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
https://cloud.tencent.com/document/api/1340/52690
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https://cloud.tencent.com/document/api/1340/52687#GeneralResourceQuotaSet
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"RequestId": "321a
"GeneralResourceQuotaSet":
{

"ResourceName": "COMMAND",
"ResourceQuotaUsed": 26,
"ResourceQuotaTotal":

by

{

"ResourceName": "REGISTER_CODE",

rceQuotaUsed": e

-

5. FREHR

ER= APl £&
Bl AP| F& 228 API XH. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—\OSARERBARIRMRFAE AP IS,

API Inspector
FAREE AP Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API K18, BaIFiiE API Explorer B#{TEZIEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfB
ARSI TR OSSR EIRED, HEEN AR,

MissingParameter

ResourceUnavailable.InvalidResourceQuotaResourceCode

IRIFRE: BR=ItE (It ) BRSEATF

@R
BROSHIEIR,

FEENZRSBTIR

ERltdIES
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/tat/v20201028/tat_client.py
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/tat/v20201028/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/tat/v20201028/tat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Tat/V20201028/TatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/tat/src/v20201028/TatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-tat/lib/v20201028/client.rb
https://cloud.tencent.com/document/product/440/6176
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O BHE

SRLH

RIEEHASE: 2025-04-28 01:58:57

AutomationAgentinfo
BB FERHES

#HANTHEOSIA: DescribeAutomationAgentStatus.

E=4 ESic] i35
. SEfIID,
Instanceld String FOUE: ins—tatooyyy
. . Agent fRES .
Version String FEIE: 1.0.19
. . RO BERSE
LastHeartbeatTime Timestamp ISO8601 FOIE: 2023-12-11T07:45:27Z
Agentik7d, BUEEE:
AgentStatus String Online: 7%, Offline: B4
BlE: Online
. . AgentiEfTHiE, BUEERE: Linux: LinuxEflWindows: WindowssLf)
Environment String — .
FBUE: Linux
. Agent ZIFHITNEETIZ .
SupportFeatures Array of String FBIE: ['NEW_FEATURE']
Command
weiEE.

#HaNT#ENOSIA: DescribeCommands.

=t ESid) i

@<ID,

of did Stri
omman ring RFIE: cmd-aaaaaaaa

Caeg =t

CommandName String ifE: cmdname

AR

Description String FHlE: the cmd

Baseb4RmBENGSHE.

Content Stri
onten ring FBIE: bHMgMTIZCmVjaG8ge3tifX0ge3tjfX0=

&8, BYEN SHELL. POWERSHELL. BAT Z2—.

CommandType String FHiE: SHELL

EMITIR.

WorkingDirectory String FBIE: froot

an SiBRdatiEl o

- |
imeout nteger BIE: 60

S eERE, =B YYYY-MM-DDThh:mm:ssZ

Ti .
CreatedTime Timestamp ISO8601 =BIfE: 2021-05-12T02:49:04Z

O EFE, =B YYYY-MM-DDThh:mm:ssZ

UpdatedTime Timestamp ISO8601 =BIfE: 2021-05-12T02:49:04Z

RERRBEEXSHINEE,

EnableP t Bool
nableParameter oolean =EIE: false

IRIFRE: BR=ItE (It ) BRSEATF ££147 #160;R
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O BHE

=t ESiS ik

BEEXSHRIFARE.

DefaultParameters String SFBIE: {"varA": "222"}

BENSHRIBHARE.

Array of w~pE:

DefaultParameterConf  [{"ParameterName":"test01","ParameterValue":"12345","ParameterDescription":"for
test01"}]

DefaultParameterConfs

P niz =
Scenes Array of String ;?ﬂz???ii2345678"]
BOMEIRLIER. ARGSHE, ARPGSHTFHSR,
TBE: {"scenes":["'sc-e22tn6f2"],"cmd_description":{"en":"english description","zh-

cn":"fF3zER", "name—en":"EngName","name—-zh-cn":"#X

#&"},"parameter_description":{},"cmdName":"name","cmdDesc":"desc"}

FormattedDescription String

wmotlEE, TAT RFRAHEGS, USER KRANAGS,

CreatedBy String THIE: TAT

AR S REXRIIRETIR

Tags Array of Tag FEIE: [("Key":"K", "Value":"v"}]

L LTS SHAFSE.

Username String FBIE: root

B Lf&Ef9cos bucket bk,

OutputCOSBucketUrl String & https://BucketName-123454321.cos.ap-beijing.myqcloud.com

BifEcos bucketh B R,

OutputCOSKeyPrefix String SMIE: aa/bblcc

CommandDocument
HOMITIENR.

#aNTF#EOSIA: DescribelnvocationTasks,

E=4 ESidl R
. Base64 HwBEIHITHS .
Content String FBIE: cHdk
c dT Stri YER, BYEMH SHELL. POWERSHELL. BAT Z2—,
ommand lype ring FIfE: SHELL
Timeout Inteaer HERTAYEl. Baf: o
9 wHIE: 60
. . . HITIEE.
WorkingDirectory String SOIE: /root
. HITHER.
Username String FOIE: root
. {R7F LAY COS Bucket #§#%,
OutputCOSBucketUrl String REE: https://[<BFR>-<Appld>.cos.ap-beijing.myqcloud.com
. REREXHS RS
OutputCOSKeyPrefix String FOUE: agent
DefaultParameterConf
BEXSH.

#WANTF#EOSIA: CreateCommand, DescribeCommands, ModifyCommand, RunCommand.

IRIFRE: BR=ItE (It ) BRSEATF ££148 #160:R



O BHS

=t

ParameterName
ParameterValue

ParameterDescription

Filter

String

String

REETEEE, BFREIEER. fIINZRID. &R, KESF

o BEFESAITilterfd, Filteri@IRRENBIES (anD) KR,
o BR—ArilterfFESB P Values, B—FilterFvaluesiBRIERABIE (0R) EFK,

i fiik
_ BYE,
=

2l

il

FFE: name

SHEIAME,

FBIE: value

SHiEi,

FBIE: This is a parameter.

ERltdIES

EDescribeCommandsiEOf rilters Jffl, BERNBEETIHSEMR ( command-name ) 73 “4TENTEER" HHEHSSZEB ( command-type ) A
“POWERSHELL” =t#& “BAT” RY, oI TFsLM:

Filters.0.Name=command-name

&Filters.0.Values.0=}JENT{EEZR

&Filters.l.Name=command-type
&Filters.1.Values.0=POWERSHELL

&Filters.1.Values.1=BAT

#WANTEOSIA: DescribeAutomationAgentStatus, DescribeCommands, DescribelnvocationTasks, Describelnvocations, Describelnvokers,

DescribeRegisterinstances, DescribeScenes.

B ESi
Name String
Values Array of String

GeneralResourceQuotaSet
RAPERSIES.
#WANT#EOSIA: DescribeQuotas,

=2

ResourceName

ResourceQuotaUsed

ResourceQuotaTotal

IRIFRE: BR=ItE (It ) BRSEATF

Wik

HO

HO

ESid

String

Integer

Integer

iy

iyl

iy

ik

BETIENFE.
FE: command-type

FERRIEIEE,
BIE: ["POWERSHELL", "BAT"]

fak
HRENR
EN{E:

- COMMAND: &<
- REGISTER_CODE: $E&sEHliEhtig
=fFE: COMMAND

EERME
~fifE: 200

BEE
BIE: 500
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& BiE

Invocation
WATEDIFS
#ANTFIEOSIA: Describelnvocations.

=3 £ ik

HATIEENID.

Invocationld String FREUE: INV=000XXX

@<ID,

Commandid String FBHE: emd—XXXXXXXX

HATIESKE. BEEE:

- PENDING: & Tk

- RUNNING: &<iafTH

- CANCELLING: BEH

- SUCCESS: @<Hl

- TIMEOUT: &<t

- FAILED: &<$5%XM

— CANCELLED: #<$2aBREH

- PARTIAL_FAILED: #<#B3%EM

- PARTIAL_CANCELLED: #<#Ba3EE
~E: SUCCESS

InvocationStatus String

HITESERTIR.
FBIE: [{"Instanceld":"Ihins—71itimdd","InvocationTaskld":"invt-
bd1w17gx22","TaskStatus":"SUCCESS"}]

Array of

InvocationTaskBasicInfoSet InvocationTaskBasiclnfo

iTiED R .

Description String *BIfE: Test Invocation

WiTENFFIARTE. #8308 YYYY-MM-DDThh:mm:ssZ

StartTime Timestamp [SO8601 FHIE: 2025-03-05T20:07:29Z

WATERNEERATE. X8 YYYY-MM-DDThh:mm:ssZ

EndTime Timestamp 1SO8601 REIE: 2025-03-05T20:07:29Z

WiTiEsnelEERE . #8xXA: YYYY-MM-DDThh:mm:ssZ

CreatedTime Timestamp 1SO8601 FOIE: 2025-03-05T20:07:29Z

WiTiEERAdE. XA YYYY-MM-DDThh:mm:ssZ

UpdatedTime Timestamp 1SO8601 FOIE: 2025-03-05T20:07:29Z

BEXSHEE,

Parameters String FHIE: {"varA": "222"}

EREXSHRIRARIE

DefaultParameters String FOUE: {"varA" 222"}

InstanceKind String T SHISEHIKE, BUEEE: CVM. LIGHTHOUSE,
RBIE: CVM
L EhiTaRSRIERIARSE.

Username String IE: root

ARk,

InvocationSource String - USER: XETHFEMH.
- INVOKER: RiEFEmHIT,
~IfE: USER

baseb4RBIIHBEHE

CommandContent String TIE: cHdk

e~

CommandType String FBIE: SHELL

HiTaR SIS HARTE), AUy

Timeout Integer BIE: 60

IRIFRE: BR=ItE (Ib5R) BRSEAR 2150 #160&R
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O BHE

E=4 ESic) iR
L=\ e
WorkingDirectory String zg:é*??i?ﬂgé
. B EfEfcos bucket i,
OutputCOSBucketUrl String ~ME: https://BucketName-123454321.cos.ap-beijing.myqcloud.com
OutputCOSKeyPrefix String gajgfzzsal/);;l;itﬁhﬂﬁﬁi
InvocationTask
WITIES

WA TF#EOSIA: DescribelnvocationTasks,

=3 £ filk

HiTiEEID,

Invocationld String FRBUE: INV=3000KX

HITESID,

InvocationTaskld String A

@<IDo

Commandid String TBIE: emd-xxxxxxxx

WITESRE, BEEE:

- PENDING: &&Tk&

- DELIVERING: F&#

- DELIVER_DELAYED: #EBTA&

- DELIVER_FAILED: FT&%XM

- START_FAILED: &<$REaiks

- RUNNING: #&<€iafTH

- SUCCESS: #<HiI

- FAILED: @&<HUTEM, HUTRRERAR 0
- TIMEOUT: #&<$#ERt

- TASK_TIMEOUT: ZEFimZInk

- CANCELLING: EUE#H

- CANCELLED: EEUE (#<EMRIFKEE )
- TERMINATED: Erhik (&< HiTEREMSELE )
~fifE: SUCCESS

TaskStatus String

ZHIID,

Instanceld String SBIE: INS—3000000K

PITER,
TaskResult TaskResult FBIE: {"Dropped":0,"ExecEndTime":"2024-11-13T02:10:32Z","ExecStartTime":"2024-11-
13T02:10:32Z","ExitCode":7,"Output":"","OutputUpload COSErrorinfo":"","OutputUrl":""}

PUTIESFARTE], X YYYY-MM-DDThh:mm:ssZ
StartTime Timestamp 1S08601 R WFERAEERE null, RREAZEYNE.
={E: 2025-03-05T20:07:29Z

WITESERME, X8 YYYY-MM-DDThh:mm:ssZ
EndTime Timestamp 1S08601 R WRERAEERE null, RREARZIE™E.
{E: 2025-03-05T20:07:29Z

BUEERTEl, &XH: YYYY-MM-DDThh:mm:ssZ

CreatedTime Timestamp ISO8601 FOIE: 2025-03-05T20:07:29Z

E¥AdiE. X3 YYYY-MM-DDThh:mm:ssZ

UpdatedTime Timestamp 1ISO8601 SIE: 2025-03-05T20:07:29Z

WITIESFrITIIR SiFB.
CommandDocument CommandDocument  =RfIHE:
{"CommandType":"SHELL","Content":"cHdk","OutputCOSBucketUrl":"","OutputCOSKeyPre

IRIFRE: BR=ItE (Ib5R) BRSEAR 2151 #160;
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O BAT

E=4 Sl
Errorinfo String
InvocationSource String

InvocationTaskBasiclnfo
HUTERNES N
W T#EOSIE: Describelnvocations.

E=4 ESic)
InvocationTaskld String
TaskStatus String
Instanceld String
Invoker
HITRIER.

#WUNTF#EOSIA: Describelnvokers,

E=4 £S5l

Invokerld String
Name String
Type String
Commandid String
Username String
Parameters String

IRIFRE: BR=ItE (It ) BRSEATF

filik

HUTESEMBIEIRES
FBE: working_directory not exists

EARkKIR.

- USER: kiEFRAFER.
- INVOKER: RiREFERHIT,
~FE: USER

R

HATIESID,
=& invt-aaaabbbb

HATESRKE . BEEE:

- PENDING: &/&F&

- DELIVERING: Tk

- DELIVER_DELAYED: #ERTA

- DELIVER_FAILED: T&%¥

- START_FAILED: @G<Rak®

- RUNNING: @<$iE{TH

- SUCCESS: #&%<HIh

- FAILED: #<#ifTkl, HiTRBEEAR 0
- TIMEOUT: @<

- TASK_TIMEOUT: ZEFirF I

- CANCELLING: BGEH

— CANCELLED: EBUH ( S<EalRIRKEGH )
- TERMINATED: Efflt ( @<SHiTHAIEwMEGE )
+HIfE: SUCCESS

ZHIID,
=BIHE: ins—aaaabbbb

filiR

Hi788ID,

ENE: ivk—27yagap9
HITEREMR,

FBE: invoker-test

hiTeRsEl . BRINSZH SCHEDULE —#,
~filfE: SCHEDULE

w<ID,
FHHE: cmd-m7uma92n

2] S
FBIE: root

BEXSH.
~EE: {"var": "1"}

ERltdIES
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O BAT

E=4 ESicl
Instancelds Array of String
Enable Boolean

ScheduleSettings

ScheduleSettings

CreatedTime Timestamp ISO8601

UpdatedTime

InvokerRecord
MITERTIER.

Timestamp ISO8601

WA FHEOSIA: DescribelnvokerRecords.,

E=4 ESic]

Invokerld String

InvokeTime Timestamp ISO8601

Reason String

Invocationld String

Result String
Regioninfo
HEIRBEANIEHER

#aNT#ENOSIA: DescribeRegions.

=4 ESic)
Region String
RegionName String
RegionState String
RegisterCodelnfo

IRIFRE: BR=ItE (It ) BRSEATF

iR

g

SEFIIDFIR
FBHE: ["ins—yx05ky8;j"]

HTERRERA,
BIE: true

hiTERAETH . AITRSRELFER,

BIEERTEl, & YYYY-MM-DDThh:mm:ssZ

~fIfE: 2021-08-30T06:42:02Z

{eeRdiEl, #&=XH: YYYY-MM-DDThh:mm:ssZ

~EIE: 2021-08-30T06:42:02Z

filik

Hi7E8ID,
FBIE: ivk-b7s3qga5l

Hhi7hdiE, #xXA: YYYY-MM-DDThh:mm:ssZ

=~BE: 2021-10-30T00:00:00Z

HITRE

+BI{E: start an invocation at scheduled time.

@SHITID,
FBHE: inv-4ybg8gmj

RER

- PENDING: & Tk

- RUNNING: #&<€iafTH

— CANCELLING: BYEH

- SUCCESS: #@<HkIh

- TIMEOUT: #&<$#EnRt

- FAILED: &<k

— CANCELLED: #<2aBELH

- PARTIAL_FAILED: #&<8aB53%M

- PARTIAL_CANCELLED: #<#&B53EUHE
~ffE: SUCCESS

MisEZFR, BN, ap—guangzhou

BIfE: ap—guangzhou
MbdsgHER , BIaN: M

RBE: T

MFREAARE,
~fIfE: AVAILABLE

AVAILABLE tt%&®H, UNAVAILABLE &% ®H.

ERltdIES
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O BAT

EMEER.

#HANT#EOS|MA: DescribeRegisterCodes.

=3

RegisterCodeld

Description

InstanceNamePrefix

RegisterLimit

ExpiredTime

IpAddressRange

Enabled

RegisteredCount

CreatedTime

UpdatedTime

B

String

String

String

Integer

Timestamp ISO8601

String

Boolean

Integer

Timestamp ISO8601

Timestamp ISO8601

Registerinstancelnfo

EMEBIER .

#HINT#EOSIA: DescribeRegisterinstances,

=3

RegisterCodeld

Instanceld

InstanceName

Machineld

SystemName

HostName

Locallp

bS]

String

String

String

String

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

filk

FEMRESID,
FHIE: dOb7xxxx—abxx-40x9-898x-44c9f508axxx

EAREBHEA .
THE: LEMBRATFERTESS.

EMRSEBIZIREIE .
RBIE: register—test

ZiE B A VFEMAISEEIEE o
wBE: 100

ZEMEANSHARTE, RIR 1ISO8601 tnEExR, FEFEMA UTC AtE.
#&xXA: YYYY-MM-DDThh:mm:ssZ.

R FERAEERE null, XREAZEYE,

=E: 2023-09-07T13:13:29Z

iZiEMRBiRFItat_agentREEMIpAddressRangeFrifid 22w O T o
=E: 133.12.234.0/24

ZEMEEETH.
TBUE: true

ZEMEEEMEE .
FBIE: 10

JEMRRSEIERTIE, #RER 1SO8601 tmiERR, FHREA UTC Afid,
#BxH: YYYY-MM-DDThh:mm:ssZ,

R IFEBRTEGRE null, RENFEERE.

fE: 2023-12-01 00:00:00

EMBRIE—XEHAYE, KR 1SO8601 xRz, FHEFEA UTC B,
#XA: YYYY-MM-DDThh:mm:ssZ.

R WFERAAERE null, RREAZIERE.

5E: 2023-12-01 00:00:00

fEik

FEMBID,
FBHE: dOb7xxxx—abxx—-40x9-898x-44c9f508axxx

FEEXHID.
FHUE: rins—8d5cxxxx

BEELHIZ,
TBIE: register—test

#N=8ID,
RBHE: 00xXXXX—0FXX—XXXX—XXXX—3395TXXXXXXX

5B, BUE: Linux | Windows,
FHUE: Linux

EMNE.
FHE: VM-0-01-ubuntu

ARIP,
~fE: 10.0.0.1

ERltdIES
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O BAT

=t

PublicKkey
Status

CreatedTime
UpdatedTime

Tags

Scene
BRI,

bS]

String

String

Timestamp 1ISO8601

Timestamp ISO8601

Array of Tag

#ANT#EO51A: DescribeScenes.,

721D,
- =
Sceneld String = THIE: sc-12345678
AREM.
- A=
SceneName String = TEIE: IEgiFE
mSelEE.
CreatedBy String & - TAT: Atz
FOIE: TAT
CreatedTime String &
UpdatedTime String g
ScheduleSettings
BAITEIRE

g

2o

ROME: ————

FERE.

BEGIN RSA PUBLIC KEY————- \NXXXXX...

IREIONline R REFIEREITE, REOfflineRREHIFKITE .
ZfE: Online

glEERdiE, #xXH: YYYY-MM-DDThh:mm:ssZ
E: 2025-03-05T20:07:29Z

LREFRRTE, BB YYYY-MM-DDThh:mm:ssZ
E: 2025-03-05T20:07:29Z

e

FE: [{"name": "owner",

value

zhang san"}]

glEERdiE, #xXH: YYYY-MM-DDThh:mm:ssZ
TBHE: 2021-05-12T02:49:04Z

E#AE, #&xXH: YYYY-MM-DDThh:mm:ssZ
TBHE: 2021-05-12T02:49:04Z

#HINTF#EOSIA: Createlnvoker, Describelnvokers, Modifylnvoker,

=3

Policy

Recurrence

InvokeTime

Tag
i

ESi

String

String

Timestamp ISO8601

IRIFRE: BR=ItE (It ) BRSEATF

Witk

HO

iyl

iR
HiTRRE:

- ONCE: BT

- RECURRENCE: AT

aBIfE: ONCE

ERltdIES

fit &z Crontab Fixz{, Policy 73 RECURRENCE B}, HBEEEIFER. Crontab ZILR=ATIE/E

afBIfE: 001**

TR TXNTTANE. Policy 5 ONCE B, REEELFER,

RiEigX: YYYY-MM-DDThh:mm:ssZ
=BE: 2021-09-01T00:00:00+08:00
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O BAT

ERltdIES

#WANTEOSIA: CreateCommand, DescribeCommands, DescribeRegisterinstances, RunCommand.

E=4d ESic]
Key String
Value String
TaskResult
ESER.

#WANTIEOSIA: DescribelnvocationTasks.

E=4 ESid)

ExitCode Integer

Output String
ExecStartTime Timestamp ISO8601
ExecEndTime Timestamp ISO8601
Dropped Integer

OutputUrl String
OutputUploadCOSErrorinfo String

IRIFRE: BR=ItE (It ) BRSEATF

Witk ik

=
=

HO

IRER,
BIE: tag-key

REE,
BIE: tag-value

iR

S HITEXItCode,
~EIE: O

Baseb64mBENGSHL . RAKE24KB,
TBIE: aGVsbG8sd29ybGQ=

o MITFARTE, #XB: YYYY-MM-DDThh:mm:ssZ
R WFERAAERE null, RRIAZIEHE.
IE: 2025-03-05T20:07:29Z

WEOWMITERMIE. XA YYYY-MM-DDThh:mm:ssZ
R WFERAEERE null, RREAZIEHE.
fE: 2025-03-05T20:07:29Z

S REMHRETIF .
THIE: 100

BETEcosHfgtthiit
FBHE: https://BucketName-123454321.cos.ap—-beijing.myqgcloud.com

B EfscoshiBiRER .
BIE: Failed to upload output to cos
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O BAT

tHIxRTS

mIEE#RASE: 2025-06-11 01:53:11

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APHZOKXMK. fig:

{
"Response": {

"Error":

tials

Error i Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

ERltdIES

could not be validated. Plea check your signature is correct."

L]

BOBT%,

iERLEBAY Authorization AFRBAEIRE,
=L (F=R= API BHEER) .

MFA $8i%.

BRFFE. 5 256 RERPREORNSHESRR, INKSES, BSRERBPREES
IEth, EERIRFEEER.

EREH, Timestamp MRSHEABERFEERSH, BEEFRIAEDI SR ERE

[SE

BEEHER. ERTEER, BURBAASNPHESHEEEEESIHETE.
token #iRo

ERKEN . 1ESE CAM HEFILERATIRA

DryRun #{E, KFBEKEEZMINNG, R2S1&7T DryRun 28,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESERN. RBEHR) .

SHEUEEIR,

iBXK body B multipart =52,

IP it FER S g,

IP bt REE B P,

B EERRS o

ROSH.
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O BAT

f5IRG
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS
$5i=tD
AuthFailure
FailedOperation.CVMError
FailedOperation.LighthouseError
InvalidFilter
InvalidParameter.ConflictParameter
InvalidParameter.InvalidUsername

InvalidParameter.ParameterNameDuplicated

InvalidParameterValue.AgentUnsupportedCommandType
InvalidParameterValue.CommandContentinvalid

InvalidParameterValue.CommandNameDuplicated

InvalidParameterValue.ID

InvalidParameterValue.InconsistentID

InvalidParameterValue.Inconsistentinstance

InvalidParameterValue.InstancelsNotRelatedTolnvocation

InvalidParameterValue.InvalidCommandid

InvalidParameterValue.InvalidCommandName

IRIFRE: BR=ItE (Ib5R) BRSEAR

L

FRAFE

BORAFFE.

ERANREED T SRR o

EWSEIL SRR

IP BRS%

EMSIRSA,

iEREBIRHEKN

BRRGA.

BREAE.

BETFE.

BREFTHA.

RESBEEREIA N,

HEIRSERTTA,

RIBIURLE

RMSHER, APSERENNSHLSHER.
BAERSZS

http(s) iERIMHEEIR, 32 GET #1 POST &K,

BOTRSARiEt

B8
CAMZE R [EIEIR
A CVM %M.

@A Lighthouse %M,
TR B

SHMWR,

EBRARE,
SYBWER.
Agent R ZIFItimS3a,
Command RAEEXM .
Command EHES,

ID t8={EEiR

ID #4891, ID HEUERFHERNT—H

EHIERE—H,
ZHIDSHMITERIEX
Commandld T

Command ZHREH .

ERltdIES
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O BAT

$5i=tD

InvalidParameterValue.InvalidContent
InvalidParameterValue.InvalidCronExpression
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Invalidinstanceld
InvalidParameterValue.Invalidinvocationid
InvalidParameterValue.InvalidinvocationTaskld
InvalidParameterValue.Invalidinvokerld
InvalidParameterValue.InvalidOutputCOSBucketUrl
InvalidParameterValue.InvalidOutputCOSKeyPrefix
InvalidParameterValue.InvalidRegisterCodeld
InvalidParameterValue.InvalidRegisterinstanceld
InvalidParameterValue.InvalidSceneld
InvalidParameterValue.lnvalidSceneName
InvalidParameterValue.InvalidTimeFormat
InvalidParameterValue.InvalidUsername
InvalidParameterValue.InvalidWorkingDirectory
InvalidParameterValue.InvokeTimeExpired
InvalidParameterValue.LackOfParameterinfo
InvalidParameterValue.LackOfParameters
InvalidParameterValue.LimitExceeded
InvalidParameterValue.ParameterDisabled

InvalidParameterValue.ParameterinvalidJsonFormat

InvalidParameterValue.ParameterKeyContainsinvalidChar

InvalidParameterValue.ParameterKeyDuplicated
InvalidParameterValue.ParameterKeyLenExceeded
InvalidParameterValue.ParameterNumberExceeded
InvalidParameterValue.ParameterValueNotString

InvalidParameterValue.Range

InvalidParameterValue.SupportParametersOnlylfEnableParameter

InvalidParameterValue.TooLarge
InvalidParameterValue.TooLong
InvalidParameterValue.TooSmall
LimitExceeded.FilterValueExceeded
OperationDenied
ResourceNotFound.CommandNotFound
ResourceNotFound.InstanceNotFound

ResourceNotFound.InvocationNotFound

IRIFRE: BR=ItE (Ib5R) BRSEAR

B8

BEABEH.

Crontab AT -

Filter B

SZHIDFEK
FEERIMITIERNID
FEIERIMITESID.
Invokerld &
OutputCOSBucketUrl T
OutputCOSKeyPrefix £
FTRHEMEZID
FTRRIFEELHID

TXHAS 1D
TRHNFRETR
FHIRSEER o

HP&F&E.
wmIHITREREZE,

TAAREIEEH,

EEAREXSHIEE, BREBEXSHIER.

FKiZfH Parameters 8.
B SHIRE
FERBEEXSHINEE,
2H3E% json string &=,
¥ Key B8IEEFH.
BH Key EE,

S# Key i3,
SYHELS.

2% Value 3E string 28,
SYMECEREZE.
FERBEENSHIEE,
SYEMEITK,
KEBIEIIRH o
SHEYED N

ESHY Filter BUYEEE
RERIEL.

WIREFE,

EHIFREFE,

HATEMRILE

ERltdIES
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$5i=tD
ResourceNotFound.RegisterCodesNotFoundCode
ResourceNotFound.RegisterinstanceNotFoundCode
ResourceNotFound.RoleNotFound
ResourceUnavailable.AgentNotlInstalled
ResourceUnavailable.AgentStatusNotOnline
ResourceUnavailable.CommandInExecuting
ResourceUnavailable.Commandininvoker
ResourceUnavailable.InstanceStateNotRunning
ResourceUnavailable.InvalidResourceQuotaResourceCode
ResourceUnavailable.LighthouseUnsupportedRegion
ResourceUnavailable.UserHasNoQuotaCode
UnauthorizedOperation.AssumeRoleUnauthorized
UnauthorizedOperation.CamAuthFailed
UnauthorizedOperation.InvalidToken
UnauthorizedOperation.MFAExpired

UnauthorizedOperation.MFANotFound

IRIFRE: BR=ItE (Ib5R) BRSEAR

5iR8
EOREEMI
EOREIEMES .
RBREE.
Agent R%Z%,
Agent F&E&.
BEIEERITH,
L OXEMITRS.
IR TFETH.
FEFENERSIR
Lighthouse A SZiRHEERTMIE .
FAPFEHERR
REREREN.
CAMEERRKM o

Token T3 o

Multi-Factor Authentication(MFA) i,

Multi-Factor Authentication(MFA) R%F7E.

ERltdIES
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