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Copyright Notice

©2013-2025 Tencent Cloud. All rights reserved.

The complete copyright of this document, including all text, data, images, and other content, is

solely and exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd.（"Tencent

Cloud"); Without prior explicit written permission from Tencent Cloud, no entity shall

reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this

document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,

and Tencent Cloud will take legal measures to pursue liability under the applicable laws.

Trademark Notice

This trademark and its related service trademarks are owned by Tencent Cloud Computing

(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third

parties mentioned in this document are the property of their respective owners under the

applicable laws. Without the written permission of Tencent Cloud and the relevant trademark

rights owners, no entity shall use, reproduce, modify, disseminate, or copy the trademarks as

mentioned above in any way. Any such actions will constitute an infringement of Tencent

Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal

measures to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as-is details of Tencent Cloud's products and

services in their entirety or part. The descriptions of certain products and services may be

subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types

of Tencent Cloud products and services you purchase and the service standards. Unless

otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied

commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre-sales consultation and technical after-sale

support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Presales Inquiry
Last updated：2025-03-19 20:33:24

You need to consider the following aspects:

In accordance with Order No. 292 of the State Council, <Internet Information Services 

Management Measures>, and Order No. 33 of the Ministry of Industry and Information 

Technology, <Non-commercial Internet Information Services Filing Management Measures>, 

the state implements a licensing system for commercial Internet information services and a 

filing system for non-commercial Internet information services. Those who fail to obtain a 

license or complete the filing process are not allowed to engage in Internet information 

services; otherwise, it is considered illegal. Therefore, domains without completed filings 

cannot use the platform services, please apply for domain registration as soon as possible. 

You can apply through Tencent Cloud Domains . If this is your first filing, you can refer to 

First-time Domain Registration .

Basics

Should I choose the RTMP protocol or GB28181 protocol for cloud 

upload?

From a technical feature perspective: The GB28181 protocol has separate signaling 

streams and media streams, allowing data to be uploaded to the cloud on demand. 

However, the RTMP protocol lacks signaling control, starting cloud uploading immediately 

after platform registration (mostly used for live streaming, typically controlled by desktop 

software; cameras are generally not controlled unless specially adapted, which otherwise 

results in continuous data uploading and significant upstream network consumption).

From a feature perspective: The GB28181 protocol supports panning control/zoom in and 

out, cloud retrieval of local device recordings, etc., which the RTMP protocol cannot 

achieve.

From a practical perspective: Most camera devices, especially mainstream manufacturers, 

now mandatorily support the GB28181 protocol, while fewer devices support the RTMP 

protocol. Therefore, it is recommended to choose based on required capabilities and cost 

considerations.

Why do customers need to provide their own registered and filed domain 

names?

https://cloud.tencent.com/product/domain
https://cloud.tencent.com/document/product/243/37402
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SSL Certificates (SSL Certificates), also known as digital certificates, enable a site to switch 

from HTTP (Hypertext Transfer Protocol) to HTTPS (Hyper Text Transfer Protocol over 

Secure Socket Layer), a secure sockets layer-based encryption version of HTTP for secure 

data transmission. This is a platform strategy aimed at effectively ensuring data transmission 

security.

Support is available as long as the NVR hard disk is configured to store recordings (we call 

these local recordings) using the video playback feature, then it can be accessed for playback 

on the platform side; if IPC cameras are equipped with SD/TF storage cards, they are also 

supported. However, these data are not stored in the cloud.

Note:

The platform generates corresponding real-time/video playback URL addresses for 

each device's video channel. The domain name part of the URL needs to be a 

registered domain in the Chinese mainland provided by the customer to meet the 

requirements of being integrated into the customer platform or cross-platform 

playback.

The platform does not limit the type of domain names; it can be for businesses or 

individuals, and can include wildcard domains (for example, *.ivc.com ).

Why do customers need to upload SSL digital certificates?

Note:

There are no restrictions on the CA institution (issuing organization) for certificates. It 

is recommended to choose the Nginx type. If you do not have a digital certificate, you 

can apply for a free or paid certificate at Tencent Cloud SSL Certificates .

Does the platform support retrieval of device-side recordings?

Note:

Reviewing local device recordings is similar to live preview and will also generate 

upstream and downstream network consumption.

If you want to backup and store local device recordings in the cloud for long-term, 

you can use the Recording cloud migration plan  feature.

Is the time on the camera feed consistent with the timestamp in the 

media stream?

https://cloud.tencent.com/product/ssl
https://cloud.tencent.com/document/product/1344/83409#cd416f59-e13c-4c8e-8506-69fe8e5e7654
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Inconsistency, media streams generally use different encapsulation formats (PS \ FLV, etc.), 

with the encapsulated packets containing timestamp information. However, the timestamps 

are essentially "relative time" commonly used for playback control and audio-video 

synchronization. They are not considered "absolute time" in reality. The camera footage time 

represents the real "absolute time".

Billing

How to understand and calculate concurrent playback channels?

How to estimate cloud storage capacity?
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No, the network billing mode applies to the network consumption of all devices under the 

account. But it can be flexibly switched according to the business scenario. For details, please 

refer to Network Billing Method Switch .

Network billing can flexibly choose between daily peak bandwidth and 

traffic modes. Can these modes be specified for individual devices?

https://cloud.tencent.com/document/product/1344/83445#1ff4a55b-4563-4763-9211-0d14c301c044
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Access and Usage Category
Last updated：2024-08-15 10:02:42

GB28181 Protocol Device Registration Failure - Issue Collection

IPC Camera: Set the device network to Automatic IP Acquisition. Log in to the device's 
configuration interface at [Network > Basic Settings > TCP/IP > check Automatic 
Acquisition].
NVR Hard Disk Recorder: Taking Hikvision NVR as an example, log in to the device's 
configuration interface at [Network Configuration > Basic Settings], change the 
working mode to "Multiple Address Settings", select the LAN port connected to the 
internet, enable automatic IP acquisition, and enable automatic DNS server 
acquisition.

Device Network Configuration Incorrect

Note:

Multiple Address Settings mode means the different network cards of the 

NVR have independent parameters and do not interfere with each other.

Default Route means the device forwards data from the LAN port connected 

to the external network (select the actual LAN port connected to the 

external network as the default route).

The device network uses a directional data card
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IoT devices often use directional data cards. The ISP may block network data sent by 
the device. Therefore, you need to contact the ISP and request them to add the 
platform's IP address to their allowlist to allow communication between the device and 
platform services.

1. 20-bit National Standard Encoding Correspondence Incorrectly Filled

2. Registration Validity Period 3600s, Heartbeat Cycle 60s, Maximum Number of 
Timeouts 3 times.

National Standard Configuration Information Incorrectly Filled

Hikvision Equipment: Both SIP username and SIP User Authentication ID need to 
be filled in with the device code generated by the platform, e.g., 
34020000001320000001

Dahua Equipment: The device number needs to be filled in with the device code 
generated by the platform

Yushi Equipment: Pay special attention to Yushi Equipment, as its configuration 
information differs from other brands. You still need to fill in [National Standard 
Local Configuration] corresponding to the device code generated by the platform. 
For details, please refer to National Standard Configuration Guide for Equipment 
from Different Manufacturers .

Devices do not come with a pre-defined video channel encoding ID; it must be 
manually specified.
It is recommended to modify the platform-generated device code: change the 11th-
13th digits to 131, and sequentially assign the last digit from small to large for each 
channel without repetition. For example: 34020000001310000001, 
34020000001310000002,......

Video Channel Encoding ID was not specified

Note:

Ensure that the video channel encoding ID specified here does not duplicate 

the device code; otherwise, a "Parameter Error" will be prompted.

Having the same video channel encoding ID as other devices does not 

cause a conflict.

Port Configuration Error

Local SIP Port: Must be changed to 5061, 5062, or other port numbers. (Do not use 
the device's default 5060 port, as it is highly likely to be blocked by the router).

https://cloud.tencent.com/document/product/1344/83454#.E7.99.BB.E5.BD.95.E8.AE.BE.E5.A4.87-web-.E7.AB.AF.E8.BF.9B.E8.A1.8C.E9.85.8D.E7.BD.AE
https://cloud.tencent.com/document/product/1344/83454#.E7.99.BB.E5.BD.95.E8.AE.BE.E5.A4.87-web-.E7.AB.AF.E8.BF.9B.E8.A1.8C.E9.85.8D.E7.BD.AE
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Cameras generally have three stream types (main, sub, and third stream). You can select in 

the device's national standard configuration page -> "28181 Stream Index" (taking Hikvision 

devices as an example). However, some devices do not support this; it is recommended to 

upgrade to the latest firmware version first. If still unsupported, consult the manufacturer.

Heartbeat Cycle (60 seconds) * Maximum Heartbeat Timeout Count (3) = Offline Detection 

Time (180 seconds). If the platform does not receive heartbeat signals within the "Offline 

Detection Time," the platform will determine the device is offline. Possible reasons include 

power outage or anomaly of the device, network interruption, or severe packet loss due to 

poor network quality.

The domain name provided by the customer is used to generate the playback stream URL 

address, and is only used for real-time preview, local recording playback, and cloud recording 

playback; the domain name for API call requests is for the product service domain name. For 

details, please refer to Common Request Headers .

Transfer Protocol: Refers to the signaling transfer protocol. If this configuration is 
available on the device configuration page, TCP Protocol must be selected 
(National Standard Protocol - Signaling uses the SIP session initiation protocol, 
which is based on UDP transfer. UDP traffic is subject to more restrictions in 
certain network environments)

How to choose the main/substream for devices to upload to the cloud 

through the GB28181 protocol?

What is the platform's basis for determining that the device is offline 

when using the GB28181 protocol?

What is the difference between the domain name provided by the 

customer for recording and the domain name for API call requests?

https://cloud.tencent.com/document/product/1344/95955
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CBR (Constant Bit Rate) and VBR (Variable Bit Rate) are both bitrate control methods in video 

encoding, and their choice depends on different scenario requirements:

Therefore, the choice between CBR and VBR depends on the specific scenario requirements.

When the dome camera rotates, the pixels in the image change more significantly than in a 

static state, generally causing the bitrate to increase. If the device's uplink bandwidth is tight, 

the instantaneous increase in bitrate will increase transmission pressure. Using UDP for 

streaming may lead to packet loss causing screen tearing, while using TCP may result in 

stuttering.

The platform console live preview supports 4/9/16 split screens, but our player is within a web 

browser environment. Due to limited decoding performance, we have imposed restrictions 

When H.265 playback is detected or if all videos are H.265 encoded, a maximum of 4 split 

screens can be played concurrently. If all videos are H.264 encoded, there is no restriction on 

split screens.

The recording download format supports MP4 and TS, with a maximum single download time 

of 1 hour. The current console supports download timing to the minute level, while the 

interface supports timing to the second level.

The platform converts the format of the cloud-uploaded data uniformly to TS format (i.e., 

generating .ts slice files).

Using the recording schedule feature to pull streams to the cloud, the default slicing duration 

is 20 seconds per slice, and the path format is stored in the COS bucket as 

When uploading data to the cloud, how does the device choose between 

configuring Constant Bitrate (CBR) and Variable Bitrate (VBR)?

CBR: The data transmitted per second is fixed, which means the data transmission will 

maintain the same bitrate even if the video content changes. It is suitable for scenarios 

where network bandwidth is limited but video quality needs to be ensured.

VBR: It can automatically adjust the bitrate according to the complexity of the video 

content, reducing the bitrate for simpler content and increasing it for complex content, 

thereby achieving optimal video quality. It is suitable for scenarios with sufficient network 

bandwidth.

PTZ Control_Why does the screen stutter or become unclear during 

dome camera rotation, but return to normal after the rotation stops?

Why can the console live preview only display four split screens?

Can the recording download be accurate to the second?

What is the format of the data dump? Can the duration be set?
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Year/Month/Day/Hour/Minute.

Using the recording schedule feature to pull streams to the cloud, it is then converted to TS 

slices stored in the COS bucket format: 

planid/channelid/year/mon/day/hour/starttime-endtime.ts

For example, the path of a complete slice:

f610fbb1xxxxxxxxxxd212359b928b/7f7a3f2b-fxx0-4xxae-821e-

9b8xxxx6e7d816/2022/09/05/14/1662360473178-1662360473188.ts

Both are transport layer protocols in the OSI network model. The difference is: TCP is 

connection-oriented, establishing a connection through a three-way handshake and 

disconnecting with a four-way handshake. It ensures error-free, no loss, and sequential 

arrival of data through timeout retransmission, data validation, etc.; while UDP is 

connectionless, meaning it transmits data without establishing a connection first, resulting in 

faster transmission but unreliable delivery, including potential loss and duplication.  

Suggested choice: If the device supports TCP protocol for media stream transmission, it 

should be prioritized.  Due to potential transmission instability in the internet network, using 

UDP protocol may result in packet loss, causing video distortion; in practice, some devices 

experience floating stream phenomenon (the server has stopped receiving stream, but the 

device end continues streaming) when using UDP, leading to invalid data occupying the uplink 

network bandwidth and increasing device performance pressure.

Device ID and Device Code are two distinct concepts:

What is the specific path for data dump?

planid: The ID of the recording schedule (generated by the platform).

channelid: The video channel ID (generated by the platform).

starttime-endtime: Start time and end time, in UTC timestamp format, accurate to the 

second.

Which transmission protocol should be selected for media stream to the 

cloud, TCP or UDP?

What is the difference between Device ID and Device Code?

Device ID: Also known as Device Identifier, it is a unique string generated by the platform to 

identify a specific device, the field in the interface is DeviceId (mainly used in API 

invocation)

Device Code: It is a device serial number assigned by the platform according to different 

device types. For example, the national standard protocol device has a 20-digit number 

code, while an RTMP device has a 10-character string code. The field in the interface is 

Code (mainly displayed on the page)


