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@ HE\.L;HE BB A NE

API| X#3
SFiHE

RIEEFATE: 2025-04-08 01:20:58

B 28 R&T

A#uhtiE: 2025-04-08 01:20:55
AREGBETUTHS:
MEEHINHE,

RsiEO:

« CreateQos
« DeleteQos
» DescribeQos

IR ERLAS

- Capacity

» Context

« DestAddressinfo

+ Devicelnfo

« ExpectedThreshold
» NetworkData

« SrcAddressinfo

827 &/

A#uhtiE: 2025-02-19 01:50:33
AREBEBETUTAS:
ECHRINME,

#higEO:

« DownloadActiveDeviceCount
» GetActiveDeviceCount

IEERE:

» ActiveDeviceList

% 26 X&®

RfAtiE: 2025-02-11 01:46:01
RREHBEETIUTAR:
MECHRINE,.

(EEEiREa:

« FlowDetails
o EMRER: NetDetails, Deviceld, MaxValue, AvgValue, TotalValue

IRIRERE: BR=ITE (1bF) BRSEAE 555 #1195


https://cloud.tencent.com/document/api/1385/116202
https://cloud.tencent.com/document/api/1385/116201
https://cloud.tencent.com/document/api/1385/55846#ActiveDeviceList
https://cloud.tencent.com/document/api/1385/55846#FlowDetails

@ ﬁﬁfﬂﬁ EREEIME

58 25 X&f

#AHIE: 2025-01-0101:23:28
FREHESTIUTRS:

HE BRI,

IR

» DeviceNetInfo
o BMM&E: DownRate, UpRate

B 24 %56

A#htiE: 2024-12-30 01:46:00
AREGEETUTHRE:
ECHRINME,

mT&En:

« CreateQos
» DeleteQos
» DescribeQos

B 23 R&®

£THE: 2024-08-23 01:55:12
RREHAATATHE:
MBS,

IR

» DeviceBaselnfo
o ¥mERk5: Sn, Vendor

8 22 RE®

&RAEdiE: 2024-08-15 02:00:04
RREGEETUTHRS:
IECHIINME,.

migiEO:

« OrderPerLicense

821 R&%®

&Zmidia: 2024-07-22 01:55:24
FREGEBETUTHA:
MECHRINE,.

higEO:

« AddL3Conn

IRIRERE: BR=ITE (1bF) BRSEAE 586 195


https://cloud.tencent.com/document/api/1385/55846#DeviceNetInfo
https://cloud.tencent.com/document/api/1385/55846#DeviceBaseInfo
https://cloud.tencent.com/document/api/1385/109988
https://cloud.tencent.com/document/api/1385/109052

@ Hﬁfﬂﬁ ERBANME

» DeleteL3Conn

» GetL3ConnList
« UpdateL3Cidr

« UpdateL3Conn
« UpdateL3Switch

IBEIRES:

« L3Conninfo

8 20 k&

RfAtiE: 2024-07-11 01:20:22
AREGBETUTHRS:
MECERNHE,

#higiEO:

« AddGroup

+ DeleteGroup

» GetFlowStatisticByRegion
« GetGroupDetail

» GetGrouplList

« GroupAddDevice

« GroupDeleteDevice

« SetNotifyUrl

« UpdateGroup

fEegizn:

« AddDevice

o ¥HEAZ: FlowTrunc
« UpdateDevice

o ¥MEAZ: FlowTrunc

B ERES:

« Grouplnfo

(B iR

 ActivateHardware

o ¥mEpk&: FlowTrunc, Deviceld
« DeviceBaselnfo

o #EMR: FlowTrunc
» Hardwarelnfo

o ¥MZR%R: FlowTrunc

$19 X&®

RftiE: 2024-05-28 01:54:57
KREBEETIUTAS:
MEEHINE,

IRIFRE: BR=ItE (It ) BRSEATF 587 195


https://cloud.tencent.com/document/api/1385/109051
https://cloud.tencent.com/document/api/1385/109050
https://cloud.tencent.com/document/api/1385/109049
https://cloud.tencent.com/document/api/1385/109048
https://cloud.tencent.com/document/api/1385/109047
https://cloud.tencent.com/document/api/1385/55846#L3ConnInfo
https://cloud.tencent.com/document/api/1385/108542
https://cloud.tencent.com/document/api/1385/108541
https://cloud.tencent.com/document/api/1385/108540
https://cloud.tencent.com/document/api/1385/108539
https://cloud.tencent.com/document/api/1385/108538
https://cloud.tencent.com/document/api/1385/108537
https://cloud.tencent.com/document/api/1385/108536
https://cloud.tencent.com/document/api/1385/108535
https://cloud.tencent.com/document/api/1385/108534
https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/80478
https://cloud.tencent.com/document/api/1385/55846#GroupInfo
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://cloud.tencent.com/document/api/1385/55846#DeviceBaseInfo
https://cloud.tencent.com/document/api/1385/55846#HardwareInfo

O BHS

higEO:

« GetFlowAlarminfo
« GetFlowStatisticByGroup

$18 X&H

AmAEdiE: 2024-04-12 01:19:07

RREGEETUTHRE:
MEEHINE,
feeiznO:

« AddDevice

o ¥MEAZ: LicensePayMode, GroupName, Groupld
» GetFlowStatistic

o ¥HEAZ: DevicelList
» GetStatisticData

o ¥mEBAZ: Devicelist, Groupld
« OrderFlowPackage

o ¥HEAZ: FlowTruncFlag

(EEEiREa:

» ActivateHardware
o ¥ZmkR: LicensePayMode, Groupld, GroupName
« DeviceBaselnfo
o ¥mZpk&: LicensePayMode, Payer, Groupld, GroupName
« DeviceDetails
o {BMIRER: GatewaySite, BusinessDownRate, BusinessUpRate
» FlowPackagelnfo
o ¥mERk&: TruncFlag, CapacityRemainPrecise
« Hardwarelnfo
o #Zm5: LicensePayMode, Payer, Groupld, GroupName

ZRRENE

o {EMEER: Deviceld, DeviceName, ActiveTime, LastOnlineTime, Description, VendorDescription, LicenseChargingMode,

CreateTime, SN
« VendorHardware
o ¥Zmk&: LicensePayMode, Payer

o {EMEER: Hardwareld, SN, CreateTime, Status, ActiveTime, Description, Deviceld, LicenseChargingMode,

LastOnlineTime

B17 R&®

&RfAtiE: 2024-03-0101:20:25

KREGEETUTHRS:
MEEEIIHE,
EedEn:

« AddDevice

o ¥MEBAZE: AccessScope
» GetFlowStatistic

IRIRERE: BR=ITE (1bF) BRSEAE

£58 #195m


https://cloud.tencent.com/document/api/1385/106608
https://cloud.tencent.com/document/api/1385/106607
https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/80486
https://cloud.tencent.com/document/api/1385/80479
https://cloud.tencent.com/document/api/1385/102108
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://cloud.tencent.com/document/api/1385/55846#DeviceBaseInfo
https://cloud.tencent.com/document/api/1385/55846#DeviceDetails
https://cloud.tencent.com/document/api/1385/55846#FlowPackageInfo
https://cloud.tencent.com/document/api/1385/55846#HardwareInfo
https://cloud.tencent.com/document/api/1385/55846#VendorHardware
https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/80486

@ HE\.L;HE BB A NE

o ¥HEAZ: AccessRegion, GatewayType
« GetMultiFlowStatistic

o FEAZ: AccessRegion, GatewayType
« GetNetMonitor

o FEAZ: GatewayType

o ¥MBHZ: AccessRegion
» GetStatisticData

o ¥MBAZ: AccessRegion, GatewayType

(EeEiRE:

» ActivateHardware
o ¥mEpk&: AccessScope
« DeviceBaselnfo
o ¥mErk&: AccessScope
« FlowPackagelnfo
o ¥ZRR: CreateTime, ModifyStatus

B 16 Xkt

H7RHE: 2024-02-26 01:19:32
KXEHBEETIUTAR:
MEEBRIE,

Eegizn:

» OrderFlowPackage
o FiEAZE: AutoVoucher, Voucherlds

£ 15 X&®

A#mAEdiE: 2023-12-01 01:19:47
RREHAETATRE:
BEEAHHIH.

SN

« GetDevicePayMode

« GetFlowPackages

« ModifyPackageRenewFlag
» OrderFlowPackage

RIS ERSS:

« DevicePayModelnfo
« FlowPackagelnfo

$14 R&®

RTAtiE: 2023-11-28 01:19:46
RREGEETUTHRS:
MEEBIINHE,

IRIRERE: BR=ITE (1bF) BRSEAE 589 #1195


https://cloud.tencent.com/document/api/1385/86864
https://cloud.tencent.com/document/api/1385/101384
https://cloud.tencent.com/document/api/1385/80479
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://cloud.tencent.com/document/api/1385/55846#DeviceBaseInfo
https://cloud.tencent.com/document/api/1385/55846#FlowPackageInfo
https://cloud.tencent.com/document/api/1385/102108
https://cloud.tencent.com/document/api/1385/102111
https://cloud.tencent.com/document/api/1385/102110
https://cloud.tencent.com/document/api/1385/102109
https://cloud.tencent.com/document/api/1385/102108
https://cloud.tencent.com/document/api/1385/55846#DevicePayModeInfo
https://cloud.tencent.com/document/api/1385/55846#FlowPackageInfo

@ AT ERBANME

FhigEO:

» ActivateHardware

« AddHardware

» GetHardwarelList

» GetVendorHardware
« UpdateHardware

IEERE:

» ActivateHardware
« Hardware

« Hardwarelnfo

» VendorHardware

F13 R&®

£7EHE: 2023-11-08 01:53:44
FREHEATATHE:
BEEAHHIH.

SN

+ GetNetMonitor

IBERE:

* MonitorData
» SlotNetinfo

F12 5%

A#htiE: 2023-08-01 01:32:11
FREHEETUTRS:
HECHIXE,

fEedEn:

« GetDevices
o ¥HEAZ: DeviceType

BN XE®

£THIE: 2023-02-24 01:20:12
FREHEETATRE:
BEEHHIH.

srEEn:

« GetMultiFlowStatistic

BRSNS

» FlowDetails

IRIFRE: BR=ItE (It ) BRSEATF 5510 #1953,


https://cloud.tencent.com/document/api/1385/101985
https://cloud.tencent.com/document/api/1385/101984
https://cloud.tencent.com/document/api/1385/101983
https://cloud.tencent.com/document/api/1385/101982
https://cloud.tencent.com/document/api/1385/101981
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://cloud.tencent.com/document/api/1385/55846#Hardware
https://cloud.tencent.com/document/api/1385/55846#HardwareInfo
https://cloud.tencent.com/document/api/1385/55846#VendorHardware
https://cloud.tencent.com/document/api/1385/101384
https://cloud.tencent.com/document/api/1385/55846#MonitorData
https://cloud.tencent.com/document/api/1385/55846#SlotNetInfo
https://cloud.tencent.com/document/api/1385/80480
https://cloud.tencent.com/document/api/1385/86864
https://cloud.tencent.com/document/api/1385/55846#FlowDetails

@ AT ERBANME

B 10 XR&H

&RAEdiE: 2023-02-23 01:43:45
RXERBEETIUTAR:
IECHIINE,

(EEEiREa:

» DeviceDetails

o FiZpk5R: GatewaySite, BusinessDownRate, BusinessUpRate
+ DeviceNetInfo

o ¥ZRk5R: DownRate, UpRate

89 X&E

BRI 2022-11-17 11:16:37
RREHLATATHE:
BEEHHIH.

SN

« CreateEncryptedKey
« GetPublicKey

88 X&k®

A#mAdiE: 2022-11-17 06:34:55
KREBEETIUTAR:
MECHERINE,

fzeszn:

« AddDevice

o ¥mEAZ: Encrypted
o FiiZHS: Signature

BTRE®

A7AdiE: 2022-09-14 20:21:28
FREHEETUTRS:
HEBHIXHE,

#higEO:

» GetFlowStatistic

B ERES:

» NetDetails

86 X&%

AmAdiE: 2022-09-14 15:06:36

IRIRERE: BR=ITE (1bF) BRSEAE 11 #1953,


https://cloud.tencent.com/document/api/1385/55846#DeviceDetails
https://cloud.tencent.com/document/api/1385/55846#DeviceNetInfo
https://cloud.tencent.com/document/api/1385/83048
https://cloud.tencent.com/document/api/1385/83047
https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/80486
https://cloud.tencent.com/document/api/1385/55846#NetDetails

@ HE\.L:HE ERRENE

RREGEETUTHRS:
MEEBIIMHE,
migiEO:

« AddDevice

« DeleteDevice

« GetDevice

« GetDevices

- GetStatisticData
« UpdateDevice

B ERES:

» DeviceBaselnfo
« DeviceDetails
« DeviceNetInfo
« UpdateNetinfo

B 5XE®

£THIE: 2022-02-2108:09:33
RREHLATUATHE:
BEEHHIH.

fEREn:

« CreateQos
o FiBAZE: Context, Extern

IS ERSE:

» Context
« ExpectedThreshold
« NetworkData

8B4 X%E%®

£7E: 2021-09-29 08:07:33
FREHLATUATHE:
BEEHHIH.

srEEn:

» DescribeQos

B3INRE®

£7ERTE: 2021-09-27 08:14:04
AREGAETIUTHE:
MEEHIINHE.

EedEn:

IRIRERE: BR=ITE (1bF) BRSEAE 12 #1953,


https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/80482
https://cloud.tencent.com/document/api/1385/80481
https://cloud.tencent.com/document/api/1385/80480
https://cloud.tencent.com/document/api/1385/80479
https://cloud.tencent.com/document/api/1385/80478
https://cloud.tencent.com/document/api/1385/55846#DeviceBaseInfo
https://cloud.tencent.com/document/api/1385/55846#DeviceDetails
https://cloud.tencent.com/document/api/1385/55846#DeviceNetInfo
https://cloud.tencent.com/document/api/1385/55846#UpdateNetInfo

@ AT ERBANME

» CreateQos
o ¥MEAZ: Protocol

B2XE®

&ZfitiE: 2021-07-22 08:00:32
RREGEETUTHRS:
MEEEIIHE,

Eegizn:

» CreateQos
o ¥MEAZ: Templateld

B1X%®

&fltiE: 2021-05-17 08:00:05
KXEHBEETIUTAR:
MEEEIHE.

FhigEO:

» CreateQos
» DeleteQos

FIBRIRE:

« Capacity

« DestAddressinfo
+ Devicelnfo

» SrcAddressinfo

IRIFRE: BR=IE (16F) BREEAR 513 #1953,
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IEEFRAE: 2025-04-25 01:45:05

ZMBEME (Multiple Network Acceleration ) NAZEEMEREHAR, TSI MEXEEERE, BEIIMI—NXHNEZEE, 2HEM
BE. RiE., HEEANMEIRS. FRsE5G6/4AG/WAN/Wi-Fi/BE2SS£RIME, ABhisFHMT I inSLEHE MRS

IRIRERE: BR=ITE (1bF) BRSEAE 514 #1953,



O BAS
AP| {8

RIEEFATE: 2025-04-08 01:20:58

EMFESINEHEXED

e { W
ActivateHardware
AddDevice
AddGroup
AddL3Conn
GroupAddDevice
GroupDeleteDevice
AddHardware
CreateEncryptedKey
DeleteDevice
DeleteGroup
DeleteL3Conn
GetDevice
GetGroupDetail
GetDevices
GetGroupList
GetL3ConnList
GetFlowStatistic
GetFlowStatisticByGroup
GetFlowStatisticByRegion
GetHardwareList
GetMultiFlowStatistic
GetNetMonitor
GetPublicKey
GetStatisticData
GetVendorHardware
UpdateDevice
UpdateGroup

UpdateL3Cidr

IRIFRE: BR=ItE (Ib5R) BRSEAR

#EOIhaE
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ITERE
IRENENERN
MirRiRE

fpRs4E
pillE3=pe |
IRENRFIFMER
RS EEFMER
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IRERS3 RS
IREREEHINIZIZE
IREEERERTTEUE
RER & ARSI RER TR
R R GIRESIE R E R T 8RR
IREV EORE SR
HERWigFRERIT
REUREMIRER
IRERAEA
THRAERITERE
KA BRI
EHRE
EMDARER

EEEMNCIDR

SAERIRS (RIS )
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20
20
20
20
20
20
20
20
20
20
20
20
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20
20
20
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20
20
20
20
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20

ZRRENE

5515 #1953,


https://cloud.tencent.com/document/api/1385/101985
https://cloud.tencent.com/document/api/1385/80483
https://cloud.tencent.com/document/api/1385/108542
https://cloud.tencent.com/document/api/1385/109052
https://cloud.tencent.com/document/api/1385/108537
https://cloud.tencent.com/document/api/1385/108536
https://cloud.tencent.com/document/api/1385/101984
https://cloud.tencent.com/document/api/1385/83048
https://cloud.tencent.com/document/api/1385/80482
https://cloud.tencent.com/document/api/1385/108541
https://cloud.tencent.com/document/api/1385/109051
https://cloud.tencent.com/document/api/1385/80481
https://cloud.tencent.com/document/api/1385/108539
https://cloud.tencent.com/document/api/1385/80480
https://cloud.tencent.com/document/api/1385/108538
https://cloud.tencent.com/document/api/1385/109050
https://cloud.tencent.com/document/api/1385/80486
https://cloud.tencent.com/document/api/1385/106607
https://cloud.tencent.com/document/api/1385/108540
https://cloud.tencent.com/document/api/1385/101983
https://cloud.tencent.com/document/api/1385/86864
https://cloud.tencent.com/document/api/1385/101384
https://cloud.tencent.com/document/api/1385/83047
https://cloud.tencent.com/document/api/1385/80479
https://cloud.tencent.com/document/api/1385/101982
https://cloud.tencent.com/document/api/1385/80478
https://cloud.tencent.com/document/api/1385/108534
https://cloud.tencent.com/document/api/1385/109049

O BAT

#ZOSM

UpdateL3Conn
UpdateL3Switch
UpdateHardware
OrderFlowPackage
OrderPerLicense
GetFlowAlarminfo
ModifyPackageRenewFlag
SetNotifyUrl
GetFlowPackages
DownloadActiveDeviceCount
GetActiveDeviceCount

GetDevicePayMode

A EE:

M LSS OSRERIREIHE S arT + BN + FWS , BXBAESHPSE: AP SIZIRERA

IRIFRE: BR=ItE (It ) BRSEATF

ZOThEE
EFEEAN ST
(EREBHINIFF %
EHEHHER
ITERER
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BEfREREER
(E2iRE B BEEIRR
RERAFRESEER
REURERTIE
THERRSEHERIT
EIRIgEHERT
IREVS R (T ERIE

ZRRENE

STERPRE (RS )
20
20
20
20
20
20
20
20
20
20
20

20

5516 #1953,


https://cloud.tencent.com/document/api/1385/109048
https://cloud.tencent.com/document/api/1385/109047
https://cloud.tencent.com/document/api/1385/101981
https://cloud.tencent.com/document/api/1385/102108
https://cloud.tencent.com/document/api/1385/109988
https://cloud.tencent.com/document/api/1385/106608
https://cloud.tencent.com/document/api/1385/102109
https://cloud.tencent.com/document/api/1385/108535
https://cloud.tencent.com/document/api/1385/102110
https://cloud.tencent.com/document/api/1385/116202
https://cloud.tencent.com/document/api/1385/116201
https://cloud.tencent.com/document/api/1385/102111
https://cloud.tencent.com/document/product/1278/109059

@ HE\.L:HE ERRENE

AR
5 K5

RIEEFHATE: 2025-05-21 01:24:55

1. BRSsitht

AP| ZisshiEbsiEN , Ar-REEEEANE& 7 mna.tencentcloudapi.com , tBZiFEERE&GIE, GlanrMitEaEER mna.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRRECE, SEEFEBENENREIEENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE mna.ap—guangzhou.tencentcloudapi.com 22—,

R NRESURRLS, BUEERRRE .

HR: HERE AP AR, HA AR REEEROCRROIRSAN. ™ RSHSNRIRRERRAG R/ ARSECUSPER, BOSTISHbIEE
EROXEMASRPER.

BRIZiSREEFIRA:
=N 4 =
FEHEIE (HE, RFIESRK ) mna.tencentcloudapi.com
SERgHEX () mna.ap-guangzhou.tencentcloudapi.com
SRR (L) mna.ap—-shanghai.tencentcloudapi.com
K (BR) mna.ap-nanjing.tencentcloudapi.com
bt (db5:) mna.ap-beijing.tencentcloudapi.com
FERgtEX ( A& ) mna.ap-chengdu.tencentcloudapi.com
ARt (&K ) mna.ap-chongging.tencentcloudapi.com
BEEHX (FEEE) mna.ap—hongkong.tencentcloudapi.com
WAZr (#h0i) mna.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) mna.ap—jakarta.tencentcloudapi.com
TWA%Fm (28) mna.ap-bangkok.tencentcloudapi.com
WAFIL (BR) mna.ap-seoul.tencentcloudapi.com
WAFIL (R&R) mna.ap-tokyo.tencentcloudapi.com
EEFRE (HHRLE) mna.na—ashburn.tencentcloudapi.com
EEES (E8) mna.na-siliconvalley.tencentcloudapi.com
BAERX (EFT) mna.sa-saopaulo.tencentcloudapi.com
Rt X (iZ=54E) mna.eu—frankfurt.tencentcloudapi.com

R BFSRENFSRREREFAEEN, BhaSXESE (A#28 Region ARt ) , BERAREEFSMEIMRES, BiF
#1 Region RUMBERIT—H.

IRIFRE: BR=ItE (It ) BRSEATF 17 #1953,


https://cloud.tencent.com/document/product/304/2766

@ HE\.L:HE ERRENE

SRR SRXEZ
HRiX (LigER) mna.ap—-shanghai—fsi.tencentcloudapi.com
i (RYISR) mna.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #59 Content-Type 2

« application/json (%) , ¥RFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTGZ v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%8) , YRIFEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEI32KB, POST igKEMAERTZE vl (HmacSHA1. HmacSHA256 ) BIAEGIEI1IMB, POST i&kERAZEES
i%Z v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4, FIRG

BIER uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 5518 #1953,



® EE\.EHE ERRENE

)\

AN =30

RIEEFATE: 2024-11-15 01:49:08

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREABT2ESERNES T ERFTFRAMEMRER

EAERGE v3 QB

BEHE V3 (BRBEIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, TFEXNERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBER—ME HTTP Header iERLEH, NTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAEEZEM MEENEIE, BUESEEOMES
Region String - BMASHEDXTAHSH Region BURA, EE: BEEEROFAEESRIZE2Y, BOMXERESXTISE
HEA, EEREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&#E AP iERrIESE, 5140
1529223702, #ER&: MRSKESHREHEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BIRA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Hlan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERtERIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, f5ian, %37 cvm.tencentcloudapi.com BEFEFRERE cvm, A= mEUEN mna;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLZIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF ££19 #1953,


https://cloud.tencent.com/document/api/1385/55850
https://cloud.tencent.com/document/api/1385/55850
https://cloud.tencent.com/document/product/1312

ZRRENE

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kk*kkkkkkxkkkxkkxkkrxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkxkkxkkkkkkkxkkrkxkrkxkkxx/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba678%a8edb4c
Content-Type: application/Jjson

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((SEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edb4c
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

-—-58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BRzITE (165 ) BRSEAS 5520 #195;




@ H%\_EHE BB AINE

EAEEGE v1 QRS

EAEREE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBER—MEIERER, TENRFERY

SHEMH ESid] Wik R
Acti Stri o BRENEOZR, ESEEOMEPEBASHEDTXTFLAHSE Action KIREE. FlAN=IRSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAA, FE: RUEOFABEERIZESY, EBOXEhESILSERE, RS
BiZzeHthfaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - EEH, Baixid HmacSHA256 1 HmacSHA1., REIEELZ2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA1 RIEEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGIRLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEMDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER . ERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF 521 #1953,


https://cloud.tencent.com/document/api/1385/55851
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1385/55851
https://cloud.tencent.com/document/product/1312

@ Hﬁ\fﬂﬁ EZRRANE

HpisESIR
KEmFAiBEEO Region FRAVANEEINTRAT. MREOFRZHZERPHFAEEN, WaSEROERRHRE

tihigg &

X (L) ap-shanghai

IRIFRE: BR=IE (16F) BREEAR 5522 H195;



@ HE‘.L:HE BB AINE

=8hiEv3
R EFATE: 2024-12-25 01:47:46

MTXERET E&85% v3 NESTE, ENESEEACHABRRMAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Ml Bi=@<iTIR (TCCLI) SAREIR, NZWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE API Explorer B [ 2546 | BREESMEOEZMEMIE

Bz APl SXEMERETEMIIE, AFPEEERARERIL, SEFENSEMERHETES (Signature) , BNMERETEELIHSHIEE
HERERFIUEENHRMENREER,

A LBHTES

BERBEIUTHREMRIPER:

1. WIEERERSH
ERRFRERBHSEEXLDFBHARZN . FSFEEHE = AP| =1 REREZEBEXER.

2. (RIPERRYRUE
ATPHLEREEMIREPREN, BN AP| 2ERERSERTEIERNEHE, FSERNEFENZERIENERN—8S, KEEBA=
AP| [R$338 . IRSBLEAREMBERSHBIARFNIRHEIERE, FRIEERPIEEE. MREREEY, SSHRFET—X, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBE T LRINESGE v, MEAERS, STFEXMER, X JSON X, POST iEKRZIHES
HEM=FATER, B —ERFA, HEERZE|RGEITEER.

BRIERD, BIUER AP| Explorer Ry “EZ2HRER" ThaE, EFEESIRAT “API1 3.0 £E v3” , AJLANERZERIIEHTIRIE, ATEEERR
SDK {18, EZERBN= API BBER 8 MENMRIZEES SDK, BEFRTERMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AERANZLEIEARH, ZiHEIE Secretld 1 SecretKey, 81APRSTLUAERIER.
+ Secretld: AFHRR AP AR&ESH, ATLAEEELIBERSE,

« SecretKey: RAFIIE APl ABENSH, aILAEREELLHED,

- ARSAEERERLSREE, BOtE, SWEERMTEE. NCHE, EIARRIZRLFIE.

RIFRSEIENREASRIT:

1. E& B=EEBPOEHS -

2. Bt ZAPIZA ANEHIGTRE.

3.7 ZAPIZ HE, B [ #Esi | eE—X=8,

ERWAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥X¥F content-Type: application/x-www—form-urlencoded HM¥EX. FPOSTA
i%, BEISZIF content-Type: application/json LAR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRIEFEEOSS, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%HF 32 KB LIRRIIERE

IRIRERE: BR=ITE (1bF) BRSEAE 5523 #195;


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE‘.L:H_E BB AINE

TEUZRSHES HNXEFAFIRIEAGTF, SEBENMEERNITETRE. RiNEFZZOREN:

1. ZIRSHFIACTHE, ZEORER;
2. ZEARRIEN, FENENERRIRE;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

FErfIR, FeaAtsyEEFRONSY, RMIEEEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFTER, F2RY
EAMBIFRISHANE, 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIFEERIEMSE, $I20 Language 7l Token A5
(7 HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%UE: AR TD* ¥k k ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ok ok ok kb ok ] Kok ok ko ko kR ok ok k ok ok Rk k ok ok ok kk ok kR k kv xR

FIEEEM MR ZARSHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Autho C3 AC 6 CrecEemicila l=AIKIIID) &5 w7 s &5 w8 v %o iy iy iy 28 275w o

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": 1, "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTAIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWH R
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 5k URL FIIEIAZFMH, WF POST ik, BEAZFEFER"", WF GET i5%k, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E22£% RFC3986 i#1T7 URLEncode %3 ({54 ZHREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIEE—MEREY, WRGIERIMEI T EOBLER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHE;

IRIFRE: BR=ItE (It ) BRSEATF 5524 H195]


https://tools.ietf.org/html/rfc3986

@ H%\_EHE BB AINE

FEREMN 53
2. AR, RERLED key (/NE) B9 ASCII ARR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

iEE: content-type #RINLFREIXRMETE, BLRIZESMNEERNMERIEERSBRNFIN charset (&, W
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type 1 host Ja:ikskER,
BHE:
SignedHeaders 1. &8 key Hi—¥RINS ;
2. 21MkiEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload  [Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEX{i SHA256 1§
B, RAETREHIRSE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHEREEFHH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B8, SR, R

RequestTimestamp BIERMES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiERIRSLELLZFH
(tc3_request) . Date 73 UTC iREREINAR, REBTEMAHSHE X-TC-Timestamp #EHAY

IRIFRE: BR=ItE (It ) BRSEATF 5525 H195]



@ HE\.L:HE ERRENE

FEREMN R

UTC fRfEREIR—3; service AFRE, YRS RARNFRIZE—H. IWREITEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it#152, HIIXJ UTC+0, MRIMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERERLERY. BRiRAIEEDS 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{52IAI Date B
UTC+0 R9BHIRZ 2019-02-25, AR 2019-02-26,

2. Timestamp A2 ZHRIARZNE, BRHERAMDNITERDIREN, MERESESASHNLERK .. NRKEEFFRERER
¥, AREET—RIYEE, BEREK, BEIEZIHIER,

RIELAERIN, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHER
1) HEIREESENA, ARBNT:

SecretKey = Mk hkkhkh Ak dhkhk kA A ARk Ak A hA kA x A F A xAxAAxN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESH SecretDate . SecretService #l SecretSigning RTHFIRIEE, TREBAEITENFERN, SHE I+ #HIFHRITENAHL
$35173: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af .

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIULRERAE, WHAIBEBESH key #Rl, HESH data &5, BER
EFERYSRETHEIERNREE, thalsiR M TENRFA IR ANREIE, Lt ERRRTEHEIEN .

FREM R

SecretKey JEHARY SecretiKey, B =« txwoxkoaskoaskoah ko kot ko mkxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FifY Service FERIEE . WREIBUER cvm,

2) itEES, (AT

IRIFRE: BR=ItE (It ) BRSEATF 5526 H195;



® HE\.L:HE ERRENE

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREWR R
Algorithm BEAHi%, EEN TC3-HMAC-SHA256,
Secretld g‘sng’qzag secretld, EI] AK T D * % ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK Kk

CredentialScope RBE, EIEBE. WRFITEERR 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEX, S5FBRILEES . WRHFIBUEN content-type;host;x-tc-action,
Signature BEE, WRHIHTEERE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID*****&kkkkkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cff309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkxkkkkkkkxkkrkkkrkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6c4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EFE:

ERRIZEH HTTP k8 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER, JlEd

IRIFRE: BR=ItE (It ) BRSEATF 8827 H195;



O BAT

| STEDSTRRBRAZE, MEMESHAILHE.

SRR

ZRRENE

fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRRAXEF-RIZMUMABEMFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
« Java

« PHP
 Go

e NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMKEIMNMIFREEEBER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

c javax.crypto.spec.SecretKeySpec;

't javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"
host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

= "content-type;host;x n";

"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

= sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);

secretSigning hmac256 (secretService, "tc3_r est");

= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

out.println (signature) ;
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= algorithm + " " + “redential=" + SECRET_ID + "/" + credentialScope + ", "

n

+ "SignedHeaders=" + signedHeaders + gnature=" + signature;
g 4

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

O
sb.append ("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" ) .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")
.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%:
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"Filters": Values": [11"5'5':1‘}5 "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j ng

payload = json.dumps (params)

canonical_headers = C( :%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

tial + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

"curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'
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+ action + '"!'

+ str(timestamp) + '"'

+ version + '"'

' (RN}

TC-Region: + region +

+ payload + "'")

crypto/hmac
"crypto/sha256"
It

"encoding/hex

" EmE "

(s string)
sha256.Sum256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte(s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv ("TENCENTCLOUD_SECRET_.
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version

"

action : Des Instances

region := "ap-guangzhou"

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=
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canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": ["\u672a\u547d\u540d"], "Name": i t >—name" }]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%$s\n%s\n%:
httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=%s/%s, SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https:
—H "Authorization: %s"\
application/json; charset=utf
"X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
o\

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)
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fmt .Println (curl)

= OUD_SECRET_ID") ;

getenv ("TENC

ncentclou

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0

ction:".strtolower ( )

= implode (";", I

417d\u540d"], "Name":

.PHP_EOL;

gmdate ("Y-m-d", N

NQEADE AN
SHAZO0
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

" Credential
SignedHeac

.PHP_EOL;

curl -X POST https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service

host = 'c

endpoint

region 'ap—guangzhou

action
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version = '2017-03-12"

algorithm "C3-HMAC-SHA

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = 'content-typ

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} € eaders=#{signed_header
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ignature=#{signature}"

authorization

puts 'curl -X POST ' + endpoint \

+ ' —-H "Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8""' \
"Host: ' + host + '""' \
"X-TC—-Action: ' + action + '""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \

!

"X =V sion: + version + '""' \

"X-TC-Region: ' + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i] .ToString ("x2")) ;

}

return builder.ToString/() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

Dictionary<String, String>

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, O 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
wn .
;

canonicalQueryString =

contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n

"\n"

~:" + endpoint +
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

"

+ canonicalUri + "\n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
signature = BitConverter.ToString(signatureBytes) .Replace ("-", "").ToLower () ;

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");

headers.Add ("X-TC—-Tir amp", requestTimestamp.ToString());

headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

urn

headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";

region = "ap-guangzhou";

action "DescribelInstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);

\ "

ring

instance—-name

requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\myjaym.
N O I S+

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

’

endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.Writeline (requestPayload) ;

t
t

fu

cons

crypto =

1Iction (mes

urn

hmac = crypto. € secret)

hmac. (message) . (encoding)
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nst date new

onst year
onst month =
day = ('

& f

(message
rypto.

(message) . (encoding)

amp) {

(timestamp * 1000)

date. ()

('0" + (date.

0" + date.

v
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"${year}-${month}-${day

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com
service
region

action

version

timestamp

(timestamp)

mp\n
ARY

[{\"Values\": "

onst payload = Limit\": [\"\\u672a\\u547d\\u540d\"], \"Name\

e-name\"}]}"
hashedRequestPayload (payload) ;

httpRequestMethod = "F

canonicalUri = "/"

canonicalQueryString

char

canonicalHeaders = :application/json;

:" + endpoint + "\n"
:" + action.
signedHeaders = "content-type;host;x-tc-action"
onst canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload

5840 H195,
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

nst hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint

' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.

' + version + '"!'
"X-TC-Region: ' + region + '"'

+ payload +

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>

<iomanip>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;

IRIFRE: BRzITE (165 ) BRSEAS 42 H195,




ZRRENE

&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL__

i < len; i++)

ss << hash([i];

string

onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
c = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
g

string SECRET_KEY = getenv ("TENCENTCLOU SECRET_KEY") ;

string service =
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string host = "cvm.tencentcloudapi.com";
string region ap-guangzhou";

string action = "DescribeInstances";
string version = "2017-03-12";

nt64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json;

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-acti

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

me—mar@\ T LW
ce—name\" s[5,

string hashedRequestPayload = sha256Hex (payload) ;

string canonicalRequest = httpRequestMethod + "\n"

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC

string RequestTimestamp = int2str (timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = Hma 2256 (kKey, date);
string kService Hmze a256 (kDate, service);

string kSigning ne 12256 (kService, "

string signature = HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlcmd = "curl -X E https://" + host + "\

-H \"Authorization: " + authorization + "\"\n"

\"Content-Type: application/json; charset=ut
"Host: " + host + "\"\n"

X-TC-Action: " "\"\n"

+ action +
"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

lude <stdint.h>
1de <openssl/sha.h>

sl/hmac.h>

struc 7
sttime = *gmtime (&timestamp) ;
woy

strftime (utc, len, $m—-%d", &sttime);

}

{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "%02x", hash[i]);

cat (result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

lut = "012:-

add_out[128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.co
region = "ap-guangzhou";
action

char* version = "2017

1t64_t timestamp = 1551113065;
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";
char* canonical_uri = "/";
char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");
char* signed_headers = "content-type;host;x-tc-action";
onst char* payload = "{\"Limit\": , \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\":
nstance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

char canonical_request[256] = {0};

no o v

sprintf (canonical_request, s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,
signed_headers, hashed_request_payload);

$s\n", canonical_request);

const char* algorithm = "T

char request_timestamp[16]

sprintf (request_timestamp,

~har credential_scope[64] = {0};

strcat (credential_scope, date);

sprintf (credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};

sha256_hex (canonical_request, hashed_canonical_request);

har string_to_sign[256] = {0};

sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

k_key[64]
f(k_key, $s%s", "TC3", SECRET_KEY) ;
d char k_date[64] = {0};
ed int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
1ar k_signing[64] = {0};
hmac_sha256 (k_service, output_len, "tc3_request strle tc3_request"), k_signing, &output_len);
har k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512]
sprintf (authorization, %$s Credential=%s/%s, S nedHeaders=%s, Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

curlcmd[10240

f (curlcmd, "ct
"Authorization:
"Content-Type: application/json; charset=utf-8\"\n \
\"Host: %s\"\n \
\"X-TC-Action: %s

"X-TC-Timestamp:

o\

\"X-TC—-Version: $%s\

"X-TC— on: %$s\"\n

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Rfttigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFRBEM
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

® EE‘.EH_E BB AINE

FEUTESXMANEIRG, BRIBIRERLE,
LT SRtk
AuthFailure.SignatureExpire F2idH . Timestamp SRSH|FWEISKROIFTBRER GBI RS .
AuthFailure.SecretldNotFound  BAFEFE. BREHAEERHREHER, EEVSHTEHRES TFH.

. . . FEER. THEEIITEER, IBEXBS5LMRZNASFRES, thEEREH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [fBRFEE Token $&iR.
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28 )
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N
oA =Y e
RIEE#HATE: 2024-12-25 01:47:46

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer iy “SZHRER” Thae, EEFEEEIRATH “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BRER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEHFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

& LAiEid AP Explorer B9 [ #2840 | BREESMEOSBZNERIRE.

Bz APl SXEMBIRERETEHBIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) RIEIESRESH .
BERERHREFIEER, REFIEEE Secretld 7l SecretKey; ERFERBERERFIE, FRIE ZAPIZHTHE BiF, BNWEERAAZ= APl %
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
ZL2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRIZEH.
- APSATRERERSEIE, BHlE.

RIEREFENEFSENT:

1. B BA=EEHOEHE .
2. gitE = AP| %50 poisHlaTmE
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSERSTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey S3I2:

[ Secretld: AKID* ***xkkhkhkhdkhkhkhkhdkrkrkhkrkhtrxk

° SecretKey: R I R I I

R XBERERG, SIREAFEERRIERN Secretld fll SecretKey H{TIEEERIE]
LA=RSZSEEFELFITIZE ( Describelnstances) i&XkA6I, HAPABX—EORN, EiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %458 1D AR % % % koo % % ook % ook % o
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE‘.L:H_E BB AINE

SHER Hh3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIRRISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORMASE, AFUTLMRIESIARZERNEMSE, fli Language fl Token 2HS%,

21. HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 58 1) Rigsg&iTHE, SEERISONET, 785k 2) & ASCI 3
kX, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFARIREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP 589 ksort HEl, EiRREISEIGHIFRERNT:

{

'Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERRIHESHAN, A EERGIRRISEETHR, SRINER—EE.

2.2, HHEERFIEH

WL BERIERFERFSR,

BB L—SHIFFIE RS ISR “SHIM-28E" Bk, WX Action 2%, HSHZ#RHB "Action" , 2#{&) "Describelnstances"
, BEg=EERA Action=Describelnstances .

AR “S¥E" HREMIE url KEEHE.

ARBEACENSISHA" & HIZE—E, REEMINERZEFHEN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

T TA=AKTD* * %+ kA& k ko okokok ok ko ok ok kA A Kk kkk ok k* kx * g Timestamp=1465185768&Version=2017-03-12

2.3. PHESERXFIEH

U ERE R B RS F R
BERENFHFEHRUTNASEERK:

1. i{5K75E: 235 POST #1 GET AU, iXE(EM GET i5XK, FEAiEIEXE.,

2. iERENEFZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREEREESREZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREERN | -

IRIFRE: BR=ItE (It ) BRSEATF 5551 #1953,



@ HE‘.L:H_E BB AINE

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGZE + BEREN HEREE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS TR RERR
B5E6ERA HMAC-SHA1 HiZd L—S iR BHSEBRNFHRHITES, RARBEMNERH(ER Base64 #1THE, BIRRESRENESSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = baseb64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHARN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. ERRmIG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRH TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EiIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&EiBRGEH POST [ Content-Type # application/x—www-form-urlencoded, MI&XiERIIFR
HERSYNHEISNVEMN URL S, SHEM=-FSTRERD. I ASCI| =% URL REHIMESLL UTF-8 #17HB.

HR: FUEEEENRNEESENMESYHT urlencode, EXHIERAT, RMABENEZHHTT URL HET, BWAAXR URL KRSSHE
BEM.

R Rft2¥EhSER{TRG, WERMA RFC 3986, A %XY MWFHFHPIMRFHITESLRER, BB X7 1 “Y” B+ ##esE (0-9
MXEFH A-F) , EANERSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2iLH
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http://tools.ietf.org/html/rfc3986

@ HE‘.L:H_E BB AINE

RS e L
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z$E2EE )

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HEISZHFHIRIEESA:

« Python
- Java

« PHP

- Go

» NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREEEZER:

» Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT RAIPHNZAREEN, HEStEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARARSRESMER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

ZRRENE

= "UTF-8";

String (String s, String key, String method) nrows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring (0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put ("Nonce", 11886);

params.put ("Timestamp",

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params. io ) ribeInstances") ;

params. sion", "2017-03-12");

params. gion", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}
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Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s=%s params [k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name_

endpoint =

data = {

'Action' : 'DescribelInstances

'InstancelIds.O 8 ins-09dx9

ap-guangzhou',
secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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pto/hmac"
"crypto/shal"
"encoding/base64"
"Emt "

nog"

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
params :=

"Nonce":

amp": strconv.Itoa (146
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017

"Action": "DescribelInstances",
"Instance g ins-09dx96dg",
"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))

}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TEN

"2017-03-12
ribeInstancs

= "ins-09dx9

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("¢

.PHP_EOL;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
method = 'GET'
endpoint =

data = {

'ap—guangzhou',
SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na
sign += params.join('&")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;
(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

{

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw.
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params [ 'Signature'] encodeURIComponent (params['Signature'l]);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap|['HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"
= "2017-03-12"

"DescribelInstances

let params = {};
params|['Action'] =
params|['Instancelds.0"']
params['Limit"']
params [ 'Offset']
params [ 'No
params [ 'Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’

IRIFRE: BRzITE (165 ) BRSEAS 5561 #1953




@ HE‘.L:H_E BB AINE

3 =
IR[OIE5ER
RIEEFATE: 2024-03-12 01:40:02

= API 3.0 #A2KARE JSON #47E, EEIE JSON tEXAROSE S PHHIRE . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRRIRSIHERELET, M HTTP KERB1955200, FIINRERESHENERIBIESZRAY, B HTTP AEBIE200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLEREINSEE, RE APILET, WHESERE,

+ Requestld BF— APl iERIIE—IRR, MR API BIRE, SILBR BiN=SRE s 12328, FHEHEZ ID REREE,

o BRTEENFEN, ERNAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1flFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEERELMI 2 EREIR .

¢ Code FRREFHIBANEIRG, LiERHERATLSRIRZSRIGEATLERBMLIIRONMAYERESIREAE SR N ERMERS R,
+ Message BRHTXMERERENERFERE, MEUSEKEIFEMME, WXATRSESERISTENER, APFNKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, ATLAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ‘fﬂﬁ ERRENE

IREIERPUNRFE Error FE, WRTIEAA APl #0%XW. Error 9 Code FERETHIRID, FABSSEIRIsEHIMAYEIRIG A ALEIRD, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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@ HE\.L;HE EZRRANE

EIEE#HASE: 2022-08-10 06:40:25

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: &,

o Integer: B&, FRATHFSO64EL . SDK 3.0 FEAFEIESTIFHEBEMER, BLIFMERREESHRAEBREN, i colang By
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

+ Timestamp: F#&, HEEL. Fian: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMLALR ( International Organization for Standardization, 1SO) &%fI<F HHEAFNARTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5ian: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, BSELUSEMGERINGER .
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A
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Z MRS IERXEO
HERERE RS

RIEEFATE: 2025-04-25 01:45:05

1. EOR

EOEKRER: mna.tencentcloudapi.com .
HEE RS

ERMEOERITRIRF: 200%/% .

#E#=(EH API Explorer

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK
ARG,

2. A%

UTERSHIIFRNFIH T EOBRSHIMNBLARSY, REAHSHIIRR AHiERSH,
SHEM Wik 3] iR
Action 2 String AHSY, FEORE: ActivateHardware,
Version = String ~HSE, FEOE: 2021-01-19,
Region = String ~HSE, FRFEEZIFHY TR,
Hardware.N = Array of ActivateHardware FHEIRSEIIER
3. mitia%
SHEM ESid] i
Hardwarelnfo Array of SEREIERIREIER
ActivateHardware
Requestld String K—iEX ID, HIRSIHER, SXERASIEE (HEREEMFEEKRERARSWR, WiZX

IBRFRIXS Requestld ) . ETRFFEEREHZRIERE Requestld,

4, =H

N R R RS
HEMEE
WATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ActivateHardware
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https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://cloud.tencent.com/document/api/1385/55846#ActivateHardware
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=ActivateHardware
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"Hardware": [
{
"Vendor": "vendor",
n SN "w. " AIQ n
: ’

"DeviceName": "name",

"Description": "activateHardware info",

"DataKey": "keys"

"Response": {
"HardwareInfo": [

{

"Vendor": "vendor",
"SN": "AN",
"DeviceName": "name",
"Description": “ivateHardware
"DataKey": "keys"
"LicensePayMode":
"AccessScope": 1

}

I

"RequestId": "edd378f7

5. AR EHER

BR= APl &

Bifl= AP & 2E4& API 3. #8518, APl Explorer & SDK $&ENA—EiOFE, HEENE—ADZTORERBNZIRENOERE AP iR
£

API Inspector

FFaEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ERER, HEEMSIESRA API 1453, tBaIaiiE API Explorer #1374
ifo

SDK
= API 3.0 BRIt TREMNFRIESE (SDK) , XISSHRIZIES, EELENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF £566 195,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php

® H%\_EHE BB AINE

Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

#HSITIR
» Tencent Cloud CLI 3.0

6. $EiR

KIS T2 AW SSZIRIAXAIEIRIS, HERISER AH4EIR0E,

§RIRMG iR

InternalError PIERERIR -
InternalError.ControlRequestError BRIERISRRESER.
InternalError.DuplicateDeviceName REBEFE.
InvalidParameterValue SHEYEEIR.
OperationDenied.HardwareHasActivated WASNX R RVEH EEHIE
OperationDenied.HardwareNotExist A SNII R AFEHAFTE
OperationDenied.VendorNotRegister SRS ERER A .

IRIFRE: BR=ItE (It ) BRSEATF 5567 H195;


https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FEE @R

RIEEFATE: 2025-04-25 01:45:05

1. IO

EOBEKER: mna.tencentcloudapi.com .
R EEHN

ERAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TR . ESIIE. SDK RIBEMMRERREZOZMED . SUEEFRXRMANERNSMERSRURBMER SDK
UE1ERCT

2. BN\EY
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wik R R
Action = String A#s¥, XEOBYE: AddL3Conn,
Version = String AHs%E, XEOBYE: 2021-01-19,
Region & String A#HSH, WSHATMESH,
wEHBMECIDR1, X#F: 10.0.0.0 -10.255.255.255, 172.16.0.0 - 172.31.255.255,
Cidr1 = String 192.168.0.0 — 192.168.255.255
=HE: "172.12.0.0/16"
IREHEMECIDR2, #F: 10.0.0.0 - 10.255.255.255, 172.16.0.0 — 172.31.255.255,
Cidr2 = String  192.168.0.0 - 192.168.255.255

~BIE: "172.13.0.0/16"

CIDR1XRZA9IREID

Deviceld1 = String FBUE: mna-de234ff
Deviceld2 = String g{;gz:iiﬁjzzﬁiﬁﬁm
Description &  String i?%?ﬁﬂgiimmu;ﬁﬁ

3. lilis®

SR Bt faik

gD

L3Connld  String =i 3conn-4413p97x00x"

W—iER ID, HRSBIRER, SRERBSEE (EHEREEMEEKRERERSR, WZRERFIRE

R tld tri
equestld  String o uestld) . EIUEERBEEIREZLRERE Requestid.

4, 7

IRIFRE: BR=ItE (It ) BRSEATF ££68 #195;


https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=AddL3Conn

O BHS

=h =61

BT

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: AddL3Conn
<RERSE>

{

"Cidrl™: "173.12.0.0/16",
"Cidr2": "173.13.0.0/16",
"DeviceIdl": "mna-der44545r",
"DeviceId2": "cde",

"Description": "this is a test rule"

"Response":
"L3ConnId":
"RequestId":
}

}

5. AR EHR

BR= APl &

iz APl & 2&& API 3. $8iIRF3. API Explorer & SDK $FZFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
5o

API Inspector

ZRRENE

FFEEE APl Inspector EERIZHIGE—SRIEXER AP ARER, HEEMSIESHRA API X538, tBaIEiE API Explorer #{3EL4R
ifo

SDK

= API 3.0 Rt TREMNFRIEE (SDK) , MiSSHRIEES, SEELENRR APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb

® HE\.L:HE ERRENE

BSITIR
» Tencent Cloud CLI 3.0

6. $EiR

KIS T2 AW SSZIRAXAIEIRIS, HERISER AH4EIR0E,

§HIRMG i) %

InternalError PIEBEEIR o
InternalError.ControlRequestError BRIEHIRRESER.
InvalidParameterValue SHEYEHEIR.
OperationDenied.L3CidrOverLap HigMINCIDRES
OperationDenied.L3ConnectionOverSize BEMNEEE R A RH1505

IRIFRE: BR=ItE (It ) BRSEATF 5570 #195%]


https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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SEHRINZE

ZRRENE

IEE#HATE: 2025-04-25 01:45:01

1. &Oid

EOBEKEZ: mna.tencentcloudapi.com .

AEFESHPIRINRE

BUAROIERINERIRS: 200R/%

#EFER API Explorer

<> i

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

A6,

2. I NSH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SR
Action
Version

Region

Groupld

DevicelList.N

3. s
BHEH e

DeviceNum Integer

Requestid String

4. 7%
B =N

BATH

POST / HTTP/1.1

WhiE ESid] 3%
= String AH2E, AEOE: GroupAddDevice.
=3 String ~HSE, FEONE: 2021-01-19.
& String AHSY, WSEAEESH.
= Strin H4ID
= ° FBUE: "a2b3c4d5e”
= Array of Strin FRMEREIIR
= y 9 FBE: ["'mna-test1","mna-test2"]
iR
SEBPIREHE
TBIE: 5

KE—iEX ID, HIRSIHRER, BRIERFSRE (HEFREEMREEKETERSH, WZXERFRIRE
Requestld) . EfiTIREZRHIZRIERL Requestld,

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GroupAddDevice

IRIFRE: BR=ItE (It ) BRSEATF 571 #1953,


https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=GroupAddDevice

@ HE‘.L:H_E BB AINE

"DeviceList":

"mna-testl",

"mna-test2"

] 4
"GroupId": "group—-id"

}

BLTE

{
"Response": {

"DeviceNum": 5,

"RequestId": "ald34e98-16e

5. FREHER

BR= APl &

Bz APl SEE 248 APl H4., 8iRf8. APl Explorer & SDK S&BNS—EATFE, HEENE—ADZORERBASIRENRE API IR
£

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE APARER, HEMERSIESIRAR AP K53, BaEiiE API Explorer #{TE4R
ifo

SDK

= API 3.0 RItTEEMFARIESE (SDK) , XISBSHWRIZES, sLEHENERE APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

» Tencent Cloud CLI 3.0

6. $EiR

KIS T2 AW SSZIRAXAIEIRIS, HERISER AH4EIR0E,

IRIFRE: BR=ItE (It ) BRSEATF 872 195,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FEIRAY
InternalError
InternalError.ControlRequestError

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE
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i
PIEREIR o
iBREHRRERER,

SHEEEIR.

573 H195;



O BAT
BT

RIEEFATE: 2025-04-25 01:45:05

1. &Oid

ZRRENE

EOBEKEZ: mna.tencentcloudapi.com .

EIREICR

EUAROIERINERIRS: 200R/%

#EFER API Explorer

<> R

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK

GRS

2. NSH

MTERSHIIRIIL T ROBERSHAIBI 2

SYEWH
Action
Version

Region

DeviceName

Remark

DataKey

Encrypted

AccessScope

LicensePayMode

GroupName

Wik

HO

HO

Ho

iyl

iyl

o

iy |

iy |

ESit]
String
String

String

String

String

String

Boolean

Integer

Integer

String

IRIFRE: BR=ItE (It ) BRSEATF

HEH, TEAHSHIIRT AHIERSY,
i
AHSY, AMEORE: AddDevice,
AHSH, FMEOBE: 2021-01-19,
AHBY, MEOFTEEBMSY.

HRIREAIBTR
TBUE: devt

HERENEE
FI{E: mobile

iR Eibaseb64FAFMH, Ewik, MRFTESUWHRZBMER
FBE: dasdfrfwer32e4r

EEREMERH
ENE: true

BARR. 0: 28z=FX; 1: BERX; 2: 28ZRXNBEEMNX. FEHRALEZNX,
BiFEaX:

ABZMX: MZRBRBRANLNEENX (FEEN )

BEMX: BHZgEREEACEEM LEMBEENX (FRIEENLEEIPEN)
ABZMXMBERMX: MZRSEANTIMEAAEZRMXEEEM LLMBaEMX (FiEEN
SREIEIpEN )

BIE: 0

licensefd#5A:

0, BEER

1, KA

EMENSKARBEFN, KkABEEEEEIAOrderPerLicensef#32{31%iNEE, BULEE
TiEER

THIE: 0

IREDERWR, vk, MESY, FESEMEANGroupld
~BIfE: group-test

874 #1953,


https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=AddDevice

@ HE‘.L:H_E BB AINE

SHEM pik  2E i

IRESDEID, IERE, MEFESUENREESH

= .
Groupld A Sting —hiE: 1a2b3cddse

RELREAVRIESI, 0: RS(TE, 1: HETINE
FlowTrunc a Integer

HIE: O

3. s

BHEN ESid) ik

FEMEEENZEEbase6418zU %A

DataKey NG —biE: dasdfrfwera2edr

ig%&ID

Deviceld String TBIE: mna-w795bzezug

BERFHEH

Signature String FOUE: "test”

W—iER ID, HRSBIRER, SRERBSEE (EHEREEMEEKRERERSR, WZRERFIRE

Requestld  String  p . Lestld) . SUEEIEEIRMZAERY Requestid.

4. 75
PN RS
WATH

POST / HTITP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: AddDevice
<AHERSH>

{

"DeviceName": "mna-testl",
"Remark": "mna-testl",
"DataKey": "mna-testl",

"Encrypted": "false"

"Response": {
"RequestId": "527cc5c7-0
"DeviceId":

"DataKey": "

"Signature":
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5. FREGR

BR= APl &

Bz API E& 2458 APl 34, (5iR63. APl Explorer & SDK $RFHA—EATE, HEENE—AOEGRERBAZIREIRE API IR
E=)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ARER, HEEMSIESIRA API 1453, tBaIaiiE API Explorer B3R
ifo

SDK

= API 3.0 RItTREMNFRIEE (SDK) , MSSHRIEES, SEEHENRER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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KRS T2 A SSBIEIAXRIEIRID, EERINER AEIR0E,

Tencent Cloud CLI 3.0

. $HIRE

R

InternalError
InternalError.ControlRequestError
InternalError.DuplicateDataKey
InternalError.DuplicateDeviceName
InternalError.UndefinedEncryptedKey

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF
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PIBREEIR o
IEREHIREEER,
IREERHCFE.
IRERBFHE.
MEZREREE

SHEEEIR.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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MRS

IEE#HATE: 2025-04-25 01:45:01

1. O

EOBEKEZ: mna.tencentcloudapi.com .
R EPEIR &

ERAZECIERINZRIRG: 200R/%

#fE=(EH API Explorer

API Explorer 2t T7ELZAMA . ESIRIE. SDK RIBERMRERFZOZFMED . SEUEEFRXRANBERNSMERSRURBMER, SDK
GRS

2. W NSH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SHEW Wik ESid] 3%
Action = String ~HSH, FMEOBE: GroupDeleteDevice,
Version = String AHSE, FEORE: 2021-01-19,
Region £ String sy, WSHHTESE,
_ . #AID
Groupld = String FIfE: “a2b3cadse”
L o . FHBRANRETIE
DeviceList.N = Array of String FBUE: ["mna—test!”, 'mna—test2"]
R h
SHEm ESid) iR
DeviceNum Integer RATHRENE
=~BIE: 5

E—iEK ID, HIRSiKER, SXERBEE (EHERERMRERERIARSE, WZRERTRIRE

R tid Stri
eques M9 Requestld) . BRIAEHBEEIRMZRBERY Requestld.

4. =4
B =N

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GroupDeleteDevice
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"DeviceList":

"mna-testl",

"mna-test2"

] 4
"GroupId": "group—-idl"
}

BLTE

{
"Response": {
"DeviceNum": 5,

"RequestId": "al434e98-16e8-41de-9b9%b-2

t
t

5. FRERIR
BR= API &

ZRRENE

Bz API & RE&58 APl X#4. HiR63. APl Explorer & SDK SXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR

E=D)

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE APARER, HEMERSIESIRAR AP K53, BaEiiE API Explorer #{TE4R

ifo

SDK
= API 3.0 RIHTREMNFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
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6. $EiR

KIS T2 AW SSBIRIAXAYEIRIS, EERISER AH4EIR0E,
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
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https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

FEIRAY
InternalError
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FiEsH

RIEEFATE: 2025-04-25 01:45:05

1. IO

EOBEKER: mna.tencentcloudapi.com .
wmESE

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. M NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEW Wik ESid] 3%
Action = String AHsE, FEORE: AddGroup.
Version = String AHSE, FEORE: 2021-01-19,
Region & String rHsy, WSHHTESH,

. PDEER

N = t
GroupName = String ~PBHE: "group-test"
ik

Description & String DAL

7BE: "description for group-test"

3. s

SHEMN ESid) fR

SHENE—ID, (S AE—XS

Groupld Sting  —5i@: 1a2b3cadse

B—i5K ID, HRSiKER, SXERBLERE (EHERERMRERERIARSE, WXERTRIRE

Requestld  String Requestld) . EfARITEEIRMIZRIERE Requestid,

4. =%
=B =N

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: AddGroup
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"GroupName": "gname",
"Description": "AddGroup info"

}

BHTE

{
"Response":

"RequestId": "

"GroupId": "1

1
I

t

5. FREGR

BR= APl &

Bz API E& R%58 API 34, %63, APl Explorer & SDK &R FHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FRFElEE AP| Inspector BEEIEHES—SIRMEXEE AP ARER, FEMERSIESIRAR API X3, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , XISSHRIZIES, EELENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
« Tencent Cloud CLI 3.0

6. FEiRES

KITFNFIH THEOWSZEEXAEIRID, HEIRBIFED AHEIR0E,
R iR
InternalError PIEBEEIR o
InternalError.ControlRequestError EREFIERLEER,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
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s IR IR

RIEEFATE: 2025-04-25 01:45:05

1. IO

EOERER: mna.tencentcloudapi.com .
ISR, ERRMEINELHRE, AIZiSHERM
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. I NBH

MTERSHIIRFIE T ROBRSEMBR ALSY, REAHLSHIIRN AHLERSH,

SHEW Wi ESic] iR
Action = String AR, FEOBE: AddHardware,
Version = String AR, FEORE: 2021-01-19,
Region = String AHSH, FERFFRIFH tbifiR,
Hardware.N = Array of Hardware EHsIE
3. ey
SYEW £l iR
Hardware Array of e E
Hardware

E—i5K ID, HRSIHER, EXERBEE (EFEREEMFRERERERSR, WZRERTRIRE

R tid Stri N N,
eques nng Requestld) . EfIABTFERHIZIRIEKRE Requestld.

4, 765

PN RS
fEMEE RS

BATH

POST / HTITP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: AddHardware

AEERSE
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https://cloud.tencent.com/document/api/1385/55846#Hardware
https://cloud.tencent.com/document/api/1385/55846#Hardware
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=AddHardware
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"Hardware": [
{

"SN": "AN",

"LicenseChargingMode": 1,

"Description": "AddHardware info"

L b

{

"Response": {
"Hardware": [

{

"SN": "AN",
"LicenseChargingMode":
"Description": "AC
"HardwareId":

}

:I 4

"RequestId": "ald434e98-16e8-41de
}

}

5. AR EHER

Bz APl &

iz APl & 2456 AP X#H. 8%, APl Explorer & SDK FFRNA—ERIFE, HEENE—ANOEORERBNZEHIFRE AP IR
E=)

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXER AP ARER, HEEMSIESIRAEI API X583, tBaIEiiE API Explorer #{3HEL4R
ifo

SDK
= API 3.0 Rt TREMNFARIEE (SDK) , MSSHRIEES, SEELENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
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6. $EiRE

KT RFIE T2 AW SSZIRIAXAIEIRIS, EERISER AHLEIR0E,

=g iR

InternalError SEE
InternalError.ControlRequestError BRIEHIRREER.
InvalidParameterValue SHEYEHEIR.
OperationDenied.DuplicateSN SNE&FE
OperationDenied.VendorNotRegister HEIMKSEREM A .

IRIFRE: BR=ItE (It ) BRSEATF £585 195,


https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HE‘.L:H_E BB AINE

X B EHE A

RIEEFATE: 2025-04-25 01:45:05

1. IO

EOERER: mna.tencentcloudapi.com .
B IO ENEHRREZH
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. W NBH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHER Witk ESid) i
Action = String ~rHESH, FEOBE: CreateEncryptedKey.
Version = String ~HSE, FMEORE: 2021-01-19,
Region & String ~HSY, AMEOFEEEERSH.
3. ke
SRR -5 ik

FREEH

Encryptediey  String  —pis: "BgkqhkiGOwOBAQ"

E—i5K ID, HRSBIKER, BXERBEE (EHEREEMRERERARSR, WZRXERTRIRE

R tid Stri N P
eques nng Requestld) . EfIiTIRATHERMIZRIEKRE Requestld,

4, 765

N REmESEE
BWATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: CreateEncryptedKey

<pIERSEH

IRIFRE: BR=ItE (It ) BRSEATF 5586 195,
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https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=CreateEncryptedKey

"Response": {

"RequestId": "

"EncryptedKey":
}

t

5. FREGR

BR= APl &

Bz API SE& 2458 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API R
E=D)

API Inspector

FRFElEE AP| Inspector BEIEHES—SIRMEXBE AP ARER, HEMERSIESIREAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK
= API 3.0 Rt TEEMFRIRE (SDK) , IHFSHRIRIES, EEAEMER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
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"GroupName": "groupname

"
"CreateTime": "1711076263000",
"UpdateTime": "171107¢ o",
"Description": "GetGroupDetailiiR",
"DeviceNum": 0
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"DeviceInfos": [

{

"DeviceId": "mna-detr244",
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"CreateTime": "1711076263000",
"LastTime": "17110762
"Remark": "mark",
"AccessScope": O,
"LicensePayMode": O,

"Payer": O,

"GroupId": "cliGrp-xf8rbo
"GroupName": "name2"

}
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1. IO

EOBEKEZ: mna.tencentcloudapi.com .
BEEERENIDERIZEIFAEE
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERFRIZOFEN , EUTEESRARNBERASHNREISRURB5ER SDK
A6,

2. BN\EY
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wi i) HEiR
Action = String AR, FEOBYE: GetDevices
Version = String ~HSE, FEONE: 2021-01-19.
Region B String ~HBY, FMEOFFTEEELSH.
; = . #RIEERSEMId
Deviceld = String =EIE: "mna—ood
3. e
BHEW ESid) mEiR

DeviceDetails DeviceDetails BFiFHER

ﬂE—iaRID HRSIRER, SRERBIRE (FERERMFERRERIARSRK, WZXERTFTRIK

Requestld String 8 Requestld) . EfEARITHEERMIZIRIERE Requestid,
4l W
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RELREEAERHREER
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[
1

"DeviceId": "mna-xxx"

}
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{

"Response": {
"DeviceDetails": {
"BusinessDownRate":
"BusinessUpRate":
"DeviceBaseInfo": {
"CreateTime": "1662722094000",
"DeviceId": "mna-94p
"DeviceName":

"LastTime":

"Remark":

b

"DeviceNetInfo":

{

"DataEnable":

"DataRx": O,

"DataTx": O,

"DownRate": 463128.
"DownloadLimit": "0O",
"NetInfoName": "ethO",
"PublicIp": "9.223.110.232",
"Rat": O,

"SignalStrength": 0

"State": O,

"Type":

"UpRate": 27040
"UploadLimit":

"Vendor": 0

b

{

"DataEnable":
"DataRx": O,
"DataTx": O,
"DownRate": 441598
"DownloadLimit":
"NetInfoName":
"PublicIp": "9
"Rat": O,
"SignalStrength":
"State": O,
"Type":
"UpRate":
"UploadLimit":

"Vendor": 0

] 4

"GatewaySite
}7

"RequestId": cade f4a1-4b24-b88a-b7523099c123"
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5. FR&EGR

BR= APl &

Bz API E& 2458 APl 3XH4. %63, APl Explorer & SDK $XZFHA—EATS, HEENE—AOEGRERBENAZIRHEIRE API IR

E=D)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X583, tBaTEiiE API Explorer #{3HEL&R

ifo
SDK

= API 3.0 Rt TREMNFRIRE (SDK) , MSSHRIEES, LELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FHiRG

AT T Ol S5iZ B XA05EIRD, HibERIFR AHEIRE,
RS
InternalError
InternalError.ControlRequestError

InvalidParameterValue
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1. IO

EOBEKEZ: mna.tencentcloudapi.com .
IREVELEHINIF 2

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. MANB¥
UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER ik R g
Action = String ~H2H, AEOBYE: GetL3ConnlList.
Version = String ~HSE, AMEORE: 2021-01-19.
Region & String ~HSH, WSEPEESH.
PageSize = Integer %ﬁﬂzﬁaiﬂ, PageSize. PageNumberfEg-1 i, ZBR1RERFIZHUCRAERS
wiE: 10
PageNumber = Integer %’lEﬁEETﬁEE, PageSize. PageNumber{E35-1 i, REBIREIRHRETEFREI’S
wBIE: 1
Deviceld = String ﬁﬁgfﬂzi?j;iceld, A=RITERE S E
3. ey
SHRR B ik
L3ConnList ~ ATayof EEMNFIE
L3Conninfo
Length Integer ?Eg?féﬁa
TotalPage Integer :zﬁ 2

W—i5K ID, HIRSBIRER, SRERBEE (EEREEMRERERIXRSR, WZXERFS

Requestld String ¥%18 Requestld ) . EiDMITHEEREZRIEKRE Requestld,
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BT

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GetL3ConnList
<AHIERSH>

{
"PageSize": 10,
"PageNumber": 1,

"DeviceId": "mna-2x2t11lhbi18"

"Response": {

"L3ConnList": [

{

"L3ConnId": "1l3conn-h9boi
"DeviceIdl": "mna-2x

"Cidrl": "192.168.
"DeviceId2": "mna-2x2tl1lhb13",
"Cidr2": "19

"Enable": true

"Description":

"Length": 1,
"TotalPage": 1,
"RequestId": "
}

s

5. FREGR

BR= APl &

Bz API E& 2458 API 34, HiR63. APl Explorer & SDK $XFHNA—EATS, HEENE—AOSFORERBENRIZHERE API R
E=D)

API Inspector

FPAEE API Inspector BEEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X63, tEAIFIE AP Explorer #177ELE
ifo

SDK
= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIRES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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O BHS

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. tEiRE

PATRFIH T OS5 EaXA05EIRMD, HibEREIFD AHERE,
iRt
InternalError
InternalError.ControlRequestError

InvalidParameterValue
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1. &Oid

EOBEKEIE: mna.tencentcloudapi
IRENSI4RTIZE
ERANEOIERITRIRF]: 200%/% -

#EFER API Explorer

ZRRENE

.como,

<> i

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

ERRG.
2. NS
SHEW wik KB
Action = String
Version = String
Region B String
PageSize = Integer
PageNumber = Integer
Keyword B String
3. mheN
SHEM ESid]
Array of
Grouplnfos Grouplnfo
Length Integer
TotalPage Integer

Requestid String

4. 7651
B wBi

IRIFRE: BR=ItE (It ) BRSEATF

ik

~H2H, AEOBYE: GetGrouplist,

0

AHSH, FEOE: 2021-01-19,

\

AHSY, BEYHTESH.

BRETCRE, PageSize. PageNumber{Ei¥h-1 1Y, ZEB1RERFIRBCEREIES
wBIE: 10

HBEERM, PageSize. PageNumber{g@idi—1 Y, 1ZB1RTIREISETEREIRS
BIHE: 1

MRSERXREF, hEHTERES4E
FBIE: "keywords"

ik
REERIIE

IREDICREY
wBIE: 20

IS0
=HE: 2

H—iEkK ID, HRSZHER, SXERBESIED (EEREEBERERERARSR, WZRERFEIK
8 Requestid) . EfEBRAITHEERMIZIRIERE Requestid,
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@ H%\.EHE ERRENE

BT

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: GetGroupList
<]HFRSE>

{

"PageSize": "10",
"PageNumber": "1",

"Keyword": "Keyword"

"Response":
"GroupInfos":

{

"GroupId": "gr
"GroupName": "gname",
"CreateTime": "1734401551",

"UpdateTime": "1734401551",

"Description": "GetGroupListi#iR",

"DeviceNum": 5

i

"Length": O,

"TotalPage": O,

"RequestId": "al434e98-16e8-41de-9b9%-27805a9cffbf
}

}

5. FREGR

BR= APl &

Bifl= API & 258 AP 314, &R, APl Explorer & SDK $&RHNA—EIAFE, HEENE—ANOZGREBBA=IREORE API R
£

API Inspector

FRFEl&EE AP| Inspector BEIEHEE—SIRMEXBE APARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 IR TEREMNFRIESE (SDK) , IHSHEHEIRIES, stEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
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« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FEiRES

KNG THEOWSZEEXAEIRID, HERLBIFED AHEIR0,
R iR
InternalError PIEREEIR o
InternalError.ControlRequestError ERIEHISEAERER,
InvalidParameterValue SHEMEIRIR.
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REUREERIIR
BUAROIERINERIRS: 200R/%

#EFER API Explorer

<> R

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

ER=RG.
2. N
SHEW wik KB
Action = String
Version = String
Region B String
PageSize = Integer
PageNumber = Integer
Keyword B String
DeviceType S Integer
3. mitieH
BYEW E-Sic]
Devicelnfos Array of

DeviceBaselnfo

Length Integer

TotalPage Integer

IRIFRE: BR=ItE (It ) BRSEATF

ik

\

HS%, FAEOBE: GetDevices,

P)
\ﬂb

2%, MEOBYE: 2021-01-19,

\31?

S8, FMEOFREEBMSH.

~

BRETCRE, PageSize. PageNumber{Ei¥h-1 1Y, ZEB1RERFIRBCEREIES
wBIE: 10

HBEERM, PageSize. PageNumber{g@idi—1 Y, 1ZB1RTIREISETEREIRS
BIHE: 1

HFTREXETF (IDHEFRES) , HENTEREIRE

FEUE: "mna-xxx"
DeviceType

& BRERBIEE;
1:58I’RE;
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wHIE: 1

ik

REERIIE
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® %\ﬂ:lﬁ SRS iE

SHEMN R fliR

W—iER ID, HRSBIRER, SRERHBSIEE (EHEREHEMRERERERSR, Wiz

Requestld  String ~29518 Requestld ) . ERIIEREEIRMIZ AR Requestld.

4. 75
N B
BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: GetDevices
<AHFRSE>

{
"PageSize": 1,

"PageNumber": 1

"Response": {
"DeviceInfos":

{

"AccessScope": O,
"CreateTime": "166°
"DeviceId": "mna
"DeviceName": "dev2233
"FlowTrunc": O,

"GroupId": "",

"GroupName": "",

"LastTime": "1719454676000",
"LicensePayMode": O,
"Payer": O,

"Remark":

WEmWg Wi

"Vendor":

I

"Length": 899,

"RequestId": "8fbce821-acbb-49db-ad70-345b5d35
"TotalPage":

}

IRIFRE: BRzITE (165 ) BRSEAS 55107 #195;|




O BHS

5. F&&RR
BRZ AP &

ZRRENE

iz API E& 24&& API X#4. $8iIRF3. API Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSRIFRE AP IR

E=D)

API Inspector

BPFEEE AP Inspector BEIEHIGE—SIR(EXEN AP AAER, FEhERSE

ifo

SDK

= API 3.0 RIHTRENFRIESE (SDK) , SSHRIEES, SEEHENER APl

» Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
BSITIR

» Tencent Cloud CLI 3.0

6. FHiRG

PATRFIH 7O LSS EAXA0EIRDE, HAbERADIER AHER0
e
InternalError
InternalError.ControlRequestError

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE

o

faik
PEREEIR
IBREHREERER,

SHEEEIR.

KRAHS API X3, tBETHiE API Explorer #{T1ELR

£5108 #1953,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H%\_EHE BB AINE

RiERFERENEIRE R ER TR

RIEEFATE: 2025-04-25 01:45:03

1. IO

EOERER: mna.tencentcloudapi.com .
REUEESE, EEHEREREERER
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BABH¥
UTFERSHIIR (G TEOERSHEMBIAHSY, RBAHSHIIRN AHERSH,
SHEWH Wik 2R 3%
Action = String AH2E, AEOBE: GetFlowStatisticByGroup,
Version = String ~HSE, AEONE: 2021-01-19.
Region £ String afsy, WSHHTESH,
- . $SAID
Groupld =SNG —miE: 1a2b3cadse
BeginTime = Integer FoaEERE
=5E: 1659514436
) - & LERdia)
EndTime = Integer  —piE: 1659515436
Type = Integer mEfsE (1: ETRE, 20 TERE, 3: LTIFEM)
Y = TIE: 1
TimeGranularit o Inteaer AHEREE (1: BEFIT, 20 BXRSFit)
| = 9T wouE: 1
BEAXE, BUEBE: ['MC','AP','EU','AM'] MC=rhE Xk AP=TX EU=EXl AM=iM, FiE
AccessRegion & String KEREEXE.
FHE: MC
GatewavTvpe - Inteaer RIXER, 0: AB=MX; 1: BEMNX. RMEBRKIAKO0.
vivp = 9T weuE: o
3. mieN
SHEm ESid] iR
. Array of s g o
NetDetails NetDetails mEFAER
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https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55846#NetDetails
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=GetFlowStatisticByGroup

O BAT

SHER ESid)
MaxValue Float
AvgValue Float
TotalValue  Float
Requestld String

4, 75

PN IRIESHRNARATHER

BATH

POST / HITP/1.1

Host: mna.tencentcloudapi.com

Content-Type:

X-TC-Action:
HEkSH->

«;/A

{

"GroupId":
"BeginTime":
"EndTime" :

"Type": 1,

ik

EXERREERSXE (8i: byte)
THE: 216516

ERMRRTEERTHE (B byte)
HE: 25151

EXRERREERLDE (8 byte)
=BIE: 35465464

H—iEK ID, HIRSIKER, SRBERTBSIRE (EiERKEEMERFRERIXR
8 Requestld) ., EfziOBEITEEREIZRE

application/json

GetFlowStatisticByGroup

1711296000,
1711987200,

"TimeGranularity":

"AccessRegion":

"GatewayType": 0O

"Response":
"AvgValue":

"MaxValue":

"NetDetails":

{

"Current":

"Time": "171

}7
{

"Current":

"Time": "171

] 4

IRIFRE: BR=ItE (It ) BRSEATF

1641600

"Mc",

"cliGrp-xf8rboasbh",

RHEI Requestld,

ZRRENE

WZRIERF IR
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"RequestId": "eb5b650a9-d994-439f-9

"TotalValue": 308868325
}
}

5. FREHER

BR= APl &

Bz API E& R%&58 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSORERENRIZHERE API IR
E=D)

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE APARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TE4R
ifo

SDK

= API 3.0 RItTREMNFRIESE (SDK) , SSMRHEES, SEEHENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiR

KRS TR AW SSBIRAXAIEIRIS, EERISER AHLEiR0

§EIRMG

InternalError
InternalError.ControlRequestError
InternalError.MonitorDataRequestError
InternalError.NetworkinfoRequestError

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

o

fak

PIEREEIR
iBREHREERER,
BIEEIEERER,
BiRERIEERIER,

SHEEEIR.

ZRRENE
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H%\.L:HE EZRRANE

IRENEE R E ST EUE

RIEEFATE: 2025-04-25 01:45:03

1. O

EOBEKEER: mna.tencentcloudapi.com .
REUEEIREI, EENERSERSERER
BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. BN\2Y
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wik KR HEiR
Action = String aH2E, AEONE: GetFlowStatistic.
Version = String ~HSE, AMEONE: 2021-01-19,
Region £ String atsy, WSHHTESH,
Deviceld = String 1§§ID
TBE: 245ae€95-f37e-55d0-5258-19520bdf4b53
BeginTime = Integer FHGEITNE
5E: 1659514436
) - #iLERiE
EndTime = Integer FHIE: 1659515436
Type - Integer mEMZE (1: LiITRE, 2: ™MIRE, 3: LTFFEM)
v = I 1
TimeGranularit o Inteaer AHEREE (1: BRI, 20 BXRSFt)
| = 9 I 1
EBAXE, BYEBE: ['MC','AP','EU',AM'] MC=fE X[ AP=IFX EU=BEXi{l AM=3
AccessRegion & String Mo FERXRLEXIH,
TBIE: MC
G - RIXER, 0: 2B=MX; 1: BEMX, FMEHKIAR0.
atewayType a Integer — ]
wBE: 0
DeviceList.N - Array of REIDIIR, BFENBRERE, ZFREMADevicelda{E"-1"
) - String TBIE: ["'mna-test1”,"mna-test2"]
3. Mtiey

IRIFRE: BR=ItE (It ) BRSEATF ££112 #1195,


https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=GetFlowStatistic

O BAT

SHEMN B

NetDetails

Array of

NetDetails

MaxValue Float

AvgValue Float

TotalValue Float

Requestid String

4. 76

PN FREREdgERBERER

REGEEIdIREREERER

BT

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

ik
REFMER

ERMNERTEERRAE (B byte)
~BIE: 216516

EXNERREERTYE (8 byte)
BIE: 25151

EXIERREERDE (8i: byte)
& 35465464

ZRRENE

E—iEK ID, HIRSiKER, SXERBLED (EHBRERMRERERIARSR, WZXERFTRIR

8 Requestid) . EfRBITHRERHIZRIERE Requestid,

Content-Type: application/Jjson

X-TC-Action: GetFlowStatistic
<AHIERSH>

{

"EndTime": 1659514692,

"Type": 1,

"DeviceId": "mna-dev

s

"TimeGranularity": 1,

"BeginTime": 1659513692

"Response":
"MaxValue":
"AvgValue": 5441,
"TotalValue":
"NetDetails": [

{

"Time": "1659513692"
"Current":

b

{

"Time": "165951369

IRIFRE: BR=ItE (It ) BRSEATF

’
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https://cloud.tencent.com/document/api/1385/55846#NetDetails

ZRRENE

"Current":
}!

{

"Time":

"Current":

I
"RequestId":
}

}

P12 FWSMRENREBERERZ

BT

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: GetFlowStatistic

<RIERSE>

{

"EndTime": 1659514692,
"Type": 1,

"DeviceId": "",
"DeviceList": [
"mna-devl",

"mna-dev2"

i

"TimeGranularity": 1,

"BeginTime": 1659513692

"Response":
"MaxValue":
"AvgValue":
"TotalValue":
"NetDetails":
{

"Time": "1659
"Current":

}

{

"Time": "1659513692
"Current":

t

IRIFRE: BRzITE (165 ) BRSEAS 114 195




"Time": "1659513692

"Current":

"RequestId": ""

}

t

5. AR ERR
BR= API &

ZRRENE

iz APl SE& 2&& AP X#H. $8iIRF3. APl Explorer )2 SDK FZFRNA—ERIFE, HEEMNE—ANOEORERBNZRHIFRE AP IR

e

API Inspector

FRFHEEE APl Inspector EEIZHIGE—SRIEXIN AP ARER, HEEMSIESHRAE API £53, tBaIEIE API Explorer #{3HEL4E

ifo
SDK

= API 3.0 RItTREMNFRIESE (SDK) , HSSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

AT T2 O SSZBIR ARG, EfhERDiER AHEIR0E,
§RIRMG
InternalError
InternalError.ControlRequestError
InternalError.MonitorDataRequestError
InternalError.NetworkinfoRequestError

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

fak

PIEREEIR
IBREHREERER,
IR RER.
BiRERIEERIER

SHEEEIR.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H%\_EHE BB AINE

RIEX EERE SRR E ST 2

RIEEFATE: 2025-04-25 01:45:03

1. &Oid

EOERER: mna.tencentcloudapi.com .
REUEERE, EEMERSIEREERAER
EAECIERSRRIRS: 2008 o

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BANBH
UTBERSHEINRGIE TEOBSRSHIBOLAHSE, REAHSHIIRN AHiERSE,
SR Wik ¥R iR
Action 2 String 2%, FEORE: GetFlowStatisticByRegion,
Version = String ~HSE, AEONE: 2021-01-19.
Region £ String afsy, WSHHTESH,
BeginTime = Integer FHAEIRALE
5E: 1659514436
. o & 1R iE
EndTime = Integer  —hiE: 1659515436
Tvoe o Inteqer mEE (1 EITRE, 2 FTRE, 3: LTITEM)
P = € weuE: 1
. . o BHERIE (1: RS, 2: ®XRST)
TimeGranularity =2 Integer —
TBIE: 1
GatewavTvpe o Inteaer RIXER, 0: AF=MX; 1: BHEMX,
viyp = € weuE: o
EARXE, BYESERE: ['MC','AP','EU','AM'] MC=rhE X AP=TFX EU=EXill AM=EiM. &
AccessRegion & String KEREEXE.
EHE: MC
3. ey
SHESMR ESid) iR
. Array of .
MEFMER
NetDetails NetDetails REIEHE

EXMERREERRXE ($i: byte)

MaxValue Float FEE: 216516
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https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55846#NetDetails
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=GetFlowStatisticByRegion

O BAT

SHEMN

AvgValue
TotalValue

Requestid

4, 76

PN ERER

BT

ESic]

Float

Float

String

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type:

X-TC-Action:
<AHIERSH>

{

"BeginTime":
"EndTime" :

"Type": 0,

ik

EXNERREERTYE (B byte)
wBIE: 25151

EXIERREEREZE (86 byte)
~BIE: 35465464

ZRRENE

E—iEK ID, HIRSIKER, SXERBSEE (EEREEMRERERARSR, WZRERTRIR

8 Requestld) . EfIARITHEERMIZRIEKRE Requestid,

application/json

GetFlowStatisticByRegion

OI

"TimeGranularity":

"AccessRegion":

"GatewayType": O

"Response":

{

"NetDetails": [

{

"Current":

"Time": "1735259400"

"MaxValue":

'y

"MCc",

"AvgValue": O
"TotalValue":

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

BR= APl &

Bz API E& 2458 API 34, %63, APl Explorer & SDK $XFHA—EATS, HEENE—AOEGRERBARIRHEIRE API IR
E=)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ERER, HEEMSIESRA API X538, tEaIaiiE API Explorer B3R
ifo

SDK

= API 3.0 Rt TREMNFLIRE (SDK) , ZIFSHRIZIES, EESENRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

6
KIS T2 AW SSZIBIAXRIEIRIS, EERINER AEIR0E,

Tencent Cloud CLI 3.0

. $EIRE

§ERIRMG

InternalError
InternalError.ControlRequestError
InternalError.MonitorDataRequestError
InternalError.NetworkinfoRequestError

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

fak

PIBREEIR o
IEREHREEER,
IR RER
BifRERIEERIER

SHEEEIR.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
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1. &Oid

EOBEKEZ: mna.tencentcloudapi.com .

IRER/ FRE SR
BUAROIERINERIRS: 200R/%

#EFER API Explorer

ZRRENE

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

R,
2. BWN\2Y
SHEW Wik
Action =
Version =
Region =
PageNumber =
PageSize =
Keyword &
3. ey
SYEW E- i)

Array of

Hardwarelnfos Hardwarelnfo

Length Integer
TotalPage Integer
Requestid String
4. 7l
N =5

IRIFRE: BR=ItE (It ) BRSEATF

ESid] iR
String rH2H, AEOBE: GetHardwareList,
String ~HSH, FMEORE: 2021-01-19,
String ~HSH, ERFFRIFH tbiFiIR,
Integer %ﬁg
wBE: 1
Inteaer REREHE
9 FBUE: 10

. K=
String FBIE: keywords

iR

BEHHEEE

B

wiE: 12

BRE

~EE: 3

H—iEkK ID, HIRSZIRER, SXERBSIED (EEREEMREREERIXRSS IR,
~&3K18 Requestld ) . EMAIRAITHFEIREIZRIERE Requestid,
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ZRRENE

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: GetHardwareList
<QHFRSE>

{
"PageNumber": 1,

"PageSize": 1

"Response": {

"HardwareInfos":

{

"ActiveTime": "16

"CreateTime": "16

"Description”: "jlliE00-0C

"DeviceId": "mna-2x2t11hb18",

"DeviceName": "test-vendor-hardware-00-00",
"FlowTrunc": O,

"GroupId": "",

"GroupName": "",
"LicenseChargingMode": 2,
"LicensePayMode": O,
"Payer": 1,

"SN": "test-vendor-hardware-—
"VendorDescription": "jlllifoo"
h

I

"Length": 107,

"RequestId": "50£72657
"TotalPage":

t

}

5. AR ERR

BR= API &

Bifl= AP & REE AP 34, #i858. APl Explorer & SDK $EENSA—EIFE, HEENB—ADZTORERBNZIZENERE API iR
£

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X538, tBaIaiiE API Explorer B34
ifo
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SDK
= API 3.0 RIHTRENFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PITFNFIH 7O SBIEERNEIRIG, HSRGIER AH5EIR0,
iRt it
InternalError PIRBEEIR -
InternalError.ControlRequestError BRIEHIFRREER.
InvalidParameterValue SHEEEIR.
OperationDenied.VendorNotRegister SRS ERER A .
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1. IO

EOERER: mna.tencentcloudapi.com .
ERBSFRERITHZ
BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. WN\BY
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wik KR R
Action = String ~H2H, FMEOBE: GetMultiFlowStatistic.
Version = String ~HSE, FMEORE: 2021-01-19,
Region £ String afsy, WSHATESH,
Devicelds.N o Array of RFIdIIER, PRRBIERIOMIF
) = String TBE: ["'mna-dev1"]
BeginTime = Integer 1659514436
9 = 9 RIE: 1659514436
. = 1659515000
EndTime = Integer FIE: 1659515000
T - FFREXR (1: LITRE, 2: FIRE, 3: LFFE%)
ype = Integer —
BIE: 1
TimeGranularity £ Integer FitadEkE (10 ROBESRT, 20 BXSF)
= whE: 1
EBEAXE, BYEBE: ['MC','AP','EU',AM'] MC=fE X AP=TFX EU=EiMl AM=3
AccessRegion & String Mo FERREEX,
TBEIE: MC
GatewavTvpe - Inteaer RIXER, 0: AB=MX; 1: BEMX. FMERKIAHO0,
vivp = 9 IE: 0
3. meN
SHEm i) 3%
. Array of Az e e
FlowDetails , HEREREEE
FlowDetails
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@ HE‘.L:H_E BB AINE

SHEMN g fEik

Reauestd | Strin W—iER 1D, HIRSIER, SRERBLIEE (SERERbEEREGARSE, VZERFL
a 9 $%/8 Requestld ) . E{EENESRAHZRIER Requestld.

4, 76

PN R EREERER
HEIREUEEIRBIIRREERER

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: GetMultiFlowStatistic
<AHIFRSE>

{

"DeviceIds": [
"mna-obzuio2pij",
"mna-ps9x7eako2"

1,

"BeginTime": 1675255591,
"EndTime": 1675860391,
"Type": 1,

"TimeGranularity": 1

"Response": {
"FlowDetails": [

{

"AvgValue": 26524619322,
"DeviceId": "mna-obzuio2pij",
"MaxValue": 44183705788,
"NetDetails": [

{

"Current":

"Time": "1675756800

by

{

"Current": 322

"Time": "1675760400"

by

{

"Current": 441837(

"Time": "1675771200"

IRIFRE: BRzITE (165 ) BRSEAS £123 195
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}7

"Current": 2963

"Time": "1675774800"

I

"TotalValue": 1060984
b

{

"AvgValue":
"DeviceId": "
"MaxValue":
"NetDetails": [

{

"Current": 22711,
"Time": "1675756800"
b

{

"Current":

"Time": "167576040C
b

{

"Current": 29589835815
"Time": "1675771200"
b

{

"Current": 50

"Time": "1675774800"

1,

"TotalValue": 127214600202

i
"RequestId": "ffad4f52-505£-4563-9431-b2calb5a887e"
s
t

5. AREHR

BR= APl &

iz APl & 2&& AP X, (8%, APl Explorer & SDK FZFRNA—ERIFE, HEENE—ANOEORERBNZRHIFRE AP IR
e

API Inspector

FFHEEE APl Inspector EERIZHIGE—SRIEXEN AP ARER, HEEMSIESHRAE API 1£53, tBaIEIE API Explorer #{3EL4E
ifo

SDK
= API 3.0 Rt TREMNFRIEE (SDK) , ZSSHRIEIES, SEELENRER APl
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@ HE\.L:HE ERRENE

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BT IR
« Tencent Cloud CLI 3.0

6. FHiR6G

PITFNFIH 7RO SBIEERRNEIRIG, HERGIER AHLEIR0,
iRt it
InternalError PIRREEIR -
InternalError.MonitorDataRequestError EEHIREREIR.
InvalidParameterValue SHEMEIEIR.

IRIFRE: BR=ItE (It ) BRSEATF 8125 195
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1. &OiA

EOBEKEZ: mna.tencentcloudapi.com .

RERSRIR FAISCRERERIHER
BUAROIERINERIRS: 200R/%

#EFER API Explorer

ERRG.
2. N
LAFiERSHFIRNIE TEOERSHMBL 2
SHEW wik R
Action = String
Version String
Region & String
Deviceld = String
BeginTime = Integer
EndTime = Integer
Metrics = String
GatewayType & Integer
3. miheN
BHEM ESid)
Array of

MonitorData MonitorData

AccessRegion  String

IRIFRE: BR=ItE (It ) BRSEATF

ZRRENE

<> R

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERFRIZOFEN , EUTEESRARNBERASHNREISRURB5ER SDK

HEH, REARSYHIIRD AHERSH,
faik

~HESH, KNEOBE: GetNetMonitor,

\

H3%, MEONE: 2021-01-19,

N

AHSY, WSHAHTESH.

g&id
FHUE: "mna—xxx"

Friaatia
~BIE: 1662622200

EERAYiE)
=~fIE: 1662624800

Zitigtr ( LiTEEsR:
FE: "RTT":ms)
=BE: "TxRate"

"TxRate":bit/s, T{Ti&=Z: "RxRate":bit/s, E8:

FIXEE, 0:
=~fIE: 0

2BZMX; 10 BERX. FMERIAAO0,

faEik

IIEEE

BRI, BUEEE: 'MC','AP','EU','AM]
MC=rhEXf

AP=1FX

EU=EXi

AM=2E;

FHE: MC

"Loss":%;,

B
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® %\ﬂ:lﬁ SRS iE

SHEMN faEik

Requestld H—iEK ID, BIRSIHER, SXERBESRE ( EEKRKEHMERFRERIERS R, WiZRERER
a £3%18 Requestld ) . EfIRBRIIEERMIZXIERE Requestld.

4.
PN AR AR

RELRELEER

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: GetNetMonitor
<AHFRSE>

{

"Metrics": "TxRate",
"EndTime": 1662624800,
"DeviceId": "mna-xxx",

"BeginTime": 1662622200

"Response": {
"MonitorData": [

{

"Time": "1673601780",
"BusinessMetrics": 49235
"SlotNetInfo": [

{

"NetInfoName":
"PublicIP": "9.22
"Current":

b

{

"NetInfoName":
"PublicIP": "9.22
"Current": 395158

}

]

o

{

"Time": "1673601840",
"BusinessMetrics": 412¢

"SlotNetInfo": [

IRIFRE: BRzITE (165 ) BRSEAS 127 H#195;
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"NetInfoName":
"PublicIP": "9.
"Current": 27

b

{

"NetInfoName":
"PublicIP": "9.223
"Current":

}

1

to

{

"Time": "1673601900",
"BusinessMetrics": 411
"SlotNetInfo": [

{

"NetInfoName": "ethO",
"PublicIP": "9.223
"Current": 2804715
b

{

"NetInfoName":
"PublicIP": "9
"Current":

}

]

b

{

"Time": "1673
"BusinessMetrics":
"SlotNetInfo": [

{

"NetInfoName" :
"PublicIP": "9.223
"Current":

o

{

"NetInfoName":
"PublicIP":
"Current":

}

]

b

{

"Time": "16 02020",
"BusinessMetrics":
"SlotNetInfo": [

{

"NetInfoName": "ethO",

IRIFRE: BRzITE (165 ) BRSEAS 55128 $195m
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"PublicIP":
"Current":

b

{

"NetInfoName":
"PublicIP": "9
"Current":

}

]

b

{

"Time": "167 2080",
"BusinessMetrics": 4
"SlotNetInfo": [

{

"NetInfoName": "ethl
"PublicIP":
"Current":

b

{

"NetInfoName":
"PublicIP":
"Current":

}

]

by

{

"Time": "167360
"BusinessMetrics":
"SlotNetInfo": [

{

"NetInfoName":
"PublicIP": "9.223
"Current":

b

{

"NetInfoName":
"PublicIP": "9
"Current":

}

]

b

{

"Time": "1¢
"BusinessMetrics":
"SlotNetInfo": [

{

"NetInfoName":
"PublicIP": "9.

"Current":

IRIFRE: BRzITE (165 ) BRSEAS 5129 195
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{

"NetInfoName":

"PublicIP":

"Current":

t

]

by

{

"Time": "167360226
"BusinessMetrics":
"SlotNetInfo": [

{

"NetInfoName": "ethO",
"PublicIP": "9.223.110.232",
"Current": 28212205.599999
by

{

"NetInfoName": "ethl",
"PublicIP": "9.223.96.218",
"Current":

}

]

by

{

"Time": "1673602320",
"BusinessMetrics": 353
"SlotNetInfo": [

{

"NetInfoName":
"PublicIP": "9.223
"Current":

by

{

"NetInfoName":
"PublicIP": "9.22C

"Current":

"AccessRegion": "MC",

"RequestId": "odgadas dasdasd-dadsada"
}

}

5. FRERR
Bz APl F&
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Bz APl &

ZRRENE

R45E API X4, $#iRt3. APl Explorer & SDK FEEFENA—FAES, HEGNE—AOEGRERBAZIZMUARE API R

=

API Inspector

BPEEE AP Inspector BEEEHIGE—SIRIEXEN AP AABER, HFEHERSIESHRAN API X3, tBalFiiE API Explorer iHTELR
ito

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIZES, AEEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

6
I RFIE T2 A SSBIRIAXRIEIRID, HEthiEiRIGIER

Tencent Cloud CLI 3.0

. $EIRE

R

InternalError
InternalError.ControlRequestError
InternalError.NetworkinfoRequestError

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE

AHEIRB .

ik

PIEBIEIR
ERERIRREER.
BREMEERER.

SHEERER.
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SREX 2 $A

RIEE#HATE: 2025-04-25 01:45:01

1. IO

EOBEKEZ: mna.tencentcloudapi.com .
R RTINS

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. W NSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEM Wik ESid) ik

Action = String AHSH, FMEORYE: GetPublicKey,

Version = String AR, FEORE: 2021-01-19,

Region = String AHSY, MEOFTEEENSE .

3. ey

SHEM ESid) iR
E| SOV

PublicKey String fE: "-——— BEGIN RSA Public Key———--
\nMIIBIjANBgkghkiGOw0Bd7Fqz8X\no+TronsIDAQAB\n——-—-— END RSA Public Key————- "

W—iEk ID, HRSBIRER, SRERFBSEE (EHEREEMEERERERSR, WZRERFIRE

R tid Stri N v pys
eques N9 Requestld) . EABHESIREZRIERE Requestld.

4. 75
P KA
BATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: GetPublicKey
/

<RHEERSH>
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"Response": {

"PublicKey": " BEGIN RSA Public Key 3 RSA Public Key

"RequestId": "edd378f7-2511-4692-a
}
}

5. FREGR

BR= APl &

Bz API & R%8 API X4, HiRi3. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSFORERENRIZHERE API IR
E=D)

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK
= API 3.0 Rt TEEMARIRE (SDK) , IHFSHRIRIES, SEEHENERM APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FHiRES

IITFNFIH T O SZEaRAEIRID, HAEIRBIFED AHLEIR0E,
iRt i
InternalError PIEBEEIR -
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THBAESTTEURE

BIEEHATE: 2025-04-25 01:45:01

1. &Oid

EOBEKEER: mna.tencentcloudapi.com .

FEHERITRE FHRELRE
BUAROIERINERIRS: 200R/%

#EFER API Explorer

ZRRENE

<> i

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

ER=RG.

2. M NS

LAFiERSHFIRNIE TEOBERSHMBL 2
SHEW Wik 2R
Action = String
Version = String
Region & String
Deviceld = String
BeginTime = Integer
EndTime = Integer

TimeGranularity 2 Integer
AccessRegion B String
GatewayType & Integer
DeviceList.N x  Arayof
String
Groupld & String
3. MtieH

IRIFRE: BR=ItE (It ) BRSEATF

AHSE, FEOHBYE: GetStatisticData,

H3%, MEONE: 2021-01-19,

>

N

~HBY, FEOTHTEEERSH,

R&TID, EARIBEIRSE, AE"-1"
FHHE: "mna—xxx"

SitFaRdiE, B s
=~fIE: 1661212800

SITEERAYIE, B s
ffE: 1661587200

BEHE:
et

2: Rt

TUE: 1

BAXIE, BUEEE: ['MC',AP''EU',AM'] MC=rEXk AP=TFX EU=EXifl AM=3%
e FEfESBRE.

ROUE: MC

FXEE, 0: 2BZMX; 1: BEMX. FMERKIAA0,
=BIE: 0

REFIDIIR, RB10MEHE, THSMIFREMIER, WitDeviceldal{g"-1"
TBE: ["'mna-test1","mna-test2"]

REDHEID, EFEESEANAE, ROETHREIEIER
TBIfE: "group-test”
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O BHS

SHEMN ESid) R

SZisttshiturl

FilePath  String . "hitp:/lxooo”

W—iEK ID, HIRSiKER, SXERBLERE (EHERERMRERERIARSR, WRXERTRIRE

Requestld  String  p . estld) . EfAEHESIREZRIBERE Requestd.

4, =H

PN FEUEEIdRR SRR BRI SU
REURESRIHEIRE
BATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GetStatisticData
<AHIERSH>

{

"EndTime": 1659514692,
"DeviceId": "mna-testl",
"TimeGranularity": 1,
"BeginTime": 1659513692,
"AccessRegion": "MC",

"GatewayType": O

"Response":
"RequestId":

"FilePath": "

5. FREHR

ZRRENE

BR= APl &

Bz AP EE 248 API X, RS, APl Explorer & SDK FRFEHNA—EGFES, HEENE—AOEQRERBA=IRMARE APl R
£

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API K53, tBaEiiE API Explorer #{TE4iR

ifo

IRIFRE: BR=ItE (It ) BRSEATF
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SDK
= API 3.0 RIHTRENFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

« Tencent Cloud CLI 3.0

6. $EiRE

TSI T O SSiZIERXRIEIRIS, EERIDER AHLEIRGE,

iR iR

InternalError PIEBEEIR .
InternalError.ControlRequestError ERERISRREER.
InternalError.FilelOError XHEERE,
InternalError.MonitorDataRequestError IEIEHUIRIERIEIR o
InternalError.NetworkinfoRequestError EREIRERER.
InvalidParameter SRR
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RIEEFASE: 2025-04-25 01:45:01

1. &Oid

EOBEKEZ: mna.tencentcloudapi.com .
REN AR R YIR
ERANZROIERITRIRF]: 200%/% -

#EFER API Explorer

ZRRENE

<> i

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK

ARG,
2. WN\EY
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wi ESic] iz
Action = String aH2H, AEOE: GetVendorHardware,
Version = String ~HSE, AEONE: 2021-01-19.
Region = String ARsH, ERFEESTGH Tz,
TFd
PageNumber = Integer ;_;gjﬁ: 1
; = REHE
PageSize = Integer =@iE: 10
. XEF
=
Keyword a String FBUE: mna-xxx
MBI,
= 286
Status S Integer 145808
2:Bi#iE;
~EIE: 1
3. mtieH
BYEW E St iR
Array of -
VendorHardware BHEEsIE
VendorHardware
REEH
Length Integer =GiE: 10
SR
TotalPage Integer =@iE: 3
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SHEN fhR

Requestld W—iEXK ID, HRSIKER, SREREBI/IRE ( HEREHBEERERERSR, Wiz
a RERFLFKE Requestld ) . EMIRITEEREIZRIBERE Requestld,

4, 76

N SRS
I EEERS

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Json
X-TC-Action: GetVendorHardware
<AERSEH>

{
"PageNumber": 1,
"PageSize": 1

}

BHTe

{

"Response": {

"Length": 1,

"RequestId": "728a4c82-b31lc-—
"TotalPage": 2,
"VendorHardware": [

{

"CreateTime": "168559120
"Description": "",
"DeviceId": "",

"Payer": O,

"HardwareId": "cpe-5n9n3063t2",
"LicenseChargingMode": 2,
"LicensePayMode": -1,

"SN": "cloud-sn",

"Status":

T2 RN R ESIE
KER ERRETIE

IRIFRE: BRzITE (165 ) BRSEAS 55138 195




ZRRENE

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: GetVendorHardware
<QHFRSE>

{

"PageNumber": 1,
"PageSize": 10,
"Keyword": "keywords",

"Status": 0

"Response": {

"VendorHardware": [

{

"HardwareId": "cpe-2ycsnymh2u",
"SN": "cpe-sn-04",
"CreateTime": "168544940
"Status": O,

"Payer": O,

"ActiveTime": "1685449404",
"Description": "this is descript",
"DeviceId": "mna-devl",
"LicenseChargingMode": O,
"LicensePayMode": -1,
"LastOnlineTime": "1685449404"
h

i

"Length": 1,

"TotalPage":

"RequestId": "728a4c82-b31c-4b32-9cee-3balfddl1903c"
+

}

5. AR EHR

BR= APl &

Bifl= AP & REE AP 34, #i858. APl Explorer & SDK $EENSA—EIFE, HEENB—ADZTORERBNZIZENERE API iR
£

API Inspector

FFEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X538, tBaIaiiE API Explorer B34
ifo
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SDK
= API 3.0 RIHTRENFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiR6G

PITFNFIH 7O SBIEERNEIRIG, HSRGIER AH5EIR0,
iRt it
InternalError PIRBEEIR -
InternalError.ControlRequestError BRIEHISRREER.
InvalidParameterValue SHEEEIR.
OperationDenied.VendorNotRegister HEIMKSERIEM A .

IRIFRE: BR=ItE (It ) BRSEATF £140 #1953,
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1. IO

EOBEKEER: mna.tencentcloudapi.com .
BEIREER

BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEW Wik ESid) R
Action = String ~HSE, AMEORE: UpdateDevice,
Version = String ~HSE, FMEORE: 2021-01-19,
Region B String ~sy, MEOFFEEBLSH,
. . R&id
D =
eviceld = String SEIHE: "mna-ood"
. . REEW
D N a St
eviceName =S ring SBIE: "dev”
. REEE
Remark &
emar = String =EHE: "remark"
UpdateNetinfo.N & Array of UpdateNetInfo BEIMREMERER
- RELHRECLESR, 0: KE(TE, 1: HETNE
FlowTrunc a Integer

BE: 1

3. ths¥

SHER Bt faik

W—iER ID, HRSBIRER, SRERTBSEE (EHEREHMREEKRERERSR, WZRERFIRE

R tid Stri
eques N9 Requestld) . EATEBIREZRERE Requestld.
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5

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: UpdateDevice
<RIFRSE>

{

"DeviceId": "mna-yesydf",
"DeviceName": "namel",
"Remark": "remarks",
"UpdateNetInfo": [

{

"Type": O,

"DataEnable": true,
"UploadLimit": 1,
"DownloadLimit": 1,

"NetInfoName": "netname"

"Response":
"RequestId": "
}

}

. AR EER

BiR= APl £&
Bl API & 254 API XH4. $#i23. API Explorer & SDK $R¥EMS—EZNTE, HECMEA—AOSORERBAZRLOFE AP IR

5

o

API Inspector

i

o

SDK

= API 3.0 Rt TREMNFLIERE (SDK) , ISSHRIZIES, EESENRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF

ZRRENE

RFAEEE APl Inspector EEIEHIGE—SREXIEXR AP RRER, HEEMSIESRA API X538, tEaIEiiE API Explorer B34
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp

@ HE‘.L:H_E BB AINE

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
BeTIR

» Tencent Cloud CLI 3.0

6. $EiR
BATRBUH T RO SBIEEXAEIRN, RSN AR,

=g iR

InternalError PIEBERIR o
InternalError.ControlRequestError BRIEHIRREER.
InternalError.DuplicateDeviceName REBEFT.
InvalidParameterValue SHEYEEEIR.
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SEFTEERNEE

IEE#HAE: 2025-04-25 01:44:59

1. IO

EOBEKEER: mna.tencentcloudapi.com .
EIREENNEE

BRAZEOUERITRIRG: 200R/%

#EFZ(ER API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERRIZEOFEN , EUTEESRARNBERASTHEREISRURB5ER SDK
A6,

2. NSH

TFERSHIIR (G TIEOERSHEMNBIAHSY, RBAHSHIIRN AHiERSH,
SHEm Wik ESid] iR
Action = String a2, AEOBYE: UpdateL3Conn,
Version = String ~HSE, FEORE: 2021-01-19.
Region £ String asy, WSHATESH,
o . BEiEHID
L3Connid = String FBIE: 13conn—cOrkbqhig8
BN
Description & String AL

BIE: "this is discript”

3. piis®

SHEM ESid) flR

W—iER ID, HRSBIRER, SRERBSEE (SEREEMEEKRERERSR, WZRERFIRE

Requestid  String o uestid) » B ESIRHZRERE Requestid.

4.
N o

BATH

POST / HITP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: UpdateL3Conn
<]IBFRSE>

IRIFRE: BR=ItE (It ) BRSEATF ££144 #1953,


https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=UpdateL3Conn
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{

"L3ConnId": "1l3conn-cOrkbghig8",

"Description": "this is descript"

1
i

BLRE

{
"Response":

"RequestId":

t
t

5. AREHER

BR= APl &

iz APl & 256 API 3. $8iRF3. API Explorer ) SDK $ZFRNA—EIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
e

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIXR AP ARER, HEEMSIESHRAE API X583, tBaIEiE API Explorer #{3EL4R
ifo

SDK

= API 3.0 Rt TREMNFRIEE (SDK) , MiSSHRIEES, SEELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiR6G

PITFNFIE 7O SBIEEXRNEIRIG, HERGIER AHL8EIR0,
iRt iR
InternalError PIEBEEIR o
InternalError.ControlRequestError EREFISEREER,
InvalidParameterValue SHEVEIRIR.
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EFoAEER

RIEEFATE: 2025-04-25 01:45:00

1. IO

EOBEKEZ: mna.tencentcloudapi.com .
BEISEEE

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEWH Wik ESid] iR
Action = String ~HESH, FEARE: UpdateGroup.
Version =3 String ~HSE, FEONE: 2021-01-19.
Region & String asy, WSHHTESH,

- . £4ID
Groupld = String FHIE: “1a2b3cad5e”

JRAZS

Description & String nAsEE

BE: "this is descript"

3. s
BEEW X e

W—iER ID, HRSBIRER, SRERFBSEE (ESEREEMEERERERSR, WZRERFIKE

Requestid  String o uestid) » B ESIRHZRER Requestid.

4. 75
1 =N
BATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: UpdateGroup
<RIBFRSE>
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https://cloud.tencent.com/document/api/1385/55849
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https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=UpdateGroup

® HE\.L:HE ERRENE

{

"GroupId": "cliGrp-xf8rboasbh",

"Description": "this is descript"

1
I

BLRE

{
"Response": {
"RequestId":

}

}

5. AREHR

BR= APl &

iz APl & 256 AP X#H. $8iRF3. APl Explorer & SDK FFRNA—ERIFE, HEENE—ANOEORERBAZEHAFRE AP IR
5o

API Inspector

BRAEE API Inspector BEIEFIGE—SIRIEXEAY APLEARABR, HEWERZIESIRAL APl X5B, tEa811F API Explorer #{77E4E
ito

SDK

= API 3.0 BRIt TREMNFRIEE (SDK) , XSSHRIZES, EESENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. FHiREg

KITFNFIE 7O SZIEERNEIRIG, HESRGIER AH5EIR0E,
iRt iR
InternalError PIEBEEIR o
InternalError.ControlRequestError ERIEHBRREER.
InvalidParameterValue SHEVEIRIR.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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SHEFTEEMNCIDR

RIEEFATE: 2025-04-25 01:44:59

1. IO

EOBEKEZ: mna.tencentcloudapi.com .
EIEEMNCIDR

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. BN
UTFERSHIIR (G TEOERSHEMBIAHSY, RBAHSHIIRN AHERSH,
SHEW Wik ESid] iR
Action = String ~HSH, FEORE: UpdatelL3Cidro
Version = String ~HSH, MEORE: 2021-01-19,
Region & String risy, WSHATESH,
. BiEUID
L3 Id =
Conn = String FBIE: "I3conn-cOrkbghig"
. . EiE#INCIDR
Cidr1 =
ar = String FIE: "192.168.0.0/28"
. . BEiBig&ID
A=
Deviceld = String =E: mna-f8v7e6043g
. . BiBig&ID
D 1d2 a
evice = String FBIE: mna-f8v7e60432
. . EiE#INCIDR
Cidr2 &
ar = String FIE: "192.168.0.16/28"
3. meN

SHEM ESid) flR

W—iER ID, HRSBIRER, SRERBSEE (SEREEMEERERERSR, WZRERFIRE

R tld tri
equestld  String o uestld) . EIUEEREBIREZRERE Requestid.

4.
=B =N

BATH
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https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=UpdateL3Cidr

O BHS

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GetTenant

<NILERSEH>

{

"L3ConnId": "l1l3conn-cOrkbghig",

"DeviceIdl": "mna-f8v7e60432",

"Cidrl"™: "192.168.0.16/28",

"DeviceId2": "mna-f8v7e6043g",

"Cidr2": "192.168.0.16/28"

"Response":
"RequestId":
}

}

5. FRERR
BR= API &

ZRRENE

Bz API E& 2458 APl 3. HiRi3. APl Explorer & SDK SR FEHA—EATE, HEENE—AOEGRERBAIREERE API IR

5o

API Inspector

HFaE&EE APl Inspector BEEEFIGE—SIREXIXA APIRBER, HFEMEMZIESRA API X838, tBaJaiiE API Explorer #T7EL&iE

ifo

SDK

= API 3.0 Rt TEEERIFRTEE (SDK) , XISSHRIZES, FEEHEIEMA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE

IRIFRE: BR=ItE (It ) BRSEATF

5149 195


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mna/V20210119/MnaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mna/v20210119/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/mna/v20210119/mna_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mna/lib/v20210119/client.rb
https://cloud.tencent.com/document/product/440/6176

O BHS

PATRFIH T 1Ol S5iZEtRXA0EIRD, EAbERGFD AHLER0
R
InternalError
InternalError.ControlRequestError

InvalidParameterValue

IRIRERE: BR=ITE (1bF) BRSEAE

o

faik
PIBREEIR o
IEREHIRREER,

SHEEEIR.

ZRRENE

55150 #195;


https://cloud.tencent.com/document/api/1385/55853#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® HE\.L:HE ERRENE

(EEERNFFX

RIEEFATE: 2025-04-25 01:44:59

1. EO#ER

EOBEKEZ: mna.tencentcloudapi.com .
EIREBEHNIFF X

ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. INSH

MTERSHIIRFIE T ROBRSYEMBR ALSY, RRAHLSHIIRN AHLERSH,

SHEW Wi ESid) 7%
Action = String aH2E, AEOE: UpdateL3Switch,
Version = String AHsE, FEORE: 2021-01-19,
Region £ String sy, WSHHTESH,

o . BigNID
L3Connlid = String =EIE: "id—1"

BB IFx

=

Enable a Boolean =@IE: true
B h

SHEm ESid) iR

W—iER ID, HRSBIRER, SRERBSEE (ESEREEMEERERERSR, WZRERFIRE

R tld tri
equestld  String o uestld) . EIUEERBEBIREZLRERE Requestid.

4. 75l
1 =N
WATH

POST / HTITP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: GetTenant
<RILERSH>
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https://cloud.tencent.com/document/api/1385/55849
https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=UpdateL3Switch
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{

"L3ConnId": "id",

"Enable": true

1
i

BTG

{
"Response": {

"RequestId": "7fa2c35¢

t
t

5. AR EHR

BR= APl &

iz APl & 256 API 3. $8iRF3. API Explorer ) SDK $ZFRNA—EIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
e

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIXR AP ARER, HEEMSIESHRAE API X583, tBaIEiE API Explorer #{3EL4R
ifo

SDK

= API 3.0 Rt TREMNFRIEE (SDK) , MiSSHRIEES, SEELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PITFNFIE 7O SBIEEXRNEIRIG, HERGIER AHL8EIR0,
iRt iR
InternalError PIEBEEIR o
InternalError.ControlRequestError EREFISEREER,
InvalidParameterValue SHEVEIRIR.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
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EHEHER

RIEEFATE: 2025-04-25 01:45:00

1. EO#ER

EOBEKEER: mna.tencentcloudapi.com .
EIREHER

BRAZEOUERITRIRG: 200R/%

#EFZ(ER API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERRIZEOFEN , EUTEESRARNBERASTHEREISRURB5ER SDK
A6,

2. W NSH

DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRT ~AHiERSH,
SHEm Wi ESidl iR
Action = String aHSE, AEONE: UpdateHardware,
Version = String ~HSE, AMEONE: 2021-01-19,
Region 2 String AHSH, FERFERTIFH iR,
o . TEID
Hardwareld = String TPBHE: cpe-6zmf86knqu
. B FES
=
SN - String TBl{E: adsqda
- - . REEE
Description B String FIE: description
3. ey
BHEM ESic] iR

—i5K ID, HIRSIKER, SXERBSED (EHERERMRERERIARSR, WZXERTRIRE

Requestld  String Requestld) . EARAITEEIRMIZRIERE Requestid.

4. 7l

N EREEHER
EEHER

BT

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson
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ZRRENE

X-TC-Action: UpdateHardware
<RHIERSE>

{

"HardwareId": "cpe-6zmf86knqu",
"SN": "adsqgda",

"Description": "this is descript"

"Response":
"RequestId":
}

}

12 5

Bl

BT

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: UpdateHardware

<RIEERSEH>

{

"HardwareId": "cpe-53g4emz6zc",

"SN": "dd4d"

"Response": {

"RequestId": "004fa540-6023-46al-8£92-bcf24d74e24£f"
}

}

5. AREHER

BR= APl EE&

iz API & 2456 AP 3. $8iIRF3. API Explorer )2 SDK FFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIRE AP IR
e

API Inspector
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https://cloud.tencent.com/api

O BHS

FFEEE APl Inspector EEIZHIGE—SRIEXEXR AP ARER, HEIEMSIESHRA API X538, tBaIaiiE API Explorer #{3HEL&R
ifo

SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , XSSHRIZIES, EELENRARA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee

Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee

Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

Tencent Cloud CLI 3.0

6. tEiRE

KITRSIH T2 O SSiZIEIRXRIEIRIS, EhEiRIGIERD AHLEIRE

e

InternalError
InternalError.ControlRequestError
InvalidParameterValue
OperationDenied.DuplicateSN

OperationDenied.VendorNotRegister

IRIFRE: BR=ItE (It ) BRSEATF

ik

PREREEIR -
EREHIRREER.
SHEVEEIR.
SNEFHE

SRS ERERA .

ZRRENE
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TE—IR SN License

RIEEFATE: 2025-04-25 01:45:00

1. EOiE

EOBEKEER: mna.tencentcloudapi.com .

WE—RMEEN License

BUAROIERINERIRS: 200R/%

#EFER API Explorer

<> R

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. NSH

MTERSHIIRIIL T ROBERSHAIBI 2

SYEWH
Action
Version

Region

Deviceld

Type

RollBack

AutoVoucher

Voucherlds.N

3. s

SHEMN

Resourceld

Requestid

Witk

il

Falil

il

fil

il

iyl

iy |

iy

ESid]

String

String

ESid]
String
String

String

String

Integer

Boolean

Boolean

Array of
String

ik

HEH, REAHRSYHIIRD AHERSEH,

iR
AH2E, AFEOBYE: OrderPerlLicense,

/

H24, FEOE: 2021-01-19,

Pz

AHSY, FRFEmSTIF TR

WEKAE LicenselUigFID, MRE AmREFRERAHardwareld
=EHE: "mna-test1”

”RE&E3E, 0: SDK, 1: CPE, {ENAFREmHIEREINEQ, (EHI BelRFRIEREHE
=~BIE: 0

WELME2EEE (HER) i85, Biltrue, MNBIRSEHETERPIRECNFEERLR,
=HE: true

EREMERKESE, Bilfalse.

BEIREIANEERR: KRBASHTRSMSTE, KNS, TRINSHRANS, KRR
WY, MEFH XMUGRHTNE, BRSREN—iKsS.

E: false

BEREHID. BNERREFHUSHER . BAIRAIHEA—KXES
it SEENAESTEHEITRRNENG, VEESZM, 05
~E: ["OLSKVPGO4KUIUSBHFDTEST1"]

— R LicenseldiEiEID
=GHE: 56d11777-50f7-4c60-9¢c89-e7076c8529a9-0

WE—iEX ID, HIRSIHER, BRIERFESERE (HEREEMFEEKERERS, WZRERFRIRE
Requestld) . EfiEERESREIZRIERRN Requestld,

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

4. 76
RO B

BATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: OrderPerLicense

<REERSEH>

{

"DeviceId": "mna-devid",
"Type": O,
"AutoVoucher": true,
"VoucherIds": [

ny—1"

"Response": {
"RequestId": "
"ResourceId": "56¢
}

}

5. ARERER

BR= API EE&

Bl API E& 2458 APl X4, HiRi3. APl Explorer & SDK $XFEHA—EATS, HEENE—AOEGRERBAZIREERE API IR
E=)

API Inspector

RFEEE APl Inspector EEIZHIGE—SRIEXEXR AP ARER, HEEMSIESRA API X538, tBaIaiiE API Explorer B34
ifo

SDK

= API 3.0 Rt TREMNFLIERE (SDK) , XSSHRIZES, EELENRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
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O BAT

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BHSTIR
» Tencent Cloud CLI 3.0

6. $EiRH

KT RFIE TR AW SSZIRIAXAYEIRIS, HERIGIERD AH46EIRE

§EIRMG
FailedOperation.TransactionException
InternalError

InvalidParameter

OperationDenied
OperationDenied.DeviceNotFound
OperationDenied.InsufficientBalance
OperationDenied.NotAllowedToPay
OperationDenied.RepeatPurchase
OperationDenied.UnauthorizedUser
UnauthorizedOperation

UnauthorizedOperation.NoPermission

IRIFRE: BR=ItE (It ) BRSEATF

ZRRENE

ik
RERERE
PIEREIR o
SHEIR,
RERIELE
ZIRERITRK AR
REATR
FSZ IR
EEWE
REZIMIE
RIZIURE

RIGIEARSS IR
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ITWREE

RIEEFATE: 2025-04-25 01:45:00

1. &Oid

EOBEKEZ: mna.tencentcloudapi.com .

OTIERES

BUAROIERINERIRS: 200R/%

#EFER API Explorer

ZRRENE

<> i

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. INBH

MTERSHIIRIIL T ROBERSHAIBI 2

SHEWH
Action
Version

Region

PackageType

DevicelList.N

AutoRenewFlag

PackageRegion

FlowTruncFlag

AutoVoucher

Wik

0 HO

Falil

fil

il

fil

il

iy |

iy

Bt
String
String

String

String

Array of
String

Boolean

Integer

Boolean

Boolean

IRIFRE: BR=ItE (It ) BRSEATF

L2y, REAHSHIIRN AHLERSH,

faik

N

~rHESH, FEOBE: OrderFlowPackage,

#H34, MEOE: 2021-01-19,

>

N

AHSY, FRFEmSIF g%,

REEMIERE, EYEINT:
DEVICE_1_FLOW_20G. DEVICE_2_FLOW_50G.
DEVICE_3_FLOW_100G.

DEVICE_5_FLOW_500G, %3Itt%20G. 50G. 100G. 500GH5{urIinEL .

Bt NRE QI HPEIREHE LIR:
20G: BRBMEINRE

50G: RB4E2MEE

100G: EBHEINRE

500G: &BHESNIRE

af{&: DEVICE_1_FLOW_20G

mEEYENZEIDIIR, RENgE NS ERBUA TSRS :
20G: RBHPEIMRE

50G: =B4pE2MeH

100G: RBHEIMRH

500G: m=BYPESMREF

EHE: ["'mna-test1","mna-test2"]

EEEMER, ZEIRIREEMRE, JEFE—
RENE: true

XiFtRiR, 0: EA, 1: B+
wHIE: 0

EEABREHUERINGE, ZIEFEshEEsE hse
=NE: false

=EEEMEFERES, Hilfalse,

BEZIRSATRIEER: RERASUNTR2SMS RIS, SIS, TIRNEMRA%S, &
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O BHS

SHESMR Wk
Voucherlds.N B

3. ilis®

SHEM R

Resourceld  String

Requestid String

4. 7651
B wpi

BT

POST / HTITP/1.1

ZRRENE

R g

MRS, MEE XMiKRBTINEG, BRSRIKN—kE.
HE: true

EENESID, BaEFEAEFHESHEL . BRRRITFEA—KRES.

:::iany of i BIEENRSETEAITRIENSN, NESSE, Fms
9 THHE: ["OLSKVPGO4KUIUSHFDTEST1"]
ik

RESME—EIRFID
~E: 56d11777-50f7-4c60-9c89-e7076c8529a9-0

K—igX ID, HIRSIKER, SXERIMSIED (EEREHMERRERERSR, WZXERAKIKE
Requestld) . EIRAITEEIREIZRIEKRE Requestid.

Host: mna.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: OrderFlowPackage
<pERSH>

{
1

"PackageType": "DEVICE_1_FLOW_20G",

"DeviceList": [
"mna-testl",

"mna-test2"

] 4

"AutoRenewFlag": true,

"PackageRegion": 1

"Response": {
"RequestId": "12
"ResourceId": "5

}

t

5. FR&GR
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O BHS

BR= APl &

ZRRENE

Bz API E& 2458 API 34, %63, APl Explorer & SDK $XFHA—EATS, HEENE—AOEGRERBARIRHEIRE API IR

E=D)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ERER, HEEMSIESRA API X538, tEaIaiiE API Explorer B3R

ifo
SDK

= API 3.0 Rt TREMNFLIRE (SDK) , ZIFSHRIZIES, EESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
WBSITIR

« Tencent Cloud CLI 3.0

6. FEiRES

ARSI 7O SSZER ARG, HbERiFER AHEIRE,
R
FailedOperation.TransactionException
InternalError
InvalidParameter
LimitExceeded
OperationDenied
OperationDenied.InsufficientBalance
OperationDenied.NotAllowedToPay
OperationDenied.UnauthorizedUser
ResourcelnUse
UnauthorizedOperation
UnauthorizedOperation.NoPermission

UnauthorizedOperation.UnopenedLiveService
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@ H%\_EHE BB AINE

EREEEER

RIEEFATE: 2025-04-25 01:45:03

1. IO

EOBEKEZ: mna.tencentcloudapi.com .
RIEAppIdEIAFSENREEZES, SFRE, Eifurliflkey
ERAZECLERITZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEW Wik ESid] mEiR
Action = String ~H2H, AEOBE: GetFlowAlarminfo,
Version = String ~HSE, FMEORE: 2021-01-19.
Region 2 String 2ESH, FRFESIF thiEFIE.
3. miheN
SHEM PR iR
e s
AlarmValue Integer gzg?’];;mﬁ
By A
NotifyUr String =~ DR BAlEiRur

FBIE: http://ip:port/callurl

SZEMEIRAkey

CallbackKey  String . d23y5cb8obx23432

E—i5K ID, HRSiKER, BXERFEE (EHERERMRERERARSR, WZRERFTRIXE

R tid Stri
eques N9 Requestld) . EfFTIEEIREIZRERE Requestldo

4. 74
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BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GetFlowAlarmInfo
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"Response":
"AlarmValue": 2
"NotifyUrl":
"CallbackKey":

"RequestId": "

1
I
1
I

5. FREGR

BR= APl &

iz APl F& 2&& API X#4. (5%, API Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSREIFRE AP IR
E=D)

API Inspector

P& API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X53, tEaTFIE AP Explorer #177E4E
ifo

SDK
= API 3.0 RIHTREMNFRIEE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. FHiRES
IITFNFIH T2 O SSZ R XRIEIRID, HAEIRIDIFERD ARG,
iRt it
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InvalidParameter SHIEIR.
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1. EOA

EOEKREIR: mna.tencentcloudapi.com .
AFR/XAREERMER, FEMSAABEEETEINREE.
ERMECIERIRZIRSE : 2008

#eE={E APl Explorer

ZRRENE

<> mEEE

API Explorer {2t TR . ERWIE. SDK ABEMFREETIEOSFEN . SUEEEXABANERASTIEESRIARBAMER SDK

A6,

2. MASH

MTERSHIIRIIE T ROBERSEMBO ALSY, REAHLSHIIRN 2HERSH,

sHEm Wik ESid] iR
Action 2 String ~sY, XEOBE: ModifyPackageRenewFlag,
Version = String AHsE, AEOBE: 2021-01-19,
Region = String ARSY, ERFERTISH tbifiE,
Resourceld = Strin IR —SRID
= 9 FBE: 56d11777-50f7-4c60-9c89-e7076c8529a9-0
= BRI trueftRAIEE, falseXRFBIEZE
RenewFlag = Boolean

RENE: true

3. iy
BEEm XM s

R tid Stri
eques N9 Requestld) . EABHEBIREZRIERE Requestld.

4. 75
w1 BN
BATH

POST / HTTP/1.1
Host: mna.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: CancelFlowPackage

<RIERSEH>

{

"ResourceId": "56d11777-50f7-4c60-9¢c89-e7076c8529a9-0",
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"RenewFlag": false

"Response": {

"RequestId": "1206563
}
}

5. FREGR

BR= APl &

il APl SE& 2&& AP X#4. $EiIRF3. API Explorer ) SDK $#ZFRNA—ERIFE, HEEMNE—AN\OEORERBASRELFRE AP IR
5o

API Inspector

HRFaE&EE AP Inspector BEEEFIGE—SREXIXA APLRBER, FEMENZIESRA API X838, tBaJaiiE API Explorer #T7ELiE
ifo

SDK
= API 3.0 RItTERENFRIEE (SDK) , XISSHFIRES, REEHEIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. FHiREG

PATRFIH 7Ok SSiZEAX 051N, HibERGIER AHERE,
R ik
InternalError PIERERIR o
InvalidParameter SRR,
OperationDenied IREBIESR .
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IREAFREEEER

RIEEFATE: 2025-04-25 01:45:00

1. O

EOERER: mna.tencentcloudapi.com .

REAFPRESEEREN, BdizENRERESSEREMURSEREENurlflkey
BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. BN\2Y
DTFERSHFIRNIIE TEOBERSHNBoAHSEY, REARSHIIRT ~AHiERSH,
SHEW Wik ESid) mEiR
Action = String ~HsE, FEORYE: SetNotifyUrl,
Version = String AR, FEORE: 2021-01-19,
Region = String ~HSE, R IR,
. o . EEEMERurl
NotifyUrl = String FBHE: http:/lip:port/callurl
- . HZEMEFkey
CallbackKey = String SBIE: xd23y5ch89bx23432
mEanEERE
== JJ==8
AlarmValue a Integer =@IE: 20
3. ey
SYEW R iR

—i5K ID, HRSiKERN, SXERBSEE (EHERERMRERERIARSR, WZXERTRIRE

Requestld  String Requestld) . EABAITEEIRMIZRIERE Requestid.

4. 74
B =N

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: SetNotifyUrl
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"AlarmValue": 20,

"NotifyUrl": "http://ip:port/callurl",

"CallbackKey": "xd23y5cb89%bx23432"

"Response": {
"RequestId": "120
}

t

5. FR&GR

A= APl &

Bz API E& 248 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FRFEIEE AP| Inspector BEEIEHES—SIRMEXBE AP ARER, FEMERSIESIRAR AP X5, BaEiiE API Explorer #{TEZR
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , MSSHRIZIES, LELENRERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

#BSITIR
» Tencent Cloud CLI 3.0
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1. &Oid

EOBEKEZ: mna.tencentcloudapi.com .

RELRERSIE
BUAROIERINERIRS: 200R/%

#EFER API Explorer

ZRRENE

<> i

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

R,
2. BNEY
DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW Wik ESid) 3%
Action = String a2, XEOBE: GetFlowPackages.
Version = String ~HSE, AMEORE: 2021-01-19.
Region 2 String ~HSH, FRFRSZISHN iR,
TIfa
PageNumber 2 Integer ;?;;EM:I]F!IG
. o BRAMH
PageSize = Integer =@IE: 10
. nEaRE—EIRID
= LS
Resourceld - String FBIE: live-jjc000eABvgr
. . nEa4EIREID
= JILEE
Deviceld B String SBIE: mna-dev
MEERE, 0: REXK, 1: BHHAR, 2: SiZ3H
Status & Integer
w~EIE: 1
3. ey
SYEW ESic] 3%
. Array of -
PackagelList FlowPackagelnfo nEaE
2%
|
Tota Integer =@lE: 12

Requestid String
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4. =6
RN =

BATH

POST / HTTP/1.1

Host: mna.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: GetFlowPackages
<AERSEH>

{
"PageNumber": 1,

"PageSize": 1

"Response": {
"PackageList":

{

"ActiveTime":

"AppId": 251198
"CapacityRemain": 50000,
"CapacityRemainPrecise": 50000,
"CapacitySize": 50000,
"CreateTime":

"DeviceList":

"mna-6

"mna-s72mu

i

"ExpireTime":
"ModifyStatus": 0,
"PackageType": "DEVICE_2_FI
"RenewFlag": true,
"ResourceId": "live-jjc000e
"Status": o

"TruncFlag": false

}

I

"RequestId":

"Total": 506

}
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5

o

API Inspector
FREIEE APl Inspector BEEEHGE—SIRIEXERE APRRER, FEMERZIESIRAR API 53, tBaEiiE API Explorer #1TELIR

it

o

SDK

=
.

API 3.0 Rt TECERIFFATHE (SDK) , ZSSHRIZES, seEAERER AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

Tencent Cloud CLI 3.0
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InvalidParameter SRR,
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O BAT
BRI EHEST

RIEEFATE: 2025-04-25 01:45:04

1. EOiE

#EOBKEER: mna.tencentcloudapi.com .
BIIRERERT
ERAEOIERITRIRF]: 200%/% -

#EFZ(ER API Explorer

ZRRENE

<> R

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERRIZEOFEN , EUTEESRARNBERASTHEREISRURB5ER SDK

5]z R
2. NS
TFERSHIIR (G TIEOERSHEMNBIAHSY, RBAHSHIIRN AHiERSH,
SHEm Wi ESid] 3%
Action = String ~HSH, FMEOBE: GetActiveDeviceCount,
Version = String ~HSE, FMEORE: 2021-01-19.
Region & String AHSY, WSHAEESH.
[=ha i H . H AEERIA T
Period = Integer zlﬁ]*_dgo 0:day, 1:week, 2:month, FE2kiAJaday
EIE: 0
. FriaRdiE, squfd
A=
StartTime a Integer SBIE: 1732176361
) LRI, BRuFy
A
EndTime = Integer RBIE: 1732176361
o i REE, MEEIRLER
DevGroup a String FBIE: group
Li o licenseZE, FMEELE, 1: HRBT, 2: TEBT, 3: kAT
icenseType a Integer —
~BE: 1
3. mheN
SHEm ESidl 3%
. L Array of HiERERT
ActiveDevicelist ' i eDeviceList FBIE: [{"count": 1, "time": "2024-11-20" } ]
. BHifKE, 0:day, 1:week, 2:month, RMEEiAAday
Period Integer —
wiE: 1
StartTime String FHERIE

TBHE: 2024-11-20

IRIFRE: BR=ItE (It ) BRSEATF
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O BAT

SHER ESid)

EndTime String
DevGroup String
LicenseType String
Appld String
Requestid String

4. %
7PN BRSNSt
BRI EHERT
SMNTEI

POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: GetActiveDeviceCount
<AHIERSH>

{

"Period": O,
"StartTime": 1732176361,
"EndTime": 1732176362,
"DevGroup": "comollit",

5

"LicenseType": 3

"Response": {
"ActiveDeviceList": [
{

"Count": 1,

"Time": "2

"DevGroup": "groupl",
"EndTime": "2024-11-20",
"LicenseType": "1",

"Period": O,

IRIFRE: BR=ItE (It ) BRSEATF

ik

LERAdiE

=BE: 2024-11-20
RE&E

=~EIE: groupl

license#&, RFMEEFHLE, 1: #HPB(T, 2: T@BT, 3: KAEN
=BIE: 1

HRFID
~fE: 251198806

ZRRENE

E—i5K ID, HIRSBIKER, SXERBSED (EEREEMRERERIXRSR, Wik

RIEKRFE3A1E Requestld ) . EfIDBATHERMEIZRIEKRA Requestld,
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"StartTime": "2

"RequestId": "3c

}

1
I

5. FREHER

BR= APl &

Bz API & R&58 APl X#4. HiR63. APl Explorer & SDK EXFHNA—EATES, HEENE—AOSORERENRIZHERE API IR
E=D)

API Inspector

FPAIEE API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X63, tEaFIE AP Explorer #177ELE
ifo

SDK
= API 3.0 RIHTREMNFRIESE (SDK) , HSSMRHEES, SLEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BT IR
+ Tencent Cloud CLI 3.0

6. FHiREG

KIS T O SZEaXAEIRID, HAEIRIDIFERD AEIR0E,
$HiRt it
InternalError PIRBEEIR -
InvalidParameterValue SHEEEIR.

IRIFRE: BR=ItE (It ) BRSEATF 58176 195
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mna/v20210119/mna_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mna/v20210119/MnaClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mna/src/v20210119/MnaClient.cpp
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O BAT
THEHIEKZFHE51T

RIEEFATE: 2025-04-25 01:45:04

1. &OiE

ZRRENE

#EOBKEER: mna.tencentcloudapi.com .

THRIBKIREHERIT

EUAZROIERINERIRS: 200R/%

#EFZ(ER API Explorer

<> i

API Explorer 12t TELIRA . EFIRIE. SDK ABERMRERRIZEOEFEN  EUTEESRAARNBERASTHNERESRURB5ER SDK

R,
2. BAB¥
TFERSHIIR(GIE TIEOERSHMNBR AHSY, RBAHSHIIRT AHiERSH,
SHEm Whigk ESid] 3%
Action = String 2%, AEOYE: DownloadActiveDeviceCount,
Version String ~HSE, AEONE: 2021-01-19,
Region & String AHSY, WSHAELESH.
Period = Integer ?lﬂ*ldgo 0:day, 1:week, 2:month, F&EkiAJaday
EE: 0
. FriaRdiE, squfd
=
startTime = Integer IE: 1732176361
) LRI, BRuFy
A=
EndTime = Integer RBIE: 1732176361
o i REE, MEEIRLER
DevGroup a String FBIE: group
Li o licenseZE, FMEELE, 1: HRBE, 2: TEBT, 3: KAEN
icenseType a Integer —
wEE: 1
3. mheN
SHEm ESid] R
. . URLitEAE
FilePath String TBIE: http://cos.com
Requestld  Strin K—iER ID, HRSiRER, BRIERFBSRE (HERERBFEEKRGERERSR, WZXERFTIRKE
9 9 Requestld) . EfIiTEITHREREIZRIEKRA Requestld,
4. %
PN TRIEKSSE RS

IRIFRE: BR=ItE (It ) BRSEATF 177 195
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O BHS

THEKEEHERIT
BT
POST / HTTP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DownloadActiveDeviceCount

<RIEERSEH>

{

"Period": O,
"StartTime": 1732176361,
"EndTime": 1732176362,
"DevGroup": "comollit",
"LicenseType": 3

}

L b

{
"Response": {

"FilePath": "http:

"RequestId": "3c1402

1
i

}

5. AR ERER
BR= API F&

ZRRENE

Bz API E& 2458 API 3X#4. %63, APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR

E=D)

API Inspector

ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF

BPEEE AP Inspector BEEEHIGE—TIRIEXENI AP AAER, HFEHERSIESHRAN API X3, tBaJFiiE API Explorer iHTELR
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mna/V20210119/MnaClient.cs
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#SITIR
» Tencent Cloud CLI 3.0

6. FHiRES

IITFNFIH T O SZEEXAEIRID, HEIRIBIFED AHLEIR0E,
R R
InternalError PIEBEEIR -
InvalidParameterValue SHEEEIR.
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IRENRF (T ZRTL

RIEEFATE: 2025-04-25 01:45:04

1. O

EOBEKEER: mna.tencentcloudapi.com .
REUS R (S ERIE

BRAZEOIERINZRIRG: 200R/%

#fE#=(EH API Explorer

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK
A6,

2. I NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEW Wi ESid] 3%

Action = String aH2H, AEOBE: GetDevicePayMode,

Version = String ~HSE, AEONE: 2021-01-19.

Region 2 String AR, FERFERZIFH biR5IR.

. . - . pia={7ES

DeviceldList.N = Array of String FBUE: [ "mna-test!”, "mna—test2", "mna-test3" ]
3. e

BHEW Bt A

Array of

Result
esu DevicePayModelnfo

W—iER ID, HRSBIRER, SRERARE (FEREEMREEKRERERSR, WiZXis

R tid tri
eques String RELH(E Requestld ) » ERIAEHEBIRZRERE Requestld.

4. 75
1 =N
BATH

POST / HITP/1.1

Host: mna.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: GetDevicePayMode
<]IBFRSE>

IRIFRE: BR=ItE (It ) BRSEATF £5180 #1953,
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https://console.cloud.tencent.com/api/explorer?Product=mna&Version=2021-01-19&Action=GetDevicePayMode

ZRRENE

"DeviceIdList": [
"mna-testl1",
"mna-test2",

"mna-test3"

"Response": {
"Result": [

{

"DeviceId": "

mna-testl",

"PayMode": 1,

"PayModeDesc": "50Gim=8",

"ResourceId": "56d11777-50£7-4c60—

b

{

"DeviceId": "mna-test2"

"PayMode": ’

"PayModeDesc": "20GHR=8&",

"ResourceId": "56d11777-50£7-4c60-9c89-e7076c8
b

{

"DeviceId": "mna-test3",

"PayMode": O,

"PayModeDesc": "{RinER{ITE"

}

1,

"RequestId": "1206563f-f13f-4647-aaa8-37faB86954cc4-1"
}

}

5. FRERR

BR= APl &

il APl SE& 2&& AP X#4. (5%, APl Explorer )2 SDK $#ZFRNA—ERIFE, HEEMNE—ANOEORERBASREIELFRE APl IR
E=

API Inspector

HRFaE&EE AP Inspector BEEEFIGE—SREXIXR APLRBER, HFEMENZIESRA API X838, tBaJaiiE API Explorer #T7E&iE
ifo

SDK
= API 3.0 RIHTRENFRIEE (SDK) , HSSHRIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
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O BHS

« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRtg

PATRFIH T OS5 B XA05EIRMD, HibEREIFD AHERE,
§EIRAS
InternalError
InvalidParameter

OperationDenied

IRIRERE: BR=ITE (1bF) BRSEAE

i
PIEREIR o
SHEIR,

BRAFHIEE,

ZRRENE

55182 195
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O BAT
RSN

RIEEFATE: 2025-04-08 01:20:58

ActivateHardware

HiERE

#ANTEOSIA: ActivateHardware,

/m ESic)
Vendor String
SN String
DeviceName String
Description String
DataKey String
AccessScope Integer
LicensePayMode Integer
Groupld String
GroupName String
FlowTrunc Integer
Deviceld String
ActiveDeviceList
HiEmRER gt

#HINTEAOSIA: GetActiveDeviceCount,

IRIFRE: BR=ItE (It ) BRSEATF

Witk

=
=

fil

fil

o

iz

iz

o

o

o

iy

o

fEik

I EA
=HE: vendor1

RESNFSIS
~EIE: AN

REBWH

FBIE: mna-w795bzezug
&ix

FBIHE: this is descript
REEH

FBIE: 123drer43sr

ZRRENE

BARR. 0: 28=RX; 1: BERX; 2: 28ZRXMBERX. FERAEZMNX. B
BX: AFZMX: BIZRERERAREENX (FiEEA ) BERX: BiZREREEEAEE
M ERRBEMX (MEEANKEEPEN) AEERXNEERX: BZEERNTEALE

ZRXHEEEM LEHBEMX (FEENHEEIPEN )

E: 0

HFEHHEFR, TiEEERlicensefd#A:
0, BEEN

1, KAIER

EMENEKIAS B EFER.

HEIBEB A BN, WBHETH

E: 0

RE\ESEID
FBIE: cliGrp—xf8rboasbh

IRFSEBWR, MBSY, FEFHEMEANGroupld
FBIE: group—name

RELTRESALESR, 0: HE(I%E, 1: HEmmE
E: O

HERZEID
FBIE: mna-w795bzezug
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=4

Count

Time

DeviceBaselnfo

IREHEFER

WANTHEOS|A: GetDevice, GetDevices, GetGroupDetail.

=3

Deviceld

DeviceName

CreateTime

LastTime

Remark

AccessScope

LicensePayMode

Payer

Groupld

GroupName

FlowTrunc

Sn

Vendor

DeviceDetails

IREFEER

IRIFRE: BR=ItE (It ) BRSEATF

i

Integer

String

String

String

String

String

Integer

Integer

Integer

String

String

Integer

String

String

filiR

iR&EE—ID

REUE: "mna-2x2tlihb18"

IRERR

=BE: "mna-2x2tlihb18"

IR CURRAYRTIE), Bfi: ms

g
e
BIE: 1

Aieg
wBlIE: 2024-11-20

fffE: 169043203113091072

IRERRELE, Bfi: ms

~EIE: 169043203113091072

REBNEE
=BHE: "remark"

ZRRENE

BAKE, 0: 28=NX; 1: BERX; 2: 2AFZRXMBERX. AXBENX. BFEX: 28
ZRX: BMZREREEANEERX (FHiEEAN) BERNX: ZIREREEASEEM ELNEERNX
(FERAFEEIPEN ) AEZMXMBEMX: MZRSRNTIMEAAETZRXEEEM LEMNEE

X (BEEAFEEIPEAN )

=BE: 0

licensefZINEMHI 0: BEEN 1: KAER

HIE: 1

13275 0: 'E&i4E1: EPHE

HE: 1

iR&SEID

FBHE: "cliGrp—xf8rboasbh"

IREDEBR

TBIE: "cliGrp—xf8rboasbh"

RELTREGLESI, 0:REIE, 1: BETINE

=BE: 0
ig&sn
TEHE: "AN"

I'fE
=BIHE: "vendor"
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® EE\.EHE ERRENE

#ANTEOSIA: GetDevice.

E=4i ESidl iR
DeviceBaselnfo DeviceBaselnfo REERER
DeviceNetInfo Array of DeviceNetInfo RBMBER
. . REIRSEE M
GatewaySite String FHIE: gz
_ WS TITERE
BusinessDownRate Float FBIUE: 10
. WS FiTiEREE
BusinessUpRate Float TARME: 12
DeviceNetinfo
IREMBIKSER
#HINIT#EOS|M: GetDevices
2 ESic] iR
[FE= itk
0: 517
Type Integer 1:Wi-Fi
2:8%
w~BE: 1
BRIEZR
DataEnable Boolean FBIE: true
L . LiTBRIE
UploadLimit String SBIE: 10000
- . TiTBRIE
DownloadLimit String FBIE: 10000
R SERTERER
DataRx Integer RBIE: 100
RIETRTERER
DataTx Integer FBIE: 100
=1 ESicH
1: PEEE;
Vendor Integer 2: FREH(E;
3: FEEXE
w~BIE: 1
EEIRE:
0:FTiktz
State Integer 1:&E#EH
2:8iEE
w~EE: 1
N\
Publiclp String amip

BB "X XXK XX

IRIFRE: BR=ItE (It ) BRSEATF £8185 #195;



® H%\_EHE BB AINE

E=4i ESic] 3%
. ESEE/8A: dbm
SignalStrength Integer SIE: -85
EERIZE LR
-1: BHE
2: 2G
Rat Integer 3: 3G
4: 4G
5: 5G
~BIE: 4
. P-=&
NetInfoName String =GIfE: "eth1"
TATERNER (ZRBERRE L—RADataRxAIEEEY )
DownRate Float —
=BE: 12.3
UpRate Float HiTERER (ZRSRENYE LA TxRateYEE )
P FHIE: 1.23
DevicePayModelnfo
IREHEENER

#HANTIEOSIA: GetDevicePayMode.,

=4 B faik

”&ID

Deviceld String FEIE: mna-dev1

25,
1: MEEREE

PayMode Integer 0: RAEBEME
wEIE: 1
JEEtik
PayModeDesc String L—-{w::?t?oz:t%@
. mEEID, XHNEEXDRECEBENETE,
Resourceld String FBIE: res—1
FlowDetails
IREREER

HWINT#EOSIA: GetMultiFlowStatistico

E=4i ESic] iR
NetDetails Array of NetDetails mEHES
Deviceld String 2&ID

FEUE: "mna—-xxx"

mEBRXAE (Bfi: bytes)

MaxVal F
axValue loat THENE: 51548

IRIFRE: BR=ItE (It ) BRSEATF 2186 195



O BAT

=4

AvgValue

TotalValue

FlowPackagelnfo

RERER

#ANTEOSIA: GetFlowPackages.

=3

Resourceld

Appld

PackageType

Status

CreateTime

ActiveTime

ExpireTime

DevicelList

CapacitySize

CapacityRemain

RenewFlag

ModifyStatus

TruncFlag

i

String

Integer

String

Integer

Integer

Integer

Integer

Array of String

Integer

Integer

Boolean

Integer

Boolean

IRIFRE: BR=ItE (Ib5R) BRSEAR

ZRRENE

faik

MEFIE (B bytes)
=BIE: 15441

mRERME (B bytes)
fil{E: 656546

filiR

HEaNE—ERID
=BIE: resoiurce-id

nEaFEIAEFAppld
=fIE: 1009876765

MECMIERE, THENT:

DEVICE_1_FLOW_20G. DEVICE_2_FLOW_50G.
DEVICE_3_FLOW_100G.

DEVICE_5_FLOW_500G, %#Itt%20G. 50G. 100G. 500GH{uaIinEL .
B hRNnRE P EIREHE LIR:

20G: BSMEINRE

50G: &SHE2MNRE

100G: HSHEIMRE

500G: RZHPESMTIRE

~fE: DEVICE_1_FLOW_20G

REBEIATE, 0 KREX, 1: BXHA, 2: S48
HE: 1

TOSERYiEl, UnixBIiE&s=t, gafi: &
~fFE: 1697181612

LEdiE, UnixBliggist, @afi: &
=~BIE: 1697181612

idHARYE), UnixBYial@its=t, Bfu: &
~ffE: 1699860012

RESYEISEIDIIR
FBIE: ["'mna-test1","mna-test2"]

READEE, U MB
=BIE: 20000

nREARE, P MB
BIE: 10000

BRIEEINR. trueXRBEIEE, falseRFBMESE
RENE: true

BRETERE, 0: KREDE; 1: ThEP; 2: SHhKDESE
HE: 0

mEEETRH. trueXEFBREEET, falseXRFFBREEER
NE: false

55187 195
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E=4 i)
CapacityRemainPrecise Integer
Grouplinfo
SEBNERER

#HANTHEOSIA: GetGroupDetail, GetGroupList.

E=1 ESid]
Groupld String
GroupName String
CreateTime String
UpdateTime String
Description String
DeviceNum Integer

Hardware

#rEHardware A&

#INTFEOSIA: AddHardware,

=3

SN

LicenseChargingMode

Description

Hardwareld

Hardwarelnfo
BHER
#INTFIEOSIA: GetHardwarelList,

IRIFRE: BR=ItE (It ) BRSEATF

7

ZRRENE

nESERRE, B MB

=~BIE: 200

iy |

iy |

iy |

iy |

iy |

Integer

String

String

ik

$34HID
fBfE: "1a2b3c4d5e”

SEE
TPBIE: "group-test”

SEBIEAIETIE, B ms
~fIE: 169043203113091072

SEEFAIRGIE, B ms
ffE: 169043203113091072

SRR
~E: "description for group"
AR EHE
~BlfE: 5
Wi iR
o EHEIIS
= TEIE: AN
licenseit#&E:
1, P&
= 2, r'sBY%
3, RN
wBiE: 1
IREIR

iz

FBIE: this is descript

BEHID, N\&THEiE
FBIE: cpe—9oii2ew1z4

m

£5188 #1953
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E=3

Deviceld
DeviceName
ActiveTime
LastOnlineTime
Description

VendorDescription
LicenseChargingMode

CreateTime

SN

LicensePayMode

Payer

Groupld
GroupName

FlowTrunc

L3Conninfo
=EHEEANES
#WAT#EOSIA: GetL3ConnlList,

E=3

L3Connld

Deviceld1

IRIFRE: BR=ItE (It ) BRSEATF

ESic]

String

String

String

String

String

String

Integer

String

String

Integer

Integer

String

String

Integer

i

String

String

ik

i2&EID
E: mna-dev1

REBM
f5fE: dev—name

HGERTE
fffE: 1676800844

RIETELATE
ffE: 1676800844

&iE
RBIE: this is descript

s
THE: TESEE

licenseit#E&E=: 1, ARBHIE 2, THAIE 3, licensek AiF
iE REIBEFISE, ENBEFERLicensePayModefllPayer
BEIE: 1

e FELR T
fffE: 1676800844

BEHFSIS
=HHE: AN

licensefZREMEA
0: BEEIN

1: KA
wfE: 0

(NE-%:]

0: EFfIE
1: 'ifd%
BIE: 1

REDEID
=BIHE: "group—1"

IREEBR
TBIE: "g-name"

RELREALES, 0:REIE, 1: BETINE
HIE: 0

Witk ik

HiEuID
FE: 13conn—abcd

iyl

HiBig#&ID
=FE: mna-dex

iy

ZRRENE

£5189 195



O BHS

E=3

Cidr1
Deviceld2
Cidr2
Enable

Description

MonitorData
BT

#ANTEOSIA: GetNetMonitor,

BusinessMetrics

SlotNetInfo

NetDetails
RIS

#ANTEOSIA: GetFlowStatistic, GetFlowStatisticByGroup, GetFlowStatisticByRegion, GetMultiFlowStatistic,

=3

Current

Time
SlotNetinfo
iR EEREE

WA TEOSIA: GetNetMonitoro

E=4

NetinfoName

PubliclP

IRIFRE: BR=ItE (It ) BRSEATF

i

String

String

String

Boolean

String

i

String

Float

Witk ik

iy |

iy

iyl

iy

Array of SlotNetInfo

HisfNCIDR
~fE: 173.12.0.0/16

Higig&ID
FFME: mna-cde

HiEfNCIDR
=BIE: 173.13.0.0/16

HigMUEARE
=BE: true

BB iR
TBIE: this is descript

fa@ik

BiEm: s

~BIE: 1662622200

Ars34ERR (bps/ms/%)

=~fIE: 1.0

F-RIRESER

faik

mEME (byte)
BHE: 98

BdiElm=, Bfi: s
=BIE: 1690424186

faik

[y =1
BIE: "etho"

2RIP
BB XXX XXX

ZRRENE
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2 £l iR
IEtTREUE (bps/ms/%)
Current Float FHIE: 2.3
UpdateNetinfo
BEINSERMBIREER
#HaNT#O5|M: UpdateDevice,
2 E5id) Wik R
PILESER:
- 0:%1E
Type Integer = 1:Wi-Fi
HHE: 1
- BRIZR
DataEnable Boolean = TBHE: true
- . L1FIRIE: bit
UploadLimit Integer = SBIE: 10000
o TiTBRIE: bit
DownloadLimit Integer & =HHE: 10000
. - =3
NetinfoName String = TBHE: "eth1”
VendorHardware
I TR HHEEE R

N TEOSIA: GetVendorHardware,

i ESid) R

Hardwareld String ?;:;;; cpe-ids1

SN String g};g?ﬂi\l

CreateTime String gﬂﬁgﬂssomgzzs

e nteger  MERS, B: 28 1:5ME 20ME
~BIE: 1

ActiveTime String ?;ﬁg[ﬂ1esoo1gzzs

Description String ;E{?:Ithis is descript

Deviceld String e

XHUE: mna-dev1

LicenseChargingMode  Integer licenseit#i&E=: 1, #HPB3% 2, TE@B(3% 3, licensesk AN

ZRRENE

i IREPHEPHEERYME (CRERRTERXAGE) B, WSHRE1, (EFREFRGE. FE

IRIFRE: BR=ItE (It ) BRSEATF
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E=4 ESic]
LastOnlineTime String
LicensePayMode Integer
Payer Integer

IRIFRE: BR=ItE (It ) BRSEATF

it

iR
EEULSE, FEANEERLicensePayModefllPayer
BifE: 1

Al &

RIETELATE
~BIE: 1680019225

licenselZEMEA
0: BEEIN

1: KA

-1: KRH

TiE: 0

INE=95]

0: BEFI#E
1: B3
wBE: 0

ZRRENE
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tHI%0S

RIEEFATE: 2025-04-08 01:20:58

LhREiAE

WNRRELESRPIFE Error FER, WRTFRE API #O%XM. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

ZRRENE

"Message": "The provided credentials could not be validated. Please check your signature is correct.
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
t
}

Error Hi Code £ f5i%f8, Message £RZEIRVEFER.

HiREsIE

2ILEIREG
FEIRS
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

AR

EOETZ%.

iERLEBAY Authorization ATEEBNEIRE.
ZRIEE (FR= API ZA%E)

MFA §8i%.

BIEFEFHE. B 265 ERARSCRMFHESA, WRSES,
IFNERARERSIEN, FEREAEEES.

ERIEH, Timestamp HRS[BIFEEZERSEIHSH, BEEFI
HiE AR ERERE .

ERER. ERITEER, BURAALSAPNERTENEREEZITE
_-r*io

token $&ig.

EREKEN , 1E52%F CAM SHEITEIRATIHEE o

DryRun 1&{E, KFRBERISES2MING, F=22E7T DryRun 2#,
RAERM

PIEREEIR

BOFREE.

SHER (QESHE. EBFER) .

SHEEEIR.

55193 195


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

ieAe
iEXK body B9 multipart {&=&iR .
IP it R Z g,

IP it FEEE 8T,

Bt BeERpRE o

R

W

.

FRAFE
EOREFFE.
IEREGREGED T 4R RE

ZRRENE

RequestLimitExceeded.GlobalRegionUinLimitExceeded XIS BIiTSAZEIREI,

RequestLimitExceeded.IPLimitExceeded IP BR5%,
RequestLimitExceeded.UinLimitExceeded FEIRSIRIA
RequestSizeLimitExceeded BEREBEIREIK
ResourcelnUse RiFEER.
Resourcelnsufficient BREARRE-
ResourceNotFound BRAEFE.
ResourceUnavailable TEAATA.
ResponseSizeLimitExceeded IREIREEREIA
ServiceUnavailable LRRSENATH.
UnauthorizedOperation RIGHURIE

UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VIS ARG

RS
FailedOperation.TransactionException
InternalError.ControlRequestError
InternalError.DuplicateDataKey
InternalError.DuplicateDeviceName
InternalError.FilelOError

InternalError.MonitorDataRequestError

IRIFRE: BR=ItE (Ib5R) BRSEAR

FAMSHER, AFRSEREXNSHESEER,

BRERSZS,

http(s) IERIMKEEIR, J%HF GET #1 POST 5K,

EOFSZISPRE

i5ERR

RERERE
IERIEFIRREEIR.
RERHEEFE.
REREFHE.
XHEERE,

ISEEIRIEREIR

££194 H#195;|
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LT
InternalError.NetworkinfoRequestError
InternalError.UndefinedEncryptedKey
OperationDenied
OperationDenied.DeviceNotFound
OperationDenied.DuplicateSN
OperationDenied.HardwareHasActivated
OperationDenied.HardwareNotExist
OperationDenied.lllegalRequest
OperationDenied.InsufficientBalance
OperationDenied.L3CidrOverLap
OperationDenied.L3ConnectionOverSize
OperationDenied.ModifiedOrRenewed
OperationDenied.NotAllowedToPay
OperationDenied.RepeatPurchase
OperationDenied.TruncFlagOn
OperationDenied.UnauthorizedUser
OperationDenied.VendorNotRegister
UnauthorizedOperation.NoPermission

UnauthorizedOperation.UnopenedLiveService

IRIFRE: BR=ItE (Ib5R) BRSEAR

ZRRENE

A8

BiRESIEERER,

B RAEREE
BRERIEE,
ZIRERFFBRATEN
SNEFHE

M\ SNXIRIRYEE(F EERIE
NSNS R AIEHARTFE
EEER, TREENRKE. HEKRE.
RETE

Hi@MNCIDREE
EiEMNEEE mAMRH150%
HRECEXAEHESE
FSZ(FUR

BEWXT

HETFFXCEHIE
REERIMIE
HEIKSEARERAE.
FREGIERRSS LR
BEBRSATE

55195 #1195



