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EAEE
HMEREC &5 EA

RIEEFRATE: 2024-12-0516:07:34

it

Prometheus £ZE &I Pull 95 ZRIME EAFIRS RELRAVEEED, EEEREYMAMTEES RIEKEEHIEHSAE Prometheus 2t
BY7FfES, BEl Prometheus IRSIRH TN TFNAMESIEE:

o [R& Job EEE: 12 Prometheus REMEN Job BIEEE .

o mIRSHRESENERE: REBN=RSELOMNRS RNES .

« Pod Monitor: £ K8S &£& T, ETF Prometheus Operator SRiMEY Pod X RAIMSIEEE

» Service Monitor: £ K8S £& T, EF Prometheus Operator EMEY Service 33k Endpoints ERISIEENE,

© Re8
[1 HREERATE,

[R4E Job ECE
MR E A T

# HMBYESSBTR, RRISEXIRAMENAHERFIIT —4 label (job=job_name)

job_name: <job_name>

HMBYESS RiENialfm

scrape_interval: <duration> | default = <global_config.scrape_interval> ]

HMBENISRIERT A iE)

scrape_timeout: <duration> | default = <global_config.scrape_timeout> ]

MEYESS ISR Url BEER

metrics_path: <path> | default = /metrics ]

RRISIMENEY 1abel 5JFIK Prometheus A label JHSEATHISLIEE,

true: REBIMBYZEIAY label, PEESRiK Prometheus M3EMAI label;

false: XMZEAY label, IBHMENAY label BUBNE exported_<original-label>, #wHlfGi% Prometheus IEHNAY
label;

[ honor_labels: <boolean> | default = false ]

SEERIMEE target EFF&ERIATE,
true: WP target FREGATIE], (A target _ERIATIE];
false: EHIERWE target ERIAFIE;

honor_timestamps: <boolean> | default = true ]

HMEXHMY : http BEEE https

scheme: <scheme> | default = http ]

IMEGERIIMN URL 281
params:

[ <string>: [<string>, ...] ]

# B3 basic auth IZEHMEUERLAP " Authorization® HBIE, password/password_file BHF, 6B password_file
EmEE,
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basic_auth:
[ username: <string> ]
[ password: <secret> ]

[ password_file: <string> ]

# BT bearer token IZEIMBUEKRLHP "Authorization' bearer token/bearer token file HFE, {5EEL
bearer_token BBEHIE,

[ bearer_token: <secret> ]

# B bearer token IRBIMEUAERLA "Authorization’ bearer_ token/bearer_token_file HFE, fi5EHT
bearer_token BEAH.

[ bearer_token_file: <filename> ]

+ MEVEZETBET 11s ZRIEE, REMNMAN r1s &%
tls_config:

[ <tls_config> ]

# BSCEEARSSRIMEY target LEAYEIR, ESXIMACERRSS ML

[ proxy_url: <string> ]

# BT EHSEERISE target, R TFHEANNE,
static_configs:
[ —

#+ HTTP IRBEIMEE. FERSENRETTSE
http_sd_configs:
[ - <http_sd_config> ...

# TEMEVEIREZE, 18 target EXIRIAY label @ relabel KIWHIEITHS, FIRFHITSA relabel HN
# relabel_config UV N EL S

relabel_configs:

[ -

# BUBIMENZ IS, @2 relabel MFLHTHE lavel MMANE, HIRFHITESA relabel N,
# relabel_config FER TFHERE.

metric_relabel_configs:

[ -

# —IRIMENEEE=PRE, 0: FERRE, ERiAJ o

[ sample_limit: <int> | default = 0 ]

# —IXHMEY Target PRE, o: FAEIRHI, BKiAF o

[ target_limit: <int> | default = 0 ]

static_config i

BRI B SRR T -

labels:

[ <labelname>: <labelvalue>

IRIFRE: BR=ItE (It ) BRSEATF 555 216



https://cloud.tencent.com/document/product/1416/113620#static_config-.E9.85.8D.E7.BD.AE
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#scrape_config
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<l

job_name: prometheus

scrape_interval: 30s

static_configs:

- targets:

= 7.0.0.1:9090

=IRS RS ZNEE
A FEE:
ZIRSERSZEMEE cvm_sd_configs 72 Prometheus [REEE, FXISEEMPOFHERSEIRSHIMBUESDER, BRISZIFEE
BHOEI CVM =IRSZEERPEREFER. UTEIR CVM RSEM.

CVM RSSARUF ANz API BahiREX CVM EfIFIZ, FRHAER CVM B9FAN IP, IRSZRIMFEU TS, XEARZERILITE relabel Bt&E(E

o
& 71
__meta_cvm_instance_id 32651 ID
__meta_cvm_instance_name L3
__meta_cvm_instance_state SEHIRES
__meta_cvm_instance_type SEfINn B
__meta_cvm_OS SHRMERS
__meta_cvm_private_ip FAR 1P
__meta_cvm_public_ip [ 1P
__meta_cvm_vpc_id RI%E 1D
__meta_cvm_subnet_id FM ID
__meta_cvm_tag_<tagkey> SEHREE(E
__meta_cvm_region SCHIFFEX IS
__meta_cvm_zone ZHIRYT AR

cvm_sd_configs EEEiRAB

region: <string

[ endpoint: <string

[ secret_id: <string> ]

[ secret_key: secret ]
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[ refresh_interval: <duration> default = 60s ]

ports:

- [ <int> | default = 80

filters:
[ - name: <string>

values: <string>,

© W
{EARERHLR CVM =iRSS28EE cvm_sd_configs B, Z&ERBMERRSTZASEINRERZ SN, THEFHESMTSH:
secret_id. secret_key. endpoint.

CVM =S5 ERRRE A

job_name: demo-monitor
cvm_sd_configs:
- region: ap-guangzhou
ports:
filters:
- name: tag:service
values:
— demo
relabel_configs:
— source_labels: [__meta_cvm_instance_state]
regex: RUNNING
action: keep
regex: __meta_cvm_tag_(.%*)
replacement:
action: labelmap
source_labels: [_ _meta_cvm_region]
target_label: region

action: replace

Pod Monitor
R AR B IR T :

apiVersion: monitoring.coreos.com/vl

kind: PodMonitor

metadata:
name: redis-exporter
namespace: cm-prometheus
labels:

prom_id: prom-xxx

IRIFRE: BR=ItE (It ) BRSEATF 887 216
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jobLabel: string ]

podTargetLabels: []string ]

sampleLimit: uint64 ]

targetLimit: uint64 ]

podMetricsEndpoints:

[ — <endpoint_config>

[ namespaceSelector:

any: bool |

matchNames: []string ]

selector:
matchExpressions: array ]
[ example: - {key: tier, operator: In, values: [cache]} ]
matchLabels: object

[ example: k8s-app: redis-exporter ]

il

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: redis—-exporter
namespace: cm-prometheus
labels:
prom_id: prom-xxx
spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelLabels:
— instance
regex: (.%*)
targetLabel: instance

v v

replacement: 'cz XXXXKXX
action: replace
sourcelLabels:

- instance

regex: (.%*)

targetLabel:

replacement: 'l.x.x.x'
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namespaceSelector:
matchNames:
- redis-test
selector:
matchLabels:

k8s—app: redis-exporter

Service Monitor

R B SRR T -

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: redis-exporter
namespace: cm-prometheus
labels:
prom_id: prom-xxx
spec:
jobLabel: string ]
targetLabels: []string ]
podTargetLabels: []string ]
samplelLimit: uint64 ]

targetLimit: uinté4 |

endpoints:

[ — <endpoint_config>
[ namespaceSelector:
any: bool ]
matchNames: []string ]
selector:
matchExpressions: array ]
[ example: - {key: tier, operator: In, values:

matchLabels: object

[ example: k8s-app: redis-exporter ]

il
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apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:

name: go-demo

namespace: cm-prometheus

labels:

prom_id: prom-xxx

spec:

endpoints:

- interval: 30s

port: 8080-8080-tcp

path: /metrics

relabelings:

- action: replace
sourcelabels: [__meta_kubernetes_pod_label_app]

targetLabel: application

namespaceSelector:
matchNames:

- golang-demo

selector:
matchLabels:
app: golang—app-demo

endpoint_config &E

R B SRR T -

MR port WIBHR, XEFETEFEXMAYRO, FIA: 80, WRAIEEINT:

ServiceMonitor: XM Service>spec/ports/name;

PodMonitor: iREBUIT:

WMBEERE Pod Yaml, BY pod.spec.containers.ports.name HAYH,
WMPEERIE Deployment /Daemonset/Statefulset, BY spec.template.spec.containers.ports.nameo

port: string | default = 80]

IMEYESSER URI BB

path: string | default = /metrics ]

HIELINY - http & https

scheme: string | default = http]

MBLERIIRL URL S#(

params: map[string] []string]

HMEYESS iElBRAYRTE]

interval: string | default = 30s ]

HMER{ESSHERT

scrapeTimeout: string | default = 30s]

MEVEERESRET TLs RLEE, EEXUNA 11s S8

tlsConfig: TLSConfig ]

BEXTRAIIAHER bearer token IRMAYE, MEUMBYESSH) header FR

bearerTokenFile: string ]

BWETITRIAY K8S secret key EBIWIIMIAY bearer token, iEE secret namespace BEFl
PodMonitor/ServiceMonitor fEE

IRIFRE: BRzITE (165 ) BRSEAS 5810 #2163
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[ bearerTokenSecret: string ]

# RRRIHMENRY label SRk Prometheus iRfll label JMSESATHILLER,

# true: {REIMENZIAY label, PEESRKEiR Prometheus MEAY label;

# false: XTM3ERY label, EHMBNAY label BUBNE exported_<original-label>, #llfGik Prometheus EHNAY
label;

honorLabels: bool | default = false ]

EAHEAMENE] target EFE4RIATIE]L,

true: UM target HERYE], EA target EHRIATIE;

false: EEREE target ERIBTE];

honorTimestamps: bool | default = true ]

basic auth BRAIEER, username/password EBIIM K8S secret key BIE, jF& secret namespace FTEM
PodMonitor/ServiceMonitor tHE,

[
#
#
#
[
#

[ basicAuth: BasicAuth ]

# EICERARSSRIMEY target LAYEIR, HSXIMAMCERRSSBIL

[ proxyUrl: string ]

# TEMMENEIEZRD, € target EXIMIAY label Bid relavel RINNFIHITHES, EIRFHITEZA relavel MM,
# relabel_config H I TR

relabelings:

[ - .

# BUEIMBNSSREZ RSB ANZHEI, 1Bid relabel HFIH#1TENE label IMRAYE, RIAFHITBS relabel HIM,
# relabel_config FERTFHEE.

metricRelabelings:
[ —

relabel_config/relabelings B¢l
ERER E TR T :

source_labels: '[' <labelname> [,

separator: <string> | default

target_label: <labelname> ]
regex: <regex> | default = (.%*)

modulus: <int> ]

replacement: <string> | default
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[ action: <relabel_action> default = replace ]
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HEX iz

RIEEFATE: 2024-12-0516:07:34

IRMEIDR

ZALLEE Prometheus HEiZIRSAENX LIRIBIREELIE, WA AHERSPIEPH—LRESH
12, WERIMNBIRSHFERIER S
AXLA Go BMESHHI, NMBINIET Prometheus HIEIRSHTISEEXEIFE LR, THAREE,

Z BRI IERERTH TS

XRARER

Prometheus HiE#tXE’% SDK:

Go

Java or Scala
Python

Ruby

HE%E35HKIES SDK:

Bash

C

C++

Common Lisp
Dart

Elixir

Erlang
Haskell

Lua for Nginx

Lua for Tarantool

.NET/C#

Node.js

Perl

PHP

R

Rust
EEEZHSIE A

Prometheus EEZHSHHEEN, BIEBERBNTLEPSHR .
Metric Name (FE{R&RR)

+ Labels (#F%) + Timestamp (ATEIEE) + value/Sample (MEIZ{E/HMR)

Metric Name(3i7&TR): MEWREEX (HiE0, http_request_total - FRUBIRFIFWEIR HTTP i5REE)
r%(label): RTHAHEAINFTELEE, B—1 KV £19, BTXLHE Prometheus AR AREIERITEIE, BEE,
A iE& (timestamp): —MEREIZFRIATDE

H¥&{E(value): — float64 M RESIRRFHEIHARIE.

Prometheus %#=IRSS

2, IERGIEY, TREE, BAXN—Et

Metric Name (H§FRE&FR) /Labels (#7&) RAEH ASCI F#. BF. TYILXLURESHN, HLRAFESENFRER[a-zA-Z_:][a-zA-Z0-

9_:1%

&£ Data Model 5B
Metric/Label s R &R{ELE

SR
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https://prometheus.io/docs/instrumenting/clientlibs/
https://github.com/prometheus/client_golang
https://github.com/prometheus/client_java
https://github.com/prometheus/client_python
https://github.com/prometheus/client_ruby
https://github.com/aecolley/client_bash
https://github.com/digitalocean/prometheus-client-c
https://github.com/jupp0r/prometheus-cpp
https://github.com/deadtrickster/prometheus.cl
https://github.com/tentaclelabs/prometheus_client
https://github.com/deadtrickster/prometheus.ex
https://github.com/deadtrickster/prometheus.erl
https://github.com/fimad/prometheus-haskell
https://github.com/knyar/nginx-lua-prometheus
https://github.com/tarantool/metrics
https://github.com/prometheus-net/prometheus-net
https://github.com/siimon/prom-client
https://metacpan.org/pod/Net::Prometheus
https://github.com/promphp/prometheus_client_php
https://github.com/cfmack/pRometheus
https://github.com/tikv/rust-prometheus
https://prometheus.io/docs/concepts/data_model/
https://prometheus.io/docs/practices/naming/
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Prometheus RIBEIEMARIFSRIZMHET counter [ Gauge [ Histogram [ summary [UfPIEIRER!, SMEIRERIRIARISNTY . ESHIBE

20 Prometheus EM MIETRIC TYPES,

Prometheus #RiZH T SMALIESH SDK, SHESHERGZEFRLEM, FBEALKESIEELNXR, TEEEL Go /EAHIFINET LR

B X SRR AR
Counter
R, RS PEBIEE, RSERZESEE. TIUAE Counter REBBERESEN/BPSSEATERS,

WMI@IE counter SRMGISITEAZEI:

package order

b.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto"

(

opsProcessed = promauto. (prometheus.CounterOpts{
Name: "order_service_processed C _total",
Help: "The total number of p cessed orders",

}, [lstring{"status"})

0 A

opsProcessed.

f5ign, @i rate() REIREUTRAIEKE:

rate (order_service_processed_orders_total [5m])

Gauge

HEE, ST SARHREIRT RN . TLAR Gauge RIEEHBIANFERSZ /ICPU [ERZ/HTIEESIMINESE,
W@ cauge SRIGESITERPAFIK/N:

import (
"github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto”

o
queueSize = promauto. (prometheus.GaugeOpts{

Name: "order_service_order_queue_size"

’
Help: "The size of order queue",
}, [lstring{"type"

IRIFRE: BR=ItE (It ) BRSEATF
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https://prometheus.io/docs/concepts/metric_types/
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e OrderQueue str

queue chan string

() *OrderQueue {
return &OrderQueue{

queue:

(g *OrderQueue)

queueSize.

*OrderQueue)

queueSize. ("make_order") .

@it Gauge {8t5, EIEEEITREMHERIPTIRIZREIR:

order_service_order_queue_size

Histogram

EFE, Prometheus £IRIBECER Bucket FiITEHANNHER, FHITLUBINI, —RSAFENNGERE, @ Histogram TJLAITESL
P99/P95/P50%4ERY, RIRMBRILAMIEAMEBRINEL, MR L Histogram SAFTEEHE Counter it 8. SILAA Histogram RO NGR AT
BB hITFERT % o

Histogram 1 Summary B{ERAAINEML, TLIEESE Summary BIERBR.

Summary

2, M Histogram B—&#, BRTEEFHSHER, XFE Summary £EZERIFTEESHIER(P99/P95/Sum/Count), ElttB&E
SEFIRER, FHRAUBREITELE, EETLAA Summary EEEOMAT E)/ AR HIDFER S
wnfaEd Summary RS TER M IRFERT

"github.com/prometheus/client_golang/prometheus/promhttp"

IRIFRE: BRzITE (165 ) BRSEAS 515 #2163
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opsProcessCost = promauto. (prometheus. SummaryOpts{
Name: "order_service_process_order L ion",

Help: "The ord

[Istring{"status"})

0 A

start := time. () .

r opsProcessCost.

(time.Second)

g Summary f§tR, BiEEETRAGETFITEN:

order_service_processed_order_duration_sum / order_service_processed_order_duration_count

82 Prometheus 185

iBid promhttp.Handler () IBIEIEIEREUIRSREESI HTTP RS L.
backage main

import (

n

net/http"

" "

github.com/prometheus/client_golang/prometheus/promhttp

("/metrics", promhttp.

SREEHUE

SRAXISRENSIERZ/E, MA%MT, BIEEE Prometheus SRIMBUSIEBIREIE . ¥HESMR Golang £ o

EENSYIENMSE

o $TFF Prometheus MizBRZ BRI Grafana, i@id Explore REFBRIBIFEIRE, WMTE, tBALL BEX Grafana iEXE

IRIFRE: BRzITE (165 ) BRSEAS 516 #2163



https://cloud.tencent.com/document/product/248/87385
https://grafana.com/docs/grafana/latest/dashboards/

Z Eﬁ \_L:HE Prometheus %51=0RS

Bid prometheus HlBEAZTMUTEE SEEE ENTUNEEERERHETIHNEE, FEEESN SENERER.
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https://cloud.tencent.com/document/product/248/87422

O BHS

EMR #EN
Flink A
mIEEFATE: 2025-03-07 10:12:53

R{Finst

fE(EA Flink Z2PHEEY Flink ESSTRESHTERE, MMETHE Flink (EB3RBIEFET, HE Flink #iE%.

gateway TR, 325 Flink A metrics, FH2ETHHEBNAER Grafana $iEki,

PR

o MISZRIEER =41 MapReduce (LATFE#R EMR ) =RE&E Flink 8%, FEE6) LK Flink 1£55.

o A5 EMR HREABERIAB ML VPC WILEEIAl= Prometheus &=Ll o

IRMELP TR
RN
FXEY PushGateway itk

1. & BAZATWUES .

2. i\ Prometheus 3ffl, #R#E Pushgateway A\ 8l Pushgateway.

3. kB PushGateway ittt
& Flink &E

1. #A it MapReduce , EIEFHEAIIRAY “SEH)” , EIZERIRSRE.
2. $#3 Flink 2815, &iZEEEE > flink—conf.yaml, #A\EEEERH.

3. ENEPEHHENE > MEKEN, XFINUTERE, ESERIESR EX X,

fE= ERA

metrics.reporter.promgateway.clas %

s

metrics.reporter.promgateway.job x

Name

metrics.reporter.promgateway.ran ¢

domJobNameSuffix rue

metrics.reporter.promgateway.gro %

upingKey

metrics.reporter.promgateway.inte x

rval

metrics.reporter.promgateway.hos

T

turl

metrics.reporter.promgateway.dele i

teOnShutdown rue
BRI

IRIFRE: BR=ItE (It ) BRSEATF

Sl

FiER

FHE

FHE

B iE

fhik

5L metrics SHF
push gateway £
Java #8

push {553

REEESARRME
HFrFeR

RIS metrics
2B label, &5
k1=v1;k2=v2

X metrics RIRTIE
jEfE, Flan30F

push gateway BIBR
Sitht

Flink (ZS3HiT=RE=2
&k push
gateway E3IRIAY
metrics

Prometheus 2RSS

Prometheus ¥iZiRSS3 push

2y

org.apache.flink.metrics.prome
theus.PrometheusPushGatewa
yReporterFactory

BESEERNFHESR

EigEHN true, MEFRIRM, Flink 1
$Z{a metrics StEEES

0 EMR S265l ID A1EX$SARSLH)
BY%RE, BIaN instance_id=emr-
XXX

BRETISHES

2418 £ prometheus SEHIRYIRSS S
ik

IREA true
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https://console.cloud.tencent.com/monitor
https://cloud.tencent.com/document/product/248/106522
https://console.cloud.tencent.com/emr
https://nightlies.apache.org/flink/flink-docs-release-1.20/docs/deployment/metric_reporters/#prometheuspushgateway
https://cloud.tencent.com/document/product/248/87089

metrics.reporter.promgateway.class:
org.apache.flink.metrics.prometheus.PrometheusPushGatewayReporter
metrics.reporter.promgateway.jobName: my-job
metrics.reporter.promgateway.randomJobNameSuffix: true
metrics.reporter.promgateway.interval: 60 SECONDS
metrics.reporter.promgateway.groupingKey: instance_id=emr-xxxx
metrics.reporter.promgateway.host: pushgateway HJ ip

metrics.reporter.promgateway.port: 8080

BRI

1. &F Prometheus 5%, #EEFHH AR Prometheus £,

Prometheus %#=IRSS

. EIFEIERSE > SEAPC, EEMHOPEE Flink 1532, 7 Dashboard RESHRFEFHREIFHE Flink EiEXE,

. i\ Grafana, BEEdRF Flink Si2mER.

Flink Cluster
Flink Job
Flink Job List

Flink Task

4. 8 Flink Job List EFE,

5. BaEERiI&HAY Job &k Job ID 5UE, EE Job EiEiFE.

]

178 day 0 3

Checipains SR

b

307.67« 307.67x O

Far REEE

EnkMetricalanasnobssnctien
Sk Dicadingink

Snrce RardorSrceiurstion
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2 Hﬁ "l,:HE Prometheus ¥i%0RS3

6. BEA AN Flink 828, &5 Flink S8,

AXTRAE oanEEen

B Rvcond

-

S Racoed B

TaskManager

EEEA

1. BF BAZTWIES
2. EEMZ e s Prometheus 518, i#1E33M Prometheus SN STERE
3. GIFEEEE > SHEE, fERESEEETLURIMERASZREE, #EEER FESZ%8.
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@ H% "L:HE Prometheus %#zRS3

Prometheus £ EMR A%

IRMEIDR

TE(FER Bifl=#1% MapReduce (LATFE#R EMR) =RiZigdh, FE1% EMR 5585 LR Prometheus 2RSS, AISET3ES|. T3Xi§H
BN RUMITBIERE EMR ¥iE18HR.

SE#E EMR on CVM =261
AURRA

£S5 EMR HEMNMERIABMES VPC, WEERZ Prometheus 12526 o AIEE Prometheus iZIRSS 2SR o

© B8:
Prometheus ¥iziRSS &id EMR T =Mt SREWIRIEIR, 1B VPC REZTELITIEMLE.
EMEZEBIEHE T, 25 BIkSxRE,

RMES R

1. BR BAZTWNES .

2. EEMIZEER =ik Prometheus ERERSS

3. £ Prometheus EfI5IRA, EEXIRAY Prometheus 361,

4. HNEHHEER, EIFEIERE > KRHD .

5. EERHOKEIFES EMR on CVM, BI&EE—MREED, WIMESEEELEEFNR,

EXER BiERE EEEE RE SEFISHR
RER kit Dashboard =8 BER

SRBRES SRR BESS

[oREtE:]  EEERH

Prometheus #iESAFLEE "SIBS . FARKE. Kubernetes BBRIRZAKIEGR, N ERARES/REF/ABIEEMRIHIEE"H#1TT M, &

2 (44) fiz

vE&% (0)

EMR on CVM RIRfES RieAXH

FR (8) Wig (1) ERHIRHE (2) FIEE (10) KHIE (6) BB (9) HE (6)

{ESE0RE «

v RRE (1)

EMR on CVM
'A: EHBRZHYE MapReduce-ENRISHIONN #3552

f@%fE  CM_QCSLinkedRolelnTMP

6. A EMR iZHlE , SEEER ID/ZHR, ELAUSRIRME, KB EMR S8 FfEitE . EMR 61 ID.

THER
HitmRE
EER2E 2024-01-10 17:40:26 m REEy
it o © =meE

7. HEESERE (Yaml i§R) . RTEDERXIESESS . EMR S8 ES. EMR 61 ID.
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> Hﬁ \,EHE Prometheus #20RS

© ikeg:
WFIESEXNTLAS R FriRitE AR, HIa0: ap-guangzhou o
£l ID ZIFHES 21,
relabel_configs &£ MEECEIREE .

EMR on CVM REES R#HEXHY

ESEE +
job_name: | emr—on—cvm-examp le—job
metrics_path: /metrics
emr_sd_configs:
- region:|ap—quangzhou
instance_ids:

— | emr—xxxxxxxx
relabel_configs:

- regex: __meta_emr_(.x%)
replacement: $1
action: labelmap

£ EMR on TKE 26

RS

Prometheus SEIXBX EMR on TKE SEffIFRTER286E8E, BS M KGR
MEPR

1. BR BAZTWNES .

2. EEMIZEER ik Prometheus ERERESS .

3. £ Prometheus EfI5IRA, EEXIRAY Prometheus 361,
4, BNEBEETR, EIRBIERE > | .

5. EERDPOKEIHEE EMR on TKE, BIS#E—/MREEO.
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O BRE

< F EMR on TKE (: )
-z = HiERE i &
=2 =ty Dashboard [SES
RS SERLRIL HEBS
I ® ZmFR 1 BRIPHER: 224

EMR on TKE {EtRREE Ziimgscty v

S (44) 5 (2) FE (8 Wi
&R
v 2% (0)
LS JOR v
vREE (1) #EPE EMR on TKE 526 BiIEo
Q
IDIEFR #HE =ik A IDIEFR
i H0&
HBET
e >
EREGT
«
D% 10v &/'@ M« 1 1R » M

Prometheus %#=IRSS

6. %% EMR on TKE EfIFIERRERH, SAMERAHREHTH EMR on TKE 6, #FEREREMNEFIBNIGMIE, PLHEFET,

X% EMR Serverless 36
FHRSE

£S5 EMR HEAMERIABME VPC, WEERZ Prometheus 12526 o AIEE Prometheus EiZIRSS 2 IFAIMIE o

@© iHR:
Prometheus 5#zRS3 @id EMR T
EMEZEBEIEHET, 25 BIkSxRE,

RMES R

1. BR BA=TWNES .
2. FEEMEEEDERE Prometheus HiERS
3. £ Prometheus EfI5I&RA, EEXIRAY Prometheus 361,
4. HNEHIEER, EIREIERE > KEHD .
5. EERHOKEIFET EMR Serverless, BI&#H— 1M RZEED, WAMEEEREHFEFNT,
< eon EMR Serverless (emr-serverlss-exporter)

BERER HUERER HEEE mRE SESHT
R R =t Dashboard BER
ERBRES b L0 HESE

® urm Il wsesasn:

Promethe:

R Al AR

=X

512, Kubernetes &3

BT S AMIRAR, MR RES/RE AR

EMR Serverless RIRES R#iMAXH o
23 (44) 1 (2) 75 (8) Wi (1) IR (2) RIEE (10) KHIE (6) HUREE (9) HE (6)
=
vERE (0)

v REE (1)

EMR Serverless

I .oik. I ERUEAZH MapReduce- ENRISEREHEES % 125

fE5/E  CM_QCSLinkedRoleinTMP
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Pat Ay — Prometheus SRS
HERE=
6. A EMR =65 , BEEEEY ID/SR, EXPERRME, REN EMR SSEFFR7EMHHN EMR L6l 1D

ZHIER

EhhigE
EENE

TSRS REBITHR OJiEtE  2025-03-1111:15:48 wE Q2 HmE

7. EEESERE (Yaml i§R) . RTECERXIESESS . EMR S8 ES. EMR 61 ID.

© iRAg:
RIESEXNTLAS R FFiRiE A9tRiRE, HIa0: ap-guangzhou o

) ID THFHEES1
relabel_configs B&EZS MW iMEVECEHEE .

EMR Serverless REES wEHAY @

ESEE «
job_name: |emr-serverless—-example-job

metrics_path: /metrics

emr_sd_configs:

- region: |ap—guangzhou
instance_ids:

=] emr=xXxXxXxXXXX
relabel_configs:

- regex: __meta_emr_(.%)
replacement: $1
action: labelmap

metric_relabel_configs:

— source_labels: [instance]
regex: ([~:1+):\d+
replacement: $1
target_label: host

STRHERR

Prometheus MiZRS3 2 #5FE EMR $8t5, #HAEIRFIRES N EMR SE8EEET o

WM IERAMRS 7 E

EMR on CVM B service_status IBiFEIREZESESZZERAPFENELNHELER0, TEFRERSRERS . EH EMR TiEEIERERSSEN
i8tr, REEHETRAPREFMEL. Prometheus BIFIRSZSIRBIRSEEFHELNESR, #E emr_additional_service_status 185, 5
service_status B EETBAFXARERS, EF 0 XRESRE:

(service_status{} * on(instance_id, host, type) group_left () (emr_additional_service_status{} == 1)

EMR on TKE. EMR Serverless AFE LiRER, TEEFER service_status 187, B5 0 FFERESRE.
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O BHS

Java MAEA
Spring Boot EA

IEEFATE: 2025-02-25 11:00:22

R{Finst

fE(#HM Spring Boot {EAFFRIESSRT, BSEMEMAIGIAZE, FlM JVM/Spring MVC %, Prometheus iERSETF Spring Actuator HlEIE
& JVM 3R, SSEEIRMAY Grafana Dashboard AJLA5{ElEiEE Spring Boot RIARIAE
AIHELAES BIRSS LABE Spring Boot RAEAF, NMAWMTEIT Prometheus SRS EIFELATE

RIS

o B BIN=ARRS - HERER : EBNZABRSPEIE Kubernetes &8,
o [/ BFHEERS BENBAER.

o BMAETF Spring Boot EZ#HITH A
LAFEELL Maven 765, iHBBEEAMEER .

RMES R

A ER:
» Spring Boot Ei2fit actuator AEFRIIMAHTIERE, B THENERRE, FRLAXBEEZEER actuator 3 Spring Boot R AT
58, EF Spring Boot 2.0/ A LRIRE, RIRFASBRELNENEETE.
o BIFER spring boot 1.5\, BABM2.085—ER3, BEEEMT/LA:
O ihid prometheus metrics RJBUEFN2.0F—#E, 1.5ZKAMIR /prometheus , BJ http://localhost:8080/prometheus o
O EHRA0MBIZNFTZEBUR(Whitelabel Error Page), 1.58A% management EOMT R, TEEXK

management .security.enabled=false o
O BIMBYA bootstrap.yml REBZSE, £ bootstrap.yml HYEM management AHSAER, BEE application.yml H
&, [FE: spring boot BEIMEFIFFEX,
O metric common tag FHEET yml RiFM, AILLEZ(EABAI—1 bean KIATUEM, WITF:

@Component

public >lass

@QAutowired

@PostConstruct
ubli oid

this . meterRegistry .

fEpS R FR RS fk B BC R
FB1: 8 pom il
IMBHPELR5|H spring-boot-starter-web HIEMLE, £ pom.xml XHHFI actuator/prometheus Maven #KEIR,

org.springframework.boot
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Prometheus 2RSS

spring-boot-starter-actuator

io.micrometer

micrometer-registry-prometheus

SR2: BERE
48 resources HFETHI application.yml X, {8 actuator HEXRIEERREE Prometheus HHYAMEIREE

server:
tomcat:
mbeanregistry:
enabled:
management :
endpoints:
web:
exposure:
include: prometheus

metrics:

tags:

application: spring-mvc-demo

distribution:
sla:
http:
server:
requests: 1ms,5ms,10ms, 50ms, 100ms, 200ms, 500ms, 1s, 5s
percentiles—histogram:
http:
server:

requests:

$H3: FHUIRUE

EINBLHEIERT, iIB1T mvn spring-boot:run ZfF, BJRUEE http://localhost:8080/actuator/prometheus i5[A1EI Prometheus
Y AIERREE, IREBEXRIREE B B EIER.

© ikAR:
BIFhECERGARE, MRAYROMERZIUSEIRRE A,

RBRARTRER=SRRS L

$B1: FihEE Docker WRHHR

WMBEAMZFIREEE Docker BGWIE, TLASE Docker BIHRFREN] #7ERE, RESERETUMEERNTT S,
FR2: TaRLERR

1. ZERERBRTIRM Dockerfile , WALISEITREIEHTIRM, EXFMEPFEEM Dockerfile o

FROM openjdk:21-jdk
WORKDIR /spring-mvc-demo

ADD target/spring-mvc-demo-*.jar /spring-mvc-demo/spring-mvc-demo.jar

IRIFRE: BRzITE (165 ) BRSEAS 5526 H216™
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® H%‘fﬂﬁ Prometheus ${%iRSS

2. {18#E%, ERERERTETNTHS, EXMREPHFEZIRWRMA namespace . ImageName . BIEHRES .

mvn clean package
build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : GRS
push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [%ﬁ{%ﬂﬁz.t%]

fugn:

mvn clean package

build . -t ccr.ccs.tencentyun.com/prom_spring_demo/spring-mvc-demo:latest

push ccr.ccs.tencentyun.com/prom_spring_demo/spring-mvc-demo: latest

$W3: AR

1. BR SRRSEHE .
2. EEMRSERIEZERE, HASHIREETENSHIRER

3. #EFTERH > Deployment, 7£ Deployment EI2E, EFENRAIGETAREHITBERS, XBEFEIEFENSNCE, FRITH
Service HiIEH, BRILIEEELHESTRIBNNE.
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@ E%‘EHE Prometheus YRS

B spring-mvc-demo

FROWH("-"), BATNNEFEFL, BFWINEFBLER

ik 00
i
BRENE demo v
Labels g
EREMTBIEINFH (IHFEX. BF. [ - ERREU()FFk, IIHERBRR, ESRPEEHNE 2
IMERERESSFE. BFROBRH(-". " "), EBFRFE, BFALANERE
HiEE (EH) AINEIES

NERRMENE, BIBRERERZ. INRE, SESMESL. XOHEMENFS, BEXMH, PVC, AREHIITRNEERED. EMAESI B

X
SpIRES + AmEE

2 spring-mvc-demo

RK63NFHN, REBSNEFE, BFRHOBHR("-"), BEREUDBRFFLIER

E10) prometheus-demo.tencentcloudcr.com/prometheus-demo/spring-mve-der | 3%&#%5 (&
HBRA (Tag) latest EEEGIRA
BUSHIERERES IfNotPresent Never

RBEMTRERENZHR
HRERO EEE

TERNEN, EEEEMPHN—1T B Tkey=valuedikey: valuehIR{ET AT IASTIPRIEM BN

CPU/AI7ZIRE| CPURRH A7ERRTI
request 0.25 - limt 05 % request 256 - limit 1024
MiB
Request TS E 7R, YRR T RURBrequestFTERMZHRBER, BRI BIRAW.

Limit A FIRERRERARFNRA LR BRFEER T IRERERELS.

GPU 2R w4 - 0 |+ |4
REXLERSERNROCPUR, HIRRERNEERBNCPUZR
=L ) FMEBRHD

STBRRE

SHIKE O swpiE®s () @i
EIERESEAIRE
SEFISE - 1+ 2
RRIBFIRIE prom-demo o X
TREEIHEEIE
EEEBGHDEINBAE RS, HSERNRSISIHRI ImagePullSecrets [2 LMBHAIE; MTEEFEEIE, B@ipaET
T R O ~emmEss () AEOIEAN
FHRIBAREAN, f5PodiIEEI G ATIALabelto T A, RE TIEMBMBAANILS| 12
MBERFETEMBALES, WEEREBnginc-ingressBRINEM TR L, BASESRHEER B
BRIBE O remaREE () EAEREE
ERERRE
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BIERE (Service)

Service

Service Name
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BreRRE
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TEBASTIEmEERIER

O (s FNROE ARLBIAIE) ARLBIGE fEsE &

BlCIusterlP£E!, 4SRN LIS ERNEIBIRS A BB, SHETCPIUDPHNY, $iRAEARSS IMysqITT AR AR SRRIEIRSS M R S .

Headless Service () ( Headless Service RSTiA2 T, QlESSMETSHEEENaA )

HXE FERO® BRSEHAO B
TCP v AN R I AR BN S AR5 BR63NFH, Rl
PRI BRSS

S]A: BINREES

1. &R Prometheus 5iZRESEFIE , EEMM Prometheus SEfIHANEIERE.
2. iEIFHIERE > ERERES, HANSHIRSERSERR, EIRRSZSIPEMRENSEER (ZEBES Prometheus ELHI#{TTXEX) o

3. EREFpENIERERE, AGREHEAENIEEE, &N ServiceMonitor REEE, BIFINT:

servicePort

metricsPath

BEEREXH

Servicel§ix v

spring-mvc-demo

BKEINEH, REASTE. BERIME(-"), B

demo v
spring-mvc-demo v
8080-8080-tcp- v
/actuator/fprometheus

BIAA/metrics, HSRBIFFAREROAAFEEITHE

BEEXH
YR ArelabelF45 FEC B KIERERE X4

RNEEER

e B

$B{5: ®3 Dashboard

1. EERRDL T #EIF 8 S Spring MVC,
2. i%#% Dashboard, % Dashboard ##{EFHIZRIEIFAE

IRIRFRE: iRt E

(b)) BRSEAT

<, =FEN

Prometheus %#=IRSS
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2 Eﬁ \_L:HE Prometheus %51=0RS

Spring MVC X

fee3 Dashboard

Dashboard $&{E

Z#/FH4R Dashboard #0%(, Dashboard

ol
i
H
&

i:1E=4

Dashboard ¥

I5 & dashboard

$;6: HEFIE

1. ER Prometheus SERFZEFS , EEMR Prometheus SEFIHANEERE,

2. $T7F Prometheus SEHIXIRAY Grafana ftbllt, £ Dashboards/Manage/Application FEEMMEHEXNGEAR.
Spring MVC RIf: 52 MVC BIKES, GINiERERERE/RIE/REDHS.
Spring MVC #00: #O%&EE, IS MED, HEEMEMMEOSEE,
Tomcat: Tomcat REPASHISEIERRE, HIUNEEFERERS.
FA JVM: NERAEYE, EEZNATHREXAIESSERE, HRMENLFIFIDRAIAIA T HEIR RAISEF i .
6 JVM: ERSRf] JVM SRR EUE .
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JVM EA

mRIEEFATE: 2025-02-28 15:22:53

IRMEIDR

1E(E Java (EAFFRIESH, SEE JVM 1IiE8E. Prometheus YiziRSZEIREMBAREL RN JVM SSiEEdE, FEMTHERN
Grafana lsiEX#E,
AXMETEE client_java 8 jmx_exporter A NEL JVM 1817, B Prometheus 5iEMRS EERIRE,

© AR:
& EER Spring Boot {EAFFAIESR, 520 Spring Boot #A

RIS

o SEENZARIRS TERER
o (A FEEREES SENBER.

iR

client_java

client_java  Prometheus B7FR1AIRE SDK, RILEIZEA AP BEMIEIRES, EEFEEIAN JVM 1815, RFREEN Prometheus
BEIRSSAIEES .

LV T
1. 123 pom fKifte & pom.xml ZHRFAIERL Maven KR, 1.x lRAMT BWHNSRFCETRS, REERSHIRE, TOMT:

io.prometheus

prometheus-metrics-core

io.prometheus

prometheus-metrics—-instrumentation-jvm

1.3.3

io.prometheus

prometheus-metrics—-exporter—-httpserver
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® H%‘fﬂﬁ Prometheus ${%iRSS

(String[] args) throws

counter.
counter.

counter.

("HTTPServer listening on port http://localhost:" + server.

3. AMIRIE ., AMBEINZE, FLUEE http://localhost:9400/metrics 5iAZE Prometheus HYESEHREURE

http://localhost:9400/metrics

RBRARHRSA SRS L

1. AithEcE Docker RIGHR . MRAFMZEIFREET Docker SRIGHIR, AASRERREKS Docker REIRIEREN] #TEE . HEERES
HITTF—2,

2. 18R L1EHK.
2.1 ERERBERTIRM Dockerfile , EREEMRRBIETEN . =HIINT:

FROM openjdk:8-jdk
WORKDIR /java-demo
ADD target/java-demo-*.Jjar /Jjava-demo/Jjava-demo.jar

CMD ["java","-jar","java-demo.jar"]

2.2 {18%1%, EHRERERTETNTHS, TESFRMNA [namespace]. [ImageName] 1 [BIgRAS],

mvn clean package

build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [BIRIRAS

push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [BIRRAS ]

jmx_exporter

jmx_exporter & Prometheus EF exporter, i JVM FE4E MBeans #iEi£iEJH Prometheus & AIBIRHEE HTTP IRSREHE.
jmx_exporter LL Java Agent BAABERABRIZT, (ERRERECLEITME MBeans LAYEIR, TixMUSEENIES ., WFEXBSHFER
&, client_java EREBIIEANFER.

SR jmx_exporter i
1. T# jar 8., BB &R THRMRAR Java Agent Jar &, iXELEM.0.175961,
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https://repo.maven.apache.org/maven2/io/prometheus/jmx/jmx_prometheus_javaagent/1.0.1/jmx_prometh

eus_javaagent-1.0.1.jar

2. EBRENH. HHERROTRARE, STERERNFERIBESR 2.

rules:

- pattern: ".*"

3. AHIEIE jmx_exporter BItE=E —-javaagent :<jmx_exporter jar BR>=< metric BEIRO>:< jmx_exporter Bo B IR >

o

java -javaagent:./jmx_prometheus_javaagent-1.0 jar=9 /jmx.yml —-jar demo.jar

4. IEERBENE, WiE http://localhost:9400/metrics &IRE] jvm FkBIEHFR.

http://localhost:9400/metrics

BRALHRNREERES L
1. FithEeE Docker RIGIFR . MRFIMZRIFREED Docker RIRFER, BSNBREHIRS Docker FRRFREN] #THE. ECREEH
ﬁ-F_gc

2. 78R LERR.
21 EREWRBR T Dockerfile , ERIEEIRREHITIEN . THIEIT:

FROM openjdk:8-jdk
WORKDIR /java-demo

ADD ./jmx_prometheus_javaagent-1.0.1.jar /java-demo/jmx_prometheus_javaagent-1.0.1.7jar

ADD ./jmx.yml /java-demo/jmx.yml

ADD ./target/application.jar /java-demo/java-demo.jar

CMD ["java", "-javaagent:/java-demo/jmx_prometheus_javaagent-1.0.1.jar=9400:/java-

demo/jmx.yml", "-jar", "java-demo.jar"]

2.2 {T8H%, EHEREFTETNTHS, TESHRIMNA [namespace]. [ImageName] #l1 B&iRAES]

build . -t ccr.ccs.tencentyun.com/ [namespace]/ [ImageName] : [{RIRRAS ]

push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [B{RIRAS]

RIFEERE

1. BR SRRSENE , EEMRPERENRNE, SEEEMENSTHREN.

2. @3 T{E#; > Deployment i#\ Deployment SI2RiH, SEFIMAIHESEEITIHERS, B YAML keIEIIRAT Deployment,
YAML EEEWT,

© ikBA:
NEiEEH&eE, 20 Spring Boot EA .

apivVersion: apps/vl
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kind: Deployment
metadata:
labels:
k8s-app: java-demo
name: java-demo
namespace: java-demo
spec:
replicas:
selector:
matchLabels:
k8s—-app: java-demo
template:
metadata:
labels:
k8s—-app: java-demo
spec:

containers:

- image: ccr.ccs.tencentyun.com/prometheus-demo/java-demo
imagePullPolicy: Always
name: java-demo
ports:

- containerPort: 9400

name: metric-port

AIASRE(ESS

. BR BH=aWUES .

. EEMZEEEHIEE Prometheus B2, #1238 Prometheus EHEANSERME

. IEIEEIEREE > SEAERERS, HADNSHRSEMSERE.

. GIFEIERERE > FEEEN K > yaml 4518 > PodMonitors #iEiMEUESS, YAML BERGIITF:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: java-demo
namespace: java-demo
spec:
namespaceSelector:
matchNames :
- Jjava-demo
podMetricsEndpoints:
- interval: 15s
path: /metrics
port: metric-port
relabelings:
— action: replace
sourcelabels:
— __meta_kubernetes_pod_label_ k8s_app
targetLabel: application
selector:
matchLabels:

k8s-app: java-demo
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https://console.cloud.tencent.com/monitor

Z Eﬁ \_L:HE Prometheus %51=0RS

1. AR Prometheus SEffl, EXIERE > ERROHIEE JVM 4%, REIIRNAY Grafana Dashboard BIEIFRE JVM ek,
2. $T7F Prometheus ZIRIRAY Grafana flik, £ Dashboards FTEEMABEXNEEXRE.
R JVM: NNMRfBERER, BEEZNATHRELIAREEERE, YRMENLHERER, TLATEIRIRAISLE M

RIRFTERH JVM 18

Sl JVM: BRsEfl JVM AR ESIEER .

Quick Facts

v JVM Memory

JVM Total

ory Pool[Metaspace]
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Golang MFEA

mIEEFATE: 2025-03-18 15:06:02

Prometheus 27T E75l Golang & AFREHREBREEIE, ACHENBIMUERESIR Golang EREE Golang runtime HEXHIEHE,
UREE—WEARGSETRG, FHER Prometheus BiRIRS KRR EEITRTEIES

ISR

© 88:
Golang Client API #8R932#4iE2 R GoDoc,

£

BE go get MSRIRBREM, THIT.

go get github.com/prometheus/client_golang/prometheus

go get github.com/prometheus/client_golang/prometheus/promauto

go get github.com/prometheus/client_golang/prometheus/promhttp

Frig (BTRHER)

1. EE—1P HTTP RS, BEEEMER /metrics o AJLABEEER prometheus/promhttp EBIRMAY Handler BHE,
MTFE—MERAFGIRA, @id nhttp://localhost:2112/metrics 55 Golang MAKN—XEINBITEE ( B15STRHER. HIZEXE
FRLARRAGEAEXATIEIR )

package main

golang/prometheus/promhttp”

func main () {

http.Handle ("/metrics", promhttp.Handler())

http.ListenAndServe (":2112", nil)

2. T T aR S BaIRA

go run main.go

3. IUTLAT &<, IHEEREEITEE.

http://localhost:2112/metrics

R EEER

1. BRARHIRRET —LEMBYAERIR. NAEEMBIRERESINGAN (EHRI)SRI—L SDK BEEN) - MTFREIKRET SR
myapp_processed_ops_total E<J THESEs ;Eﬁi, Fﬁ?iﬁﬁﬁﬁﬂéé%ﬁ‘iﬂ%‘éfﬁi&ﬁi‘l‘ﬁo !ll]'FEﬁf’Ms‘é{’E—)'X ] ﬁﬂ?i‘l‘ﬁ%ﬁﬂm o

package main

IRIFRE: BR=ItE (It ) BRSEATF 837 H216™
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https://prometheus.io/docs/concepts/metric_types/#counter
https://pkg.go.dev/github.com/prometheus/client_golang
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metheus/client_golang/prometheus"

1b.com/prometheus/client_golang/prometheus/promauto”

hub.com/prometheus/client_golang/prometheus/promhttp"

func recordMetrics () {
go func () {
for {
opsProcessed. Inc ()

time.Sleep (2 * time.Second)

opsProcessed = promauto.NewCounter (prometheus.CounterOpts({
Name : cessed_ops_total",

Help: "The total number of processed events",

func main () {

recordMetrics ()

http.Handle ("/metrics", promhttp.Handler ()
http.ListenAndServe (":2112", nil)

2. PATLA TS BRR o

go run main.go

3. TS, IhRRERET.

http://localhost:2112/metrics

MEHERBITLIEE] nyapp_processed_ops_total HHEEEXMIER, SIEHUXE. LBER. BIRSMAERE, WTHAS.

myapp_processed_ops_total

5[ Prometheus iSRS

FR1: FTaHBENA
1. Golang RFR—REAILAMERINTRZEVAY Dockerfile (3ZEIEM) .

FROM golang:alpine AS builder

RUN apk —--no-cache ca-certificates \

IRIFRE: BRzITE (165 ) BRSEAS 38 H216™




COPY . /go-build

RUN cd /go-build && \
export GO111MODULE=on && \
export GOPROXY=https://goproxy.io && \
go build -o 'golang-exe' path/to/main/

FROM alpine

RUN apk ——no-cache tzdata

COPY —-from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs
COPY —-from=builder /go-build/golang-exe /usr/bin/golang-exe

ENV TZ Asia/Shanghai

CMD ["golang-exe"]

2. BIRAILMER Bl=EGRCE, XEEREEAEHEETRECE.
. EEIRIERNAZEEY—1 Kubernetes ISR, XEBH(IER Deployment, REIEIT,

apiVersion: apps/vl
kind: Deployment
metadata:
name: golang—app-demo
labels:
app: golang-app-demo
spec:
replicas:
selector:
matchLabels:
app: golang-app-demo
template:
metadata:
labels:
app: golang—app-demo
spec:
containers:
- name: golang-exe—-demo:vl
image: nginx:1.14.2
ports:

— containerPort: 80

4, FIFFEE Kubernetes Service RS EMFNG IS

apiVersion: vl
kind: Service
metadata:
name: golang-app-demo
spec:
selector:
app: golang-app-demo
ports:
— protocol: TCP
port:
targetPort:

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/1141/39287
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/services-networking/service/

O BT

Prometheus %#=IRSS

IRI—A Label &imEEERIAIRF, Label 8F—EH app , BRLAEELENE Label FE, HESFH Label RAJAILIER
ERINEIEREESHIBHER relabel SRIAEERI.

SE2: FIBHEREIES
LRSSIET
1.
2.

Rz E, EEHTNTRELEAE Prometheus MiZIRSAMFAREMISISIT
B5 BNEaWITES Prometheus 18, BhEEasH ID/SRR.

TEMURSREEE, EIFMABRRS, fhEHANNSIERERE, WTEMRR:

< »
wHES  BERS  SEER  ERA MR

RESHES O

BESS

s

] srapmey B o o - pEvRE

3. HAHIERERERNAS, PEMERENIE, FRHNRERER yaml &8, MTEFRR:

X
REfE yamiéfig
PodMonitors RawJobs

on: monitoring.coreos.com/vl
rviceMonitor
metadata:

port: 8080-8080-tcp

path: /metrics

eplace
sourcelabels:

- __meta_kubernetes_pod_label_app

rgetLabel: application

HiE s

4. BEWHFM service Monitor , BRIZIFETF Labels RMIMIRAIEFREGIMNL, FLLRTLAN—LARSSIRINIFER K8s Labels , HLL
£ Labels THIBRSSEPSH Prometheus BRZEMIRBILE, FREEBAESNRSFIIREES, M LAENAIFEREERNT:

© %A

port BIBYES service yaml EeE B spec/ports/name I RZAYME o

IRIRERE: BR=ITE (1bF) BRSEAE
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O BAT

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: go-demo
namespace: cm-prometheus
spec:
endpoints:

- interval: 30s
port:
path: /metrics

relabelings:

- action: replace

sourcelabels: [__meta_kubernetes_pod_label_app]

targetLabel: application

namespaceSelector:
matchNames:

— golang—demo
selector:

matchLabels:

app: golang—app-demo

A EE:

Prometheus 2RSS

TBIR&TRA application B Label %EtE, BUEEERRINRMU—LECHFHEBNEMRIGE. BESEMAEESR

ServiceMonitor 8 PodMonitor .

$R3: BEIE
AR
Prometheus SZHIE48E Grafana £l

RELR

1. £ Prometheus 5| 5%, #EIMIREY Prometheus 26, g%H) ID &M OB, 117 Grafana, BWABNKSHG, AENHT

Grafana A Mt KFRRMEX .

2. SIREURRE > ERPD, TEERPOTREKEIFESE Golang ¥i%, 1% Dashboard > Dashboard ##{E > Dashboard &3 /A%, BH&R

BIAR, TN Grafana Dashboard.

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/monitor/prometheus
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

Prometheus %#=IRSS

%) i:ik=

3. A Grafana, Eﬁmi, RFSEER, PENMYSEERRSMATESGENE.

88 Golang / Golang Runtime Overview ¥ <3

default v cls-€
5.20 day 62.07 MiB 33 20.52 ps 73.30K

5.20 day 38 2 Gil g 188.75 us 14.56 Mil

5.20 day 6 PARIOTS 46.92 K

5.20 day - 2.25GiB & 492.40 ps 15.71 Mil

88 Golang / Golang Runtime (Process) ¢ <%

Go Info Last GC Time

go1.13.1

Goroutines GC Duration

15:40

Heap Objects

ABEIFNMREIBR T WTIE Golang HHXHHEIRREL Prometheus ¥iEiRSS, LARIMEA{ER Grafana Al HIEIRES SIEEIE. SHERER
TitEEER Counter BIiEIR, MFHEIZSUREETEE Gauge. Histogram LA Summary EBINEIR, 520 1EirEE .
MFHENBGS, BiISERESIEREUESHRENBNIERGERE. ARk SEER,
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https://prometheus.io/docs/concepts/metric_types/

@ H%‘fﬂﬁ Prometheus $5iEHES

Exporters EA
ElasticSearch Exporter #A

RIEEFRATE: 2025-02-18 09:23:02

R{Finst

7£(#H ElasticSearch ZiEHFEEN ElasticSearch iIZfTIAS#HTIEE, HIMNEEREFESIKEE, Prometheus iEIRFZIEMHETETF Exporter B9
FHURIGIE ElasticSearch iIEfTIAZ, FHIZHT FHEEIA Grafana IiEXE . AXNEUNEERE Exporter LARKSEM ElasticSearch Exporter
EEBANSIRE.

¢ ::%‘%E%EH@ ElasticSearch 2iifl= ElasticSearch Service , #FEREMPIL ZHEER , XIS—ERERTRIST.
BAB
B—: —@eE (%)
AR
Prometheus SEHIFFEFABRLE VPC 5 ElasticSearch RIEIEE.
RMEPR

1. &% Prometheus EIZRSBEHS .

2. TEEBIFIFRP, IEEFHHAMEE Prometheus S,

3. ESEHL#BR, EFEIERE > SRR,

4. ERERUKEIFEE ElasticSearch, BIS#Y— A RKXEN, ARENAESEIRRESHMIIEED, FAEEREFN,
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https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/es
https://cloud.tencent.com/document/product/248/87398

O BAT

ElasticSearch (es-exporter)

Prometheus 2RSS

=g igtn Dashboard == Bk
@ =mFR
ES {BIFRE winisus »
ES 56
AFRs
=13 [
bk =
e +Em
Exporter fit&
=T
I
ERRE
FeEsmEamER (): CPU-0.25& W7F-0.5Gi8 BEEZM: NEESSERNER TN, (F=HE &
ECHEiRAE
2% L]
ERER, HRBNT:
2R o ZIRERAE—I,
o BMTEEFATEMIEN: '"a-z0-9]([-a-z0-9]*[a—z0-9])?(\.[a—z0-9]([-a—z0-9]*[a-z0-9])?)*$',
:: 1o ElasticSearch BIBER&#5.
oAl ) ElasticSearch B9%%3,
Hbht ElasticSearch H9iEEbt
rE KistrRmMEENX Label,
o TR QRRTENEHPMETRNAIHER; FIRERTNEGEENTRHRIHER.
o FE|RE: GERTENERPRERSINAIHER.
o HS|HE: FERTENEHPRERSIBEENRITER.
Exporter Bt&

BT BENTE

o $h: FERTFEASHPAERSINAHER, SFSFERINAIHER (HAEFIETRSIRE) .
o REB: WERTEAEHRBIRIHER.
o EBME: AERTEASHEENRITER.
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© ikAR:
AT HELEEE Exporter, EHEERABNT S=5kS #iTR—EHE,

BB
EERATIRIERD, BIRACHEU TR
o £ Prometheus ISRttt RFABMLE VPC T, 8IR BiN=52ERS , FHERERE G35z,
o 1 Prometheus $EIRSEFIE , ERFHAIIMAT Prometheus 36, EEIERE > ERBERIRS PHTINI RS EERI TR XIRERHRME,, i#
ES s KEEEE .
RESR
#$51: §E ElasticSearch Exporter

. B AERSERNE .

. EEMZEEEIEIZEREE,

. BEEEREERAITEIERER ID/ER, EAZEHNEERE.
. {5 Secret &1& ElasticSearch &E#&H .

A W N

© ikAa:
ElasticSearch iEERBIMERA <proto>://<user>:<password>@<host>:<port> , f5lfll
http://admin:pass@localhost:9200 .

4.1 &R T{ERE > Deployment, i#A Deployment Rf.
4.2 FrmmALfAeE YAML 82, 82 YAML BB, EREiRRIT:

{#5 Kubernetes B9 Secret kEEZBHIIEMRITMELIE, EE5 ElasticSearch Exporter RIEHREE(ER Secret Key, BEiE
BRI URI, YAML BEExFIANTF:

apiVersion: vl

kind: Secret
metadata:
name: es-secret-test
namespace: es-demo
type: Opaque
stringData:

esURI: you-guess

5. &% ElasticSearch Exporter,

£ Deployment E2RHE, $EME, SIEWNNGBTERBTHERS . ATLESEHERAEREIZE, NTFLL YAML K75030E Exporter,
YAML BeERFINT:

apiversion: apps/vl
kind: Deployment
metadata:

labels:

k8s—app: es—exporter

name: es—-exporter

namespace: es-demo
spec:

replicas:

selector:

matchLabels:

k8s-app: es-exporter
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https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
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template:
metadata:
labels:
k8s—app: es—exporter
spec:
containers:
- env:
— name: ES_URI
valueFrom:
secretKeyRef:
name: es-secret-test
key: esURI
name: ES_ALL

"

value: "true

image: ccr.ccs.tencentyun.com/rig-agent/es—-exporter:1.1.0

imagePullPolicy: IfNotPresent
name: es-exporter
ports:
- containerPort: 9114
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

© B8
Li#RpliEd ss_aLL RETFHE ElasticSearch RIEIE, AILLUBEIIRAISEHHITEAZ, Exporter EZFMIISHIESR
elasticsearch_exporter,

6. ISk,
6.1 7£ Deployment S Lik 1200219 Deployment, #A Deployment EI2HE,
6.2 BEAERE, ALAESE Exporter BRINEHHREXRAYGEMNE, INTFEFR:

es-exporter-bfb98659-nnppg v es-exporter v SR100%MIE v

2020-12-14T02:48:04.0322180822 level=info ts=2020-12-14T02:48:04.0316655592 caller=clusterinfo.go:200 msg="triggering initial cluster info call"
2020-12-14T02:48:04.0322802562 level=info ts=2020-12-14T02:48:04.0317415032 caller=clusterinfo.go:169 msg="providing consumers with updated cluster info label®
2020-12-14T02:48:04.034124966Z level=info ts=2020-12-14T02 .0340138732 caller=main.go:148 ms: arted cluster info retriever" interval=5m0s
2020-12-14T02:48:04.034252149% level=info ts=2020-12-14T02:48:04.034126176Z caller=main.go:188 msg="starting elasticsearch exporter' addr=:9114

6.3 i Pod EERE#HA Pod M.

6.4 EEMNZER FRETBRERER Pod, EHSITEORMITIUT curl 43R Exporter RERIMNE, TLAESERIRIRAY
ElasticSearch {Et7. MEMEKALSEITRAIEIE, BSEEERBESIEH, BEUT:

localhost:9114/metrics
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https://github.com/justwatchcom/elasticsearch_exporter

O BHS

PITERINTEFRSR:

# HELP elasticsearch_breakers_estimated size bytes Estimated size in |
# TYPE elasticsearch_breakers_estimated_size_bytes gauge
elasticsearch_breakers_estimated_size_bytes{breaker="accounting",clus-
2.0102643e+07
elasticsearch_breakers estimated_size bytes{breaker="accounting",clus
1.9926654e+07
elasticsearch_breakers_estimated_size_bytes{breaker="accounting",clus-
1.9685163e+07

elasticsearch_breakers_estimated_size bytes{breaker="fielddata",clust
elasticsearch_breakers_estimated_size_ bytes{breaker="fielddata",clust
elasticsearch_breakers_estimated_size_ bytes{breaker="fielddata",clust
elasticsearch breakers estimated size bytes{breaker="in flight reques-

0
elasticsearch_breakers_estimated_size_bytes{breaker="in_flight_reques-
1167

elasticsearch breakers estimated size bytes{breaker="in flight reques-
1167

elasticsearch_breakers_estimated_size_ bytes{breaker="parent",cluster=
2.0102643e+07

Al amdtd mmmanrm~h heamaalbrAars Ambkamadrad AdeAa ek Aas (lheAaalr ="

B e L ETT T S

SW2: FIREES

1. &R Prometheus BERESEHE , #EXWR Prometheus EEHHENEERTE,
2. EHUERE > SNBSS ISR R XBNES, BEIERERE > MEREYIE > YAML Sk NRELRS.
3. EFRSZEMFINM rodvonitors REX Prometheus #MEVESS, YAML BEERBIINT:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: es-exporter

namespace: cm-prometheus

spec:
namespaceSelector:
matchNames :
- es—-demo
podMetricsEndpoints:

interval: 30s

path: /metrics

port: metric-port
selector:
matchLabels:

k8s—app: es-exporter

BENE
AR
Prometheus SLBIE48E Grafana £,

RETR

1. R Prometheus BiZRESEHS , EEME Prometheus SEfiENSTERE .

Prometheus 2RSS

2. iEIFHIERE > ERPD, HAERFUORE, #E ElasticSearch 4%, %% Dashboard > Dashboard ##{E > Dashboard Z¥&/AH&, &

HREIFER, ZEXRAI Grafana Dashboard.
3. BIFEERCER, ECEMIETRSE Grafana BRI EEITH Kafka iskE, BEELFBEXNEESE, MTERR:

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/monitor/prometheus

%) i:ik=

SRSz

example-job-name
v-aasa

wudi

Prometheus ~

v REBHRE

Cluster health

v Shards

Active primary shards
901

v Breakers

RESE

1. 5 Prometheus BiRRSEHE,

2. EREREE > SHKE, PERBRSERERIMENRNSERE, $55

IRIRERE: BR=ITE (1bF) BRSEAE

ElasticSearch

Data nodes

3

Active shards

1802

Tripped for breakers

Tripped for b...

0

Initializing shards

0

1 accounting
ounting
+ (accounting
= fielddata
e fclddata
- fielddata
5:in_flight_requests
. in_flight_reques
s - in_flight_reques

arent

CPU usage Avg.

21.25NF

4,00/

JVM memory used Avg.

Relocating shards

14 MiB

10 MiB

0B
11:08

0

11:04

11:05

11:06

(0/0)

(1/1)up

(11)up

Pending tasks

Delayed shards

0

Estimated size in bytes of breaker

i accounting
— *=m accounting
+ accounting
" fielddata
il s fielddata
= e ke in_flight_requests
ks in_fight_requ
=t in_flight requ
=il p: parent

T % parent

iEBIEIIR Prometheus SEH#ENEIERTE,

P

=2

ERAB4 R

iEbRaBim HRR
B @2

SEhRRRE IR
EERZ

8 ;3

Open file descriptors per cluster

7.710K

Unassigned shards

0

19.30 MiB

19.10 MiB

1875 MiB

3008

3008

1.82 MiB

210 MiB

1KiB

18.99MiB  21.06 MiB

1879MB 21.14MiB

19.11 MiB
18.93MiB
18.71 MiB
3008
3008
1.30 MiB
1.05MiB
1KiB
19.94 MiB

19.70 MiB
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https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H%‘fﬂﬁ Prometheus $5iEHES

Kafka Exporter EA

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

£(EA Kafka 3EPEEN Kafka iIEBfPIASEHTIRE, GIINEEHAE. HEEREBREEEINES, Prometheus BIZERSIZEET Exporter £
HUERERE Kafka iB1TRES, FIRETHAEEIBN Grafana iEXE . XN BUTERE Exporter LA Kafka Exporter SSEENFIRE.

© R8:
MEFZEEEN Kafka 2Bifl= iEE\5 CKafka [, EFERERPD =HEER, ZI5—ERETFRIBR.
EANBR
FR—: —BRE(eE)
PR

Prometheus ZfFIFFEFAEMLZE VPC 5 Kafka R4EEE,
H1£ Kafka 1@ Prometheus IPv4 BItESEIIR, #ASBEUSR GBE ACL g .

ACLZERE
BRAERUR P IPEERIER SREE

Y v aaa v 10.0.0.0 iE v

ALY

BRMESR

1. &R Prometheus HEERSEHS .

2. TEEHIFIRSp, EIFEIRNAY Prometheus 36,
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w5 LBISRRMEEYX Label,
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group FEIEN I, FEIARELEPR group. ESRERESREFSIENA group.
R BENEE

© ikBA:
HTHERKER Exporter, HEERBNT 532k #178—S1E,

AR

o £ Prometheus LRI RzithisRRFAB ML VPC T, 8IR BINZEERSS , HFAEHEE d3=E,

o £ Prometheus RS EHE > iEZXMA Prometheus 36l > $IERE > SRS BIRS P TIIRABER TRl XIRERHRE, #ETS
D0 KEXEEE%
» E1£ Kafka & Prometheus IPv4 it ESEIIR, BLEX —#E%%E aiERME.

RESR
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1. BF FERSENE

2. EENZFEPERSEER,

3. BREERINERLIRSIERIERS ID/ETR, BANZEHNSERE,

4, EEME SR TERE > Deployment, i#A\ Deployment R,

5. 7 Deployment EI25HE, PR, EEMHNGESERETHERS . TABZEHEMSGEEE, T YAML #75X58E Exporter,
YAML BeERFINT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: kafka-exporter

name: kafak-exporter

namespace: kafka-demo
spec:
replicas:
selector:
matchLabels:

—app: kafka-exporter

template:
metadata:
labels:

k8s-app: kafka-exporter

spec:
containers:
- args:

- —-kafka.server=x.x.x.x:9092

image: ccr.ccs.tencentyun.com/rig-agent/kafka-exporter:v1.3.0

imagePullPolicy: IfNotPresent
name: kafka-exporter

ports:

- containerPort: 121

name: metric-port

securityContext:
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privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

© ikg:

Exporter #2520 kafka_exporter,

S| FINREES

1. R Prometheus iZESEEFIE , EFEMM Prometheus SEfIHNEIERE.
2. HNERREEIRSS, EIRCEXERAVER, BUNIERERE > BRYEE > MBATENIEE > YAMLYREE, RifmRELRE.
WEERERIAIE PodMonitors , YAML ECERFIANT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: kafka-exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourceLabels:
- instance
regex: (.
targetLabel: instance
replacement: 'ckafka-xxxxxx'
action: replace
sourcelabels:
- instance
regex: (.
targetLabel: ip
replacement: 'l.x.x.x'
namespaceSelector:
matchNames:
- kafka-demo
selector:
matchLabels:
k8s-app: kafka-exporter
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3. EIEEROERM, FEEMIIRPSE Grafana EWFEITBaTH Kafka liEAE, EEXFHEXMEERERE, WTEFRR:

ERmIIR X

o

EtnBA4E MR
kafka-test Kafka g 0,007 EATERLE MRS

BE B2

Prometheus

$E2¢ Broker N Partition /¥

1840 1845 1850 1855 1900 1905 1990 1915 1920  19:25 B B IO I TS

HEBB
1250ps 100.00%

100.00%
10.0cps —

P - - - r 95.00% 100.00%
7.5cps 100.00%
90.00% 100.00%

10000%
aseos MM ARTARAARAA A MO 8500%
2sees VUL

| | 100.00%
T VA ikaan

RTRTRTAIAI t f | odinr 100.00%
AT ! z 80.00°
= = = = e = 8000%

100.00%
100.00%

75.00% = 002
1840 1850 1900 1910 1920 19:30 e 10000%

#REE(Consumer Group) Topic BIZ¥

ol oy B ol g oy

foo e

EESE

1. EF Prometheus iERSEHS , EENR Prometheus EFIH#ANERRME,
2. EIFEREE, JLURNEMAYSERE, FEEEN RESEERE,

IRIFRE: BR=IE (16F) BREEAR 53 H216™


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H%‘fﬂﬁ Prometheus ${%iRSS

Rabbitmq Exporter &#A

RIEEFATE: 2025-02-08 18:12:23

IRMEDR

RabbitMQ Exporter 2—1"AF iz RabbitMQ BEFIIEIERSH Prometheus i, AFIREFRE RabbitMQ KItEsEElR. BT
RabbitMQ Exporter, FIFAEILASERY T fZEEASIREITINR, SIEHERE@MER, AFIRX)., EESSEIRER . BAZAWUTES
Prometheus 1£{# 75 RabbitMQ Exporter &R FFFEEIFERY Grafana l&izXAE,

M RabbitMQ 3.7.0lRAFE, RabbitMIQ BWET Prometheus &4, RabbitMQ SILAEE{EA Prometheus R&EB#R, BT RabbitMQ A%
gelsiz, M RabbitMQ Exporter SHEIBIRTILMER N E REMN FeE1E

EABX: RabbitMQ RESH
PR

RabbitMQ HAFEF3.7.0,

B RabbitMQ i Prometheus #&#
Fil& RabbitMQ 2

FREAR:

rabbitmg-plugins enable rabbitmg prometheus

sE5H:

localhost:15692/metrics

EBR=iEEEAY RabbitMQ RFHE

£ BN =EES RabbitMQ I RFIECHISEEE, pEHNER, TEAER > A Prometheus IHESLHI T 2 EIRAUSREIR, BITSEIHES
EEUREME

€ HEHTE / amqp-opwojbkq P s
HFER g Bm Vhost PSR IR THCR IR

SKBHILR @S O

Vhost B Queue BE Exchange & BHEFHSHE SHHBHSBE ELEEL U

14 24 8+ 0= 0= 0=

....... ademo L 2246

= e a8
R () =
[ _— < aFes

o
2024.06.26 182603

S EhE S
0 25022183318
2830

EFEEA R Web {EEiilnLE

8 Prometheus SISsEf
fERREE
1. &R Prometheus SERSBIEFS -

2. IR, &I RAY Prometheus S2fil.
3. HEAEGIFER, ERHIERE > ERPO.

IRIRERE: BR=ITE (1bF) BRSEAE 5554 H216™


https://console.cloud.tencent.com/trabbitmq/cluster
https://console.cloud.tencent.com/monitor/prometheus

O BT

4. EEHP ORI RTINES, BSEH—RRED, ARENEESERRESHIBIEER, HeEREF.

{MBYYESS (raw-job)

<] bision BEERK

© %47 (api

BENREES =xinmsd o

REMRE
MR R

job_name: static-example

honor_timestam
follow_redir
enable_http2:

xample.com/prometheus

valuel

HEBtEmng  SERSHAN v

5. LU KTIFH ST RabbitMQ, i#%iF Dashboard > Dashboard #{E, AERELEREFAR.

RabbitMQ (rabbitmg-exporter)

i 1EbR Dashboard 4
Dashboard 12{E

Z24EFH4K% Dashboard

Dashboard S5

[E:34

LETR

#0%; Dashboard
EE

I5 &% dashboard [z

IRIRERE: BR=ITE (1bF) BRSEAE

Prometheus %#=IRSS

5555 H216T]



@ H%‘fﬂﬁ Prometheus $5iEHES

EANBX: TR Exporter SiH
BFR—: —RRE(EE)
REPT

1. &R Prometheus EERSEHS .

2. FExEfIFIERD, EEIRAY Prometheus S,

3. HAEHLEBR, EFEIERE > SRR,

4. EERFOKEIFEE RabbitMQ, AISHE—NLEEN, AXENAESEIRRESHMISER, FaEEREFENT,

RabbitMQ (ra™ )

7% =10 Dashboard = (S35

@ HEFm L

RabbitMQ 1SIFREE ZEiREE

RabbitMQ Z2fi

AP35 + product_group2

+ 70

Exporter ft&

<]

FEEREAAER @: CPU-0.251 WF-0.5GiB EEHA: (NS R TRk, 1125

BCEiRRE

8% iBA

EREMR, HRBNT:
E=4 7 ZmEEE—H.
EREEFSTEMEN: 'Ma-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a—z0-9]([-a—z0-9]*[a-z0-9])?)*$'.

IRIRERE: BR=ITE (1bF) BRSEAE 5556 H216™


https://console.cloud.tencent.com/monitor/prometheus

® H%‘fﬂﬁ Prometheus ${%iRSS

BR& RabbitMQ BF&.
= RabbitMQ FFZ,
bicA11 RabbitMQ web i5iaitit .
& RIERARINBENX Label,
EFEXE y %E‘ ﬁ) N . N N i N .
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o #£ Prometheus EBIRIRFRFAERMLE (VPC) T, CIZEMZERIRS Kubernetes &8, HAKHAUR 2=,

o f£ Prometheus HiZIRSSIEHE , #EREMRA Prometheus SE6I, EIRBIRRE > EMEB/IRS, ASHIIIRAREERTHRIKERHRE, T
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RS
$B1: Exporter 338

1. BF FERSENE .

2. EEMEpEPR RS,

3. PEREERENERHLITEIEREESS ID/SR, HAZEHNEERE,

4, TLAT EZ RabbitMQ Exporter > I8iF $IE58H; Exporter ZE,

$E|2: #PE RabbitMQ Exporter

£ Deployment EERNHE, EENMIGEZERBTHERS, ATLIBTEHEAGINEIE. ITEL YAML B95=EE Exporter, ERE&EZRAIN
T:

apiVersion: apps/vil

kind: Deployment
metadata:
labels:
k8s—app: rabbitmg-exporter
name: rabbitmg-exporter
namespace: rabbitmg-demo
spec:
replicas: 1
selector:
matchLabels:
k8s—-app: rabbitmg-exporter
template:
metadata:
labels:
k8s—app: rabbitmg-exporter
spec:
containers:
- env:
— name: RABBIT_URL
value: http://10.1.2.3:15672
— name: RABBIT_USER
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value: test

name: RABBIT_PASSWORD

value: abcl23

name: RABBIT_EXPORTERS

value: exchange,node, queue,memory, connections, shovel, federation
name: PUBLISH_PORT

value:

image: ccr.ccs.tencentyun.com/rig-agent/common-image:rabbitmg-exporter-1.0.0

imagePullPolicy: IfNotPresent

name: rabbitmg-exporter

ports:

— containerPort: 80¢

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

$H|3: IGF

1. 7£ Deployment mEEE LR EEIER Deployment, #A Deployment EERE,
2. pEAFRE, JLAEER Exporter FRINEMHREX RAYSEEHE, NTFERRR:

& &B(EX) / prom W ® ) Deployment:rabbitmg-tt-rabbitmqg-exporter(e « mmi mm im)

Pod &7 BITmE 2 B P YAML

IS
PodiE® rabbitma-tt-rabbitm... v exporter 0
Bt 5T 100548 M

[@ =5 P

LEFERILK,

ammsr ()

" level=info msi de t ce ol
" level=info msg: a ab exporte BRANCH=HEAD BUILD_DATE="2024-03-18 )3:43 REVISION=1859734 VERSION=1.0.0
3 ' level=info msg= C gura n" CAFILE=ca.pem CERTFILE=client-cert.pem EXCLUDE_METRICS= " INCLUDE_EXCHANGES=".x" INCLUDE_QUEUES=".
INCLUDE_VHOST=' KEYFILE=client-key.pem MAX_QUEUES=0 OUTPUT_FORMAT=TTY PUBLISH_ADDR= PUBLISH_PORT=8080 RABBIT_CAPABILITIES='"be ). " RABBIT_CONNECTION=direct
I memor € on]" RABBIT_TIMEOUT=30 RABBIT_URL="htt RABBIT_USER=admin SKIPVERIFY=false
SKIP_EXCHANGES="~$" SKIP_QUEUES= ' SKIP_VHOST=

3. B Pod EEREH#HA Pod TH,

4, EENNRMER TR EEER, BTSSR Pod, EHSITEORRITUT curl SR Exporter RERINbIE, TTLAEESRIRIRAY
RabbitMQ 5#7:

localhost:8080/metrics

PITERINTEFRR:
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rabbitmq_queue_messages_published_total{cluster="amgp-opwojbkq",durable="true",policy="
# HELP rabbitmq_queue_messages_ram Total number of messages which are resident in ram.
# TYPE rabbitmg_queue_messages_ram gauge

rabbitmq_queue_r _ram{cluster="amqp-opwojbkq",durabl

rabbitmq_queue_messages_ram{cluster="amgp-opwojbkq",durable="true", policy="", queue="tdmq_event_handle",self="

# HELP rabbitmg_queue_messages_ready Number of messages ready to be delivered to clients.

# TYPE rabbitmq_queue_messages_ready gauge
rabbitmq_queue_messages_ready{cluster="amqp-opwojbkq",durable="false",policy="",queue="aliveness-test",self:
rabbitmq_queue_messages_ready{cluster="amqp-opwojbkq",durable="true",policy="",queue="tdmq_event_handle",self='

# HELP rabbitmg_queue_messages_ready_global Number of messages ready to be delivered to clients.

# TYPE rabbitmq_queue_messages_ready_global gauge

rabbitmq_queue_messages_ready_global{cluster="amqp-opwojbkq"} @

# HELP rabbitmg_queue_messages_ready_ram Number of messages from messages_ready which are resident in ram.

# TYPE rabbitmq_queue_messages_ready_ram gauge
rabbitmq_queue_messages_ready_ram{cluster="amqp-opwojbkq",durable="false",policy="",queue="aliveness-test",self="
rabbitmq_queue_messages_ready_ram{cluster="amqp-opwojbkq",durable="true",policy: queue="tdmq_event_handle",self='

# HELP rabbitmg_queue_messages_redelivered_total Count of subset of messages in deliver_get which had the redelivered flag set.
# TYPE rabbitmg_queue_messages_redelivered_total counter
rabbitmq_queue_messages_redelivered_total{cluster="amgp-opwojbkg",durable="false",polic queue="aliveness-test",self: ,Vhost="/"} @

rabbitmq_queue_messages_redelivered_total{cluster="amqp-opwojbkq",durable="true",polic »queue="tdmq_event_handle",self=
# HELP rabbitmq_queue_messages_returned_total Count of messages returned to publisher as unroutable.

# TYPE rabbitmg_queue_messages_returned_total counter
rabbitmq_queue_messages_returned_total{cluster="amgp-opwojbkq",durable="false",policy="",queue="aliveness-test",self="0",vhost:
rabbitmq_queue_messages_returned_total{cluster="amgp-opwojbkq",durable="true",polic ", queue="tdmq_event_handle",self="1",vhost:
# HELP rabbitmq_queue_messages_unacknowledged Number of messages delivered to clients but not yet acknowledged.

# TYPE rabbitmg_queue_messages_unacknowledged gauge
rabbitmq_queue_messages_unacknowledged{cluster="amgp-opwojbkq",durable="false",policy="",queue="aliveness-test", self="0", vhost:
rabbitmq_queue_messages_unacknowledged{cluster="amgp-opwojbkq",durable="true",polic queue="tdmq_event_handle",self="1",vhost:
# HELP rabbitmg_queue_messages_unacknowledged_global Number of messages delivered to clients but not yet acknowledged.

# TYPE rabbitmq_queue_messages_unacknowledged_global gauge
rabbitmq_queue_messages_unacknowledged_global{cluster="amgp-opwojbkq"} @

# HELP rabbitmq_queue_messages_unacknowledged_ram Number of messages from messages_unacknowledged which are resident in ram.

S|4 BIREES

1. EF Prometheus EiEEFIE , EEWN Prometheus SEf#NEIERME,
2. EIREUERE > SERAEERS, EIRCRXIXIVER, EUHIERERE > EARI IR > YAML RERFINRERS.
3. BERSEMFM rPodMonitors REX Prometheus IMEUESS, YAML BEERFIINT:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: rabbitmg-exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourceLabels:
— instance
regex: (.%*)
targetLabel: instance
replacement: 'crs-xxxxxx'
action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel:
replacement: 'l.x.x.x'
namespaceSelector:
matchNames:
- rabbitmg-demo
selector:
matchLabels:

k8s—-app: rabbitmg-exporter
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f#F: RabbitMQ Exporter FiRERER
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RABBIT_USER
RABBIT_PASSWORD
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RABBIT_USER_FILE

RABBIT_PASSWORD_
FILE

PUBLISH_PORT
PUBLISH_ADDR
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$
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MAX_QUEUES 0 MR EIRZ RIRIERAPASIE (WNFIRESHOMER ) -
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Fluentd/FluentBit EA
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Fluentd 2— M FHREIEIERS, SEEMCETEEMSTNEE. BIEMT I E—HNEEE, SBlE. BiRFisSiRLixzIZMBiE.
Fluentd BigitEZ2REEE ., TENRENEASEERRL R, FECHBERMMSSEMEBRINSEFRERER.

Fluentd B9#Zz04s = EIEELIRHERE, XESCHRIEEEZRFBIGELRIST ZREAMEERE, SFEXH. B&. SBEN HTTP RS, i,
Fluentd &z #58URRISERTME, IR, EXIESHE, IBREENASTEESR,

£/ Fluentd RILAZEENALRR S BEEENS Y, REHIBELENYE, ETASHBHDITNERERE. TEREZHEEEEAXMERE, Fluentd &
BERERFNATSEMRAER, S EIFHIBEIFIBbIIAEIE.

Fluentd #1 Fluent Bit i aJLAR{ER &88ok4e4 88, BIRILMBEXFTEBIEMIIBRS R EER, HF MRS EERE, =I2EESM Fluentd
#m Fluent Bit. Fluent Bit MEBIABIRT—BREE.

BIIGHABNBESEBESRHEN Fluentd BEINTREE Prometheus BIFEIRE, FEZEBAZTWNTEE-PrometheusiEiEiRS RREBITH
RBREE. Prometheus SEIRSSZIFIRIHTRISAY Fluentd SS=EHR, LAGEEER,

Fluentd

Fluentd ZSEAF

Fluentd E=HETEHEERSH R, AN BETFUTOMHESPESHAETIEEN:
o {EM Fluentd {RIGEENEE

o {#MA Fluentd Daemonset FIRiHTRE
o {£M Fluentd Operator #{3&1 Fluentd
o {#H Logging Operator FEERE Fluentd

Fluentd S{REENSE
BERE

1. KEHEAHREFSWSERGHN Fluentd %o

2. 8 Fluentd B2&, #FmA. Tif. BHESEGHRE.
3. {#H Fluentd EEEFHREEIE Fluentd &,

4. BE Fluentd iE71&5.

BiESH
53— Prometheus HHSH (%)

1. Fluentd B HEHRI&E Prometheus @i, BERLEE, EAJLUERLLT Dockerfile, FiEHEE Prometheus i B9 Fluentd #1%.

FROM fluent/fluentd:latest

RUN fluent-gem install fluent-plugin-prometheus

HIBBLRE DockerFile, MEESINIAZRE fluent-plugin-prometheus $&E4HSEIA

RUN fluent-gem install fluent-plugin-prometheus

2. BF BN=EHRS , PEEHSW/ID BNENER, TRESEESDKIIEN Fluentd BB, EEDIRMN prometheus HEXBAIEE, SH
prometheus 1E#x.
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https://cloud.tencent.com/document/product/248/109717#72ed1234-6f10-43e3-9f00-ef3e468f465e
https://cloud.tencent.com/document/product/248/109717#0e361146-439d-4b57-962d-34914cac3d76
https://cloud.tencent.com/document/product/248/109717#10ae4266-6026-4eb1-8123-797e840fb5d0

® H%‘fﬂﬁ Prometheus ${%iRSS

# expose metrics in prometheus format

<source>
@Qtype prometheus
bind 0.0.0.0
port 24231

metrics_path /metrics

</source>

<source>
@type prometheus_output_monitor
interval 10
@id in_prometheus_output_monitor

</source>

3. ETEARBPIREEN Fluentd faFk, EHREHE—LSHHLER, REBE Pod FINEHKD, ZBHIKOSIREAE PodMonitor R&EH
M.

CPU/A7ZRRH] CPUBRHI PATERA]

request 0.1 - limit % request 200 - limit 200 MiB

RequestA FRHE
LimitF Fig BRR ()

DRI RA LR,

GPU Hif & 0 K 2% o GiB

FHABRS0.1-1[FINWBEE, BEINGLERME. (F&. EFRAR0, IFHER)

BERIEO WORHK i ]
metric-port TCP v 24231 X
AINEERED

BRX=: Exporter Siti

1. BF BN=5HRS , PEEHSRID #NSHEH, AREEEPREIZN Fluentd BE, EHPIFM monitor-agent {AXMAGEY, S
EEEIRE.

<source>
@type monitor_agent
bind 0.0.0.0
port 24220

</source>

2. 8B fluentd—exporter S prometheus 15t%.

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
app.kubernetes.io/instance: fluentd-demo
app.kubernetes.io/name: fluentd-exporter
name: fluentd-demo-fluentd-exporter
namespace: cm-prometheus
spec:
replicas:
selector:

matchLabels:

app.kubernetes.io/instance: fluentd-test

app.kubernetes.io/name: fluentd-exporter
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® H%‘fﬂﬁ Prometheus ${%iRSS

strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:
labels:

app.kubernetes.io/instance: fluentd-demo

app.kubernetes.io/Jjob: fluentd-demo
app.kubernetes.io/name: fluentd-exporter
spec:
containers:
- args:
- ——telemetry.address=:808C
- —-scrape_uri=http://172.0.0.1:24220/api/plugins.json
image: ccr.ccs.tencentyun.com/rig-agent/common-image:fluentd_exporter-latest
imagePullPolicy: IfNotPresent
name: fluentd-exporter
ports:
- containerPort:
name: metric-port
protocol: TCP

resources: {}

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

Fluentd Daemonset &P E
BERE

1RIRChRIl SSEREMAY fluentd—-k8s—daemonset, TELAEHEI elasticsearch BI fluentd—daemonset-elasticsearch A, NAEERE

ikl

1. £ fluentd-kubernetes—daemonset INBHY EeEEMIEREZ THRIRESXXHR erb 34, {RIBLSHTRENEE, ARERSHREX
%o HE{EA Docker HIEEF PELEMBRNEE, RIBISHARGSARERS,

2. {#H fluentd-daemonset-elasticsearch.yaml (1RiESEFRISIAZE host. k0. EINFES ) BBILEE elasticsearch # fluentd.
3. && fluentd iE17iER.

BiESH

Fluentd Daemonset B# Prometheus &, BEIEAEREE#1T Prometheus 8ir5H
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https://github.com/fluent/fluentd-kubernetes-daemonset/tree/master/templates/conf
https://github.com/fluent/fluentd-kubernetes-daemonset/tree/master/docker-image/v1.17/debian-elasticsearch7/conf

@ H%‘fﬂﬁ Prometheus $5iEHES

root@f luentd-94ttz: /fluentd/etc# cat fluent.conf

# AUTOMATICALLY GENERATED
# DO NOT EDIT THIS FILE DIRECTLY, USE /templates/conf/fluent.conf.erb

@include "#{ENV['FLUENTD_SYSTEMD_CONF'] || 'systemd'}.conf"
@include "#{ENV['FLUENTD_PROMETHEUS_CONF'] || 'prometheus'}.conf"

@include kubernetes.conf

@include conf.d/x.conf

<match k>
@type elasticsearch

@id out_es

prometheus.conf BIASHEE .

# AUTOMATICALLY GENERATED
# DO NOT EDIT THIS FILE DIRECTLY, USE /templates/conf/prometheus.conf.erb

# Prometheus metric exposed on 0.0.0.0:24231/metrics
<source>
@type prometheus
@id in_prometheus
bind "#{ENV['FLUENTD_PROMETHEUS_BIND'] || '0.0.0.0'}"
port "#{ENV['FLUENTD_PROMETHEUS_PORT'] || '24231"}"
metrics_path "#{ENV['FLUENTD_PROMETHEUS_PATH'] || '/metrics'}"

</source>

<source>

@type prometheus_output_monitor

@id in_prometheus_output_monitor

</source>

Fluentd Operator SpEEE
BERE

1. {#H Fluentd Operator EEEE Fluentd ZEIRE%EE Fluent Operator., E3EAXEHMH: —MA yaml E, S—#H helm SE, i
BESR FiagsE.

. B2 Clusterinput. ClusterFilter. ClusterOutput CR i#{7#iA. . TS,

. Bli8 ClusterFluentdConfig CR, 1§ LiR{BHKEL R,

. ## ClusterFluentdConfig €3 Fluentd CR, Operator £tR#E CR 8lIZ Fluentd,

. &% Fluentd iE7151R.

Fluentd EixSH

HFB#i Fluentd Operator 232#5 Fluent Bit Prometheus 18i59SH, Fluentd A3z, ¥ Fluentd E{ER Fluentd HGEEEEE
=

Logging Operator SpEETE
BERE

1. {#H Logging Operator EE&EE Fluentd ZEIFZE5ESE Logging Operator, #E&E&R 76l
2. 8l FluentbitAgent CR, Operator £iR#EiZ CR #17 Fluentd &,

a A W N
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https://github.com/fluent/fluent-operator?tab=readme-ov-file#get-started
https://cloud.tencent.com/document/product/248/109717#Fluentd%20%E9%95%9C%E5%83%8F%E8%87%AA%E5%AE%9A%E4%B9%89%E9%83%A8%E7%BD%B2%E6%8C%87%E6%A0%87%E5%AF%BC%E5%87%BA
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https://kube-logging.dev/docs/quickstarts/single/

® H%‘fﬂﬁ Prometheus ${%iRSS

3. Bl Flow. Output CR, #17 Fluentd &,
4. &% Fluentd iz17E R

EBiESH
Logging Operator 5 Prometheus HRIFiIEES M, £ Logging CR iR TE BT SHIEIR.

spec:

fluentdSpec:

metrics:
serviceMonitor: true
fluentbitSpec:
metrics:

serviceMonitor: true

ESHZEECE ServiceMonitor BIEISER#EIRRE

Fluent Bit
Fluent Bit ESEEAEHTIEEH Prometheus $8i5aEH, RESIREFMENT,

FERBEEERESH
Bix—: HTTP Server &
1. BR B8RS, BEEHSW/ID #NSNEE, TREEESHEIEN Fluent Bit B28, EEPFMINTERS:

[SERVICE]
HTTP_Server On # gﬁ& HTTP_Server, 1E3|ﬁ§390ff, ﬁaﬁsﬂﬂ?ﬂOn
HTTP_Listen 0.0.0.0
HTTP_PORT 2020 ¢ IWOATE{TIEAZE

[INPUT]

Name cpu

[OUTPUT]
Name stdout
Match *

2. Prometheus 1E{rSHIEIE

-s http://172.0.0.1:2020/api/v2/metrics/prometheus

bi=fo kel
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Prometheus %#=IRSS

# TYPE fluentbit_input_storage_chunks_down gauge
fluentbit_input_storage_chunks_down{name="fluentbit_metrics.1"} @

# HELP fluentbit_input_storage_chunks_busy Total number of chunks in a busy state.

# TYPE fluentbit_input_storage_chunks_busy gauge
fluentbit_input_storage_chunks_busy{name="fluentbit_metrics.1"} @

# HELP fluentbit_input_storage_chunks_busy_bytes Total number of bytes used by chunks in a busy state.

# TYPE fluentbit_input_storage_chunks_busy_bytes gauge

fluentbit_input_storage_chunks_busy_bytes{name="fluentbit_metrics.1"} @

# HELP fluentbit_output_upstream_total_connections Total Connection count.
# TYPE fluentbit_output_upstream_total_connections gauge
fluentbit_output_upstream_total_connections{name="stdout.0"} @

# HELP fluentbit_output_upstream_busy_connections Busy Connection count.

# TYPE fluentbit_output_upstream_busy_connections gauge
fluentbit_output_upstream_busy_connections{name="stdout.0"} 0

# HELP fluentbit_output_chunk_available_capacity_percent Available chunk capacity (percent)
# TYPE fluentbit_output_chunk_available_capacity_percent gauge
fluentbit_output_chunk_available_capacity_percent{name="stdout.0"} 100

# HELP fluentbit_output_upstream_total_connections Total Connection count.
# TYPE fluentbit_output_upstream_total_connections gauge
fluentbit_output_upstream_total_connections{name="prometheus_exporter.1"} @
# HELP fluentbit_output_upstream_busy_connections Busy Connection count.

# TYPE fluentbit_output_upstream_busy_connections gauge

3. ETERBHHIEE Fluent Bit 23, 48 Pod iFNARIRA, ZzABIKOBTRETE PodMonitor REHER,

EEENTR, & B (TR B1

2710 cfg v [fluent-bitfetc subPath v Rig v X
TR

CPUJAE RS CPURH Slt
request 025 - lmit 05 i request 256 - limit 1024 M8
R

GPU #iE #

o
&

HOER X %0
I metric-port Tcp M 2020 X
ARNB RO

%i%=: Fluent Bit Metrics &
1. B BI=S5RS, RREESIID #ANGHNER, ThREEESNKRIIEN Fluent Bit B28, FEEBFMINTES:

[SERVICE]
flush
log_level

[INPUT]
name fluentbit_metrics
tag internal_metrics

scrape_interval 2

[OUTPUT]
name prometheus_exporter
match internal_metrics
host 0.0.0.0
port 20

2. Prometheus 1BirSHIEIIE

curl -s http://172.0.0.:2021/metrics

3. ETERBEHHIEE Fluent Bit a3, 48 Pod iFNARIRA, ZAFBIKOBTRETE PodMonitor REHER,
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O BHS

#EHRO ofg v [fluent-bitfetc subPath
RIERR
CPUIPIERS] CPURH) PR
request 025 - [imit 05 % request 256 - limit 1024
questAFHi i R HTeq 3
LimitFF R E S Bk LR MRS H IR TR
CRUBR 4 0 0 g% o GiB
FHREERS01-SEENIE, BENGDERIE, (FH. BFHAN0, BFHE)
il wORH X ®wo
RINEBHO
SRBRRE

Fluentd Operator SHEEiFESH

1. BF BN=E8HRS , REESSW/ID #NESIEEE, ST Clusterinput CR:

apiVersion: fluentbit.fluent.io/vlalpha2

kind: ClusterInput
metadata:
name: fluentbit_metrics
labels:
fluentbit.fluent.io/enabled: "true"
fluentbit.fluent.io/mode: "fluentbit"
spec:
tag: internal_metrics
scrape_interval:

scrape_on_start:

AN ClusterOutput CR:

apiVersion: fluentbit.fluent.io/vlalpha2
kind: ClusterOutput
metadata:
name: prometheus-exporter
labels:
fluentbit.fluent.io/enabled: "true"
fluentbit.fluent.io/mode: "fluer
spec:

match: internal_metrics

metricsExporter:

host: "0.0.0.0"

port:
addLabels:

app: "fluentbit"

2. $& kiR CR Selector % ClusterFluentdConfig CR H,

3. ETEGREPIRIEMN Fluent Bit 2%, %8 Pod iRINARIKO, ZBBKOSHEE PodMonitor REHER
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@ H%‘fﬂﬁ Prometheus ${%iRSS

EARO ofg v [fluent-bitfetc subath . e o x
AR
CPUMERSI  CPURH) RS
request  0.25 - limit 0.5 % request 256 - limit 1024 MiB

GPU i eal o o 2% o @
EMRBENS0.1-E BN, BEINCOEME, (KK, BEMIAN, BFSE)
BaMn WO hix %0
FNERED
SRmEaE

Logging Operator SPEiEiFESH

Logging Operator 5 Prometheus ERIFAYEE M, £ Logging CR iFINMN TE BRI SHIER.

spec:
fluentdSpec:
metrics:
serviceMonitor: true
fluentbitSpec:
metrics:

serviceMonitor: true

B ZEEE ServiceMonitor BIa]SeRfgiRReE .
) Prometheus ¥

Podmonitor & (#E)

£ Fluentd BFENST BAIGSRT, ATHEBHSRSEM, SE(FAH Podmonitor FH{TIBIRFRE:
1. BF BIAZTWIES > Prometheus 2518, BHEEEH ID/SHR.

2. ERIEREETE, EIFEMERRS, fEEHENNBIERERE, NTEFRR:

« p L FERTAASE SRR SUESMTN ©SSEEE ¢

EAGE BERE GEEE WEa ShRE

HHERES TR0 MESS

23 e 14775 44T 2681348

B 85 Gatana g s smse 204738 2 780078

3 HANBIERERERAS, PEMBEENEE, EEHNREEE yamifE, HizER%E PodMonitors, SNTFERTR:
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O BHS

THYRE yamli4gis

ServiceMonitors PodMonitors ‘ RawJobs

Prometheus %#=IRSS

4. BEWHELERM Pod Monitor , BRIIFETF Labels RIIXIMAIEIRSEGIMENE, EURTLAN—LERAHFIMSFER K8s Labels , BJLAME
Labels THR#EHA Pod #&#H Prometheus IRSZBMIRAINE, FHREBAFMRSHIREES, MU LEEHFHIFEREESINT:

© iRAR:

IRARFRA :

port HIBMEA pod yaml EEEMNMHER) spec/ports/name XIRAYE,

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: fluentd-demo + IEEE—E—ZWR

namespace: cm-prometheus # RIS AZEGRZIE

spec:
podMetricsEndpoints:

- interval: 15s

BA=IE (1b%) BREEAHE

7142163,



O BHS

: metric-port

: /metrics

relabelings:

— action: replace

sourcelLabels:

- instance

targetLabel: instance

replacement: XXXXXX

namespaceSelector:
matchNames:

— fluentd-demo
selector:

matchLabels:

app: fluentd-demo

A FEE:

Prometheus 2RSS

T BIR&TRA application B Label #/EtE, BUEEERRINRMU—LEECHFHEIBNEMRIGE. BESEMAEEER

ServiceMonitor 8t PodMonitor

ServiceMonitor £ ( Logging Operator fit/ )

Logging Operator && Fluent Bit iS4, 1EixSHEER ServiceMonitor BI5, HFE(FER ServiceMonitor i#{FiEIRFRE:
1. R BASTWNFES > Prometheus 2§58 , BEHHENZH ID/EW,

2. ERERERE, EIFRMERES, PEEHANNRIERERE, NTERR:

< P

HAGE  BWERE GEEE A SRR

EMBRES AP0 RESS

3. HAMIBERERERES, PEMEEENINE, E8HNREPIES yaml Hi8, &

IRIFRE: BR=ItE (It ) BRSEATF

seari 28138

ot 600t

HEXTAASN FENGASRNR SRESERES o aeREE o

#RY%IF ServiceMonitors, M TFEFRFR:

$72 #2163,


https://console.cloud.tencent.com/monitor/prometheus
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

@ H%‘fﬂﬁ Prometheus $5iEHES

RESHE yamiggig
PodMonitors RawJobs

4. BEWHHFM service Monitor , BRIZIFETF Labels KRUMIMIRAIEFREGIMNL, FLLRTLAN—LARSSIRINIFER K8S Labels , ALL
£ Labels THIBRSSEPSH Prometheus BRZEMIRRIHE, FREEBHENRSFIIREES, M LAEMAIFRESDNT:

© 5BA:
port HBIEYUEA service yaml BEBENMHER spec/ports/name JIMANE,

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: fluent-bit-demo
namespace: cm-prometheus
spec:
endpoints:

- interval: 30s
port: metrics
path: /metrics

relabelings:

- action: replace

sourcelabels: [__meta_kubernetes_pod_label_app]

targetlLabel: application

namespaceSelector:

matchNames:
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- fluent-bit-demo

selector:

matchLabels:

app: fluent-bit-app-demo

o ER:
IFREFR7 application B9 Label #MEE, SNELEFEREIEH—LEEEHFHEEIBIERINE. BZEMBEXEESR
ServiceMonitor 8 PodMonitor .

Rawjob R

Rawjob REFEEE Fluentd BRS3 pod ip, XEEEEHEHIEESEER pod IHER, BT BENBR THEHEA Podmonitor s¢&
Servicemonitor RFRIERISRIRSZ AWM. Rawjob RERELR:
1. BF Prometheus M%iZRSIEFIE o

2. 1EsLpIZIERp, EIFIIMAI Prometheus SEflo
3. HNEFIFIBER, EIREIERE > ERPD.
4, FEERPOREIFREMEUES, L — 1 REEN, ERENMESERRESHMELSER, FakEEDT,

HMER{ESS (raw-job) X

@ LaFm

ERENCREES Riipgs o

RERE
s eS|

s (- BRG]  RSRSAN v

aEhiE

1. #£ Prometheus 32l 5%, HEMIRIA Prometheus B, BEIHID AN IOE, HFEHERE Grafana, MAEHIKSHE, B
17 Grafana AL X RIRIER .

2. EIREUERE > SR, EERPOTRmRIH AT Fluentd Y53z, 3§ Dashboard > Dashboard ##{F > Dashboard &3&/A%&, BER
BIAREZ LN Grafana Dashboard,
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https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

@ H% "L:HE Prometheus $5iEHES

3. i#A Grafana, E’..Ei, R ISIEER, RENNABEERSTEITESEESIE.
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@ H%‘fﬂﬁ Prometheus $5iEHES

MongoDB Exporter #A

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

#£EE MongoDB JEZHFFHEEN MongoDB iZ{TIKESi#HTIEE, LUETHE MongoDB RSEEIE(TIES, HE MongoDB #ISiaEERE,
Prometheus ERSIZHTETF Exporter B 0K5E MongoDB E1TIkE, iR T FERIAY Grafana MiEXE . AT BIMTEE
Exporter LARSEH MongoDB Exporter S5 ZiEANEIRE.

© B8:
MEFEUEREA MongoDB 2ilz =£iEZE MongoDB L , HEFFERERPID =iEiEER , IF—RBRERF=mIEF.

BAGR
hR—: —RREES)
BESE

1. &R Prometheus HEERSEHS .

2. TEEHIFIRSp, EIFEIRNAY Prometheus 36,

3. HAEHLEBER, EIFEIERE > SRR

4. EEMNPOEEIFETE MongoDB, BIS#E— 1 REEN, ERENEESEICRESHNENEER, HaEEFIT,

MongoDB (mongodb-exporter)

T Dashboard BER

(@ L4877 [eric-client-sub-net-gz-7] FIRIPEEj: 243

ZERT | R | RERE B

MongoDB JEiTREE

X

MongoDB £

=7 - Sy
St - + &M

& + 5

Exporter &

o IR

SEEmEaEaE @ cPuosknEoses  mazm: 0.0170/NET -

(URERZHETRER MU, 22X ERENRESRER 253, M98

EEiRE
2% ER8
=1 ERETR, BT

BREAHE—1E,.
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® H%‘fﬂﬁ Prometheus ${%iRSS

o BMEBEEFSTEREN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

BARa MongoDB BIEPF&R.
o) MongoDB BI#8 .

biic411 MongoDB Ryttt .
e SBENRIMAEY Labelo

o database: BRIERERERRIIE .
o collection: BRESEIFRINE.
Exporter i2& o topmetrics: BRHIBERLIBIRESAME.
o indexusage: BRARSIERFAIHEZ2RIE.
e connpoolstats: & MongoDB EEitFiHER

BT BENTE

© AR:
AT HERKEE Exporter, HEFERBIN= S5ES #TH5—S1E,

AR

o f£ Prometheus LRI RithisRRFABMLE VPC T, 8IR BiZEERSS , FHEHEE 3=,

o #£ Prometheus IHZIRSEHE > EEMRAY Prometheus 3LH > BIERE > SERERIRS PRI MAREH T RXIRETHRME, TSNS
5| KEXESE o

RMELR
$B—: Exporter 38

1. B ARRSEHE .

2. EENFEPERS R,

3. BEEERIERAITIEIEANER ID/EHR, EAZEHNESERE.

4, 5T (EMH Secret €1 MongoDB iEiESE > #Z MongoDB Exporter > I8iF $£185emk Exporter &,

{8/ Secret &% MongoDB #Ei&$

1. EEMZ S ik T{ER#E > Deployment, i#A\ Deployment &,

2. EREALAEE YAML SIBER, 2 YAML B8, BRERIPINT:
#5 Kubernetes B9 Secret kEEZBFHIIEMHITMELIE, EEE MongoDB Exporter BIEHREE(#ER Secret Key, FEREIIR
B URI, YAML EEE5BINT:

apiVersion: vl
kind: Secret
metadata:
name: mongodb-secret-test
namespace: mongodb-test
type: Opaque

stringData:

datasource: "mongodb://{user}:{passwd}@{hostl}:{portl}, {host2}:{port2}, {host3}:{port3}/admin"

£ MongoDB Exporter
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https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
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® H%‘fﬂﬁ Prometheus ${%iRSS

£ Deployment SR, PEEE, EFENMNHGETERHITHBERS . TUBTEHANANCE, T YAML B5UEE Exporter,
BRI

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: mongodb-exporter
name: mongodb-exporter
namespace: mongodb-test
spec:
replicas: 1
selector:
matchLabels:
k8s—-app: mongodb-exporter
template:
metadata:
labels:
k8s—-app: mongodb-exporter
spec:
containers:
- args:
= ——collect.database
—-collect.collection
——-collect.topmetrics
——-collect.indexusage

——collect.connpoolstats

name: MONGODB_URI
valueFrom:
secretKeyRef:
name: mongodb-secret-test
key: datasource
image: ccr.ccs.tencentyun.com/rig-agent/mongodb-exporter:0.10.0
imagePullPolicy: IfNotPresent
name: mongodb-exporter
ports:
— containerPort: 92
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: { }

terminationGracePeriodSeconds:

© #B8:
Exporter #2552 % mongodb_exporter o

L3113
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https://github.com/percona/mongodb_exporter

@ H% "L:HE Prometheus $5iEHES

1. 7£ Deployment mEEE LR S EEIER Deployment, #A Deployment EERE,
2. pEAERE, ALEEET Exporter RINEMHREMATGEMNE, INTFERR:

PodEE &iThE = Ha& 2] YAML

mengodb-experter-cmgo-3roeb ¥ mengodb-exporter hd ET00EEE v

3. g Pod BERE, #A Pod WA,

4, EENNRMER TRSEREER, B Pod, EHSiTHHIITUT wget <SR Exporter RERIHBIE, ATLAEESZIIRAI MongoDB 15t%,
ERMARLERIMAEIE, BRE—TEE URI 25EH, BFNT:

).0.1:9216/metrics

metrics

nnections created to the server. This number ine

orresponds o the total number of client connections to mongo.
gauge

ava

reated_total rresponds to the total number of clien onnections to mongo created since instance start
reated_total cohnter
total 17
n_use Corresponls to the total number of client connections to monge currently in use.
_connpoo i _in_use gauge
cngodb_connpoolstats_

nnpools 1 orrgesponds to the number of active and stored outgoing scoped synchronous connections from the c
augfp

staht "1" value labeled by version, revision, branch, and goversion from which mongodb_exporter w
rter build info gauge

cngodb_exporter_build_info{b ,goversion="gol. ,revision="",version=""} 1

[ [HELP mongedb ex) on of the last scrape of metrics from MongoDB.

F |TYPE mongodb_

cngodb_exporter

# |HELP mongodb_ er__ -her the l: ape of metrics from MongoDB resulted in an error (1 for error, 0 for s

# [TYPE _mongodb _ex

PW_: FIREIES

1. EF Prometheus EERSEH S , &EENH Prometheus EFH#NERRE,
2. BEBUERE > ERBEERS, EIRCEXHKNEE, BUNIERERE > MEARENIEE > YAML fHiBRiFNRELRS.
3. BERSEMFM rpodMonitors EENX Prometheus MEUESS, YAML BEREIINT:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: mongodb-exporter # HE—ME—2FR
namespace: cm-prometheus # IRESE]: FEBAY namespace; BFEHES] (BELE

spec:
podMetricsEndpoints:

- interval: 30s

port: metric-port ‘ 5 yamlFPrometheus ExporterfMAJPortHIName
path: /metrics # 1H 1s ExporterXRfIrathlEH, FEHEKIA tri

relabelings:

- action: repl
sourcelLabels:

— instance
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https://console.cloud.tencent.com/monitor/prometheus

@ H% "L:HE Prometheus %#zRS3

regex: (.%*)

targetLabel: instance

replacement: 'cm XXXXXXX" # Jﬁ%&ﬁ‘ziﬁﬁ_\iﬂ’g MongoDB E{ﬁu IC
namespaceSelector: # EFEEMIFEoodfffERInamespace
matchNames:
— mongodb-test
selector: # HEEEEpodi¥LabelfH, AEMB#Rpod
matchLabels:

k8s-app: mongodb-exporter

© iRAR:

HF Exporter Fl MongoDB EBEBEARAIIRSSESL, EILEINEIT Prometheus Relabel #li#4§ MongoDB EfiEYE B ME] iz
fEiRh, LUEELIEE,

BEEIE
AR
Prometheus SEfIE48E Grafana 3£,

RMESR

1. &F Prometheus EZRSEFIS , EEWRN Prometheus SN SRR,

2. R EUERE > SR, BANERFURE. $%3F MongoDB MlE, TEXIMNAY Grafana Dashboard BIAIAE MongoDB MiEA#E, BHEKL
BlBXAMEIREIRE, MTERRR:

MongoDB #¥: LASEGIRSEEELEIRT, G . ERERE. I5RNS, TRhLfIBEIIZIiFRE.

83 Mongodb / MongoDB #is & <5

1.040 GiB

7.414KiB
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https://console.cloud.tencent.com/monitor/prometheus

2 Hﬁ \_EHE Prometheus ¥i%0RS3

MongoDB i#{§: FIIBEEEANLHIREMIKS, FINTTEIEEEE. Ziiein. HSBRIE. BRRE. 15 Top &,
82 Mongodb / MongoDB iF & <

cmgo

46 week i 16 280K

Global lockFHZ=FERT 5L ReplSetSHEER

~ BuldEtiR

Os

‘WiredTiger TransactionsAIFE-\ WiredTiger CacheffizZz

cache usage

GetLastErrorSsEit GetLastErrorSi2it
1.000ps
0.750ps
0.500ps
0250ps
Oops

10:00 20:00 10:00 2 20:00

Write Wait Time 235ms  1674s 10065 Timeouts Oops  DOops  Oops

© iRAB:

sraxgueseniitcasing.

[

1. &R Prometheus HERESEHS , EEXWR Prometheus EHH#NEERE,
2. AR EEEE, TJLURINBRAYSZRE, FEESN MESZEEE.

ERinE
ERERE: client checkout connect timeout, ZiMELE?

IRIFRE: BR=IE (16F) BREEAR 581 #2163,


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

%) i:ik=

Prometheus %#=IRSS

ARERIEEERZFIXEI00%, SHEIBEERELY ., AILli@E Grafana X& MongoDB i/ U iRin/EEEARIgIRHIE

88 Mongodb / MongoDB }1g v =<3

4.6 week 32.5 MiB

ez 2 ez

BAFHER, ZMaatE?

Eiaprhae

280«

ReplSet=HEER

Os

HIRE Cache EAEEEIES. Transactions AIAMES 70, ALUET Grafana X MongoDB i#{#/# {845/ WiredTiger
Transactions A1 #| WiredTiger Cache | GetLastError 5§f| GetLastError Si@RigirHiE

88 Mongodb / MongoDB & ¥ =8

BRI

BRI

46 week 325 MiB

- BLdEhR

WiredTiger Transactionsal Fi-428

GetlLastErrorS#6at

Wiite Wait Time

IRIRERE: BR=ITE (1bF) BRSEAE

20:00

235ms 1674

280«

ReplSetSHEER

GetLastErrorS;2at

20:00

Oops  Oops  Oops

5882 H216™



@ H%‘fﬂﬁ Prometheus $5iEHES

PostgreSQL Exporter 1&A

RIEEFATE: 2025-04-24 19:00:43

IRMEIDR

7E(#H PostgreSQL iFiZREPEERT PostgreSQL iZfTIAS#HTIEE, LMETHE PostgreSQL [RBEEIZTIEE, HEE PostgreSQL #E[TiR
[FEE, Prometheus ¥iziRSIEM TETF Exporter B9 NEKLIE PostgreSQL i&fTRZ, FHEM THFEEIABN Grafana MiEXE . AXNBU
{IEBEExporter LARSEM PostgreSQL Exporter SFZENEIRIE.

© RB8:
IMRFEWLIEN PostgreSQL EBiflz =£1iEE PostgreSQL , HEFERERTPD =iEEER , SF—BRETmIER.
EANBR
h—: —RRE (8%E)
BESE

1. 85 Prometheus &EZRSZEHRS -

2. TEEHIFIRSp, EIFEIRNAY Prometheus 36,

3. HAEHLEBR, EIFEIERE > SRR

4. SRR ORI BT PostgreSQL, BIS#E— 1 REEN, ERRNEESEICRESHNMNEER, FoEFEFIT,
PostgreSQL (| wr)

£ =S Dashboard semx B

® LEFR - -

PostgreSQL fEIRREE ZHiIETHE

PostgreSQL 5l
_
Frs + 7
SEEEMGEAER ():  CPU-0.258 W7F-0.5GiB [fo=t-4::H {CEERFEIRER FAE:, 1135588 &
EcEiREE
2% B8

ERETR, HRABNT:
8 il gffﬁaﬁﬂﬁ—'ﬁo
EREEFATEAYEN: '"[a-z0-9]([-a-z0-9]*[a—z0-9])?(\.[a—z0-9]([-a-z0-9]*[a-z0-9])?)*$'
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https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/postgres
https://cloud.tencent.com/document/product/248/87398

O BHS

BAR& PostgreSQL HIBF&#R,
=5 PostgreSQL HIZH .,
Mtk PostgreSQL B9k
IR SBIEIRRIMBEY Labelo

Prometheus 2RSS

FHT: BENTE

© R:
AT HERKEE Exporter, #HEFERBN= S5ES #TH5—S1E,

AR

o £ Prometheus LI Riitbls RFAB ML VPC T, SIR BN=SERES , FHERLZE da=d,
o f£ Prometheus $iZIRSEFIE , EIEIRAY Prometheus 326, EREUERE > MBS, AR SEER Tl XBEHRE, o
SIIEE| XEXEEE .
RMESR
$B1: Exporter 338

1. BF SRRSEHE .

2. EENZEPERIEIZEE,

3. BEEERIERAIDISIEAESR ID/ER, EAZEHNEERE.

4. TLAT (R Secret 12 PostgreSQL %3 > #1Z PostgreSQL Exporter > XEUEHR $B5erk Exporter &,

{#F Secret & PostgreSQL &8

1. EEMSESEFTERE > Deployment, i#\ Deployment I,

2. #REGLAET YAML 8@, 612 YAML B8, REiRBINT:
£ Kubernetes Y Secret REEZFBIHIIFE[HTIMZLIE, EREE) PostgreSQL Exporter HIRHREIZ(ER Secret Key, SEREIIMN
B9 password , YAML Ee&EXRBIENTF:

apiVersion: vl

kind: Secret
metadata:

name: postgres-test
type: Opaque
stringData:

username: postgres

password: you-guess

£8% PostgreSQL Exporter

£ Deployment EIERE, PEE, EFEMMIOGSTERHTBERS . TUBSEHENACE, T YAML B75UEE Exporter,
YAML BREFRFINT (ESHTENAZR, TSRS AEENNSY) .

apiVersion: apps/vl
kind: Deployment

metadata:

name: postgres—-test

namespace: postgres-test
labels:
app: postgres
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https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/248/87390#step1
https://cloud.tencent.com/document/product/248/87390#step2
https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525

Prometheus 2RSS

app.kubernetes.io/name: postgresqgl
spec:
replicas: 1
selector:
matchLabels:
app: postgres
app.kubernetes.io/name: postgresql
template:
metadata:
labels:
app: postgres
app.kubernetes.io/name: postgresqgl
spec:
containers:
— name: postgres-exporter
image: ccr.ccs.tencentyun.com/rig-agent/postgres-exporter:v0.8.0

args:

name: DATA_SOURCE_USER
valueFrom:
secretKeyRef:
name: postgres-test
key: username
name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-test
key: password
name: DATA_SOURCE_URI
value: "x.x.x.x:5432/postgres?sslmode=disable"
ports:
- name: http-metrics

containerPort:

© iAa:
EirRH4E Secret FRIAREEIBELA TIFIETESE DATA_SOURCE_USER #ll DATA_SOURCE_PASS , {SAPTEBRIIPEXHMAREE
83, #&uJLAF DATA_SOURCE_USER_FILE [ DATA_SOURCE_PASS_FILE MM{HZEENERZ%ME, kA DATA_SOURCE_NAME ISHF
BEBEBBEEIERE, HIE0 postgresgl://login:password@hostname:port/dbname o

SXixm

DATA_SOURCE_URI |/ DATA_SOURCE_NAME E#E query 8853 ( » ZIF) ZISHSHWT (&#RILL GoDoc Ai)

% SRR
SR SSL, SISHEIT:
o —disable: &{#H SSL,
o —require: S2EA (HHIINIE) o
ssimode o - verify-ca: BEEA (RERSHRHMTEER2H— TS0 CAEER) .
o — verify-full: BEEA (RERSHRHOTIBEF2H— TS0 CA 52, #BI8S hostname 2F
SIELFRE ) .

fallback_application_n —/ N Zi%lY application_name.
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https://pkg.go.dev/github.com/lib/pq#hdr-Connection_String_Parameters

® H%‘fﬂﬁ Prometheus ${%iRSS

ame

connect_timeout RAEEEGE, B, 0EFTFERX.
sslcert IEBMHIEE. XHSIEEN®RZE PEM.
sslkey FASASIHIR R . MU EUIRIEN R PEM,
sslrootcert root IEBXMHIEE. XHEEENUME PEM.

535 Exporter ZiFHESE, MTiRA (#EESR README ) o

28 SHLRA wETe
;2’;2;'3"9"_ WSIRMEAE, BRIAO4ST. PG_EXPORTER_WEB_LISTEN_ADDRESS

——web.telemetry- _ . . PG_EXPORTER_WEB_TELEMETRY_PAT
pa;’rv] i SEISIFHOEEZ, BA /metrics. L —EB_ -

EE—E5AENESET YAML X4, &1

——extend.query—path queries.yaml .

PG_EXPORTER_EXTEND_QUERY_PATH

——disable-default- _ PG_EXPORTER_DISABLE_DEFAULT_ME
\sablemdetad QUERIET queries.yaml 1ZHEHEHT. — - - -
metrics TRICS

—-disable-settings- PG_EXPORTER_DISABLE_SETTINGS_M

BN pg_settings HHXAIIEIR.

metrics ETRICS
~auto~discover- o= EhET . PG_EXPORTER_AUTO_DISCOVER_DAT
databases EEBEM Postgres 3£ ERISUIRRE . ABASES

—-dumpmaps FTENAEBRIEIRIER., BRT debug FEFERM, HIEHIE

BENX queries t8XAYEER,

BEXTE, B key=value HIFZZURMH, MRS

——constantLabels PG_EXPORTER_CONSTANT_LABELS

#M , 2R
——exclude- TEHIRAIEUEEE, XE ——auto-discover—
databases databases FERIERTER PG_EXPORTER_EXCLUDE_DATABASES
——log.level BEZK35 debug/info/warn/error/fatal, PG_EXPORTER_LOG_LEVEL

SREUEHR

B curl http://exporter:9187/metrics FikIKEY Postgres ZEBNETHYIE. HTTIUBEEEN —1 queries.yaml RIRBUKISHR:
1. QIE—1EE queries.yaml HY ConfigMap

2. 1§ ConfigMap €73 Volume ##3Z Exporter E1MBRTH,

3. i@id -—-extend.query-path Ff#EF ConfigMap, §.LiR#9 Secret LA Deployment #{7iCE, CEEH YAML MR

apiVersion: vl
kind: Namespace
metadata:

name: postgres—-test

apivVersion: vl

kind: Secret

metadata:
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https://github.com/wrouesnel/postgres_exporter
https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/
https://github.com/wrouesnel/postgres_exporter/blob/master/queries.yaml

Prometheus 2RSS

name: postgres-test-secret
namespace: postgres-test
type: Opaque
stringData:
username: postgres

password: you-guess

apiVersion: vl
kind: ConfigMap
metadata:
name: postgres-test-configmap
namespace: postgres-test
data:
queries.yaml: |
pg_postmaster:
query: "SELECT pg_j

master:
metrics:
- start_time_seconds:
usage: "GAUGE"

description: "Time at which postmaster started

apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres-test
namespace: postgres-test
labels:
app: postgres
app.kubernetes.io/name: postgresql
spec:
replicas: 1
selector:
matchLabels:
app: postgres
app.kubernetes.io/name: postgresqgl
template:
metadata:
labels:
app: postgres
app.kubernetes.io/name: postgresqgl
spec:
containers:
— name: postgres—exporter
image: wrouesnel/postgres_exporter:latest
args:
" .listen-address=:9187"
"—-—extend.query-path= ~/config/queric

"--log.level=debug"

name: DATA_SOURCE_USER
valueFrom:

secretKeyRef:
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Prometheus 2RSS

name: postgres-test-secret
key: username
name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-test-secret
key: password
name: DATA_SOURCE_URI
value: "x.x.x.x:5432/postgres?sslmode=disable"
ports:
- name: http-metrics
containerPort:
volumeMounts:
— name: config-volume
mountPath: /etc/config
volumes:
— name: config-volume
configMap:

name: postgres-test-configmap

4. 1T curl http://exporter:9187/metrics WG, BIANBEBAENXM queries.yaml HifjFl Postgres EflFzhATENE R, ZEHI4N
T:

pg_postmaster_start_time_seconds{server="x.x.x.x:5432"} 1.605061592e+09

SW2: FIREES

% Exporter BTk 2ZE, BEHTIUATIR(EERE Prometheus MiziRSEMIFREWMIEIBIR:
. % Prometheus ZRSEFS , EEXWR Prometheus LHENEERE .
. EIRMIEREE > ERARIRS, SIECEXHKNER, BINIERERE > MEAENIE > YAML SERiFINRERS.
BIFIRSAEMIFM PodMonitors REM Prometheus iMEWES, YAML BEREINT:

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:

name: postgres—exporter

namespace: cm-prometheus

spec:
namespaceSelector:
matchNames:
— postgres-test
podMetricsEndpoints:
- interval: 30s
path: /metrics
port: http-metrics
relabelings:
- action: labeldrop
regex: __meta_kubernetes_pod_label_(pod_|statefulset_|deployment_|controller_) (.+)
action: replace
regex: (.%*)
replacement: postgres—xxXxxxx

sourcelLabels:
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https://console.cloud.tencent.com/monitor/prometheus

@ H% "L:HE Prometheus %#zRS3

- instance

targetLabel: instance

selector:
matchLabels:
app: postgres

© %A:
BEESEMEZBESR ServiceMonitor 1 PodMonitor .

EEhLE

© AR:
TEER LR KEUEIR EoERIKEN Postgres SEHIRIERIATE,

iR
Prometheus SLHIE4SE Grafana £,

RMESR

1. R Prometheus EERSEH S , EEWNH Prometheus EFIH#ANERRME,
2. EIREURRE > ElPD, EERPOREHKE PostgreSQL s, %1% Dashboard ##F > Dashboard Z&/A & k= E3IMAY Grafana
Dashboard,

3. g ) ID &M O EHF, STHEHEE Grafana, WABHKSEE, BIEET Grafana AL AREMER.

4. i#\ Grafana, 2EBYEIR, BFMERER, SEMNNMERIGFSRITEEKERE.

v General Counters, CPU, Memory and File Descriptor Stats

Version Start Time Current fetch data Current insert data Current update data Max Connections

9.5.4 5 hours ago 4.404 MB 61B 7B 2048

Average CPU Usage Average Memory Usage Open File Descriptors

1510
CPU Time 83 375ms  275ms s 0 9718 2138 0B Open 8000  10.000

v Settings

Shared Buffers Effective Cache Maintenance Work Me... Work Mem Max WAL Size Random Page Cost Seq Page C... Max Worker... Max Paralle...

512 MiB 4.000 GiB 64.0 MiB 4.000 MiB N/A 1 8 N/A

v Database Stats

Active sessions Transactions Update data

— postgres 70008  7.000B 4550008

[

1. EF Prometheus HERESEHS , EEXWR Prometheus EHH#NEERE,
2. EEREE > SEREWRE, JLURINMBRASZRRE, FE5E2R MESEERs.

© RAR:
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https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

@ H% "L:HE Prometheus $5iEHES

| [54E Prometheus MIZIRSISIZMEE PostgreSQL EXMSEER .
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@ H%‘fﬂﬁ Prometheus ${%iRSS

Nginx Exporter &\

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

Nginx i&id stub_status TERE 7384 %i=8F. Nginx Prometheus Exporter &R&E8 4 Nginx SEHfgHR, FHigEEA Prometheus
TRANEERIE, REED HTTP MYEEL Prometheus BRSHITRE . HITLUEE Exporter LIRS RXiEISIEIER, BTFREREMARE
BF.

AR
FB NGINX stub_status Ihgé

© iRAg:
1. FiRfIFH Nginx SPEESERST, HivHEFXEZREBES5 NiH1TXIROFREE
2. FRRSEXIZMETS N FEERS BEHE.

&7 Nginx Prometheus Exporter 2i@id Nginx B9 stub_status #ERIFEL#{TISE, FRIAEZEMHIRE Nginx IRZFTFF T stub_status ik, B
HERTF:

1. BR SERSENE .

2. EAMZEEEREp R, HEIWSS Nginx IRSSERTESERS, HAER, HENSE Nginx BRSS.

3. EREWSE Nginx &S, HUTUATHSRE Nginx EEBEFRBTiZER:

nginx -V 2>&1 | -o with-http_stub_status_module

O WMBRELIHRPHIE with-http_stub_status_module , MiEA Nginx B/EH stub_status &R,
O WRKRIMEFTLER, WAILMER --with-http_stub_status_module SEMIEBEHEERZF—" Nginx. RHIEIT:

./configure \

——-with-http_stub_status_module

4., BFXRFHNM Nginx BR331H% ConfigMap, TI&EREIISE Nginx IRSS, SEBEEBR (ERERHA /etc/nginx/conf.d ) THI default.conf &
BIEEi#HTEN, 8l ConfigMap, 1SEEEEHNZZ ConfigMap 1, ConfigMap tBXIEEE5IM ConfigMap 12 ,

5. tf5iA stub_status #EREAZE, 7 ConfigMap Bdefault.conf FFIMMNTES . FHMT:

server {
listen 8080;
listen [::]:8080;

server_name localhost;

location /stub_status {

stub_status;

ConfigMap HEERGIIIT:

IRIFRE: BR=ItE (It ) BRSEATF $£91 #2163,


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457/31717
https://cloud.tencent.com/document/product/457

O BHS

BEER
FrEsthis] R X (AL ER)
$REHID N N .
FR7ER & 218 L
HRBM nginx-test-cm (ConfigMap)
A& TEE © EEE
"y
}
server {
listen 8080;

listen [::]:8080;

= server_name localhost;

location = /stub_status {
stub_status;

default.conf

}
}

REEBEFE. BFEROBH("-". "_". "."); EEBATH, EEEBRPHU—THBITkey=valuedikey: valuef BB A ASSIRIEHL BN

Fanigm XHESA

6. RREEUSEHZE, HEIWSS Ngink iRSS, mEES > ENBE, <HEBENERINE. FSRRSHEENHHS:

nginx -t

nginx -s reload

Prometheus 2RSS

7. B LERERZE, BFRIWSE Nginx IRS3, #THIT&HS, BIRIES Nginx LXBHEIERESHRITER.

curl http://localhost:8080/stub_status ## IRIEEENXHPEERSHTHENEE

Active connections: 45
server accepts handled requests

1056958 1156958 4491319

Reading: 0 Writing: 25 Waiting : 7

BABH

FR—: —RRE(eE)

RESH

1. BF Prometheus MIZRZBIEFIE o

2. 7EsEfIFlZRp, EENRAY Prometheus 4,

3. HNEFIFBER, EIREIERE > EBPD.

4. EERPOIER Ngink, RIIEREECHSEE—IMREED.

5. EREBEONRERR, ESERRESR. it BEREER, HPEEGET.
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https://console.cloud.tencent.com/monitor/prometheus

@ H%‘fﬂﬁ Prometheus ${%iRSS

Nginx (nginx-exporter)

BE Dashboard 255k

@O La017R [2lv_test1] FRIPHER: 196

ZERI | R | SRS 2

Nginx $E#RRE
Nginx SEf]
=5 &
2O +Em
yEmmEaAEE @ cruosgmrosce  mEmA: 0.0170//MT =0 coinie RussmErmBRTRAES, 1SS &
EcHEiRAE
28 oLl

EMER, HRIEINT:
g IR ° gffﬁﬁﬁﬂﬁ—‘ﬁo
o BHRBEFETEMEY: “[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

biic411 Nginx BRS3 A9

i Nginx [RSHIBRSKEIER, EREPIEE
;s 1o Nginx &3 HTTP IEIEBNBRER.
55 Nginx B&s3 HTTP I&IERAIERS .

tREs SRIEIRRINBENX Label,

FR=: BENEE
© R8:
HNTHEREER Exporter, HEERBN= 535S RE—SHE,
BiRSFM

o £ Prometheus IRt RFABME (VPC) T, BIZBIN=ERIRS Kubernetes 58, HREEEIRE G250

o #& Prometheus EZIRSEHE > EEMRAY Prometheus 3L > BiERE > SRERIRS PRI AR EHTMXIRETHRME, TS0E
5| XEXEEE .

REPT
$BJ—: Exporter 28

IRIRERE: BR=ITE (1bF) BRSEAE 5893 H216™
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® H%‘fﬂﬁ Prometheus ${%iRSS

1. 85 ABRSEFHE -

2. EEMEPEPRERE.

3. BEFEERNERHIDEIENER ID/ER, EANZEHNSERE.
4, MITLATF #0Z Nginx Exporter > I8iF $18586% Exporter #&,

$;®_: W Nginx Exporter

1. EEMZ AR TERE > Deployment, # A\ Deployment W,

2. #REA LASE YAML IB%E, U2 YAML BE, EENNNGSTaRETHERS, TBdEFHEMNAReE WTI YAML #9530
B3E Exporter, BERFIT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: nginx-exporter
name: nginx-exporter
namespace: nginx-demo
spec:
replicas: 1
selector:
matchLabels:
k8s-app: nginx-exporter
template:
metadata:
labels:
k8s—-app: nginx-exporter
spec:
containers:
- args:
- ——web.listen-address=:8080
- —-nginx.scrape-uri=http://127.0.0.1:8080/stub_status

image: ccr.ccs.tencentyun.com/rig-agent/common-image:nginx-exporter-v1.1.0
name: nginx-exporter
ports:
— containerPort: 9113
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

$H=: IF

1. 7£ Deployment EEE LR S B EIEER Deployment, #A Deployment EERE,
2. pEAFRE, JLAEEFR Exporter FRINEHHSEXI RAYSITENE, NTFERRR:

IRIFRE: BR=ItE (It ) BRSEATF 5594 H216™



https://console.cloud.tencent.com/tke2/overview

@ H% "L:HE Prometheus $5iEHES

TR

16) nginx-exporter-test-7... v nginx-exporter v QO

EL{th I 1005 %R v

(@ F:i=t rii
HABEREA, THELERDLARERAENL TSR

1 t5=2024-04-08T10:19:37.358Z caller=exporter.go:123 level=info msg="Starting nginx-prometheus-exporter" version="(version=1.1.8, branch=,
revision=c68dd@b5518795457adflcce7c2fe791f04a0250-modified)"
t5=2024-04-08T10:19:37.360Z caller=exporter.go:124 level=info msg="Build context" build_context="(go=go1.22.2, platform=linux/amd64, user=, date=, tags=unknown)"
t5=2024-04-08T710:19:37.370Z caller=tls_config.go:313 level=info msg="Listening on" address=[::]1:8080
t5=2024-04-08T10:19:37.370Z caller=tls_config.go:316 level=info msg="TLS is disabled." http2=false address=[::]:8080

3. B Pod BEEREH#HA Pod TWH,

4. EANMZER TRASTREER, TSR Pod, EHSITEORRITUT wget ®<3IM Exporter £EMtEhE, TLAEEERIRIRAY Nginx 15
5o MNETKEESEIRAEE, BREEERRERER, BFNT:

-gO- http://localhost:8080/metrics

PITERINTEFRSR:

# HELP nginx_connections_active Active client connections

# TYPE nginx_connections_active gauge

nginx_connections_active 2

# HELP nginx_connections_handled Handled client connections

# TYPE nginx_connections_handled counter

nginx_connections_handled 128

# HELP nginx_connections_reading Connections where NGINX is reading the request header

# TYPE nginx_connections_reading gauge

nginx_connections_reading @

# HELP nginx_connections_waiting Idle client connections

# TYPE nginx_connections_waiting gauge

nginx_connections_waiting 1

# HELP nginx_connections_writing Connections where NGINX is writing the response back to the client
# TYPE nginx_connections_writing gauge

nginx_connections_writing 1

# HELP nginx_exporter_build_info A metric with a constant '1' value labeled by version, revision, branch, goversion from which nginx_exporter was built, and the goos and goarch for the build.
# TYPE nginx_exporter_build_info gauge

nginx_exporter_build_info{branch="",goarch="amd64" ,goos="1inux",goversion="gol.22.2", revision="c68dd0b5518795457adf1lcce7c2fe791f04a0250-modified", tags="unknown",version="1.1.0"} 1
# HELP nginx_http_requests_total Total http requests

# TYPE nginx_http_requests_total counter

nginx_http_requests_total 29564

# HELP nginx_up Status of the last metric scrape

# TYPE nginx_up gauge

nginx_up 1

SHN: FIREES

1. BER Bifl=aWilES Prometheus 5§15 , EEXR Prometheus SEFIEFNEETH,
2. PEMIERE > ERBEEIRS, EIRCEXBKEE, BUNIERERE > MEARENEE > YAML SHiERiFMRELRS.
3. EFRSZEMFINM rodvonitors REX Prometheus MEUESS, YAML BEERBIIIT:

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:

name: nginx-exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
- interval: 30s

port: metric-port

path: /metrics

relabelings:

- action: replace

IRIFRE: BR=IE (16F) BREEAR 5595 H216T™
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@ H%izﬁﬁ Prometheus $5iEHES

sourcelLabels:
- instance
regex: (.%*)

targetlLabel: instance

replacement: 'c

namespaceSelector:
matchNames:
- nginx-demo
selector:
matchLabels:

k8s-app: nginx-exporter

BEEGE

AR

Prometheus SZfIE4BE Grafana 3£,
BESR

1. BF Bifl=0WilES Prometheus 15§15, #EEXIR Prometheus EFiE#NEETH,

2. EEGIBAFERTE, HREGPER grafana ik, ITAHER, ABE middleware HEHKE] nginx EFIEIEER, EELEIBXIEEE
17, MTERR:

= Home > Dashboards > middleware T o<

DS_PROMETHEUS ce  nginx-server

- Status

NGINX Status for nginx-server

v Metrics

Processed connections Active Connections

10 3

Total requests

0180

0160

0140

0120

REEE

B Prometheus EEMRSSISEERE, MRELSTROERRFNSSER, $ES0 FESSEE,
B¥R: Nginx Exporter R&E2#iRA

2REkKESY

E=4 iR
web.telemetry—path EITREEEER, BN /metrics o
nginx.scrape-uri nginx 3SHRMEY url, BN http://127.0.0.1:8080/stub_status o
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® E%EHE Prometheus ${%iRSS

[no-Inginx.plus E5EBH NGINX Plus, BAZREN.
[no-Inginx.ssl-verify BEIIE ssliEB.

nginx.ssl-ca-cert sslEBIER.

nginx.ssl—client-cert sslIEBEER.

nginx.ssl—client-key ssliEBiER.

nginx.timeout nginx $EFFMELER] o

prometheus.const-label BESNMEIFPERIITE . BXA label=value, RIFESZIR.
[no—]web.systemd-socket {#M systemd EiEFHEIFEAEROLKNEE (IR Linux) .
web.listen-address BEORiEYE, ERIA: 9113,

web.config.file BOESHRIEERR, TLAUSH TLS SERISE (ERHSH)
log.level BERR, B info,

log.format BEEBNEEEN, BEEE: [logfmt, json], 2k logfmt,
version FTEDRRAMER

IRIFRE: BR=ItE (Ib5R) BRSEAR ££97 #2163,



O BHS

Redis Exporter 1#A

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

Prometheus %#=IRSS

E(ERSIERE Redis BEFEEN Redis iIEfTASHITER, IMETH Redis IREEEETERE, HIE Redis #iESE . Prometheus SRS IRM
EHTF Exporter AR EE Redis iIZ1TIAE, HRMTHHEEIA/ Grafana EIEAE . RIHENBUMIER Prometheus #5#E Redis,

© R8:
MEFZZUEEN Redis 2Bilz =#UERE Redis , HEFERERPL =IEEER , ZF—ERERTRIER.

BABH
BR—: —RREES)
RELR

1. B=R Prometheus BizRSEHE o

2. EEfFIFIFRA, EEIRAY Prometheus i,

3. HAEFLREER, EFEERE > SRP,

4. EERPOKEIFEE Redis, ISEHE—MREEN, EXENEESERRESHIMIESES, FoEEFT,

Redis (redis-exporter)

] Dashboard BEERE

@ MEFR [ziv_test1] FISIPEEH: 198

ZEDIL | R | RN B

Redis {8ITRE

EEED ssssssssseses > ®
= +5Em
FesmEamas O: cruozsnproses  mEa: 0.017T//MT = REEERERET TR, R o
ECEiRAA
2y g
ERkEMR, BT
E=4 SmEEHE—.

EREEFSTEMEN: 'Ma-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a—z0-9]([-a—z0-9]*[a-z0-9])?)*$'.

IRIRERE: BR=ITE (1bF) BRSEAE

5898 H216™
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https://console.cloud.tencent.com/redis#/
https://cloud.tencent.com/document/product/248/87398

@ H%‘fﬂﬁ Prometheus ${%iRSS

ik Redis HYiEZEMEE,
=5 Redis BI%13,
& HBIBRRMBENX Label,

BT BENTE

© B8:
NTHEREETE Exporter, EEFERBIN= B:5E3 #175—S1E,

BUiRSRA

o £ Prometheus SLHIRIRithiRRFAB ML VPC T, 8IR EiNzEERSS , HOEHLE dE=E,

o £ Prometheus IEIRSEHE > HIFMNNA Prometheus L6l > BIERE > SERBRRIRS Pk TIRI A BB STRREAERHR(E . TS IUE
5 XEXEEE .

RMESR
$%—: Exporter 8

1. BR SRERSENE.

2. EEMEPEPRESRRE.

3. BEFEERIMEEHIDEIEAER ID/BR, EANZEHNSERE.

4. MIFLATF (EF Secret €2 Redis 2 > &= Redis Exporter > ik 58k Exporter ZE.,

5 Secret B Redis &8

1. EEMZ AR TERAE > Deployment, #A\ Deployment I,
2. EREAGLAPEE YAML SI@%ER, 612 YAML B8, EEiRBINT:
{#5 Kubernetes K Secret kREEZEBHATEMHITMELIE, E55) Redis Exporter RIRHEEE(ER Secret Key, BEFEIIRAY
password , YAML Ec&EREIMNT:

apiVersion: vl

kind: Secret
metadata:
name: redis-secret-test
namespace: redis-test
type: Opaque
stringData:

password: you—guess

£8= Redis Exporter
£ Deployment S125HE, $HEME, EEWNASFSERSTHERS . TUBSEFHENARNEE, T YAML 975088 Exporter,
YAML EEERHIEIT:

© AR:
EZ Exporter S8 N RIESN redis_exporter o

apiVersion: apps/vl

kind: Deployment

metadata:

labels:

IRIFRE: BR=ItE (It ) BRSEATF 5599 H216™


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525
https://github.com/oliver006/redis_exporter

Prometheus 2RSS

k8s-app: redis-—-exporter
name: redis-exporter

namespace: redis-test
spec:
replicas: 1
selector:
matchLabels:

k8s—-app: redis-exporter

template:
metadata:
labels:

k8s—app: redis-exporter

spec:
containers:
- env:
— name: REDIS_ADDR
value: ip:port
name: REDIS_PASSWORD
valueFrom:
secretKeyRef:
name: redis-secret-test
key: password
image: ccr.ccs.tencentyun.com/rig-agent/redis-exporter:v1.32.0
imagePullPolicy: IfNotPresent
name: redis-exporter
ports:
— containerPort:
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

L3113

1. 7£ Deployment mmEaE LR B EIZR Deployment, #A Deployment BRI,
2. pEAFRE, JUEEER Exporter FINEHREX RAYSiTELE, INTFERRR:

Pod&32 BITHE B e YAML

redis-exporter- redis-exporter BR100KHE

1 2020-12-07T13:28:24.572282393% time="2020-12-07T13:28:242" level=info msg="Redis Metrics Exporter v1.12.0 build date: 2020-09-30-17:31:51 shal: aeb7cé
gol.15.2 GOOS: linux GOARCH: amd64"

2 2020-12-07T13:28:24.572557429Z time="2020-12-07T13:28:242" level=info msg="Providing metrics at :9121/metrics"

3

IRIFRE: BRzITE (165 ) BRSEAS £5100 2167




(_(b H% "L:HE Prometheus %#zRS3

3. g Pod BERE, #A Pod A,

4. EENRMER T REEEER Pod, EHSITEORRITUT curl SR Exporter £5EABIE, ATLAEESRIRA Redis 18K, METFR
BESEIRIRIAYEE, iSI8BE—TF REDIS_ADDR F1 REDIS_PASSWORD 2HIEM. FEIMNT:

http://localhost:9121/metrics

R EHITERIMTERMTR:

# TYPE redis keyspace hits total counter

cedis_keyspace_hits_total 29916

# HELP redis_keyspace_missas_total keyspace_misses_total metric

# TYPE redis_keyspace_miss2s_total counter

redis_keyspace_misses_total 29

# HELP redis_last_slow_execution duration_seconds The amount of time needed for last slow execution, in sec

# TYPE redis_last_slow_execution_duration_seconds gauge

redis_last_slow_execution_duration_seconds 0.011276

# HELP redis_latency spike duration_seconds Length of the last latency spike in seconds

# TYPE redis_latency spike duration_seconds gauge

redis_latency_spike_duration_seconds{event name="command"} 0.011

redis_latency_spike_duration_seconds{event_name="fast-command"} 0.022

# HELP redis_latency_ spike last When the latency spike last occurred

# TYPE redis_latency_spike last gauge

credis_latency_spike_last{event_ name="command"} 1.604752448e+09

credis_latency_spike_last{event_name="fast-command"} 1.604738646e+09

# HELP redis_latest_ fork_sz=conds latest_fork_seconds metric

# TYPE redis_latest_fork_sz=conds gauge

cedis_latest_ fork_seconds )

# HELP redis_lazyfree pending objects lazyfree pending_objects metric

# TYPE redis lazvfree pending objects gauge

redis_lazyfree_pending_objects 0

# HELP redis_loading_dump file loading dump_file metric

# TYPE redis_loading_dump_ file gauge

redis loading dump_file 0

# HELP redis_master repl_ offset master repl_ offset metric

# TYPE redis_master repl offset gauge

redis_master_repl offset 2.37644710082e+11

# HELP redis_mem_fragmentation ratio mem fragmentation_ratio metric
TYPE redis_mem fragmentation ratio gauge

redis_mem fragmentation ratio 1.43

# HELP redis_memory max bytes memory max_bytes metric

# TYPE redis_memory max bytes gauge

redis_memory_max bytes 1.2884901888e+10

# HELP redis_memory used_bytes memory used bytes metric

# TYPE redis_memory_ used_bytes gauge

redis_memory used bytes 1.1479248e+07

ST HINREES

1. &F Prometheus 5iZRSEFHIE , EEWN Prometheus SEfI#ANEIERM,
2. BREUERE > ERAEERS, EIRCRXKIVER, EUHIERERE > MERARNIEE > YAML RERFINRERE.
3. EEIRSAEMIFM rodvonitors RENX Prometheus iMEUESS, YAML BCERGIINTF:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: redis-exporter f# BEE— /1 HE—2FR
namespace: cm-prometheus # ] namespace; BFBAELH (SFLEESE) : namespace
(22
spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port # ESpod rometl SIRZEYP o rt BName
path: /metrics # {ESPromet 5 Ce chYE, FIEBKIA /mety
relabelings:
- action: replace
sourcelabels:
— instance

regex: (.%*)

IRIFRE: BR=IE (16F) BREEAR 101 216



https://console.cloud.tencent.com/monitor/prometheus

@ H% "L:HE Prometheus $5iEHES

targetLabel: instance

replacement: 'c ' # VAEEREIIRIAY Redis EEff 1T
action: replace

sourcelabels:

- instance

regex: (.%*)

targetLabel:
replacement: 'l.x.x.x' # JEAEEREXIRIAY Redis

namespaceSelector: + IEREER ;} AFRTERIna €8]
matchNames:
- redis-test

selector: + EEEWRpodiiLabe LB, UEMBR
matchLabels:

k8s—app: redis-exporter

© A

BHF Exporter #l Redis EPEEARMRS:RL, FEIEUET Prometheus Relabel Hl#14$ Redis SLHIEYSEMEISIEERS,
LA EENLERR o

BEEEE

RURRM

Prometheus fI248E Grafana SEf,
BMEP R

1. R Prometheus HiZESEEFHIE , EEMMN Prometheus EFIHANEIERE.

2. PHEEIERE > G, HANEMTBORE, 3 Redis Mg, REWMNAY Grafana Dashboard BIE]IFE Redis Mgk, BEXFIBXM
iR, MMTEFR:

Prometheus e

TFiERd BFRER FEEMEF i 57 Hits / Misses ™
1.00 0ps
0.750ps
0.50 0ps
0.250ps

0Oops
150910 1509:20  1509:30  1509:40  1509:50  15:10:00 15:06 15:08 15:09

150910 150920  1509:30  1509:40  1509:50  15:10:00

hits — misses

BORTEH BROTIIIBRR

18 0ps 125 s

16 0ps 100ps M/\/\ — cluster

— qeloudintemalinfo
§ 75us

140ps W info
12 0ps — config

slowlog
100ps

150530 150600 150630 150700 150730 150800 150830  1500:00 150930  15:10:00 _— role

15:08 9 set

HEERTERL WEERR

150530 150600  1506:30  1507:00  1507:30 150800 150830 150000  1509:30  15:10:00

150005 1509:10 1509:15 1509:20 150925 1500:30 1509:35 1509:40 150945 1509:50 1509:55 1510:00

CPUfEME P&

R SR

1. &F Prometheus HERESEHE , EEXWR Prometheus EHH#ANEERE,
2. BREEEE > SRR, TLURIMERAISEEREE, #IEESN EEEERS,
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O BHS

Aerospike Exporter EA

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

Prometheus %#=IRSS

Aerospike Exporter 2—4"HF Aerospike £iEEI Prometheus IBIFSHTE, AIFRAPSERTINE Aerospike BiREAIEREBIFISITHE
B. BULAEEIRFERT IR Aerospike SEEFRIBERIAR . MHEERMAIRATKER, BEIFHTHISHER. HEEACIMNEE., BEXLERSEHE
Prometheus, FFEILAfIA Prometheus B RINEEHITEUERINE . IREMDHT. BIRZTWNFESE Prometheus 12T Aerospike

Exporter SR FEBIERY Grafana iEiEXKE .
BABR

BR—: —RRK(EE)

MES TR

1. BF Prometheus MIEIRZIEFIE o
2. TELpIBIERSP, EFIIMAI Prometheus £,
3. HNEFIFER, ERBIERE > EBPD.

4. EEHHPUREF BT Aerospike, BISEE—1REEN, ERENEESHERRESHNBILLISFER, FHAEEEFNT.,

Aerospike (aerospike-exporter)

ik Dashboard B

@ LEIFR [ziv_test1] FIERIPEE : 198

- —

Aerospike IEITRE

i

Aerospike ZEfi

= [N

{55 + &0

FEEREaEAE@: cruosskweosee  mE=A: 0.0155//N\T -

{URERZEIRES P ABEE, 1HE5HE =

BREEFSTEMEN: Ma-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

EcHEikA
2% WiRB
SRS, HEBUT:
8 1N gffﬁﬁﬁﬂﬁ—'ﬁo
%3 Aerospike EiEEHS o

IRIRERE: BR=ITE (1bF) BRSEAE
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® H%‘fﬂﬁ Prometheus ${%iRSS

biich113 Aerospike #iEERO
BR& Aerospike #iEERFEMR.
=i Aerospike HUEEZ
e SBIBIRRIMBENX Labelo

BT BENTE

© iRe8
HTHERKER Exporter, HEERBN= 538EES RE—SHE,

AR

o £ Prometheus ZEfI3I Rtk RFABME (VPC) T, BEBN=AEERSS Kubernetes &£8F, HAHERAE G2=E,

o #£ Prometheus IZRSEHE > EEXRAY Prometheus 3LH > BIERE > SERERIRS PRI MAREH T RXIXERHRME, TSNE
5| KEXEEE o

RMELR
$B—: Exporter 38

1. B ARRSEHE .

2. EENFEPERSEER,

3. BEEERIERAITIEIEAESR ID/ER, EAZEHNEERE.

4. MATLAT E0E Exporter Bi& > &= Aerospike Exporter > I8iE $I85hk Exporter &,

$J—: &=E Exporter icE

1. EEMSEPEFETERE > Deployment, i#A\ Deployment SEERH.

2. TRmA LAEE YAML SIEZSE, 612 YAML B8, EEINIGETaR#THERS, Ji@EdiERanselE. T YAML B850
E3E Exporter, EEREIIIT:

apiVersion: vl
kind: Secret
metadata:
name: aerospike-secret-test
namespace: aerospike-demo
type: Opaque
stringData:
ape.toml: |-

[Agent ]

refresh_system_stats =

[Aerospike]

db_host

db_port
user = "admi

password =

IRIFRE: BR=ItE (It ) BRSEATF 55104 2161
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Prometheus 2RSS

gauge_stats_list.toml: |-

sets_gauge_stats

"tombstones",

"truncate_lut",

used_bytes",

"truncating",

xdr_gauge_stats = [

sion_ratio",

"latency_ms",

"throughput",

"uncompress

sindex_gauge_stats = |
"entries_pe 1Y,
"entries_per
"entries",

jram",

IRIFRE: BRzITE (165 ) BRSEAS 55105 #2167
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node_gauge_stats =
"batch_index_p
"batch_index_pr
"batch_index_queue",
"batch_index_unused_buffers",

"client_connections",

er_integrity",
_1s_member",
luster_max_compatibility_id",
uster_min_compatibility_id",
1ster_size",
c_bulk_recv_re
ric_bulk_send_r
nnections
rl_recv_rat

trl_send_rate

"heap_allocated_kbytes",

heap_efficiency_pct",

"scans_a
"sindex_gc_list_creation_time",

_deletion_time",

eads_detached",

‘oinable”
joinable",

"time_si
"tombston

"tree_gc_qgqueue",
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namespace_gauge_stats =[
"a _rx_active",
_tx_active",
ing",
1_names",
d_pct",

_stop_writes",

_pmem_u
r_obj
\aster_tombstones",
m( free_;
em used_|

"mern
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_index_bytes",
ry_used_sindex_bytes",
“n

7, nstances

“e_rx_partitions_active",

e_signals_active",

=_tx_partitions_active",
=_tx_partitio
rate_tx_partitions_i
_tx_partitions_

tx_partitions_remain

1sup_cycle

1sup_cycle_duration

pmem_available_pct",
em_compression_ratio",

mem_fr

ry_basic_avg_rec_count",
oto_compression_ratio
oto_uncompressed_pct",
d_proto_

__proto_unc

"scan_proto_uncompres

"shadow_write_qg

storage-engine.device. q",
storage-engine
storage-engine

vice.ag

> .defrag_qgq",

e—-engine
age—engine.
e—engi
storage—-engine.stripe.c
storage-engine.stripe.free_wblocks",
storage-engine.stripe.shadow_write_qg",
stripe.used_bytes

g 1pe write a"
stripe.write_qg",
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"storage-engine.stripe.age",
"storage-engine.stripe.backing_write_g",

esh_partitions",

data_avail_pct",

data_compression_ratio",

sindex_used_bytes

"truncating",

system_info_gauge_stats = [

nn
’

$|=: &= Aerospike Exporter

1. EEMZEEFEIERE > Deployment, i#A Deployment SEERH.

2. FREAGLAFEE YAML SU@SE, 612 YAML B8, SIFNMASSSER#THERS, ali@EdEtansXelE. i YAML 5=
EBE Exporter, BERHIINT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: aerospike-exporter
name: aerospike-exporter
namespace: aerospike-demo
spec:
replicas: 1
selector:
matchLabels:
k8s-app: aerospike-exporter
template:
metadata:
labels:
k8s—-app: aerospike-exporter

spec:

IRIFRE: BRzITE (165 ) BRSEAS 55109 2167




O BHS

volumes:
— name: sec
secret:
defaultMode: 420
secretName: aerospike-secret-test
containers:

— name: aerospike-exporter

image: ccr.ccs.tencentyun.com/rig-agent/common-image:aerospike-exporter-1.18.

imagePullPolicy: IfNotPresent
ports:
— containerPort:
name: metrics
livenessProbe:
tcpSocket:
port: metrics
readinessProbe:
tcpSocket:
port: metrics
volumeMounts:
- mountPath: /etc/aerospike-prometheus-exporter
name: sec

readOnly: tru

$WI: IRIE
1. 7£ Deployment mEEE LR EEIER Deployment, #A Deployment EERE,
2. pEAFRE, TREESHEET, WTFERFRR:

Pod &2 BITHE E=1 B& HE YAML

FMTHIE
PodiETi® aerospike-aerospike-... v exporter v 0
A 1005 KR M

(@ F-=F-E
HEBARRTA, FIELERNEHIRBRR LN R TEEFIER

level=info msg="We
level=info msg="Loa
level=info msg="
level=info msg=
msg=
level=info msg="
level=info msg="1

Prometheus 2RSS

3. g Pod EERE#HA Pod M,

4. EAEMERER FREREER, AER Pod, E&SITEOPHITIT woet &SR Exporter AL, TIAESSEIIRAY

Aerospike 815, WRIKEESEINIMANEIR, SREERBRRSIER, BAUT:

-gO0- http://localhost:8080/metrics

HITERNTEFRR:

IRIRERE: BR=ITE (1bF) BRSEAE
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/ # wget —q0- http://localhost:8080/metrics

# HELP aerospike_namespace_allow_tt1_without_nsup allow ttl without nsup

# TYPE aerospike_namespace_allow_tt1_without_nsup gauge

aerospike_namespace_allow_ttl without_nsup{cluster_name="docker",ns="test",service="aerospike-aerospike-exporter-df4db9758-94d7c",storage_engine="device"} @
# HELP aerospike_namespace_appeals_records_exonerated appeals records exonerated

# TYPE aerospike_namespace_appeals_records_exonerated counter

aerospike_namespace_appeals_records_exonerated{cluster_name="docker",ns="test" service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} @
# HELP aerospike_namespace_appeals_rx_active appeals rx active

# TYPE aerospike_namespace_appeals_rx_active gauge

aerospike_namespace_appeals_rx_active{cluster_name="docker",ns="test", service="aerospike-aerospike—-exporter-df4db9758-94d7c", storage_engine="device"} @

# HELP aerospike_namespace_appeals_tx_active appeals tx active

# TYPE aerospike_namespace_appeals_tx_active gauge

aerospike_namespace_appeals_tx_active{cluster_name="docker",ns="test", service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} @

# HELP aerospike_namespace_appeals_tx_remaining appeals tx remaining

# TYPE aerospike_namespace_appeals_tx_remaining gauge
aerospike_namespace_appeals_tx_remaining{cluster_name="docker",ns="test" , service="aerospike-aerospike-exporter-df4dbg758-94d7c" , storage_engine="device"} 0
# HELP aerospike_namespace_auto_revive auto revive

# TYPE aerospike_namespace_auto_revive gauge
aerospike_namespace_auto_revive{cluster_name="docker" ,ns="test", service="aerospike-aerospike-exporter-df4db9758-94d7c" , storage_engine="device"} 0

# HELP aerospike_namespace_auto_revived_partitions auto revived partitions

# TYPE aerospike_namespace_auto_revived_partitions counter
aerospike_namespace_auto_revived_partitions{cluster_name="docker",ns="test",service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} @
# HELP aerospike_namespace_background_query_max_rps background query max rps

# TYPE aerospike_namespace_background_query_max_rps gauge

aerospike_namespace_background_query_max_rps{cluster_name="docker",ns="test", service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} 10000

$TA: HINREES

. R Prometheus Z#& , &EX M Prometheus LHH#NERRTE,
2. BEEIERE > SERBERS, HIRCE KNSR, BUNIERERE > MEAENIEE > YAML HiERiFNRELRS.
3. EIRSEMFIM rodMonitors RENX Prometheus iMEYESS, YAML EBERFIEIT

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: aerospike-exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.%)
targetLabel: instance

'Ccrs—xxxxxx'

replacement:
namespaceSelector:
matchNames:
— aerospike-demo
selector:
matchLabels:

k8s—app: aerospike-exporter

BEEGE
AR
Prometheus SEfIE48E Grafana 3£l

RMES R

1. BEF Bifl=aWilES Prometheus 5§15 , EEXIR Prometheus EFIiE#NEETH,

IRIFRE: BR=IE (16F) BREEAR £111 #2216,



https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus

O BT

Prometheus %#=IRSS

2. EFIBAEREE, HIERN grafana itht, 3TAHER, AEHE acrospike X4§Fh#kE] Aerospike SEIEX SRR, EELHERYE

EE8E, WTEPRRR:

88 aerospike / Cluster Overview <
prom-hb1yr07y - aerospike-instance v Cluster

v Overview

Aerospike Version d Alerts

7.1.0.2

RX Remaining(Q.0

Client Reads (TPS) (rate) (total)

Client Connections

= docker: aero:

EESE

Rz Prometheus BERSZIFEERE, AIREVSIIFIBERERNESERE. #55

docker v

Node  All v

Cluster Name

docker

Cluster Size

1 Dead()

Migrations (Partitions) (total)

TX Remaining(Q.0

Stop Writes / HWM Breached (total)

Clock Skew Stop writes| 0

Partitions (total)

Unavailable()

RX Active(Q.0 TX Active(.0

Client Writes (TPS) (rate) (total)

spike-aerospike-exporter-dfadb9758-94d7c

S0 HESEERE

fi=R: Aerospike Exporter EEEXHEERER

Agent BB

R

bind

cert_file

key_file

root_ca
basic_auth_username
basic_auth_password
timeout

labels

refresh_system_stats

Aerospike EER

L=t
db_host
db_port

auth_mode

IRIRERE: BR=ITE (1bF) BRSEAE

iR

EinS R0, BAIA":9145"
BERBERG
BRBIEBXH
BEBERG

http auth JEIERAPSE

http auth 3&iE=3
fBARRIENERT

BEXIFEE

ISRGHIRERT

iR
Aerospike HUEEEHEK IP
Aerospike HiEERSS w0

Aerospike &IatEzL, BiA internal, BYESE "external”, "internal”, "pki",

£112 216


https://cloud.tencent.com/document/product/248/87424

@ H%‘fﬂﬁ Prometheus $5iEHES

user Aerospike BUEERPSE
password Aerospike HUEEEZ
timeout Aerospike EiEEEEERT
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O BHS

MySQL Exporter &N

RIEEFATE: 2025-02-19 19:47:12

IRMEIDR

MySQL Exporter it XZEi{JHRE MySQL/MariaDB #iEEEiEistrmiRit A, &id Exporter LRI OHEIREER, BTFREIREMEE
ABER, BAZTWUEE Prometheus 1275 MySQL Exporter £ RFEENAR Grafana Mk,
B#i, Exporter 3257 5.65R4AH MySQL #1&F10.14k4H) MariaDB. £ MySQL/MariaDB {&F5.6RARS, &85 MeisiatnrlfETci A HRE

© RB8:
WMRFBEWER MySQL 2Biflz =#UEE MySQL , HEERERPD =iniEEr ,, XIF—BRERFmiER.
EANBR
h—: —RRE (8%E)
BESE

1. &% Prometheus BZRSZEHS .

2. TEEfiFIZERp, EEFHAIRA Prometheus 61,

3. TEEHL#BIR, EIREIERE > SRR

4. EEMP ORI EE MySQL, BISBH—AMZRKEN, AREREMESERRESHILIEER, HpEEFE.

MySQL (mysql-exporter)

TR Ei=1on Dashboard HE E&R
® ZHEFN HRIPRER:
MySQL fEIRRE REHMARY 2
BIR «
MySQL &6
P& *
G * =
ik«
S + 350
Exporter it 5
Flags +

FERMEEAEE O CPU-0.25% WTF-0.5GIB  it#iHA &

i BH

BCEiRAE

2% il

IRIRERE: BR=ITE (1bF) BRSEAE

Prometheus %#=IRSS
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https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/cdb/instance
https://cloud.tencent.com/document/product/248/87398

@ E%‘].:HE Prometheus &ZIRSS

EMHER, GFRIBINT:
B4 o BMAAME—1t,
o BMEEFSTERMIEMN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

HBF& MySQL RIFBFR&ETR.
=i MySQL K93,

ikl MySQL B9iEs&itit .
e SBIERRINBENX Labelo

Exporter SYMIATTREEERE, BAUSE EFXHE.
[ o auto_increment.columns: M information_schema && auto_increment SIf1RX(E.

o binlog_size: REMRBEIEMAY binlog XHHIHFIAN

« engine_innodb_status: M\ SHOW ENGINE INNODB STATUS ®£&.

« engine_tokudb_status: A SHOW ENGINE TOKUDB STATUS %%,

o global_status: M\ SHOW GLOBAL STATUS X£&, BiAJ true.

o global_variables: \ SHOW GLOBAL VARIABLES %&, EiAA true.

o info_schema.clientstats: MSR{ERA userstat=1iz17, WIREH true UREZRHEHITHER

« info_schema.innodb_metrics: M information_schema.innodb_metrics &5z,

« info_schema.innodb_tablespaces: M information_schema.innodb_sys_tablespaces R&#5t%.

e info_schema.innodb_cmp: M information_schema.innodb_cmp £ InnoDB [E4ERIEIR, ZXIAA true.

o info_schema.innodb_cmpmem: M) information_schema.innodb_cmpmem &£ InnoDB & idith E45i5HR(ER
A\ true)o

o info_schema.processlist: M information_schema.processlist REEZRIRSITE

e info_schema.query_response_time: 1R query_response_time_stats J3 ON, NIREZANTRIATES 7 (BKIA
A true)o

« info_schema.tables: M information_schema.tables R&#5tR.

« info_schema.tables.databases: BEFWERFIHEEHEIRESE, ESHMR, KR ™ RRAEHIEE.

o info_schema.tablestats: WS {EA userstat=1i&17, MWiRE S true ARERFKIHER

« info_schema.schemastats: #E{#MA userstat=1is17, WIREH true AFREREFHIHER .

o info_schema.userstats: R {#EMA userstat=1i&17, NWIRERA true AREBRFIHER.

» perf_schema.eventsstatements: M performance_schema.events_statements_summary_by_digest %
==

« perf_schema.eventsstatements.digest_text_limit: {REGIEOXAWRKKE, BIAMEHN120,

» perf_schema.eventsstatements.limit: ZIIRAYERFIEHSOREBMEE, FKIAEHR250,

o perf_schema.eventsstatements.timelimit: [R#l 'last_seen' HiEQAMNRARIE, BARF, BIAMEH86400,

o perf_schema.eventsstatementssum: M
performance_schema.events_statements_summary_by_digest iC 2 R&EIEHF

o perf_schema.eventswaits: M performance_schema.events_waits_summary_global_by_event_name
REEIEIT -

o perf_schema.file_events: M performance_schema.file_summary_by_event_name F&i&#xr.

o perf_schema.file_instances: M performance_schema.file_summary_by_instancex&5#x.

o perf_schema.indexiowaits: M performance_schema.table_io_waits_summary_by_index_usage F&i5
%o

o perf_schema.tableiowaits: M performance_schema.table_io_waits_summary_by_table R&#5t%.

« perf_schema.tablelocks: M performance_schema.table_lock_waits_summary_by_table R&5t%.

o perf_schema.replication_group_member_stats: M
performance_schema.replication_group_member_stats R&iEHR,

o perf_schema.replication_applier_status_by_worker:
performance_schema.replication_applier_status_by_worker E&#5#7.

o slave_status: M\ SHOW SLAVE STATUS X£&, EiAA true.
» slave_hosts: A SHOW SLAVE HOSTS X&,
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@ H%‘fﬂﬁ Prometheus ${%iRSS

o heartbeat: M heartbeat &,
o heartbeat.database: K heartbeat HiEHIEUERE, EIAMEH heartbeat,
o heartbeat.table: W& heartbeat HiEHIZE, EKIMERS heartbeat,

B BENRE

© kA
AT HERREE Exporter, HEEABINT S:5FES RE—EHE,

Bt

o £ Prometheus SZEIRI R RFAEME (VPC) T, BIEBINEZE2ERS Kubernetes 58, HA&EREIE a5,

o £ Prometheus {EEESESS , ERHHATRAE Prometheus L6, EEIERE > ERERIRS BN RS BER M XIRERHEE, O
SIURE| xR,

RESH

$E1: BRI

EJ3 MySQL Exporter @3 EEiEERRSEIBRGEBTIE, RAEEAMMAIEIBELFIHTRIN. WSHNZBERIBEIFERME, B

SBNT:

1. BF ZHIEE MySQL =#Hia,

2. {EEFFIRTEAEFERNISIREST, BABIBEEER.

3. EIFMIEEEE > WSEE, #A\KSEERE, RIBLSTREERNEEINKS,

4, BEWSEMIRIER TSR, EXXIRAIR . RN TEFRR:

SR X
FEE 1 AKE =EEES v
=EIEENR LSO EE
SEET . PAATER @D e % ALTER ROUTINE (D) »
T T PACREATE D » [ CREATE ROUTINE D »
CREATE TEMPORARY CREATE USER e
TABLES (D) »

CREATE VIEW (1) » DELETE (i) »
DROP (D » EVENT @ e
EXECUTE D e INDEX (D »
INSERT (D) » LOCK TABLES (D) »
PROCESS (D) e REFERENCES (i) s
RELOAD () o REPLICATION CLIENT () »

REPLICATION SLAVE () » SELECT @ »

¥ =EURHETS B

il EiE

AT AR SR RS SR PEE AT T an SE TR

CREATE USER 'exporter'@'ip' IDENTIFIED BY 'XXXXXXXX' WITH MAX_USER_CONNECTIONS

27

GRANT PROCESS, REPLICATION CLIENT, SELECT ON *.* TO 'exporter'@'ip';

© %
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https://cloud.tencent.com/document/product/457/32189#1.-.E5.A1.AB.E5.86.99.E9.9B.86.E7.BE.A4.E4.BF.A1.E6.81.AF
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525

® H%‘fﬂﬁ Prometheus ${%iRSS

BINZRAFRERAERMIRG, LAE G E SRR SR R . (BHIFFRERISIRERAFPERILAERS, $Ig1 MariaDB
101 IRFAFZIFRKIEZHIRE, WEEER . #IFESR MariaDB %A o

#J2: Exporter SpE
. B3 ARRSENE .
. EESE R EIRER.
. AT ERENERAIOEIEAYERY ID/BIR, ENZEHNEERME,
. {#M Secret 12 MySQL &£,
41 EEMS ik T{ER#E > Deployment, # A\ Deployment &,

4.2 #REA LRSS YAML 8I@, 612 YAML iiE, EEiRPNT:
A Kubernetes B9 Secret kEBiEEHR, FNERRHTMELE, EE5 MySQL Exporter BIRHEEZ(ER Secret Key, TEIFE
JTRIRYERER, YAML BRERHIINT:

apiVersion: vl
kind: Secret
metadata:
name: mysgl-secret-test
namespace: mysgl-demo
type: Opaque
stringData:

datasource: "user:password@tcp (ip:port

. 8% MySQL Exporter.

£ Deployment SIBRH, EFHMNAIGRSERHTHRERS, ANED EHarA0 12, T YAML B85 EE Exporter, BEEREI
wnF:

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: mysgl-exporter
name: mysqgl-exporter
namespace: mysgl-demo
spec:
replicas:
selector:
matchLabels:
k8s-app: mysgl-exporter
template:
metadata:
labels:
k8s—app: mysgl-exporter
spec:
containers:
- env:
— name: DATA_SOURCE_NAME
valueFrom:
secretKeyRef:
name: mysgl-secret-test
key: datasource
image: ccr.ccs.tencentyun.com/rig-agent/mysgld-exporter:v0.12.1
imagePullPolicy: IfNotPresent

name: mysgl-exporter
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https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457/31705#deployment-.E6.8E.A7.E5.88.B6.E5.8F.B0.E6.93.8D.E4.BD.9C.E6.8C.87.E5.BC.95
https://mariadb.com/kb/en/create-user/#resource-limit-options

@ H% "L:HE Prometheus $5iEHES

ports:
— containerPort:

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

6. I8,
6.1 7= Deployment REH$EE LR EIZEAY Deployment, #A Deployment EIERH,
6.2 pEAERE, AILIEEE Exporter RINBMHREMAGGEMNE, INTFERR:

Pod &2 BTHE E S BE #iE YAML

ysal-export v BR100KMIE v s @

2020-12-08T09:55:18.3154621032 time="2020-12-08T09:55:182" level=info msg="Starting mysqld_exporter (version=0.12.1, branch=HEAD, revision=48667bf7c3bd38b5e93b259£3d17b70a7c9aff96)"
source="mysqld_exporter.go:257"
2020-12-08T09 .3155323522 time=" :55:182" level=info msg="Build context (go=gol.12.7, . Bl e o, date=20190729-12:35:58)" source="mysqld_exporter.go:258"
2020-12-08T09 .3155377182 time="2020-12-08T0 " level=info msg="Enabled scrapers:" source="mysqld_exporter.go:269"
2020-12-08T09 .3155419542 time="2020-12-08T0 " level=info msg collect.global status" source="mysqld exporter.go:273"
2020-12-08T09 -3155461742 time="2020-12-08T0! " level=info msg collect.global variables" source="
2020-12-08T09 .3155499242 time="2020-12-08T0 " level=info msg collect.slave_status” sour
7 2020-12-08T09 .3157485372 time="2020-12-08T0 " i collect.info_schema.innodb_cm
2020-12-08T09 -3157652682 time="2020-12-08T0! u collect.info_schema.innodb_cmpmen" source="mysqld exporter.go:273"
2020-12-08T09 .3157703762 time="2020-12-08T0. o ysqld_exporter.go:273"
2020-12-08T09:55:18.315774561% time="2020-12-08T09:55:182" level=info msg="Listening on :9104" source='mysqld_exporter.go:283"

6.3 i Pod EEREHA Pod RE,
6.4 EENMRMERTREEEER, TSR Pod, EHSTEOPRITIT wget %<, TEAEZSEIRIRA MySQL 817, WRNKRAESE
MRAVEE, BEERREEIER, BANT:

-0- localhost:9104/metrics

PITERINTEFRSR:

mysql_info_schema_innodb_cmpmem pages_used_total{buffer pool="0",page size="4096"} 0
mysqgl_info_schema_innodb_cmpmem_pages_used_total{buffer_ pool="0",page_size="8192"} 0
# HELP mysql_info_schema_innodb_cmpmem_relocation_ops_total Number of times a block of the size PAGE_SIZE has been
# TYPE mysql_info_schema_innodb_cmpmem_relocation_ops_total counter
mysqgl_info_schema_innodb_cmpmem_relocation_ops_total{buffer pool="0",page_size="1024"} 0
mysqgl_info_schema_innodb_cmpmem_relocation_ops_total{buffer pool="0",page_size="16384"} 0
mysqgl_info_schema_innodb_cmpmem_ relocation_ops_total{buffer pool="0",page_size="2048"} 0
mysqgl_info_schema_innodb_cmpmem_ relocation_ops_total{buffer pool="0",page_size="4096"} 0
mysqgl_info_schema_innodb_cmpmem_relocation_ops_total{buffer pool="0",page_size="8192"} 0
# HELP mysql_info_schema_innodb_cmpmem_relocation_time_seconds_total Total time in seconds spent in relocating bloc|
# TYPE mysql_info_schema_innodb_cmpmem relocation_time_seconds_total counter
mysqgl_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool="0",page_size="1024"} 0
mysqgl_info_schema_innodb_cmpmem_ relocation_time seconds_total{buffer pool="0",page_size="16384"} 0
mysqgl_info_schema_innodb_cmpmem relocation_time seconds_total{buffer_ pool="0", _si '2048"} 0
mysqgl_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool="0",page_size="4096"} 0
mysqgl_info_schema_innodb_cmpmem_ relocation_time seconds_total{buffer pool="0",page_size="8192"} 0
# HELP mysql_up Whether the MySQL server is up.
# TYPE mysql_up gauge
mysql_up 1
# HELP mysql_version_into MySQL version and distribution.

TYPE mysql_version_info gauge

SW2: FIREES

1. EF Prometheus 5iERESEFIS , EEWMN Prometheus Ef#ANERRE,
2. EIFHIERE > ERBEEIRS, EIRCEXRVEE, BUNIERERE > MEARENEE > YAML SHiERiFMRELRE.
3. EFRSZEMEINM PodMonitors EEX Prometheus MEYESS, YAML EeERFIENT:
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O BAT

apiVersion: monitoring.coreos.com/v1l

kind: PodMonitor
metadata:

name: mysgl-exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance

regex: (.%*)

targetLabel: instance

replacement: 'crs-
action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel:
replacement: '1.x
namespaceSelector:
matchNames:
- mysgl-demo
selector:

matchLabels:

k8s—app: mysgl-exporter

B
ARt

Prometheus SZfIE4BE Grafana 3£,

RETR

1. EF Prometheus BEESEHE , EEXWR Prometheus EFH#NEETE,

2. EIREIERE > ERPD, HAERBPORE, ®kEIFEE MySQL, i#%iF Dashboard > Dashboard #MEFHIZE/FAHK Dashboard, pEHE&R
BIARE LN Grafana Dashboard.

3. EIFCHAE, EEEMFIRTERE Grafana EFREIETBETH MySQL XS, EELFIBXAIMENE, MTERRSR:

MySQL (mysql-exporter)

& Eiton Dashboard

B ESid)

of
D

mysql—test MySQL

IRIFRE: BR=ItE (It ) BRSEATF

= 324

ZHIER BITRS

© ene

U SR FEITRORER....

Targets

(111) up

RIE

HEARBA4R
ik =F

=F

Q

Prometheus 2RSS
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Z Eﬁ \_L:HE Prometheus %51=0RS

InnoDB Buffer Pool

Connections

MySQL Connections MySQL Client Thread Activity

100K

750

MySQL Questions MySQL Thread Cache

EESE
iRz Prometheus EERSAETHERS MySQL SiERFRIRERIGENR, ARIEWSSChrA9ERERE MASRERRINSERE, FEESR iz

HEEE .

BF: MySQL Exporter RES&iRAB
MySQL Exporter A& collector RITFIREHIENREE, BASHUT:

SR MySQL hRZs iR

collect.auto_increment.columns 5.1 £ information_schema 3£ auto_increment flmX(E,
collect.binlog_size 5.1 RERAEME binlog &KX/
collect.engine_innodb_status 5.1 M SHOW ENGINE INNODB STATUS HRERSEIE.
collect.engine_tokudb_status 5.6 M SHOW ENGINE TOKUDB STATUS HRRERSEIRE
collect.global_status 5.1 M SHOW GLOBAL STATUS (ZHAFFRE ) hREREEIE.
collect.global_variables 5.1 M SHOW GLOBAL VARIABLES (EAFRE ) PRERSHIE,
collect.info_schema.clientstats 5.5 WMRIZET userstat=1, igER true KABHAPIREIERE.
collect.info_schema.innodb_metrics 5.6 M information_schema.innodb_metrics shREEMITEIRE,

collect.info_schema.innodb_tablespa 5.7 M information_schema.innodb_sys_tablespaces HREWMEE]
ces ’ .

M information_schema.innodb_cmp 3£ InnoDB [E4&RAN%

collect.info_schema.innodb_cmp 5.5 .
collect.info_schema.innodb_cmpme 5.5 M information_schema.innodb_cmpmem H3&£ InnoDB buffer
m ’ pool compression HILEIEEIE .

. . M information_schema.processlist FRELZIRSITHEA ISR
collect.info_schema.processlist 51 =
collectinfo_schema.processlistmin— g 4 SRR A IORAS AR NI, (B0A: 0)
collect.info_schema.query_response 5.5 WS query_response_time_stats #i8ER ON, FEEFIERATE
_time ’ iy g

IRIFRE: BR=IE (16F) BREEAR 120 2161
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O BAT

collect.info_schema.replica_host
collect.info_schema.tables

collect.info_schema.tables.database
s

collect.info_schema.tablestats
collect.info_schema.schemastats

collect.info_schema.userstats

collect.perf_schema.eventsstatemen
ts

collect.perf_schema.eventsstatemen
ts.digest_text_limit

collect.perf_schema.eventsstatemen
ts.limit

collect.perf_schema.eventsstatemen
ts.timelimit

collect.perf_schema.eventsstatemen
tssum

collect.perf_schema.eventswaits

collect.perf_schema.file_events

collect.perf_schema.file_instances
collect.perf_schema.indexiowaits
collect.perf_schema.tableiowaits

collect.perf_schema.tablelocks

collect.perf_schema.replication_grou
p_members

collect.perf_schema.replication_grou
p_member_stats

collect.perf_schema.replication_appli
er_status_by_worker

collect.slave_status

IRIFRE: BR=ItE (Ib5R) BRSEAR

5.6

5.1

5.1

5.1

5.1

5.1

5.6

5.6

5.6

5.6

5.7

5.5

5.6

5.5

5.6

5.6

5.6

5.7

5.7

5.7

5.1

Prometheus 2RSS

M information_schema.replica_host_status FRERSEIE.

M information_schema.tables FREREEIRE.

REREREFINCSHEIER, HEIRER ' + ' RREMBH.

WMERiIZET userstat=1, i&ERk true FREXFAITEIRE.
WNRIRET userstat=1, B true EXEE schema FHitEURE.
WMRIRET userstat=1, REF true RFREBPFHITEIRE.

M
performance_schema.events_statements_summary_by_dig
est PRENIEHIE,

BREEEXAEONRAKE. (Bl 120)

EHHERRESE. (FA: 250)

PRHIZEHHED 'last_seen' AILUMRITB A, Bil#b. (BhiA: 86400)

M
performance_schema.events_statements_summary_by_dig
est summed FREMIZHIE.

M
performance_schema.events_waits_summary_global_by_ev
ent_name HREGEHIRE.

M performance_schema.file_summary_by_event_name $%
SRR

M performance_schema.file_summary_by_instance FE&E
=R

M
performance_schema.table_io_waits_summary_by_index_u
sage FREWIZEIE.

M performance_schema.table_io_waits_summary_by_table
rRSREEURIREIR

M
performance_schema.table_lock_waits_summary_by_table
rRREMIEEIR.

M performance_schema.replication_group_members &
=EIE.

M from
performance_schema.replication_group_member_stats F
SEIEERIE.

M
performance_schema.replication_applier_status_by_worker
rheREENEIRER

M SHOW SLAVE STATUS (EiAFR ) HRESIZHIE
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collect.slave_hosts 5.1 M SHOW SLAVE HOSTS HhREEEIE.
collect.heartbeat 5.1 M heartbeat HREWLIEHIE.
collect.heartbeat.database 5.1 HIRECHHENAEIRTE. (2A: heartbeat)
collect.heartbeat.table 5.1 ROBMENRIEIRE. (BA: heartbeat)

I ATHIEIEEIRSS 2=#EA UTC BFi@Et ( pt-heartbeat is called

collect.heartbeat.utc 5.1 with —ute)e (EkiA: false)
RKESH
£ i
config.my-cnf FSRIEMBIREMEESNEREXXS ny.onf UB. (BHA: ~/.my.cnf)
log.level BEHB. (BKA: info)
exporter.lock_wait_timeout HEHEIEE lock_wait_timeout (8fiZ: #) PUBEIITHIEMSIITENK. (Bl 2)

&N log_slow_filter LB AMENAIEEAWICR o

exporter.log_slow_filter OR ! E
A%#5 Oracle MySQL.
web.listen—-address web iHOSEFBLE
web.telemetry—path metrics EOKE,
version ITEDRRAER .
heartbeat /> ¥t2il

WEBHAR collect.heartbeat , mysqld_exporter £&ET OHHE NN FIIMEN S HIZEREE o

IRIFRE: BR=ItE (It ) BRSEATF ££122 #2163,



@ H%‘fﬂﬁ Prometheus $5iEHES

SQL Server Exporter #A

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

Microsoft SQL Server Exporter 21t XZi{1AFE Microsoft SQL Server ( &fR: MSSQL ) ¥iREMKSIBFEMmMIRITFL, @i MSSQL
Exporter LiRMEEFERIRAZISFEIE, BTHERAEBRTFNREREZ ., BA=TWNFES Prometheus 1275 MSSQL Exporter &K%
FFHEENARY Grafana iz ke,

© RB8:
MRBFELEEN MSSQL E2Biflz =#IEE SQL Server , HEFEERERPLD ZHEER , XIF—BRERT RIS

BAGR
hFR—: —RREES)
BESH

. B3 Prometheus 5iERSEHIE -

. TESEHIFISRSP, IEIFEIIRNAT Prometheus 36,

NEHIEER, EIREEERE > ERRD

. EERFPOKEIFEE MSSQL, BISBH—AREEN, AREREESERRESHIIEER, HpEEFE.

A WN =

MSSQL (mssql-exporter)

e Dashboard BER

N

ZEH, LIERAN @

SQL Server fSiFRE

I E AR N T 1

K

SQL Server 526
3 BFRE - product_group2
13
| BGe | sssesesessmse 0 @
e + 00
° EEETEEERE Q: cPuosmzoses  EmEEE: 0.0150//NE = (RSN MR, 258 o
EcEiRE

IRIRERE: BR=ITE (1bF) BRSEAE $£123 H216™
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® H%‘fﬂﬁ Prometheus ${%iRSS

28 iBA

EREMR, SRABUT:
25 o ZIMEBMHE—IE,
o BMEEFATEMIEN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a—z0-9]([-a—z0-9]*[a-z0-9])?)*$',

Arg MSSQL HIRF&HR.
i) MSSQL HI%3 .

& MSSQL HIBRSS 1 o
ittt MSSQL HIBRSSHO .
s LISRRMNEENY Label,

BT BENTE

© ixe8
AT HERKEE Exporter, #HEFERBIN= S5:5ES RG—EBHE,

AR

o £ Prometheus ZEfI3I Rtk RFABME (VPC) T, BEBN=AEERSS Kubernetes &£8F, HAHERAE G2=E,

o #£ Prometheus IZRSEHE > EEMRAY Prometheus 3H > BIERE > SERERIRS PRI HAREH T RXIRERHRME, TSNE
5| KEXEEEY o

RMELPR
$B—: Exporter 38

1. B ABRRSEHE .

2. EENZEPERSEER,

3. BEEERIERAITIEIEAER ID/ER, EAZEHNEERE.
4, ATLAT #0Z MSSQL Exporter > I8iF #1852 Exporter 2BE,

$E_: 5P MSSQL Exporter

1. EEMSEEZETERE > Deployment, i#A\ Deployment SEERH.

2. #REA AR YAML @SR, 612 YAML B8, SIENNGSZER#THERS, Ai@EdEHansXelE. T YAML 5=
&BE Exporter, EERHIINT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: mssgl-exporter
name: mssgl-exporter
namespace: mssgl-demo

spec:

replicas: 1

selector:
matchLabels:
k8s—app: mssgl-exporter
template:
metadata:
labels:

k8s—app: mssgl-exporter

IRIFRE: BR=ItE (It ) BRSEATF 8124 216
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spec:
containers:
- env:
— name: SERVER
value: "127.0.0.1"
name: PORT
value: "1433"
name: USERNAME
value: user
name: PASSWORD
value: "123456"
name: EXPOSE
value: "4000"
image: ccr.ccs.tencentyun.com/rig-agent/common-image:mssgl-exporter-v1.3.0
imagePullPolicy: IfNotPresent
name: mssgl-exporter
ports:
- containerPort: 4000
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

$;=: IS

1. 7£ Deployment WmEEE LR S EEIER Deployment, #A Deployment EERE,
2. pEAFRE, LREESEHEET, WTERR:

ST
Podi& @ mssql-exporter-9fb7... ¥ mssql-exporter

EA IR 1005 HUE

() =aeBtnEs
HABAIREA, TETEARS IR DMS NS TRRSER

3. B Pod EEREH#HA Pod RWH,
4. EAMERER TR EREER, MRAER Pod, EHSITEOPHITUT woet &SR Exporter AL, TIAERSEIIIMA MSSQL
1BiR. INRIIARRESEIXIRAYEE, BREEERBRIESIER, BAMT:

-gO- http://localhost:4000/metrics

IRIFRE: BR=IE (16F) BREEAR 55125 #2216
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PITERINTEFRR:

# HELP mssql_batch_requests Number of Transact-SQL command batches received per second. This statistic is affected by all constraints (such as I/0, number of users, cachesize, complexity of requests, and so on). High batch requests
mean good throughput

# TYPE mssql_batch_requests gauge

mssql_batch_requests 5109759

# HELP mssql_transactions Number of transactions started for the database per second. Transactions/sec does not count XTP-only transactions (transactions started by a natively compiled stored procedure.)
# TYPE mssql_transactions gauge

mssql_transactions{database="grafana"} 205975

mssql_transactions{database="tempdb"} 4671923

mssql_transactions{database="Monitor"} 5715012

mssql_transactions{database="nsdb"} 2009624

mssql_transactions{database="model_msdb"} 4747

mssql_transactions{database="mode1"} 16631

mssql_transactions{database="odel_replicatednaster"} 4746

mssql_transactions{database="ssqlsystenresource"} 220183

mssql_transactions{database="master"} 533839

# HELP mssql_page_fault_count Number of page faults since last restart

# TYPE mssql_page_fault_count gauge

mssql_page_fault_count 7440578

# HELP mssql_memory_utilization_percentage Percentage of memory utilization

# TYPE mssql_memory_utilization_percentage gauge

mssql_memory_utilization_percentage 93

SHN: FINREES

1. EF Prometheus Z5l& , EEWMN Prometheus Efi# AN SRR,
2. PEHIERE > ERBEEIRS, EIRCEXRNEE, BUNIERERE > MEARE NS > YAML &HiERiFNRELRS.
3. EEIRS AWM rodvonitors RENX Prometheus MEUESS, YAML BEERGIINTF:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: mssgl-exporter

namespace: cmfprometheus

spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel: instance
replacement: 'crs—-xxxxxx'
namespaceSelector:
matchNames:
- mssgl-demo
selector:
matchLabels:

k8s-app: mssgl-exporter

BEIE
AR
Prometheus EfIE48E Grafana 3£fi,

RMES R

1. EF Bifl=aWilES Prometheus 1£§15 , EEXIR Prometheus ZHE#NEERHE,

IRIFRE: BR=IE (16F) BREEAR £126 2161
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Prometheus %#=IRSS

$%) - i}ik=

2. EEGIEAERRE, KIYPEMN grafana ivlit, STHHER, REE database XHFEPIKE mssql EFIEIRENR, EELHIEXEEEIE,
WTFERRDR:

LEE ] BRRES WIFERE EREEIR ESAEER fiidizetd REF I

2024/04/10 17:14:21 _ 85.2% 0 18.3 8.47 404

~ BR

WEERE WIFERE

85.5%

170000 17:01:00
- REERR

170200 170300 170400 170500  17:06:00 170700 170800  17:09:00  1710:00 171100 171200 171300  17:14:00

WEERR BEXAT R ©

60
35868

35568 m
35308
3s008 - | 20
34868
345068

17:00
- WEERE

o
17:00 17:05 17:10
= Monitor == grafana == master == model_msdb

model_replicatedmaster = model = msdb = mssalsystemresource = tempdb

RESE
= Prometheus FEEIRSSISSLRE, TRBLSIROERRFISSREE, $EESN FESSES .,
f#FR: MSSQL Exporter HiXEREE

2R fEiR

SERVER W, MSSQL BRS3 IP 3% &5
PORT MSSQL BgS5ixE, 2kiA1433
USERNAME W7, MSSQL IRSHRE
PASSWORD W%, MSSQL IRSEE
ENCRYPT SERINIRE, EiAJtrue

TRUST_SERVER_CERTIFICATE

DEBUG

IRIRERE: BR=ITE (1bF) BRSEAE

EEEERSSRAERRE, BilBtrue

ESSENEREAZESIE, i currently supports app #1 metrics
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@ H%‘fﬂﬁ Prometheus $5iEHES

Oracle DB Exporter &\

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

OracleDB Exporter B FM Oracle UEEHIMEUEHR, FISHEEE Prometheus IBIRIIA R EMRERIFFREN, @EidiZ Exporter LiRRYE
g8, RERBREKASEIGNE, ATHERASRTNRERE ., BAZATWNTES Prometheus 1275 OracleDB Exporter SRR FFFEENRRY
Grafana 5iEX#E

BAGR
hR—: —RRENEE)
BRESH

. B3 Prometheus 5iERSZIEHIE -

. TESEBIFISRS, EIFEIIRAT Prometheus 36,

NEHIEER, EIREIERE > ElRD,

. EERFPIUKEIFETE OracleDB, BIS#E— 1M RERN, ERENEMESEGRRESHNBISER, HEHEREFN,

A W N =

OracleDB (oracledb-exporter) X

=& Dashboard 2R

©)

ZEAT | RRE | RN o

Oracle ¥iREEIEITRE

dia

EATGNEZN I |

Oracle ¥iBRESEHI

BPE - product_group2

D eemeeseeeeees om

Iz + &
mci

FEEmEaEEE ©: cruoswmroses  mazm: 0.0150//NT = RRESBSTER TR, 1R o

dis :

BCEiRAE

2% iR

B SERETR, HRIENT:
BRERE—t,

IRIRERE: BR=ITE (1bF) BRSEAE 5128 216
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o BMEEFSTEREMN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

BAR& OracleDB BIHR&#R,

=5 OracleDB HI%H5

%3 OracleDB RIS S -

iwA OracleDB HIBRSZ %O o

HUEE OracleDB HIEURESR.

e BIBRRMBEYX Label,
hR=: BENEE

© 588

AT HEREEE Exporter, HEERABINE S8R5 kE—EE,

AR

o £ Prometheus IRt RFABMEZE (VPC) T, BEBN=AERS Kubernetes £8F, HAERAE H3=E,

o # Prometheus MEiEHIE > BIEWEIRY Prometheus L6 > BHERE > EMBBIES PRI A RERI TR REAERHRIE, TSRS %
BX&EEE o

RIEPT
$J—: Exporter 38

1. BF AFBRSEFHE -

2. EEMEpEhRERE.

3. BEFEERNERHIDEIENER ID/BWR, EANZEHNSERE.

4. MAFLATF {EF Secret 12 OracleDB &S > &6F OracleDB Exporter > Gk $¥85Rk Exporter &,

$B|_: (Ef Secret & OracleDB &

1. EEMZAEIZTERE > Deployment, i#A\ Deployment W,

2. EREALfET YAML SIBER, 82 YAML B8, ESEiRPINT:
{#H Kubernetes 9 Secret REIBERES, HINEERH#TNELIE, ERFEE) OracleDB Exporter RIBHEER(ER Secret Key, BEFE
SRR, YAML BEEREIET:

apiVersion: vl

kind: Secret

metadata:
name: oracledb-secret-test
namespace: oracledb-demo

type: Opaque

stringData:

datasource: oracle: est: 3456/127 5 ORCLPDB1"

$|=: &= OracleDB Exporter

1. EEMSEAhEE TIERE > Deployment, i#A Deployment EERH.

2. EREALfAET YAML SIBER, 82 YAML B8, EREMGSTERETHERS, TlBdEtanselE. T YAML i75
&BF Exporter, BERFIUIT:

apiVersion: apps/vil

IRIFRE: BR=ItE (It ) BRSEATF 129 2161
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kind: Deployment
metadata:
labels:
k8s—app: oracledb-exporter
name: oracledb-exporter
namespace: oracledb-demo
spec:
replicas: 1
SRleEtE®Es
matchLabels:
k8s-app: oracledb-exporter
template:
metadata:
labels:
k8s-app: oracledb-exporter
spec:
containers:
- args:
- —-web.listen-address=:8080
envFrom:
— secretRef:
name: oracledb-secret-test
image: ccr.ccs.tencentyun.com/rig-agent/common-image:oracledb-exporter-v0.6.0-alpine
imagePullPolicy: IfNotPresent
name: oracledb-exporter
ports:
- containerPort: 8
name: metrics
protocol: TCP
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

b2 U HE

1. £ Deployment S F EiRESEEIZA Deployment, i#A Deployment SIERH .,
2. BEAERE, TREESEHLT, NTERR:

FTHE

Podi&EI® oracle-test-oracledb-... ¥ exporter

1005H1E

[@ F: =
LABHRIA, THTERRLAREMRENSTRESER

t5=2024-04-28T08:24:51 caller=main.go:92 level=info msg="St ii acledb_e
t5=2024-04-28T08:24:51 caller=main.go:93 level=info msg="B C build=
t5=2024-04-28T08:24:51 caller=main.go:94 level=info msg= metricPath=/metrics
t5=2024-04-28T08:24:51 caller=tls_config.go:313 level=info msg= " address=[::]:8080
t5=2024-04-28T08:24:51 caller=tls_config.go:316 level=info msg= ." http2=false address=[::]1:8080

er'" version=

3. B Pod EERZEH#HA Pod RE,

IRIFRE: BRzITE (165 ) BRSEAS 5130 2167




Prometheus %#=IRSS

4, EAENMIRMERTREERER, AIESR Pod, ESSITEOPRITIUT wget 65$3IR Exporter REAYEhE, TLAEESRIRIRAY
OracleDB #5t%. MIRMKEESEIFIRAIEIE, SHNEERREEER, 24MT:

-gO— http://localhost:8080/metrics

PITERINTEFASR:

# HELP oracledb_tablespace_bytes Generic counter metric of tablespaces bytes in Oracle.

# TYPE oracledb_tablespace_bytes gauge

oracledb_tablespace_bytes{tablespace="SYSAUX", type="PERMANENT"} 5.0397184e+08
oracledb_tablespace_bytes{tablespace="SYSTEM", type="PERMANENT"} 2.56049152e+08
oracledb_tablespace_bytes{tablespace="TEMP", type="TEMPORARY"} @
oracledb_tablespace_bytes{tablespace="USERS", type="PERMANENT"} 1.048576e+06

# HELP oracledb_tablespace_free Generic counter metric of tablespaces free bytes in Oracle.
# TYPE oracledb_tablespace_free gauge

oracledb_tablespace_free{tablespace="SYSAUX", type="PERMANENT"} 9.05609216e+09
oracledb_tablespace_free{tablespace="SYSTEM", type="PERMANENT"} 9.031385088e+09
oracledb_tablespace_free{tablespace="TEMP", type="TEMPORARY"} 9.046269952e+09
oracledb_tablespace_free{tablespace="USERS", type="PERMANENT"} 9.029484544e+09

# HELP oracledb_tablespace_max_bytes Generic counter metric of tablespaces max bytes in Oracle.
# TYPE oracledb_tablespace_max_bytes gauge
oracledb_tablespace_max_bytes{tablespace="SYSAUX", type="PERMANENT"} 9.560064e+09
oracledb_tablespace_max_bytes{tablespace="SYSTEM", type="PERMANENT"} 9.28743424e+09
oracledb_tablespace_max_bytes{tablespace="TEMP", type="TEMPORARY"} 9.046269952e+09
oracledb_tablespace_max_bytes{tablespace="USERS", type="PERMANENT"} 9.03053312e+09

# HELP oracledb_tablespace_used_percent Gauge metric showing as a percentage of how much of the tablespace has been used.
# TYPE oracledb_tablespace_used_percent gauge
oracledb_tablespace_used_percent{tablespace="SYSAUX", type="PERMANENT"} 5.271636675235647
oracledb_tablespace_used_percent{tablespace="SYSTEM", type="PERMANENT"} 2.756941749285538
oracledb_tablespace_used_percent{tablespace="TEMP", type="TEMPORARY"} @
oracledb_tablespace_used_percent{tablespace="USERS", type="PERMANENT"} 0.011611451794332161

SWA: FIREES

1. EF Prometheus Z5l& , EEWMN Prometheus Efi# AN SRR,

2. PEHIERE > ERBEEIRS, EIRCEXHKNEE, BUNIERERE > MEARENEE > YAML HiERiFNRELRS.
3. BIIRSEMIFM rPodMonitors EEX Prometheus IMEWESS, YAML BC&ERFIINTF:

apiVersion: monitoring.coreos.com/v1
kind: PodMonitor
metadata:

name: oracledb-exporter

namespace: cmfprometheus

spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel: instance
replacement: 'crs—-xxxxxx'
namespaceSelector:
matchNames:
- oracledb-demo
selector:
matchLabels:

k8s—app: oracledb-exporter
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> Hﬁ \,EHE Prometheus #20RS

BEERE
AR
Prometheus =ZfHIE4BE Grafana i,

RMESR

1. R Prometheus Z5lEG , #FEXWMN Prometheus EEF#NEERE

2. EEXFIBFERTIE, HKEGPER grafana ik, ITAHER, ABE database 3X{4EF#EI Oracle DB EFIMSIEMEIR, BEELFIBXIEIEE
12, WTEFRR:

8 database /OracleDB ¥r <3
d

v Overview

No data

- Exporter Status

last scrape duration seconds total scrapes

0.160

WXmWAWWMWWNW%NAMKWﬂ%wm%
.
.

0120
16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 7:15 2 :35 16:45 16:50 16:55 17:00 17:05 17:10 17:15

~ Table Locks
wait time concurrency wait time commit
0.00250 0.00500
000200 000400
0.00150 0.00300
0.00100 0.00200
0.000500 000100

0 0
16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 7. 7:15 7:2 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 715

RS
BNz Prometheus EERSZIFEEERE, AMREWSIIBERRRNEERE. #IHESR MESEHE .

f#®: OracleDB Exporter ST RicE

=4 i

web.telemetry-path EIRRERE, A /netrics o

web.systemd-socket {EMH systemd EiEFRIFEAEROWEAES (R Linux) o

web.listen-address BEOFiehE, BIA: 9161

web.config.file BeE YRR, RILABH TLS HSHIEIE.

log.level BEERR, wiEESIZR[debug, info, warn, error, fatal].

log.format Eﬁiﬁ%ﬂ%ﬁﬂﬁéiﬁ, =6 logger:syslog?appname=bob&local=7 & logger:stdout?json=true,
EXA stderr,

custom.metrics BENMIEIRRERE.

default.metrics ENMBIRECERRE -

database.maxldleConns BRATHEEN, BA0,
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® H%‘fﬂﬁ Prometheus ${%iRSS

database.maxOpenConn B TFFERES, BAO,

s
database.dsn EHEEE dsn &,
database.dsnFile iZEY dsn SREISM .
query.timeout REHIMERT, BAIASs,
scrape.interval MERERISE .
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Consul Exporter #A

RIEEFATE: 2024-10-24 16:23:33

IRMEIDR

1E(EMA Consul iZ2HREEX Consul iIEFIREHITIE, LMETHEE Consul IRSEFEIETERE, HE Consul EZ, Prometheus &iRIRSIE M
HTF Exporter 5K EE Consul BTIRZE, FHHEETHHEEIABR Grafana iz XE . AXAENBNTER Prometheus iZIRS
Consul.

RMEPR

. B3® Prometheus ZHl& .

. TESEHIFISRSP, EIFEIIRAT Prometheus 36,

NSEHIEER, EIREIERE > EERD

. EERPUKEIHEE Consul, BISEE—MRERN, ERRNEESHEGRRESHMBNEER, HekEFT,

A WN =

Consul (consul-exporter)

=& Dashboard BEM

(O — e R

g EE —RIE | ZERNIY

Consul 1gIFRE

idia

Consul 3£

cb .
Z ) +iEm

FeEEmEsEERQ: cPuoskmroses  EEmA: 0.0170//\T = RRESBTORR TR, 128 o

" - - o

BCEiRE

2 R
2 BINERBTE—ME—3R
it EREERY Consul SEFIYbIEFNIRO

& IEMEELSE R, £85hRMNEl Prometheus B9 Label

BEELE

AR

Prometheus SIE48E Grafana SEffl.
RMESR

1. R Prometheus 5iZESEFHIE , EEMM Prometheus SEFIHNEIERE.

2. R EUERE > £/, EERFORMEHEEI Consul 151=, %1% Dashboard ##{F > Dashboard &3&/AH kL3I MAY Grafana
Dashboard.

3. IR EBRCER, TeEmMIIFRTP ST Grafana BirEITiEE Kis X2 iEMERIN TR
Consul £8P k&
Consul EiFERSHMRS
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Prometheus ~ -+ )_8500 ~

Tyl BT R

10 10

BRS5 (Total Services)
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0
18:20 18:30 1840 1850 19:00 19:10

consul_catalog_services{cluster_id= = * "¢l

Ff2EETi i3 (Unhealthy Consul Nodes)

IRIRERE: BR=ITE (1bF) BRSEAE

& LA MM (Consul Peers and Leaders)

18:20

— BB 83 (peers)

AR 5 Bk

L

BEIAME

TR S5 (Unhealthy Consul Services)

Prometheus %#=IRSS

service337 - critical

- service338 - critical

18:50 19:00 19:10

— BRSIRETI(leader)
B (serf_lan_members)

18:40 18:50 19:00

EARARSS SRAFIE (Consul Services and Checks)

— consul-server-

consul-server-

2021-06-28 18:52:30
= consul-server-1 - 337 - critical:
consul-server-1-338 - ci

3837 - critical
338 - critical
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Ingress NGINX Controller Exporter &A

RIEEFATE: 2024-10-24 16:23:33

IRMEIDR

7E(EF Ingress NGINX Controller i312hEZE3S Ingress NGINX Controller izfTiA&i# 1T, LUMETHE Ingress NGINX Controller fRs%
E&EZ{TIEE, HE Ingress NGINX Controller #&% . Prometheus SRS 1RIHETF Exporter BIF R Ingress NGINX
Controller iZfTIk7, FHRETHHEEIBN Grafana BiEAE ., RXHENBUEER Prometheus 3%EiRSS Ingress NGINX Controller,

RMET R

1. & Prometheus &E§I&
2. ELfIBIERA, EEIRA Prometheus 34,
3. HNLHIEER, mREIERE > ERPD.

4, EEMAOEEIFHET Ingress NGINX Controller, BI&#H—MRERN, ERERMESERSTR, EEFEER nginx—ingress
controller FREEMIERIURERIEHE, REREHFRT.

Ingress NGINX Controller (nginx-ingress)

Tk Dashboard TUEERE

LERT —EeiE

Nginx Ingress Controller IgHREE

FeEmsEmE EEEE () CPU-0.251 K72-05GiB mEma: 0.0150//MNT = (Tt TS R TR, (12
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i
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8 I gﬁ{ﬁﬁﬂﬁ—'ﬁo

BREEFSTEMEN: Ma-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

=3 EERFF USRS nginx—ingress controller FRTEAISEEE
S| EEVFIEEEAY nginx—ingress controller FRITEAYEEHISZ
BEERE

FEBERINE (193%02R ) , 7 Prometheus #8XEXA9 Grafana B, #% nginx—ingress XMk, BIRIWER Lik nginx—ingress controller
B dashboards.

Prometheus %#=IRSS
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metheus 518 - BRE {5 Browse - Dashboards - Grafa S - BEES - ONE

pz07b7uh. = 24 O & zasst EHESHPTER

"’[;" Dashboards

& Browse
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NGINX Ingress controller
nginx-ingress-controller

Request Handling Performance
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Bz 15 NGINX Ingress controller -
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IRIFRE: BR=IE (16F) BREEAR 58137 #2163




‘:H —_— Prometheus %#=IRSS

© % grafana-pz07b7uh.grafana.tenc

middleware it Handling Pe

promasbaodej

Roquest Latency Parcentles Upstream Response Latoncy Percentiles

Request Rate by Method and Path 4 Median Upsiream Response Time by Methad and Path

athod and Path vam Responsa Time by Mathod snd Path

IRIFRE: BR=IE (16F) BREEAR 55138 216



@ H%‘fﬂﬁ Prometheus $5iEHES

TKE GPU Exporter 1#EA

RIEEFATE: 2025-06—-09 18:16:52

IRMEIDR

7R TKE GPU FREEDEESXFRERRSHITSE, LMETHE GPU IRBETISTEE, HIE GPU ZFEMIE. Prometheus YRS 121
EHTF Exporter A RRIEIEEREEN GPU TS, FHEETHHEEIAN Grafana iiEXE ., AXAENBWNWER Prometheus 5iZRS S
TKE GPU Exporter LARSEH TKE GPU Exporter S5ZEANFIRME.

ARFRM
Prometheus SEfIEREINEEXFIEIER TKE £8f, SB2E EMEERS .
BESR

1. 5% Prometheus £HI& .

2. TELBI5IZFRR, #EEIRAY Prometheus 6,

3. HAEELEBR, EIFEIERE > SR

4. EEPEEIFETE TKE GPU Exporter; BISEH—AMRKEN, ERERMESEMRSTR, EGEERN GPU FIERNEE, RARREEHR
=

TKE GPU Exporter (gpu-exporter) ¢

=z2E 1o Dashboard e Bk

() SEFW 0 2ERIPREN: 137

TKE GPU Exporter Z3#iREANHE

= - ZHERE—

=B IR v
DCGM & iRRH

CPU (D 0.5
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EEiRE
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SEMEM, HEENT:
g Ui gfff\EﬁﬂE—'Eo
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23 EENF ISR GPU FRTEAYEEEY.
CPU DCGM Exporter T{ER#HI CPU [RHI, LA CPU Z0# 5, HHFE Kubernetes BRIRFEIHEN, BASZIFH0NER
LI
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Z Eﬁ \_L:HE Prometheus %51=0RS

INEEREESY, 5I3N0.5%3R0.51 CPU &1
EiE, BHEMEmM, FEN500m*FRR500=#% (FRF0.5#%10 ) -

DCGM Exporter TEGREZRIAFIRG], LAFBHEE, BFS Kubernetes BFIRFIEIN, BAFZISHEININT:
4hEEHy, 1aN11048576% 710485765,

Memory EREMHESIEM, 5P, T, G. M. k, BI#IM00kER100,0005% .
BRI, TIPI. Ti. Giv Mis Ki, SII1256MisERe268,435,4565%
BEEE
ARG
Prometheus SEfIE48E Grafana £,
RMET TR

ER Prometheus SiERESEHEG , EEXR Prometheus SEf#AEERNE,
1. EIREUERE > ERRG, HAERTBORTE, $#3 TKE GPU Exporter &5, %1% Dashboard > Dashboard 2{E > Z3&/HE
Dashboard, BHEZEFAR, REWRAY Grafana Dashboard,

2. BFEECEN, ECEMFIRPET Grafana BEiFEITH#A GPU iz KSRk, EFEHIEXAIEIENE, NTEMRR:
GPU Cluster: MISEHIEEES GPU BRRE, HAMMB =18, GPU ERZE. GPU B%F. GPU WEFHERZESE,

GPU Node Details

GPU Node: TRitHISEESE GPU BTRIRE, BIMNT=REHRE. GPU RER. AFERE. BESHEERS.
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88 GPU / GPUNode 1
da Prometheus

~ Overview
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GPU Utilization
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GPU Pod: [ pod BI#EEEE GPU H5UAR, FIENER GPU =k pod CPU RTFFIFER.

GPU HFERZESE,
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88 GPU /GPUPod 1

Prometheus s NodePool Al v
~ Pods Metrics
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TKE GPU Exporter (gpu-exporter) b4

wE IEtT Dashboard &K E5%Ea

O UREAEEERNANAE, FE SEEE UNH, FREEER v O foClRsERERERAEL.

v HERR (EiE)
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HESH EIEAN PromQL 12{E

TKE GPU Exporter H 7 F FEEEAN WEANEE . iE

High GPU Utilization
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High GPU Temperature
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Memcached Exporter #A
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EEV/ B \F T #i(Read / Written bytes)
Y o W

19:40 19:50

read 84.9 KiB 46.0 KiB

— written 72.7KiB 25.7 KiB

Get #] Set BLFTEEHDLL(Get & Set ratio)

100.00%
75.00%
50.00%
25.00%

0%

IRIRERE: BR=ITE (1bF) BRSEAE

Get@ L@ (Hit rate)

19:10 19:20 19:30 19:40

Get@ < @e/RAHE(Hit & Miss ratio)

@ (hit) SR (miss)

L HETFTEE (Items in cache)

20:00
42.4KiB 5.3065 MiB

14.1 KiB 2.9559 MiB

7853/ [EULER (Evicts & Reclaims rate)

19:10 19:20 19:30

2oy — BB(evicts) — B (reclaims)

TBERENR B B (Evicts (total))

LRI E K (Connections)

(@< 74 %K) Commands

19:50

max

23.00

Prometheus %#=IRSS

20:00

G ER B B (Reclaims (to...

20:00
avg current

5.84 4.00

cas
decr
delete
flush
incr

touch
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O BHS

Apache Exporter EA

RIEEFATE: 2024-12-09 18:42:52

IRMEIDR

Prometheus %#=IRSS

Apache Exporter 2—fRFKEIATF Apache HTTP BRS3E8IEIRIIT R, Exporter LiREIZIOMENR, AFRERENEEXREBRETR. Bz
WNEE Prometheus 12t T Apache Exporter E£RSFF4EEIERY Grafana $iEXE,

© RA8:

JFTIRIE Exporter BEISRESURE, TEMIR Apache [RZEHF SIS HXRB.

BABGH

BR—: —RREES)

RMELR

1. 5 Prometheus %ERSEHE
2. 7ELfIBIERA, EIFEXI A Prometheus 3,
3. NGB, EIREUERE > S/l

4. EEMPOEER Apache, HEIFREEHSBE—IREED.

5. EHEEOMNRERE, HSERRESR. k. BESER, HREFET.

Apache (apache-exporter)

=+r3
£

@ 7R [zv_test1] FARIPEHEHR: 196

EAT | R

Apache JEtRREE

Apache HTTP B

g + 70

s AR O:

HCEE A8

2%
=4

Dashboard [Sk<77

ZEERIERY 2

N

CPU-0.25% WIf7-0.5GiB

A8

e=zm: 0.017¢//M T =

ERBMR, wRIBUT:
SmESE—1t,

IRIRERE: BR=ITE (1bF) BRSEAE

- (URERZHERIE N FEEE, RN ©
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https://console.cloud.tencent.com/monitor/prometheus
https://httpd.apache.org/docs/2.4/mod/mod_status.html

Prometheus %#=IRSS

EHREFEFSTEMEN: a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

biichild Apache HTTP BRSShYEZE L,

B2 Apache HTTP [RSHIBRSIKEIEER, BIAJN /server-status
BArR& Apache HTTP BRSRIBRETR,

ol ) Apache HTTP IRSZHIZE

IREE SHRIBRFIMBAENX Label,

B BENRE

© 8:
HNTHEREEER Exporter, HEERBNE 553 RE—SHE,

AR

1£ Prometheus ISRt RIABMEZE (VPC) T, CIRBEBN=ERRS Kubernetes 58, HAKEEIRE 2=,

£ Prometheus HiEIESEHE > EIEIIREY Prometheus L6l > BUERE > ERBRIRB PR EII A BERTRRIRERHRE. TSNE

5| EEAEEE
BESE
$B—: Apache [EEFRE mod_status ik

© i%B8:
BRRSEXRETSN BERS B,

&7 Apache Exporter 2i&id Apache B mod_status &R EFITIEE, FRLAFERFR Apache IRSZITH T mod_status &, BFESEHN

T:
1. BF ARRSEHNE .
2. EEEMisEpzrheah e B, AW SS Apache IRSIFRTESEEE, MR, HEAWSS Apache RS-

3. &RiRIN Apache BR$3#8% ConfigMap, ER2S3 Apache BRSS, SEEBSR TR httpd.conf. mime.types. extra/httpd—info.conf
E£HtEEEiH#{TER, 8l ConfigMap, SEEERHRNEZ ConfigMap 1, ConfigMap t8X2Ei551M ConfigMap EZ,
4. 1£ httpd.conf $¥§iX—1T LoadModule status_module modules/mod_status.so i¥#&xig ( BIXEREIEAI# ) . BIRSBEZE extra 18

XEcE, W httpd.conf MRFHERNEEE, HiZAEEAXEEER. TN TEMRR:

KRR (M)
_ | W - L
dev

apache-config-dev (ConfigMap)

ZEE O EEE

#LoadMod

[_heartbeat.so

UTe heart
#LoadModule heartr

le modules/mod_heartmonitor.so

httpd.conf

mime.types

BERSIBR(-, "_ )

CIIEELEN

Fanigm XHESA

# oadModule d mod_dav.so
Module aut e modules/mod_autoindex.so
#LoadModule a lle modules/mod_asis.so

#LoadModule in le _info.so
# oadModule suexec module ue:

# This file maps Internet media types to unique file extension(s).
Althaiinh rraatad far httnd thic fila ic icad v many enftwara cvetame

5. {8 httpd-info.conf AU SEERMN, HEFF ExtendedStatus, BEFRFE extra 1HXEE, WE httpd.conf FIEHNEIR], REIANTTEFRT

.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/tke2/overview
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https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/32189#1.-.E5.A1.AB.E5.86.99.E9.9B.86.E7.BE.A4.E4.BF.A1.E6.81.AF
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525
https://cloud.tencent.com/document/product/457

O BHS

BAER
fEthis R (7 M)
L} [ L}
£ R dev
pache-extra-config-dev (Confi
= X0

httpd-info.conf

# Allow server status reports generated by mod_status,

# with the URL of http://servername/server-status

# Change the ".example.com" to match your domain to enable.

<Location /server-status>
SetHandler server-status
Order deny,allow
Deny from nothing

= Allow from all

</Location>

#

# ExtendedStatus controls whether Apache will generate "full" status

#information (ExtendedStatus On) or just basic information (ExtendedStatus

# Off) when the "server-status" handler is called. The default is Off.

ExtendedStatus On

Prometheus %#=IRSS

Z

6. I8IEmod_statustEREEFFIEI, HIEIRSE /server—status BXiEQ, SIEEIREIEIEEIFMEIN. =HINTERR:

Il "I EnE HENR
H Eu
ServerVersion: Apache/2.4.53
ServerMPM: event
Server Built: May 24 2022 19

| N _ EE i# curl B EmP/server-status?auto

(Unix) OpenSSL/1.1.10

122:43

CurrentTime: Friday, 29-Mar-2024 03:27:56
RestartTime: Thursday, 28-Mar-2024 07:16:19

ParentServerConfigGeneration
ParentServerMPMGeneration: 0
ServerUptimeSeconds: 72696

i1

ServerUptime: 20 hours 11 minutes 36 seconds

Loadl: 6.14

Load5: 3.92

Load15: 3.31

Total Accesses: 4891
Total kBytes: 7363

$|—: Exporter %8

1. BR SHRESENE.

2. EEMFRPIERPERESE.

3. PEEERINERHLITDSIEREESS ID/SR, HAZEHNEERE.
4. iFLTF &BZ Apache Exporter > I8iF $B5ER Exporter 2E,

$|=: &= Apache Exporter

1. EEMZEEFIIERGS > Deployment, i# A\ Deployment &TiH,

2. TREALASE YAML SIBSER,
B3E Exporter, BERFIIT:

apiVersion: apps/vl
kind: Deployment
metadata:

labels:

k8s-app: apache-exporter

replicas: 1

IRIRERE: BR=ITE (1bF) BRSEAE

B YAML BE, SEMMAGRESERETIRERS, AILIETS

# RIBASSRE R AIIMAIZTR, BIINE Apach
name: apache-exporter # IRIBAWSHEEZREMITNAIZIR, WML Apach
namespace: apache-demo RIB S BRI NAYFEZIE

spec:

SEHIRIER

SLHIRER

23

HIGRIGINEE, ST YAML B9550

==

149 #2161
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O BHS

selector:

matchLabels:

k8s-app: apache-exporter

template:
metadata:

labels:

k8s-app: apache-exporter

spec:

containers:
- args:
- ——web.listen-address=:9117

- —-—-scrape_uri=http://192.1.1.2:8080/server-status?auto

image: ccr.ccs.tencentyun.com/rig-agent/common-image:apache-exporter-vl1.0.7

name: apache-exporter

ports:

- containerPort: 9117

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

PP : I

1. 7£ Deployment s LR EEIZR Deployment, #A Deployment EE&mE,
2. BEAERE, FLIEESZ Exporter BINEMHREXRASITMLE, NTEFR:

FTHLE
PodiEH@® apache-exporter-596...
HfthisE IR 1005517

[@ F-=k R

v | apache-exporter v Q

YEBMRTAK, TR

7.095Z
14

e = ] d4
t5=2024-03-29T08:04:07.095Z

t5=2024-03-29T08:04:07.095Z
t5=2024-03-29T08:
t5=2024-03-29T08:
t5=2024-03-29T08:

KEBEHMBTHRISIER

caller=apache_exporter.go:65 level=info msg='

0e2bb573956b1c4 5

caller=apache_exporter.go:66 level=info msg="Build context

caller=apache_exporter.go:67 level=info msg="(
caller=apache_exporter.go:71 level=info msg='
caller=tls_config.go:313 level=info msg="Li
caller=tls_config.go:316 level=info msg='

3. i Pod EERZH#HA Pod WA,

4. EAEMNMRER FTRERESER, BAER Pod, E&STEOPRITIAT curl <SR Exporter £EERMBIE, FILAIEESEIRIRAY Apache #8§
#Ro MNARBIREESEINBAENE, BREERBREEIER, BFNT:

localhost:9117/metrics

Prometheus 2RSS

PITERINTEFRSR:

IRIRERE: BR=ITE (1bF) BRSEAE
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Prometheus %#=IRSS

# HELP apache_accesses_total Current total apache accesses (x)

# TYPE apache_accesses_total counter

apache_accesses_total 6031

# HELP apache_connections Apache connection statuses

# TYPE apache_connections gauge

apache_connections{state="closing"} 1

apache_connections{state="keepalive"} @

apache_connections{state="total"} 1

apache_connections{state="writing"} @

# HELP apache_cpu_time_ms_total Apache CPU time

# TYPE apache_cpu_time_ms_total counter

apache_cpu_time_ms_total{type="system"} 3670

apache_cpu_time_ms_total{type="user"} 4019.9999999999995

# HELP apache_cpuload The current percentage CPU used by each worker and in total by all workers combined (x)
# TYPE apache_cpuload gauge

apache_cpuload 0.00858278

# HELP apache_duration_ms_total Total duration of all registered requests in ms

# TYPE apache_duration_ms_total counter

apache_duration_ms_total 8188

# HELP apache_exporter_build_info A metric with a constant 'l' value labeled by version, revision, branch, goversion from which apache_exporter was built, and the goos and goarch for the build.
# TYPE apache_exporter_build_info gauge
apache_exporter_build_info{branch="master",goarch="amd64",goos=""1linux",goversion="gol1.21.6", revision="a02575d31aba@ddad410e2bb573956b1c4b@16b5" , tags="netgo",version="1.0.7"} 1
# HELP apache_generation Apache restart generation

# TYPE apache_generation gauge

apache_generation{type="config"} 1

apache_generation{type="mpm"} @

# HELP apache_info Apache version information

# TYPE apache_info gauge

apache_info{mpm="event", version="Apache/2.4.53 (Unix) OpenSSL/1.1.10"} 1

1. BEF Bifl=aWilES Prometheus 15§15 , #EEXIR Prometheus EFIi#NEETH,
2. BREUERE > ERBEERS, EIRCRXIXVEE, EUHIERERE > EAREIIEE > YAML RERFINRERS.
3. EEIRSAEMFM rodvonitors RENX Prometheus iMEUESS, YAML BEERHIEIT

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: apache—exporter

namespace: cm-prometheus

spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelLabels:
— instance
regex: (.%*)
targetLabel: instance
replacement: 'crs—-xxxxxx'
namespaceSelector:
matchNames:
- apache-demo
selector:
matchLabels:

k8s-app: apache-exporter

EEkE
AR

Prometheus SZHIE48E Grafana £l

IRIFRE: BR=IE (16F) BREEAR 5151 216



https://console.cloud.tencent.com/monitor/prometheus

O BT

RMET R

1. F Prometheus =§l&

KEUSIEERE, MTEFSR:

= Home > Dashboards > apache > Apache ¥ o8
e | prom-45prepj3

R | apache-server v

Uptime Apache Up / Down
)
18.2 hour 380

Current total kbytes sent

vmnl }H‘ ‘
I

09:00

1028
M
‘H H‘
it

‘\
\‘ ‘\
Il

H"\‘ H( l

Apache scoreboard statuses

500

RESE

BN Prometheus BERSSIFEE

, IR Prometheus SE#NSIERE
2. BEREERE > FRPC, HAERPORA, #%F Apache iR,

Current total apache accesses

00850

“ '\ l oom00
\
‘ \

I ll

H“ M ”‘ I | I U 00700
i U\ | ‘\H :
w i

=
It

” ”“ M\‘

R

98258 101758 100958 101758

BoE, WiRIELSSSERRRIERRIARINEE

Bi®R: Apache Exporter R&ESEiKA

2RKESY

B
telemetry.endpoint
scrape_uri
host_override
[no-Jinsecure
custom_headers
[no-]web.systemd—-socket
web.listen—address
web.config.file
log.level

log.format

version

IRIRERE: BR=ITE (1bF) BRSEAE

s

IBIn RIS,

REg. HIFIESN MEEEREN

KN /metrics o

Prometheus %#=IRSS

007 007 007 007

0.00
0.00

0.00

0.00

99.00

0.00

0.00 0.00
30000 30000 300.00

000 000 000

REIIRAY Grafana Dashboard BIAIFE Apache 52 KE, EELHIE

apache IRSZAERME url, BN http://localhost/server-status/?auto o

B= HTTP iRk, SFHFRRLEES.

SNSR{EA https,

N BB AR S5 RREF o

BB EXiRLRIE Exporter,

{#MH systemd EiE=M0R

BEOFeNE, BRIA: 9117,

EeEXHRIERE, TLABH TLS S(SHEISIE (£

BE&KS, EA info,

BEEEREEERN, BUEEE: [logfmt, json], Bk logfmt,

FTEDRRANMER

BABIROLENT

28 (¥R Linux) o

i*ﬁ) °
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https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H% "L:HE Prometheus $5iEHES

Ceph Exporter A

IRMEIDR

Ceph Exporter 2—1HF Prometheus BERZHEN, ATWENRE Ceph SN FMRERNIMREEIR. SAIFAREN Ceph SERYERER
WiR. HEHERIIRSER, BSERRINANIIRIHTEMAGEZENK. BAZRAIWUTES Prometheus 1275 Ceph Exporter &K
FFEBIFAY Grafana M5l K&,

Ceph Luminous 12.2.1 ZRIRIRAFTE(ERZ Exporter SitiiElR; Ceph Luminous 12.2.1 i mgr FE%7T Prometheus &, RIET
Prometheus ceph exporter, TILAEA Ceph mgr &R exporter {E/3 Prometheus BIREB#R, #if Ceph Luminous 12.2.1 R2ZiEHY
IRA BRI EREHERS T

AL Mgr RESH
Al

Ceph RAFEF Luminous 12.2.1,
IEA Ceph B9 Prometheus &t
BEERACEFR:

ceph mgr module

EmH5IRPES "prometheus” MiHBEHFRE prometheus &, EFRFEEVNEEARZIES .
FE prometheus #&f:

ceph mgr module en

ceph mgr module

HWHFIRPES "prometheus”, HBPEFFRE prometheus i, AEZESR mgr pod IEIFREVSR:

.0.0.1:9283/metrics ## BKINJ9283ixA, FRIISSEERRiROAHITIEIEE

BRI EEIRIENRYEIRER

[root@roo': ~ . 2phl# curl 127.0.0.1:9283/metrics

# HELP ceph_health_status Cluster health status
# TYPE ceph_health_status untyped
ceph_health_status 1.0

# HELP ceph_mon_quorum_status Monitors in quorum
# TYPE ceph_mon_quorum_status gauge
ceph_mon_quorum_status{ceph_daemon="mon.a"} 1.8
ceph_mon_quorum_status{ceph_daemon="mon.b"} 1.0
ceph_mon_quorum_status{ceph_daemon="mon.c"} 1.0
# HELP ceph_fs_metadata FS Metadata

# TYPE ceph_fs_metadata untyped

# HELP ceph_mds_metadata MDS Metadata

# TYPE ceph_mds_metadata untyped

# HELP ceph_mon_metadata MON Metadata

# TYPE ceph_mon_metadata untyped

ceph_mon_metadata{ceph_daemon="mon.a", hostname="172. ™,public_addr="172.7~ °~ 2" ="0", ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d80034d) quincy (stable)"} 1.0
ceph_mon_metadata{ceph_daemon="mon.b", hostname="172. ,public_addr="172.. M B, rank=" ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d88034d) quincy (stable)"} 1.0
ceph_mon_metadata{ceph_daemon="mon.c", hostname="172. ",public_addr="172. ™, rank="2",ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d80034d) quincy (stable)"} 1.0

IRIFRE: BR=IE (16F) BREEAR £153 216



> Hﬁ \,EHE Prometheus #20RS

IBinRE

1. &R Prometheus &SERSZBIEFS -
2. ELfIBIERA, #EIFEI A Prometheus 34,
3. NGBS, EIFEUERE > SR

4. FEERPUKEIF AEIMIES, MSBE—AMREEN, ARENEESEIRRESHIMILEER, HALEFIE,

$MBEYESS (raw-job)

X
BE =551

®

BEXREES

RESHIE

DUt =R

s sEEE ©: cPU-025 mE-0ses mEmm: 0.015T//NET =

5. EEMPUKEIFPE ceph, BI2EE—/ &N, i%F Dashboard > RIE/AL.

(URERZERE R TR, it255E ©»

IRIFRE: BR=IE (16F) BREEAR 55154 216


https://console.cloud.tencent.com/monitor/prometheus

Z Eﬁ \_L:HE Prometheus %51=0RS

Ceph (ceph-exporter)

= Dashboard =157

Dashboard I£{E

Z4E/FH4% Dashboard #0%; Dashboard

u
i
J
&

0

Dashboard $SRFRE

15 &% dashboard [

EANST: FHR Exporter SiH
BF—: —RRE(EE)
RESR

1. EF Prometheus HIZRSBIEHE .

2. TEEBIFIER D, EFENRAY Prometheus 3£,

3. HNEFIEER, EEEERE > Ehhd,

4. EEMFIMER Ceph, BISBH—NLZEEN, ERERNEESEIFRESHISFER, HpEEF,

IRIFRE: BR=IE (16F) BREEAR 85155 #2167


https://console.cloud.tencent.com/monitor/prometheus

@ H% "L:HE Prometheus %#zRS3

Ceph (ceph-exporter)

= Dashboard B2

(0]

SRR

Ceph fEITREE

BRI BN/ N 1

5

Ceph ZZffl

............. [ IR

+&m

st EmEE O cPu-osriroscis  EE#E: 0.015T// M\ = WRESSERER TR, 2 o
EcEiRAE
2% L]

RSB, HRABUT:
B BREAE—,
SREEFETEMHEN: "[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

:: 1o Ceph IR &R,

oA LR PE3IRAIEAA .

£EB Ceph BIEEEFETR,

e [EIRRINAEY Label,

ceph BEE& &% Ceph FERY ceph.conf BB X4

BT BENTE

© iBa:
AT HELRFEEE Exporter, EEERBNE 55EES RE—S1E,

BB
£ Prometheus ZFIRIRERIABME (VPC) F, CIEBN=EEIRS Kubernetes 528, HAEEOIZE $32%iE .
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https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/32189#1.-.E5.A1.AB.E5.86.99.E9.9B.86.E7.BE.A4.E4.BF.A1.E6.81.AF
https://cloud.tencent.com/document/product/1141/41803

® H%‘fﬂﬁ Prometheus ${%iRSS

o #& Prometheus HZRSEFE > EERRAY Prometheus 3 > BiERE > SERERIRS PRI AR ERH T RRETHRME, TSNHE
5| XEXEEE .

REPT
$J—: Exporter 35

1. 85 ABRRSEFHE -

2. EEMEPEhREER.

3. BEFEERINERHIDEIENER ID/EWR, EANZEHNSERE.

4. MATUAT SiZEEREIE Secret > #0E Ceph Exporter > 8iE $B5Em Exporter ZE,

$HER_: QERERENA Secret

1. EEMZEhi%E TERE > Deployment, i#A Deployment &,
2. Baseb64mBEMIBITS ceph.conf,

ceph.conf:
[global]
mon_host = 172.18.0.2:6789,172.18.0.3:6789,172.18.0.4:6789

keyring:
[client.admin]

key = AJKs8dsdfJkEEHxASDanasiKasfdJLYES5G3UAw==

Baseb644wi3fE:

ceph.conf:
W2dsb2JhbFO0KbWouX2hvc3QgPSAxXNz IuMTguMC4yOjY30DksMTcyLjE4LjAuMz02Nzg5LDE3M14x0C4wLjQ6Njc40Qo=
keyring:

W2NsaWVudC5hZGlpbl0Ka2V5ID0gQUpLczhkc2RmSmt FRUh4QVNEYW5hc21LYXNmMZEpMWUU1RzZNVQXc9PQo=

3. #REA LARE YAML SI@ER, ¢ YAML BEE:

apiVersion: vl
kind: Secret
metadata:
name: ceph-secret-test
namespace: ceph-demo
type: Opaque
data:

ceph.client.user.keyring:

W2NsaWvudC5hZGlpbl0Ka2V5ID0gQUpLeczhkc2RmSmtFRUh4QVNEYW5hc2 1LYXNmMZEpMWUUL1RzZNVQXc9PQo=

ceph.conf:

W2dsb2JhbF0KbWOuX2hve3QgP SAxNz TuMTguMC4y03Y30DksMTcyLjE4LjAUMZ02Nzg5LDE3M1 4x0C4wL Q6N jc40Q0=

$;®=: IE Ceph Exporter

#£ Deployment SIERH, EENNAOGEZERBTHERS, AILIBETEFHENAGINEIE. T YAML B EE Exporter, FRE&EZRAIEN
T:
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Prometheus 2RSS

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s-app: ceph-exporter
name: ceph-exporter
namespace: ceph-demo
spec:
replicas: 1
selector:
matchLabels:
k8s—app: ceph-exporter
template:
metadata:
labels:
k8s—app: ceph-exporter
spec:
containers:
- env:
— name: CEPH_CLUSTER
value: ceph
name: CEPH_USER
value: admin
name: TELEMETRY_ADDR
value: :8080
image: ccr.ccs.tencentyun.com/rig-agent/common-image:ceph-exporter-v4.2.3
imagePullPolicy: IfNotPresent
name: ceph-exporter
ports:
- containerPort: 808
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /etc/ceph
name: conf
readOnly:
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds:
volumes:
— name: conf
secret:
defaultMode: 420

secretName: ceph-secret-test

ST: B

1. 7£ Deployment W E LR S EEIER Deployment, #A Deployment EERE,

IRIFRE: BRzITE (165 ) BRSEAS 55158 216




@ H% "L:HE Prometheus %#zRS3

2. BEEFRE, AUEEET Exporter BEMH BB MAYHIDMIE, NTFEMR:

Pod &R BT sE =t BE g YAML

ST
@ ceph-exporter-helm-... v exporter v C)

itk 10052447 v
D s=seREnss
HEBERTA, TETERRL AR DR TS TRETEER

2024-06-17T03:05:37Z" level=info msg="exporting cluster" cluster=rook-ceph
2024-06-17T03:05:37Z" level=info msg="starting ceph_exporter listener" endpoint="

3. g Pod EERE#HA Pod R,

4. EEMNMRER FTREREER, BAER Pod, E&SITEOPHITIT curl <SR Exporter £EERMBIE, FILAIEESEIRIRAY Ceph 18
Ro MARBIREESEI AR, HREMWEPEI ceph.conf BEEREIER, BFNT:

localhost:8080/metrics

PITERINTEFRS:

# HELP ceph_down_pgs No. of PGs in the cluster in down state

# TYPE ceph_down_pgs gauge

ceph_down_pgs{cluster="rook-ceph"} 0

# HELP ceph_features Counts of current client features, parsed from "ceph features®

# TYPE ceph_features gauge

ceph_features{cluste rook-ceph",daemon="client", features="0x3f@1cfbf7ffdffff", release="1luminous"} 6
ceph_features{cluster="rook-ceph",daemon="mgr", features="0x3f01cfbf7ffdffff", release="1luminous"} 2
ceph_features{cluster="rook-ceph",daemon="mon", features="0x3f01cfbf7ffdffff", release="1luminous"} 3

# HELP ceph_forced_backfill_pgs No. of PGs in the cluster with forced_backfill state

# TYPE ceph_forced_backfill_pgs gauge

ceph_forced_backfill_pgs{cluster="rook-ceph"} @

# HELP ceph_forced_recovery_pgs No. of PGs in the cluster with forced_recovery state

# TYPE ceph_forced_recovery_pgs gauge

ceph_forced_recovery_pgs{cluster="rook-ceph"} @

# HELP ceph_health_status Health status of Cluster, can vary only between 3 states (err:2, warn:1, ok:0)
# TYPE ceph_health_status gauge

ceph_health_status{cluster="rook-ceph"} 1

# HELP ceph_health_status_interp Health status of Cluster, can vary only between 4 states (err:3, critical warn:2, soft_warn:1, ok:0)
# TYPE ceph_health_status_interp gauge

ceph_health_status_interp{cluster="rook-ceph"} 1

# HELP ceph_incomplete_pgs No. of PGs in the cluster in incomplete state

# TYPE ceph_incomplete_pgs gauge

ceph_incomplete_pgs{cluster="rook-ceph"} @

$HA: HINREES

1. BF Bifl=aWilES Prometheus 2§15, EEXIR Prometheus EFiE#NEETH,
2. BREUERE > SERAEERS, SRR XKIVEE, ECOHIERERE > MEARENIEE > YAML RERFINRERE.
3. BIIRSB AR PodMonitors FEX Prometheus MEYESS, YAML BEERFIUNTF:

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor

metadata:

name: ceph-exporter # HEHE—PMHE—FR

IRIFRE: BR=IE (16F) BREEAR 5159 #2167
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O BAT

namespace: cm-prometheus

spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel: instance
replacement: 'c
action: replace
sourcelabels:
- instance

regex: (.%*)

targetLabel:

replacement: '1.x
namespaceSelector:
matchNames:
— ceph-demo
selector:
matchLabels:

k8s-app: ceph-exporter

EELE

BB

Prometheus SfIE248%E Grafana s,
MEP R

1. EF Bifl=aWilES Prometheus 1E§& , EEXIR Prometheus ZH#NEERHE,

Prometheus 2RSS

2. (LI BAERTE, KESER Grafana ik, ITAHER, ABE ceph X4FEHHEl Ceph — Cluster MR, EELHIEXIEIEEIE,

WNTERRR:

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/monitor/prometheus

Prometheus %#=IRSS

88 ceph / Ceph-Cluster ¢ <« @ Last5minutes v Q

datasource  prom-ws mei v instance Wi eb.21:8080 v Interval  1m v

~ New row

Monitors In Quorum Cluster Capacity Used Capacity Available Capacity

N/A 0, 0, \

~ New row

0SDs IN 0SDs OUT 0SDs UP 0SDs DOWN Agerage PGs per 0SD Agerage OSD Apply Latency Agerage 0SD Commit Latency Average Monitor Latency

0 0 N/A 0

~ CLUSTER
Capacity Throughput
18/
750 mB/s
500 mB/s

250 mB/s

08/s

= Available 0B/s 08/s
Used
0B/s 0B/s

~ New row

Objects in the Cluster

3. mgr RESIERAIAEMT = ERFES:

& ceph

Ceph - Cluster

P Readonly #3BFE ceph digitalocean  cluster
O ceph
Native Ceph - OSD (Single)

Readonly |¥iEEE ceph native osd
03 ceph

Native Ceph - Pools

Readonly ~¥EEE ceph native pools
[ ceph

Native Ceph Cluster

Readonly ¥iEEE ceph native | cluster
O ceph

4. Native Ceph Cluster EiRER:

B8 ceph / Native Ceph Cluster t¥ < & O Last1hour

Node Memory Usage Node CPU Usage
8GiB
46i8
2GiB

1GiB
512 MiB

256 MiB No data

128 MiB
10:20 1030 10:50 11:00 11:05 11:10 1115
Mean Max Min
1728 805MIB 821 MiB 799 MiB
1720 412MiB 430 MIB 394 MiB
172 1.33GiB 1.35Gi8 1.326i8

Node Out Node In

Mean Mean
1.60MB

1724 B o8 304 kB

1721 0B DD X 639kB

72g 08 1.20MB 312k8

172 08 77.0kB
1M8

172 08 629kB

1720 B o8 800KkB | 303kB

1720 08 600kB | 1 .- v 60.4kB

1729 08 (T ‘ ‘ ‘ | “ e 63.1kB
1727 0B I L ‘\ | lu 203 kB
200kB y " v Al el I bt o ANl Rad L
Mool o onalll sl A X el A

172. 0B Y 62.0kB

0B 08B
1020 10:25 1030 10:35 1040 1045 10:50 10:55 11:00 1105 11:10 1115 : 1050 11:00

Free Space in root filesystem

EESE

SRz Prometheus ERSZIFEERE, AIREVSIIFIBERERNSERE. #55

IRIFRE: BR=IE (16F) BREEAR 58161 #2216
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Prometheus 2RSS

O BAT

f#F: Ceph Exporter HiEZFBIiE

8 I\
TELEMETRY_ADDR

TELEMETRY_PATH

EXPORTER_CONFIG

RGW_MODE

CEPH_CLUSTER
CEPH_CONFIG
CEPH_USER

CEPH_RADOS_OP_TIMEOUT

fEiR
Eﬁg?sﬁiﬂﬂﬂ ) i!i*iA *:9128,

ZEEIEIRIEE, BUA /Imetrics.

exporter EC&EI&E, BN /etc/ceph/exporter.yml , fFEZECER, CEPH_CLUSTER.

CEPH_CONFIG. CEPH_USER H{EE2#1§EHPIR

BN RGW &gt &R, BUENT:
o 0: EM (BME)

o 1: BH
o 2: F&

Ceph £83#R, BA ceph,
ceph.conf BeEfi&, BAIA /etc/ceph/ceph.conf o
Ceph EZERBRPE, A admin,

Ceph osd 5 mon #{EERTEHM, FAIA30s.

LOG_LEVEL BEZEER, BYEBE: [trace, debug, info, warn, error, fatal, panic], EtiA info,
TLS_CERT_FILE_PATH tls IEIE IR
TLS_KEY_FILE_PATH tls IEIESCIHEER

IRIFRE: BR=ItE (It ) BRSEATF
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@ H%‘fﬂﬁ Prometheus $5iEHES

Hith Exporter &N

IEEFATE: 2024-10-2119:29:32

IRMEIDR

Prometheus %iziRS BRI S AR T EBAEMMBENERFN, DIRFHEEIBIKEXR, BFFESEE Prometheus, FILAEBRIIZERTRE
{ttB9 Exporter.

RMEBH

MNREFHERNEMBLHE S EIRMENNERS N, AUSTMTAN#TER, NREENSEXREFRHEEBEMNEESER.
FiE#t X Exporter 7z

MySQL BIERB

IRIRERE: BR=ITE (1bF) BRSEAE 5163 216


https://prometheus.io/docs/instrumenting/exporters/
https://cloud.tencent.com/document/product/248/87393

@ H%‘fﬂﬁ Prometheus $5iEHES

RS

RIEEFATE: 2024-11-08 11:01:22

IRMEIDR
B RN IRS A, SIOUERSOREER, BIEINERSOREAR, RIENSE, FI2FESM SLA,
MES TR

1. EF BA=TWIES .

2. EEMEEEHRSETE Prometheus 152,

3. EEfIFIERD, EFEIRAY Prometheus 6,

4, BNTHIEER, PEEIRRE > KRR,

5. fESERPOEIZEEKIE , BREleEE— M REED.

GEREHE (bl 0

=& Dashboard EEERL

QO LEFH e ST SoTe

TELTL | REE | TERE B

RUEE @ - as
=irEEn QO
EFEERERRIE @
http-Headers (@) + RN
0] + En
Exporter B2 &
—— 155 M

et EERE (: CPU-0.25i% WF-0.5GiB THERE &

W | RN SRR TR R, B o,
-3 L)L
S¥ Ll
E=4 BMRUNESETEE—IHE—BR, Wh Grafana MKiEXFEHPRIRTSE
EN7E0 BaisZiFmTILMRNS
http_get

IRIRERE: BR=ITE (1bF) BRSEAE 55164 216


https://console.cloud.tencent.com/monitor

%) i:ik=

http_post
tcp

ssh

ping

B AR MBRSS RS it iik

rE EBIMEEISEE R, £85hiRMNE Prometheus B9 Label

BEE
R
Prometheus SLHIE48E Grafana £,

LR

1. &F Prometheus EZRSEFIS , EIEWN Prometheus SN SRR,

Prometheus %#=IRSS

2. BREERE > FRP0, EEAPOREREIREKE, %% Dashboard #{E > Dashboard RE/AFKZEIIRA Grafana

Dashboard,

3. EIFEECHERE, TeEmIIRPRE Grafana EWFEIEIEE MEAREME RN TSRS

IRS3IGIRIRGEERS, REREER.
ARS5hIa R R IRAYERT

SIRZE HTTPS STLAMESE BT HARYE
PAR SRS RIS

Prometheus v #4  tencent-cloud v #ME  https://cloud.tencent.com/ v

BRFERS
140.00 ms — https:/cloud tencent.com/
120.00 ms
100.00 ms
80.00 ms.

60.00 ms. i A
| ‘ I ‘

wooms INRIA

20.00 ms =1

0s

16:40 16:50 17:00

~ https://cloud.tencent.com/ status

Status HTTP Status Code HTTP Version

HTTP& B EERS
200.0ms 120.00 ms
100.00 ms

80.00 ms

1000ms ||
|

60.00ms
40.00ms

20.00 ms
16:50 17:00 17:10 17:20 17:30

min max avg current

2003ms  130.97ms  47.32ms  2623ms connect — processing — resolve — tls — transfer

IRIRERE: BR=ITE (1bF) BRSEAE

17:20

17:25

17:30

17:35 17:40

40ms
30ms
20ms

10ms

0s ™
16:40

— DNS Lookup

No data

17:45 17:50 17:55 18:00 18:05
SSL Expiry

DNS Lookup FEAT

17:0 17:10 17:30
min ax avg  curent

115ms  3634ms  217ms  1.62ms
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https://console.cloud.tencent.com/monitor/prometheus

Prometheus %#=IRSS

O BHS

— Ik 23

RIEEFATE: 2025-06-09 18:15:42

IRMEIDR

Prometheus I1ZERS —=EIFIERER BN == REMITIEEIE, @ Prometheus IEE#HTHR—FRE . FEFNTRK,

© ikAR:
HiEREER: 19%. BRFSHFENIREDR.
ISEEUERIE : 198, MNRIBIRASIFISHRIE, NSRS HRIE .
ERNSESREGSEFRNFEHE (BIEFRAXF) , FERBFFSENRIAN (a-2za-2_](a-2a-20-9_1* , BUESHED
o
FiFstlE, MRZFROHES ME, TERES/EN.

RMET R

1. &F Prometheus Z#I& .

2. TEEHIFIRP, EFEHHAM A Prometheus S,

3. TEEHI#BIR, EIREIERE > SRR

4. EERPOEERIE, BAEARERE. EXERSR. EEMMPNET=RIE#TT Exporter B2 E.

BEAER mRHAXHY o

B+ BIMERME—

i « e
GIEREE
Bi& (0)
BRNGFREHER Q
28 (63) #UEEMongoDB is(R7ZHR) is(CKVAR)
=5
=HS5H (3) MR ETendis CTSDB(InfluxDBHR) TDSQL MySQLER
P
oI (4) WIEESQL Server MiEREKeeWiDB TDSQL-C MySQLAR
= 13
THURE (13) SEEPostgresaL BEREE /BEAFICKafkakR
SHERAT
SEBBAS (6) — MRS RocketMQ(IBHEH-ENE F45)
WERSE (10) HEFIRAbbIMOlE HBMFIMATTHR NATRIX
ZhRE 2 F ToUnderLineAndLower

BEEE A BIERRER(S):- 3 10 REIDIE-  TIETR-  SABRER-
- HEFA- - BKSREXHE  Metric Relabel BB E:-

WiRIIERES) O * 0
SEHRIFIEIR (min) © 10
2pIDTE © + 35

EnEgE ©

AN O RIERR

minEREn O + 0

S O ToUnderLineAndLower v
wohsEplER © + 0

#ERa © + 3

g @ + R

FUS RS -

fE5FE  CM_QCSLinkedRoleInTMP

Metric Relabel BE © »

IRIRERE: BR=ITE (1bF) BRSEAE
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@ E%"L:HE Prometheus &ZIRSS

2 i5eRA

RS, HENBNT:
21 o BIMEAE—1t.
o SHEEFSTERMEN: '"a-z0-9]([-a—z0-9]1*[a-z0-9]1)?(\.[a—z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

bk WE, ZFERAAEE, IREZFRARSE, WESEShE.
TR GEPERENET M.

By, HRENO, BRRFERKIENER; SREATO, S LIRRRLIEINEN, BT/ RISEIE LIREIE
HEhIENECE MERFE—EMER, ZERSSFIERTRISEL.
RIEVSHEEE: (HRIEE - SIEREER - EERIEEN, HFEE - BiERETR).

BuSH, RIMEF0,. ER—ILEIRFER, EMESEMMNATREOIEE . MREK TR IREHEIEH

FPIRFIEIR SThl, SE— ORI ARSI,

EiH . FIREAREEWS FAABLAIMEIE. REXNKNES, BREMEXNEF MR IE— D, BERESHRHNE

0 1D e SfI D, BERENNEES, ReRERSHEH.

#E, BENERUES, —MrIEEAUNESMEEE, | 98, FRNGEEENRE, B—nEETHSMrEE

SHREITE S - o e R e B
B3, WFSBERSTENTR, MERNEETIA ID S8, ZrSNERSdsRaEs.

SinEREEIR BiE, BFSENERITSEEIRNEEE, ISP EIEMEENIENS.

ERNSITFZRNIASEZBERE THE N BEFE ., SIS minS iRz E:
e ToUnderLineAndLower: BKAZIE.

iR SHRME o ToLower: RT-2¥EMRNEFHE,
o NoOperation: FRFEAHEEE,

BMLBUER A INERSM9SERIER . Project RRRINIAE ID MINEZMRE, REMHEr-msziF.

iEH, BR=FROEEFEENETMER. IRFERALSEN, HWAFTRE, TESZREFERE.

o Ib_public:listener: &#i9E (AN ) —LEIFEEHE,

o Ib_public:target: G#Hi0E (2R ) —IFiHIRSZEERE.

o Ib_public:domain: &g (2R ) —EEANEZHEE .

o lb_private:listener: fagi9#& (IR ) —LEIRESHERE,
BEFE o Ib_private:target: fa#itdiE (AN ) —FikiRSH[HEE,

o Ib_private:domain: fa#i9ig (PR ) —$ER MU SEE

o apigw_cloudnative:node: =FE4% APl MX-PR#EE,

o scf_v2:version: =HRE-IRAFHEE .

o vbc:qosid: =EXRI-EEMTIZE.

» ces:node: Elasticsearch-Tim#E,

e EiH . ALAAEE AR EEIRMBIRRINE MY B E XITE -

FRETES BKSEE &E.

. AKSEE: AENES, BFRIEKSIHE,
EIRSRE . BFKSRE: BENAE, FFRNEFKSIENE.

o BHFIKE uin: BFIKSHEKS D,

Metric Relabel & %8, Prometheus Operator [R4HI metricRelabelings B&. BE&HNS Prometheus iMEEE SR

B metric_relabel_configs #HRE, REBSFEGEHFXFE.
Metric Relabel B2

THEE%MA metricRelabelings 7fl:

IRIFRE: BR=ItE (Ib5R) BRSEAR £167 #2161,


https://cloud.tencent.com/document/product/248/87398#%E6%94%AF%E6%8C%81%E7%9A%84%E4%BA%91%E4%BA%A7%E5%93%81
https://cloud.tencent.com/document/product/248/87398#%E8%B7%A8%E8%B4%A6%E5%8F%B7%E9%87%87%E9%9B%86
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#monitoring.coreos.com/v1.RelabelConfig
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#relabel_config

metricRelabelings:
- action: labeldrop
regex: labelA

regex: ins— (.

replacement: $1
sourceLabels:
— instance_id
targetLabel: id

targetLabel: region

replacement: ap-guangzhou

action: drop
sourcelabels:

- name

regex: metricA|metricB

SRR~
SRR
e
SRS (PIR)

=g

7

GHYE (28)

N

GBS (AR )

GHEBE (R G5EE)

GHEBYE (LEMAEE)

=EERE MongoDB
Z=HIEE MySQL (CDB)

ZHIEE Redis (CKV
bR )

ZHUEE Redis ( BTFIR )

=HURE Tendis

EEXIERERTE
=
xE

E

il

Ho

il

il

Ho

i

Ho

il

il

i

IRIFRE: BR=ItE (It ) BRSEATF

H—ID
cvm
sdn_vm

cbs

Ib_public

Ib_private

tgw_set

tgw_set_|7

cmongo

cdb

redis

redis_mem

tendis

Prometheus 2RSS

#h3EisRE
XS FFSEBILERE ISR

ERIARELHIEEISIE, MNFWIRE. HAMNISSREIRR
SERHEIENR, BREITHANEEADERS . FREEIERS
1#HR, TLAEE monitor_view iRERXDHE:

o SR : instance;

o USIFEEHEE: listener;

o FiRIRSZEEEE: target;

o BEMNIEZHE: domain,

BRIAREELHIMEIBIR, MEMIFESsEZNIS S HERE
%, BRTFNEEARRSE. FREERNISIRSER, FIkL
@i monitor_view iFERR S HE:

o LHIEE: instance;

o USIFEE4EE: listener;

o BinfRSERHEE: target;

o BERMNIEZHEE: domain,

ZrmERHEHA R, BRI, FRMxIS
e =1

ErmERHEHA R, BRI, FRMxIs
(e 4=

S RERNTS SR

55168 216


https://cloud.tencent.com/document/product/248/6843
https://cloud.tencent.com/document/product/248/106135
https://cloud.tencent.com/document/product/248/45411
https://cloud.tencent.com/document/product/248/51898
https://cloud.tencent.com/document/product/248/51899
https://cloud.tencent.com/document/product/248/45104
https://cloud.tencent.com/document/product/248/45147
https://cloud.tencent.com/document/product/248/45110
https://cloud.tencent.com/document/product/248/45110
https://cloud.tencent.com/document/product/248/49729

O BAT

CTSDB (InfluxDB k)

Z=HUEE MariaDB
Z=HIREE PostgreSQL

TDSQL MySQL ki
TDSQL-C MySQL k&

Z=EEEE SQL Server
=EIERE KeeWiDB
FESEHIEE

NAT R

NAT EflisizEa=R
jHEPRASI Ckafka AR

JHEPBAFI Pulsar iR
EEBA% RocketMQ kR

iHERASI RabbitMQ hix
HEBF MQTT kR
AR IP

VPN R

VPN i&i&

PSR

IhERE-EURAKRE
IhERE-TAEER
CDN (EmiE=)
CDN (E/M#ES )

Cos

EHBEN-MESE

ELHEN-CHEE

BHBEN-TERX
22 MRS

=IRE AP R

fil

HO

i

il

Ho

HO WD HD RD RO HOD

il

fil

WO WD WD HD

Ho

TR

0 WD HD

2l

i

O HD HD HO

Ho

IRIFRE: BR=ItE (Ib5R) BRSEAR

xstor

mariadb
postgres
tdmysql

cynosdb_mysq
|

sqlserver
keewidb

vecdb
nat_gateway
vpc_gw_detect
ckafka

tdmq_pulsar

rocketmq

rabbitmq
mqtt

Ib
vpngw
vpnx

vpc_net_detec
t

sdn_az
private_link
cdn

ov_cdn

Ccos

dc

dcx

dcg
lighthouse

apigw_cloudna
tive

Prometheus 2RSS

Zr=mE CTSDB AE™m, {EiriErIrIaedt, TRty
MBI

(U SZIF LB REIER -

X SZH5ELBIHE IR

XS5 LI RERIR

X SZH5 LI REIRAT

NAT RIXiBtFo
A% broker_ip #EISIR.

IBARSCIEANIE— 1D MRFER, ERIRERMNAFEINER
itk

BRSNS ERIEE, BOARIENS S iR

FROME . (FHEREEET.

TR

FEEXETRERES (2HESG) , TRREHIRIERER
A& . FEBEXIBIRASOHRIEE, BOARENS S iR
iR,

TR

TR

RIFAB ML/ &R HMX .

FRIARELFIEEINIARAEIIGHEISIR, NETREER
I, BETFNEEFRRS. IOHESTREENERS
18R, TTLEE monitor_view iFERESHE:
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https://cloud.tencent.com/document/product/248/54395
https://cloud.tencent.com/document/product/248/45105
https://cloud.tencent.com/document/product/248/54398
https://cloud.tencent.com/document/product/248/45106
https://cloud.tencent.com/document/product/248/45146
https://cloud.tencent.com/document/product/248/90488
https://cloud.tencent.com/document/product/248/113868
https://cloud.tencent.com/document/product/248/45069
https://cloud.tencent.com/document/product/248/45119
https://cloud.tencent.com/document/product/248/80466
https://cloud.tencent.com/document/product/248/80467
https://cloud.tencent.com/document/product/248/100613
https://cloud.tencent.com/document/product/248/45099
https://cloud.tencent.com/document/product/248/45070
https://cloud.tencent.com/document/product/248/45071
https://cloud.tencent.com/document/product/248/50384
https://cloud.tencent.com/document/product/248/110024
https://cloud.tencent.com/document/product/248/50386
https://cloud.tencent.com/document/product/248/50387
https://cloud.tencent.com/document/product/248/45140
https://cloud.tencent.com/document/product/248/45102
https://cloud.tencent.com/document/product/248/45101
https://cloud.tencent.com/document/product/248/45072
https://cloud.tencent.com/document/product/248/60127
https://cloud.tencent.com/document/product/248/101687
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Nacos

Zookeeper

Elasticsearch

#itE Oceanus

HiEMtE DLC

BR=HIECE
TCHouse-C

BR=HECE
TCHouse-D

HiREMRS

Z=EXR

SIRFIFANNE
EdgeOne (tE)
Web Rz FAFAX S
MFRE

EIENNESE GooseFSx

HEHEE
=R

=% (VOD)

B#BRSS (CLS) -BF

&=

Ho

il

i

il

i

i

il

fil

il

i

fil

[l

i

il

i

il

i

il
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nacos

zookeeper

ces

tstream

dic

cdwch

cdwdrs

dts

vbc

gaap
edgeone_|7
waf

cfs
goosefsx

bwp

scf_v2

vod

cls

Prometheus 2RSS

=

o LfIHE: gateway;
o 2MGEHIIEHE: loadbalancer;
o BRHE: node,

ERAREHIEEIEIR, NHETREEIER, BRTRNEE
FEEE . JLUEE monitor_view irERKXHHE:

o SLIHRE: instance;

o BTHEE: node,

REE RitEENE > RRERTSRSAS
CM_QCSLinkedRoleInTMP g EfAE,

TISHERTEERE. Spark 312, Presto 31Z. % ID.
Spark {Edk. SIZHEEIEIR. TLUET monitor_view #x
BRRDHE:

o IEBTFlEWE: bucket

o Spark 5|2: spark_engine

o Presto 5|%: presto_engine

o M% ID: gateway

o Spark {Edk: spark_job

o 5|2 (&@#E Spark #l Presto 5|2 ) : engine

F324% Kafka tHXHEEER.
MFEARESILEERR, BETRIEETFRERE.

IN373F [ FiES - | HEHEIR.

BRIRRETLIE . REBIEXIER.

FOARERZHEEIBIR, MERTHEEISIR, BRTIRMEE
FERE. SHESHRAEENISIRSER, ATLiEd
monitor_view iFERRXDHE:

o FIBHEE: alias,

o WRAHEE: version,

FXEHhE . Bl FluxHitRate. RequestsHitRate.
BackOriginBandwidth. BackOriginFlux E/MEtRE
b, TiERE
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O BHS

HIEAR 2 ci

API R = apigateway
TI-ONE ({E55=0&1& ) = ti_traintask
TI-ONE ( Notebook ) = ti_notebook
TI-ONE (7££:0R53 ) = ti_model

(OR -

2, FEBPEREENER.

S RE

O FRE:
AZIFEBILRE (BREWS SEREMSFEEEERE ) o

TR kS A BIKSRE WS B RIESIE.

RERS:
EWS A THI Prometheus $iEARSEGIR IR R IIEEERK
FEBEWSRE,
FKSHBIEEWS A IENBENAS,
BiFkSABIEAKS B SIZNEEXAE.
BFHS uin EAWS B BEWS ID,

IRIRERE: BR=ITE (1bF) BRSEAE

Prometheus %#=IRSS

10324F API HEIRIR

ATESFREFRAVER, ZEEENNAFRIGTRS (BFRUPRERENS ) MTHER. EFRPRET R BIREMSIFRENIENE

ZH¥i#Z (gcloud-exporter) X
RE b=t Dashboard &g BER
@ THEHIIRMZEMLAESZHRENDSMIETER, REGTAEMREELENE REATENETRENE.
v Q
$£24911 4815
$EIRR IR R KR $EHRIREA i
BEFIHRIZFIAPIMXHIE
. . Uy RBIFEER, MERTE
qce_apigateway_clienterror_sum BIAHEIRE APl P& HE BT R EEE count
24
qce_apigateway_intraffic_sum AMERE API 3 APIM;?H&&Q’&WW%&)E MBytes
BRRE
qce_apigateway_maxresponsetime_max S ANRET 5 API % QPIW%iﬂiéiﬁﬁﬂﬂmw ms
RARE
qce_apigateway_numofreq_sum TERE APl P& ZTAPINKHIEREE count
qce_apigateway_outtraffic_sum SR TRE API 3 APIW]*:HE;‘:&EWAM&}E MB
BHRE
qce_apigateway_responsetime_avg 8 Sz &) APl 3% HA;;N*N‘%*#&MM% ms
APIRRXEHHATEIRIER
B, [EiRARSSEHREIAXXEE
qce_apigateway_servererrordxx_sum [ERAXXEEIRE AP 3% IR, LEEBRODEEIL  Count

it, $RRRFTEIRART BRI EE
FitRA,

$£171 H216™
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BRSRE O - «©
KSR - v o
BTk S A/ uin « ERMABTIKSAE EWMABTIKS uin
WERREE
= . KSARE . weeme | [ReSear
WSA [—ERUBE S gy [ ASumeRolelSBAB T ipee | e
BEXAS
KS A SIREENAS

1. £ REE IUE, BEREEEECE BE KR , &0 sts:AssumeRole 1R, ZIRATFHEKS B IAG. RBEENT:

o FEE:
WMBREEREBIR, FIINHEEREKS B WEAEXA®, Ll resource 18 "qes::cam::uin/[1kS B WS ID]:roleName/[1kS
B HEXfAE]",

2. £ 8 SIREHE, PEREA8.

3. ERHEEAGHAED, EEFBRETRIES, #AAGERIESRE,
4. BEEEBE (cvm) (EAREHIE, ERARMGERRSSE, 2ET—%.
5. ERIRFIERRN, DiEFITURINKRIENABRERE, BFT—%,
6. IFCABITERINIGEE, I E, 8&FT—F.
7. ANENABERN, PERREIEREEX AGLIE.

S B tIZEENAE

1. ERBIIRRE, PEHERES.

2. ERHNERABHNEEED, EEBREKPENREHEF, #ARBERESRME,

3. ERAABHAKEERHE, ZWSEREZRMEKS, KS ID HSWS A £KS ID, HEAFE, #8HF—F.
4. ERIRTIRA, DiENZHRAE ReadOnlyAccess ARBRERE, BET—F,

5. {RCABHIRSENGEE, IFfE, 25T,

6. IAGHABER, BEREEINEHEEXAGHE,

EShE
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https://console.cloud.tencent.com/cam/policy
https://cloud.tencent.com/document/product/598/80789
https://console.cloud.tencent.com/cam/role

2 Eﬁ \_L:HE Prometheus %51=0RS

AR
Prometheus SZHIE4BE Grafana 3£,

MES TR

1. EF Prometheus BEESEHS , EEXWR Prometheus EFH#ENEERTE,

2. GIFEIERE > E/lthd, EERPORE, #IFHPEREE, %iF Dashboard > Dashboard #EFHIR%E/FH Dashboard, #H%R%EF
H/EEIFMAY Grafana Dashboard,

3. EIFCEA, EEEMFIRTERT Grafana EiFEIF BT A GIREMARIIR, EBENNAFRAR, SELFMBXNEESE, NTEMR:

Q

. fEAmARAn MRS
all-product-test 45 Flkein APIGateway,B... E8E 261.4814N ) (111) up f:;ﬂ— B
T A

_ . TEATERA MRS
lopublic-test byt CLB(Public) E&E 3897 (1) up ;m B

Starred

Type Location
8 Dashboard 3 cloud_monitor
2o Dashboard 3 cloud_monitor

ca Dashboard (3 cloud_monitor

fgasv  Region ap-guangzhouv = ZfIE  cde

CPUFIFEE [efe2illzE

0.9%

n.9% : L
18:00 18:05 18:10 1815 18:20 17:45 17:50 17:55 18:00 18:05 18:10 1815 18:20 18:25
Name

- cdb4
WRRAE

244 MB
242 MB
240 MB ’
238 MB A‘

17:45 17:50 17:55 18:00 18:05 18:10 18:15 18:20 18:25

Name

18:40 7: 18:00
Mean

18:05 18:10
= cdbddcT)

242 MB

R R
“BIRHIRE" ZE4KE?
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@ H%‘fﬂﬁ Prometheus $5iEHES

BEENO, Prometheus &ERASRINEE, BREUENRIEATEZR.
FERAS: RIEREREZAISER M, MRAMRERIE Prometheus BERITRHEE,
BEEARNATORE x:
HEZATFORIE, Prometheus FMERBEIEAYRIGATEIEL o
ERZS: SarRiEhaEERNEEFRE—.
FERFEVSIRARTEIEO (ERESTF X)
IEE R ATESTTREELE LRGEIAIRIEE, Prometheus FIAL  (now-BIERIEE, now) BYRSESBEHRIENENE.
FRFS: EMFERERIERINEIK, WEERE X, FEERNSENNITEEER: (now-EERE-x, now-x) , LUREEXAIEERR
BOW, sEEXIREMHENFISE.

BIRERETE1-25 M R?

BIRhANECE 0 —RAKRFERIS, F=ETRRHE 1235 TE
WIShINECEIF0: BEEEMEY, NRREHIIRE, WRRERENSHMM S, HEATMSISRESIHNER, SEiEhNREERENIZ
FEIRK/, BIEN35$PRIEER, #RigE 180, MRMAERKRAENE, i§ 25T E,

A FE:
SMERENNEES NS ERTNRER~R, NREAENMIZ=REIEGH S, BiahiE—1 E/m.
TERER: SO msEEE, HIEEHTEIEEN . HIEREATRE, ERE—DHRERTSIMUES, MokEERE—D
RERERHHIER, XHMESSEE=,

Targets RREi0#E?

FTREWR: NIERREMRTESFFNI A ERTIEIRRY targets.
(1/2)down: EERRARENEST, £ pod BINETZAIRMESREIH pod, HiEHEERAA targets,

BN mi R ERBE?

1. ZEERT, EEUNTER:
BEXLPIERRE T ZET M, REWRPRIEZETR.
ffxE Targets £ up k&,
BERGBATEREEZ=TmiER, 2aNSF—DHEBEEE,

=542 (gcloud-exporter) %
R BT Dashboard =g 2951
:
B -] BITRE W BRIEARRER. .. BRE
SR GIN =5 - APIGE c. ©e#sE AN (/1) up s &6
[=F

2. TRERmEb S FTEiZ=r=mEbl,
3. EERARETXH ID SR ERETR, HE N EEKINEZE~REH .
4, BERSECE T Metric Relabel BEE, fEXNEERETRiZErmighn.

BRI

ZHEENERRE, HSBENEMARNRE. TARENSXRFEMNEENETRSAE, JURARITEERERIRE.

Bdia) EHRE
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2025%5H

2025548

2025%3H
2025%2H

2025518

2024128
20245118
2024£108

20249H

2024£8RH

2024£7R

2024%68

2024558
2024%3H
2023128
2023%118
2023%9H
2023%8H
2023%7H
2023%6H
2023%5H
2023%4H
2023%3H
2023%2H
2022118

2022£9H

Prometheus 2RSS

Elasticsearch T R4EER, FHERE monitor_view; TI-ONE #& gpu. gpu_type. app_id. sub_uin.
sub_uin_name #5%&,

EE: gpu Fx GPU &R, BB gpu_type; gpu_type Fx GPU #8!; F£ Elasticsearch #1 TI-ONE
HIEHEE T ERATiEE .

SIFHERITE DLC . BUBINESE GooseFSx; Gigkid® (M ) XIFRInIRSRERE . FEESHFE vpcid.
loadbalancerid. loadbalancerport; Z=ik53EE#IEHREE gpu_type, X GPU =iRSEE

FE: gpu_type ¥ GPU %8, 72 GPU ZRSHEXHIENES-EMNIDE; FEHHINE (K ) IHEHRESTT
SEHRATIEILE .

32§F NAT sEflisizEaE; mIRSEZIF HCCPNV6e. HCCPNV5b. HCCSAA4#EAY vVRDMA f8t5R; ZEXRISZIFMES
SEIHERE o

=HIERE Tendis &% node_zone_id,
#EE: node_zone_id FFHRAUARK ID, FEXFIEHEESF-LHITELZ,

SIFHIERR . HEBS MQTT hR; XHFESZHF Turbo XHRGIEIR.
EE XHRFHFIEIRE protocol, RRAXERFMN, FEXLFIEHRES~ENITEDLE.

TIPS IR S SR EFNRAE IR o

XiFRitE Oceanus. B=HEEE TCHouse—C,

Z=HIERE MongoDB 32#F mongos TR#E,

SIFABRIERE; ZrREEXIFRECHENFIRELE; FEKSRE; AHEISHEMINZEE,

ZIFAEME-EUARRE. IWENE-TABEERE; COS ZF5o M EAFEEXENR,; TDSQL-C MySQL hR3ziseEEs
ID i

SZHFESEMTI Pulsar R; =EESIISHRAERE .,
R ZREFHEEIEIRE monitor_view, EEXGIEFHES=EFHITELE.

TiFGHNE (tEMOERE) | BiISHIBEEE TCHouse-D. =RSE (WM ) ; AHNE (AN ) SFRIRSHEE; =
[F& AP XSS AMAFIDEHE
FE: AFIE (R ) INSEERE monitor_view, FEEFIENRESF-EHRTELZ .

HFREIEE KeeWiDB; R#igE (AN ) IFEIRRSHER

SISEESE APl W%, jEEBAS RabbitMQ iR EdgeOne (tE) ; XSG BEirZ BB IR TIr SRR,
FiFEEMSI RocketMQ kR v5. CTSDB (InfluxDB k) . TI-ONE. =&iEE Tendis. 382K lpv6.
ISR RS (AN ) SHSHIRSEE . ZEIRE MySQL STSRETREE,

ZIFHERS . API Rk, GE9E (MBS ) .

%#5 CDN (E¥MER) « ==&, =R (51 ) . H2PATI RocketMQ hRo

THFREGFBGHRIIE (AN ) ; ZIFRE TDSQL-C MySQL IR=IFE.

TFHEERG . ZHIEE Redis (W7FHR ) Redis TREERMNT mERHFE,

XIFREHSMT CKafka IR=HRE

SKHF NS

RIS

SR EE (AR) . Web RIRFKIE.

SISLRMAME. =8N, BIRERRS .

TFEEMX; ISFRECTRIFE,
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2022%7H 23§ Zookeeper. Nacos. COS. CDN (EMEHSE ) -

2022%6H TIEER LS,
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O BAT
IEB IR =E 5=

IEEFATE: 2024-10-15 16:04:51

FNEES|ISAFPIMTRIEREIFENZ ENASELIR, HERFERERS.

BAGH
FR—: —RIR0ES)
IMESR

1. R Prometheus &E#HI&
2. FEEfIFIRAS, EEWDRAI Prometheus 3£,
3. HNLHIFER, AEEBIERE > ERPD.

4. EERPOHEIF SIS EENSRE, S — 1 RKE0.

< prom-
BAER HERE sEER ik SEFISHT
EABEMS SR HESS
brometheus BIEEREE W, 1. Kubernetes BBR"SAKIRIGE, 1 BAFE
28 (43) i3 (2) 7R (8) Wt (1) BRI (2) shiEE (10) KR (4) HE(7)
vERR (2) snzneem
( ) SRR (ER 1) CVM Node Exporter (% 1)
T — T . TR
v RREK (41)
@ CVM iRl @ CVM GRS
- -exporter B\ S
TKE Ingress NGINX Controller
Server/DN: orkload/Ne
EMR HMEREESS
e d T i (B metheus [E
(] S i
-
Apache . Consul
Apache HTTPHRSS @20 oo
Flink Golang

$H—: TRHIET node_exporter
1. ERE HRSIENEN LA TR

wget https://rig-12

node_exporter_install && chmod +x

node_exporter_install &&

node_exporter_install

EBSMZE EHUIR (external-node-exporter)

RE Dashboard

=292

O© - UHFR [ZXSH] BRIPHEN: 16302
* RESES|IVEATFlinux REMEHN

—RRR RN &
HW—: REHiBE{Tnode_exporter
1 ERELRBBOEN L, RITUTRHE

wget https://rig-12!

.cos . ap-|

myqcloud. com/pre

-agent/node_exporter_install

Prometheus 2RSS

node_expor D

MIAPEIANSHE: port=9100, path=/metrics . MBEEXSH, AMWARTER. SIb. RENE. SRATSHRIE, FAEM systemct! KEE, A

BBERLREA,
2. RIEEHRL SPrometheusSEHIRMEEE

MEBIELES, WAILELAR LR, TREMRE. SURBEIAM LR, RENT:

- ENHEFBLR P, EHREER P,

3. EMBFARSERS

NATRI, o]

BEBASCHY.

ENRSANNEAN, BEREAK
S| REMRES

R (s) * 30

metrics

REBFESBARO: CPU-0.25% WF-0.56iB

HREE: PHINERHBEXTCP, WONE

eram: 0.0170//0\6

<port>(#£iA%9100), iRithiit}90.0.0.0/0,

IRERBIEIFOWR TR, A

)9 .cos.ap-guangzhou.mygcloud.com/prometheus—agent/node_exporter_install -

WITHASBHMMETHE: T node exporter. iEfT node exporter. HMEHIELIR. Tl ($UBRINREEI100i%0) -

BIAHITERRBINT:

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

Start downloading Node Exporter v1.3.1.linux-and6d. ..

—2020-89-23 16:23:56—  https: //rig-1258344699. cos.. loud :_exporter

Resolving rig-1258344699. cos..ap-guangzhou.myqcloud..con (rig-1258344699. cos. ap-guangzhou. myacloud. con). .. 159.75.57.35, 159.75.57.69
Connecting to rig-1258344699. cos. ap-guangzhou.myacloud. con (rig~1258344699. cos .ap-guangzhou.myacloud. con) |159.75.57. 35| :443. ... connected.
HTTP request sent, awaiting response... 200 0K

Length: 18228926 (17M) [application/octet-strean]

Saving tor *Jusr/\ocal/binynade_cxporter” 1 FEE

Prometheus 2RSS

2024-09-23 16:23:57 (29.3 MB/s) - ‘/usr/local/bin/node_exporter’ saved (18228926/18228926]

Download Completed.

Starting Node Exporter...
Node Exporter v1.3.1.linux-and64 Started.
© node_exporter.service - Node Exporter
Loaded: loaded (/usr/Lib/systend/systen/mode_exporter.service; disabled; vendor preset: disabled)
Active: active (running) since Mon 2624-89-23 16:23:57 (ST; 35 ago
Main PID: 8208 (node_exporter)

CGroup: /system.slice/node_exporter. service 2ﬁﬁ Systemd ‘EB%

L8208 /usr/local/bin/node_exporter —web. listen-address=:9101

Sep 23 16:23:57 W-0-11-tencentos node_exporter (8208] : 15=2024-09-23T08:23:57.4542 caller=node_exporter.go:115 level=info collector=thernal_zone
57 W-0-11-tencentos node_exporter (8208] : ts=2024-09-23T08:
57 WM-0-11-tencentos node_exporter (8208]: ts=2024-09-23T1
57 VM-9-11-tencentos node_exporter (8208]: ts=2624-09-23T8
57 M-p-11-tencentos node_exporter (8208]: ts=2824-09-23T8
57 VM-p-11-tencentos node_exporter (6208]: ts=2624-09-23T8
57 VM-0-11-tencentos node_exporter (8208] : ts=2024-09-23T08:23:57.454Z caller=node_exporter.g
57 VM-0-11-tencentos node_exporter (8208] : t5=2024-09-23T08:23:57,454Z caller=node_exporter.g
57 node_exporter (8208] : :23:57. 4502 caller=node_exporter.go:199 leve

Sep 23 16:23:57 nade_exporter [8208] : :23:57.4542 caller=tls_config.go:195 level=

57.4542 caller=node_exporter.go:115 lev

57.4542 caller=node_exporter.g:
57.4502 caller=node_exporter.g:
57.4502 caller=node_exporter.g:
57.4542 caller=node_exporter.gi

el=info collector=zfs
fo msg="Listening on'" address=:9101
fo msg="TLS is disabled." http2=false

Check the data exposed by node_exporter:

# HELP go_gc_duration_seconds A summary of the pause duration of garbage collection cycles. A e
e e IMBLERIN
90_ge_duration_seconds{quant 1
go_ge_duration_seconds{quant 1
go_ge_duration_seconds{quant ile="0.5"} 0

promhttp_metric_handler_requests_total{cod:
promhttp_metric_handler_requests_total{code=

500"} @
1=l P | L 52
503"} 0 4. RREEHISINRE
The node-exporter data has been successfully exposed on port 9101. Please go to the Prometheus Monitoring Console of Tencent Cloud Observable Platform to create a collection configuration.
[root@VM-@-11-tencentos ~]#

© 8:

118,228,926 20.38/s  in 0.6

BIARRERGARISE: port=9100, path=/metrics , INTEEXSHHMUFHTER. FLL. ERICE. EEETHEE, IEA

systemctl REE,

BEXEH:
o {83 port, HMITHIAIEDEES:

wget https://rig-12583 )99 .cos.ap-guangzhou.mygcloud. com/prometheus—agent /node_exporter_install -

node_exporter_install && chmod node_exporter_install ¢ ode_exporter_install --web.listen-—

address=":

wget https://rig-125¢ )99 .cos.ap-guangzhou.mygcloud.com/prometheus—-agent /node_exporter_install -

node_exporter_install & od +x node_exporter_install

path="/metri

© 8:
BEZEENSHNEREES TSE SEiHP .

H AR A SRR
° EEE%:

systemctl restart node_exporter

stop node_exporter

ode_exporter_install --web.telemetry-

IRIFRE: BR=ItE (It ) BRSEATF
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systemctl status node_exporter

- BEEE:

journalctl -u node_exporter

2. FREENMES Prometheus 3HIRRAEE

MEBIEELEE, WaliEIAN LR, TRIFMIRME. SUEEBEBI AR LR, BIENT:

o ENFEEFELM IP, {EARERRIP,

» Prometheus 3EfIFFTE VPC RIIEHREEERE NAT RX, a/8%E TKE Serverless EEFIMTRGEIMNA o

3. ENHAZLART

ENZLEAWNIGRN, FEEERIFHITRISHERR: HYERIBEN TCP. OB EiREATRI<port>, iRitbit730.0.0.0/0.

SHR”: REINEES

| #]=: BEEMBYES

ESEBM
1BIRREIER (s) 30
KRB fRithit
+ N
HEITR R /metrics
e 71

SERETR, EAENT:

P . BREER—E.
. SHRESHATFEWEN: a-z0-9)([-a-z0-9]*[a-20-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'
SEIFREEIEN(s) BNISIEREER, $Bfs.
ReEE R BARERIFEIL, #5t: host:port, THFEMEA.
ISR R BINISIRRERRZ, BilN/metrics.

BT BENTE

LERSBR—PHMAZRNAN, EAUSERNEENREK, S5 TiRES.

1. TH#%3 node_exporter:

EEELIRBUBMNEN L, THHRE node_exporter, ZEaLlmdiiE#N Prometheus FHREEM TEiElE node_exporter, tBAJLABEEMITTS

O .
s

wget https://rig-1258344699.cos.ap-guangzhou.mygcloud.com/prometheus—-agent/node_exporter -

node_exporter

BRAEGk:
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O BHS

[root@M-0-46-tencentos ~]# 1s
node_exporter
[root@M-@-46-tencentos ~]# I

2. %17 node_exporter RERER ISR
o IEFHUR, $11T node_exporterH&EEHE,

chmod +x

node_exporter

nohup node_exporter

cat nohup.out

Prometheus 2RSS

T ERRREI AT RN :

[root@WM-0-13-tencentos ~1# chnod +x node_exporter & nohup ./node_exporter &
2] 11678
[rootaW-0-13-tencentos ~1# cat nohup.out

t5=2024-09-27T07:42:28.513Z caller=node_exporter.go:182 level=info msg="Starting node_exporter"

- =1.3.1, 3
=(go=g01.17.3, date=20211205-1'

t5=2024-09-27T07:42:28.513Z caller=node_exporter.go:183 level=info msg="Build context" build_
t5=2024-09-27T07:42:28.513Z caller=node_exporter.go:185 level=warn
t5=2024-09-27T07:42:28.513Z caller=filesysten_comon.go:111 level=info collector=filesysten msg="Parsed flag —collector. filesyste o Tude" flag=

ode Exporter is running as root user. This exporter is designed to run as unpriviledged user, root is not required.”

t5=2024-09-27T07:42:28.513Z caller=filesysten_comon.go:113 level=info collector=ilesysten msg="Parsed flag —collector.filesysten.fs-typ

|proc|run/credentials/.+|sys |var/lib/docker/.+) ($]/)

Uinuxfs |squashfs |sysfs |tracefs)s

£5=2024-09-27107:42:28.5142 caller=node_exporter.go:108 level=info
£52024-09-27107:42:28.5142 caller=node_exporter.go:115 level=info collector=arp
£52024-09-27T07:42:28.5142 caller=node_exporter.go:115 level=info collector=bcache
£52024-09-27T07:42:28.5142 caller=node_exporter.go:115 level=info collector=bonding
£52024-09-27707:42:28.5142 caller=node_exporter.go:115 level=info collector=btrfs
£5=2024-09-27107:42:28.5142 caller=node_exporter.go:115 level=info collector=conntrack
£52024-09-27T07:42:28.5142 caller=node_exporter.go:115 level=info collector=cpu
£52024-09-27107:42:28.5142 caller=node_exporter.go:115 level=info collector=cpufreq
£52024-09-27107:42:28.5142 caller=node_exporter.go:115 level=info collector=diskstats
£5=2024-09-27107:42:28.5142 caller=node_exporter.go:115 level=info collector=dni
£5=2024-09-27T07:42:28.514Z caller=node_exporter.go:115 level=info collector=edac
£52024-09-27T07:42:28.514Z caller=node_exporter.go:115 level=info collector=entropy
£5=2024-09-27107:42:28.514Z caller=node_exporter.go:115 level=info collector=fibrechannel
£52024-09-27707:42:28.514Z caller=node_exporter.go:115 level=info collector=filefd
£5=2024-09-27T07:42:28.514Z caller=node_exporter.go:115 level=info collector=filesysten
£5=2024-09-27707:42:28.514Z caller=node_exporter.go:115 level=info
£5=2024-09-27707:42:28.514Z caller=node_exporter.go:115 level=info
£5=2024-09-27707:42:28.514Z caller=node_exporter.go:115 level=info
£5=2024-09-27T07:42:28.514Z caller=node_exporter.go:115 level=info
024-09-27T07:42:28.5142 caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.goi115 level=info
8.5142 caller=node_exporter.goi115 level=info
128.514Z caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.goi115 level=info
8.5142 caller=node_exporter.goi115 level=info
8.5142 caller=node_exporter.goi115 level=info
128.514Z caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.go:115 level=info collector=os

8.5142 caller=node_exporter.goi115 level=info collector=powersupplyclass
8.5142 caller=node_exporter.goi115 level=info collector=pressure
128.5142 caller=node_exporter.goi115 level=info collector=rapl

8.5142 caller=node_exporter.goi115 level=info collector=schedstat

8.5142 caller=node_exporter.goi115 level=info collector=sockstat

8.5142 caller=node_exporter.go:115 level=info collector:
128.5142 caller=node_exporter.goi115 level=info collector=stat

8.5142 caller=node_exporter.goi115 level=info collector=tapestats
8.5142 caller=node_exporter.goi115 level=info collector=textfile
8.5142 caller=node_exporter.go:115 level=info collector=thermal_zone
128.5142 caller=node_exporter.goi115 level=info collector=tine

8.5142 caller=node_exporter.go:115 level=info collector=tinex
8.5142 caller=node_exporter.go:115 level=info collector=udp_queves
8.5142 caller=node_exporter.go:115 level=info collector=unane
t5=2024-09-27T07:42:28.514Z caller=node_exporter.go:115 level=info collector=umstat
8.5142 caller=node_exporter.go:115 level=info collector=xfs
caller=node_exporter.go:115 level=info collector=zfs
caller=node_exporter.go:199 level=info
caller=tls_config.go:195 level=info msg=
nohup: ignoring input and appending output to ‘nohup.out’
[root@w-0-13-tencentos ~J# [|

nabled collectors"

oftnet

TLS is disabled.” http2=false

)1 00

metrics

WTERHNITHSEEINREN R ERERSE:

IRIFRE: BR=ItE (It ) BRSEATF

_misc|bpf |cgroup2?| |hugetlbfs|

55180 2161



O BT

[root@M-0-13-tencentos ~1# curl 127..0.1:9100/metrics
# HELP go_gc_duration_seconds A sumnary of the pause duration of garbage collection cycles.
# TYPE go_gc_duration_seconds sumary

go_gc_duration_seconds{quantile="1"
go_gc_duration_seconds_sun @
go_gc_duration_seconds_count 0

# HELP go_goroutines Number of goroutines that currently exist.

# TYPE go_goroutines gauge

go_goroutines 7

# HELP go_info Information about the Go environment.

# TYPE go_info gauge

go_info{version="go1.17.3"} 1

# HELP go_nemstats_alloc_bytes Number of bytes allocated and still in use.

# TYPE go_nenstats_alloc_bytes gauge

go_nemstats_alloc_bytes 1.38724e+06

# HELP go_nemstats_alloc_bytes_total Total nunber of bytes allocated, even if freed.

# TYPE go_nemstats_alloc_bytes_total counter

go_nemstats_alloc_bytes_total 1.38724e+06

# HELP go_nenstats_buck_hash_sys_bytes Number of bytes used by the profiling bucket hash table.
# TYPE go_nenstats_buck_hash_sys_bytes gauge

go_menstats_buck_hash_sys_bytes 1.445375e+06

# HELP go_nenstats_frees_total Total number of frees.

# TYPE go_nenstats_frees_total counter

go_menstats_frees_total 753

# HELP go_nemstats_gc_cpu_fraction The fraction of this progran's available CPU time used by th
# TYPE go_menstats_gc_cpu_fraction gauge

go_nenstats_gc_cpu_fraction 0

# HELP go_menstats_gc_sys_bytes Number of bytes used for garbage collection system metadata.

# TYPE go_nenstats_gc_sys_bytes gauge

go_menstats_gc_sys_bytes 4.19036e+06

# HELP go_nenstats_heap_alloc_bytes Nutber of heap bytes allocated and still in use.

# TYPE go_nenstats_heap_alloc_bytes gauge

7
[

e GC since the program started.

SR EREER, FERETEEMEUES, SEH—HhR GEHE .

BEGE
U
Prometheus ZfFIE4BE Grafana £l

RMES R

1. R Prometheus 5iZESEFIE , EFEMM Prometheus SEFIHNEIERE.
2. EIFHIESRE > SRR, EERPORERIIESN=ENSERRHRERHERRE, %% Dashboard > Dashboard Z&%/H4% k&4

Rz#Y Grafana Dashboard.

3. $T7 Prometheus sEfIxBXfGrafanaseffittiilt, £ Dashboards REEEHEXMIMEXE .

Node Exporter Full

88 node / Node Exporter Full =&
Kubermetes-pods ~

~ Quick CPU / Mem / Disk

CPUBusy Sys Losd (5m avg)

~ Basic CPU / Mem / Net / Disk

CcPUBasic

1800 20 20 0a00

BusyUser — Busylowst = BusyIRQs — Busy Other = Idie

Network Traffic Basic

1800 000 z 200
= recy ethd = recylo = recy vethieScO
s v trans vethee

recyver i
s vetnieet

RS

IRIRERE: BR=ITE (1bF) BRSEAE

Sys Load (15m avg)

1400

= e ched

rans b

SWAP Used

0
1600 1800
= RAMTolsl = RAM Used

Root FS Used CPU Cores

2

RootFS Total
13

Memary Basic

0000

RAM Coche + Buffer == RAM Frés — SWAPUsed

Disk Space Used Basic

o000

e

Prometheus %#=IRSS

[T T

Uptime
34.0 week

RAM Total SWAP Total

s6i8 (13

0800

o — fruninet:
.
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https://cloud.tencent.com/document/product/1416/111631#c1c6fba4-3063-4a16-b4b1-c41aa4e01c88
https://console.cloud.tencent.com/monitor/prometheus

@ H%‘fﬂﬁ Prometheus $5iEHES

1. R Prometheus 5iZRSEEFHIE , EIEMMN Prometheus EFIHNEIERE.
2. EFEREE, TLURNENAISZREE, FEEEN MEEEER,
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https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H%‘fﬂﬁ Prometheus ${%iRSS

&3 Remote Read iZFH=EE Prometheus SEFIEERE

IEEFATE: 2024-10-24 16:23:33

IRMEIDR

Prometheus 12t T Remote read &0, %iEOXFIE—ERSI Prometheus MYAIEHIEREALR B —HIBEER, AXNBINEAEHREE
Prometheus i&id Remote read iEBI=$EE Prometheus EFIRIEURE.

Remote Read &

HWEEE prometheus.yml HITF:

remote_read:
- url: 'http://prom_ip:prom_port/api
read_recent: true
basic_auth:

username: app_id

password: token

#EZ{EM Basic Auth BRiBRI=IEE Prometheus 36, username AWS ApplD , password 73 Prometheus Z#l& > BHMER > RS
MhitchIRENEY Tokeno

PR S5t
Token 10
Remote Write 11l  pum [ ] EEE mEm ]
Remote Read it  pumm - - o .
HTTP API - smm T
Pushgateway ittt .= m gy D

=3t Vi

» **EiE Remote read kY Prometheus FiZEEAE global:external labels **:
external_labels £#iIN7E Remote read WEIAEMEP, FIER label TEESHEORTEHIEIE.
filter_external labels: false BEBEIRALAEIRIE external_labels IMAE @SN (v2.34 IRALAESZF) o
o BRHIERN series:
MFZLERIE series, Prometheus SEEHISHIIESANIESER—1 series BUBHMFRY series (FABEER, XLSHES
HERTER.
#£ Prometheus WIHESPAGFESEIATREFHEIER, FUASHXMIASIRMZE,

Remote read SEAER

© ikBA:
[1 PHIEETAEEIR ( AXER Prometheus:v2.40 IRAERE, EIRATRLERADERSEEIR, ¥R prometheusE7534Y )

IRIRERE: BR=ITE (1bF) BRSEAE 55183 H216]


https://console.cloud.tencent.com/monitor/prometheus
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read

Prometheus 2RSS

url: <string>

[ name: <string> ]

required_matchers:

[ <labelname>: <labelvalue>

[ remote_timeout: <duration> | default = 1m ]

headers:

[ <string>: <string>

[ read_recent: <boolean> | default = false

basic_auth:
[ username: <string> ]
[ password: <secret> ]

[ password_file: <string> ]

authorization:

[ type: <string> | default: Bearer |

[ credentials: <secret> ]

[ credentials_file: <filename> ]

oauth2:
[ <cauth2> ]

tls_config:

[ <tls_config> ]

proxy_url: <string> ]

follow_redirects: <boolean> | default = true ]

enable_http2: <bool> | default:

filter_external_labels: <boolean> | default = true |

IRIFRE: BRzITE (165 ) BRSEAS 55184 216




@ H%‘fﬂﬁ Prometheus $5iEHES

Agent BEIEAN

RIEEFATE: 2024-10-24 16:23:33

(EFiAS

REBR IDC LIRSS, BEAE Agent HEIERERE, HREEHIESIZE Prometheus MIZIRS . MF = LIRSIFER Sl SERH
DEfEE Agent, REUSHAEEFIMEYESHIEMLER

$£E Prometheus ZHli5inEE
1. HifE Prometheus &iEEHgE , EIFIMAYSLAI ID/ER, EESMER > IRSHbETIm, KB Remote Write itbiit#l Token,

ARS5Hthiit

Token =+ I

Remote Write ittfif 'l H = = ‘=& ' °~ " " [
Remote Read btk 3 B S 'ﬁ
HTTP API ~o- I )
Pushgateway fhfit = _ _ =—. _[F

2. &£ k555 WEIKEL APPID,

TRAPREEREF IR = LS HIBGE

IRIEIRENAY RemoteWrite Hthit, HITUITHS, MREMEEKBEEREIEESEE 401 Unauthorized o

-v —-X POST

FRHE® vmagent

vmagent GRRMHEREEES Prometheus FEE B Remote Write WM BRI iZ{ER . AR NE vmagent ERBENER, @i
Systemd 8% Docker K& vmagent, BESiFREETUSE EH Y,

REREEn

—promscrape.noStaleMarkers: WNRREBIREE, RASERFEXBEIRN stale marker HEZIEEFE, SEIZAREILIZTH, 68
WORENSE.

-loggerTimezone: BEHRTEIRIATE, HIE1 Asia/Shanghai, Europe/Berlin Hi# Local (BRAR"UTC").
—-remoteWrite.tmpDataPath: R&EEFSHEIRIGIIFMERIHER.

—-remoteWrite.url: ¥iESmTEFE URL.

—-remoteWrite.basicAuth.username: iZi2#Ffi# -remoteWrite.url 33EZA9 basic auth BFR&.
-remoteWrite.basicAuth.password: &fE#fi# -remoteWrite.url 3¥RzfY basic auth 8.
—promscrape.config: REEREENIERE, AJMRXHERSEE HTTP URL, BEZi#E 5374,
—-promscrape.configCheckinterval: #& —-promscrape.config BB AIRTEIENRE, XFEREEHIM SE304 .

ilid Docker &1

IRIRERE: BR=ITE (1bF) BRSEAE 55185 216


https://cloud.tencent.com/document/product/248/87416
https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/developer
https://github.com/VictoriaMetrics/VictoriaMetrics
https://docs.victoriametrics.com/vmagent.html
https://prometheus.io/docs/prometheus/latest/querying/basics/#staleness
https://docs.victoriametrics.com/#how-to-scrape-prometheus-exporters-such-as-node-exporter
https://docs.victoriametrics.com/vmagent.html#configuration-update

® H%‘fﬂﬁ Prometheus ${%iRSS

1. £ vmagent £ RHE EFRGRE, #EEFEA latest.
2. BiAGBE Prometheus 3EFIEE, Bl vmagent,

/etc/prometheus

/etc/prometheus/scrape-config.yaml

run —-d —--name vmagent —--restart always —--net -v /etc/prometheus:/etc/prometheus
victoriametrics/vmagent:latest \
—-promscrape.noStaleMarkers \
-loggerTimezone=Local \
—remoteWrite.url="S${RemoteWriteURL}" \
—-remoteWrite.basicAuth.username="${APPID}" \
—-remoteWrite.basicAuth.password="'"${Token}"' \
-remoteWrite.tmpDataPath=/var/lib/vmagent \
-promscrape.config=/etc/prometheus/scrape-config.yaml \

—promscrape.configCheckInterval=5s

3. && vmagent B

logs vmagent

WMREERD, HITWTHLSEIRE oK o

localhost:8429/health

iEig Systemd &

1. £ vmagent £RME , RIBIRMERSKT CPU 2244, THIE vmutils—* EHESHEE.
2. B AP Prometheus EfiAEER, BE) vmagent,

/etc/prometheus
/etc/prometheus/scrape-config.yaml
>/usr/lib/systemd/system/vmagent.service <<EOF
[Unit]
Description=VictoriaMetrics Agent

After=network.target

NOFILE=10240
art=/usr/bin/vm
rape.n
-loggerTimezone=
—-remoteWrite.url="${RemoteWriteURL}
ith.username="${APPID}" \
icAuth.password="${Token}" \
remoteWrite.tmpDataPath=/var/lib/vmagent \
—-promscrape.config=/etc/prometheus/scrape-config.yaml \
—-promscrape.configCheckInterval=5s

Restart=always

WantedBy=multi-us
EOF

systemctl daemon-reload
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https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest
https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest

® H%‘fﬂﬁ Prometheus ${%iRSS

systemctl enable vmagent

systemctl start vmagent

systemctl status vmagent

3. BER®

journalctl -u vmagent

WMREERD, HITWTHLSEIRE oK o

localhost:8429/health

feri i
HRIBRERENM /etc/prometheus/scrape-config.yanl FEII/EH/MRREES, XF Prometheus REESRERANSE E753744.

global:
scrape_interval: 30s

scrape_configs:

— job_name: agent-monitor

static_configs:
— targets:

— localhost:8429

(BREER, EF#®IR -promscrape.configCheckInterval IRBEIEASEM.

EEERERER
HFMTRS, EEREET, TNSEREREEMHTETS.

localhost:8429/api/vl/targets

IRIFRE: BR=ItE (It ) BRSEATF 5187 216


https://prometheus.io/docs/prometheus/latest/configuration/configuration/

@ H%‘fﬂﬁ Prometheus $5iEHES

Pushgateway ##A

IEEFATE: 2024-12-16 15:51:32

(EFiAS

PushGateway 2 Prometheus £FHFH—1MEE—R, ER/IMEAEFIHEE Push FEFEHEE X IERIEIR, B4&ES Prometheus Hi—i&
#5#2, Prometheus Pushgateway BFEBEHIESRIEIREE, XY ESELZRSEAMNEERATEERZEE . Pushgateway fiFIGRIERY
TAE (BUanHtab IR ) SSIBIRHEER— MRS, MAREIERERER. XEHIRETLIH Prometheus RS SEHEFIEITIFALEFE

O ER:
Pushgateway ## 881§ Prometheus ¥ AETFIEXHNEERS, (NRESHZSPIERSFES . @8 Pushgateway F3EFHY
ERISAIRIE, EF Pushgateway &8 EFIEIRESR . IMRARIESNR Prometheus B XY REFIET2ERZER
Pushgateway,

—R%E

. BR BARITWUES .

. EEMSEERETRESETE Prometheus 2.

. TESEBIFISRSD, IEIFEIIRAY Prometheus 3£,

. NGBS, BEBIERE > KRR

. EERPILEER Pushgateway, kEIEREEHNSEE—1REF.
. ERHEONRERE, RERTESHEXER, HREFRE,

oo 0o b~ WDN =

Pushgateway (pushgateway) X

"R oEm

® LAiFH O .

2, LEERBERY 2

Pushgateway $EITHRE

Pushgateway &FiE[RF]

4t

FEEWEEESE Q:  CPU-0.258 FI-0.5GiB mszm: 0.0170//M\BT = RS TE R T REE, 1N o
EEiRAE
2% ila

&R ERETR, BRTBINT:
BHMEAE—1t,
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https://console.cloud.tencent.com/monitor
https://prometheus.io/docs/practices/pushing/

O BHS

REEHERT
REiEE
CPU/#z

WEF/Gi

Prometheus 2RSS

o BMEEFESTERAEN: '[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'-

Pushgateway RE&E&ER, BIEE, FeEXTFREER.

Pushgateway R&iafE, BHiatg=,

Pushgateway CPU #Z#fR#l, FaEAXF64,

Pushgateway RZFIRE, BiERETLBEMGI, FeEAXTF512Gi.

7. EE&ERSIZERPIKE Pushgateway HliHEE

EEmMIIR

=

push-1

SREER
EXS

b3
=]

ZHIER BITIRES REEEE

Pushgateway 10. :8080 © css 0.007N#

o $3%: LA job N LIREHEER label HERI—AIET.
o SAERE : DB EIRIERE pushgateway PRI RIIERIER, B!

/metrics/job/<JOB_NAME>{/<LABEL_NAME>/<LABEL_VALUE>} o

FRES

golang

go get github.com/prometheus/client_golang/prometheus

prometheus-client

io.prometheus
prometheus-metrics-core

1.3.3

io.prometheus
prometheus-metrics-instrumentation—-jvm

1.3.3

io.prometheus

IRIFRE: BR=ItE (It ) BRSEATF

Targets

#iE

$EATIRA MRS

BHE B

®
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https://github.com/prometheus/pushgateway?tab=readme-ov-file#url

Prometheus 2RSS

prometheus-metrics—-exporter-pushgateway
1.3.3

HiiESHEFAERESR B,
PUT iR

PUT i&kAkME pushgateway HIR—1REMS4H, pushgateway &fER PUT isRIEFRSIFERZENDE (IBREPFEERISIRSER
BR) o
BRIEHZE PUT iEKRE(E pushgateway MFFEAN94H

ub.com/prometheus/client_golang/prome

com/prometheus/client_gol

(

serverRequestTotal = prometheus. (prometheus.CounterOpts{
Name: "http
Help: "total count

}, [lstring{"patt

metricsRegistry = prometheus.

0 A

metricsRegistry. (serverRequestTotal)
() A

url := "YOUR-PUSHGATEWAY-ADDRESS"

serverRequestTotal.

if err := push. (url,

(metricsRegistry) .

"tcloud") .

"tmp") .

- push completion time to

IRIFRE: BRzITE (165 ) BRSEAS 55190 2161



https://prometheus.io/docs/instrumenting/pushing/

Prometheus 2RSS

python

n prometheus_client import CollectorRegistry, Counter, push_to_gateway, pushadd_to_gateway,

delete_from_gateway

registry = CollectorRegistry ()

counter = Counter ('http_server_request_total', 'total count of http server request', ['path'l],
registry=registry)

address = "YOUR-PUSHGATEWAY-ADDRESS"

job = "tcloud_test

grouping_key = {"product": "tmp", "provider": "tcloud"}

if name == "

counter.labels (path= i/v1/1list") .inc ()

push_to_gateway (address, Jjob=job, grouping key=grouping_key, registry=registry)

org.example;

ort java.io.IOException;
.prometheus.metrics.core.metrics.Counter;
.prometheus.metrics.exporter.pushgateway.PushGatewa

io.prometheus.metrics.instrumentation. jvm.JvmMetrics;

.prometheus.metrics.model.registry.PrometheusReqgi

registry =
g address = "YOUR-PUSHGATEW
ing job = "tcloud_test_job";
way pushGateway =
(address) . ("product", "tmp"). ("provider",
(registry) . ()7
er counter =
("http_request_total"). . ("total count of http se

(registry);

g[] args) thrc
(registry) ;
counter. api/vi1/1list"). ()

pushGateway.

curl -X PUT --data-binary Q-
20N

.*.*:8080/metrics/job/some_job/some_group_keyl/valuel/some_group_key2/value?2

f}()fv\?il'[lf‘f ric counter

IRIFRE: BRzITE (165 ) BRSEAS $£191 H216™




Prometheus 2RSS

some_metric{label="vall"} 42

# TYPE another_metric gauge

# HELP another_metric Just an example.
another_metric 2398.28

ECE

POST iR

POST i&RkFA*%[E pushgateway LiRZEPFEIERATERSIER, pushgateway (REE#H POST iSRIFPFEATER, HtEIRAE.
iERIFAZH POST iERNEEH pushgateway FiCRAY LIRATIE,

err := push. (url, "tcloud_test_job").

(metricsRegistry) .

("provider", "tcloud").

("product", "tmp").

python

if _ name_ ==
counter.labels (path="api/vl/list') .inc()

pushadd_to_gateway (address, job=job, grouping_key=grouping_key, registry=registry)

lic static voic (String[] args)
counter. ("api/v1/list").

pushGateway. )i

curl -X POST --data-binary @-
http://*.*.*.*:8080/metrics/job/some_job/some_group_keyl/valuel/some_group_key2/value?
# TYPE some_metric counter
some_metric{label="vall"} 42
# TYPE another_r
# HELP another_metric Just an example.
another_metric 7

EOF

DELETE ik
DELETE i&KF®MIF& pushgateway HEIEEN34H,

golang

IRIFRE: BRzITE (165 ) BRSEAS 5192 2161




@ H%‘fﬂﬁ Prometheus ${%iRSS

python

—— n

E name main__ ":

delete_from_gateway (address, job=job, grouping_key=grouping_key)

—X DELETE
http://*.*.*.*:8080/metrics/job/some_job/some_group_keyl/valuel/some_group_key2/value?2

EE AP

pushgateway E/RZIFRE pushgateway HEE APl, AIfERIATHSER pushgateway B9 API:

PUT /api/vl/admin/wipe

O FR:
wipe API £i5% pushgateway 258 EiRIEHF.

WA

B pushgateway BSLMFNRITHEE, (NEMNEHIESSHISHIZES (FENERS, (CHFEMEXIEIRS ) R pushgateway BN, TLUR
EERRESELUTEN:
o B LIRGGGEASMIIH
Z4 LikixEN LiRiEFERIE—1 pushgateway B, EBiNMIHEERIMAISE label, 5I1 instance="instancexX", instance="ip:port"
%, BHLLTE pushgateway HiSiFEEES
o (i LiRipR) LRGSR pushgateway PRI RziEHR
TEIFE(ER pushgateway LiRRYIZSHR, LiRiGEZRINEDNMER LIRESE, BLESRE—R LIRMNEIE—BREE pushgateway HiEREFR

£€&®

<0
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https://github.com/prometheus/pushgateway?tab=readme-ov-file#admin-api

@ H%‘fﬂﬁ Prometheus ${%iRSS

Docker EA

RIEEFATE: 2024-10-24 16:23:33

IRMEIDR

Docker Daemon £ Docker Btz 0 EEZ—, ER—MFEETHREHE, REEE Docker FEMECBE. BTHKE. HRIEHSEST
Prometheus {EirStHgih, JLESREBEEHAR . BA=UWNES Prometheus SIEIRSEZIMEVES K E Docker £EHI Daemon &
iR, HIZETHFEEIABA Grafana HEiEKE,

IMEL R

RS

docker lRATRETF 17.04.0,
12 Prometheus M5

EcE docker daemon

EJ§ Docker Daemon Et&73 Prometheus Bix, TE%E daemon.json EEEXHHIRIN metrics—address BtEIR, RITETZINEEEERELER
AEFIeHINGE, TEEEREZERI experimental BER, LATAZESS daemon.json BBEERAMIE, BEREFRFE, WEECIZEZRE:

e Linux: /etc/docker/daemon.json

» Windows PR$588: c:\Programbata\docker\config\daemon.json

» Docker Desktop: 3TFF Docker Desktop i&E#i%#E Docker Engine F4iE3 14
MBEXHRZE, ETERSHNEIE:

"experimental" :

MRS, HFINFER metrics—address #l1 experimental, FHRRIENBASERARI JSON g,
REXHEkECE, EF Docker:

systemctl restart
=&

systemctl restart dockerd

A EE:
B%?%E_ﬁ, ﬁ—fiﬂ?%?mig%ﬁ%o

L7413
BREHNE docker HEEH pod IEHEUEIR:

:9323/metrics

BIR BRI ENRIEIRE R :

IRIFRE: BR=ItE (It ) BRSEATF 5194 216



%) i:ik=

# HELP engine_daemon_engine_cpus_cpus The number of cpus that the host system of the engine has

# TYPE engine_daemon_engine_cpus_cpus gauge

engine_daemon_engine_cpus_cpus 2

# HELP engine_daemon_engine_info The information related to the engine and the 0S it is running on

# TYPE engine_daemon_engine_info gauge

engine_daemon_engine_info{architecture="x86_64", commit="562656c364" ,daemon_id="FPJ5:VKVG:WAMF: LKPE: FDRQ: 345D : HJXM:KQXA: YXKO: ZNQU: LE5N: APQS" , graph
e="1linux",version="v19.3.9-tke.1"} 1

# HELP engine_daemon_engine_memory_bytes The number of bytes of memory that the host system of the engine has
# TYPE engine_daemon_engine_memory_bytes gauge

engine_daemon_engine_memory_bytes 1.8052096e+09

# HELP engine_daemon_events_subscribers_total The number of current subscribers to events

# TYPE engine_daemon_events_subscribers_total gauge

engine_daemon_events_subscribers_total @

# HELP engine_daemon_events_total The number of events logged

# TYPE engine_daemon_events_total counter

engine_daemon_events_total 28

# HELP engine_daemon_health_checks_failed_total The total number of failed health checks

# TYPE engine_daemon_health_checks_failed_total counter

engine_daemon_health_checks_failed_total @

# HELP engine_daemon_health_checks_total The total number of health checks

# TYPE engine_daemon_health_checks_total counter

engine_daemon_health_checks_total @

# HELP engine_daemon_network_actions_seconds The number of seconds it takes to process each network action
# TYPE engine_daemon_network_actions_seconds histogram
engine_daemon_network_actions_seconds_bucket{action="allocate", le="0.005"} @
engine_daemon_network_actions_seconds_bucket{action="allocate", le="0.01"}
engine_daemon_network_actions_seconds_bucket{action="allocate", le="0.025"} 2

IRinRE

1. 5 Prometheus I5iERSEHIE .

2. TEEhIFIFRP, IEENRAY Prometheus SE6),
3. HAEHLEBR, EFEERE > SRR,

4, EERPETIMAYES, ph—RRk,

EFER HiERE HEEE RS sEFh2ET

EnEERs EERER HEEES

Prometheus %#=IRSS

iver="overlay2", kernel="5.4.119-

= kv 4 e ERIRE FRIEHE FEEE IEE =) manEs
BxE
FRE
-! MEES A Prometheus FABRE S HESMAITE

5. TEfER, ESEGRESHBILERER, HRERET.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/monitor/prometheus

O BT

B

BRECREES

RERECE

B

(OF .
job_name: docker-demo
scrape_interval: 30s
static_configs:
- targets:
- 127.0.0.1:9323 ## BfHEEROMbIHED
wRiF BUH SFAERINER, RS 2.

6. EERHIEE docker, B Dashboard &¥/AEK .

ExER BiERE SZEE m=e LfplSHT

EERERS &k HREE

we | R wme | Swem | Ee

===

REEER [
FRE

RIFEEr iy

"- Docker Docker daemonisss, &iEdocker,

BEEIE
AR
Prometheus SEIE48E Grafana 3£,

RMETHR

1. BF BAZTWIES Prometheus #2515 , %E#FXR Prometheus SEHIHANEERE

container. engineZ(EE

Prometheus %#=IRSS

docker 9 Q

Dashboard 3155

2. EEHIBAMERRME, HKEEEN grafana ik, ITHHER, ABE others 3X4¥kF3ZE Docker daemon metrics Mi=miR, ZELHIE

KISIEEIRE, MTEFSR:

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/monitor/prometheus

%) i:ik=

B8 General / Docker daemon metrics ¢ <3

V19.3.9-tke.1

Engine cpus

Engine memory

1.81 cs

Events total

28

EESE

BBz Prometheus fEERSZIFEEERE, ARIEWSSSLRRAIERERM

IRIRERE: BR=ITE (1bF) BRSEAE

Running container

26

Stopped container

Events subscribers total

i+ @ '

lencentus Server 3.1 (Final)

Container actions

0
15:25
= changes == commit == create == delete == start

Paused container Daemon network actions

@ Last 15 minutes

e
15:25 15:30 1535

= allocate == connect == release

Builds failed total

SERE . FIHESN MESEEE.

failed reason:
failed reason:
failed reason:
failed reason:
failed reason:
failed reason:
failed reason:
failed reason:

Prometheus %#=IRSS

Builds triggered

build_canceled
build_target_not_reachable_error
command_not_supported_error
dockerfile_empty_error
dockerfile_syntax_error
error_processing_commands_error
missing_onbuild_arguments_error
unknown_instruction_error

197 216
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@ H%‘fﬂﬁ Prometheus ${%iRSS

TKE S8 AR &=AHREA

RIEEFATE: 2025-01-06 10:26:52

AXAE Prometheus MIEIRSHE SHEEES W2k, EAF TKE SHAZENS ML, ERNEHNSHER.
proxy—agent

HHENE

BTF TKE SEEEMINMEIMGS, proxy-agent SPE1EERFRIHERFIMIRERFREISIANRIE, JIMPREAGH—HFmEE proxy-agent IRZEM
EHANER, 3—HmiEE proxy-agent MEUEIFEHEZI Prometheus IR FEE S

BEEERPNERNSR
Namespace kubernetes 3M&RER ESic] RiRE iER
proxy—agent Deployment 0.25C256Mi*2 RENRE
ServiceAccount - BURELAF
<Prometheus 3l ID> ClusterRole - RERBX
<Prometheus 3fl ID> Role - SMNBSERLARSMEIZIUR
<Prometheus % ID>-crb gCIusterRoIeBlndln - RENREBX
<Prometheus %l ID>-rb RoleBinding - SMEREEREERSMETERUR
BRI
PURIz=R
Ihie BRIR T RIZ(ESUR
- scrapeconfigs,servicemonitors,podmonitors,probes,configmaps,secrets,n get/list/watc
REMESE
amespaces h
i
RS &M services,endpoints,nodes,pods,ingresses ﬁet/ Istiwatc
i . get/list/watc
BB RSB HHERRMEY nodes/metrics,nodes/proxy,pods/proxy h
5 RBAC EANAYIEIRHNEY /metrics,/metrics/cadvisor get
4MiB Kubernetes SEEHIIMURIAR
IheE BRIR IS RARIEIUR
REGESHE scrapeconfigs,servicemonitors,podmonitors, probes *(all)
BERREH <Prometheus 3l ID>/* *(all)
namespace
BUBREN

apiVersion: rbac.authorization.k8s.io/vl

kind: ClusterRole

metadata:

IRIFRE: BR=ItE (It ) BRSEATF 55198 216


https://cloud.tencent.com/document/product/248/87415

Prometheus 2RSS

name: prom-instance
rules:
- apiGroups:

- monitoring.coreos.com

resources:

- scrapeconfigs
servicemonitors
podmonitors
probes
prometheuses

— prometheusrules

verbs:

- get

- list

- watch

- apiGroups:

nn

resources:
— namespaces
configmaps
geciEeits
nodes
services
endpoints
- pods
verbs:
— get
- list
- watch
apiGroups:
- networking.k8s.io
resources:
- ingresses
verbs:
- get
— list
- watch
apiGroups:
resources:
- nodes/metrics
— nodes/proxy
- pods/proxy
verbs:
- get
list
- watch
nonResourceURLs: [ "/metrics", "/metrics/c
verbs:

— get

apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:

name: prom-instance

namespace: promfinstance

IRIFRE: BRzITE (165 ) BRSEAS 5199 216




® H%‘fﬂﬁ Prometheus ${%iRSS

rules:

- apiGroups:

resources: [ "*"

verbs: [ "*"

tke—kube—state—metrics
AENE

tke—kube-state—-metrics ERFEAM kube—state—-metrics, YIFEEEFHY AP| server, SEREERAISHIIRAVKEIEIR
BEEEFANNERER

Namespace kubernetes MHRER i) RiRE 7Ll
Statefulset 0.5C512Mi REER
ServiceAccount - WREF
ClusterRole - RERPREx
ke—k - - | leBindi
) tke .ube state ClusterRoleBindin B REEIRIEE
kube metrics g
system
Service - REEFIMNRS, HIRSEIMER
Role - 3 R RENRIBX
RoleBinding - 3 RRERIBX
kube-state—-metrics ServiceMonitor - RERE

R FAPRIEB

BRI
Ihae BRR I RARIEIUR
BIRERASHERIIRE #RERS Kubernetes &R list/watch
IRERE Pod FRIESS RFS statefulsets,pods get
BUREX

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:
name: tke-kube-state-metrics
rules:
- apiGroups:

_ nn

resources:

configmaps

SlEEieEics

nodes

pods

services
serviceaccounts
resourcequotas

replicationcontrollers

IRIFRE: BR=ItE (It ) BRSEATF 55200 #2167


https://github.com/kubernetes/kube-state-metrics

Prometheus 2RSS

limitranges
persistentvolumeclaims
persistentvolumes
namespaces

- endpoints

verbs:

- list

- watch

apiGroups:

- apps

resources:

- statefulsets
daemonsets
deployments

- replicasets

verbs:

- list

- watch

apiGroups:

- batch

resources:

— cronjobs

- jobs

verbs:

- list

- watch

apiGroups:

— autoscaling

resources:

— horizontalpodautoscalers

verbs:

- list

- watch

apiGroups:

- authentication.k8s.io

resources:

- tokenreviews

verbs:

= CIEEELE

apiGroups:

— authorization.k8s.io

resources:

— subjectaccessreviews

verbs:

= ErEEeite

apiGroups:
policy
resources:

- poddisruptionbudgets

verbs:

- list

- watch

apiGroups:

— certificates.k8s.io

resources:

- certificatesigningrequests

verbs:

- list

IRIFRE: BRzITE (165 ) BRSEAS 5201 #2161




Prometheus 2RSS

apiGroups:

- storage.k8s.io

resources:

- storageclasses

- volumeattachments

verbs:

- list

- watch

apiGroups:

— admissionregistration.k8s.io

resources:

- mutatingwebhookconfigurations

- validatingwebhookconfigurations

verbs:

- list

- watch

apiGroups:

- networking.k8s.io

resources:

- networkpolicies

— ingresses

verbs:

- list

- watch

apiGroups:

- coordination.k8s.io

resources:

— leases

verbs:

- list

- watch

apiGroups:

- rbac.authorization.k8s.1

resources:

— clusterrolebindings
clusterroles
rolebindings

- roles

verbs:
= ligk

- watch

kind: Role
metadata:
name: tke-kube-state-metrics
namespace: kube-system
rules:
- apiGroups:
wn
resources:
- pods
verbs:
= QBT
apiGroups:
- apps
resourceNames:

- tke-kube-state-metrics

IRIFRE: BRzITE (165 ) BRSEAS 58202 216




O BHS

resources:
- statefulsets

verbs:

- get

tke-node-exporter {ERAFRIRE node_exporter, FEEERAIEN Node £, BARREFBHIEUNXIRERFIEFR.

tke—-node-exporter
AR
EEREANER

Namespac kubernetes 353

e I\

tke-node-
kube— exporter
system

node-exporter

BH-IPRIRA
ZB T EREIERIUR.

IRIFRE: BR=ItE (It ) BRSEATF

i

DaemonSet
Service

ServiceMonit
or

ARE

0.1C180Mi*node#iE

iR

RERERF

Prometheus 2RSS

REEFMINRSS, HIRSEIER

RERE

55203 216


https://github.com/prometheus/node_exporter

@ H%‘fﬂﬁ Prometheus ${%iRSS

Z2AFHORAA
RIEEFATE: 2024-10-24 16:23:33

i

KXA4E Prometheus MiZARSS 7 SHIEERS T2, HELHTAPSHRSATEARNIRORE . RETRSELRZSEEXTRATEE
R5.

FEERET
FEEEHZLEM Prometheus HIZIRSEIE, —BRBERTATEES.
Z2H
ARy RO SRR
PN T TCP:9093,9090,10901,10902,9990,3000,8080,8008 s
N L TCP:8100-8200 FVF
R ALL i
B C1i5AR
w0 {EF &t
TCP:8008 éouﬁ:'lc:)lxy—server U5 proxy—agent & B
TCP:8080 SRREREDRARIRO -
TCP:3000 grafana (Xix O -
TCP:9990 cm-notify EZixEO BN TE
TCP:10901,10902 thanos sidecar itk -
TCP:9090 BeE reload ir0, REHEEGEO -
TCP:9093 EHEZRBIRO -
TCP:8100-8200 proxy-server ¥IFRERIKO HTFRERDTBEN1001, FREAXEXEHRSAEEEIZ1001
'8 55

B3R Prometheus 5%, EFSLHIAY ID/ZFR > SLHHSHT, RESETEFMAEPO, EREFMBPRTUBITESHRSE, nERSETEIE
e ERSARE, ESRESHRSH,
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https://console.cloud.tencent.com/monitor/prometheus

@ H%‘fﬂﬁ Prometheus ${%iRSS

EXER HIERE SEEE RE ISR

RIFIGHE | smptepidy v

RERHE - ereeesi9090(1/1)
BRSA Pod ¥ 4/4 (312 4.25 G)
FERE B REAMHEERR & tmp-operator-7c95f6f5fd-bh2sh ({E17)
S Target _ ~ cm BREAN
Targets EAIR ESR21 FHBOT » tmp-agent non-cluster 1/1 (JZ175) 1;779/75
RE L mhOREET
Targetiks 1Up 1Down 14.42/s e
AgentiRZS n
hiAs tmp-agent(v1.0.7)
proxy-server(v1.0.7)
tmp-operator(v1.1.0)
APEHRSATAFUETRIHEE, EFEEWAEAREA,
R EEBfRRY im0 RER ]
HHusHRm - TCP:8008 feiF R proxy—agent 5 proxy-server e8I iERE
R tREEEERE - - RSB R RIEO

TCP:9092,8180,443,10249,
N ThITEERY 9100,60002,10252,10257,10 FVF
259,10251%

M7 EBTEIMT master TRMBXIROA, RIE proxy-—
agent BEIBHIEN master T RtBXIEIREIE

'ESN

BF Prometheus i5#% , EREEEIRY ID/SR > BIERE, mE5E ID/SHE TP ZEHSBRSFE.

RETR

REPREE > Worker R > BRith, mETmith id, AFRRATERRSH, EHRERLBERLA d #TER, EFRFANEH,
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https://console.cloud.tencent.com/monitor/prometheus

O BHS

TSI #1E

ITHIDR

TRIBEXER

k8shRz

TREMNEERS

BRIERG
iR
¥

Xt

np-c ..o - (RETRI)

5
1.28.3-tke.4

TencentOS Server 3.1
BRI S

subnet-_  © T,

Sg-Ju. me—.. ]

=
-
x

BXssh# 48

BHER

TRA™
qGPUHZE

BEEBR

skey-, »

B
Bl

BHEEQ
TRRE

ELIREONS LR

Prometheus %#=IRSS

2024-06-12 16:20:09

(S22
KB
55

SA2.MEDIUM2(¥) »*

BMRERIER 50GB

-4
Bah&E

EAFR(TREE TR0, TR E LR

BERT AR

REPREE > Worker TR > Hmith, sETmith id, EFWTUSRIRHRET R ID LambiEs CVM SLHFER:

& EE(HER) | cls-emmcem. o m o, ) /| FAE:ND-wm. v cowr s,

e

TRLESER

np-{ e )

B

Label/Taint/Annotation  &E&

FRHMATRHEQ

EHIBIRRED

TRk B

A
BiRs

0

BB (TREE TR0, T RMELR:7)
Bt

BEAAX (FM) f%

TencentOS Server 3.1 (TK4) »*
NG -BRGHE

S2.LARGE16() '
(1 @AALSSDLIES 1000GB »*

KubeletBEXSH &E
RIMEFTR ERIRME v
oy REY AKX KB
BERICVMSIBIFET 2
3 - F S2.LARGE16
|ns—:‘, | ! . i IFI_ 1 R REf—X 4% , 16GB , -Mbps
as-tke-np-"m " & AU 50GB

HEELFFERNEE, RLReH, ITEEEFRLEER:

IRIRERE: BR=ITE (1bF) BRSEAE

BERF

B

{HIEARTR

HBRERI

BATR A
FM
BEXEEO

BEiREA

1Ptk

-lo
172.16.0.271F

asg- m mmme—

asc-_ .., 0N Iy Y. M)

ELIVAGNS A
RIFE

55

EFRE

containerd 1.6.9 »*
subnet-m m 2
55

4

ARz

fERYRA

EoR/EEE ©

CPU: 0.1/ 3.90 #%
A77: 0.21/12.68 Gi
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Prometheus %#=IRSS

& ins-T..J.11.m  (as-tke-np- W)

RS BMMBER B Aroot, MGTEMLTHIRGESET BNEMB, TEEAENMESENREREN, SioBBIEERE

e as-tke-np-Sewe.n " o 2 B i x| oER

BEAER B

EfEReE

#h5ER @

BB

2RIP iz R2E BIERE RITHL X Lt
Hy EBE FNFRE
REMIDIEH e AR s
sg-. - » sg@n~" | default

default

REPREE > Worker R > Bith, mETmith id, APRBEXERTTEERZSMH:

TRERER

TREAMR np-QIL ... _ N W __ .
RIS BT

ZEA Sg-OWN __ M [Z

Labels B5E

Taints &E

WpRR [SFad

TIRER Linux

X
iR

BERERE, “REtmp-agent CR” ZERR “context deadline exceeded” :

IRIRERE: BR=ITE (1bF) BRSEAE

EEEB He
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@ H%‘fﬂﬁ Prometheus $5iEHES

2024-06-12 2024-06-12

223 _ & =

£ proxy-server fiss TR 11:04:52 11:04:52 N/A
2024-06-12 2024-06-12

PP %823 proxy-agent SEhk N/A

11:04:52 11:04:57

2024-06-12 2024-06-12

=3 P N/A
RREMREEE e 11:04:55 11:05:00 /

2024-06-12 {Reason:get resourcelnformer failed,Object:TMPAgent/prom-
L% tmp-agent CR 7 11:04:57 B/ tke-cls-."" W ™ Message:failed to sync cache for

ServiceMonitor informer}: context deadline exceeded

AP SEARRANRA 2

@] ]
vpc BEHRE, RETE
1. SRS, ITHXEER, SEEHT=NS (B vpcid) :

REER TRAREER
SRRER cd-'®m W, TREE L
Fi#ENode MapEECPU. NEZFAR
$E#ID cls-. M
BINRIERR tlinux3.1x86_64 »*
BRE AR IR
REHBAE DHFEUR - BRGERK
RS BITHR
Tmhostname@mBEX  HIIHRE
Fi7Ehis) FaRgIX (AR ER)
_ [ TRMNE vpc-Gl_ W [2 l
iETRARTE @© INRE »
BRMEET Global Router
SRS 15,
WS MBRBT R E R BHRNE
LEERMIERSEEETA, 1507 Pod, 1287 ConfigMap, 1501°CRD, i CIbR
FEAVEENE RIS EAR RS 2. . _
. HEIVPCRIRKXEATEAN
@ v © 10244 Service/$E, 647 Pod/T, 100879 &/HE
BEELTRICR - .
&R cni
kuberneteskRz Master 1.28.3-tke.4(EAI AR O VPC-CNII&: (W =7z
Node 1.28.3-tke.4
Service CIDR 172.20.252.0/22
ETREAH® containerd 1.6.9 /*
Kube-proxy {EAZ iptables

2. 7£ Prometheus ZFIMNBFERTE, ~LAEMLE, ITHEEITTEEEEME:

IRIRERE: BR=ITE (1bF) BRSEAE 55208 #H216m



BHER
B3 vem . mitl , i
SEHIID prom-_ __m. e AR
RS © &fFHR itgR
REE ’ BURAYIE

Prometheus 2RSS

o3 - low
H#—X FRFN mp-low
RE IPvaithiit e 0

2024/06/02 16:27:14

3. ¥kt vpcid, EF—H, BE vpc EHBIEHMITE, ERHMIEITE, UBEXKZEN, ITERLHN vpc, SEEXKEHNTTUER
M CLB. E=BMETE, NBAREXEKKI, FEEZHNEEREFERLIR, SCAIINFERAXRHNTE LR,

o KEA=EXM:

&< vpc-w; moo PHE

BEXER BRNEEE Lty
EFER
D vp-m-
&7 cm o
Pv4 CIDR .16 ()
- w[24(FH)
Pv6 CIDR
DNS® e vy 7’

Domain Name® -4

g HRAE O

o FiELBEAR CLB:

KERIREY

@ - YHFN - ' FRPKEN: 228

BENES FRBEHXY 2

REAZERR R
ZHMID  con- T

ZHEREH  testTHM

TRKS  BRKS

RS =223

REXT 1) 2024-06-12 15:45:45

SRR AR v
BEVPCHEE v )=
AREXFER— T ERIANERTEEREVPC TSR,
v ElEZN o]
HIBNIAFRENVPCSBEXKEENE L BN LREE, HENIFIFAENVPCSBEXBKNEENERLE, MHHL
CLB, BMFTEHITHIEBRE,
SEREFRTEIIY 2% v
LEREMIEN ™ RARTE, WIETEER, BIGEEREGEFOME, MREHOER. B THRE,
=¥ ic Lt T AT AT AR

Q

ID[TiR® KB FfilBvPC R7

o FHREEAMITIE . HAN FABNES > ZER TE, HEEF) ID > FREE > ARTR:

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/vpc/ccn

O BHS

€ 7%t

BAER  XBZA 48 BOE  BEREERE

@ HTEFNLEEE, FAMGEI0KbpsA FHERE

ihigA T itbisis ¥

HERS

for o5 i Bz

R2ARTHE

RE WREM(Mbps) ¢

TmedE &

BEhE

«©

2024-06-2110:17:02

1. EERAPEHRESE, EEHAR AFSHEZ2ESE5, BEERURESER—E;
2. EFAPERMIIERE, BE Master&Etcd Z24E(ER, REPRER > Master&8Eted > PRit), mET=ith id, FEEFRBET= ID L,
RERHEBICVMLAIEER, AEE CVM HESARENTEEEGRZLARER:

& ins-mEEm=

O

(tke @ [EEB_master_etcd1)

tke_cls- === == master_etcd1 2 @ a6+

RS AL ERE Hro0t, 27 B SEVKERER, SLERTEEER
EXER MR ARIP i el BERE WIHS Xtk bt
EdER24E iy EE HNFE
R © RLMIDEM e AIERR
1 so-m > sg-....

tke-master-security-for-cls-

REZSAMNZEFEER,

IRIRERE: BR=ITE (1bF) BRSEAE

XA R

EETR

LSRN

77 __ | tke-master-security-for-cls ™

Prometheus %#=IRSS

HBHBE

TRARE AN

EBRE Y EERERT v

SREMN
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https://cloud.tencent.com/document/product/1416/111899#%E7%94%A8%E6%88%B7%E9%9B%86%E7%BE%A4%E5%AE%89%E5%85%A8%E7%BB%84%E6%9F%A5%E7%9C%8B%E6%96%B9%E5%BC%8F

@ H%‘fﬂﬁ Prometheus $5iEHES

=% % Node Exporter
I EEHATIE: 2024-11-04 09:39:02

Prometheus ¥i5IR5332#5(EMA CVM Node Exporter REZ=IRSEE ( Cloud Virtual Machine, CVM ) 3£l LAYIEIR . BRIESZISAPEE
aftEi%E CVM SLFIFH%% Node Exporter, EaIASETRIGHITIEE

RIRSH

CVM B REBINZ=B&1MLEIFE ( TencentCloud Automation Tools, TAT) o
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