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@ H% i:HE KEREES

API 3t
E L

RIEEFRATE: 2023-07-06 01:13:36

$10 X&®

ZmAdiE: 2023-07-06 01:13:25
KREBEETUTHS:
MEEEIINE,

(EesdEn:

» CreateUserGroup

o ¥iZS: UserGroupld
e CreateUserStore

o FFiEHS: UserStoreld

89 X&k®

A#uhtiEl: 2023-07-04 01:14:49
FREGEETUTHRA:
MECERINE.

migiEO:

« CreateUserGroup
« CreateUserStore
« DeleteUserGroups
» DeleteUserStore
« ListUserGroups

« ListUserStore

« UpdateUserGroup
« UpdateUserStore

BEREE:

« AppAssociatedUserGrouplds
« UserGroup

« UserGroupDeleteResp

« UserStore

B8 X&k®

Z#mAdiE: 2022-09-27 06:14:52
RREHAATUATHE:
BEEEHH.

fEatEO:

« CreateUser
o FEAS: IndexedAttribute1, IndexedAttribute2, IndexedAttribute3, IndexedAttribute4, IndexedAttribute5

WRIFRE: BRRITE (bR ) ARSEEAE 584 #1162,


https://cloud.tencent.com/document/api/1441/94455
https://cloud.tencent.com/document/api/1441/94460
https://cloud.tencent.com/document/api/1441/94455
https://cloud.tencent.com/document/api/1441/94460
https://cloud.tencent.com/document/api/1441/94454
https://cloud.tencent.com/document/api/1441/94459
https://cloud.tencent.com/document/api/1441/94453
https://cloud.tencent.com/document/api/1441/94458
https://cloud.tencent.com/document/api/1441/94452
https://cloud.tencent.com/document/api/1441/94457
https://cloud.tencent.com/document/api/1441/75643#AppAssociatedUserGroupIds
https://cloud.tencent.com/document/api/1441/75643#UserGroup
https://cloud.tencent.com/document/api/1441/75643#UserGroupDeleteResp
https://cloud.tencent.com/document/api/1441/75643#UserStore
https://cloud.tencent.com/document/api/1441/75642

@ H% i:HE KEREFEE

» DescribeUser
o ¥HEAZS: Sort
« UpdateUser
o FEAS: IndexedAttribute1, IndexedAttribute2, IndexedAttribute3, IndexedAttribute4, IndexedAttribute5

BRSNS

« Sort

(B iR

e ImportUser

o ¥MEMER: IndexedAttribute1, IndexedAttribute2, IndexedAttribute3, IndexedAttribute4, IndexedAttribute5
» QueryUserFilter

o ¥EMER: OperatelLogic
« User

o FZM&R: IndexedAttribute1, IndexedAttribute2, IndexedAttribute3, IndexedAttribute4, IndexedAttribute5

BT7XRE®

&RAEdiE: 2022-07-19 20:27:09
RREHAATUTHE:
BEEAHH.

shEO:

» DescribeUser

Eegizn:

« DescribeUserByld
o ¥MEBAZ: Original
 ListUser
o ¥MEBAZ: Original
» ListUserByProperty
o ¥MEBAZ: Original

FIBEIRE:

» QueryUserFilter

86 X&%

ZmAdiE: 2022-06-29 14:44:01
RREHLATUTHE:
BEEEHH.

SO

» ListLogMessageByCondition

SRS
+ LogMessage

WRIFRE: BRRITE (bR ) ARSEEAE 585 #162;


https://cloud.tencent.com/document/api/1441/77525
https://cloud.tencent.com/document/api/1441/75635
https://cloud.tencent.com/document/api/1441/75643#Sort
https://cloud.tencent.com/document/api/1441/75643#ImportUser
https://cloud.tencent.com/document/api/1441/75643#QueryUserFilter
https://cloud.tencent.com/document/api/1441/75643#User
https://cloud.tencent.com/document/api/1441/77525
https://cloud.tencent.com/document/api/1441/75640
https://cloud.tencent.com/document/api/1441/75638
https://cloud.tencent.com/document/api/1441/75637
https://cloud.tencent.com/document/api/1441/75643#QueryUserFilter
https://cloud.tencent.com/document/api/1441/76173
https://cloud.tencent.com/document/api/1441/75643#LogMessage

@ Hﬁ i:HE KEREES

8 5 X&H

ZmAdiE: 2022-06-17 10:12:20
FREHASTUTAS:

BB BRI,

SRMIRLH:

« SaltLocationRule

(B ERED:

« SaltLocation
o ¥ERER: SaltLocationTypeEnum, SaltLocationRule

BARER

&ZmAdiE: 2022-06-16 19:58:34
FXEBEETUTHS:
MEEHBIE,

SRS

- Salt

» SaltLocation

(B iR

« ImportUser
o iERR: UserName, PhoneNumber, Email, ResidentldentityCard, Nickname, Address, UserGroup, QqOpenld,
QgUnionld, WechatOpenld, WechatUnionld, AlipayUserld, Description, Birthdate, Name, Locale, Gender,
IdentityVerificationMethod, IdentityVerified, Job, Nationality, Zone, Password, CustomizationAttributes, Salt,
PasswordEncryptTypeEnum

B3 XE®

&ZmAdia: 2022-06-16 19:08:56
RREGEETUTHS:
MEEHINE,

FhigEO:

« CreateApilmportUserJob
+ CreateFileExportUserJob
 ListJobs

IBERED:

» ErrorDetails

» ExportPropertyMap
» FailedUsers

e ImportUser

« Job

WRIFRE: BRRITE (bR ) ARSEEAE 586 #162%:


https://cloud.tencent.com/document/api/1441/75643#SaltLocationRule
https://cloud.tencent.com/document/api/1441/75643#SaltLocation
https://cloud.tencent.com/document/api/1441/75643#Salt
https://cloud.tencent.com/document/api/1441/75643#SaltLocation
https://cloud.tencent.com/document/api/1441/75643#ImportUser
https://cloud.tencent.com/document/api/1441/75705
https://cloud.tencent.com/document/api/1441/75704
https://cloud.tencent.com/document/api/1441/75703
https://cloud.tencent.com/document/api/1441/75643#ErrorDetails
https://cloud.tencent.com/document/api/1441/75643#ExportPropertyMap
https://cloud.tencent.com/document/api/1441/75643#FailedUsers
https://cloud.tencent.com/document/api/1441/75643#ImportUser
https://cloud.tencent.com/document/api/1441/75643#Job

EHBAT

B 2%

ZmAdiE: 2022-06-15 19:44:55
FREHASTUTAS:

BB BRI,

siRiEO:

« CreateUser

» DeleteUsers

» DescribeUserByld
» LinkAccount
 ListUser

» ListUserByProperty
» SetPassword

« UpdateUser

« UpdateUserStatus

IBEIRE:

« Filter

« MemberMap
« Pageable

« User

B1XE®

Z#mAdiE: 2022-06-14 12:05:51
FREHESTIUTRE:
BEEEHKH.

SO

+ ResetPassword
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https://cloud.tencent.com/document/api/1441/75642
https://cloud.tencent.com/document/api/1441/75641
https://cloud.tencent.com/document/api/1441/75640
https://cloud.tencent.com/document/api/1441/75639
https://cloud.tencent.com/document/api/1441/75638
https://cloud.tencent.com/document/api/1441/75637
https://cloud.tencent.com/document/api/1441/75636
https://cloud.tencent.com/document/api/1441/75635
https://cloud.tencent.com/document/api/1441/75634
https://cloud.tencent.com/document/api/1441/75643#Filter
https://cloud.tencent.com/document/api/1441/75643#MemberMap
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#User
https://cloud.tencent.com/document/api/1441/75525

@ Hﬁ i:HE KERIEES

mIEEFATE: 2022-06-15 19:45:02

RIDEER SRIZFE APl 3.0 (54, 29 AP EONEEMTEN2E, f—HNSREMAERG, Si—8) SDK/CLIRFS AP 3 iE
—5, SEEREHERIENERGR. STFSBERITRNLEERERAZ™R. SSER= AP| 3.0 (EANTERES: REA

WEREFEAENAFRMEEERSEM . BR5I0EE, BHLEERARENEES, BAVSTFANAREE, EIEES—1BRKSERE
HAFREEE (Consent Management ) , FpEFOnelD, fiftAFPEE,
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

EHBAT

API t#58

IEEFATE: 2023-07-04 01:15:09

BREFEXED

EOSMm
CreateUserStore
DeleteUserStore
ListUserStore

UpdateUserStore

BREERXEO

OSSN
CreateUser
DeleteUsers
DescribeUser
DescribeUserByld
LinkAccount
ListUser
ListUserByProperty
ResetPassword
SetPassword
UpdateUser

UpdateUserStatus

AFEAEEEXXED

EOSM
CreateUserGroup
DeleteUserGroups
ListUserGroups

UpdateUserGroup

HiERPEXEO

EORTR
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https://cloud.tencent.com/document/api/1441/94460
https://cloud.tencent.com/document/api/1441/94459
https://cloud.tencent.com/document/api/1441/94458
https://cloud.tencent.com/document/api/1441/94457
https://cloud.tencent.com/document/api/1441/75642
https://cloud.tencent.com/document/api/1441/75641
https://cloud.tencent.com/document/api/1441/77525
https://cloud.tencent.com/document/api/1441/75640
https://cloud.tencent.com/document/api/1441/75639
https://cloud.tencent.com/document/api/1441/75638
https://cloud.tencent.com/document/api/1441/75637
https://cloud.tencent.com/document/api/1441/75525
https://cloud.tencent.com/document/api/1441/75636
https://cloud.tencent.com/document/api/1441/75635
https://cloud.tencent.com/document/api/1441/75634
https://cloud.tencent.com/document/api/1441/94455
https://cloud.tencent.com/document/api/1441/94454
https://cloud.tencent.com/document/api/1441/94453
https://cloud.tencent.com/document/api/1441/94452
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EOSM
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CreateFileExportUserJob
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HitEEEXEO

EORTR

ListLogMessageByCondition

WRIFRE: BRRITE (bR ) ARSEEAE

#&Ohae
FEEOSARPES
HEXHSEHRAPES

BiNESFRE

#=OhEE

E9EXER

WEMEES

STRERIRAE (OR/ED)
20
20

20

STERPRE (R/A)

20

10 #162m


https://cloud.tencent.com/document/api/1441/75705
https://cloud.tencent.com/document/api/1441/75704
https://cloud.tencent.com/document/api/1441/75703
https://cloud.tencent.com/document/api/1441/76173

@ Eﬁizﬁﬁ KEREEE

AABI
5K

IEEFRATE: 2023-02-22 01:12:45

1. BRS5 1tk

API ZiSFiRblEgiEN , AERmiEittEiEAGEBD ciam.tencentcloudapi.com , tBZiSfgEbEE&AG@, Gl MibEaEER ciam.ap-
guangzhou.tencentcloudapi.com .

HEERREIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBREIN M
BR3388, MEMISE ciam.ap—guangzhou.tencentcloudapi.com 22—,

R NRESURAILSS, BIUSETIBRANNSE .

R SR AP BERAR, AR REEEROSTRRRSNNE . *RSISibRSIREERAB R/ AHBSECHEPER, EOSHSObIEE
HEROESN BB PE,

BRISHSIEESIxRA:
PN b0 b0
FEHIEIEN (5, RISEEERK) ciam.tencentcloudapi.com
SERFHBIX (1) ciam.ap—guangzhou.tencentcloudapi.com
HEHRMX(LS) ciam.ap—shanghai.tencentcloudapi.com
bt X (I6R) ciam.ap-beijing.tencentcloudapi.com
Fargits X (FER) ciam.ap—chengdu.tencentcloudapi.com
ARt X (EFK) ciam.ap—chonggqing.tencentcloudapi.com
BEaHRX(FESES) ciam.ap—hongkong.tencentcloudapi.com
TP ARZRES(FTINE) ciam.ap-singapore.tencentcloudapi.com
TAFRE(ER) ciam.ap-bangkok.tencentcloudapi.com
WARER(FHE) ciam.ap—mumbai.tencentcloudapi.com
TAFIL(ER) ciam.ap-seoul.tencentcloudapi.com
TAFIL(EFER) ciam.ap-tokyo.tencentcloudapi.com
ZEFRE(FSEE) ciam.na-ashburn.tencentcloudapi.com
EETEER(EES) ciam.na-siliconvalley.tencentcloudapi.com
=X (SE2) ciam.na-toronto.tencentcloudapi.com
Bt X ((Z=518) ciam.eu—-frankfurt.tencentcloudapi.com

2. iEfEh%

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE %11 #1621



@ H% i:HE WEMEES

X HTTP i5R7GE:

- POST (i)
« GET

POST iEK%Z#58 Content-Type 8!

« application/json (#7%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #H{ERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&Ba3#E0O%1F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KIIBRERNABiEIE32KB, POST iEREMAERRZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FwE

19(#EMH UTF-8 4wfS,
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5 E EEEH_E KSRIZEES

N\ =

/NS

mIEEFRATE: 2023-12-28 01:09:55

AHSHEAFIREAPNEOSSNSH, NHEVE, E5MEORMIERTABXLSERTIHI, (BEXERETESETXWSY, F6EEE
KiEiEK.

AHSHNEFASTEEHZFERNEZ R ZRATEMEMER.

ERERGE v3 RSN

BER®FGE v3 (BRBIRE TC3-HMAC-SHA256 ) HHELERT5E v (BENEAREBREREE) , ERE, TEARERE, 325 POST
JSON #&=t, MReE—ERH, HEERZESHETHES ., RENBER £875i% v3,

R WTFEGBR, BoROEPIRFERNRERSE vI GET 5K, MAREREMESRSE v3,
EFEESTE v3 Y, AHSHFER—KE HTTP Header iEKLEH, INITFERFAR:

SHEM B Wik kR

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action Sting = \ction KA. BINEIRSEMEIEHAFIREN, BMEN Describelnstances.

HTTP i&Ksk: X-TC-Region, iifS#, AFRFKAFEIRIEMAMEENEIE, BESEEOMXES
Region String - WMASHEDETAHSE Region HIiHA, T8 REEOFABEERZSY, BOXXEREXILIFE
iRA, IWEBIEEEEZSBBTESEN.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl iERARTE], 40
1529223702, #*i&: MRSKRFIF[MHEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&kk: X-TC-Version, E(EAY API B9RRA . BUESEZEOXERANSAHESE Version
B9iAR . BlaNz=BR33E8H9RRA 2017-03-12,

fil

Version String

HTTP tRESDIAIESL SRR, Flin:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hr,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fx#r3EIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
1288k, BN, S cvm.tencentcloudapi.com BEFRETRBRE cvmo. A=REVER ciam;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSE, content-type 1 host JosigkLER;

- Signature: ESH/E, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, Bl Z2EIEIRSS FRIULRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld #1 TmpSecretKey. {ERAK
iSRRI A BEIR &Lt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (B EOZIFSE ., BYE: zh-CN,
Language String a

en-US., zh-CN ﬁ@*ya en-US ﬁ@izo
g AFRESR Mg = IRSZFEFFIRPIIET4, FEOSHIRERRBE Offset=0, REIEE Limit=10, WEIEREDIZIZER URL. &

RKLED . IERIETRBIGNT:

HTTP GET i&RE&#93:

WRIFRE: BRRITE (bR ) ARSEEAE 813 #1621


https://cloud.tencent.com/document/api/1441/75529
https://cloud.tencent.com/document/api/1441/75529
https://cloud.tencent.com/document/product/1312

WEMEES

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID***x*x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEERME:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) &R ((USENZEOZE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®+x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

WRIFRE: BRRITE (bR ) ARSEEAE $14 #1621




@ HE i:H_E WENEFEE

ERERGE vI NARSH
ERZEEAE VI (BRSHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH
BHER ey it

BFREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEEN, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/MEEAEIE, BOESNERESSEOGEPRANSEAHS
Region String - # Region A9I%EA, R REEROFREEEZSE, EONEhaIbISEINE, WiBEPEE
BiZSBHFEEN.

ia1 UNIX BiE&, mleRAER AP|iEREETE, $I811529223702, MNRSHFIRTEHEES

Timestamp Integer = | TS,
Nonce Integer 2 REHIEREL, 5 Timestamp BX&iEk, AFLEEREE,
Secretld Strin - £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si . o BERER, ARBGIEWXERNEENE, SEAPREXIFVRASEITESH . BRTESEZESR
ignature String = kY
Versi . o 121ERY AP BOERAE . BUESZEZONEPASAHSH Version Rk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAIREES, EtERIER HmacSHA BIESE.
B) 22 EIFRSS FiMARIGRI L2 ST Token, EHARIEEIS Secretld 1 SecretKey B
Token String = EFIEAIGIRZEEIEPR TmpSecretld #1 TmpSecretKey . ERKHZEHARNTEERELL
Token FE,
L . - EEZEOREES, (NESEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFEPEESIA RIS RLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&Ha546:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* kX EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iER&#a3:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDkrrkRxEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 5815 #1623)


https://cloud.tencent.com/document/api/1441/75530
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1441/75530
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@ Hﬁ i:H_E WENEFEE

HisE=
FFRFEE0 Region FERAFIGENTRAR . MREORZISLRPIFEEL, WATEROREREMHREE.

b EE

et (M) ap—guangzhou
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@ HE i:HE WERIZEES
ZEBHIEV3

mRIEEFATE: 2023-12-27 01:11:01

TFERIET E85% v3 NESEE, ERESKRSEHSHNEERAERE API BAEH. BRIMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> S

fZaILliEE APl Explorer B9 [ €& 54£n; | BRESSMEOSEIMEMTE,

Bz APl 2XSMNERETEHIE, AFFREFRRESIE, SCENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERHFLUEENH NFMENRIEER

P LEHITES

BEZEIIATARBERIPIER:

1. BIEERERSH
ERHFREREHFETERHABBHARIEN . BESRAEHE = AP| 28 RERBEREXER.

2. (RIPERHITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIGEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS355 . IRSBHRSERWEINERSHLARETRITEIRSE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LBS T LARIKNESSiE v, MEERS, STFEXMIEKR, XiF JSON 18, POST BRZIFES
HEMZ=FMHE, e —ERA, EEERZESHETEES,

BURIEAL, BIER APl Explorer By “ERZHBER" 188, EREEZIRANH “API 3.0 FE v3” , AILAMEMEZIIEHITINE, tHAJERERRK
SDK %8, #E=ERBIN= APl BEER 8 MERKNRIEES SDK, BEHRTEIMEKIE, YEHFER, £ Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENZH, ZABIE Secretld #1 SecretKey. 81"BARRSAILIAEHENEHR,

« Secretld: BF#RR API ARESR, SLAERELLAARS,
« SecretKey: BT API HRERSE, sILAERALLHED,
- BREFFERERSFEIE, BRHE, SWRERUFEL. SR, BUAEMEERLTIE,

RIS EIENEGALSRINT:

1. BF BA=EEPOEHS .

2. BifE =APIZH RYEEIETNE

3. £ =APIZH WE, BE [ #HE5E ] elE—XER.

ERRF v3 ERLE

= API 2#5 GET #1 POST idK . MFGETAH%, R%HF Content-Type: application/x-www-form-urlencoded #¥i&xX. ¥FPOSTAE, B
BIsZ#F Content-Type: application/json AR Content-Type: multipart/form-data FERNYIEEE, json #EXBEASEIEOYITZE, multipart 1§
XRAEFEEOZS, BIHZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAETER, (B GET
BERRZIF 32 KB LIRREKRE .
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@ HE i:H_E WENEFEE

TEURRSSREAT NEXZFFIREAGIF, STBRNEEIMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEUBUNEERIVRTE;
3. BOBESNSEMERE, ST SHIRESIRIABEINTER.

G, FeARSEEEFEONSE, RIRERESZILENER. EXFRAMEON, BRIELFERRE, SMEONSEHFTER, FEHEY
EAMGIFRSEIE. i, XBEARRTEHSAESEMEOBASE, APTLMRIBLGEERNEMSE, 0 Language 1 Token A%
(ZE HTTP LEBRE, N X-TC-Fi&k) -

{Bi2FFRY Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rirk | B
PREBEM NERRSEEN KGR BENIKRE, RRE—FHIE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER R
BN ARBREAHHENEIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%Ai% (GET. POST ) . It FIEB{EHA POST,
CanonicalURI URI 2%, API 3.0 BIEAIESHI (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZFHE"", WF GETiEXK, Wi URL &
5 (?) GENFFEAS, FIEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$4%=FRIBEEASE

8) , FfE UTF-8, EERREEEMEERERTRE.

CanonicalQueryString
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@ HE i:H_E WENEFEE

FEREM R

25X 219LEMEE, ELVEE host #l content-type T LER, BAIMAEHELESSS5EZ LIRS EBIER
RIE—MFIRS M, WREIERIMEIN TEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, 1R key:value\n EXH#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE,

CanonicalHeaders
LERBITELERE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENS, BLHEEESNEERMEKRIEEHRESBEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBLIES, WIBRIEREHLLES5TER, 1 CanonicalHeaders 8 2RILBRNAR—X
[fY. content-type # host JoutigELEn,
HEIN
SignedHeaders 1. L3 key S—EEHIS;
2. 29L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) WING7{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEX( SHA256 13
T, RETNHERD, REREBBERKRNSEE, MF GET &K, RequestPayload BEIEAZEZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRIAEIEREBMT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB R/ FIH
BT HEHESERF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW Rz
Algorithm 8%, HaiEEH TC3-HMAC-SHA256,
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@ HE i:H_E WENEFEE

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUMEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlRET—BIER, EREAY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #l SecretSigning 2 T#HEIRIEIRE, FIaEEESFAHTENIZESR, SHEHHBIFEFRITENRML S5
73: ficb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM MRRE
SecretKey [Ri4RY SecretKey, B Gu5t9XxGARNpPQg86cd98joQYCN3kkkk
Date Bl Credential #f9 Date FERIEE . WRHFIBUES 2019-02-25,
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@ HE i:H_E WENEFEE

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, (BABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

EERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE, WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRIES:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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<f£EE) H;iiTliEi WENEFEE

O EE:

ERRIEAHI HTTP LB (Header ) #liEkK{K ( Payload ) #FHESIHEIETHATR S, BUSEEESF—EER. TED
FTENEIRERAR, MEMEBEFSIHE.

EREWT

TECERER API 3.0 B, i#EERECERSIIZ SDK 3.0 , SDK #3RTESMEE, AR E=RIBMHHEMEONT ., FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEINMNTRESERMER:

» Signature Demo

ATEFEMBREREE, TEAMSSRREESHH, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMEARSEREMEM SDKo.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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WEMEES

return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

Suglale = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();

System.out.printin(signature);
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WEMEES

String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
(v

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + '

+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

NTIT
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n*
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= 1 ."/tc3_request";
= hash("SHA256",

\n"
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"
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. S
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET _KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8""' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\

"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + '"'\

LG UL payload 4 mn

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");

string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + '
"-d '™ + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256_Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size_ ti = 0;i < len; ++i)

{

const unsigned char ¢ = input[i];
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << end];

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3 request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};
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hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

Hfhigs

» Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub
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WRIFRE: BRRITE (bR ) ARSEEAE 5842 H#162%|



https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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BUXERL, ZIER AP Explorer iy “SERSB4EM” L, EFEERMRAN “API1 3.0 £8] v1” , AILAENERIREHTINE, FRHETHRIRE
IEENEERE, theTEEER SDK U13, HEERBNE AP BBER 8 MERMREES SDK, EL&HRTESMIERIRE, HEFR, F

Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EFZ(ER API Explorer

<> mEiE

fZaILAiEE APl Explorer B9 [ €& 545 | BRESSMEOEZMEMTE,

Bz APl S8 MEIIERHITESMHIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REEIEEIE Secretld #l SecretKey; ERAPESBEREREIE, BRIt ZAPIZHANH Bi5, BNEEERZ APl %

Ao

1. RERSFIE

HEE—RIERZ= APl ZA, BRIt = AP| ZATHE RIFREEIE.

RLEIERIE Secretld 1 SecretKey:

« Secretld BF#5iR APl HB&B%
+ SecretKey BFMEEZFHFEMRSHRIRIGIEZZFTRAIIZHR.
- BR$ATERERSSIE, BRtdE.

RIEREFIENEFSERINT:

1. ER BNZEEROERS
2. BifE = AP Z$0 R9EHIATTE

3.7 = API Z5H U@, 2iE [ #E=A | BiaLIeiE—3 Secretld/SecretKey,

R BIMRSRSLUAERX Secretld/SecretKey.

2. ERER R

BTRLEIE Secretld #ll SecretKey &, BAILAEREZET . UITRERAEREHE v1 £E2BA0FMATE:

i FAPEY Secretld #1 SecretKey HB3IE:

« Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kikkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kikkk

R XBERETA, SRERAPEERIB Secretld 1 SecretKey i#{TIREER{E!
LIRS 2EBEELGIFIR (Describelnstances ) i5kA61, HAPRABX—EOR, HiERSHTEMT:

SHETR
Action
Secretid
Timestamp

Nonce

F3z
BiER
=48 ID
SRIRdEEL

REHNIEREEL

WRIFRE: BRRITE (bR ) ARSEEAE

S4B

Describelnstances
AKIDz8krbs|5yKBZQpn74WFkmLPx 3kt
1465185768

11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE i:H_E WENEFEE

SHER 34 SH(E

Region SEBIFRTEX T ap—guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFHELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APAULMRMELRRZERNEMSE, i Language 1 Token 2HSH,

21. He¥HF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHEE. i£5: 1) RiRsHS#iTHE, SHERISYRET, F25tk0; 2) % ASCII 13
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 Bl, FRIEFEER, BFARIEHE. ARTULUERIZEES PAEXHEFREERCMIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*kktkkt
'‘Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESTRN, TN EEREIPHSEHTHR, SRINER—E,

2.2. HHEERFTHR

WS BRERRIERFFHR

BB L—SHIFIFIERSEUEMLRE “SHSHR-28E” BEX, W33 Action 28, HSHE#A "Action" , 2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “S¥E" FFRIRETIE url KERE0E.

ARBEACENSISHA" HEE—R, REERIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretid

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*x§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFHH

IS BRE R E B F SR
BERENFHFRAMU T SEMA:

1.1EK75E: X5 POST #1 GET A=, iXEB(FER GET igK, EBHEZIEXE,

2. i5RENEELHIFIE (Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. IEREER: HERASAPINBERERZEES / -
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@ HE i:H_E WENEFEE

4. {ERFFR: B E—SERRNERFF S,

BBENEAHHERNG: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

I REMEZR R,
B5E6EA HMAC-SHA1 HiEx E—ShiREMNESRIFRHRHITES, ABISEMNESHR(ER Baseb4 #HiTHD, BIRRERENESH,

BAREIT, KL PHPESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3*++rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

IRy E RN

bl

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEREIPHERESGHTERIIE, SRINERRSHFHrI—XEN,

3. SZERHG
ERMESSHTEEBEREREYN, BEVEHET URL B,

N E—EERNEZHEA zmmjn35mikh6pM3V7sUEuUX4wyYM= , REEZFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$ATFEMREHER URL,

R MRAPKNIERGZRE GET, B&iERAZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&iEiERrSAR
HERSYHEDTEEN URL B, SHEN-FSTEERD. IF ASCIl F/HE URL HHIRELLI UTF-8 #1748,

HE: FURREENNEESAMAAAESEET urlencode, EXMIERAT, RMFABENESHHAT URL KDY, EUMX URL FSSHE
LM

R Rfte8EhMEHTHRD, KERA RFC 3986, (A %XY NHFHFMRFHITESLLHS, BP X" M “¥V” B+A##HFHF (0-9
MXBSF8 A-F) , ERNERSIEESR.

4, EREW

RIESCRREN, FEMTESXWANEIR, SIRIESCIRERSGE,
RIS SHIRfEIR
AuthFailure.SignatureExpire FEITHA
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

<f£EE) H;iiTliEi WENEFEE

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EiA%ER)

5. ERWR

fESCiRAA API 3.0 BY, EEERERERBINZA SDK 3.0 , SDK #:3RTEZMERE, FRNAXEFRBHINEMFZONT ., #HAE2RSR SDK &
Do HAESFHRIEESH:

« Python
- Java

e PHP

- Go

» NodeJS
« .NET

« C++

* Ruby

TERETFR=RIERES demo, EBRILUKINMFREEEGHER:

» Signature Demo

HTEERNEESZTRE, TAMZRMEEESHM, B LLANSZIEEMRIM, ERNES . AREOMNSHNEESIA LIAZZEEE, £
BRABEZEZIE, HFESERYE, LRARISREEM SDK .

EAWEAY url II8EJ: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥*¥***x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEXRHIFET Secretld 1 SecretKey AELRIZEH, HERRAZHFINIIEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

WEMEES

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getlnstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action", "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

'Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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@ HE i:H_E WENEFEE

R MNRRE Python 2 KIEHIETT, FEBHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):

s = method + endpoint + "/?"

query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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WEMEES

import (

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
“fmt"

T

"sort"

“strconv"

)
func 01
secretld := o0s.Getenv("TENCENTCLOUD_SECRET ID")

secretKey := os.Getenv("TENCENTCLOUD_ _SECRET_KEY")
params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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WEMEES

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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WEMEES

require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

'Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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WEMEES

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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WEMEES

param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL": "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID

= process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

= 11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)
(params['Signature'])
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@ HE i:H_E WENEFEE

Al =+

IR [E]455R

RIEEFATE: 2024-03-12 01:16:52

= API 3.0 #ZORLGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMFEEIPIEMER . SREROGHAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETRZEA

iR BRREERBIRSIRIERESGIET , WA HTTP AZEB95200, FIINERERESAEMERBIES LY, B HTTP KEB2200, mMF=2
401,

o

IEfRIEEISSR

LA=BRSZ8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTRaREMTA:

{
"Response": {
"TotalCount": 0,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REMEY Requestld REIENFE, TiCERMINSE, RE APILET, WHERIRE,

+ Requestld BF—1 APl iERRIE—RR, R API HMBE, JLXR BN=EMk o 123218, FH2HZ ID RERER

o BRTEENFERN, HRUAEMEOENNFE, FRENEOMRENFES REOXERINEN . HFIHE TotalCount #l
InstanceStatusSet #73 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREHERERRSEEEM, Elt TotalCount 7
IERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAKLY, EREERGWMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
+
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMRERS ZIERARKY .. Error FERERERERY Code 1 Message FERFERAMAKXMAY 2% ERER o

+ Code RFEMFHIBAIEIRG, HiEKRBENTLASGIREZEIRBEATSIREINHaEOXMAYES BT REmEHRIINREEFBRS R
+ Message B RETEMEZRENEFEE, BEULSEEHRFEML, EXATMHAERERISTERENR, APTRMKRXMREE.

+ Requestld BF—1" APl iERrIE—HRR, R API HMBE, AJLKER BN=ZR 5 1232 T8, FHRMEiZ ID RERDRE

AFEHIRP
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ i:H_E WENEFEE

REIERPINREFHE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFTEIRD, FAASHAIREHIMANERBAQHEIR P, =8
EIRIRIESIRIBESEARTR “API X" BRTH “HEiRiB” THE.
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SRR

IEEFATE: 2022-08-10 06:20:43

ERIESRZ API 3.0 A SN HSECHS N TSRS

String: F#fFH.
Integer: B2, FRATHFSO64EL ., SDK 3.0 FRFEBESZISHLEREMER, BNUMERAREESHRABEEN, i Golang By
uint64,

+ Boolean: %H/RE,
« Float: Zm8,
« Double: WEEZRE,

Date: F#F#H, A#AE. FHln: 2022-01-01,

+ Timestamp: F#F&H, BiEgEz. Hlw: 2022-01-01 00:00:00,
« Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE

BNERRTRE, WRERR (GB/T 7408-20055Ec3 i iEUE R AHIFARTE) . BiNLFRERREESIIRERSEITETURN
f5ian: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAR, BELUSEMERTIMR.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ H§ i:H.E KERIEES

ARBREXEO
SEHARBER

IEEFATE: 2024-03-12 01:16:50

1. EOR

EOERESZ: ciam.tencentcloudapi.com .
BEIAFRER

ERMECERITZERS: 200K/7

#=ER APl Explorer <> siEid

API Explorer {2t THZiAMH . ERIIE. SDK RBEMRIERRIZOEFEN . EIEESRARANERATIEESERIARBHER SDK
AT

2. N2
PAFERSHIIR(GIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
BB Wi Bt 353
Action = String ~SY, AEOBE: UpdateUserStore.
Version = String ~HSH, AEORE: 2022-03-31,
Region = String AHSY, FRFFRSIFH iFdE.
o . FARitID
UserPoolld = String SBIE: 300k
UserPoolName B String BRitEs

FBEME: xxx

; FPithfisid
a
UserPoolDesc & String il
UserPoolLogo = String AFittlogo

REIE: xxx

3. ths%

SHEW i ik

W—i5K ID, HIRSIRER, BXERBIEE (FEREHMRERERERSR, WXERTRIRE

R tid Stri . s
eques rng Requestld) . EfIARAIIHEEREIZREKRL Requestld,

4. 7
~H1 EFAFES

BATH
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=UpdateUserStore

@ HE i:H_E WENEFEE

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: UpdateUserStore
<QHiERSH>

{

"UserPoolDesc": "xx",

"UserPoolName": "xx",
"UserPoolLogo": "xx",

"UserPoolld": "xx"

"Response": {

"Requestld": "xx"
}
}

5. AR EHR

BR= APl £&

Bifl= APl SF& 24& API XH4. $iRi8. APl Explorer & SDK $#ZRNA—EIIFE, HESNE—AOEGRERBNRMINFRE AP IR
e

API Inspector

FPTEE API Inspector BEIFFIAE—SIREXEN AP ERER, FEIERSZIESIRAN API £53, tBagiiE APl Explorer #177E4iR
ito

SDK

= API 3.0 2t TEREMFARIESE (SDK) , TIFSMRIZIES, EFEAERR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATIRBUH T RO SSBIERRAEIRG, ERmBEN A0,

WRIFRE: BRRITE (bR ) ARSEEAE 5660 #162%|


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

BRI

AuthFailure
DryRunOperation

FailedOperation
FailedOperation.AuthSourceNameAlreadyExists
FailedOperation.AuthSourceNotFound
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserPropertyCodeAlreadyExists
FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreAlreadyExists
FailedOperation.UserStoreDomainAlreadyExists
FailedOperation.UserStoreNotExist
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError

InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.TenantNotActivated

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik
CAMER/EMUEIR.

DryRun 1#{E, KFERESEZHINN, RESE
T DryRun 2%,

BRAFRM
INER&TREFE.
INERRFE.

THHEF

TR

BUEREIR , MNBERBEHKRZRAR,
EHRREEFE,
HFREEFRFE.
EFEERAFRERS.
EFEERES.
HFRBRFFE.

PIEREIR

HIEFERP PEREREIR, BHEER.
REEIR

SHEIR

EREMFEE,
SHEEEIR.

iBid BeERpRE o
ROSHIEIR.

RERIELSE
IERANREGET T SRR o
IERETFINE, FHEBL.
IBRES, BHEBI,.
BRWER.

BEFE.

BEFFE.

BEFTH.

BREE,

KIBBURIE

IRSSHRFFE
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RS iR

UnknownParameter RINSHEER.
UnsupportedOperation BIERds.
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INEREREE, FRirhik.
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INEREREH, FRIFERH.
UnsupportedOperation.InternalUserProperty RERBERZIAZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BB AR, FRIVFMER.
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERIER FAXE, ARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted INERRR FAXER, FARIFHR,

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BH#IMERXEL, FARIFHIEE.

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BEREHCERXE, FRITHIE.
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed AR ERFAESRSEIEEEERE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted ARt TEFERR, AREYARRITFHRINEGE,

WRIFRE: BRRITE (bR ) ARSEEAE 5862 #1621



(52&)EE§£¥LE§ KEREFES
HigARBFRIZE

EIEEFRATE: 2024-03-12 01:16:51

1. EOR

EOSKES: ciam.tencentcloudapi.com .
EAPERTIR

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. MABY
MTFERSEFIRMNFIL T ZOERSHENASAHSY, REAHSEFIRR AHERSH,
SHEWR Witk A i
Action = String ~H2E, AEOBE: ListUserStore,
Version =2 String aHsE, FEORE: 2022-03-31,
Region 2 String AHSH, FRFERIIEN TR,
3. mhis¥
SHER Bl i
e TN o ———
Requestld String E—i&EXK ID, EEHE%}%EE‘Z, ﬁ)’ﬂi%s‘}@ll‘ﬁiélil (BEREEMFREREEEARS, WZRERFRIRE
Requestld) . EfUARITHEREIZRIERE Requestld,
4, 761
N FAARERIIE
LD

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ListUserStore
<AHERSH>

{}

WRIFRE: BRRITE (bR ) ARSEEAE 5863 #1623)


https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#UserStore
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListUserStore

@ HE i:H_E WENEFEE

"Response": {
"UserStoreSet": [

{

"UserStoreName": "xx",
"UserStoreld": "xx",
"UserStoreDesc": "xx",
"UserNum*: O,
"Tenantld": "xx",
"AppNum*: 0,

"UserStoreLogo": "xx",

"LastStatus": false,
"DefaultStatus": false,
"CreateDate": 1630328714604,
"LastStatusTime": 1630328714604
}

1,

"Requestld": "xx"

5. AREHR

BR= APl &

Eifl= AP F& 24E API X4, (888, APl Explorer % SDK $&ERHA—EIIFS, HEENE—AOZORERBA=IZHFRE API R
%,

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ABER, HEMMERZIEERAR API 18, tEaJgitE AP Explorer TR
ifo

SDK

= API 3.0 iR TERENFETIRE (SDK) , ZiSSHRIZIES, sEEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FEiRG

WRIFRE: BRRITE (bR ) ARSEEAE 5664 #162%]


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176

%) - iiv= RN

KRG 72O SSZEEXAEIRD, EhiERiBiEn AH4EIR0,

e iR

AuthFailure CAMEZ/ERUEIR

DryRunOperation DryRun #{E, KRIEKRIESERIN, RESE
T DryRun 2%,

FailedOperation BRERM

FailedOperation.AuthSourceNameAlreadyExists INEREHREFT.

FailedOperation.AuthSourceNotFound INEBRAEFE.

FailedOperation.InvalidTenant TR

FailedOperation.InvalidUserStore TRt

FailedOperation.QuotaLimitExceeded

BeEiElR, MBERRIERKRZRAR.

FailedOperation.UserPropertyCodeAlreadyExists BHRREFE.
FailedOperation.UserPropertyNotFound ARENAREE.
FailedOperation.UserStoreDomainAlreadyExists EFEHREEES
InternalError PERERIR .

InternalError.JudgeUserExistException

HEFERFPAERREREIR, BHEEIR.

InternalError.UnknownError REERIR
InvalidParameter SHEIR.
InvalidParameter.Parameterlllegal BREBHAEE,
InvalidParameterValue SYEVEEIR
LimitExceeded B ECERPRS o
MissingParameter RAOSHER.
OperationDenied RIEBIESR

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest

RequestLimitExceeded.RepeatRequest

IERAOREGED T SRERIRE o
IEREFINE, FHEEB.

EREE, FHERL.

ResourcelnUse BFHER.
Resourcelnsufficient BEARRE.
ResourceNotFound BEAFFE.
ResourceUnavailable BEATH.
ResourcesSoldOut BREE,
UnauthorizedOperation RITHURE
UnauthorizedOperation.TenantNotActivated IRSZEFE
UnknownParameter RINSHEER,

WRIFRE: BRRITE (bR ) ARSEEAE
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%) - iiv= S

RS iR
UnsupportedOperation BMERSZS .
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INEREERA, FRiFmkk.
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INERERBH, FRIFEH.
UnsupportedOperation.InternalUserProperty RERB MR ZIFZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BB AXER, RIS
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERERI FXEX, AARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted INETRIER FXRE, ASiFHIRR.

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BHHBIMERXEE, FRIFHER,

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted EBHEEHTERXE, TR
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed FRIFMERFESEEEEFAEEEEEE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted BFRETEFERR, AREUFRRIFEMER.

WRIFRE: BRRITE (bR ) ARSEEAE 5866 *162%)



(52&)EE§£¥LE§ KEREFES
HERARRES

EIEEFRATE: 2024-03-12 01:16:51

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
HEXEFBER

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiER

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE TEOBRSENTOAHLSY, REARSHIIRN AHLiERSH,

SHEM Wi ESic] R

Action = String ~H2E, AEOBE: DeleteUserStore,
Version = String ~HSE, AMEORE: 2022-03-31,
Region = String ~HSHE, FRFFRZGH thiFF%R.
UserPoolld = String FBF3ID

TENE: xxx

3. tha%

SHEW i R

W—i5K ID, HIRSIKER, SXERBLIEE (HEREHMRRRERLRSR, WZRXERTRIRXE

R tid Stri
eques M9 Requestld) . EFTIEEIREZRER Requestld.

4. 7
wPN BIREFER

BATH

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteUserStore
<AHERSH>

{

"UserPoolld": "xx"

¥
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=DeleteUserStore

@ HE i:H_E WENEFEE

Lok )

{

"Response": {

"Requestld": "xx"
}
}

5. AREHR

BR= APl £&

Biflz API SE& 248& API XXH4. $iRt3. APl Explorer & SDK #ZFRHNA—EIIFE, HEENE—AOEGRERBARMRE AP R
5o

API Inspector

FPTEE API Inspector BEEIFFIAE—SIREXEN AP ERER, FEIERSZIESIRAN API X3, tBagiiE APl Explorer #177E4iR
ito

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

wSTIR
« Tencent Cloud CLI 3.0

6. {3

PITRFIH 71RO SSZIEEXREIRT, HEiRmEiER AHLEiR0,
§ERED iR
AuthFailure CAMEZ/EREIR
DryRunOperation ?rélf;;u?s?’; ajfﬁi%*ﬂ%’r‘%z%ﬁ‘ﬂbﬂﬂ, RE2E
FailedOperation BRERY
FailedOperation.AuthSourceNameAlreadyExists INEREHREFT.
FailedOperation.AuthSourceNotFound INEBRAEFE.
FailedOperation.InvalidTenant TP

WRIFRE: BRRITE (bR ) ARSEEAE

5568 #H162m|


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserPropertyCodeAlreadyExists
FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreDomainAlreadyExists
FailedOperation.UserStoreNotExist
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError
InternalError.UserStoreDeleteUserFail
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated
UnsupportedOperation.InternalUserProperty

UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik

TP

BUEREEIR , MNBEREHKRZRAR,
BERREEE,
HFREEFREFE.
EFEERES.
BRBERFFE.

PIEREEIR -

FIFERP PRERERER, BHEEER.
RENEHIR o

HERFE P B REHMBR AR KXY .
SHEIR

IEREMTEE,
SHEEEIR.

iBid BeERpRE o

ROSHIEIR.

BRERIELE
IERANREGET T SRR
IEREFINE, FHEBL.
BREE, FHER.
HiFRSA.

BEFE.

BRFFE.

HEFTH.

BREE,

KIGBURIE

IRSSHRFFE

KRHMSHIER

BRI

INEREER, FAavrbk.
INERBER, FRiFEHh.
RERERSIFHZIRE
BRI FERER, FAVFHIER.

5869 #162m



5 E EEH:I_E KSRIZEES

RS iR
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed NIEFRR FAXER, AARFXiA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted NIEFRR AR, SRR,

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted  BH#IMEEXEL, TARIFHE.

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BHIRHCIERXE, FRITFHIR,
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed FRIFMERFESHEEEFAEEEEEE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted BARtETEFERR, ARBEMARRITFHREE.
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@ HEEH_E KEREFEE
gIZARBF

EIEEFRATE: 2024-03-12 01:16:51

1. EOR

EOSKES: ciam.tencentcloudapi.com .
tIZAFRER

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SYEW WA ESic] iR
Action = String AHSE, FEOBYE: CreateUserStore,
Version = String ~ESH, AMEOBRE: 2022-03-31,
Region = String ~HSE, ERFFRZIGH thigsxR.
o . ARit&=
UserPoolName = String SBIE: 00
. APRithiEid
a
UserPoolDesc B String SBIE: 00
. APRFittlogo
A
UserPoolLogo a String SOIE: xo0x
3. e
SHEM ESic] i
BARBRID

UserStoreld  String FBIE: xxx

E—iEX ID, HIRSIRER, FRERBLIRE (FEREEMRERERILRSR, WLRERTRIRE

R tid Stri N s
eques N9 Requestld) . EfIAEESIZHZRIERE Requestid.

4, 761

=p1 IEAFRER
SEAFRBEZR

BATH
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=CreateUserStore

@ HE i:H_E WENEFEE

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateUserStore
<QHiERSH>

{
"UserPoolName": "abc",
"UserPoolDesc": "abc",

"UserPoolLogo": "abc

"Response": {

"Requestld": "abc",
"UserStoreld": "abc"
}
}

5. AREHR

Bz APl E£&

Bifl= APl SF& 24& API XH4. $iRi8. APl Explorer & SDK $#ZRNA—EIIFE, HESNE—AOEGRERBNRMINFRE AP IR
e

API Inspector

FPTEE API Inspector BEIFFIAE—SIREXEN AP ERER, FEIERSZIESIRAN API £53, tBagiiE APl Explorer #177E4iR
ito

SDK

= API 3.0 2t TEREMARIESE (SDK) , TIHSMRIZIES, EFEAENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATRBUH T SO SSBIERRAEIRG, BRI A0,

WRIFRE: BRRITE (bR ) ARSEEAE 5872 #162m


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

iRt

AuthFailure
DryRunOperation

FailedOperation
FailedOperation.AuthSourceNameAlreadyExists
FailedOperation.AuthSourceNotFound
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserPropertyCodeAlreadyExists
FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreAlreadyExists
FailedOperation.UserStoreDomainAlreadyExists
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError
InternalError.UserStoreCreateSecretFail
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.TenantNotActivated

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik
CAMER/EMUEIR.

DryRun #{E, KFERESZHINN, RESE
T DryRun 2%,

BRAFR

INER&TREFE.
INERRFE.

THHEF

TRt

BUERtEIR , MNBEREHKRZRAR,
EHRREEE,
HFREEFRFE.
EFEERAFRERS.
EFEERES.

PIEREEIR o
HIETFERFPAEREREIR, BHEEIR.
RENEHIR o

IR P BRAICIERAXY .
SHEIR,

IEREMTEE,
SHEEEIR.

iBid BeERpRE o

ROSHIEIR.

BRERIELE
IERANREGEE T SRERIRE o
IERETFINE, FHEBL.
BREE, FHER.
BiRBSER.

BEFE.

BREFFE.

BEFTH.

BREE,

FKIGBURIE

IRSSARFFE
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%) - iiv= S

RS iR

UnknownParameter RINSHEER
UnsupportedOperation BIERdS.
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INEREREE, FRirhik.
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INEREREHE, FRIFEH.
UnsupportedOperation.InternalUserProperty RERBERZIAZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BB A, RIS
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERIER FAXE, ARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted INERRR FAXER, FARIFHR,

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BH#IMERXEL, FARIFHIEE.

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BIERHCERXE, TRITHIE.
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed AR ERFAHSRSEIEEHERE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted ARtETEFERR, AREYARRITHRIEE.
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@ HE i:H_E WENEFEE

AREEEXEO
EEHPES

IEEFATE: 2024-03-12 01:16:49

1. EOiR

EOEREZ: ciam.tencentcloudapi.com .
EERPED

ERMECERIZERS: 200K/7

#=ER API Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTIZOFEN . EUTEESRRAANERASTIEDSERIARBMER SDK
AT

2. 8NBH
PAFERSHIIR(GIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
BB Wi 5] iR
Action = String ~HSY, AEOBE: ResetPassword,
Version =2 String ~HSE, AEORE: 2022-03-31,
Region = String AHSH, FRFFRGH thiFFIFR.
o . FHRFID
Userld = String -
UserStoreld = String ARAZID

FBEME: xxx

3. e

SHAWR £ ik

EERAPER

P d tri
asswor String SIS o

W—iEK ID, HRSIRER, BXERBLIEDE (FEREHMRERRERARSR, WZXERTRIRE

R tid Stri N s
eques N9 Requestld) . ERAGHESIZHILERL Requestid.

4. 7%
o ERAFEE

BATH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ResetPassword

@ HE i:H_E WENEFEE

Content-Type: application/json
X-TC-Action: ResetPassword
<RLERSH>

{
"UserStoreld": "xx",

"Userld": "xx"

"Response": {

"Password": "xx",
"Requestld": "xx"
}
}

5. FEEGR

BR= APl EE&

Bz APl SE& R4S API XX, i85, APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEARERENAZIZHEIEE API R
5o

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ABER, HEMERZIEERAR API £18, thaJgiiE API Explorer TR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, BEESENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
IR RFIE 7O SiZEERAEIRD, EMbiERGiER AHEIR0,
(IR ik
AuthFailure CAMEZ/[ERUEIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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DryRunOperation

FailedOperation
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserlsFreeze
FailedOperation.UserNotFound
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
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FTBFEFt o

ECEtEIR, MBB/RIBEHRZMAR .
FAFEHRES,

ARFFE.

REREEIR

REEIR o

SHIEIR.

BREBMAEGE,
SHEVEEIR.

B B ERPRH o
BROSHIEIR.

BRAFHIEE,
IBREGREGER 7 SREERF
BRETFHRE, BFHREE.
BRES, FHEBI.
HiRWMER.

BRFE.

BREFFHE.
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@ HE i:H_E KEREFEE
BEHAPRE

IEEFATE: 2024-03-12 01:16:49

1. EO#R

EOSKES: ciam.tencentcloudapi.com .
BEIRAPIRE

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N
UTFERSHIIFRFIE TEOBRSHENMLS AR, SBARSHIIRT AHiERSEH,
SHEM Wi ESic] fEiz
Action = String ~HSE, FEOBE: UpdateUserStatus.
Version = String ~HSE, AMEOE: 2022-03-31,
Region = String ~HSE, ERFRZIGH thigs%R.
o ) BRFEZRID
UserStoreld = String SBIE: 00
o . FRID
Userld = String P
BAFPIRE
- NORMAL
IEE
Status = String - LOCK
HiE
- FREEZE
REE
FEIE: xxx
b

SHEM £ R

W—iER ID, HRSIRER, BXERBPSIED (EEREEMEREFRERERSR, WZXERFRIXE

R tid Stri
eques nng Requestld) . EARAIIHEEIREIZRIBERR Requestld,

4.
BN ERAFRE
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=UpdateUserStatus

@ HE i:H_E WENEFEE

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: UpdateUserStatus

<AHERSH>

{
"Userld": "xxx",
"Status": "xxx",

"UserStoreld": "xxx"

"Response": {

"Requestld": "xx"
}
}

5. FR&RR

BR= APl &

Eifl= AP E& BEE API XY, (8iRf8. APl Explorer & SDK SERSA—EIIFE, HEENE—AOZORERBN=IZHEIERE APl R
%o

API Inspector

BPFEEE API Inspector BEEHIGES—SIR(EXEN AP ABER, HEMERZIESIRAR API {13, tEaJgiiE API Explorer #{TELZ&R
ito

SDK

= API 3.0 iR TERENFERTIERE (SDK) , ZSSHERIZIES, EEHENEA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. $EiRE

WRIFRE: BRRITE (bR ) ARSEEAE 5879 #162%|


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
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KRG 72O SSZEEXAEIRD, EhiERiBiEn AH4EIR0,

e iR

AuthFailure CAMEZ/EMEIR o
DryRunOperation DryRun €, KFRIBEKRIELSZEKINN, RESIET DryRun £,
FailedOperation BREEM .
FailedOperation.InvalidTenant TRHER
FailedOperation.InvalidUserStatusEnum WEWEEEIR, BSEEOME,
FailedOperation.InvalidUserStore TR
FailedOperation.QuotalLimitExceeded BeamiEiR, MEBRISHREZRAR.
FailedOperation.UserNotFound RARFEFE.
FailedOperation.UserStatusRequired BITRERE,

InternalError PEREIR.
InternalError.UnknownError RENEEIR

InvalidParameter SRR,
InvalidParameter.Parameterlllegal BRSEAEE.
InvalidParameterValue SHEUEEIR.

LimitExceeded BT BeanpREl o
MissingParameter RAOSHEER,
OperationDenied BREIRIEYE .
RequestLimitExceeded BRAREEER T IRERIRS
RequestLimitExceeded.FrequentRequest BERIFRE, BHEHIH.
RequestLimitExceeded.RepeatRequest BREE, EHEE.
ResourcelnUse RiFEW AR,
Resourcelnsufficient BEAE.
ResourceNotFound BFEAFE.
ResourceUnavailable REATH.
ResourcesSoldOut RIREE,
UnauthorizedOperation RIEHUSIE
UnauthorizedOperation.TenantNotActivated RSB RFFE.
UnknownParameter RINSEEER,
UnsupportedOperation BERXS.
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@ Hﬁ i:H.E KSMIEEE
BHHTAR

IEEFATE: 2024-03-12 01:16:49

1. EOR

EOSKES: ciam.tencentcloudapi.com .
EIAR

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> mEiEd

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SYEW Wi ESic] R
Action = String ~H2E, AEORE: UpdateUser,
Version = String ~HSE, AEOE: 2022-03-31,
Region = String ~HSE, FERFFRZEH thiFs%R.
- . FRID
Userld = String TFOUE: X000
o . BFEZID
UserStoreld = String TBUE: XXX
. RAR&EM
A
UserName & String FOME: xoox
. FiNSHE
A
PhoneNumber a String FOME: xxx
. . 1832
A
Email = String TBIE: xxx
. - . BefR
Nickname & String BUE: xxx
_ . A1l
Address & String BUE: xxx
, . 2] Sz |
UserGroup.N B Array of String FEUE: [
Birthdate a Integer ;aﬁ: 0
CustomizationAttributes.N & Array of MemberMap BEXEH
IndexedAttribute1 B String el

RBEUE: xxx
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#MemberMap
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=UpdateUser

@ HE i:H_E WENEFEE

SH2M Wik ESid] HER
IndexedAttribute2 a8 String ?j&;z&ixx
IndexedAttribute3 a String af{gﬁ;zggixx
. - . F3|=FR4
IndexedAttribute4 a String SO 300c
. . F3|=FER5
=
IndexedAttribute5 B String FOUE: 300¢
3. iia¥y
SH2M i) iR
BEIZEMRPER
User User R IFERATAGEE null, FRIAZNEIE.

RENE: null

W—iEK ID, HRSIHER, BXERBPIEE (EERERMRERERERSR, WZRERTFTRIKE

R | i
equestid  String o uestid) . ERIAEEESIRHEZRIBRE Requestid.

4. 7
BN ERAF

BATH

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: UpdateUser

<AHERSH>

{

"UserName": "xx",
"UserStoreld": "xx",
"UserGroup": [

XXX
1,
"Userld": "xx",
"Birthdate": 0,
"PhoneNumber": "xx",
"Address": "xx",
"Nickname": "xx",

"Email": "xx",
"CustomizationAttributes": [
{

"Name": "xx",

"Value": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE 5882 #162)


https://cloud.tencent.com/document/api/1441/75643#User

@ HE i:H_E WENEFEE

"Response": {

"Requestld": "xxx",

"User": null
)
)

5. AR EHR

BR= APl £&

Bz APl & BE45E API XXHH. $#8iRt5. APl Explorer & SDK $RFHA—ERATE, HEEMNE—AOEAREREBAZIZHIETE API R
e

API Inspector

APFEEE API Inspector BEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API 18, tEaJgitE AP Explorer #{7ELZRA
ito

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRES
KRG 71O SiZEERAEIRG, EMbiERiIBIER AHEIR0,
iR i
AuthFailure CAMEZ/EREIR.
DryRunOperation DryRun &, KFREKRIESEKIIN, RE221E7T DryRun 2%,
FailedOperation BREEM .

WRIFRE: BRRITE (bR ) ARSEEAE 5883 #1623)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

FERES
FailedOperation.AttributeFormatError
FailedOperation.EmailAlreadyExists
FailedOperation.IndexedAttributeToolLong
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.PhoneNumberAlreadyExists
FailedOperation.QuotaLimitExceeded
FailedOperation.UserGroupNotFound
FailedOperation.UserNameAlreadyExists
FailedOperation.UserNotFound
InternalError

InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

fak
AFETHERSE

I HBTE R P4BE o

indexedAttribute R K512F %,

FTHHER
FTRARIt.

EZFNSERAPHE.

BLERiEIR, MBEFRIBKREZRAR.

RAPAREFE,
BR&REFE.
BRFEFE.

PEREEIR -

REEHR

SHEIR.
IBREHAEE,
SHENEEIR.

HBid EeERpRE o
ROSHIEIR,
BREIELE
IERANREGET T SRR o
BRI FIRE, EHEBI.
IBREE, BEHREB.
BRWER.

BREFE.

BRTEFE.
BRFTH,.

BREE,

RIGBURE
IRSSARFE
FHSHIEIR,

BAERSZHS
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@ HE i:H_E WERIZEES
IRERPZED

IEEFATE: 2024-03-12 01:16:49

1. EOR

EOSKES: ciam.tencentcloudapi.com .
RERPED

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> iR

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. 8N
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik ESic] fEik
Action = String ~HsE, FEORE: SetPassword,
Version = String ~HSE, AEONE: 2022-03-31,
Region = String AHSE, FRFFRSFH thiFFIxR.
= . BFRERID
UserStoreld = String SBIE: X
o . FRFID
Userld = String e —
= . =B
Password = String SBIE: xocx
L

SHAWR i ik

W—iER ID, HRSIRER, BXERBSIEE (EEREEMRERERERSR, WZRERTFRIKXE

R tid tri
equestld  String o uestld) . E{UEEEEEREZAERI Requestid.

4. 7
TN RRAFED

BATH

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: SetPassword
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=SetPassword
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"UserStoreld": "xx",
"Password": "xx",

"Userld": "xx"

"Response": {

"Requestld": "xx"
}
}

5. AR EHR

BR= APl &

Bz APl £ & 46 API XXHH. $#EiRt3. APl Explorer % SDK $RFHA—ERNTE, HEENE—AOEARERBAZIZHIETE API R
E=

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIREXER AP ABABR, HEMERSIESRAN API K13, tEalgiE API Explorer i#{7ELR
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
KRG 71O S EERAEIRG, EMbERIBIER AHEIR0,
£iR15 it
AuthFailure CAMEZ/EREIR.
DryRunOperation DryRun &, KFRBERIELSZHINN, RESIET DryRun £,

WRIFRE: BRRITE (bR ) ARSEEAE 5686 #162%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

FERES

FailedOperation
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.PasswordIsNull
FailedOperation.QuotaLimitExceeded
FailedOperation.UserlsFreeze
FailedOperation.UserNotFound
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
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BIBAEEN=,

BLEiEIR, MBFERBERREZRAR.

AR ERES.
BRFFE.
PEREEIR -
REEHR
SHIEIR.
IBREHAEE,
SHEVEEIR.

HBid BeERpREl o

BREWIELE
IERANREGET T SRR -
BRI FIRE, FHEBI.
IBRES, BEHEBR.
BRWER.

BEFE.

BRAEFE.

BRFTH,.

HREE,

HRIBBURIE

IRSSHRFFE

FHSHIER,

BAEFRZH .
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@ HE i:H_E WENEFEE
RIEREIEEIARRYIZE

IEEFATE: 2024-03-12 01:16:49

1. EOR

EOSKES: ciam.tencentcloudapi.com .
RiEEEEIRFTIR

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> s

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. 8N
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik ESic] ik
Action = String aHSE, FEOBE: ListUserByProperty.
Version = String atsd, AEORE: 2022-03-31,
Region = String ~HSE, FRFFREH thiFFxR.
- . BRFEZID
UserStoreld = String =BIE: 0
HifpE
« phoneNumber
PropertyCode =2 String FHSHE
+ email
HB#E
FRBHE: xxx
- . BiE
PropertyValue = String Py —
- - BEEEREAEX
Original a Boolean =EIE: true
3. mtiay
SHEM i) iR
Users Array APR5IE

of User R WFERAEERE null, ZFREAFEENE.

W—iER ID, HRSIHER, BXERBPSIEE (EEREEMRERERERSR, WZRERTFTRIKE

R tid tri
equestid  String o lestld) . ERIFEHESIREZRBR Requestid.

4, 7
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#User
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListUserByProperty

@ Hﬁiﬂﬁ WSRIEES

PN FAARSIR
BTG

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListUserByProperty
<pHiEksH>

{
"UserStoreld": "xx",
"PropertyCode": "xx",

"PropertyValue": "xx"

"Response": {
"Users": [

{

"UserName": "xx",
"Zone": "xx",
"Userld": "xx",
"ResidentldentityCard": "xx",
"Tenantld": "xx",
"CustomAttributes": [

{

"Type": "xx",

"Name": "xx",

"Walue": "xx"

1,

"Version": 0,
"WechatOpenld": "xx",
"Email": "xx",

"Status": "xx",
"Description": "xx",
"LastModifiedDate": O,
"AlreadyFirstLogin": true,
"Job": "xx",

"Address": "xx",
"Nationality": "xx",
"Nickname": "xx",
"UserStoreld": "xx",
"QqgOpenld": "xx",

"Name": "xx",
"UserDataSourceEnum™: "xx",

"Gender": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE 5889 #162%:
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"IdentityVerificationMethod": "xx",
"AlipayUserld": "xx",
"LastSignOn": 0,

"PhoneNumber": "xx",
"Birthdate": 0,

"QqUnionld": "xx",

"UserGroups": [

XX
1
"Locale": "xx",
"Primary": true,
"IdentityVerified": true,
"CreatedDate": O,
"LockTime": 0,
"LockType": "xx",
"WechatUnionld": "

}

1,

"Requestld": "xx"

5. FREGR

BiR= APl E&

Eifl= AP £& 24 API Y. (8iRf8. APl Explorer & SDK & RIS—EIIFE, HEENE—AOSTORERBNSIZHEERE APl R
=

API Inspector

P& API Inspector BERHIGE—SIRIEXEN AP ARBER, HEERZIESIRAH API £13, tEaJgiE AP| Explorer #TEZ&R
ito

SDK

= API 3.0 IRt TERENFFLITEE (SDK) , XiFSHRIEES, ALESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATARBUH T IO SSBIERRAEIED, RN A0,

WRIFRE: BRRITE (bR ) ARSEEAE 5890 #162%|


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

%) - iiv= RN

RS iR

AuthFailure CAMZEZ/EREIR
DryRunOperation DryRun &, KFRBEKRIESEKINNG, RES(ET DryRun &%,
FailedOperation BRIERM
FailedOperation.InvalidTenant TP
FailedOperation.InvalidUserStore TR,
FailedOperation.QuotaLimitExceeded BoEiEIR, MBS KEFRZERAR.
InternalError PIEBEEIR o
InternalError.UnknownError REHIR o
InvalidParameter SHEIR.
InvalidParameter.Parameterlllegal BEBREHFEE.
InvalidParameterValue SHEVEEIR.
LimitExceeded B EEERPRE o
MissingParameter RAOSHER,
OperationDenied IREIRIES .
RequestLimitExceeded TBERAGREEE T SRR o
RequestLimitExceeded.FrequentRequest BERIFRE, BHEHI.
RequestLimitExceeded.RepeatRequest BRES, BHEEEI.
ResourcelnUse BiFEWAEA.
Resourcelnsufficient BEFE.
ResourceNotFound BEAREFE.
ResourceUnavailable BEAAHA
ResourcesSoldOut RREE,
UnauthorizedOperation RIFHURIE.
UnauthorizedOperation.TenantNotActivated IRSZHRFFE.
UnknownParameter FRINSHEER
UnsupportedOperation BERZIF.
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@ HEEHE WENEFEE
BigARYIE

IEEFATE: 2024-03-12 01:16:50

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
BiAPYIE

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wik ESic] (i35
Action = String ~HSE, FEORE: ListUser.
Version = String ~HSE, AMEOE: 2022-03-31,
Region 2 String ~HSE, FRFFRZGH thiFs%R.
- . BFEZID
UserStoreld = String =BIE: 0
Pageable = Pageable S REIE
Keydi#{&Hcondition. userGroupld
- condition
ilters. & Fil
Filters.N = Array of Filter Values = B, FFID, MRS, FNXIHE
- userGroupld
Values = FIF4ID
- - BEEEREAEY
Original a Boolean =@IE: true
b
SHEM 5] iz
BEY
Total Integer R WFEBAIEERE] null, RREAZIERE.
=BIE: 10
FRIIR

Pageable  Pageable ... e mmrssam null, EREFHGRE.

Array of AR5IE

Content \)er R IWSESRTALEE] null, ERECREERE.
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#Filter
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#User
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListUser

@ HE i:H_E WENEFEE

SHRBW g filiR

W—iER ID, HRSIRER, SRERBSEDE (EEREAEMFRERERERSR, WZRERFRIRE

R tid Stri
eques ring Requestld) . E{uiEMEEEIZAZRIERA Requestld.

4. 7
BN ERAFTI%

BARH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListUser
<pHiERSH>

{

"UserStoreld": "xx",
"Pageable": {
"PageNumber": 0,
"PageSize": 0

+

"Filters": [

{

"Values": [

XX
1,
"Key": "xx",
"Logic": true

"Response": {
"Content": [

{

"UserName": "xx",
"Zone": "xx",
"ResidentldentityCard": "xx",
"Tenantld": "xx",
"WechatOpenld": "xx",
"Email": "xx",
"Status": "xx",
"Description": "xx",
"Userld": "xx",

"Job": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE 5893 #1623)
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"Address": "xx",
"Nationality": "xx",
"Nickname": "xx",
"UserStoreld": "xx",
"QqOpenld": "xx",
"Name": "xx",
"Gender": "xx",

"IdentityVerificationMethod": "xx",

"AlipayUserld": "xx",

"LastSignOn": "xx",
"PhoneNumber": "xx",
"QqUnionld": "xx",
"Locale": "xx",
"Primary": true,
"IdentityVerified": true,
"WechatUnionld": "xx"
}

1,

"Total": O,

"Pageable": {
"PageNumber": 0,
"PageSize": 0

b

"Requestld": "xx"

5. AR EHR

BR= APl £&

Bz APl SE& BE4E API XXHH. $#8iRt5. APl Explorer % SDK $RFHA—ERNTE, AEEMNE—AOEARERBAZIZHIETE API R
e

API Inspector

P& API Inspector BEEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API 18, tEaJgitE AP Explorer 7R
ito

SDK
= API 3.0 Rt TECEMARTHE (SDK) , ISSMRIZIES, REESENRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
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« Tencent Cloud CLI 3.0

6. FHiRG

ARSI 7O SZEEXAEIRTE, AitbiSiRmiFEn
§ERED
AuthFailure
DryRunOperation
FailedOperation
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

AHEIRG .

faik

CAMEZ/ERUEIR

WEMEES

DryRun ##{F, RFERIESEMIIR, RESET DryRun 24,

BRI
TR

TRt

BLEEIR, MBERBEREZRAR

PIBREEIR -
REER
SHIER.
BREEAEGE,
SYEIEIEIR.

B A EmpRE o

BRAFIELE.
IERENREGEER T SREERF
iBREFHE, BFHEBI.
BREE, BFHEBER.
BRWER.

BRETE-

BRFFE,

BEFTH.

BREE,

RIBBURE

IRSSARTFE

RINSHIEIRo

BAERSZHS
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@ HE i:H_E WENEFEE

KSEES

IEEFATE: 2024-03-12 01:16:50

1. EO#R
EOBKIES: ciam.tencentcloudapi.com .
WSEE

EOAROIERITEEIRE: 200K/% .

#EE=ER AP| Explorer <> mEiER

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wik Bl 3%
Action = String ~HSE, FEORE: LinkAccount.
Version = String ~HSE, AEONE: 2022-03-31,
Region = String ~HSE, FRFFRGH thiFFl%R.
- . BREZRID
UserStoreld = String S x00x
. - . EHFID
PrimaryUserld = String SBIE: x00x
= . MERID
SecondaryUserld = String SBIE: x00x
AEE
- PHONENUMBER
UserLinkedOnAttribute = String FHSHE
- EMAIL
HB%E
RIME: xxx
3. miey

SHEM £ ik

W—iER ID, HRSIHER, BXERBPSIEDE (EEREEMFRERERERSWR, WZXERFRIXE

R tid Stri
eques M9 Requestld) . EfATFEEREZLRER Requestld.
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https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=LinkAccount
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POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: LinkAccount

<AHERSH>

{

"UserStoreld": "xx",
"PrimaryUserld": "xx",
"UserLinkedOnAttribute": "xx",

"SecondaryUserld": "xx"

"Response": {
"Requestld": "xx"
}

}

5. AR ERER

BR= APl &

Bifl= AP| £& 26 API 314, (8218, APl Explorer & SDK SZFNA—EAFE, AEEMNE—AOSTORERBNSIZHENFRE API IR
=

API Inspector

FPTEE API Inspector BEIZFFIGE—SIREXEN AP ERER, HEIERZIESIRAN API £53, tBaaiiE APl Explorer #177E4%R
ifo

SDK

= API 3.0 2 TEREMFARIESE (SDK) , ZIFSMRIZIES, EEAERR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176

%) - iiv= RN

KRG 72O SSiZEEXAEIRD, EbiERiBiEn AH4EIR0,

fEIREE 3%
AuthFailure CAMEZ/ENEIR,
DryRunOperation DryRun i#E, KFREKRISESEKINN, RE221E7T DryRun 2,

FailedOperation
FailedOperation.AccountAlreadyBeLinked
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStatusEnum
FailedOperation.InvalidUserStore
FailedOperation.PrimaryUserNotFound

FailedOperation.QuotaLimitExceeded

BRI

NIKSBEEmEE, FTRIFBXMSE.
TR

WEHEEER, BFSEROMNHE,
TRt

FRAPFREE.

BLERiEIR, MBFERBEERRAR

FailedOperation.SecondaryUserNotFound MARPAREFE,
InternalError PEBEEIR o
InternalError.UnknownError RIENEEIR
InvalidParameter SHEIR.
InvalidParameter.Parameterlllegal BRSHALEE,
InvalidParameterValue SHEUEER.
LimitExceeded BRI EEERPRE o
MissingParameter RAOSHER,
OperationDenied BRIFRIESR

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest

RequestLimitExceeded.RepeatRequest

IEREVREGER T SRR H
IBREFHRE, BEHREBE.

IBRES, FHEBI.

ResourcelnUse BiEW AR
Resourcelnsufficient BEAE-
ResourceNotFound BEAREFE.
ResourceUnavailable BEAATH
ResourcesSoldOut RREE,
UnauthorizedOperation RISHURIE.
UnauthorizedOperation.TenantNotActivated IRSZHRFFE.
UnknownParameter RINSHER .
UnsupportedOperation BERIF.
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@ HEEH_E KEREFEE
RIEIDERAFER

IEEFATE: 2024-03-12 01:16:50

1. EOR

EOSKIES: ciam.tencentcloudapi.com .
RIEIDESAFER

BRAZECIERSTZIRE: 20:R/8 .

#EE=ER AP| Explorer <> mEiER

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\2Y
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SHEM Wik Bl 3%
Action = String ~HSE, AEORE: DescribeUserByld.
Version 2 String A, AEOE: 2022-03-31,
Region = String AHSE, FRFFRSFH thiFFIER.
- . BRERID
UserStoreld = String SBIE: 0
o . FRID
Userld = String P —
BEIEERENEX
- false
Original B Boolean A, BEIEERREER
» true
EEREPEREX
TBUE: true
b

SHEM g R

HRER

User USer s lemmiasim null, EREVREIGIE.

W—iER ID, HRSIHER, BXERBPSIEDE (EEREEMFRERERERSWR, WZXERFRIXE

Requestld  String o questid) . EHMENBEEREZAER Requestid.

4. 7
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https://cloud.tencent.com/document/api/1441/75643#User
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=DescribeUserById

WEMEES

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeUserByld

<AHERSH>

{
"UserStoreld": "xx",
"Userld": "xx"

"Response": {
"User": {
"UserName": "xx",
"Zone": "xx",
"Userld": "xx",
"ResidentldentityCard": "xx",
"Tenantld": "xx",
"CustomAttributes": [
{

"Type": "xx",
"Name": "xx",

"Value": "xx"

1,

"Version": 0,
"WechatOpenld": "xx",
"Email": "xx",

"Status": "xx",

"Description": "xx",
"LastModifiedDate": 0,
"AlreadyFirstLogin": true,
"Job": "xx",

"Address": "xx",
"Nationality": "xx",
"Nickname": "xx",
"UserStoreld": "xx",
"QqOpenld": "xx",

"Name": "xx",
"UserDataSourceEnum™": "xx",
"Gender": "xx",
"IdentityVerificationMethod": "xx",
"AlipayUserld": "xx",
"LastSignOn": O,

WRIFRE: BRRITE (bR ) ARSEEAE 58100 #162;




"PhoneNumber": "xx
"Birthdate": 0,
"QqUnionld": "xx",
"UserGroups": [

nyexch

I

"Locale": "xx",

"Primary": true,

"ldentityVerified": true,

"CreatedDate": O,
"LockTime": O,
"LockType": "xx",
"WechatUnionld": "
Y

"Requestld": "xx"
}

}

5. FRERIR
BRE APl F&

WEMEES

Bz APl SF& REE API XX, #5218, APl Explorer & SDK $RFENA—ERTE, AEEMNE—AOEARERENZIRERE API R

E=D)

API Inspector

FFEEE API Inspector BEEHIGE—SIRIEXEXR AP ARER, HEMMEMRSIESRA API 1853, tBaaiiE AP Explorer #{TE4iE

ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
+ Tencent Cloud CLI 3.0

6. FHIRES
PITRFIH T 12O SSBIEEXARIRTT, HMEiREiER AHLEiR0,
HERTS ik
AuthFailure CAME & /EREIR
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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DryRunOperation

FailedOperation
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
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@ HE i:H_E KEREFEE
It EMIFREB R

IEEFATE: 2024-03-12 01:16:50

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
ftEMERRERP

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SYEW Wik ESic] fEix
Action = String ~HSH, AEOE: DeleteUsers,
Version 2 String ~HSE, AMEOE: 2022-03-31,
Region = String ~HSE, ERFFRZIGH thiFsl%R.
- . HAFRBRID
UserStoreld = String SEIHE: o0
- . BARID¥A
Userlds.N = Array of String FEIE: Dood
3. mieH

SHEM £ ik

W—iER ID, HRSIRER, BXERBPSIED (EEREEMFRERERERSWR, WZXERFRIXE

R tid Stri
eques N9 Requestld) . EfFTIEEREZLRER Requestld.

4.
B IR

BATH

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteUsers
<AHERSH >
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https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=DeleteUsers

@ HE i:H_E WENEFEE

"Userlds": [

,0,0,¢

Ik

"UserStoreld": "xxx"

"Response": {

"Requestld": "xxx"
}
}

5. AREHR

BR= APl £&

Bz APl £ & R4S API XXHH. $#EiRt3. APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEARERBAZIZHIETE API R
E=

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAM API {13, tEalgiE AP| Explorer #{7ELZ&R
o

SDK
= API 3.0 iRt TECEMARTHE (SDK) , ISSMRIZIES, REESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®STIR
« Tencent Cloud CLI 3.0

6. FHiREG
IITFRFIH 7O SiZEERAEIRD, EbiERIBIER AHEIR0,
$HiR18 it
AuthFailure CAMEZ/[EEIR
DryRunOperation DryRun &, KFREKRISEESEKINN, RE21E7T DryRun 2,
FailedOperation BREEM .

WRIFRE: BRRITE (bR ) ARSEEAE 58104 #162;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

ik
TR
TRt

BCEREEIR, MBERRBKRERAR

PIEREEIR

RANEEIR

SHIEIR.

BREBMAREGE,
SHEIEIEIR.

B ECEpREl o
ROSHIEIR.

BRAFHUEE
IEREVREGER T SREERH
IBREFHRE, BFHREB.
BRES, FHEBI.
HiRWER.

BRETE-

BRFFHE.

BREFTHE.

BREE,

RIEURIE

IRS3RFFiE

FANSHHR,

BAEFR .

WEMEES
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@ Hﬁ i:H.E KSMIEEE
eEEARR

IEEFATE: 2024-03-12 01:16:50

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
ellfEdzE ]

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. \2¥
TFERSHIIRGIE T EOESRSHEIBIAHSE, RBEAHSHEFIRT AHiERSH,
SYEW Wi ESic] ik
Action = String ~HSE, AEOBE: CreateUser,
Version = String ~HSE, AMEORE: 2022-03-31,
Region = String ~HSE, FRFFRZGH thiFs%R.
o . BRFEZRID
UserStoreld = String TBUE: xxx
o . FNSHE
PhoneNumber = String TBUE: xxx
. o . i1832]
Email = String TBIE: xxx
o . LT
Password = String STRBIME: xxx
- . BR&
UserName = String FOUE: 300¢
. . BRFR
=
Nickname & String BUE: xxx
. A3
=
Address & String BUE: xxx
4
UserGroup.N & Array of String ;!;;JéI:D["xxx"
Birthdate a Integer ;;1@: 0
CustomizationAttributes.N & Array of MemberMap BENEH
IndexedAttribute1 B String w5I=E

RBEUE: xxx

WRIFRE: BRRITE (bR ) ARSEEAE 58106 #1621


https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#MemberMap
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=CreateUser

(52&)EE§£¥LE§ WENEFEE

SH2M Wik ESid] iR

IndexedAttribute2 a8 String ?jﬁ;z&ixx

IndexedAttribute3 a String izﬁzﬂixx

IndexedAttribute4 a String af{gﬁ;z&ixx

. - . F3|=FE5

IndexedAttribute5 a String SIS 00
3. iia¥y

SH2M Ry iR

User User SIERARER

R FEAERE null, REEAFEHE.

W—iEK ID, HIRSIKER, BXERBIEE (HEREHMRRRERLRSR, WRXERTRIRE

R tid Stri
eques M9 Requestld) ., EFTIEEIREZLRER Requestld.

4.
B Sl

BATH

POST / HTTP/1.1
Host: ciam.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateUser
<AHERSH>

{
"UserName": "xx",
"UserStoreld": "xx",

"UserGroup": [

"Birthdate": 0,
"PhoneNumber": "xx",
"Address": "xx",
"Password": "xx",
"Nickname": "xx",

"Email": "xx",
"CustomizationAttributes": [

{

"Name": "xx",

"Value": "xx

}
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"Response": {

"Requestld": "xxx",
"User": null

}

}

5. AREHR

BR= APl £&

iz API SE& 248 API XH4. EiRt8. APl Explorer & SDK FZFRHNA—EIIFE, HEENE—AOEGRERBARZMRE APl R
5o

API Inspector

APFEEE API Inspector BEEEFIGE—SIR(EXEN AP ABER, HEMERZIEERAR API £18, tEaJgitE AP|I Explorer 7R
ifo

SDK
= API 3.0 Rt TECEMARTHE (SDK) , XISSMRIZIES, REESENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREG
KITFRFIH 71O SiZEERAEIRD, EbERIBIER AHEIR0,
£HiR15 i
AuthFailure CAMEZ/[EEIR
DryRunOperation DryRun &, KFREKRIESZEKIIN, R221E7T DryRun 2,
FailedOperation BEEM .
FailedOperation.AttributeFormatError BAREEBRRE.
FailedOperation.EmailAlreadyExists ZHBFEE W AP4RE

WRIFRE: BRRITE (bR ) ARSEEAE 58108 #162:\


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HEIRES

FailedOperation.EmaillsNull
FailedOperation.IndexedAttributeTooLong
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.PasswordIsNull
FailedOperation.PhoneNumberAlreadyExists
FailedOperation.PhoneNumberlsNull
FailedOperation.QuotaLimitExceeded
FailedOperation.UserGroupNotFound
FailedOperation.UserNameAlreadyExists
FailedOperation.UserNamelsNull
InternalError

InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

fak

HRFEMt A BE S
indexedAttributeR£512F# .
TR

TRt

ERARRERE,
ZFNSEHAPYE.

iR SHEAER=,

BCEEIR, MBEBRBHRZRAR
BFAFREFE.

ARS&HReEFE,

BREREERE,

PIEBEIR -

REIEHIR

SHIEIR,

IBREHEREE,

SHEVEEIR.

HBid EeERpRE o

BREIELE.
IERANREGET T SRR -
BRI FIRE, BEHEBI.
IBREE, BFHEB.
BRWER.

BREFE.

BRAEFE.

BRFTH,.

BREE,

HRIBBURIE

IRSSARTFE

FHSHIEIR,

BAERSZHS

WEMEES
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@ HEEH_E KEREFEE
BiFAPER

IEEFATE: 2024-03-12 01:16:50

1. E=OR

EOSKIES: ciam.tencentcloudapi.com .
SRHERRAPER

BRAZECIERSTZIRE: 20:R/8 .

#EE=ER AP| Explorer <> mEiER

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. MABY
UTERSHIIRNFIE TEOBRSHENBILAHLSY, RBARSYFIRR AHERSH,
SHEWR Witk ESic] ik
Action = String ~HSE, FEORE: DescribeUser,
Version = String AHsE, MEOE: 2022-03-31,
Region = String AHSY, FRFEmSIFH TR
UserStoreld = String FE;:IEQ!E(X
Pageable = Pageable SREUE
Filters.N & Array of QueryUserFilter &£, RiEpropertycodefllpropertykey
Original a Boolean igéﬁﬁi
Sort £ Sort HiFigE
3. sy
SHEWR i ik
BEY
Total Integer R WFEBAIEERE] null, RREAZIERE.
BIE: 10
DER

Pageable  Pageable ... e marssam null, EREFHGRE.

Array of ARsIE

Content \)cer R WFEREAEEE null, EREVFEIESE.

W—iER ID, HRSIRER, SRERBSEDE (SFEREAEMERERERARSR, WZRKERFIRE

Requestld  String Requestld) . EfIiTEHEERHIZRIERN Requestld,
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#QueryUserFilter
https://cloud.tencent.com/document/api/1441/75643#Sort
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#User
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=DescribeUser
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4. 7%
PN ESRRAFER

BATH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeUser
<AHFREH>

{

"UserStoreld": "xx",
"Pageable": {
"PageNumber": 0,
"PageSize": 0

¥

"Filters": [

{

"PropertyKey": "xx",
"PropertyValue": "xx",
"Logic": true

"Response": {

"Content": [

{

"UserName": "xx",

"Zone": "xx",
"ResidentldentityCard": "xx",
"Tenantld": "xx",
"WechatOpenld": "xx",
"Email": "xx",
"Status": "xx",
"Description": "xx",
"Userld": "xx",
"Job": "xx",
"Address": "xx",
"Nationality": "xx",
"Nickname": "xx",
"UserStoreld": "xx",
"QqOpenld": "xx",
"Name": "xx",

"Gender": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE £111 #162%]
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"IdentityVerificationMethod": "xx",
"AlipayUserld": "xx",
"LastSignOn": "xx",
"PhoneNumber": "xx",
"QqUnionld": "xx",
"Locale": "xx",
"Primary": true,
"IdentityVerified": true,
"WechatUnionld": "xx"
}

I

"Total": O,

"Pageable": {
"PageNumber": 0,

"PageSize": 0

+

"Requestld": "xx"
}

}

5. FREGR

BR= APl &

Bifl= AP £& 2428 API 314, (8218, APl Explorer & SDK EZENS—EAFE, AEGEMNE—AOSTHORERBNZIZENFRE API IR
=

API Inspector

FAPTIEE API Inspector BEIFFIAE—SIREXEN AP ERER, HEIERZIESIRAN API £53, tBaaiiE APl Explorer #177E4R
ifo

SDK

= API 3.0 2 TRENFATRE (SDK) , IFZMRIZES, sEEHENEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. $HiRE
IITFRFIE 71O SIS e AR, EbERIBiER AHEIR0,

$BiRE5 @ik

WRIFRE: BRRITE (bR ) ARSEEAE $£112 #162%;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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RS

AuthFailure

DryRunOperation
FailedOperation
FailedOperation.InvalidTenant

FailedOperation.InvalidUserStore
FailedOperation.QueryUsersParameterMustinWhitelist

FailedOperation.QueryUsersParameterRepeat

FailedOperation.QueryUsersSortParameterMustinWhitelist

FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation

UnauthorizedOperation.TenantNotActivated

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik

CAMEB/EMEIR

DryRun ##{F, RFEREESEMIIN, RERSET DryRun %,
BRAFRM

TR

TR

HiFHXREEId, userName, phoneNumber, email,
userGroup, alipayUserld, wechatOpenld,wechatUnionld,
qqOpenld, qqUnionld,lastModifiedDate,
indexedAttribute1, indexedAttribute2,indexedAttribute3,
indexedAttribute4, indexedAttribute5ER—PEE S/

ENAFEGTRREEESHSES .

Sort&4hIPropertyKey#/#fEid, userName, phoneNumber,
email, userGroup, alipayUserld,
wechatOpenld,wechatUnionld, qqOpenid,
gqUnionld,lastModifiedDate, indexedAttribute1,
indexedAttribute2,indexedAttribute3, indexedAttribute4,
indexedAttribute5H,

BUEREEIR , BB RIBEHKAZRAR,
PIEREIR

RENSHIR o

SHEIR,

EREHFEE,
SHEEHEIR.

B ECEPR S o
ROSHIEIR.

BRIFIEE,
IERAEXEGEE 7 SRR RE
BRI TN, BHEB.
IERES, FHERI.
BiRWMER.

BEFE.

BREFFHE.

BREFIH.

"REE,

RIGIURIE

IRSIRFIE

$£113 #1162,
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fEIR Fr::3%
UnknownParameter RHSHER.
UnsupportedOperation BIERs.
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APREEERXZEO
SEFHARE

IEEFATE: 2024-03-12 01:16:48

1. EOEE

EOERESZ: ciam.tencentcloudapi.com .
EAFE
EOAEOIERAFIRF]: 200R/F

#=ER APl Explorer <> sEiEid

API Explorer {2t THZiAMH . ERIIE. SDK RBEMRIERRIZOEFEN . EIEESRARANERATIEESERIARBHER SDK
AT

2. 8N
UTERSHIIRGIE TIEOBFRSHEMBO AL SY, REAHSHIIRR AHiERSEH,
BB Wik E-Sic] it
Action = String ~ESH, FMEOBE: UpdateUserGroup.
Version 2 String ~HESH, FEORE: 2022-03-31,
Region = String AHSY, FRFERSIFH hiFdE.
- . FR4ID
UserGroupld = String =BIE: xxx
. - . FBREER
DisplayName = String SBIE: xxx
= . BRERID
UserStoreld = String SBIE: sk
L = . FRREiER
Description a String =B 00
b
SYEWR Sl iR

W—i5K ID, HIRSIRER, BXERBIEE (FEREHMRERERERSR, WXERTRIRE

R tid Stri . s
eques rng Requestld) . EfIARAIIHEEREIZREKRL Requestld,

4. 7%
PN ENRAFE

BATH

WRIFRE: BRRITE (bR ) ARSEEAE 5115 #1623,
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=UpdateUserGroup
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POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: UpdateUserGroup
<QHiERSH>

{
"UserStoreld": "xxx",

"UserGroupld": "xxx",

"DisplayName": "xxx",

"Description": "xxx

"Response": {

"Requestld": "xxx"
}
}

5. AR EHR

A= APl £&

Bifl= API SF& 248& API XH4. $#iRi8. APl Explorer & SDK $#ZRNA—EIIFE, HEENE—AOEGRERBNRMNRE AP IR
e

API Inspector

FPTEE API Inspector BEIFFIAE—SIREXEN AP ERER, FEIERSZIESIRAN API £53, tBagiiE APl Explorer #177E4iR
ito

SDK

= API 3.0 2t TEREMFARIESE (SDK) , TIFSMRIZIES, EFEAERR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE
BATRBUH T RO SSBIERRAEIRG, RSN A0,

WRIFRE: BRRITE (bR ) ARSEEAE 58116 #162%:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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AuthFailure
DryRunOperation

FailedOperation
FailedOperation.AuthSourceNameAlreadyExists
FailedOperation.AuthSourceNotFound
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserGroupNameAlreadyExists
FailedOperation.UserGroupNotFound
FailedOperation.UserPropertyCodeAlreadyExists
FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreDomainAlreadyExists
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError

InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.TenantNotActivated

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik
CAMER/EMUEIR.

DryRun #{E, KFERESZHINN, RESE
T DryRun 2%,

BRAFR
INEREBREFE.
INERRFE.

THHEF

TRt

BUEREEIR , MNBERBEHKRZRAR,
FAPHABTREFE.
HFEFREFE.
EBHRREEFE.
AFPEEREFE.
EFEERES .

PIEREIR

HEFERP PEREREIR, BHEER.
REEIR o

SHEIR.

IEREMTEE,
SHEEEIR.

iBid BeERpRE o
ROSHIEIR.

BRERIELE
IERANREGEE T SRERIRE o
IEREFINE, FHEEL.
BREE, FHER.
BiRBSER.

BEFE.

BRFFE.

BEFTH.

BREE,

KIGBURIE

IRSSARFFE
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UnknownParameter RINSHEER.
UnsupportedOperation BIERdS.
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INERERBE, TRk,
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INEREREHE, FRIFEH.
UnsupportedOperation.InternalUserProperty RERERZIAZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BB, RIS
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERIER FAXE, ARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted NIEFARR XX, AR

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BH#IMERXEL, FARIFHIEE.

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BIERHCERKXE, FRITHIE.
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed AR ERFAESRSEIEEEERE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted ARtETEFERR, AREYARRITHRIEE.
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@ HEEHE KEREFEE
BigARHYIE

IEEFATE: 2024-03-12 01:16:48

1. E=OR

EOBKIES: ciam.tencentcloudapi.com .
Bi9MAPAEYIE

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. MASH

MTERSHIIRVIIHE TEHOBRSHENTO ALSY, REARSHIIRN A5k

W
&

SHEM Wik ESid] R
Action = String ~HSH, FEOBE: ListUserGroups.
Version = String ~HSE, AMEOE: 2022-03-31,
Region 2 String AHSYH, ERNFTEZISH ibigFIR.
- . BFREZRID
UserStoreld = String =BIE: 00
Pageable = Pageable bt
KeymliE{EHcondition
. - )
Filters.N P Array of Filter . condition
Values = Eig%&tt, ARAIDFHAFESBTR
b
BHEM i) E1::3%
Array of FRREIE
Content N P — -
UserGroup EE: WFEBAIEERE] null, RREAZIERE.

BEY
Total Integer R WFEBAIEERE] null, RREAZIERE.

BEIE: 10

R

Pageable  Pageable o WemmasER null, ERRFHGHE.

E—i5K ID, HIRSIRER, BRERBLIEE (HEREEMREFRERXRSE, WRERTRIRE

Requestld  String Requestld ) » EfAEHESIREZRERE Requestld.

4., 76
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#Filter
https://cloud.tencent.com/document/api/1441/75643#UserGroup
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListUserGroups

@ H§ i:H.E WEMEES

PN EARENIR
BTG

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListUserGroups
<pHiEkRSH>

{

"UserStoreld": "xx",
"Pageable": {
"PageNumber": 0,
"PageSize": 0

}

"Filters": [

{

"Values": [

XX
1,
"Key": "xx",
"Logic": true

"Response": {
"Content": [

{

"UserStoreld": "xx",
"DisplayName": "xx",
"Description": "xx",
"UserGroupld": "xx",

"Tenantld": "xx"

1,

"Total": O,
"Pageable": {
"PageNumber": 0,
"PageSize": 0

+

"Requestld": "xx"

}

WRIFRE: BRRITE (bR ) ARSEEAE 58120 #162%:




@ HE i:H_E WENEFEE

5. FRERR

BR= APl EE&

Bz APl SE& R4 API XX, $#8iR5. APl Explorer % SDK $FFHA—ERTE, HEEMNE—AOEAREREAZIZHIETE API R
o

API Inspector

APFEEE API Inspector BEEEFIGE—SIR(EXEN AP ARBER, HEMERZIEERAR API £18, thaJgiiE AP|I Explorer #{FELZ&R
ito

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMRIZIES, REESENRAR AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. {EiRB

PATFRFIE 7RO SSIBERAX ARG, BibiSiRLiFER AHEIRE,
§ERED iR
AuthFailure CAMEZ/EEIR
DryRunOperation DryRun 12/ , RRBRIGEZEING, RESE

Y DryRun 2,

FailedOperation BRIEEM
FailedOperation.AuthSourceNameAlreadyExists INERERBFT.
FailedOperation.AuthSourceNotFound INEBRARFE.
FailedOperation.InvalidTenant TR
FailedOperation.InvalidUserStore TRt
FailedOperation.QuotaLimitExceeded ECEBIR, MBARKRIEHKATRAR.
FailedOperation.UserPropertyCodeAlreadyExists BHERREFE.
FailedOperation.UserPropertyNotFound AREMARFE.
FailedOperation.UserStoreDomainAlreadyExists EFEERES .
InternalError PIBREIR
InternalError.JudgeUserExistException FITFER P RERERER, BHEEE.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InternalError.UnknownError

InvalidParameter

InvalidParameter.Parameterlliegal

InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest

ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated
UnsupportedOperation.InternalUserProperty
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted
UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted
UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed

UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik

REEIR

SHIEIR.

IEREHTEE,

SHEEER.

iBid BoERpREl o

ROSHIEIR.

REIRIELE
IERANREGET T SRERIRE o
ERETFIE, FHERL.
IBRES, BHEEI,.
HEWMGER.

BEFE.

BRFFE

BRFYTH.

BREE,

RIBBURIE

BRSSHRFFE

KHMSHIER.

BRI

INEREER, Favrbk.
INERBER, FRifEHh.
PERMERSIHZIRE.
BMEMRIFERER, FAIFHIER.
INIETRR FARER, RAIFXHE
INIETR#RRIFARER, FRAVFIIER
BHEBINERXEL, TR,
EHEEETERXEK, TRIFHR.
FARFERAFEESERIFIERESRE.
AFtTEFERR, BREEFRIFHERIIR.
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@ HE i:H_E KEREFEE
e EIF% B PR

IEEFATE: 2024-03-12 01:16:49

1. EOR

EOiSKES: ciam.tencentcloudapi.com .
ftEMpRAPA

BRAZECIERSTZIRE: 20:R/8 .

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N
UTFERSHIIFRFIE TEOBRSHENMLS AR, SBARSHIIRT AHiERSEH,
SHEM Wi E it ik
Action 2 String AHsE, AEOE: DeleteUserGroups.
Version = String ~HSH, AEORE: 2022-03-31,
Region = String AHSH, FRFERSIFH hiFdE.
= . FPFIDEEHE
UserGrouplds.N = Array of String FOIE: Do
= : HRFRERID
UserStoreld = String =BIE: 0
b
SHEM Bt iz

PRSP A XEXRI R SR
UserGroupDeletedinfo = UserGroupDeleteResp  iE&: WFEEAIAERE] null, RREAZIERE.

wBE: [
W—iEX ID, HIRSIKER, SRERBLIERE ( EEREEMRERGEIRIERS
Requestld String i, WHZRIBERFEIRE Requestld) . ENARIIBEEIREIZRIBERE
Requestld,
4l %M
PN HRiNEREFE
LN ]

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#UserGroupDeleteResp
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=DeleteUserGroups

@ HE i:H_E WENEFEE

Content-Type: application/json
X-TC-Action: DeleteUserGroups
<RLERSH>

{
"UserGrouplds": [

"Response": {
"UserGroupDeletedInfo": {
"AppAssociatedUserGrouplds": [
{

"ApplicationName": "xx",
"Applicationld": "xx",
"UserGroupld": "xx"

}

1

+

"Requestld": "xx"
}
}

5. FREGR

BHR= APl &

Bz APl SE& R4S API XX, i85, APl Explorer % SDK $RFEHA—ERTE, HEEMNE—AOEAREREAZIRERIEAE API R
E=)

API Inspector

HFaE&E API Inspector EEIEHIGE—SREXEXR AP RRER, HEMEMZIESHRAR API 53, tBrIEifE AP| Explorer #{T#ELIRE
ifo

SDK
= API 3.0 R TERERNARTIRE (SDK) , IHSHRIZES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
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wSTIR
« Tencent Cloud CLI 3.0

6. HiRtB

IITFRFIE 71O SZEHEXAEIRD, EthERimiER AHLEIRE

IR

AuthFailure

DryRunOperation

FailedOperation
FailedOperation.AuthSourceNameAlreadyExists
FailedOperation.AuthSourceNotFound
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore

FailedOperation.QuotaLimitExceeded

FailedOperation.UserPropertyCodeAlreadyExists

FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreDomainAlreadyExists
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik
CAMES/EMUEIR.

DryRun (€, KFRBERESEMINN, RESE
T DryRun 2,

BRAFE
INERBFEFE.
INERFFE.

THHERF

THARit o

BUEREEIR , MNBERBEHKARZRAR,
BHRREEFE,
AFEBREFE.
EFEERES .

PIEREIR

HEFERP AEREREIR, BHEER.
REEIR

SRR,

IEREHTEE,
SHEEEIR.

iBid BeERpRE o
ROSHIEIR.

RERIELE
IERANREGEE T SRERIRE o
IERETFINE, FHEBL.
IBRES, BEHEBI,
e

BEFRE.

BEARFE.

BRATH.
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https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated

UnknownParameter

UnsupportedOperation
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated
UnsupportedOperation.InternalUserProperty
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted
UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted
UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed

UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

ik

BREE,

KIBBURIE

IRSSHRFFE

KRHMSHIER

BERS

INEREER, FAavrbk.

INERBRER, FRiFEih.
RERMEFSZIHZIRE.

BRI FERER, FAVFIIER,
IR FARER, RAIFXKH
INIETR#RRIFARER, FRAVFmIER
BHEHBINERXEL, FRIFHR.
EHEEETERXEK, TRIFHR.
FRTFERFEESERIEIERESRE.
AFtTEFERR, BREEFRIFHERIIR.
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@ HEEH_E KEREFEE
elZARPH

IEEFATE: 2024-03-12 01:16:49

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
ellfedaz ) ozl

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> iR

API| Explorer 12t THEZLIAMA . ERIEIE. SDK IBEMIIRERRIEOFEN , BTEEERRBNERABHIRELSRAR AL SDK
ARRA.

2. N
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wi ESic] ik
Action = String ~H2E, AEOBYE: CreateUserGroup,
Version =2 String atsd, AEORE: 2022-03-31,
Region = String AHSE, FRFFREH thiFF%R.
i = . FRREZR
DisplayName = String =BIE: 0
o . BFEZID
UserStoreld = String =BIE:
. . FREsEx
aa
Description B String SBIE: o0
L
BB ESic] iR
FAR4HEID

Id tri
UserGroup String FHIME: 30

W—iEK ID, HIRSIKER, SXERBIEDE (FEREHMREERRERERSR, WZXERTRIRE

R tid Stri
eques "N9 " Requestld) . EfTATHEBIREIZRERI Requestld.

4. 761

B elEAFRA
ellfedaz ]zl

BATH
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=CreateUserGroup

@ HE i:H_E WENEFEE

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateUserGroup
<pHiEkSH>

{

"UserStoreld": "xxx",

"DisplayName": "xxx",

"Description": "xxx

"Response": {

"Requestld": "xxx",
"UserGroupld": "xxx"
}

}

5. AR EHR

BR= APl E£&

Bz APl £ & B4E API XXHH. $#8iRt3. APl Explorer % SDK $RFHA—EOTE, HEENE—AOEARERBAZIZHIETE API R
5o

API Inspector

FPTEE API Inspector BEFFIAE—SIREXEN AP ERER, FEIERSZIESIRAN API £53, tBaaiiE APl Explorer #{77E4iR
ifo

SDK

= API 3.0 iR TERENHETIRE (SDK) , ZIFSHMRIZIES, EEHENER APl

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRE
BATRBUH T SO SSBIERRAEIRG, BRI A0,

WRIFRE: BRRITE (bR ) ARSEEAE 58128 #162;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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iRt

AuthFailure
DryRunOperation

FailedOperation
FailedOperation.AuthSourceNameAlreadyExists
FailedOperation.AuthSourceNotFound
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
FailedOperation.UserGroupNameAlreadyExists
FailedOperation.UserPropertyCodeAlreadyExists
FailedOperation.UserPropertyNotFound
FailedOperation.UserStoreDomainAlreadyExists
InternalError
InternalError.JudgeUserExistException
InternalError.UnknownError

InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut

UnauthorizedOperation

UnauthorizedOperation.TenantNotActivated
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BERREEFE.

BFREYFREFE.

EFEERES.

PIBREEIR -
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RENEHIR o
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UnknownParameter RINSHEER.
UnsupportedOperation BIERdS.
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INEREREE, FRirhik.
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INEREREHE, FRIFEH.
UnsupportedOperation.InternalUserProperty RERMERZIAZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BB A, RIS
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERIER FAXE, ARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted INERRR FAXER, FARIFHS,

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BH#IMERXEL, FARIFHIEE.

UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BEREHCERXE, FRITHIE.
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed AR ERFAESRSEIEEEERE.
UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted ARtETEFERR, AREYARRITHRIEE.
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HiERISEXEO
EiESFE

ERIEEFRATE: 2024-03-12 01:16:51

1. EOEE

EOERESZ: ciam.tencentcloudapi.com .
BEESFE
EOAEOIERAFIRF]: 200R/F

#=ER APl Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. N\EY
UTERSHIIRGIE TIEOBFRSHEMBO AL SY, REAHSHIIRR AHiERSEH,
SHEM Wik ESic] iz
Action = String ~HSH, FMEORE: ListJobs.
Version = String ~HSH, AEORE: 2022-03-31,
Region = String AHSY, FRFERSIFH hiFdE.
o . HARBRID
UserStoreld = String =BIE: X
- . {E53ID5IR, A=EHREISEMES
Joblds.N a Array of String ———
3. e
BHEW 3] 3%
JobSet Array E551%

of Job R FERAEIEE null, RERAZEHE.

E—iEK ID, HIRSBIHER, BRXERBLIEE (FEREEMRERERIARSR, WLXERTRIRE

R tid Stri ., s
eques M9 Requestld) . EFTEEREZRER Requestld.

4. =%
BN EESIHE

BATH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Job
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListJobs
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Content-Type: application/json
X-TC-Action: ListJobs
<RLERSH>

{

"UserStoreld": "xx",
"Joblds": [

XX

"Response": {
"JobSet": [

{

"Status": "xx",
"Format": "xx",
"FailedUsers": [

{
"FailedUserldentification": "xx",
"FailedReason": "xx"
}

1

"Location": "xx",
"Type": "xx",

"d": "xx"

}

1,

"Requestld": "xx"
}
}

5. AREHER

BR= APl &

Bz APl F& 24E& API X4, {8818, APl Explorer & SDK $&BENFA—EOTE, HEENE—AOZAREREBAZIZENRE API IR
£

API Inspector

FRFENEE AP| Inspector BEEIZFIGE—SIRIEXER AP ABBR, HEMERSIESRAN API K13, tEalgiiE API Explorer #{7ELZE
ifo

SDK

= AP| 3.0 R TREMALTEE (SDK) , ZISSMRIZES, sLESEER API,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java

A BT

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $EiRE

PITRFUH T 12O S5 EHERREERT, HIRERGIER AEi=s
FERES
AuthFailure
DryRunOperation

FailedOperation
FailedOperation.DataFlowTooManyRequests
FailedOperation.ImportUserlsEmpty
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

WRIFRE: BRRITE (bR ) ARSEEAE

3

WEMEES
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fadk

CAMER/EREIR.

DryRun ##{F, RFERESEMIIR, RESET DryRun ¥,
BRAERM

EFE2INEMIES, BEEHP—BSREREER.
SAEPH, BFRBZE,

TR

TR

BCEEIR, MBB/RIBEHKRZRAR

PIEREEIR

RENEHIR o

SHIEIR.

BREMAEGE,

SHEIEEIR.

B BeERpRE o

=

BRAFIELE.
IEREGREGEE 7 SREERF
iBREFHRE, BFHEBI.
BREE, FHEBIR,
BRWMER.

BRETE-

BRFFE.

BRAEMH.
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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ResourcesSoldOut

UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
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@ HE i:H_E KEREFEE
HEXESLHARES

EIEEFRATE: 2024-03-12 01:16:51

1. EOR

EOBKIES: ciam.tencentcloudapi.com .
HEMHSHAPES

BRAZECIERSTZIRE: 20:R/8 .

= (EA API Explorer <> mEiEd

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. I NBY
MTERSHIIRVIIHE T EOBRSENTOAHLSY, REARSHIIRN AHLiERSH,
SHER Wik 2R ik
Action = String atsE, AEOBYE: CreateFileExportUserdob.
Version = String aHsE, AEORE: 2022-03-31,
Region = String AHSY, FRFERSTHR HERR.
UserStoreld = String FﬁPE%ID

SRS

- NDJSON

String New-line Delimited JSON
- CSV
Comma-Separated Values
FBHE: xxx

iy

Format

KeydigfEAcondition. userGroupld

- condition
Array of Filter Values = Eif)&MH4, ARID, BR&MR, FHHRE
» userGroupld
Values = BR4ID
FRBEUE: xxx

Filters.N

iyl

SHAFSSHNEEMRESR, AERESREENE

E rtP tyM .N & A fE tP rtyM —
xportPropertyMaps 5 rray of ExportPropertyMap SO o0

3. ha%

SHBW ESid flR

Job Job HiERES
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Filter
https://cloud.tencent.com/document/api/1441/75643#ExportPropertyMap
https://cloud.tencent.com/document/api/1441/75643#Job
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=CreateFileExportUserJob

A BT

SHRW ESid fER

W—iER ID, HRSIHER, BXERBPSIEDE (EEREERERERERSR,

R tid Stri
eques N9 Requestld) . EMATHESIZHZLRERI Requestid,

4. 7
TN FEX S AP S

BTG

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateFileExportUserjob
<pHiERSH>

{

"UserStoreld": "xx",
"ExportPropertyMaps": [
{

"ColumnName": "xx",
"UserPropertyCode": "xx"
}

1,

"Filters": [

{

"Values": [

XX
Il
"Key": "xx",
"Logic": true

L

"Format": "xx"

"Response": {
"Job": {
"Status": "xx",
"Format": "xx",
"ErrorDetails": [
{

"Userld": "xx",

"Error": "xx"

WRIFRE: BRRITE (bR ) ARSEEAE
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"Location": "xx",
"CreatedDate": O,
"FailedUsers": [

{

"FailedUserldentification": "xx",
"FailedReason": "xx"

}

1,

"Type": "xx",

"ld": xx"

1

"Requestld": "xx"
)
}

5. FREGR

BR= APl &

Bz APl SE& R4 API XX, $#EiR5. APl Explorer % SDK $RFHA—ERTE, HEEMNE—AOEAREREAZIZHEIETE API R
5o

API Inspector

FAPEE API Inspector BEIEFIGE—SIREXEN AP ERER, HEIERSIESRAN API £88, tBagiiE APl Explorer #177E4H
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMEIEIES, REEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiREG
PAITRFIH T 12O SSiZIEEXREIRTT, HMERmEiER AHLEiR0,
HHiRID iR
AuthFailure CAME & /[EREIR
DryRunOperation DryRun &€, RRBEKRIELEMINNG, RES(ET DryRun £,
FailedOperation BERY
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HEIRES
FailedOperation.DataFlowTooManyRequests
FailedOperation.ImportUserlsEmpty
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError

InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue

LimitExceeded

MissingParameter

OperationDenied

RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable

ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation
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REHIR

SHIEIR.

BREHAEE,
SHEVEEIR.
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BRI FIRE, BHEBI.
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MEEOSABRPES

ERIEEFRATE: 2024-03-12 01:16:51

1. EOR

EOiSKES: ciam.tencentcloudapi.com .
HRIEOSABPES

ERNMECERIZEMRS: 200K/7

E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. §N\2Y
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SHEM Wik ESid] 3%
Action = String ~2¥, FEOBYE: CreateApilmportUserJob,
Version = String ~HSH, AEORE: 2022-03-31,
Region =] String AHSH, FRFERSIFH hiFdE.
o . BFERID
UserStoreld = String =BIE: xxx
=PNE
DataFlowUserCreateList.N = Array of ImportUser -:,)\E’JﬁiF'ﬁE
FHNE: xxx
3. mieH
SHEM 5] iR
Job Job HUERIESS

W—i5K ID, HIRSKER, SXERBIEE (HEREHMRERERARSR, WZXERFRIRE

Requestld  String o questid) . S EHESIRMZRBRE Requestid.

4.
N FHREOSARBPES

BATH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateApilmportUserjob

<QHEREH>
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#ImportUser
https://cloud.tencent.com/document/api/1441/75643#Job
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=CreateApiImportUserJob

WEMEES

"UserStoreld": "xx",
"DataFlowUserCreateList": [
{

"UserName": "xx",
"Zone": "xx",
"ResidentldentityCard": "xx",
"WechatOpenld": "xx",
"Email": "xx",
"CustomizationAttributes": [
{

"Type": "xx",

"Name": "xx",

"Value": "xx"

1,

"Description": "xx",

"Job": "xx",

"Address": "xx",
"Nationality": "xx",
"Password": "xx",
"Nickname": "xx",
"QqOpenld": "xx",
“Name": "xx",

"Gender": "xx",
"IdentityVerificationMethod": "xx",
"AlipayUserld": "xx",
"Birthdate": "2020-09-22",
"PhoneNumber": "xx",

"UserGroup": [

XX
1

"PasswordEncryptTypeEnum": "xx",
"Salt": {

"SaltLocation": {
"SaltLocationRule": {
"Regex": "xx"

Y

"SaltLocationTypeEnum": "xx
I

"SaltValue": "xx"

}

"QqUnionld": "xx",

"Locale": "xx",
"IdentityVerified": true,
"WechatUnionld": "xx"
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b

{

"Response": {
"Job": {

"Status": "xx",
"Format": "xx",
"ErrorDetails": [

{

"Userld": "xx",
"Error": "xx"

}

1,

"Location": "xx",
"CreatedDate": O,
"FailedUsers": [

{
"FailedUserldentification": "xx",
"FailedReason": "xx"
}

1,

"Type": "xx",

"d": "xx"

3,

"Requestld": "xx"
}
}

5. AR EHER

Bz APl E£&

iz APl SF& 248& API XH4. $#iRi8. APl Explorer & SDK $#ZFRNA—EIIFE, HESNE—AOEGRERBNRMINFRE APl IR
£

API Inspector

FRFEIEE AP| Inspector BEEIZFIGE—SIREXER AP ABBR, HEMERSESRAN API K13, tEalgiE API Explorer TR
ifo

SDK
= API 3.0 iRt TECEMIARTHE (SDK) , ISSMRIZIES, REESENRA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
+ Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
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wSTIR
« Tencent Cloud CLI 3.0

6. FHiRS

PAFRFIE TEOWSSEEXAEIRTE, EthiERmiFl AHEiRe
§ERED
AuthFailure
DryRunOperation
FailedOperation
FailedOperation.DataFlowTooManyRequests
FailedOperation.ImportUserlsEmpty
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStore
FailedOperation.QuotaLimitExceeded
InternalError
InternalError.UnknownError
InvalidParameter
InvalidParameter.Parameterlllegal
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RequestLimitExceeded
RequestLimitExceeded.FrequentRequest
RequestLimitExceeded.RepeatRequest
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnauthorizedOperation.TenantNotActivated
UnknownParameter

UnsupportedOperation

WRIFRE: BRRITE (bR ) ARSEEAE

3o

faik

CAMER/EREIR.

WEMEES

DryRun ##{F, RFERESEMIIR, RESET DryRun 24,

BRI
EFEINERES, BFEEEHP—BSREREER.
SABFr, AFRAZ,
TR

TR

BLERiEIR, MBEFERBRKREZRAR.
PEREEIR -

REEHR

SHIEIR.

IBREHAEE,
SHENEEIR.

HBid EeERpRE o
ROSHIEIR,

BREIELE
IERANREGET T SRR -
BRI FIRE, BEHEBI.
IBRES, BEHEBR.
BRWERE.

BREFE.

BRFFE

BRFTH.

BREE,

HIBBURIE

IRSSHRTFE

FHSHIER,

BERSZHS
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HE i:H_E WENEFEE

HITERBEXED
EREER

mIEEFATE: 2024-03-12 01:16:52

1. EO#R
EOERERZ: ciam.tencentcloudapi.com .
BHIEEER

ERAROIERTZEIRED: 200K/8 .

HEZ(ER API Explorer <> iR

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. A\EY
PAFERSHIIR(GIE T EOERSHINT R ARLSEY, REARSHIIRR AHiERSH,
SHEM wik R R
Action = String ~HsH, REOBRE: ListLogMessageByCondition,
Version = String o~ AMEOE: 2022-03-31,
Region = String ~HSE, FERFFRZIGH iy,
o . ARitiD
UserStoreld =2 String SBIHE: 00
Pageable = Pageable #HTREIE
. o FriaRtial, BEEEREIEY
StartTime = Integer =EIE: 10
Keydi&{EHevents
Filters.N 5 ?;::'Y of - events
Values#["SIGNUP", "USER_UPDATE", "USER_DELETE", "USER_CREATE",
"ACCOUNT_LINKING"] #fj—F a4
3. e
SHEM i) 1i:p%
BRY
|
Tota Integer =@EIE: 10
Pageable Pageable ba
=+
Content Array of ERRIES

LogMessage iF&: WFEAIEERE null, RREFEEHE,
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https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528
https://cloud.tencent.com/document/api/1441/75528#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#Filter
https://cloud.tencent.com/document/api/1441/75643#Pageable
https://cloud.tencent.com/document/api/1441/75643#LogMessage
https://console.cloud.tencent.com/api/explorer?Product=ciam&Version=2022-03-31&Action=ListLogMessageByCondition

@ HE i:H_E WENEFEE

SHRW ESid flR

W—iER ID, HRSIRER, BXERBPSIEDE (EEREERERERERS,

R tid Stri
eques ring Requestld) . E{uiaEEEIZHZRIERA Requestld,

4. 7
N EREHER

BATH

POST / HTTP/1.1

Host: ciam.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListLogMessageByCondition
<pHiERSH>

{

"UserStoreld": "xx",
"StartTime": O,
"Pageable": {
"PageNumber": 0,
"PageSize": 0

b

"Filters": [

{

"Values": [

XX
Il
"Key": "xx",
"Logic": true

"Response": {
"Content": [

{

"UserStoreld": "xx",
"ApplicationName": "xx",
"Participant": "xx",
"Description": "xx",
"EventCode": "xx",

"Ip": "xx",
"ApplicationClientld": "xx",
"Userld": "xx",

"Detail": "xx",

WRIFRE: BRRITE (bR ) ARSEEAE 58144 #162;
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"AuthSourceName": "xx",
"Tenantld": "xx",

"Logld": "xx",
"AuthSourceld": "xx",
"AuthSourceType": "xx",
"UserAgent": "xx",
"AuthSourceCategory": "xx",
"EventDate": 0

}

Il

"Total": O,

"Pageable": {
"PageNumber": 0,

"PageSize": 0

+

"Requestld": "xx"
}

}

5. FRERR

BR= APl E&

Bifl= API & RE5E API 44, $8iRf3. AP| Explorer & SDK SZENS—EIFE, HEENE—ANOZOREMBAZIREAFTE API IR
£

API Inspector

FPEiEiE AP| Inspector BEEEHIGE—SIZEXEM APHERIER, HEMERSIESIRAN API K13, tBalaiik AP Explorer #{T1E4
ifo

SDK

= AP| 3.0 IR TERENFRIRE (SDK) , MISSHRIZIES, AEEHEIER API,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. $EiRE
IITFRFIE 71O SIS et AEIRD, EbERIBiFER AHEIR0,

iRt ik
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ciam/v20220331/ciam_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ciam/v20220331/CiamClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ciam/V20220331/CiamClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ciam/v20220331/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/ciam/v20220331/ciam_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ciam/V20220331/CiamClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ciam/src/v20220331/CiamClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ciam/lib/v20220331/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1441/75532#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

%) - iiv= RN

RS iR

AuthFailure CAMZEZ/EREIR.
DryRunOperation DryRun 1, KFREKRIESEKINNG, RES(ET DryRun &%,
FailedOperation BRIERM
FailedOperation.InvalidTenant TP
FailedOperation.InvalidUserStore TR
FailedOperation.QuotaLimitExceeded BoEiEIR, MBEEKREFHRERAR.
InternalError PIEBERIR o
InternalError.UnknownError REHIR o
InvalidParameter SHEIR.
InvalidParameter.Parameterlllegal BEBREHFEE.
InvalidParameterValue SHEEER.
LimitExceeded BT ECERPR S -
MissingParameter RAOSHER,
OperationDenied REIBIELE .
RequestLimitExceeded ERATREEE T SRR o
RequestLimitExceeded.FrequentRequest BRI FRE, BHEHIH.
RequestLimitExceeded.RepeatRequest BRES, BHEEEIR.
ResourcelnUse BFEWAEA.
Resourcelnsufficient BEFRE.
ResourceNotFound BEAREFE.
ResourceUnavailable BEAATHAo
ResourcesSoldOut RREE,
UnauthorizedOperation RIFDURIE.
UnauthorizedOperation.TenantNotActivated IRSZHRFFE.
UnknownParameter RINSHER .
UnsupportedOperation BERXIF.

WRIFRE: BRRITE (bR ) ARSEEAE 58146 #1621



@ H§ i:HE KEREFEE
iR

IEEFATE: 2023-08-17 01:49:06

AppAssociatedUserGrouplds
PP ELBIRA B S B T S
#HaNTEOSIA: DeleteUserGroups.,

E=t ESid] 3%
AP4dEid

UserGroupld String R WFEBAEERE null, XFENAFEEYE,
EME: xxx
RZAid

Applicationid String R IWFERAEEEE null, RFENFEEHE,
FHNE: xxx
RIFAER

ApplicationName String R WFERAEERE null, FRIAAEYE.

REME: xxx

ErrorDetails
L

#HINTEOSIA: CreateApilmportUserJob, CreateFileExportUserJob, ListJobs.

2R R %
BAFRER
Userld String R WFERAEGRE null, FRIAAEYE.
FBEHE: xxx
Error String SBIE: o
ExportPropertyMap
SHE et

HWINTFIEOSIA: CreateFileExportUserJob.

& xm i sk
UserPropertyCode String = :aélﬂiizge
ColumnName String = ;E;;JEIE&(EE%W
FailedUsers
KMHIFF

#ANTEOSIA: CreateApilmportUserJob, CreateFileExportUserJob, ListJobs,
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A BT

&

FailedUserldentification

FailedReason

Filter
EEH

String

String

g

LM AEFIRR
R WFERAEERE null, FREAFEIERE.
TENE: xxx

SEANHNBAPEMERER
R IFERATAGEE null, FRIAZERE.
RBEUE: xxx

#HANTHEOSIA: CreateFileExportUserJob, ListLogMessageByCondition, ListUser, ListUserGroups.

2R S
Key String
Values Array of String
Logic Boolean
ImportUser
SABFER

Witk ik

keyl&

= FEUE: xxx

valuef&
EIE: [xxx]

iy

iBiEE
TEHE: true

oy

WEMEES

1. UserName, PhoneNumber , Email , WechatOpenld ; WechatUnionld , AlipayUserld ; QqOpenld ; QgqUnionld /\1/EtE
1, SARUREEEP—NEEHFETIRCEEXBHENENREMU, UserName, PhoneNumber, EmaillIENFRLANEEHEHEE

XEHHRaLE R,

2. WFEBHSA, SANBERZIFHENSAN, MDSEXEA, SHAIEXSAN, BCRYPTEXSA , BRITRER

PasswordEncryptTypeEnum ZEEHIEE.
3. IdentityVerified, IdentityVerificationMethod ZiFSA,
IdentityVerified Jatrue, IdentityVerificationMethod#1%;

IdentityVerificationMethod JanameAndldCard, Name,ResidentldentityCard#{&

IdentityVerificationMethod JanameldCardAndPhone, Name,PhoneNumber,ResidentldentityCard{&;

BANT#EOSIA: CreateApilmportUserJob.,

B

UserName

PhoneNumber

Email

ResidentldentityCard

Nickname

String

String

String

WRIFRE: BRRITE (bR ) ARSEEAE

Witk fak

BR&
TBME: xxx

FNS
B xxx

iy

RS
RENE: xxx

iy

BRES
FBEHE: xxx

iy

BBFR
FHEHE: xxx

o
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%) - iiv= RN

= ESid) Witk faik

bichil o
REUE: xxx

o

Address String

ARF4ID
REHE: [xxx]

iy

UserGroup Array of String

QQ qqOpenid
REUE: xxx

|

QqOpenid String

QQ gqUnionld
EHE: xxx

iy

QqUnionld String

#M{SwechatOpenld
FEME: xxx

iy

WechatOpenld String

HiswechatUnionld

WechatUnionld String FOIE: xxx

iy

X {d=alipayUserld
RHIE: xxx

o

AlipayUserld String

iR
REUE: xxx

iy

Description String

===

Birth D
irthdate ate EUE: xxx

iy

Ha

REHE: xxx

iy

Name String

=2
REHE: xxx

iy

Locale String

1#53) (MALE;FEMALE;UNKNOWN )
REUE: xxx

o

Gender String

= Py

IdentityVerificationMethod String FBIE: 3000

o

2ECEZEE
REUE: xxx

iy

IdentityVerified Boolean

IfE

Job String SBIE: 300

iy

Ex
RHHE: xxx

iy

Nationality String

X
REHE: xxx

iy

Zone String

FIEY
REUE: xxx

o

Password String

iy

CustomizationAttributes Array of MemberMap BEXENE

Salt Salt

iy

BiEE

Zm#sI (SHA1;BCRYPT)
REUE: xxx

iy

PasswordEncryptTypeEnum String
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5 E HEEH_E KSRIZEES

am ESi0) Witk faik
IndexedAttribute1 String & igjzﬁlxx
IndexedAttribute2 String a ?;z;zfﬁixx
IndexedAttribute3 String a ?f;;zfgixx
IndexedAttribute4 String 8 igjz&jxx
IndexedAttribute5 String & igjzﬁﬁixx

Job

15115

#HANTEOSIA: CreateApilmportUserJob, CreateFileExportUserJob, ListJobs.

& B ik

{£551D

Id String RBUE: xxx

- PENDING

FiT

- PROCESSING
Status String T

« COMPLETED

Sehk

« FAILED

e

REME: xxx

[+

E533

« IMPORT_USER
Type String BAREA

« EXPORT_USER

AFSH

TBUE: xxx

{ES3 U3EAIE

CreatedDat Int
reatedDate nteger TBIE: 10

{ESSHOEIESEEY

+« NDJSON

New-line Delimited JSON

« CSV

Comma-Separated Values

R FERAEERE null, RREAZEYE.
FBNE: xxx

Format String
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=

Location
ErrorDetails

FailedUsers

LogMessage
EET S

Array of ErrorDetails

Array of FailedUsers

HWINTFEOSIA: ListLogMessageByCondition,

E=4

Logld

Tenantld

UserStoreld

EventCode

EventDate

Description

Participant

ApplicationClientid

ApplicationName

i

String

String

String

String

Integer

String

String

String

String

WRIFRE: BRRITE (bR ) ARSEEAE

ik
{ESS AR Tt

FE: WFERAEERE null, FREFIEHE.

FBEME: xxx

KMiERR

R FEAEIRE null, REEAZEHE.

FBEME: xxx

ESUGHE )

R FERAEIRE null, RERAFEEHE

FHNE: xxx

ik

BEHRR
REUE: xxx

faRID
S IFERAEEHRE null, RFENFIERE,
REHE: xxx

ARiID
FE FERAEERE null, FREFERE,
TEIE: xxx

B4R
R WFERAIAGRE null, FRIAZERE.
REUE: xxx

BHREREE, B =W
R FEAIEE null, REEFZEHE.
w~BE: 10

iR
R WFEREAGRME null, FRIAIERE,
REHE: xxx

=He5%E

« TENANT

iz

. USER

=]

R IWFEBAEEEE null, RFENFEEYE,
REIHE: xxx

RiAclientld
R WFERAEGRE null, FFRIAAEYE.
REHE: xxx

RSB
FE FERAEERE null, FREFERE,
TEIE: xxx

WEMEES
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=

AuthSourceld
AuthSourceName
AuthSourceType

AuthSourceCategory

UserAgent
Userld

Detail

MemberMap
Map#iEsy

String

String

String

String

String

String

String

fiik

TNIETRID

R WWFBETEIRE null, RERAEEHE.

TEIE: xxx

INERZTR

iFE FERAEEERE null, RERFEERE.

REUE: xxx

INIERSEE

R FEAIEE null, REEFZEHE.

REUE: xxx

TNIETRSER!

R FERAEEIEE null, RERFEEHE.

REHE: xxx

IPitzit

R WWFEBRAERE null, REAEEHE.

REUE: xxx

FAPtE

FE: WFRARERE null, FREFIERE.

REUE: xxx

FBRID

R FERAEIEE null, RERFEEHE.

REHE: xxx

#1E

R WWFEBTUEIRE null, RERAEEHE.

TEIE: xxx

WEMEES

#ANTFEOSIM: CreateApilmportUserJob, CreateUser, DescribeUser, DescribeUserByld, ListUser, ListUserByProperty,

UpdateUser,

= ESid

Name String

Value String

Type String

Pageable
HEMR

#HaNTEOS|A: DescribeUser, ListLogMessageByCondition, ListUser, ListUserGroups.

E=4

WRIFRE: BRRITE (bR ) ARSEEAE

Wik

il

il

iyl

faik

fi2

FHNE: xxx

&

RENE: xxx

sy

R FEAEIRE null, RERAEERE

TENE: xxx

ESiS)

Wik
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E=4 ESid]
PageSize Integer
PageNumber Integer
QueryUserFilter
BIREPEESEY

#ANT#EOSIM: DescribeUser,

£=4 ESid) Wi
PropertyKey String &
PropertyValue String &
Logic Boolean &
OperatelLogic String B
Salt
EiaEh

#HINTFIEOSIA: CreateApilmportUserJob,

E=1 ESic]
SaltValue String

SaltLocation SaltLocation

SaltLocation

HWINTFIEOSIA: CreateApilmportUserJob,

E=4 B

SaltLocationTypeEnum String

SaltLocationRule

SaltLocationRule

v |

WRIFRE: BRRITE (bR ) ARSEEAE

SaltLocationRule

ik

Ettkey
REUE: xxx

EMvalue
RENE: xxx

WEMEES

Witk o

- SHKNE
= FGIE: 10
- BTG
= FE: 1

iBiEE, EFtrue, £&TFfalse

RENE: true

IREIBER (2> < =>=<=I=Dbetween)

RBEHE: xxx

Wik R

o EhE

= BEUE: xxx

& HEvE
iR

ZRNNEhR9ER (HEAD, TAIL, OTHER)
RBEME: xxx

il
FRBEUE: xxx
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HWINTFIEOSIA: CreateApilmportUserJob,

2R Bt
Regex String
Sort
B9AFHE

#ANT#EOSIM: DescribeUser,

2 ESi
PropertyKey String
Order String
User
BRER

iy

WEMEES

ik

=ikt
REUE: xxx

faik

HF=Ekey, 2EBEXENE
REUE: xxx

F k&R, ASC/DESC
RBEUE: xxx

#WUNTF#EOSIA: CreateUser, DescribeUser, DescribeUserByld, ListUser, ListUserByProperty, UpdateUser,

E=1 5]
Userld String
UserName String
PhoneNumber String
Email String
LastSignOn Integer
CreatedDate Integer
Status String
UserDataSourceEnum String
Nickname String

WRIFRE: BRRITE (bR ) ARSEEAE

faik

HEPRFID
RBEUE: xxx

BR&
R WFERATEERME null, XFREAZERE.
TENE: xxx

FNS
R WFERATEERE null, BFREAFZIEYE,
REIE: xxx

HREE
R FERAIAGEE null, BRIAZIERIE.
BEME: xxx

LrEFATE
S WFEREAERME null, XRAFIIEHE,
RBEME: xxx

BlEERTE
RBEME: xxx

RBEME: xxx

FAPREIR
REIE: xxx

BRFR
S WSFERETAERME] null, RREAFIERE.
RBEME: xxx
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Address
Birthdate
UserGroups
LastModifiedDate
CustomAttributes
ResidentldentityCard
QqOpenid
QqUnionld
WechatOpenld
WechatUnionld
AlipayUserld
Description

Name

Locale

Gender

i

String

Integer

Array of String

Integer

Array of MemberMap

String

String

String

String

String

String

String

String

String

String

WRIFRE: BRRITE (bR ) ARSEEAE

faik

it
R WFERTEERE null, FFRIAFZIEYE,
TUE: xxx

&H
EE: WFRAEERE null, FREFIEZE.
HIE: 0

BR4ID
S WFERETAERE] null, RREFIEHE.
FHNE: [xxx]

LIRIECRRSia)
R FEAEIRE null, REEAZEHE
HIfE: 0

BEXREME
iEE WFEAEIRE null, REBAEEHE.
EUE: []

BINIES
EE: MFERAIAGRE null, FRIAZNEHE.
RBEME: xxx

QQH0penid
R HFERAIEEHRE null, FRIAZEYE.
FBEUE: xxx

QQfyUnionld
R =FERAIEERE null, FREAZEYE.
TENE: xxx

MIEAIWechatOpenld
R WFEBRAEERE null, FREFEEHE.
FHIME: xxx

HiSaWechatUnionld
S WFERETAERE] null, RRAFIEHE.
RBEUE: xxx

F{t=rIAlipayUserld
R WWFEBROUEERE null, FREFEEHE,
EUE: xxx

R
EE: FERAETAGRE null, FRIAZERE.
FBEUE: xxx

w3
R MFERAIAGRE null, FRIAZERE.
RBEME: xxx

PFR
R IFERAEEHRE null, FRIAZEYE.
TEUE: xxx

451
R WFERATEERE null, FFRIAFZIEYE,
TENE: xxx

WEMEES
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=

IdentityVerificationMethod

IdentityVerified

Job

Nationality

Primary

Zone

AlreadyFirstLogin

Tenantld

UserStoreld

Version

LockType

LockTime

IndexedAttribute1

IndexedAttribute2

IndexedAttribute3

S

String

Boolean

String

String

Boolean

String

Boolean

String

String

Integer

String

Integer

String

String

String

WRIFRE: BRRITE (bR ) ARSEEAE

faik

EZIZEBR
R WFERTEERE null, FFRIAFZIEYE,
TUE: xxx

EERBELZZE
EE: FERAIAGRE null, FRIAZERE.
=BE: true

IiE
S WFERETAERE] null, RREFIEHE.
RBEUE: xxx

E=xR
R WFERATEERME null, FFREAFZERE.
TENE: xxx

EEREKS (HTEKS/HER, £MWSHtrue,
EE: FERAEIAGRE null, FRIAZERE.
=BE: true

X
R MFERAIAGRE null, FRIAZNEHE.
RBEME: xxx

EECEERER
R HFERAIEEHRE null, FRIAZEYE.
RENE: true

fHPid
R WFERATEERE null, FFRIAFZIEYE.
TENE: xxx

BFRBSHid
R IFERAIAGRE null, FRIAZERE.
FRBEUE: xxx

hRAs
R FEAEIRE null, REEAZEHE.
HIE: 0

HIERE (DHEERVE, MERRIEHE )
R WFERTEERME null, FFRIAZERE.
REME: xxx

SiERE S
R WFERAEERE null, FREFIERE.
=BE: 0

==
R MFERAIAGRE null, FRIAZERE.
RBEME: xxx

#5172
R WFERATEERE null, XFREAZERE.
TEUE: xxx

#3513
R WFERATEERE null, FFRIAFZIEYE,
TENE: xxx

WEMEES

MkSHfalse)
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=

IndexedAttribute4

IndexedAttribute5

UserGroup
=] SFc |
BANTEOSIM: ListUserGroups.

=

UserGroupld

DisplayName
Description

UserStoreld
Tenantld
CreatedDate

LastModifyDate

UserGroupDeleteResp
RS PP A SRR E R

String

S

String

String

String

String

String

Integer

Integer

#ANTEOSIA: DeleteUserGroups.

=

ErrorMessage

AppAssociatedUserGrouplds

UserStore
BMits

WRIFRE: BRRITE (bR ) ARSEEAE

Array of AppAssociatedUserGrouplds

fak

FFR4EID

faik

F5|1=R4
R WFERATEERE null, BFRIAFZIEYE.
TNE: xxx

F3|FER5
EE: FERAIAGRE null, FRIAZERE.
RBEUE: xxx

RBEUE: xxx

FFEARTR

TENE: xxx

FAFRiER

R WFERAEERE null, REBFEIBEHE,
TEIME: XXX

BFRERID

RENE: xxx

fHFID

RBNE: xxx

eUZERdia
fBUfE: 10

RITEHAE

=fBIfE: 10

fEik
BIRER

WEMEES

R FEAIEE null, REEAFIEHE.

FBEHE: xxx
APAXBIMNAEE

wBifE: (1

R FERAEIEE null, RERFEEHE.
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#ANTEOSIA: ListUserStore,

B i ik

fHPID

Tenantld String FEUE: xxX

APRFittlogo
UserStoreLogo String R WFEBAEERE null, RREFEEHE.
TRBME: xxx

FAPithEA
UserStoreDesc String R IFERAERE null, FRAAEYE.
REHE: xxx

Rt &R

UserStoreN Stri
serStoreName ring SO xxx

AR%E

UserN Int
serNum nteger SIE: 10

FRitID

UserStoreld String FEIUE: 00

MR E

AppNum Integer =IE: 10

LRIMeEI it
LastStatus Boolean S WFERAAGRME null, FFRIAAEHE.
RENE: true

ARt
DefaultStatus Boolean FE FERAEERE null, FREFERE,
RENE: true

BRI
CreateDate Integer R IFERAERE null, FREAREYE.
FBIE: 10

ERiNigadia
LastStatusTime Integer EE: WFEBAIEERE] null, RREAZIERE.
BIE: 10

BARERES
UserStoreProtocolHost String 2 IWFEBRAEEEE null, RFEEFEEYE.
FBIE: xxx

WRIFRE: BRRITE (bR ) ARSEEAE 58158 #162:\
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=1

IEEFATE: 2023-07-04 01:15:08

LIRBiREA

NRIREZERPEFE Error FB, WRFRM APHEOXLW. fi0:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

WEMEES

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRiEiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEHIRG
§ERED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE

L]

BOBTZ,

ERLEBRY Authorization REFSEASIRE,
BRIk (F2= API E8A%R)

MFA &%

BRFFE. B EHle HERAERCHNRSELRER, MIASES,
SRERAREESIER, TRIETEEER.

EZEH, Timestamp HMRSHEEDEEFR GBS RS, BIEER
AtE R AR ERNERS

BERER, ERTEER, BURAASAPHESHEXEREERITE
ﬂ*;O

token &R

BEREKEN, 1§5E CAM AT LEAA0IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEEIR o

BOREFE.

SHER (BESHEl. KBEER)

SHEEEIR.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpinBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VS5 EERED
§ERED
AuthFailure
FailedOperation.AccountAlreadyBeLinked
FailedOperation.AttributeFormatError
FailedOperation.AuthSourceNameAlreadyExists

FailedOperation.AuthSourceNotFound

FailedOperation.DataFlowTooManyRequests

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

A8

BEXK body B9 multipart &z &iR.
IPitbitFEE S Barh,

Pl RER SR,

Bt BCERRE o

%

ROSH,

\

FRAFE
BOREFFE.
IERAOREGEE T SRERIRE o

EMWSHBIT SRR

IPBRSR o

ERSIRIR.

EREEBERHEIKN

HiREWMERE.

BERE.

BREFFE.

BREFTH.

IREISEEREIAN,

SRR SRR A,

RIGIURIE

KRIMSHIEHR, APSEREXNSHSSHIER.
BAEFZH o

http(s) iIERIHLEEIR, R3Z#F GET #1 POST 5K,

BOARSTISFRiEE

A8

CAMER/EMUEIR.
NEKSEBEBREE, TRIFBXMS.
AFEMEXRE.

INER&TREFE.

INERARFE.

EFE2IERES, BFGHP 9 SMEE
ifo
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RS

FailedOperation.EmailAlreadyExists
FailedOperation.EmaillsNull
FailedOperation.ImportUserlsEmpty
FailedOperation.IndexedAttributeTooLong
FailedOperation.InvalidTenant
FailedOperation.InvalidUserStatusEnum
FailedOperation.InvalidUserStore
FailedOperation.PasswordIsNull
FailedOperation.PhoneNumberAlreadyExists
FailedOperation.PhoneNumberlsNull

FailedOperation.PrimaryUserNotFound
FailedOperation.QueryUsersParameterMustinWhitelist

FailedOperation.QueryUsersParameterRepeat
FailedOperation.QueryUsersSortParameterMustinWhitelist

FailedOperation.QuotaLimitExceeded
FailedOperation.SecondaryUserNotFound
FailedOperation.UserGroupNameAlreadyExists
FailedOperation.UserGroupNotFound
FailedOperation.UserlsFreeze
FailedOperation.UserNameAlreadyExists
FailedOperation.UserNamelsNull
FailedOperation.UserNotFound
FailedOperation.UserPropertyCodeAlreadyExists

FailedOperation.UserPropertyNotFound

WRIFRE: BRRITE (bR ) ARSEEAE

WEMEES

iz}

ZHBFEC A RYE .

HRFEME g,

SNEFE, BFRAZ.
indexedAttributeRK512F%F
TR,

REWEEER, BESEEOXXHE,
TRt

ElETgeER=.

ZFNSEHEAPYE.

HiESETRERT,

FHPAEFE,

BHiIFEH»REEId, userName,
phoneNumber, email, userGroup,
alipayUserld,
wechatOpenld,wechatUnionld, qqOpenld,
qqUnionld,lastModifiedDate,
indexedAttribute1,
indexedAttribute2,indexedAttribute3,

indexedAttribute4, indexedAttribute5E#I—
PEHEST .

ENAPFEETRREEESNSES .

Sort&{HPropertyKey % 57Eid, userName,
phoneNumber, email, userGroup,
alipayUserld,
wechatOpenld,wechatUnionld, qqOpenid,
qqUnionld,lastModifiedDate,
indexedAttribute1,
indexedAttribute2,indexedAttribute3,
indexedAttribute4, indexedAttribute5q,

BUEREEIR , BB RIBEHKARZTRAR,
MEBRFEFE.

FAPABIREFE.

HFEFRFE.

FAREHES.

AR&HREFE.

HFR8FEER=

BRFEFE.

EHRREEE.

BFEYFREFE.
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RS

FailedOperation.UserStatusRequired
FailedOperation.UserStoreAlreadyExists
FailedOperation.UserStoreDomainAlreadyExists
FailedOperation.UserStoreNotExist

InternalError.JudgeUserExistException

WEMEES

1588

EHURESE

EFEERARERS.

EFEERES.

HFRBERFFE.

FIFER P PERERER, BHEER.

InternalError.UnknownError REERIR
InternalError.UserStoreCreateSecretFail B2 B RS CIEIARY .
InternalError.UserStoreDeleteUserFail il 3z = BRI S 2 a ST g
InvalidParameter.Parameterlllegal BERSEAGE.
OperationDenied IREBIESR
RequestLimitExceeded.FrequentRequest BRIFIRE, FHEHI.
RequestLimitExceeded.RepeatRequest BRES, EHEBR.
ResourcesSoldOut RREE,
UnauthorizedOperation.TenantNotActivated RS EFE
UnsupportedOperation.EnabledAuthSourceCanNotBeDeleted INEREERA, RRiFmeR.
UnsupportedOperation.EnabledAuthSourceCanNotBeUpdated INEREREH, FRIFEH.
UnsupportedOperation.InternalUserProperty RERIERZIAZIRE.
UnsupportedOperation.LinkedAppUserPropertyCanNotBeDeleted BN AEXE, FRIFHIER.
UnsupportedOperation.LinkedAuthSourceCanNotBeClosed INERIER FAXE, ARIFXA.
UnsupportedOperation.LinkedAuthSourceCanNotBeDeleted NIEFARRI XX, AR .

UnsupportedOperation.LinkedAuthSourceUserPropertyCanNotBeDeleted = BH#IMERXEL, FARIFHIEE.
UnsupportedOperation.LinkedUserPropertyCanNotBeDeleted BHERHCIERXE, TRITHIE.
UnsupportedOperation.PlatformDomainSuffixCanNotBeUsed AR ERFASRSEIEEEHERE.

UnsupportedOperation.WhenUserExistUserPropertyCanNotBeDeleted ARtETEFERR, AREMARRITHRIEE,

WRIFRE: BRRITE (bR ) ARSEEAE 58162 #162%:



