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FARXIEER
Hkix
E=IEEFAYE: 2022-06-14 17:34:49

KERMNBRARSEN CIAM RIF5ERERE AP, @iz CIAM, SHNATRELMNAFRNER. BH. EMEHEE, HEMR CIAM RiE. BXR
EESEEED.

iz i
BEFSIMLEIES, CIAM SRS AT
Web Kif8

IBfTERIR Web RS2 ERIRARS, —R&KMA Java, .NET, PHP, Node.js, Express FESERFR, AFPBIRNERERNAE, BFEiHEF—R
EZRIPRIIRSS R LIS, Web RIFRERIFIIFIEN ARIBEHRER, FHRIP Token FMEEBFIE.

EMRIA (SPA)

BIEETENSSEPRIRMAER, —#REMA HTML. CSS #1 JavaScript R4 & React. Vue #1 Angular FIEZA ., R ARAEZEWSHE
AP| BERIERMEER I EIREFELR, [ERTFEFMNEIEHEET user-agent (MNNKEEE) th, BRNARESSEHESLESESFIPNERER,

B App

FRMSTEAPIRS (NFN. FiRBIE. PC. Baie®) LHHBER, —RRATIINNEAFRIESHA, W Objective-C. Swift. Kotlin &, Lt
MATESFHENAZBEHRER, (E—REBFRIF Token FEEERTIME,

M2M RZF (Machine to Machine)

BITERRNEBER MERIRS . $STERE. FiFHE), —RBTERRE API kIS, THRAFSS5. WENARBRIFHRIPERERT

M
IMEFFRA

HIEIERRIA, JETESERSERMIE App Ko
PN

Web RZF. SPA #1#zh App ILUMEH OIDC (OAuth) iREEZEFiRHIEIEAN CIAM, i#R FEREIMETFAES . OIDC #1 OAuth MY EEEXREIR R+5T
iz, BEENNAREERIEEFES, SENA—REPEEHREIFEERIESTHRIEN .

MISIVEFRAFEER CIAM B/VER SDK REMER, IBMEFEESN EAMEER (SDKERX)

M2M R F—iRIEMA ZFimEiFEikE Access Token &, ##H Access Token iBiEl#ERMAY AP,

Ao ER

AErRIRY APl &2 HTTPS thiisial, isiaititaiS2EmrRERIEE, JE B2isE8nEm 58, E4EEHR, EH
https://sample.portal.tencentciam.com {EAiFialitbitEis,
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ERAIETIPEA
ERAIENIPER
PKCE =X E\

EIEEAYE: 2024-06-19 10:46:21

BeOithg

BRAP (NS ) EEERtkEOi, REER. CIAM £ERAPEEREIMEIPHTESRANE. BREINE, CIAM SHEFEE@EE  redirect uri 88
tEREATMEIL
MRLRESFRHMAFESEER, UERBXER, CIAM £ERIEAFPEEME redirect_uri .

© A8
o tRiE OAuth MHXMIRSTHHIZER, FEOMEA PKCE ENBER.

o APBERTHIPERBMARS Redirect URI J3 https://example.com/callback o

STRF ORI AR

Web RZF. B, #85h Appo

WRGE

GET

mREE

/oauth2/authorize

WRH

GET /oauth2/authorize?
scope=openid&client_id=TENANT_CLIENT _ID&redirect_uri=https%3A%2F%2FTENANT.APP.DOMAIN%?2Flogin%2Foauth2%2Fcod
€%2FTENANT_APP_ID&response_type=code&state=MOCK_STATE&code_challenge_method=S256&code_challenge=MOCK_CO

DE_CHALLENGE&auth_source_id=MOCK_USERNAME_PASSWORD_AUTH_SOURCE _ID HTTP/1.1
Host: sample.portal.tencentciam.com

51 Ali% fEiR

scope false EEEE openid .

client_id false RIFEEY client id , &% NMASERE > REEENA > pENMARE > WL “Client1d” .
redirect_uri false EAIENEE@IEN . FESEHSRENI—.

response_type false EEEE code ,

state true RIFARENERRI—F MR, REFSL HTTP IMNSHIFXEHRESNAH. J05LE CSRF IE, EiUg

witsH.
gf::(;"ha"e”ge—m false i+ PKCE code_challenge B#i%. ERINEISEREE 5256 .
code_challenge false PKCE code_challenge , it&75i%iE&% RFC 7636
auth_source_id true ERFEMAMERESR . MRS IZT, WEFRKAEFRTE,
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https://console.cloud.tencent.com/ciam/app-management
https://datatracker.ietf.org/doc/html/rfc7636
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IER RG]

o ARPKRESR, ERMEIFHRASRRE,

HTTP/1.1 302 Found

Location: https://sample.portal.tencentciam.com/portal/login?p_state=MOCK_LOGIN_PORTAL_STATE

- AFPEER, EHIEILEH state SHEE@FINAEIRMBIL .

HTTP/1.1 302 Found
Location: https://example.com/callback?

code=DVtNBg5XGqgeu2lytLi6WOWwfh7pRc5jql8vUb2K8k_20ryR20sYN3260DwhITDGEMtUSD1XN6gNuRDjYQ25n|X6H8Mzfpl
xJHloiOtdtkXfRpV1ELhmw7behuwYraTIC&state=MOCK_STATE

© %
RMAEIFENZE] code 28E, FERAA PKCE 1530 KBl Token OIKEX Access Token #1 ID Token, RBEER.

SRERREIRE

o client_id 2HiEHBIR,

HTTP/1.1 400 Bad Request

» redirect_uri 28 5itHEEFRE,

HTTP/1.1 400 Bad Request

» response_type SHERKEHTIR.

HTTP/1.1 400 Bad Request

o 732589 code_challenge_method.,

HTTP/1.1 302 Found
Location: https://example.com/callback?

error=invalid_request&error_description=0Auth%202.0%20Parameter:%20code_challenge_method&error_uri=https://datat
racker.ietf.org/doc/html/rfc7636%?23section-4.4.1&state=MOCK_STATE
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Oithd

BRAP (NS ) EEEtEOib, REER. CIAM £ERAPEERENIMEIPHITERANE. EREINE, CIAM SHFEEESE redirect_uri %
tEREATMEIL
MRLREESFRHMAFESEER, UERBXER, CIAM SERISAFPEEME redirect_uri .

© 8
o HFREEE, OAuth MHUTHEEFERLE, BMEIEEER PKCE EiiEEl.

o ABBERFHIPERAHMAZRS Redirect URI 73 https://example.com/callback o

STRFROR AR

Web [ZF. BREA. #85h Appo

WRGE

GET

mREE

/oauth2/authorize

BR=H

GET /oauth2/authorize?
scope=openid&client_id=TENANT_CLIENT_ID&redirect_uri=https%3A%2F%2Fexample.com%2Fcallback&response_type=code
&state=MOCK_STATE&auth_source_id=MOCK_USERNAME_PASSWORD_AUTH_SOURCE_ID HTTP/1.1

Host: sample.portal.tencentciam.com

8% G
fals . .
scope o EEEE openid,
client_id ‘;""'s RIFIE0 client_id . AIE% MAEERE > #ESENA > BENARE > WA “Client Id” .
redirect_uri ‘:"S SRS, BESEH AR —5,
fals .
response_type o IBEIE(E code,

RIFEREINERERI— R, IRSRRSI HTTP MRS #MaR X RHRESRA . 7F5E CSRF K&, BiUgHItS

state true
a o

auth_source_i
d

IERIERIH)
o APKRER, ERMEIFRRGASRTE.
________________________________________________________________________________________________|

true ERSERAERER . MRESHHIE, WBRRASERTHE .
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HTTP/1.1 302 Found

Location: https://sample.portal.tencentciam.com/portal/login?p_state=MOCK_LOGIN_PORTAL_STATE

- AFPEER, EWEIULH state SHEE@EI N AEIRMbIL .

HTTP/1.1 302 Found
Location: https://example.com/callback?code=3ZBaZRXqXZxdkQ1l-qwj-

YLsWOhYJvQGzak_RrRmJQ5XHDFIXjeKiwlQBHp_PnYruhX1HuBL30eZNcbrkWt41YBU-
xd6sHMoNEShRd9rWYYzplPaQDWAKGptUtM-wRPbL&state=MOCK_STATE

© e
RMFAEEENZE] code 25, TERAA ZEENIGIENIREL Token $#MOIKEY Access Token #1ID Token, REER.

SRERRIRE

o client_id S2EREHEIR

HTTP/1.1 400 Bad Request

» redirect_uri 2 5iEMEEFITH

HTTP/1.1 400 Bad Request

» response_type SHERKHTIR,

HTTP/1.1 400 Bad Request

WRIFRE: BRRITE (bR ) ARSEEAE B8 H#H77

b= |


https://cloud.tencent.com/document/product/1441/64398

@ HEEH_E WERIZEES
BHIAEIPESR

EIEE#AYE: 2022-08-25 15:21:23

BeOithg

BHEP (N8 ) EEEIEObIE, BESSFHERNEIFERS. BEHE, CIAM &iSEFEEQZIMAMRHEIF I logout_redirect_uri o

© i
o IRABHRIBIMEIFNERS, AFERRARANERSEEBNABTER.

o APIERREIPERIIMNAZRS Logout Redirect URI A https://example.com/logout ,

STRFRORI AR

Web RiFH. BREA. 51 App.

WRGE

ERIEE
BRTH

GET /logout?client_id=TENANT_CLIENT_ID&logout_redirect_uri=https%3A%2F%2Fexample.com%2Flogout HTTP/1.1
Host: sample.portal.tencentciam.com

2% AJigk iR
dientid M mmEm cientid . TEE MMEERE > SENENA > SUAERE > U “Clent 4’ .
logout_re true BHERENEEMiL, FESNASHEEPR Logout Redirect URI [EE, HRFXEE T —5
direct_uri Logout Redirect URI , MIttSHALAFIE, RAEHMERZEREFHELERBHEEmMBLL,
state true R FRBEHNE R — N F TSR, EERINSEFEE,

IERIRIREI

HTTP/1.1 302 Found

Location: https://example.com/logout

BREIARRE
client_id ¥k

HTTP/1.1 400 Bad Request
Content-Type: application/json

{
"error" : "invalid_request",
"error_description" : "Client ID parameter not found"

}
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R

BEP (RS ) EEEIEOIE, RiiEm. IRNARET “ETMEEmER , WiEMRIIESEMNEEDRIMAEIF N, BFESER ERIAMET]
FESR; MRERAR EMEEDER” , EMRINEEEEE CIAM IAEJFERRME.

STIRFRORI AR

Web RF. $BERA. 85 App.

WRGE

GET
ERIEE

WRTH

GET /oauth2/authorize?
scope=openid&client_id=TENANT_CLIENT_|ID&redirect_uri=https%3A%2F%2Fexample.com%?2Fcallback&response_type=code
&state=MOCK_STATE&code_challenge_method=S256&code_challenge=MOCK_CODE_CHALLENGE&prompt=create HTTP/1.1

Host: sample.portal.tencentciam.com

25 aJik iR
fals . .
scope o HEEE openid ,
client_id fb RZFBRY client_id . BI&% MAZERE > SEEENA > B MAERE > 3R “Client 1d” .
redirect_uri fb BIEENETAL , EESHEREETAREOL—E,
fals -
response_type o HEEE code .

RIFAREERR—F MR, REFSL HTTP IMRSHIRXEERESARMNA. 7051k CSRF I, EiUgH

state true HEH.
code_challenge_m fals . . o I
ethod o it# PKCE code_challenge B9&i%., BRIZIFEEE S256 .
fals
code_challenge o PKCE code_challenge.
prompt true WESHFEEREN create BAREEEMIER. HttERBSBBRHREERIER
IERIARRG

EERENAEIFAREMEE.,

HTTP/1.1 302 Found

Location: https://sample.portal.tencentciam.com/portal/signup?p_state=MOCK_LOGIN_PORTAL_STATE

SRERRIRE

o client_id 2H#EHBIR,
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HTTP/1.1 400 Bad Request

o redirect_uri 28 5SS FTE .,

HTTP/1.1 400 Bad Request

» response_type S#REHFIR.

HTTP/1.1 400 Bad Request

o A37#%89 code_challenge_method,

HTTP/1.1 302 Found
Location: https://example.com/callback?

error=invalid_request&error_description=0Auth%202.0%20Parameter:%20code_challenge_method&error_uri=https://datat
racker.ietf.org/doc/html/rfc7636%23section-4.4.1&state=MOCK_STATE
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{EFIAE APL A
FRE/
EIEEFRATE: 2022-03-28 11:02:21

R

EMERER . EOERTRARKATHREMNENGER, MREHRAERT CIAMIMER, 2% ERIMEIFER .

ARLEOR, FRACEREHFBAT MAMNERRE. BONSTEQETMREPEENWSAN . Fin, FHiREMmE TRIESBENMERENE, PR
EAEEBEREE, UASPHRASSBIESHBINAFRTIAENEL; NRENRERRERIESHEDALRYE, WAShTEESHEESE.

SRR E S RIESIBaIpEE, FESFR & OTP IR EORAFREIEIES,

FIRAAESY, EULMRERERLSERRERESERAFPIREEN.

o MERAPYBITEE OTP. HiFE OTP SRTAESRNER, TUFREEH.

o MIFFAFBEEKSEDAIER, WRIRESSE.

MRFBERETN, BRENANERNEPXRTRSEDIMNER, EOSRBZMERNZEREHEASBETRIE, NREBTHERIRERNEER
SeRliEm

(O

o IEORZIFRERRE, EMRIINARERAEGREMREPEENAFE,
o IEARMERNERMLRINEEZE. BERREPHEHERNLZIMEEXEENIEOFRER .

STRF ORI FAERY

ik Content-Type

application/json

WR=H

o EAARSEM, FERD,

POST /signup HTTP/1.1

Content-Type: application/json

Authorization: Basic VEVOQU5UXONMSUVOVF9JRDpURUS5SBTIRfQOXJRUSUXINFQ1JFVA==
Host: sample.portal.tencentciam.com

{
"username" : "MOCK_USERNAME",
"password" : "MOCK_PASSWORD"

}

o (EFIERFEFNRNRFRER, FiREEH.
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POST /signup HTTP/1.1

Content-Type: application/json

Authorization: Basic VEVOQU5UXONMSUVOVF9JRDpURUS5BTIRfQOXJRUSUXINFQ1JFVA==
Host: sample.portal.tencentciam.com

{
"email" : "MOCK_USERNAME@example.com",

"email_otp_token" : "MOCK_EMAIL_OTP_TOKEN",
"email_otp" : "MOCK_EMAIL_OTP",

"password" : "MOCK_PASSWORD",

"nickname" : "MOCK_NICKNAME"

}

o (EFAEESHIEM, FRERSE.

POST /signup HTTP/1.1

Content-Type: application/json

Authorization: Basic VEVOQU5UXONMSUVOVF9JRDpURUSBTIRfQOXJRUSUXINFQ1JFVA==
Host: sample.portal.tencentciam.com

{

"phone_number" : "13612345678",

"phone_number_otp_token" : "MOCK_PHONE_NUMBER_OTP_TOKEN",
"phone_number_otp" : "MOCK_PHONE_NUMBER_OTP"

}

Rk

E=4 R

Authorizatio HTTP Basic iAiEiERL, #8303 Basic <credentials> , Hf Basic AEEFFH, <credentials> AIHEGHH

n base64(url_encode(client_id) + ":" + url_encode(client_secret)) , Basic 1 <credentials> ZER—MZ=IEREH o
iER{E JSON 28

, ¢ .

JSON &= semy iz

username st“” APE, TUESEXTE. NFOTHE, SAUFEHE, BK329FH.

password st”” AP, MEEE, WAREE RS S AR .

phone_number Strin ARNFENS, [REA=XEEFMUFNS. EESHAT, MEAEE phone_number_otp_token #

g phone_number otp FEMEE,
Phone_number_op SN g isiaeFRAMRARSHEER otp_token .
_token g
Strin A
phone_number_otp g FARFNUEIR OTP I8,
email st”" FAFSROBRRENBLL . (SRILSHEY, MARER email_otp_token F1 email_otp FMSHE,
i Strin . . s
email_otp_token g RIXHPFEISERS RN SRS ImIREIRY otp_token ,
email_otp st““ FIFHREIREIR OTP MIER.

WRIFRE: BRRITE (bR ) ARSEEAE $14 H77]



A BT

name Strin AR%E.
g9

nickname strln FAREHR.

. Strin ) ) .

zoneinfo g FFEFX, #0 Asia/Shanghai 8 Europe/Paris ,
Strin

locale g MR locale 2, 1 zh-CN % en-US ,

©

HithSHRIEEAAFREERR . BIERRALE EEEEXTE NEEFHERAES.

FERRREThIB R BY

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub" : "MOCK_USER_ID"

FE8 HimeR ik
sub String APE—RR,

FERR S MIB R B

o BIFERRIEREA.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "misconfigured",
"error_description" : "Sign up flow of the application is not enabled."

}
o NESROEHRERBEMAMEEESGESEREE

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_request",
"error_description" : "Missing required sign-up attribute(s)."

¥
o \SESERREREEMAEEESSERE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_request",

"error_description" : "Unconfigured sign-up attribute(s) found."

WRIFRE: BRRITE (bR ) ARSEEAE
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https://console.cloud.tencent.com/ciam/custom-attributes
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o ANSEERMEM.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_request",
"error_description" : "Unknown attribute(s) found."

}
o APEEXTEE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_username"

¥
° ARBERFE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_username"

¥
o BIESHBEXTEE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_phone_number"

¥
o HIESHBERFE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_phone_number"

}
o phone_number_otp_token $HiRSEIH, HEMEHERNSHSREITRET— (HiW: FNSFE) .

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_phone_number_otp_token"

}

o phone_number_ otp $&iREkEiZHA,

WRIFRE: BRRITE (bR ) ARSEEAE $16 H77:




WEMEES

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_phone_number_otp"

}
o HRFEERATEE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_email"

¥
o HRFEEFE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_email"

¥
o email_otp_token $HRHELH, SiEMAIERNSHSRIEIGIEBREA—E (Fgn

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_email_otp_token"

}
o email otp $HiRHEITH,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_email_otp"

}
o ASHENTER, EBNASRREPRXBEKSEDMER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "misconfigured",
"error_description" : "No password auth source is associated with the application."

}
o BIERTHEREER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

WRIFRE: BRRITE (bR ) ARSEEAE 17 HTTR
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"error" : "invalid_password"

¥
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@ HE i:H_E WENEFEE

K SEBINIE
EIEE#AYE: 2021-12-30 14:58:15

eOithd

KICAFIBAPZ%E, KB Access Token #1 ID Token, BHER. IEOXE OAuth 2.0 1189 Resource Owner Password Credentials
EEa

© ¥

HTFAFPZRSERFRRIRSMAZEESR, FSYEASERENNARALED, HZERETnERE (FINRERERT HTTPS thiY) . R4
ARVFRIERT, BMURSER INETFER

STRFRORI AR

Web RZF. $RMA. #85h App.

WRGE

iR Content-Type

application/x-www-form-urlencoded

WRTH

POST /oauth2/token HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

grant_type=passwordé&client_id=TENANT_CLIENT_ID&client_secret=TENANT_CLIENT_SECRET&auth_source_id=MOCK_USERNA
ME_PASSWORD_AUTH_SOURCE_ID&username=MOCK_USERNAME&password=MOCK_PASSWORD&scope=openid

o Al faik

grant_ty

pe false HEEEE password ,

client_id false AR client id . I8%E NASERE > EEEENA > fENARE > A “Client Id” .

) RIFERY client_secret , AJ&%E WASERE > HEREMNA > pEMARE > MEA “client_secret”
°"e”:—$ true Web MARERILEE,
ecre
o IR FFNEEN App FMERILSE

3:*;2—?; false  WEZFHAIEE ID. UEREHSHN BRANDERE B5.
usernam = Np— e -
. false  BPE. EEGEAKSSHALERSMALEEY, MERSHR, BiESH0. MEt,

passwor false BAP%EB.
d
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https://console.cloud.tencent.com/ciam/app-management
https://console.cloud.tencent.com/ciam/general-auth-source

@ HE i:H_E WENEFEE

scope true e, WfEE, WEERE openid .
IERIERI5)
WAUERETH

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQiOil1MzQyOGU3ZS1kOTJiLTQ3OTAtOGIWMCOWMmMEYZjc4NjUxNzMiLCJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1Ni|9.ey)zdWIiOiJN
TONLX1VTRVJfSUQILCJhdWQIiOiJURU5BTIRFQOXJRUSUXOIEliwibm]mIjoxNjQwNTg40ODI2LCJzY29wZSI6Wy)vcGVuaWQiXSwiaXNzljoi
aHROCHM6XC9cL3NhbXBsZS5wb3J0YWwudGVuY2VudGNpYWOuY29tliwiZXhwljoxNjQWNTg5MTI2LC)pYXQiOjE2NDA1ODg4MjYsl
mp0aSI6ljU0ODZhNWRHLTEQYTYtNDNkZCO4MWNKLTEWNmMRiIMDVhMjjmZi)9.cd2hoQEVZLGcRaghDLs-
W8mIIN2pDT4XzluxYz4ulNwHTfBTu_1NamIHOkmdOKDhzBMRAI6YXHVDVOXZEV47CluoYDATnwQetUsg8e)ObzIPEVZ81ovU-
eRm7101Q_MVI9MC7jMcdOKVED]COJtnwtorkQpgEPYovrxctNvvClqLBsDVbUebC2-iUGwz4vWE-
DL17M39rgtmwXv6C21ovv6Pe9BSUUA] CzHSV-
ZSF7fjyYjnITEOLjilIFNsFD9Ow1czNFgnwxkc7dwugOG)7gM30zuTgSme76K3tLbol8fKO-
CUKQgIZO9IMWIXUWizhePTzd3CKGE4C7gUHR40EjNw",

"refresh_token" :

"7uqTIthTQrzlZx8joT20chQbakZp81 iv39GTyCpsEyYpWoquNhuB3s6gEQHGeu2RBpaZcavFfoUuOdgtUaCjB42D478MISnj6qBY52q
3Pd5eNBBcXZ68ogMkFVidvgha",

"'scope" : "openid",

"id_token" :
"eyJraWQiOil1MzQyOGU3ZS1kOTJiLTQ3OTAtOGIwMCOWMmMEYZjc4NjUxNzMiLCJ0eXAiOiJKV1QIiLCJhbGciOiJSUzI1Ni]9.ey)JzdWIiOiJN
TONLX1VTRVJfSUQILCJhdWQiOiJURU5BTIRfQOxJRU5UXOIEliwiYXpwljoiVEVOQU5UXONMSUVOVF9JRCIsImizcyl6lmh0dHBzOlwvXC
9zYW1wbGUucG9ydGFsLnRIbmNIbnRjaWFtLMNvbSIsImV4cCI6MTYOMDU5SMDYyNiwiaWFO0IjoxNjQwNTg40DI2LCJqdGkiOil0Mzg0
OTUwYSO0zOTFILTQ3MDgtYjFjYS05ZjVkNzQzN2Q3ZDIifQ.kaquINkB64dRAaXPG8KLBCpZ6hwNxtA5ruXpwYgEzFHppXQMgPRQQ-
Iwn06591py8B2CqgjRIar_A1xS518Uua3ltkUto]QXcIXLDSGRatk6mZ69q7XgOHVALsLhQIYQjn36kXdnOJipPVB124y-
020UHWUC27nUH0e9GuYxwX3p56684NB4x)XUfEL2yI9Zt8rMEpD111hl5exg75ZP7MCSjzoNgr7fmpGuDNWWhRALh6sY4Dv5BSgE
9BON0oOXwWFOLNAV4NMsvim]g5rBljXepOhW4JfwZ3TnzXtDUk3oeajhRxPtjbkxt5NrSYMxUwBggkcoi4eOfVpo8crmQNrsSvQ",

"token_type" : "Bearer",

"expires_in" : 299

o HiEsE fEiR

access_token String OAuth 2.0 Access Token (JWT).

token_type String Token #28, HanREIRIEEEE Bearer .

expires_in Number Access Token B3%HA, B,

scope String Access Token scope.

refresh_token String OAuth 2.0 Refresh Token,

id_token String OIDC ID Token (JWT).
SRS

o FAPSEEHER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Wrong username or password"
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@ HE i:H_E WENEFEE

o FAPRERE (MEBIEHEFS) -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_grant",
"error_description" : "Abnormal user status"

}

o EATIMNERAISHERERNAFS (61801 username EATHBFAENE, (BIKSESIMERARESHRFEIIIMNERREM) o

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_grant",
"error_description" : "Unsupported username identifier"

¥

o INERA 2R ANEEMERSEXBIAMER

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",

"error_description" : "Auth source and application not associated"

}

WRIFRE: BRRITE (bR ) ARSEEAE B21 H77T:



@ Hﬁiﬂﬁ KESRIEEE
S{SFNEBFE OTP TAILE

mIEE#AYE: 2023-08-14 15:50:22

ReOithe

RISKE(SEkHBTE OTP I8IERT, 3REX Access Token #l1 ID Token, SERiER. FRALEOR, FEEED &iE OTP WKRIEHE EORMARPRIEEIER.

© e
aJLAE{E#E auto_signup=true SHRZIFEANEMER .

STRFRORI AR

Web RZF. BRMA. #85h App.

WRGE

/oauth2/token

3

iR Content-Type

application/json

ERTH
$EfE OTP B2
POST /oauth2/token HTTP/1.1

Content-Type: application/json
Host: sample.portal.tencentciam.com

{
"grant_type" : "http://tencentciam.com/oauth2/grant-type/otp/sms",
"client_id" : "TENANT_CLIENT_ID",
"client_secret" : "TENANT_CLIENT_SECRET",
"auth_source_id" : "MOCK_SMS_OTP_AUTH_SOURCE_ID",
"phone_number" : "13612345678",
"otp_token" : "MOCK_OTP_TOKEN",
"otp" : "123456"

HBE OTP &3

POST /oauth2/token HTTP/1.1
Content-Type: application/json
Host: sample.portal.tencentciam.com

"grant_type" : "http://tencentciam.com/oauth2/grant-type/otp/email”,
"client_id" : "TENANT_CLIENT_ID",

"client_secret" : "TENANT_CLIENT_SECRET",

"auth_source_id" : "MOCK_EMAIL_OTP_AUTH_SOURCE_ID",

"email" : "MOCK_USERNAME@example.com",

"otp_token" : "MOCK_EMAIL_OTP_TOKEN",

WRIFRE: BRRITE (bR ) ARSEEAE $22 7T


https://cloud.tencent.com/document/product/1441/71640

@ HE i:H_E WENEFEE

"otp" : "123456"

ER{E JSON 2%

JSON @82 HimER i
o 55(5 OTP BFHIA: http://tencentciam.com/oauth2/grant-type/otp/sms

grant_type String o HBFE OTP A  http://tencentciam.com/oauth2/grant-type/otp/email
client_id String RFEY client_id . BESRECIEBIERII—.
client_secret String RZFARY client_secret » Web RFRIEELSE . BERMAIEEH App FMEELSEH
auth_source_id String 5815 OTP =kiB#E OTP AR ID. BESAIXICEBIHERN—.
phone_number String AFRBFNS . SESRXIEHBERN—H. 25 OTP ERIHERIILSH
email String FAFREEEibE . FESRERIEBIERRN—3. i OTP ERIHERILSE .
otp_token String RIESIERB R INERSSIRIREIRY otp_token o
otp String FEPFNHHEFEKEIR OTP IRIE.
auto_signup Boolean MFEZIFEEMAR, MSEIE true, FUTLIFIE,

IERIRRIRE

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQiOijmZTQ4YTJjYSIINGU3LTQyMGEtOThjOS010GM5NmMI2NzUwZjliLCJ0eXAiOiJKV1QiLCJhbGciOijSUzI1Ni)9.ey)zdWIiOijNT
ONLX1VTRVJfSUQILCJhdWQIiOiJURUSBTIRfQOXxJRUSUXOIEliwibm]mIjoxNjQ3NDIwWMDM1LCJzY29wZSI6Wy)JvcGVuaWQiXSwiaXNzljoi
aHROCHM6XC9cL3NhbXBsZS5wb3J0YWwudGVuY2VudGNpYWOuY29tliwiZXhwljoxNjQ3NDIwMzM1LCJpYXQiOjE2NDcOMjAwMzUsI
mp0aSI6IMMXZmES5Yzk4L ThhZjQtNDA1ZiliOWFhLTdiINTU2MjY1NDIjNS)9.FzvKdLelgNeYKwQeixIGKX2)JPkZ9tJ43fnwuarulY85RQj9
cMedm9eSU4Ft_h7NJkwH-
eBTmSybg7174RsQ98y0aW77u2flQwxmO0xZCx74kY2d0ZOf3YhRJwVLVhocMtLC1INrrP3ph)SVYYzCIS ppTnSHcGZhiVzZW57YgolTr
OEeuOMucmtljh_I76kDreo_B5UhV95sRqP_R5FMVBLpGVIAD3TPVCMs3zQETIgHHYq2UE9YBNnkNBLK9RzxknRZOXSnUMxpcPCod4
e7Q7S87QqML2S_3Abcm]IPY590D-XTqzyjvS2QByUOUQNOX6pEH4Pe7fV6phVrfXhOlenDQ",

"refresh_token" : "B-72VIkQa3jQNuo9Xbbl-muoh4w7nYu-7Q3Wb-
gmPgyftN1CgXPov2aWsOBWeelOIVHjVxxHxbOa210z0Ctlgslz1LMZ_HG7elLxF-qk6hiRcFzPOcSI8PBsCdd3QXaEd",

"scope" : "openid",

"id_token" :
"eyJraWQiOi)mZTQ4YTJjYS1INGU3LTQyMGEtOThjOS010GM5NmMI2NzUwZjliLCJ0eXAiOiJKV1QiLCJhbGciOiJSUzI1Ni|9.ey)zdWIiOiJNT
ONLX1VTRVJfSUQILCJhdWQIiOiJURUSBTIRfQOxJRUSUXOIEliwiYXpwljoiVEVOQU5UXONMSUVOVF9JRCIsImlzcyl6imh0OdHBzOIwvXC9z
YW1wbGUucG9ydGFsLnRIbmNIbnRjaWFtLmMNvbSIsImV4cCI6MTYONzQyMTgzNSwiaWFOIjoxNjQ3NDIwMDM1LC)qdGkiOil5MGFiMz
[j]MiOONjQzLTQWYTEtODdmOCOYN2Q50DkzOTEXMDQIfQ.ZqgRcJae_XEUd1Xlbu2_pzdgn)CtEehLoCTTHJhEvewOeEnUIfYKRMrpfZ_
hYSVsaWDZy0zdgntWmpmN57eJuw-nfwaUGBUjcle3KgyvY9jr5vo4zlI502NJYYMwP8uwwCFsqWjbNI1cl-
dVPubplGAVPWBXx_HmM1COvMsPICV61KE714bGi_XCSQ--CQjvjzE8ly417Z1jCfVI9f4Aybve2H]kuD-
m73nZsgluAGOANXVBLcYilbj4ncXt9Ybk45Gt vtICOY9Ab-N6STm4omtKuxyMQUfy7Rv-
9RXBuvDFIdDI6tpENXxch1NOV027FdtdWk_JOk9mq97rql-LycPA",

"token_type" : "Bearer",

"expires_in" : 299

¥
)2
FEB Hmasny i
access_token String OAuth 2.0 Access Token (JWT),
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@ HE i:H_E WENEFEE

token_type String Token %%, HiEERI2EE[E Bearer .
expires_in Number Access Token %8, g,

scope String Access Token scope.

refresh_token String OAuth 2.0 Refresh Token,

id_token String OIDC ID Token (JWT),

HRERRIRE

» otp_token &Rk BidHA,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Unknown or expired otp_token"

}

o otp {HIRFHETH .

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Unknown or expired OTP"

}

o (ERNSHSREIGEBRET— (Fia: FNSFR) -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_request",
"error_description" : "Mismatched OTP token and OTP sending parameters"

}

o WABIFNSHEPEIRAER (FRIFBNEMAFIHERT) o

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "User not found"

}

o FSHEFENHMAFPRERE (MRBIERFSE) -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Abnormal user status"
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@ HE i:H_E WENEFEE

o INERA 2R ANEEMERSEXBIAMER .

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",
"error_description" : "Auth source and application not associated"

}
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@ HE i:H_E WERIZEES
MIEENES

EIEE#RAYE: 2022-12-05 10:15:49

eOithd

L. MIEARSHER App ERRIEERIRIAFENAIGITENE code &, AMLILEORIE code, KB CIAM B9 Access Token #1 ID Token, 5Emk
ﬁio

CIAM £{ERHIERY unionid 2% openid XBXAMARF (5 unionid), MERAPFEFENBNEIERMAF . NRERMIN, CIAM SRIBAMERNEE
IS B B RS MIR BRI S B SR A P &R L .

© %

o TEERLIEORT, BWERDETHENNMEBEREL X, THIFANERHE: NENAMNEES .. HEARSMEER . BiNAREES.
o MIEARSTER App NFRENVAFRIRIR. LMREES, BIRfREL snsapi_userinfo /3 scope &iEiEi,

STRF ORI FAERY

Web [ZF. BREA. #85h Appo

/oauth2/token

ik Content-Type

application/json

WR=H

POST /oauth2/token HTTP/1.1
Content-Type: application/json
Host: sample.portal.tencentciam.com

{

"grant_type" : "http://tencentciam.com/oauth2/grant-type/social/wechat/code",
"client_id" : "TENANT_CLIENT_ID",

"client_secret" : "TENANT_CLIENT_SECRET",

"auth_source_id" : "MOCK_WECHAT_AUTH_SOURCE_ID",

"code" : "MOCK_CODE"

R JSON 28
JSON &2 i iR
grant_type String HEE[E http://tencentciam.com/oauth2/grant-type/social/wechat/code .
client_id String RMZFEHY client_ido
Zfe”t—secr String RF3EY client_secret. Web RIF/RISBILES; SRMMAHISHAPD FMEBILEH.
code String HERISIRIRE AP EIEE RGNS code .

WRIFRE: BRRITE (bR ) ARSEEAE 5826 H77:


https://developers.weixin.qq.com/doc/oplatform/Website_App/WeChat_Login/Wechat_Login.html
https://developers.weixin.qq.com/doc/offiaccount/OA_Web_Apps/Wechat_webpage_authorization.html
https://developers.weixin.qq.com/doc/oplatform/Mobile_App/WeChat_Login/Development_Guide.html

@ HE i:H_E WENEFEE

auth_sour String IRIBERRTR, EFNMTESE—FAIER ID:
ce_id o PC RISEFIAILE ID

o WISMREFIAILER ID
o 851 App RISERINER ID

SNERERT AFRYRIE openid 1 unionid SMEFTIREREER . LEFAFER, WHSHIE true , BUATLAF(EE

getUserInf Boolean WS,
o R WSHIE true BY, MBEFEAHRMSEARSIHIZE App, iBIBFREL snsapi_userinfo 73 scope kii2
2
IERIRRIRE

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQIiOil3NjVkMjimYiO50DE1LTRMZGQtYmMU5NSOONzJhOTYzZmQ5YmYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni)9.ey)zdWIiOi)
NTONLX1VTRVJfSUQILCJhdWQIiOiJURUS5BTIRfQOxJRU5UXOIEliwibm)mIjoxNjQyMDYwMjYOLCJzY29wZSI6Wy)JvcGVuaWQiXSwiaXNzlj
0iaHROCHM6XC9cL3NhbXBsZS5wb3J0YWwudGVuY2VudGNpYWOuY?29tliwiZXhwljoxNjQyMDYWNTYOLC)pYXQiOjE2NDIwWNjAyNjQsl
mpO0aSI6IjNIYJASNGE1LTIwMzUtNDkINS1hYjBmLTM1MjM3MmZjNzFjMi)9.In1nErmTjH9Vgkd1ligM6mf58276jSbonENi5kvkakDfB-
2Mc080Cm_rn4NoWO0DoBu9ojXal5_g-

DY5 XexznCmgfRKGwW2Ey6GNXYFkHiGIIEdWTBcfNKfgEZN7V3LuQUCHTIPWj U5SHUmGqwcvOcZPVEJuXMpBPWdZKDe)isMpBgdK
mmMEsWgX2hXhzgRIC3j7fNLoOE6b-pZEFrmWbfYXbjgOBLhPpbMV8dZtrkfnuTVWh1P6EjagHXjZreSIx6fwgVRvVNrmUqgA4-
b_CcoJw579g9zDLfWfOdMtSQShIKOSsy dFVivGsDI9bXiFIUq9Zdah_2qNCU8t4CCDMOTqgYug",

"refresh_token" : "4gCXN_3PuKIXG1Mdhgx]WhHGpeC_sjphxwx6AqMsyENU-Hj2rEf94q1x0hkmg50EEXw392688sHfox1W-N-
idNvmLpdASAxwGo_Z4zEvyueOOAUApZE]JQoXPfu9oCu45",

"scope" : "openid",

"id_token" :
"eyJraWQIiOil3NjVKMjlmYi050DE1LTRMZGQtYmMUS5NSOONzJhOTYZZmQ5YmYiLCJ0eXAiOiJKV1QiLCJhbGciOijSUzI1Ni)9.ey)zdWIiOi)
NTONLX1VTRVJfSUQILCJhdWQIiOiJURUS5BTIRfQOxJRU5UXOIEliwiYXpwljoiVEVOQU5UXONMSUVOVF9JRCIsimIzcyl6lmh0dHBzOIlwvX
C9zYW1wbGUucG9ydGFsLnRIbmNIbnRjaWFtLMmNvbSIsImV4cCI6MTYOMjA2MjA2NCwiaWFOIljoxNjQyMDYwMjYOLC)qdGkiOijmYWR
jY2Q4YiOxMjglLTRiYTQtOTUOOS02NWVmMMT]hYjlIIOGQIifQ.XFhK80pbgKcEwk _bNUHSSYTKuQpVxQOOgBWrKIK2Gh780u4Q2|7w-
jXu7urRP_IFiOXuHss13vEByA9aHt54Z)yPSUIRKNOXDDXNyj6)kQIrk2nnFYAPIF9Hjob-
Be8NmcM486|_SMJBGgCNpoXtPwKekkAuYOzomqU2IVrNyKjKK7sTB-
3D6EVQC470eYX6xgqHG4ASO8IGLVJMYeRLzbrumf95rsXaWCO0iAJj0zxDg660zqH2R3gj0aggxPR4mfie6VLGUVFv1pOeHDaYiLf6jTrfel
9FGDS7xdosgPuNG;jlISjn1Gjfvbf]1r-pQBf-eV53i5zrCwkOSFTwKbSFJQ",

"token_type" : "Bearer",

"expires_in" : 299

¥
0] VE 2
o HimEr ik
access_token String OAuth 2.0 Access Token (JWT).
token_type String Token 8, BaiiREIRIZ2EEE Bearer o
expires_in Number Access Token B%HA, B,
scope String Access Token scope,
refresh_token String OAuth 2.0 Refresh Token,
id_token String OIDC ID Token (JWT).
SRS

» code T,

HTTP/1.1 400 Bad Request
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@ HE i:H_E WENEFEE

Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "WeChat error: 40029"

}

o APRERE (MEBIESHFS) o

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Abnormal user status"

}

o INERFFESRER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",
"error_description" : "Auth source not found or disabled"

}

o INEBARZE HMENMERRER INER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_auth_source",
"error_description" : "Wrong auth source type"

¥

o INIERRXEXRIF o

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",
"error_description" : "Auth source and application not associated"

}

WRIFRE: BRRITE (bR ) ARSEEAE 828 H77™



@ EEEHE KSREES
M EFRER (APIER)

EIEE#RAYE: 2022-12-05 10:15:32

W

WISVEFERAEE wx.login() KEMRSHIERIEREIE code J5, AMLLEORIE code , 3XEY CIAM B Access Token #1 ID Token, S2pkE
io

CIAM £{FERMISAY unionid 3% openid XEXARMAR (K%M unionid ), MEAPFFEENEMEIEI AR .. MNEERMKIN, CIAM SRBAERR
BT EISHENRERN R PSRRI A AR L.

© g

o EFILAEE SDK AXEMERREMENREMER, #EESR EAREER (SDKE) -
o HEfEFAILEOR, BWEHEE MENMEFERELXE THROVEFERNFMARE.

STFRIRI R

INMERERIF

/oauth2/token

iR Content-Type

application/json

POST /oauth2/token HTTP/1.1
Content-Type: application/json

Host: sample.portal.tencentciam.com

{

"grant_type" : "http://tencentciam.com/oauth2/grant-type/social/wechat/jscode",
“client_id" : "WECHAT_MINI_PROGRAM_CLIENT_ID",

"auth_source_id" : "WECHAT MINI_PROGRAM_AUTH_SOURCE_ID",

"js_code" : "MOCK JS CODE"

¥
ERiE JSON 28
JSON K2 iR fEiR
grant_type String BEFE{E http://tencentciam.com/oauth2/grant-type/social/wechat/jscode
client_id String MEFRMAR client_id,
Ziﬂ;—s“rc String S IMER BRI ID.
js_code String MISIER wx.login() EOIREIRIIGTEREIE code,

WRIFRE: BRRITE (bR ) ARSEEAE B29 H7T7TH


https://cloud.tencent.com/document/product/1441/60710
https://developers.weixin.qq.com/miniprogram/dev/framework/open-ability/login.html

@ HE i:H_E WENEFEE

getUserlnf Boolean MTIRERTR, MESAAEE, NLSHE true , FWAURMERLSH . WSHIE true B, FERHEER
o encryptedData #1 iv WMEE,
gr;(;;ypted String wx.getUserProfile() #MEEINAFEEMESIE encryptedData.
iv String wx.getUserProfile() #OREIRIMBEENIEEE ivo
getPhoneN Boolean MERMAPFENS, WLSEHE true , FUAURERLSE . WSHIE true B, EERAMER
umber phone_code £#l,
phone—cod  string M ERRRENSEOERNHESHE code.
IERInRGI

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQIiOil3NjVkMjimYiO50DE1LTRMZGQtYmMU5NSOONzJhOTYzZmQ5YmYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni)9.ey)zdWIiOi)
NTONLX1VTRVJfSUQILCJhdWQIiOiJXRUNIQVRfTUIOSVIQUKIHUKFNXONMSUVOVF9JRCIsIm5iZil6MTYOMjA2MDI2Mywic2NvcGUiOls
ib3BlIbmlIkll0OsImIlzcyl6lmhOdHBzOIwvXC9zYW1wbGUucG9ydGFsLnRIbmNIbnRjaWFtLmNvbSIsImV4cCI6MTYOMjA2MDU2MywiaW
FOljoxNjQyMDYwMjYzLCJqdGkiOil1lYzQ2YmM5MiOyYzgOLTQXOTEtOWZmMMC1kNjdjYmIwMTk3MDIifQ.wMRbMeeGxtrX--
unHY9Qi8X7anz_STKseO0dApY9bC5-
gh0_76QmNHKFTibU0XZeMglyEqOewApBN4tITV]1SzYeNgxNfWGGIiAxFxKzHBS06TIi1pOByiFI-
gPccVb4S0Bn4T6p1lKDmMQSchV0704PB3gjSjLKmqHT4qV020fCm47kfSxn31QsCF9Bo)dIBJ43ic8hk2LF)5gTSPBeZM8Dr5BcaUbScl
JpLulQNuwmax7gQnw7jpeDGAGOPVih-YbRgXST-
esO0TIhUToNtOV_p9ytw1Ck4PxSbvUy6emNH7000opoNXLazc6vpX1bbBweQ70aDfXkoYq5ZrV80n2qwPA",

"scope" : "openid",

"id_token" :
"eyJraWQIiOil3NjVkMjimYiO50DE1LTRMZGQtYmMU5NSOONzJhOTYzZmQ5YmYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni)9.ey)zdWIiOi)
NTONLX1VTRVJfSUQILCJhdWQIiOiJXRUNIQVRfTUIOSVIQUKIHUKFNXONMSUVOVF9JRCIsImF6cCI6IIdFQOhBVFINSU5)X1BSTOdSQU
1fQOxJRUSUXOIEliwiaXNzljoiaHROCHM6XC9cL3NhbXBsZS5wb3J0YWwudGVuY2VudGNpYWOuY29tliwiZXhwljoxNjQyMDYyMDYzLC
JpYXQiOjE2NDIwNjAyNjMsImp0aSI61jA20GNhZGVILTAZYTMENDVmMZC05ZWJhLTU4MjZiZmU1ZDIjOCJ9.D-
MxjT5D2qB77vtQCIDRnetfl4ZuRyXgm82FwIP4t25gNDIcAsNKc3dIfVH-
gR46)6Dy3p8B1RohSzoMWPvgxORbusBaMSR4GgeYxjIHQ5cXG2NIPoxZMTZ6LU5skDNIgI3zf7MallfwkMDBVjNLjDJMM4LtIntj9tK5
WD1ti8IBu)meCtAnatDY_5_fB4 zBhgl4LEc3LSMuVTupxe08QTeOcsw_IREswsVN3ugBBY7ejMmCxxgqdu_CngTDbZ-
Jylg4dAzwKIWTz0T5BpQDX3gjDyrOjONjX7kzocH2t6gB5TSukv4eliNljncDzkCV9fm-N1xSBqlTRxzys6x_5A",

"token_type" : "Bearer",

"expires_in" : 299

}
LD]VE2
o HiEsen fik
access_token String OAuth 2.0 Access Token (JWT).
token_type String Token #2, HanREIREREEE Bearer .
expires_in Number Access Token B%HA, B,
scope String Access Token scope.
refresh_token String OAuth 2.0 Refresh Token.,
id_token String OIDC ID Token (JWT).
SRIERH

» js_code Mo

WRIFRE: BRRITE (bR ) ARSEEAE $E30 #H77H



WEMEES

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "WeChat error: 40029"

}
o FAPRERE (MEBIESHEFS) -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_grant",
"error_description" : "Abnormal user status"

¥
o INEBRARFESHEREA.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_auth_source",
"error_description" : "Auth source not found or disabled"

¥
o INEERERZE REMEFRER INER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",
"error_description" : "Wrong auth source type"

¥
o INERRKEXR A -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_auth_source",
"error_description" : "Auth source and application not associated"

¥
o BETRIMAFER, BROCENSH,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_request",
"error_description" : "Missing required parameter: encryptedData"

}

o BETRMARFNS, EROLENSHY

WRIFRE: BRRITE (bR ) ARSEEAE B3 H7TI




@ HE i:H_E WENEFEE

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_request",
"error_description" : "Missing required parameter: phone_code"

}

WRIFRE: BRRITE (bR ) ARSEEAE E3I2H7TT



@ H% i:HE WEMEES

EANRSMER (SDK &)
kg
E=IEEFAYE: 2022-06-14 17:35:53

WEMIEFEEIER SDK ( ciam-miniapp-sdk ) ERFEREMEFKETER, M clam-js-sdk AR, MHEMEFREM TIER SN, EME
FWIET, ALMEREIREENERARFENS. ERHEENER. ERRIGENNFINSERSEE, MEF SDK MIEXIEENT:
HETE

FEEE
SDK &ERHA
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https://cloud.tencent.com/document/product/1441/60595
https://cloud.tencent.com/document/product/1441/60596
https://cloud.tencent.com/document/product/1441/60613

@ Hﬁ i:HE WENEFEE

R{FiaR

HTEMEFRERKSRETE SDK, BEGEREFHTARE—MEF, HE KSRETAEHE RENZIEFNES.
RMES R
SH: EREFREARRVEFRARE

BN HMEFEFES EM—TRENMEREKS.

© %A
MEBFERMARFNS, FEBLRISALE,
$B2: FMHEIER Appld 1 AppSecret
1. BAFREERHE, REFREE, #AFRZERE.
2. EFAE D t&Rd, REVHIE/IVER Appld 1 AppSecret,

© ixe
BENRERL AppSecret , B4R, FREERMEMTHIBER AppSecret,

> A
FREE
AEIRE
FEEID
FrEHEID B
AppID(/NZREID) w
| AppSecret(/NEFER) | =371

$W3: EERENRSHRNSHLSHSE
EEMRSHES

1. BR WSNEFEERNE , EANSHE, EEMEHGRE > BSRE A NESRERE.
2. EEZIRERE, REENZFaES.

WRIFRE: BRRITE (bR ) ARSEEAE B34 H7TR


https://console.cloud.tencent.com/ciam
https://open.weixin.qq.com/
https://console.cloud.tencent.com/ciam

A BT

f=iE

BENEE

BER=FaEE EaEE

-
Y
L

hitps:i/ por

3. HAFREERE, PEHRIRE, #AFREERE,
4. ERSHESERD, HHFREE, KRRERT, SeRINESRERREARTFANRSSHEHS P,

ESEsEE == TSRS REES, SRS
EFEEERSSEER, =5 NEsEENE
EREAEHN RETTERRESIEE, TRRSERESEET F/ s, WEFHE
NENRRREEENES, T aEAsnR,
EESkESE (TiE)

1. BAFREERE, PEARRE, #AFRIRERE.
2. I SEHSREERD, PETREIEH, STHIXHLEE CIAM, #EE8R FakE.

EEEWSHEA

WEHERLLICPER, HERAEH2AINEATTRE. HERRRIBEXANEFE
‘o, FHFPHL. REUSHERE, TIFESSENFEE

THH 15 FEARINY, FEXHREBEEEBIRERT, Fllwx.qg.com,
. MEEFEROE, FEERMES.

&1 https://

33 BH

SHA: RAENEFSERRNETRETS (7TE)
WRBEHKER UnionlD ZRIEE, RESHISMEFSEERERREFAN,

WRIFRE: BRRITE (bR ) ARSEEAE

FigRA] BAIAE)iZ3L

®

WEMEES

F35H77I


https://cloud.tencent.com/document/product/1441/60596

@ H% i:HE WEMEES

HENER

IR xS 2m B1E

CIAM demo
CIAM R

WRIFRE: BRRITE (bR ) ARSEEAE 36 H77:



@ HE i:HE WERIZEES
EaiE

IEE#AYE: 2022-11-02 15:56:14

R{FiaR

HTEMEFRERKSRETE SDK, BEGEREFHTARE—MEF, HE KSRETAEHE RENZIEFNES.
RMES IR

$E1: HINMEE/MERFRMER

1. BR RSMNETEEHE , EENSHE, SRMNEERE > H3RMER,#A M MERRE
2. EHNERRE, REMEMER, E#ARENERRE.
3. EIRBINERRE, EEREMNEFRER, RET—F.

¢ FRINER
© z=vimst O >
PCREER G REMIER u RENMEFRER
THRAFPABREDELT, ERRESNEEE SRAPEREMIMED HIAREENA A, EREBFREFNEERIARERNNA, B
] ERRESNEEERNA BRESNEZERNA

AP E
- FAEAEERNLER

T EH
4. ERBNERRE, HESHERS, BERE.

© e
Hep Appld . AppSecret FISZ ARG, HiESE ESFTE.

WRIFRE: BRRITE (bR ) ARSEEAE SB37 HT7TR


https://console.cloud.tencent.com/ciam
https://console.cloud.tencent.com/ciam
https://cloud.tencent.com/document/product/1441/60595

EHBAT

Q ssvasrz: > @) emuas >

hii
au

o

WL B
B8R IAE
1H'S ApplD#] AppSecret
ApplD
g e
INERRYE TFame
v = it

$W2: FINFEEMEFRA

1. BR WSNEFEEHES , EANSHSEZNAEE, #\NASEERE,

2. EHAEERE, PEIRMEFINMENAE, MHIENAENE,
3. RN ANER, MARBRSE, PERE, BITSIZEHNA,

A EX
TER R BIET

WRIFRE: BRRITE (bR ) ARSEEAE
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https://console.cloud.tencent.com/ciam

FmERIA X
+ PrENEHS hitps:/
B guang
©
=l fips
4. EHAEERE, SFEeZINNA, RHEETNKE, #SANARENENMSERNE,
© e
MRIRERXHA, FeEHiTEEMIPRMRE,
FAEFRClient ID xR T
@ E - Eoini]
@ t NzA #TE
5. BHeNERE, iRRERENSHERERE .
6. EESHEERE, HEBREMREER, LEHE, SEENERREN/NMEFMER, BE claims 28,
& RIFAiREE
BriEES BEXRER SHEN REE
B RRE
« HIRIAER B EFRBR X v
« claims () EIfEEN . FHESE X MEx #fx v
cwiwzee @D

7. BERE, REFRE.
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@ Hﬁ i:HE WENEFEE

SDK &riH%
HEEHERICE

RMEER

AXHENTBEWSRIZFER SDK EpEIMEFNAYR, FERRNIER.

RENKEFAREIR

FRELE 1.06.2201240 RLAL, MERFZEHER npm RRE=HFE, #HER npm 325 3XH .

FREIRFHRE

IRE/IMEFERERA 2.21.28504 £, BPERER wx.getUserProfile 0, #1&0liAiE getUserProfile @i&Ef#ER npm,

FihinE =]

2213 66.66% %

ES6 ¥ ES5

1R

LEABRER Bt

EEREH BehEA RN

e TRt

LR EESEMAXE (Uglifyls)
LRSS BFEFREwxmIS 4
LRRHT B AP

B TETo

AR EEIEHE . web-view (W&iEE) | TLS
BRZSIA B HTTPS iEH

O] BFIETAIEY

| ERRBEmRES (35 json 3X{HF)
BB RRE

[ (ERRICE# TR

[ ERBEXAEGS

(R |

(S

(S

WRIFRE: BRRITE (bR ) ARSEEAE 5840 #£77R


https://developers.weixin.qq.com/miniprogram/dev/devtools/download.html
https://developers.weixin.qq.com/miniprogram/dev/devtools/npm.html
https://developers.weixin.qq.com/miniprogram/dev/api/open-api/user-info/wx.getUserProfile.html

& BRE

Z%/\iERF SDK
EIEE#AYE: 2023-08-14 15:50:22

BRMFER

RHENBIMAERS KIZFEPREER SDKo

RMES R

1. THRMERIRETE, ETEEERTEAUTGS:

ciam-miniapp-sdk
/I #hNbabeléwiE

regenerator-runtime -SD

2. ZEREMEEIEFARETIRR, BHTH > 88 npm, HINGE npm 5, BIEIVEAA SDK 5o

®E A

EHRERAEED

WRIFRE: BRRITE (bR ) ARSEEAE BN HTTR


https://cloud.tencent.com/document/product/1441/60615

@ HEEH_E WERIZEES
{EA SDK SerkERF A4

EIEE#AYE: 2022-01-24 19:43:46

BRMFER

RHENBIMTISWS KIZF SR SDK ERENMERR AT,

© %A
WETFHE )ViEF Demo SEMREFE,

X
SDK 56tk

{ WXAppletClient } from ‘ciam-miniapp-sdk’;
const authSDK = new WXAppletClient({
clientld: 'your-clientld',
authSourceld: 'your-authSourceld',

userDomain: 'your-userDomain’,
agreements: [

"name": "FPHNY | BEFARMY | BEANENY]...", /1 ©i&
"url": "https://qg.com", // W&, BRAXIKE1024
"version": "1.0" /| #fE, RKIKELO

"name": "FAPHNY | BSFANY BEANEMY|...", /] &
"url": "https://baidu.com", // &, RAIKEL1024
"version": "2.0.0" // WM&, BRXIKELO

24= i) BEYBIR REEPR 3
clientld string = - ERimRNAIMERRA ID
authSourceld string 2 - ERimRINAYNERAER 1D
userDomain string 2 - HPEE ( BEXIEZIKE)
agreements array[Agreement] B - MMREFBNARERTE LENEE
Agreement 2R3
6] R BEYBIR IR EEBRE 13
name string 2 100 HHYETR, WAPTNY. ISFAMNY . BEIEMY
url string = 1024 TN e e
version string = 10 YR A S
BEIEINER loginCode

async bindLoginBySlience() {
try {

await authSDK.loginCode();
}

WRIFRE: BRRITE (bR ) ARSEEAE 842 H77R


https://ciam-prd-1302490086.cos.ap-guangzhou.myqcloud.com/public/file/%E5%B0%8F%E7%A8%8B%E5%BA%8FSample.zip

WEMEES

catch(err) {
console.log('bindLoginBySlience error', err)

}

const userinfo = authSDK.getUser();

if (userinfo) {

x
iEEE
283 Promise[User|null], User &9 :

sub: "69bc2add-e575-41cf-bbc6-996e0911e2ec",
username: "xxx",

name: "xxx",

gender: "female",

phoneNumber: "+86-13612345678",

email: "xxx@qqg.com",

nickname: "xxxx",

wechatUnionld: "xxxxx",

wechatOpenid: "xxxxx"

BPRERBINER loginUser

O EE
ZREEERErEaHE Y (FIE: button k£ bindtap MEIRS ) BATRA, #i52R: FEEFEE,

async bindLoginByUserInfo() {

try {
await authSDK.loginUser();

}

catch(err) {
console.log('bindLoginByUserInfo error', err)

}

const userinfo = authSDK.getUser();

if (userinfo) {

x
iEEE
287 Promise[User|null], User £&t37F:

sub: "69bc2a4d-e575-41cf-bbc6-996e0911e2ec",
username: "xxx",

name: "xxx",

gender: "female",

phoneNumber: "+86-13612345678",

email: "xxx@qqg.com",

nickname: "xxxx",

wechatUnionld: "xxxxx",

wechatOpenid: "xxxxx"

WRIFRE: BRRITE (bR ) ARSEEAE $43 H7TR



https://developers.weixin.qq.com/miniprogram/dev/api/open-api/user-info/wx.getUserProfile.html

@ HE i:H_E WENEFEE

BRFNSHENER loginPhone

A EE
o ZREBERESERETSEH (FIE0: button E bindtap MEIRY ) BATIRA. #E8R: FKEFNS.
o ZHZEEMAEARMIRAREFNSED, FRIGENEFRETERSEHNUR/NMEFEMERARZETE2.21.200E, EFZSIHRAE
R

o ENEIFESR: REFNS

async bindLoginByPhone(e) {

const {code} = e.detail;
if ('code) {
console.error('sRIxENEIcode, BN BFAE THEEZEEMAR/IMEFEMERAEEE2.21.200E");
return;
}
try {
await authSDK.loginPhone(code);
}
catch(err) {
console.log('bindLoginByPhone error', err)

}

const userinfo = authSDK.getUser();

if (userinfo) {

}

x
iEEE
28 Promise[User|null], User &3

sub: "69bc2a4d-e575-41cf-bbc6-996e0911e2ec",
username: "xxx",

name: "xxx",

gender: "female",

phoneNumber: "+86-13612345678",

email: "xxx@qqg.com",

nickname: "xxxx",

wechatUnionld: "xxxxx",

wechatOpenid: "xxxxx"

FAVERIRE checkLoginState

const isLogin = authSDK.checkLoginState();
if (lisLogin) {
return;

WRIFRE: BRRITE (bR ) ARSEEAE 844 H7TR



https://developers.weixin.qq.com/miniprogram/dev/framework/open-ability/getPhoneNumber.html
https://developers.weixin.qq.com/miniprogram/dev/framework/open-ability/getPhoneNumber.html

@ Eﬁiﬂﬁ KEREES

iEEE
%8 Boolean, i&[E true/false,

iBHEF logout

await authSDK.logout();

%R
T
EEE

#80% Boolean, iE[E true/false.

WRIFRE: BRRITE (bR ) ARSEEAE 5845 H77TR



@ HEH:I.E KEREFEE
&i% OTP I&iiERS

BIFEHHE: 2022-09-27 16:55:01
gEOd
BERFPARXEEHME OTP I8IER, ATFER. FHXEHAFEER.

STRFRORY AR

Web Rz . M2M RZF .

WRGE

POST

/otp/send

iR Content-Type

application/json

ERTH
- 518 OTP BRIER, RXEEREBATFER.

POST /otp/send HTTP/1.1

Content-Type: application/json

Authorization: Basic VEVOQU5UXONMSUVOVF9JRDpURUSBTIRfQOXJRUSUX1INFQ1JFVA==
Host: sample.portal.tencentciam.com

{

"usage" : "login",

"phone_number" : "13612345678",

"auth_source_id" : "MOCK_SMS_OTP_AUTH_SOURCE_ID"

}

o BRFE OTP BERIFR, KEHPERIEBATER.

POST /otp/send HTTP/1.1

Content-Type: application/json

Authorization: Basic QOxJRU5UXzRfSUQ6Q0xJRU5UXzRfUOVDUkVU
Host: sample.portal.tencentciam.com

{

"usage" : "login",

"email" : "MOCK_USERNAME@example.com",
"auth_source_id" : "MOCK_EMAIL_OTP_AUTH_SOURCE_ID"
b

o APEMAS, RIEEEITHATHEFN.

POST /otp/send HTTP/1.1

Content-Type: application/json
Authorization: Basic Q0xJRU5UXzRfSUQ6Q0xJRU5UXzRfUOVDUkVU

WRIFRE: BRRITE (bR ) ARSEEAE 5846 H77TR



@ HE i:H_E WENEFEE

Host: sample.portal.tencentciam.com

{

"usage" : "signup",
"phone_number" : "13612345678"
}

o FAPEMMNAS, RIEHFEISIED AT 4PEMRE.

POST /otp/send HTTP/1.1

Content-Type: application/json

Authorization: Basic QOxJRUS5UXzRfSUQ6QO0xJRU5UXzRfUOVDUkVU
Host: sample.portal.tencentciam.com

{

"usage" : "signup",

"email" : "MOCK_USERNAME@example.com"
¥

o BAPERESR, REEERIEBHPELEHRFNS,

POST /otp/send HTTP/1.1

Content-Type: application/json

Authorization: Basic Q0xJRU5UXzRfSUQ6Q0xJRU5UXzRfUOVDUkVU
Host: sample.portal.tencentciam.com

{
"usage" : "update_userinfo",
"phone_number" : "13612345678"

}

- EERBGR, REHPEIRIES.

POST /otp/send HTTP/1.1

Content-Type: application/json

Authorization: Basic QOxJRU5UXzRfSUQ6Q0xJRU5UXzRfUOVDUkVU
Host: sample.portal.tencentciam.com

{

"usage" : "reset_password",

"email" : "MOCK_USERNAME@example.com"
}

wRk
& s

HTTP Basic iAiEiERL, #8375 Basic <credentials> , HA1 Basic HEEFHH, <credentials> HIHEGIH
base64(url_encode(client_id) + ":" + url_encode(client_secret)) , Basic #1 <credentials> Zi@BE—EHEEH

Authorization

iERE JSON 28
JSON B2 Eimasny i
usage String OTP ISIEfBHIERES .

o 1E(STNHRFE OTP ERAREA login ,
o AFEMASIEA signup .
o EFfAPEEmEMA update_userinfo o

WRIFRE: BRRITE (bR ) ARSEEAE AT HTTR



(52&)EE§£¥LE§ WENEFEE

o EERPEBIARAA reset_password ,
o MERBRNSH, RMAMKRERES.

phone_number String BARPIFNS, RER=XEZERIMUFINS. RIZEE OTP WRIEBHMERILSE,
email String FFRYEBFaLELL . ZEEPFE OTP IIEMBIMEBLSE

12(5 OTP =EpFE OTP INIER ID. AIEEFISHIBERANERIIRTEES. =SFHE OTP &R
auth_source_id String ZREELSH, FRBERMEFRENSIEKENGNH . EttaSTERLSE, KA
(EFGE=FIRIES, BRHH60R,

IER RG]

LA EY.3e 35308

HTTP/1.1 200 OK
Content-Type: application/json

{
"otp_token" : "MOCK_OTP_TOKEN"
}
AR 2
FEB EEEi R
otp_token String OTP token, [F£EE8IE OTP MR ER . BHAS#.
FREINRE

o FSEXEIR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_phone_number"

}

o BRFEREAIR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_email"

}

o BEEHETERZTREEE, —REHTREEENECHR, FEIEHGERE EEER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "insufficient_sms_quota"

}

o EEfEEEREREREMG, —REETRENENECHAR, FEIEHGEE HHEER .

WRIFRE: BRRITE (bR ) ARSEEAE 5848 H77TR


https://cloud.tencent.com/document/product/1441/65102
https://cloud.tencent.com/document/product/1441/67392

WEMEES

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "insufficient_email_quota"

¥
o HRFEMINIATFESRERS RSP,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_email"

¥
o BIEBRELRK

HTTP/1.1 503 Service Unavailable
Content-Type: application/json;charset=UTF-8

{

"error" : "temporarily_unavailable",
"error_description" : "Failed to send OTP. Please try again later."

¥
o EMER, HPFEMIER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error": "email_is_used"

¥
o iEMAR, FINSHEER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error": "phone_number_is_used"

}

o FAENFINSREEREREER
O WMREMNREWEERS, TBTE EEERE RREEREREIRE.

O WRERNRREEEME, MERHEN: WEA—FNS, SIEBRERREEEZREFBE05; HRRSEENE—FNS, 30AREEEFET
Bid1%.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "sms_rate_limit_exceeded",
"error_description" : "SMS rate limit exceeded for same phone number"

}

WRIFRE: BRRITE (bR ) ARSEEAE $49 H77TR
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@ Hﬁ i:HE WEMEES

3%xHY Token
PKCE &8 tEI(
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@ HE i:H_E WENEFEE

TOMR
MAZRSGE T PKCE #NBERKSIMEIFEER code ZIE, FEAALEOIKE Access Token #1ID Token, RHEER.
STISAORI SR

Web RZF. BREA. #85h Appo

/oauth2/token

iR Content-Type

application/x-www-form-urlencoded

WR=H

POST /oauth2/token HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

client_id=TENANT_CLIENT_ID&grant_type=authorization_code&code=MOCK_CODE&redirect_uri=https%3A%2F%2Fexample.co
m%2Fcallback&code_verifier=MOCK_CODE_VERIFIER

25 A ik

client_id false AR client_id . BESIKEUSNEHMERN—.

grant_type false EEEE authorization_code ,

code false IREVE ISR EIRYIENGD -

redirect_uri false TR EEmiE . FESREUSINAHE R —5

code_verifier false PKCE code_verifier . FZ25REUSINAIATFER code_challenge B code_verifier —%,
IERIRIRG

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQiOiJkNDIiYzZUwWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG]JiNDYiLC)0eXAiOi)KV1QiLCJhbGciOi)SUzI1Ni]9.ey)zdWIiOiJNT
ONLX1VTRVJOQU1I1FIiwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsIm5iZil6MTYzNjQOOTIzMiwic2NvcGUIiOlsib3BlIbmlkll0simlzcyl61m

hOdHBzOIwvXCOURU5BTIQUUE9SVEFMLKRPTUF)TilsImV4cCI6MTYzNjQOOTUzMiwiaWFO0ljoxNjM2NDQ5MjMyLC)qdGkiOilONjkyNTU
XMCImNjYOLTQzNTktODIyYS1jMTdiNTImMNzNhOGUifQ.mmMG6iEiGCLIURgaKaJV_LbddUP1i5wC]JMJvuasM8i6Wu_YnixOW_EeghvMc
Q94QvLhNYq2KshGQIkION5186KCqpHpG6z2ZXbuP350Y4yRFNvhgWOt8drvyxwl3aVfehkl KPLLDgrKGmHTUgxNDvssQqlu6Xd7
QxPz0_d0Ojnaosl78plO_tV-auGMhYQo6SHHMbFHgJLYBIPUq81eBkngbu8W90Omr4FuDmzIr9VFl4gr] guxIUuri8Ix-
C4mRtSbgbbfUYIH7PuAM8bDfaOZ_ghAQ9-KTYF-ZiShDnujMIVzOu_97ky5kNm_IUOrH6XzWfGL8MboYLagxOHmMzNMQ",
"refresh_token" : "8FuXWpwMZI90A8ASvVCUrqap61N7RvPON6DjWFk-
Saiv4dOR8y2tNf9eKf36woAaWYKwW9I9bpBAQVNWA7P8yM9jiBiGcix42ttYzvRoeMoEBoqYInBgnNMC8jTRTrKDEQ",

WRIFRE: BRRITE (bR ) ARSEEAE E51H77R



@ HE i:H_E WENEFEE

"scope" : "openid",

"id_token" :
"ey)raWQiOiJkNDIiYzZUWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG)iNDYiLCJ0eXAiOi)KV1QiLCJhbGciOi)SUzI1Ni|9.eyjzd WIiOiJNT
ONLX1VTRVJOQU1IFIiwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsImF6cCI6IIRFTKkFOVFODTEIFTIRFSUQILC)pc3MiOijodHRwczpcLlwyv
VEVOQU5ULIBPUIRBTC5ET01BSU4iLCJleHAIOJE2MzYONTEwWMzIsImIhdCI6MTYzNjQOOTIzMiwianRpljoiMGMzODNIiZTktOGFiNy00Yz
EwLTg5NWQtMzYwNjgzODg3MmZiln0.i4Zywl605KF7iiivV-8d4Yok7CZr_eQNI8mTS3BkaRCIKiMzX]55-
T55XEonOViUE7s_Z4eMlylnm5-oLmk36NXrkO460LHEwWXxr805BIAnMhC4bd7xX3U3JrQISi6CpJxEnOUXXfJrtHnmR-

yxAGNLFkoijM_qV1KWe6Y_ OxxKe4FPfM2PwjYACt-
XQgs4JsJOQk_UiSnHnvyvbpWTB8ZZrilwwxrNErZxdrO9HBWhsQQ5fjJNviSiINLKD5fYYMzOyhl-
YxDgM]7s9tnfpDsNXyX25VpFtjdL4L13d1VAMPs2F5fTFBHX-p9LjoqF2slJFEBbapgOX5EO-E_v1IFQ",
"token_type" : "Bearer",
"expires_in" : 299

}

CIE 2
o HiEE fEid
access_token String OAuth 2.0 Access Token (JWT).
refresh_token String OAuth 2.0 Refresh Token,
scope String Access Token B Scope.
id_token String OIDC ID Token (JWT).
token_type String Token 28!, HeiHEEE Bearer o
expires_in Number Access Token B%HA, B,
©

CIAM iREIEIZ JWT #3089 ID Token, 5% OIDC E731 33 ID Token #{THEZINIE, tHaIAEEERAEXITIRESTHBZRIE, IR
WRIAHEEEAA KA JWT 28 #0ORE,

SRIERH

o client_id S#REHEIR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_request"

}

o client_id S3REUEFNIREY Token IMERRIF—E,

HTTP/1.1 401 Unauthorized
Content-Type: application/json;charset=UTF-8
{

"error" : "invalid_client"

}

» grant_type 2H8HiR.

HTTP/1.1 401 Unauthorized

» code 2HHIR.

HTTP/1.1 401 Unauthorized

Content-Type: application/json;charset=UTF-8

WRIFRE: BRRITE (bR ) ARSEEAE $B52 H77:


https://openid.net/specs/openid-connect-core-1_0.html#IDTokenValidation
https://cloud.tencent.com/document/product/1441/64397

@ HE i:H_E WENEFEE

"error" : "invalid_client"

}

» code_verifier 288iz,

HTTP/1.1 401 Unauthorized
Content-Type: application/json;charset=UTF-8
{

"error" : "invalid_client"

}

WRIFRE: BRRITE (bR ) ARSEEAE S$B53 H77TH



@ HE i:H_E WERIZEES
BB S ETL

EIEE#AYE: 2023-08-14 15:50:22

gEOfR

MARAEDEERMUSENIRSAEIFEEN code ZfE, ARLEOIRE Access Token 1 ID Token, SBMER.
STSRIRI R

Web RF. BRMNA. 851 App.

WRTGE

/oauth2/token

iR Content-Type

application/x-www-form-urlencoded

WRTH

POST /oauth2/token HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

client_id=TENANT_CLIENT ID&client_secret=TENANT_CLIENT _SECRET&grant_type=authorization_code&code=MOCK _CODE&re
direct_uri=https%3A%2F%2Fexample.com%2Fcallback

RS
o AJig A
client_id false MFEEY client id , EESIREUSNEHERN—,

client_secret false RIFRY client_secret . AI8%E NASERE > EEREENA > RENBRE > MR “client_secret” .

grant_type false BEE[E authorization_code .

code false SRS AR EIREAES

redirect_uri false ER IR EEmbL . FESREUSINAHEERIMIE—E
IERIARIRE

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :

"eyJraWQIiOiJkNDIiYzZUWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG]JiNDYiLCJ0eXAiOi)KV1QiLCJhbGciOi)SUzI1Ni)9.ey)zdWIiOiJNT
ONLX1VTRVJOQUIFIiwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsIm5iZil6MTYzNjQOOTIzMiwic2NvcGUiOlsib3Blbmlkll0sImlzcyl61lm

h0dHBzOIwvXCOURU5BTIQUUE9SVEFMLKRPTUF]TilsimV4cCI6MTYzNjQOOTUzMiwiaWFOIjoxNjM2NDQ5MjMyLCJqdGkiOijmYmMON
WQ3NS1IYmRjLTQzNjUtOWUOMS01YWM10Tg5ZDdhZTIifQ.SnBaXHhZ0jz3sbo-FPcO91Y)n2LqOAuBXxWTFRdIzl-

WRIFRE: BRRITE (bR ) ARSEEAE 5854 H#77TR


https://console.cloud.tencent.com/ciam/app-management

@ HE i:H_E WENEFEE

PChdh4oXdaxmlWIcalLPU-
niBo9TgAAmeocnomkTgt6TS2hp510jX8FihshigVdagQNYM6__ ZrSNHwWODH2zEpsOAGA 7pyGg9trbcRBkjb2xRLy)pQ5IPkpGiNKA18
SfCcsBBoy9E69wrZCZaKo3Y6iHO9v5qgxIOTchajR5FISVDZIXDLX9H3njf3C-
KG5NIB7VQZBa004TZJm6od_sh8eCmCa5TKF7s5Zhw7JU83JfEn76WKT3rD5uEb4SbFhBGP3hL7Xsj3SJMP7nA4LIQAIINWYFzntAlu)
1VryH3JmQCg",

"refresh_token" : "UgvollO7Se8vvIPriOwn_eBeOhoi5-5ynR3H-aFYI0e1lGej-
SfUAaBDBXkWmojm_Q7utcpwz_swzLZwGGz_I5SwHAkB6iaepCX3LvgZGvt5hmMXDCt3wZY3SnhridZC85",

"scope" : "openid",

"id_token" :
"eyJraWQIiOiJkNDIiYzZUWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG]JiNDYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni]9.ey)zdWIiOiJNT
ONLX1VTRVJOQU1FIliwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsImF6cCI6IIRFTKFOVFIDTEIFTIRfSUQILC)pc3MiOijodHRwczpcLlwv
VEVOQU5ULIBPUIRBTC5ET01BSU4iLCJIeHAIOJE2MzYONTEWMzIsImIhdCI6MTYzNjQOOTIzMiwianRpljoiMDBIOWQXxMjYtYmJkYi00Zjg
zLWIANTYtNTAYYjI0OWJmN;jVmIn0.enLz)-pJInKpFCBROgQc7bJH2GA1q_PpqWNjxJuTELrWuQzvHIYOONNi-
WclvUQluOhPSAC7in4E8vUpWDuUDFyXrKWvwNxxj5uyLfFrAc2hnrju0ZUOT58l0qYd0Y48hA6THuxm9aA EuOHVR3SxISOcj O5x)C
wvhSqGUIdRXGVgB4yMXXvZWkxWm5Q3B_hjc8aZtLpmo76-
AKTz20QouZ5bDE3WD89THUKN4mVxygyylGTgpuleyP1x14aTgvNKp2N-HGRoUwCzks fLMcxmH5vqakl5alMi-
XDfGBLWWhObM9j540ShSTpkok51B9VGTTOwWbK4ZXeVRI48sCxWmg",

"token_type" : "Bearer",

"expires_in" : 299

}

© e
CIAM iRER9Z JWT #&3CHY ID Token, 5% OIDC EA XY 3 ID Token #TRRZINE, theJLAEIEEREXNARESTHFHIGE, RIEFR
WHIREEERAR HRE JWT 268 EORS.

CIE—2
o HiEE fid
access_token String OAuth 2.0 Access Token (JWT).
token_type String Token #8!, BRIIEE[E Bearer .
expires_in Number Access Token B3l B,
scope String Access Token B9 Scope.
refresh_token String OAuth 2.0 Refresh Token,
id_token String OIDC ID Token (JWT).
© e

CIAM iREIRIZ JWT #&3CHY ID Token, 5% OIDC EFA XY 3 ID Token #TRZBINE. WA ABREREXHFRESHEBFEEIGE, RIEFR
BHIAHEERAA KA JWT 28 #ORS,

SRIERH

o client_id 2#EEHEIR.
o client_id SIREUERFNIREY Token BHERMA—E.

HTTP/1.1 401 Unauthorized
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_client"

¥
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https://openid.net/specs/openid-connect-core-1_0.html#IDTokenValidation
https://cloud.tencent.com/document/product/1441/64397
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@ HE i:H_E WENEFEE

» grant_type 2H8HiR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "unsupported_grant_type",

"error_description" : "OAuth 2.0 Parameter: grant_type",

"error_uri" : "https://datatracker.ietf.org/doc/html/rfc6749+#section-5.2"

}

» code E2HHIR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_grant"

}

WRIFRE: BRRITE (bR ) ARSEEAE 5856 #77:m



@ HE i:H_E WENEFEE
ERimEiEEzl

EIEE#AYE: 2023-08-14 15:50:22

eOithd

5 OAuth ZFiREIEER (client_credentials) $£8BY Access Tokeno

STRFRORI AR

Web FZF. M2M RZF .

WRGE

/oauth2/token

iR Content-Type

application/x-www-form-urlencoded

R H

POST /oauth2/token HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

grant_type=client_credentials&client_id=TENANT_CLIENT ID&client_secret=TENANT_CLIENT_SECRET&scope=identity _proofin
9

wREY
£ A% iR
grant_type false EEE[E client_credentials ,
client_id false AR client id , &% NASERD > SEEENA > pENARE > R “ClientId”

client_secret false MFRY client_secret . AI&E WMAEERHE > EEEEMA > PENAERE > WA “client_secret” .

scope true SIS scope , B4 scope ZiE{ERAZIESIR.
IER IR

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :

"eyJraWQiOi)mOTY5NGQ5My1kNTQxLTQ50DUtODhkYy00MjlyOTg3MzAwWOGUILCJ0eXAiOi]KV1QiLC/hbGciOijSUzI1Nij9.ey)zdWIiO
iJURU5SBTIRfQOxJRUSUXOIEliwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCISIM5iZil6MTYOMDU40DgyOCwic2NvcGUiOlsiaWRIbnRpdHIf
cHJvb2ZpbmciXSwiaXNzljoiaHROCHM6XC9cL3NhbXBsZS5wb3J0YWwudGVuY2VudGNpYWOuY29tliwiZXhwljoxNjQwWNTg5MTI4LC)
pYXQiOjE2NDA10Dg4Mjgsimp0aSI61jk5MzliYzZNmLTVIZGYtNDZjMy04ZjV|LTJiMWRjMWFjZmE5MC)9.D8khbU3BKkWTHD6SRTYOM b
bRq7AF4MGina2S1ycFA2HOUo-k P_f81V4fP1DLO7n-

1 5em_Dmx0768wsFcvUIYWRISLh91kXPTyBV5mHt6IZRnT3eMpgTiMKC_ubzUc_7DSpE8-99-

WRIFRE: BRRITE (bR ) ARSEEAE SB57 H77:
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@ HE i:H_E WENEFEE

CpfrQ19hcpMwkolLYh1ldwYjU)B6xyZPzqglezrHy4unUHLTpyjGeecgNNLUScYOWOdiGxVnbsMuTW7T000OsItNoJj11qtOllbh5kd1B4umv
A3U)pGucVMZQ2YTvItHyDBefWabP4ektzktAWDTALGIu1lEsQfb5j9Rru3ROLONAVjT8HilgthLvvMdkjXAW983zj0yCPe3GqF3g",
"scope" : "identity_proofing",

"token_type" : "Bearer",
"expires_in" : 299

}

]

24 #iEacE i

access_token String Access Token (JWT),

token_type String Token 8, BanREIR2EEE Bearer .
expires_in Number Access Token B, B,

scope String Access Token B9 Scope.

©

ERIREFEXIINPAREE Refresh Token, & Access Token i3Hifd, MEABXIERIIZEOIRENER Access Token,

SRERRERE

o MAREFE. RFEHMARBRIEEK,

HTTP/1.1 401 Unauthorized
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_client"

}

o MAZTR{ER client credentials #EIUFKEX Token,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "unauthorized_client"

}

» scope SHBIRTIEHRFINIR.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_scope"

¥

WRIFRE: BRRITE (bR ) ARSEEAE 58 #H77]m



@ HE i:H_E WERIZEES
KBARPER

EIEE#AYE: 2022-03-28 11:03:41

Oithd

FREERAFRNAPER.. AALEOR, SEFERMINITERINESE openid scope B Access Token,

STRFRORT AR

Web RiFH. B, %z App. M2M KA. IMEFRRA.

WRGE

GET
ERIEE

WRTH

GET /userinfo HTTP/1.1
Authorization: Bearer ACCESS_TOKEN_WITH_OPENID_SCOPE

Host: sample.portal.tencentciam.com

R
2R iR
Authorizati OAuth 2.0 Bearer Token, #§x/3 Bearer <Token> , Hf1 Bearer AEEFFH, <Token> HARERMINTSEIMNERS
on openid scope HJ Access Token, Bearer 1 <Token> ZEF—M=gIEH .

IERIARIRE

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub" : "MOCK_USER_ID",
"email" : "MOCK_USERNAME@example.com",

"name" : "MOCK_NAME",
"nickname" : "MOCK_NICKNAME",
"zoneinfo" : "Asia/Shanghai",
"locale" : "zh-CN"

o /b fak
sub String FAFtRR, ERFERE—,
© 588

f% sub FER—ERESS, EREEPLFEREANASHEEPH Claims RE.

SRRREIRE

WRIFRE: BRRITE (bR ) ARSEEAE SE59 H77TR



@ HE i:H_E WENEFEE

o KiEW Access Token,

HTTP/1.1 400 Bad Request
WWW-Authenticate: Bearer error="invalid_request", error_description="Bearer token not found in the request”,

error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

» Access Token T3 (540 Token &XBEiIR. BiIZHAzEFHE) o

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer error="invalid_token", error_description="Error decoding JWT",
error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

» Access Token FE#& openid scope .

HTTP/1.1 403 Forbidden
WWW-Authenticate: Bearer error="insufficient_scope", error_description="The request requires higher privileges than
provided by the access token.", error_uri="https://tools.ietf.org/html/rfc6750+#section-3.1"

« ¥7% 3 Access Token RHIFR,

HTTP/1.1 404 Not Found
Content-Type: application/json;charset=UTF-8

{

"error" : "user_not_found"

}
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@ H§ i:H.E KEREFEE
BHARER

EIEE#AYE: 2022-03-28 11:04:30

eOithd

EFCERAFPNIMAGR. BAWEOR, FEFEIMINNERINES openid scope B Access Token, WMNEEFHFHISEREFFE, WESLAR &%
OTP I8IERS EARBPRIXIGIES,

STRF ORI AR

Web RZF. $RA. #5) Apps M2M RZF. /IMERFRF .

/userinfo

iR Content-Type

application/json

WR=H

PATCH /userinfo HTTP/1.1

Content-Type: application/json

Authorization: Bearer ACCESS_TOKEN_WITH_OPENID_SCOPE
Host: sample.portal.tencentciam.com

{
"nickname" : "MOCK_NICKNAME"

ARk
BN faig
Author OAuth 2.0 Bearer Token, #&3tJ Bearer <Token> , Hrh Bearer HEIEFHHE, <Token> HAPBZREINNEINES
ization openid scope fY Access Token , Bearer 1 <Token> ZEIF—MZIERH -
ERiE JSON 28
7 i o
JSON &2 siemy faik

phone_number Strin ARBFENS, REA=XEEFMUFNS . ERSHE, REREE phone_number_otp_token

g phone_number_otp EMNEE,

phone_number_otp  StriN e e AT EIRSIEER otp_token .

_token g
Strin = "

phone_number_otp g FARFNUEIR OTP ISiEH,

email Strin FAFRompEiEE . (ERSEeY, MERMERE email otp_token #1 email_otp FASH,
g

WRIFRE: BRRITE (bR ) ARSEEAE 861 H77:


https://cloud.tencent.com/document/product/1441/71640

@ HE i:H_E WENEFEE

email_otp_token sm" BEIAESTRRISRSMER otp_token .
email_otp jt“” FIFHBAEIEIR OTP MR,
name Strln RAR%E.
nickname Strln FPRIR

. Strin . ) .
zoneinfo g FFEFX, #0 Asia/Shanghai 8 Europe/Paris ,

Strin

locale g FRF locale &, 1 zh-CN & en-US ,

© i
HittSHRIEENAFREERR . BIERRTLE EEEENTE NREFEREES.

IERE RG]

HTTP/1.1 200 OK
Content-Type: application/json

{
"sub" : "MOCK_USER_ID",

"email" : "MOCK_USERNAME@example.com",
"name" : "MOCK_NAME",

"nickname" : "MOCK_NICKNAME",

"zoneinfo" : "Asia/Shanghai",

"locale" : "zh-CN"

© A8
% sub FER—ERES, EREEPLFERENASHEEPHN Claims RE.

SRERREIRE

o ANSEERMEMLE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "invalid_request",
"error_description" : "Unknown attribute(s) found."

}

o NSHEFLFHENEL

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_request",

"error_description" : "Unsupported user attribute(s) found."

}

WRIFRE: BRRITE (bR ) ARSEEAE 862 H77:


https://console.cloud.tencent.com/ciam/custom-attributes

@ HE i:H_E WENEFEE

o BIESHEXTEE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_phone_number"

¥
- BIFSHERFT.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_phone_number"

}
« phone_number_otp_token $&iREIHA, siiFMAHERNSHERIEIEBRA— (Fi0: FNSFRE) -

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_phone_number_otp_token"

}
o phone_number otp $HiRsESidHA,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_phone_number_otp"

}
o ERFEERATEE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "malformed_email"

¥
o HRFEEFE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_email"

¥
o email_otp_token $HIRSHELH, SEMATERNSHSREIGEBIHA— (HIa0: BRFERRE) o

HTTP/1.1 400 Bad Request

WRIFRE: BRRITE (bR ) ARSEEAE $63 H#H77H




@ HE i:H_E WENEFEE

Content-Type: application/json;charset=UTF-8

{

"error" : "bad_email_otp_token"

}

» email_otp fBIREKEIH,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "bad_email_otp"

}

o ASHEFREE (flin: FHEARBEENREN) o

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "illegal_parameter_value"

}

o bearer_token #k&E,

HTTP/1.1 400 Bad Request
WWW-Authenticate: Bearer error="invalid_request”, error_description="Bearer token not found in the request”,
error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

o bearer_token &i%R.

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer error="invalid_token", error_description="Error decoding JWT",
error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

o bearer_token Z¥o

HTTP/1.1 403 Forbidden

WWW-Authenticate: Bearer error="insufficient_scope", error_description="The request requires higher privil
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@ HE i:H_E WERIZEES
(E a2 | SR

BIFEFHE: 2022-03-28 11:04:41
gOid

EMEERBFNEE, ARELEOR, FEEERKNEEES openid scope B Access Token . FEBENS LRI AXKNKSHBAERNZG
5RlE, BARESHREPISERRT N RBEZEER.

STIFRIRI AR

Web RZF. SRR, 50 App\ M2M RiF. MERFRR.

/change_user_password

iR Content-Type

application/json

WR=H

POST /change_user_password HTTP/1.1

Content-Type: application/json

Authorization: Bearer ACCESS TOKEN_WITH_OPENID_SCOPE
Host: sample.portal.tencentciam.com

{
"old_password" : "MOCK_PASSWORD",
"new_password" : "MOCK_NEW_PASSWORD"

Rk
E=4 iR
Author OAuth 2.0 Bearer Token, #&%73 Bearer <Token> , Hff Bearer HEEFHH, <Token> HAFRERMINIISIINES
ization openid scope By Access Token , Bearer 1 <Token> ZEIF—MZEERH
iER{E JSON 28
JSON B2 HiEser g
old_password String SEHEN
new_password String .
IERRRTE
RERRTE
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o |BEMBHER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "wrong_old_password"

}
o HEBSIHEEER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "duplicate_password"

¥
o EBSHEEEER,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "recurrent_password"

}
o WERRAHEHDRE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_new_password"

¥
o APREE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "user_not_found"

¥
o AP#IKRE.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "abnormal_user_status",
"error_description" : "User is frozen."

}

o FPEE.

HTTP/1.1 400 Bad Request
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Content-Type: application/json;charset=UTF-8

{
"error" : "abnormal_user_status",
"error_description" : "User is locked."

}

o bearer_token &%k,

HTTP/1.1 400 Bad Request
WWW-Authenticate: Bearer error="invalid_request", error_description="Bearer token not found in the request”,
error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

o bearer_token $&iR,

HTTP/1.1 401 Unauthorized
WWW-Authenticate: Bearer error="invalid_token", error_description="Error decoding JWT",
error_uri="https://tools.ietf.org/html/rfc6750#section-3.1"

o bearer_token Fio

HTTP/1.1 403 Forbidden

WWW-Authenticate: Bearer error="insufficient_scope", error_description="The request requires higher priv
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@ HE i:H_E WERIZEES
SEHERRPERS

EIEE#AYE: 2023-08-14 15:50:22

eOithd

EERAFNENE. ERLEO, FBSED £ OTP_INIEH #EOMAFREIEIES.

Ao EX
EREAA AN AXKNIKSERIMERNENRE, BRESRIEPEENR N RBEEZEERE.

STRFRORI AR

Web M. BEREA. 51 App.

WRGE

POST

[reset_user_password

il

iR Content-Type

application/json

WRZH

POST /reset_user_password HTTP/1.1

Content-Type: application/json

Authorization: Basic VEVOQU5UXONMSUVOVF9JRDpURUS5BTIRfQOXJRUSUXINFQ1JFVA==
Host: sample.portal.tencentciam.com

{
"password" : "MOCK_PASSWORD",
"email" : "MOCK_EMAIL@163.com",
"email_otp" : "MOCK_EMAIL_OTP",
"email_otp_token" : "MOCK EMAIL OTP_TOKEN"

Rk

2 R

A;J_ﬂ;t HTTP Basic iAiEi&E®sk, &8 Basic <credentials>, Hh Basic AEEZMH, <credentials>HitEARA

ic:): base64(url_encode(client_id) + ":" + url_encode(client_secret)), Basic 1 <credentials> ZEB—1=18EH o
iERE JSON 2

JSON K= HiEER A

client_id String RZFEY client_id. BESEEIEMBIIER—.

client_secret String RZFAEY client_secret. Web MBS SE . BRRNAMEE) App AMEBLSE

password String R

WRIFRE: BRRITE (bR ) ARSEEAE 5868 H77R
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A BT

email String
email_otp_token String
email_otp String
phone_number String
phone_number_otp_token String
phone_number_otp String

IERIRRRE

EEZLEE.

SRERREIRE

o EBSHEEBER.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "recurrent_password"

}

o MEBAHEEIDRE.

HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8

{

“error" : "invalid_new_password"

}

o KBS email FRAIAER

HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8

{

"error" : "user_not_found"

}

o FAPRTFHRERTS, TEEEEB.

HTTP/1.1 400 Bad Request

Content-Type: application/json;charset=UTF-8

{
"error" : "abnormal_user_status",
"error_description" : "User is frozen."

}

FPRIERFELbLL . RIXHEFE OTP IRIERIHERLSHE
RIXHPFEISIERB RN GRS IRIRERY otp_token,
FAFHBFEUEIRY OTP 38IERS

HRFMFNS, RiEEE OTP BiFEEEESE .
RIXIE(EEIEEMAINERSIHERER otp_token,

FARFNIEEIR OTP I&IEH.

o email_otp_token iR EdH, HEEFBIVERNSHSRIEBIEBIET— (F/0: BHEFR) .

WEMEES

HTTP/1.1 200 OK

HTTP/1.1 400 Bad Request

WRIFRE: BRRITE (bR ) ARSEEAE

69 H77I



@ HE i:H_E WENEFEE

Content-Type: application/json;charset=UTF-8

{

"error" : "bad_email_otp_token"

}

» email_otp $HiRHZELH,

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{
"error" : "bad_email_otp"

}
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IR JWT %A
EIEE#RAYE: 2021-12-30 15:03:23

eOithd

JWT 2$8AF3 JWT #3089 ID Token 1 Access Token #TI8IE .

© 8
JWT Z$BECIRAF BRI BMER, FRAFMBRNEATRE.

STRFRORI AR

Web RZf. BREA. #& App. M2M KA. IMEFRA .

WRGE

GET
RS

WRTH

GET /oauth2/jwks HTTP/1.1

Host: sample.portal.tencentciam.com

IER MR G

HTTP/1.1 200 OK
Content-Type: application/json

{
"keys" : [ {
"kty" : "RSA",
"e" : "AQAB",
"kid" : "f9694d93-d541-4985-88dc-42229873008e",

"n": "wYmf-
IL7_pXqEjtfHmMe7KgS06hRQOBzhTzORjgwns)D_CPexMHQAd82vZfOQioW90aMXTiSAtkXsIxNIXKVjiYMVzTLHQ9nqCARHOAON:I ftvc
OyMiDGwI_ZV2u2ItHCbQ1w8sMpREMXLIW46TYHANSQwgzg9gLojhzPEUMASOksTx3UURMQGLNFBEh6Ydbj8tPNNNxfZHRLtqTDOF
wLpPrn3wJvQRxNk_fcrjexM5v96XdQ1SLhhclAMyqU-_-31kyWIcS-Z-EvZCiKNJPCfVIEpWdz00QdGXdADSRUS8cV _sl-
YmMUWSE355PSzK1UmbvNJWLMsO67ZsgZyetcvkalw"

o Himses ik

keys Array BERPRIEE,
keys[].kty String ZIA%ER, 9 RSA.
keys[].kid String EAFRIR

keys[l.e String RSA 2R,
keys[l.n String RSA 2R,
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RI¥r Token
B
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@ HE i:H_E WENEFEE

EF refresh_token 3XBY#rfY access_token,

STRFROR AR

Web FZF. BATARA. #5h App. M2M KR, MEFRM.

/oauth2/token

iR Content-Type

application/x-www-form-urlencoded

WRH

POST /oauth2/token HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

client_id=TENANT_CLIENT_ID&client_secret=TENANT_CLIENT_SECRET&grant_type=refresh_token&refresh_token=MOCK_REFR
ESH_TOKEN

285 A% i
client_id false MFRY client_id , BESIKREUSATERN—.
client_secret false RIFEY client_secret , AIEEHRPERFANNBERNSEREEES.
grant_type false EEE[E refresh_token ,
refresh_token false $XEY Token BHE[EIRY refresh_token ,
IERIRRIRE

HTTP/1.1 200 OK
Content-Type: application/json;charset=UTF-8

{

"access_token" :
"eyJraWQIiOiJkNDIiYzZUWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG]JiNDYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni]9.ey)zdWIiOiJNT
ONLX1VTRVJOQUIFIliwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsIm5iZil6MTYzNjQOOTIzMSwic2NvcGUiOlsib3BlIbmIkll0sImizcyl61m
h0dHBzOIwvXCOURUS5BTIQUUE9SVEFMLKRPTUFTilsimV4cCI6MTYzNjQOOTUzMSwiaWFOIjoxNjM2NDQ5MjMxLCJqdGkiOil1YTE4Z]
EOMS1IMzQxLTQzMzgtODVkNIliYjRINDFhODY3NjUifQ.cP9azxqZWS8ELTvr70T2u8S0uxq9fnEKKVh55_6umFORzBXMtRSeN8bW1uD
HzQbYVDfQZQp-vzee35XsfZkS5dYOFQmMiOr_uXwd8wdgPvy 8ZHyamY4c4ytZvysx-
RDrr6oeHK63IPBrkoC1ln_NI6AyZtMZxtxrodggzW593FfqgG6vWE70OdPBoeQ8Qk-SEntuReNb60I19f6KYs-

H8DJt9f1tYbCe 4ECrxpAbezEyhjVxj 8B720NCybs3toc1NfZ01louhGyRlyaDqzKLFFX8QYp-
UgZV3N_muUyPNXHhvF4xsiFp_SfOgSfQ_CYQUoXVs7R_ejSPexqqqYUyXHyzJA",

"refresh_token" : "MOCK_REFRESH_TOKEN",

"scope" : "openid",

"id_token" :
"eyJraWQIiOiJkNDIiYzZUWNSO1NTcyLTRIZDYtOWUOOC0zODhjM2QONG]JiNDYiLCJ0eXAiOiJKV1QiLCJhbGciOi)SUzI1Ni]9.ey)zdWIiOiJNT
ONLX1VTRVJOQU1FIiwiYXVkljoiVEVOQU5UXONMSUVOVF9JRCIsImF6cCI6IIRFTKFOVFIDTEIFTIRfSUQILC)pc3MiOijodHRwczpcL1wv
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VEVOQU5ULIBPUIRBTC5ET01BSU4iLCJIeHAIOJE2MzYONTEWMZzESImIhdCI6MTYzNjQOOTIzMSwianRpljoiMDEzYmFiMzktZjkxOCOON
DhmLWEZzOTYtY2U3N2VIZmZkYjM3In0.M_k7_ RnA3E9ptcunBhSSZkxxqqHZhH7PIMn0QQo)Gh)0OnjalZxdMwhEMBmMQDZ-
cDNaWNUGFT3XZkAsJNBF06g69kAu_gMzRKeGIgCUrQUO Z1DNoec6Q60Pg3bV5)zYtNjjySEeYrIKxGOPpY3LOURjpQFXXL6vpm9In4
LXz81gsmZiCOJAf]-n70DH6QJBAMfWW)|ZMs2qgobFXsKaFqwBehXFki5qTy8MLxkHMuW-
kc4IKOgadlrvic3MRsy3qgfPnwHUfCLb7Ky77EPGXGwFbNzAYGtlimCe-

ZN498RatwejTXptigkBgUhaS7QqdEclOetAd_4)2Dm])YwcXJCFwSg",
"token_type" : "Bearer",
"expires_in" : 299

}

¥ HiEEE iR

access_token String RIFREH OAuth 2.0 Access Token (JWT),

refresh_token String 5igk&H+#ERA OAuth 2.0 Refresh Token,

scope String Access Token B9 Scope.

id_token String RIFEEHY OIDC ID Token (JWT),

token_type String Token 28!, BaiEEEE Bearer ,

expires_in Number Access Token B%HA, Hufb,
FERRTE

refresh_token 2#5ix.

HTTP/1.1 400 Bad Request
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_grant"

}
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@ HE i:H_E WSREEE
i¥$8 Token

EIEE#RAYE: 2021-12-30 15:03:36

eOithd

iE$H OAuth 2.0 Token . IIRIENKIE access_token , M{XiEiHiZ access_token; MBEALIZ refresh_token, MiZ refresh_token IRSE
1EXEXRY access_token #RGHEEHE

STRF ORI FAERY

Web RZF. $2RA. 85 Apps M2M RZF. /IMERFRF,.

WRGE

POST

wREE

/oauth2/revoke

iR Content-Type

application/x-www-form-urlencoded

BRH

POST /oauth2/revoke HTTP/1.1
Host: sample.portal.tencentciam.com
Content-Type: application/x-www-form-urlencoded

client_id=TENANT_CLIENT_ID&client_secret=TENANT_CLIENT_SECRET&token=MOCK_ACCESS_TOKEN

2% Cpe iR
client_id false MFRY client_id » BESFKEUEFIZREL Token AHERA—E.
client_secret false RIFAY client_secret , AIEEHHRERFENNBENGEREES.
token false access_token B refresh_token BB,

IERIARIRE

FRImRE

client_id 5&EEFF3RE Token FMERIF—E,

HTTP/1.1 401 Unauthorized
Content-Type: application/json;charset=UTF-8

{

"error" : "invalid_client"

}
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@ Hﬁlﬂﬁ WERETS
3%HY OpenlD Provider Et&IEE

EIEE#AGE: 2021-12-30 15:03:41

ReOithd

REFERTLAE S It C13REY OIDC SRS H|NEERER, NiEdAibiEE . EFRNEEEEREESXNIESE OpenlD Connect Discovery 17 o

STRFRORY AR

Web RiFH. BERRA. #zh App. M2M [A. IMEFRMA.

WRGE

GET
EREE
BRTH

GET /.well-known/openid-configuration HTTP/1.1
Host: sample.portal.tencentciam.com

IERNRIRG

HTTP/1.1 200 OK
Content-Type: application/json

{
"issuer" : "https://sample.portal.tencentciam.com",
"authorization_endpoint" : "https://sample.portal.tencentciam.com/oauth2/authorize",
"token_endpoint" : "https://sample.portal.tencentciam.com/oauth2/token",

"token_endpoint_auth_methods_supported" : [ "client_secret_basic", "client_secret_post" ],
"jwks_uri" : "https://sample.portal.tencentciam.com/oauth2/jwks",
"response_types_supported" : [ "code" ],

"grant_types_supported" : [ "authorization_code", "client_credentials", "refresh_token" ],
"subject_types supported" : [ "public" ],

"id_token_signing_alg_values_supported" : [ "RS256" ],

"scopes_supported" : [ "openid" ]

Wil Rz 3

s HimseE ik

issuer String OIDC Issuer,

authorization_endpoint String OAuth 2.0 FREUSREYBRSS bk o
token_endpoint String OAuth 2.0 3XBY Token KIBRS3 et

jwks_uri String SREY JWT 2$RR9ARSS btk
grant_types_supported Array Z #5689 OAuth 2.0 Grant Type.
response_types_supported Array OAuth 2.0 3REUZINARS3 24519 Response Typeo
token_endpoint_auth_methods_supported Array OAuth 2.0 3XBY Token IR ZIFHBAIES = o
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@ H% i:HE WEMEES

subject_types_supported Array Z#59 OIDC Subject Identifier Type.
id_token_signing_alg_values_supported Array THEE JWS BEEEiX,
scopes_supported Array 3759 OAuth 2.0 Scope.
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