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API 315
L

EIEE#ATE: 2025-03-07 01:08:06

8 32 xRt

&ZAtiE: 2025-03-07 01:08:03
FRRGEETUTRA:
MECHRINE,.

fgeizn:

» DescribeServiceOverview
o {EMAE: Instanceld, GroupBy

« DescribeTagValues
o {BMAZ: Instanceld

» ModifyGeneralApmApplicationConfig
o {BMIANE: ServiceNames

8B 31 xR’

£THIE: 2025-02-24 01:08:52
RREHESTUTHE:
BEEAHX.

grmEn:

» DescribeGeneralOTSpanList

58 30 X&

A%ltiE: 2025-02-21 01:08:49
FREHEETIUTHE:
BEEAEIH.

rEEE:

« ApminstanceDetail
o F¥RLR: StopReason

8 29 R

A%ltiE: 2025-01-17 01:08:20
FREBEETIUTHE:
BEEARH,

e

« DescribeGeneralSpanList
o EMAE: Limit, Offset
» DescribeMetricRecords
o {BMINE: Filters, GroupBy
» DescribeServiceOverview
o BMAE: Filters, GroupBy

828 X&R%
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https://cloud.tencent.com/document/api/1463/73094
https://cloud.tencent.com/document/api/1463/105645
https://cloud.tencent.com/document/api/1463/105646
https://cloud.tencent.com/document/api/1463/116293
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/98725
https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/73094

@ ﬁﬁfﬂﬁ RIFRtEREAE

ZfAtiE: 2024-11-15 01:09:10
FREGEETIUTRA:
MECHRINE,

fgesEn:

« CreateApminstance
o HBAZ: Free
« ModifyApminstance
o ¥EAZ: Free, IsSqllnjectionAnalysis, IsinstrumentationVulnerabilityScan

e iRt :

« ApminstanceDetail
o ¥MBMR: IsRelatedDashboard, DashboardTopiclD, IsinstrumentationVulnerabilityScan, IsSqlinjectionAnalysis

827 X&®

A%ltiE: 2024-11-06 01:09:44
FREHEETIUTHE:
BEEAEIH.

e

« ModifyApminstance
o HilBAZ: IsRelatedDashboard, DashboardTopiclD

58 26 R&ET

A%ltiE: 2024-10-25 01:09:11
FREHEETIUTHE:
BEEAEIH.

rEEE:

« ApminstanceDetail
o ¥ERR: Free, DefaultTSF

825 Xk%
A%fdiE: 2024-09-13 01:04:24
TRRGEETUTRA:
MECHRINE.
fgegEn:
« ModifyApminstance
o FiBAZ: ResponseDurationWarningThreshold
e Eimasta:

« ApminstanceDetail
o 8RR : ResponseDurationWarningThreshold

B 24 RE®

A%ltiE: 2024-07-31 01:04:59
TRRGEETUTRA:
MECHRINE.

IRIRERE: BR=ITE (1bF) BRSEAE 555 #135m


https://cloud.tencent.com/document/api/1463/65347
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail

O BHE

g2z

« DescribeMetricRecords
o FBAS: Type

E23RE®

BFRIE: 2024-04-25 01:09:12
RREHEETUTRA:
MECHINE,

higEO:

« DescribeGeneralApmApplicationConfig
« DescribeTagValues
» ModifyGeneralApmApplicationConfig

FRIBEURGS

« ApmApplicationConfigView
¢ Instrument

8 22 %815
A#AdiE: 2023-12-08 01:08:53
AREHEETUTHES:
MECEINE,
&pqEn:
« CreateApminstance

o FiiBAZ: PayMode
« ModifyApmInstance

o ¥BAZS: PayMode
(SR s IREEN

« ApmlinstanceDetail
o ¥BMR: PayMode, PayModeEffective

B RE®

&ZAEdiE: 2023-10-27 01:10:12
FREHEAETUTHE:
BEEAMX.

R

* Span
o ¥MBMR: ParentSpanlD

%820 X&®

#AEAE: 2023-09-2101:15:22
RREHESTUTHE:
BEEAHX.

grmEn:

» DescribeGeneralSpanList

IRIRERE: BR=ITE (1bF) BRSEAE 556 #135m


https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/105647
https://cloud.tencent.com/document/api/1463/105645
https://cloud.tencent.com/document/api/1463/105646
https://cloud.tencent.com/document/api/1463/64927#ApmApplicationConfigView
https://cloud.tencent.com/document/api/1463/64927#Instrument
https://cloud.tencent.com/document/api/1463/65347
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/64927#Span
https://cloud.tencent.com/document/api/1463/98725

O BHE

FIBERLSE:

* Span

« SpanLog

» SpanProcess

» SpanReference

« SpanTag

B19 X%

&RfAtiE: 2023-07-18 01:07:24
KRRHBEETUTRS:
MECHRINHE,

ez

« ModifyApmInstance
o ¥MBAZ: CustomShowTags
(SR EREEN

« ApmlnstanceDetail
o ¥MEM&R: CustomShowTags

B18 XR%H

#7IE: 2023-06-28 01:02:05
FREHESTUTHE:
BEEAHX.

feRsEn:

» DescribeMetricRecords
o FBAZ: OrFilters

B/17 XEH®

£7HE): 2023-06-2101:02:56
FREGEETIUTHE:
BEEAEH.

RO

» DescribeApminstances
o #EAZ: AllRegionsFlag

16 X&k%H

R#AIE: 2023-04-2101:08:25
FREHBERTIUTHE:
HEBEH,

fedaimests:

« ApminstanceDetail
o ¥MBM&R: LogSet, MetricDuration

B 15 &%

&ZAdiE: 2023-03-2101:03:36
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https://cloud.tencent.com/document/api/1463/64927#Span
https://cloud.tencent.com/document/api/1463/64927#SpanLog
https://cloud.tencent.com/document/api/1463/64927#SpanProcess
https://cloud.tencent.com/document/api/1463/64927#SpanReference
https://cloud.tencent.com/document/api/1463/64927#SpanTag
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/65103
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail

@ ﬁﬁfﬂﬁ RIFRtEREAE

FREBEBETUTHS:
ECHRIE.
FigEO:

« ModifyApminstance
« TerminateApminstance

B14 X%

&AdiE: 2022-12-06 06:16:29
RREHAETUTHE:
BEEHHIX.

SRR

* APMKV

E2EiRLta:

« ApmField
o ¥ERLR: LastPeriodValue

B|13X%®

A7AdiE: 2022-08-03 06:04:22
RREHAETUTHE:
BEEHHIX.

feasgEn:

» DescribeMetricRecords
o ¥MBAZ: Pagelndex, PageSize
o FiEHE: TotalCount

B12X%%

AAdiE: 2022-07-12 06:04:29
RREHAETUTHE:
BEEHHIX.

feasgEn:

« DescribeGeneralMetricData
o #BAZ: OrderBy, PageSize

BN XE®

AAdiE: 2022-06-2106:01:15
RREHEETUTHE:
BEEHHIX.

eI :

« ApmlinstanceDetail
o #ERLR: ClientCount, TotalCount

£10 Xk%

A7ltiE: 2022-06-20 06:02:33
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https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/89001
https://cloud.tencent.com/document/api/1463/64927#APMKV
https://cloud.tencent.com/document/api/1463/64927#ApmField
https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/73791
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail

@ ﬁﬁfﬂﬁ RIFRtEREAE

FREBEBETUTHS:
ECHRIE.
ez

« DescribeApmAgent
o ¥EAZ: ReportMethod

BIXE®

&AdiE: 2022-05-17 10:51:16
RREHAETUTHE:
BEEHHIX.

shmEn:

« DescribeGeneralMetricData

FIBERLSE:

« GeneralFilter
* Line

B8 XE®

A7AdiE: 2022-04-26 06:04:31
RREHAETUTHE:
BEEHHIX.

srEEn:

« DescribeServiceOverview

B7RE®

#7sktE): 2022-03-30 06:01:18
AREHEETIUTRA:
MECHRINE,

feodEn:

» DescribeApminstances
o ¥MBAZ: DemolnstanceFlag

B 6RE®

#7EHE): 2022-01-19 08:05:14
KREHEETIUTRA:
MECHIINHE,

E5¢:{m

» DescribeMetricRecords
o FilBAZ: BusinessName

B 5 X&H

&ZAdiE: 2022-01-17 08:02:51
KREHEETIUTHA:
MECHRINHE,

IRIRERE: BR=ITE (1bF) BRSEAE 589 #135m


https://cloud.tencent.com/document/api/1463/64926
https://cloud.tencent.com/document/api/1463/73791
https://cloud.tencent.com/document/api/1463/64927#GeneralFilter
https://cloud.tencent.com/document/api/1463/64927#Line
https://cloud.tencent.com/document/api/1463/73094
https://cloud.tencent.com/document/api/1463/65103
https://cloud.tencent.com/document/api/1463/68254

O BHS

FigREO:

« DescribeMetricRecords

FIBERLSE:

« APMKVitem

« ApmField

* ApmMetricRecord
« Filter

e OrderBy

* QueryMetricltem

B4 XE®

&ZAdiE: 2022-01-05 08:03:38
FREHEAETUTHE:
BEEAH.

R

« ApmlnstanceDetail

o ¥MEM&R: LogRegion, LogSource, IsRelatedLog, LogTopiclD

B3 XE&®

BARE: 2021-12-02 08:02:32
FREHESTUTHE:
BEEAHX.

g

» CreateApminstance

B22RE®

A%ltiE: 2021-12-01 08:02:58
ARRHGEETUTRE:
WECEIH,

whigEO:

« DescribeApminstances

SRS

« ApminstanceDetail

« ApmTag

B1.%%%

A%#ltiE: 2021-11-29 14:39:11
FRRHBEETUTRSA:
MECHRINE,

whigEO:

« DescribeApmAgent

FRIEEIESN:

« ApmAgentinfo

IRIRERE: BR=ITE (1bF) BRSEAE

IR TERERS

5510 #1353,


https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/64927#APMKVItem
https://cloud.tencent.com/document/api/1463/64927#ApmField
https://cloud.tencent.com/document/api/1463/64927#ApmMetricRecord
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#OrderBy
https://cloud.tencent.com/document/api/1463/64927#QueryMetricItem
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/65347
https://cloud.tencent.com/document/api/1463/65103
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://cloud.tencent.com/document/api/1463/64927#ApmTag
https://cloud.tencent.com/document/api/1463/64926
https://cloud.tencent.com/document/api/1463/64927#ApmAgentInfo
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mIEEFATE: 2023-05-16 01:07:54

RRIDEF RIFIERENSIR API 3.0 iR . 2HHI API SOSEEMIGENSE, f—HSBRIEMARERE, %—i0 SDK/ICLI iRFS API EFE—H, SEHkEs
PERIERGE . STHSSREERALSERERERE R, ESEA= API 3.0 ERANMEEES: REA]

RIFAMREIER — MR A RS HEEETS, ETEM0penTelemetryFFRINY, XISSHERERNFEES . EHTHEAMIHEERNEAMEBRSKBUE . AH
Bk . SHMRITENNSHRAMEENFRINEERS, £AURERENTAESERRR, SHMEERMEE MTTR (Fi9ESE) . BAFRESHEE. &
ERP&R,

IRIRERE: BR=ITE (1bF) BRSEAE 11 #1353,


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696
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API H#E5S

EIEEHATE: 2025-02-24 01:09:01

hz: b S m

EOSMR

ModifyGeneralApmApplicationConfig

DescribeGeneralApmApplicationConfig

DescribeServiceOverview

WSRGEEXEO

EOBW
CreateApminstance
TerminateApminstance
ModifyApmInstance
DescribeApminstances

DescribeApmAgent

BAEESEXED

#OSW
DescribeGeneralMetricData
DescribeMetricRecords
DescribeGeneralOTSpanList
DescribeGeneralSpanList

DescribeTagValues

A EE:

#ORE
(e R AR ERER
EONARERER

TREN R PSS AR

#NOhag

Bl APM WS RS
HRUSZ RS

&2 APM WS R%
3REY APM WSS R4G5IER

IREX APM AR

#NO1hag

REUEIREEERED
BAERSIFREO

iBAEIif OpenTelemetry FRHEFIZE
EBAEDRRESIR

&Hif) Tag £iE

P LSRR OSRERIRBISERED arT + BN + FWS , BXIRTESHPSE: AP STEIRGHA

IRIFRE: BR=ItE (It ) BRSEATF

STERIREN (R/A)
20
20

20

SRR (RA)
20
20
20
20

20

STERIRE (R/E)
20
20
20
20

20

IR TERERS
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https://cloud.tencent.com/document/api/1463/105646
https://cloud.tencent.com/document/api/1463/105647
https://cloud.tencent.com/document/api/1463/73094
https://cloud.tencent.com/document/api/1463/65347
https://cloud.tencent.com/document/api/1463/89001
https://cloud.tencent.com/document/api/1463/89002
https://cloud.tencent.com/document/api/1463/65103
https://cloud.tencent.com/document/api/1463/64926
https://cloud.tencent.com/document/api/1463/73791
https://cloud.tencent.com/document/api/1463/68254
https://cloud.tencent.com/document/api/1463/116293
https://cloud.tencent.com/document/api/1463/98725
https://cloud.tencent.com/document/api/1463/105645
https://cloud.tencent.com/document/product/1278/109059

& WifiE

AR
imREGH

EIEEFATE: 2024-08-28 01:05:14

1. BRS5itit

AP| SZIFTHIEMIEIEN , AP mekiEtitgiE &5 apm.tencentcloudapi.com , WIS EbHEZGE, Flanr-MHibikaisE7 apm.ap-
guangzhou.tencentcloudapi.com .

HEERREITEAES . RIBEREONEFIKAENE, SENBRTEIRENENBFIRIIRSESE. SINE NREER, SaMBREITNNIRS:SE, QEMNEE
apm.ap—-guangzhou.tencentcloudapi.com 22—,

R WRESURAOLS, BUUSEEIENS.

HR: HERE APl AR, HARARFREEEOXGRMARSNEE, FRSISHRIREERAAX/ARSESUSPER, BOSTNOBEREROXIEBASEH
hE.

EEpZE:blo=t I Pk
=N 0 t&
FIEHbHIEN (EEF, RIISESRKX) apm.tencentcloudapi.com
SEREHBIX (M) apm.ap-guangzhou.tencentcloudapi.com
X (L) apm.ap-shanghai.tencentcloudapi.com
AR (IER) apm.ap-beijing.tencentcloudapi.com
Fargith X (REER) apm.ap—-chengdu.tencentcloudapi.com
ARt X (BX) apm.ap-chongging.tencentcloudapi.com
BiRaitX(hEEE) apm.ap-hongkong.tencentcloudapi.com
TWAZRES(FRhni) apm.ap-singapore.tencentcloudapi.com
TAFRE(ESR) apm.ap-bangkok.tencentcloudapi.com
WARTEB(ZE) apm.ap-mumbai.tencentcloudapi.com
TWAFIL(ER) apm.ap-seoul.tencentcloudapi.com
TAFIL(FER) apm.ap-tokyo.tencentcloudapi.com
SEFE(FHRI) apm.na-ashburn.tencentcloudapi.com
SEFEIR(ER) apm.na-siliconvalley.tencentcloudapi.com
Bt X (E=5e4®) apm.eu—frankfurt.tencentcloudapi.com

R BFSHENESMEERETEEN, AbYhISMRESE (23428 Region EMKil) , BEREEHESMRINRES, BIFH Region Ktz
RIS,

SEXFEA b SRMRIFESZ

LR (LiSsRE) apm.ap-shanghai-fsi.tencentcloudapi.com

LR (GRYIER) apm.ap-shenzhen-fsi.tencentcloudapi.com
2. iEENY

BNz API HIFFEEOBIEE HTTPS #TB(E, RIHSZLUNEREEE,

3. IR%GE

IRIFRE: BR=ItE (It ) BRSEATF 513 #1353,


https://cloud.tencent.com/document/product/304/2766
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IR HTTP i5RAE:

« POST (##%)
« GET

POST iEKZ#%09 Content-Type Z8Y:

- application/json (#7%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #REAEZZE v1 (HmacSHA1 5% HmacSHA256)
« multipart/form—-data ({X&p53E0O%F) , YREAZERTZE v3 (TC3-HMAC-SHA256) .

GET iSRIEREXNFSEI32KB, POST iEREREZSZE v (HmacSHA1. HmacSHA256 ) BIRGiEid1MB, POST iERERAZEZ A% v3 (TC3-
HMAC-SHA256 ) B¥32#510MB.

4. FEFRDG

9(ERA utr-8 RS,

IRIFRE: BR=IE (16F) BREEAR 514 #1353,



(%) iiit= il
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EIEEHATE: 2024-11-15 01:09:14

N

AHSHRATIRAAFTIROESNSY, NEKE, EEMEORMIEPREXESHHTIHE, E@XERETERHRLESY, TRERRESEK.
AHSHHEFNBT2EBERNES S ZRFFRTERER

(EFRER5E v3 AHSE

EE7E v3 (BRIBIRME TC3-HMAC-SHA256 ) HLEESSE v (BEXETRESERESSE) , BERE, XIFEAMNERE, X POST JSON X, 14aE
BF—ERA, HEERZESAETHEES . RENBER E285i% v3.

FE HWFEEER, BoROMERRREIERNRESSE v1 GET iFXK, MAREREMESSIE v3.
ERESAE v3 B, AHSHFRHE—ME HTTP Header iSRkEH, INTFRAR:

SHEH e Bk
et st _  HTTPi&®sk: X-TC-Action. BIFEOSH. BESEROTHBASHS BT ARSY Action HIHE. FINE
ction N9 = pesemempisi®En, BES Describelnstances.
Redion strin ) HTTP i&Rksk: X-TC-Region. MHES%, FRIFARSIBEMESIRE, RESSEOXNTHASHSHETFA
o ing $#8% Region MU, 8 REEOFEEEEZSY, BOTAPSISIINNE, KEHEEESSBETREN.
Ti " Int - HTTP i&®ksk: X-TC-Timestamp. g UNIX iHiaZ, alicRA&ie AP iERA9ASE. Fian 1529223702, F&: W
imestamp neger = pspssmlEsEEsst, S3lESSTREE.
. _ L HTTPi&Rsk: X-TC-Version. {{E API fOBRA . ESEROIPASARSY Version Wi, FIISIRSSE
Version String =

BIERA 2017-03-12,

HTTP #REESHIMESLEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&7%i%, BrRIEERNZE;

- Credential: E£&EiE, AKID*** 2 Secretld; Date £ UTC tRRfiapy AL, BEZESMATLSE X-TC-
Timestamp &HAI UTC ingERTiEBEE—3; service BEGFRE, BEAESFE. Hl0, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUER apm; tc3_request BEEFTFH;

- SignedHeaders: £25&&itBRILEHMES, content-type #l host J9utiELal;

- Signature: E&HE, ITEIEER XHE,

HO

Authorization  String

HTTP i&ksk: X-TC-Token, Bl Z2£FIEMRSS FRMAAIIGEIZLFEIEDRRY Token, (ERIFEZEIE Secretld 1
SecretKey KIEEZAIGIIZLEIEHRE TmpSecretld #1 TmpSecretKey, {ERKAZANFEEREIL Token F
E&.

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMNERENIES, (XESEOZSHESE., BUE: zh-CN, en-US, zh-CN
BEHY, en-US iREZE,

iy

Language String

BigAPEEEE NS =IRS B LFIFIRDNET4, BEOSHREHRBE Offset=0, BREHE Limit=10, WEEREDEIFER URL., &R, ERERG)
mF:

HTTP GET i&RE&1a761:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 TANE L @UL=/ARIEID) = 25 oty i i iy s s i e il v i e iy s i v is e ir v 82 2 L =110=09/ evm/ Ee3_reeuest, Silgneckeace

ontent-type;host, Signature=5da7a33f6993f0614b047e5df4582db9%e9bpf4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded
Ho : cvm.te loudapi.com
X-TC-Action: Describelnstances
X-TC-Versio 2017=03=12
C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 5515 #1353,


https://cloud.tencent.com/document/api/1463/64931
https://cloud.tencent.com/document/api/1463/64931
https://cloud.tencent.com/document/product/1312

O BHE

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x&xxkkrdkhhkakhrhrskrrkxx+%/2018-05-30/cvm/tc3_request, SignedHead

ontent-type;host, Signature=58 0e06b5924a6f2b5d7d672d 15b13162d9
Content-Type: application/json
Host: cvm.tencentcloudapi.com
cribeInstances
2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—-data ) iERE@TE (USEIEOE) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA2 ) ia < ik, * , SignedHeader
ontent-type;host, Signature=582c40 d7 @
Content-Type: multipart/form-data; boundary=58731222010402

t: cvm.tencentcloudapi.com

—TC-Action: DescribelInsta

X-TC-Timestamp: 1527672334

ap—-guangzhou

n: form-data; name="Offset"

form-data; name="Limit"

ERERSE VI B8

FEREERZE v (BISHE HmacSHA256 1 HmacSHA1) , AHSHEESR—HEIERER, TENRIERN

SR ESidl Wik iR
Acti . - BRERIEOSMR, ESZEOXEPFRNSHETXTAHSH Action RIREE, FIINZIRSSEMEDEFIFIRED,
ction String = . .
BYEH Describelnstances.
Region String _ i S%, ARMRFEIRER/MESREE. BOESHBERESZEONEPRASHATESE Region RYREE,
R REEOAREGRZSY, BOMEhESIBSEIRE, WHEEEEZSHBTaER.
Ti - 51 UNIX BHiE&, TieR&R AP iERIATE, £i11529223702, MESLEMEEEEX, S3REZiTHIE
imestamp Integer = -
Nonce Integer 2 FEHIEEEE, 5 Timestamp BX&iER, AFHIEEREE:,
. = £ =APIZH EERISHIRIAEHAEY Secretld, —4 Secretld MRME—HI SecretKey , M SecretKey £FRER
Secretld String = . .
BERER Signature,
Signature String 2 BERER, ARBIEWXERIEEYE, FERPRESGFHEASEITEESE . BNTEEGZSR 340,
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https://cloud.tencent.com/document/api/1463/64932
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1463/64932

O BHE

SHEW £S5 Wik iR
Version String 2 RMERY API BIRRZS . BUESEEROXIEPAS2HSH Version BiREA. HIINZIRSZAIMRA 2017-03-12,

F&HN, Bk HmacSHA256 1 HmacSHA1. REIEERS% HmacSHA256 B, Z{ER

SignatureMethod  String & |, SHAZEE HAIIEES, EftERISER HmacSHAT IIEES.

Tok Stri — B Z2FIERSS FIARIIGRI R EIEPRY Token, {ERREES Secretld 1 SecretKey RIEERMIGIIRZERE
oken ring = HEFAY TmpSecretld #1 TmpSecretKey . {FAKEIZAIIAREZEL Token FE .

Language String £ EEENREES, (NESEOSIEE ., BE: zh-CN, en-US, zh-CN iBEHZ, en-US iBEIEIZ,

EigAFEESTIAI MRAIZIRSS/LAIFIR, HiSREMEIRIER URL ., ERLEB. BERERHWT:
HTTP GET i&RE&1a75H1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstance ersion &SignatureMethod=HmacSHA256&Timestamp=15276723

3 ignature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66 >5fcad 2&Region=ap-guangzhou&Nonce=2

AR T D * * % o % o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Host: cvm.tencentcloudapi.com

HTTP POST &R &G :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9

eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guangzhou&Nonce=23 S OB L O S AN A ] D) 5F B £ 7 3 B B 7 T B 7 7 B B B B B B9 3 A R R I B

* %k

HbigsIsR
AFEAEIEO Region FRNAGENTRAR. MREOFRSZEPUOFEEE, WRIEEOIHPEIR.

bt BB

bithX (Jb5) ap-beijing
FaritX ( pEED) ap—-chengdu
ERattsX (77H) ap—guangzhou
BEAHRX (PEEE) ap—hongkong
HERMR (Eig) ap-shanghai
HERMRX (LigER) ap-shanghai—fsi
WALES (FRh0LE ) ap-singapore
M (iE=5E) eu-frankfurt
EETESP (ES) na-siliconvalley

IRIFRE: BR=ItE (It ) BRSEATF 5817 #1353,


https://cloud.tencent.com/document/product/1312

O BHE

ERAHIEV3

mIEEFATE: 2024-12-25 01:10:18

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

» Secretld: BFHRR APl ERESR, AILAESRELIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERSKIE, BRE, TUSERYFRE, NOHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 5518 #1353,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BHE

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 5519 #1353,


https://tools.ietf.org/html/rfc3986

O BHE

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 5520 #135;



O BHE

3. it HER
1) HEIREEZHHE, BRBUT:

;= Mkkkkkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkx k1

_SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl «+# st xxttrssssrtnsssstrrsrrrs,
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d850b46093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEATTERAY Secretld, B ARTD* * &tk ki kkokokoko ko ke kk ok koo k ok ok k4 Kk

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIE LR, REIPSEIAES:

256 Credential=AKID***x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 5521 #1353,



O BHE

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec quest, SignedHeaders=c

09d421 46093

son; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP k&8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL -, ENREREST—BUEIR. TAETENELFERAS,
REMBEH XX LHE

SZ:ET

7EsChniEF API 3.0 BY, #EF(ERERERNBIZ SDK 3.0 , SDK #:RTESMEE, FRIRXEFRRHHIRMEEORT . #FMAESSR SDK il HEIZIFHRE
iBEA:

* Python

« Java

« PHP

. Go

« NodeJdS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL
12, #FESEM, IRARIEREER SDK.

Java
.nio.charset.Charset;

.security.M
.text.SimpleDateFormat;
a.util.
java.util.TimeZone;

java.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 5522 #1353,


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
Spe = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

x-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-action";
1, \"Filters\": [{\"Values\":
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg W) 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;

IRIFRE: BR=ItE (It ) BRSEATF

RIFITERERSTE
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RIFITERERSTE

y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();

n

headers.put ("A 9 authorization);
headers.put ("Co ype CT_JSON) ;
headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);
headers.put ("X-TC stamp", timestamp) ;
headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ").append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("
service = "

host = "cvm.tencentcloudapi.co
endpoint https://" + host
region = "ap-guangzhou"

action "DescribelInstances
version = "

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5'5’-% "], "Name instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""

IRIFRE: BRzITE (165 ) BRSEAS 5524 H135;




RIFITERERSTE

payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")

IRIFRE: BR=ItE (It ) BRSEATF 5525 H135;




RIFITERERSTE

string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,
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RIFITERERSTE

timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;
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RIFITERERSTE

"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;
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RIFITERERSTE

secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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RIFITERERSTE

secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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RIFITERERSTE

DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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RIFITERERSTE

1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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RIFITERERSTE

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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RIFITERERSTE

Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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RIFITERERSTE

56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;

IRIFRE: BR=ItE (It ) BRSEATF

lower.b

\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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RIFITERERSTE

string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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RIFITERERSTE

HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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RIFITERERSTE

char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

IR TERERS

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BHE

BERFiE
mIEEFATE: 2024-12-25 01:10:19

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIHIGIEXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: RRTID* % %k ko ko sk ok sk ok ok sk ok k ok ok kK ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BHE

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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O BHE

4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

« Go

* NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—

IRIFRE: BR=ItE (It ) BRSEATF 5543 H#135;


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %\fﬁﬁ RIFITERERSTE

guangzhou&Secret IA=AKID* **¥ ¥k k& kxkkxdkkkkxkkxhhxkxxkxs*x*gSignature=7RAM2xfNMOIEiIVTNMPg06MRnNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_

IRIFRE: BRzITE (165 ) BRSEAS 5544 H135]
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 5845 H135;
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secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. O

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)

IRIFRE: BRzITE (165 ) BRSEAS 5546 H135]
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(

= getenv ("T
["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr ( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 847 H135;
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secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS 5548 H135]
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}

IRIFRE: BR=ItE (It ) BRSEATF 549 H135;
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)

IRIFRE: BRzITE (165 ) BRSEAS 5850 #135%;
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params [ 'Signa e' , strSign)
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A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:09:09

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 22T, WXERIRE],

» Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBER Bi=E0E sk 2328, FHRMiZ ID RERITE,

- BTYEENFEIN, HREUAERMEOENHFE, FEMNEOMEEHFESMIEOXERHEN . hFIHE TotalCount 1 InstanceStatusSet 873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

» Error BIEMRREZISKABKLY .. Error FEHEREREHY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEGFHEMNEIRG, HiERKEENTUSGSRBZERBEALEIREINLNFHEONMAEREIIREAERYRFERFERLR.
+ Message BT RMERRENEAKERE, EEWSRELAFRML, BNATRSEEFMSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.

IRIFRE: BR=ItE (It ) BRSEATF 552 H135;


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ ﬁﬁfﬂﬁ RIFRtEREAE

i

#<E

IEEEFRATE: 2022-08-10 06:13:53

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

- Date: F#H, AHBER. Flan: 2022-01-01,

« Timestamp: ZF#F&H, WHEg. Flagn: 2022-01-0100:00:00,

« Timestamp ISO8601: 1SO 8601 EHEFMFHMKAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERMNEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HIRE, EELMSEMNERINGER

.

.

IRIRERE: BR=ITE (1bF) BRSEAE 5553 #135;


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

Rz FAtEXiEE
(i AEEEER

EIEE#ATE: 2025-03-20 10:46:32

1. gEOE

EOiEKIFEE: apm.tencentcloudapi.com .

XI5 FEIopenApi, EFRIIRENEEREIENIFER, BIMATEEKHMRSTIE.

BOMZOIERINEIRS): 200%/%

= (ER API Explorer

UTERSHSIRVIIE TROBRSHEMIBI ALY, REARHSHIIRN AHiERSHY,

2. 8\2¥
SHEWR Wik ESic]
Action = String
Version 2 String
Region =3 String
Instanceld =3 String
Tags.N =

HO

ServiceNames.N

3. jitisy
sgEm  %Xm ma

IREEEIR

Message  String  _ e oiccess

Requestld  String

4. 7
N B AREER
EPFEAIESApift BN AIREER
WATH

POST / HTTP/1.1

Host: apm.tencentcloudapi.com

Content-Type: application/json

n: ModifyGeneralApmApplicationConfig

IRIFRE: BR=ItE (It ) BRSEATF

Array of ApmTag

Array of String

R

5

1t

7~

W

%, AMEORE: 2021-06-22,

>

o

H2Y, FRFmIH thids=.

B

\

WS REId
FBIE: apm-0590XBfTL

REEMFRKey valueBRHEEFRS . FRIE
BFFERIER

FEEMECERINATIREIR

FBIE: ["stock-service","profile-service28","profile-service08"]

H2%, FEOBYE: ModifyGeneralApmApplicationConfig.

IR TERERS

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

K—iEXK ID, HIRSiRERN, BRERBIRE ( HEREEMFERRERARS R, WZRERFEIXE Requestld ) o EfLTEITE
ERMHEIZIXIERR Requestld,

5854 H135;


https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#ApmTag
https://cloud.tencent.com/document/product/248/111241
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=ModifyGeneralApmApplicationConfig

"Tags":

{

"Key": "UrlConvergence",
"Value": Server/market .MarketServ
by

{

"Key": "UrlConvergenceThreshold"
"Value": "600"

S

{

"Key": "UrlConvergenceSwitch",

"Value":

"Key": "AgentEnable"

"Value": "true"

"profile-service08"
1,

"InstanceId": "apm-0590XBfTL"

"Response":

{
"RequestId": "test
}

}

5. FRERR
BRE API &

Bifl= API & RE5E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRMFE AP RS

API Inspector

HPEiER API Inspector EEIZHIGE—SRIEXEN AP ABER, HEMERSE

SDK
= API 3.0 Rt TRENFRIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BTIR

IRIFRE: BR=ItE (It ) BRSEATF

=

hRAH API X3, thETRi‘E API Explorer it{FEZREIK o

IR TERERS

5555 H135;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb

(%) iiit= R

« Tencent Cloud CLI 3.0

6. iR

PATNGIE 7O SBEIRXMNERTG, BEtbESiRBIER 24820,
5=t iR
FailedOperation BRERY
FailedOperation.ApmCredentialNotExist tokenEEFFE,
FailedOperation.DuplicateService BOESESHRNASR
FailedOperation.Duplicate TagField BOESESIRESR
FailedOperation.InvalidRegex EERENFRIATC,
FailedOperation.InvalidTagField TagHigE T THHIKey
FailedOperation.InvalidToken F&iktoken
FailedOperation.ServiceListExceedingLimitNumber R FAEEEI10
FailedOperation.ServiceListNull MR RE

IRIFRE: BR=ItE (It ) BRSEATF £856 $#£135%)


https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHE

EIMNAREER

EIEEHATE: 2025-03-20 10:46:32

1. EO#R

ENOiSKIFESZ: apm.tencentcloudapi.com
ENARERER

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. MAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wi ESicl 353
Action 2 String ~HSH, XIZOBE: DescribeGeneralApmApplicationConfig.
Version 2 String ~HSH, FMEOBRE: 2021-06-22,
Region = String ~HBY, FRFEESFH hiEFIER.
. - . RIF&
ServiceName = String FBUE: profile-service
- . WSBHESID
Instanceld = String FOIE: apm-0590XBTL
3. e
SHEW ESid) iR

ApmApplicationConfigView  ApmApplicationConfigView  RiFECEIR

E—i&EK ID, HIRSiRER, FRERBRIEE (HEREEBEERRERARSR, Wix

Requestld String RIERRAIE Requestld ) . EASHBESIRMZAERE Requestld.

4. 7H
PN EANAREER
BERLSRG TRANEERES

BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

bon: DescribeGeneralApmApplicationConfig

"InstanceId": "apm-6xYKFXYxo",

"ServiceName": "java-order-service"

1
I

IRIFRE: BR=ItE (It ) BRSEATF 8557 H135;


https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#ApmApplicationConfigView
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeGeneralApmApplicationConfig

"Response": {
"ApmApplicationConfigView": {
"InstanceKey": XBfTL",
"ServiceName" : C service",
"OperationNameFilter": "",
"ExceptionFilter": "",
"ErrorCodeFilter": "",
"EventEnable": false,
"UrlConvergenceSwitch": 1,
"UrlConvergenceThreshold":
"UrlConvergence": "RE
"UrlExclude": "",
"IsRelatedLog":
"LogSource": "CLS
"LogSet": "",
"LogTopicID": "",
"SnapshotEnable":
"SnapshotTimeout":
"AgentEnable":
"InstrumentList": [

{

"Name" :

"Enable":

Hy

{

"Name": "¢ glehttpclient",
"Enable":

by

{

"Name" :

"Enable":

by

{

"Name": "httpclient3",
"Enable": tru

by

{

"Name" :

"Enable":

by

{

"Name" :

"Enable":

by

{

"Name" :

"Enable":

by

{

"Name" :

"Enable":

by

{

"Name" :

IRIFRE: BR=ItE (It ) BRSEATF

RIFITERERSTE
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"Enable":

P

"Name": "mysql
"Enable": true
by

{

"Name": "

"Enable":

"Name": "rec

"Enable":

"Name" :
"Enable":

1
I
[
1

"Name": "tomcat

"Enable": true

I
"TraceSquash": true
Hy

"RequestId": "test-test-testl

N
I
1
J

5. FRERR

A= APl £&
Bz APl & B&E API 3. $8iR63. AP| Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector
FEPEEE AP| Inspector EEEHAS—SIRIEXBI APRRBER, FEMEMSESHRAN API {53, BaETFIE API Explorer #TEZRIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

®BeIFTIR
» Tencent Cloud CLI 3.0
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1. EO#R

ENOiSKIFESZ: apm.tencentcloudapi.com
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##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik £S5 iR
Action = String ~HSH, XIZOBYE: DescribeServiceOverview,
Version 2 String rHsE, AMEOBE: 2021-06-22,
Region = String ~HSY, FRFEESEF hEFIxR.
o . WSERS ID
Instanceld = String FBUE: apm-52Dpvi3GR
Metrics.N 2 Array of QueryMetricltem fEinsIR
- . REHE
GroupBy.N = Array of String SBIfE: service.name
Filters.N B Array of Filter HiESRY
. Froandia) (s #)
a
startTime = Integer FBIE: 1618361193
. LETRAdiE) (BB 7))
a
EndTime = Integer RIE: 1618361193
HFEAR
Value H5:
a
OrderBy = OrderBy ~asc: MEMIETETHFHF
- desc: MEFISREITIEFHER
L - =5 NN
Limit S Integer =GIE: 10
- P TTEBIA R
Offset & Integer =IE: 1
3. i
SHEW ESid) ik
Array of ——
Records ApmMetricRecord iSRS

W—iER ID, HIRSIRER, FRERHBLIEE (A EREEMBEERETARSR, WZRERTRIRE

R | i
equestld  String Requestld) . EfIEEHBEBIREZRIBR Requestld.
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BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeServiceOverview

<PEHERSH>

{

"Filters": [

{

"Type": "=",
"Key": "span.kind"

"Value": "client"

1,

"InstanceId": "apm-0590XBfTL",
"Metrics": [

{

"Compare": "CompareByYesterday",

"MetricName": "service_request_count_sum"

1,
"GroupBy": [
"service.name"

]

"Response": {
"Records": [
{

"Fields": [

{
"CompareVal": "",
"CompareVals": [
{

"Key": "Co
"Value":

by

{

"Key":

"Value":

I

"Key": "service_request_count_sum",
"LastPeriodvalue": [

{

"Key": "Comp

"Value":

by

{
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"Value":

"Unit": "",

"Value":

I
"Tags": [

{
1

"Key": "service.name"

"Value": "ot-java—de

}
}
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BfZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—NOSAREMRBAZIREFE AP IS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. iR

PATNGIE 7O SBEIRXNERTG, HEbEiRBIER AHEIR0,
5=t iR
AuthFailure CAMEZ/EEIR
AuthFailure.UnauthorizedOperation AuthFailure.UnauthorizedOperation
FailedOperation BRIERM
FailedOperation.AppldNotMatchlnstancelnfo AppID MU SBRFEEFTE,
FailedOperation.InstanceldlsEmpty WEERS ID A=,
FailedOperation.InstanceNotFound APM I SEFZREFE.
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1. EO#R

ENOiSKIFESZ: apm.tencentcloudapi.com
WSSIESE APM A5 R4, ERiZiEONE
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. A
UTBERSHFIRGILE TIEOSRSHEMBIAHSY, REAHSHIIRR AHiERSH,
SHEWR Wi E5id) iR
Action = String ~HESH, XEOBYE: CreateApminstance.
Version 2 String RS, FMEONE: 2021-06-22,
Region = String ~HBY, FRFERSFH hiEFIER.
4
Name = String ik%%ﬁg e
REIE: AT
Fejak(s
Description & String ik%%tﬁimﬁ!nﬁ -
REIE: TSRS
TraceDuration - Inteqer Trace HiBFEFIHE (8 X, BAFEIH<A3X)
= 9 wIfE: 3
- WSS R Tag Fx
Tags.N = Array of ApmTag FBIE: [{"Key": "AppID", "Value": "23123422" }]
SpanDailvCounters - Inteqer WERS LIREEE, RABEAHORTARE LIREE, BER
P v = 9 FBIfE: 100000000
WERFATEER (0=IREGE, 1=F{I%E)
=
PayMode & Integer =EIE: 1
Free - Inteqer BEAGERWS RS (0=(JZIR; 1=TSF ZIREBEIR; 2=5%hR)
= 9 FOUE: O
3. e
SHEW ESid) 3
WERE ID

Instanceld  String e - om-CVfligagu

W—i5EK ID, HIRSIRER, BXERAESEE (EEREEMEERERARSR, WZRERFTEIRE Requestld) . EfIiEEIE

Requestld  StiNG o0 iz vriskiy Requestid.

4. 7p

=H1 eI APM WSR%E
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BATH
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POST / HTTP/1.1

Host: apm.tencentcloudapi.com
Content-Type: application/

X CreateApmInstance

"Name": "BEINL-iRAE",
"Description": "MiXHFEE",

"Tags": [
{
"Key": "appid",

"Value": "123123422"

"Response": {
"InstanceId": "
"RequestId":

|

b

}

5. FEERE
BRZ= API £&

Biflz API & BE45E API XH4. {828, APl Explorer & SDK $FRNA—EAFE, HEENE—AOZTARERBNZRMRE AP RS,

API Inspector

FPiEE APl Inspector EEEHIGE—SEFXEN APLARBER, HEMEREE

SDK

= API 3.0 RItTREMFRTIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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1. EO#R

ENOiSKIFESZ: apm.tencentcloudapi.com
8 APM WS RS

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wi ESic] 353
Action = String ~AHSH, XZOBE: TerminateApminstance.
Version 2 String AHSY, FMEONE: 2021-06-22,
Region 2 String ~HBY, FRFEESHFR hiEFIER.
4
Instanceld = String WERFID

FE: apm-CVfliga8U

3. milis¥

SHEW ESid iR

—i5K ID, HIRSIKER, SXERBRE (HEREEMFEERLERERSR, WZXERFRIRE Requestld ) o ELITEAIF

R tid tri
eques SUiNG oz misskiy Requestid.

4. =61

TH1 5 APM B RS
5% APM USRS

BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

n: TerminateApmInstance

: "apm-CVfliga8U"

"Response": {

"RequestId": "9cnw2qgyy
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5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESHRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. =g

PATNGIE 7O SBIEIRXMNERG, EhESiRDIER 2480,
$HiIRED iR
AuthFailure CAMERZ/ERUER
AuthFailure.UnauthorizedOperation AuthFailure.UnauthorizedOperation
FailedOperation BIEEM,
FailedOperation.AppldNotMatchinstancelnfo AppID IS EFEEAREE
FailedOperation.InstanceCannotTerminate ZUSRFFFIFHE
FailedOperation.InstanceldlsEmpty WEERS ID A=,
FailedOperation.InstanceNotFound APM I SREFZAFE
InternalError PEREEIR
InvalidParameter SHEIR.
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EAPMILSS RGO
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##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. \MN\BH
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik KR 353
Action 2 String ~HSH, XEOBE: ModifyApminstance,
Version 2 String AHSY, FMEONE: 2021-06-22,
Region = String ~HBY, FRFEREEF TR
. WSSHES ID
Inst Id 2
nstance = String FIfE: apm-6Dxp7NdOB
- . WSBRHEZR
Name =  String TOUE: -
Tags.N B Array of ApmTag Tag 5%
L . WS RGER
D =
escription & String TOUE: AT R
TraceDuration & Integer 'I_'race Mg (8 X)
E: 7
- - REHREITE
OpenBilling a Boolean =BIE: true
) WE RS HIRTE
=
SpanDailyCounters a Integer SEIE: 10000000
ErrRateThreshold - Integer HIRRERE, SNANTHERRBHZAER, RARRHRERT.
- wBIE: 11
- REE (B %)
SampleRate & Integer =EIE: 1
EEHFBEIRFRE (0=X, 1=7)
E o= EH =] y
rrorSample & Integer =GIE: 10
FESRARRTEE (246 ms)
SlowR Threshol = [ =
owRequestSavedThreshold & nteger =EIE: 500
EEFBEAFIEE (0=X%, 1=7F)
IsRelatedL - I == ’
sRelatedLog & nteger =EIE: 0
. . BEltls, FRASHERETSEY
LogR a
ogregion = String ~f{E: ap—guangzhou
LogTopiciD - String CLS BE&E& ID, AEAEMEETSEN
=

FBIE: cls—1clcac
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https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=ModifyApmInstance

O BAT

BHEW Wi
LogSet S
LogSource &

CustomShowTags.N &
PayMode &
ResponseDurationWarningThreshold &
Free a
IsRelatedDashboard a
DashboardTopiclD &
IsSqlinjectionAnalysis &
IsinstrumentationVulnerabilityScan &

3. mitisy

SHEM ESid faiR

Requestld  String

BRI Requestld.
4. 761
a1 RThEE

&2 APM WSSEFSH

BATHI

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/

C-Action: ModifyApmInstanc

"InstanceId": "apm-CVfliga8U",

"Tags": [],

"R S RE,
"TraceDuration": O,
"R S RS,

"OpenBilling": true,

"Description":
"Name" :
"SpanDailyCounters": 1,
"ErrRateThreshold": 5,

"SampleRate": 50,

"ErrorSample": 1,

IRIFRE: BR=ItE (It ) BRSEATF

ESid

String

String

Array of String

Integer

Integer

Integer

Integer

String

Integer

Integer

IR TERERS

ik

BEE, AEAEHREZSER
FHE: cls—av2q1f1

BEE, AEASERTSER
BIE: CLS

AFPBEXBRRETIE
FBE: ["oneTag"]

feenit#ERt (1052, 0RREMNE)
E: 1

N RZAT e EE R
BIE: 500

RBERE (0={J%IR; 1=TSF ZIRBER; 2=2%R) , KA
wBifE: 0

E%%8£ Dashboard (0=%,1=F)
wBIE: 0

XEBXRY Dashboard ID, FigXEx Dashboard EZA &%
E: dashboard-agvibri3b

BEARE SQL EAEN (0=%,1=F)
E: 0

REFREMGRREN (0=X1=F)
HIfE: 0

—i5K ID, HIRSIRER, SXERBSEE (HEREEMREEREERERSR, WZXERFLIRE Requestld ) o ELTRAIFH

587111353,



"SlowRequestSavedThreshold":

"IsRelatedLog": O,

"LogTop

"LogSet": "M,

"LogSource":

}
b

5. FRERR

ER= APl £&
Bl AP| £& 228 API H. iR, API Explorer & SDK SZEMSG—ENTE, HEENA—A\OSARERMAZREFAE AP RS .

API Inspector
BPAEET AP| Inspector BEEEHGE—SIREXBI AP ERER, HEIERSIESHRAN AP X8, BalaiE AP Explorer #T7ELZRIK

SDK
= API 3.0 Rt TERENFATESE (SDK) , XFSMFERIES, REESENER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeITIR

6. $EiRE

IR 7O SSIZIEHEXANERIE, EthEiRIBER AHEIRE.
IR
AuthFailure

Tencent Cloud CLI 3.0

AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation
FailedOperation.AccessTagFail
FailedOperation.AppldNotMatchinstancelnfo
FailedOperation.InstanceCannotModify

FailedOperation.InstanceldlsEmpty

IRIFRE: BR=ItE (It ) BRSEATF

IR TERERS

fak

CAMEZ/EIUER.

AuthFailure.UnauthorizedOperation

DryRun ##{E, {KRIBERBGEZMNE, RRSET DryRun ¥,
BERY

IBIERE R

AppID IS EFEEFEE .

ZASRERRIFEN

WSERSE ID A=,

72 H135;
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

5=t
FailedOperation.InstanceNotFound
FailedOperation.InvalidParam
FailedOperation.InvalidRequest
FailedOperation.SendRequest
InternalError

InvalidParameter

IRIFRE: BR=ItE (It ) BRSEATF

R

APM I SBRFERFE,
REIEANS

FEEER

BEERBEREY.

PEREEIR

SHIEIR.

IR TERERS
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O BAT

IREN APM Ak SR GFFIHR

EIEE#ASE: 2025-03-20 10:46:33

1. EOkR

ENOiSKIFESZ: apm.tencentcloudapi.com
IRER APM WS R455I%E
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

2. mAEH

UTBERSEFIRVFIE TEROBRSHEMBILAHLSE, =8
SHEW Wi ESicl
Action = String
Version = String
Region = String
Tags.N & Array of ApmTag
InstanceName & String

IR TERERS

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

#H2%, FEORE: 2021-06-22.

>

%

H2%, FRFEmST thiEdsIE.

>4

\

Tag 3%
FE: [{"Key": "Appld", "Value": "123123422" }]

RUSERATIR
ABIE: AR

RISERS ID ik

Instancelds.N & AmayofSting FUE: [ "apm-CVfliqa8U", "apm-0590XBfTL" ]
DemolnstanceFlag - Integer SEBIET Demo WS ES (0=3F Demo WEEES, 1=Demo WEHRSK, BHAH0)
. =IfE: 0
AllRegionsFlag - Integer EEEHALFISRS (0=FEigLitig, 1=5igLihls, 2KAB0)
- EIE: 1
3. hsN
SR ESidl 3%
Array of
Instances APM B R55I%

ApmlnstanceDetail

W—i5EK ID, HRSIRER, BXERESED (SEREEMEERRLERERSR, WZXERFTRE

Requestld  String

4. 761

BN T APM IS R%TIE
KER APM WSS RGETIE

WATHI

POST / HTITP/1.1
Host: apm.tencentcloudap

Content-Type: applicatior

X-TC-Action: DescribeApmInstances

Requestid ) . EzABITEERHIZRIBEREN Requestld,

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1463/64927#ApmTag
https://cloud.tencent.com/document/api/1463/64927#ApmInstanceDetail
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeApmInstances

RIFITERERSTE

<AHHERSE>

{

"Tags": [

{

"Key": "appid"

"Value": "1231"

"Response": {
"Instances":

{

"Description": "s
"TraceDuration":
"AppId":

"CreateUin": "15000
"Tags": [],
"ServiceCount":
"ClientCount":
"TotalCount": O,
"CountOfReportSpanPerDay":
"AmountOfUsedStorage":
"Status": B

"Region": "ap-guangzho
"ErrRateThreshold":
"SampleRate": 100
"ErrorSample": O,
"SlowRequestSavedThreshold":
"SpanDailyCounters":
"BillingInstance":
"MetricDuration": 30,
"CustomShowTags": [],
"PayMode": 1,
"PayModeEffective":
"LogSource": "",
"LogRegion": "",
"IsRelatedLog":
"LogTopicID": "",
"LogSet": ""

}

1,

"RequestId":

}

}

5. FREHR
A= APl &

IRIFRE: BR=ItE (It ) BRSEATF 8575 H135;




O BHS

Eiflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—ERFE, HEENE—AOSARERBNZRMRRE AP RS,

API Inspector

FFENEE APl Inspector EEEHIGE—SREXIXR AP RRAER, HFEMEMSIESRAN API K3, thaaiit API Explorer #3ELZ&iRIH,

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. {HixRB

PATNGIE 7O SBEIRXNERTG, HEbSiRBIER 24580,
5=t
AuthFailure.AccessCAMFail
AuthFailure.UnmarshalResponse
FailedOperation
FailedOperation.AccessTagFail

FailedOperation.SendRequest

IRIFRE: BR=ItE (It ) BRSEATF

filik
CAMEEAREM
CAMEEARERHT Y
BMERM

BT ERY o
REBEIEREY

IR TERERS
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
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IRKEY APM AR

EIEE#ASE: 2025-03-20 10:46:33

1. EOkR

IR TERERS

ENOiSKIFESZ: apm.tencentcloudapi.com

IREY APM AR
BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW
Action
Version

Region

Instanceld

AgentType
NetworkMode
LanguageEnvironment

ReportMethod

3. Jitisy

SHEW £S5

ApmAgent ApmAgentinfo

Requestid String

4. =6

61 B APM AR
FKER APM SN

BATH

POST / HTTP/1.1

Wik ESid) 3%
= String AHSH, XIZOBE: DescribeApmAgent,
= String ~HSE, XEORE: 2021-06-22,
= String AHSE, FRFFRZISH iETIE,
o Strin WSES ID
= 9 R#IE: apm-CVfligasU
- Stri BABR, W skywalking, ot, ebpf AEA LR, FIESKIAA ot
a tring —

~E: ot
- Stri HiRWFEE, M pl (WM_LEIR), public (4MA), inner (B VPC )E EIR, FMEEIAF public
& ring — :

FBIE: public
- . i8S, M java, golang, php, python, dotNet, nodejs i85 LR, RMEEIAA golang
& String — .

FBIE: java

. HEHX, EFA
=
= SN hiE: hitp
3%
Agent 582

E—i5K ID, HIRSIRER, SXERBSER (HEREHEMEERRLERERSR, WiZXERFLIRS Requestld) o E
iR B EIR MIZRiIERAY Requestld,

Host: apm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeApmAgent

IRIFRE: BR=ItE (It ) BRSEATF B77 H135;
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"InstanceId": "jYm6_leMg"

"Response": {

"ApmAgent": {

"CollectorURL": "http: 127
"AgentDownloadURL": "https:
"Token": "14dac76cal0f4610£72
"PublicCollectorURL": "http:
"InnerCollectorURL": "
"PrivateLinkCollectorURL": "http:

by

"RequestId": "mzltxSwhme-zl17je3p

5. FREHR
A= APl &

Sz APl & B&E API 3. $8iR63. API Explorer }2 SDK F#ZRHNA—ERFE, HEENE—ANOEORERBBNSRHAFIE APl RS,

API Inspector

FPTiEE APl Inspector EEEHIGE—SREXEN AP RBER, HFEMERSIESRAR API {53, BaJaiE API Explorer TR,

SDK

= API 3.0 Rt TEEMNFRTRSE (SDK) , ZIFSMRIZIES, REESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. {HiRG
PATNGIE T O SSZEIRXAEIRID, BbEiRILIFER AHEIR0,
IR
AuthFailure
AuthFailure.UnauthorizedOperation
FailedOperation

FailedOperation.AppldNotMatchinstancelnfo

IRIFRE: BR=ItE (It ) BRSEATF

Fiiipus

CAMEZ/ERUEIR
AuthFailure.UnauthorizedOperation
B,

AppID IS RRFEBFREE

IR TERERS
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(%) iiit= Bl

5=t Fiiipay

FailedOperation.DemolnstanceNotAllowModified FEFEAZEEWSEERS ID BES Demo WS ERE ID B, FRIFESIEO.
FailedOperation.InstanceldlsEmpty WEERS ID A=,

FailedOperation.InstanceNotFound APM I SEFZAFE

FailedOperation.NotinnerVPC EAM VPC,

InternalError MEREIR

InvalidParameter SHEIR.
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(%) iiit= RS

B REXEO
IREMEtREREREO

EIEE#ATE: 2025-03-20 10:46:32

1. gEOE

EOiEKIFEE: apm.tencentcloudapi.com .

REUEIREIEEREO . AFRIERE LXERSY, REIXIRAVEITEIE
BOERMERRE: 200R/F, 12000R%/58 . BRiERIOBIEREIRTH14401,

BRMEOISRITEIRS: 200K/

7= (EH APl Explorer

API Explorer 2t TR ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNSRELSRIURBMER SDK FRRG.

2. A
UTFERSHIIFRNFIE TIEOSKRSHENBO RS, REQAHSHIIRT AHiEkeH,
SHEW Wik R 3%
Action = String AHSH, FEOHYE: DescribeGeneralMetricData,
Version = String ~SE, XEORE: 2021-06-22,
Region 2 String ~HSE, FRFERTISH TR,
. o . EETONEFRER, FUBEXEA, #EER.
Metrics.N = Array of String FBIE: ["request_count". “duration” ]
o . WERE ID
Instanceld = String FOUE: apm-yITJFTSbn
Vi - . UEETR, FAEEXEA . #EET.
iewName = String _ . .
fE: service_metric
Filters.N g  Amayof ERNRERES, FRNEGMEREE, a0,
GeneralFilter
. REHE, TRAVEGEMMANMEIRERE, #E5ER.
-
GroupBy.N & Array of String FBIE: ["service.name". "span.kind"]
StartTime - Integer ECHARTIEAYRTIEEE, SISEA30KMANEIREIE. (Bh: &)
= 9 IE: 1617123538
EndTime - Integer LERATEARTIEE, STISEE30KMAEIREIE. (86 )
= 9 BIE: 1617123538
EEREENEEERE, BEAMRATINERIGE, FEZOLE,
— B0, NitEFFIARTEEIE LR EAEIREUE
- A1, NERBFFIERTIEZIE LR ERA R EEIRRSHE:
Period & Integer - RHEEEE (0,12) AT, NHE—SHRIERE.
- BHEESRE [12,48] /AT, MIERSHHRIERE.
- BIEIESEE (48, +=) B, NE—NETHIERE,
=BHE: 60
MERERHITHEIR
Key IES= API iBI5&R, #15ER.
OrderBy ) OrderBy Value HSHIFH:

- asc: MWEIERHITHARHS
- desc: WEIRBRHITIEFHF
E: {"Key": "duration”, "Value": "desc"
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https://cloud.tencent.com/document/api/1463/64927#OrderBy
https://cloud.tencent.com/document/product/248/101681
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeGeneralMetricData

O BHE

SHEWR wik 2R 3%
HifiSFHIRHISE, BRiRSERS0%EIE, PageSizeBlEA1-50, LiXPageSizelliRiEPageSizekd

PageSize 5 Integer ERRIRHISEH.
~BlE: 5

3. milis¥

SHEM ESit) 3%
Records A.rray of fEtREERE
Line

W—iER ID, HIRSIRER, FRERFLEE (A ERERMEERRLERARSR, WZRERFTRIRE Requestld) o Efiidl

Requestld  String EREEREZRERA Requestld.

4. 761

TN B SHRESEEN service_metric IEiFEIRRG

ZRBIE RS RS apm-0590XBfTL, %88 service.name (R ) . span.kind ( EFiH/ARSiHNRE ) AEETIE, M service.name (AT ) .
span.kind ( ZEFiR/ARSIHNA ) #ITRE, EXFRIGE-ZIEER—3 AR EREN request_count (IEXREE ) . error_request_count ($&8iRiERE
£) . duration_avg ( FHIaRAE ) . slow_request_count (1EiEKREE ) . duration_p50 (#ERT p50 ) AUIBIREIE.

BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
application/json

: DescribeGeneralMetricData

"Filters": [

{

"Key": "service.name",
"Value": "ot-java-order-servic
S

{

"Key": "span.kind"

"Value": "client"

"duration_a
"slow_request_count",
"duration_p50"

1,

"StartTime": 1734415200,
"EndTime": 1734418800,
"GroupBy": [

"service.name",

"span.kind"

IRIFRE: BR=ItE (It ) BRSEATF 5581 #1353,


https://cloud.tencent.com/document/api/1463/64927#Line

RIFITERERSTE

"Response": {
"Records": [

{

"Tags": [

{

"Key": "se

"Value": "o

by

{

"Key": "span.kind",

"Value": "client"

1,

"MetricName": "request_coun

"MetricNameCN": "SiERE",

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 5582 H135;




RIFITERERSTE

[

IRIFRE: BR=ItE (It ) BRSEATF 5583 #135;




RIFITERERSTE

"Tags": [
{

"Key": "span.kind",
"yalue": "client™”
Hy

{

"Key": "service

"Value":

1,
"MetricName":
"MetricNameCN":

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 5584 H135]




RIFITERERSTE

l

IRIFRE: BRzITE (165 ) BRSEAS $585 H135]




RIFITERERSTE

IRIFRE: BRzITE (165 ) BRSEAS 5586 H135]




RIFITERERSTE

"Tags": [

{

"Key": "

"Value":

by

{

"Key": "span.kind",

"Value": "client

1,
"MetricName": "du g"

"MetricNameCN": "SE¥NgRzATiE)",

"TimeSerial": [

ation o

IRIFRE: BRzITE (165 ) BRSEAS 5587 #135;




RIFITERERSTE

IRIFRE: BRzITE (165 ) BRSEAS 5588 H135;




RIFITERERSTE

"Tags": [

{

"Key": "service.name",
"Value": "ot-java-order
by

{

"Key": "span.

"Value":

1,
"MetricName": "slow_request_count",
"MetricNameCN": "{EiFH",

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS £589 H135]




RIFITERERSTE

l

IRIFRE: BRzITE (165 ) BRSEAS £90 H135]




RIFITERERSTE

"Tags":
{

"Key": "ser
"Value":

by

{

"Key": "span.k

"Value":

IRIFRE: BRzITE (165 ) BRSEAS 5891 #1353,




RIFITERERSTE

1,

"MetricName": "duration g

"MetricNameCN": "P50 [ERZA{E",

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 5592 H135;




RIFITERERSTE

[

IRIFRE: BRzITE (165 ) BRSEAS 5593 #135;




RIFITERERSTE

"RequestId": "test-test-test"
}
t

FI2 ERiEnRLIEIEAST service_metric IEIREIETH

ZRpIERWS RS apm-0590XBfTL, %8R service.name (A& ) . span.kind ( EFIH/ARSZHNA ) AEETR, M service.name (RASE) .
span.kind ( EPi%/ARSiHUA ) HTRE, ERFRTE-LIERERE—5 i AREHIERN request_count (iEKR#E ) . error_request_count ($8iRiERE
£) . duration_avg ( FIaRASE ) « slow_request_count (18i&EKREE ) . duration_p50 (/T p50 ) AIIBIREIE.

BATHI

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGeneralMetricData

<RIEERSE>

{

"Filters": [

{

"Key": "service.name",

"Value": "ot-java-order-service"
I

{

"Key": "span.kind",

"Value": "client"

1,

"ViewName": "service_metric"
"InstanceId": "apm-0590XBfTL",
"Metrics": [
"request_count",
"error_request_count",
"duration_avg",
"slow_request_count",
"duration_p50"

1,

"StartTime": 1734415200,
"EndTime": 1734418800,

"GroupBy": [

IRIFRE: BRzITE (165 ) BRSEAS 594 H135]




RIFITERERSTE

"service.name",
"span.kind"

]

"Response":
"Records": [

{

"Tags":

{

"Key": "

"Value":

H

{

"Key": "span.kind",

"yalue": "client"

1,

"MetricName": "re
"MetricNameCN": "SHERE",
"TimeSerial": []

"DataSerial": [

"Tags": [

{

"Key":

"Value":

by

{

"Key": "span.kind",

"Value":

1,

"MetricName": "error_rec
"MetricNameCN": "SREH=E",
"TimeSerial”: [],

"DataSerial": [

"Tags":

{

"Key": "se

"Value":

by

{

"Key": "¢ n.kind",
"Value": "client"

}

IRIFRE: BR=ItE (It ) BRSEATF 5595 H135;




RIFITERERSTE

"MetricName": "duration_avg",

"MetricNameCN": "E¥NgRzATiE)",

"TimeSerial": [],
"DataSerial": [

"Tags":
{

"Key" :
"Value":
I

{

"Key" :

"Value":

1,

"MetricName": "slow_request_count",
"MetricNameCN": "{EiFR",
"TimeSerial": [],

"DataSerial": [

"Tags": [

{

"Key": "service.name",
"Value":

by

{

"Key": "

"Value":

I

"MetricName": "duration_p50",
"MetricNameCN": "P50 MNERZR{E",
"TimeSerial": [],
"DataSerial":

271523

"RequestId": "test-test-test"

I3 T HREKERN sql_metric BirEIRRG

ZRBIERWL SRS apm-0590XBFfTL, %88 service.name ( RFIE ) AHEDIE, LA service.name (MAE ) #1TRE, EHXFIAME-LILERL—S A
REKIEM error_request_count ({8iRiEREE ) « duration_avg (FHNERZATE ) BIEIREIRE.

BATH

IRIFRE: BRzITE (165 ) BRSEAS 5896 H135;




RIFITERERSTE

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGeneralMetricData

<AHERSH

{

"Filters": [

{

"Key": "service.name",

"Value": "ot-java-order-service"

1,

"ViewName": "sgl_metric"
"InstanceId": "apm-0590XBfTL",
"Period": 60,

"Metrics": [
"error_request_count",
"duration_avg"

1,

"StartTime": 1734415200,
"EndTime": 1734418800,
"GroupBy": [
"service.name"

]

"Response": {
"Records": [
{

"Tags": [

{

"Key": "ser

"Value":

1,
"MetricName": "err
=

"MetricNameCN": "§&i%

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 5897 H135;
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"DataSerial": [

IRIFRE: BRzITE (165 ) BRSEAS £598 H135]




RIFITERERSTE

]

by

{

"Tags": [
{

"Key": "service.name",

IRIFRE: BR=ItE (It ) BRSEATF 5899 H135;




RIFITERERSTE

"Value":

1,

am
_avg",

)7

"MetricName": "durat g
RiE ",

"MetricNameCN": "3

"TimeSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 55100 #135;
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5
’
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RIFITERERSTE

"RequestId": "test-test-test"
t
}

4 EiRKRBLIEFERNSH sql_metric 89 duration_avg ($ERiAdiE ) iBiREUERA

ZRFEAVE RS Hapm-0590XBfTL, %88 db.instance ( BIBESR ) HHE LA service.name (A% ) . db.statement (H{TiBM ) AHEHITR
&, ERFAIE-LLIERER top5 B duration_avg (R (ms) ) BUEREIRE.

BATHI

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGeneralMetricData

<RIEERSE>

{

"Filters": [

{

"Key": "db.instance"

"Value": "mock_project_db"

1,

"ViewName": "sgl_metric"
"InstanceId": "apm-0590XBfTL",
"Metrics": [
"duration_avg"

I

"StartTime": 1734415200,
"EndTime": 1734418800,
"GroupBy": [
"service.name",
"db.statement"

1,

"OrderBy": {

"Key": "sgl_duration_avg",
"Value": "desc"

te

IRIFRE: BRzITE (165 ) BRSEAS 85102 135




RIFITERERSTE

"PageSize": 5

"Response": {
"Records": [
{

"Tags": [

{

"Key": "db.s
"Value": "s

by

{

"Key":

"service.n

"Value": "ot-j

1,
"MetricName": "duration_a ,

IR RAiE ",

"MetricNameCN": "3

"TimeSerial":
"DataSerial":

"Tags":
{

"Key": "se

"Value":

by

{

"Key": "db.statement

"Value":

1,

"MetricName" : duration_avg",
"MetricNameCN": "E¥NgRzATia)",
"TimeSerial": [],
"DataSerial": [

7460185185

"Tags":
{

"Key" :
"Value":
by

{

"Key":

"Value":

1,

"MetricName":

IRIFRE: BR=ItE (It ) BRSEATF




RIFITERERSTE

"MetricNameCN": "SE¥NgRzATiE)",
"TimeSerial": [],

"DataSerial": [

"Tags": [

{

"Key": "db.statement",
"Value": "select * from moc
by

{

"Key":

"Value":

I

"MetricName": "duration_avg",
"MetricNameCN": "SEI@RzATIE]",
"TimeSerial": [],

"DataSerial": [

"Tags": [

{

"Key": "db.statement",
"Value": "select * from mo
I

{

"Key": "serv

"Value":

1,

"MetricName": "duration_avg",
"MetricNameCN": "EINFRATIE]",
"TimeSerial": [],

"DataSerial": [

"Tags":

{

"Key":

"Value":

br

{

"Key": "service.name",

"Value": "ot-jax delivery-service"

1,
"MetricName": "duration_avg",

"MetricNameCN": "EIJN@RAT]

ar,
"TimeSerial": [],

"DataSerial": [

IRIFRE: BRzITE (165 ) BRSEAS 55104 135




"Tags":
(
"Key": "

"Value": "

"Key": "service.name"

"Value": "ot-ja

"MetricName": "duration_avg",

"MetricNameCN": "ENGRATE",
"TimeSerial": [],

"DataSerial": [

5. FREHR
BR= APl &

Sz API & B&E API X, 8%, API Explorer } SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHAFRE APl RS,

API Inspector

FPiEE APl Inspector EEIEHIGE—SREXE AP RRER, HFEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK
= API 3.0 Rt TEEMNFRTESE (SDK) , XFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. {EiRG

PATRFIH T O S3iBIEIRXREIRD, HthEiRiBiER AH4EIRE.
IR
FailedOperation

FailedOperation.AppldNotMatchinstancelnfo

IRIFRE: BR=ItE (It ) BRSEATF

fiik
BREEM.

AppID IS EREEFEE

IR TERERS

55105 #135;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

$5i=tD

FailedOperation.InstanceldlsEmpty
FailedOperation.InstanceNotFound
FailedOperation.InvalidinstancelD
FailedOperation.MetricFiltersLackParams
FailedOperation.QueryTimelntervallsNotSupported
FailedOperation.ViewNameNotExistOrlllegal
InvalidParameter.FiltersFieldsNotExistOrlllegal
InvalidParameter.GroupByFieldsNotExistOrlllegal
InvalidParameter.MetricFiltersLackParams
InvalidParameter.MetricsFieldNotExistOrlllegal
InvalidParameter.MetricsFieldsNotAllowEmpty
InvalidParameter.Periodislllegal
InvalidParameter.QueryTimelntervallsNotSupported

InvalidParameter.ViewNameNotExistOrlllegal

IRIFRE: BR=ItE (Ib5R) BRSEAR

IR TERERS

fiik

WEERHK ID B=.

APM I SSRFRFE

EEUSE RS ID,
EiiEFEHIEEIRGROERS
EiiEaXER%E.

MEEFFESRIEE,

Filters PEIFERAFEFEHIEE

GroupBy FHZERAFEHAEE,

Filters F%ZRIFTE service.name FE&, FNEIRIE.
Metrics FHIFEBRAFESIEE.

Metrics RARRIFHZ,

Period%#%, 0560,

EORERYTE, RS RESIORII30KMNEIRE.

NESHAFESIEE.
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(%) iiit= R

@ FEiRgIREO

EIEEHATE: 2025-03-20 10:46:31

1. EO#R

EOiEKIFESE: apm.tencentcloudapi.com

BEigiEirSIFRED, EigiEirEREFERADescribeGeneralMetricDatai®O
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW Wik R 3%
Action 2 String ~H2E, XIEOBYE: DescribeMetricRecords,
Version 2 String ~HSY, AMEONE: 2021-06-22,
Region B String ~HSE, FRFFRZISH TR,
Array of 1EiRTIZE
Metrics.N = QueryMetricitem ~E: [{"Compare":"1","Compares":
y ["CompareByYesterday","CompareByLastWeek"],"MetricName":"qps"}]
. WEERS% ID
3=
Instanceld a String FBUE: apm-CViligagU
. Froandia ( Ehrrafy)
=
StartTime a Integer SBIE: 1618361193
. LETRAdiE (AR )
E =
ndTime = Integer FBIME: 1618361193
. . iR
Fil .N £ A f Fil
ilters a rray of Filter FOIE: [{"Type":"=","Key":"span.kind","Value":"server"}]
. . Or iTiEHM
Fil .N & A f Fil
OrFilters a rray of Filter FOUE: [{"Type":"=","Key":"span.kind","Value":"server"}]
. REHE
=
GroupBy.N = Array of String FBIE: ["service.instance"]
HEF
W58 Key B:
- startTime(FF4aRdiaE)
- endTime(£55:ATE)
OrderBy = OrderBy - duration(IBRzAdiaE)
MZIFHY Value B:
- desc(BEFHERF)
- asc(FFHIF)
FBIE: {"Key":"service_duration_avg","Value":"DESC"}
L =
BusinessName & String !Iii%%ﬁ’\, EHERRSRStaw.
HIE: taw
Type = String S IEEER

BE: service_runtime_thread_pool
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https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#QueryMetricItem
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#OrderBy
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeMetricRecords

O BHE

SHEW Wik X iR

BTk, BRIAH1000, &XEUEEREN0~1000

Limit a Integer FBIE: 10

Offset & Integer ;ET;&ST

Pagelndex S Integer ?TEW?J{E: 1

PageSize & Integer ?E{E: 10
3. hilie%N

SHEM £l ik

Records 2::1{/IoeftricRecor d BIRERE

BiffEtRERESE
TotalCount Integer FOIE: 1
K—iEK ID, HRSIHER, SRERMSIEE (EBEREEMEREREERSR, WZRERFTEIRE

Requestld  String Requestld) » E{TATREERMZRER Requestid.

4. =61

PN ERSERG
ity
BT

POST / HTITP/1.1

"OrderBy":

"Key": "service_duration_avg",
"Value": "DESC"

by

"Filters": [

{

"Type": "=",

"Key": "span.kind",

"Value": "server"

"InstanceId": "apm-6xYKFXYxo",
"BusinessName": "taw",
"Metrics": [

{

"Compare":

"Compares"

"Compar
"CompareByLastWeek"

1,

IRIFRE: BR=ItE (It ) BRSEATF 55108 #135m


https://cloud.tencent.com/document/api/1463/64927#ApmMetricRecord

RIFITERERSTE

"MetricName": "gps"

1,

"Limit": "10",
"StartTime": "1618361193",
"Offset": "22"

"EndTime": "1618677137",
"PageIndex": 1,
"PageSize": 10,

"GroupBy": [
"service.instance"

1

"Response": {
"Records": [

{

"Fields": [

{

"Compareval”": "",
"CompareVals": [
{
"Key":

ne

"Value":

1,

"Value": O,

"Unit": "",

"Key": "ser ce_durat
"LastPeriodValue":

{

"Key": "Compare

"Value": 13

"Tags": [
{
"Key": "service

"Value": "

"TotalCount":
"RequestId": "test
¥

i

P2 ERAEENEEO
HER2

IRIFRE: BRzITE (165 ) BRSEAS 55109 135




RIFITERERSTE

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeMetricRecords

<PEHERSE>

{

"Filters": [

{

"Key": "span.kind"
"Type": "in",

"Value": "server,consumer"

I

"Metrics": [

{

"MetricName": "duration_avg"
"Compares": [
"CompareByYesterday",

"CompareByLastWeek"

"GroupBy": [
"service.instance"

I

"Limit": 10,

"Offset": 1,
"StartTime": 1618361193,
"EndTime": 1618677137,
"OrderBy": {

"Key": "duration_avg",
"Value": "DESC"

}

"Response": {
"Records": [

{

"Fields":

{
"LastPeriodvValue":
{

"Key": "Co

"Value":

1,
"ComparevVal":
"Unit": "s",
"Value":

"Key": "duration_avc

IRIFRE: BRzITE (165 ) BRSEAS 110 #135;




O BHE

"CompareVals":
{
{

"Value": "Compare

"Key": "25"

"Key": "CompareByLastWeek",

"yalue": "-15"

"RequestId":

"TotalCount": I

5. FREHR

BR= APl F&
Sz API & B&E AP 3. $8i%63. API Explorer }2 SDK F#RRENA—ERFE, HEENE—ANOSORERBNZRHAFE API RS

API Inspector
FEFELEE AP| Inspector EEEHAE—HIRIEXBI APLRRBRER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. HiRG

RIS 7O SiZiERXAEIRID, BbEiRIIFER AHEIR0,
IR i
FailedOperation BIERM
FailedOperation.AppldNotMatchinstancelnfo AppID MU SBRFEEFTE,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

& WifiE

$5i=tD Fizipay
FailedOperation.InstanceldlsEmpty WEES ID A=,
FailedOperation.InstanceNotFound APM I SERFFE,
FailedOperation.InvalidinstancelD EEWSEES ID,
FailedOperation.InvalidRequest REEBR
InternalError HEREEIR
InvalidParameter SHEIR.
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(%) iiit= RS

B EIEREIER

EIEEHATE: 2025-03-20 10:46:31

1. EO#R

EOiEKIFESE: apm.tencentcloudapi.com
EBRETRARETIR

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik ESic] 353
Action = String ~HSH, XEOBE: DescribeGeneralSpanList,
Version 2 String AHSY, MMEONE: 2021-06-22,
Region = String ~HBY, FRFEESFH hiEFIER.
- . WSHES ID
Instanceld B String FOUE: apm-CViligasU
. - Span EiQFFAATIEE (B 7))
StartTime a Integer SEIE: 1617123538
. - Span Eif4ERAIEHE (g 7))
EndTime = Integer FBIE: 1617123538
. - : BRAZIESH
Filters.N = Array of Filter THE: {"Key": "service.name", "Type": "=", "Value": "java—-order—service" }
HE
MZiF Key B:
- startTime(FFi&Rtia)
- endTime(&5RAHa)
OrderBy = OrderBy - duration(laRzAE)
M= Value &:
- desc(i#FHEF)
- asc(AFHRF)
TBIE: {"Key": "startTime", "Value": "desc" }
Busi - . WSESRSE, EHaAPBEStaw
usinessName a String —
wFE: taw
Limi - ERIEME, EKiAJ10000, &iZBUESEE 0~10000
imit a Integer —
wFIE: 15
- SR
Offset a Integer =pifE: 1
3. e
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https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#OrderBy
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeGeneralSpanList

RIFITERERSTE

SHEW ik

BHE

TotalCount Integer FBIE: 200

Array of

Spans Span

Span 3:FIE

E—iEK ID, HIRSiRER, SXERBPIIEE (FEREELME € RIERFRIKE Requestld) o EfU

Requestld  String TR EEIRMZRBRY Requestid.

4. 761

TP EAESRANIE
1R4E Trace ID 5UFMEEIH Span, Filters Hifj2# 4§ Type i2EH in , 1§ Trace ID FIXRED, IFF

BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGeneralSpanList
<QHIERSE>

{

"OrderBy": {

"Value": "startTime",
"Key": "desc"

H

"Filters": [

{

"Key": "traceID",
"Type": "in",

"Value": "663727c6d5d4436dd1fcaa509d0£f4dc0, 6c2c8ebffd20a8e502276ec799446£98, 68d3062a4c559ba212a36f61c97ba8ac"

1,

"Limit": O,

"Offset": 10,
"InstanceId": "52Dpv13GR",

"BusinessName": "tdmg"

"Response": {
"TotalCount":
"RequestId": "test-test-test",
"Spans": [

{

"TraceID":
"Logs": [

{

"Timestamp": O,
"Fields": [

{

"Type": "servi

"value": "=",

IRIFRE: BRzITE (165 ) BRSEAS 114 135



https://cloud.tencent.com/document/api/1463/64927#Span

RIFITERERSTE

"Tags":
{
"Type":
"Value":
"Key": "dc

}

1,

"Process": {
"ServiceName":
"Tags": [

{

"Type":
"yalue": "=",

"Key": Jjava

"Timestamp": O,
"OperationName": "/test
"References": [

{

"RefType": "1",
"SpanID": "4

"TraceID": "663

1,

"StartTime":
"Duration":
"SpanID": "19g23wlg32

"StartTimeMillis":

P2 BAEARARTIR2
8% Tag FiEEMZSE Span JI%

BATH

POST / HTTP/1.1
Host: apm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeGeneralSpanList

<PHHERSE>

{

"OrderBy": {
"Value": "startTime"
"Key": "desce"

b

IRIFRE: BRzITE (165 ) BRSEAS 55115 H135;




RIFITERERSTE

"Filters": [

{

"Key": "pulsar:sub_name"
"Type": "=",

"Value": "participants"

I

"Limit": O,

"Offset": 10,
"InstanceId": "52Dpv13GR",
"BusinessName": "tdmg"

"StartTime": 1621923035

"Response": {
"TotalCount":
"RequestId":
"Spans": [

{

"TraceID":
"Logs": [

{
"Timestamp":
"Fields": [

{

"Type": "]
"Value":

"Key": "t

"Tags": [

{

"Type": "
"Value":
"Key":

¥

1,
"Process": {
"ServiceName" :
"Tags": [

{

"Type":
"Value":

"Key": "test2

"Timestamp": O,
"OperationName":
"References": [

{

IRIFRE: BRzITE (165 ) BRSEAS 5116 135




O BHE

"RefType": "1",
"SpanID": "ge

"TraceID": "663

"StartTime": O

"Duration": O

"SpanID": "

"StartTimeMillis":

}

5. FREHR

$R= APl £&
Bz APl & B&E API 3. $8i%63. API Explorer }2 SDK #REHNA—ERFE, HEENE—ANOEARERBBNZRHAIFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API K58, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BSFTIR
« Tencent Cloud CLI 3.0

6. =g

PATRFIL T O SSiBIEEXAEIRTE, EERIGFER AHERE
$HiRtY i
AuthFailure CAMEZ/£EREIR,
AuthFailure.UnauthorizedOperation AuthFailure.UnauthorizedOperation
FailedOperation BIEEM,
FailedOperation.AppldNotMatchinstancelnfo AppID IS RZFEEFEE
FailedOperation.InstanceldlsEmpty WEES ID A=,
FailedOperation.InstanceNotFound APM I SERFFE,
InternalError PEREEIR

IRIFRE: BR=ItE (It ) BRSEATF 117 H135;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(%) iiit= R

#BAEIT OpenTelemetry FAE5IE

EIEEHATE: 2025-03-20 10:46:31

1. EO#R

EOiEKIFESE: apm.tencentcloudapi.com
iBEAEIif OpenTelemetry EARHEFIZE
BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik ESic] 353
Action = String ~AHSH, XZOBE: DescribeGeneralOTSpanList.
Version 2 String AHSY, MMEONE: 2021-06-22,
Region = String ~HBY, FRFEESFH hiEFIER.
- . WSHES ID
Instanceld = String FOUE: apm-CViligasU
. - Span EiGFRATEIE (8 &)
StartTime = Integer SEIE: 1617123538
. - Span Eif4ERAIEHE (g 7))
EndTime = Integer FBIE: 1617123538
. - : BRAZIESH
Filters.N = Array of Filter THE: {"Key": "service.name", "Type": "=", "Value": "java—-order—service" }
HE
MZiF Key B:
- startTime(FFi&Rtia)
- endTime(&5RAHa)
OrderBy = OrderBy - duration(laRzAE)
M= Value &:
- desc(i#FHEF)
- asc(AFHRF)
TBIE: {"Key": "startTime", "Value": "desc" }
Busi - . WSESRSE, EHaAPBEStaw
usinessName a String —
wFE: taw
Limi - ERIEME, EKiAJ10000, &iZBUESEE 0~10000
imit a Integer —
wFIE: 15
- SR
Offset a Integer =pifE: 1
3. e

IRIFRE: BR=ItE (It ) BRSEATF %118 #135;


https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#OrderBy
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeGeneralOTSpanList

O BHE

SHEW ESis ik

BHE

TotalCount Integer FBIE: 200

SpansFERHFE S THIEMIENSBNE, ATRIREETESR, SENERHTNMT=54#R, LIERIBHNE
1. $SpansFEPRIXAXi#{T Baseb64 fEiE, BREEEEEFHEE,
2. {#A gzip WEERHFLEERTRE, BREENNFHERE,

Spans String 3. A UTF-8 F5&E, ISEERINFTHARRANE,

BiE:
H4sIAAAAAAAA/BRY3W7bPBJ9IYDXIixKoiz5bjcNii6KoGjSYIFNEFDk2GZkkSxJOU4Dv/tCcn4sx6LTtMB3Y0AUZ4)L

Requestld String E—i5XK ID, HIRSKER, SXERHBEE (HEREEMEEREERERSR, WZXERFTRIRE Requestld ) o EIDEATFS

4. 76
7P BABEf OpenTelemetry RA#EIE
iBAEA OpenTelemetry iARMESIE

BATH

HTTP/1.1
entcloudapi.com
application/json

ibeGeneralOTSpanList

"InstanceId": "apm-CVfliga8U",

"StartTime": 173986466
"EndTime": 1739865

"Limit": 10

lanZ+reme0

{7TblptmlcPLDVNgNUFs2

CgIjnt

IRIFRE: BR=ItE (It ) BRSEATF 119 #1135



RIFITERERSTE

uUlkMUSRO9HLAZX3

fqgVPV

K4UaxUnrcmW6

JkkBeKiPk

/JKLW7T1U5c¢

JjypOY+gblPau6TmltDzX1YzHt

EgKkHmP

5. FRERR

BR= APl &
Bl AP| F& B8 API X, iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMMAZREFRE AP RS,

API Inspector
M@ API Inspector BEERHIAE—SIRIEXBN AP RBER, HEmERSESHRARN API 53, tBaFiE API Explorer {T1EZRIX,

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee

« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

IRIFRE: BRzITE (165 ) BRSEAS £120 135



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go

O BAT

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR
» Tencent Cloud CLI 3.0

6. $HiR

ARSI T2 O SSBIEIRXRIEIRID, EthEiRIBIER 2545 R0,
RS
AuthFailure

AuthFailure.UnauthorizedOperation
FailedOperation
FailedOperation.AppldNotMatchinstancelnfo
FailedOperation.InstanceldlsEmpty
FailedOperation.InstanceNotFound

InternalError

IRIFRE: BR=ItE (It ) BRSEATF

iR

CAME S [EUEIR
AuthFailure.UnauthorizedOperation
BRAFR

AppID IS EFEEAEE

WSES ID Bz,

APM I SEFFFE

PIBBEEIR o

IR TERERS

121 #135;


https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1463/64934#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

&if) Tag #iE

EIEEHATE: 2025-03-20 10:46:31

1. EOkR

EOiEKIFESE: apm.tencentcloudapi.com

IREEESMRRY, E9fREHE.
BUMEROISRITEIRS: 200K%/%

##ZER API Explorer

IR TERERS

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. MN\EH

UTBERSEFIRVFIE TEROBRSHEMBILIHLSE, =8
SHEW Wi ESid
Action 2 String
Version = String
Region = String
Instanceld = String
TagKey = String
StartTime & Integer
EndTime & Integer
Filters.N & Array of Filter
OrFilters.N & Array of Filter
Type & String

3. e
SHEWR ESid) g
Values Array of HEEHE

String wHE: "

—iEK ID, HIRSIKLER, BRERIBIIEE (EEREEMFERFRERERSR, Wiz
BB ERMIZREKRE Requestld,

Requestld  String

4. =6

PN ELEEEE
RIEEETI RIS, ENEEE

BATH

IRIFRE: BR=ItE (It ) BRSEATF

["sso—api", "auth—api"]

N

~rH2%, FEOBE: DescribeTagValues,

>

HE%, MMEONE: 2021-06-22,

%

H2Y, FRFmZITH HEsIR.

>

\

WSSES ID
FE: apm-52Dpv13GR

HEZ
FBIE: service.name

FrHigRtiE (R )
~E: 1734400800

£5eRAIE) (AR )
w~fBIfE: 1734415200

EiREM
Or g5t

R
=ffE: agentConfig

R

KALIKEB Requestld ) o EfLiT

5122 H#135;


https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930
https://cloud.tencent.com/document/api/1463/64930#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1463/64927#Filter
https://cloud.tencent.com/document/api/1463/64927#Filter
https://console.cloud.tencent.com/api/explorer?Product=apm&Version=2021-06-22&Action=DescribeTagValues

POST / HTTP/1.1

Host: apm.tencentcloudapi.com

Content-Type: application/

X

"Filters": [
{
"Key": "service.instance",

"Type": "=",
"Value": "127.0.0.1"

I

"TagKey": "servier.name",

"InstanceId": "apm-CVfliga8U"

"Response": {

"RequestId": "apzl2zicapy-egixuc

"Values": [

¥ e cE—aaa U
apl®,

5. FREHR
BR= APl £&

Sz API & B&E API X, $5i8F3. API Explorer } SDK $#ZRNA—ERIFE, HEENE—ANOSORERBNSREAFRE API RS,

API Inspector

FARFTEE AP Inspector BEEEFHIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer B#{TEZEIR

SDK

= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
» Tencent Cloud CLI 3.0

6. $EiRE

IRIFRE: BR=ItE (It ) BRSEATF

uehg346v59c

IR TERERS

55123 #135;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/apm/v20210622/apm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/apm/v20210622/ApmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Apm/V20210622/ApmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/apm/v20210622/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/apm/v20210622/apm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Apm/V20210622/ApmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/apm/src/v20210622/ApmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-apm/lib/v20210622/client.rb
https://cloud.tencent.com/document/product/440/6176

& BiE

IR 7O SSIZIEHEXANERID, EthEiRIBER AHEIRE.

$HiRtD Fizipa

FailedOperation BERM
FailedOperation.AppldNotMatchinstancelnfo AppID MUSEFEEFTE,
FailedOperation.InstanceldlsEmpty WEERS ID A=,
FailedOperation.InstanceNotFound APM I SEFZARFE
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O BHS

SRLH

ERIEEHASE: 2025-02-24 01:08:56

APMKV

APM iFmsiseBige(Ens

#UNT#EOSIA: DescribeMetricRecords, DescribeServiceOverview,

=t

Key

Value

APMKVItem

APM i&H KV 413

B iR

Key BEEX
=BIE: Name

Value EEX
fi{E: CloudMonitor

#UNT#EOSIA: DescribeMetricRecords, DescribeServiceOverview,

=t

Key

Value

ApmAgentinfo

APM Agent {8

. Key BEEX
St =
ring = =Bl{E: Name
String = Value fEEX

~Bl{E: CloudMonitor

#aNTENOSIA: DescribeApmAgent,

=t

AgentDownloadURL

CollectorURL

Token

PublicCollectorURL

InnerCollectorURL

PrivateLinkCollectorURL

£S5 filiR

Agent Tttt

String ~BE: https://agent.tapm.tencentyun.com/DownloadAgent

Collector iRttt

String TBHE: http://xxx.xxx.xx:8080
Strin Token 52
N9 ~BE: 14dac76ca10f4610f727ca68528758b43980251387493706d18988fa7d0621b7
Strin S 3Rl
9 TBHE: http://xxx.xxx.xx:8080
Strin Bfff VPC Ligitiit
9 TBHE: http://xxx.xxx.xx:8080
. PIRI_EiRitiE( Private Link _EiRitit)
String

FUE: http://xxx.xxx.xx:8080

ApmApplicationConfigView

RIFAtEXRYECEFIRIN

#ENT#EOS|M: DescribeGeneralApmApplicationConfig.

=3

InstanceKey

ESid] Wik REiR
String S WEES ID

IRIFRE: BR=ItE (It ) BRSEATF

IR TERERS
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=t

ServiceName
OperationNameFilter
ExceptionFilter
ErrorCodeFilter

EventEnable

UrlConvergenceSwitch

UrlConvergenceThreshold

UrlConvergence

UrlExclude

IsRelatedLog

LogSource

LogSet

LogTopiclD

SnapshotEnable

SnapshotTimeout

AgentEnable

InstrumentList

TraceSquash

String

String

String

String

Boolean

Integer

Integer

String

String

Integer

String

String

String

Boolean

Integer

Boolean

Array of Instrument

Boolean

IR TERERS

12743
BIE: apm-0590XBfTL

A&
~BE: java-order-service

|

EOEE
=BIE: RPCServer/market.MarketService2/(.*?)

o

EIRSEBITR
~fE: io.grpc.StatusRuntimeException,java.sql.(.*?)

o

HTTP #midiE
FBIE: 400,500

o

RFAZEFX (BER)
wNE: true

o

URL #8(FFX 0 X 1 7
BIE: 1

3

URL W8gisiE
FBHE: 50

7|

URL 485 mi IE R
FBE: market.StockService.getStock(.*?),market.StockService.getPreDayS

7|

URL HERRFRMIIERY
FBE: market.StockService.getStock(.*?),market.StockService.getPreDayS

7|

EEAEREOX1HF
whE: 1

7|

BER
hiE:

|

CLS

BEE
~BE: postgres

|

BEER
=fHE: 032f3078-10b6-4620-978f-1696e8e79696

|

FiEERREBFF X true FFE false %l
TBE: false

o

1SRRI RIEE
~BIE: 2000

o

REEFX
& true

o

o

BHIERFAX (BEFR)

HERRERETX (BER)
& true

o

ApmField
EinsEEe

#INT#EOSIA: DescribeMetricRecords, DescribeServiceOverview,

& =] it
. fetRE
Key Stl’lng 7.|_<1§!”E aps
fEtREE
Value Float FBIE: 0.01

IRIFRE: BR=ItE (Ib5R) BRSEAR %126 #135;
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filik

1EFRRRYS IR B
HE: ms

FEILLEREAE, HEFER
EE: WFEREEERE null, RTREAZENE,
TBIE: [{"Key": "CompareByYesterday", "Value™: "0.0%" } ]

Bt E—1 EERR B IEinEE
R WFERAEERE null, RREAZEYNE.
wBIE: [{"Key": "CompareByYesterday", "Value": 8.092753335107176 } ]

FLListRE, EFM, FEXER

E=4 Bl

Unit String

CompareVals Array of APMKVItem

LastPeriodValue Array of APMKV

CompareVal String
ApminstanceDetail

APM UISEFER
#HaNT#ENASIA: DescribeApminstances.

=t

Instanceld

Name

Description

Status

Region

Tags

Appld

CreateUin

AmountOfUsedStorage

ServiceCount

CountOfReportSpanPerDay

TraceDuration

SpanDailyCounters

BillingInstance

ErrRateThreshold

SampleRate

IRIFRE: BR=ItE (Ib5R) BRSEAR

FHIE: 0
ESidl iR
Stri WS3ES ID
rng FBfE: apm-52DpvI3GR
Stri WEBR%ESZ
rng THIE: Wik Demo
Strin WERFEAEE
ing TOE: R RS
WRRGRE. {
Integer 1: ¥0daMLeR; 2: i5170h; 4: PR}
REHE: 1
Strin SR G FRIE it
9 ~FE: ap-guangzhou
Array of ApmTag WEBFES Tag FIFE
AppID 58
Integer RIfE: 12653698
Stri gIEZEA Uin
ring RBIE: 12543625
Float FiEERE(8A: MB)
oa RBIE: 100
Integer iz S RFRSS RN A=
9 wHIE: 2
Int Bi9.LiE Span £
nteger FBIE: 100
Inteder Trace EiBRERH (B4 X)
9 wHIE: 7
Inteaer B RS LIREGE
nteg FEIE: 500000
ntecer VESRASFCTETE (0=kFE, 1=EFF&)
9 wOIE: 1
Inteqer HIRETE (B %)
9 FHIE: 30
RHEEE (BB %)
Integer

whE: 1

IR TERERS
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=t

ErrorSample
SlowRequestSavedThreshold
LogRegion

LogSource

IsRelatedLog

LogTopiclD

ClientCount

TotalCount

LogSet

MetricDuration

CustomShowTags

PayMode

PayModeEffective
ResponseDurationWarningThreshold
Free

DefaultTSF

IsRelatedDashboard
DashboardTopiclD
IsinstrumentationVulnerabilityScan

IsSqlinjectionAnalysis

StopReason

ApmMetricRecord

IRIFRE: BR=ItE (Ib5R) BRSEAR

b5

Integer

Integer

String

String

Integer

String

Integer

Integer

String

Integer

Array of String

Integer

Boolean

Integer

Integer

Integer

Integer

String

Integer

Integer

Integer

R

REABHEREE (0=X%,1=F)
=HE: 0

K EBARRERE (B ms)
=HIE: 500

CLS BFFrEitis
=BIfE: ap—guangzhou

BEIR
w~ffE: CLS

BEIhgEFX (0=%, 1=F)
w~BfE: 0

BEER ID
=BHE: cls—acvi2b

ZUSRAZFIHNENE
~EE: 3

ZISRARIE2KERMANE
BE: 5

CLS B=%&E
FBIUE: cls-v1241nb

Metric #iBRFIHE (861 X)
=EIE: 30

BAFREEXRTIRESIER
FNE: ["custom_key_1"]

WSRFITEENX (1HFTE, 0RENE)
wUE: 1

WSBRGFITEENRTER
=HE: true

IRZA &R (B8 ms)
=HIE: 500

BE2%E (0=5, 1=IRf2HE, 2=R2%%E) , BAO
w~BfE: 0

25 TSF BRMLS RS (0=, 1=2)
w~HfE: 0

2% %8t Dashboard (0=3%, 1=F)
=BIE: 0

XEXf9 Dashboard ID
*BE: dashboard-vcav134

EEFBAMGRERN (0=X, 1=F)
EE: 0

BEARE SQL EASHR (0=%, 1=F)
FHE: O

PRIREE . {
1: IEzChRIRER;
2: X FAhRBRER;
4: i FAhREIHE;
8: kSR

}

wUE: 1

IR TERERS
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O BHE

EtRoIRST

#HANT#EOSIA: DescribeMetricRecords, DescribeServiceOverview,

E=gd ESic] iR

Fields Array of ApmField field&H, AFiEFNEIDEE

Tags Array of ApmTag tag#iie, AFEX5 Groupby KIFIR
ApmTag

HE (IFE) ¥R

#ANT#EOSIA: CreateApminstance, DescribeApminstances, DescribeGeneralMetricData, DescribeMetricRecords,
DescribeServiceOverview, ModifyApmInstance, ModifyGeneralApmApplicationConfig.

B ESid) Wik i

HEKey(3I8, TEKey)

Key String = =BIE: region
. - HEE (FEEH)
Value String = R{E: ap—guangzhou
Filter
BigiESH

#ANT#EOS1A: DescribeGeneralOTSpanList, DescribeGeneralSpanList, DescribeMetricRecords, DescribeServiceOverview,
DescribeTagValues,

E=4 ESidl Wik 3%
. - AR (=, 1=,in)
Type String = FBIE: =
. - TRHEES
Key String = =BIE: service.name
Value String - iRE, ndRAEXBEESHESME
= ~fHE: sso-api
GeneralFilter
BidiESH

#INT#EOSIA: DescribeGeneralMetricDatas

20 HRY Wik iR
Key String = giﬁg;gsgerviceN ame
Value String = aj::ﬁg sso-api
Instrument
A

#ENT#EOSIM: DescribeGeneralApmApplicationConfig.

E=4 ESid) Witk 3%
£ Uiy
Name String & ArET

FBIE: Redis

IRIRERE: BR=ITE (1bF) BRSEAE 129 135
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E=4d £S5t
Enable Boolean
Line
bi=ton: kst

#WANTFIEOSIA: DescribeGeneralMetricDatas

HAEFX
BUE: true

& xm faid
' ) IBiRE
MetricName String TBIE: qps
_ ) BRI S
MetricNameCN String A e
_ _ RdiElR=5
TimeSerial Array of Integer TBIE: [1617124595, 1617124596, 1617124597]
_ HiEFT
DataSerial Array of Float BIE: [1.0, 2.0, 3.0]
Tags Array of ApmTag BEII=
OrderBy
HFFER

#HANTEOSIA: DescribeGeneralMetricData, DescribeGeneralOTSpanList, DescribeGeneralSpanList, DescribeMetricRecords,

DescribeServiceOverview,

E=4 ESic) Wik
Key String =
Value String 2
QueryMetricltem
&g

g

EEHFFER, WX startTIme, endTime, duration
TBIE: startTime

asc lfiFHER | desc EIFEHEE
BE: asc

#WANTFEOSIA: DescribeMetricRecords, DescribeServiceOverview

E=4 i Wik
MetricName String =
Compares Array of String a
Compare String a
Span
Span 3%

WA TF#EOSIA: DescribeGeneralSpanList,

IRIFRE: BR=ItE (It ) BRSEATF

ik

EiRE
FBE: request_count

[Etk, M3z¥F CompareByYesterday (SHEX#EEL)F1ICompareByLastWeek (5. ERE#ELL)
=E: CompareByYesterday

FtL, EFA, FEIER
FE: CompareByYesterday

IR TERERS
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IR TERERS

=i ESic] Wik ik
Trace ID
1 =
Tracelb String = RBIE: 7223429a8f7d6685
Logs Array of SpanLog & BE
Tags Array of SpanTag £ =&
Process SpanProcess £ HERARSER
Timestam Integer & FERRED)
P 9 = ROIE: 1621843224175
. . Span &R
=
OperationName String a RBIE: span_foo3
References Array of SpanReference B KEAXER
. FELERT TR (FD)
=
startTime Integer = THIE: 1621843224175963
. FEEEERT ()
=
Duration Integer a FEIE: 500098
. Span ID
=
Spanib String = FOUE: 7a23429a8f7d6685
. - FEERTEIE (RY)
=
StartTimeMillis Integer & FOIE: 1621843224175
. Parent Span ID
=
ParentSpaniD String = RE: 7a23429a8f7d6685
SpanLog
SpanBE&S
WA TIEOSIA: DescribeGeneralSpanList,
& S it ik
Timestam Integer = BERE R
P 9 = mBIE: 1621843224175
Fields Array of SpanTa = frs
yoiSpaniag = HIE: tagsl]
SpanProcess
IRSSHEXER
WA TIEOSIA: DescribeGeneralSpanList,
& ESic] Wik ik
. . RIFARRSS & HR
S N =
ervicelName String = BIE: broker-gz-test
Tags A
T A fS T =
ags rray ot spantag = RBIE: tags(]
SpanReference
Span L FilkBXR

W TEOSIMA: DescribeGeneralSpanList.

IRIFRE: BR=ItE (It ) BRSEATF £8131 #135%)



O BAS

=t

RefType
SpanlID

TracelD

SpanTag

rE

String

String

WA T#EOSIA: DescribeGeneralSpanList,

=3

Type

Key

Value

IRIFRE: BR=ItE (It ) BRSEATF

String

=
=

i

il

IR TERERS

Wik iR

- EEARRAR

= FfIE: CHILD_OF
o Span ID

=

TBIE: 7a23429a8f7d6685

o Trace ID

= TIE: 7a23429a8f7d6685
ik

e i)

~BIE: string

r&EKey
EE WFERAEHRE null, RFEWAEERE,
=BIE: status.code"

REE
R WWFRAERE null, RENAAERIE.
THUE: 0

5132 H135;
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tHIxRTS

EIEEHATE: 2025-01-15 01:07:53

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APHZOKXMK. fig:

{
"Response": {

"Error": {

ded credentials

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error i Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

IR TERERS

could not be validated. Please check your signature is correct."

L]

BOBT%,

{ERLEPAY Authorization RGABASIRE,
=L (F=R= API BHEER) .

MFA $8i%.

BRFFE. 5 256 RERPREORNSHESRR, INKSES, BSRERBPREES

IEth, EERIRFEEER.

EREH, Timestamp MRSHEABERFEERSH, BEEFRIAEDI SR ERE

[SE

BEEHER. ERTEER, BURBAASNPHESHEEEEESIHETE.
token #iRo

ERKEN . 1ESE CAM HEFILERATIRA

DryRun #{E, KFBEKEEZMINNG, R2S1&7T DryRun 28,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESERN. RBEHR) .

SHEUEEIR,

iBXK body B multipart =52,

IP it FER S g,

IP bt REE B P,

B EERRS o

ROSH.
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BT R

T EA

NoSuchProduct FRAFE
NoSuchVersion BORAFFE.
RequestLimitExceeded ERANREBIE T SRR

RequestLimitExceeded.GlobalRegionUinLimitExceeded  EMWSH#BISRERHE .

RequestLimitExceeded.IPLimitExceeded IP BR5® o
RequestLimitExceeded.UinLimitExceeded EMRSRIT,
RequestSizeLimitExceeded EREEIIREIAN
ResourcelnUse BRW G
Resourcelnsufficient BERE.
ResourceNotFound BRAFFE.
ResourceUnavailable FREATH,
ResponseSizeLimitExceeded IREI BT IREIA N
ServiceUnavailable LAIRS SRR T,
UnauthorizedOperation RIGHURIE,
UnknownParameter FHMSHER, APSEREXNSHESSREIR.
UnsupportedOperation BIERZSS.
UnsupportedProtocol http(s) IERIMYEEIR, J2# GET 1 POST &K,
UnsupportedRegion BOASHE b

VS EEIRES
$5i=tD ERE
AuthFailure CAMEZ/EMUEIR
AuthFailure.AccessCAMFail CAME£R LM
AuthFailure.UnmarshalResponse CAMEEIU R
FailedOperation.AccessTagFail IBIERE LM o
FailedOperation.ApmCredentialNotExist tokenfEBFFE,
FailedOperation.AppldNotMatchlnstancelnfo AppID IS EREEFEE
FailedOperation.DemolnstanceNotAllowModified FePAZREWSESERES ID BES Demo WSES ID B, FAVFHESUIEO.
FailedOperation.DuplicateService BOESESHRNAS
FailedOperation.DuplicateTagField BOESESNRESR
FailedOperation.InstanceCannotModify ZWSRFARRIFEN
FailedOperation.InstanceCannotTerminate ZWSRFEARRIFHDE
FailedOperation.InstanceldlsEmpty WEFRS ID A=,
FailedOperation.InstanceNotFound APM I SEFZRFE.
FailedOperation.InvalidinstancelD EEWSFES ID.
FailedOperation.InvalidParam AEiENS
FailedOperation.InvalidRegex IEEMENRIATC,

IRIFRE: BR=ItE (Ib5R) BRSEAR 26134 #135;
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$5i=tD

FailedOperation.InvalidRequest
FailedOperation.InvalidServiceName
FailedOperation.InvalidTagField
FailedOperation.InvalidToken
FailedOperation.MetricFiltersLackParams
FailedOperation.NotlnnerVPC
FailedOperation.QueryTimelntervallsNotSupported
FailedOperation.RegionNotSupport
FailedOperation.SendRequest
FailedOperation.ServiceListExceedingLimitNumber
FailedOperation.ServiceListNull
FailedOperation.ViewNameNotExistOrlllegal
InvalidParameter.FiltersFieldsNotExistOrlllegal
InvalidParameter.GroupByFieldsNotExistOrlllegal
InvalidParameter.MetricFiltersLackParams
InvalidParameter.MetricsFieldNotExistOrlllegal
InvalidParameter.MetricsFieldsNotAllowEmpty
InvalidParameter.Periodislllegal
InvalidParameter.QueryTimelntervallsNotSupported

InvalidParameter.ViewNameNotExistOrlllegal

IRIFRE: BR=ItE (Ib5R) BRSEAR

IR TERERS

B8

FEEER

WSS RFEFIMASFITE
TagHIEET X AIKey

F&ittoken
EiiEIFRHIEEARGROTRSE

3ERR VPC.

EifiiEXERZE.

izt .

REEEEREY

RIFAEGEIE104

RIFA%IFRA=E

MESFFESIEE.

Filters RFBRAFERIEE.

GroupBy HFHZERAFEHIEE,

Filters F%ZRIFTE service.name FE&, BNEIRIE,
Metrics FIIFBRAFERIEE.

Metrics RARAIFHZ,

Period%#%, 0560,

EOREARYTE, RS RESIIRII30KMINEIE.

NBESHAFERIES.
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