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BIICREENERLMMALRIS T, FTERIEIRTER

© AR:
Bai{}5z#% aegis—web-sdk #1 aegis—-mp-sdk.

REPR
FXEY Response Headers

igE—1MEO “https://aegis.qq.com/generateOrderinfo’, ZEONE—1BEENHI Response
Headers “x-request-id’, {E2 “monitor’, AEIGIRITEIE—ITIR,
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Headers Preview Response Initiator Timing

v General

Request URL: https://aegis.qq.com/generateOrderInfo
Request Method: GET

Status Code: @ 200

Remote Address: 127.0.0.1:8899

Referrer Policy: strict-origin-when-cross-origin

v Response Headers

access-control-allow-headers: sw8
access-control-allow-origin: *
access-control-expose-headers: server
content-type: application/json

date: Thu, 28 Jul 2022 07:36:50 GMT

server: nginx

x-request-id: | monitor

BRiRFBEIICRXMER RUM ERiTEBRIGIRAHER, LRSI
1. 18 SDK AREIEFhRE o
2. {2ef#iait SDK BI7530,

new Aegis ({

id: 'xxx',

reportApiSpeed: true,

api: {
apiDetail: true, // LIREOBRSHINEEIE
reportRequest: true, // E=&EOLIR
regHeaders: ['sw8'], // iCHR request header
resHeaders: ['x-request—-id', 'content-type', 'server'] //

I3 response header, [F2{ERNG
o
P
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3. £ unsafe header
SRR E2E, %M content-type’ WHET, B2 "x-request-id’ #ll ‘server’ E2iRBMEE.
IeA3ER xhr.getResponseHeader() Z3XEW#EX header, 2&MHAEKIE, MENKES LIRS

=
EEO

Refused to get unsafe header "x-request-id"

Refused to get unsafe header "server"

@ iRAB:
BMRBEERTSR 185300 o

WATFEERE unsafe header, {FHFE LiRAYEONMLE Access-Control-Expose—-Headers, #TFFRr

7~

location /generateOrderInfo {
add_header Access-Control-Allow-Origin *;
add_header Access—-Control-Allow—Headers 'sw8';
add_header Access-Control-Expose-Headers 'x-request-id,

server';

proxy_pass http://9.139.xx.xx:9301/generateOrderInfo;

HRHRUT:
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generateOrderinfo €

PR 2 AR EE 40 5, #H 4ms, BFRE: 40

date level uin

date

level

uin
name
sessionld
aid

msg

from EOBRA

»  2022-07-28 15:47:36 1658994453

&
referer

version
country
province
city

isp

ip

userAagent

#XEY Request Headers

EZS 0 BB C)E’HiLuceneiEfﬁ

SEREN

msg
req url: https://aegis.qq.com/generateQOrderinfo
req method: get

req param:

res duration: 2540ms

res status: 200

res retcode: unknown

res data:

res header x-request-id: tick666

res header Content-Type: application/json

res header server: nginx .

res header x-powered-by:

req url: https://aeqis.qa.com/generateOrderinfo

$XBY request headers BI{FERBRIXE response headers BIAXNAEBUER, IFEEMBEHFHRENTE

txichY header BNEJ3XEY,

new Aegis ({
id: 'xxx',

reportApiSpeed: true,

api: A
apiDetail: true, // LiRIEOERSEHINEEE

reportRequest: true, // ZEBEOLIR

reqHeaders: ['sw8']l, // icx request header

IRHY request header F2BHLRIREIRE, FINKRAFE.

FINESEOBRPSE request header, BIEITERBZHERIEXEIRE,
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Eh# 100 %, #FEF2ms, B&H: 205

date level uin

EOERA

Fo
oy

»  2022-07-29 10:56:53 1659062592

M saxew B
msg

req method: post

req param:

res duration: 93ms
res status: 204

res retcode: unknown
res data:

req header sw8: 1-ODdkM2Y5YzQtZDYwNS00Yjc1LTg3N2MtMjczN2YXNWFiZjg3-MjimZjRmMGUtY2N]ZiIOONDA1LThhNzgtN2QxM;jY 1
10ZXNOPGJyb3dzZXI+-djEuMC4w-aHROcHM6LyShZWdpcy5xcS5jb20vaWskZXguaHRtbA==-YWVnaXMucXEuY29t

req header Content-Type: application/json
res header x-request-id:

res header Content-Type:

res header server: nginx

res header x-github-request-id: T

B3R trace header

B#i Aegis SDK E&M Bzh##Er opentelemetry. skywalking. sentry & trace %89 header, 38
Bahi#T LIk, MNRAREENES trace 8618% SDK, TJLASEH traceid BEniREITHEE.
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B AT EE O - SEREASE SRRl
B0 e wl®E RERAEE BEVEHET I
o mRTR
[ zzEs
(© Dashboard ERTEEARE . weD120000 Zdemo v | e@EE v EE ABAM0400 234000 H A% E (D e e 32
O S
@ #ABRL Bt
[@ gz=m
PR =
==t SIS 1002, BEH: 126360 FExaE il
O FFERES v/
AR . date date 4 msg level trace
) s Isve\
£ Prometheus o fetch req url: hitps:/aegis qg.com/generate Orderinfo Ech]
uin
© Grafana B% cessionld res status: 200 & »
) [ FHEAPM
) REFtHREER aid ) 2023-11-101756:00.385 0 BEEAE d0ad 664
ez Bz
BRI req method: GET
from
B sy =
HESR Bt 2
. mEE oferer Uncaught ReferenceError: a is not defined @ (hips://aeqis.qq com/test himt 155:25)
2023-11-1017:58:00.385 ISER
version ' Error message: a is not defined \n Error.stack: ReferenceError: a is not definedin  at hitps://aegis.qq.comstest himl: 155: e
- H&EE %
country
© REAIf province fetch req url: hitps://aegis.qq.com/generate Orderinfo
+ MEAER ity res status: 200
Isp
. AP ) 20-01TSTERT05 ree duraton: 861ms EEEES 53a98300-0550-4565-aee(- 0922038 1 bach
in
- AR userAgent req method: get
. BEVHE netType E£
brand fetch req url: hitps:/aegis qg.com/generate Orderinfo
.
= device
= ‘f&f’fmﬂﬂ}ﬁ:‘@ res status: 200

e dn)

MBELOFINT BEX header, £SEIEOEKREE, FEMHZOH#HTRIEAGELIR. Gli0: THEIFHEERE
BB “sw8”, £ nginx BAYECE RN Access—Control-Allow—Headers .

location /generateOrderInfo {
add_header Access-Control-Allow-Origin *;
add_header Access-Control-Allow-Headers 'sw8';

add_header Access-Control-Expose-Headers 'x-request-id, server';

proxy_pass http://9.139.xx.xx:9301/generateOrderInfo;

e o]
HABRTEBAENSHRIBER request header ?

planfz@EE et key LiERFIMFIC, (£ traceid BIER; HEZIENIRT aegis IIMISE=HETWA SDK.,
B{fER skywalking TBRIBIRAIIA N ATLAS R AfEiRHEEEITE .

ZH/ICRIBK request header, #Hilid skywalking $TiBa1inT1/EE AP AAREEE, BIRIZE RUM L&EXx
BRIARER . BliRisREREEMaiRIEsEHES.
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LR

MFE—ERARSMNMER, FE—URSSESTTELHN . IMUsEHREEMHERSthEARMR?
IMNEF—REFERIRR
nTediae (5R) :
IMEFUMREAOZTEMFZILRZHES, DIESHEREOBERS, NEHEE, BNMEFNEIRSBEIIE
AJaEieid bs, MMBZANHKXEEZIWEERFEIXE, RIE (High performance iOS Apps ) RS
i€, 25% WIRPERBRBLIAEEE 3s amsFEER.
KU/
—RERREAEGSRBIKIIRTAZTIGRWT, RNFRE, BEDEEEME, MEFHRNEEE,

XEAEFER T IRKEHEAFEE, NTEHERRAFEE. FIIRBSNMENMEFMENRIRBAIISZERS R, (EAK
BRFIHESE,

Cdang
BRI
SR ARULSRS

1. EF RlimiEREIEIEERIS -
2. EEMFS=HENAEE > ISREA.
3. RIS RGERRSTARISRE, THEPESISSHMHDEEXNINEIT,

$H2: QR

1. EEMRSERA TR,
2. FHIESKERBENABEA, HEHEFENBIRXER,

$W3: REMMHWL RUM-SDK

1. Z%: WIT TGS, 7 npm BEZRE aegis—mp-sdk;

$ ——save aegis-mp-sdk

2. Mgalt: SETILERE— Aegis £H, ENBNYEE, #it SDK,

Aegis from 'aegis-mp-sdk';
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https://console.cloud.tencent.com/rum
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const aegis = new Aegis ({
id: 'vgémeud7xp638dLL95', // RUM ERIBEILIR key
uin: 'xxx', // FBPM— 1D (AE)
reportApiSpeed: true, // ZLINE
reportAssetSpeed: true, // BRSFIENE

spa: true, // spa NARENEERIHERR &

hostUrl: 'https://rumt-zh.com'
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Fh i ) ) o
DA 01 &, FEK 4ms, BEN: 31 FRKAS HiAhE  Skas
[ date
date uin msg
o E5..
uin
b "oLE 130141 L N | Script emor. @ (:0.0)

sessionld

Uncaught TypeEror: Failed to execute ‘getComputedStyle’ on ‘Window'": parameter 1 is not of type 'Element’, @ (htlps;ﬂssl.qongyi,qq‘comfpll
- atc/iblswiper-45.0.minjs:12:11271)
msg

from

yooaed SME 112411 11 Errormessage: Failed to execute ‘getComputedStyle' on "Window': parameter 1 is not of type 'Element’, \n Error.stack: TypeError: Falled to exe
cute 'getComputedStyle' on 'Window': parameter 1 is not of type ‘Element'\n  at Object.getTranslate (https://ssl.gongyi.qq.comis/static/lib/
iper-4.5.0.minjs:12:11271)\n  at h.getTranslate (https://ssl.gongyl.qq.com/js/static/lib/swiper-4.5.0.min.js:12:26874)\n  at h.loopFix (https:/sgl
gongyi.qq.com/js/static/lib/swiper-4.5.0.min.js:12:33697)\n  at https:/ssl.gongyi.qq.com/js/static/lib/swiper-4.5.0.min.js:12:102981
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MR IEERE BRI R FE
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LR

M rinERR, REENEMAE, MENREESR, RAROHRELE. FOEESEMTEE RUM FJHRKE
&, HEIERMEEIEEITRAMNRK.

SCRERIIRE
B BARA .
SLREP R

s

THEWKRBIEARRMAES . BilRSEEEESR, FRNANSFEIREFMATNEATRE, LA BN
A6, SIERMNBRAEE,

DI b &L E

Core Web Vitals

4128.43ms 30.64ms 0.64
LcpP FID CLS

SNEE, BFEIXET 4.8s, LCP (RARBEH ) MBEEET 4s, EIRENMAFRBUE “POOR
(RE)” F& , CLS (RIRGBEBAL) 50.64, HIEBLEFEIFRW. BEANZINETH—SHIR?
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https://cloud.tencent.com/document/product/248/87187
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LCP (Largest Contentful Paint - R KR&LH ) : LCP EEMNARIEKRMILFENFPERE
Ko RABTEFABNE. RXNTRBEERE RN, Bl ABIREARITE,

CLS ( Cumulative Layout Shift - EI3f%E#(L) : CLS RESEMRAIENESEAARKRER
FrEEMBRENESEH. SoRFTINESES, He 0 X-LREE, BHFHX, MRIGER
Bix,

FID (First Input Delay — ENREIANIEER ) : MEAFEXSZHUNRES) ( SEiEE,. SikEd, &
%) FREEESmR X ERZ BRI . WEEHRRMNKEHAPERXSERETERNTE.

Pt Top WBiaRME

A FilmIERELSIE > MEAE RE, EREELE TOP MR “BREMNE" fHF, HIEREESANANRE
HEATA—TUSREHITLIR, SH—LEIRENTENBHRIETE TN, N5, EXFRMEBERTRERN
WSSRFE LIRENE, HEERLRTHR,

BRI

RS TOP

BREEFMP)FISE ¢ BH-% ¢ RERLNE ¢ 9H-X ¢ REISH(FEMITH ¢ BH-% ¢ REME L

M EERMNEZRALZE LS T NANTEBER—MSRALIRY, SHEFMEEMIERE. BIIBHITT—2H
B,

BRSNS ERE AR

HEPR T RERIFIE, HABST—TRENXEFH. MEPITLIERR, MESKRMNXERNRESFIEEW
HAEK,

ISP I
C E3 g hank b 9 > Q
st 4
FEEE 1592 (58.43%) 492889 ms
— &8
B olgainfra softba.
B — ‘ ' Igdacom Ig d.. i _
*®| - ucom arter... 2 Bl ] 538 (20.08%) 471353 ms
RERE
3 hE 229 (8.55%) 4754.25 ma.
4 5 60 {2.58%) 3213.32 ma
", ‘ ot ] 5 gigaintra safibank b corp._|p 25 (0.93%) 6131 84 ma
@,
6 ueom arana networks 25 (D.93%) 4449.84 ms
corporation_ jo
HE 25 (0.93%) 5931.68 ms
8 R 24 (0.90%) 3661.04 ms
10 f200
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https://console.cloud.tencent.com/monitor/rum/performance

BT RbeE
WEREIUEEZRAE BAMSESE “ERNE" AR,

MM SAHE

=

B “F12i2F15T088" MAPRERNERERMEFRETON, F IS AR T1.7MSHINEREE.

Preserve log Disable cache No throttling
Hide data URLs All Fetch/XHR CSS Img Media Font Doc WS Wasm Manifest Other Has bloc
Use large request rows Group by frame
Show overview Capture screenshots

Oms 887ms 904ms 921ms 937 ms 1.00s 104s 1.09s 1.14 1.22s 154s 155s 1.72s 174s 2.09s 210s 2.12s 2.14s

Name Method Status Protocol T... Initiator Siz» Time P... Waterfall

GET 200 http/1.1 s... perf?PID=... 1.7 MB 209ms H... 1
GET 200 h2 S... rf?7PID=... 15.8 kB 38ms H... &
GET 200 h2 s... aegis.min.... 9.3 kB 145ms L...

BH—2 o1, ZWiXNAERIIR React 1B, ERARSZmERNBRAT, RASSEMEE JS BFHE
B9, MARXERS JS XHEHTEM— bundle , SEFET—MEXRY JS X, X4 JS 4R T AR
REESAIHRIR . FRILZIMERM T Z JS XHRESHF HTTP2 ¥, BRE(IliZaMaiit?

=771 1

RIE LAMIRER, HAENAPEMATR:
1. F8, BEBAHINMEBITEMA vendor, HFEXAMHESIEME

2. Xig—LeEEE, FIMNBRSIANT 22/ lodash, iLHME lodash-es, 51& webpack
treeshaking; ZE{XH TIEEMITEMENETSIAL moment; i jquery, XZ# jgquery {(UXAT
BiIEANTTE,

3. #iEA webpack-bundle—-analyzer 31 T8EBHTTOH, EEMLESAFTESIH, HETTLARMIT
&,

4. MEMYBELESIAN HTTP2, 8H 7T —/\aIseESEIRE, 18—\ svg kT base64,
i@id BREB R EE RN 4.8 (ifkEl 3.2s, REEMPE “FRENFE" FEREETES50%.
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HENEeHE

DNSER | 4.87ms

RS, BET—NiEE, AP “SRINE" HEESXEERET, B2AH4 “BFEE eEHEN

HIRIELRE(R ( TFE50% ) We?

BN RESTAN, ZREENFESMAE, SHTIEES JS KiBiglE, SiF—LiiELR, AFTAI

&, EAEmMZEMNDLE, BHEMEF, T RREERSH TFIIRBAE:

1. WEEHEMEETE, Aegis SDK B—EZIEEITRIRHESZEI T, SEHLIRATIIEIZER T RERRT
i, FREAEIRAY “ERFFER” HSEELLSERRIERT.

2. AFNNHESEERSAE, HEMHRES DOM &, thimEHEHRES DOM nHEMNEWL, SHT Aegis
SDK itJHkpIEFrat ZMEFHESER “GFIE .

1R LIAFANERE, BAIERNSNBLHTTE, XKIBEERATRERN “GFEIE -

TENERTE

It “ERFFER BERMAZHMN12 7T, ER CLS i85S —EHR “POOR” BIRE. FEH(IXS CLS Bi#t
it

CLS =Rzt

CLS EHRTHARBREE, BXERS, RILMZNAT—MIIRENEEEERNS, BTHEFRS,
—RRTE 4 - 10 FEURE, FRLAFRERBMIIRMS R,

AN THERTINREZEERZMAERE, SEERNSIEREERIIRNIHERELZERKIIRE, RrEHEFR
T#EZHI DOM %Efb,

IRIRERE: BR=ITE (1bF) BRSEAE 518 H30m
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EXMNESE CLS BER AR UEE, REHBIENT “BRFE NED , Rtz PRI —ERIS8E,
Mrr-SEHFHERTDOM £,

FERMETUMTHRM:

1. E—FHERREIIRSE (IMASR ) , BEBREMANEERE, RitE DOM £,

2. ["EEMEREN®RE, FEERENER, MPDOMEWL,

3. —&HfttwER, NMBERSE, BERKENZERYE, SEEATFISHEEEGERIZAREREZTE.

4. —LepE=RIEML, B CSS i, MARER JS =B,

BRAEARTHEERM CLS SiEZMIRA, BFFER TR T61.5%. THAMRAERIME:

HEERHE

BRI

AT

IRIRERE: BR=ITE (1bF) BRSEAE 5519 #30m
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RUM Bzh Ef& sourcemap X4

IEE#AYE: 2025-06—-0517:47:52

Sourcemap X433FHiis js HIEEXEE, Sourcemap B2—NMSEXH, BEmiEFEIBEIREIFHIRT R
BER, JUBREITEIEDR, KBEIEE. XK babel HiFEWLE, AFRBZEAEZERMEIKX, Bk
%% debug BIAEE, Sourcemap X{HEE R CI/CD ZiEhBEzIER, MEAREERED API ARmxEE
BEBENRKEEEERESRME, AILSELITH EERE.

FB1: REUAAZ API R9&48

Y=L m, PilRREERNEOM APl FRFESIZEOS—H1. REREENGEEZERRE/QQ/=ME
WS%, M APl AESHENGNEZEETAA APl MIKSIURKSZERHITEN, MREBTRESXTFE
APl BIRE, AILIEE Bilnitae APl 3.0 [RAE #ITES.

$2: EIR demo HTEIE
PEFEHER, STUSEUTREHT 5, HSEEchE:::

1st tencentcloud = encentcloud-sdk-nodejs') ;
('cos—nodejs—-sdk-v5"');
("fs');
- crypto = ('crypto');
onst RumClient = tencentcloud.rum.v20210622.Client;
onst clientConfig = {
credential: {
secretId: 'FWKSEEH id',
secretKey: 'FKSEIH key',
b
region: "",
profile: {
httpProfile: {

endpoint: "rum.tencentcloudapi.com",

|
F o
ti

~onst client = new RumClient (clientConfiq);

. params = {};

t projectID 0;

IRIFRE: BR=ItE (It ) BRSEATF 520 #30m


https://cloud.tencent.com/document/product/1464/59467
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const version = '1.0.0';

const fileName = 'test.js.map';

const sourceMapFileContent = fs. ('./test.js.map"');
var fileHash =
crypto. ('md5") . (sourceMapFileContent. ()) .
'hex'") ;
const cos = new COS ({
getAuthorization: (options, callback) => {
client. (params) .
(data) => {
({
TmpSecretId: data.SecretlID,
TmpSecretKey: data.SecretKey,
SecurityToken: data.SessionToken,

ExpiredTime: data.ExpiredTime,

("erroxr", err);
(err => {

console. (err) ;

P

const timestamp = +new Date () ;

const fileKey = "~S${projectID}-S${version}-S{timestamp}-${fileName} " ;

cos. ({
Bucket: 'rumprod-1258344699"',
Region: 'ap-guangzhou',
Key: fileKey,
Body: sourceMapFileContent.
(res => {
console. (res) ;
client. ({
ProjectID: projectID,
Files: [{
Version: version,
FileKey: fileKey,
FileName: fileName,

FileHash: fileHash,
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(data) => {
console.

client.

ProjectID: projectID

). (
(data) => {

console. )escri eleaseFiles res:
b o
(err) => {

console.

console. ~eateReleaseFile error", err);

(err => {

console.
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IEE#AYE: 2024-08-23 14:43:21

RUM #EAREERENZEH ST ERSFRIENFR, BERERmintEEERNERE, SRR EER
UTFHE:

o FESMNBRABRS P (BIINABIREPEHFIEERS ) RIFEER rum BIBNE RIS HEED.

o THFEERZBENZFERS, HEE RUM BiESZHEHEARITES.

IR Bz BiEiEERE RUM
iz Wiz Al ERE 12
: L5 Web 655 —L : : :
i ]z.mpgﬁmnmses 5 : :
! [ smtnesnmmmmse ! !
! IR ) : 1
T ! !
i ]smmmm 5 : ‘
: plerieiss : ' '
i casmaon g H -
SRR B{p

AR (EEFARAR ) RIBLSHERBEYNMAIR, AFRSHMMENZKSHES, JUEE E5HE 3
ElEZABAP| SIEMNAIAE:
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midiEH&E CAM A8

1. B HIDEE CAM ZH1E .

2. BEHRAMRSEPHAS, HARBRME.

3. EIFMEAG > WRZKP, FHRFEEEXAE,

4. EFSREKSHIEAFLRAGRSENG, 25T,

O srsessee ) >

~rExn. QuaEkE  EfFkS

TSI v Bt

L2

5. HfaEiREIGIORE, FlINFiEREIE QcloudRUMReadOnlyAccess, BEHETF—%.

@ saneanee > @ emeeme > )

BRRE (X2%) BEf1&

QcloudRUMReadOnlyAccess o
HREEER (RUM) REONE e o
QcloudRUMFullAccess —_—
HRHEZE RUV) SESHARR .

QcloudRUMReadOnlyAccess
ARREER (RUM) REHENR

6. NABEREFTREERE, FRARENAPH#ITOEERE,
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Q srseanee > @umees > @) mmeenmz

I EERCRENATRRE LERIRE, 2—MBER (Key-Vale) .
BRLATEFRETEERINE, WL, 2], 8%, CHTENEFHTIXER.

vwy920x9 v A Yy X

+ 5N Q) RIERER

IR[E] 2

7. AR, THtIE.

¢ WEAENRS

Q srseanze > Qe > @Qemserz > @ wn

RESHR

ettt

BEGE  KS-1500000688
TR GeREihlE, BRTERAk
w5

e .30

QcloudRUMReadOnlyAccess AliRMEAEIEE (RUM) RIhiaiueR
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1. KEHEFIARRIGIREE, T8l ERSHOEHREE
2. tiEfaE, #5520 elEAE APl , He ConsoleLogin BEIEA1, RAFABEREHS,
3. #8%E QcloudRUMReadOnlyAccess BHRRIERIAE, #ESR 4ENREREIIAE .

R R =B hiEH

RIEAeZFaBflz STS IRSS, A AssumeRole &0, HiEAE& CompanyOpsRole HIIGEATEESE

O FE:
IREPAEREFEELITRE, 52522 NHTIRE:
IR R BB ERK, BIWRETRE 5 PHHLAR, Bli@id AssumeRole &
DurationSeconds 8%,
B85S EERME ( https://cloud.tencent.com/login/roleAccessCallback?
algorithm... ) {B2REETLM,

APNATFEAEREINRRTRELEN, HIUNANSHIRIE, BE2RBEMAFINRIGE

HRE APM hic)sEs
SERkEE S

1. HESH . MEREZNSHRBRFERIBFZREEIAFHEF, FERE—1FE, HERNERTERSE
“AFERE, LU,

SHBW Wi 3] fEik

action = String #ER{Ezh{E, EIEM roleLogin
timestamp = Int LEiAdiEEE

nonce = Int REHEESL, EX{E10000-100000000
secretld = String STS iBEIYIEE AK

HESERH: action=rolelogin&nonce=67439&secretId=AKI***PLE&timestamp=1484793352

2. HHEERH, & BERGE + BREN HBRER + ¢ + EREFH ORUHEERS,

¥ Wik fEA
iBRENFEE = Bl cloud.tencent.com/login/roleAccessCallback
iBRAE = #% GET 8 POST

IRIFRE: BR=IE (16F) BREEAR 5826 #30m


https://cloud.tencent.com/document/product/598/40488
https://cloud.tencent.com/document/product/598/36225
https://cloud.tencent.com/document/product/598/36226
https://cloud.tencent.com/document/product/1312/48197

O BHS

PSS = R

GETcloud.tencent.com/login/roleAccessCallback?

action=rolelLogin&nonce=67439&secretId=AKI***PLE&timestamp=1484793352

3. EFERSH, A HMAC-SHA1 FiZM=FFHESR, BRiszi s HMAC-SHA1 1 HMAC-SHA256, LA

Python iB5Hf:

sts_secret_id = "AKI***PLE"

n/login/roleAccessCallback?

action=rolel ce st § retId="' + sts_secret_id +

'§stimestamp=' + str (timestamp)
sign_str = base64.b6d4encode (hmac.new (bytes (sts_secret_key,
encoding='utf-8'), bytes(sig_str, encoding='utf-8'"),

hashlib.shal) .digest ())

PFHEREE IR

1. 3XBY RUM #=#I&RME: https://console.cloud.tencent.com/monitor/rum?
hideWidget=true&hideTopNav=true

URL £#{i508:
SHET Bk %R fik
ZitdeWidg & S;’ ol eismmERER: BATIER, true TR
mAeToRN  m B0 erpmmRRMARSSRE: BATIE, true TS
:f' stefN & oo o ereEMREEHAENSHE: BATEE, true ETEE

2. HERESREERENmtIL#TESR, SHEFE urlencode B,

https://cloud.tencent.com/login/roleAccessCallback
2algorithm-<FEZAIIMNEEEL, BEIRSZIF shal #l sha256 , FEEIA shal
ssecretId=<&FBEH secretIid>

stoken=<[GAIE$A token>

snonce=<&&%AF nonce>

stimestamp=<TERA} timestamp>
g¢signature=<&EH[/HB>
ss_url=<EREBEM URL>
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3. EREMAIREHEHE, HiEIER= APM ZEHERHE.

SERHIRE

Python iS5 =& LHIXES:

import json

import random

import time

import base64

import hmac

import hashlib

from urllib.parse import quote

from tencentcloud.common import credential

from tencentcloud.common.profile.client_profile import ClientProfile
from tencentcloud.common.profile.http_profile import HttpProfile

from tencentcloud.common.exception.tencent_cloud_sdk_exception import
TencentCloudSDKException

from tencentcloud.cam.v20190116 import cam_client, models as cam_models

from tencentcloud.sts.v20180813 import sts_client, models as sts_models

try:
role = "CompanyOpsRole"

uin = 100020507208

secret_id = "AK***NO"

secret_key = "1G***7zx"

cred = credential.Credential (secret_id, secret_key)
httpProfile = HttpProfile ()

httpProfile.endpoint = "cam.tencentcloudapi.com"

clientProfile = ClientProfile ()
clientProfile.httpProfile = httpProfile

client = cam_client.CamClient (cred, clientProfile)

nmn
14
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AR TERERS IR

reqg = cam_models.CreateRoleRequest ()
params = {

"RoleName": role,

"PolicyDocument": "{\"version\":\"2.0\",\"statement\":
[{\"action\":\"name/sts:AssumeRole\", \"effect\":\"allow\", \"principal\":
{\"gcs\": [\"gcs::cam::uin/" + str(

uin) + ":root\"]}}1}",
"ConsoleLogin": 1
}
req.from_json_string(json.dumps (params) )

client.CreateRole (req)

req = cam_models.AttachRolePolicyRequest ()
params = {

"AttachRoleName": role,

"PolicyName": "QcloudRUMReadOnlyAccess"
}
req.from_json_string (json.dumps (params) )

client.AttachRolePolicy (req)

client = sts_client.StsClient (cred, "ap-shanghai®)

req = sts_models.AssumeRoleRequest ()

req.RoleArn = "gcs::cam::uin/" + str(uin) + ":roleName/" + role

reg.RoleSessionName = "test"

resp = client.AssumeRole (req)

sts_secret_id = resp.Credentials.TmpSecretId
sts_secret_key = resp.Credentials.TmpSecretKey
token = resp.Credentials.Token

nonce = random.randint (10000, 100000000)

timestamp = int (time.time())

sig_str = 'GETcloud.tencent.com/login/roleAccessCallback?
action=rolelLogin&nonce=" str(
nonce) + 'é&secretId=' + sts_secret_id + '&timestamp=' +
str (timestamp)
sign_str = base64.b64d4encode (
hmac.new (bytes (sts_secret_key, encoding='utf-8'), bytes(sig_str,

encoding='utf-8'), hashlib.shal) .digest ())
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result = 'https://cloud.ten t.com/login/rol sCallback™
algorithm=shal&secretId=" + \
(sts_secret_id) '¢token=' + quote (token) + '&non

+ str (nonce)

timestamp) G, S + quote (sign_str) + \

'&s_url="' +
quote ('https://console.cloud.tencent.com/monitor/rum?
hideWidget=true&hideTopNav=true')
print (result)
pt TencentCloudSDKException

print (err)
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