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YIEX{ERE AP RMIEXEREF AR EAFREFLEHSBITEVELAN SaaS MiRMARARESTIRRSS, SR
BEESEH . REWETN. WEEREOFEEED. APATESERYEXGERE AP| RERYIERERERSS, X
RS0 AP B2 MIBX(ERE API 1S o

HABN

APIURL 5 https://iot.cloud.tencent.com/api/exploreropen/serviceapi .

Hoh ) H28¥E: Action, Requestld, AppKey, Signature, Timestamp, Nonce. E{&iRBINT:
Action: BAFRIRIERITGIEEIR.
Requestld: BFHRA—ME—IER, EEFER uuid FASHIE, ERBITERHIZSEHIE.
AppKey: J3 SaaS KIZ$H,
Signature: AXRRERNVER, BERHELEZRANTE R
Timestamp: AARRIEKA Unix F4RATEE
Nonce: JFEHNIERE%, AFMEHE —E, e APl ERKE.

SRHE
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£8UiZ SaaS i}, FEBESIBRERNNHNZEEIE. Z2EIE8HE AppKey 1 AppSecret. AppKey EH
FriR AP ARA&ESD, AppSecret RRFINEREZFHFRIRSS[HIGEZZFHRENEH. BRN™BEE
HAppSecret, EEitE.
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1. B YEMALFaENS, SRCARAHARBIFER.

2. iERAEMZZAYIBXGERE > SaaS IRFS, PEMEIEH €E SaaS.
3. Bl SaaS NG, BIRRENAESABENERKEI AppKey 5 AppSecret,

SEREEES

BTREEIE AppKey #ll AppSecret 5, BITTERERH, FTEHEE—ERSBRNFMEE,
BigEF# AppKey #1 AppSecret 312
AppKey: ServiceAppKey

AppSecret: ServiceAppSecret
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Produ .Str m ID ProductA
ctid ing
Devic Str
eNam i IRTBRIR Device001
e g
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o BEREBHPPAHIERSET: Requestld. Action. AppKey. Timestamp. Nonce.
Signature., ServiceDescribeDeviceData #O4552%(: Productld. DeviceName,

mE# Signature (X8 & ) IERH LRSHIEME, BALSRINT:

1. WSHHRF
METBERSHRESUBMFREAFHAS, FMEFEREFEAFHS, BRERNREFEFHSIRE—EHEF,
REFERYINFRBERIAFIHIIRE, BEEEE— ‘F8 , FEHRNERTEEE=Y “F
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87, ki3, ETLMEMRIEES PAIEXHIFRERSEMX—I08E, FI40 PHP $89 ksort B%, LidR
FISERIHEFERINT:

Action=ServiceDescribeDeviceData,
AppKey=ServiceAppKey,
DeviceName=Device001,
Nonce=71087795,

Productld=ProductA,
Requestld=476c990a-f5b7-1575-987c-4ef70e474932,
Timestamp=1546315200

FEREEERRIHES AN, AT EERGIPHSHHRTHR, SRINSR—ENE,

2. HHEBRFFH
BB L—SHIFIFRNS RS ISR “SHBW” = “SHE" B, W3 Action ¥, HE¥ERA
"Action", 2¥{&7 "AppCreateCellphoneUser", EL&LEFHA Action =
AppCreateCellphoneUser.

o “H¥E" AREETIE URL HEBERE.
O BRASHPEE TS, UREGHRRA "
BREICEHSZISHA "&" HERE—E, REERNERFHSRN:

Action=ServiceDescribeDeviceData&AppKey=ServiceAppKey&DeviceName=Devic
€001&Nonce=71087795&Productld=ProductA&Requestld=476c990a-f5b7-1575-
987c-4ef70e474932&Timestamp=1546315200

3. EHERSH
£ HMAC-SHA1 §iZ3 E—ShREHNEREX A HIRTER, REBEMNZRHER Basebs i#1T
w9, BIARIERENZERH
BT, LA PHP ESAM:

$secretKey = 'ServiceAppSecret’;

$srcStr =
'Action=ServiceDescribeDeviceData&AppKey=ServiceAppKey&DeviceName=Devic
€001&Nonce=71087795&Productld=ProductA&Requestld=476c990a-f5b7-1575-

987c-4ef70e474932&Timestamp=1546315200";
$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr
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AT

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
“Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceDescribeDevice",
"Productld": "22F**¥X|70",
"DeviceName": "light1"

fhaRG): RETh

: "light1",
: "DevicePsk",

11,
: "1.0"

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"
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WATHI

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceGetDevicelList",
"Productld":"22***¥[|70",
"Offset": 0,
"Limit": 10

WG b

: "light1",
: "DevicePsk",

11,
:"1.0"

WRIFRE: BRRITE (bR ) ARSEEAE 14 #6831



https://cloud.tencent.com/document/product/1465/59061#deviceinfo

& BT

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"

5. FHixRiE
e ik
InternalError PIEREEIR o

ErrorRequiredParamNot

Wik 0
Found S
InvalidAction Action 3Ei%,
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1. EOER

EOiBKiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A#E0 ( ServiceCallDeviceActionSync ) BFRSERIZETH.

2. WA
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Action Stri
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amp 4
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Name ng
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~rHESH, XEOBYE: ServiceCallDeviceActionSync.,

~rE2H, YIEXR SaaS B9 AppKey , BAFHRANIMAIEEN SaaS,

AFHSY, BRER, FAFBITEN, BTFRIGERIGEE

ARSH, BER Unix BHEzE (FR) .

2_HSE, EHIEREL, '—5Tlmestamp BXE#CE, BFLEEMINEG .
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Edeques Strlng ﬁ;‘é%&, UE_i%E* ID) 5)\%*5@0
ClientT String B ID.,
oken
Output  g41ing BB,
Params
Status  String EEMAS o
4. 7
BWATH

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
“Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceCallDeviceActionSync",
"Productld":"22***¥[|70",
"DeviceName":"light1",
"Actionld": "echo",
"InputParams": "{\"message\":\"hello.\"}"

: "45016a4****74abcb05e25790b916dc3",
: "{\"message\":\"hello.\"}",
: "f92406b3-****-4fe8-bc43-45e3d794bb68",
: "succ"
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tFound BESHIRE
InvalidAction Action 3Ei%,
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InvalidParameterValue. ERIEXTE JSON.

InvalidJSON
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1. EOHA
EOiEkiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A$E0O ( ServiceCallDeviceActionAsync ) BFRLABISEITH
2. BNEY
S W .
B - i fEik
Action i\t; = a2, FEOBYE: ServiceCallDeviceActionAsync.
Requestl Str - ~HSY, W—iEK ID, AIETER, HEEER uuid., EURRER, HiR
d ing T {#HZXiERE Requestld,
AppKey ﬁ,t; = AHSH, YIEEN SaaS B AppKey , BFHRRIIMAIMIELR SaaS.
Signature ﬁ\t; = ~2HESH, BRER, FHPEITER, BTFRIEERNEEL.
Timesta Int = IRt = R
= ~AHSH, EKE Unix i@z (4R) .
mp 64
Nonce Int = ~H2BE, BINERE, 5 Timestamp BX&iek, PHLEERKE.
Productid .Str = = ID,
ing
DeviceNa §tr = e,
me ing
. Str - P amEIEEIRP T HINEERIRIRT, BAAREBTIRIBSFHNNEISRE
Actionld . = .
ing Mo
InputPara §tr = ASE.
ms ing
3. s
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Seq“eS“ String AHSH, W—BK D, SASIER.
ClientTok String A ID,
en
Status String IREAZS
4. 7f
BT

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceCallDeviceActionAsync",
"Productld": "22**+|170",

"DeviceName": "light1",

"Actionld": "echo",

"InputParams": "{\"message\":\"hello.\"}"

HMhaGl: RETh

: "45016a453****3bcb05e25790b916dc3",
: "succ",
: "f92406b3-****-4fe8-bc43-45e3d794bb68"

WRIFRE: BRRITE (bR ) ARSEEAE 5620 #68m



& WS

InternalError PIEBEEIR o

ErrorRequiredParamNot

wiks% o
Found S
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nvalidJSON
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1. EOER

EOiBKiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 ( ServiceControlDeviceData ) BFi&EEFIEEIEEEIR.

2. WA

- W e
B - " R
Action i\t; = ~rH28#, KEOBYE: ServiceControlDeviceData,
Reque Str o 2HSH, E—iEK D, ABTER, HEER uuid, EMEEE, FieHix
stid ing = RiEXREY Requestid.
sppKe i‘t; = ~HSH, YEXR SaaS B9 AppKey , BFHRAXTMAIMEEN SaaS.
Signat Str . I - - = A st i A
re ing = ~HSY, EKER, EAFPBTER, AFRIEIEKRNEGEE.
Times Int = R I—. PR

= ~AHSE, EKEY Unix BFiag (4R ) .

tamp 64
Nonce Int = AHSH, BINIEEREE, 5 Timestamp BX&#ER, BFLEERIE.
Produ §tr = =2 D.
ctid ing
Devic
eNam .Str = RER.

ing
e
Data O B mHBSET.

ing

3. itiad

B i) Y
Reque String ~rSY, B—iEK ID, SASEE.
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stid
Data String IR[EIEHE

JSON ¥F8, BETEREHNERER, Sent=1FRTFRFCEELHE

Result  String T T EHF AR matt topic.

4. 7l
BT

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceControlDeviceData",
"Productld": "22**+|170",
"DeviceName": "light1",

"Data": "{\"light_switch\":0}"

WLe): L

il
: "{\"light_switch\":0}",
: "{\"Sent\":1,\"pushResult\":0}",

: "f92406b3-****-4fe8-bc43-45e3d794bb68"

5. fBiRiS
fHIRG iR
InternalError REREIR
ErrorRequiredParam WIESEEREK o
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NotFound

InvalidAction Action 3Ei%,
InvalidParameterValu SEEE.

e

InvalidParameterValu ERIEXTE JSON.

e.lnvalidJSON
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1. #|OER

EOiEkIE: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A#%0 ( ServiceDescribeDeviceData ) FAF3XEUR SYIERIEIE .

2. MASH

~
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23

YDBX(ERE

2R E i " A
Action :;” = ~H2E, XEOBYE: ServiceDescribeDeviceData.
Reque Stri - 2S5, B—iFXK ID, IETER, HEFHER uuid. EARER, FiEdt
stid ng = iZRigxKHI Requestld.
CppKe :;” 2 ASH, MER SaaS i AppKey , BIFIHRXIRIGMER Saas.
Signat Stri = TP o s /= ATAE o Al A
ure ng = ~rHSH, BHKRER, SHPBTER, BFRIEERNG AN,
Zg]“peSt '4“t6 2 S, ERN Unix BTE (BE) .
Nonce Int = ~rH2H, BINERE, 5 Timestamp BX&i#EkR, PHLEERKE.
z,:lzd” i;” 2  =RID,
Device Stri = .
Name ng = 12%80

3. e
2R E it A
Reque Strin ~rH2H, E—iaXK ID, SASERE, EAEE, BREZRIERE
stid 9 Requestid,
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Data String IR[EIEHE
4. 76
BNTH

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceDescribeDeviceData",
"Productld": "22*¥*+|170",
"DeviceName": "lightl"

WL L

: q{
: "{\"brightness\": {\"Value\":8,\"LastUpdate\":1552904784552},\"color\":
{\"Value\":1,\"LastUpdate\":1552904784552} ,\"light_switch\":
{\"Value\":0,\"LastUpdate\":1552904784552} \"name\":

{\"Value\":\"light1\",\"LastUpdate\":1552904784552} }",
: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68"

5. HHiRtS
HixRfg faiR
InternalError REREIR
ErrorRequiredParamNotFound MBS EERE
InvalidAction Action IFi%.
InvalidParameterValue 5 E |3
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InvalidParameterValue.lnvalidJSON BRIBA = JSON,
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1. EOER

BOEREEE:

iot.cloud.tencent.com/api/exploreropen/serviceapi o
A$E0O ( ServiceDescribeDeviceDataHistory ) BFRBUSEYIER G REURE

2. WA

2R

Action

Reque
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y
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ure

Timest
amp

Nonce

Produ
ctid

Device
Name

FieldN
ame

Conte
xt
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me

MaxTi
me

Int64

Int

Strin

Strin
g

Strin

Strin

Int

Int

4

rﬁ

fil

fi0

ol

fil

[l

fil

fil

fl

fil

iy

fil

fil

i
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e
it
3
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®

Qo

c

®
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o
o

YDBX(ERE

~rHSH, YEXK SaaS B9 AppKey ;, AFIRRMRAIYIEXR SaaS,

2HBY, BRER, FAFBTER, BTFREBERNGEE.

AHSH, BKA Unix BHEE (BER) .

AHSY, FEINIEEE, 5 Timestamp EXGieE, PHLLERIE.

&R,

SEiHIEHERTR.

i, aXER, FBE,

FriaRdial, ERadaE.

LSERAYIE), ERETERE.
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Limit Int =2 BESIES,
3. e
ZHR il ik
Reque . AHBE, B—iEK ID, SASIER, DN, FEREiZRERE
String
stid Requestid,
Conte  gting BRI
xt
FieldN — oiring SRR
ame
_ HIEEEE AR
Listov 5 o true: RRKFTHATELEEE
er o false: FRCLLHEESH o
Array of
|
SResu t DataHistorylt IR[EIEHE
em

4. 7
WA

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",

"Action": "ServiceDescribeDeviceDataHistory",
"Productld": "22**%X||70",

"DeviceName": "light1",

"MinTime": 1560949017000,

"MaxTime": 1561035417000,

"Limit": 20,

"FieldName": "brightness"
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: "abc",
: "brightness",

: "f92406b3-**+*+-4fe8-bc43-45e3d794bb68",
[{
: "1560949025494",
77"

5. $HiRMS

fEi=S 5P

InternalError RIEBERIR o
ErrorRequiredParamNotFo SR

und

InvalidAction Action 3Ei%,
InvalidParameterValue 45 1E | 37
InvalidParameterValue.lnv ERIEERE JSON.

alidJSON
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RIEEFATE: 2023-07-1917:34:52

1. EOER

BOEREEE:

2R

Actio
n

Requ
estld

AppK
ey

Signa
ture

Time
stam
p

Nonc
Produ

ctld

Devic
eNam

Type

Conte

YDBX(ERE

iot.cloud.tencent.com/api/exploreropen/serviceapi o
A#E0 ( ServiceListEventHistory ) BF3REUEEHIHRE MG,

2. WA

Int64

Int

Strin

Strin

Strin

Strin

4

ﬁ-i

fil

0

fil

fil

fil

fil

0

fil

fil

1)

2]
;F.#
N
)
i
poig
o
P
®
Q
c
D
[7}]
=
o
o

~rHSH, YEXK SaaS B9 AppKey ;, AFIRRMRAIYIEXR SaaS,

2HBY, BRER, FAFBTER, BTFREBERNGEE.

AHBY, BERR Unix BiazE (&) .

~AHBY, FEINIERY, 5 Timestamp XSk, PHLLEHRILE.

REBo

N VES LS i

o alert: XREZ,
o fault: FFRHIE,
o info: XRER.
o AENFRTER LIRFTEERIE G,

i, BXER, FBE,
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xt g
Start - R . N s
Time Int = EetaRtiE (Unix ISiEE, #4%) , AO0FRFRZHEIRTE — 24h,
EndTi _ e R S
e Int = £ZE5RAtiE (Unix B3iEE, #4&) , BORFHFIAE,
Size Int = BRHEE.
3. miteX
B Ry fEA
Requ Stri AHSH, B—iBEK ID, SASHE, EfLnEE, FREIZRIEKRE
ring
estld Requestid,
Conte  giring BT
xt
Total Int HERERYE,
_ HiEEERE M.
Listov. o o true: FRKTEAATEEEEE .
er o false: TRCLIMEEEA .
Event Array of
Histo EventHistoryl IR [EIEHE
ry tem
4. 761
BATH

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceListEventHistory",
"Context": "",

"Type™:"",

"Productld": "QD****_BNB",

WRIFRE: BRRITE (bR ) ARSEEAE 5832 #68m
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"DeviceName": "dev01",
"StartTime": 1560355200,
"EndTime": 1560417460,

"Size": 20

HMhaGl: RETh

: "f92406b3-****-4fe8-bc43-45e3d794bb68",
[
: 1561619346000,
: "QD****_ BNB",
: "devO1",

: "low_voltage”,
: "alert",
: "{\"voltage\": 3.487172}"

.
11,

"DnF1ZX)5VGhlbkZIdGNoCgAAAAAAABO3FKI2SzRCVT)YUjZXUVRNbUJRaU)zcOEAAAAAA
AATUBZCNksOQIUyWFI2cVFUZ21CUWICc3NBAAAAAAAAE7KWQjZLNEJVMIhSNnFRVGdt
QIFpPQNNzZQQAAAAAAABOGFKI2SZRCVT)YUjZXUVRNbUJRaUjzcOEAAAAAAAATUXZCNKSO
QIUYWFI2cVFUZ21CUWICC3NBAAAAAAAAE7WWQjZLNEJVMIhSNnFRVGAtQIFpQnNzQQ
AAAAAAABO9FKI2SZRCVT)YUjZXUVRNbUJRaU)zcOEAAAAAAAATVhZCNksOQIUYWFI2cVF
UZ21CUWICc3NBAAAAAAAAE78WQjZLNEJVMIhSNNFRVGAtQIFpQnNzQQAAAAAAABPAF
kI2SzRCVTJYUjZxUVRnbUJRaU)zcOE="

}

5. fHi=S
LT ik
InternalError PEBEEIR

ErrorRequiredParamNotF

Wk S RS,
ound
InvalidAction Action JEi%,
InvalidParameterValue 5 1E | 37

InvalidParameterValue.ln BRIBA = JSON,
validJSON
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1. EOER

EOiBkiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 ( ServiceDescribeModelDefinition ) BF &= mEIRER -

2. A

&

B - 3i5 Witk ik
Action String o ~HS8H, KEOBE:
= ServiceDescribeModelDefinition,

Reques Strin - ~HESH, WE—iER ID, TBITER, HEER uuid. EAZDRR
tid 9 = BY, SEIEEHZRIERE Requestld.

NitsE ¢ , TN RIAE
AppKey String = ~rHSE, YIEXN SaaS B9 AppKey , BFHRIARTRIAIHDEX R

SaaS,
Slgnatu . = JAN P2 e Al == /= OO E Py
o String g AHSH, BRER, EAPBTER, BFRIEERNEG XM,
rTn'g‘eSta Int64 = NS, BREY Unix BEE (BER) .

o AHSH, EHERY, 5 Timestamp BA&#ER, BHIEERIK

Nonce Int E

Fo
:Z;roduct String = m D,

3. g%
B St} iR
5§ques String AHBE, B—iBER D, SASHEE.
Object of
Model ProductModelDefin IREIEUE .
ition
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4. 7l
AT

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
“Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceDescribeModelDefinition",
"Productld": "22F****|70"

W76 RIh

: "{\"version\":\"1.0\" \"profile\":
{\"productID\":\"*\"} \"properties\":[1,\"events\":[1}",
: 1556588325,

: "{\"version\":\"1.0\" \"profile\":
{\"Productld\":\"WTJTZX0OMF2\",\"Categoryld\":\"31\"} \"properties\":
[{\"id\":\"power_switch\",\"name\":\"EBXTFFX\" \"desc\":\" ZHIEBXTFX
\" \"required\":true,\"mode\":\"rw\" \"define\": {\"type\":\"bool\",\"mapping\": {\"0\":\"&
\"AUIVAUFR" T3 {\"id\":\"colon\" \"name\":\"ERE&\",\"desc\":\"kKT 5ER &
\"\"mode\":\"rw\" \"define\": {\"type\":\"enum\" \"mapping\":

{\"0\":\"Red\" \"1\":\"Green\" \"2\":\"Blue\"} } },{\"id\":\"brightness\" ,\"name\":\"=E
\"\"desc\":\"¥TH=E\" \"mode\":\"rw\",\"define\":

{\"type\":\"int\" \"unit\":\"%\",\"step\":\"1\" \"min\":\"O0\",\"max\":\"100\",\"start\":\"1\"} }
A\"id\":\"name\" \"name\":\"XI{ZEZFR\" \"desc\"\"XI{UBZR: BE. BEFTF
\"\"mode\":\"rw\" \"required\":false,\"define\":
{\"type\":\"string\",\"min\":\"0\",\"max\":\"64\"} }1,\"events\":
[{\"id\":\"status_report\",\"name\":\"DeviceStatus\",\"desc\":\"Report the device
status\",\"type\":\"info\",\"required\":false,\"params\":
[{\"id\":\"status\",\"name\":\"running_state\",\"desc\":\"Report current device running
state\",\"define\":{\"type\":\"bool\" \"mapping\":{\"O\":\"normal\" \"1\":\"fault\"} } },
{\"id\":\"message\",\"name\":\"Message\",\"desc\":\"Some extra message\",\"define\":
{\"type\":\"string\",\"min\":\"0\",\"max\":\"64\"} }1},
{\"id\":\"low_voltage\",\"name\":\"LowVoltage\",\"desc\":\"Alert for device voltage is
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low\" \"type\":\"alert\" \"required\":false,\"params\":
[{\"id\":\"voltage\",\"name\":\"Voltage\",\"desc\":\"Current voltage\",\"define\":
{\"type\":\"float\" \"unit\":\"V\",\"step\":\"1\" \"min\":\"0.0\",\"max\":\"24.0\",\"start\":\"1
\"}}1}, {\"id\":\"hardware_fault\",\"name\":\"Hardware_fault\",\"desc\":\"Report
hardware fault\",\"type\":\"fault\",\"required\":false,\"params\":
[{\"id\":\"name\",\"name\":\"Name\",\"desc\":\"Name like: memory,tf card, censors

A\ \define\": {\"type\":\"string\" \"min\":\"0\",\"max\":\"64\"} },

{\"id\":\"error_code\" \"name\":\"Error_Code\",\"desc\":\"Error code for
fault\",\"define\":

{\"type\":\"int\" \"unit\":\"\",\"step\":\"1\",\"min\":\"0\",\"max\":\"2000\" \"start\":\"1\"} }
1}1\"actions\":[{\"id\":\"echo\",\"name\":\"echo\",\"desc\":\"\",\"input\":
[{\"id\":\"message\",\"name\":\"message\",\"define\":
{\"type\":\"string\",\"min\":\"0\" \"max\":\"64\"} } ],\"output\":
[{\"id\":\"message\",\"name\":\"message\",\"define\":
{\"type\":\"string\",\"min\":\"0\",\"max\":\"64\"} }1,\"required\":false}1}",

T
’

; "22FFrrK70",
: 1571855825

: "f92406b3-****-4fe8-bc43-45e3d794bb68"

5. =g
(HiIRtD faiR
InternalError REBEEIR
ErrorRequiredParamNotFound WIESETRE o
InvalidAction Action IEi%,
InvalidParameterValue sHAEE,

InvalidParameterValue.lnvalidJS

ON 1E*PéEtZ:IE JSONO
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ellFE S

REIx

FiER

YDBX(ERE

SARSS

mIEEFAYE: 2023-07-1917:34:52

1. EO#EE

BOBERES:

2R

Action

Reques
tid

AppKe

Signatu
re

Timest
amp

Nonce

iot.cloud.tencent.com/api/exploreropen/serviceapi o
A3%0 ( ServiceCreateCustomer ) BFRIZBARER.

2. MASH

ek

2]

fil

2]

fil

fl

2]

~tsH, KEOHYE: ServiceCreateCustomer,

2HSH, E—iFK ID, AEITER, HEEH uuld. EfRTBEY, HiRHiz
RigxKE) Requestld.

5
S
\\31;
ot

%, ¥EXM SaaS B9 AppKey , BFHRRXIRAIHIEXM SaaS.

AHSY, BFRER, FAFPBITEN, BTFRIGERIGEE

ARSE, BRI Unix BHEE (4% ) -

2~HSH, BIERES, 5 Tlmestamp BXEeE, BFLEERIRE.
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Custo S = SN BiRNE—RR ID, EX (a-2z, A-Z) . 8% (0-9) . TR
merld tri MES (_) , RSBFBI329MFHF.
n
g
S
Countr U 2 mpEnExE.
yCode n
g
Phone ,i
Numbe N : = BRFENS,
-
g
3. mteX
B E- i) fEA
Reques Stri 2HSH, B—iFK ID, SASHEE, EALCRER, HBRHEIZRIEKR
ring
tid Requestid,
Status String £ER, OK =R BT, KMUAEEILLFER
4. 761
BTG

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{

"Requestld": "f92406b3-****-hc43-45e3d794bb68",

"Timestamp": 1599468019,

"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceCreateCustomer",
"Customerld": "Customer100001",
“"CountryCode": "86",
"PhoneNumber": "13900000000"

b s A
.|
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: "f92406b3-***+*-pc43-45e3d794bb68",

: IIOKII

o

: "InvalidParameterValue",
: "Signature "

: "f92406b3-****-pc43-45e3d794bb68"

5. RS
fHi=g
InternalError

ErrorRequiredParamN
otFound

InvalidAction
InvalidParameterValue

InvalidParameterValue
.InvalidJSON

invalid Customerld
invalid Email

invalid Phone

jaik
SEE1E
WIS EERE o

Action 3Ei%,

28dE%,

BRI AF =2 JSON,
Customerld &&=,

Email &&=

Phone & CountryCode & {&i=,
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REVAPERSI=

RIEEFATE: 2023-07-1917:34:53

1. EOER

EOiBkiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 ( ServiceGetCustomerList) BFXBAPERYIR,

2. WA

2R i Whisk iR
. Strin - 4 - . . .
Action g = ~rH2H, REOBYE: ServiceGetCustomerList,
Reques Strin = ~rHSH, W—iFK ID, TBTERR, HWEFER uuld, E(EEAT,
tid g = ERUHZRIERA Requestld.
Strin o ~rHSH, YEXK SaaS B9 AppKey , AFHRRTRAIHIEX R
AppKey =
g SaaS.
Signatu Strin - S - - = A Sk e A
o g =2 AHSH, BHKRER, SAPATER, BFEREERNEG XN,
Z;:‘pes't Inté4 2 ARBH, BRI Unix HiaE (BR) .
Nonce Int = AHSH, BINEEH, 5 Timestamp &R, BHLEERIE.
Custom Strin - I SRBisE—RAR ID, tiEs#, REEVWEGRE, IEEWIRE
erld g - MARSEHEERP.
Country Strin - ExRE, xS, KEEVWE LGRS, BEEVRBEARNSEDIEER
Code g - Fo
Phone . o - - . - N [
Strin FNS, s, XIEEVWEDFRE, EEVRESARTEDEER
Numbe B o
r o
Offset Int B PR, O#Ela.
Limit Int B BREES.

3. sy
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B -] s
Reques . 2HSY, B—iFK ID, SASHEE, EMLOEN, HREIZRIEKRE
String
tid Requestld,
Custom Array of AP,
ers Customerinfo
Total Int SHEP#.
4, 55
BB

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{

"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",

"Timestamp": 1599468019,

“Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceGetCustomerList",
"Customerld": "Customer100001",
"Offset": 0,

"Limit": 10

B RETH

i {
: "f92406b3-***+*-4fe8-bc43-45e3d794bb68",
([{
: "Customer100001",
: "86",

: "13900000000"

WG KW
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: "InvalidParameterValue",
: "Signature Fo3&"

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"

5. HiRS
fERhg ik
InternalError PIEBEEIR -

ErrorRequiredParamNotFou

nd WIESEIRE o

InvalidAction Action JEi%.
InvalidParameterValue s,
:Sjgli(;ll\ljarameterValue.Inval ERIEETE JSON.

invalid Customerid Customerld t&zl$giR.

invalid Email Email f&zU&iR.

invalid Phone Phone & CountryCode & i5ix.

invalid Customerld or invalid

ServiceAppKey Customerld % ServiceAppKey F&F#.
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1. ETOER

EOiBkiE&: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 (ServiceCreateOrder ) AFGIZRITE,

2. WA

% I‘\ o
B - " R
St
Action :: = ~t2E, XFEOBYE: ServiceCreateOrder.,
g
St
Reques ri - AHSH, B—iEK ID, AIETER, EEHER uuld, EfZioER, FiefH
tid n = ZxiERke Requestlds
g
St
AppKey : = ~rHSH, YEXK SaaS B9 AppKey , AFHRRMRAIYIEXR SaaS,
g
St
f‘;gnat” : 2 AHSYH, BRES, BREPEGTER, BFRRERISENR,
g
Timest In
amp t6 B ~HSE, BERA Unix BFEE (BER)
4
Nonce ln = AHSH, BIEEE, 5 Timestamp BX&i#eR, PALEERINE.
St
Custom ri = .
= I &R RiskE—RERP ID.
erld n
g
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OrderN St B SN BiRIE—TES,
o ri
n
g
ITETRIIRSS A,
e Firelnsurance2020: #JEXPXREZLFRERS-ER
St o D-Firelnsurance2020: ¥IBXM:k REZ L RIEIRSS—Mix o
temnld ri - o Carlnsurance2021: ¥EXMMARERLFRIERS-1EX .
=
n e D-Carlnsurance2021: XML EZSIRIERSS ik o
g
WHA: EXNPEKEFENY, RBEHBREATER; MilRAFSEFEENE,
ERICTMEVR M2 XRFRE, HiElER, RSEGREHETA,
TR THIBRSZSHRA
PAT 94 EX R K R Z S IRIEIRSS AR A :
e FireBusiness: &JLkR.
e FireMER20W: @R EXIR20wW,
e FireMER50W: @R EXR50wW,
St e FireMER100W: BRI EXER100wW,
temVN ri _ e FirePRO20W : &£F~REXkR20w,
o) n =  FirePRO50W: &£/=REIXE50wW,
g e FirePRO100W: &£~ERXER100wW,
AT B E R 2 RERS R
e AutoBase: EfiiRo
o AutoUpgrade: FAEhR.
e AutoVIP: TR,
':me” 1" 2 TETHRSHE.
3. 2%
2R SRy R
Reques Stri ~rHSH, E—EK ID, SASHER, EMERE, SR EIZRIEKRE
ring
tid Requestid,
Status String IBRER, ARINAHEEIFER, REEN OK.
4. 76
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BATH

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceCreateOrder",
"Customerld": "Customer100001",
"OrderNo": "Order100001",
"ltemld": "Firelnsurance2020",
“ltemNum": 2
"ltemVNQ": "FireBusiness"

B RETH

o
: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68",
: IIOKII

K]
: "InvalidParameterValue",
: "Signature "

: "f92406b3-****-4fe8-bc43-45e3d794bb68"
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InternalError SEEE

ErrorRequiredParamNo

PP .
tFound BESHRE
InvalidAction Action 3Ei%,
InvalidParameterValue 28dE%,
InvalidParameterValue. ERIEETE JSON.

InvalidJSON

WRIFRE: BRRITE (bR ) ARSEEAE 5847 68m



A BT
EHiFi TRk

YDBX(ERE

RIEEFATE: 2023-07-1917:34:53

1. EO#ER
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Actio
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Signa
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Time
stam
p

Nonc
e

Custo
merld
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Offse
t

Limit

iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 ( ServiceGetOrderList ) BF&EiFiTHEIIR,

2. WA

e Mk

Str
ing

Str
ing
Str
ing
Str
ing

Int
64

Int

Str
ing

Str
ing

Int

Int

3. ihitisN

~
’
2

Kt

[l

2l

[l

2l

2]

[l

)

oy

)

oy

\Y

AH2E, FEOBYE: ServiceGetOrderList,

~HSY, B—iEK ID, JETER, HEER uuld, EfLERER, HiEH
iZ:XiaKAY Requestld,

AHESH, YIELN SaaS B AppKey , BFIRRIIMAIMIELR SaaS.

SHSBY, BRER, FAFPBTER, BTFREERNEGEE

AHSY, BFR Unix BEEE (BER) .

AHBY, FEINIERY, 5 Timestamp K&k, PHLLERILE.

I B FRixkIE—FRF 1D,

I SN AREIE—ITES

$TmE, OfE.
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2R BY iR
it

Requ AHEH, B—iEK ID, SASHRE, EfiinER, FTREIZRIEKRE
estld Requestid,

Order Array of

TeIE, HMINEHEE.
< Orderltem TSR, FRIDRSIRME]

Total Int SITERE, RIMEHRE],

4. 7l
AT

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
“Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceGetOrderList",
"Customerld": "Customer100001",
"Offset": 0,
"Limit": 10

WL R

i
: "f92406b3-****-4fe8-bc43-45e3d794bb68",
[{
: "Customer100001",
: "Order100001",
: "Firelnsurance2020",
12,
: "FireBusiness"
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: "InvalidParameterValue",
: "Signature 3"

: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68"
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~HSE, YIEXM SaaS 89 AppKey , BFRIRXIRAIHIELR SaaS.

AHSY, BERER, FAFPBTERN, BTREBERNSEGE.

ARSE, R Unix BEE (BE) .

~H2BE, MBINERZE, 5 Timestamp BE&iek, PFLEERKE.

I N FAiRAIE—FR 1D,

ITERTRIBRSSRE,

e Firelnsurance2020: #EXPMARZLIRIEIRSZ-ER -

o D-Firelnsurance2020: ¥IBXRIXREZEFREIRSS i o
o Carlnsurance2021: ¥IBXMERERIERS-1EX .

o D-Carlnsurance2021: ¥IExMfHEREFRERSS -,

iR [ENRSEFERRE, RBEBEAUER; WXBFSEFERN
#, TEIRIGSREY ST $ENAY =¥
BRE, WEHER, RSEHRIEHTA.

ITERTRIBRSS RS o
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NO g AT IYIBERI KN R L RFEARSZ AR A :
e FireBusiness: &R,

o FireMER20W: AP EXR20wW.
o FireMER50W: EP{EWEXR50wW,
o FireMER100W: &P EXiR100w,
e FirePRO20W : &£F=REIRXkR20wW,

e FirePRO50W: &/~=REEXiR50w,

e FirePRO100W: #£F~REXIR100wW,

AT YEX e E R 2 RIEIRShRA :
e AutoBase: EftiiR.

e AutoUpgrade: H&hR.
e AutoVIP: TR

3. sy
&1 ES T

Reque Strin 2HSY, B—iEK ID, SASHEHE, EMLDRER, HREIZRIEKRR
stid g Requestid,

SRENETE H5 Mol
ER
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PENTTE - BEiTEE M ME R IR R .

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json

{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",

"Timestamp": 1599468019,
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"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceGetlnsurancePageURL",
"Customerld": "Customer100001",
"Iltemld": "Firelnsurance2020",
"ltemVNQ": "FireMER20W"

WL R

F o
: "f92406b3-****-4fe8-bc43-45e3d794bb68",

: "https://www.example.com/path/to/h5homepage?
Customerld=abc&ServiceAppKey=xyz&ltemld=FirelInsurance2020&ItemVNO=FireBusi
ness",

: "WX123",
: "/IOT/JUMPPATH"

: "InvalidParameterValue",
: "Signature "

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"
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4. 6l
WATHI

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{

"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",

"Timestamp": 1599468019,

"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceBindDevice",

"Customerld": "Customerld",

"Devicelnfos":
[{"CustomerDeviceNo":"123","Deviceld":"Productld/DeviceName","ProductName";"***

"}
}

WL R

o
: "f92406b3-**+**-4fe8-bc43-45e3d794bb68",
: IIOKII

: "InvalidParameterValue",
: "Signature 3"

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"
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1. #EOER

EOiEkiE: iot.cloud.tencent.com/api/exploreropen/serviceapi o
A0 ( ServiceReportDeviceData ) AFREEIB LR,

2. MASH

2R 2R Wik WA
Action String = A2, AEOHYE: ServiceReportDeviceData
Reque Strin - 2HSY, W—iEK ID, TEITER, HEER uuld. E
stid 9 = fiziaRsnd, HiRMiZXiEKE Requestld,
AppKe ) - ~rHSH, YEK SaaS B9 AppKey , AFHRRIIRAIY
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Signat . - AHEY, ERER, FAFPETER, BFREIERNS
String = N
ure e
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Nohce Int - AHSH, EHERE, 5 Timestamp BE&iEE, BLE
= EHE
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ProductABC/Device001 ,
Custo . = -
String B I E R RisiYE—FF ID,
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Data
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Reque Stri A, B—iEK ID, SASHRE, EfIitRER, FTREIZRIERE
ring
stid Requestid,
Status String BRER, AINAHREILFER, REE) OK.,
4. 76
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POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,
"AppKey": "AppKey",
"Signature": "Signature",
"Action": "ServiceReportDeviceData",
"Deviceld": "Productld/DeviceName",
"Customerld": "customerid",
"DataCategory": 100,
"Datalnfo": {
"ReportTime": 1618580291,
"Reportinfos":[{"SubType": 1000,"Value": 1},{"SubType": 1001,"Value": 265} ]

B R

o

: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68",
: IIOKII
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}

}

bR HES

o

: "InvalidParameterValue",
: "Signature Fo3&"

: "f92406b3-***+*-4fe8-bc43-45e3d794bb68"

5. HixfE
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InternalError PREBEEIR -
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tFound DEBEERRE
InvalidAction Action 3Ei%,
InvalidParameterValue 56| 37
InvalidParameterValue. ERIEAZ JSON.

InvalidJSON
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iot.cloud.tencent.com/api/exploreropen/serviceapi o
A#E0 ( ServiceReportDeviceState ) BFRFIRE LR,

2. WA

e Mk
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’
2

Kt

2]

[l

2l
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2]

2l

2l

~rH2H, KEOBE: ServiceReportDeviceState,

HE&H, W—FKRID, TBEITER, HEFER uuld, EfIEEE, HiEdt
iZRiEKRE Requestld.

>

~H2H, ¥YEXR SaaS B9 AppKey , AFHRRMRAIIEXM SaaS,

2HSY, BRER, FAFPBITER, BTRIEFERNGEME,

ARSE, BRI Unix Biaz (4% ) .
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Status t o 0: B%
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3. sy

B - i) fEik
Reque . AHSH, B—iEK D, SASHE, EfoEE, FREIZRIEKAY
String
stid Requestid,
Status String IBRER, RRINEHREIIFER, REEN OK.,
4, 75
BB

POST https://iot.cloud.tencent.com/api/exploreropen/serviceapi HTTP/1.1
content-type: application/json
{
"Requestld": "f92406b3-****-4fe8-bc43-45e3d794bb68",
"Timestamp": 1599468019,
"Nonce": 170533123,

"AppKey": "AppKey",

"Signature": "Signature",

"Action": "ServiceReportDeviceState",
"OnlineStatus": 1,

"Deviceld": "Productlid/DeviceName"

B R

o
: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68",
: IIOKII

LS HE S
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: "InvalidParameterValue",
: "Signature F&&"

: "f92406b3-**+*+*-4fe8-bc43-45e3d794bb68"
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fEi=g ik
InternalError SE
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EES = .
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ErrorMessage

HBIRER
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Message String
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