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IEE#RATE: 2024-10-29 21:02:29

BT RE®

A%#ldia: 2024-10-29 21:02:24
FREGESTIUTRE:
HETANXH.

RO

» DescribeKBComponentVersionList

o ¥MBAS: PageNumber, PageSize, Order, OrderBy, Filter
» DescribeKBComponentVulnerability

o FiiEH2: PURL, RecommendedVersion

FRIBEURG:

« ComponentTagFilter
« ComponentVersioninfo

(e Rt

« Component
o ¥MEM&R: Versionlnfo, LastUpdateTime, TagList
« ComponentVersion
o ¥FERLR: Versioninfo
» VulnerabilityDetail
o ¥MEMR: UpdateTime
* VulnerabilitySummary
o FMEMR: Architecture, ArchitectureList, PatchUrlList

86 &

H76HiE): 2024-04-16 01:05:23
FREGESTIUTRE:
BETANH,

RO

» DescribeKBComponentVulnerability
o ¥MBAS: Language

» DescribeKBVulnerability
o ¥MBAS: Language

B 5RE®

A%ldia: 2023-10-24 01:07:40
FREGESTIUTRE:
HEEANH,

feREn:

» DescribeKBVulnerability
o ¥MEBAZ: CNVDID, CNNVDID
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https://cloud.tencent.com/document/api/1483/100319
https://cloud.tencent.com/document/api/1483/72072
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https://cloud.tencent.com/document/api/1483/72074#Component
https://cloud.tencent.com/document/api/1483/72074#ComponentVersion
https://cloud.tencent.com/document/api/1483/72074#VulnerabilityDetail
https://cloud.tencent.com/document/api/1483/72074#VulnerabilitySummary
https://cloud.tencent.com/document/api/1483/72072
https://cloud.tencent.com/document/api/1483/72070
https://cloud.tencent.com/document/api/1483/72070

O BHS

FRIBEURG:

» AffectedComponent

(e R

» VulnerabilityDetail

o ¥MBmMR: AffectedComponentList

BARES

A%#Adia: 2023-10-17 01:08:28
FREGESTIUTRE:
HETENXH.

st

» DescribeKBComponentVersionList

» SearchKBComponent

FIEEIRS:

+« ComponentVersion

83Xk’

ZmAdiE: 2022-09-29 06:12:03
FREGEETUTHE:
MECHXE,

fEesdEn:

» MatchKBPURLList
o HEHS: Hit

B2RE®

#75AHE): 2022-06-09 06:06:39
FREHEETUTHE:
MECHXMA.

FhigEO:

« MatchKBPURLList

B1RE®

A%ldia: 2022-04-0217:37:22
FREGESTIUTRE:
HETANH.

st

» DescribeKBComponent

» DescribeKBComponentVulnerability

» DescribeKBLicense
» DescribeKBVulnerability

BRSNS

IRIRERE: BR=ITE (1bF) BRSEAE

RIS SR

85 #1113\


https://cloud.tencent.com/document/api/1483/72074#AffectedComponent
https://cloud.tencent.com/document/api/1483/72074#VulnerabilityDetail
https://cloud.tencent.com/document/api/1483/100319
https://cloud.tencent.com/document/api/1483/100318
https://cloud.tencent.com/document/api/1483/72074#ComponentVersion
https://cloud.tencent.com/document/api/1483/75192
https://cloud.tencent.com/document/api/1483/75192
https://cloud.tencent.com/document/api/1483/72073
https://cloud.tencent.com/document/api/1483/72072
https://cloud.tencent.com/document/api/1483/72071
https://cloud.tencent.com/document/api/1483/72070
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CVSSV2Info

CVSSV3Info

Component
ComponentVulnerabilitySummary
ComponentVulnerabilityUnion
LicenseDetail
LicenseRestriction
LicenseSummary
LicenseUnion

PURL

Qualifier

VulnerabilityDetail
VulnerabilitySummary
VulnerabilityUnion
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https://cloud.tencent.com/document/api/1483/72074#CVSSV2Info
https://cloud.tencent.com/document/api/1483/72074#CVSSV3Info
https://cloud.tencent.com/document/api/1483/72074#Component
https://cloud.tencent.com/document/api/1483/72074#ComponentVulnerabilitySummary
https://cloud.tencent.com/document/api/1483/72074#ComponentVulnerabilityUnion
https://cloud.tencent.com/document/api/1483/72074#LicenseDetail
https://cloud.tencent.com/document/api/1483/72074#LicenseRestriction
https://cloud.tencent.com/document/api/1483/72074#LicenseSummary
https://cloud.tencent.com/document/api/1483/72074#LicenseUnion
https://cloud.tencent.com/document/api/1483/72074#PURL
https://cloud.tencent.com/document/api/1483/72074#Qualifier
https://cloud.tencent.com/document/api/1483/72074#VulnerabilityDetail
https://cloud.tencent.com/document/api/1483/72074#VulnerabilitySummary
https://cloud.tencent.com/document/api/1483/72074#VulnerabilityUnion
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EIEE#ATE: 2024-10-29 21:02:28

5

FMEER MEREI S API 3.0 R4, £5HH AP EOXEEMBHLE, S—HS8REMAIHERE, 5i—i0 SDK/CLI R4S API TEFE—, SEHR
EEPHRERERGIE . ST ILEERERENSZ™R. ESER= AP| 3.0 EANMEEESR: REA]

RS (T-Sec-BSCA ) B—REFTHBIXM4IREEN, MaIRTZ#HE. B, APK. BESFEIMENUREHISTIER. T-Sec-BSCAXZER
1B, RETREAE. FRIMETNSREREN, —@ LEmEReRE.

IRIRERE: BR=ITE (1bF) BRSEAE 7 H113;|


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696
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API HE58

EIEE#ATE: 2024-10-29 21:02:28

HREEEXEO
EOSMm EOIEE STERPREH (R/F)
DescribeKBComponent HiFFRERTHER -
DescribeKBComponentVersionList HiRHRIRATIR 10000
DescribeKBComponentVulnerability HigFRERAMNFR -
DescribeKBLicense BEFNREFEIEHSE -
DescribeKBVulnerability BiMiREREEETIR -
MatchKBPURLList PeEekIiREEAR 4TI 10000
SearchKBComponent HRAH 10000
D FE:

WA LR AR OSRERIREIEE S arT + BAMMY + FWS , BXIBTESRBSE: AP STERFIRAA

IRIFRE: BR=ItE (It ) BRSEATF 58 #113|


https://cloud.tencent.com/document/api/1483/72073
https://cloud.tencent.com/document/api/1483/100319
https://cloud.tencent.com/document/api/1483/72072
https://cloud.tencent.com/document/api/1483/72071
https://cloud.tencent.com/document/api/1483/72070
https://cloud.tencent.com/document/api/1483/75192
https://cloud.tencent.com/document/api/1483/100318
https://cloud.tencent.com/document/product/1278/109059

O BHS

AR
5K

IEE#RATE: 2024-10-29 21:02:28

1. BRS5 itk

RIS SR

AP| ZiSThiEEHEN , A=RiEtbEEASSZ bsca.tencentcloudapi.com , BXZiFiEE M RZAE, Hlanr itk bsca.ap-

guangzhou.tencentcloudapi.com ,

HEEAREEEAGS . RIFARRONEFIRAELE, SENRTERENEBIRIRSS. SIEMERIER, SaMBTEIr MRS, LR

8% bsca.ap—guangzhou.tencentcloudapi.com 2—&#9,

R RESURALS, BUEESSREE.

R HE2 AP EAR, HFAR-REEROSIGRURSMHR. =RSIFRFIREERRSX/AHSECIERER, BOSHSIMEEERONIEEA

SETERA.

BRI ETIEN:
BN
SR (17, OHESHK)
TR (M)
SRR (L)
“eibiBE (dE5)
PRI (55 46)
R ()
BRANR(PEEE)
WA SRR (HihNR)
TAFR(E8)
TAR(EE)
TASKIL(ER)
TAKIL(RR)
EERHGERT)
LEFHES)
BRIt X (%2 548)

2. iBfEHHY

b

bsca.tencentcloudapi.com
bsca.ap—guangzhou.tencentcloudapi.com
bsca.ap-shanghai.tencentcloudapi.com
bsca.ap-beijing.tencentcloudapi.com
bsca.ap-chengdu.tencentcloudapi.com
bsca.ap-chongqing.tencentcloudapi.com
bsca.ap—-hongkong.tencentcloudapi.com
bsca.ap-singapore.tencentcloudapi.com
bsca.ap-bangkok.tencentcloudapi.com
bsca.ap—mumbai.tencentcloudapi.com
bsca.ap-seoul.tencentcloudapi.com
bsca.ap-tokyo.tencentcloudapi.com
bsca.na—ashburn.tencentcloudapi.com
bsca.na-siliconvalley.tencentcloudapi.com

bsca.eu-frankfurt.tencentcloudapi.com

Bz AP BOFRBIEONET HTTPS #1785, RESZEMNEEEE.

3. IRG*E
LI HTTP BRI:

« POST (##%)
« GET

POST i&EKZ#5H9 Content-Type 28!

« application/json (##%) , BHREAERTRIE v3 (TC3-HMAC-SHA256)

IRIFRE: BR=ItE (It ) BRSEATF
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« application/x-www-form-urlencoded, #R{ERAZERT5E v1 (HmacSHA1 2 HmacSHA256)
» multipart/form-data ({¥&oEO%E) , BRERAZESEEE v3 (TC3-HMAC-SHA256) .

GET iERIBEREANAEBITI2KB, POST iEREAZEZTE v1 (HmacSHAT. HmacSHA256 ) BIRSEIIMB., POST igRERERSE v3 (TC3-
HMAC-SHA256 ) F33Z#510MB,

4. FIFRG

9(ER uTr-8 YR8,

IRIFRE: BR=IE (16F) BREEAR 510 #1133,
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N

4£:L¢-é§§§355z

EIEE#ATE: 2023-12-28 01:07:57

N

AHSYERTHRAPNROESNSY, NELE, E8NMEARMIXETFENRESHHTIRE, ESXEREIFTRETRESY, FRERREEK.
AHSYHNBFRS2RSERNESHERFFRMEMER .

N

EAERSE v3 NS

BEEBiE v3 (BRBIRE TC3-HMAC-SHA256 ) HHELZESTE v (BENERRESERESHE) , BRE, IIFEANBERE, XiF POST JSON 18,
HEEBE—EREH, HEERZESXITEES. REBNMEHER 57515 v3.

R WFEHRIBER, BAROXEPRITAERNRERSE vI GET KR, MFAREREMERGIE V3.
ERERSE v3 i, ARSHTER—MEI HTTP Header iERLEH, MNTRAR:

SHEW S} Wik R
Action Strin o HTTP i&ERsk: X-TC-Action, I#EAEORIR, RESEEOMEMASEETXTARSH Action BRI, FI
9 = WNz=BRSSEHIEIASEHIFIZEREO, BUYER Describelnstances.
HTTP i&%ksk: X-TC-Region, £, RAFFIAFTEEEBNMBIZHEIE, ESSEONEPEBASHETX
Region String - FaH2H Region HIiRA, EE: REEOFARESEZSY, EOMEPSIILISEINRNE, KIAEESEZSHHR
SR,
Ti ¢ Int - HTTP i&%ksk: X-TC-Timestamp. Zifi UNIX BJi8Z, TiERER AP| iERE9AESE, Fan 1529223702, #&*
imestamp Meger = m: MRSESEMDESEISHH, S3ESSIEEE.
. . - HTTP i&Rsk: X-TC-Version, 12/EH APl B9RRA . BUESZZOSHEPASAHSH Version BYRE. FIINZ=HR
Version String =

S$3EHURRA 2017-03-12,

HTTP #RESBIAIESLEBFER, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

qui

- TC3-HMAC-SHA256: #&%i%, BrRIEEZE;

- Credential: B&EiF, AKIDEXAMPLE £ Secretld; Date 2 UTC {nERfialfBEA, BUEZSESHMAHESH
X-TC-Timestamp #&&# UTC tRERTEIAEE—3; service AERTRE, BENZSZHE. fia, HS
cvm.tencentcloudapi.com ERE&@E 2 cvm. AF=mBUEA bsca; tc3_request BEIEZEMEH;

- SignedHeaders: £5&&it&ERILAMSE, content-type 1 host J9u4ikLER;

- Signature: E¥EWE, HEIREER X,

HO

Authorization  String

HTTP iERk: X-TC-Token, Bl Z2FIEIRSS FIiRARRIIGEIREEIERHY Token, EMBIFEZEIE Secretld 1
SecretKey BEEIEHIGITZLEIEFRR TmpSecretld #l TmpSecretKey, ERAKEZHAIIABEREL Token
FE.

iyl

Token String

HTTP i&Eksk: X-TC-Language. I8EEOEEMNES, (XELEOZISHSH, BUE: zh-CN, en-US, zh-
CNEEHIZ, en-US iREHEIZ,

il

Language String

BigAPEEE S Mt ZRSBLFIFIRPIIF+, EOSBIRERREE Offset=0, BREHE Limit=10, WHEIEREDZESK URL., iERLEB. EKRIEF
TBIET:

HTTP GET i&R&HRH:

i.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID********EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;ho

st, Signature=5da7a33f6993f0614b047e5df4582db9%e9bf4672ba50567dbalbcbcctl74c474
Content-Type: application/x-www-form-urlencoded
Host: cvm.tencentcloudapi.com

C-Action: De ibeInstances

IRIFRE: BR=ItE (It ) BRSEATF £11#113|


https://cloud.tencent.com/document/api/1483/72078
https://cloud.tencent.com/document/api/1483/72078
https://cloud.tencent.com/document/product/1312
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X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&ER&HITMGEI:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID********EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-type;ho
st, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba678%a8edb4dc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0, "Limit":10}

HTTP POST (multipart/form—data ) iEREMRE ({(VFEREOZR) :
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******x**EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-type;ho
st, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfbab789%a8edb4dc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

—--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
——58731222010402--

SEASERAZE vI NS

EREERZE v (BRSTRME HmacSHA256 #1 HmacSHA1) , AHSHEER—KEIERSRHR, TENBRIEDY

SHEBW ESid ik R

Acti . BREAEOSM. ESZEOMEPRASHETXTAHSE Action HIIRE. FIIN=MRSSENEIDLHFIFIFRE

ction String .

A, BY&E» Describelnstances.

Region String iS4, RAFRIFRFEREMABIZEEE, BOESHNEEESSEOMERRBASHELAHSE Region BIIR
B, FE: REEOFANEGEREZSN, BOMEAPSILISEIRIE, HIAEEEZSHERSEN.

a1 UNIX i3ia2, alicR&R APl iERARTE, $1911529223702, NRSHFRTEEEZ K, &5lEEZE

Timestam Integer
P 9 s,

IRIFRE: BRzITE (165 ) BRSEAS $£12 #1113,



https://cloud.tencent.com/document/api/1483/72079
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SHEWR ESid) Wik R

Nonce Integer 2 FEHIEZES, 5 Timestamp BX&#Ek, BFHLEEMKE.

s t1d Stri - £ =APIESH LHRIBHITRREHRY Secretld, —4* Secretld JRiME—kY SecretKey , M SecretKey &%
ecre ring = HERkiERES Signature,

Signature String g BREZ, AREIELRERPGEYE, FEEAFPRBIGFHAASEITESE . BINTESESR 340,

Version String 2 1R1ERY API BURRZA . BUESEEOSHEPASATSH Version B, FIINZIRSS2EAIREA 2017-03-12,

SignatureMethod  Stri = E&AHN, BEixzi¥ HmacSHA256 #l HmacSHA1, [EIEEISEH HmacSHA256 i, &R
"anaiureivistno M9 5 HmacSHA256 SIS, HitiERHEA HmacSHA BIEEE.

Tok Stri = B Z2FIEIRSS FIARRIIGIT R 2FEIERRY Token, ERNEEI Secretld 7l SecretKey RIEEIRIGITE
oxen ring = 2EERE TmpSecretld #1 TmpSecretKey. {ERAKIAZARAREEIREL Token FER.

Language String B BEEOREMES, (ES OGS, BUE: zh-CN, en-US, zh-CN BEIF3Z, en-US iREIEI,

iz APEEEA Mg RRZRILOIFIR, HEREERIRER URL. iERAER. EREREMT:
HTTP GET i&sR&5#a3M61:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=15276

72334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Sec

ret Td=AKID* *** * ** *EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST i&RE&HRHI:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature ac2f4fde00blac?9

adeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823 ecret Id=AKID*****x**EXAMPLE

iR
AFRAEED Region ZRNAIGENTRAMT. NRBOREZEFOMGIE, NATEEOIMPSERN.,

biutcd &

£ergtX (7)) ap—-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF £13 #1113,


https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1483/72079
https://cloud.tencent.com/document/product/1312
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ERBHBEV3
BEEHAE: 2023-12-27 01:08:29

LTSzt T E857% v3 iESEE, BENESRSHCHRERARENZ AP| BAEH. RINEFEER SRz API Explorer , Eiflz SDK#l BZH<
IR (TCCLI) SHRETIR, NiZTMEIMEAN AP BRHTES.

#EFEZER API Explorer

fZE L& API Explorer B9 [ &SRR | RIREESMEOERMERITE,

Bz AP SXSNMEREITESHIHIE, AFPFEERREREIE, SEHENSENERETES (Signature) , BNMNERBFEEAHSHPIEEZEIERHIUL
EERNARFMERNREER .

A LEHRTER
ERBILA TR BBRIAER:

1. BIEEREFNZHE
ERRRERZHSEERHVEBUAREN . BESREHE = AP| %8 RERENEPBEXER.

2. RIPERTRRIEE
ATRLEREEBIEFRES, BR= AP| 2ERERSERITEERNERE, FIBERNEFEMZGFIEAERN—ES, REEAR API RS, RS
BREERKREINERSHLARFNEETERSE, FIEERPIOETE. NREREEN, BSERFHETR—H, BN= AP SEEFRER,

EERHiEv3 (TC3-HMAC-SHA256 ) IEE LBE T RINESSE v, MEERS, IFERAER, XiF JSON 80, POST iERZISHESHBENZFH
$, HREE—ERA, HEERZESHETEES,

BUREEM, BINGER AP| Explorer R “ERBER" ThEE, EEESIREH “API 3.0 £] v3” , AILERESIIRHTINE, WATEEER SDK K. #F
ERBNZ API B2ERY 8 #EAIRIZIES SDK, BEHRTESMBERERE, HWEHFR, F Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

AN(ERANZLEIEANZE, BHEE Secretld 1 SecretKey . 81"AFPRZSAILIAEHAENER.

« Secretld: AF#RA APl EBESH, TLAEESELLARARE.
» SecretKey: FTFINIE APl RBHENSD, TILARBRZEL D,
- APSATRGEZLREE, BoiR, SURERMTEZL. NSHE, BUASBZRLRIL,

HIERETIENRESRINT:

1. R B=EEPOEHS .
2. BifE =ZAPIEH A RE
3.7 =APIZ WA, PE [ #E%0 ] tl@—xE=8.

ERIRE v3 ERTE

= AP| 325 GET #1 POST iR, WFGETHZE, RF content-Type: application/x-www-form-urlencoded WM&, IWFPOSTH L, BRI
Content-Type: application/json AR Content-Type: multipart/form-data MM, json BREASEIERONZF, multipart BRXREEE
BOXE, WIHZEOAEEER json #&NEAR, SERMSIEONERE, #EER POST 5K, RARMENERHEER, (B GET i5RR % 32 KB LARRE
Ko

TEUZRRSHE A NEZFFIREIFIF, STENMBEIMTETE. HIIEFZEORREN:

1. ZIRSB[BEIACTE, ZEORER;
2. ZEARRIZH, FEUEMETRIPRE;
3. EOESMSHMERE, JINETEERIREMRIBBINEER.

7T, FeARSHHEFRONSH, RIVFEEFFZILHENER. EXMARRON, BRELFERR, SMEONSHEHTER, FERPEXMIFHSH
. s, RERARFTHSAHSHMZOWASY, AFPALMRELRSEERNEMSE, FIg0 Language 1 Token 2324 (£ HTTP %k&0RE, & X-

IRIRERE: BR=ITE (1bF) BRSEAE 14 H113|


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3
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TC- BI%g) -

{RiIZFAFAY Secretld 1 SecretKey BI2: AKIDz8krbsJ5yKBZQpn74WFkmLPx3*****++ | GuSt 9xGARNpg86cd98joQYCN3****xx* , FAFAEEET M X
=IRFBH/EN ‘KHB” WENIRS, RRE—FHIE. WiEKATaEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization:
1ders=content-type;host; x
Content-Type: application

vm.tencentcloudapi. cor

: "instance-name"}]}

TEFABEEZITEIEE,

1. BHEHGEERE
BT AREERABHENEIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHe
SignedHeaders + '\n' +

HashedRequestPayload

FEREW i3
HTTPRequestMethod HTTP i&XK%5i% (GET. POST ) . WRHIBMER PoST,
CanonicalURI URI 2%, API 3.0 BIEEREMT (/) -

& HTTP i5%K URL FREIFHFE, WTF POST 5K, BEAZZHFE", HF GET iEK, Wi URL Hias (?) BE
BZFFERRE, FIE: Limit=10&O0ffset=0,

i*&: CanonicalQueryString FE2£% RFC3986 i#17 URLEncode fiB (5% FZHRBEEASFE) , FHE UTF-
8. WEFERRIZESIEERITRG .

CanonicalQueryString

S5XIMLEMERS, ELPEE host #l content-type B LER, BAIARLHBS5EZ LIRS ESERNE—EIIRE
%, BREIERIMEINT EOBLER.
HHERN -
1. 3LEB key 1 value Z—#/I\S, HEIEBETHE, 1B key:value\n BxX#E;
2. BALEB, REBLER key (/NF) K9 ASCI AF#ITHIE

CanonicalHeaders
BERBITEEESRR content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\no
EE: content-type ZRMEFRRIXAMBTS, BLHEEESMEEERIEEESBMAFM charset (B, MNRHZAIFNEIE
BHA—%, RSBSREEZRIGEM

S5XEMHLIER, HBLLXIEREWLLES5TES, # CanonicalHeaders B2HILIBABRE—XIRAY,
content-type #1 host Ja#4i&sLER
HHERN -
SignedHeaders 1. k8B key Z—5EIS;
2. 84088 key (/N5 ) 128 ASCI #Fi#{THHE, FEUDS (;) PR,

7RI content-type;host;x-tc—action
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@ HE ‘ﬂ:lﬁ RIS SR

FEREMW R
BERIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],

"Name": "instance-name"}]}) RIIGFEE, itEHHBR

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&RIEM M SHA256 187, AR+ idtEl
RO, REROBEEENSFEE, ¥F GET iR, RequestPayload BIEATFMH ., RFITEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6e89887£1398934£064,

HRIEIL LR, REIPSEIRIHEEIEREBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi

22632e5b1ff7£f6e89887£1398934£064

2. RSB R F RSB
BRI PHRGE S F S

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FREM 25
Algorithm BEEHEE, BHAERE TC3-HMAC-SHA256,

IERISEEE, BIERLIPRIAHSH X-TC-Timestamp BUE, EXZaiATE UNIX BIE)ZE, $SIHEIR. LRFIBVES

RequestTimestamp Lee1115065
o

EIEEE, &35 Date/service/tc3_request, 8EBH. FERMNIRSNELLZFE (tc3_request) . Date 3 UTC
CredentialScope RERENAE, NETENAHSH X-TC-Timestamp &#AY UTC iREREIRM—3; service AFRE, %RSHE
AN RIEE—H . WREITEERRE 2019-02-25/cvm/tc3_request.

BIRSREHESIUEERENIGHE, TEHEBR
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). lREIHELERRE
7019a55be8395899b900£b5564e4200d4984910£34794a27cb3fb7d10ff6ale84,

1. Date #ZUNBESEE X-TC-Timestamp 1555, BEXJ UTC+0. MRMARFEFMHXER, FIINF/\K, ESHAXME LEABKI, BRER
BHERSERY .. FightiEgghn 15651113065, 5/ \RAIATER 2019-02-26 00:44:25, {BRit+HSEIRY Date BY UTC+0 RIRHARA 2019-02-
25, A= 2019-02-26,

2. Timestamp #ARSRIRSKE, BRHERRAMEFITENEERSHN, MRESEEASHNSELRY . MRKIBEFMRERERS, TEET—R
BHEE, EREY, BREEZZHER.

RIELL LM, REIPSEIRGESFARNT:
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TC3-HMAC-SHA256

1551113065
c3_request

9b900£fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. itHE&
1) HEHIREESEA, HRBIT:

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAYERSA SecretDate . SecretService SecretSigning EITHFIREE, EJﬁ‘EE@’FEJHED?ﬁ, BEEAE T RITENAE SR :
ficb4d518a0eda9d5cbbfdb7850983f1e603eecae484edea76e4dd8d8deb5556¢,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90c3590d569221c6a63a091ed

HEE, FRNRKEES, HMAC ERMPSHINFIET—H, BUERERDE, WEhREEHASH key £, HESH data 5. BREIREERHSRM
TiEtEREE, RIS RMITENRIFAH ERIENROREE, Lt ERETEHIER.

FEREM R

SecretKey [RiaRY SecretKey, B GuSt 9xGARNpG86cd9I8IoQYCNI*****x*
Date B Credential H8Y Date FERIER . LRHEENMEN 2019-02-25,
Service B Credential HfY Service FRIER . WRBEIEUES cvm,

2) HEESR, (HHLENT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

BB EERRE bedf67d323c78ab%acb7395e43c0dbef822a9cfac32fea2449a7bc7726b770a3 o

4. $#1% Authorization
RANT#&UHHE Authorization:

Authorization =
Algorithm + ' +
'Credential=" SecretId + '/' + CredentialScope +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FEREM 235

Algorithm BEHiE, BEIEH TC3-HMAC-SHA256,

Secretld Z4A%IhEY Secretld, B) AKIDz8krbsJSyKBZOpnTAWFKkmLEx3***** %%

CredentialScope RE, FEEE. WREITEERERE 2019-02-25/cvn/tc3_request,

SignedHeaders RLEI, 25FZ09LEMMEE . LRHFIEYES content—type;host;x—tc—actiono

Signature BEE. WRORTEERRE pesf67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,
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@ HE ‘ﬂ:lﬁ RIS SR

tRIELA LS, REIFSEIRET:

SignedHeaders=content-type;

host;x-tc-action, Signatu bedf67d323c78ab%acb7395e

RARENEARERMT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbsJ5yKBZQpn74WFkmLPx3*******/2019-02-25/cvm/tc3_request, SignedHeader
s=content-type;host;x ic Signature=be4f67d323c78ab%acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: icatio charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version:

X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

ERRIERIEI HTTP 438 (Header ) #liEk{k (Payload ) #MHMIESIHHEEPHATRE—H, SUSEEESF—HER. AESITENIRERA
B, MEMBFEHAMHE,

oy w

7EsEfREA API 3.0 BY, EE(ERAERENBIIE SDK 3.0 , SDK #ixTEZMIZE, FRINAXEFRIRMIMEEEONT ., #MESSR SDK il . HEIsZiF
RIEESH:

* Python

« Java

« PHP

« Go

» NodeJS

« .NET

o« Ct++

* Ruby

TEREMH T FRFRIERES demo, ERILMLEI N RESEZRIERR:

« Signature Demo

ATEERMBEREREE, TAMULRREES G, BLANESSERESLN, EROES . ARAGROMS YNGR LRSS 2i3E0E, KBRABEES
oig, #AFESERN, IRFREREERE SDK.

Java
.nio.charset.Charset;

a.nio.charset.StandardCharsets;

a.security.MessageDigest;

java.text.SimpleDateFormat;

java.util.Date;
java.util.TimeZone;
java.util.TreeMap;

javax.crypto.Mac;
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RIS SR

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

{
= StandardCharsets.UTF_38;

String = System.getenv ("TENCENTCLOUD_SECRET_ID") ;

string = System.getenv ("TENCENTC )_SECRET_KEY") ;

String = "application/js charset=utf-8";
byte[] hmac256 (byt key, String msg) throws Exception {
.getInstance ("Hmac
/Spec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

turn mac.doFinal (msg.getBytes (UTF8)) ;

String (String throws Exception {
ageDiges = MessageDigest.getInstance ("SHA-256");
e[] d = md.digest (s.getBytes (UTF8)) ;

1rn DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

guangzhou";
"DescribeInstances

= "2017-03-12";

sdf.setTimeZone (TimeZone.getTimeZone ("UTIC")) ;

ring = sdf.format (new (Long.valueOf (timestamp +

"content-ty pplication/json;
action:" + action.toLowerCase ()

;x—tc

= sha256Hex (payload) ;
httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

+ service + "/" + "tc3_
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= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n"

System.out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

secretService = hmac256 (secretDate, service);

secretSigning = hmac256 (secretService, "tc3_request");

= DatatypeConverter.printHexBinary (hmac256 (secretSigning,

System.out.println(signature);

= algorithm + " " + ntial=" + SECRET_ID + "/

rs=" + signedHeaders + ", nature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();

headers.put ("Authorization", authorization);

headers.put ("Content-Type",

CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X region) ;

(O

sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append("\"")

lice charset=utf-8\"")

iy

.append (" \"Content-Type: app ation/json;

.append (" -H \"Host: ") .append (host) .append ("

.append (" -H \"X-TC-Action: ") .append(action).append ("\"")

.append (" X-TC-Timestamp: ") .append (timestamp) .append ("\"")

Version: ") .append(version) .append("\"")

nny

.append ("
.append (" ") .append (region) .append ("\

'

.append (" -c ) .append (payload) .append ("'") ;

System.out.println(sb.toString());
¥

import hashlib, hmac, json, os,

from datetime import datetime

secret_id = os.environ.get ("TEN SECRET_ID")

secret_key = os.environ.get ("TE

service =
host =
endpoint

region =

IRIFRE: BR=ItE (It ) BRSEATF

+ credentialScope + "\n"

" + credentialScope + ",

RIS SR

+ hashedCanonicalRequest;

stringToSign) ) .toLowerCase () ;

"
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action =
version =

algorithm

timestamp
date = datetime.utcfromtimestamp (timestamp) .strftime (" %d")

params = {"Limit": 1, "Filters": [{"Values": [u"Kep "], "Name":

http_request_method =

canonical_uri = "/"

canonical_querystring

ct = "application/json; charset=utf

payload = json.dumps (params)

canonical_headers = "content-typ s\n :% tc—action:%s\n (ct, host, action.lower ()
signed_headers = ' ntent-typ ;X—tc

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" +

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

"Cr itial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

>OST ' + endpoint
' + authorization +

“ontent-Type: application/json; ch
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+ host + '"!'
' + action + '"!'
' + str(timestamp) + '"'
' + version + '"!'
+ region + '"!'

+ payload + "'")

(s string)
b := sha256.5um256 ([]byte (s))

return hex.EncodeToString(b[:])

(s (S S "'H
Sy S st g

hashed := hmac.New(sha256.New, []
hashed.Write ([]byte(s))

string (hashed.Sum(nil)

secretId := os.Getenv ("TEN

secretKey := os.Getenv ("TE
host := "cvm.te ntcloudapi.
algorithm

service

version : 2017-03-12"
action : cribeInstances"

region

ar timestamp

httpRequestMethod := "P

n/n

canonicalURI :=
canonicalQueryString := ""

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx

appl tion/json; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filte . [{"Val

hashedRequestPayload := sha256hex (payload)
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canonicalRequest := fmt.Sprintf ("%s\n%s

httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)

fmt .Println(canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("%s

date,

hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("%s
algorithm,

timestamp,

credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date,

an
5y

"TC3"+secretKey)

secretService := hmacsha256 (service,

secretSigning := hmacsha256 ("tc

signature := hex.EncodeToString([]b

fmt.Println (signature)

authorization := fmt.Sprintf ("%

algorithm,
secretId,
credentialScope,
signedHeaders,
signature)

fmt.Println (authorization)

, host, authorization,

fmt .Println (curl)

= getenv ("TED

= getenv ("TE

n.tencentclc

IRIFRE: BR=ItE (It ) BRSEATF

s Credential=%s/%s, SignedHeaders

host,

3_request",

secretDate)

e (hmacsha256 (string2sign,

action,

timestamp,

01-02")

secretService)

version,

service)

region,

secretSigning)))

payload)

RIS SR
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"ovm" ;
"2017
"

"DescribeInstances";

"ap-guanc

ADS5EM .
S50";

= implode ("\n",
"content-ty application/json;
’

ion:".strtolower (

.PHP_EOL;

= gmdate ("Y-m

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("S
= hash_hmac("S
= hash_hmac ("S

.PHP_EOL;

Credential=".
"

SignedHeaders="

.PHP_EOL;

IRIFRE: BR=ItE (It ) BRSEATF 524 H113,




RIS SR

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENC
service = 'cv
host = 'c
endpoint =
region = 'a
action

version =

algorithm

timestamp =

date = Time.at (timestamp) .utc.strftime ('$Y-Sm-%d"')

http_request_method
canonical_uri = '/'
canonical_querystring
canonical_headers

signed_headers =

payload = '"{"Limit": 1, "Filters": [{"Values": \u672a\u547d\u540d"], "Name": "instance
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,
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hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '/

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join ("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256"')

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 't

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{crec tia sc > } Shl dHe s=#{signed_he s} Signature=#
gnature}"

puts authorization

puts 'curl -X + endpoint \
' + authorization + '"'
ntent-Type: application/json;
' + host + """ \
' + action + ""' \
TC-Timestamp: ' + timestamp.to_s + '"' \
' + version + '"' \

X-TC-Region: ' + region + '"' \

"" 4 payload + "'"

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

ing (SHA256 algo = SHA256.Create())

byyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = =w StringBuilder () ;

i = 0; i < hashbytes.Length; ++1i)
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builder.Append (hashbytes[i].ToString ("x2"));
}

1rn builder.ToString() ;

tel]

(HMACSHA256 mac = >w HMACSHA256 (key) )

turn mac.ComputeHash (msg) ;

ic Dictionary<String, String>
Y, string servi

on, string

string datestr = date.ToString("yyyy-MM-
DateTime startTime = new DateTime (1 0, ), DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

algorithm =
httpRequestMethod
canonicalUri =
canonicalQueryString = "";
contentType = "application/json";
canonicalHeaders = "content-type:" + contentType + ";
:" + endpoint + "\n"

“tion:" + action.ToLower ()
signedHeaders = "content-ty
hashedRequestPayload = SHA256Hex (requestPayload) ;

n\ "

1g canonicalRequest = httpRequestMethod + \D

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"
+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

ring credentialScope = datestr + "/" + service + "/" + "tc3
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"
+ requestTimestamp.ToString() + "\n"
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);
secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service)) ;

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
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signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
1g signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

ring authorization = algorithm +

"Credential=" + secretid + "/" + credentialScope

v n

'SignedHeaders=" + signedHeaders + ", "

n

+ signature;

"Signature=

Console.WritelLine (authorization);

Dictionary<string, string> headers w Dictionary<
headers.Add ("Au Y tion authorization);

headers.Add ("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", wversion);

headers.Add ("X-TC ion", action);

headers.Add ("X-TC-R ', region);

1rn headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";
endpoint =
region =

action

version

DateTime date = new DateTime (1970, 1, 0 0 0 0 .Utc) .AddSeconds (
string requestPayload = "{\"Limit\":

me\"}]1}";
Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service
, endpoint, region, action, version, date, requestPayload);
Console.WritelLine ("POST https://cvm.tencentc

foreach (KeyValuePair<string, string> kv in headers)

{

Console.WritelLine (kv.Key + ": " + kv.Value);

¥

Console.WriteLine () ;

Console.WritelLine (requestPayload) ;

}

}

IRIFRE: BR=ItE (It ) BRSEATF 5528 113,




RIS SR

ing) A
hmac = crypto. sha256', secret)

hmac. (message) . (encoding)

st hash = crypto. ('sha256"')

1rn hash. (message) . (encoding)

date W (timestamp * 1000)
year date. ()
month = ('0' + (date.

day = ('0' + date.

}-${month}-$

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint
service
region
action

version

timestamp

(timestamp)

payload = "{\"Limit\": : {\"Values\": [\"\\u6 \\u547d\\u540c ] \"Name\": \"instance-name\

hashedRequestPayload
httpRequestMethod = "E
canonicalUri = "/"
canonicalQueryString
canonicalHeaders =
ost:" + endpoint + "\n

tc-action:" + action.

signedHeaders = "con

canonicalRequest = httpRequestMethod +

n n

canonicalUri + "\n
canonicalQueryString +

"y

canonicalHeaders + \n
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+ signedHeaders +
+ hashedRequestPayload

(canonicalRequest)

algorithm =
hashedCanonicalRequest (canonicalRequest) ;

credentialScope = date /" + service + "/" + "t

stringToSign = algorithm
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

kDate = (date, +
kService (service, kDate)
kSigning = ('tc3_req t', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +

"Credential=" + + "/" + credentialScope + ",

ynedHe + signedHeaders + ", " +

ynature=" + signature

(authorization)

curlcmd = 'curl -X E /" + endpoint

T

"Authorization: ' authorization +

ontent-Type: app
i

' + endpoint +

' + action + '"!'
' + timestamp.
+ version + '"'
yion: ' + region + '"'
wn

+ payload +

(curlcmd)

le <algorithm>
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string
{
string utcDate;

har buff[20] = {0};

ruc sttime;
sttime = *gmtime (&timestamp) ;
e (buff, sizeof (buff),
utcDate = string(buff);

1 utcDate;

string

{

std::stringstream ss;
ss << njy;

urn ss.str();

string
{
ar buf[3];
nsigned char hash[SHA256_DIGEST_ LENGTH];
SHA256_CTX sha256;
11t (&sha256) ;
Update (&sha256, str.c
- (hash, &sha256);

std::string NewString = "";

i = 0; i < SHA256_DIGEST_LENGTH; i++)

(buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;
¥
return NewString;

}

string

0x10100000L
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

ar* )&input[0], input.lenc
len

21 (h, hash, &len);

IRIFRE: BRzITE (165 ) BRSEAS 31 #1113,




RIS SR

std::stringstream ss;
ss << std::setfill('0"');

( i =0; 1 < len; i++)
{

ss << hash[i];

1st lut = "0123

len = input.length();

string output;
output.reserve (2 * len);

); i < len; ++i)

r ¢ = input[i];
output.push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);
¥
return output;

}

string SECRET_ID gete ‘ NTC CRET_ID");
string SECRET_KEY geten “NCENTCL( CRET_KEY") ;

string service

string host = "cvm.tencentcloudapi.com

string region "ap-guangzhou";

string action "DescribelInstances

string version = "2017-03-12";
timestamp = 1551113065;

string date = get_data(timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";
string lower = action;

std::transform(action.begin (),

string canonicalHeaders =
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+ "host:" + host + "\n"
+ "x-tc on:" + lower + "
string signedHeaders = "content /pe;host;x—tc-action";

n

string payload = "{\"Limit\": 1, E ers\": [{\"Values\":

string hashedRequestPayload = sha256Hex (payload);
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/"

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService 1acSha256 (kDate, service);

string kSigning HmacSha256 (kService,

string signature exEncode (HmacSha256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + C > + SECRET_ID + "/" + credentialScope + ",

—n

+ "SignedHeaders=" + signedHeaders + signature;

cout << authorization << endl;

string curlcmd = "cur ST https://" + host + "\n"
" + authorization + "\"\n"
ontent-Type: application/json; charset=utf-8\"" + "\n"
" + host + "\"\n"

Action: " + action + "\"\n"

" + RequestTimestamp + "\
" + version + "\"\n"
" + region + "\"\n"
" 4 payload + "\'";

cout << curlcmd << endl;
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7
sttime = *gmtime (&timestamp) ;

strftime (utc, len, sY—-%m-%d",

}

ar hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strl (str));
SHA256_Final (hash, &sha256);

r (i i = 0; i < SHA256_DIGEST_LENGTH; i++)

(buf, sizeof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;

HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, s (key), EVP_sha256(), NULL);
HMAC_Update (h, ( unsign fe r* )input, trl (input));
insigned int len =

HMAC_Final (h, hash, &len);

NSSI_VERSION_ NI 7 0x10100000

HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

strncpy (result, (co char*)hash, len);

}
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onst lut = "012345¢
len = st =n (input) ;
“har add_out[128] = {0};

har temp[2] = {0};

i < len; ++i)

nar ¢ = input[i];
>> 4];
temp) ;
& 1i

temp) ;

add_out, 128);

SECRET_ID = getenv ("TE

SECRET_KEY = getenv ("TEN
service = "cvm";
host =
region =
action
“har* version
timestamp =
ar date[20] = {0};
get_utc_date (timestamp, date, sizeof (date));

ar* http_request_method = "E e
“har* canonical_uri = "/";
‘har* canonical_gquery_string = "";
canonical_headers[100] = {"content-typ
1t (canonical_headers, host);

(canonical_headers, "\nx-tc-action:");

“har value[100] = {0};

lowercase (action, value);

strcat (canonical_headers, value);
(canonical_headers, "\n");

“har* signed_headers = "content

"y

har* payload = "{\"Limi

\ " .

"har hashed_request_payload[100] = {0};
sha256_hex (payload, hashed_request_payload) ;

835 113,
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ar canonical_request[256
sprintf (canonical_request, 5s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,
signed_headers, hashed_request_payload) ;

printf ("$s\n", canonical_request);

“har* algorithm = "TC3
r request_timestamp[16]

sprintf (request_timestamp,
har credential_scope[64] = {0};
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s/tc3_request", date, service);

ar hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);

ar string_to_sign([256] = {0};
sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

pri ("$s\n", string_to_sign);

"har k_key[64]
o1 F (k_key, "¢ , "TC3", SECRET_KEY);

"har k_date[64]

hmac_sha256 (k_key, date, k_date);

"har k_service[64] = {0};

hmac_sha256 (k_date, service, k_service);

har k_signing[64]

hmac_sha256 (k_service, c3_request", k_signing);
ar k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, string to_sign, k_hmac_sha_sign);

“har signature[128] {0};
hex_encode (k_hmac_sha_sign, signature);

signature) ;

har authorization[512
spt - (authorization, %s ( ntial=
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

1r curlcemd([1

(curlcmd,

TC-Timestamp:
\"X-TC-Versior

\"X-TC-Region:

host, authorization, host, action, request_timestamp, version, region, payload);
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", curlcmd);

Htigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HEEM

FEUTESKMAERD, SIRECIRERGE,

RS fEIRER
AuthFailure.SignatureExpire F2i3H, Timestamp SRS SEFWEIERNIGEEEFRSEIRD .

AuthFailure.SecretldNotFound BRFEE. BIEHEEERNERHNER, ERaLENTERNRES TFN.

AuthFailure.SignatureFailure FRER, TRERERITHEEBIR, IEFESSIIRRENABFEFTS, BETHEESH SecretKey HIRSHM.
AuthFailure.TokenFailure IiGAHES Token $&iR.
AuthFailure.InvalidSecretld ZiAdEE (A== API %R ) .
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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N
EBRBE
BiFEEYE: 2024-01-05 01:07:55

BEERE VI BR5H, ERMENEZSERTNESSE v3, HEERESSE V3,

BURIERL, EiER AP| Explorer Ry “BZRER” IaE, EFZZMAS “AP13.0 £E v1” , T ERBEZEEHTIRE, FHERTHOHREESSNES T
B, tBETEIEER SDK {418, HEFERBN= APl BBER 8 MHERMNRIEES SDK, BE&HETESMSRIERE, YMEFE, iF Python. Java. PHP. Go.
NodeJS. .NET. C++, Rubys

#EZ(ER API Explorer

EaJLAiEiZ APl Explorer B9 [ 2845 | EBREESMEOEZNERITE.

Bz AP SXSMETERETESMHEIE, ENERTTEELLERSHPEESERIER (Signature ) KIRIEERESS
EREEHREEITER, REFIEELE Secretld 7l SecretKey; ERFRREREREIE, Bl ZAPIZHENAE BiF, BWEERAZ API 0.

1. HERSRKIE

EE—RERT API 281, 58I = AP ZHRHE BERLEIE.
ZLEITEIE Secretld 1 SecretKey:

« Secretld ABF#FiE APl HRAESH
- SecretKey BFINZEZZ T ENRSBIHVIIZZZHTRNEH,
- APSATRGREZLREE, BotE.

HIERETENRESRINT:

1. BF BA=SEROEHE -
2. BifE = API Z4 BUiEFIARE
3.7 = AP| =50 @, &iF [ #E=58 | B LAeE—3d Secretld/SecretKey.

R 81N RSHESULUABEN Secretld/SecretKey.

2. ERERB
BT ZRLEIE Secretld #1 SecretKey &, MALIERBEZERT . UTRERAEESZ vI £REZB0EMIIE:
{BRigFFRY Secretld #1 SecretKey S3I2:

« Secretld: AKIDz8krbsJISyKBZQpn74WFKkmLPx 3 * * * % % % %

« SecretKey: Gu5t 9xGARNpPg86cd98JoQYCN3* # * % &

R XBERETH, BIRERFEERRIBA Secretld fl SecretKey #{T/REEIRIE!
IA=BRSSEEEEHIFIZE ( Describelnstances ) i5kA6l, HAFARX—EON, HiERkSHTEENT:

SHBM 234 SHIE

Action HiES Describelnstances

Secretld 2$8 ID AKIDz8krbsJ5yKBZQpn74WEkmLPx3* * % * x %
Timestamp HRAdiEER 1465185768

Nonce BB IEREEL 11886

Region SEIFRTEX i ap—guangzhou

Instancelds.0 FEIIRIEH) ID ins—09dx96dg

Offset IRigE 0

Limit RAFIFEH 20

IRIRERE: BR=ITE (1bF) BRSEAE 538 H113:,


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

RIS SR

O BHS

SYEBMR i 2¥E
Version EOMAS 2017-03-12

RXERRTTHIAHSHMEOBASH, ARULURELIFEZERMEMSE, fli Language #l Token AHSH,

21, HBHHIF

BAMMAEERSHIESHBNFHR ( ASCIE) AFHRF. 5 1) RIRSKSETHIR, SHERSWYRETE, F25LEX0; 2) & ASCIHfBEEXDN, N
Instancelds.2 ZHE Instancelds.12 [5H, FRIEFE%R, A2 RYE. AFPALMEERIZES PIIRXHIFRECRIIX—INEE, W PHP g ksort B3
LERRBISHAHIFSERUT:

{

'"Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit"' : 20,
'Nonce' :
'Offset' : O,
: 'ap—-guangzhou',
: '"AKIDz8krbsJ5yKBZQpn74WEkmLPx3* *xx**x*1
: 1465185768,

'Version': '2017-03-12"',

ERHEERZIHES RN, X LETEPNSEETHIR, SRNER—EE.

2.2, HERRFHER

B ERRIERFRE,
BIEL—SHIFIFRIBRSEISUR “SHBMR=28E" #Zz, W3 Action &8, HSHEM) "Action" , 2#{@) "Describelnstances" , EELE
#73 Action=Describelnstances .

HE: “8BE” BRMEMIE url KBENE.
ARBEXCENSISHA" & HEE—E, REERNBERFESRD:

Action=DescribeInstances&InstancelIds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&SecretId=AKIDz8kr

bsJI5yKBZQOpn74WFkmLPx3*******gTimestamp=1465185768&Version=2017-03-12

2.3. PHEEBFF SR

IS RERERIELF TR,
ERBEXFHFREUTASE86:

1. 5K A% 255 POST #1 GET 5=, XEfER GET i5XK, FEHiZALKE.

2. {EREN:EEHLHIFIR(Describelnstances)igKiEZ A : cvm.tencentcloudapi.com, ELFRNBERIGZRIBZOMBERNFRMNAR, #FRSEOR
B

3. IERIER: HRIRAZAPIEKREBREREER / .

4. ERFFR: B E—SERERERFS,

ERBEXRHERNG: ERGE + BEREN GEREE + » + BRFEEFHR
TBIRSHHIRER R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instanceld 0 egion=ap

—guangzhou&Secret Id=AKIDz8krbsJI5yKBZQpn74WFkmLPx3*******gTimestamp=1465185768&Version=2017-03-12

24. EMERH
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U RERER S,
E5%EA HMAC-SHA1 Hix3d E—Shhir SR BB REFHRHTES, RARBEMNES R Baseb4 #H{THD, BIRRERENESH,

BFMUEBWT, LA PHP iES761:

" Gu5t 9XGARNDPGS86Cd98JOQYCNI* #xkx ¥ 1,

$SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=

0&Region=ap-guangzhou&Secret Id=AKIDz8krbsJ5yKBZQpn74WFkmLPx3******x*gTimestamp=1465185768&Version=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, $secretKey, true));

echo $signStr;

REBINESERA:

zmmjn35mikh6pM3V7sUEuUX4wyYM=

ERHCERRINES RN, TALERFIPHESGHTESIE, SRINESR56FPa—E0e,

3. EERBRD
ERMESEHTRERENERSS, BEMHHT URL RS,

W E—SERENEZEA zmmjn35mikh6pM3V7sUEUX4wyYM= , REEBEINEZRIERSH ( Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$RAFEMREMIER URL,

R MRAPRERSGZR GET, SEiBRAZES POST [ Content-Type 5 application/x—-www-form-urlencoded, M&XiERIFAEIERSEHRE
BREH URL i3, SHRT-FSFBEHD. I ASCII 257 URL HEIWESL UTF-8 #{T9H8.

HE: FUREESNREESENAMESYIHTT urlencode, EXMIERT, MABENERHIHT URL HBT, TWHX URL HRSSHEREM,

R Hitt2¥EhMERTRG, HKERA RFC 3986, A %XY MRHFHFIIRFHTESLED, Hb X" M “¥" B+A#HHFHEF (0-9 MASFE A-
F) , BRAMNERSIRER.

4. BEREW

RIEEIRER, FEMTERXMAEIRE, SRECFERLE.

e T fEIRfEIR
AuthFailure.SignatureExpire HFZiLH
AuthFailure.SecretldNotFound BHRAERE
AuthFailure.SignatureFailure EEER
AuthFailure.TokenFailure token &z
AuthFailure.InvalidSecretld EiREE (A2= AP ZA%E)

5. BRiWR

TESCFRAR AP 3.0 BY, #FERAEERNEIIZ SDK 3.0 , SDK H#3R7TERREE, FRINRXEFRIZEHEMEEDRR ., #AEESR SDK fil, HEISZFHN
wREIESH:

* Python

- Java

« PHP

- Go

» NodeJS

« NET

o C++

* Ruby
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
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TEREMH T FRFRIVERES demo, ERILAMKEIRI N~ RESSEZRIERR:

» Signature Demo

ATEEFRNFEEZEE, TEMZIRREESH6, S ERNEZEREFIN. EROEE . ARNROMNSHNIRERIL LAESdR0E, AR NERES
i, HFESERN, LFFRBEREMEME SDK .

%gmﬂjﬂ’g url Eﬁgﬂg: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.O=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secret Id=AKIDz8krbsJ5yKBZQpn74WFkmLPx3*******gSignature=zmmjn35mikh6pM3V7sUEuX4wyYM$3D&Timestamp=1465185768&Versio
n=2017-03-12 o

R BFROIPAZBEREEN, HEREFERRGLRAE, FEINREL url EEEPITARER curl SHSRARRSRESGER: 8838, ATEE—
ANEIAESIRER url , EEEXRGIFR Secretld 1 SecretKey HESIAIZE, FHEARZALRITITEIEN Timestamp

FE: ETENTRER, FRFEES, EER—ESERNTEEN url TEEREMTRE, RUASHNIRFETRE, EXHFZMIERYE . IBMESKEE, BES
THEIEREDE .

R UTRBUERT API 3.0, TatERATHEMNESRE, SRR RE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

ic String String s, St g key, String tho throws Exception {
= Mac.getInstance (method);
>cretKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm()) ;
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

r (String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString () ) .append ("&") ;
}

return s2s.toString() .substring(0, s2s.length() - 1);

UnsupportedEncodingException {

(String k : params.keySet ()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");
}

return url.toString() .substring (0, url.length() 1);
}
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public static void (String[] args o ows Exception {

TreeMap<String, Object> params = w <String, Object>();
params.
params.put ("Timestamp", 65185768) ;

params.put (" retId", System.getenv ("TEN
params.put ("Action", "DescribeInstances");
params.put ("Vers

params.put ("Region

params.put ("Limit",

params.put ("Offse

params.put ("InstanceIds.0
params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD

System.out.println (getUrl (params)) ;

Python
R MRRE Python 2 WEHiET, FEARE requests KEfie ip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC

secret_key = os.environ.get ("T

s = method + endpoint + "/?

query_str = "&".join("%s=%s" params [k]) o] n sorted (params)

return s + query_str

(key, s, method):

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method)
return base64.b64encode (hmac_str)

__name___ == '
endpoint =

data = {
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s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

print (data["Signature"])

"encoding/b
"Eme

nogn

"sort"

T s
STrI

secretId := os.Getenv ("TEN

secretKey := os.Getenv ("TENC C _SECRET_KEY")

params : plstring]lstring{

strconv.Itoa(1465185768),
"

"ap—-guangzhou",

secretId,

InstanceIds.O
imit": strconv.Itoa(20),
"Offset": strconv.Itoa(0)

}

buf bytes.Buffer

WriteString ("GET")

WriteString ("cvm.tencentcloudapi.com")
WriteString ("/")

WriteString("?")

= ([]string, 0, len(params))

ge params {
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keys = append (keys, k)
}

sort.Strings (keys)

ange keys {

:= keys[1i]
WriteString (k)
WriteString ("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt.Println (base64.StdEncoding.EncodeToString (hashed.Sum(ni

= substr(

= base64_encode (hash_hmac ("shal",

.PHP_EOL;
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secret_id = ENV["TEN

secret_key = ENV["TE

method =

aG 0
con

endpoint

data = {

{

'ap—-guangzhou',

=> secret_id,

vV /o

sign = endpoint +
params

data.sort.each do |item

v

params << "#{item[O0] }=#{item[1]

sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb64.encodeb64 (OpenSSL::HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;

System. Security.Cryptography;

System.Text;
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ring

ing
{
byte[]

signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret) ) ;

signRet = Convert.ToBase64String (hash);

String
retStr
retStr
retStr
retStr

string

signRet;

retStr = "";

+= requestMethod;

+= requestHost;
requestPath;

nomn.
L

ring key in requestParams.Keys)

string.Format ("{0}={1}&", key, requestParams/[key]);

+= v.TrimEnd('&");

retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_T

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentc
region = "ap-guangzhou";
action cribelInstan
version = "2017

RequestTimestamp

Dictionary<string, string> param = w Dictionary<stri

param.Add ("Limit", "20");

param.
param.
param.

param.

Add ("Offset", "0");
Add ("Instancel
Add ("Action", action);

Add ("Nonce", "11¢ ")

Add ("Timestamp", RequestTimestamp.ToString());

Add ("Version", version);

retId", SECRET_ID);

IRIFRE: BR=ItE (It ) BRSEATF
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param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary< ) S 1g> (param, StringComparer.Ordinal) ;
tring sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

}
}

NodeJS

crypto

unction
params|['Signature'] = enco JRICompo t (params|['Signature']);

url_strParam = (params)

1 "https://" + endpoint + "/?" + url_strParam. (1);

(regMethod, en bin ath, strParam) {
strSign = regMethod + endpoint + path + "?" + strParam.

turn strSign;

(secretKey gn) {
let signMethodMap

{'HmacSHA1': "shal"};
hmac = crypto. (signMethodMap|[ 'HmacSHAL1'], secretKey || "");

return hmac. . (strsign, 'utf8')).

strParam = "";
let keys = 5 (params) ;
keys. 0;

strParam += ("&" + "=" + params([keys[k]]);

1 strParam

= process.env.TENCENTCLOUD_SECRET_ID
= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

IRIFRE: BRzITE (165 ) BRSEAS $47 H113:)




let params =

params['A

params [

params [’

(params)

regMethod = "GET";
path = "/";

(regMethod, e oint,

strSign)

IRIFRE: BR=ItE (It ) BRSEATF
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3 =+
IR[EIZER
EIEE#HATE: 2024-03-12 01:11:53

= API 3.0 #20O0%ARE JSON #i#E, iREE JSON HEUasE OSSP itiieE . IRE JSON HiEmRRAIRE) 50 MB, WMREERIMIEESRARE, HK
SEMFHEEIPEMEIR. ISRIEROXISPAHANEIRIEE (BINENEEE ) &S TRMEE, EHRESERETX.

TR BAREERERSIKESLET, MR HTTP KEB15200, HIINEERIESHEMNERBRESRY, B HTTP AEMHE2200, mF=2401.

IEfRIEEISSR

L=BRSZBHIEOEELHMRSTIZE (DescribelnstancesStatus) 2017-03-12 krAR61, EEAMBMKLN, EHolsEMNRENTR:

{

"Response": {

» Response REMZH Requestld SEIEHFE, TiCEREINESE, RE APIRET, NHERIEE,

» Requestld BF—1 APl iEREIE—IRIS, MR API HIRE, AR BA=ER % 123518, FHEHZ ID REBRTE,

o BRTEENFERI, EROAEREOENNFE, FRNEOMMERENFEES RIEONEPFIEN . HFIFE TotalCount # InstanceStatusSet 3%
DescribelnstancesStatus #OEXWFEE, HFABBERMARSIIERERRSEEEH, Eit TotalCount ZEULER FAEEEN 0,
InstanceStatusSet SIRH=.

HREELSR
ERAXY, BEEETINTR:

{

1

"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be

v
I

"RequestId": "

» Error HEMKEREZSKABEM .. Error ZEBEREMERA Code 1 Message FEREFRAXMITR S ERER o

» Code RFEMFHEMEIRD, HiEREEHAILSERBZIEREEAHEREINHAIEOMN RSB REMERN N FERBRRE R,
+ Message 2R TMERRENEFRER, BELSERRAFRML, WNFATESEERISTEREH, APFRKIXMNEEE,.
Requestld BF—1" APl iEREIME—iRiT, IR API HIMBE, AILABKR EBA=Z0R o 123218, FHEHIZ 1D RBRIE,

AERE

REERPIMEFAE Error FER, WRTERE APl OXW. Error Hi) Code FEREREIRD, FRIEUSATRELMANERBANTIEIRG, SRINEIRDIIFRE
SEXFm “API X" BRTR “HiR3” TH.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
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SH R

miEsEHAtE: 2022-08-10 06:16:16

BRIENZ= AP 3.0 MASEEH ST T L EEE:

String: & &,

Integer: BE, FRATHFSO64MEH ., SDK 3.0 FEAREESZISHERERER, BINLFMERRZESHRABREEY, I colang B uintéd,
Boolean: f/RE,

Float: =8,

Double: WEEIZERE,

Date: Ff#F&, BHItE=. HN: 2022-01-01.

Timestamp: F#&FE8, BEig. Flan: 2022-01-01 00:00:00.

Timestamp ISO8601: 1SO 8601 EHEFTELALR ( International Organization for Standardization, 1SO) &#EIXTF BEIFIREEXBIERFIR
i, MEEM (GB/T 7408-20058E il UE R A ERTE) . BINCAFERREESIRERESTEURT, fitn: 2022-01-
01T00:00:00+08:00,

Binary: Ti#HAE, SELMSEMUERINGER.

IRIRERE: BR=ITE (1bF) BRSEAE 5550 #1133,


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A
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FREERXEO
CECHIRREEAFSIER

IEEHATE: 2024-03-12 01:11:52

1. EO#E

EOISKRERZ: bsca.tencentcloudapi.com .
AEO(MatchKBPURL List) BFERIRER LR SFEXS RIEFHRE A5 IR o
EUAZOIEREAZIRS: 10000:%/7

#EFEZ(ER API Explorer

API Explorer 12t T E&AMA . ERKIE. SDK KBERMREETIEOFMEN . EAEESFRNRANERNINEESERAREMER SDK BATH

2. MAEH
UTERSHIIR(GIE TEOBRSENSDSAHSY, SBAHSHFIRN AHiERSH,
SHBR Wi ESill iR
Action = String ~SH, FEORE: MatchKBPURLList,
Version 2 String ~HSH, XEOBE: 2021-08-11,
Region & String AHSY, XEOFFTEEBLSH.
SHA1,
- .
SHAT = String FBIE: 7ed845del1dfe070d43511fab321784e6c4118398
3. e
SYBR ESidl iR
. Array of -
PURLList PURL BT,
[=F -
Hit Boolean R FBIER.

TBIE: true

W—i5K ID, HRSIHER, FRERPIEE (HERAEMEERERARSR, WZXERF2IRE Requestld) . E

R tid tri
eques String (AT EER A REREY Requestld,

4. 751
N ERAIREEH IR

BATH

POST / HTTP/1.1
Host: bsca.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: MatchKBPURLList

<PEERSH>

IRIFRE: BR=ItE (It ) BRSEATF 51 #1113,


https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72074#PURL
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=MatchKBPURLList
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"SHA1": "7ed845deldfe070d43511fab321784e6c4118398"

"Response":

"Hit": tru

"PURLList":

{

"Name": "loc

"Namespace": "org.apache.logging.log4j",
"Protocol":

"Qualifiers":

"Subpath": "'

"Version": "2.5

1,

"RequestId":

5. FREHR

HR= APl £&
Bl API F& 2&& API XH4. iR, APl Explorer &t SDK SZENS—ENTFE, HECMA—AOZARERBHSIRENOMRE AP BRSS .

API Inspector
FPEEE API Inspector BEEHAE—HIRIEXHN APERER, HEAMNERSIESIRAN API {58, BalaiE AP Explorer #{TE&RIR

SDK
= API 3.0 It TERENARIESE (SDK) , XIFSMRIZES, sEESENEAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRg

ITFRFUH 72O S IEERREIRD, EibiEiRER AHEIRD,
IR ik
FailedOperation.AccountNotEnough KRRERTTE.
InternalError PIEBERIR o
InvalidParameter SHIEIR,

IRIFRE: BR=ItE (It ) BRSEATF 552 #1113,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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fEIRED ik
InvalidParameterValue SHEVEEIR.
ResourceNotFound REFEFE,
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O BAT

EIEE#RATE: 2024-10-29 21:02:26

1. EO#R

EOiSKRERZ: bsca.tencentcloudapi.com .
IRIBRMAREMS . BHERISRIBRAEY, BREFESGEMHTIZR
BRAZOIIERIAZRIRS]: 10000:%/7

#EFFER API Explorer

RIS SR

<> mER

API Explorer 127 EZAM . ERKIE. SDK RBERMREETIEOFMEN . EAEESRNRANERATNERESERAREHER SDK BATH

2. @A\2%

UTERSHSIRIIH TEROBERSHEMBOLAHLSY, REAHSHIIRD AHERSH,

SHEM Wi ESil iR

Action = String ~rHE2%, FEOBYE: SearchKBComponent.

Version = String ARSE, XEORE: 2021-08-11,

Region a String AHSY, WSHHEESY,

Que - Strin SEERNEHS

b = g ~BE: openssl
- . TEERAENGER
Protocol a String FOIE: generic
SRESE, MO Fa
=
PageNumber a Integer =BIE: 0
PageSize - Inteqer PRESY, RESTWREINERSE
9 = 9 FHIE: 20

3. miey

SHBMR ESidl 3%

ComponentList  AT"@ of SRR AENTIE

Component
Total Integer BRIERZENRNE
=FIE: 10
Requestld Strin W—iEK ID, HIRSIKER, SRXEKRBLIRE (HERKEEMFERREKERSR, WZREREARIKE
q 9 Requestld ) . EESEIEERMZAER Requestid.

4. %l
TN ERAREB YR
€ RristrettotB <B4
B|ATH

POST / HITP/1.1

Host: bsca.tencentcloudapi.com

Content-Ty

application/json

X-TC-Action: SearchKBComponent

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72074#Component
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=SearchKBComponent

RIS SR

"Query": "ristretto"

"Response": {

"ComponentList": [

{

"CodeLocationList": null,
"Homepage": "",
"LicenseExpression": "bsd-new",
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "@polymer",
"Protocol": "npm",
"Qualifiers": [],

"Subpath": "",

"Version":

by
"Summary
by

{

"CodeLocationList": [

",

"github.com/bobotu/ristretto"
i

"Homepage" :
"LicenseExpression":
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "github.com/bobotu",
"Protocol": "golang",
"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary": ""

by

{

"CodeLocationList":

"Homepage": "",
"LicenseExpression": "mit",
"NicknameList": null,
"PURL": {

"Name": "ristretto",
"Namespace": "github.com/ran
"Protocol": "gol

"Qualifiers": [],

IRIFRE: BR=ItE (It ) BRSEATF 8555 #1113,
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"Subpath":

"Version":

by

"Summary": "This tion is empty"
by

{

"CodeLocationList": [
"github.com/dgraph-io/ristretto"
1y

"Homepage": "",
"LicenseExpression":
"NicknameList": null,

"PURL": {

"Name": "ristretto",

"Namespace": "github.com/dgraph-io",

"Protocol": "golang",

"Qualifiers":

"Subpath": "",

"Version":

by

"Summary": "Ristretto is a £, @@ nt cache ibrary built wi a fc on performe
by

{

"CodeLocationList": null,

"Homepage": "https://github.com/B

"LicenseExpression": "",

"NicknameList": null,

"PURL": {

"Name": "ristretto",

"Namespace": "",

"Protocol": oypi",

"Qualifiers": [],

"Subpath": "",

"Version":

by
"Summary": "ristretto: Randomized
o

{

"CodeLocationList": [
"github.com/etecs-ru/ristretto"
i

"Homepage": "",
"LicenseExpression": "ap:
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "github.com/etecs
"Protocol": "golang",
"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary": "This fork applies the
by

{

IRIFRE: BR=ItE (It ) BRSEATF 5556 #1113,
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"CodeLocationList": [

"Homepage": "",
"LicenseExpression": "mit",
"NicknameList": null,
"PURL": {

"Name": "ristretto",
"Namespace": "github.
"Protocol": "golang",
"Qualifiers": [],
"Subpath": "",

"Version":

by

"Summary":

b

{

"CodeLocationList": [
"github.com/outcaste-io/ristretto"
i

"Homepage" :
"LicenseExpression": "a
"NicknameList": null,
"PURL": {
"Name": "ristretto",

"Namespace": "github.c

"Protocol": "golang",

"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary" : s is a fork of dgraph-io/ristretto, maintai
by

{

"CodeLocationList": [

com/sergiub32/ristretto"

"Homepage": "",

"LicenseExpression": "a
"NicknameList": null,

"PURL": {

"Name": "ristretto",

"Namespace": "github.co rgiub32",
"Protocol": "g a",

"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary" :

by

{

"CodeLocationList": [
"http://git.xfce.org/apps/ristretto"
1,

"Homepage": "",

IRIFRE: BR=ItE (It ) BRSEATF 857 #1113,




"LicenseExpression":

"gpl-2.0",

"NicknameList": null,

"PURL": {
"Name": "ristre

"Namespace": "a

"Protocol": "generic

"Qualifiers": [
{
"Key": " url",

"Value": "http://git

1r
"Subpath":
"Version":
by
"Summary":
r: Debian
}

{

"CodeLocationList":

"github. n/revconte

i

"Homepage": "",
"LicenseExpression":
"NicknameList": null
"PURL": {

"Name": "ri

"Namespace": "github

n
’

.xfce.org/apps/ristretto"

lightw J picture-z

el@lists.alioth.de

[

nt-prodt

’

.com/revcontent-p

"Protocol": "golang",

"Qualifiers": [],
"Subpath": "",
"Version":

by

"Summary" :

by

{
"CodeLocationList":
"github.com/ben-han
1,

"Homepage": "",
"LicenseExpression":
"NicknameList": nul
"PURL": {

"Name": "ristretto",

[

cn/ristretto"

’

"Namespace": "github.cc

"Protocol": "go
"Qualifiers": [],
"Subpath": "",
"Version": ""

by

"Summary" :

by

{
"CodeLocationList":

github. m/go

iber/storage

[

~n

IRIFRE: BR=ItE (It ) BRSEATF
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1,

"Homepage": "",
"LicenseExpression": "mit",
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "github.com/gofiber/stor:
"Protocol": "golang",
"Qualifiers": [],

"Subpath": "",

"Version":

b

"Summary": "ufe Ristretto)
b

{

"CodeLocationList": [
"github.com/flarebuild/ristretto"
1y

"Homepage": "",
"LicenseExpression":
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "github.com/flarebuild"
"Protocol": "golang",
"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary": ""

by

{

"CodeLocationList": [

"Homepage": "",
"LicenseExpression": ":
"NicknameList": null,

"PURL": {

"Name": "ristretto",
"Namespace": "github. m/impa
"Protocol": "golang",
"Qualifiers": [],

"Subpath": "",

"Version":

o

"Summary":

by

{

"CodeLocationList": [
"github.com/coicoichip/ristretto”
i

"Homepage": "",
"LicenseExpression":

"NicknameList": null,

IRIFRE: BR=ItE (It ) BRSEATF 5559 #1113,
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"PURL": {

"Name": "ristretto",

"Namespace": "github.com/co

"Protocol": "golang",

"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary" :

by

{

"CodeLocationList": [
.com/paivagustas ristretto"

"Homepage": "",

"LicenseExpression": "",

"NicknameList": null,

"PURL": {

"Name": "ristretto",

"Namespace": "github.com/paivagustav

"Protocol": "go

"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary" :

by

{

"CodeLocationList": [

L?‘L‘,‘FT\?‘FT“%N{‘{‘, and correctness"

"github. alexsergivan/blog-examples"
1,

"Homepage": "",
"LicenseExpression": "",
"NicknameList": null,
"PURL": {

"Name": "ristretto",

"Namespace": "github.com/alexsergivan/
"Protocol": "golang",

"Qualifiers": [],

"Subpath": "",

"Version":

by

"Summary":

by

{

"CodeLocationList":
"github.com/ahiho/x

1,

"Homepage": "",

"LicenseExpression": "",
"NicknameList": null,

"PURL": {

"Name": "ristretto",

"Namespace": "github.com/ahiho/xcac

"Protocol": "golang",

IRIFRE: BR=ItE (It ) BRSEATF 5560 #1133,




"Qualifiers": [],
"Subpath": "",
"Version": "'

Ir

"Summary": ""

"CodeLocationList": [

"github.com/aryehle

seExpression": '

"NicknameList": null,
"PURL": {

: "ristretto",

"Namespace": "github.com/aryehle

"Protocol": "golang",
"Qualifiers": [],
"Subpath": "",
"Version":

by

"Summary":

b
1,

"RequestId": "3a979%aa’

"Total":

5. FRERR
BRE AP F&

Bz APl £& RS API X8, i3, APl Explorer & SDK FXFHA—EOFES, HEENE—AAZORERENIZMARAE APl IESS.

API Inspector

APRAEE AP| Inspector BEEEHIEE—SIRIEXEN AP ARBER, HEMERZIESHAN AP 53, tEaFIE API Explorer #{TELIEIR

SDK

= API 3.0 Rt TREMNFATRE (SDK) , ZIFSMREEIES, sEEHENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. {HiRB

AITFRFUH T O S IEIERRIEIRD, EthiiRiER AHLEIRE

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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InvalidParameter
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FINIRERNER

EIEE#ATE: 2024-10-29 21:02:27

1. IEO#E

EOiEKRESZ: bsca.tencentcloudapi.com

RIS SR

FEM(DescribeKBComponent) BFEAIRESREOFRAMER . MEMRIBAFPBANPURLEAIRERSKIRAFREM, EFNameliEFE,

= (ER APl Explorer

API Explorer 2t THZAM . ERWIE. SDK ABERFREGTIZOSZMEN . STEEFRERNBERASINEESRIREER SDK ERTE.

2. A28

IUTERSHSIRIE TIEROBRSHEMBO LHSY, RBAHSHIIRD AHERSH,

BB Wik
Action 2
Version

Region &
PURL =

3. milisy

BHEW ESid

Component = Component

Requestld String

4. 561
7P EiflopenssliBEER

BTG

POST / HTITP/1.1

Host: bsca.tencentcloudapi.

ESid] iR
String ~H2%, XEORE: DescribeKBComponent,
String AHSY, FEOE: 2021-08-11,
String AHBY, FMEOTFEEBHRSH.
PURL AHAIPURL
b
IERIALHER

EE—iER ID, HIRSIRER, SXERBIEE (EHERERMRERERERSHR,
MBI HEERMHIZXIERE Requestld.

com

Content-Type: application/json

X-TC-Action: DescribeKBComponent

<PEERSH>

{
1

"PURL": {

"Name": "openssl"

IRIFRE: BR=ItE (It ) BRSEATF

WZRIERF

Py ayi=|

=IRTF

Requestld)
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RIS SR

"Response": {
"Component": {
"CodeLocationList":

"https://github.com/op

"Homepage": "https://v
"LastUpdateTime": "2
"LicenseExpression": "openss
"NicknameList": null,
"PURL": {

"Name": "openssl",
"Namespace": "",

"Protocol": "generic",
"Qualifiers": [],

"Subpath": "",

"Version":

b

"

"Summary": "OpenSSL is a robust, commercial-grade, full-featured Open Source
(TLS) protocol formerly known as the re cts Layer (SSL)
l-strength general purpose c
"TagList": [
"network"
1,
"VersionInfo": {
"CopyrightList": [
"Copyright (c) 1998-2008 The OpenSS
oyright (c) 1995-1998 E

ler is Tim Hudson

"PublishTime":

"TagList":

o
"RequestId": "deadcOde
}
}

5. FREGR

BR= APl &
Bifl= APl 5 B4&& API X, $HiRfB. APl Explorer &2 SDK FHENA—EAIFE, HFEENE—AOSORERBAZRZMIIFAE APl RS

API Inspector

FAPRPTEE AP| Inspector BEEEHIEE—SIRIEXEN AP ABER, HEMWERZIESHAN AP 53, tEaFIE API Explorer #{TELIEIR
SDK

= API 3.0 IRE TERENFFATIEE (SDK) , ZIFSHRIZES, sEESENRRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php

@ HE ‘ﬂ:lﬁ RIS SR

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiRg

IAITFRFUH T2 O S IEIERRIEIRD, EhiiRiER AHEIRD,
IR ik
FailedOperation.AccountNotEnough WRRERTRE.
InvalidParameter SHEIR.
InvalidParameterValue SHEEREIR.
ResourceNotFound BEAEFE
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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TR ERANRR
EIEE#ATE: 2024-10-29 21:02:27

1. IEO#ER

EOiSEKRESZ: bsca.tencentcloudapi.com

Z#%O(DescribeKBComponentVulnerability) BF IR EFEGFRAGNRRES

#EZ(ER API Explorer

API Explorer IR THZAM . ERWIE. SDK KBERFREGTIZOSZMEN . STEEFRERNBERASNEESRIREER SDK ERTE.

2. WA\28
UFERSEGIRGIL TEOSRSHMDHARSY, REALSEFIRT AHEREH,

BB Wik ESid) iR
Action 2 String AHSE, FEOBE: DescribeKBComponentVulnerability,
Version = String ~HsE, AMEORE: 2021-08-11,
Region & String AH2Y, AEOFFTEERLSH,
PURL = PURL AHEIPURL, EffiNameflVersionH%iEFER
. iBS, ZHEKEN
-
Language a String =pIE: ZH
L
SHEWR ESid) iR
VulnerabilityList Array of ek
ComponentVulnerabilityUnion R WFEBAEEHEE null, RTREFEERE.
PURL PURL Ai¥purl
. . WA, HEIRAPRFEREEMES T RRA
RecommendedVersion  String _
HE: 1.1.12
—iEX ID, HRSIKER, SRERBSKIRE ( FiEREEMREEKRLERIXRS
Requestld String i, MZRERFTEIHKE Requestld) . EfTRITEEREIZRIERAY

Requestld,

4. 56
P EifJopenssl 1.1.18ERER

BTG

POST / HTTP/1.1
Host: bsca.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeKBComponentVulnerability
<

<AHERSH>
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https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72074#PURL
https://cloud.tencent.com/document/api/1483/72074#ComponentVulnerabilityUnion
https://cloud.tencent.com/document/api/1483/72074#PURL
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=DescribeKBComponentVulnerability
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"Name": "xxl-job-core",
"Protocol": "maven",
"Namespace": "com.xuxueli"
"Version": "2.2.0"

}

}

{

"Response": {

"PURL": {

"Name": "com.xuxueli:xxl-jok
"Namespace": "",

"Protocol": "maven",
"Qualifiers": [],

"Subpath": "",

"Version":

by

"RecommendedVersion": "2.4.1"
"VulnerabilityList":

{

"Summary": {
"ArchitectureList": [],
"CNNVDID": "C

"CNVDID": "',

"CVEID":

"IsSuggest":

"Name": "XXL-JOB HEiEE",
"PatchUrlList": null,
"Severity": "High",
"VulID": "pcmgr-5

o
"SummaryInComponent":
"AffectedComponent":
"AffectedVersion":
"CanBeFixed": tr
"FixedVersion":
"PURL": {

"Name": "com.xuxueli::
"Namespace": "",
"Protocol": "mave
"Qualifiers": [],
"Subpath": "",
"Version":

by

"RiskLevel":

"Summary": {
"ArchitecturelList": [],
"CNNVDID":

"CNVDID":

"CVEID": "CVE

IRIFRE: BRzITE (165 ) BRSEAS 67 H113)
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"IsSuggest": false,

"Name": " FEuBI AR (
"PatchUrlList": null,
"Severity": "Medium",
"VulID": "¢ gr-: 614"

by

"SummaryInComponent": {
"AffectedComponent": "com.xuxueli:xxl-jok
"AffectedVersion": "2.2.0"
"CanBeFixed": true,
"FixedVersion": ">2.2.0
"PURL": {

"Name": "com.xuxueli:xxl-jok
"Namespace": "",

"Protocol": "maven",
"Qualifiers": [],

"Subpath": "",

"Version": "2.2.0"

by

"RiskLevel": "Medium"

"Summary": {
"ArchitectureList": [],
"CNNVDID": "CNNVD-202209
"CNVDID": "",

"CVEID": "CVE

"IsSuggest":

"Name": "X>

"PatchUrlList":

"Severity": "Cri

"VulID": "pcm

by

"SummaryInComponent": {
"AffectedComponent": "com.xuxueli:xxl-jc
"AffectedVersion": "2.2.0",
"CanBeFixed": true,
"FixedVersion": ">

"PURL": {

"Name": "com.xuxueli:xxl-jok
"Namespace": "",
"Protocol": "maven",
"Qualifiers": [],
"Subpath": "",

"Version": "2.2.0

by

"RiskLevel": "Critical"

"Summary": {
"ArchitectureList": [],
"CNNVDID": "",

"CNVDID": "CN 2022-81229",

IRIFRE: BRzITE (165 ) BRSEAS 5568 H113%,
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"CVEID":

"IsSuggest":

"Name": "xxL-JOBXEBIEIRRIRIRE (CV
"PatchUrlList": null,
"Severity": "High"

"VulID": "pcm

o

"SummaryInComponent": {
"AffectedComponent": "com.xuxueli:xxl-jo
"AffectedVersion":
"CanBeFixed":

"FixedVersion":

"PURL": {

"Name": " n.xuxueli:s
"Namespace": "",

"Protocol": "maven
"Qualifiers": [],

"Subpath": "",

"Version":

by

"RiskLevel": "High"

"Summary": {
"ArchitecturelList": [],
"CNNVDID": "CN 2404-775"
"CNVDID": "',

"CVEID": "CV

"IsSuggest": alse,

"Name": "XXL-JOB EANEIE (CVE
"PatchUrlList": null,
"Severity": "High",
"VulID": " gr-485156"
by

"SummaryInComponent":
"AffectedComponent":
"AffectedVersion": "2
"CanBeFixed": true
"FixedVersion": ">2
"PURL": {

"Name": "com.xuxueli:xxl
"Namespace": "",
"Protocol":
"Qualifiers":
"Subpath": "",
"Version":

by

"RiskLevel":

IRIFRE: BRzITE (165 ) BRSEAS 5569 #1113,
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5. F&ZAHR
BRE APl F&

iz API F& REE API 34, $HiRtS. APl Explorer & SDK R RHA—EAFE, HESNE—AOEGRERBENZIZHARE AP RS

API Inspector

FFEiEE APl Inspector EEEFIGE—SIR(EXEE AP ARER, HEMEMSIESRAR APl X53, el API Explorer #{T7ELRIK,

SDK

= API 3.0 Rt TREMNFATRE (SDK) , ZFSMFEIES, sEEAHENER AP,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR

6

Tencent Cloud CLI 3.0

. $HIRfB

IAITFRFUH T2 O SSZIEIERRIEIRED, EthiEiRDER AHEIRD,

IR
FailedOperation.AccountNotEnough
InternalError

InvalidParameter
InvalidParameterValue

MissingParameter

IRIRERE: BR=ITE (1bF) BRSEAE

R
KFRERTTE
PIEREEIR
SHIEIR.
SHEVEHIR.

ROSHIEIR,
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
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EENREFAIEER

EIEE#ATE: 2024-03-12 01:11:52

1. IEO#ER

EOiEKRESZ: bsca.tencentcloudapi.com

AEO(DescribeKBLicense) BFENIREREDIFATIEHES

#EFZ(ER API Explorer

API Explorer 2t THZAM . ERWIE. SDK ABERFREGTIZOSZMEN . STEEFRERNBERASINEESRIREER SDK ERTE.

2. WA\2%

IUTERSHSIRIE TIEROBRSHEMBO LHSY, RBAHSHIIRD AHERSH,

BB Wik R R
Action 2 String aHSH, XIEOBRE: DescribeKBLicense,
Version = String AR, XMEORE: 2021-08-11,
Region & String AHSY, MEOFTFTEERNSH,
. . . Licensezixz{
B
LicenseExpression a String FBUE: apache-2.0
3. [mitieN

BB ESid) iR
LicenseList Array of VFENIEFIR

LicenseUnion R WFERTEHEME null, FREFEEHE.

AT License®RiER

NormalizedLicenseExpression  String FOIE: apache-2.0

W—iER ID, HIRSIRERN, SXERBPLIEE (EHEREEMRERERERSR, WizK

R tid Stri
eques ring ERFL%E Requestld ) . EATHESIREZRIERE Requestld.

4. %l
71 &Eifj apache—-2.0 FIEER

BATH

POST / HTTP/1.1

Host: bsca.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeKBLicense

}
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https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
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https://cloud.tencent.com/document/api/1483/72074#LicenseUnion
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=DescribeKBLicense

{
"Response": {
"LicenseList":

{

[

"LicenseDetail": {

"ConditionSet":

{

"Description":

[

"

"Name": "License anc

b
{
"Description":

"Name": "¢

1,

"Content":

"ForbiddenSet":

{

"Description":

[

"This

lic

Version 2.0,

se explicitly

ch a statement probably do not grant any implicit

"Name": "Tra
by
{

"Description":

"This

"Name": "Liability"

by
{

"Description":

"This

"Name": "Warranty"

1,

"PermissionSet": [

{

"Description":

"Description":

"The

license

lice

"Name": "Modificatior

b
{

"Description":

"The

lice

"Name": "Distribution"

by

{
"Description":
"Name" :

i

{

"Description":

"Name": "Privat

"This

"The

e use

"LicenseSummary": {

1

lic

n

includes a limitatior

1 material and de

material may be

material may

explicitly

>d material may

IRIFRE: BR=ItE (It ) BRSEATF
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1tributors.
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"Name": "Ar
"Risk": "MediumF
"SPDXKey": "Aty
"ShortName": "

"Source": "https:

"NormalizedLicenseExpression": "

"RequestId": "26112148-876a-4bc7

}
}

5. FRERE
BR= APl £&

Sz APl F& RS API X4, (58, API Explorer & SDK E&BFHSA—EATFES, HESMNE—ANOZORERENREFAE API RS

API Inspector

FIFmEE APl Inspector EEEFIGE—SIREXIKR AP EARER, HEMNEMSESHRAR API K13, tBaaiik API Explorer #{TEZIEIK

SDK

= API 3.0 Rt TERENALRTESE (SDK) , XHFSMREES,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR
« Tencent Cloud CLI 3.0

6. fEiRE

che-2.0.html"

HESETSBAYAM AP,

UFRFUE TR O SSiZIEEXRIEIRD, EthiEiRiDiFER AHERD,

RS
FailedOperation.AccountNotEnough
InternalError

InvalidParameter
InvalidParameterValue
MissingParameter

ResourceNotFound

IRIFRE: BR=ItE (It ) BRSEATF

@ik
KFRERTTE
PEBEIR o
SHIEIR.
SHEVEEIR.
ROSHEIR.

BRFFE.
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
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https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% \,EHE RIS SR

EENRERRFEIIER

EIEE#HATE: 2024-04-16 01:05:25

1. IEO#EE

EOiSEKRESZ: bsca.tencentcloudapi.com

A#E0(DescribeKBVulnerability) BFEMIREPSIGREIFMAESR, ZIFRI\ECVE. VulID. CNVD ID. CNNVD IDEifl,

#EZ(ER API Explorer

API Explorer IR THZAM . ERWIE. SDK KBERFREGTIZOSZMEN . STEEFRERNBERASNEESRIREER SDK ERTE.

2. MNBY
ATFERSHEFIRMGILE TIEOBERSHMBLAHSY, RBEAHSHFIRD AHiERSH,
SHEWR Wik E-5id] R
Action = String ~H2%, FEORE: DescribeKBVulnerability .
Version = String AHSY, FEOE: 2021-08-11,
Region & String ~AHBY, XEOREEERNSH,
. IRIECVE IDEi ( FRESEMMSHRTEFE)
=
CVEID.N = Array of String RBIE: ["CVE-2020-1971", "CVE-2019-1551"]
- . RIEVUl IDE ( FeesHtSHRERFE)
VullD.N S Array of String FBUE: ["pcmgr-303514]
. RIECNVD IDEif ( FeESEMESHEIEFE)
=
CNVDID.N & Array of String FBIE: ["CNVD-2021-04811"]
. RIECNNVD IDEif] ( FEESHSHRERTEE)
=
CNNVDID.N a Array of String FBIE: ["CNNVD-202108-1945"]
- . &%, ZHSKEN
Language & String SEIE: ZH
3. e
SYBMR Sl iR
. I Array of iBREREETIE
VulnerabilityDetailList -, ¢ -abilityUnion HE: WFRAUMGEE null, FRIUREIGHRE.
Requestld String W—iEXK ID, MRSIKER, SXEREBEEE (ESEREEMERRFRERIXRSR, WiZRiEkR

~&3%18 Requestld ) . EfIDRAITEEIRMIZXIERE Requestld,

4. =5

61 EifICVE-2019—-15510SREIFMER
EifICVE-2019-155180iR i M=

BATHI

POST / HTTP/1.1

Host: bsca.tencentcloudapi.com

Content-Type: application/json

IRIFRE: BR=ItE (It ) BRSEATF £74 H113|


https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72074#VulnerabilityUnion
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=DescribeKBVulnerability

RIS SR

X-TC-Action: DescribeKBVulnerability
<]HEFRSH>

{

"CVEID": [
TEVE=2019=1551"
]

}

{

"Response": {

"RequestId": "8db
"VulnerabilityDetailList":
{

"Detail": {
"AffectedComponentList": [
{

"AffectedVersionList": [

"FixedVersionList":

0.2t,>1.1.1d"

openssl-libs

"Name" :

by

{

"AffectedVersionList": [
rsion<=1.1.1d",

<=1.0.2t"

[

"FixedVersionList":

">1.0.2t,>1.1.14"
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"Name": "1ik

b

{

"AffectedVersionList": [

<=1.1.1d",

"FixedVersionList":
">1.0.2t,>1.1.14"

I

"Name": "libcryptol.1l"
by

{

"AffectedVersionList":

[
<=1.1.1d",

n<=1.0.2t"

"FixedVersionList": [

1.0.2t,>1.1.14d"

"Name": "libss
by
{

"AffectedVersionList":

"Name": "1lik
b
{

"AffectedVersionList": [

IRIFRE: BRzITE (165 ) BRSEAS 8576 113,
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.1.14d"

"Name": "libssl11.0.0"

by

{

"AffectedVersionList": [
<=version<=1.1.1d",

1.0.2t"

"FixedVersionList": [

1.0.2t,>1.1.14d"

"FixedVersionList": [

2t,>1.1.1d"

sl-perl"

"FixedVersionList":

">1.0.2t,>1.1.1d"

"AffectedVersionList": [
rsion<=1.1.1d",

.0.2t"

[

"AffectedVersionList": [
<=version<=1.1.14d",

<=1.0.2t"

IRIFRE: BRzITE (165 ) BRSEAS 77 #1113,
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"AffectedVersionList": [
version<=1.1.1d",

on<=1.0.2t"

"FixedVersionList": [
">1.0.2t,>1.1.14"

I

"Name": "ming

by

{

"AffectedVersionList":

"compat-openssl110"

"Name": "ming

by

{

"AffectedVersionList": [
<=1.1.14d",

n<=1.0.2t"

"FixedVersionList": [

1.0.2t,>1.1.14d"

"AffectedVersionList": [

IRIFRE: BRzITE (165 ) BRSEAS 78 H113:,




RIS SR

"FixedVersionList": [

081 .0,2u=1,

"AffectedVersionList": [

:1.0.2u-1.phl"

"FixedVersionList": [

0:1.0.2u-1.phl"

openssl

[
1.ph1"

"FixedVersionList": [

"version>=0:1.0.2u-1.phl"

openssl-devel"

"AffectedVersionList": [

1.ph1l"

"FixedVersionList": [

"version>=0:1.0.2u-1.phl1"

" (photon:1.0) openssl-perl"

"FixedVersionList": [
"version>=1.1.1d-0+debl0ub"
i

"Name": " (debian:10) openssl"
by

{

"AffectedVersionList": [

"FixedVersionList": [
"version>=1.1.le-1"

i

"Name": " (debian:11) openssl"
by

{

"AffectedVersionList":

IRIFRE: BRzITE (165 ) BRSEAS 579 #1113,
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L

"AffectedVersionList": [

08l i, ilel=2,20%

[

[

e,

1r
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"FixedVersionList":

"AffectedVersionList": [
0:1.1.1d-2.2

I
"FixedVersionList": [

"version>=0:1.1.1d-2.20"

openssl-1_1"

"AffectedVersionList": [

<0:1.0.2p-1p151.5.13"

"FixedVersionList": [

"AffectedVersionList": [

<0:1.0.2p-1p151.5.13"

"FixedVersionList": [

"version>=0:

"AffectedVersionList":

.0i-1p151

"FixedVersionList": [

"version>=0:1.1.0i-1p151.8

' (opensuse-leap:15.

"AffectedVersionList":

.0i-1p151

"FixedVersionList": [

IRIFRE: BRzITE (165 ) BRSEAS 581 #1113,
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se—leap:15.1) libop

[
0.2p-1p151.5.13"

"FixedVersionList": [
>=0:1.0.2p-1p151.5.

"Name": '

b

{

' (opens

"AffectedVersionList": [

:1.0.2p-1p151.5.13"

L

.0.2p-1p151.5.13"

[
.0.2p-1p151.5.13"

"Name" :

by

{

"AffectedVersionList": [

0:1.0.2p-1p151.5.13"

"Name" :

by

{

"AffectedVersionList": [
"version<0:1.0.2p-1p151.5.13"
1r

"FixedVersionList": [

.0.2p-1p151.5.13"
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"AffectedVersionList": [
"vers 0:1.1.0i-1p151.8.6"
1r

"FixedVersionList": [

on>=0:1.1.0i-1p151.8.6"

leap:15.1) libope

"AffectedVersionList": [
"version<0:1.1.0i-1p151.8.6"
1,

"FixedVersionList": [

>=0:1.1.0i-1p151.8.6"

5.1) libopenssll_1-32bit"

"AffectedVersionList": [
"version<0:1.1.0i-1p151.8.6"
i

"FixedVersionList": [

0:1.1.0i-1p151.8.6"

.1) libopenssll_1-hmac"

"AffectedVersionList": [
"version<0:1.1.0i-1p151.8.6"
i

"FixedVersionList": [

0:1.1.0i-1p151.8

nssll_I1-hmac-32bit"

[
.0.2p-1p151.5.13"

"AffectedVersionList": [

.0.2p-1p151.5.13"

"vers

1,
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"FixedVersionList": [
:1.1.0i-1p151.8
1y
"Name": " (open >—leap:15.1) openssl-1_1"
by
{
"AffectedVersionList":

3l il , @il=1pi 5]
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"AffectedVersionList":
"version<0:1.0.2p-3.25"

1,

"FixedVersionList":

"Name" :
by
{

"AffectedVersionList":

[

[

IRIFRE: BRzITE (165 ) BRSEAS 5585 H113:|
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"AffectedVersionList":

"AffectedVersionList":

:1.0.2p-3.2

"FixedVersionList": [

[

:1.0.2g-1ubuntu4.16"

"FixedVersionList": [

"version>=0:1.0.2g-1lubuntu4.16"

[

:1.0.2g-1ubuntu4.16"

"FixedVersionList": [
"version>=0:1.0.2g-1ubuntu4.16"
1y

"Name": " (ubuntu:16.04) openssl"
by

{

"AffectedVersionList":

"FixedVersionList":

.0.2n

[
:1.1.1-1ubuntu2.1~

" (ubuntu:18.04)
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"AffectedVersionList": [

0:1.1.1-1ubu

"AffectedVersionList": [
"version<0:1.0.2n-1ubuntu5.4"
1r

"FixedVersionList": [

"AffectedVersionList": [
"version<l.1l.lc-lubuntu4.1"
1y

"FixedVersionList": [

" (ubuntu:19.
by
{
"AffectedVersionList": [
"version<0:1.1.1d-2.ph2"

1,

"FixedVersionList": [

by

{

"AffectedVersionList": [
"version<0:1.1.1d-2.ph2"
1,

"FixedVersionList": [

0gil, 1, ile=2 . pm2V

"Name": " (photon:2.0)

by

{
"AffectedVersionList":
"version<0:1.1.1d-2.ph2
1y

"FixedVersionList": [

Ogil. 1, ilel=2 . pm2"

"AffectedVersionList": [

IRIFRE: BRzITE (165 ) BRSEAS 5887 113,
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"FixedVersionList": [

"version>=0:1.1.1d-2.ph2"

"FixedVersionList":

"version>=0:1.0.2u-2.pt

"FixedVersionList":
"version>=0:1.0.2t

i

"Name": " (photon:2.0)

by

{

"AffectedVersionList": [

:1.1.1f-1ubuntul”

"FixedVersionList": [
"version>=0:1.1.1f-1ubuntul"

i

"Name": " (ubuntu:20.04) libssll1.1"
by

{

"AffectedVersionList": [

<0:1.1.1f-1ubuntul"

IRIFRE: BRzITE (165 ) BRSEAS 5588 #113m
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"FixedVersionList": [

sion>=0:1.1.1f-1ubuntul”

" (ubuntu:20.04) op
by
{

"AffectedVersionList":

[

>=1.0.2k-19.amzn2.0.

"AffectedVersionList": [
"version<1.0.2k-19.amzn2.0.
1r

"FixedVersionList": [

>=1.0.2k-19.amzn2.0.

ssl-1libs"

"AffectedVersionList":
"version<1.0.2k-19

1,

"FixedVersionList":

"AffectedVersionList":
"vers <1.0.2k-19.amzn2.0.

1,

IRIFRE: BR=ItE (It ) BRSEATF
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"FixedVersionList": [

>=1.0.2k-19.amzn2.0.

"AffectedVersionList":
0:1.1.1d-2.ph3

1y

"FixedVersionList": [

0gil, i, ile=2 ,plns

"Name": " (photon:3.0) nxtgn-ope
by

{

"AffectedVersionList":
"version<0:1.1.1d-2.ph3

1y

"FixedVersionList": [

"version>=0:1.1.1d-2.ph3

nxtgn-openssl-c_rehash"

"FixedVersionList": [

"version>=0:1.1.1d-2.ph3

nxtgn-openssl-devel"

"AffectedVersionList":
"version<0:1.1.1d-2.ph3
1,

"FixedVersionList": [

"version>=0:1.1.1d-2.ph3

nxtgn-openssl-perl"

"FixedVersionList":

IRIFRE: BRzITE (165 ) BRSEAS 5590 #1133,
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b
{

"AffectedVersionList":

"FixedVersionList": [

:1.0.2u-1.ph3"

L

n

"FixedVersionList": [

1:1.1.19g-11.t13"

"(tlinux:3)
by
{
"AffectedVersionList": [

1:1.1.1g-11.t13"

[
>=1:1.1.1g-11.t13"

"Name" :

by

{

"AffectedVersionList": [
"version<1:1.1.1g-11.t13"
1r

"FixedVersionList": [

>=1:1.1.1g-11.t13"

"Name": " (tlinux:3) o

by

{

"AffectedVersionList": [
"version<1:1.1.1g-11.t13"
1r

"FixedVersionList": [

on>=1:1.1.1g-11.t13"
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"AffectedVersionList": [

"vers 0:1.0.2 0.60"

1,

"FixedVersionList":

"AffectedVersionList": [
"version<0:1.0.2

1r

"FixedVersionList": [

j—60.60"

"AffectedVersionList": [

"version<0:1.0.2j-60.60"

1,

"FixedVersionList": [

[

0.60"

"vers

1r
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<1:1.1.1g-11.¢

"FixedVersionList": [

"version>=1:1.1.1g-11.e18"

[
.1g-11.e18"

"FixedVersionList": [

"version>=1:1.1.1g-11.e18"
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"Name" :

by

{

"AffectedVersionList": [
"version<0:1.0.23-60.60"
1y

"FixedVersionList": [

[

i

60

"AffectedVersionList": [
"version<0:1.0.2j-60.60"
1r

"FixedVersionList":

"AffectedVersionList": [
"version<0:1.0.23-60.60"
i

"FixedVersionList":

"AffectedVersionList": [
"version<0:1.0.27j

1,

"FixedVersionList":

IRIFRE: BRzITE (165 ) BRSEAS 594 #1133,
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"AffectedVersionList": [

on<1.1.01-1~deb9ub5"

"FixedVersionList": [

"version>=1.1.01-1~d

"AffectedVersionList": [

1~deb9ul"

"FixedVersionList": [

"version>=1.0.2u-1~deb9ul"

[
:1.0.2p-3.14"

"FixedVersionList": [

2p-3.14"

L

"FixedVersionList": [

.0.2p-3.14"

"FixedVersionList": [

.0.2p-3.14"

9) libopenssll_0_
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[
3.14"

libopenssll_0_

"AffectedVersionList":

Ogid i, ile=2,20%

"AffectedVersionList":
"version<0:1.1.1d-2.20"

1,

"FixedVersionList": [

"AffectedVersionList": [

0:1.0.2p-3.14"

"FixedVersionList": [

"Name" :
by
{

"AffectedVersionList": [

by

{

"AffectedVersionList": [
"version<0:1.1.1d-2.20"
1y

"FixedVersionList": [

20m
2.20

"AffectedVersionList": [
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"version<l.1l.le-1"
1,
"FixedVersionList": [

sion>=1.1.1le-1"

" (debian:unstable)

"AffectedVersionList": [

<l.1.1d-r2"

"FixedVersionList": [

sion>=1.1.1d-xr2"
"(alpine:v3.10) openssl"

b

{

"AffectedVersionList": [

"version<l.1.1d-r3"

1,

"FixedVersionList": [

"version>=1.1.1d-r3"

"(alpine:v3.11) openssl"

[
.1d

"FixedVersionList": [

"version>=1.1.1d-r3"

" >

(alpine:v3.12) openssl

n

[

"FixedVersionList":
"version>=1.1.1d-r3
i

"Name": " (alpine:v
by

{

"AffectedVersionList": [

"FixedVersionList": [
"version>=1.1.1d-r3"
i

"Name": " (alpine:v

by

{

"AffectedVersionList": [

IRIFRE: BRzITE (165 ) BRSEAS 97 H113:,
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"FixedVersionList":

on>=1.1.1c

"Name": " (alpine:
i
{

"AffectedVersionList": [

L

[

[

[

"AffectedVersionList": [
"version<1.1.1d-r3"

1,

"FixedVersionList":

b
{
"AffectedVersionList": [

on<1.0.2u-r0"

"FixedVersionList": [

"AffectedVersionList": [
"vers <l.1.1d-r2"

1r

IRIFRE: BRzITE (165 ) BRSEAS 5598 H113:,
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"FixedVersionList": [

ion>=1.1.1d-r2"

"CvsSv2Info": {

"AccessComplexity": "L

"AccessVector": "NETW!

"Authentication": "N

"AvailabilityImpact":

"CVSS":

"ConImpact":

"IntegrityImpact":

by

"CVSSv2Vector": " (AV

"CVSSv3Info": {

"AttackComplexity":

"AttackVector": "NE

"AvailabilityImpact":

"CVSS: 5.3,

"ConImpact”": "LOW",

"IntegrityImpact": "

"PrivilegesRequired":

"Scope": "UD ANC( "

"UserInteraction":

by

"CVSSv3Vector": "C

"CWEID": "( -200",

"Category": "EEHEH",

"CategoryType": "MFiEE",

"DefenseSolution": "BEI ME&EHmARTLMEERERE, #MTIREEEEE: https://www s1 dv/20191206.txt",
"Description™: "C LEOpe & SSLv2/v3 : 1) MYEERINEEE . i%r- sz i ihin
BHE, QEMNRED. BEEE Z2BIIEES. odlc 1.1 5 ) ETFRERS
HREETIEPFRERESFEIR. RENREERTFIMAE
"OfficialSolution": "",

"ReferenceList": [

"http://lists.o

http://p

https:

l.org/gitw

fedoraproject.org/archives

s.org/bugtraq/2019/D

yrg/bugtraq/2

1/advisory/ntap
curity/201¢

openssl.org/news/secadv/20

"SubmitTime": "2019-12-07 02:15:00"
b
"Summary": {

"CNNVDID": "CN

IRIFRE: BRzITE (165 ) BRSEAS 5899 #1133,




"CNVDID": "CNVD-2020-03864",

"CVEID": "CVE-2019-1551",

"IsSuggest": fal:s

"Name" :

"VulID":

5. FRERE

BR= APl £&
iz APl F& 2548 API X4, (58, API Explorer & SDK &R FHSA—EATFES, HESMNE—AOEORERENIZLFRAE API RS

API Inspector

FFAEE APl Inspector EEIEHIGE—SIREXEKR AP ERER, HEMEMSESHRAR API K13, tBaaiiE API Explorer #{TEZIEIK

SDK

= API 3.0 Rt TEREMNALRTASE (SDK) , XHFSMRIEES,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

6

Tencent Cloud CLI 3.0

. $HIRfB

RESES{ERYAM APl

URFUE TR O SSiZIEEXRIEIRD, EhiEiRiDiER AHERD,

RS
FailedOperation.AccountNotEnough
InternalError

InvalidParameter
InvalidParameterValue

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

@ik
FRERTTE o
PEREIR o
SHIER.

SHEVEEIR,
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

FiDHMAIRATIZR

EIEE#HATE: 2024-10-29 21:02:27

1. IEO#EE

EOiSEKRESZ: bsca.tencentcloudapi.com

EiSEAMAIRARSIR

BUAZROERRERIRE: 10000:R/%

#EFER API Explorer

RIS SR

API Explorer IRt THZAM . ERWIE. SDK KBERMRENTIZEOSZMEN . ZTEETRERNBERASINERSRIREER SDK FRTH.

2. N\2Y
UTFERSEIIRGIE TEOBRSENTS AHSY, SBAHSHIIRR AHiERSH,
SHEWR Wik ESid) iR
Action 2 String AH2E, FEOBE: DescribeKBComponentVersionList.
Version String AHSY, AMEOBE: 2021-08-11.
Region a String ~HSH, WSHHTESH,
PURL = PURL EFTARIEH PURL
PageNumber S Integer il
= d B 1
. - b\
PageSize a Integer SEIE: 10
. HiFE =, AILAR"ASC"s"DESC", EiA"DESC"
3=
Order a String =BIE: ASC
. HEFF=RER, TIREROZEREIE “Version” | "PublishTime"
P~ o
OrderBy.N = Array of String FBIE: ["PublishTime","Version"]
Filter & ComponentTagFilter Tagifik
3. mtiey
SHEWR ESid) iR
VersionList A3y of . BRI ATIRISR
ComponentVersion
Requestld Strin —igxK ID, HIRSIRER, SXIERBLRE (HiEKEEMEFERFRERERSR, WiZRiE
a 9 Requestld) . EfIiIBITEESIRMIZRIEKRA Requestld.
4. 75
TN ERHTREAHERIIRETIR

HiffristrettofB{FHIRRAFIZE

BTG

IRIFRE: BR=ItE (It ) BRSEATF

RFSIRE
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https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72077
https://cloud.tencent.com/document/api/1483/72074#PURL
https://cloud.tencent.com/document/api/1483/72074#ComponentTagFilter
https://cloud.tencent.com/document/api/1483/72074#ComponentVersion
https://console.cloud.tencent.com/api/explorer?Product=bsca&Version=2021-08-11&Action=DescribeKBComponentVersionList

RIS SR

POST / HITP/1.1
Host: bsca.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeKBComponentVersionList
<AERSH>

{

"PURL": {

"Name": "ristretto",
"Protocol": "golang",
"Namespace": "",
"Subpath": "",
"Version": ""

}

"Response": {

"VersionList": [

{

"LicenseExpression": "gpl-3.0",
"PURL": {

"Name": "xxl-job-core",

" n

"Namespace": "com.xuxueli",
"Protocol": "maven",
"Qualifiers": [],
"Subpath": "",

"Version": "2.4.1"

by

"VersionInfo": {
"CopyrightList": [],
"PublishTime": "2024-04-17 08:
"TagList": [

"ContainsVulnerability"

"RequestId": "101705d6-b972-4dbf-9d10-0b075d509d3
¥
}

5. FREWR

ER= APl £&
Bl API & 258 API X1, $#iRf8. API Explorer & SDK $ZEMSG—SEATE, HEGNE—AOSARERBASRENNAE AP RS .

API Inspector
HEPELEE API Inspector BERHAE—HIRIEXEN AP ERER, HEMERSIESIRAN API {58, tBalaiiE API Explorer TR

SDK

IRIFRE: BRzITE (165 ) BRSEAS 5102 H#113;



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

@ HE ‘ﬂ:lﬁ RIS SR

= API 3.0 Rt TEREMNFATIRE (SDK) , ZFSMIREES, EEAENER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
« Tencent Cloud CLI 3.0

6. HiRG

IR 7O SSiZIERXRAEIRD, EihiSiRmiER AHERD,
iRt ik
FailedOperation.AccountNotEnough WRRERTFE.
InternalError PIEBEIR o
InvalidParameter SHER.
InvalidParameterValue SYEVEEIR.
MissingParameter RAOSEEIR.
ResourceNotFound BRAFE.

IRIFRE: BR=ItE (It ) BRSEATF £103 #113m


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/bsca/v20210811/bsca_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/bsca/v20210811/BscaClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Bsca/V20210811/BscaClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/bsca/v20210811/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/bsca/v20210811/bsca_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Bsca/V20210811/BscaClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/bsca/src/v20210811/BscaClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-bsca/lib/v20210811/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1483/72081#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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RGN

EIEE#ATE: 2024-10-29 21:02:28

AffectedComponent
SRAMINNAEHES
#INTF#EO5|A: DescribeKBVulnerability .

B ESid)
Name String
AffectedVersionList Array of String

FixedVersionList Array of String

CVSSV2Info
CVSSv2.0it4uEa,

#HINTF#EO5|1A: DescribeKBVulnerability

2R ESidl
CVSS Float
AccessVector String
AccessComplexity String
Authentication String
Conlmpact String

IRIFRE: BR=ItE (It ) BRSEATF

RIS SR

filiR

SRR mREEZTR
EE: WFERATAERE] null, RFREAZERE.
~BIE: apache-log4j

SiRERImARRAS
FE WFERAEEHRE null, RERFHEYIE,
R ["2.4.0<=version<2.12.2"]

{EEIRRIRA
R PRAIAEEE null, TRIFEIERIE.
wBIE: ['2.15.0"]

filiR

CVE¥%53,
~BIE: 6.8

AccessVector &R,
BUEBE:

« NETWORK ixzig

« ADJACENT_NETWORK if$p
« LOCAL it

fifE: LOCAL

AccessComplexity IEEZRE .
BEBE:

- HIGHS

« MEDIUM

« LOWIE

~EIE: HIGH

Authentication B98I
BETEE:

« MULTIPLE ZZ&%IAIE
+ SINGLE BEESIAIE

« NONE %

~ffE: MULTIPLE

Confidentialitylmpact #1520
EEE:

« NONE %

« PARTIAL &%

« COMPLETE =%

~BIE: PARTIAL

5104 #113:|
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E=1 1 ESic)
Integritylmpact String
Availabilitylmpact String
CVSSV3info
Cvssv3.0iFHER .

#HANTIZOS|MA: DescribeKBVulnerability

2R ESicl
CVSS Float
AttackVector String
AttackComplexity String
PrivilegesRequired String
Userlnteraction String
Scope String

IRIFRE: BR=ItE (It ) BRSEATF

@ik

Integritylmpact 224800
BEEE:

« NONE %

+ PARTIAL &%

« COMPLETE 5228

~BIE: PARTIAL

Availabilitylmpact aTEH#EE
BEBE:

« NONE %

+ PARTIAL &%

« COMPLETE =&

~BIE: PARTIAL

fhik

CVEiE®D
=BIE: 5.5

AttackVector Eig=Z,
EEE:
« NETWORK izf2

+ ADJACENT_NETWORK ifp

« LOCAL #itt
+ PHYSICAL #i&

~flfE: NETWORK

AttackComplexity IEERE
EEEE:
- HIGH®
- LOW &

BIE: HIGH

PrivilegesRequired f/&454%
EEEE:

- HIGHS

- LOW &

- NONE %

FHE: HIGH

Userlinteraction XEXE1%,
BEBE:

« NONE %

« REQUIRED £Z

={E: REQUIRED
Scope HIRLBRA,
BEEE:

+ UNCHANGED &
+ CHANGED &&

~flfE: UNCHANGED

RIS SR
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E=1

Conlmpact

Integritylmpact

Availabilitylmpact

Component

R E=HEMNRER.

RIS SR

£ fhik

Confidentialitylmpact #2420
EEBE:
« NONE X
String « LOW &
- HIGHZS

FEIE: LOW

Integritylmpact S &820m
EEEE:
« NONE %
String - LOW &
« HIGH=S

THE: LOW

Availabilitylmpact ST
EEE:
« NONE X
String - LOW &
« HIGHS

w~EHE: LOW

#HANTIEOS|/A: DescribeKBComponent, SearchKkBComponent.

£z

PURL

Homepage

Summary

NicknamelList

CodelocationList

LicenseExpression

ESid)

PURL

String

String

Array of String

Array of String

String

ComponentVersioninfo

Versioninfo

LastUpdateTime String

TagList Array of String
ComponentTagFilter

IRIFRE: BR=ItE (Ib5R) BRSEAR

faik
SB=7FHEMRIPURL

FEEHAMER
TBHE: https://www.openssl.org

E=HAMRIEN
TE: OpenSSL is a toolkit for supporting cryptography.

FE=HEMRBIRTIR
R IFEBRAEERE null, FREAEIENE,
TBE: ["gmock", "googlemock”, "gmock-gtest-all"]

SE=HAMBRAETIR

R WWFERAIEEERE null, REIAEYE.

wBfE:
["https://github.com/google/googletest.git","https://github.com/abseil/googletest.git"]

B=FEMRIFAIERIAN
TFi{E: apache-2.0

FE=HAMIIRAMER (IR TERIRRA)
S WWFERARERE null, FREAEERE,.

B=HAMRIREENRRTE
R WFRAGEERE null, RREFEERE.
BIE: 2024-10-03T11:12:40Z

B AMRIEEINTRS

R WFERATALRE null, FRHAZERE.
RE: ["hardware"]
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THiESRY, A—1TagFeeRATEMEIncludeTagsflExcludeTags, AI&ERITag@iE: "CopyrightUpdated”, "LicenseUpdated",
"ContainsVulnerability"

#INT#EOS|A: DescribeKBComponentVersionListo

E=4 ESid) Wik 3%
BiETag
IncludeTags Array of String S
BE: ["CopyrightUpdated"]
. - HEPRETag
ExcludeTags Array of String a FIME: ["LicenseUpdated']
ComponentVersion

R —MBEMRRE

#NTF#EO5|1A: DescribeKBComponentVersionList.
E=4 ESid) Fiipy

ZAEHEIPURL

PURL PURL B TERAANER null, ERRFEEMIE.

ZEEH R AR RRERIAR
LicenseExpression String R IFEBRAEERE null, FREAEENE,
REUE: mit

BHARAER

Versioninfo ComponentVersioninfo HE: WEBTLSER null, SREARIENE.

ComponentVersioninfo
ERBHRRARYIETE, SSEMEAMIYE. Copyrightdl®. Hif#ERTag,

#HINTFEOSIA: DescribeKBComponent, DescribeKBComponentVersionList, SearchKkBComponent.

£ £S5 i
hRA &R AT iE
PublishTime String R WFERAREEE null, FREFEERIE.
=E: 2024-04-17 08:50:11.000000
HERRARIFFE copyright
CopvriahtList Array of R WFEBRAEHRE null, BRERIIEHIE,
pyra String TBIE: ["Copyright (c) 1998-2018 The OpenSSL Project”, "Copyright (c) 1995-1998 Eric Young
(eay@cryptsoft.com)", "holder is Tim Hudson (tjh@cryptsoft.com)" ]
Array of KRS
TagList Strin‘é B WFERTEEEE null, EREAHERIE,

FBIE: ["ContainsVulnerability", "LicenseUpdated"]

ComponentVulnerabilitySummary
SHAAHEXRREEREER.
#HANTHEOS|M: DescribeKBComponentVulnerability .

i ESi] 1A

AT IEiFRIPURL

PURL PURL SR IERETAEEE] null, REREENE.

ZANEREREERRANEG T

BeFi Bool
CanBeFixed oolean =B true

IRIFRE: BR=ItE (It ) BRSEATF 107 H113;
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E=1

FixedVersion
AffectedVersion

AffectedComponent

RiskLevel

String

String

String

ComponentVulnerabilityUnion

AN RREXRREER .

faik

EERRNEHRETS
FHHE: >1.1.1c

iR INRYE RS
THIE: 1.1

iRER A
~BIE: openssl

IBAEZ P RIN S F R
« Critical

« High

« Medium

« Low

FEIE: Medium

#NTF#EO5|A: DescribeKBComponentVulnerability

E= Ry 3%
Summary VulnerabilitySummary RREEEER
SummarylnComponent ComponentVulnerabilitySummary S5AHRXNREEEER
LicenseDetaill
R FERERFAER .
#HaNT#EOSIA: DescribeKBLicense,
E= ESicl 1275
WENERE
Content String f{E: TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND
DISTRIBUTION...
" Array of T b
ConditionSet . . WELERIHMEETIZR
LicenseRestriction
Forbiddenset ~ ATavof HANEEREESIE
LicenseRestriction
L Array of [
PermissionSet . L VaNEEZILEE5IR
LicenseRestriction
LicenseRestriction
LicensefJRIEE,
#HaNTHEEOSIA: DescribeKBLicense,
B ESid] ik
Nam Strin license£JRAIZR,
ame ing fE: Commercial Use
. # ik
Description String licens e£ MRS

IRIFRE: BR=ItE (It ) BRSEATF

FBHE: The licensed material

RIS SR
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LicenseSummary

HERFRNERIEESER

#ANTHZOS|A: DescribeKBLicense,

E=1 1 ESid]
Key String
SPDXKey String
ShortName String
Name String
Risk String
Source String
LicenseUnion
FANEEMER

#HENTEOSIA: DescribeKBLicenseo

=

LicenseSummary

LicenseDetail

PURL

2l

il

2l

A

il

RIS SR

faik

YFRNEARIRAF
~E: apache-2.0

VFEIERISPD XA, W https://spdx.org/licenses/
=BIE: Apache-2.0

WAlEEE R
=E: Apache 2.0

HFRNESE R ZHR
~f&E: Apache License 2.0

LicenseX&FH
« NotDefined

« LowRisk

* MediumRisk
« HighRisk

BIE: LowRisk

WANERIRURL
~NE: https://spdx.org/licenses/Apache-2.0.html

ESic) iR
LicenseSummary WHEESEER
LicenseDetail WaE$MER

PURL(Package URL)BFEM—F=mekA, W https://github.com/package-url/purl-spec.

#iuTFEOSIA: DescribeKBComponent, DescribeKBComponentVersionList, DescribeKBComponentVulnerability, MatchKBPURL List,

SearchKBComponent.
E=4 ESid)
Name String
Protocol String
Namespace String
Qualifiers Array of Qualifier

Subpath

String

IRIFRE: BR=ItE (It ) BRSEATF

Wi

=
=

iyl

iy

|

iyl

fiEiR

BIEZR
BIE: curl

AHFREAIZEEY, f: github, gitlab, generic, deb, rpm, maven &
RFIE: deb

AHZIEISES, WgithubfgitlablIFAFE, deblIRIERSE, mavenB@iigroup idF
*BIE: debian

et HRIERIMNEE
EE WFERAREERE] null, REEAEEYE,

ENFAEESRNENFER
HE: /release
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O BAT

2R ESig
Version String
Qualifier

Wik

iyl

RIS SR

fiig

BIRRAS
EHE: 7.50.3

PURLTHIQualifierEiE2E, BFEXE=FHMHIEINEME, B https://github.com/package-url/purl-spec.

#UNT=O5|A: DescribeKBComponent, DescribeKBComponentVersionList, DescribeKBComponentVulnerability, MatchKBPURL List,

=4

Key

Value

VulnerabilityDetail

fERRRIFEER.

#HINT#EEOSIA: DescribeKBVulnerability .

=

Category

CategoryType

Description

OfficialSolution

ReferencelList

DefenseSolution

CVSSv2info

CVSSva3info

SubmitTime

UpdateTime

CWEID

CVSSv2Vector

R

String

String

String

String

Array of String

String

CVSSV2Info

CVSSV3info

String

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

Witk ik

=
=

il

FIMNEHEAIEIR
+BE: distro_version

MR ERYE.
wBE: 14.04

filig

HEHEES

~hE: REFFIE

HSHEYa e
THE: webRMAiER

iR

FBIE: ApacheLog4j2=EMEE (Apache ) EEL—RMEFJavafyFFEEFICRET
B, ApachelLog4JEFEMANRIEEIRRR.Logdj-2hZEJNDEEANRR, SiEFISAPEA
HEIRHTATICRE, BTMELER, RINFBIERETAEBRRRS S LHITESHE.

REERRRER

wEE: ARFISHERERAS

mEERESETIxR

FBIE: ["https://logging.apache.org/log4j/2.x/security.html",
"http://lwww.openwall.com/lists/oss—security/2021/12/10/1"]
iRERSTEE R

~HE: B mERBARNTMESFIR, T IRENEEE:
https://www.openssl.org/news/secadv/2019

imACVSSv2(5R
FR: WFERATAERE] null, RREAFEERE.

imEACVSSV3ER
EE WFERAEERE] null, RERFIEHIE,

iRiRR AT iE
~ffE: 2019-09-11 01:15:00

HEHEEE R
=~fIE: 2019-09-11 01:15:00

CWERS
~BIE: CWE-311

imECVSSv2asE
BE: (AV:L/AC:M/Au:N/C:P/I:N/A:N)

£110 #113;|
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2 ES iR
CVSSv3Vector String NFECVSSvi
. Array of
AffectedComponentList AffectedComponent
VulnerabilitySummary
EIREENEERER.

#HANTFIEOS|/A: DescribeKBComponentVulnerability, DescribeKBVulnerability .

E=4 ESicl
VullD String
CVEID String
CNVDID String
CNNVDID String
Name String
IsSuggest Boolean
Severity String
ArchitecturelList Arr.a y of
String
PatchUrlList Array of
String
VulnerabilityUnion
R ERFEAER.

FHE: CVSS:3.1/AV:L/AC:H/PR:L/UI:N/S:U/C:H/I:N/A:N

flik

imiEID
TBUE: pcmgr-303514

imiRFfECVERS
~fIfE: CVE-2019-11236

imiRFFECNVD&HRS
af{E: CNVD-2021-100238

imEFTECNNVD&RS
afBlfE: CNNVD-202112-799

bSHEE=T I
TBIE: OpenSSL EERSIER

ZRRREERERXIERER
THE: false

iREARBEER
« Critical

« High

* Medium
e Low

TBE: Low

LMAIER, 2Ix86. ARMF

R WFRAGEERE null, RREFEERE.

TUE: ['x86_64"T

patchii

EE: WFEEEERE null, FRERAFZEHE.
BE: ["https://github.com/apache/logging—

imEINREESIR, (REFRNRRIER

log4j2/commit/c77b3cb39312b83b053d23a2158b99ac7de44dd3"]

WANTEOSIA: DescribeKBVulnerability .

E=1 1
Summary

Detail

IRIFRE: BR=ItE (It ) BRSEATF

iu
VulnerabilitySummary

VulnerabilityDetail

ik
imEHEER

REERER

RIS SR
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tRIRTS

EIEE#HATE: 2022-10-18 06:12:17

LIRBiRER

NFREIERPFAE Error B, WERTER APl E#0O%XW. fan:

{
1

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

RIS SR

"Message": "The provided credentials could not be validated. Please check your signature is correct.

v
I

"RequestId": "ed93f3cb-£f35e-473f-b9f3-0d451b8b79c

}
}

Error 1 Code E£Ri5iRM8, Message ZRiZERNEREE.

HiRfEsIE

ARG
iRt
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretid

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotInWhitelist

LimitExceeded

IRIFRE: BR=ItE (It ) BRSEATF

i5EA

EAOBT%.

ERLEPAY Authorization FEABASIRE,
ZHHIEE (F2= API ZA3E )

MFA $iR.

BRREE. B 258 NERARTCRNRSHERRE, IWIKSIER, BRERHERS
EHEIER, FErEREEEE.

ERTH. Timestamp MRSHMNEEERFEBTAD W, BREFMIERZREMIRE
AHiERE .

BEEHEIR, ERHEER, BURAALSIPHESHEXEREESITEEE,
token iR

ERKIFIN . HSE CAM STHEITEEINA0HEA

DryRun &, KFISRIEESERIN, FE2S1E7T DryRun 28,
RIEEW.

PIEBEEIR o

BEOFRFE.

SRR (EEssl. 2BFHER) .

SHEVEREIR.

&K body B multipart 1§88

IPiEhtFERBZ

IPHBIEARTER S8,

B ECERPRE

#1112 113,


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

® H% \_L:HE RIS SR

IR 588
MissingParameter RS,
NoSuchProduct FRAEE
NoSuchVersion BORKRTEFE.

RequestLimitExceeded BEREDREED 7 SRR

RequestLimitExceeded.GlobalRegionUinLimitExceeded  EWKSH#EIIIRZRIRH],

IRIFRE: BR=ItE (Ib5R) BRSEAR

RequestLimitExceeded.|PLimitExceeded IPRRST
RequestLimitExceeded.UinLimitExceeded EMRSIRIT.
RequestSizeLimitExceeded EREEIIREIA N
ResourcelnUse B G
Resourcelnsufficient BEARE.
ResourceNotFound BRTFE.
ResourceUnavailable BRARH.
ResponseSizeLimitExceeded IREIGBEIREIKN
ServiceUnavailable SRS ERF T,
UnauthorizedOperation RIGHURIE
UnknownParameter RIMSHER, AFRSEREXNSHSHER.
UnsupportedOperation BERZS.
UnsupportedProtocol http(s) IERIHER, [3Z#F GET #1 POST 5K,
UnsupportedRegion BOARZSAEbE
A S5EIRB
IR 5LBA
FailedOperation.AccountNotEnough WRRERTTE.

£113 #113;|



