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API 3t
E L

RIEEFRATE: 2023-11-27 00:06:07

B22X%®

£7HE): 2023-11-27 00:06:03
FREHESTIUTRE:
BEEEHH.

SO

« PutEvaluations

SRS

« Evaluation

B1XER®

#7aHE: 2023-11-2115:26:06
FREHEETIUTRE:

BES A,

shimiEn:

« ListAggregateConfigRules
« ListConfigRules

BRSNS

« Annotation

« ConfigRule

* InputParameter

» InputParameterForManage
« SourceConditionForManage
« Tag

« TriggerType
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https://cloud.tencent.com/document/api/1579/101968
https://cloud.tencent.com/document/api/1579/101783#Evaluation
https://cloud.tencent.com/document/api/1579/101782
https://cloud.tencent.com/document/api/1579/101781
https://cloud.tencent.com/document/api/1579/101783#Annotation
https://cloud.tencent.com/document/api/1579/101783#ConfigRule
https://cloud.tencent.com/document/api/1579/101783#InputParameter
https://cloud.tencent.com/document/api/1579/101783#InputParameterForManage
https://cloud.tencent.com/document/api/1579/101783#SourceConditionForManage
https://cloud.tencent.com/document/api/1579/101783#Tag
https://cloud.tencent.com/document/api/1579/101783#TriggerType
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IEEFATE: 2023-11-2115:26:15
RiDER EREET APl 3.0 (R4, 259 APHEONEEMMENSE, K—NSHRETMARERD, K—1 SDK/CLI RFS API XX E—
B, SESEkRRENEREE. SHSSIRIERALEEREERBRETR. ESBR= API 3.0 fANMERESR: REA]

CloudConfig (E&®Hit ) 2— " =ERHITINGENTS, THECERMTGESEEZEFZSIMRST, SIPEENTRZERNREESMEER
€. CloudConfig (EEEHit ) SIFENERESLE, HEFPRGEENSMANNSHARENE, BFEFPEEXAN . FILAREAFEFEITEE
BREENSAME.
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696
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API t#58

mIEEFHATE: 2023-11-27 00:06:06

e
EOSMR #Ahae
ListAggregateConfigRules M SLEIRENFINI T 2=
ListConfigRules IRENFIIF 2=
PutEvaluations HREEXANIFEESR
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https://cloud.tencent.com/document/api/1579/101782
https://cloud.tencent.com/document/api/1579/101781
https://cloud.tencent.com/document/api/1579/101968
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AABI
imREEH

RIEEFATE: 2023-11-2115:26:15

1. BRS5 1tk

AP| ZIETRIEHHIEN , AFmeimibisiEA g7 config.tencentcloudapi.com , tBZiFEEMRgEZ 5, Flanrfitkingtgs s
config.ap—guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE config.ap—guangzhou.tencentcloudapi.com £—2#9.

R RESURAILSS, BIUSETIBRANNE .

R HER AP BEAR, AR REEEROSTRRMRS NN, *RSISibRFREERAB R/ AHSECIEPER, KOTSRS
HEROESNSHPER,

BRISTHSIEESIxRA:
PN b0 o7
FEMIEIEN (5, RESEERK) config.tencentcloudapi.com
SERHBIR (7)) config.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) config.ap—shanghai.tencentcloudapi.com
bt X (I6R) config.ap—beijing.tencentcloudapi.com
Fargits X (FER) config.ap—chengdu.tencentcloudapi.com
ARt X (EFK) config.ap—chongging.tencentcloudapi.com
BEAHRX(FESES) config.ap—hongkong.tencentcloudapi.com
TWARZRE(FINK) config.ap—singapore.tencentcloudapi.com
TAFRE(ER) config.ap—bangkok.tencentcloudapi.com
WARIER(FZXE) config.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) config.ap—seoul.tencentcloudapi.com
TAFIL(FER) config.ap—tokyo.tencentcloudapi.com
ZEFRE(FERIE) config.na—ashburn.tencentcloudapi.com
EETEER(EES) config.na-siliconvalley.tencentcloudapi.com
=X (S1E2) config.na—toronto.tencentcloudapi.com
Bt X ((Z=518) config.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE
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X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 8!

« application/json (#7%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

195/ UTF-8 4wf5,
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RIEEFATE: 2023-12-28 01:11:01

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KiEiERo

AHSYARRTSRSERNERGERFTRTNEMESR.

ERERGE v3 RSN

BEGiEv3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRSERESEIE) , BERE, IFEAMERE, XI5 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER 875 v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFEHR—HE HTTP Header iEKLEH, INTFERFAR:

SHEM B Wik R

HTTP iERsk: X-TC-Action. #FRHROSR. ESSROXEBASHEDXTAHLSY

Action Sting = \ction KA. BIMEIRSEMEIEHAFIREN, BEN Describelnstances.

HTTP i&%ksk: X-TC-Region, iif&%, ARRRABEFIEBMuRAIEIE. BESSEOXES
Region String - BANSHEDXTAHSEH Region MUK, FE: REEROFBEEEZSY, BOXERESTSE
AR, WEIRPAEERIZSHBASER.

HTTP i&ksk: X-TC-Timestamp. Zigi UNIX BJia)&, TicF&ie APl i&RARTE], BI40
1529223702, #*i&: MRSKFBF[MHEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, #{EHI APl B9kRZA . BUESEZOMEPASAHESE Version
B9IREE. BIANZ=ARSSZRIRRA 2017-03-12,

fil

Version String

HTTP tRESDIAESL SRR, Flan:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEENZE;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
BEMAHSH X-TC-Timestamp EEH UTC iREREIREI—E; service hERF=RE, BEA
I ZRI% . fIaN, %3 cvm.tencentcloudapi.com EREF=RERE cvm. A=mEUEN config;
tc3_request HEIEFTH;

- SignedHeaders: £5&&itHERILEMSEE, content-type 1 host JosigkLER;

- Signature: ESR/E, HEEEER X,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B Z2EIEIRSS FRURRIIGEITRZ2EIEPAI Token, ERIIFEIS

Token String & Secretld #1 SecretKey HI{EEIRAIGIIRZEEIERA TmpSecretld 1 TmpSecretKey. {ERAK
iSRRI A BEIR Bt Token FE&.
. - HTTP i&3kk: X-TC-Language. IEEZORENES, (B EOZIFSE ., BYE: zh-CN,
Language String a

en-US, zh-CN BEIF, en-US REIEX,
EigAFEES A bR ZIRSSRLFIFIRPHR+1, ROSHIRENRIEE Offset=0, REHE Limit=10, NEEREMRIRIER URL. &

RKLED . IERIETRBIGNT:
HTTP GET i&R&#93:

WRIFRE: BRRITE (bR ) ARSEEAE 589 #73;


https://cloud.tencent.com/document/api/1579/101788
https://cloud.tencent.com/document/api/1579/101788
https://cloud.tencent.com/document/product/1312

EcEEIT

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REERME:
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) iERERFE ((USENZEOZE)
https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**®*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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ERERGE vI NARSH
ERZEEAE VI (BRSHE HmacSHA256 Fl HmacSHAT) , ARSEEEH—REIERED, SEANBIELTH
BHEHR ey it f

BFREOSTR. MESEROMEPEASHETLXTALSH Action RIRIE. FIINZRSIEM

Action String = EisLfIFIEEN, BUEX Describelnstances,

ol e8, ARIFRFEIREWM/MEEAEIE, BOESNERESSEOGEPRANSEAHS
Region String - # Region A9I%EA, R REEROFREEEZSY, EOTEhaIbISEINkE, aBEPEE
BiZSBHFEEN.

ia0 UNIX B3iE&, mleRAEE AP|iEREEGE, $1811529223702, NRSHFIRTEHEES

Timestamp Integer = | EREZTEEE,
Nonce Integer 2 BEHIEREL, 5 Timestamp BX&iEk, AFMLEERE,
Secretld Strin - £ =APIER LERISHRIRSHRY Secretld, —4 Secretld 3RMfE—kY SecretKey ,
9 = SecretKey FRERIERES Signature.
Si . o BERER, ARBGIEWXERNEENE, SEAPREXIFVRASEITESH . BRTESEZESR
ignature String = kY
Versi . o 124ERY API BOERAE . BUESZEZONEPASAHSH Version Bk, BIINZIRSEZAIERA
ersion String =
2017-03-12,
SignatureMethod  Strin = EEHR, BRI HmacSHA256 #1 HmacSHA1, REREELSE7 HmacSHA256 B,
9 9 T M HmacSHA256 BAINEES, EtERIER HmacSHA BIESHE.
B) 22 EIFRSS FiMARIGRI L2 ST Token, EHARIEEIS Secretld 1 SecretKey B
Token String = EFIEAIGIRRZEEIEPR TmpSecretld #1 TmpSecretKey. ERKHZEARNTEERELL
Token FE,
L . - EEZEOREES, (NESEOXSISE. BE: zh-CN, en-US. zh-CN BEIH3Z, en-
anguage String a

US iBEIH3Z

ERigFEPEESIA RIS RLEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET igR&HMl:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID* kX EXAMPLE

Host: cvm.tencentcloudapi.com

HTTP POST iERE&#am:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDkrrkRxEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE B11#£73]


https://cloud.tencent.com/document/api/1579/101789
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1579/101789
https://cloud.tencent.com/document/product/1312

A BT

HisE=
FFRFEE0 Region FERAFIGENTRAR. MREORZISLRPIFEEL, WATEROREREMHREE.

sk &
FaREitxX (&K ) ap—-chongqing
et (M) ap—guangzhou
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IEEFRATE: 2023-12-27 01:12:18

PITFERIET E85% v3 NESEE, ERESKRSEHSHNEERAERAE API BAEH. BRINMESEMER BiR= API Explorer , iz
SDK #l SAZ=@<${TIR (TCCLI) $FAETIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 54n; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

A LEHTES

BEREIIATARBEURIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAiE v, MEERS, STIFEXMBER, XiF JSON 18, POST ERZIFHES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BUREER, BIER API Explorer FRRg “SZ 8RR ThaE, EEERIRAS “AP13.0 £8 v3” , AJLANEMEZIZHTINE, aJEEER
SDK X8, #EEMABIN= API BEER 8 MERMRFIZIES SDK, EEHRTEIMERERE, WEFFRE, ZiF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR APl ARESR, SLAERELLAARS,
- SecretKey: BT API HRERNSH, wILAERAELLHED,
- BREFFERERSREIE, BRHE, SWRERMFEL. SR, BUAEMEERSSIE,

RIS EIENEGALSRINT:

1. BF BA=ZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERERAF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE $13 #£73]


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ H§ i:H_E BBt

TEURRSHEA NEXIFIFIREAFIF, STBRNEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEBNEERIVRTE;
3. BEOBESNSEMERE, AIETEEHIRESIRIAEINTER.

G, FeARSEEEFEZEONSE, RIRERREAIZIRENER. EXFRAMREON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. i, XBEARRTEHSAELSEMEOMASE, ARTLMRIBLGEERNEMSE, I Language 1 Token A%
(ZE HTTP L3RR E, N X-TC-Fi&k) -

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rrk | B
PREBEM NERRESESEN KGR BENIKRE, RRE—FEE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER SR
BRI ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIEBES POST,
CanonicalURI URI 2%, API 3.0 BIEAIESMHL (/) o

&2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHFE"", MF GETiERK, Wh URL &
15 (?) GENFFEAS, FlEN: Limit=10&0ffset=0,

i£&: CanonicalQueryString EE2% RFC3986 i#1T URLEncode #3 ({$%=FRIBEEASE

8) , e UTF-8, EFERREEEMERERTRE.

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5814 #73;


https://tools.ietf.org/html/rfc3986

@ H§ i:H_E EeE it

FEREM R

S5Z819LEEE, ZVEE host fl content-type FNLER, tBaiIAE LS 5EZIUESEHEER
RIE—MFIRS M, WREIERIMEIN TEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, R key:value\n E{H#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE

CanonicalHeaders
RGBT ELEREE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENS, BLHEEESNEERMEKRIEEHRESBEIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBLIES, WIBRIEREHLLES5TER, 1 CanonicalHeaders 8 2RILBRNAR—X
[fY. content-type # host JoutigELEn,
HEIN
SignedHeaders 1. L& key S—EEHIS;
2. 21L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BEKIEX (payload, BD body, LbRFIHA {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) KING7H{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIEXf SHA256 13
T, RETNHERD, REREBBERKRNSEE, MF GET &K, RequestPayload BEIEAZEZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRIAEIEREBMT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB FIH
BT HEHESERF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW fERz
Algorithm 8%, HaiEE TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE $15 #£731



@ HE i:H_E =G

FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 3 UTC fRgRIERIARE, BUEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YASABNFREE—H. IRFTEERR 2019-02-
25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEMANER
HashedCanonicalRequest Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HEERE
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date /MRS EIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MBMARSAMHRER, HINE/\K, ESHEXELER
FkIh, (BRESIEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYBEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRSFATE, BRHFRFGEDIRERERZESHN, MEEEETRD WS ELY , MEKEARTRERER
&, AlRET—BIER, EREAY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAESE
1) HERESEES, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

REHAIBESH SecretDate . SecretService #l SecretSigning 2 T#HEIRIEIRE, FIaEEESFAHTENIZESR, SHEHHBIFEFRITENRML S5
73: flcb4d518a0eda9d5cbbfdb7850983f1e603ecae484edea76e4dd8d8deb5556¢€,
e7c609ce81bea53546bed2cc904778bef9ca14082e48e67883443ed64e227cd7,
8aa8ab5755582f576e94bcfe383b8e29325b0ca90¢3590d569221c6a63a091ed.

HES, FRANREES, HMAC ERHFSHIRFRIRER—#, BASIRERAE, Wb RSH key &R, HESH data E5. BER
EFERHSIREM THEIENMREE, tbURSRATENRFIHERIERANEETE, L ERR ISR

FEREM fRRE
SecretKey B4k SecretKey, BI Gu5t9XGARNpPQ86cd98joQYCN 3k,
Date Bl Credential k9 Date FEIER . MR FIEUES 2019-02-25,
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@ H§ i:H_E BBt

FEREM R
Service Bl Credential H1k9 Service ZEREE . LRGEIBES cvm,

2) iHEES, WIABUT:

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

LERBITEERE bedf67d323c78ab9ach7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 o

4, 1% Authorization
RITTHgzUHHE Authorization:

Authorization =

Algorithm + ' ' +

'Credential="' + Secretld + '/' + CredentialScope + ', ' +
'SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREM R
Algorithm 875, EEH TC3-HMAC-SHA256,
Secretld Z4ATIhAY Secretld, Bl AKIDz8krbs)5yKBZQpn74WFKmLPx3#ikkktk

CredentialScope REX, EIEEE,. WRETELERR 2019-02-25/cvm/tc3_request,

SignedHeaders REX, S5XZRLEEE . WRHFIEUESR content-type;host;x-tc-action,
Signature BEE, RATELERE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

RIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥¥¥¥*/2019-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

RATENERERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥<+*+k/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
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@ H§ i:H_E EeE it

O EE:

ERRIEEHI HTTP LB (Header ) #iEk{K (Payload ) #FHEZIHHEIETHATRS—H, BUSEEESF—EER. TED
FTENEIRERAR, MEMEBEFSIHE.

ERET

TECERER API 3.0 B, i#EERECERSIIZ SDK 3.0 , SDK #3RTESMEE, AR E=RIBMHHEMEONT ., FHAEESR SDK &
Do HAIZIFNRIZESE:

« Python
« Java

« PHP

- Go

« NodedS
« .NET

o C++

* Ruby

TERETFRFRIERES demo, ERILKEIMNMNTRESERMER:

» Signature Demo

ATEFEMBREREE, TEAMSSRREESHH, S LRNES IR, BROES . FRNEOMSHNNES ERESdEhE, £
BRAEBREESLE, FTESER, IMARSEREMEM SDKo

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class {

private final static Charset = StandardCharsets.UTF_8;
private final static String = System.getenv("TENCENTCLOUD_ SECRET ID");

private final static String = System.getenv("TENCENTCLOUD SECRET KEY");

private final static String = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {
Mac = Mac.getlnstance("HmacSHA256");
SecretKeySpec = new (key, mac.getAlgorithm());

mac.init(secretKeySpec);
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https://cloud.tencent.com/document/sdk
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https://github.com/TencentCloud/signature-process-demo

EcEEIT

return mac.doFinal(msg.getBytes(UTF8));
)

public static String (String s) throws Exception {
MessageDigest = MessageDigest.getinstance("'SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void (String[] args) throws Exception {
String = "cvm";

String = "cvm.tencentcloudapi.com";

String = "ap-guangzhou";

String = "Describelnstances";

Suglale = "2017-03-12";

Suglale = "TC3-HMAC-SHA256";

String = "1551113065";

SimpleDateFormat ("yyyy-MM-dd");

sdf.setTimeZone(TimeZone.getTimeZone("UTC"));
String = sdf.format(new (Long.valueOf(timestamp + "000")));

String = "POST";

String ="/"

String ="

String = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
String = sha256Hex(payload);

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String = date + "/" + service + "/" + "tc3 request";

String = sha256Hex(canonicalRequest);

String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3 request");

String = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);
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String = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out.printin(authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);
headers.put("Host", host);
headers.put("X-TC-Action", action);
headers.put("X-TC-Timestamp" , timestamp);
headers.put("X-TC-Version", version);

(

headers.put("X-TC-Region", region);

StringBuilder sb = new ();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")

.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")

("
("
("

.append(" -H \"X-TC-Timestamp: " ).append(timestamp).append("\"")
("
("
("

.append(" -d '").append(payload).append("");
System.out.printin(sb.toString());

import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action = "Describelnstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065
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date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"k&®&"], "Name": "instance-name"}1}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"

hashed request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed_canonical_request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

def (key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3 request")

signature = hmac.new(secret_signing, string _to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

authorization = (algorithm + " " +

“Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
+ ' -H "Authorization: ' + authorization + "
+ ' -H "Content-Type: application/json; charset=utf-8""
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"Host: ' + host + '
"X-TC-Action: ' + action + '

"X-TC-Timestamp: ' + str(timestamp) +
"X-TC-Version: ' + version + "'
"X-TC-Region: ' + region + """

"-d'" + payload + "'")

package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
“fmt"

Ty

"strings"

"time"

)

func (s string)

b := sha256.Sum256([]byte(s))
return hex.EncodeToString(bl[:])
}

func (s, key string) {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func 0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "Describelnstances"

region := "ap-guangzhou"

var timestamp int64 = 1551113065

httpRequestMethod := "POST"
canonicalURI := "/"
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canonicalQueryString :=
canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",

"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.PrintIn(canonicalRequest)

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.PrintIn(string2sign)

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3 request", secretService)

signature := hex.EncodeToString([]1byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.Printin(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\
-H "Authorization: %s"\
"Content-Type: application/json; charset=utf-8"\
"Host: %s" -H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\
"X-TC-Version: %s"\
"X-TC-Region: %s"\
-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
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fmt.Printin(curl)

}

= getenv("TENCENTCLOUD_SECRET_|ID");

= getenv("TENCENTCLOUD SECRET KEY");
"cvm.tencentcloudapi.com";
= "cvm";
= "2017-03-12";
= "Describelnstances";

= "ap-guangzhou";

= 1551113065;
= "TC3-HMAC-SHA256";

= "POST";
=

— i,
= ;

= implode("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x-tc-action:".strtolower(
1;
= implode(";", [
"content-type",
"host",
"x-tc-action",
)R
= "{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
= hash("SHA256", );

\n"

\n*
S\n"

\n"

.PHP_EOL;

= gmdate("Y-m-d", );
= YA ."/tc3_request";
= hash("SHA256",

\n"
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M
M\n"

.PHP_EOL;

= hash_hmac("SHA256", , "TC3".
= hash_hmac("SHA256", ,
= hash_hmac("SHA256", "tc3 request",
= hash_hmac("SHA256", ,
.PHP_EOL;

." Credential=". VAN
.", SignedHeaders=". ", Signature=".
echo .PHP_EOL;

= "curl -X POST https://".
"Authorization: '. e
"Content-Type: application/json; charset=utf-8"'
"Host: .
"X-TC-Action: '.
"X-TC-Timestamp: '.
"X-TC-Version: '.
"X-TC-Region: '.
echo .PHP_EOL;

require 'digest'
require 'json'
require 'time'

require 'openssl’

secret_id = ENV["TENCENTCLOUD_SECRET ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou’

action = 'Describelnstances'
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version = '2017-03-12"
algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065
date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:#{action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action'

payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

Ljoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed _request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

J.join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

authorization = "#{algorithm} Credential=# {secret id}/#{credential scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"
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puts authorization

puts 'curl -X POST ' + endpoint \

+ ' -H "Authorization: ' + authorization + """\

+ "Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + """\
"X-TC-Action: ' + action + """\
"X-TC-Timestamp: ' + timestamp.to_s + """\
"X-TC-Version: ' + version + """\
"X-TC-Region: ' + region + """\

"-d " + payload + """

DotNet

using System;

using System.Collections.Generic;
using System.Security.Cryptography;
using System.Text;

public class

{

public static string (string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] (byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> (string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, 0, O, 0, 0, DateTimeKind.Utc);
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long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex(requestPayload);
string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3 request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3Secretkey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3 request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add
headers.Add
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

"Host", endpoint);
‘Content-Type", contentType + "; charset=utf-8");

(
(
(
(
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headers.Add("X-TC-Version", version);
headers.Add("X-TC-Action", action);
headers.Add("X-TC-Region", region);
return headers;

}

public static void (string[] args)
{

string SECRET _ID = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD SECRET KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

DateTime date = new DateTime(1970, 1, 1, 0, 0, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service
, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function (message, secret =", encoding) {
const hmac = crypto. ('sha256', secret)
return hmac. (message). (encoding)

}

function (message, encoding = 'hex') {

const hash = crypto. (‘sha256')
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return hash. (message). (encoding)

}

function (timestamp) {

const date = new (timestamp * 1000)
const year = date. 0]

const month = ('0' + (date.

const day = ('0' + date. 0). (-2)
return “${year}-${month}-${day}"

}

function 0{

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET_KEY

const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

const timestamp = 1551113065

const date = (timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = (payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action. () +"\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"
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const hashedCanonicalRequest = (canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +
hashedCanonicalRequest

(stringToSign)

const kDate = (date, 'TC3' +

const kService = (service, kDate)

const kSigning = ('tc3_request’, kService)

const signature = (stringToSign, kSigning, 'hex')
(signature)

const authorization = algorithm + " " +
"Credential=" + + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature

(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint
+ ' -H "Authorization: ' + authorization + "
"Content-Type: application/json; charset=utf-8""'
"Host: ' + endpoint + "
"X-TC-Action: ' + action + "'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + "
"X-TC-Region: ' + region + '
"-d'" + payload + """
(curlemd)

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>
#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

using namespace std;
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string (int64_t &timestamp)
{

string utcDate;

char buff[20] = {0};

struct sttime;

sttime = *gmtime(&timestamp);

stritime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string (int64_t n)
{

std::stringstream ss;
ss << n;

return ss.str();

}

string (const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256 Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string (const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL _VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX new();

#endif
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HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC _CTX free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}

return (ss.str());

}

string (const string &input)
{
static const char* const lut = "0123456789abcdef";

size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lutlc >> 41]);
output.push_back(lut[c & 15]);

}

return output;

string SECRET_ID = getenv("TENCENTCLOUD_SECRET ID");
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";
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int64_t timestamp = 1551113065;

string date = get _data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3 request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlemd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

" -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
" -H \"Host: " + host + "\"\n"

" -H \"X-TC-Action: " + action + "\"\n"

+
+
+
+

-H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
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+ " -H \"X-TC-Version: " + version + "\"\n"
+ " -H \"X-TC-Region: " + region + "\"\n"
+ " -d " + payload + "\'";

cout << curlemd << endl;

return 0O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>

#include <openssl/hmac.h>

void (int64_t timestamp, char* utc, int len)

{

struct ;
sttime = *gmtime(&timestamp);
strftime(utc, len, "%Y-%m-%d", &sttime);

}

void (const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strien(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
strcat(result, buf);

}

}

void (char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);
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h = &hmac;

#else

h = HMAC_CTX_new();
#endif

HMAC _Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_ free(h);

#endif

strncpy(result, (const char*)hash, len);

}

void (const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size tlen = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0; i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void (const char * src, char * dst)
{

for (int i = 0; src[il; i++)

{

dst[i] = tolower(srcli]);
}
}

const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");
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const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";
const char* region = "ap-guangzhou";

const char* action = "Describelnstances";
const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get_utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);

strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex(payload, hashed_request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};
sprintf(k_key, "%s%s", "TC3", SECRET_KEY);
char k_date[64] = {0};

WRIFRE: BRRITE (bR ) ARSEEAE 5837 #73]




EcEEIT

hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};
hmac_sha256(k_service, "tc3 request”, k_signing);
char k_hmac_sha_sign[64] = {0};

hmac_sha256(k_signing, string_to_sign, k_hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET_ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);

char curlemd[10240] = {0};

sprintf(curlemd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);
printf("%s\n", curlcmd);

return O;

}

Hfhigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oIS
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09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3***¥****x&§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

FE BFREARNEAREEN, HEREAZRALS0E, EMREIE url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AELRIZEH, HERRFZHFINIEEMES Timestamp o

iR ETENTET, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHUNIRFEFRE, EXHFZMERE. SBRES
HEnE, BERITEIEREIE.

FE: MTRIBUERT API 3.0, FREEERTHRMNESRIEE, BN RAISERRERE,

Java

import java.io.UnsupportedEncodingException;

import java.net.URLEncoder;

import java.util.Random;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class

private final static String = "UTF-8";
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

EcEEIT

public static String (String s, String key, String method) throws Exception {

Mac = Mac.getinstance(method);

SecretKeySpec = new (key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String (TreeMap<String, Object> params) {
StringBuilder = new ("GETcvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingException {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?");

for (String k : params.keySet()) {

url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");

}
return url.toString().substring(0, url.length() - 1);

}

public static void (String[] args) throws Exception {
TreeMap<String, Object> params = new <String, Object>();

params.put("Nonce", 11886);
params.put("Timestamp", 1465185768);
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET ID"));

'Action”, "Describelnstances");
"Version", "2017-03-12");

params.put
params.put

"Limit", 20);
'Offset", 0);
"Instancelds.0", "ins-09dx96dg");

params.put
params.put

(
(
(
params.put("Region", "ap-guangzhou");
(
(
(

params.put
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD SECRET KEY"), "HmacSHAL"));

System.out.printin(getUrl(params));
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R MNRRE Python 2 KIEHRIETT, FEHRI requests &K#fi8: pip install requests o

import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD SECRET_ID")
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou',

‘Secretld' : secret_id,

‘Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

Golang

package main
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import (

"bytes"
"crypto/hmac"
“crypto/shal"
"encoding/base64"
“fmt"

T

“sort"

“strconv"

)
func (0 {
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")
params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),
"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",
"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

keys := make([]string, 0, len(params))
for k, _:=range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)
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hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

= getenv("TENCENTCLOUD SECRET _ID");

= getenv("TENCENTCLOUD_SECRET KEY");
["Nonce"] = 11886;
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["Secretld"] =
["Version"] = "2017-03-12";
["Action"] = "Describelnstances";
["Instancelds.0"] = "ins-09dx96dg";
["Limit"] = 20;
["Offset"] = 0;

= "GETcvm.tencentcloudapi.com/?";
foreach ( as ) {
_ : Cuw g

= substr( , 0,-1);

= base64_encode(hash_hmac("shal",
.PHP_EOL;

require 'time'

require 'openssl’
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require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'‘Action' => 'Describelnstances’,
'Instancelds.0' => 'ins-09dx96dg’,
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

‘Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

‘Timestamp' => 1465185768,
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&")

digest = OpenSSL::Digest.new('shal’)
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class {

public static string (string signKey, string secret)
{

string signRet = string.Empty;
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using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{

byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string (SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void (string[] args)
{

string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768;

Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

param.Add("Timestamp", RequestTimestamp.ToString());
param.Add("Version", version);
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param.Add("Secretld", SECRET_ID);

param.Add("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function (params, endpoint){

params['Signature']l = encodeURIComponent(params['Signature'l);
const url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

}

function (reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam. (1);

return strSign;

}

function (secretKey, strsign){

let signMethodMap = {'HmacSHAL": "shal"};

let hmac = crypto. (signMethodMap['HmacSHA1'], secretKey || "");
return hmac. . (strsign, 'utf8')). (‘baseb4')

}

function (params){
let strParam = "*;

let keys = . (params);
keys.sort();

for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}
return strParam

}

function 04

= process.env.TENCENTCLOUD_SECRET _ID
= process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"

const = "ap-guangzhou"
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="2017-03-12"
= "Describelnstances"
= 1465185768

= 11886

let params = {};

params['Action'] =
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] =

params['Region'] =

params['Secretld'] =
params['Timestamp'] =

params['Version'] =

strParam = (params)

const reqMethod = "GET";
const path ="/";
strSign = (regMethod, endpoint, path, strParam)

params['Signature'] = ( , strSign)

(paramsl['Signature'])
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@ H§ i:H.E FEE it

3 =+
IR [B]255R
IEEFATE: 2024-03-12 01:18:50

= API 3.0 #ZORGARE JSON iR, iREHE JSON EasRASE SRR . RE JSON HiER&EAIREIN 50 MB, MRREIRIEIEED
RAIRE, EREEXMIEEIPIRMER . SREROERAHANEIRIEE (FINEEE ) HESRINGE, EHEREMETREEA,

iR BRREERERSIKESELIET, IWEHY HTTP AZEBE5200, FINERERSESAEERBIES LY, B HTTP KEB2200, mMF=2
401,

IFfRIEEISSR

A= RS 8ERIEOEEXLHIAEIIR (DescribelnstancesStatus) 2017-03-12 kA6, &SRB, HeTsaREMTA:

{
"Response": {
"TotalCount": O,

"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response REREH Requestld 2EEMFER, TiCIEKREINSE, RE API RGBT, WHERIEE,

+ Requestld BF—1" APl iEREIE—IRT, R API BIIRE, ALBR BN=SR 5255 T8, FHEMZ ID RERTE,

o BRTYBEENFERNS, HRUAEFREOENNZE, FRENEOMRENFES REOXERINEN . HFIHE TotalCount #l
InstanceStatusSet #79 DescribelnstancesStatus EOEXFEE, BT RARSKWAFREERERRSEEEM, Elt TotalCount £
IWERTRIREIES 0, InstanceStatusSet FIRAZ,

HIREESR

HiFAAKXY, EREERGIMTR:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
+
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

+ Error BIHEMKERS ZIERARKY . Error FERERERERY Code 1 Message FERERAMAXMAY 2% ERER o

+ Code RFEMFHIBAIEIRG, HiERBENTLASCIREZEIRBEATEIREINHFIEOX NSRBI R E MR NREEFBRS R
+ Message BRETEMEZRENEGEE, BELSEESRFBEML, EXATHAZRERISTERENR, APFMKRHXMEEIE.

+ Requestld BF—1" APl iERRIE—HRR, R API HMBE, AJLXER BN=ZR 5 1232 T8, FHRMHiZ ID RERDRE

AFHIRP
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ H§ i:H.E FEE it

REIERPINREFE Error FER, NWRTEA APl ##0O%M. Error F8) Code FERFEREIRD, FAASHAIREHIMMANEIRBAQHEIR TP, =8
BIRIRIESIRBESEARTR “API X" BRTH “ERiE" THE.
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S g A HY
SEZER
RIEEFRATE: 2023-11-2115:26:17

ERIESRZ API 3.0 WA SN HSECHF N T LSRR

« String: Z&F &,

o Integer: B8, FRATHFS64UEL, SDK 3.0 FRFEESIFHILEEMER, BNLIFRERRREESHRABEENY, 4N Golang By
uint64,

« Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig=t, flan: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMF LA ( International Organization for Standardization, 1SO ) &#ky%F BEAFNATIE
ERERFRE, MRER (GB/T 7408-2005581FwiiEtgNER R HENEETE) . BiXUERREESIMEEHRITEER.
f5ign: 2022-01-01T00:00:00+08:00,

« Binary: Z#HIAE, BELMFEMNGERINENT
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ H§ i:H_E BBt

MNEXEA
FiREERNFHLER

mIEEFATE: 2024-03-12 01:18:50

1. EOR

EOERERZ: config.tencentcloudapi.com .
HRBEMHNIEESER

ERMECERITZERS: 200K/7

#=ER API Explorer <> sEiEid

API Explorer {2t T LA . ERIIE. SDK RBEMMRIERFTROEFEN . EUEESRRAANERASTIEDSERIAREMER SDK
AT

2. N\EY
UTERSHIIRGIE TIEOBFRSHEMBO AL SY, REAHSHIIRR AHiERSEH,
SHEM wik R ik
Action = String ~HSH, AEORE: PutEvaluations.
Version = String rSE, AEORE: 2022-08-02,
Region = String AHBY, FRFFRSFH tiFFIFR.
EiE<E . NBEXNFRENscfmERE ContexthEIEHResultTokenfE
ResultToken = String TBE: FQikxW6AmMU4cTUUpPEJ-OF4Mvbg_7quPYZQOjDuo9cAxzUX-
D8w==
. o Array of . . S—
Evaluations.N 2 . BEMMNIFGEERER.
Evaluation
3. e

SHRBW ESid flR

W—iEK ID, HIRSKER, SXERBIEE (HEREHMRRKRERARSR, WZXERTRIRE

R tid Stri
eques M9 Requestld) . EFTIEEIREZLRER Requestld.

4. 76

BN LR EESRNEEEESR
HIREEXHNIFEER

BTG

POST / HTTP/1.1
Host: config.tencentcloudapi.com

Content-Type: application/json
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https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1579/101783#Evaluation
https://console.cloud.tencent.com/api/explorer?Product=config&Version=2022-08-02&Action=PutEvaluations

EcEEIT

X-TC-Action: PutEvaluations
<AHERSH>

{

"ResultToken": "Wm9yZIY3WmIKa3cxaW1loQlu-H3WA6)ZnH46cUAN2DWGJ9dp3Gw]yhMyXs)yeXRcga8sCimZKH6hy-7RGW_DEtva2
Bjd36ryyDg0tbNOfYpf3r6l)JB_gHRUCPRrr8HQbEvCoeoGw-KH7LqNUsoad4GzyrvKx2Ak1lvycWzfAGaiTISWoTQ2mYr_BYSsVcO077IUlY
4hieGJyolSxxUf1VIfDolXFQikxW6AmMU4cTUUpPEJ-OF4Mvbq_7quPYZQOjDuo9cAxzUX-D8w==",

"Evaluations": [

{

"ComplianceResourceld": "disk-26itbgha",

"ComplianceResourceType": "QCS::CBS::Disk",

"ComplianceRegion": "ap-guangzhou",

"ComplianceType": "NON_COMPLIANT",

"Annotation": {

"Configuration": "1",

"DesiredValue": "2",

"Operator": "equal",

"Property": "age

"Response": {

"Requestld": "d947eba9-f908-4d2e-9b3d-63bde43abdla"
}

}

5. FEEGR

BR= APl &

Bifl= AP| & RE& API XXH4. $8iR5. AP| Explorer & SDK SZ&ENA—ENFE, AHEENE—ANOZERERBASIZEIFAE AP IR
£

API Inspector

FFEEE API Inspector BEEEHIGE—SIREXER APIRRAER, HEHEMSESRA API 1853, tBaJaiiE AP Explorer #{TEZIRE
ifo
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

@ E§ i:HE BBt

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMREIZIES, REESENRERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
+ Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

#STIR
« Tencent Cloud CLI 3.0

6. HiRG

PATRFIH 71O SIS IEEXREIRTT, HMEiREER AHLEiR0,
FERED fHiR
InvalidParameter SHER
ResourceNotFound.AccountGrouplsNotExist WKSEARFE.
ResourceNotFound.ResourceNotExist BEAREFE.
ResourceNotFound.RulelsNotExist MNAEFE.
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/config/v20220802/config_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/config/v20220802/config_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/config/v20220802/ConfigClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/config/v20220802/ConfigClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Config/V20220802/ConfigClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Config/V20220802/ConfigClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/config/v20220802/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/config/v20220802/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/config/v20220802/config_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/config/v20220802/config_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Config/V20220802/ConfigClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/config/src/v20220802/ConfigClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/config/src/v20220802/ConfigClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-config/lib/v20220802/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-config/lib/v20220802/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1579/101792#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H% i:H.E EeEET
SREVFR N 51 2=

IEEFATE: 2024-03-12 01:18:50

1. EOR

EOERERZ: config.tencentcloudapi.com .
IRERHINIZ R

BRAZECIERSTZIRE: 20:R/F .

#E#=(EH API Explorer <> s

API| Explorer 12t THEZIAM . ERIIE. SDK IBEMIIRERRIEOFEN , BTEEERRARNERABHIERESRAR AL SDK
ARRA.

2. N\EY
TFERSHIIRGIE T EROERSHEIBIAHSE, RBEAHSEFIRD AHiERSH,
SYEW Wik ESic] ik
Action = String AHsE, AEOYE: ListConfigRules.
Version =2 String ~HSE, AEONE: 2022-08-02,
Region = String AHSH, FRFFRSIFH thiFdE.
- o SRR
Limit = Integer =EIE: 10
o g2
Offset = Integer =EIE: 1
. HEF2£8Y, fBIR: desc, liF: asc
== )
OrderType a String =BIE: desc
RPEER
1: SR,
RiskLevel.N B Array of Integer 2: PR,
3: EREE .
w~EE: [1,2]
. MRS
a
State = String FIfE: ACTIVE
. - . PGSR
ComplianceResult.N & Array of String FOUE: ["COMPLIANT']
. FmEZ
A
RuleName a String =GIE: N
3. e
SYEWR i) 1235
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https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787
https://cloud.tencent.com/document/api/1579/101787#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
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@ H§ i:H.E FEE it

SHRBW B filig

BE

Total Integer SEIE: 4

Array of

It
ems ConfigRule

5
E—iEK ID, HIRSIRER, FRERBIIRE (HEREEMRERERIARSR, WLRERTRIRE

R tid Stri R N
eques rng Requestld) . EfERITRERMIZXIEKRE Requestld.

4. 7%
B KA

BATH

POST / HTTP/1.1

Host: config.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListConfigRules

<pIERSH>

{

"Offset": 0,

"Limit": 10,
"OrderType": "",
"RiskLevel": [1,
"State": "ACTIVE",
"ComplianceResult": [],
"RuleName": ""

"Response": {

"Requestld": "149e116a-90ef-45f3-9d5d-3d77fd1c9eb3",
"ltems": [

{

"Annotation": null,

"CompliancePackld": "cp-xzfzOvu007feuhwi8auv",
"CompliancePackName": "&#11",

"ComplianceResult": "NON_COMPLIANT",

"ConfigRuleld": "cr-13vkg9c31dixgabkepxe",
"ConfigRulelnvokedTime": null,

"CreateTime": "2022-11-16 14:25:01",

"Description": "tkSiHRIEEPARELXE— 1 HRSE, WESH, ",
"Identifier": "cam-user-group-bound",

"IdentifierType": "SYSTEM",

"InputParameter": [],
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EcEEIT

"Labels": [1,

"ManagelnputParameter": [],
"ResourceType": [

"QCS::CAM::User"

1,

"RiskLevel": 3,

"RuleName": "CAMipia EIEFRFSAXEXAFA",
"ServiceFunction": null,

"SourceCondition": [

{

"DesiredValue": "1",

"EmptyAs": "COMPLIANT",

"Operator": "GreaterOrEquals",

"Required": false,

"SelectPath": "$User.GroupBindNum"

}

1,

"Status": "ACTIVE",

"TriggerType": [

{

"MaximumExecutionFrequency": "TwentyFour Hours",
"MessageType": "ScheduledNotification"

}

1

I

{

"Annotation": null,

"CompliancePackld": "",
"CompliancePackName": null,
"ComplianceResult": "NON_COMPLIANT",
"ConfigRuleld": "cr-bdunf5kx3aywn0ac5bkk",
"ConfigRulelnvokedTime": null,
"CreateTime": "2022-11-16 14:22:59",
"Description": "Ik SiHRIEEFHARELXBE—NHARE, WESHN, ",
"Identifier": "cam-user-group-bound",
"ldentifierType": "SYSTEM",
"InputParameter": [1,

"Labels": [],

"ManagelnputParameter": [],
"ResourceType": [

"QCS::CAM::User"

1,

"RiskLevel": 3,

"RuleName": "CAMiGiaEIEFRAR®RKEXAFE",
"ServiceFunction": null,

"SourceCondition": [

{

"DesiredValue": "1",

"EmptyAs": "COMPLIANT",

"Operator": "GreaterOrEquals",
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"Required": false,

"SelectPath": "$User.GroupBindNum"

}

Il

"Status": "ACTIVE",

"TriggerType": [

{

"MaximumExecutionFrequency": "TwentyFour Hours",
"MessageType": "ScheduledNotification"

}

]

¥

{

"Annotation": null,

"CompliancePackld": "",
"CompliancePackName": null,
"ComplianceResult": "NON_COMPLIANT",
"ConfigRuleld": "cr-2d3brhnvyazqgb9jlel60",
"ConfigRulelnvokedTime": null,
"CreateTime": "2022-11-16 11:36:45",
"Description": "tkSiHRIEEPARZEL XE—1ARSE, UE
"Identifier": "cam-user-group-bound",
"IdentifierType": "SYSTEM",
"InputParameter": [],

"Labels": [],

"ManagelnputParameter": [],
"ResourceType": [

"QCS::CAM::User"

Il

"RiskLevel": 3,

"RuleName": "CAMiGia S FHAR®RKEXAFA",
"ServiceFunction": null,

"SourceCondition": [

{

"DesiredValue": "1",

"EmptyAs": "COMPLIANT",

"Operator": "GreaterOrEquals",

"Required": false,

"SelectPath": "$User.GroupBindNum"

}

1,

"Status": "ACTIVE",

"TriggerType": [

{

"MaximumExecutionFrequency": "TwentyFour_Hours",

"MessageType": "ScheduledNotification"

}
]
}

I
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@ HE i:H_E =G

5. FEEGR

BR= APl EE&

iz APl SF& 248& API XH4. #iRi8. APl Explorer & SDK #ZFRNA—EIIFE, HESNE—AOEGRERBARMIRE AP R
o

API Inspector

FFEEE API Inspector BEEHIGE—SIREXER AP RRAER, HEEMRSESRA API 1853, tBaJaiiE AP Explorer #{TEZIRE
ifo

SDK
= API 3.0 Rt TEREMARTHE (SDK) , XISSMRIZIES, REESENRAR APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRG

IITFRFIH 72O SSiZEtERAEIRG, BEbERIBIER AHEIR0,
(IR ik
InvalidParameter SR,
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@ H% i:H_E Bt
M-S BIREN 51 2%

IEEFATE: 2024-03-12 01:18:50

1. EOR

EOERERZ: config.tencentcloudapi.com .
T SLBIREANZIR

BRAZECIERSTZIRE: 20:R/8 .

#E#=(EH API Explorer <> s

API| Explorer 12t T &AM . ERIIE. SDK IBEMFIREERIEZOFEN . ETEEERRBNERABTHIEELSRAR AL SDK
ARRA.

2. A%

MTERSHIIRVIIHE TEHOBRSHENTO ALSY, REARSHIIRN A5k

W
s

SHEM Wik ESic] fEik
Action = String AHSE, FFEORE: ListAggregateConfigRules.
Version =2 String ~HSE, AEORE: 2022-08-02,
Region = String ~HSYH, EFREESZISHY ig5FR.
- o BRIRH
Limit = Integer =EIE: 10
o w2
Offset = Integer =G 1
= : HS4EID
AccountGroupld = String FOUE: ca-sdfs7734h24h3
. HEFEBY BiRFE: desc, lliF: asc
A )
OrderType a String SHIE: desc
RBEHER
1: BRI
RiskLevel.N & Array of Integer 2: PR,
3: ERE .
wBiE: [1,2]
. AR
A
State = String FBUE: ACTIVE
ComplianceResult.N S Array of String VEftiE
=BE: ["COMPLIANT"]
. =
=
RuleName a String =IE: N
Mm e
RuleOwnerld S Integer AR R S1D

~BE: 98332222
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@ H§ i:H_E BBt

3. MLy
SHEMm S iR
2
|
Tota Integer =EIE: 4
Array of .
ltems ConfigRule HIE

E—iEK ID, HRSIRERN, BXERPSIERD (EEREEMREERERERSR, WRXERTFTRIXE

R tid Stri
eques ring Requestld ) . B ESIZAIZRIBERA Requestld.

4, 76

TN WSEHFWTIE
T SAIRIANIZIE

BATH

POST / HTTP/1.1

Host: config.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ListAggregateConfigRules
<pHiFRSH>

{

"Offset": 0,
"Limit": 10,
"OrderType": "",
"RiskLevel": [1,
"State": "ACTIVE",

"ComplianceResult": [

"abc"

1

"RuleName": "",

"RuleOwnerld": 1,

"AccountGroupld": "ca-sdfs7734h24h3"

"Response": {

"Requestld": "149e116a-90ef-45f3-9d5d-3d77fd1c9eb3",
"ltems": [

{

"RegionsScope": [

"ap-shanghai"

I
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EcEEIT

"TagsScope": [

{

"TagKey": "tagl”,

"TagValue": "tag2"

}

1,

"ExcludeResourceldsScope": [

"ins-asdasd"

1

"Annotation": null,

"CompliancePackld": "cp-xzfzOvu007feuhwi8auv",
"CompliancePackName": "&#11",
"ComplianceResult": "NON_COMPLIANT",
"ConfigRuleld": "cr-13vkg9c31dixgabkepxe",
"ConfigRulelnvokedTime": null,
"CreateTime": "2022-11-16 14:25:01",
"Description": "tkSiHRIEEPARELXE— 1 HARSE, WEFESHRN,
"Identifier": "cam-user-group-bound",
"IdentifierType": "SYSTEM",
"InputParameter": [1,

"Labels": [1,

"ManagelnputParameter": [],
"ResourceType": [

"QCS::CAM::User"

1

"RiskLevel": 3,

"RuleName": "CAMipia EEFRFSAXEXAFA",
"ServiceFunction": null,

"SourceCondition": [

{

"DesiredValue": "1",

"EmptyAs": "COMPLIANT",

"Operator": "GreaterOrEquals",

"Required": false,

"SelectPath": "$User.GroupBindNum"

1

"Status": "ACTIVE",

"TriggerType": [

{

"MaximumExecutionFrequency": "TwentyFour Hours",

"MessageType": "ScheduledNotification"
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5. FREHR

BR= APl EE&

Bz APl SE& R4 API XX, i85, APl Explorer % SDK $#FFHA—ERTE, HEEMNE—AOEAREREAZIRHIEAE API R
£

API Inspector

BRTIEE APl Inspector EEIEHIAE—SIREXEN APLARABR, HEhEMZIESHRA AP X3, tBagiiE APl Explorer #77E4&R
ifo

SDK
= API 3.0 Rt TEREMARTEE (SDK) , XISSMRIZIES, BEESENRER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
+ Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRES

PATRFIH T 1O SSiZIEEXREIRTT, EMEiRmEIER AHLEiR0,
(IR iR
InvalidParameter SR,
ResourceNotFound.AccountGrouplsNotExist KSERFE.
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A BT

RSN

IEEFATE: 2023-11-27 00:06:05

Annotation
SRS

EcEEIT

#WUNTF#EAOSIA: ListAggregateConfigRules, ListConfigRules, PutEvaluations.

&

Configuration

DesiredValue

Operator

Property

ConfigRule
HMEHS

bS]

String

String

String

String

Wik

=
=

Falil

iy |

iy

ik

REHAIETERE . KEH0~256{UFHF, BREASHEE
EE WFEAEIRE null, RREAEEHE.

~fE: 10

RIFHIERE ., KEHO0~2561UFH, BIERSMEE
R FEAERE null, REBEAFEHE.

=HHE: 12

RRLREEMPEREZ ENLRIEET . KEAN0~16(UFHF, BEXAN LiRTHERIFRAIES

=

=
FBIE: Equals

SR EERREESOEPRIJSONEERE. KEHN0~256{UFH, BEXMAN LIRIFHERIFRAIEE

h=
TBIE: $.Cpu

#WINTFEOSIA: ListAggregateConfigRules, ListConfigRules,

E=4

Identifier

RuleName

InputParameter

SourceCondition

ResourceType

Labels

bS]

String

String

Array of InputParameter

Array of
SourceConditionForManage

Array of String

Array of String

WRIFRE: BRRITE (bR ) ARSEEAE

faik

MR
R WFEBAEERE null, FREFEEHIE,
~BIE: qqq

=S
S WWFERAUEHRE null, FRIFIERE.
=~E: 123

DI
R FEAEIRE null, REEAFEHE.

AN A R
EE: WFEBREEERE null, #FREAZERE.

HINSZHFAOERIRSERY, MUIHEE R RAERINTREL
EE: WFBRAERESRE null, #FREAZEYIE,

MM FR R RS
R WFEAEEEE null, RRRFIERE.
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=

RiskLevel
ServiceFunction
CreateTime
Description

Status

ComplianceResult
Annotation
ConfigRulelnvokedTime

ConfigRuleld
IdentifierType
CompliancePackld

TriggerType

Integer

String

String

String

String

String

Annotation

String

String

String

String

Array of TriggerType

WRIFRE: BRRITE (bR ) ARSEEAE

flR

FRM R PSSR

1:ARMBE

2: S

3 =R

R WWFERATEHRE null, FRIFIERE.
wBEIE: 1

DI PS 0: BIESESY
R WFEAEIRE null, REEAFEHE.
EE: ™

BlEERTE

#B=X: YYYY-MM-DD h:i:s

R WFERAIAEEE] null, RFEBFIEHE,
=E: 2022-09-0112:00:00

U ik
R WFEAEIRE null, REEAFEHE.

EcEEIT

TBUE: RedisZBIRFREXTEFIEENSHE, WA “GI” .

ZLAE: 1000MB

ACTIVE: BH

NO_ACTIVE: {&1t

R WFEAEIEE null, REEAEEHE
wBUE: MRS

a#: 'COMPLIANT'

AE#M: 'NON_COMPLIANT
FTiEREMN: 'NOT_APPLICABLE'

iEE WFEAEIEE null, RERAEEHE
E: SRS

"]
R WFEBRAEERE null, FREAZERE.
THE: SRS

FU A A 1
B=xX: YYYY-MM-DD h:i:s

R WFEAEIRE null, REEAZFEHE.
w~BIE: 2022-09-0112:00:00

MWD
R WFEAEIRE null, RREAEEHE.
wBE: 22

CUSTOMIZE: BEXHT,

SYSTEM: $EE#N

R WFEAEIRE null, REEAEEHE.
THIE: FNSEE

BHMaID
EE WFEAEIRE null, REEAEEHE
w~FfE: 123

filAz SR
ScheduledNotification: AL .

ConfigurationltemChangeNotification: FEft&

ER: WFEAEEEE null, RRRFIERIE.
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=

ManagelnputParameter

il

Array of
InputParameterForManage

filR

SHIFE
R WFEAEEEE null, RRRFINERE.

EcEEIT

CompliancePackName String AR _ N
EER: IFEAEEHRE null, RREAZEYE.
. . KExithia
RegionsScope Array of String EE: WFRAEEE null, ERIREERME.
KEXIRE
f
TagsScope Array of Tag B WFERTASEE null, RREVREISMIE.
. MUFHEERRIDERY, BIFRINZEFENITIFE
ExcludeResourceldsScope  Array of String B WTRTASER null, EREREENE,
. WS4ID
AccountGroupld String 8 WFERAER null, ERIFEERE.
. WSHZR
AccountGroupName String R WFRAAEE null, ERERIGRIE,
MNFREARID
RuleOwnerld Integer R WFERAIEEEE] null, REREFZEHE,
wE: 3444***4455
FRig Nz 5 RYA AR 0
ManaaeTriaaerType Array of Strin ScheduledNotification: FEHAft%E
gelnggerlyp y 9 ConfigurationltemChangeNotification: IFEfE
FBE: ["ScheduledNotification"]
Evaluation
BEMXHNIFhEER
#HINTFEOSIA: PutEvaluations.,
E=1 Bt Wik RER
ComplianceResourceld Strin = BFERRID. KED0-2567FH
P 9 =  R6UE: disk-26itbgha
EIFERIREER,
b2
QCS::CVM::Instance. QCS::CBS::Disk. QCS::VPC::Vpc.
ComplianceResourceType  String = QCS::VPC::Subnet. QCS::VPC::SecurityGroup. QCS::CAM::User.
QCS::CAM::Group. QCS::CAM::Policy. QCS::CAM::Role.
QCS::COS::Bucket
TBIfE: QCS::CBS::Disk
BiFhRiREbg
ComplianceRegion String = KEHAO~329M =
=i{&E: ap—guangzhou
B, BE:
. O
ComplianceType String 2 COMPLIANT: AL,

NON_COMPLIANT: F&#
~BI{E: NON_COMPLIANT
FEMZEIHTER.

Annotation Annotation &
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InputParameter
SHE
#HANTEOS|A: ListAggregateConfigRules, ListConfigRules,

£ R Wik 1
21
ParameterKey String 2 pHE

FBIE: days

SR, BIEER: Require, TIiE%EE: Optional,

1 =
Type String - =BIE: Require
SHIE
Value String B R WFEAIEERE] null, RREAZIERE.
~BIE: 1

InputParameterForManage
MUNS

#WINTFIEOSIA: ListAggregateConfigRules, ListConfigRules,

E=4 7 ESid) Wik iR
B8, ¥E: Integer, F&&: String
ValueType String B R WFEAIEERE] null, RREAZIEHE.
wBIE: 1
SHKey
ParameterKey String B EE WFEBAIEERE] null, RREAZIERE.
~EIE: 1

SHRR, WERR: Require, AliE%ER: Optional.

Type String ) R WFEBRAUEEHRE null, FRFEERE.
wBE: 1
ZHME

DefaultValue String & R FERAEEHRE null, FRIAAEYE,
w~BE: 1
iR

Description String B R WFEAIEERE] null, RREAZIERE.
~EIE: 1

SourceConditionForManage

SRRt

#HANTEOS|A: ListAggregateConfigRules, ListConfigRules.
E=4 5] Wik iR

iz, &#: COMPLIANT, F&#: NON_COMPLIANT, FixRiF:
NOT_APPLICABLE

R WFEEIRE null, RERFIEHE.

w~BE: 1

iy

EmptyAs String
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E=4 ESic] Wik i
BB E
SelectPath String = EE WFEBAIEERE] null, RRIAZIERE.
wBE: 1
IBEEER
Operator String S R WFERAIEARERE] null, RREAZIEHE.
wE: 1
BEYR
Required Boolean & R WFEAIEERE] null, RREAZIEHE,
& 1
HAEE(E
DesiredValue  String B EE WFERAIEERE] null, RREAZIERE.
BE: 1
Tag
&

#HANTEOS|A: ListAggregateConfigRules, ListConfigRules.

E=t ESidl Wi iR
ix&gkey

TagKey String S R WFERAEERE null, XFEHAEERE,
TBIE: aaa
r&value

TagValue String & EE: FERAIEERE null, RREAZENE.

~BIE: bbb

TriggerType
b s b =id]

WINTFEOSIA: ListAggregateConfigRules, ListConfigRules,

2R =S Wik HEk
MessageType Strin = Rzsea
9e’yp 9| = PE: ScheduledNotification. ConfigurationltemChangeNotification
fi A& A iE] EHA
MaximumExecutionFrequency = String & R WFERAEEEE null, RFEBFEEYE,

=~BE: TwentyFour_Hours
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A BT

tHIRhS

IEEFATE: 2023-11-27 00:06:06

LIRBikEA

WMRIREIZERPFE Error FE&, WRFIER API ##£0O05%M., fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

EcEEIT

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
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ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598
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InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion
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ResourceNotFound.AccountGrouplsNotExist
ResourceNotFound.ResourceNotExist

ResourceNotFound.RulelsNotExist
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