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FieldListEnable (getGwList) 1: i
A EE:

FAERBHRZ=ZNAGE, FEEFRIFREEEER, FREEN . BREHEEZREREFERSEM. B
IRSREMBFERZHTRARE, BRFARFESFIRN=ENZRMERDL
FERBHREZ=ZNAGE, WFEEMNRE, NUERARRISEBER. SRE(EEEHEZRENRE
BER, FETZ= AP $2&EBEHA"USEPROJECTKEYPWD",

RESREOER
FRREA=ZERE, BSAFLERAETREASDALHNSERNER, TETRE D URREL=ZHE
ERRETE, RAHEREIT:
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python

import hmac
import hashlib
import base64
def (devId,Key,expiretime) :
content = devId+str (expiretime)
hmac_digest = hmac.new (Key.encode ('utf-8'), content.encode('utf-8"),
hashlib.sha256) .digest ()
base64_str = baseb64.bb6dencode (hmac_digest) .decode ('utf-8")
signature =
base64_str.replace('+','") .replace('/',"'").replace('=","'")

return signature+"_ "+str (expiretime);

go

import (
"crypto/hmac"
"crypto/sha256"
"encoding/base64"
"fmt"

"strings"

(devid, secKey string, expiretime int64) string {
h := hmac. (sha256.New, [] (secKey) )
h. ([] (fmt . ("%s%d", devid, expiretime))
digest := h. ( )
encoded := base64.StdEncoding. (digest)
encoded strings. (encoded, "+", "")
encoded strings. (encoded, "/", "")

encoded strings. (encoded, "=", "")

return encoded+fmt. ("_%d",expiretime)

java

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import java.util.Base64;
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public cle
public

DeviceTokenGenerator {

static String

expiretime) {

try {

SecretKeySpec secretKeySpec = new

SecretKeySpec (key. (), "HmacSHA256") ;

Baseo64.

js

async function

const
const

const

Mac mac = Mac. ("HmacSHA256") ;
mac. (secretKeySpec) ;
String data = devId + expiretime.

byte[] hmacBytes = mac. (data.

String encoded =

(). (hmacBytes) ;

return encoded.

(/A I = _" + expiretime.

catch (Exception e)
e.

}

return "";

(devId, key, expiretime)
content devId + expiretime. ();
encoder new TextEncoder () ;

keyData encoder. (key) ;

contentData = encoder. (content) ;
cryptoKey = await window.crypto.subtle.
"raW" ,

keyData,

{ name: "HMAC", hash: "SHA-256" 1},

4

IRIFRE: BR=ItE (It ) BRSEATF

(String key, String devId,

{

Long
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["sign"] ) ;

signature = await window.crypto.subtle.
"HMAC",

cryptoKey,

contentData ) ;

const base64 = (String.
Uint8Array (signature))) ;
const cleaned = base64.

). ( r )G

return ~S${cleaned}_S{expiretime}";

O ERE:
o BFEREBRISS ID ZFRPHFEINAB ID g, FWIRA ID /8% ID. ZiEidHiazasEs
2, FFIHRT UNIX BiaE / 60, IRFEREY, HIRSHRINEEIEBRIZERTE, RFEEEK
o
o IRTFWIAICET, BI{ER_ERERRRNIRBFEBIEN password H#ITER,
o iAfRIA SDK MRAZIFEEMER,

NGB ERR

fEMERE, EMEIREAEABHEN, MRSiRHLBIRE ID MHNNARRIRE, KEMEHLEIBINER
EMERE . KNFEETRERERAERSIERING, HFRENBSREERIE. TinREEESIERNEO
IREEE RSN MR IGR &R . BFESIERINBERNTTEGENT:

python

import hmac
import hashlib
import base64
def (remoteDevId, fieldDevId, Key, expiretime) :

content = remoteDevId+fieldDevId+str (expiretime)

hmac_digest = hmac.new (Key.encode ('utf-8'), content.encode('utf-8"),
hashlib.sha256) .digest ()

baseb4_str = baseb4.bb6dencode (hmac_digest) .decode ('utf-8")

signature =
base64_str.replace('+','").replace('/',"'").replace('=","'")

return signature+"_ "+str (expiretime) ;
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go

import (
"crypto/hmac"
"crypto/sha256"
"encoding/base64"
" fmt "

"strings"

func (remoteDevId, fieldDevId, secKey string,
expiretime int64) string {

h := hmac. (sha256.New, [] (secKey) )

s%d", remoteDevId, fieldDevId, expiretime)))
digest
encoded := base64.StdEncoding. (digest)
encoded strings. (encoded, "+", "")
encoded strings. (encoded, "/", "")

encoded

strings. (encoded, "=", "")

return encoded+fmt. ("_%d",expiretime)

java

import javax.crypto.Mac;
import javax.crypto.spec.SecretKeySpec;

import java.util.Baseb64;

public class SessionAuthCodeGenerator ({
public static String (String key, String remoteDevId,
String fieldDevId, Long expiretime) {

try {

SecretKeySpec secretKeySpec = new

SecretKeySpec (key. (), "HmacSHA256");

Mac mac = Mac. ("HmacSHA256") ;
mac. (secretKeySpec) ;
String data = remoteDevId + fieldDevId +

expiretime. ();
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byte[] hmacBytes = mac.

String encoded =

Base64. (). (hmacBytes) ;

return encoded.
(/). = _" + expiretime.
} catch (Exception e)

e.

js

async function (remoteDevId, fieldDevId, Key, expiretime)

{

const content remoteDevId + fieldDevId + expiretime.
const encoder new TextEncoder();
const keyData = encoder. (key) ;

const contentData = encoder. (content) ;

cryptoKey = await window.crypto.subtle.
"raw",
keyData,
{ name: "HMAC", hash: "SHA-256"
’
["sign"] ) 7
signature = await window.crypto.subtle.
"HMAC",
cryptoKey,

contentData ) g

const base6d = (String.
Uint8Array (signature))) ;

const cleaned = base64.
) ( D I

return "~ ${cleaned}_S${expiretime}";
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O BHS S —

O ERE:
BFERZEBNTmESENNFRE ID ZFERIEHEEMA ID 5148, FUWIRE ID /i18% ID. ENEIEH
AHEIZABE RS, SFTFTHIRT UNIX B3iaE / 60, ZRSSE2ATiaiB 3 Z=Ba03HARTE, SiEEiUgEk
B

TR E IR ESIE G

mimZ Fali@Eid TRRO _setSessionPermissionToken EOZREIGITSIEEN . —MIEEINE, AF—Xix
IHRFNIHZFSIEEN, TiREFUHEARNIZZZREFRRNSIEENG, R— I M RingE, BRE
RIIERT EIEAUIS B EZEIREN .

int const char* fieldDevId,

authcode) ;

o =34

fieldDevld BirMi%iRE 1D,

authcode =i, FEETMAL=RAEN
o B¥IN: 1,

RS o EW: <=0,

BB ERIAR

BixhiEss

o IHRER:

TEIRERNEFHITIEM, IRSEIR L&A, BIaTEshSemiEm .
o FBiERI:
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FERBH=ENR, FREBMEM. REFRERN, EFREHEEREMNERTE LEHTKiEM. 5
SRR BEIR ST REBN B EETHEZREREBER

RiHuE

mSER:
TR TE M, BIRIMEITR, ESIGRME.
FBiERRIY:

FERBHRZEN, FXAEMNEMARITHRIGIRETIRIRMIDEE . MFinimeE, IERIGITERRTRSR
& |ID HE=FPEMPIERZRER, HNBFRIGREINR. MRNERENAZHEN, YRTHIIE
IHREPSRAIMENR, WEFETFHEZREMIGIINERINGTHLE

HESEIEE

IRER:

ARSSinAEEREBE—IREMFRIREEN, TERMIREEN.
PR

FRA=ZHENREBEM, HiSCiEMERBEHRA “USEPROJECTKEYPWD” . EHEMINE
HE=ZA, LHMEEEERN.
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Z B IR &

mIEE#AYE: 2024-08-26 15:23:42

@ iRH8:
ZRBIREER, IIFHSTURR . BEFHEEREASMEREHTER . (FRANSERFRISZNEIAERE
HFEZ2MEXR, H SDK BGEES X NM-RHITHE

SDK Mk E

SDK #1ga{tEs, MAR-R IP €&, HESA M IP BITHESHINGE, HelidhEMRnsmERE.
o MK IP $BEEE

: ["IE’:L", "IP2"J

SNREA Web TEEREE, ASRECET, QEIEE IP HENFEE, HES1M~ IP #ASSEHF.
o MESPERE (FiE)

"media_trans_mode":2

173 5G BiEtR=, E5% 5C MEA=R; 2ANEEN; 37 4G BERN, E5% 4C MEm=.

A FER:
M SDK MM AE{TZRERRT, HIRIRESRINMBEME, BTEEN sudo R, MNRFHEFIN
sudo R, tBal AR ARMIERM-EHENIR, ERAERTHRITUTRES:

sudo setcap cap_net_raw,cap_net_bind_service+tep ./NB& .

RHS MR

M SDK #{72MEHA, SEWRILRESMFIEIERE, #E SDK SMEMER, BAIGIERT, aEiRs LER
curl S$iHAEREIERIFAM IP B9REEURL ( LATLAER http://cip.cc 7361 ) , 38IE SDK BEEHERIS 4
Rk IP i5RHAM IP it E X FASMFEER,

curl http://cip.cc ——interface AIf-EIP1

curl http://cip.cc ——interface At 1r2

EARME IP B curl ISREEREEEIFRRNAM IP, BHSWHMKZEEREIETEE, NISEET .

IRSIEHE IP BE (#t8F)
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UTERERESMFRIGIEERI—MERMNEDELETS, TRTRNERESE, IBRFIEN CIMKHEME
HEFSIREZSNIFRISIEERET

CPE EEER
B4 EM CPE

E—4 CPE EAFEIEER WAN M4, @i VLAN+BHEESESIESANFEMERR LAN RXERARRA
WAN R4, f$I41192.168.67 . 1MERMXEMWANT M5 (AIEER) , 192.168.8.1MERMXERE WAN2 Kk
% (BiEEM) -

Z18[ CPE

AE CPE EAFREIZER WAN R4, 1§21 CPE i LAN MEGREARREMER ., HI40 CPE1 5
192.168.8.1/24kE%, CPE2 73 192.168.67.1/24MEZ,

iR IP REHKE

ER-ER CPE

RERAIMEORRAL, BIZIRHS CPE 4 LAN RERRXERE.
- IPigE

HR-RIRESIMRERR IP LARBRARNX (ELEEREMXEA ) o ATE Ubuntu &
% |letc/network/interfaces.d & &%, 33 ethO M-KEIZE eth0:0, £EE IP 192.168.8.96 RM*%
192.168.8.1, €l eth0:1 £ IP 192.168.67.96 MMx%192.168.67.1,

auto ethO

iface ethO inet static

auto eth0:0

iface eth0:0 inet static
address 192.168.8.96
netmask 255.255.255.0

gateway 192.168.8.1

auto eth0:1

iface eth0:1 inet static
address 192.168.67.96
netmask 255.255.255.0
gateway 192.168.67.1

o BHTRRE
ABAPER P QUEMIIIEHR, FHEEHBHIMX, LAITRE eth0 <A E IP HBRIZERIZH):
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ip rule add from 192. .8.96 table 10
ip rule add from 192. .67.96 table 20
ip route add default via 192.168.8.1 dev ethO proto static metric O

table 10
ip route add default via 192.168.67.1 dev ethO proto static metric O
table 20

ZRFiEkE CPE
RERASINORML, 5315 CPE $4 LAN RERRXER (T@EsiE) .
o IPigE

HENRM-RZEXNRERIPLARIBRAIRX . A2 Ubuntu &4t /etc/network/interfaces.d igE&%¢
B, 3 ethO PE5ES IP 192.168.8.96 FMX%x192.168.8.1, %I eth1 M-E4ES IP 192.168.67.96 FRx%
192.168.67.1,

auto ethO

iface eth0 inet static
address 192.168.8.96
netmask 255.255.255.0
gateway 192.168.8.1

auto ethl

iface ethl inet static
address 192.168.67.96
netmask 255.255.255.0
gateway 192.168.67.1

o BHTRRE
AWML P QUEMIIIEHR, FEEHBHIINX. LITE eth0 1 eth1 M-RFRE IP BBIKEAIZH:

ip rule add from 192. .8.96 table 10
ip rule add from 192. .67.96 table 20
ip route add default via 192.168.8.1 dev ethO proto static metric O

table 10
ip route add default via 192.168.67.1 dev ethl proto static metric O
table 20
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