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Team management
Team and Project

Last updated: 2026-03-27 18:00:03

In the CODING DevOps platform, a team can be understood as an organization, and the
projects created within the team are media for collaboration and interaction among team
members. Members of a team can freely create projects or be invited to join other projects. All
projects created under a team belong to that team. The relationship among teams, projects,
and members is illustrated as follows.
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The creator of a team automatically becomes the team owner, possessing all team
permissions and acting as the Super Administrator. The team owner can assign one or
more team administrators, while other members are regular members.

The creator of a project automatically becomes the project administrator, possessing all
permissions for that project.

Team permissions and project permissions exist independently. A member's permissions
equal the sum of their team permissions and all project permissions. Actions at the team

level follow team permissions; conversely, actions within a specific project follow project
permissions.

For details on permissions, refer to Permission Management.

Create a project

By default, all members of a team have the permission to add projects.

Set Basic Project Information
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For a specific project, aside from its project administrators, team owners/administrators at the
team level can also modify the basic information of any project within the team.
1. On the All Projects tab, click in the target project's action bar under ... and select Project
Settings. The project settings page will pop up. For detailed information, refer to the
Project Settings guide.

A Note:
By default, only team owners/administrators can view all projects.
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2. On the Project Settings tab, modify the project's address, name, etc., as needed. Click
Save to complete the project information update.

Archive Project

Once a project is archived, it will appear on the Archived tab, and project members will no

longer be able to access or operate the project. Please proceed with caution.

1. On the All Projects tab, click in the target project's action bar under ... and select
Archive Project. The project archiving confirmation box will pop up.
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2. In the confirmation box, click Confirm Archive to complete archiving.

® Note:
To unarchive, go to the Archived tab and perform the operation.

Deleting a project

For a specific project, besides its project administrator, the team leader/administrator at the

team level can also delete any project within the team by default.

1. On the All Projects tab, click in the target project's action bar under ... and select Delete
Project. The project deletion confirmation box will pop up.
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2. To archive project information, please archive first. Click Still Delete to complete the
deletion.
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Member management
Manage Team Members

Last updated: 2026-03-27 17:57:30

This article introduces how to manage CODING team members.

Join the Team

Loginto CODING Console, click Use Now to enter the target team, then select the navigation
at the bottom left Team Settings Center > Global Settings > Organization and Members >
Member Management, and choose the most suitable member management method according
to the actual situation of the team.
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If you have configured department or member data in a third—party application, you can
directly import that data into the CODING platform and perform necessary member
management operations. Currently, CODING supports quick import of existing member
data from Tencent Cloud or LDAP.

If there is no available third—party platform to import member data, please refer to the
following content to directly add team members. If the team is large, you can use the
Manage Organizational Structure feature to categorize members by department after
adding them.

Add Team Members on Tencent Cloud

Team leaders and administrators can directly add CODING team members in the Tencent
Cloud console.
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1. Use the main account to log in to the Tencent Cloud Console, click the main account
avatar in the top-right corner, and choose CAM > Users > User List from the drop—down
menu. On the User List page, click Create User to add Tencent Cloud sub—account for
enterprise members.

2. On the user creation page, add CODING access permissions to the Tencent Cloud sub-
account. The figure below shows an example of quickly creating a user, where CODING-
related permissions are assigned to the user when setting up the user information.
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3. In the CODING Console under Team Settings Center> Global Settings> Organization and
Members> Member Management, import Tencent Cloud sub—accounts. For detailed
operations, refer to Importing Tencent Cloud Sub—Accounts.
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To ensure corporate information security, when importing Tencent sub—accounts, team
administrators can configure Tencent Cloud sub—accounts to automatically sync on the Team
Settings Center> Global Settings> Third—party Applications's Tencent Cloud Account Source
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Settings page, preventing members who are removed due to resignation from logging in to the
CODING team again. For detailed operations, please refer to Configuring Account Sources.

Invite Members Within the CODING Platform

On the Invite Members page, you can pre—assign departments to the target members.
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Invite members via email

1. In the Team Settings Center > Global Settings > Organization and Members > Member
Management, click Add Members in the top right corner of the page and select Email
Invitation.

2. On the pop-up invitation page, you can add the invitee’ s email address using any of the
following methods:

Enter email addresses individually

Switch to batch input mode and separate email addresses with spaces, line breaks, or
tabs.

3. Click Confirm.

After receiving the invitation, the member can click on the email link and follow the
instructions to join the team.

Invite members via a link

1. In the Team Settings Center > Global Settings > Organization and Members > Member
Management, click Add Members in the top right corner of the page and select Link Batch
Invitation.
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2. On the Invite Members to Join the Team page, you can invite members using any of the
following methods:
Public Invitation: Anyone can access the link and register a CODING account to join the
team.
Private Invitation: Only those who enter a CAPTCHA can access the link and register
an account, ensuring team privacy and security.
3. Click Create Invitation Link, copy the generated invitation copy and link, and share it on
QQ, WeChat, DingTalk, or other work groups.

® Note:
If you choose a private invitation, the invitee needs to enter the registration CAPTCHA
to access the invitation link. The invitation link is valid for 72 hours.

View Invitation Record

In the Team Settings Center > Global Settings > Organization and Members > Member
Management, click Add Members in the top right corner of the page and select View Invitation
Record to view all invitation records.

Link Invitation Record

This tab displays all link invitation records, including the inviter, number of members joined,
email suffix restrictions, and link effective status.
In the operation column, click View details to view the invitation link.

If the invitation link status is "effective", you can click Disable in the operation column to
invalidate the link, or click Copy Link to copy the invitation link to the clipboard.

Click the inviter's name to view the inviter's activity data over the past year.
Email Invitation Record

This tab displays all email invitation records, including the inviter, the invitee's email address,
whether the member has joined, the effective status of the invitation email, and the number of
times the invitation was sent.
If the invitation email status is "effective", you can click Revoke Invitation in the operation
column to invalidate the email, or click Resend Link to resend the invitation email.
Click the inviter's or joined member's name to view the member's activity data over the
past year.

Import Members via Third Party Application

Tencent Cloud
LDAP
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TCTP

Viewing member details

In the Team Settings Center > Global Settings > Organization and Members > Member
Management team member list, click the member's name to display the member details page.
On the member details page, you can assign team roles as well as roles within specific
projects.

Related Permission Group

This action assigns team permissions to team members. Refer to Configure Team Permission
Scheme for how to configure team permission groups.
éﬁ;&

EIRAR A

1870328

Remove Member

This action supports removing members. Click - under the target member's action bar to

trigger Delete. If the member has pending tasks, a prompt will appear to redirect to the
handover page.

® Note:
The Remove Member action supports batch processing. Click Batch Operations in the
bottom right corner of the team member list, select the members, then choose Delete
to complete batch deletion.
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Locking a Member

In the Team Settings Center > Global Settings > Organization and Members > Member

Management section, select the user you want to lock in the team member list, click =~ on
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the right side and choose Lock Member. Enter the account log in password to complete the
lock.
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Locked users will have a lock mark. To unlock, perform the Remove Member action.
The following abnormal conditions may trigger a lock:
Entering the wrong password five times while logging in to the team.

Locked by the team administrator.

The Tencent Cloud Sub—account lacks the QcloudcODINGFullaAccess role permission. For
details, see Permission Explanation.

Viewing Member Operation Records

Team leaders or administrators can view team members' operation records in the Team
Settings Center > Global Settings > Security > Logs.
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In the Logs Management page, you can filter by operator, operation type, and start time. You
can also export log records in one click using Export to Excel in the top right corner of the
page.
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Managing Organizational Structure

Last updated: 2026-03-27 17:59:00

This article introduces how to manage the organizational structure of a CODING team.

Enter Team

loginto CODING Console, click Use Now to enter the target team, then select the bottom left
navigation Team Settings Center > Global Settings > Organization and Members > Member
Management. The organizational structure feature supports the self—definition of
departments/sub—-departments and also supports importing member/department data from
Tencent Cloud or LDAP, meeting diverse team member management needs.

After adding members through different applications, the operations that can be performed on
the organizational structure vary. As shown in the table below, if member data is imported
through LDAP, no department-related operations can be performed.

Operation CODING Tencent LDAP LDAP (without ou)
Cloud
Creati
ing a v v » v
department
Create Sub-
N v V x v
department
Move
Department v v * v
Rename
Department v v * v
Set
Responsible V \V x V
Person
Deleti
eleting a v v 8 v
department

Creating a department

click Organization in Member Management to display the member list under the organizational
structure.
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The left area is the department organization tree display area, supporting the import of
department organization data from third—party systems such as Tencent Cloud and LDAP.

You can also click + inthe legend to create a department.
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Create Sub—department

Select the department where the sub—-department needs to be created, click + on theright, a

sub-department creation window will pop up. Enter the sub-department name, click Confirm
Addition to complete the creation.
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Move Department

Departments support mobile editing. Select the department you want to move, click and hold
the department and drag it to the corresponding hierarchy.
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Rename Department
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Select the department you want to operate, click “ on the right, choose Rename, and the

rename pop—-up window will appear. Enter the new department name and click Confirm to
complete the renaming operation.
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Set Department Owner

Select the department you want to operate, click ~ on the right, then click Set Owner, and

the department owner setting pop—up window will appear. Select one or more department
owners and click Confirm to complete the operation. Once a department owner is removed
from the department, their department owner status will also be removed. Department owners
can be set to unauthorized (third—party imported) users.

® Note:
If the current department does not have members, please refer to the guidance in
Managing Team Members section Adding Members to add department members.
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Deleting a department

Select the department you want to operate, click  on the right, and choose Delete. Once

the department is deleted, all members under the department (including sub-department
members) will be automatically moved to the root directory.
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Managing organizational structure
members

Last updated: 2026-03-27 18:00:48

This article introduces how to manage members in the CODING team organizational structure.

Open Team

Loginto CODING Console, click Use Now to enter the target team. Utilize the organization
structure feature under Team Settings Center > Global Settings > Organization and Members
> Member Management to create departments/sub-departments or import
member/department data from Tencent Cloud and LDAP. Members can then be classified
into different departments for orderly management.
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The operations that can be performed on organizational structure members differ based on
the application through which members are added. As shown in the table below, if members
are imported via LDAP, you cannot modify the department or delete the members. For users
added directly from the CODING platform, operations related to authorization or associating
existing members are not involved.

T t
Operation CODING encent | pap LDAP (without ou)
Cloud
Viewing user
: V X V V
details
A iati
ssociating user v/ 8 v v
group
Renaming a
V X V V
member
Addi b
ing members v v 8 v

to a department
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Deleting members V X X X
Authorizing o v v v
members

Canceling o v v v

authorization

Associating
existing members

Viewing member details

In the organizational structure list, click the member's name to display the department
member details page. On this member's details page, you can assign team roles and specific
project roles to them.

Associating permission group

Click the Associated Permission Group in the operation bar to assign team permissions to
organizational structure members. Refer to the Team Permissions Configuration Scheme
instructions for information on how to configure team permission groups.
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Renaming a member

Department members support renaming operations. You can modify member names that do
not comply with the team's naming conventions. Renaming will not change the member's
name displayed in third—party services.
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Set departments for members
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A member can be assigned to multiple departments. When all department assignments for a
member are removed, the member will automatically be assigned to the root department.

(® Note:
Batch processing is supported when setting departments. You can click Batch
Processing in the bottom right of the department member list, select members, and
then click Set Departments to apply batch settings.
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Lock members

Locking members will prevent them from accessing team resources and log in to the team. To
unlock, perform the Unlock Members operation.
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Authorizing members

Members imported through third—party applications must be authorized to access CODING.
Click Authorization to open the authorization confirmation popup, then click Confirm.
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After authorization, the user will be in an authorized state and will also receive a notification on
the third—party platform. The member will appear as Joined once they log in to an existing
account or register a CODING account and join the team.

The authorization status of team members is as follows:
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Unauthorized: (only for members imported through third—party applications) The member
does not have access to CODING.

Authorized: (only for members imported through third—party applications) The member has
access to CODING but has not yet joined the team. The member needs to log in to an
existing account or register a CODING account and join the team to perform operations on
the CODING platform.

Joined: The member has logged in to an existing account or registered a CODING account
through the invitation link and has joined the team, allowing them to perform corresponding
operations within the team.

Canceling authorization

Authorization for members imported through third—party applications can be revoked. Click
Revoke Authorization in the operation bar of the target member. After revocation, the member
will not have access to CODING services and will be in an unauthorized state.
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Associating existing members

If a member imported through a third—party application is already a CODING member, you can
associate them with an existing CODING member on their details page. The member's
historical data will be retained and they will be in a joined state.
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One—click match

Department members imported through third—party applications support the one-click match
feature. You can associate users who cannot be automatically linked using information such
as user name, email, and mobile phone. The relationship between third-party users and
CODING users can also be adjusted as needed.
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Deleting members

Click --- under the operation bar of the target member and then click Delete to perform the
deletion.
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If there are unhanded events for a member, a prompt will appear to go to the handover page.
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Batch processing is supported for deleting members. You can click Batch Processing in the
bottom right corner of the department member list, select members, and then click Delete to
complete batch deletion.
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Manage Project Members

This article will introduce how to manage members in CODING projects.

Enter Team

Loginto CODING Console, click Use Now to enter the target team, then in Team Settings

Center > Global Settings > Organization and Members > Project Permission Scheme, team

leaders/administrators or members with "Configure member project permissions" can

collectively manage members across various projects within the team.

CODING provides multi-perspective project member management, allowing you to:
Specify a project to manage its members.

Specify a user/user group/department to manage the projects they participate in.

Prerequisites

Make sure your team's permission group has the "Configure member project permissions”
configuration.
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Manage Members of a Specified Project

You can manage members of any project from the project's perspective.

Add Members to a Project

1. In Project Permission Scheme > Project Member Management, select the project you want
to add members to.
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The member list will display the current users, user groups, and departments in the project
along with their corresponding permissions.

2. Click the upper right corner's Add Members to add specified users, user groups, or
departments to the current project and set their permissions.
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Modify the Associated Permission Group of a Member

In Project Permission Scheme > Project Member Management, select the project where the
member you want to modify permissions for is located.
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Use the filter box and search box to quickly locate a single user, user group, or department,
then modify the permission group through Associated Permission Group.
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Remove Project Members

Since the system supports adding individual users, user groups, and departments to a project,

there may be intersections among these entities within the project members. However,

removal actions are independent of one another. For example, if a project includes User A and

Department X (Users A, B, C), removing Department X will still retain User A in the project;

similarly, removing User A will not affect User A within Department X.

1. In Project Permission Scheme > Project Member Management, select the project from
which you need to remove members.
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The member list will display the current users, user groups, and departments in the project
along with their corresponding permissions.
2. Click Remove to remove the specified user, user group, or department from the project.

Manage the Projects in which Specified Members are Involved

You can manage the projects in which any user, user group, or department is involved from
the member's perspective.

Add Members to a Project

1. In Project Permission Scheme > Project Member Management, select the user, user group,
or department you need to add to the project.
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The project list will display the projects the current user, user group, or department has
joined, along with their corresponding permissions.

2. Click the top-right Add Project to add the current user, user group, or department to the
specified project and set permissions.
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Modify the Associated Permission Group of a Member
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1. In Project Permission Scheme > Project Member Management, select the user, user group,
or department whose permissions you need to modify.
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The project list will display the projects the current user, user group, or department has
joined, along with their corresponding permissions.

2. Use the search box to quickly locate the project, then modify the permission group through
Associated Permission Group.
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Remove Project Members

Since the system supports adding individual users, user groups, and departments to a project,

there may be intersections among these entities within the project members. However,

removal actions are independent of one another. For example, if a project includes User A and

Department X (Users A, B, C), removing Department X will still retain User A in the project;

similarly, removing User A will not affect User A within Department X.

1. In Project Permission Scheme > Project Member Management , select the user, user
group, or department you want to remove from the project.
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CODING DevOps

The project list will display the projects the current user, user group, or department has

joined, along with their corresponding permissions.

2. Click Remove to remove the current user, user group, or department from the specified

project.
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Importing Tencent Cloud Sub-
Accounts

Last updated: 2024-09-05 15:40:27

This article introduces how to import Tencent Cloud sub—accounts to CODING.

Sub—-Account Import Guide

CODING supports importing the list of Tencent Cloud sub—accounts, but currently does not
support importing the organizational structure from Tencent Cloud accounts. After importing
the list of Tencent Cloud sub-accounts, you can go to Member Management to adjust the
sub—accounts to the corresponding departments.
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If you have not bound your Tencent Cloud account, the team administrator should follow the
pop—up prompts to go to Team Settings Center and bind the Tencent Cloud account,
configuring the Account Source. If the Tencent Cloud authorization has expired, a Tencent
Cloud log in to pop—up will appear, supporting WeChat QR code scan and account password
authorization. Once authorized, the association with Tencent Cloud will be completed.
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To ensure corporate information security, support is provided for setting up synchronization of
the Tencent Cloud sub—account list. When a member is removed due to resignation or other
reasons, they cannot log in to the CODING team again. Team administrators can modify
member synchronization settings in "Account Source".
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Sub-Account Logging In Guide

CODING supports convenient log in to using Tencent Cloud account types on the log in to
page. Enter the root account ID, sub—username, and password on the log in to page to
complete the log in to.
Sub-Account Logging In Requirements:

» The root account has enabled the service in the Tencent Cloud CODING DevOps Console.

» The corresponding sub—account has the QcloudCODINGFullAccess policy.
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Import Members via LDAP

Last updated: 2024-09-05 15:40:45

This article introduces how to import LDAP members into CODING.

LDAP Import Guide

CODING supports importing departmental member data from LDAP. Based on the

configuration information filled, two modes are supported:
1. If department configuration is not filled in, CODING's department organization feature will
support operations such as creating, deleting, moving, renaming departments, and moving

members to departments.

CODING DevOps

2. If department configuration is filled in, operations like creating, deleting, moving, renaming
departments, and moving members to departments will not be supported in CODING's
department organization feature. For these operations, please perform them in the LDAP
system, and then click the synchronization button.

Refer to Binding LDAP guide to complete the binding operation. After that, go to Team
Settings Center > Global Settings > Organization and Members > Member Management, and

select 2p/1DAP to import members.

After the import starts, you can view the progress on the page.
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On the login page, select AD/LDAP login, fill in the team domain, username, and password,

then click login.
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CODING DevOps

After confirming the login, if it's not your first time being authorized to access, you will directly
enter the CODING feature page. If it is your first time being authorized to access, the system
will ask whether you want to log in to CODING using an existing account or register a new

account.
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« If you choose to log in with an existing account, enter the login email and password to join
the team.
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If you choose to register a new account to join, fill in the login email, CAPTCHA, and
password to complete the registration and join the team.
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Import Feishu Members

Last updated: 2026-03-27 18:02:56

This article will introduce how to import Feishu members into CODING.

Integration Guide

After completing the bind with Feishu, go to Team Settings Center > Global Settings >
Organization and Members > Member Management to start importing members and
organizational structure.

B HAMER & BARSHH & BRSIT
BEMESESRE EMERRN, HAERAMERE RSITHS I THESEE
BHER RIS
ZHE RS LT
EHEI @R ey

tmgmE
ety
RN W E=75NA
BMZ2ERINERE BZAMENE

hla®it PRO B=AMA
RIEHE

BRIRE

KENRE PRO

B

Member Authorization and Association

After importing members, you also need to authorize the members to officially join the
CODING team.

If a member has already joined the CODING team, you only need to perform the association
operation to bind the data with the member in the Feishu structure.

Members can also go to Personal Account Settings > Binding Settings to associate their
Feishu account.
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The team administrator can also bind the Feishu members with existing members (if they are
the same person). After completing this process, the member's historical data will be retained.
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If a member has never registered with CODING, the team administrator will send a CODING
team invitation email when authorizing the member in the CODING backend . The member will
follow the instructions to complete the CODING account registration, and after verifying the
account, they can join the team.
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If a member has already registered with CODING, when the team administrator authorizes the
member in the CODING backend , a CODING team invitation email will be sent. The member
can simply click log in to then join the team.
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If the Feishu Account Source has not been configured in the Team Settings Center >
Global Settings > Third Party Application, or if Synchronization, Addition, and
Authorization has been selected in the synchronization settings, then members can
join the CODING team without authorization required.

TEKS SRR
CTHARRASARATON, R

Department and Member Synchronization

Regarding department synchronization, once the organizational structure import is
completed, operations such as creating, deleting, moving, renaming departments, and moving
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members to other departments in CODING will not be possible. To make changes, please go
to the Feishu backend. After finishing the settings, click the refresh button at the top of the
CODING department list to synchronize.

In terms of personnel synchronization, CODING supports automatic synchronization with the
Feishu address book. If a Feishu member is deleted due to reasons such as resignation, the
association with the CODING team will be automatically removed.

(® Note:
The personnel scope depends on the member installation scope selected in the
Application Authorization Scope.
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Permission Management
Configure User Groups

Last updated: 2024-09-05 15:57:22

A user group is a personnel container representing a collection of users. It is recommended to
organize your team members and group those who need the same permissions into a user
group (e.g., divided by roles).
A member can be added to multiple user groups.
User groups can be added to a project and associated with a specified permission group,
allowing all members of the user group to be added to the specified project with the same
project permissions.
The Team Leader/Administrator can enter the Team Settings Center > Global Settings >
Organization and Members > User Groups to configure user groups, making it easier to batch
add members to projects and assign project permissions.
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Creates a user group

In the Team Settings Center > Global Settings > Organization and Members > User Groups,
click the Add User Group button in the upper right corner, enter the user group name and
description to create a user group.
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The successfully created user group will appear in the user group list. Click its name to enter
the detail page to modify the user group name, description, and add members.

Adding Members to User Groups
Path 1: User Group List

In the user group list, click the Add Members button of the specified user group to add team
members to that user group. You can specify members through the search box or quickly filter
members by department or project.

You can also click the user group name to enter the detail page to add members.
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Path 2: Member List

In the Organization and Members > Member Management page, select the specified members
and perform the Associate User Group action to quickly add members to the target user
group.
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To batch add multiple members to multiple user groups simultaneously, click the Batch
Processing button at the bottom right corner of the member list, and then select Add User
Group to add to the target user group.

A Note:
If you select Set User Groups in Batch Processing, the user group to which the
selected members belong will change to the specified target user group, and the
original user group affiliation will be directly overwritten.
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Add User Group to Project

©2013-2026 Tencent Cloud. All rights reserved. Page 40 of 109



> Tencent Cloud

CODING DevOps

1. In the user group list, click the Project Permissions button of the specified user group to
enter the Project Permission Scheme > Project Management page to view the projects that

the user group has joined and the corresponding project permission groups.
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2. Click the Add Project button at the top right, you can quickly add the current user group to
the specified project and configure the corresponding project permission group. For details

on project permissions, see Configure Project Permission Scheme.
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Editing a user group

In the user group list, click the user group name to enter the detail page to modify its name and

description.

©2013-2026 Tencent Cloud. All rights reserved.

Page 41 of 109



> Tencent Cloud CODING DevOps

£BiIgE / BPE / FRgE
g

FF A
RAPBEM
PR

P aiEt

Deletes a user group

In the user group list, click the Delete button under the operation column of the specified user
group to remove it.
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Remove User Group Members
Path 1: User Group List

In the user group list, click the user group name to enter the detail page to remove specified
members.
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Path 2: Member List

CODING DevOps
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In the Organization and Members > Member Management page, click the Associate User
Group button of the specified member, deselect the target user group to quickly remove the

member from that user group.
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To batch remove multiple members from multiple user groups, click the Batch Processing

button at the bottom right corner of the member list, and then select the Delete User Group

operation.
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Configuring Team Permission
Scheme

Last updated: 2024-09-05 15:57:40

Overview

Team Permission Groups are collections of team permission points. Users, user groups, or
departments added to the corresponding permission groups have access to all permission
points configured within that group. For teams, the system provides default groups such as
Team Leader, Team Administrator, and Team Ordinary Member, along with default
configuration groups, and also supports custom groups.
Team Leaders/Team Administrators can modify the permission points of system preset
Team Ordinary Members and Default Configuration Permission Groups; however, the
permissions of Team Leaders and Team Administrators cannot be modified.

A team member's permissions are the sum of the team permissions they hold individually,
along with those of their user groups and departments. For instance, if a member is a Team
Administrator and their department is part of a custom—-defined permission group, then the
member's team permissions will be the sum of the Administrator and Custom Group
permissions.

After modifying the permissions configuration for a team permission group, the changes
will take effect immediately when group members refresh the page.

Team leaders/administrators log in to CODING Console, click Use Now then , select Team
Settings Center > Global Settings > Organization and Members > Team Permission Schemes
to configure team permission groups and add members to the corresponding groups, creating
a highly efficient and flexible permission management system tailored for the team.
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System Permission Groups

System Permission Groups include Team Leader, Team Administrator, and Team Ordinary
Member. These groups cannot be deleted or modified for permissions.
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Custom Definition Permission Group

When the team member structure is complex and requires refined team permission
management, the team leader/administrator can create a custom definition permission group
to assign different permissions to different members.

1. In the Team Settings Center > Global Settings > Organization and Members > Team
Permission Scheme, click the blue "+" sign, then enter the permission group name and
specify the reference permission group.

If you refer to the team leader, team administrator, or ordinary team member, the newly
created permission group will automatically populate with the selected permission
group's configuration.

If you choose "Default Configuration" as the reference permission group, the newly
created permission group will have only a few permissions. You need to manually
select the feature permissions.
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2. After creating a Permission Group, go to the Permission Configuration tab, select the
required feature permissions, and save to complete.
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3. Custom user groups support renaming and deletion.
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Add members to the team's Permission Group

To assign team permissions to members, you need to add the users to the corresponding
Permission Group.

A Note:
Batch setting members as team leaders is not supported. Setting members as team
administrators requires Set Administrator permissions.

Path 1: Team Permissions Plan List

1. In the Team Settings Center > Global Settings > Organization and Members > Team
Permissions Plan, select the Permission Group to which you want to add members.

2. Click the Add Member at the upper right to add specified members to the user group. You
can specify members through the search box or filter them by department or project.
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3. After members are added to the Permission Group, refresh the page to make the new

permissions effective.

Path 2: Member List

In the Team Settings Center > Global Settings > Organization and Members > Member
Management page, select the specified member to perform the Associate Permission Group
action to quickly add them to the target Permission Group.
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To batch add multiple members to multiple Permission Groups at the same time, click the
Batch Operation at the bottom right of the member list, then select Add Permission Group to

the target group.
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Modify the Associated Permission Group of a Member

In the Team Settings Center > Global Settings > Organization and Members > Member
Management, modify the user's associated Permission Group through Associate Permission
Group. A user can be associated with multiple team Permission Groups simultaneously.
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To batch modify the Permission Group configuration of multiple members to a specified group,
click Batch Operation at the bottom right of the member list, and then choose Set Permission
Group to target group.
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Remove a member's team permissions

Path 1: Team Permissions Plan List

To remove a member's team permissions, you can remove the member from the Team
Permission Group in the Team Settings Center > Global Settings > Organization and Members
> Team Permissions Plan. After removal, the member will no longer have the corresponding

team permissions.
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Path 2: Member List

BE

B

In the Organization and Members > Member Management page, click the specified member's
Associated Permission Group, then uncheck the target permission group to quickly remove

the member from that group.
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To batch remove multiple members from multiple Permission Groups, click Batch Operation at
the bottom right of the member list, and then choose the Delete Permission Group action.
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Configuring Project Permission
Scheme

Last updated: 2024-09-05 15:57:57

On the CODING platform, all projects within a team share a unified permission group
configuration. The same permission group, when used in different projects, has completely
consistent permission point configurations, facilitating standardized global management of
project permissions for the team.
A project permission group is a collection of project permission points. Members added to the
corresponding permission group enjoy all the permission points configured in that group. For
projects, the system provides default groups for development, testing, product, operations,
project manager, project administrator, and also supports custom-defined groups.
Apart from the project administrator permission group, the team leader/team administrator
can modify the permission points of other system preset project permission groups.

It supports associating users, user groups, or departments directly with the specified
project permission group for quick batch assignment of project permissions. It is
recommended that you first refer to Manage User Groups to organize members requiring
the same permission points into a user group, making it easier to perform batch permission
configuration or changes.

A project member's permissions are the sum of the permissions they have themselves and
those their user group and department possess. For example, if a member is a project
administrator for Project A and their user group is also associated with the project
manager permission group of Project A, then the member's permissions in Project A are
the sum of the project administrator and project manager permissions.

Team leader/administrator or members with project permission scheme configuration rights
log into CODING Console, click Start Using Now and then , proceed to Team Settings Center
> Global Settings > Organization and Members > Team Permission Scheme to configure the
project permission scheme.
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Prerequisites

Before configuring the project permission scheme, please ensure that your team permission
group has the corresponding permissions. See the diagram below:
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Add Project Permission Group

System preset project permission groups do not support editing and deletion. If necessary,

you can define an appropriate project permission group yourself.

1. In Team Settings Center > Global Settings > Organization and Members > Team
Permission Scheme, click the top-right corner Add Permission Group.
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2. Enter the permission group name and description, specify the reference permission group,
and configure the required permission points to complete the creation of the permission
group.
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Assign Project Permissions to Members

Team members with "Configure Member Project Permissions" can add individual members,
user groups, or departments to the project and set permissions. For more details, please refer
to Manage Project Members.

View Project Permission Group References
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In the project permission group list, click on the Citation Status of the specified permission
group to see which projects use this permission group.
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Click on the number of role members of a specific project to enter the Project Member
Management tab and see which users/user groups/departments are associated with the
specified permission group.
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Edit Permission Group

In the project permission group list, click on the permission group name to enter the detail
page and modify its name, description, or permission configuration. Only self-defined
permission groups support modification.

©2013-2026 Tencent Cloud. All rights reserved. Page 56 of 109



> Tencent Cloud CODING DevOps

SERE / RERESE / testing HORRAEIR
testing- RIS PREIRE
EMAPRIRE RERRE MAXBRKEE

RS ]
BCEANR
SERA *
NP SERANFTEIRR, ETFREERBEHIRAINRSA,
testing-
Sk THEEARBR (-]
THEBEHE REIA BRI REERRA
MEHE
MpRRRZA RIEEM G =an
ThIeILE R GREEMEITEI VELEN N g BB
BB IR REIRS HIFRIRE
it EE
HATARE REEMILAH pille=bkidzz R YRIBABITE
ApTEEE
BB ThIeMCER PHESER e R P RER
THiERER elREE BERE THAB
HIERRES R itEERE ELRIBOEXMY BIRHXMRIEEE
HKBeE MBREED X HBRMRIP DX RPN BIERIRE El
BIBRE EIRE BB RIPAREE BIERRA REERRA

On the Permission Control Settings page, set the members who can edit this permission
group.
When the list is empty, users with the "Permission Control Settings" permission point can
edit this permission group.
When the list has members, both the members in the list and users with the "Permission
Control Settings" permission point can edit this permission group.
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On the Project Association Settings page, set the projects that can be associated with this
permission group.
When the list is empty, all projects can be associated with this permission group.
When the list has projects, only authorized projects can be associated with this permission
group.
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Deletes permission group

In the project permission group list, click on the Delete of the specified permission group to
remove it. Only self-defined permission groups support deletion.
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Configure Resource Permission
Scheme

Last updated: 2024-09-05 15:58:15

The code repository is the foundation for implementing product features, and a single project
usually includes multiple code repositories. Different features often have diverse permission
requirements for code collaboration members. The resource permission scheme is mainly
used for flexibly managing member permissions in different code repositories within a project,
meeting the security requirements of development processes in each repository through
different permission groups.

The system provides default groups for code repository maintenance members, development
members, and general repository members. The permission points for the latter two can be
modified by the team leader/administrator.

Team owners/administrators log in to the CODING Console, click Use Now, then select Team
Settings Center > Global Settings > Organization and Members > Resource Permission
Scheme from the left navigation bar on the homepage to define code repository permission

groups.
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Prerequisites

Before configuring the resource permission scheme, ensure that your team's permission
group has the corresponding permissions, as shown in the diagram below:
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Create a Resource Permission Scheme Group

Click Add Permission Group in the upper right corner to start creating. The system provides
the following three default code repository permission groups, which you can refer to or
choose to define custom permission points.
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Fill in the permission group name and select the permission points to complete the creation.
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After the permission scheme is created, it can be applied to the code repositories in all
projects within the team.

Using Resource Permission Scheme Groups in Repositories

For detailed operation instructions in the repository, please refer to the Permission
Configuration guide in Code Hosting.
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Third—-Party Applications
Bind Tencent Cloud

This document introduces how to bind Tencent Cloud services.

Description of the Feature

After authorizing Tencent Cloud credentials, teams can seamlessly connect to console
products such as TCR, TKE, etc., and enjoy a smoother CODING DevOps cloud experience;
after associating, it also supports importing Tencent Cloud account sources and linking the
sub—account list information.

Only the team leader can bind and configure the Tencent Cloud root account. Team members
cannot bind or unbind actively.
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Credential Authorization

1. Team administrators log in to the CODING Console, click Use Now, then select the Team
Settings Center > Global Settings > Third—party Applications > Tencent Cloud from the
navigation bar on the left side of the homepage to bind the service.
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2. Choose to bind using Email + Password or WeChat QR code.
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3. After successful binding, services like TKE and TCR in Continuous Deployment can be

seamlessly used in CODING.
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Configuring Account Source

Configuring the account source is mainly for conveniently importing the Tencent Cloud sub-
account list, and generating corresponding CODING accounts for each sub—account. For
detailed information, please refer to Import Tencent Cloud Sub—-Accounts.
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After the administrator completes the configuration manually, team members can
conveniently log in to the CODING team using the Tencent Cloud Sub—account.
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Unbinding

After binding Tencent Cloud, click "Unbind" in "Third—party Applications" to unbind.
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Binding Failed

For issues related to binding Tencent Cloud failing, refer to the FAQ explanation.
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Bind WeCom

CODING DevOps

After the team binds WeCom, it enables the enterprise to conveniently import the department
structure and members into the CODING team. WeCom members do not need to register for
CODING one by one. They can join the CODING team easily by scanning the WeCom QR code.

Bind WeCom

1. Team owners / administrators log in to CODING Console, click Use Now to enter the
corresponding team, and select Team Settings Center > Global Settings > Third—party

Applications from the left navigation bar on the homepage.
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2. Click Bind in Credential Authorization.
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3. After navigating to the WeCom QR code page, use the WeCom Administrator Account to
scan the code and log in. Set the application visibility scope. The visibility scope of the
WeCom application determines which departments or members can access the CODING
team. After selecting departments and personnel, click Confirm.
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4. Click Agree to the above authorization and add. You can also choose whether to add
CODING customer service as an external contact option.
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5. After successfully installing the WeCom application, the status in Third Party Application >
WeCom will become "Bound".
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6. The administrator will also receive a binding message push in WeCom.
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Configuring Account Source
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Account source settings are used to manage the department structure and team member
information in the WeCom address book. Once configured, departments and members in
WeCom can be imported. From June 20, 2022, teams that configure the WeCom account
source no longer need to configure self-built application authorization. Refer to the figure
below to directly start configuring member synchronization settings.

B HERS FRE

| BRI AR E

| RAEFIRE
WARFHELRE

CEEERLR:  ESEEHER IS EE, EFER
CHBARS:  BEMR {REGH R

BRRERESRE O

BRREERSRE O

FHUEES DRFER EUH

(® Note:

If your team configured self-built applications before June 20, 2022, you can refer to
Self-built Application Authorization Configuration to manage the account source.

Address book synchronization settings provide three modes: manual synchronization,
scheduled synchronization, and automatic synchronization. By setting events that may be
triggered when members are added or deleted, you can scientifically manage the relationship
between CODING team members and WeCom members.
» Lock Members: After members in the WeCom address book are deleted, they remain in the
CODING team members list but cannot access team resources or log in to the team.

« Only Cancel Authorization: After members in the WeCom address book are deleted, they
remain in the CODING team members list but cannot access CODING. Once authorized
again, the member can log in.

View Authorization Status
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The Team Administrator can view the authorization status of all members on the Member
Management > Organization tab.
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& EHE
© Angus_X AEFRE - I B XREEFMA
& 123222
& test a AERA - iR B AHEIEEMR
5 devops o AREFRAE, devops - SR Bl XBIEEMA
& EEE = = ve
Q REERA - IR B XKREEFMA
o REF - AL B XBBERMA
o RERE - HER B XBREEFMA
(e} i AEFRAE - AR B XBKBIERMA
(o =3 KRERE - AL B XBEERMRA
Q KREERA - IR B XREEFMA
a REF - AL B XBEERMA
o RERE - R B XREEFMA
(e} AEFRAE - AR B XKKBERMA
(:\_ EUREEEER [+ MM~ IB5THEA T = itbEE

Unauthorized: This member does not have access to CODING.

Authorized: This member has access to CODING but has not yet joined the team. The
member needs to log in to or register a CODING account and join the team to perform
operations on the CODING platform.

Joined: This member has logged in to or registered a CODING account via the invitation
link and joined the team, enabling them to perform relevant operations within the team.

Export Departments or Members

To ensure the accuracy of department names, it is recommended to manually export the

WeCom address book and then import it into the CODING team.

1. Click on Department Name Setting or Member Name Setting in the WeCom management
console at the bottom left.
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CODING DevOps

FENAR 2

2. Click on Export, and then start the download in the browser when a new page pops up.
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3. If automatic download does not occur, go to Member Management and link the "Me"
account with the WeCom account.
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4. Then click the link provided in the WeCom application message reminder to download.
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Importing Data
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Import the Excel file containing department or member names exported earlier into the
CODING team.
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Manual Configuration

CODING DevOps

If some data appears to be incorrect, you can use Manual Configuration to correct the names.
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Authorizing members

CODING DevOps

For members with the "Unauthorized" status, the Team Administrator needs to grant the

member permission to log in to CODING using WeCom QR code.
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+ Member has not registered a CODING account

You can use the WeCom QR code to directly log in to the CODING Team.
+ Member has joined the CODING account

The Team Owner clicks Link Existing Member and selects the member in the CODING
Team. The member can then log in using either the WeCom QR code or the CODING
account password.

Unbind WeCom

Delete the application from WeCom to unbind. After unbinding WeCom, all department and
member data will be lost, and the CODING message push mechanism in WeCom will be
disabled.

Team Administrator

The Team Administrator can go to Team Settings Center > Global Settings > Third—Party
Applications to unbind.
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Team Members
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Move the mouse to the personal avatar in the lower left corner, click Personal Account

Settings, then click Binding Settings, and click Unbind in WeCom to unbind.
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Bind Private GitLab

Last updated: 2024-09-05 16:01:33

CODING supports associating external repositories such as GitLab Public Cloud and Private
Cloud. Once associated, you can use these external repositories in modules like Continuous
Integration and Artifact repository in CODING. The usage steps are as follows:

1. Create an application

2. Bind GitLab Private Cloud
3. Associate GitLab code repository

4. Use GitLab repository

Prerequisites

Only team leaders, team administrators, and members granted service integration
permissions can perform binding operations.

Your private GitLab must be exposed to the public internet to ensure successful
authorization in CODING.

Your private GitLab version needs to be 10.7 or above to ensure the repository can be
successfully associated and checked out.

1. Create an application

Log in to Private GitLab, click the account icon in the upper right corner, and select
Preferences to enter the personal settings page. Then click Applications in the left navigation
bar to enter the third—party application authorization management page and create a new
application. Fill in the parameters as follows, and click Save application after completing.

The Redirect URI needs to be filled in as:

https://e.coding.net/api/oauth2/platforms/gitlab_private/callback.

Check Scopes: api, read_user, read_repository, write_repository, profile.

A Note:

If you cannot find the aforementioned options in your Scopes settings, please check if
your private GitLab version meets the prerequisites.
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e User Settings User Settings > Applications Jobs Adolf
@ Profile
l Q Search settings l

8% Account Set status
B Billing Edit application Edit profile
52 Applications Name Preferences
B chat l CODING l Sign out
@ Access Tokens Redirect URI

& Emails hitps:/fe.coding. i itlab_pri llback

& Password

L Notifications

Use one line per URI

P SSHKeys
Confidential
P GPG Keys . . i
The application will be used where the client secret can be kept confidential. Native mobile apps and Single Page Apps are considered non-
2 Preferences confidential.
B Active Sessions Scopes
Authentication log api

®u 6l Grants complete read/write access to the AP, including all groups and projects, the container registry, and the package registry.
sage Quotas

read_user
Grants read-only access to the authenticated user's profile through the /user API endpoint, which includes username, public email, and full name.
Also grants access to read-only API endpaints under /users.

() read_api
Grants read access to the API, including all groups and projects, the container registry, and the package registry.

read_repository
Grants read-only access to repositories on private projects us‘mg Git-over-HTTP or the Renos\’mvy Files API.

write_repository
Grants read-write access to repositories on private projects using Git-over-HTTP (not USWHQ the API).

() read_registry
Grants read-only access to container registry images on private projects.

() write_registry
Grants write access to container registry images on private projects.

After the application is successfully created, GitLab will generate the corresponding
Application ID and Secret.

e User Settings User Settings > Applications > CODING
@ Profile
Q search settings
A% Account
& Biling Application: CODING
2& Applications
Application ID a5bf61edcd16c2ad291: | [}
[ Chat
(=) S L Secret 060b4c7137061dco5cft | [}
B Emails
Callback URL https://e.coding.net/api/oauth2/platforms/gitlab_private/callback
B Password
A Notifications Confidential Yes
P SSHKeys « api (Access the authenticated user's API)
£ GPG Keys « read_user (Read the authenticated user's personal information)
Scopes « read_repository (Allows read-only access to the repository)
2 Preferences « write_repository (Allows read-write access to the repository)
» profile (Allows read-only access to the user's personal information using OpenlD Connect)

B3 Active Sessions

Authentication log

@ Usage Quotas - 7

2. Bind a private GitLab

Team administrators log in to CODING Control Panel, click Use Now to enter the
corresponding team.

2.1 Click the bottom left corner's Team Settings Center > Global Settings, select Third—party
Applications > Private GitLab for service binding.
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2.2 In the binding pop—up, enter the information. Application ID and Secret are generated
when you create an application Back. After filling in, click Authorize Binding.
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HE Gitlab FAB =
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OAuth R

Application ID

OAuth MW/ Application ID

Secret

OAuth AR Secret

Gitlab }AB =HH &

Gitlab fAB =i ®, 280 http://domain.com/

BIAE BUH

2.3 After being redirected to GitLab's authorization page, please click Authorize(Authorize) to
complete the authorization.
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= Em *
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2.4 After successfully binding in CODING, click Authorization Completed on the original page.

B7E Gitlab FAE =

REZLMEZ Gitlab FAB=RINTIE, 1B7E Gitlab FE TR,
1. IRBELTHRIEN, BRTE TEXTHER
2. REHGitlab MECRERBETEEERT, AJEEEENAEERBIR, ARl

MEHER
3. EARTHRATHRERAFTEESZS|S, FEN BEIH.

2.5 Once binding succeeds, you can see the "Bound" sign on the service integration page.

3. Associate a private GitLab repository

After binding the private GitLab service successfully, you can go to the project to associate
the code repository.

3.1 Enter a project, click left sidebar Code Repository to enter the code repository
management page.

3.2 In the Associate Repository tab, click the top right corner Associate Code Repository.
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3.3 On the Associate Code Repository page, select "Private GitLab" as the repository source.

@® Note:
The default authentication method is OAuth, you need to first refer to the above
content to create an application and bind GitLab Private Cloud.

« XERBEE

BEXRR
CODING GitHub GitLab fhAE GitLab Gitee Ti% B git BF
INER R BXA
OAuth - mRHETE GitLab RS, BIEHE
RBEeE *

TIARER BUH

3.4 If already authenticated successfully, just select the code repository to be associated.
3.5 After successfully associating an external repository, you can see the repository in the
Associate Repository list.

® Note:
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To disassociate an external repository, in the Associate Repository list under the

operation column, click and select Disassociate.

4. Using GitLab Repository

After successfully associating an external repository, you can use these repositories in
authorized CODING modules (Continuous Integration, Artifact Repository, etc.).

Taking CODING-CI as an example, in addition to CODING's own repository, CODING now
supports the following three types of external repositories: GitHub, GitLab, and Private GitLab.

« BEXMEIE B hRi¥E
MRITRIBIR *

empty—example

L FESuE
1 RBRE Jenkinsfile FiE
RIBIR R
pipeline {
v agent any
S 0O ¥ ¥ ok
o stage("#HH") {
CODING GitHub.com GitLab.com #h% GitLab steps {
checkout ([
$class: 'GitSCM',
— Ir--: branches: [[name: GIT_BUILD_REFI],
— Led userRemoteConfigs: [[
Bx I @RCteE AR url: GIT_REFOURL,
credentialsId: CREDENTIALS_ID
111
}
1RMRIZAN GitLab.com OAuth, BIFERIR }
stage('BEXMETRE") {
steps {
RIBEE @ echo "HEX
/] BT TR BT R
BEERBeE v ) b
}
}
2 EEXRE
ERRIBEHRMN  Jenkinsfile ®

o {EMFSEER Jenkinsfile @

Firewall IP Allowlist
If your server or GitLab has a firewall, please allowlist CODING IP, refer to the following:
212.129.144.0/24

212.64.105.0/24
49.234.127.0/24

49.235.224.0/24
49.234.65.0/24
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81.69.101.0/24

And open CODING-CI to view the Build Nodes IP and allowlist them:
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Unbind GitLab

« DevSecOps /K& EIR @ BEnER

EikfzR 2R E i A

S| 0O ¥ 8 6 =

CODING GitHub.com GitLab.com #h GitLab Bx Ti
¢ coding-demo v
{ERRBEDHN  Jenkinsfile @

o (FAFFSEER Jenkinsfile @

BT REIHO

e {#M CODING RHNZENHITIE @ B HI O REGEE
MERE P RETRER AR

* i)
i i
IP RINEERE SRR 1P A28, rAIXEFREIHTDHN

AREO: 111.231.92.100/32,... | EEEIEN

AR WAREDO P SEERZE TR T Rt EIFR A

ISt bebpgnle 2T RAR, HAFHRIEAES.

EUH

LB5%F

BAIEEE

To unbind, in the Third—party Applications page, click on View Details to the right of GitLab,
and in the popup page, click Unbind.
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Bind AD/LDAP

In the Team Settings Center, select AD/LDAP under Third Party Applications for service
binding. Once completed, you can import department organization and member information
from the system, and members can use the LDAP username + password to log in to CODING.

Bind LDAP

1. The team administrator logs in to the CODING Console, clicks Use Now, then selects the
navigation Team Settings Center > Global Settings > Third Party Applications at the bottom
left, clicks Third Party Applications, selects AD/LDAP, and clicks Configure to bind the
service.

2RizE / B=HNA

B=ARA

& BIRT | s >

(@3 T >

CL PUME-EREA  sow x

© AD/LDAP | B v

W O e >

& %075 GitLab mms >

2. When the pop-up window appears, sequentially fill in the Server Configuration, User Rule
Configuration, Organizational Structure Rule Configuration, and Enhanced Organization
Relationship Mapping Configuration fields. Refer to Appendix for field descriptions.
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X
Bc= AD/LDAP
L FESEATRE LDAP BR. MAIEHSFIER LDAP IlF 8% CODING, Xl LDAPRSEESRES. &
SRESEERRE
| [RSEEE

*BinER: @ OpenlDAP Windows AD

* BRSEnht:

aia —

*ml:
* sl

*Base DN:

*EERKES:

LDAP =48i0=: simple~

| BFANIEE
* ST

* RN D EiE:

AR NEFES B

3. Adjust Address Book Synchronization Settings.
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4. After filling in the relevant information, click Save and Sync Immediately. Once the form
validation passes, the LDAP option will support editing and modifying the configuration.

Unbind LDAP

Click Unbind under AD/LDAP in Third Party Applications to unbind.

Appendix

The form description is as follows:
Form ltems Description Sample code
Directory Type Required. Supports OpenLDAP and Windows OpenLDAP
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Server Address

Server Port

Base DN

Managing
Account

Managing
Password

LDAP Password
Encryption

Member Filter
Attribute

Member Unique
ID Attribute

Member Name
Attribute

Member login
account attribute

Member Email
Attribute

Member Phone
Number Attribute

Member Avatar
Attribute

Department Filter
Attribute

Department
Name Attribute

AD

Required. Server address, supports Domain
Name or IP Address

Required. Server Port

Required. Base DN

Required. Managing Account

Required. Managing Password

Required. Supports SIMPLE and DIGEST-
MD5

Required. The system will filter members
through this attribute

Required, the unique field associating
members in LDAP with CODING. Please fill in
according to the actual situation

Required, the member name attribute in
LDAP

Required, the member login account attribute
in LDAP, will be used as the CODING LDAP
login username

Member email attribute in LDAP

Member phone number attribute in LDAP

Member avatar attribute in LDAP

The system will use this attribute to filter
departments

Department name attribute in LDAP
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21.68.42.231

389(SSL: 636)

dc=coding,dc=c
om

cn=admin,dc=co
ding,dc=com

12345

simple

(objectClass=pe
rson)

uidNumber

cn

email

email

mobileTelephon
eNumber

(objectClass=or
ganizationalUnit

)

ou

Page 90 of 109


https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol

> Tencent Cloud CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 91 of 109



> Tencent Cloud CODING DevOps

Bind Feishu

Last updated: 2024-09-05 16:07:11

This document is intended for team leaders / administrators. To import members from Feishu
to CODING, complete the following three steps in advance:

1. Install the Application

Feishu administrators install the CODING Software R&D Management Platform from the
Feishu application directory.

S

CODING DevOps &
() P zazn (I
—AMEWETE, WEEANEITAE R

mE MR FRE

CODING DevOps 12—t FF R IMET R, B REANSEEEIEF RS DevOps FFA A, STHMAN fﬂ”*ﬁf’”ﬂﬂ’i’ﬁ'm
BEFHR, §

-TERRERE: RIETHESEEMINETER, —REIIERER, HESHE. SEMNA—BETK _
-MERIREAML: ANERSMIA, BOEREFHESEMERL. BaIH CI/CD FkE, BIMEERMNS i

= SER A DevOps
-IREIRREES: FUgNRE. 9%, HRRERRERRIREFEMNEN, TREHANSERNMEERD,
RARERENE WS e AR sER

-MEANRERIEE: RESTENESEITHATARIERR, NMRSHBRNHE. RE. RASHEHTINR
ME5EE, BOBINAREESH mEnEe
& RRLINY
* CODING B Y
© MAEM

2. Set Application Permissions

Set the application visibility scope, and it is recommended to choose all members.
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RFi&E

O =3ma O BHIMA

3. Bind Feishu in CODING

The team administrator clicks the Team Settings Center in the lower-left corner, selects Third
Party Application > Feishu, and clicks Bind.
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Redirect to the authorization page and confirm the authorization as prompted to complete the

binding.
> °
=
CODING DevOps iBXRERIFH §H kS

REZERER:
lﬁ' A .
S (EREftKEER
FETREN I TR :
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After completing the binding, learn how to import Feishu members.
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Security Management
Access Audit

Last updated: 2024-09-0516:07:28

@® Note:
This feature is a premium paid feature. If you need to use it, please go to the Price
Page to subscribe to the service.

The Access Audit feature supports automatically identifying certain content as sensitive and
logging access to this content; at the same time, team managers and members with the
appropriate permissions can manually flag important content, such as Wiki documents
recording critical business operations data, major project bidding proposals, product
prototypes, team OKRs, etc., to facilitate quick tracking and management within the Sensitive
Content list. This helps teams predict potential sources of information leaks, promptly avoid
the risk of information leaks, and enhance the team's information security level.

Enter the feature interface

Loginto CODING Console, click Start Now, enter the corresponding team, select Team
Settings Center from the navigation bar at the bottom left of the homepage, and click Global
Settings > Security > Access Audit to enter the settings interface.
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Label Sensitive Content

Access Audit supports manually labeling the following sensitive content:
Individual Wiki documents.
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Single files in the cloud storage.
Individual requirements or tasks in project collaboration.

Based on the team's digital asset management needs, team managers and members with the
appropriate permissions can mark content as sensitive by selecting the Mark as Sensitive
Content option from the dropdown menu in the Wiki directory or document detail page, file list

or file detail page, and item detail page through the option. The details of the marking

operation can be consulted at any time on the right side of the Access Audit.
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(® Note:
Only individual files/matters can be labeled as sensitive, and batch operations are not
supported. Labeling a parent document does not affect child documents. Moving a
labeled Wiki document or file does not change its sensitive label attribute, and copying
Wiki documents and files does not copy their sensitive label attributes.
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View Sensitive Content

Labeled content can be quickly viewed in Sensitive Content, and supports single or batch
unlabeling. Access details record all users who viewed the file, operation time, and IP address,
among other information.
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Access Log

Access logs automatically record the following sensitive content, which can be filtered by
specific content types, visitors, and operation times to view sensitive content or all logs as
needed

Wiki Documentation: Access information for each Wiki.

File: Access information for each file in the network disk, including statistics of previewable
files.

Matter: Includes access information for the planning list, iteration list, all items list, epic list,
requirements list, tasks, as well as requirements details and task details.

Team: Information accessed when team member information is visited.
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Session Management

Last updated: 2024-09-05 16:07:41

This article introduces how to use the session management feature.

® Note:
A session is the communication process between the user and CODING, such as
entering the account password, accessing the operating system, and logging out of the
operating system, which constitutes a complete session process.

Session management is mainly used to record the session logs of all team members. This
page will display the collaboration records of team members within the CODING team,
including the operating system used, browser version, IP location, and other information. The
team lead/administrator can thus predict potential information leakage risks, such as
abnormal systems and unknown office locations. Upon identifying suspicious members, their
sessions can be immediately terminated for a forced logout from the team. Additionally,
forced two—factor authentication for members or locking members can be applied to prevent
suspicious individuals from continuing to log in.
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feature access path: log in to CODING Console, click Start Now to enter the corresponding
team, then select the navigation bar at the bottom left corner of the homepage Team Settings
Center, enter Global Settings, click Security > Session Management to navigate to the
operation page.
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Login Settings
Last updated: 2024-09-05 16:08:06

Loginto CODING Console, click Use Now to enter the corresponding team, then select the
Team Settings Center at the bottom left corner of the homepage Team Settings Center, enter

Global Settings, click Security > Log in Settings.
You can force members to enable two—factor authentication in the Login Settings, lock users,

and set IP allowlists.

Force members to enable two—factor authentication

® Note:
Due to the high security level of Tencent Cloud accounts, if you register and log in via
the Tencent Cloud Developer Platform, this feature will not be displayed.

After enabling this feature, team members must use two-step Captcha when logging in to the

team to use CODING.

1. Before enabling the Mandatory Two—-Step Verification feature, ensure that team members
have activated this feature in Personal Account Settings > Two-Step Verification. For
detailed operations, refer to Two-Step Verification Introduction.

2. Select the members who will be forced to enable two—factor authentication on the Login
Settings page.

If you haven't enabled two—-factor authentication, you cannot save the settings. In this case,
click the prompted Enable Two—-Factor Authentication link, complete the enabling, and
return to this page to proceed.
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User locking upon login

® Note:
Due to the high security level of Tencent Cloud accounts, if you register and log in via
the Tencent Cloud Developer Platform, this feature will not be displayed.

You can set to lock a user after 5 consecutive incorrect password attempts during login and
send a warning email to the team leader and administrator.
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IP allowlist settings

After enabling the IP allowlist feature, only IP addresses configured in the allowlist are allowed

to access CODING’ s web pages and use code repositories.

1. Click on the Team Settings Center at the bottom left corner of the page, enter Global
Settings, click Security > Log in Settings > Advanced Settings.

2. In the top right corner of the Advanced Settings page, click Add Rule.
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3. On the Add IP Allowlist Rule page, enter the rule name of the IP allowlist, the allowed IP
addresses, and remarks to complete the allowlist addition.
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4. Click on the Effective Target in the row of the allowlist to be activated, and set the resource

object to be restricted on the Effective Target page.
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When "Manual Configuration" is checked, you need to click Add Effective Target, and
manually add the effective target on the Add Effective Target page.
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When "CODING Full Site" is checked, the IP allowlist will be effective for the entire site
resources.

5. On the Advanced Settings page, click the status switch of the IP allowlist row to enable or
disable the IP allowlist.
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After configuring the IP allowlist, if the user's access IP is not in the allowlist, the following
prompt will appear when accessing the CODING team:
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If an IP address not in the allowlist is used to access the code repository, the following prompt

will appear:

Cloning into '
remote: Coding # : IP not in white list.

remote: AE1d s REBRBRIEX, BE BRAMBEBE.

fatal: unable to access 'https://e.coding.net =1 0] ~1/project-1/depot-1.git/': The requested URL returned error: 403

A Note:
If you have incorrectly set the IP allowlist or are unable to access the CODING team

due to IP changes, please go to the Ticket Center to submit an application to disable
the IP allowlist.
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Watermark Settings

Last updated: 2024-09-05 16:08:21

® Note:
This feature is a premium paid feature. If you need to use it, please go to the Price
Page to subscribe to the service.

Description of the Feature

To effectively reduce the risk of content leakage, after enabling the watermark feature, Team
members' account information will be displayed when they log in to sensitive feature pages.

Operation step

Click the bottom-left navigation bar Team Settings Center, go to Global Settings, click
Security > Watermark Settings to enter the settings interface.
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You can select on which product pages to enable visitor watermarks.
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Watermark effect when accessing Wiki content:
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Log

Last updated: 2024-09-05 16:08:39

Click on the bottom left sidebar Team Settings Center, navigate to Global Settings, then click
Security > Log to enter the log management interface.
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In the log management interface, you can view all operation logs for the team under the
Operation Log tab. You can also visit specific tabs to view logs of different types, including
login logs, code repository operation logs, and artifact repository operation logs.

You can filter logs by operator, operation type, and start time.

You can export log data with one click using the Export to Excel button in the top right

corner.
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Message Notifications
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