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Team management

Team and Project
Last updated：2026-03-27 18:00:03

In the CODING DevOps platform, a team can be understood as an organization, and the 

projects created within the team are media for collaboration and interaction among team 

members. Members of a team can freely create projects or be invited to join other projects. All 

projects created under a team belong to that team. The relationship among teams, projects, 

and members is illustrated as follows.

The creator of a team automatically becomes the team owner, possessing all team 

permissions and acting as the Super Administrator. The team owner can assign one or 

more team administrators, while other members are regular members.

The creator of a project automatically becomes the project administrator, possessing all 

permissions for that project.

Team permissions and project permissions exist independently. A member's permissions 

equal the sum of their team permissions and all project permissions. Actions at the team 

level follow team permissions; conversely, actions within a specific project follow project 

permissions.

For details on permissions, refer to .Permission Management

Create a project

By default, all members of a team have the permission to add projects.

Set Basic Project Information
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For a specific project, aside from its project administrators, team owners/administrators at the 

team level can also modify the basic information of any project within the team.

1. On the All Projects tab, click in the target project's action bar under ...  and select Project 

Settings. The project settings page will pop up. For detailed information, refer to the 

 guide.Project Settings

Note:

By default, only team owners/administrators can view all projects.

2. On the Project Settings tab, modify the project's address, name, etc., as needed. Click 

Save to complete the project information update.

Archive Project

Once a project is archived, it will appear on the Archived tab, and project members will no 

longer be able to access or operate the project. Please proceed with caution.

1. On the All Projects tab, click in the target project's action bar under ...  and select 

Archive Project. The project archiving confirmation box will pop up.

2. In the confirmation box, click Confirm Archive to complete archiving.

Note:

To unarchive, go to the Archived tab and perform the operation.

Deleting a project

For a specific project, besides its project administrator, the team leader/administrator at the 

team level can also delete any project within the team by default.

1. On the All Projects tab, click in the target project's action bar under ...  and select Delete 

Project. The project deletion confirmation box will pop up.
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2. To archive project information, please archive first. Click Still Delete to complete the 

deletion.
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Member management ﻿

Manage Team Members
Last updated：2026-03-27 17:57:30

This article introduces how to manage CODING team members.

Join the Team

Log in to , click Use Now to enter the target team, then select the navigation 

at the bottom left Team Settings Center > Global Settings > Organization and Members > 

Member Management, and choose the most suitable member management method according 

to the actual situation of the team.

CODING Console

If you have configured department or member data in a third-party application, you can 

directly import that data into the CODING platform and perform necessary member 

management operations. Currently, CODING supports quick import of existing member 

data from  or .Tencent Cloud LDAP

If there is no available third-party platform to import member data, please refer to the 

following content to directly add team members. If the team is large, you can use the 

 feature to categorize members by department after 

adding them.

Manage Organizational Structure

Add Team Members on Tencent Cloud

Team leaders and administrators can directly add CODING team members in the Tencent 

Cloud console.

https://console.cloud.tencent.com/coding
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1. Use the main account to log in to the , click the main account 

avatar in the top-right corner, and choose CAM  > Users  > User List from the drop-down 

menu. On the User List page, click Create User to add Tencent Cloud sub-account for 

enterprise members.

Tencent Cloud Console

2. On the user creation page, add CODING access permissions to the Tencent Cloud sub-

account. The figure below shows an example of quickly creating a user, where CODING-

related permissions are assigned to the user when setting up the user information.

3. In the CODING Console under Team Settings Center> Global Settings> Organization and 

Members> Member Management, import Tencent Cloud sub-accounts. For detailed 

operations, refer to .Importing Tencent Cloud Sub-Accounts

To ensure corporate information security, when importing Tencent sub-accounts, team 

administrators can configure Tencent Cloud sub-accounts to automatically sync on the Team 

Settings Center> Global Settings> Third-party Applications's Tencent Cloud Account Source 

https://console.cloud.tencent.com/
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Settings page, preventing members who are removed due to resignation from logging in to the 

CODING team again. For detailed operations, please refer to .Configuring Account Sources

Invite Members Within the CODING Platform

On the Invite Members page, you can pre-assign departments to the target members.

Invite members via email

1. In the Team Settings Center > Global Settings > Organization and Members > Member 

Management, click Add Members in the top right corner of the page and select Email 

Invitation.

2. On the pop-up invitation page, you can add the invitee’s email address using any of the 

following methods:

Enter email addresses individually

Switch to batch input mode and separate email addresses with spaces, line breaks, or 

tabs.

3. Click Confirm.

After receiving the invitation, the member can click on the email link and follow the 

instructions to join the team.

Invite members via a link

1. In the Team Settings Center > Global Settings > Organization and Members > Member 

Management, click Add Members in the top right corner of the page and select Link Batch 

Invitation.

https://cloud.tencent.com/document/product/1726/96993#b68d9487-1e7c-474a-9c12-fee990d90228
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2. On the Invite Members to Join the Team page, you can invite members using any of the 

following methods:

Public Invitation: Anyone can access the link and register a CODING account to join the 

team.

Private Invitation: Only those who enter a CAPTCHA can access the link and register 

an account, ensuring team privacy and security.

3. Click Create Invitation Link, copy the generated invitation copy and link, and share it on 

QQ, WeChat, DingTalk, or other work groups.

Note:

If you choose a private invitation, the invitee needs to enter the registration CAPTCHA 

to access the invitation link. The invitation link is valid for 72 hours.

View Invitation Record

In the Team Settings Center > Global Settings > Organization and Members > Member 

Management, click Add Members in the top right corner of the page and select View Invitation 

Record to view all invitation records.

Link Invitation Record

This tab displays all link invitation records, including the inviter, number of members joined, 

email suffix restrictions, and link effective status.

In the operation column, click View details to view the invitation link.

If the invitation link status is "effective", you can click Disable in the operation column to 

invalidate the link, or click Copy Link to copy the invitation link to the clipboard.

Click the inviter's name to view the inviter's activity data over the past year.

Email Invitation Record

This tab displays all email invitation records, including the inviter, the invitee's email address, 

whether the member has joined, the effective status of the invitation email, and the number of 

times the invitation was sent.

If the invitation email status is "effective", you can click Revoke Invitation in the operation 

column to invalidate the email, or click Resend Link to resend the invitation email.

Click the inviter's or joined member's name to view the member's activity data over the 

past year.

Import Members via Third Party Application

Tencent Cloud

LDAP
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TCTP

Viewing member details

In the Team Settings Center > Global Settings > Organization and Members > Member 

Management team member list, click the member's name to display the member details page. 

On the member details page, you can assign team roles as well as roles within specific 

projects.

Related Permission Group

This action assigns team permissions to team members. Refer to 

 for how to configure team permission groups.

Configure Team Permission 

Scheme

Remove Member

This action supports removing members. Click  under the target member's action bar to 

trigger Delete. If the member has pending tasks, a prompt will appear to redirect to the 

handover page.

Note:

The Remove Member action supports batch processing. Click Batch Operations in the 

bottom right corner of the team member list, select the members, then choose Delete 

to complete batch deletion.

Locking a Member

In the Team Settings Center > Global Settings  > Organization and Members > Member 

Management section, select the user you want to lock in the team member list, click  on 

https://coding.net/help/docs/admin/member/tctp.html
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the right side and choose Lock Member. Enter the account log in password to complete the 

lock.

Locked users will have a lock mark. To unlock, perform the Remove Member action.

The following abnormal conditions may trigger a lock:

Entering the wrong password five times while logging in to the team.

Locked by the team administrator.

The Tencent Cloud Sub-account lacks the QcloudCODINGFullAccess  role permission. For 

details, see .Permission Explanation

Viewing Member Operation Records

Team leaders or administrators can view team members' operation records in the Team 

Settings Center > Global Settings > Security > Logs.

In the Logs Management page, you can filter by operator, operation type, and start time. You 

can also export log records in one click using Export to Excel in the top right corner of the 

page.

https://cloud.tencent.com/document/product/1115/44148
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Managing Organizational Structure
Last updated：2026-03-27 17:59:00

This article introduces how to manage the organizational structure of a CODING team.

Enter Team

log in to , click Use Now to enter the target team, then select the bottom left 

navigation Team Settings Center > Global Settings > Organization and Members > Member 

Management. The organizational structure feature supports the self-definition of 

departments/sub-departments and also supports importing member/department data from 

 or , meeting diverse team member management needs.

CODING Console

Tencent Cloud LDAP

After adding members through different applications, the operations that can be performed on 

the organizational structure vary. As shown in the table below, if member data is imported 

through LDAP, no department-related operations can be performed.

Operation CODING
Tencent 

Cloud
LDAP LDAP (without ou)

Creating a 

department
√ √ × √

Create Sub-

department
√ √ × √

Move 

Department
√ √ × √

Rename 

Department
√ √ × √

Set 

Responsible 

Person

√ √ × √

Deleting a 

department
√ √ × √

Creating a department

click Organization in Member Management to display the member list under the organizational 

structure.

https://console.cloud.tencent.com/coding
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The left area is the department organization tree display area, supporting the import of 

department organization data from third-party systems such as  and .Tencent Cloud LDAP

You can also click  in the legend to create a department.

Create Sub-department

Select the department where the sub-department needs to be created, click  on the right, a 

sub-department creation window will pop up. Enter the sub-department name, click Confirm 

Addition to complete the creation.

Move Department

Departments support mobile editing. Select the department you want to move, click and hold 

the department and drag it to the corresponding hierarchy.

Rename Department
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Select the department you want to operate, click  on the right, choose Rename, and the 

rename pop-up window will appear. Enter the new department name and click Confirm to 

complete the renaming operation.

Set Department Owner

Select the department you want to operate, click  on the right, then click Set Owner, and 

the department owner setting pop-up window will appear. Select one or more department 

owners and click Confirm to complete the operation. Once a department owner is removed 

from the department, their department owner status will also be removed. Department owners 

can be set to unauthorized (third-party imported) users.

Note:

If the current department does not have members, please refer to the guidance in 

Managing Team Members section  to add department members.Adding Members

Deleting a department

Select the department you want to operate, click  on the right, and choose Delete. Once 

the department is deleted, all members under the department (including sub-department 

members) will be automatically moved to the root directory.
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Managing organizational structure

members
Last updated：2026-03-27 18:00:48

This article introduces how to manage members in the CODING team organizational structure.

Open Team

Log in to , click Use Now to enter the target team. Utilize the organization 

structure feature under Team Settings Center > Global Settings > Organization and Members 

> Member Management to create departments/sub-departments or import 

member/department data from  and . Members can then be classified 

into different departments for orderly management.

CODING Console

Tencent Cloud LDAP

The operations that can be performed on organizational structure members differ based on 

the application through which members are added. As shown in the table below, if members 

are imported via LDAP, you cannot modify the department or delete the members. For users 

added directly from the CODING platform, operations related to authorization or associating 

existing members are not involved.

Operation CODING
Tencent 

Cloud
LDAP LDAP (without ou)

Viewing user 

details
√ × √ √

Associating user 

group
√ × √ √

Renaming a 

member
√ × √ √

Adding members 

to a department
√ √ × √

https://console.cloud.tencent.com/coding


CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 17 of 109

Deleting members √ × × ×

Authorizing 

members
× √ √ √

Canceling 

authorization
× √ √ √

Associating 

existing members
× √ √ √

Viewing member details

In the organizational structure list, click the member's name to display the department 

member details page. On this member's details page, you can assign team roles and specific 

project roles to them.

Associating permission group

Click the Associated Permission Group in the operation bar to assign team permissions to 

organizational structure members. Refer to the  

instructions for information on how to configure team permission groups.

Team Permissions Configuration Scheme

Renaming a member

Department members support renaming operations. You can modify member names that do 

not comply with the team's naming conventions. Renaming will not change the member's 

name displayed in third-party services.

Set departments for members
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A member can be assigned to multiple departments. When all department assignments for a 

member are removed, the member will automatically be assigned to the root department.

Note:

Batch processing is supported when setting departments. You can click Batch 

Processing in the bottom right of the department member list, select members, and 

then click Set Departments to apply batch settings.

Lock members

Locking members will prevent them from accessing team resources and log in to the team. To 

unlock, perform the Unlock Members operation.

Authorizing members

Members imported through third-party applications must be authorized to access CODING. 

Click Authorization to open the authorization confirmation popup, then click Confirm.

After authorization, the user will be in an authorized state and will also receive a notification on 

the third-party platform. The member will appear as Joined once they log in to an existing 

account or register a CODING account and join the team.

The authorization status of team members is as follows:
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Unauthorized: (only for members imported through third-party applications) The member 

does not have access to CODING.

Authorized: (only for members imported through third-party applications) The member has 

access to CODING but has not yet joined the team. The member needs to log in to an 

existing account or register a CODING account and join the team to perform operations on 

the CODING platform.

Joined: The member has logged in to an existing account or registered a CODING account 

through the invitation link and has joined the team, allowing them to perform corresponding 

operations within the team.

Canceling authorization

Authorization for members imported through third-party applications can be revoked. Click 

Revoke Authorization in the operation bar of the target member. After revocation, the member 

will not have access to CODING services and will be in an unauthorized state.

Associating existing members

If a member imported through a third-party application is already a CODING member, you can 

associate them with an existing CODING member on their details page. The member's 

historical data will be retained and they will be in a joined state.

One-click match

Department members imported through third-party applications support the one-click match 

feature. You can associate users who cannot be automatically linked using information such 

as user name, email, and mobile phone. The relationship between third-party users and 

CODING users can also be adjusted as needed.
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Deleting members

Click ···  under the operation bar of the target member and then click Delete to perform the 

deletion.

If there are unhanded events for a member, a prompt will appear to go to the handover page.



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 21 of 109

Batch processing is supported for deleting members. You can click Batch Processing in the 

bottom right corner of the department member list, select members, and then click Delete to 

complete batch deletion.
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Manage Project Members
Last updated：2024-09-05 15:40:12

This article will introduce how to manage members in CODING projects.

Enter Team

Log in to   , click Use Now to enter the target team, then in Team Settings 

Center > Global Settings > Organization and Members > Project Permission Scheme, team 

leaders/administrators or members with "Configure member project permissions" can 

collectively manage members across various projects within the team.

CODING Console

CODING provides multi-perspective project member management, allowing you to:

Specify a project to manage its members.

Specify a user/user group/department to manage the projects they participate in.

Prerequisites

Make sure your team's permission group has the "Configure member project permissions" 

configuration.

Manage Members of a Specified Project

You can manage members of any project from the project's perspective.

Add Members to a Project

1. In Project Permission Scheme > Project Member Management, select the project you want 

to add members to.

https://console.cloud.tencent.com/coding
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The member list will display the current users, user groups, and departments in the project 

along with their corresponding permissions.

2. Click the upper right corner's Add Members to add specified users, user groups, or 

departments to the current project and set their permissions.

Modify the Associated Permission Group of a Member

In Project Permission Scheme > Project Member Management, select the project where the 

member you want to modify permissions for is located.
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Use the filter box and search box to quickly locate a single user, user group, or department, 

then modify the permission group through Associated Permission Group.

Remove Project Members

Since the system supports adding individual users, user groups, and departments to a project, 

there may be intersections among these entities within the project members. However, 

removal actions are independent of one another. For example, if a project includes User A and 

Department X (Users A, B, C), removing Department X will still retain User A in the project; 

similarly, removing User A will not affect User A within Department X.

1. In Project Permission Scheme > Project Member Management, select the project from 

which you need to remove members.
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The member list will display the current users, user groups, and departments in the project 

along with their corresponding permissions.

2. Click Remove to remove the specified user, user group, or department from the project.

Manage the Projects in which Specified Members are Involved

You can manage the projects in which any user, user group, or department is involved from 

the member's perspective.

Add Members to a Project

1. In Project Permission Scheme > Project Member Management, select the user, user group, 

or department you need to add to the project.

The project list will display the projects the current user, user group, or department has 

joined, along with their corresponding permissions.

2. Click the top-right Add Project to add the current user, user group, or department to the 

specified project and set permissions.

Modify the Associated Permission Group of a Member



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 26 of 109

1. In Project Permission Scheme > Project Member Management, select the user, user group, 

or department whose permissions you need to modify.

The project list will display the projects the current user, user group, or department has 

joined, along with their corresponding permissions.

2. Use the search box to quickly locate the project, then modify the permission group through 

Associated Permission Group.

Remove Project Members

Since the system supports adding individual users, user groups, and departments to a project, 

there may be intersections among these entities within the project members. However, 

removal actions are independent of one another. For example, if a project includes User A and 

Department X (Users A, B, C), removing Department X will still retain User A in the project; 

similarly, removing User A will not affect User A within Department X.

1. In  Project Permission Scheme > Project Member Management , select the user, user 

group, or department you want to remove from the project.
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The project list will display the projects the current user, user group, or department has 

joined, along with their corresponding permissions.

2. Click  Remove  to remove the current user, user group, or department from the specified 

project.
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Importing Tencent Cloud Sub-

Accounts
Last updated：2024-09-05 15:40:27

This article introduces how to import Tencent Cloud sub-accounts to CODING.

Sub-Account Import Guide

CODING supports importing the list of Tencent Cloud sub-accounts, but currently does not 

support importing the organizational structure from Tencent Cloud accounts. After importing 

the list of Tencent Cloud sub-accounts, you can go to Member Management to adjust the 

sub-accounts to the corresponding departments.

If you have not bound your Tencent Cloud account, the team administrator should follow the 

pop-up prompts to go to Team Settings Center and bind the Tencent Cloud account, 

configuring the Account Source. If the Tencent Cloud authorization has expired, a Tencent 

Cloud log in to pop-up will appear, supporting WeChat QR code scan and account password 

authorization. Once authorized, the association with Tencent Cloud will be completed.
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To ensure corporate information security, support is provided for setting up synchronization of 

the Tencent Cloud sub-account list. When a member is removed due to resignation or other 

reasons, they cannot log in to the CODING team again. Team administrators can modify 

member synchronization settings in "Account Source".

Sub-Account Logging In Guide

CODING supports convenient log in to using Tencent Cloud account types on the log in to 

page. Enter the root account ID, sub-username, and password on the log in to page to 

complete the log in to.

Sub-Account Logging In Requirements:

The root account has enabled the service in the Tencent Cloud .CODING DevOps Console

The corresponding sub-account has the QcloudCODINGFullAccess policy.

https://cloud.tencent.com/login?s_url=https%3A%2F%2Fconsole.cloud.tencent.com%2Fcoding


CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 30 of 109



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 31 of 109

Import Members via LDAP
Last updated：2024-09-05 15:40:45

This article introduces how to import LDAP members into CODING.

LDAP Import Guide

CODING supports importing departmental member data from LDAP. Based on the 

configuration information filled, two modes are supported:

1. If department configuration is not filled in, CODING's department organization feature will 

support operations such as creating, deleting, moving, renaming departments, and moving 

members to departments.

2. If department configuration is filled in, operations like creating, deleting, moving, renaming 

departments, and moving members to departments will not be supported in CODING's 

department organization feature. For these operations, please perform them in the LDAP 

system, and then click the synchronization button.

Refer to  guide to complete the binding operation. After that, go to Team 

Settings Center > Global Settings > Organization and Members > Member Management, and 

select AD/LDAP  to import members.

Binding LDAP

After the import starts, you can view the progress on the page.

Login Guide

On the login page, select AD/LDAP login, fill in the team domain, username, and password, 

then click login.



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 32 of 109

After confirming the login, if it's not your first time being authorized to access, you will directly 

enter the CODING feature page. If it is your first time being authorized to access, the system 

will ask whether you want to log in to CODING using an existing account or register a new 

account.
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If you choose to log in with an existing account, enter the login email and password to join 

the team.
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If you choose to register a new account to join, fill in the login email, CAPTCHA, and 

password to complete the registration and join the team.
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Import Feishu Members
Last updated：2026-03-27 18:02:56

This article will introduce how to import Feishu members into CODING.

Integration Guide

After completing the , go to Team Settings Center > Global Settings > 

Organization and Members > Member Management to start importing members and 

organizational structure.

bind with Feishu

Member Authorization and Association

After importing members, you also need to authorize the members to officially join the 

CODING team.

If a member has already joined the CODING team, you only need to perform the association 

operation to bind the data with the member in the Feishu structure.

Members can also go to Personal Account Settings > Binding Settings to associate their 

Feishu account.

The team administrator can also bind the Feishu members with existing members (if they are 

the same person). After completing this process, the member's historical data will be retained.
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If a member has never registered with CODING, the team administrator will send a CODING 

team invitation email when authorizing the member in the CODING backend ﻿. The member will 

follow the instructions to complete the CODING account registration, and after verifying the 

account, they can join the team.

If a member  has already registered with CODING, when the team administrator authorizes the 

member in the CODING backend ﻿, a CODING team invitation email will be sent. The member 

can simply click log in to then join the team.

Note:

If the Feishu Account Source has not been configured in the Team Settings Center > 

Global Settings > Third Party Application, or if Synchronization, Addition, and 

Authorization has been selected in the synchronization settings, then members can 

join the CODING team without authorization required.

Department and Member Synchronization

Regarding department synchronization, once the organizational structure import is 

completed, operations such as creating, deleting, moving, renaming departments, and moving 
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members to other departments in CODING will not be possible. To make changes, please go 

to the Feishu backend. After finishing the settings, click the refresh button at the top of the 

CODING department list to synchronize.

In terms of personnel synchronization, CODING supports automatic synchronization with the 

Feishu address book. If a Feishu member is deleted due to reasons such as resignation, the 

association with the CODING team will be automatically removed.

Note:

The personnel scope depends on the member installation scope selected in the 

.Application Authorization Scope
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Permission Management

Configure User Groups
Last updated：2024-09-05 15:57:22

A user group is a personnel container representing a collection of users. It is recommended to 

organize your team members and group those who need the same permissions into a user 

group (e.g., divided by roles).

A member can be added to multiple user groups.

User groups can be added to a project and associated with a specified permission group, 

allowing all members of the user group to be added to the specified project with the same 

project permissions.

The Team Leader/Administrator can enter the Team Settings Center > Global Settings > 

Organization and Members > User Groups to configure user groups, making it easier to batch 

add members to projects and assign project permissions.

Creates a user group

In the Team Settings Center > Global Settings > Organization and Members > User Groups, 

click the Add User Group button in the upper right corner, enter the user group name and 

description to create a user group.
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The successfully created user group will appear in the user group list. Click its name to enter 

the detail page to modify the user group name, description, and add members.

Adding Members to User Groups

Path 1: User Group List

In the user group list, click the Add Members button of the specified user group to add team 

members to that user group. You can specify members through the search box or quickly filter 

members by department or project.

You can also click the user group name to enter the detail page to add members.

Path 2: Member List

In the Organization and Members > Member Management page, select the specified members 

and perform the Associate User Group action to quickly add members to the target user 

group.
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To batch add multiple members to multiple user groups simultaneously, click the Batch 

Processing button at the bottom right corner of the member list, and then select Add User 

Group to add to the target user group.

Note:

If you select Set User Groups in Batch Processing, the user group to which the 

selected members belong will change to the specified target user group, and the 

original user group affiliation will be directly overwritten.

Add User Group to Project
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1. In the user group list, click the Project Permissions button of the specified user group to 

enter the Project Permission Scheme > Project Management page to view the projects that 

the user group has joined and the corresponding project permission groups.

2. Click the Add Project button at the top right, you can quickly add the current user group to 

the specified project and configure the corresponding project permission group. For details 

on project permissions, see .Configure Project Permission Scheme

Editing a user group

In the user group list, click the user group name to enter the detail page to modify its name and 

description.
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Deletes a user group

In the user group list, click the Delete button under the operation column of the specified user 

group to remove it.

Remove User Group Members

Path 1: User Group List

In the user group list, click the user group name to enter the detail page to remove specified 

members.
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Path 2: Member List

In the Organization and Members > Member Management page, click the Associate User 

Group button of the specified member, deselect the target user group to quickly remove the 

member from that user group.

To batch remove multiple members from multiple user groups, click the Batch Processing 

button at the bottom right corner of the member list, and then select the Delete User Group 

operation.
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Configuring Team Permission

Scheme
Last updated：2024-09-05 15:57:40

Overview

Team Permission Groups are collections of team permission points. Users, user groups, or 

departments added to the corresponding permission groups have access to all permission 

points configured within that group. For teams, the system provides default groups such as 

Team Leader, Team Administrator, and Team Ordinary Member, along with default 

configuration groups, and also supports custom groups.

Team Leaders/Team Administrators can modify the permission points of system preset 

Team Ordinary Members and Default Configuration Permission Groups; however, the 

permissions of Team Leaders and Team Administrators cannot be modified.

A team member's permissions are the sum of the team permissions they hold individually, 

along with those of their user groups and departments. For instance, if a member is a Team 

Administrator and their department is part of a custom-defined permission group, then the 

member's team permissions will be the sum of the Administrator and Custom Group 

permissions.

After modifying the permissions configuration for a team permission group, the changes 

will take effect immediately when group members refresh the page.

Team leaders/administrators log in to , click Use Now then , select Team 

Settings Center > Global Settings > Organization and Members > Team Permission Schemes 

to configure team permission groups and add members to the corresponding groups, creating 

a highly efficient and flexible permission management system tailored for the team.

CODING Console

https://console.cloud.tencent.com/coding
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System Permission Groups

System Permission Groups include Team Leader, Team Administrator, and Team Ordinary 

Member. These groups cannot be deleted or modified for permissions.

System 

Permis

sion 

Groups

Number of 

users

Corresponding 

permissions
Remarks

Team 

Leader
Unique

Has all the team's 

permissions
Default is the Team Creator

Team 

Admini

strator

One or 

multiple

Has all permissions except 

"Advanced Settings" and 

"Set Administrator"

Designated by the team 

leader

Ordinar

y Team 

Membe

r

One or 

multiple

Has basic permissions like 

"Create Project," "View 

Page," etc

New team members are by 

default Ordinary Team 

Members. Team 

leaders/administrators can 

change their permission 

points

Default 

Configu

ration

One or 

multiple
Default Permissions

Team 

leaders/administrators can 

change their permission 

points

Custom Definition Permission Group

When the team member structure is complex and requires refined team permission 

management, the team leader/administrator can create a custom definition permission group 

to assign different permissions to different members.

1. In the Team Settings Center > Global Settings > Organization and Members > Team 

Permission Scheme, click the blue "+" sign, then enter the permission group name and 

specify the reference permission group.

If you refer to the team leader, team administrator, or ordinary team member, the newly 

created permission group will automatically populate with the selected permission 

group's configuration.

If you choose "Default Configuration" as the reference permission group, the newly 

created permission group will have only a few permissions. You need to manually 

select the feature permissions.
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2. After creating a Permission Group, go to the Permission Configuration tab, select the 

required feature permissions, and save to complete.

3. Custom user groups support renaming and deletion.
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Add members to the team's Permission Group

To assign team permissions to members, you need to add the users to the corresponding 

Permission Group.

Note:

Batch setting members as team leaders is not supported. Setting members as team 

administrators requires Set Administrator permissions.

Path 1: Team Permissions Plan List

1. In the Team Settings Center > Global Settings > Organization and Members > Team 

Permissions Plan, select the Permission Group to which you want to add members.

2. Click the Add Member at the upper right to add specified members to the user group. You 

can specify members through the search box or filter them by department or project.
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3. After members are added to the Permission Group, refresh the page to make the new 

permissions effective.

Path 2: Member List

In the Team Settings Center > Global Settings > Organization and Members > Member 

Management page, select the specified member to perform the Associate Permission Group 

action to quickly add them to the target Permission Group.

To batch add multiple members to multiple Permission Groups at the same time, click the 

Batch Operation at the bottom right of the member list, then select Add Permission Group to 

the target group.
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Modify the Associated Permission Group of a Member

In the Team Settings Center > Global Settings > Organization and Members > Member 

Management, modify the user's associated Permission Group through Associate Permission 

Group. A user can be associated with multiple team Permission Groups simultaneously.

To batch modify the Permission Group configuration of multiple members to a specified group, 

click Batch Operation at the bottom right of the member list, and then choose Set Permission 

Group to target group.
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Remove a member's team permissions

Path 1: Team Permissions Plan List

To remove a member's team permissions, you can remove the member from the Team 

Permission Group in the Team Settings Center > Global Settings > Organization and Members 

> Team Permissions Plan. After removal, the member will no longer have the corresponding 

team permissions.

Path 2: Member List

In the Organization and Members > Member Management page, click the specified member's 

Associated Permission Group, then uncheck the target permission group to quickly remove 

the member from that group.
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To batch remove multiple members from multiple Permission Groups, click Batch Operation at 

the bottom right of the member list, and then choose the Delete Permission Group action.
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Configuring Project Permission

Scheme
Last updated：2024-09-05 15:57:57

On the CODING platform, all projects within a team share a unified permission group 

configuration. The same permission group, when used in different projects, has completely 

consistent permission point configurations, facilitating standardized global management of 

project permissions for the team.

A project permission group is a collection of project permission points. Members added to the 

corresponding permission group enjoy all the permission points configured in that group. For 

projects, the system provides default groups for development, testing, product, operations, 

project manager, project administrator, and also supports custom-defined groups.

Apart from the project administrator permission group, the team leader/team administrator 

can modify the permission points of other system preset project permission groups.

It supports associating users, user groups, or departments directly with the specified 

project permission group for quick batch assignment of project permissions. It is 

recommended that you first refer to  to organize members requiring 

the same permission points into a user group, making it easier to perform batch permission 

configuration or changes.

Manage User Groups

A project member's permissions are the sum of the permissions they have themselves and 

those their user group and department possess. For example, if a member is a project 

administrator for Project A and their user group is also associated with the project 

manager permission group of Project A, then the member's permissions in Project A are 

the sum of the project administrator and project manager permissions.

Team leader/administrator or members with project permission scheme configuration rights 

log in to , click Start Using Now and then , proceed to Team Settings Center 

> Global Settings > Organization and Members > Team Permission Scheme to configure the 

project permission scheme.

CODING Console

https://console.cloud.tencent.com/coding
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Prerequisites

Before configuring the project permission scheme, please ensure that your team permission 

group has the corresponding permissions. See the diagram below:

Add Project Permission Group

System preset project permission groups do not support editing and deletion. If necessary, 

you can define an appropriate project permission group yourself.

1. In Team Settings Center > Global Settings > Organization and Members > Team 

Permission Scheme, click the top-right corner Add Permission Group.
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2. Enter the permission group name and description, specify the reference permission group, 

and configure the required permission points to complete the creation of the permission 

group.

Assign Project Permissions to Members

Team members with "Configure Member Project Permissions" can add individual members, 

user groups, or departments to the project and set permissions. For more details, please refer 

to .Manage Project Members

View Project Permission Group References
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In the project permission group list, click on the Citation Status of the specified permission 

group to see which projects use this permission group.

Click on the number of role members of a specific project to enter the Project Member 

Management tab and see which users/user groups/departments are associated with the 

specified permission group.

Edit Permission Group

In the project permission group list, click on the permission group name to enter the detail 

page and modify its name, description, or permission configuration. Only self-defined 

permission groups support modification.
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On the Permission Control Settings page, set the members who can edit this permission 

group.

When the list is empty, users with the "Permission Control Settings" permission point can 

edit this permission group.

When the list has members, both the members in the list and users with the "Permission 

Control Settings" permission point can edit this permission group.

On the Project Association Settings page, set the projects that can be associated with this 

permission group.

When the list is empty, all projects can be associated with this permission group.

When the list has projects, only authorized projects can be associated with this permission 

group.
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Deletes permission group

In the project permission group list, click on the Delete of the specified permission group to 

remove it. Only self-defined permission groups support deletion.
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Configure Resource Permission

Scheme
Last updated：2024-09-05 15:58:15

The code repository is the foundation for implementing product features, and a single project 

usually includes multiple code repositories. Different features often have diverse permission 

requirements for code collaboration members. The resource permission scheme is mainly 

used for flexibly managing member permissions in different code repositories within a project, 

meeting the security requirements of development processes in each repository through 

different permission groups.

The system provides default groups for code repository maintenance members, development 

members, and general repository members. The permission points for the latter two can be 

modified by the team leader/administrator.

Team owners/administrators log in to the , click Use Now, then select Team 

Settings Center > Global Settings > Organization and Members > Resource Permission 

Scheme from the left navigation bar on the homepage to define code repository permission 

groups.

CODING Console

Prerequisites

Before configuring the resource permission scheme, ensure that your team's permission 

group has the corresponding permissions, as shown in the diagram below:

https://console.cloud.tencent.com/coding
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Create a Resource Permission Scheme Group

Click Add Permission Group in the upper right corner to start creating. The system provides 

the following three default code repository permission groups, which you can refer to or 

choose to define custom permission points.

Fill in the permission group name and select the permission points to complete the creation.
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After the permission scheme is created, it can be applied to the code repositories in all 

projects within the team.

Using Resource Permission Scheme Groups in Repositories

For detailed operation instructions in the repository, please refer to the 

 guide in Code Hosting.

Permission 

Configuration
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Third-Party Applications

Bind Tencent Cloud
Last updated：2024-09-05 15:58:35

This document introduces how to bind Tencent Cloud services.

Description of the Feature

After authorizing Tencent Cloud credentials, teams can seamlessly connect to console 

products such as TCR, TKE, etc., and enjoy a smoother CODING DevOps cloud experience; 

after associating, it also supports importing Tencent Cloud account sources and linking the 

 list information.sub-account

Only the team leader can bind and configure the Tencent Cloud root account. Team members 

cannot bind or unbind actively.

Credential Authorization

1. Team administrators log in to the , click Use Now, then select the Team 

Settings Center > Global Settings > Third-party Applications > Tencent Cloud from the 

navigation bar on the left side of the homepage to bind the service.

CODING Console

https://cloud.tencent.com/document/product/598/13674
https://console.cloud.tencent.com/coding
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2. Choose to bind using Email + Password or WeChat QR code.

3. After successful binding, services like TKE and TCR in Continuous Deployment can be 

seamlessly used in CODING.
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Configuring Account Source

Configuring the account source is mainly for conveniently importing the Tencent Cloud sub-

account list, and generating corresponding CODING accounts for each sub-account. For 

detailed information, please refer to .Import Tencent Cloud Sub-Accounts
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After the administrator completes the configuration manually, team members can 

conveniently log in to the CODING team using the Tencent Cloud Sub-account.

Unbinding

After binding Tencent Cloud, click "Unbind" in "Third-party Applications" to unbind.

Binding Failed

For issues related to binding Tencent Cloud failing, refer to the  explanation.FAQ
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Bind WeCom
Last updated：2024-09-05 15:58:53

After the team binds WeCom, it enables the enterprise to conveniently import the department 

structure and members into the CODING team. WeCom members do not need to register for 

CODING one by one. They can join the CODING team easily by scanning the WeCom QR code.

Bind WeCom

1. Team owners / administrators log in to , click Use Now to enter the 

corresponding team, and select Team Settings Center > Global Settings > Third-party 

Applications from the left navigation bar on the homepage.

CODING Console

2. Click Bind in Credential Authorization.

https://console.cloud.tencent.com/coding
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3. After navigating to the WeCom QR code page, use the WeCom Administrator Account to 

scan the code and log in. Set the application visibility scope. The visibility scope of the 

WeCom application determines which departments or members can access the CODING 

team. After selecting departments and personnel, click Confirm.
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4. Click Agree to the above authorization and add. You can also choose whether to add 

CODING customer service as an external contact option.
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5. After successfully installing the WeCom application, the status in Third Party Application > 

WeCom will become "Bound".
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6. The administrator will also receive a binding message push in WeCom.

Configuring Account Source
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Account source settings are used to manage the department structure and team member 

information in the WeCom address book. Once configured, departments and members in 

WeCom can be imported. From June 20, 2022, teams that configure the WeCom account 

source no longer need to configure self-built application authorization. Refer to the figure 

below to directly start configuring member synchronization settings.

Note:

If your team configured self-built applications before June 20, 2022, you can refer to 

 to manage the account source.Self-built Application Authorization Configuration

Address book synchronization settings provide three modes: manual synchronization, 

scheduled synchronization, and automatic synchronization. By setting events that may be 

triggered when members are added or deleted, you can scientifically manage the relationship 

between CODING team members and WeCom members.

Lock Members: After members in the WeCom address book are deleted, they remain in the 

CODING team members list but cannot access team resources or log in to the team.

Only Cancel Authorization: After members in the WeCom address book are deleted, they 

remain in the CODING team members list but cannot access CODING. Once authorized 

again, the member can log in.

View Authorization Status

https://coding.net/docs/admin/member/wecom.html#create
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The Team Administrator can view the authorization status of all members on the Member 

Management > Organization tab.

Unauthorized: This member does not have access to CODING.

Authorized: This member has access to CODING but has not yet joined the team. The 

member needs to log in to or register a CODING account and join the team to perform 

operations on the CODING platform.

Joined: This member has logged in to or registered a CODING account via the invitation 

link and joined the team, enabling them to perform relevant operations within the team.

Export Departments or Members

To ensure the accuracy of department names, it is recommended to manually export the 

WeCom address book and then import it into the CODING team.

1. Click on Department Name Setting or Member Name Setting in the WeCom management 

console at the bottom left.
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2. Click on Export, and then start the download in the browser when a new page pops up.

3. If automatic download does not occur, go to Member Management and link the "Me" 

account with the WeCom account.
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4. Then click the link provided in the WeCom application message reminder to download.

Importing Data

Import the Excel file containing department or member names exported earlier into the 

CODING team.
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Manual Configuration

If some data appears to be incorrect, you can use Manual Configuration to correct the names.
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Authorizing members

For members with the "Unauthorized" status, the Team Administrator needs to grant the 

member permission to log in to CODING using WeCom QR code.
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Member has not registered a CODING account

You can use the WeCom QR code to directly log in to the CODING Team.

Member has joined the CODING account

The Team Owner clicks Link Existing Member and selects the member in the CODING 

Team. The member can then log in using either the WeCom QR code or the CODING 

account password.

Unbind WeCom

Delete the application from WeCom to unbind. After unbinding WeCom, all department and 

member data will be lost, and the CODING message push mechanism in WeCom will be 

disabled.

Team Administrator

The Team Administrator can go to Team Settings Center > Global Settings > Third-Party 

Applications to unbind.
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Team Members

Move the mouse to the personal avatar in the lower left corner, click Personal Account 

Settings, then click Binding Settings, and click Unbind in WeCom to unbind.
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Bind Private GitLab
Last updated：2024-09-05 16:01:33

CODING supports associating external repositories such as GitLab Public Cloud and Private 

Cloud. Once associated, you can use these external repositories in modules like Continuous 

Integration and Artifact repository in CODING. The usage steps are as follows:

1. Create an application

2. Bind GitLab Private Cloud

3. Associate GitLab code repository

4. Use GitLab repository

Prerequisites

Only team leaders, team administrators, and members granted service integration 

permissions can perform binding operations.

Your private GitLab must be exposed to the public internet to ensure successful 

authorization in CODING.

Your private GitLab version needs to be 10.7 or above to ensure the repository can be 

successfully associated and checked out.

1. Create an application

Log in to Private GitLab, click the account icon in the upper right corner, and select 

Preferences to enter the personal settings page. Then click Applications in the left navigation 

bar to enter the third-party application authorization management page and create a new 

application. Fill in the parameters as follows, and click Save application after completing.

The Redirect URI needs to be filled in as: 

https://e.coding.net/api/oauth2/platforms/gitlab_private/callback.

Check Scopes: api, read_user, read_repository, write_repository, profile.

Note:

If you cannot find the aforementioned options in your Scopes settings, please check if 

your private GitLab version meets the prerequisites.
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After the application is successfully created, GitLab will generate the corresponding 

Application ID and Secret.

2. Bind a private GitLab

Team administrators log in to , click Use Now to enter the 

corresponding team.

CODING Control Panel

2.1 Click the bottom left corner's Team Settings Center > Global Settings, select Third-party 

Applications > Private GitLab for service binding.

https://console.cloud.tencent.com/coding
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2.2 In the binding pop-up, enter the information. Application ID and Secret are generated 

when you  Back. After filling in, click Authorize Binding.create an application



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 82 of 109

2.3 After being redirected to GitLab's authorization page, please click Authorize(Authorize) to 

complete the authorization.
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2.4 After successfully binding in CODING, click Authorization Completed on the original page.

2.5 Once binding succeeds, you can see the "Bound" sign on the service integration page.

3. Associate a private GitLab repository

After binding the private GitLab service successfully, you can go to the project to associate 

the code repository.

3.1 Enter a project, click left sidebar Code Repository to enter the code repository 

management page.

3.2 In the Associate Repository tab, click the top right corner Associate Code Repository.
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3.3 On the Associate Code Repository page, select "Private GitLab" as the repository source.

Note:

The default authentication method is OAuth, you need to first refer to the above 

content to  and .create an application bind GitLab Private Cloud

3.4 If already authenticated successfully, just select the code repository to be associated.

3.5 After successfully associating an external repository, you can see the repository in the 

Associate Repository list.

Note:
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To disassociate an external repository, in the Associate Repository list under the 

operation column, click  and select Disassociate.

4. Using GitLab Repository

After successfully associating an external repository, you can use these repositories in 

authorized CODING modules (Continuous Integration, Artifact Repository, etc.).

Taking CODING-CI as an example, in addition to CODING's own repository, CODING now 

supports the following three types of external repositories: GitHub, GitLab, and Private GitLab.

Firewall IP Allowlist

If your server or GitLab has a firewall, please allowlist CODING IP, refer to the following:

212.129.144.0/24

212.64.105.0/24

49.234.127.0/24

49.235.224.0/24

49.234.65.0/24
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81.69.101.0/24

And open CODING-CI to view the Build Nodes IP and allowlist them:

Unbind GitLab

To unbind, in the Third-party Applications page, click on View Details to the right of GitLab, 

and in the popup page, click Unbind.
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Bind AD/LDAP
Last updated：2024-09-05 16:06:54

In the Team Settings Center, select AD/LDAP under Third Party Applications for service 

binding. Once completed, you can import department organization and member information 

from the system, and members can use the   username + password to log in to CODING.LDAP

Bind LDAP

1. The team administrator logs in to the  , clicks Use Now, then selects the 

navigation Team Settings Center > Global Settings > Third Party Applications at the bottom 

left, clicks Third Party Applications, selects AD/LDAP, and clicks Configure to bind the 

service.

CODING Console

2. When the pop-up window appears, sequentially fill in the Server Configuration, User Rule 

Configuration, Organizational Structure Rule Configuration, and Enhanced Organization 

Relationship Mapping Configuration fields. Refer to  for field descriptions.Appendix

https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://console.cloud.tencent.com/coding
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3. Adjust Address Book Synchronization Settings.
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4. After filling in the relevant information, click Save and Sync Immediately. Once the form 

validation passes, the  option will support editing and modifying the configuration.LDAP

Unbind LDAP

Click Unbind under AD/LDAP in Third Party Applications to unbind.

Appendix

The form description is as follows:

Form Items Description Sample code

Directory Type Required. Supports OpenLDAP and Windows OpenLDAP

https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
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AD

Server Address
Required. Server address, supports Domain 

Name or IP Address
21.68.42.231

Server Port Required. Server Port 389(SSL: 636)

Base DN Required. Base DN
dc=coding,dc=c

om

Managing 

Account
Required. Managing Account

cn=admin,dc=co

ding,dc=com

Managing 

Password
Required. Managing Password 12345

LDAP Password 

Encryption

Required. Supports SIMPLE and DIGEST-

MD5
simple

Member Filter 

Attribute

Required. The system will filter members 

through this attribute

(objectClass=pe

rson)

Member Unique 

ID Attribute

Required, the unique field associating 

members in  with CODING. Please fill in 

according to the actual situation

LDAP uidNumber

Member Name 

Attribute

Required, the member name attribute in 

LDAP
cn

Member login 

account attribute

Required, the member login account attribute 

in , will be used as the CODING LDAP 

login username

LDAP email

Member Email 

Attribute
Member email attribute in LDAP email

Member Phone 

Number Attribute
Member phone number attribute in LDAP

mobileTelephon

eNumber

Member Avatar 

Attribute
Member avatar attribute in LDAP -

Department Filter 

Attribute

The system will use this attribute to filter 

departments

(objectClass=or

ganizationalUnit

)

Department 

Name Attribute
Department name attribute in LDAP ou

https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
https://en.wikipedia.org/wiki/Lightweight_Directory_Access_Protocol
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Bind Feishu
Last updated：2024-09-05 16:07:11

This document is intended for team leaders / administrators. To import members from Feishu 

to CODING, complete the following three steps in advance:

1. Install the Application

Feishu administrators install the  from the 

Feishu application directory.

CODING Software R&D Management Platform

2. Set Application Permissions

Set the application visibility scope, and it is recommended to choose all members.

https://app.feishu.cn/app/cli_a196db0f1678900e?utm_medium=cli_a196db0f1678900e&utm_source=webLogin
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3. Bind Feishu in CODING

The team administrator clicks the Team Settings Center in the lower-left corner, selects Third 

Party Application > Feishu, and clicks Bind.
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Redirect to the authorization page and confirm the authorization as prompted to complete the 

binding.

After completing the binding, learn how to .import Feishu members
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Security Management

Access Audit
Last updated：2024-09-05 16:07:28

Note:

This feature is a premium paid feature. If you need to use it, please go to the 

 to subscribe to the service.

Price 

Page

The Access Audit feature supports automatically identifying certain content as sensitive and 

logging access to this content; at the same time, team managers and members with the 

appropriate permissions can manually flag important content, such as Wiki documents 

recording critical business operations data, major project bidding proposals, product 

prototypes, team OKRs, etc., to facilitate quick tracking and management within the Sensitive 

Content list. This helps teams predict potential sources of information leaks, promptly avoid 

the risk of information leaks, and enhance the team's information security level.

Enter the feature interface

Log in to , click Start Now, enter the corresponding team, select Team 

Settings Center from the navigation bar at the bottom left of the homepage, and click Global 

Settings > Security > Access Audit to enter the settings interface.

CODING Console

Label Sensitive Content

Access Audit supports manually labeling the following sensitive content:

Individual Wiki documents.

https://coding.net/pricing
https://coding.net/pricing
https://console.cloud.tencent.com/coding
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Single files in the cloud storage.

Individual requirements or tasks in project collaboration.

Based on the team's digital asset management needs, team managers and members with the 

appropriate permissions can mark content as sensitive by selecting the Mark as Sensitive 

Content option from the dropdown menu in the Wiki directory or document detail page, file list 

or file detail page, and item detail page through the  option. The details of the marking 

operation can be consulted at any time on the right side of the Access Audit.

Note:

Only individual files/matters can be labeled as sensitive, and batch operations are not 

supported. Labeling a parent document does not affect child documents. Moving a 

labeled Wiki document or file does not change its sensitive label attribute, and copying 

Wiki documents and files does not copy their sensitive label attributes.
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View Sensitive Content

Labeled content can be quickly viewed in Sensitive Content, and supports single or batch 

unlabeling. Access details record all users who viewed the file, operation time, and IP address, 

among other information.

Access Log

Access logs automatically record the following sensitive content, which can be filtered by 

specific content types, visitors, and operation times to view sensitive content or all logs as 

needed

Wiki Documentation: Access information for each Wiki.

File: Access information for each file in the network disk, including statistics of previewable 

files.

Matter: Includes access information for the planning list, iteration list, all items list, epic list, 

requirements list, tasks, as well as requirements details and task details.

Team: Information accessed when team member information is visited.



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 98 of 109

Session Management
Last updated：2024-09-05 16:07:41

This article introduces how to use the session management feature.

Note:

A session is the communication process between the user and CODING, such as 

entering the account password, accessing the operating system, and logging out of the 

operating system, which constitutes a complete session process.

Session management is mainly used to record the session logs of all team members. This 

page will display the collaboration records of team members within the CODING team, 

including the operating system used, browser version, IP location, and other information. The 

team lead/administrator can thus predict potential information leakage risks, such as 

abnormal systems and unknown office locations. Upon identifying suspicious members, their 

sessions can be immediately terminated for a forced logout from the team. Additionally, 

 or  can be applied to prevent 

suspicious individuals from continuing to log in.

forced two-factor authentication for members locking members

feature access path: log in to , click Start Now to enter the corresponding 

team, then select the navigation bar at the bottom left corner of the homepage Team Settings 

Center, enter Global Settings, click Security > Session Management to navigate to the 

operation page.

CODING Console

https://coding.net/docs/member/personal-account/authenticator.html
https://console.cloud.tencent.com/coding
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Login Settings
Last updated：2024-09-05 16:08:06

Log in to , click Use Now to enter the corresponding team, then select the 

Team Settings Center at the bottom left corner of the homepage Team Settings Center, enter 

Global Settings, click Security > Log in Settings.

CODING Console

You can force members to enable two-factor authentication in the Login Settings, lock users, 

and set IP allowlists.

Force members to enable two-factor authentication

Note:

Due to the high security level of Tencent Cloud accounts, if you register and log in via 

the Tencent Cloud Developer Platform, this feature will not be displayed.

After enabling this feature, team members must use two-step Captcha when logging in to the 

team to use CODING.

1. Before enabling the Mandatory Two-Step Verification feature, ensure that team members 

have activated this feature in Personal Account Settings > Two-Step Verification. For 

detailed operations, refer to .Two-Step Verification Introduction

2. Select the members who will be forced to enable two-factor authentication on the Login 

Settings page.

If you haven't enabled two-factor authentication, you cannot save the settings. In this case, 

click the prompted Enable Two-Factor Authentication link, complete the enabling, and 

return to this page to proceed.

https://console.cloud.tencent.com/coding
https://coding.net/docs/member/personal-account/authenticator.html
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User locking upon login

Note:

Due to the high security level of Tencent Cloud accounts, if you register and log in via 

the Tencent Cloud Developer Platform, this feature will not be displayed.

You can set to lock a user after 5 consecutive incorrect password attempts during login and 

send a warning email to the team leader and administrator.

IP allowlist settings

After enabling the IP allowlist feature, only IP addresses configured in the allowlist are allowed 

to access CODING’s web pages and use code repositories.

1. Click on the Team Settings Center at the bottom left corner of the page, enter Global 

Settings, click Security > Log in Settings > Advanced Settings.

2. In the top right corner of the Advanced Settings page, click Add Rule.

3. On the Add IP Allowlist Rule page, enter the rule name of the IP allowlist, the allowed IP 

addresses, and remarks to complete the allowlist addition.
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4. Click on the Effective Target in the row of the allowlist to be activated, and set the resource 

object to be restricted on the Effective Target page.

When "Manual Configuration" is checked, you need to click Add Effective Target, and 

manually add the effective target on the Add Effective Target page.
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When "CODING Full Site" is checked, the IP allowlist will be effective for the entire site 

resources.

5. On the Advanced Settings page, click the status switch of the IP allowlist row to enable or 

disable the IP allowlist.

After configuring the IP allowlist, if the user's access IP is not in the allowlist, the following 

prompt will appear when accessing the CODING team:



CODING DevOps

©2013-2026 Tencent Cloud. All rights reserved. Page 104 of 109

If an IP address not in the allowlist is used to access the code repository, the following prompt 

will appear:

Note:

If you have incorrectly set the IP allowlist or are unable to access the CODING team 

due to IP changes, please go to the  to submit an application to disable 

the IP allowlist.

Ticket Center

https://e.coding.net/signin?redirect=/workorder
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Watermark Settings
Last updated：2024-09-05 16:08:21

Note:

This feature is a premium paid feature. If you need to use it, please go to the 

 to subscribe to the service.

Price 

Page

Description of the Feature

To effectively reduce the risk of content leakage, after enabling the watermark feature, Team 

members' account information will be displayed when they log in to sensitive feature pages.

Operation step

Click the bottom-left navigation bar Team Settings Center, go to Global Settings, click 

Security > Watermark Settings to enter the settings interface.

You can select on which product pages to enable visitor watermarks.

https://coding.net/pricing
https://coding.net/pricing
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See the image below for the watermark effect described in the access description:

Watermark effect when accessing Wiki content:
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Log
Last updated：2024-09-05 16:08:39

Click on the bottom left sidebar Team Settings Center, navigate to Global Settings, then click 

Security > Log to enter the log management interface.

In the log management interface, you can view all operation logs for the team under the 

Operation Log tab. You can also visit specific tabs to view logs of different types, including 

login logs, code repository operation logs, and artifact repository operation logs.

You can filter logs by operator, operation type, and start time.

You can export log data with one click using the Export to Excel button in the top right 

corner.
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Message Notifications
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