&> Tencent Cloud CODING DevOps

CODING DevOps
Artifact Repository

&S

Tencent Cloud

©2013-2026 Tencent Cloud. All rights reserved. Page 1 of 83



> Tencent Cloud CODING DevOps

Copyright Notice
©2013-2026 Tencent Cloud. All rights reserved.

The complete copyright of this document, including all text, data, images, and other content, is
solely and exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent
Cloud"); Without prior explicit written permission from Tencent Cloud, no entity shall
reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this
document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,
and Tencent Cloud will take legal measures to pursue liability under the applicable laws.

Trademark Notice

¢y Tencent Cloud

This trademark and its related service trademarks are owned by Tencent Cloud Computing
(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third
parties mentioned in this document are the property of their respective owners under the
applicable laws. Without the written permission of Tencent Cloud and the relevant trademark
rights owners, no entity shall use, reproduce, modify, disseminate, or copy the trademarks as
mentioned above in any way. Any such actions will constitute an infringement of Tencent
Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal
measures to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and
services in their entirety or part. The descriptions of certain products and services may be
subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types
of Tencent Cloud products and services you purchase and the service standards. Unless
otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied
commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale
support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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Artifact Repository
Quick Start
Basic Operations

Last updated: 2024-09-05 16:34:28

Before officially operating the Artifact repository, you can refer to the following content for
feature initialization. The steps and preparations mentioned below are not mandatory and can
be selectively read based on actual needs.

Create a project

Before using the Artifact repository, create a DevOps project. For detailed steps, refer to
Create a Project.

After creating the project, you can enter it and access the Artifact repository feature from the
left menu. If the feature is hidden, click the Project Settings > Project and Members > Menu
Management in the bottom left corner to enable the Artifact repository feature.

Create an Artifact Repository

After entering the Artifact repository, click Create Artifact Repository in the top right corner
and select the repository type.
Provide a repository name.

Select the type of Artifact repository.

Permission Scope: Configure the permissions of different roles for the current repository.
By default, all project members have Push and Pull permissions.

® Note:
After real-name authentication of the team, you can select Disclosure as the
permission scope of artifacts. The team leader or administrator should perform
authentication in the Team Settings Center.
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After creating an Artifact repository, you can refer to the quick start guides for each type of
artifact from the documentation list on the left.

Delete an Artifact Repository

Click Repository Settings in any repository and perform the deletion in the basic information
section.
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Filter Artifacts

Enter keywords in the artifact search box or adjust search conditions to quickly find the
required artifacts. After searching, you can save the search conditions as filters for easier
future queries.
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Generic

Last updated: 2026-04-03 17:21:44

This document describes how to store generic artifacts in CODING-AR, including how to
create a repository and push, pull, and delete artifacts.

Create an Artifact Repository

See Basic Operations to create a Generic type artifact repository in the project.

Push an Artifact

® Note:
The download restriction capacity for the Generic type artifact of the Standard Edition
team is 10G per day, and 50G per day for the Advanced Edition team.

There are two ways to push artifacts:
Command line

Upload directly via the page
Upload via command line

Enter the local path, artifact name, and artifact version, and the push command will be
automatically generated. Just copy and run it directly in the terminal. The upload process
supports breakpoint resume. Follow the prompts in the illustration to install the plugin and
then push.

B RfEESI Fi:3:3

BAUTHAEXER, THEAGS
REEE PIEES TS
B Bl

L HlERREA:

Ak BES ST TR S MTBIS RS

curl =T <LOCAL_FILE_NAME> -u galaxydolf@gmail.com “https://StrayBirds-generi

1. %4 CODING Generic (A5 %% Node.js)

npm install coding-generic —g
2. HEEBIS

coding-generic -u=galaxydolf@gmail.con --path=<LOCAL_FILE_NAME> --regist

® B

Enter the service password, authenticate and complete the push.
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-u
go/pip?version=v1.0"
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Upload directly via the page

Simply drag and drop the artifact file onto the page button to complete the upload operation.

Waem  cows omEn
asmon  mamwen
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View Artifact

After a successful upload, you can view the version number information in the package list.

Pull an Artifact

Click Operation Guide for the uploaded artifact, enter the version number, name, and file name
to automatically generate the command, and run the command in the terminal to pull it:

B sl £
A

Delete Artifact
Click the Delete Version button on the page to delete the artifact version.
| oesizes ]
B -
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If you need to delete the artifact repository, click Basic Operations for more information.
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Docker

This document describes how to store Docker images in CODING-AR for centralized artifact
management and version control. The following sections cover image creation, authentication
configuration, and artifact push/pull.

@® Note:
To read this document, please prepare the following:
Installing Docker
A created project and artifact repository. For detailed operations, refer to the
guidelines in Basic Operations on creating a project and a new artifact repository.

Select Docker as the repository type.

Create an Image (Optional)

This section describes how to quickly create a demo Docker image. You can skip this section
if you are familiar with Docker images.

Method 1: Create an image locally

1. In alocal directory, create a Dockerfile with the following content:

FROM coding-public—-docker.pkg.coding.net/public/docker/nodejs:12

2. Run the following command in the directory to build an image.

docker build -t hello—world .

The image is created successfully with the default tag hello-world:latest . Refer to
<Docker Official Documentation> for custom tag formats in the structure of <ImageName>:<
version> . This section will not expand further.

docker build -t hello-world .
Sending build context to Docker daemon 2.048kB
Step 1/1 : FROM fanvinga/docker—ssrmu
—-——> 90ec15c0d38d
Successfully built 90ec15c0d38d
Successfully taaaed hello-world:latest

Method 2: Pull an image from Docker Hub

1. Run the following command in the terminal to pull an image.
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docker pull hello-world

2. Run the following command to view the images pulled.

docker images

Configure Authentication Information

After creating a local artifact, you can push it to the remote repository. Before the push, you
need to locally configure the authentication information of the remote repository.

Access Token

We recommend using an Access Token to generate the authentication configuration.
1. Click Operation Guide on the repository page.

(L

2. Enter your account's login password or two-step verification code to confirm, then copy
the generated command.

3. Paste and run the command in the local Docker environment to complete the

authentication.

Push an Image

® Note:

©2013-2026 Tencent Cloud. All rights reserved. Page 11 of 83
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Want to automate pushing Docker images? See how to use the Artifact Repository
Plugin in continuous integration.

The following commands are for reference only. Use the commands generated in your project.
1. Tag the the previously pulled hello-world image to local.

docker tag hello-world straybirds-docker.pkg.coding.net/coding-demo/co

ding-demo/hello-world

2. Push your Docker images to the artifact repository.

docker push straybirds-docker.pkg.coding.net/coding-demo/coding-demo/h
ello-world

Upon successful push, you will see the following content.

docker push straybirds-docker.pkg.coding. net/coding-demo/coding-demo/hello-world
The push refers to repository [straybirds-docker.pkg.coding.net/coding-demo/coding-demo/hello-world]

cca71758abdf: Pushed

a25d159becc3: Pushed

06cfd7503045: Pushed

beeegf30bclf: Pushed

latest: digest: sha256:44dsf: 1581

The above operation commands will be displayed directly in the operation guide, where you
can input the replacement values and copy the command.

View an Image

After the push is completed, the Project Overview in the left menu will broadcast the push
activity within the project.

In the project's product list, you can see the pushed hello-world image.
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Click the image name to view the complete information of the package in the right sidebar,
including overview, guide, attributes, version list, and more.

& oy c @

FAS: Latest (4R

Dlanovy

Pull an Image

Use the docker pull command to pull a Docker image hosted in CODING-AR. The guide
page will automatically generate the corresponding pull command.

& @S|
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Maven

Last updated: 2026-04-03 17:18:21

This document describes how to store Maven artifacts in CODING-AR, including how to
create a repository and push and pull artifacts.

® Note:
To read this document, prepare the following:
<Basic Operations>—Create a project.

Select Maven as the repository type.

The Maven repository type supports three file formats: Apache Maven, Gradle Groovy, and
Gradle Kotlin DSL.

M HfEsEs| BEHAHE
WABBERARFANERS DR, FENESHS:

M ApacheMa... ~

M Apache Maven
REEIE
WRFTIRERMEIEG settings.xml ST EIHEE settings.xml SHIE

& Gradle Groovy ...

K Gradie Kotlin DSL.

HIER

WRENE S

sssssssss

<id>StrayBirds-demo-test</id>
me=galaxydol f@gmail. coms/username>
<passwords [PASSWORD]</passwords
</server>
</servers>

</settings>

i

* PASSWORD: R EKHH

@ feshhis

Configure Authentication Information

Before pushing or pulling Maven artifacts, you need to configure authentication information.
Click in the operation guide Generate a personal token as credentials and add it to the settin
gs.xml file.
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Compile and Upload a Maven Artifact

EEAE<HE
SANBBERSGEMEAESR, HENESIDS

RERIE
5 THRBRNEEE settings xml S#FF: 0THE) settings.ml SCAHIE

<!— —MER maven HER settings.xml 7 .m2 XK T, HEM settings.xml thal
<settings>
<!-- omitted xml —->
<! FEREREFCNRE, TEWESFEHA —
<servers>
<server>
<id>StrayBirds-demo-tests/id>
<username>galaxydolf@gmail.com</usernames
<password> [PASSWORD] </password>
</server>
</servers>

</settings>

BRA

* PASSWORD: 1fIE k%R

CODING DevOps

This section describes how to push a demo Maven package to the repository created above.

W7:0.0.1-SNAPSHOT 1s -1

staff 220 10 28 13:42 _remote.repositories
staff 2254 1@ 28 13:42 demo-for-artifacts-0.0.1-SNAPSHOT.jar

staff 766 10 28 11:03 demo-for-artifacts-0.0.1-SNAPSHOT.pom
** staff 710 10 28 13:42 maven-metadata-local.xml
3.1-SNAPSHOT ___ s siais pwd
M. / .m2 /repository/coding/demo-for-artifacts/0.0.1-SNAPSHOT

1. On the repository guide page, copy the following configuration into the project's pom.xml

file.

M BERES

M Apache Ma...

RERE
%
AR

RETRIR >

@ #EIRI

iz

WANTHHMEXER, EMEHS:
#&@ GROUP_ID:

&R ARTIFACT_ID:

& VERSION:

1 ERFATRERIEIER pomxml X#FH:

<project>
<l BERE —>
<groupId>[GROUP_ID] </groupId>
<artifactId>[ARTIFACT_ID]</artifactId>

<version>[VERSION]</version>

<i-- omitted xml ——>
<distributionManagenent>
<repository>
<1—-PF5 settings.xnl 8 id —H-->
<id>StrayBirds-demo-test</id>
<name>test</nane>
<url>https://StrayBirds-maven.pkg. coding.net/repository/del
</repository>
</distributionManagement>
</project>

Generally, groupld, artifactld, and version configurations already exist for a Maven project.

You only need to add distributionManagement to it.

©2013-2026 Tencent Cloud. All rights reserved.
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M demo-for-artifacts/pom.xml £ =0
1&<project xmlns="http://maven.apache.org/POM/4.0.0"

2 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

3 xsi:schemalocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/xsd/maven-4.0.0.x:
4 <nodelVersion>4.0.0</modeWersion>
5
6 <groupId>coding</groupId>
7 <artifactId>demo-for-artifacts</artifactId>
8 <version>0.0.1-SNAPSHOT</version>
9 <packaging>jar</packaging>
10
1 <name>demo-for-artifacts</name>
12 <url>http://maven.apache.org</url>
13
145 <properties>
15 <project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
16 </properties>
17
189  <dependencies>
199 <dependency>
20 <groupId>junit</groupId>
21 <artifactId>junit</artifactId>
2 <version>3.8.1</version>
23 <scope>test</scope>
2 </dependency>
25 </dependencies>
2
276[ <distributionManagement>]
285 <repository>
29 <I—R75 settings.xml #) id —H —>
30 <id>anywhere-coding-demo-my-maven</id>
31 <name>my-maven</name>
2 <url>https://anywhere-maven.pkg. coding. net/repository/coding-demo/my-maven/</url>
33 </repository>
34 </distributionManagement>

35 <7prOTeCTS

2. Run the mvn deploy command.

mvn deploy

If the settings.xml file is not found, add the —s parameter at the end of the command to
specify the path where you place the settings file. With the parameter added:

mvn deploy -s "/Users/somebody/software/apache-maven-3.6.2/conf/setti

ngs.xml"

3. After the mvn command prompts 'build success', refresh the artifact repository page to see
the latest artifacts.

Upload a Maven Package Without Source Code

If a third—party Maven package is not officially released to a repository and only a JAR
package is provided without source code, you can upload the JAR package to the repository
by running the following command:

mvn deploy:deploy-file —-Durl=file://C:\m2-repo \
—DrepositoryId=some.id \
-Dfile=your-artifact-1.0.jar \
[-DpomFile=your—-pom.xml] \

[-Dgroupld=org.some.group] \

[-DartifactId=your—artifact] \

[-Dversion=1.0] \
[-Dpackaging=jar] \
[-Dclassifier=test] \

[-DgeneratePom=true] \

©2013-2026 Tencent Cloud. All rights reserved. Page 16 of 83
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[-DgeneratePom.description="My Project

Description"] \

[-DrepositoryLayout=legacy]

If a third party provides pom.xml , you can extract the group, artifact, and version fields from it.
For example, use the following command for the WeChat CPay Java SDK:

mvn deploy:deploy-file —--settings ./settings.xml -Durl=https://coding-
public-maven.pkg.coding.net/repository/tencent-cloud-pay—-sdk—
java/tencent/ \

—-DrepositoryId=coding-public-tencent-cloud-pay-
sdk-java-tencent \

-Dfile=../cloudpay.jar \

—DpomFile=pom.xml

HRE O [+) tencent el
WEEX 57 jar, ERREBHE
A £ Maven R AFF
Maven B 2F
83| [2E71ES
M e
Maven B A7 M Apache Maven
REEIE

&= X4 _Java SDK_1.6 1s
1ib RS
4 {E =X {J_oava_spK_1.6 cd B3
BB 1s
settings.xml src
A3 cat settings.xml
<settings>
<!-- omitted xml -->
<servers>
<server>
<1--BFE ID-->
<id>coding-public-tencent-cloud-pay-sdk-java-tencent</id>
<username>tencent s e>
<password>848ia=ilr "2c</password>
</server>
</servers>
</settings>

WeChat CPay Java SDK jar upload page.

EANERE

HRE O [+] tencent am wmam
e ‘ AT Maven R AF

aFE

maven

16 32 %W

J#8 mvn deploy:deploy-file —-settings ./settings.xml -Durl=https://coding-public-maven.pkg.
coding.net/repository/tencent-cloud-pay-sdk-java/tencent/ \
-DrepositoryId=coding-public-tencent-cloud-pay-sdk-java-tencent \

[ ] Scanning for projects...

[WARNING]

[WARNING] Some problems were encountered while building the effective model for com.tencent:clo
udpay:jar:1.6

[WARNING] 'build.plugins.plugin.version' for org.apache.maven.plugins:maven-compiler-plugin is

missing. @ line 115, column 21

[WARNING]

[WARNING] It is highly recommended to fix these problems because they threaten the stability of
your build.

[WARNING]

[WARNING] For this reason, future Maven versions might no longer support building such malforme

Pull Maven Artifact

©2013-2026 Tencent Cloud. All rights reserved. Page 17 of 83
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1. On the guide page, copy the configuration to settings.xml. For example, the configuration
for the WeChat CPay Java SDK is as follows:

<settings>
K== omitted xml ——>
<profiles>
<profile>
<id>Repository Proxy</id>
<activation>
<activeByDefault>true</activeByDefault>
</activation>
<repositories>
<repository>
<id>coding-public-tencent-cloud-pay-sdk-java-
tencent</id>
<name>tencent</name>
<url>https://coding-public-
maven.pkg.coding.net/repository/tencent-cloud-pay—-sdk—
java/tencent/</url>
<releases>
<enabled>true</enabled>
</releases>
<snapshots>
<enabled>true</enabled>
</snapshots>
</repository>
</repositories>
</profile>
</profiles>

</settings>

2. Configure the dependencies in the pom.xml file of your Java project. For example, for the

WeChat CPay Java SDK, the configuration is as follows:

<project>
<dependencies>
<dependency>
<groupId>com.tencent</groupld>

<artifactId>cloudpay</artifactId>

©2013-2026 Tencent Cloud. All rights reserved. Page 18 of 83




> Tencent Cloud CODING DevOps

<version>1.6</version>

</dependency>

</dependencies>

</project>

3. Compile the project.

mvn install -s ./settings.xml

You can view the package is being pulled during the execution. Alternatively, view the
pulled package in the local maven cache after the execution is completed.

pom.xml src target

lemo-for-artifacts—consumer WS mvn install
1 Scanning for projects...
]

——

F
|t
|t
N o
[ ] Building demo-for-art:

(SIS [———————-

Downloading from anywhere e-maven. pkg.coding.net/repos
itory/coding-demo/my-maven/coding/demo-for-artifacts/ NAPSHOT/maven-metadata.xml
Downloaded from anywhere-coding-demo-my-maven: https://anywhere-maven.pkg.coding.net/reposil
tory/coding-demo/my-maven/coding/demo-for-artifacts/0.0.1-SNAPSHOT/maven-metadata.xml (774
B at 332 B/s)
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Npm

This document describes how to store npm artifacts in CODING-AR for centralized artifact
management and version control. The following sections introduce how to create an artifact,
configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Install Node.js.

<Basic Operations>—Create a project.

Select npm as the repository type.

Initialize a Local npm Project (Optional)

You can skip this section if you are familiar with npm artifacts.
1. Create a demo directory for the npm project.

mkdir npm-demo

2. Initialize the npm project.

cd npm-demo && npm init

Follow the prompts to fill in the configuration file of the npm package in the newly added pa

ckage.json .

For example:

"name": "example",
"version": "1.0.0",

"description": "",

"main": "index.js",

"author" : n ",

"license": "MIT"

©2013-2026 Tencent Cloud. All rights reserved. Page 20 of 83
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3. Createa .npmrc file.

touch .npmrc

Configure Authentication Information

Configure authentication before pushing or pulling an artifact.
Configure authentication information in either of the following ways:
Set credentials with the configuration file

Set credentials with the interactive command line
Method 1: Set credentials using a configuration file

1. On the artifact repository guide page, enter the password and click Generate Personal
Token as a credential.

x

[ #&fEEs| EEBHEAHE
BNEBEROAGENELSMR, FHENESIBS:

@ rem v

EERE ERREXHIERIE

ik HETIREBFMIETBL package.json B—RERTHI npmre P, ERFITAL
(DN

HIEY

. i BEERECNER

IR registry=https://StrayBirds-npm. pkg. coding. net/coding-demo/npm-go/
always-auth=true

7/strayl

s-npm.pkg. coding.net/coding-demo/npn-go/ :username=xeoenzievz
//5trayBirds-npn.pkg.coding. net/coding-demo/npn-go/:_pa:

rd=<PASSWORD>
//Strayirds-npn.pkg.coding.net/coding-demo/npn-go/ :enail=galaxydol fegnail

Eisey

* PASSWORD: BHIERFS
© MRCHZFFNERERES / /8, BT <PASSWORD> i#17T Base64 Hi3:
1LREATHS

node -e "require('readline') .createInterface({input:process.stdin,ot

® mEnin 2. EDITHMED / W8, HAAESF;

2. Copy the interactive command line instructions newly added to the page, and add them to
the . npmrc file in the same directory as your project's package.json .

O ifeseal BCHINI YRR
BAEBERABENERHEALN, FANEISS

@ o

EERE {ERRE X+ RIE

i BE T ERNEEMER package json B—RERTH .npmre X, ERBHTAL
[LEN

HIEX

; AEERECHEE

.

WREME S /StrayBirds-npn. pko. coding. net/demo/example/

/15tr

/ . pkg. coding. net,

EAREAGTRERIE
& npm registry A HURIHRERRE,

npm config set registry=https://StrayBirds-npm.pkg. coding. net/demo/example

ERXEXBLITER. ) username J) example-1666319034159, FIBN TN BREE.

npm login
@ BEFL

Method 2: Set credentials using interactive command line

©2013-2026 Tencent Cloud. All rights reserved. Page 21 of 83
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Follow the page instructions to configure credentials in the local artifact repository.

x
O #R{EsESI BB
BAEBERIEANENAEH, HENESIHS:
@ rem ~
EEEE ERREXHR BRI
i BB TIRERNEEMEN package.json B—RER T .npmre X, EIRETTAL
B,
FIEL
I | RERRELHRE
ARINE & registry=https://StrayBirds-npm. pkg.coding.net/demo/example/
always-auth=true
//StrayBirds-npm. pkg.coding. net/demo/example/ : username=xeoenzievz
//StrayBirds—npm.pkg.coding.net/demo/example/ :_password=<PASSWORD>
//StrayBirds—npm. pkg.coding. net/demo/example/ : email=galaxydolfegmail. com
ey
* PASSWORD: B8 iEHD
o MREEFFHRRBREE [ THE, HTEN <PASSWORD> #1T Baseb4 Ri3:
1L AT T &S
node -e “require('readline') .createInterface({input:process.stdin,ot
@ mmEn 2. R STHGEIE / ShR, HEABSE;

Push an Artifact

Enter the artifact name and version in the web guide, initialize first, and then push the artifact
as prompted.

x
O #4851 #iAHIR
BALTREREE, TR
a npm M HEE npm-go
EEEE R AR V1.0
e 1. ¥4 I8 package json:
R <
“name": “npm-go*,
WRBIE & Bt
"description®: "",
“main": "index.js",
“author"z ",
"license": "MIT"
¥
2. f#3%6589 npm 81:
npm publish —-registry=https://StrayBirds-npm.pkg.coding.net/coding-demo
@ sk

After the artifact is pushed successfully, refresh the page to view the latest artifacts.

Pull an Artifact

Enter the artifact name and version in the guide to auto—generate the pull command.
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Ol ##fEssEsl FURNHI S
FA HIRBMEH DR TGS
0O nom M Apm-go@v10
EEEE npm install npm-go@v1.e —-registry=https://StrayBirds-npn.pkg.coding.net/cod
i
HIEY
RIREIE &

After the artifact is pulled, you can see a success message.

_ npm install hello-world --registry=https://straybirds-npm.pkg

.coding.net/coding-demo/npm-go/
node@1.0.0 No description
node@1.0.0 No repository field.

+ hello-world@e.0.2

updated 1 package in 35.936s

3 packages are looking for funding
run “npm fund® for details

Configure a Proxy

If the desired artifact is not hosted in the CODING Artifact Repository, it will attempt to pull
from the configured proxy address. You can add a third—party artifact source to get artifacts
from a specific repository. No additional settings are needed; the repository will sequentially
retrieve the respective artifact packages.

Use the pull command in the operation guidelines, replace the package name in <package> ,
to complete the pull.

O $hfEsE3) MR
BN BlG BFRCH SR RIS
@ nom v
fii>3
HIER
RIGFNR &

The artifact and its dependencies will be pulled to the local machine and synchronized to
CODING-AR. The package source will be shown on the details page.
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ERE R RS

README.

react

meseage, Dan orgt 1

Example Usage

..........

For more information, see Artifact Repository Proxy.
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Helm

This document describes how to store Helm artifacts in CODING-AR, including how to create
a repository and push, pull, and delete artifacts.

® Note:
To read this document, prepare the following:
Install Helm.

Basic Operations—Create a project.

Select Helm as the repository type.

Create a Package (Optional)

This section describes how to quickly create a Helm chart. You can skip this section if you are
familiar with Helm charts.

Method 1: Create an image locally

1. In alocal directory, create a Helm chart.

helm create [name]

2. Package the chart.

helm package [name]

Method 2: pull an artifact from Artifact Hub

Search for a Helm chart and run the download command in a local directory.

S helm repo add [Remote Repository Name] [Remote Repository URL]

S helm fetch [Helm Chart URL in the Remote Repository>]--version

[Version]

Replace install with fetch, and delete my-lychee before copying this link.
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<= lychee

,

After the commands are successfully run, you can view the artifact locally.

is

hello hello-0.1.0.tgz lychee-2.4.0.tgz sample-golang-app-1.0.2.tgz

Configure Authentication Information

After creating a local artifact, you can push it to the remote repository. You can pull or push an
artifact using Helm + cURL or Helm + CODING Helm plugin.
i RERESI EEHISR

WAEBERUFONERIBESH, HANESIHS:
€ Helm + COD...

& Helm + CODIN...
RERIE
ari/ Helm + CURL

TEE 1. %% CODING Helm i+

HIEER heln plugin install https://e.coding.net/coding-public/helm-push
2 BESSITIITU THIRENR B EEE:

heln repo add —-username fagmail. com —p. d heln

According to the guide, enter password for information authentication.

Push an Artifact

Input the artifact name in the operation guide page to auto—generate the push command. After
copying it, use the terminal to navigate to the Helm Chart directory and execute it.

x
i eS| ik
SABIGRARA, ERERG S
> Helm + COD... - SIaEH

BTER SITHITI Fan T it THiR:
EEER

e helm push <PACKAGE=.tgz helm-go

FUBL

After the artifact is pushed successfully, refresh the page to view the latest artifacts.
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WEoE  svus omEa [ ez |
hoim-go @ 2 wemsan
anm
smxsan. onam a

D B

Pull an Artifact

If your artifact repository is updated, generate a pull command in the operation guide to

update.

i JREES| k4
BNGI @A, ERMRGT:
> Helm + COD... ~ Joppa— domo
EEEE ERAR A V1.0
e TETER SITHIT AT S S 3THIER
5
T heln repo update

helm fetch --version v1.8 helm-go/demo
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PyP|

This document describes how to store PyPI artifacts in CODING-AR for centralized artifact
management and version control. The following sections introduce how to create an artifact,
configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Install Python3.

Basic Operations—Create a project.

Select PyPI as the repository type.

Initialization

1. Create a demo directory as the address for the local PyPIl package. Run the command in
the terminal to create the demo project folder.

mkdir -p demo/example_pkg/_ _init_ .py

2. Go to the demo directory and create a setup.py file.

cd demo && touch setup.py

3. Paste the configuration into the setup.py file.

import setuptools

setuptools.setup (
name="example-pkg-YOUR-USERNAME-HERE", # Replace with your own
username
version="0.0.1",
author="Example Author",
author_email="author@example.con",

description="A small example package",

url="https://github.com/pypa/sampleproject",

packages=setuptools.find_packages(),
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classifiers=|

"Programming Language :: Python :: 3",

"License :: OSI Approved :: MIT License",
"Operating System :: OS Independent",
1,

python_requires='>=3.6",

4. Install setuptools and wheel tools.

python3 -m pip install --user —--upgrade setuptools wheel

5. Package the project.

python3 setup.py sdist bdist_wheel

After packaging the project, the following two files will be generated in the /dist directory
for pushing to the artifact repository.

L-dist
F—example_pkg_YOUR_USERNAME_HERE—0.0.l—py3—none—any.whl
F—example_pkg_YOUR_USERNAME_HERE—0.0.l.tar.gz

Configure artifact repository authentication information

Before pushing to the CODING artifact repository, you need to add the corresponding
authentication information in the local file. You can authenticate through either automatic
configuration or manual configuration. Before proceeding, please use the command cd / to
go to the root directory and enter 1s -a tocheckifthe .pypirc and pip.cont files exist.
If not, enter the following commands to create the two files.

touch .pypirc && touch pip.conf

Automatic configuration

1. Click on the website to generate a personal token as credentials, and the system will
automatically generate access credentials for you. To view the personal token, go to
Account Settings > Access Tokens for management.
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& 18(Eigs| EEHAOTE
WNBREREE A ANERIBISH, HENEG BT

BERE 0 ceeeereees ERTATIENRE

REHERTIE
HIIEX . .

EEFTIRERMENEE ~/ pypirc 3
HIGRE &

[di ils]

< ypi
[coding-pypil

repository: https://StrayBirds-pypi.pkg.coding.net/coding-demo/pypi
username: galaxydolfegmail.com
password: <PASSWORD>

REHIREIE
TEIRIERAIRIERSTR pip CE:
MacOS / Linux

EAETEIRERNENEE ~/ pip/pip.conf X #FH:

[global]
index-url = https://galaxydolf%40gmail, con:<PASSHORD>@StrayBirds-pypi.pkg.

@ 7B

2. Enter your login password to confirm and obtain the configuration.

Copy the configuration content into the root directory's .pypirc and pip.cont files.

Push an Artifact

Enter the project directory, such as the previously created Demo directory, copy the
command from the website and execute it in the terminal to push all artifacts in the Dpemo/dis
t directory to the artifact repository.

twine upload -r coding-pypi dist/*

twine upload -r coding-pypi dist/*
Uploading distributions to https://codingcorp-pypi.pkg.coding.net/coding-help-generat
or/pypi-go
Uploading example_pkg_YOUR_USERNAME_HERE-0.0.1-py3-none-any.whl

100% | I | 4-41k/4.41k [00:00<00:00, 6.96kB/s]
Uploading example-pkg-YOUR-USERNAME-HERE-0.0.1.tar.gz

After the artifact is pushed successfully, refresh the page to view the latest artifacts.

Pull

Based on the specific artifact retrieval guidelines in the PyPI artifact repository, you can
execute pip install to retrieve artifacts.

install <artifact name>

< BRIERESI HIE
WABRER, ERAIHS:
RERE
#ix S LITHATIA T A L RATHA:
HIER
pip install <PACKAGE>
RBORME &
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Configure a Proxy

If you try to pull an artifact that does not exist in the CODING private repository, the system will
try to pull from the configured proxy. You can add a third—party artifact source to obtain
artifacts from the specific repository. Without the need for configuration, CODING wiill retrieve
artifacts in sequence from top to bottom.

Use the command generated on the webpage, replace <package> with the package name to
complete the pull. The artifact and its dependencies will be successfully pulled to the local
machine and synchronized to the CODING Artifact Repository. The package source will be
shown on the details page.

For detailed information about proxy settings, please refer to Artifact Repository Proxy.
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This document describes how to store Composer artifacts in CODING-AR for centralized
artifact management and version control. The following sections introduce how to create an
artifact, configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Install Composer.

Basic Operations—Create a project.

Select Composer as the repository type.

Create a Composer Package (Optional)

Install Composer

Run the download Composer command in the terminal.

curl -sS https://getcomposer.org/installer | php

Add an environment variable for global access.

mv composer.phar /usr/local/bin/composer

Initialization

Create a demo directory.

mkdir composer-demo && cd composer-demo

Initialize the Composer package. Enter the required information when asked.

composer inits

After initialization, a composer.json configuration file will be added to the directory as the
configuration file for the Composer package.
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Configure the Authentication File

Go to the Composer package directory and create an auth.json file. Enter the password, click

the Generate Personal Token button on the guide page to automatically generate push
credentials.

& 1#EIE31 EEISHE
SABBERSISEERIFIDSR, FHENES IS
EEEE ‘ |

BT ASRREN IR

%
EERIERT

A TIIRERMEVER ~/ netrc S

HIER

machine StrayBirds-composer. pkg.coding.net
login galaxydolfegmail.com
password <PASSWORD>

RS
* PASSWORD: {f0E

EERIRIE
iifA Composer BISCHFEIR, FHIFATRERMNE auth json Scffen:

{
“http-basic": {

“StrayBirds-composer. pkg.coding.net": {
“username”: “galaxydolfggmail.com",
“password": “<PASSWORD>"

¥

bs
@ B ¥

Copy the credentials and paste them into the auth.json file.

P ] composerjson authison X

 nAsean composer > composer-demo > { } authjson > {} http-basic > {} straybirds-composerpkg.coding.net >
0 composerjson composericomposer.. 1
X authjson composer/composer-demo

2 “http-basic": {
o v mMamsH 3 "straybirds-composer. pkg. coding.net":
M 4 “username": "composer-go-1611800976103",
5 “password":
2 s
7
8

Push an Artifact

Enter the artifact name and version on the guide page to automatically generate the push
command, then run it in the terminal.

x
CR =] ix
BWAUTHZBXER, EMEEGS
EEEE B @EH:
2 BISARA
HIEX

1. i## A Composer BXHFER, EBSTRTATHTHEITEM zip 8 (HR vendor B
F)

zip -r <PACKAGE>.2ip . -x "./vendor/+"
2. iE Composer B30 B R&STHITIAT S #THR:

curl -T <PACKAGE>.zip -u galaxydolf@gmail.com "https://StrayBirds-compos

After the push is complete, you can see the pushed package in CODING-AR.
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Pull an Artifact

Enter the artifact name and version on the guide page to automatically generate the pull
command.

& 1RfEIESI HIER

BANTRERA (SR, ERARHS
BEEIE FEES composer
#ix B 10

L 1. % Composer B AR, HUTATHSEE RN

composer config repos.composer-go composer https://StrayBirds-composer.p

2. V7 Composer BIXIFEIR, HATRAT® 2 #THIER
composer require composer:1.0

SIRFBLEEAABHEERIE Composer EAM@IE, T7E Composer X B RITIUTaHE
TEERTIER

composer config repo.packagist false

@ AL

Configure a Proxy

If you try to pull an artifact that does not exist in the CODING private repository, the system wiill
try to pull from the configured proxy. You can add a third—party artifact source to obtain
artifacts from the specific repository. Without the need for configuration, CODING will retrieve
artifacts in sequence from top to bottom.

HRER  zown ewER

composer-go

,,,,,,,,,,,,,,,,,,,,,

For detailed instructions on proxy settings, please refer to Artifact Repository Proxy.
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This document describes how to store NuGet artifacts in CODING-AR for centralized artifact
management and version control. The following sections introduce how to create an artifact
repository and NuGet package, pull and push artifacts, and configure proxies.

® Note:
To read this document, prepare the following:
Install NuGet.

Basic Operations—Create a project.

Select NuGet as the repository type.

Initialize a NuGet Artifact (Optional)

Visit Official website to download and install NuGet.
Generate a NuGet artifact locally
You can skip this section if you are familiar with NuGet artifacts.

1. Create a demo directory.

mkdir nuget-demo && cd nuget-demo

2. Create a .nuspec package.

nuget spec [Artifact Name]

3. Package the artifact.

nuget pack <Artifact Name>.nuspec

4. After the artifact is packaged, you can view the package file generated in the local
directory.
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mmwan B nuget-gonuspec X [
v IR iget > B
X B nuget-go.nuspec nug 1 K7xml version="1.0" encoding="utf-8"73
v MARSHE 2 <package >
> W Cocoapods L <metadata>
> composer 4 <id>nuget-go</id>
> 5 <version>1.0.0</version>
£ m 6 <authors>adolf</authors>
> 2 7 <owners>adolf</owners>
v & ger 8 <requireLicenseAcceptance>false</
@ nugstoo100mpkg requireLicenseAcceptance>
B heet-opnspe 9 <license type="expression">MIT</license>
i : :: 10 <projectUrl>http://project_url_here_or_delete_this_line/
> W testing weeme @E e W Tz O+ 08 A x

nuget pack SRS 17:21:27
nuget pack nuget-go.nuspec

IE 4 8 3 M “nuget-go. nuspec”E B F 8.

Successfully created package '/Volumes/CODING/B & &  fF /nuget/nuget-go.1.0.0.nupkg' .

Pull Online

Click visit Official website, search for any NuGet artifact, and download it via the online link or

command line.

4 Newtonsoft.Json o1 @ Info

Json.NET is a popular high-performance JSON framework for .NET D last updated 4 months ago

Requires NuGet 2.12 or higher. ® Project Site

© Source repository

[T NeTCU  PackagoRolenco  PaketCLI  Script & ntoractive  Cako
&) License: MIT

= Contact owners.

> Dependencies

> Used By

v Version History

(73323 KB)

Package Explorer

Statistics

L 1,151,898,081 total downloads

Version Downloads Last updated
13,01 10247917 4months ago D) 10247917 downloads ofcurrent
1203 143,709,834 9/11/2019 4 299,505 downloads per day (avg)
1202 127,120,363 22/4/2019 View fullstats
12,01 70,142,630 27/11/2018
11.02 125,789,560 24/3/2018 Owners

+ Show more =

Pull an artifact via the command line:

nuget install [Artifact Name] -OutputDirectory packages

Configure Authentication Information

You need to locally configure the authentication information for accessing NuGet artifact
repositories in CODING. Here, we useAutomatically Generate Configuration to complete the
authentication process.

After entering the password, click Generate Personal Token as Credentials on the operation
guide. After entering the password, obtain the configuration command. Copy and execute it in
the directory of the NuGet artifact you want to push. The Permission Mechanism utilized in this
process uses the Personal Access Token feature. For more details and control, please refer to
Access Token.
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‘@ eS| EBHICH
WABBERGITANERAEOTH, FHANESIST
EERE
iz
EERE
HIER . S
WERSTRTUTHRENRBERE:
nuget sources Add -Username “galaxydolf@gmail.com" -Password '"<PASSWORD>" -N
e
* PASSWORD: &SR #13
® BEIHPD
Push an Artifact

Enter the command line, replacing the corresponding names with local content to complete

the push.

nuget push —-ApiKey api —-Source "nuget-go" [Artifact Name] .nupkg

Pull an Artifact

Enter the command line, replacing the corresponding names with local content to complete
the pull.

nuget install -Source "nuget-go" -Version [Artifact Version] [Artifact N

ame ]

Configure a Proxy

If you try to pull an artifact that does not exist in the CODING private repository, the system wiill
try to pull from the configured proxy. You can add a third—party artifact source to obtain
artifacts from the specific repository. Without the need for configuration, CODING will retrieve
artifacts in sequence from top to bottom.
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fomian
AR,

Run the following command to pull an artifact:

nuget install —-Source "nuget-go" -Version [Artifact Version] [Artifact N

ame ]

The artifact and its dependencies will be pulled to the local machine and synchronized to
CODING-AR. The package source will be shown on the details page.

If CODING-AR does not automatically store NuGet artifacts pulled from the proxy, check:
1. Whether you have the permission to push artifacts to this repository.

2. Whether the artifacts already exist in your local cache.

For detailed information about proxy settings, please refer to Artifact Repository Proxy.
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This document describes how to store RPM artifacts in CODING-AR for centralized artifact
management and version control. The following sections introduce how to create an artifact,
configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Prepare a Linux environment.

Basic Operations—Create a project.

Select RPM as the repository type.

Initialization

RPM is installed in Linux by default. You can run rom commands in a Linux terminal directly.
To use rpm commands in other operating systems, use Docker to install CentOS:

docker run —-it —--name centos centos:8 /bin/bash

Download a Demo Project

Go to the rpm artifact download page, search for the artifact package, download it to the local
machine, and then install it.
For example:

wget —-N —--no-check-certificate

"https://www.rpmfind.net/linux/fedora/linux/development/rawhide/Everythi

ng/aarch64/os/Packages/h/hello-2.12.1-4.fc40.aarch64.rpm"

Configure Authentication Information

Click on Operation Guide and the Generate Personal Token as Credential option will
automatically generate and set the credential.
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o RERES| EEHOSE
BABBERGHEINERFDR, FHEAAIESIRY
RERRE LR A SR SR
it
IRERIE
A

TEATIIEERMNINER /etc/yum.repos.d/rpm.repo i :

[rpn]
name=rpm-go

baseurl=https://StrayBirds-rpm.pkg. coding.net/coding-demo, rpm-go
enabled=1

username=galaxydolf@gmail.com

password=<PASSWORD>

repo_gpgcheck=0

gpgcheck=0

R

= PASSWORD: BB KEB

CODING DevOps

Copy the generated code to the local /etc/yum.repos.d/rpm-go.repo file. If the file does not

exist, please create it.

RS

[rpm-go]
name=rpm-go

baseurl=https://straybirds—rpm.pkg.coding.net/coding-demo/rpm-go/

enabled=1
username=rpm-go- (D
passwo rd-( D

repo_gpgcheck=0

gpgcheck:ﬂ

2 2 2 X2 2 2 2

B8

M| KR

"/ete/xvnmim o rennc d/rnm—nn_renn' R1 204c

Push an Artifact

Run the rpm publish command to push an RPM package.

curl

—u

guide]

[ username /email] —-X POST

-T [artifact name].rpm

[repository URL provided in the push

After the artifact is pushed successfully, refresh the page to view the latest artifacts.

sacE

=@us eERR

Pull an Artifact
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Run the commands provided in the page guide to complete the pull operation.

X

o BIERES| I8
FAUTHEVBRES, EAmNHS
REEE HREFR
iz Ty s
22 (R yum ® SR
yum install —-repo rpm-go <PACKAGE>
&R rpm SHSHIEL
rpm -i https://galaxydolfs40gmail. com:<PASSWORD>@StrayBirds-rpm.pkg.coding.n
i ey
* PASSWORD: {if0 & ki3
® wE

RPM repositories have a default proxy address. You can configure other addresses.

e ]

Pm-go

fomam
P

s

Configure the remote proxy repository URL, pull artifacts in the repository to the local
machine, and the artifacts will be automatically backed up to CODING-AR.

If the RPM Artifact Repository does not have a Storage Proxy RPM Artifact, there could be two
reasons:

1. Whether you have the permission to push artifacts to this repository.

2. Whether the artifacts already exist in your local cache.
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Conan

This document describes how to store Conan artifacts in CODING-AR for centralized artifact
management and version control. The following sections introduce how to create an artifact,
configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Install Python3.

Basic Operations—Create a project.

Select Conan as the repository type.

Install Conan

Python 3.5 or later is required to install Conan using pip.

pip3 install conan

Install Conan with brew.

brew install conan

Create a Conan Package

Create alocal demo directory.

mkdir mypkg && cd mypkg

Create a demo project.

conan new hello/0.1 -t

Build a binary package for the project.

conan create . demo/testing
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If an error occurs /bin/sh: cmake: command not found , you need to run the command to
install cmake.

S pip3 install cmake

# or

S brew install cmake

Configure Authentication Information

After entering password in the guide, click Generate Personal Token as Credentials to
automatically generate and execute the command.

X
© R{EED| REHELM
BABBERAGEIERBIISH, FHANEIDS:
EREEE ERNASIHENEIR

Fi=3
RERIE
HIER
1 BESLTHITU THLREN R SR

conan remote add conan-go https://StrayBirds-conan.pkg. coding.net/coding

2 BEGUTITUTHLRENRCERR
nan user —p <PASSWORD> —r conan-go galaxydolf@gmail.com

BIRXA:

* PASSWORD: fA#)Z

@ HEHFL

Push an Artifact

Run the command in the guide. Replace the variables with the name and version of the artifact

to be pushed.

conan upload [package name]/[custom version number] --all —-r=conan-go

Pull an Artifact

Run the pull command from the guide to pull an artifact from the current repository.

conan install <package name>/<custom version number>@ -r conan-go
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Cocoapods

This document describes how to store CocoaPods artifacts in CODING-AR for centralized
artifact management and version control. The following sections introduce how to create an
artifact, configure authentication, and pull and push artifacts.

® Note:
To read this document, prepare the following:
Install CocoaPods.

Basic Operations—Create a project.

Select CocoaPods as the repository type.

Installation

Run either of the following commands to install CocoaPods.

$ sudo gem install cocoapods

—— Or

S brew install cocoapods

Create a Demo Project

Execute the create command in any directory and select the required example template
based on the command line prompts:

pod lib create <Custom Pod Name>

The sample CocoaPods code will be cloned from GitHub to your local machine.

Configure Authentication Information

Install the CODING CocoaPods plugin.

sudo gem install cocoapods-coding-ar

Enter your password in the operation instructions and click Generate Personal Token as
Credential. The system will automatically generate the configuration credentials.
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x
®{EiES| EEIHELHE

MABBERAAGAMDERBELHE, FHENESIHL:

EERRE ERNARIERER
oz o
RERIE
= I TR BERIMENEE ~/ netrc XfFd:
machine StrayBirds-cocoapods. pkg.coding.net
login galaxydolfegmail.com
password <PASSWORD>
=y
* PASSWORD: fE#0 BT
@ HEhRL

Copy the command to your ~/.netrc file. If the file does not exist, run vim ~/.netrc to
create it and paste the content.

Push an Artifact

Enter the product name in the operation instructions and follow the guided steps to execute
the commands.

X
eS| iz
BANTHRARES, ERMEHS:
EHRE HIBEH:
% 1. ®% CODING Cocoapods It
HIIER
sudo gem install cocoapods—coding-ar
2. BESSTRIN TS SEARNLNHRCE
pod repo add-coding-ar coco-go https://StrayBirds-cocoapods.pkg.coding.n
3 BESTIMTUN TR TS
pod repo push-coding-ar coco-go <PACKAGE>.podspec
@ HEpFL

Pull an Artifact

Pull the specified CocoaPods artifact and version by referring to the specific guide in the
CocoaPods Artifact Repository.
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X
B #EEsl $UER
PANTHIERES, ERmREE:
RRAE PP
HE RN
o 1. BT RERMEIEH) Podhle Xfd:

source 'https://StrayBirds-cocoapods.pkg.coding.net/coding-demo/coco-go"

target 'MyApp' do
pod '<PACKAGE>', '~> <VERSION>'
end

2 FEBUTRTU T LHTHIE:

pod install

@ mEpha

©2013-2026 Tencent Cloud. All rights reserved. Page 46 of 83



> Tencent Cloud CODING DevOps

Go

Last updated: 2026-04-03 17:22:22

This document describes how to store Go artifacts in CODING—-AR for centralized artifact
management and version control within a team project. The following sections introduce
creating a Go artifact repository, locally packaging Go artifacts, and using the push—pull
features.

® Note:
To read this document, prepare the following:
Install Go version 1.13 or above.

A created project and artifact repository. For detailed operations, refer to the
guidelines in Basic Operations on creating a project and a new artifact repository.

Select Go as the repository type.

Configure Authentication Information

Configure authentication before pushing or pulling an artifact.
1. In the Warehouse Management tab of the Artifacts Repository, click Operation Guide.

HREE 2HHE  CEER | eszes |

god CRESE BN EANARE

@
G0 Go B WEA

s
G0 o om mam s

1t
[ AR

2. On the Operation Guide's Configure Credentials page, enter your personal account's log in
to password, then click Generate Personal Token as Credentials.

oo $2iEE3| REHELHR
WNEBEAREEDEMBILE, FANESIHS

EEEE  eeeeeen

iz

RERE
i RIRIETHVIEE REIAN GOPROXY B
MacOS / Linux

BATATFHS

export GOSUMDB=0ff
export GOPROXY=https://rubyniaokdotencent. con:<PASSHORD>@sansan-33-go. pkg. coding. net/bangbang
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3. Add the GOPROXY configuration according to the operating system, and copy the
command from the popup to execute it in the terminal.

Push Go Artifacts

Push Go artifacts using the CLI tool.

1. On the Operation Guide's Push page, copy and execute the corresponding command in the
terminal according to different operating systems to complete the CLI tool download and
installation.

o BIEIES| {EF CLI TRi%
BANTHRERAR, ERMERS

REAE R
— PIEYES
i 1. oL TAT#sS

Mac0s

curl ~fL "https:/ public-generic.pkg. coding. net/reg /v
Windows

curl -fL "https://coding-public-generic.pkg. coding.net/registry/disk/wp/windows/and64/wp.

Linux

curl —fL "https:/, public-generic.pkg. cod t/registry/disk/wp/L

2. {8 CL TRMZ
MacOS/Linux
BRITUTHS

# BRAGHENARZR
chmod +x ./wp & mv wp /usr/local/bin/

2. Enter the Artifact Module, Artifact Version, and the system automatically generates the
push command. According to different operating systems, copy and execute the

corresponding command in the terminal to complete the push of the Go artifact package to
the artifact repository.

> SiFHES) Windows
— curl fL "https://coding-public-generic. pkg. coding.net/ regist ry/disk/up/windows/ands4/wp.
iz
Linux
Py

©2013-2026 Tencent Cloud. All rights reserved.

curl -fL "https://coding-public-generic.pkg. coding.net/registry/disk/wp/inux/and64/wp?ve

2. {3 CLI TR#H:
MacOSs/Linux
WRTUTHS
# BAGHENAAZE
chmod +x ./wp & mv wp /usr/local/bin/
# i
Wp go push -m <MODULE -r https:

Windows

W CU RSN, BRATUTSS:

# BAGHENFAZE

move wp.exe C:\Windows\Systen32\wp.exe

# M

Wp g0 push -m <MODULE -r https://:
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3. Upon successful push of the artifact package, the terminal interface will display the
following information.

The pushed Go artifact can be viewed in the artifact list on the artifact repository page.

@ G

Pull Go Artifacts

Pull Go artifacts using one of the following methods.
On the Operation Guide's Push page, enter the Go artifact's module information, copy and
execute the command in the terminal to pull the Go artifact.

@® Note:
The entered Artifact Module information must match the module information in
the Go artifact's go.mod file. Otherwise, it will result in a failure to pull the Go
artifact repository.

When using the go get command in a non—https environment, the Go proxy
must not include authentication information and must be a public repository.

oo $R{EHES| IR
BANTHEUEX(ES, LRSS

EREE
ik

B
go get github. con/schollz/croc/vd

Execute the following command in the directory where the terminal's go.mod file is located
to pull the dependency artifact.

oo HREHES| IR
WAUTHIEXER, £RNNHS:
ERER H@ MR
ik WEDSHRGUTHSHTHRIR
1w
90 get

£

90 mod download

EESERH: go command - cmd/go - Go Packages

Upon successful pull of the artifact package, the terminal interface will display the following
information.

get github.com/schollz/croc/v9

go: added github.com/cespare/xxhash v1.1.0
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Configuring permission

Last updated: 2024-09-05 16:40:44

As an important asset of the team, the permission management of products is crucial. For
example, some products need to be open for third—party external use (such as open—-source
component packages), some products need to be open to other project team members within
the team (such as basic public component packages), and some products only need to be
open to the members of this project (such as application installation packages). CODING-AR
provides comprehensive permission management to meet the permission needs in different
scenarios.

Permission rules

1. CODING-AR provides three permission scopes.
Within the project
Within the team
Public

For public products, the team needs to perform real-name operations. The team
leader/administrator must go to the team settings center for real-name authentication.

HRNR BRI | £FIRE | ERIME

BAER Rk
BENXIA PRO

BENES
TEIAE
SRR

EIEY RS *

FKENBE RS
ik

2. Different operations by members on the product.

Pull: Pull any specified product from the product library.

Push: Push any product to the product library.

Agency: Synchronize products not in the cache from the agency.
3. Permission schemes

Project permission scheme:
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CODING DevOps

If the project permission scheme is selected, the user's permission in the product library

depends on the product library permissions owned by the associated project

permission group.

ENTRT5 5

RBERRAR

gk

FIER) &

Lz

R

ISR FEERERE FanahR/ 311052 BEET

FREEER HipRAaEICR elEmEITR {EeRtiitxl SHmEItTL
LGz ke ah g ATHA

HENE ThIEF AR E FENEEE HIBRER BT R

RIFREE ThiERI A EE 2z:p gict ozt BiEELEEE
hie)bl G HlRERE BsHIREE @R

Custom permission scheme:

If you select a custom permission scheme, the specified custom permissions will apply.

@® Note:

XBRE

ARPBRA BT
HlemfERE

Bl AP E

Setting permissions

FIBX I A

B e 1

Project Administrators have all artifact operation permissions by default, not
limited by the custom permission scheme or project permission scheme.

HEE &R

After understanding the authentication rules corresponding to the above permissions, you can
set the permission scope as needed when creating an artifact repository. You can also modify

the permission scope for existing artifact repositories.

Set permissions when creating a repository

On the Artifact Repository page, you can set the permission scope when creating a new

artifact repository.

©2013-2026 Tencent Cloud. All rights reserved.
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« HMEFHSREE

¢ HaEE * MReH
v
. A & M n
Generic Docker Maven npm
Gl EE L

HEM @i e g

Helm Composer NuGet Conan Cocoapods

fom

Rpm

* BESRWR

https://zzz7 demo/

TERER

* X PRSEE

a8 meEr ﬁ B ER

a o

CODING DevOps

FEEANES, NMERBHONRMAFPTR, GEIETAEEFIREIREL / #i2 / BFRSUR, RERPRAIFRE B REHG

@ ERTENRAR S

BEXTERS R

Modify permissions for an existing repository

Click Repository Settings at the top right of the repository.

HIREE 2HE  CEEE

docker @

l docker c Y
Docker B  TEMA %A Docker iR IEA

BEIIR

You can update the permission scope in Basic Information.
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« i%H docker

BEIRE
Rt E
RIBIRE &
Docker
7 S
IR BEEH

http://testabc-docker.pkg.staging—corp.coding.io/11/docker

CEHER

* BURTEE

8 mEx ﬁ [ WEN] 8 »F

ACERIER, (NABAEIHORRGEAFER, SaIEFAREEHRMRER / #% / BIRRNE, RERREAETE HhgEHRL
O ERAHBEMRAR S5

BEXIEMR =

f’ 7
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Repository Proxy

Last updated: 2026-03-27 17:56:30

Description of the Feature

The repository proxy feature supports users in configuring multiple sources for the repository
proxy. When the corresponding package cannot be found in a private repository, it will attempt
to fetch the relevant package from the configured sources and return it to the user.
Additionally, users can configure the account information for authentication of the proxy
sources. The repository proxy feature can serve as a unified entry point to help users manage
their third—party product dependencies.

BAREZAHRE

1 P 2
REATER

The order of package fetching is as follows:
1. Priority is given to fetching packages from the private repository.

2. If the package cannot be found in the private repository, it will then search through the
configured proxy sources in order from top to bottom.

Enabling proxy

When creating a new repository under Repository, you can choose to Enable Proxy, which is
enabled by default.
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* ek

Generic

HELM
A

Helm

fom

Rpm

* BEZR

https:

CEHEZE

* AREE

V|

& M 1|

Docker Maven npm

Ay

o . N

Composer NuGet Conan

222

Go

st/coding—demo,

[ a8 man 8 B

Cocoapods

8 &7

ABERNH S, TEREFERROBFTR, SRIRETARERIORER / #i / BIFR, @ENRAFNE ARREDL

@ EEMEMRAR TEEH

BEXMEMEARE

BRRE

O ATFFRAEENER  HARHREE

BRIA

Configure Proxy

H

CODING DevOps

Select a specific repository, click Proxy Settings, where you can add or remove proxy

sources, adjust the priority of proxy sources, and decide whether to cache to the remote
product repository, among other operations.

HEEE

LA

sHu5 BRNR

Add Source

After clicking Add Source, you will enter the create source page, provide the address and

name, and if necessary, fill in the authentication configuration information. Click Add to
complete.
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Modify Authentication

To modify the authentication information of the proxy source, go to the proxy source list page,
click Configure, and make the necessary changes. The built-in proxy addresses of the
repository are as follows:

Type Name Address

npm npmjs https://registry.npmjs.org

npm TencentCloud npm https://mirrors.cloud.tencent.com/npm
PyPI PyPI https://pypi.org/simple

TencentCloud

PyPI PyPI https://mirrors.cloud.tencent.com/pypi/simple

Maven Maven Central https://repo.maven.apache.org/maven2
TencentCloud https://mirrors.cloud.tencent.com/nexus/repository/m

Maven .
Maven aven—public

C T tCloud

ompo encentt-iod https://mirrors.cloud.tencent.com/composer/
ser Composer
Allow Proxy IP

If there are issues with proxy fetching, it may be because the target product source is blocking
network requests from CODING IP. Allowing the relevant IP addresses will resolve this issue.
The service IP exit used by the CODING platform is:

212.129.144.0/24
212.64.105.0/24
49.234.127.0/24

49.235.224.0/24
49.234.65.0/24
81.69.101.0/24

Use Proxy

After successfully configuring the proxy, you can use the proxy source to fetch dependencies.

How to identify if artifacts in the repository are synchronized from a

proxy?
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1. For example, with Maven artifacts, you can see similar logs when you execute maven
install locally:

[INFO] Downloading from : https://XXXXXXXX—

maven.pkg.coding.net/repository/coding-demo/my—

maven/org/springframework/spring-jcl/5.0.7.RELEASE/spring—jcl-

5.0.7.RELEASE .pom

[INFO] Downloaded from : https://XXXXXXXX—
maven.pkg.coding.net/repository/coding-demo/my—
maven/org/springframework/spring-jcl/5.0.7.RELEASE/spring—jcl-
5.0.7.RELEASE.pom (1.9 kB at 735 B/s)

2. Additionally, on CODING-AR, you can also see the source of the artifact.

org.springframework:spring-jcl @R 9/0 A v

my-maven WA 5.0.7RELEASE

£% Maven iR MEN
BE 1831 3 WRAFIR 1

(2N 3 - R 7 S

org.junit jupiter:junit-jupiter-api

commons-fileupload:commans-fileupload

org.springframework:spring-web
org.springframework:spring-webmve

org springframework:spring-aop

What is the difference between fetching artifacts directly from third—party
sources and fetching through CODING—-AR proxy?

The artifact repository helps you manage the configuration of artifact sources within your
team uniformly. You can see the usage by team members within CODING-AR and use
CODING artifact scanning to detect any security vulnerabilities, directly auditing the artifact
security within the team.

{E CODING #I@EREZ A 1A CODING HIREREZE
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Authentication of the Artifact
Repository

Last updated: 2024-09-05 16:41:26

Description of the Feature

When a user accesses the artifact repository, the repository verifies the credentials provided
by the user to ensure that the user has the appropriate permissions.
The artifact repository supports multiple authentication methods:

Personal Access Token

User Account Password

Project Token
Each artifact repository has a different command to configure credentials locally, but the logic
is similar. There are guides for setting credentials on the artifact repository page. This

document uses the Docker artifact repository as an example to demonstrate three methods
for configuring authentication credentials.

Personal Access Token

A Personal Access Token (Access token) contains a user's security authentication
information, allowing the user to view or operate corresponding resources. Using a personal
access token for artifact repository authentication is recommended as it is safer than directly
configuring a user account password.

1. Click Generate Personal Token as Credential on the artifact repository guide page.
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& jREiEs| EREH
BARBERAGEDERBETM, FHANESIHS:

EERE

i i
RERIE
WEB LTI TR BRER:

A

BERINE &

docker login -u ¢ .pkg.cod

2. After entering the authentication information, you will see the command that carries the
new access token. Click Copy to copy the command.

& 1BEIE3| EEiEH 3
MABBERSSEERTROSR, HIBEANES S

EEEE [

Hix
RBE I

AR BEEWRSITHRIT-TwSERTE:

BISFEINE &

3. In the local Docker environment, execute the copied Docker login command. If you
successfully log in, you can proceed with the next Push/Pull operations.

View Personal Tokens

1. Click Personal Account Settings in the lower-left avatar frame.
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&  Bwmze HIRtE 2R SEER
e BgmE . k8s ciREeE | REBEE  IESEERN
& Docker B MEA A% Docker MR BN
I BREE
FIEREr example HiBsI=

npm 8% WA

em- <WARE a | tries |

& "
" Docker B MEP
R apk kesdemo master-77eabe oy 2022-05-12 17:31:24 1
Generic 8% MWEA o
: bu!Ld o RPN sREAER S [1]
& es s

g 00ly-sontence

Docker & | MBI

‘ electron
Generic B8  FBAM

gwt
‘ Generic B% REA

Steven ERREA

BESSITY

R R

HIRIBE

Ty

EFEE
& Steven T EE

2. On the personal account page, click Access Token to see the personal access token
information created through the artifact repository in the previous steps. You can also view
the usage records of the personal access token on this page.

@) EIN T BiasR o

TAinaSEa AT ikE coping AP, <R e 250 (D
€ TARFIRE

SN k8s- — project:artifacts MFEER e wee
2 TAKF ESMARAR.
o HEFEIEE
example — projectartifacts MKRIER EotiE vos
TAIRE ESREAATH.
> BERE
example- — project:artifacts MAER B see
o SSH AL EYRKATH.
o GPG 24
demo — project:artifacts mEERT 6 TAmM fwiE e
| S ihiashe S IARARL,
O ®EWIL
ssrum — projectartifacts mEERT 6 TAF g wes
3 EANRE ESREAATH.
& HMERE
ssrum2 — projectartifacts mEERT 6 TAH Etic] e
5 ANES BSRARER.
coco-go - project:artifacts MAFIER Eotic] (LU
ESHRKATH.

3. Click Edit on the right side of the token to view or modify the permission information of the
access token.
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& TEhE T ISk RERESE
TAIAEZREEED OAuth TA81ShE, TEEE HTTPS {#/ Git HTAEHRAYER, DEETEIUSITEINERSM AP,
€« TAEFEE

PER D MNFEBEGEETTUCSRE, SELUSEENR M, ERELE, FEMERISRONAERFSY MENRAMNSHE,
S TAKP
= HrfEiRE TR
k8s-1
TAEE
<> CERE
EEELR )

FAY
o ssHA HSMAREN, SEEFONANE, CURABREASH,

o GPG 2

. IR
| & iha%he PAKESEINIUBE L. #—% T BRHE OAuth Scopes,
O FSWE
user i BWMAPES (8. %18%5)
WS &
& HERE user:email i AL email
FRES —
b notification #. B EnAPEEER
project = BENmBES. MEM®E, eFER, LAEFR. MR
project:api_doc o3l BB API 308
v projectartifacts R 5 BT, IR E
project:depot ®RB RS EEALER
project:file w5 ELEMS R
j Steven - projectissue . B EIUENS RIS hE SR

Credential information can also be set by using the user account (phone number or email)

password.

1. On the Artifact Repository guide page, directly copy the default provided Docker command
and replace the password with the login password of the personal account.

& RfFHESI EEHESHE
SABEERARGENERHDSR, HENEEISS:
R %8 AT A SRR

RERIE

g
& HESSITT-THSTERERE:

docker login -u (ENGEGGEG——— - d
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2. Execute the command on the local Docker page, enter the password to authenticate
successfully for the next push or pull operation.

[rootPdocker-tes 2315 T 14

st-12
[rootPdocker-test-12315 " 1# docker login -u "= 1Pgg .com anywhere-docker .pkg.coding.net

‘assword :

.ogin Succeeded

Project Token

CODING provides the project token feature, allowing project administrators to configure the
push—pull permissions of the artifact repository within the project based on actual needs. For
detailed operations, please refer to Project Token.
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Artifact Promotion

Last updated: 2024-09-05 16:41:42

Description of the Feature

Simply using the artifact version number is not sufficient to effectively determine if an artifact
has reached a deliverable level. The Artifact Promotion feature provides definition artifact
levels and promotion rules to help R&D teams effectively and intuitively distinguish the
maturity of artifact versions, ensuring that the final delivered artifact version is qualified and
reliable. Team members can configure different promotion rules for the artifact repository
based on business needs to improve artifact quality and version differentiation.

SRE #in RERE 121F

s R AFRRIERSEH R [ ] L]

Alpha FIRMRIREEA A TR RS @ W OB

Beta FLUEASRE A MMER, A B MR RSIR ] W R

Charlie FLEASER B WA, HA C MHERHS ) HE B

BRT R4 ATFRERTMRIE o 9
Set Artifact Levels

Similar to issue flow in project collaboration, artifact promotion essentially describes the
delivery status of artifacts intuitively. Go to Team Settings Center > Feature Settings > Artifact
Promotion to create artifact levels.

(® EmigEsn

@ manm © RBEHE P o BREnE
ERARAE e E EA BT AEE BRI ENERE HNRIFEHRERE
o 2ruE L _
EEAR TRAM e S
Lol S FEM R cam
R o BT
e
S AFER @ RBEE O HREE o meEm
EEAARBEE HRARRBCEREE EIBARS S EIRIHEE BMRERRE
DHER BERE RpwE

BIAEIE LA
BEE

You can define artifact levels according to the test delivery process, such as Initial > Alpha
Test > Beta Test > To be Published > Published; or establish levels based on the team’ s
internal consensus on artifact quality. Enter the name and select the color to complete the
creation.
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o)

S

After creating the levels, you need to further set promotion rules to apply them to the artifact
repository.

Set Artifact Promotion Rules

Promotion rules are used to define the flow sequence of artifact levels, for example, to
stipulate that the artifact status must go through various tests from the Initial level to reach the
To be Published level. After entering the artifact promotion option, go to the Artifact Promotion
Rules page to create promotion rules.

$H| 2 & IhEEiRE / FIRES / FREEANEE
HlmER
BRER 3B SRR SANATEANCERNAELHRSR, CTRENSFASHLISENNONSSE, SNUES TRAREMNH RS,

fl@REE  H@REEM

M (+]

m A

]

BTl & R

1. Circle the artifact levels into the Promotion Rules.
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RINER

HERFR

Alpha

Beta
Charlie

RS

2. Drag the button on the left to adjust the flow sequence of the levels.

P=s HEERE / HIRESR / HSRESHRARE N
HlRES
BIRER HRBRINEEXIFEANA T E RN CERNEEXFRER, ERERRRBERRES MO RER, THRARD FERELIHRARA.
Fl@RER  HIREENAN
Al (+] ~ BRAN RFRBEHSEHEE 0
FMA BFREN & RIE
ME A% (il
Alpha Alpha B
- D Charlie Charlie il
Beta Beta L3
SR FR% il
ERH A4 BT
+ RN
~ EREE ATREERNHREE 0 - Q#xR
+ A

3. Check the artifact repository that the promotion rules apply to. After completion, click
Confirm at the bottom to save.

@® Note:
A single project or artifact repository can support multiple rules, allowing the
selection of a level in the actual artifact flow process.
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RNERTEE

= e @ FENEE -
Q mini

EB#0m RFHER

© coding-gianshang...

Apply Artifact Promotion Rules

In the artifact management's artifact list and artifact historical versions page, adjust the
artifact levels to help team members understand the current status of artifacts and quickly
ascertain if the current version's artifact quality has reached the to be published level.

Artifact List

Enter the Repository Management page, manually adjust the artifact levels in the list.

6 o HReE 2HHE BEER
.. -
= docker3 @ SREEE fRiEE T R
€ mEmE m npmtesting
nom B HEA #13 Docker IR WEM
REE
— repo R
I3
BE I i Generic 6% | TREA E—
nEsn s NSRS a [ e |
* dockerd
Docker € TEA HEE P [T EABIEA P wi
, docker2 Java-spring-app branch-9e2 o] wm - 2022-09-08 18:12:58 L]
& con mEn -
s +  [Aipha
. docker IEPUFEPN SAEAGA 15 [ 1]
& e R

Historical version

1. Click the fullscreen button at the top right of the Artifact Overview to expand and view the
historical versions of the artifact.
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« & pring-app  branch-Se2eb2717id1c5 o EE@iey  BRfFES  0RE - » FHHEES % E
HESE [ {:3
igcid
EXEE
aE dockerd branch-e2eb.
£l ] dockerd
R maEn 439,56 MB
439.56 MB
K master-c765f...
hash sha256:e2dd36bTbd5efdsel 15152 e dooker3
439.56 MB
HiXEE branch-54271...
Eal -} docker3
A mENF § SMREAL  spring-dockert22 439.56 MB
xR 8 2022-09-08 18:12:58 branch-ede4s.
i docker3
439.56 MB
HRiRHE
branch-b7das.
5 ) L] docker3
439.56 MB
ADD file:f08617 15750a aaa7bf in/ 48.05 MB
branch-6ff1710.
GMD ["bash”] 0B e docker3
439.56 MB
/bin/sh -c apt-get update && apt-get install -y 1 i curl netbase wget && rm —rf /var/Ii 7.45 MB
master—6ffT7+.
[bin/sh —c set —ex; If | command —v gg > /dev/null; then apt-get update; apt-get install -y —no-install-recommends gnupg ...  9.53 MB . gﬁﬁ - docker3
4
/bin/sh —c apt-get update && apt-get install —y ——no-Install-recommends git mercurial openssh—client subversion procps && ...  49.43 MB -
branch-443f7...
. ) B docker3
/bin/sh —c set —eu; apt-get update; apt-get install ~y ——no~install-recommends bzip2 unzip xz-utils ca—certificates pii—kit f 5.04 MB ~ e
NV LANG= =
ENV LANG=C UTF-8 08 el
EL] docker3
ENV JAVA_HOME=/usr/local fopenjok-8 08 43956 MB
2. Manually adjust the artifact status in the artifact levels.
FEMEA b p
BE 28 ARPESEE 25 RS0 S5B + HlGEE
23 HiEBE hash {8 Fa B
branch-9e2eb2717f4105904463fa9...
dockerd sha256:62dd36bTb45ef46cfbd... EUL] ° GIREF 2022-09-08 18:12:58 3
439.56 MB
master-c765b599373d42a40b747 e Alpha
docker3 11328... HEhE 2022-89-08 18:12:55 3
439.56 MB
braneh-542710d0d2f436dfa6o05c7. .
docker3 sha256:44db7006123694bd0a. . e WEMF 2022-09-08 18:12:55 3
439.56 MB
branch-e3e45d1880595bb2afbbsh
docker3 sha256:6d0a0faddd738d11a24... L] FEHF 2022-27-05 16:09:05 3
439.56 MB
branch-b7da6527089345e0cectce
docker3 sha256:7acd05dabaBe2 T 73c. . L] LELES 2022-07-05 16:09:85 3
439.56 MB
branch-6ff17f0e5c1ae156924b7166...
docker3 sha256:f0aec98afbfed2127bef. s HEHNF 2022-07-05 16:09:05 3
439.56 MB
master-6ff17f0e5e1ae156924b71c6
docker3 sha256:946e115ecd5dbd65aS55. . L] mEBF 2022-27-05 16:08:51 3
439.56 MB
branch-443f78394a6c60842d471d
docker3 sha266:d8b22ade72ae55898b. .. e HEHF 2022-05-38 11:14:51 0 .

439.56 MB
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Product Version Override Strategy

Last updated: 2024-09-05 16:41:57

During the development phase, each code modification may produce a new product.
Developers might need to frequently change version numbers to use the latest version. This
can be very detrimental to development and debugging, as arbitrarily overriding the version of
the same product in the production phase can lead to management chaos.Ensuring each
product has a unique version number guarantees the same behavior for the same version
product, which is very meaningful for deployment and application lifecycle management.
CODING-AR provides flexible version override strategies, ensuring the uniqueness of Docker
image versions while allowing repeated publishing of the same npm package version. You can
set the Repository/Package/Version strategy according to the product's lifecycle needs.

This article will introduce how to set up product version override strategies at these three
levels, as well as the default version override strategies provided by the artifact repository.

Repository Version Override Strategy

Click Artifact Repository > Set Repository.

HReE 25 SHEER

python d SIRECE RBgE A S

R Docker 1R IEM

python
& Docker B  TER

HRTIER

MREa 28 -+ WEEE kad

Click Version Strategy to set whether versions of all products in the repository are allowed to
be overridden.

i .
hRANERBE
EXER EHZOETAENHRIEARSANES, SHASEROENRAER, GHIlSmeEE M aORASEE, SNREASTFORMRE,

KBeE REFHENNEMNRENE. EERARBHEHXEC
X

hRASER G

| o AFEZIRA

RILESRA

O Note:
Currently, Maven is special and has an additional feature: using Maven SNAPSHOT.
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Package Version Override Strategy

Click the specific package name to see the package details page on the right.

« @ python-flask-app vio ¥t Bt~ B#fFEsl oiE - » [HEREES #
-39 43

BXER % o
BE python vio g

376.58 MB B
1R mEn i
A 376.58 MB master-e4d09...

£ python

hash sha266:47975¢ 2c0 376.58 MB
HIEER

wEA RENF §

HxadE 2022-05-17 11:54:26

HIRFEE
ADD file:f0BET 'Bad 73a60b1d00e3 in/ 48.05 MB
CMD ["bash"] 0B
/fbin/sh -c apt-get update && apt-get install -y —no-install-recommends ca—certificates curl netbase wget && rm —rf /var/li...  7.45 MB
foin/sh -c set —ex; If | command -v gpg > /dev/null; then apt-get update; apt-get install —y —no-install-recommends gnupg ...  9.53 MB
/bin/sh —c apt-get update &8& apt-get install -y —no-install-recommends git mercurial openssh—client subversion procps && ...  49.43 MB
/bin/sh —c set —ex; apt—get update; DEBIAN_FRONTEND=noninteractive apt-get install —y —no—Install-recommends autoconf ... 183.27 M8
ENV PATH=/usr/local/bin: sbin:/usr/local/bin:/usr/sbin: in:/sbin:/bin 0B ~
ENV LANG=C.UTF-8 0B ~

Click Settings to select the version strategy for the package. By default, the package uses the
repository's version override strategy.

4758 python—flask-app

BEE

python-flask-app

RiiER

R R B BERSRERE
ERERETAENRNSRTESATES. RERSEATEN
KEASRES, WIRHMARETEENRE EEESRBNEEE

WD python AIRRAHE v

#F HH

Default Version Override Strategy

The artifact repository provides a default version override strategy according to the native
logic of the product type, as follows:
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Product Type

Docker

Maven

npm

PyPI

Generic

Helm

Composer

NuGet

Conan

Repository

Allow same version to be
released

Maven SNAPSHOT

Do not allow same version
to be released

Do not allow same version
to be released

Allow same version to be
released

Allow same version to be
released

Do not allow same version
to be released

Do not allow same version
to be released

Allow same version to be
released
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Package

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

Inherit repository
rules

CODING DevOps

Version

Unreleased

Unreleased

Unreleased

Unreleased

Unreleased

Unreleased

Unreleased

Unreleased

Unreleased
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Artifact Clean—up Policy

Last updated: 2024-09-05 16:42:11

The clean—up policy of the artifact repository can promptly clear old versions of artifacts. You
can quickly clean up excess artifacts by setting a clean—up policy to free up storage space.
Currently supported artifact types for clean—up policy settings:

Docker

Generic
Gradle
Helm

npm
Configure Clean—up Policy

After entering the artifact repository page of the above types, click Repository Settings >
Clean-up Policy.

HRBE ZHHE  eHEE BRNSEE
python @ ciggeR| fmies= A EERE
python
& Docker B  TRAEM %2 Docker  AUR WEA
& ™ HigTI=
Docker B | TEA -
HRSE 2 - +HREN Q

l cd-demo
Docker 8% | 27 B IR BB BTEHE W 11

& duckeigo Tlhm_ﬂa“_app V.0 i 2022-05-17 11:54:26 2
SRS SR STEREN 15 (1]
You need to fill in two trigger conditions in the clean—up settings, then choose to execute

automatic or manual clean—up. Only artifacts that meet both trigger conditions will be included
in the clean-up list.

« %8 python
HEAER .
B IEEREE
e floa E A ERIEZIF A6/ Fohit BRI BB ERGAHm, BRRNEREERNEBNRSEIAEFZE. EEHHEHE
A AERE
. -7l & B RAEA RS
BHREHEMEASERL 30 FRBETE, BB / FiBE, AEFRL T SN D8RR,

v REHEITICNBER &R
FRamEE
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View Clean—up Records

CODING DevOps

Go to the Team Settings Center and view the operation log of the artifact repository in the

logs.

BN E 1

[ElE 2

EFER
LHIME

SEHER

BHER

RFEE

IR

BRFE BIEE

i

WEEF

WEF

EEF

EEF

EHF

% MBS
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flask—
demo/python
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BEXR
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Product Scan
Overview

Last updated: 2024-09-05 16:42:37

The scanning feature of the CODING Artifact Repository can detect vulnerabilities in binary
components and their metadata without accessing the source code. The artifact scanning
feature supports integration with Continuous Integration/Continuous Deployment modules.
You can preset quality redline standards in the solution to prevent problematic components
from being released to the production environment. Additionally, the scanning solution also
provides detailed scan records and defect statistics.

Product Features

Scanning Solution

Defines the scanning rules, quality redlines, and the artifact packages to be scanned.
Scanning solutions can only be applied to artifact repositories within the current project, and
each scanning solution has a unique scan ID. A scanning solution can be applied to any
repository, artifact package, and artifact version within the current project. It can be triggered
automatically when the artifact package is updated or manually for specific artifact versions.

Scanning Rules

Defines the defect contents to be focused on during scanning. You can specify the
vulnerability levels of concern and set up a vulnerability allowlist.
Vulnerability Risk Level Rules:

Definition The vulnerability severity levels that this scanning plan focuses on. If the low risk
level is not selected, then all vulnerabilities of low risk level will not be detected and not
included in the vulnerability statistics.

HiEan @
TR v BB v Bfe v $fe v fife
Vulnerability Allowlist (Security Scanning Only):
After including specific CVE vulnerability numbers in the allowlist, all public components

containing those CVE vulnerabilities will not be scanned. If specific dependent components
are included in the allowlist, all vulnerabilities in those components will not be scanned.
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CVE BRE&®% @

iR CVE ID P @

+ N CVE BB S%

Quality Redline

Defines the standards for passing the scan results. You can set redline standards according to
your team's security requirements, including limitations on vulnerability levels, open source
licenses, and quantities.

Component Analysis (SBOM)

Currently, analysis features are only provided for Generic, Maven, Docker, and npm artifacts.
The Component Analysis (SBOM) feature helps enterprises analyze dependencies within
artifacts and provides information on component versions, vulnerabilities, and licenses.
Meanwhile, the system also analyzes the relationships between artifacts and their
dependencies, including the components that artifacts depend on and the artifacts associated
with those components, providing effective basis for tracing software supply chain risks and
for security governance.

€ java-spring—app:master—a6¢ ) ‘- e L RE ] L BHRE  EHEE

iR ST FHRVFRIERBS BIFRLH D H(SBOM)
* java-spring—app:master —_—

b & Ak G
FAF Chasy BRI FaphtR T
BERIR WREIE Pt AR w0 License @

HWRS
O RBURRIL io.ktor:ktor-server—... io.ktor maven 0/0/0/0 0/1/
HRA
master-a6d5da3f1f5744f33d76ba... acl debian deb 2.2.53-4 0/0/0/0 0/1/
SHEERRAS
dev-3c9c08e9338e7f180a61c056... freetype debian deb 0/0/0/0 0/0/
5T
BB O MREXE<0 zlib debian deb 0/0/0/0 0/1/
B i Q #ExE <0
BEBQRRAE<O lazy-object-proxy generic 0/0/0/0 0/0/
BEFEQRrRE<0
Wiz $t 482 MR 5 %/m Bz« s| - (o] > m=[1 /om
296925141
1A
14 5814 %
FriaRdis)
16 S #hAT
FREE

docker—test

Open Source License Risk

Developers must be aware of license violation risks when using open—-source software.
Artifact Scanning not only performs vulnerability scans but also scans open-source
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components' licenses, displaying information on license risk levels, sources, constraints, and
associated components.

Solution Application

A single scanning scheme can be reused for any versions of artifacts in various types of
repositories. It can be triggered automatically when an artifact package is updated or
manually.

Plan Types

The scan plan supports two types of scans: security vulnerability scanning and mobile app
package quality check. The mobile app package quality check is primarily provided by
Tencent Cloud Package Quality Inspection IPT. In addition to these two types, artifact
scanning will continue to expand its capabilities.

Security vulnerability scanning:

Scans for security vulnerabilities in artifacts and their dependent public components.
Definitions of vulnerabilities use the internationally standardized CVE and ratings; the
component vulnerability database used by artifact scanning is maintained by Yunding Lab,
providing over 20 years of industry experience to Tencent Security and updated in real-
time by a dedicated security operations team.

Supports the following types of artifact repositories: Docker, Maven, npm, PyPI, Generic.
Mobile app package quality scan:

Conducts standard checks on installation packages for Android/iOS operating systems,
including package size, duplicate files, images, etc.
Supports .ipa and .apk format artifact files in Generic type repositories.

Security Vulnerability

Vulnerability definitions use the internationally standardized CVE and follow the CVSS
standard for danger levels. CODING Artifact Scanning exposes security vulnerabilities in
artifacts and their dependencies. Vulnerability information includes CVE ID, introduced
dependency components, danger level, and vulnerability description.
The definition of a vulnerability is determined by its CVE ID and the public component it exists
in. For example, if a security vulnerability with the ID CVE-2021-45105 is found in the public
component Log4j version 2.17, the scan result will display this vulnerability as:

CVE ID: CVE-2021-45105

Dependent Component: Log4j

Introduced Version: 2.17

Artifact Vulnerability Library
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CODING artifact scanning utilizes the Tencent Security Vulnerability Feature Library.

The Tencent Security Vulnerability Feature Library is a proprietary, commercially maintained
vulnerability database developed by Tencent's Keen Lab. It contains information from both
domestic and international open-source vulnerability databases (including CVE, NVD, CNVD,
CNNVD, etc.) and unique commercial vulnerability information discovered by Tencent. The
Tencent Security team verifies open—source vulnerability information for false positives,
translates it into Chinese, and provides repair priority and suggestions, ensuring industry-
leading scanning accuracy. For unique commercial vulnerabilities discovered in—house, it
provides a unique vulnerability ID, detailed description, and repair recommendations, covering
basic vulnerability information.

For private clients, we offer both real-time and offline update methods.

Real-time Updates

In terms of real-time updates, it supports configuring the domestic Internet update address
and Tencent Cloud account key authentication in the local vulnerability database. During each
scan, it checks if the vulnerability database is the latest version. If not, it updates the database
before executing the scan.

Offline Updates

For offline updates, it also supports offline packaging and deployment of the vulnerability
library to the company's intranet, providing update services.
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Quick Start

Last updated: 2026-04-03 17:28:04

This article uses the sample artifact fastjson as the scanning target. If there are already
artifacts in your project, you can scan them directly.

Thanks to the CODING Artifact Proxy feature. When pulling artifacts to the local, they will be
automatically uploaded to the Artifact Repository. Click Sample Artifact for relevant
information. If you are not sure how to use the Maven Repository, please refer to Quick Start
Maven Repository.

Create Scanning Plan

Go to Artifact Management > Artifact Scanning, click the blue + in the upper left corner to
create a new scanning plan, enter the plan name, description, scanning rules, and Quality Red
Line Standards to complete the creation.

Plan Types

The scanning plan supports two types: Security Vulnerability Scanning and Mobile Installation
Package Quality Check. The Security Vulnerability Scanning type allows for filtering the
vulnerability level and CVE vulnerability allowlist. The Mobile Installation Package Quality
Check is primarily provided by Tencent Cloud Installation Package Quality Check IPT.

Scanning Rules

Scanning rules determine the vulnerabilities that can be detected in the scanning plan. If only
the high-risk vulnerability level is selected, other levels of vulnerabilities will not be counted,
even if there are vulnerabilities higher than high-risk.

CVE Vulnerability Allowlist

It is used to ignore specific types of vulnerabilities during the scan. You can define a CVE
vulnerability number for a certain type of vulnerability and fill it in the allowlist. If there is a
CVE-2020-9794 type of vulnerability in the artifact, it will not be included in the statistics.
Click to view CVE Vulnerability Inclusion.

® Note:
During the scan, the vulnerability scan will only be performed within the range of levels
selected in the scanning rules. Other levels will be filtered out, and then the specific
vulnerability number specified in the CVE vulnerability allowlist will be determined. For
example, if the user only selects the Critical vulnerability level in the vulnerability scan
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but fills in a low-risk level vulnerability in the CVE vulnerability allowlist, this level of
vulnerability will be ignored.
Advanced Options

In the advanced configuration, artifacts that have not completed scanning or have quality
issues can be automatically prohibited from being downloaded to prevent vulnerable artifacts
from being accidentally used.

Edit Scanning Plan

For the created scanning plan, click the Settings or Rule Configuration in the upper right
corner to enter the settings page.

Here you can edit the plan name or description, review and reselect the vulnerability levels
and Quality Red Line Standards in the scanning rules.

Trigger Scanning Plan

The scanning plan supports both automatic and manual triggering.
Automatic Scanning

Click the ¢+« in the upper right corner to enter the Solution Application page, where you can

configure the automatic triggering scanning plan.

aarx @

ttttttt o e FREEMTRIE o e

FERTHIE BERTBIE

1 0 0 0 8 9 na4 735

Once you turn on the automatic scanning switch, the current plan will automatically trigger a
scan when there are updates in the applied artifact repository.
Scan and Filter support both all and by condition:
» The default is All, which means the scanning plan will be automatically triggered whenever
any artifact repository gets updated.

« After selecting Filter by conditions, you can set the scope of application and triggering
conditions for the scanning plan. For example, as shown below, the scanning plan will be
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automatically triggered whenever there are any updates in the pypi—go and write—go
artifact repositories.
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You can also add more detailed artifact filtering conditions to the scanning plan. As shown
below, when the release version of the test artifact gets updated, it will be scanned
individually.
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Manual Scanning

There are three ways to manually trigger a scan: trigger a single scanning plan, batch trigger
artifact scanning, and add artifact scanning in the continuous integration pipeline.

Click the batch scan in the upper right corner of the scanning plan to perform the scan in all
artifact repositories, or set the scan range and scan filtering conditions.
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CODING DevOps

In the continuous integration pipeline, manual addition of artifact scanning units is also

supported.
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Analyze Scan Results

Icon Labels

The meaning of various result icons:

nginx:1.0.0
nginx:1.0.0
nginx:1.0.0
nginx=:1.0.0
nglnx:1.0.0
ngine:1.0.0

nglnx:1.0.0

Hover the mouse over the marker to pop up the scan results.
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View Scan Results

In the scanning scheme details, you can view all historical cumulative data and scan records
applied to the scheme.

©  MEEMUFENSEE  SE0 se 9 EEE o |
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Open Source License Risk

Click Open Source License Risks to see the open source license names, risk levels, source
information, and associated components of all components within the artifact.
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Component Analysis (SBOM)

Currently, analysis features are only provided for Generic, Maven, Docker, and npm artifacts.
The Component Analysis (SBOM) feature helps enterprises analyze dependencies within
artifacts and provides information on component versions, vulnerabilities, and licenses.
Meanwhile, the system also analyzes the relationships between artifacts and their
dependencies, including the components that artifacts depend on and the artifacts associated
with those components, providing effective basis for tracing software supply chain risks and
for security governance.
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Fix Vulnerabilities and Record

Click View Details or the artifact name to see the vulnerability details for that artifact version.
The details page displays comprehensive information on all vulnerabilities, including
vulnerability coding, level, dependent relationships, versions, remediation suggestions, and
more.

For exposed vulnerabilities, you can follow the remediation suggestions in the vulnerability
overview to fix them.
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If a vulnerability does not cause serious consequences, you can mark it as Ignore; if you have
taken actions to fix the vulnerability, you can mark it as Repaired.
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