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@ Hﬁizﬂﬁ FEOSERS

API| X#3
SFiHE

RIEEFASE: 2025-08-20 01:28:03

B7X&®

£7HIE: 2025-08-20 01:27:50
FREHEETUTHE:

BB A,

fERiEn:

» DescribeConfigs
o ¥MEAZ: OrderBy

(EeEiRE:

« DisplayDarkWeb
o ¥MBRYS: Status

8 6 X&%

&AtiE: 2025-07-3101:27:50
KXEHBEETIUTAR:
MECHERIME,

fEegiz=n:

« DescribeApps

o ¥MEAZ: CustomerldList
» DescribeAssets

o ¥MEAZ: CustomerldList
» DescribeConfigs

o ¥MEAZ: CustomerldList
» DescribeDarkWebs

o ¥HEAZ: CustomerldList
« DescribeDomains

o ¥MEAZ: CustomerldList
» DescribeEnterprises

o ¥HEAZ: CustomerldList
» DescribeFakeApps

o FMEBAZ: CustomerldList
» DescribeFakeMiniPrograms

o ¥EAZ: CustomerldList
» DescribeFakeWebsites

o ¥MEAZ: CustomerldList
« DescribeFakeWechatOfficials

o ¥mEBAZ: CustomerldList
« DescribeHttps

o ¥HEAZ: CustomerldList

IRIFRE: BR=ItE (It ) BRSEATF 885 $#209%


https://cloud.tencent.com/document/api/1755/120298
https://cloud.tencent.com/document/api/1755/120320#DisplayDarkWeb
https://cloud.tencent.com/document/api/1755/120311
https://cloud.tencent.com/document/api/1755/120310
https://cloud.tencent.com/document/api/1755/120298
https://cloud.tencent.com/document/api/1755/120297
https://cloud.tencent.com/document/api/1755/120309
https://cloud.tencent.com/document/api/1755/120308
https://cloud.tencent.com/document/api/1755/121355
https://cloud.tencent.com/document/api/1755/121354
https://cloud.tencent.com/document/api/1755/121353
https://cloud.tencent.com/document/api/1755/121352
https://cloud.tencent.com/document/api/1755/120307
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« DescribeLeakageCodes

o ¥HEAZ: CustomerldList
« DescribeLeakageDatas

o ¥EAZ: CustomerldList
« DescribeLeakageEmails

o #MEAZ: CustomerldList
« DescribeManages

o ¥MEBAZ: CustomerldList
« DescribeNetDisks

o FMEBAZ: CustomerldList
» DescribePorts

o ¥EAZ: CustomerldList
» DescribeSensitivelnfos

o ¥HEAZ: CustomerldList
« DescribeSubDomains

o ¥EAZ: CustomerldList
« DescribeSuspiciousAssets

o ¥HEAZ: CustomerldList
« DescribeVuls

o ¥MEAZ: CustomerldList
» DescribeWeakPasswords

o ¥HEAZ: CustomerldList
» DescribeWechatApplets

o ¥EAZ: CustomerldList
» DescribeWechatOfficialAccounts

o ¥HEAZ: CustomerldList
« ModifyLabel

o FEAE: CustomerldList, Ids

o {EMAE: Id, Customerld

B 5X&®

ZTAtiE: 2025-07-25 01:15:53

KXEHBEETIUTAR:
MEDHRINME,
FhigEO:

« ModifyLabel

B4 XER®

KftiE: 2025-07-16 01:29:54

FREGEETUTHE:
MECHRINE,
#higEO:

« DescribeFakeApps
» DescribeFakeMiniPrograms
« DescribeFakeWebsites

IRIFRE: BR=ItE (It ) BRSEATF 586 $£209%


https://cloud.tencent.com/document/api/1755/121294
https://cloud.tencent.com/document/api/1755/121293
https://cloud.tencent.com/document/api/1755/121292
https://cloud.tencent.com/document/api/1755/120305
https://cloud.tencent.com/document/api/1755/120295
https://cloud.tencent.com/document/api/1755/120304
https://cloud.tencent.com/document/api/1755/120294
https://cloud.tencent.com/document/api/1755/120303
https://cloud.tencent.com/document/api/1755/120302
https://cloud.tencent.com/document/api/1755/120293
https://cloud.tencent.com/document/api/1755/120292
https://cloud.tencent.com/document/api/1755/120301
https://cloud.tencent.com/document/api/1755/120300
https://cloud.tencent.com/document/api/1755/121748
https://cloud.tencent.com/document/api/1755/121748
https://cloud.tencent.com/document/api/1755/121355
https://cloud.tencent.com/document/api/1755/121354
https://cloud.tencent.com/document/api/1755/121353

® H% \_L:HE REmEERS

» DescribeFakeWechatOfficials

B ERES:

« DisplayFakeApp
 DisplayFakeMiniProgram
« DisplayFakeWebsite

« DisplayFakeWechatOfficial

B3I XE®

£7HE: 2025-07-15 01:29:15
FREHEETUTRE:

BB A,

sFEEn:

« DescribeLeakageCodes
« DescribelLeakageDatas
« DescribeLeakageEmails

FIBEIRE:

« DisplayLeakageCode
« DisplayLeakageData
« DisplayLeakageEmail

B2XE®

&ZmidiE: 2025-07-14 01:17:48
RXEHBEETIUTAR:
MECERNHE,

(EEEiREa:

 DisplayWeakPassword
o FiZmE&R: Status, LastCheckTime

B1X&®

AZfAtiE: 2025-06-27 11:47:34
AREHEBETUTHE:
HMESENE.

igsEn:

e CreateCustomer

» CreateJobRecord

« DescribeApps

+ DescribeAssets

« DescribeConfigs

» DescribeCustomers
» DescribeDarkWebs

IRIFRE: BR=ItE (It ) BRSEATF 87 H209%


https://cloud.tencent.com/document/api/1755/121352
https://cloud.tencent.com/document/api/1755/120320#DisplayFakeApp
https://cloud.tencent.com/document/api/1755/120320#DisplayFakeMiniProgram
https://cloud.tencent.com/document/api/1755/120320#DisplayFakeWebsite
https://cloud.tencent.com/document/api/1755/120320#DisplayFakeWechatOfficial
https://cloud.tencent.com/document/api/1755/121294
https://cloud.tencent.com/document/api/1755/121293
https://cloud.tencent.com/document/api/1755/121292
https://cloud.tencent.com/document/api/1755/120320#DisplayLeakageCode
https://cloud.tencent.com/document/api/1755/120320#DisplayLeakageData
https://cloud.tencent.com/document/api/1755/120320#DisplayLeakageEmail
https://cloud.tencent.com/document/api/1755/120320#DisplayWeakPassword
https://cloud.tencent.com/document/api/1755/120315
https://cloud.tencent.com/document/api/1755/120319
https://cloud.tencent.com/document/api/1755/120311
https://cloud.tencent.com/document/api/1755/120310
https://cloud.tencent.com/document/api/1755/120298
https://cloud.tencent.com/document/api/1755/120314
https://cloud.tencent.com/document/api/1755/120297

O BAT

REMSIERS

» DescribeDomains

« DescribeEnterprises

« DescribeGithubs

« DescribeHttps

» DescribeJobRecordDetails
» DescribeJobRecords

« DescribeManages

» DescribeNetDisks

« DescribePorts

« DescribeSensitivelnfos

» DescribeSubDomains

« DescribeSuspiciousAssets
» DescribeVuls

» DescribeWeakPasswords
« DescribeWechatApplets

+ DescribeWechatOfficialAccounts

« ModifyCustomer
« StopJobRecord

B ERE:

e Customer

» DisplayApp

« DisplayAsset

« DisplayConfig

« DisplayDarkWeb

» DisplayDomain

« DisplayEnterprise

« DisplayGithub

« DisplayHttp

- DisplayJobRecord

« DisplayJobRecordDetail
« DisplayManage

« DisplayNetDisk

« DisplayPort

« DisplaySensitivelnfo

« DisplaySubDomain
 DisplaySuspiciousAsset
 DisplayToolCommon
« DisplayVul

« DisplayWeakPassword
« DisplayWechatApplet

« DisplayWechatOfficialAccount

« Filter
 ldndValue
« JobRecordProgress

IRIFRE: BR=ItE (Ib5R) BRSEAR

558 £209m,


https://cloud.tencent.com/document/api/1755/120309
https://cloud.tencent.com/document/api/1755/120308
https://cloud.tencent.com/document/api/1755/120296
https://cloud.tencent.com/document/api/1755/120307
https://cloud.tencent.com/document/api/1755/120306
https://cloud.tencent.com/document/api/1755/120318
https://cloud.tencent.com/document/api/1755/120305
https://cloud.tencent.com/document/api/1755/120295
https://cloud.tencent.com/document/api/1755/120304
https://cloud.tencent.com/document/api/1755/120294
https://cloud.tencent.com/document/api/1755/120303
https://cloud.tencent.com/document/api/1755/120302
https://cloud.tencent.com/document/api/1755/120293
https://cloud.tencent.com/document/api/1755/120292
https://cloud.tencent.com/document/api/1755/120301
https://cloud.tencent.com/document/api/1755/120300
https://cloud.tencent.com/document/api/1755/120313
https://cloud.tencent.com/document/api/1755/120317
https://cloud.tencent.com/document/api/1755/120320#Customer
https://cloud.tencent.com/document/api/1755/120320#DisplayApp
https://cloud.tencent.com/document/api/1755/120320#DisplayAsset
https://cloud.tencent.com/document/api/1755/120320#DisplayConfig
https://cloud.tencent.com/document/api/1755/120320#DisplayDarkWeb
https://cloud.tencent.com/document/api/1755/120320#DisplayDomain
https://cloud.tencent.com/document/api/1755/120320#DisplayEnterprise
https://cloud.tencent.com/document/api/1755/120320#DisplayGithub
https://cloud.tencent.com/document/api/1755/120320#DisplayHttp
https://cloud.tencent.com/document/api/1755/120320#DisplayJobRecord
https://cloud.tencent.com/document/api/1755/120320#DisplayJobRecordDetail
https://cloud.tencent.com/document/api/1755/120320#DisplayManage
https://cloud.tencent.com/document/api/1755/120320#DisplayNetDisk
https://cloud.tencent.com/document/api/1755/120320#DisplayPort
https://cloud.tencent.com/document/api/1755/120320#DisplaySensitiveInfo
https://cloud.tencent.com/document/api/1755/120320#DisplaySubDomain
https://cloud.tencent.com/document/api/1755/120320#DisplaySuspiciousAsset
https://cloud.tencent.com/document/api/1755/120320#DisplayToolCommon
https://cloud.tencent.com/document/api/1755/120320#DisplayVul
https://cloud.tencent.com/document/api/1755/120320#DisplayWeakPassword
https://cloud.tencent.com/document/api/1755/120320#DisplayWechatApplet
https://cloud.tencent.com/document/api/1755/120320#DisplayWechatOfficialAccount
https://cloud.tencent.com/document/api/1755/120320#Filter
https://cloud.tencent.com/document/api/1755/120320#IdndValue
https://cloud.tencent.com/document/api/1755/120320#JobRecordProgress
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@ E% \_L:HE REmEERS

API H#EES

RIEEFATE: 2025-07-25 01:16:05

IRIFRE: BR=ItE (Ib5R) BRSEAR

wrEskEn
EOSH EOThEE SRERIRE (IX/ED)
DescribeEnterprises BEWSIEIE 20
DescribeDomains BEEEEEE 20
DescribeSubDomains BEEFERE 20
DescribeHttps BEhttp#iE 20
DescribeAssets BEENE” 20
DescribePorts EfiROE 20
DescribeSuspiciousAssets BEYTFEFT 20
DescribeApps BEBIRAT 20
DescribeFakeApps HifHEAPP 20
DescribeFakeMiniPrograms #iHEMER 20
DescribeFakeWebsites B ERiL 20
DescribeFakeWechatOfficials BREARS 20
DescribeManages BERSHIR 20
DescribeWechatApplets BEREIMEFHIE 20
DescribeWechatOfficialAccounts BEMEARSHIE 20
DescribeJobRecordDetails BEEHIIFE 20
ModifyLabel (Eehnss 20

REgHEXEN
EOS #Ohae SRERIRE (OX/FD)
DescribeLeakageCodes FRERCRD R AR 20
DescribeLeakageDatas IRERE It B 20
DescribeLeakageEmails SRENHBFE R 2R 20
DescribeConfigs BEEREREE 20
DescribeDarkWebs BERME 20
DescribeGithubs BEEGithubittEiE 20
DescribeNetDisks BEEM &t TENE 20
DescribeSensitivelnfos BEEHREREIE 20

£10 H209;m


https://cloud.tencent.com/document/api/1755/120308
https://cloud.tencent.com/document/api/1755/120309
https://cloud.tencent.com/document/api/1755/120303
https://cloud.tencent.com/document/api/1755/120307
https://cloud.tencent.com/document/api/1755/120310
https://cloud.tencent.com/document/api/1755/120304
https://cloud.tencent.com/document/api/1755/120302
https://cloud.tencent.com/document/api/1755/120311
https://cloud.tencent.com/document/api/1755/121355
https://cloud.tencent.com/document/api/1755/121354
https://cloud.tencent.com/document/api/1755/121353
https://cloud.tencent.com/document/api/1755/121352
https://cloud.tencent.com/document/api/1755/120305
https://cloud.tencent.com/document/api/1755/120301
https://cloud.tencent.com/document/api/1755/120300
https://cloud.tencent.com/document/api/1755/120306
https://cloud.tencent.com/document/api/1755/121748
https://cloud.tencent.com/document/api/1755/121294
https://cloud.tencent.com/document/api/1755/121293
https://cloud.tencent.com/document/api/1755/121292
https://cloud.tencent.com/document/api/1755/120298
https://cloud.tencent.com/document/api/1755/120297
https://cloud.tencent.com/document/api/1755/120296
https://cloud.tencent.com/document/api/1755/120295
https://cloud.tencent.com/document/api/1755/120294

@ HE \,EHE REmEERS

EOSR #Ohae SAERPRH (RS )
DescribeVuls EERRSIE 20
DescribeWeakPasswords BEEHEOSHIE 20
IV EEREXED
#OZM #Ohag SRERIRE (IR/ED)
CreateCustomer fell e\l 20
ModifyCustomer iR 20
DescribeCustomers BERWFIE 20
(ESSEEEXED
EOSH EOhae SAERPRH (RIS )
CreateJobRecord SRS 20
StopJobRecord (ELEIE 20
DescribeJobRecords BEESIETERIIER 20
A EE:

PAESSHRYEOSTRIRFIME D ppT + BAMIE + FWS , BXIRRESHIPSE: AP| STEIRHIHA

IRIRERE: BR=ITE (1bF) BRSEAE 11 #2095,


https://cloud.tencent.com/document/api/1755/120293
https://cloud.tencent.com/document/api/1755/120292
https://cloud.tencent.com/document/api/1755/120315
https://cloud.tencent.com/document/api/1755/120313
https://cloud.tencent.com/document/api/1755/120314
https://cloud.tencent.com/document/api/1755/120319
https://cloud.tencent.com/document/api/1755/120317
https://cloud.tencent.com/document/api/1755/120318
https://cloud.tencent.com/document/product/1278/109059
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AR
5 K5

RIEEFHTE: 2025-06-27 11:47:53

1. BRSsitht

AP| ZisshiEbIsIEN , ArERaEtEENE&H ctem.tencentcloudapi.com , tB3ziSfsEEE&SE, FlENr-MibiESaE&HR ctem.ap-
guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBARZEONZSPIRRECE, SEMBFERENENREIENIRSE . FIINEr MERER, SEREREIT MY
BR$328, WMEMIEE ctem.ap—guangzhou.tencentcloudapi.com £—&#9,

R NRESRALS, BUEETRRE .

HR: HERE AP AR, HA AR REEEROCRROIESAN . ™ RSHSNRIRRERRRS R/ ARSECUSPER, BOSTISHbIEE
EROMEMASNPER.

BRISZiSREESIRA:
PN 4 tg=
IR (9, RFIESRK ) ctem.tencentcloudapi.com
SERgHEX () ctem.ap—guangzhou.tencentcloudapi.com
SRR (L) ctem.ap-shanghai.tencentcloudapi.com
R (BR) ctem.ap—-nanjing.tencentcloudapi.com
bt (db:) ctem.ap—beijing.tencentcloudapi.com
PRt ( A& ) ctem.ap—chengdu.tencentcloudapi.com
ARt (&K ) ctem.ap—chongging.tencentcloudapi.com
BEEHX (FEEE) ctem.ap—-hongkong.tencentcloudapi.com
WAZr (#h0i) ctem.ap-singapore.tencentcloudapi.com
WAZr (HEMNiX) ctem.ap-jakarta.tencentcloudapi.com
TWA%Fm (28) ctem.ap-bangkok.tencentcloudapi.com
WAFIL (BR) ctem.ap-seoul.tencentcloudapi.com
AT (R&R) ctem.ap-tokyo.tencentcloudapi.com
EEFRE (HHRLE) ctem.na-ashburn.tencentcloudapi.com
EEES (D) ctem.na-siliconvalley.tencentcloudapi.com
BEERX (EFT) ctem.sa-saopaulo.tencentcloudapi.com
ERifiitX (iZ=54E) ctem.eu-frankfurt.tencentcloudapi.com

R BFSRENFSRREREFAEEN, BlihaSXES (A#28 Region ARt ) , BERAREEFSMXIMRES, BiF
#1 Region RUMBEERIT—H .

IRIFRE: BR=ItE (It ) BRSEATF 12 #209%


https://cloud.tencent.com/document/product/304/2766
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SRR SRXEZ
HRiX (LigER) ctem.ap—shanghai—fsi.tencentcloudapi.com
X (RYISR) ctem.ap-shenzhen-fsi.tencentcloudapi.com
2. iEEhY
Bz APl BIFREEOLEE HTTPS #TE(S, BHSRSMNEEEE,
3. ERG*
T HTTP &RGx:

« POST (%)
« GET

POST iK% #549 Content-Type 2

« application/json (%) , ¥ AFEAERFIE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #/H{EREZTSZ v1 (HmacSHA1 8k HmacSHA256) .
« multipart/form—-data ({X&B53#E0O%R) , YRIEAFEZAE v3 (TC3-HMAC-SHA256) .

GET iERIIEREA/NARBEBI32KB, POST 5K ERAERRZE v1 (HmacSHA1. HmacSHA256 ) BIRSi#BIZ1MB, POST iEXRERAEER
i%Z v3 (TC3-HMAC-SHA256 ) i#z#10MB,

4. FIRIG

¥IEA uTr-8 4R,

IRIRERE: BR=ITE (1bF) BRSEAE 13 #209%



® EE \.EHE REmEERS

)\

AN =30

RIEEFATE: 2025-06-27 11:47:54

W

AHSHEAFRRAFNZEOZIMSY, WSS, ESMEORRAIEPTIBNXESHHTIRE, BEXEROTERETXLSY, FHEER
BEIER,

AHSHNREABT2ESERNES T ERFTFRAMEMRER

(EAERGE v3 ARS8

BEHE V3 (BRBEIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, TFEXNERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 22751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBFER—ME HTTP Header igRLEH, WNTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EASEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&ksk: X-TC-Region, iiFS#, ARIFKIFEREM M MELOEIE. ESSEOXES
Region String - BMASHEDXTAHSH Region BURA, FE: BEEEOFAEEMSRIZE2Y, BOMXERESXTISE
HEA, EEREEEZSHEFAESER.

HTTP ig&ksk: X-TC-Timestamp. =l UNIX B3iE&, =lcRA&IE AP iERRIESE, 5140
1529223702, #E&: MRSHESHREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BIRA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Hlan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frEREIRIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFmE, BENIEZE
%, ffian, %3 cvm.tencentcloudapi.com EFEFREZE cvm. A=REUEA ctem;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMSR, content-type 1 host Jau4i%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLZIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MR =R S E6FIRPIEIT1, BOSEIRENREE Offset=0, REEE Limit=10, WEGEREMEZEIEKR URL. 15

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF 14 #209;|


https://cloud.tencent.com/document/api/1755/120325
https://cloud.tencent.com/document/api/1755/120325
https://cloud.tencent.com/document/product/1312

REmEERS

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEHIRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--
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EASEEGE vI RS

ERAEEEE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , AHSHBESR—MEIEKRER, TENRIFERY

SHEMH ESid] Wik R
Acti Stri o BREMIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIiREE. FlAN=IRSSEEH
ction rng = &EifscfisUFEO, BUEHN Describelnstances.
k2%, FARIMRBEIRERA IR, EOESHtEESEROXXEPRASHEAHES
Region String - # Region BiRAR, FE: RUEOFRABEERZESY, EBOXEhESILSERE, RS
BiZzeHthFaER.
. o A0 UNIX BSiaE, aicR&RE APl iERAETE, $la011529223702, MMESZFiRtEEET
Timestamp Integer = Lol
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Strin = # =APIZH LERBERRRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ing = SecretKey FR&ERIEKRES Signature,
. . o BRESR, ARIEWRIERNSEYE, FSERAPIRBEXFRYMASHITESE. BERTERZESR
Signature String = TR
. . o 1RMERY API RORRAS . BUESEEOMEPRANSATSE Version IR, HIANZ=IRSSEEAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, Baixid HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'gnatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA RIFEE.
B) 22 EIFRSE PR RIIGRTRSEIEHREY Token, {#AREEIS Secretld #1 SecretKey i
Token String & EFEIRAIGITRZLEIEPR TmpSecretld 1 TmpSecretKey. ERAKEIZBRAEERELL
Token FE&,
. BEEORENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESIA MR RRSH[LGITIR, HIEREGRIRIER URL., ERLER. BERIFTEIT:
HTTP GET i&R&THI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbeec224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRHE):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

Dx*xkkhkhkhkhkhkrkrkrhkxhkrhrhkxhkhkxx
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ERBiEVv3
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RIEEFASE: 2025-06-27 11:47:54

MTXiERET E&85% v3 NEREE, ENESKEACHABRRAMAERET AP HAEH. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bil=a<fTIR (TCCLI) SARETIR, NIZWEIMT AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOE SN EMIIE

Bz APl 2XBMERHITESHINE, ARFEERAREEI, SFENSEMERH#TES (Signature) , BNMERBTEELAHSHPIEE
BZERBERFIUEENHAMMENRZER,

A LBBTES
ERBIUTHRBERIFER:

1. BIEBRENSH
ESWMRERZHFEERHBHPIALEN . BESHEHE = AP| % TERNEHHEXER.

2. RiPfEmP AR
ATHILEREEMEEPREN, Bz APl SERBERSEKRITEIERIEEE, HSERNIEFENSERENERI—BS, KEFBEA=
API BRS38: . IRSBHBRLEAWEIERSHARFHIRETEIRSE, HIRIESRPOEEE. MREREEY, SSHRFEET—H, Bz AP
BEERKXIER,

#E&HiE v3 (TC3-HMAC-SHA256) IRt LBE T LARIMERSE v, MEEZRE, SIFEKRMIER, X5 JSON 8=, POST iERZHES
HEMZ=F5HE, U —ERA, BEERZESHETEES,

BURIERL, ZBINGER API Explorer Rl “SZ5RER” 8L, EEEFRAS “API13.0 £8 v3” , AILANERERIIEHTINE, thoTEEER
SDK X5, #FERBNT AP| BBER 8 MERMREIZIES SDK, ELHRTEBMEKRIRE, HWEHRIE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

RiERSFIE

AXERNREFIEARER, FPQE Secretld #l SecretKey. B1MAFPRSILUBERIER.

- Secretld: BF#5iR APl {ARERS, WAERELHARE,
+ SecretKey: FBTFIIE API ARENSS, TLARRSELHED,
- APAATERERSRE, BRLE, EURERMTRE. NCHRE, WIARMERSKIE.

RIEREFIENEFSENT:

1. ER BN=EEBPOEHS -
2. BitE =APIEH AYEHIATRE,
3. £ =APIEH WHE, B [ #HE%H | tlE—E8,

ERRA v3 ERTE

= API 2#5 GET #l POST K. MFGETHX, R%HF content-Type: application/x-www-form-urlencoded Y&, WFPOSTH

%, BBEISZ$F content-Type: application/json BAR Content-Type: multipart/form-data PRFPIMYIERS, json BREASEEOYS
£, multipart SSXRBFEEOSE, WEHZEOTEEER json SRXER, SERMAWSIEONERE. #FER POST 5K, ENMmENERHF

ZER, (B GET iEkR%#F 32 KB LARRIERE

TEUSRSHEOT MXEFFIREAGTF, SEBENMEERNITETE. RiNEFZEO2EN:
1. ZRSHJEOACTHE, &EORER;
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https://console.cloud.tencent.com/capi
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2. ZEARRIEN, FENENERRIRE;
3. EOESSHHAER S, AINETESIREERISAMEER.

FEfIR, FeatsyEERONSY, RIEEEFESZLENER. ELMRABKEON, BRIEIFERE, SMEONSHEHFER, FE2EY
EAMBIFRISHANE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIFEERIEMSE, §I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%UE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ok ok kR ok ok k kR ok k ok ok k ok k ok ok ko kxk kxR

FEREEMMRARSFSH “Kad” HENRS, RRE—REE. WisKTEERH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Authorization: TC3 AC-S 6 cedential=AKID* * * * * % % % %

. 1551113065"
n: 2017-03-12" \
X-TC-Region: ap—guangzhou" \

-d '"{"Limit": 1, "Filters": [{"Values":

TEHFAREEZITELEE.

1. BHEHNIEER SR
BRI ARBERBHENBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREMH fERE
HTTPRequestMethod HTTP i&k%5i% (GET. POST ) . IRBIEMES POST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

&2 HTTP i5k URL FRIEIGFHE, WF POST idK, BEAZFHE"", MF GET idR, Wi URL #
@Bs (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString EZ2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, HEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ZRLEMER, ELES host #l content-type B LEE, EAINMARMAHSSEZLUREESIER
AR, WRGIERIMEI T EO&LER.
HHERm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHE;
2. 24 LEB, 1%8RLED key (/NB) BY ASCI ASE#{THHE,
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FEREMN 53

LERBITEEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

iFE: content-type %RAISEIFRERIBHS, BLFEIZIESNEEREREERSEMFM charset &, W
REBHPNEENF—H, RSBSRESZRKIEEK .

S5EZLINER, HIBLRIEREMLLESS5TES, #l CanonicalHeaders B &HILARBRE—3I
RifY. content-type #l host J9:4i%ELER,
BHE:
SignedHeaders 1. &8 key Hi—HHI\E;
2. 2MkEB key (NB) REB ASCIH FEi#iTHHE, HEUSE (;) £R.

It R= 5 content-type;host;x-tc—action

IBRKIEX (payload, Bl body, MRfIJ ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIGHEE, HEHBH
HashedRequestPayload  Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&RIEX SHA256 8
%, RETRHERE, RERERERENSFE, WF GET 5K, RequestPayload BEIEAZEZEFFH, It
TETEEERR 35¢9c5b0e3ae67532d3c9f17€ad6c90222632e5b1ff7f6e89887£1398934£064,

HRIELA LRI, REIFPSEIRNEERBNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. PHERFSEFE
BT SRS ERF R

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM fER
Algorithm F2HZ, BAIEREH TC3-HMAC-SHA256,

iERATEEE, BIERLIHINTESE X-TC-Timestamp BUE, EXZFIEE UNIX BIiEE, BRI, R

RequestTimestamp fBIE{ES 1551113065,

EIEBE, 8=V Date/service/tc3_request, 85 HHEA. FRiERAIRSNEILZFH
(tc3_request) . Date J3 UTC {RERSEINAN, REBEMAHSE X-TC-Timestamp EERY
UTC iREREIARE—3; service A RS, YRSEBNFREZ—H. IRFTEERERE 2019-02-
25/cvm/tc3_request,

CredentialScope
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FEREMN R

BIRASRHHEFRSHUEIERBAREE, HEMHRBRR
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). ltRFlitEHERZE
7019a55be8395899b900£b5564e4200d984910£34794a27cb3fb7d10ff6ales4,

i
@

1. Date %ZAMESEEE X-TC-Timestamp i+t&EEE, BIfX) UTC+0, MRMARZFHRER, FINF/I\K, SSEAXME LERA
FTh, (ERERINARAMELY. FigitiEEEd 1551113065, #F/\RAIETER 2019-02-26 00:44:25, {BEitH 5518 Date BY
UTC+0 a9RHIRZJ 2019-02-25, A= 2019-02-26,

2. Timestamp #RRSHFIRZANE, BFERERANDFIRERDIRESHN, NRESESHSHNLERY . WRKIEFFREERE
&, URET—RIERE, EREY, BREZERIHHER.

RIELA LRI, REIPEEINFERFFRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request
7019a55be83958990b900£fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. itASS
1) HEIREZZEA, BRBNT:

SecretKey = L I R I

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IRELAIZESA SecretDate . SecretService ¥l SecretSigning BTHHIRIEIE, TEEEARTITNZER, BEEN+HEZHFRITEIAEE
23373: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

imEE, FRNRKEES, HVAC ERSHPSHIRFTER—, BUERERE. WEHhRBHBESH key £/, HESH data 5. BEF
EFERYSREETHFIERNELEE, alsSR I TERFIHEHIERAREIE, b ERRRTEHIEN .

FREM R

SecretKey JERART Secretiey, B « stk iahkon kot donkon i kon ks dox sk
Date BD Credential HfY Date FERIEE . MRHIEUEN 2019-02-25,
Service Bl Credential HifY Service FERIEE . WRFIBUES cvm,

2) iHEES, (ARBEIT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))
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BRBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o
4. 1% Authorization

BTN HHE Authorization:

Authorization

Algorithm + ' +

'Credential="' + SecretId + '/' + CredentialScope + ', ' +

]

'SignedHeaders="' + SignedHeaders + ', ' +

'Signature=' + Signature

FRER R
Algorithm BEHiE, BEIEN TC3-HMAC-SHA256,
Secretld ggﬁxﬁ:‘:ﬂg Secreﬂd, BI AR T D * o & o ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK K Kk

CredentialScope REX, EEEE. WRGITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders BEX, 25FZRILEMER . WRHFIBUEN content-type;host;x-tc-action,
Signature FBRHE, WREITEERR 1001a37a7301a02cal9%a647ad722d5e43b4b3cf£309d421d85b46093f6ab6cdfo

RIELA LRI, REIFPSEIRED:

TC3-HMAC-SHA256 Credential=AKID******kxkkkkkkkkkkrkkkkkkxkxkx*x*x/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301lal02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cdf

RESBIFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkkkkkkkkkkkkxkkkkkkkxk*kx*x/2(019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6abbc4f

Content-Type: application/Jjson; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

ERRIXEH HTTP k8 (Header ) FliER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEREESF—HER, Tl
{IENSCERERAR, MEMBEFHAXILHIE,
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o33

EEiREA API 3.0 BY, #E(EARENMEILZ SDK 3.0 , SDK #RTESBMIERE, ARNAXEFRIGHHEMEORT . #FHAEESR SDK
o HAISFFHIRIZEIESA:

« Python
- Java

« PHP

« Go

¢ NodeJdS
« .NET

o C++

« Ruby

TEERET FRFRIEMES demo, EALMEEIMMNFREEEZIER:

« Signature Demo

ATERRMFERERLE, THRMUZRREEES A6, BLRNER IR, BEROES . ARNROMSHNEELSI LIRSS ENE, K
BRABEEILE, HATESERY, LFFRIEREMERE SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

[
1

= StandardCharsets.UTF_S8;
= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/js

[] hmac256 (! [ key, String msg) throws Exception {
Mac.getInstance ("Hr
= new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;

turn mac.doFinal (msg.getBytes (UTF8)) ;

String (St g s) throws Exception {

ssageDigest = MessageDigest.getInstance ("SHA

vte[] d = md.digest (s.getBytes (UTF8)) ;
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https://github.com/TencentCloud/tencentcloud-sdk-java
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REmEERS

Exception {

ap—guangzhou";
"DescribelInstances";

= <201

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-t application/json; cha t=utf-8\n"
+ "host:" + host + "\n" “c—action:" + action.toLowerCase() + "\n";
String
String { 3 1 \ : [{\"Values\": \u672a\\u547d\\u540d\"], \"Name\": \"instan

= sha256Hex (payload) ;

w\ A"

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n

\

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_r
= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 ( ("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning hmac256 (secretService, "tc3_reqg
= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase();

out.println (signature) ;

= algorithm + " " C wtial=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", + "Signature=" + signature;

System.out.println (authorization) ;
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TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Tir amp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);

StringBuilder = new () ;

sb.append ("curl -X POST https://") .append (host)

.append (" -H \"Authorization: ") .append(authorization) .append ("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")
.append (" -H \"Host: ") .append(host) .append ("\"")

.append (" -H \"X-TC-Action: ") .append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" -H \"X-TC "sion: ") .append(version) .append ("\"")

"

.append (" -H \"X-TC-Region: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println (sb.toString()) ;

t

ort hashlib, hmac, json, os, sys, time

n datetime import datetime

secret_id = os.environ.get ("TENCENTCLOU SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service

host

endpoint = "https://" + host
region = "ap-guangzhou"
action "DescribeInstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHI

timestamp = 1551113

nox

date = datetime.utcfromtimestamp (timestamp) .strftime (

params = {"Limit": 1, "Filters": [{"Values": [u"Kdp s \ 3 instance-name"}]}
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http_request_method = "POST"
canonical_uri =
canonical_gquerystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps (params)

canonical_headers = ent-type: \D .3 action:$% (ct, host, action.lower())
signed_headers =

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

(key, msg):
return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)
secret_signing = sign(secret_service, "t lest")
signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

n/n

+ secret_id + + credential_scope + ", " +

+ signed_headers + ", " +
"Signature=" + signature)

print (authorization)

X POST ' + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=ut
"Host: ' + host + '"'

' RN}

"X-TC—-Action: + action +
"X-TC-Timestamp: ' + str(timestamp) + '"'

"X-TC-Version: ' + version + '"'
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+ region +

+ payload + "'")

"crypto/hmac"
"crypto/sha256"
"

encoding/hex"

"Emt "

(s stri
sha256.5um256 ([lbyte(s))

n hex.EncodeToString(b[:])

s, key string)
hashed := hmac.New(sha256.New, []}
hashed.Write ([]byte(s))

return string (hashed.Sum(nil)

secretId := os.Getenv ("TENC b SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
host : cvm.tencentcloudapi.com"

algorithm : "TC3-1

service : cvm"

version : 2017-03-1~

action := "Describeln

n

region ap—guangzhou"

var timestamp inté6

httpRequestMethod :=

canonicalURI := "/"

canonicalQueryString :=

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n"

"application/ on; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;ho action"
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payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}"
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%s\n%s\n%s\n%s\n%s

httpRequestMethod,

canonicalURI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")

credentialScope := fmt.Sprintf("%$s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt .Println (signature)

authorization := fmt.Sprintf ("%s Creden /%s, SignedHeaders=%s,
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" curl -X POST
H "Authorization: %s"\

=utf-8"\

", host, authorization, host, action, timestamp, version, region, payload)
fmt .Println (curl)
}

IRIFRE: BRzITE (165 ) BRSEAS 528 #209m;




REmEERS

getenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;
m.tencentcloudapi.com";
"cvm";
"2017-03
= "DescribelInstanc
—n

ap—guangzhou";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
4

tion:".strtolower ( ),

= implode (";", [
"content-type",

"host",

{"Limit": ilters": [{"Valt : ["\u672a\u547d\u540d"], "Name":

)

7

.PHP_EOL;

= gmdate ("Y-m-d",

n/n
-/

= hash ("SHA256",

"\

\n"

.PHP_EOL;

IRIFRE: BRzITE (165 ) BRSEAS 5529 #209m;




REmEERS

= hash_hmac (" SHA
hash_hmac ("SH
hash_hmac ("S

= hash_hmac ("SHA256",

.PHP_EOL;

"Authorization:

.PHP_EOL;

'openssl'

secret_id = ENV["T 'NTC .CRET_ID"]

secret_key = ENV["TENC )_ SECRET_KEY"]

service

host

endpoint

region =

action 'Describelnstances’
version = '2017

v

algorithm

timestamp
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date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method

canonical_uri = '"/'

canonical_querystring

canonical_headers = "conter —yPe plication/json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

er\n"

signed_headers = 'content-ty

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": instance—-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_qguerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service + '/' +
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, tc3_request')

signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{ ret_1id}/#{credential_c e} € ~aders=#{signec
Signature=#{signatu

puts authorization

puts 'curl -X POS + endpoint \
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"Authori + authorization +
"Content-Type: application/json; char
"Host: ' 4+ host + '""' \

' + action + """ \
!

"X-TC-Timestamp: + timestamp.to_s + '"' \

' + version + '"' \

"X-TC-Version:

"X-TC-Region: ' + region + '"' \

ooy payload + miw

j System;
g System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder () ;

for (int 1 = 0; i < hashbytes.Length; ++i)

{

builder.Append (hashbytes[i].ToString ("x2")) ;

}

return builder.ToString() ;

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String>

g secretkey, string

string datestr = date.ToString("yyyy-MM-dd") ;
DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
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algorithm =
httpRequestMethod = "POST";
canonicalUri = "/";

j canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; chars

.n \

+ endpoint + "\n"

ion:" + action.ToLower () + "\n";
signedHeaders content-type;host;x-tc-action";
hashedRequestPayload = SHA256Hex (requestPayload) ;

tring canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

canonicalQueryString + "\n

canonicalHeaders + "\n"

signedHeaders + "\n"

hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc3 request";
g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
ng stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.Writeline (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3

byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;

string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope +
"SignedHeaders=" + signedHeaders + ", "

"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);
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headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_S

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC

service =

g endpoint ntcloudapi.com";

region = "ap-guangzhou";

action cribeInstances";

j version

DateTime date = new DateTime (1970, 0, DateTimeKind.Utc) .AddSeconds (

ring requestPayload = "{\"Limit\": \"Values\": [\"\\u672a\\u54

~\"17m

instance-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine (" 3T https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)
Console.WriteLine (kv.Key + ": "

}

Console.WriteLine();

+ kv.Value);

Console.WritelLine (requestPayload) ;
}
}

onst crypto =

ction (message

st hmac = crypto. a256', secret)

urn hmac. (message) . (encoding)

nction

1st hash = crypto. ('sha256")

urn hash. (message) . (encoding)
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amp) {
new (timestamp * 1000)
nst year date. ()
st month = ('0' + (date.
day = ('0'" + date.

}—S{month}-${day}"

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"

service
region ap-guangzhou"

action describelnstances"

version 017-03-12"

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540c , \"Name\": \"instanc

e-name\"}]}"

hashedRequestPayload (payload) ;
httpRequestMethod = "P
canonicalUri = "/"

canonicalQueryString =
canonicalHeaders = "content-type:application/json; charset=utf-8\n"
"

:" + endpoint + "\n

ion:" + action.

signedHeaders = "content-type;host;x-tc-action"

onst canonicalRequest = httpRequestMethod + "\n"

canonicalUri + "\n"

n\ A n

canonicalQueryString + "\n
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload

(canonicalRequest)

onst algorithm = "TC3
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const hashedCanonicalRequest = (canonicalRequest) ;
~onst credentialScope = date + "/" + service + "/"
onst stringToSign = algorithm + "\n" +
timestamp + "\n" +
credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate

= (date, 'TC3' +
kService (service, kDate)

kSigning ('"tc3_request', kService)

signature = (stringToSign, kSigning, 'hex')

(signature)

st authorization = algorithm + " " +

+ "/" + credentialScope + "

’

+ signedHeaders + ", " +
ignature=" + signature
(authorization)
curlcmd = 'curl -X POST ' + "https://"

+ endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"!'

"X-TC-Action: ' + action + '"'

"X-TC-Timestamp: ' + timestamp.

IH=TC= on: ' + version + '"'

"X-TC-Region: ' + region + '"'

T

+ payload + "'"

(curlcmd)

lgorithm>
<cstdlib>
<iostream>
<iomanip>

sstream>

<string>
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string
{
string utcDate;

char buff[20] = {0};

struc sttime;

sttime = *gmtime (&§timestamp) ;

strftime (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

+

string (int64_t n)
{

std::stringstream ss;

ss << n;

ss.str();

string
{
char buf[3];
igned char hash[SHA256_DIGEST_LENGTH] ;
SHA256_CTX sha256;
_Init (&sha256);
_Update (&sha256, str.c_str (), str.size());
256_Final (hash, &sha256);
std::string NewString = "";

0; i < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, si: "$02x", hash[i]);

NewString = NewString + buf;

urn NewString;

string
{
gned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;
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&key[0], key.length(),
ed char* )&input[0],
int len = 32;

Final (h, hash, &len);

0x10100000L

i < len; i++)

ss << hash[i];

len = input.length () ;

string output;
output.reserve (2 * len);

= 0; 1 < len; ++i)

har ¢ = input[i];
ack (lut[c >> 4]);

ick (lut [c & 15]);

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service

string host = "cvm.tencentcloudapi.com
string region "ap-guangzhou";

string action "DescribelInstances";

string version = "2017-03-12";
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_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString =
string lower = action;

ransform(action.begin (), action.end lower.begin(), ::tolower);
string canonicalHeaders = fofe Nt -ty applicati

~:" + host + "\n"

1:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-a
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

ce—-name\"}]}";

string hashedRequestPayload = sha256Hex (payload) ;

AL

string canonicalRequest = httpRequestMethod + "\

n\ A

+ canonicalUri + "\n
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload;

cout << canonicalRequest << endl;

- n

string algorithm "C3—-HMAC—-SH!? &g

string RequestTimestamp nt2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonical
Request;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService = HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc3_r est");

string signature exEncode macSha256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " ‘redential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + Signature=" + signature;

cout << authorization << endl;

n\ A n

string curlcmd = "curl -X POST https://" + host + "\n

\"Authorization: " + authorization + "\"\n"

\"Content-Type: application/json; charset=utf-8\

Host: " + host + "\"\n"
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+ action + "\"\n"
" + RequestTimestamp + "\"\n"
+ version + "\"\n"
"

\"X-TC-Region: " + region + "\"\n"

\

+ payload + Ug

cout << curlcmd << endl;

eturn

<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

enssl/h

7
sttime = *gmtime (&timestamp) ;
woy

strftime (utc, len,

}

{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_TInit (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

printf (buf, sizeof (buf), "%02x", hash[i]);

strcat (result, buf);

HMAC_CTX

#if OPENSSI_}Y {_NUI 0100000L
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HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
= &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX_cleanup (h);

HMAC_CTX_free (h);

i < input_len; ++i)

har ¢ = input[i];
temp[0] = lut[c >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

src[i]; i++)

lower (src[i]);

char* SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;
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SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi
region = "ap-guangzhou";
action
char* version =
1t64_t timestamp =
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

npAQTN .
H

char* http_request_method = "PO
~har* canonical_uri =
char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");

"

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547d\\u540d\"],
nstance-name\"}]}";
char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload);

“har canonical_request[256]

sprintf (canonical_request, 55\ n$s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

printf ("$s\n", canonical_request);

ar* algorithm = "T

request_timestamp[16]
sprintf (request_timestamp,
char credential_scope[64]
strcat (credential_scope, date);
sprintf (credential_scope, "%s/%s, o 1es date, service);
char hashed_canonical_request[100]
sha256_hex (canonical_request, hashed_canonical_request);
“har string_to_sign[256] = {0};
sprintf (string_to_sign, "%$s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

printf ("%$s\n", string_to_sign);
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k_key[64]

f(k_key, $s%s", "TC3", SECRET_KEY) ;

ed char k_date[64] = {0};

igned int output_len = 0;

hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);

ed char k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);

1ar k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3 request", strlen c3_reques k_signing, &output_len);

ed char k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

char signature[128] = {0};
hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[512] = {0};
sprintf (authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s

algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

char curlcmd[10240] = {0};
sprintf (curlcmd, "curl -X POST https://%s\n \

—-H \"Authorization: %s\"\n \

\"Content-Type: application/json; charset=utf-8\"\n \
\ "Hc : %s\"\n \
\"X-TC-Action: %s\"\n \
\"X-TC-Timestamp: %s\"\n \
) AL \

\"X-TC-Version: %$s\"\n \

\"X-TC-Region:

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("$s\n", curlcmd);

Higs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HREM

FEUTESXMAEIRD, BRIELRERLE,

HHixt eSS

AuthFailure.SignatureExpire FERBIZH ., Timestamp SRS S[IEWEERIITEEEFRGESHS .
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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3.7E = API %5 nl, B [ #E= | BIaJLAeIZE—3T Secretld/SecretKey.

R BIMRSRSTLUAET Secretld/SecretKey,

2. EMEEEH

BT RLEIE Secretld #l SecretKey &, MAILIEREZRT . UTRERAEZAE v1 £EREZBEMIE:
{2z FAFHS Secretld 1 SecretKey 512!

. Secreﬂd: AKID***hkkkkkhhkhkhhkkkkkk kA XAk kXXX XXX X

° SecretKey: R I R kI I I

R XBERERG, SIREAFLERRIEN Secretld fll SecretKey H{TEEERIE]
LA=RSSEEFEFIFIZE ( Describelnstances) i&XkA61, HAPABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR % % % % koo % % ko % % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886

IRIRERE: BR=ITE (1bF) BRSEAE 5545 H209;


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

@ HE \_L:HE REmEERS

SHER th3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIARISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORAS 2017-03-12

XERRT TS AHSHMZEORASE, AFUTLMRIESIARZERMEMSE, flil Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHB) AEHF, 5 1) RigsgafTHE, SEERISONET, F25Hk0; 2) & ASCI 3
bRy, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFAR2IREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
i PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERZIHESHARN, A EERGIRRISEETHR, SRINER—HEE.

2.2, HHEERFIER

WL BERIERFFSR,

BB E—SHIFIFRERSEIRERE “SHSM=28E" BHl, 3 Action 28, HESHE#A "Action" , 8%{E# "Describelnstances"
, ELtENETES Action=Describelnstances .

AR “S¥E” HREMIE url KEEHE.

ARBEACENSISHA" & HIZE—E, REEMINEREFHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=ARID**¥** & xkkxkhkhkhkhxkxkxkrkhxsxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHEEERIFIEH

U ERE R B F R
BERENFHFEHRUTNASEEMK:

1. i5K75E: 235 POST #1 GET AU, iXE(EME GET i5XK, FEHEIEXE.

2. iIERENEEZLHIFIER(Describelnstances)iliERkigEZA: cvm.tencentcloudapi.com. ZFREYEREESRBEZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREERN | -

IRIFRE: BR=ItE (It ) BRSEATF 5546 H209:



@ HE \_L:HE REmEERS

4. {ERFHFH: B E—SERMIERER S

BRESCRIHHENMNA: BRFGZE + BEREN HEREE + 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=1ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * k¥ * k& xkkk kX kkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

IS TR RERR
B5E6ERA HMAC-SHA1 HiZd L—S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1THE, BIRARESRENESSH.

BRI, LA PHP iB57961:

$ = -
$secretKey = VK K KKK K K K KK K KR K K R K K R Kk Kk kxR Rk T

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

REEHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHARN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. R RmG
EMNESEHTREREDERSY, BEVHMT URL HE5.

M E—SERREZRH TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EiIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MEAPRERSGER GET, H&Ei\RGEH POST [ Content-Type # application/x—www-form-urlencoded, NI&XiERIIFR
HERSYHEDREN URL {3, SEEN-FSTRERB. IF ASCIl FHE URL HBAIBESL UTF-8 #{THB.

HR: FUEEEENNEESENMESYHT urlencode, EXHIEAT, RMABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥EhSERTRG, WERMA RFC 3986, A %XY MWFHFHPIMLRFHITESLRER, R X7 1 “Y” B+ ##sHE (0-9
MXEFH A-F) , EANSRSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, BRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2iLH

IRIFRE: BR=ItE (It ) BRSEATF 47 H209:


http://tools.ietf.org/html/rfc3986

@ HE \_L:HE REmEERS

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z$E2EE )

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXE-RIZHHEMFEONT, FMERSR% SDK #
0o HEISZHFHIRIEESA:

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMES demo, EATLMKEIMNMIFRESEZER:

» Signature Demo

ATEFRNBERERLE, THEMZRREES 6, B ERNESIREEMIM, BROES . AREGROMNSHNEERSI LIrESEEmE, X
BRIOBEEREE, HFESERM, LRFRBEREREMA SDK .

B&GBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * & * A &k Ak k ko kkdxdkkkkxkdxkxxkxxgSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT RAIPHNZAREEN, HEStEFR2RALRAE, EinRSLE url FEREEFITHEER curl EHSRARARSRESMER: 881
H, ATEF—ANAILUESEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEARIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

-t java.io.UnsupportedEncodingException;

"t java.net.URLEncoder;
java.util.Random;

c java.util.TreeMap;

t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

IRIFRE: BR=ItE (It ) BRSEATF 5848 $209;


https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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= "UTF-8";

String (String s, String key, String method) 1rows Exception {
Mac.getInstance (method) ;
= new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https://cvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring(0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = N <String, Object>();

params.put ("Nonce

params.put ("Times

params. retId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.

params.

params. Region", "ap-guangzhou");

params.

params.

params.put ("InstanceIds.O "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
1))

System.out.println (getUrl (params)) ;

}

}

IRIFRE: BRzITE (165 ) BRSEAS 5849 H209:
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Python

EE: ERE Python 2 FIEHIETT, BEXRIE requests (KEii8: pip install requests o

base64
hashlib

hmac

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
"

query_str = "&".join("%s=%s params[k]) for in sorted(params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if __name_
endpoint =
data = {

'Describelnstances

'Action'

VT c 0) . 1 = —(0) @

09dx9

ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 5550 $209;




REmEERS

"crypto/shal"
"encoding/base64"

" Eme "

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
params :=

"Nonce":

"Timestamp": strconv.Itoa (146
"Region": "ap-guangzhou",
"SecretId": secretId,
"Version": "2017

"Action": "DescribelInstances",
"

InstanceIds.O": ins-09dx96dg

o
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer

WriteString ("GET")
WriteString("cvm.tencentcloudapi.com"
WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")

IRIFRE: BRzITE (165 ) BRSEAS 5551 #209%
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil))
}

= getenv ("TENCENTCLOUD_ “RET_ID") ;

= OUD_SECRET_KEY") ;

["Timestamp"]

["Region"] =

IR etId"]

["Version"] = "2017-03-12
["Action"] = describeInstances";
["InstanceIds.O"] ins-09dx96
["Limit"] =

["Offset"]

.tencentcloudapi.com/?

= baseb64_encode (hash_hmac ("

.PHP_EOL;

IRIFRE: BRzITE (165 ) BRSEAS 5852 #209;
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'openssl'

'baseb64d'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentclot

data = {

'ap—guangzhou',
SecretId' => secret_id,

imestamp' => 1465
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72°'
params = []
data.sort.each do
params <<

na
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

IRIFRE: BRzITE (165 ) BRSEAS £53 #209;
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signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams|[key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce",

IRIFRE: BRzITE (165 ) BRSEAS 5554 $209]
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param.Add (" Time mp RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("¢ retId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

t

oint) {
params['Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

-n "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.

urn strSign;

1ctior (secretKey, strsign){
signMethodMap = {'Hma 1': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 'utf8')). ('base6d')

n
strParam = "";
et keys =

keys. 0

+ params [keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID

IRIFRE: BRzITE (165 ) BRSEAS 8555 H209;
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"

"2017-03-12"

let params = {};

params [’ =
params|['Instancelds.0']
params['Limit"']
params|['Offset']
params [ 'No
params|['Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [«

IRIFRE: BRzITE (165 ) BRSEAS 5556 $209]
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Al =
IR[OIE5R
RIEEFATE: 2025-06-27 11:47:54

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRBIRSIHEELET, M HTTP KEB1955200, FIINRERESAENERBIESZRY, B HTTP AEB2200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSE, RE APILET, WHESERE,

+ Requestld BF—1 APl iERIIE—IRR, MR API BIRE, SILIBR BNk s 1232 T8, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEE/NFES MIEOXEPHEN . 1flFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEIESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEARELUI 2 EREIRY .

+ Code FRREFHIBANEIRE, LiERHERATLSRIEZSRIGEATLERBNLIIROMAYERESIREAE SR N ERMERS R,
¢+ Message BRHTXMERERENERERE, MEUSEKEIUFEMME, WXATRSESERISTENER, APFMKBIXMEEIE,

+ Requestld AF—" APl iEREIME—IRIR, R APl HIRRE, AILAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRD

IRIFRE: BR=ItE (It ) BRSEATF 857 #209;


https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ \.EHE REmEERS

IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.

IRIFRE: BR=IE (16F) BREEAR 5558 #209;
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RIEE#HATE: 2025-06-27 11:47:55

BRI AP 3.0 MIASHAEESHSFINT NSRS :

String: =& &,

o Integer: B&, FRATHFSO64EL ., SDK 3.0 FEAFEIESTIFHEBEMER, BLIFERREESHRAEBREN, B0 colang BY
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, HEAE. flan: 2022-01-01,

« Timestamp: F#F&, HEgL. Fia0: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMLLEL ( International Organization for Standardization, 1SO) &%fIxF HHAFNRTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5ign: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, SELUSEMGERIMGER.

IRIRERE: BR=ITE (1bF) BRSEAE 5559 #209;


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

® H% \_L:HE REmEERS

FFExXiEM
BEEWSISIE

RIEEFATE: 2025-07-31 01:28:06

1. EOR

EOEKRER: ctem.tencentcloudapi.com .
BECWSRITHE

ERMECIERITRIRF: 200%/% .

#E#=(EH API Explorer

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK
A6,

2. MABY

MTERSHIIRFIL T EOBRSEMBIALSY, ZBARSHIIRR AHLiERSH,
SRR Wik bS] ik
Action = String AHsE, AEOBYE: DescribeEnterprises.
Version 2 String ~isy, AEOBRE: 2023-11-28,

N

~HEHSY, FMEOFTTEEERSH.

W

String

iy

Region

EAIDFIER, TZiE

CustomerldList.N FOUE: [1,2]

iy

Array of Integer

IsNew a8 Boolean i{ﬁﬁgfgzﬁe

Customerld & Integer ;L—\;;I;}ED 1

Limit & Integer %ﬁig?\o

Offset & Integer ;E}ggo

EnterpriseUidList.N & Array of String ;ﬁEI:D;u?fesdcdﬂ c6f6ec1e99a2317b2c96060"]
Format = String ﬁ:ﬁ;{gﬂ:ﬁi ison. file, BiA\FiEAjson
CreateAtStart = String gﬁgiﬂ;gﬁ—m—m 00:00:00

CreateAtEnd = String gﬂ:ig:ﬂ;?zf—m—m 00:00:00

UpdateAtStart B String BT iE-FF A

IRIFRE: BR=ItE (It ) BRSEATF ££60 #209™


https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=DescribeEnterprises

@ HE \_L:HE REmEERS

SHEM Wik ESid) ik
=fIE: 2024-01-01 00:00:00

EFfRdiE -4k

AtE a8 i
UpdateAtEnd = String FBUE: 2024-01-0100:00:00
Filters.N & Array of Filter Hifg#A
BA e — J
- EARRTHRBIERERE
Ignored a Boolean =@IE: true
B3~ '_\i 3
IsShowsStatistics & Boolean anTﬁﬁ%ﬁE
THIE: false
3. ey
SYEMW ESidl iR
2
Total Integer P —
List Array of R

DisplayEnterprise

W—iER ID, HRSBIRER, SRERHEE (SEREEMREEKRER ARSI, MWiZRiERK

R tid tri
eques String R£3%/8 Requestld ) » ERIAERESIRZRERE Requestld.

4. =H

N EEFARNIE
BEETARNIE

BT

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeEnterprises

<REERSEH>

{1

BHTe

{

"Response": {
"List": [

{

"Abbreviation": "",

"CreditCode": "",

"DisplayToolCommon":

"CreateAt": "2024-0°

"CustomerId": 10008

IRIFRE: BR=ItE (It ) BRSEATF 5561 #209%


https://cloud.tencent.com/document/api/1755/120320#Filter
https://cloud.tencent.com/document/api/1755/120320#DisplayEnterprise
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"CustomerName" :

"Detail": "",

"EnterpriseName":

"EnterpriseUid": "ca94

"Ignored": false,

"JobId": O,

"JobRecordId":

"JobStageId": O,

"Md5": "ca9476abll6f

"UpdateAt": "2024-05

by

"EnterpriseUid": "ca947 X c 34e011d£198",
"Id": 14593
"Industry": "",
"LegalPerson":

"Name": "aaabb",
"ParentEnterpriseUid": "",
"RegisteredCapital”: ""

"ShareholdingRatio": "",

"Status": "",

"Type": ""

by

{

"Abbreviation":

"CreditCode": "",

"DisplayToolCommon":

"CreateAt": "2024

"CustomerId": 10008

"CustomerName": "5555",

"Detail": "",

"EnterpriseName":

"EnterpriseUid": "80b79ef76c27c7bf675591618e07454b",
"Ignored": false,

"JobId": O,

"JobRecordId":

"JobStageId": O,

"Md5": "80b79ef7

"UpdateAt": "2024-05-31

by

"EnterpriseUid":

80k
"Id": 14592,
wn

’

"Industry":

"LegalPerson":

wn
4

"Name": "as

"ParentEnterpriseUid": "",

"RegisteredCapital": "",

"ShareholdingRatio":

"Statusll: llll’

"Type" . omn
t
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"RequestId":

"Total": 2
}
}

5. AR ERER
BR= API &

BNz APl 6 2ES
E=)

API Inspector

REmEERS

API 324, $5iR3. API Explorer & SDK R FHR—ERTE, HEENE—AOSTORERBNZR MRS API IR

BPEEE AP Inspector BEEEHIGE—SIREXEN AP AARER, HFEHERSIESHRAN API X3, tBaJFiiE API Explorer HTEZR

ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

» Tencent Cloud CLI 3.0

6. $EiRH

KIS T2 AW SSZIRIEXRIEIRIS, EERISER AHLEIR0E,

R
AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter

InvalidParameter

InvalidParameterValue

LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

filiR

CAMEZ/ERUEIR

DryRun ##F, KFRIERBSEMING, RESET DryRun ¥,

BRAFE
PIEREIR
TR iR
SHEIR.
SHEEREIR.

Bid BeERpRE o
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H% \.L:HE REmEERS

LT ik
OperationDenied BREIEE
RegionError ihissEiR
RequestLimitExceeded TEREREGEIE T SREEIRE
ResourcelnUse RiFWEA.
Resourcelnsufficient REFRRE.
ResourceNotFound REAFFE.
ResourceUnavailable REAFATA.
ResourcesSoldOut RREE,
UnauthorizedOperation KRISHURIE,
UnknownParameter RHMSHER,
UnsupportedOperation BERs.

IRIFRE: BR=ItE (It ) BRSEATF ££64 #209m



® H% \_L:HE REmEERS

SEEEHBRIE

RIEEFATE: 2025-07-3101:28:06

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
EEEEHEHIE

ERAZECLERITZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. MA\B¥

UTERSHIIRMNFIE T EOBRSYNBL ARSY, REAHSHIIRRT AHIERSH,
SHER Witk B3] iR
Action = String AHSE, AEOBE: DescribeDomains,
Version = String AHsE, FEOBRE: 2023-11-28,

Region ~HSBY, AMEOXFTEEELSE,

m
(2]
-
=

3

«Q
N

EdID5IE, WSk

CustomerldList.N FEUE: [1,2]

iy

Array of Integer

B8 A< 25 3
- EETHEEIE
IsNew & Boolean =BHE: false
D
Customerld & Integer ;}Jﬁ.ﬁ}g 1
FI.T
Limit 3 Integer ?;1;]1);?\0
?LT
Offset & Integer ?;1;]{‘2*50
N . FAFIDFIE
Ent List.N & A f
nterpriseUidList = rray of String FHIE: ["7286dcdflc6f6ec1e99a2317b2c960e0"]
N - String %;Emﬂj.#git: json. file, BXiIAFIEHjson
~fE: json
_ SRR - T4
CreateAtSt &
reateAtStart & String FBIE: 2024-01-0100:00:00
_ BIEERdiE 45
AtE &
CreateAtEnd 2 String FIE: 2024-01-01 00:00:00
UpdateAtStart S String EHE

~fE: 2024-01-01 00:00:00
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O BHS

BHEM Wi ESid)
UpdateAtEnd & String
Filters.N & Array of Filter
Ignored & Boolean
3. s
SHEM ESid) iR
23
Total Integer SEIE: 1
List Array of HeE

DisplayDomain

Requestld  String

4, 765

N EEERS R
EEEEBYE

BATH

POST / HTITP/1.1

ik

SEHTRTIE-455R
~f{E: 2024-01-01 00:00:00

BiHA

EERTHARERIEIE
RENE: true

REmEERS

—iEK 1D, MRSIHER., SREREBR/IRE ( BEKREHBEERERERSHR, WiZRERER
£3%18 Requestld ) . E(UiAMIIFEERMIZXIEKRLN Requestld.

Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeDomains

<RIEERSEH>

{}

BLRE

{

"Response": {
"List": [
{
"Company": ""
"DisplayToolCommon": {
"CreateAt": "20

"CustomerId": 100081,

"CustomerName": "5555",

UDetadl¥y T,

"EnterpriseName": ""

"EnterpriseUid":

nn
’

24-06-06

15:49:
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"Ignored":
"JobId": O,
"JobRecordId":
"JobStageId":
"Md5": "b

"UpdateAt":

}/

"Domain": "test.com",
"ExpiredTime": "",
"ICP ": A H’
"Id": 7l',“"’

"RegisteredTime":

"RequestId": "

"Total": 1
}

t

5. FREGR

A= APl &

Bz API E& R%58 API 34, HiR63. APl Explorer & SDK $XRFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FPAIEE API Inspector BEEIEHGE—SIRMEXEN AP ERER, HEhERZIESHRAR API X3, tEaJFIE AP Explorer #177E4E
ifo

SDK

= API 3.0 BRIt TREMNFRIESE (SDK) , XISSHRIZIES, EELENRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Tencent Cloud CLI 3.0

6. $EiRE

KIS T2 A SSBIRIAXRIEIRIS, HiEIRGIER

IRIFRE: BR=ItE (It ) BRSEATF

AHEIRB.

REmEERS
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® E% \.L:HE REmEERS

LT i

AuthFailure CAMEZ/EEIR
DryRunOperation DryRun #&#{E, KFRIFKEESEHINN, RES/ET DryRun £#.
FailedOperation BRMERM.
InternalError PEREEIR
InvalidFilter TRA9iEEs
InvalidParameter BHEIR.
InvalidParameterValue SHEEEIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIESR .
RegionError sk EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse HiFEGR.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter RINSHIEIR,
UnsupportedOperation BMERZS .
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O BAT

SEFEHBREE

RIEEFATE: 2025-07-3101:28:03

1. &Oid

EOBEKEZ: ctem.tencentcloudapi.com

EEFESBE

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. I NSH

MTERSHIIRFIL T ROBRSYEMBIALSY, ZBAHS

SR
Action
Version

Region

CustomerldList.N

IsNew

Customerld

IsAggregation

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

Wiz

fil

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Integer

Boolean

Integer

Integer

Array of String

String

String

String

AHSE, FEOBYE: DescribeSubDomains,

H24, FEOE: 2023-11-28,

>

N

~HBY, FMEOFTEEERSH.

&WIDFIR, ALk
wiE: [1,2]

EEISHE
TENE: false

=4 [4]D)
wBfE: 1

=EREHIE
TEME: false

TR
=BIE: 0

S wE
afIE: 0

FATDFIZE
FEHE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HUEMEEX: json. file, BIAFRIEAjson
BIE: json

SR E-FF A
afE: 2024-01-01 00:00:00

CUEERTE - 455
~fE: 2024-01-01 00:00:00

5869 #2099


https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=DescribeSubDomains

@ HE \_L:HE REmEERS

BHEM Wik 5] iR

UpdateAtStart = String ?iﬂ{ﬂ;iﬂ;gﬁ—m—m 00:00:00
UpdateAtEnd = String zzﬁgiﬂfj—m—m 00:00:00
Filters.N B Array of Filter HifA

Ignored B Boolean S ERRGHRHISIR

TBE: true

3. L%

BHEM Ry HEiR

28
Total Integer SBIE: 0
List Array of e
'S DisplaySubDomain wplE: [1

W—iER ID, HRSBIRERS, SRERHERE (SEREEMREERERERSR, WiZXi5

Requestld  String RFLIKE Requestld) » ERITEHESIREZRIERE Requestld.

4. =H

N EEFEHESNIE
BETHSHIE

BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeSubDomains

<NIERSE>

"Response": {
"List": [

{

ncity": WEHl,

"Country": "FRE",
"DisplayToolCommon": {
"CreateAt": "2024-06-06
"CustomerId": 100081,

"CustomerName": "5555",
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O BHS

"Detail": "",
"EnterpriseName":
"EnterpriseUid": ""
"Ignored": false
"JobId": O,
"JobRecordId":
"JobStageId": 0,
"MA5": "679e¢
"UpdateAt": "202

b

"Id": 63660,

TPy T, i.1.17,

"Tsp": "HF",

"Province": "[ &",

"SubDomain": "tes

"RequestId":
"Total": 1

t

s

5. FREHEIR

BR= APl &

Bz API SE& R&58 APl X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR
E=D)

API Inspector

FPIEE API Inspector EEIEHGE—TIRIEXEN AP ERER, HEhERZIE

ifo

SDK

= API 3.0 RItTERERNFRIESE (SDK) , XISSHRIZES, REEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiR

KRS T2 AW SSZIRAXAYEIRIS, EERIER AHLEiR0

IRIFRE: BR=ItE (It ) BRSEATF

o

REmEERS

IRASHS API 4488, tBETRIfE AP Explorer #{T1ELE
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® E% \.L:HE REmEERS

LT iR

AuthFailure CAMEZ/EEIR
DryRunOperation DryRun ##{E, KFRIEFKEESEMING, RES/ET DryRun £#.
FailedOperation BRMERM.
InternalError MEREEIR
InvalidFilter TRA9 e
InvalidParameter BHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIESR .
RegionError sk EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse HiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable TEATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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O BAT
BEhttpEiE

RIEEFATE: 2025-07-31 01:28:04

1. &OiA

EOBEKEZ: ctem.tencentcloudapi.com

BEhttpEiE
ERMEOIERIRRIRE: 2007/ .

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIL T ROBRSYEMBIALSY, ZBAHS

SYHEN Witk

fil

Action

Version

iy

Region

CustomerldList.N

iy

iy

IsAggregation

iy

IsNew

iy

Customerld

Limit

iy

Offset

iy

EnterpriseUidList.N

o

iy

Format

CreateAtStart

iy

CreateAtEnd

iy
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Array of Integer

Boolean

Boolean

Integer

Integer

Integer

Array of String

String

String

String

~AHSH, FEOBYE: DescribeHttps.

H24, FEOE: 2023-11-28,

>

N

~HBY, FMEOFTEEERSH.

&WIDFIR, ALk
wiE: [1,2]

ERREHE
TENE: false

BEHISER
TBHE: false

&JIID
hIE: 1

TR
=BIE: 0

S wE
afIE: 0

FATDFIZE
FEHE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HUEMEEX: json. file, BIAFRIEAjson
BIE: json

SR E-FF A
afE: 2024-01-01 00:00:00

CUEERTE - 455
~fE: 2024-01-01 00:00:00
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O BAT

SHEMN

UpdateAtStart

UpdateAtEnd
Filters.N

Ignored
IsShowChange
HasExpirationRisk

3. ilis®

SHEM ESid)

Total Integer
. Array of
List DisplayHttp

Requestld  String

4, 76

hN BRI
B~

BATH

POST / HTTP/1.1

iy

iy

iy

iy

iy

S

String

String

Array of Filter

Boolean

Boolean

Boolean

flR

B¥
BIE: 0

b5z |
wEE: [1

ik

SEFRRTIE- T
a~ffE: 2024-01-01 00:00:00

B4R
~fIfE: 2024-01-01 00:00:00
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}
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"Response": {

"List": [],

"RequestId": "b36eel /1-8db7-6el4ee8eab56",
"Total": O
}

}
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« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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Action
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Customerld

Limit

iy

Offset
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Format

CreateAtStart
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CreateAtEnd
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AHSE, FEOBYE: DescribeAssets,

H24, FEOE: 2023-11-28,

>

N

~HBY, FMEOFTTEEERSH.

&WIDFIR, ik
whifE: [1,2]

EERHISHIE
BE: false

=4 [4]D)
wBEHE: 1

SR
wBIE: 0

S TawE
wBIE: 0

FaEIDYIE

HE: ["7286dcdf1c6f6ec1e99a2317b2¢c960e0"]

HiEMEERX: json. file, BAFRIEAjson
BIE: json

CUEERTIE-FHA
=BIE: 2024-01-01 00:00:00

SR E-45
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EFfRdiE -4k

- .
UpdateAtEnd = String BIE: 2024-01-0100:00:00
Filters.N B Array of Filter Hig#a

ISR =S 3
- ERETRBIERERE
Ignored a Boolean SBIE: true
R h
SHEm ESid) EF::3% 3
2#
Total Integer SEIE: 1
. Array of S
B
List DisplayAsset EHNEFEHE

Reauestid | Strin W—i&R ID, HESHER, SRERDLEE (SERELEERTLRESE, WLRERTL
q 9 #%/8 Requestld ) . E{EEEERAZRIEREY Requestld.

4, 7

PN EFENRT
BEEENET

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeAssets

<RIEERSEH>

{}

BLRE

{

"Response": {
"List": [

{

ncity": "iElr,

"Country": "FRE",

"DisplayToolCommon":

"CreateAt": "20
"CustomerId": 1
"CustomerName": "
"Detail": "",

"EnterpriseName": "",
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"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId": O,
"JobStageId":

"Md5": "040d

"UpdateAt": '

"Ip": "1.1.1.1",

TiepTs TEHET,

Ueglg WY,

"Province": " Z&"

I

"RequestId": "c156b846-9f28
"Total": 1

}

}

5. AREHR

BBR= API £&
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SDK
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« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. tHiRE

KRS T2 A SSZIEIAXRIEIRIS, EhERINER AEIR0E,

IRIFRE: BR=ItE (It ) BRSEATF 8579 H209;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® E% \.L:HE REmEERS

LT i

AuthFailure CAMEZ/EEIR
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FailedOperation BRMERM.
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InvalidFilter TRA9 e
InvalidParameter BHEIR.
InvalidParameterValue SHEUEEIR.
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MissingParameter RAOSHER.
OperationDenied IREBIESR .
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ResourceNotFound BREAEFE.
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UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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Format
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TENE: false
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TR
=BIE: 0

S wE
fIE: 0

FATDFIZE
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HUEMEEX: json. file, BIAFRIEAjson
BIE: json
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O BHS

SHEMN

UpdateAtStart

UpdateAtEnd
Filters.N

Ignored

3. itha¥

SHEW HE

Total Integer
. Array of
List DisplayPort

Requestld  String

4. =H

N EEROBE
BEROMIE

BT

POST / HTTP/1.1

iy

iy

iy

S

String

String

Array of Filter

Boolean

fak

B¥
HIE: 0

|
wBIE: []

W—iER ID, HRSBIRERM, SRERBEE (HEREEREARERER

ik

SEFRRTIE- T
a~ffE: 2024-01-01 00:00:00

B4R
~fIfE: 2024-01-01 00:00:00

EigsA

BE R BRSRIEE
TBE: true

8 Requestld) . EfuiaEAHEEREHIZRIERE Requestld.

Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribePorts
<RIERSE>

"Response":

"List": [

{

"App": "n

"Asset":

"Banner": "",
"DisplayToolCommon":
"CreateAt": "2024

"CustomerId":
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"CustomerName": "5555",
"Detail": "",
"EnterpriseName": "
"EnterpriseUid": "",
"Ignored": false,
"JobId": O,

"JobRecordId": O,

"JobStageId":

"Md5": "36f9f9
"UpdateAt":

}I

"Id": 2483

"Ip": "1.1.1
"IsHighRisk": true
"Port": 3306,

"Service": "mysqgl"

"RequestId": "060£8b23-15a0-46ea—9ff8-8067

"Total": 1
}
}
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API Inspector
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SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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4. 76l
=N EER TR
BENTAT
ARSI

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeSuspiciousAssets
<QHEFRSE>

"Response": {

"List": [1],

"RequestId": "7dl2ffeb-2c6b-49cd-¢
"Total":

}

}
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O BHS

BR= APl &

REmEERS

Bl API E& 2458 API 3. (HiRi3. APl Explorer & SDK $XFHA—EATE, HEENE—AOEGRERBAZIZHEEIRE API IR

E=D)

API Inspector

FFAEEE APl Inspector EEIEHIGE—SREXIEXR AP ARER, HEEMSIESIRA API X538, tEaIEiiE API Explorer #{3HEL&R
ifo

SDK

= API 3.0 Rt TREMNFLIRE (SDK) , XIFSHRIZIES, EESENRA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR

Tencent Cloud CLI 3.0

6. HEiRE

KIS T2 A SSZIEIAXRIEIRIS, EERINER AEIR0E,

IRIFRE: BR=ItE (It ) BRSEATF

§ERA

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient

ResourceNotFound

ik

CAMEZ/ERUEIR

DryRun {##{F, KFRIERGSEMING, RESET DryRun ¥,

BRAFRM
PIEREIR o
TR IER
SHEIR,
SHEERER.

Bt BeERpRE o

BRERIELSE

tihtaf AR
IERANREGEE T SREEPRE
RiRE G

BEFE.

BRFFHE.
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ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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® H% \.EHE REmEERS

EEZInE~

RIEE#HAYE: 2025-08-11 01:22:45

1. O

EOBEKEER: ctem.tencentcloudapi.com
EEBIREr~

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. BN
UTFERSHIIR (G TIEOERSHEMBI AHSY, RBAHSHIIRN AHiERSH,
SHEWH Whigk Sl 7%
Action 2 String rHEsY, KIFEOBE: DescribeApps.
Version = String A, FEOBE: 2023-11-28,
Region & String AHsY, MEOFEEEBRSE.
. ©AWIDFIR, ALk
A
CustomerldList.N a Array of Integer FOUE: [1,2]
. L . FAEIDFIE
Ent UidList. &
nterpriseUidList.N = Array of String FBIE: ['7286dcdfc6f6ec1e99a2317b2c96060"]
EE LR
IsN & =
sNew a Boolean =B false
N
Customerid S Integer ;;;I;}ED 1
ﬁ
Limit & Integer géﬁg?\o
- SRR
Offset B Integer =G 0
Format = String %?Emﬂjﬁit: json. file, BiAFRiE json
TBIE: json
. BUEERTIE-FFia
CreateA a8
reateAtStart = String FBIfE: 2024-01-01 00:00:00
. BUERTE-455R
AtE a8
CreateAtEnd = String FIE: 2024-01-01 00:00:00
UpdateAtStart & String SRl ¥4

~fE: 2024-01-01 00:00:00
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O BHS

SHEm Wi ESid)
UpdateAtEnd & String
Filters.N & Array of Filter
Ignored & Boolean
3. mihiay
SHEm ESid) iR
2H

Total Integer =BIE: 0

Al f
List rrayo A

DisplayApp

REmEERS

ik

SEHTRTIE-455R
~f{E: 2024-01-01 00:00:00

BiHA

EE R ARERIEIE
RENE: true

E—iEK ID, HRSIKER, SXERBSEE (EHEREEMRERERARS, WZRERTRIR

Requestld  String

4. 7%
PN EEBRIRET
EEBMRAT

BATH

POST / HTITP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeApps
<AHIERSE>

{}

BLRE

{

"Response": {

"List": [

{

"AppVersion": "v1.1.1",
"Description": "",
"Developer":
"DisplayToolCommon":
"CreateAt": "202
"CustomerId":

"CustomerName": "5555",

"Detail™: "MHXEF~",

IRIFRE: BR=ItE (It ) BRSEATF

8 Requestid) . EfIARITHEERMIZRIER Requestid,
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"EnterpriseName":
"EnterpriseUid":

"Ignored": false

"JobId": O,
"JobRecordId":
"JobStageId"
"Md5": "bb5cl0a
"UpdateAt": "
by
"DownloadUrl":

"Idn: 11,

"LOgO" g WO,

"Name": "cor

"PackageName":

"Platform": "android"

"ServerUrl": "http:

"RequestId": "922257b

"Total": 1
}

}

5. AR ERER
BR= API &

BNz APl 6 2ES

E=D)

API Inspector

REmEERS

API 324, $5iR3. API Explorer & SDK R FHR—ERTE, HEENE—ANOTORERBNZRMFRE API IR

FPAEE API Inspector EEIEHGE—SIRMEXEN AP ERER, HEERZESRAR API X85, tEaIFIE AP Explorer #177ELE

ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHFIZES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

» Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
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KRS T2 O SSZIERXRIEIRIS, EERINER AEIR0E,

§EIRAS

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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fliR

CAMEB/£EUEIR

DryRun 1&{E, KFRIBERISSZMING, IR2(ET DryRun 8%,

BRAFRM
PIBREIR o
TR IER
SHEIR,
SHEERER.
B ECERpRE o
ROSHIER.
BRAFHIERE,
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IEREGREGED T SRR E
BiRBER.
BRFE.
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® EE \.EHE REmEERS

Zi{hEAPP

IEE#HATE: 2025-08-12 01:34:14

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
EirERA

ERAZECLERITZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. MANB¥

UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk ESid) iR
Action = String rHESY, KIEOBE: DescribeFakeApps.
Version = String AHSE, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSHE.

EdkID5IE, WSk

CustomerldList.N ROIE: [1,2]

iy

Array of Integer

EERHISHIE
E: false

iy

IsNew Boolean

=4 [4]D)
wBEHE: 1

iy

Customerld Integer

SR

Limit SEIE: 0

iy

Integer

S oawE

Offset REIE: O

iy

Integer

FrEIDYIE

I _ .
EnterpriseUidList.N = Array of String FOUE: ["7286dcdfc6f6ec1e99a2317b2¢960e0"]

HiEMEERX: json. file, BAFRIEAjson
BIE: json

iy

Format String

CUEERYE-FFA

CreateAtStart wBIE: 2024-01-0100:00:00

iy

String

eUEERdia -4

CreateAtEnd FHIE: 2024-01-01 00:00:00

iy

String

SEFRAYIE-FFYA

UpdateAtStart ROUE: 2024-01-01 00:00:00

iy

String
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SHEMN Wik ESid) ik

EFfRdiE -4k

- .
UpdateAtEnd = String BIE: 2024-01-0100:00:00
Filters.N B Array of Filter Hig#a

ISEg=ES ?
= EEETEBIERIEE
Ignored a Boolean SBIE: true
R h
SHEm ESid) iR
28
Total Integer SOIE: 1
List Array of FERF
DisplayFakeApp EE WFEBAEERE] null, FREARERE.

W—iEK ID, HIRSBIRER, SRERBSREE (EEREEMRERERARS R, WZXERT

Requestld  String 238 Requestld ) . ETAHITEEIREZRIERE Requestid.

4.
1 E5E R

BT

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeFakeApps
<QHFRSE>

{

"CustomerId": 100279,
"EnterpriseUidList": [],
"Limit": 10,

"Offset": O,

"Filters": []

"Response": {

"List": [

{

"AppName": "APPEEILH",
"DisplayToolCommon": {

"CreateAt": "2025-06-09

IRIFRE: BR=ItE (It ) BRSEATF 5894 H209;
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"CustomerId": 100

"CustomerName": "{SEGHEEMX",

"Detail": " o,

"EnterpriseName": "#SHlfa",

"EnterpriseUid": "bee

"Ignored": false,
"JobId": O,
"JobRecordId":
"JobStageId":
"Labels": "{}"

"Md5": "

"UpdateAt": "2025-06

b

"DownloadUrl": "https:

"HandlingStatus": 1,

TEEmg i,

"PackageName": "com.xxx.t

"ShutdownStatus": O,

"ShutdownTime": ""

"Total": 1,

"RequestId": "3c140219

}

t

5. AR ERIR
BR= API &

al6£0d399£33ab77b208c

r.arthin.net-80-Qn

REmEERS

Bil= APl & 24&& AP X#H. $8iIRF3. API Explorer ) SDK FZFRNA—ERIFE, HEEMNE—AN\OEORERBAZRHIFRE AP IR

E=D)

API Inspector

FRFElEE AP| Inspector BEEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API KB, BaEiiE API Explorer #{TEZR

ifo

SDK

= API 3.0 RItTREMNFRIESE (SDK) , ZSSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

#SITIR
« Tencent Cloud CLI 3.0
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AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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CAMER/[EREIR
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BRAERM
PIBREEIR o
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SHEIR,
SHEEER.
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BRAFHIEE,
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® H% \_L:HE REmEERS

SihEER

RIEEFATE: 2025-07-3101:28:05

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
EiREINER

ERAZECLERITZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. MANB¥
UTERSHIIRMNFIE T EOBRSYNBL ARSY, REAHSHIIRRT AHIERSH,
SHER Witk ESic] ik
Action 2 String a2, AEOBYE: DescribeFakeMiniPrograms.,
Version 2 String ~HSE, AEONE: 2023-11-28,
Region & String AHSY, MEOFTEEZLSE.

EIIDFIER, TSk

CustomerldList.N FEUE: [1,2]

iy

Array of Integer

IsNew & Boolean izgiﬁéife

Customerld & Integer ;;ﬁ:; 1

Limit & Integer i—iﬁqj;:]\o

Offset a Integer g?ﬁggo

EnterpriseUidList.N & Array of String ;ﬁgl:%%sedcdﬂcsmem €9922317b2c960e0"]
Format = String iﬁgjﬂj};ﬁi json. file, EiIAFiEAjson
CreateAtStart & String gﬁg@;gﬁ—m—m 00:00:00

CreateAtEnd & String gﬁgim;if—o1—o1 00:00:00

UpdateAtStart = String SEIE T

~IfE: 2024-01-0100:00:00
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SHEm D] ESid] iR
EFiE-&R
- .
UpdateAtEnd = String RHHE: 2024-01-0100:00:00
Filters.N S Array of Filter HigiA
SES—E2 %
- EERTERIEREE
Ignored & Boolean FOIE: true
3. meN
SHEm ESid) 123
25
Total Integer FOE: 1
List Array of FEMER
'S DisplayFakeMiniProgram R WFEARERE null, FREAAE™RE.

W—i5EK ID, HIRSZBIRER, SRERBSIEE (EEREEMRERERARS R, W

Requestld  String ZRERRATE Requestld ) . BAERESEMIZRIER Requestd.

4.
N B RVER

BT

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeFakeMiniPrograms
<AERSEH>

{

"CustomerId": 100279,
"EnterpriseUidList": [],
"Limit": 10,

"Offset": O,

"Filters": []

"Response": {
"List": [

{

"Category": "&Z",

"DisplayToolCommon": {

"CreateAt": "2025-06-09
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"CustomerId": 100279,

"CustomerName": "{SEGHEEMX",

"Detail": "",
"EnterpriseName": "$Hlf@",
"EnterpriseUid":

"Ignored”": false

"JobId": O,

"JobRecordId":

"JobStageId": O,

Uialoale®s T T,

"Md5": "a734442da5dff90d71bf093551d76982"

"UpdateAt": "2025-06-09 14:40:28

o
"HandlingStatus":
"Id": 1,

"ProgramId": "wx_sdfcs

"ProgramName": "[&iR",

"QrCode": "https://pcms
"ShutdownStatus": O,

"ShutdownTime": ""

I

"Total": 1,
"RequestId": "
}

}

5. FREGR

Bz APl EE&

Bz API SEE 2458 API 34, HiR63. APl Explorer & SDK $RFHNA—EATS, HEENE—AOEGRERBENRIREIRE API IR
E=)

API Inspector

HFEEE API Inspector BEEFIGE—SIREXEN AP RBER, FEMENZIESRA API X8, tBEriE API Explorer HiTTELIE
ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIRES, AEEHEIER AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb

T — REANSERS
O BAS
» Tencent Cloud CLI 3.0

6. $EiR

IR T2 O SSSIERXREIRT, EMERBiEl AHLEiR5,

=g i

AuthFailure CAMEZ/£EIR
DryRunOperation DryRun #{E, KFBFRESEMING, RES(ET DryRun £#.
FailedOperation BREEM
InternalError PIEREEIR o
InvalidFilter TR I5EE
InvalidParameter SHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B BeEnpREl o
MissingParameter BRAOSEER,
OperationDenied IREBIESR .
RegionError AR ES

RequestLimitExceeded

IEREOREGEED T SRR RE

ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE-
ResourceNotFound BEAFFE.
ResourceUnavailable BEATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RITBURE
UnknownParameter RINSHEIR.
UnsupportedOperation BERs.
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=B Muh

RIEEFASE: 2025-07-3101:28:05

1. IO

EOBEKEER: ctem.tencentcloudapi.com
BERrEmiL

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MAB¥
UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk B3] iR
Action = String AHSE, AEOBE: DescribeFakeWebsites.
Version = String A, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSEH.

D3I, AIBiE

CustomerldList.N ROUE: [1,2]

o

Array of Integer

EEHISHIE
NE: false

iy

IsNew Boolean

=2 [4]D)
wBEHE: 1

iy

Customerld Integer

SR

Limit FIE: 0

iy

Integer

S TawE

Offset TEIE: O

iy

Integer

FaEIDYIE

o _ .
EnterpriseUidList.N = Array of String REUE: ['7286dcdMcBf6ece99a2317b2c960e0"]

HiEMEEX: json. file, BAFRIEAjson
BIE: json

iy

Format String

CUEERYE-FFE

CreateAtStart RfIfE: 2024-01-0100:00:00

iy

String

BUEERTIE-L5R

CreateAtEnd FHIE: 2024-01-01 00:00:00

iy

String

SEFRAYIE-FFiA

UpdateAtStart RBUE: 2024-01-01 00:00:00

iy

String

IRIFRE: BR=ItE (It ) BRSEATF ££101 #£209;®
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O BHS

BB Wi
UpdateAtEnd &
Filters.N &
Ignored &

3. s

SHEMN ESid)

Total Integer
. Array of
List DisplayFakeWebsite

Requestld  String

4, 76

BN E5E ML
BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeFakeWebsites
<AHIERSH>

{

"CustomerId": 100279,
"EnterpriseUidList": [],
"Limit": 10,

"Offset": O,

"Filters": []

"Response": {

TLigie™s |

{

"DisplayToolCommon": {
"CreateAt": "2025-06-06

"CustomerId":

IRIFRE: BR=ItE (It ) BRSEATF

S

String

Array of Filter

Boolean

ik

B
BUE: 1

FEMiL

REmEERS

ik

SEFRATiE-455R
a~ffE: 2024-01-01 00:00:00

A

EERTHARERIEIE
RENE: true

FE: WFBARERE null, RRBARIERE.

K—igXK ID, HRSIKER, SXRERILIEDE ( HEREHMBERRERERSR, WizXiE
KRAEIKE Requestld ) . EfIARITHFEREIZRIEKRE Requestid,

£5102 £209m
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"CustomerName": "(SEtEENK",
"Detail": " n’
"EnterpriseName": "ZHlf4",
"EnterpriseUid": "beea23ec
"Ignored": false,

"JobId": O,

"JobRecordId": 0,
"JobStageId":

"Labels": "{}

"Md5 " . nw ‘;7'7 elal

"UpdateAt": "2

1

Ir

"HandlingStatus": O,

"IPLocation": "FE Jtm=mh",

"Tdr: 1,

"Screenshot": "https://xx XX .Ccom .arthin.net-80-Qndxn.png",
"ShutdownStatus": 0O,
"ShutdownTime" :

nn
’

"Website": "test.gg.com"

I
"RequestId": "3c140219-cfe9-470e-b241-907877d6
"Total": 1

}

t

5. FREGR

BR= APl &

iz APl & 2&& AP X#. 5%, APl Explorer ) SDK FZFRNA—ERIFE, HEEMNE—ANOEORERBASRHIFRE APl IR
E=D)

API Inspector

FRFElEE AP| Inspector BEIEHEE—SIRMEXEBE AP ARER, HEMERSIESIRAR API K53, BaEiiE API Explorer #{TELR
ifo

SDK
= API 3.0 RItTREMNFRIESE (SDK) , HSSMREES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
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https://cloud.tencent.com/document/product/440/6176
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6. f=ixtE

KRS T O SSiZIERXRIEIRID, HEERIDIERD AHEIRGE,

FEiRg

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

R

CAMZE R /[EEIR

DryRun #{E, RFRIBERESEMING, R2SET DryRun ¥,

BRAERM
PIBREEIR o
TR iEE
SHEIR,
SHEEER.

Bt BeERpRE o

BRAFHIEE,

bbb
IBREGREGET T SRR S
BiRMER.

BREFE.

BRFFE.

BEAAIA.

RREE,

HRIBBURIE

FASHEIR

BAEFRZH .

REmEERS
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=11 I=VAVINS

RIEEFASE: 2025-07-3101:28:05

1. &Oid

EOBEKEZ: ctem.tencentcloudapi.com

BEOREARS

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> i

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIE T ROBERSEMBRALSY, RBEAHLSHIIRN AHLERSH,

SHEWH
Action
Version

Region

CustomerldList.N

IsNew

Customerld

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

UpdateAtStart

HD WO

iyl

o

iy

iyl

o

iyl

iy

iyl

iy |

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Integer

Integer

Integer

Array of String

String

String

String

String

ik

N

b

N

dID3IR, AIBiE
whifE: [1,2]

EEHISHIE
IE: false

&JID
wBHE: 1

SR
wBIE: 0

SRR
w~HE: 0

FaEIDYIE

EHE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HiEMEEX: json. file, BIAFRIEAjson

FHIE: json

CUEERYE - T

=BE: 2024-01-01 00:00:00

SR E-45

~IE: 2024-01-01 00:00:00

SEFRAYiE-FFiA

~Bl{E: 2024-01-01 00:00:00

H24, FEOE: 2023-11-28,

~HBY, FEOFTTEEERSH.

A2H, AEOHYE: DescribeFakeWechatOfficials.

£105 #2095,
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O BHS

REmEERS

BHEH Wi KR ik
SR E) - 455
= .
JpdstentEnd - String BIfE: 2024-01-0100:00:00
Filters.N & Array of Filter BEiga
B S T R A
Ignored = Boolean EEERTRHZIEIEE

3. s

SHEM ESid)

Total Integer
List Array of
'S DisplayFakeWechatOfficial

Requestld  String

4.
PN EAFEARS

BT

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeFakeWechatOfficials
<AHIERSH>

{

"CustomerId": 100279,
"EnterpriseUidList": [],
"Limit": 10,

"Offset": O,

"Filters": []

"Response": {

"List": [

{

"AccountName": "jllif1",
"Avatar": "https:

"DisplayToolCommon": {

IRIFRE: BR=ItE (It ) BRSEATF

TBIE: true

faik

2
HIE: 1

FEARS

S WFRATRERE null, RREAHE™E.

W—iEX ID, HIRSIHER, SRIERTBSRE (HiEREEMREEFRGETKERS,
MHZRIERF LIRS Requestld ) . EfTIRIIHEEREIZIRIERA Requestld,

0-Qndxn.png",

£5106 2095
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"CreateAt": "202
"CustomerId": 1(
"CustomerName" :

"Detail®: "v,

"EnterpriseName":

"EnterpriseUid":
"Ignored": fals:
"JobId": O,
"JobRecordId": O
"JobStageId":
"Labels": "{}

"Md5": "™,

"UpdateAt": "202¢

}7

"HandlingStatus":

LB L]

"QrCode": "https:

"ShutdownStatus":

"ShutdownTime" :

"WechatId": "wx_

H
{

"AccountName" :

5-06-09 14:42:28",

Jr

"SRt EEiK

"I,
" 123eal6f0

’

’

5—

Ly

//pc oud.com/web-staticy

5

nn
’

2222"

WLARS ",

"Avatar": "https:

//screenssdfadfa

"DisplayToolCommon": {

"CreateAt": "202

5=06=09 1i3

"CustomerId": 1002

"CustomerName":
"Detail": "",
"EnterpriseName"
"EnterpriseUid":
"Ignored": falsc
"JobId": O,
"JobRecordId":
"JobStageId":
"Labels": "{}
"Md5": e
"UpdateAt":

b

"HandlingStatus":

TEETg i,

"QrCode": "https:

"ShutdownStatus":

"ShutdownTime" :

279,

"SRt EE

: "SZHAA,
"beea23eal6£0d39

’

51d76982",

51"

/ /
/ / SC

0
Yy

"WechatId": "wx_xxxxddfa"

] 4
"Total": 2,

"RequestId":

470e-b241-907877d6fb03"

IRIFRE: BR=ItE (It ) BRSEATF

&17

.arthin.net

Ondxn.png",

REmEERS
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5. FREGR

BR= AP &

Bz API E& 2458 APl 3XH4. %63, APl Explorer & SDK $XZFHA—EATS, HEENE—AOEGRERBENAZIRHEIRE API IR
E=)

API Inspector

RFAEEE APl Inspector EEIEHIGE—SRIEXIEXR AP ARER, HEEMSIESRA API X583, tBaTEiiE API Explorer #{3HEL&R
ifo

SDK

= API 3.0 Rt TREMNFRIERE (SDK) , MSSHRIEES, SEELENRR APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FEiRES

KNG TEOWSZEEXEIRID, HSRBIFED AHEIR0,
RS ik
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun #{E, KFRIFKRESEMING, RES(ET DryRun £#.
FailedOperation BRMERM
InternalError PIEREEIR o
InvalidFilter TR e
InvalidParameter SHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECERRS -
MissingParameter ROSHER.
OperationDenied BREBIES .
RegionError ek iR
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LT ik
RequestLimitExceeded TBERANREGEE TSR o
ResourcelnUse RFWEA.
Resourcelnsufficient REARE.
ResourceNotFound BEAFFE.
ResourceUnavailable REAATA.
ResourcesSoldOut RREEE,
UnauthorizedOperation FRISHURIE.
UnknownParameter RINSHEEIR,
UnsupportedOperation BRMERZS .
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SELRGHIE

IEE#HAYE: 2025-08-12 01:34:13

1. &Oid

EOBEKEER: ctem.tencentcloudapi.com

EERGEEYR

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIE T ROBRSHMBIALSY, RRAHLSHIIR

SYEWH
Action
Version

Region

CustomerldList.N

IsAggregation

IsNew

Customerld

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

Witk

fil

iy

o

iy

iy

iy

iy

iy

iy

iy

iy

iy
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Array of Integer

Boolean

Boolean

Integer

Integer

Integer

Array of String

String

String

String

=
B
S
il
%
o
o

AHSE, AEOBE: DescribeManages,

H24, FEOE: 2023-11-28,

>

N

~HBY, FEOFTEEERSH.

dIDFIR, AIBiE
w~iE: [1,2]

EERAHE
BIE: false

EEIREHE
=BHE: false

&JIID
hE: 1

STTRN
wBIE: 0

S RIwE
TBE: 0

FARIDFIZE
aBifE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HUEMEEN: json. file, BIAFRIEAjson
TBIE: json

SRS E-FF A
~f{E: 2024-01-01 00:00:00

CUEERTE - 455
~fIE: 2024-01-01 00:00:00
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O BHS

SHEm wWhisk
UpdateAtStart &
UpdateAtEnd a8
Filters.N B
Ignored S

3. itha¥

SHEM ESidl
Total Integer

Array of

List DisplayManage

Requestld  String

4. =H

N EEEAERIE
BERAMIE

BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeManages

<NIERSE>

"Response": {
"List": [

{

"Code": 00,

"DisplayToolCommon": {

S

String

String

Array of Filter

Boolean

fifik

28
wBiE: 0

#H

REmEERS

ik

SEFRRTIE- T
a~ffE: 2024-01-01 00:00:00

B4R
~fE: 2024-01-01 00:00:00

EigsA

BE R BRSRIEE
TBE: true

—iEK ID, HIRSiHER,, BXEKRBEERE (EEKEHMEERERERSR, WZRERF
£3%18 Requestld ) . EIABIEERMIZRIERE Requestld,

"CreateAt": "2024-06-07 10:23:41",

"CustomerId": 1 )81,
"CustomerName": "5555",

"Detail": " "
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"EnterpriseName": "",

"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId":
"JobStageId"

"Md5": "6b3fce3c

"UpdateAt": "

}!
"ITcon": uu’
"Id": ',‘l’
"Screenshot": "",
ll’I‘itle": "o i
"Url": "http:

"Host": "127.0.0

"RequestId": "501fa2ff-065a-4405-b4b9-b98aeb
"Total": 1
t

1
i

5. FREHIR

BR= APl &

Bz API & R%&58 APl X4, HiR63. APl Explorer & SDK SXFHNA—EATS, HEENE—AOSORERENZIZHERE API IR
E=D)

API Inspector

FRFEl&EE AP| Inspector BEEHEE—SIRMEXBE AP ARER, HEMERSIESIRAR API K53, tBaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 RIHTREMNFRIESE (SDK) , SSMRHEES, SEEHENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRH

I RSIE T2 AW SSBIRIAXAYEIRIS, EERISER ALEiR0
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
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® E% \.L:HE REmEERS

LT iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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® H% \.EHE REmEERS

BEMEIEFEE

IEE#HAYE: 2025-08-12 01:34:12

1. EO#ER

EOBEKEZ: ctem.tencentcloudapi.com
BEEREIMER

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MANB¥
UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk ESid) iR
Action = String rHEsH, KEOBYE: DescribeWechatApplets,
Version = String AHSE, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSHE.

EdkID5IE, WSk

CustomerldList.N FEUE: [1,2]

iy

Array of Integer

Customerld & Integer ;}é‘;}; ;

IsNew & Boolean iﬁﬁgigzﬁe

Limit & Integer ggﬁg?\o

Offset & Integer ggﬁg*g 0

EnterpriseUidLIstN = Aray of String ;aEI:D;U?fSGdcdﬂ c6f6ec1e99a2317b2c9600"]
Format = String iiﬁgﬂjﬁi json. file, EIAFiEHjson
CreateAtstart = String gﬁg@;gj—m—m 00:00:00

CreateAtEnd = string gﬂﬁgiﬂfm—m—m 00:00:00

UpdateAtStart = String Sl iE A

~fE: 2024-01-01 00:00:00
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@ HE \_L:HE REmEERS

SHEm wWhisk Sl 3%
EFiE-&R
- .
UpdateAtEnd = String BIE: 2024-01-0100:00:00
Filters.N B Array of Filter Hig#a
B A e K
- ERETRBIERERE
Ignored a Boolean FBIE: true
3. Mtiey
SHEm ESid) 3%
2¥
Total Integer SEIE: 0
List Array of s

DisplayWechatApplet

E—iEK ID, HIRSIKER, SXERBSRE (EHEREEMFRERERARS, WX

Requestld  String BRFAIE Requestld) » EfIEARESIREZAER Requestld.

4, 7

PN ERNENEFRE
EEMEMEFSE

BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeWechatApplets
<AHIERSE>

"Response": {
"List": [

{

"AccountId": "t
"Description": "",
"DisplayToolCommon":
"CreateAt": "20
"CustomerId": 1

"CustomerName": "BEifltest"

"Detail": "Gzﬁ.qc.teatmﬁﬁ",

"EnterpriseName": "",
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O BHS

"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId": O,
"JobStageId":

"MdA5": "ald487
"UpdateAt":

}

"Idn: 11,

"Logo": "",
"Name": "

"QrCode":

"RequestId": "

"Total": 1
}

t

5. FREGR

A= APl &

Bz API E& 248 API 34, %63, APl Explorer & SDK $XFEHNA—EATS, HEENE—AOEGRERENRIZHERE API R
E=D)

API Inspector

FPTIEE API Inspector BEEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X63, tEaIFIE AP Explorer #{77E4E
ifo

SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , MSSHRIZIES, EELENREA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRE

KIS T2 AL SSZIBIAXAIEIRES, HiEIRGIERD

IRIFRE: BR=ItE (It ) BRSEATF

AHEIR .

REmEERS
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
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https://cloud.tencent.com/document/product/440/6176
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® E% \.L:HE REmEERS

e iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BEAATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FHSHEER
UnsupportedOperation BMERZS .
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® H% \_L:HE REmEERS

SEMEARSHIE

IEE#HAYE: 2025-08-12 01:34:12

1. EO#ER

EOBEKEER: ctem.tencentcloudapi.com
BEEARSHIE

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MANBH

UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk St iR
Action = String 2%, AMEOYE: DescribeWechatOfficialAccounts,
Version 2 String ~HSH, FEOBE: 2023-11-28,

~HBY, FEOFTEEERSH.

m
2]
-
3.

=

«Q
N

Region

D3I, ABiE

CustomerldList.N ROUE: [1,2]

oy

Array of Integer

EEHISHIE
HIE: false

oy

IsNew Boolean

&JID
wBHE: 1

iy

Customerld Integer

SN

Limit FHUE: 0

o

Integer

S oawE

Offset SBIE: 0

iy

Integer

FrEIDYIE

EnterpriseUidList.N FOUE: ["7286dcdfc6f6ec1e99a2317b2c960e0"]

iy

Array of String

HiEMEEX: json. file, BIAFRIEAjson
FHIE: json

oy

Format String

CUEERYE - T

CreateAtStart ~BIE: 2024-01-0100:00:00

iy

String

BRI -45

CreateAtEnd FHIE: 2024-01-0100:00:00

o

String

EfRdiE-F A
~IE: 2024-01-01 00:00:00

oy

UpdateAtStart String
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O BHS

BB Wik 3]
UpdateAtEnd & String
Filters.N & Array of Filter

o

Ignored Boolean

3. s

SHEM ESid)
Total Integer

Array of

List DisplayWechatOfficialAccount

Requestld  String

4. 7%
PN ERERELARS
BEMEARS

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: DescribeWechatOfficialAccounts

<QIERSE>

{}

B

{

"Response": {
"List": [

{

"AccountId": "wx

"Description": "",

"DisplayToolCommon":

"CreateAt": "2024-06-06
"CustomerId": 100081,
"CustomerName": "5555",
"Detail": "",

"EnterpriseName": "",

IRIFRE: BR=ItE (It ) BRSEATF

REmEERS

ik

SEERATiE-455R
~IE: 2024-01-01 00:00:00

EiggE

AR ARERIEIE
TBE: true

ik
B
HIE: 0
|

W—i&EX ID, HIRSIHER, SRIERMSIRE ( HiEREEMFREERLETERS
i, MiZRERFT LIRS Requestld) . EfUiTBIIHREREIZIRIEKRKA
Requestld,
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O BHS

"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId":
"JobStageId":

"Md5": "e
"UpdateAt":

}

"Id": 12,

"Logo":

nn
’

"Name": "com.qq.testilif",

"OrCode": ""

I
"RequestId":
"Total": 1

}

t

5. AR ERER
BR= API &

REmEERS

Bz API E& 248 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR

E=D)

API Inspector

FRFEIEE AP| Inspector BEIEHEE—SIRMEXBE AP ARER, FEMERSIESIRAR API K63, BaEiiE API Explorer #{TELR

ifo
SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , MSSHRIZIES, EELENREA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. $EiR

AT RFIE T2 A SSZIRIAXAIEIRIS, HERISER AH4EIR0E,

IRIFRE: BR=ItE (It ) BRSEATF
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
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® E% \.L:HE REmEERS

LT iR

AuthFailure CAMEZ/EEIR
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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SEREFRE

RIEEFATE: 2025-06-27 11:47:50

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
EEERIEE

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. BABH
ATFERSHFIRNFILE TIEOBERSHNBLAHS Y, REAHSHFIRD AHERSH,
SHEWH Wik R iR
Action = String aH2E, AEOBYE: DescribeJobRecordDetails,
Version = String ~HSE, FMEORE: 2023-11-28,
Region S String aftsy, MEOFTEBEBLSH,
B4R, ®E: enterprise(®YVEE44), domain(E&HS), sub_domain(F#&), asset(EHE
), port(i%OfRS3), http(MiLEF), vul(ERIER), app(APP), wechat_applet(f#fS/\ig
¥), wechat_official_account(BIEARS), github(GithubittfE), manage(F&iRH),
Module 2 String config(BRIE), dark_web(FEMittsE), net_disk(XEMEHEE), social_engineering(RI{E
8), supply_chain(itR#E8), weak_password(850<), sensitive_info(BIBHS2ilttEE),
suspicious_asset(ZF&r~)
REIE: http
- #Z2id
Id = Integer SBIE: 1
o
JobRecordld & Integer g{’;ﬁ}; 1
3. e
SHEWH £S5l iR
B2
Total Integer SEIE: 1
. Array of -
List DisplayJobRecordDetail =

W—i5K ID, HIRSIRER, SRERBSRE (EBREHMRERERIARSR, Wik

Requestld  String RIBRARIE Requestld) . EHITERNESIREZ BRI Requestid.

4, 76
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@ HE \_L:HE REmEERS

PN BRSNS
EERTE

LN
POST / HITP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeJobRecordDetails

<RIEERSEH>

{
"Module": "http",

TigTy A

"Response": {

"List": [],

"RequestId": "a2752b92-54c9
"Total":

}

}

5. FREGR

BR= APl &

Bz API E& 258 API 3. $5iRf3. APl Explorer & SDK $BEHA—ERTE, AEENE—ANOFGRERBN=RHFRE API R
5o

API Inspector

FPAIEE API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X3, tEaFIE AP Explorer #177E4E
ifo

SDK
= API 3.0 RIHTREMNFRIESE (SDK) , SSMRHEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOITIR
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T — REANSERS
O BAS
» Tencent Cloud CLI 3.0

6. $EiRE

IR T2 O SSSIERXREIRT, EMERBiEl AHLEiR5,

=g i

AuthFailure CAMEZ/£NEIR
DryRunOperation DryRun #{E, KFFRIEGSERING, RES(ET DryRun £#.
FailedOperation BREEM
InternalError PIEREEIR o
InvalidFilter TR I5EE
InvalidParameter SHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B BeEnpREl o
MissingParameter BRAOSEER,
OperationDenied IREBIESR .
RegionError AR ES

RequestLimitExceeded

IEREOREGEED T SRR RE

ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE-
ResourceNotFound BEAFFE.
ResourceUnavailable BEATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RITBURE
UnknownParameter RINSHEIR.
UnsupportedOperation BERs.

IRIFRE: BR=ItE (It ) BRSEATF
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(5 TR

IEE#HATE: 2025-07-31 01:28:02

1. EOid

EOBEKEER: ctem.tencentcloudapi.com

(e o
BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> i

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. INSH

MTERSHIIRIIL T ROBERSHAIBI 2

SHEm Wik R

Action = String
Version = String
Region & String
Module = String

CustomerldList.N & Array of
Integer
Id S Integer
Customerld & Integer
IsAggregation S Boolean
Labels B String
1ds.N = Array of
) Integer
3. mitiaH

IRIFRE: BR=ItE (It ) BRSEATF

L2y, REAHSHIIRN AHLERSH,

ik

N

~AHSH, XEOBE: ModifyLabel,

H3%, MEORE: 2023-11-28,

>

N

~HBY, FMEOTHTEEERSH,

iR, 8% enterprise: ®AZEH, domain: EiE&, sub_domain: FiE&, asset:
IPER, port: i®OMRSS, http: HTTPER, vul: iBREIER, app: APP,
wechat_applet: #{E/\2RF, wechat_official_account: #IEARS, github:
GithubfE2itt2E, manage: BEEARE, config: BRIEH, dark_web: FEKitzE,
net_disk: XEMEHEE, supply_chain: #th%, weak_password: §50%,
sensitive_info: SIRMEEttE

FHIfE: asset

®AkIDFIER, TSk
=~BE: [1,2]

Aresg RS ERID
HIE: 100

WD, ERWEEREEE
fBIfE: 10001

EERGHIE

A false

wEiEE

TOHE: jsonEFHEER, Fo=keyEBEFuser_input_gigk, Fi0: {"user_input_a":
["123"],"user_input_b":["456"T}

BRI ERIDIIR
~EIE: [100]
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@ HE \_L:HE REmEERS

SHEMN ESid) R

W—iER ID, HRSBIRER, SRERFBSEE (EHEREEMREERERERSR, WZRERFIRE

Requestld  String  p o estid) . SUREIEEIRMZAER Requestid.

4- W
N e
(Eestne
BATH
POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Json

X-TC-Action: ModifyLabel
<AERSEH>

{

"Module": "asset",
"CustomerIdList": [
100275

1,

"Labels": "{}",
"Ids": [

10097

"Response": {
"RequestId":
}
}

5. AR ERR

BR= APl &

Bifl= AP & REE AP 34, $#i858. APl Explorer & SDK $EENA—EIFE, HEENE—ADTORERBNZIZENERE API iR
£

API Inspector

FRTEIEE AP| Inspector BEEEHGE—SIRIEXERE AP RRER, FEMERZIESIRAR API 53, tBaEidE API Explorer #1TELIR
ifo

SDK

= API 3.0 RETEREMFATEE (SDK) , ZISSHERIZIES, seEHERER APl
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® EE \_L:HE REmEERS

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BeTIR

+ Tencent Cloud CLI 3.0

6. FHiRG

KIS T2 O SSZIERXRIEIRIS, EERIDIERD AEIRGE,

=g wi

AuthFailure CAMEZ/£EIR,
DryRunOperation DryRun &, KFRIFEKRISEZRINGG, RES(ET DryRun £,
FailedOperation BREEM
InternalError PIEREEIR o
InvalidFilter TR iI5EE
InvalidParameter SRR
InvalidParameterValue SHEUEEIR.
LimitExceeded B BeanpREl .
MissingParameter BRAOSEER,
OperationDenied RMEIRIES
RegionError AR ES
RequestLimitExceeded BERAREGEE T SRR o
ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE-
ResourceNotFound REAFFE.
ResourceUnavailable BEATA.
ResourcesSoldOut RFREE,
UnauthorizedOperation RITBURE
UnknownParameter RHSHEER,
UnsupportedOperation BERs.
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MPEtEXEO
SREYHRFE;tH EE £

RIEEFAE: 2025-07-31 01:28:00

1. EOR

EOEKRER: ctem.tencentcloudapi.com .
IRENHRFE M FE HiE

ERMECERITRIRF: 200%/% .

REmEERS

#E#=(EH API Explorer

API Explorer 12t THELIRMA . ERIE. SDK ABERMRERRIZOEFMEN . ETEEFSRARNERATNEEERURB5ER SDK

ARG,
2. MABY
MTERSHIIRFIH T EOBRSEMBEALSY, ZBARSHIIRR AHLiERSH,
SRR Wik 3] ik
Action = String aH2E, AEOBE: DescribeLeakageEmails,
Version 2 String ~ESE, FEORE: 2023-11-28,

iy
W

Region String ~rHESY, FMEOFEEERILSH.

EAIDFIER, TZiE

CustomerldList.N FEIE: [1,2]

iy

Array of Integer

IsAggregation S Boolean iﬁﬁiazﬁe

IsNew S Boolean ?ngtﬁézﬁe

Customerld S Integer ;}éﬁ}; 1

Limit & Integer f,—ifmjé?‘o

Offset B Integer ;Wﬁi}gg 0

EnterpriseUidList.N & Array of String ;ﬁEI:DﬁifSGdcdﬂ c6f6ec1e99a2317b2c960e0"]
Format = String ?jﬁ:‘;ﬁﬂjﬁi json. file, BiIAFiEAjson
CreateAtStart & String fﬁﬁgiﬂj;oﬁzﬁ_ 01-01 00:00:00

CreateAtEnd B String BlEATEI-45

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

REmEERS

SHBR Wik E S iR
SBIE: 2024-01-0100:00:00
. EFRAdiE-Foa
A A
UpdateAtStart = String FEIUE: 2024-01-0100:00:00
. EFRAdiE -4k
b 3
UpdateAtEnd = String FEUE: 2024-01-01 00:00:00
Filters.N B Array of Filter HifgA
T A
Ignored & Boolean EEmrHE IR

3. mheN
BHEM ESidl
Total Integer

Array of

List DisplayLeakageEmail

Requestld  String

4.
B SRR R

BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribelLeakageEmails

<AHERSE>

{
"CreateAtEnd": "2023-02-01 12:00:00",

BE: true

faik

2
EHE: 1

#H
FE: FEAEIRE null, REEAIERE.

HWE—iER ID, HRSSIRER, SRERBSIEE (EEREEMRERERERS, Wizk
IERFEIRE Requestld ) . EDREIFEERMHIZXFERL Requestld,

"CreateAtStart": "2023-01-01 12:00:00",

"CustomerId": 1,
"EnterpriseUidList": [
"string"

i

"Filters": [

{

"Name": "string",
"Values": [

"string"

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

"Format": "json",
"Ignored": false,
"IsNew": false,
"Limit": 10,

"Offset": O,

"UpdateAtEnd": "2023-02-01 12:00:00",

"UpdateAtStart": "2023-01-01 12:00:00"

"Response": {

"List": [
{
"Id": O,

"Email": "string"

"Total": O,
"RequestId": "
}

}

5. AR ERER
BR= API &

REmEERS

Bz API SE& 2458 API 3. Hi%63. APl Explorer & SDK $XFHNA—EATS, HEENE—AOEGRERBENRIZHERE API IR

E=D)

API Inspector

FPAEE API Inspector BEEIEHIGE—SIREXEN AP ERER, HEERZIESRAR API X3, tEaAIFIE AP Explorer #{77ELE

ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRFIRES, AEEHEIERA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

®BSITIR
» Tencent Cloud CLI 3.0
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6. f{=iRtE

TSI T O SSZIERXRIEIRID, HEhERIDIER AR,

LT

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

fhR

CAMER/[EREIR

DryRun i#E, KFRBEKRISESZ/MING, FRS(ET DryRun 8%,

BRAERM
PIBREEIR o
TR iRE
SHEIR,
SHEEER.

Bt BeERpRE o

BRAFHIEE,

bbb
IBREGREGET T SRR S
BiRMER.

BREFE.

BRFFE.

BEAAIA.

RREE,

HRIBBURIE

FASHEIR

BAEFR .

REmEERS
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SRS EE S5

RIEEFATE: 2025-07-3101:28:00

1. &Oid

EOBEKEZ: ctem.tencentcloudapi.com

IRENER M B SR

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> i

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. W NSH

MTERSHIIRFIL T ROBRSYEMBIALSY, ZBAHS

SHEWH
Action
Version

Region

CustomerldList.N

IsAggregation

IsNew

Customerld

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

Wik

fil

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Boolean

Integer

Integer

Integer

Array of String

String

String

String

A%, AEOBYE: DescribeLeakageDatas.

H24, FEOE: 2023-11-28,

>

N

~HBY, FMEOFTTEEERSH.

&WIDFIR, ik
wiE: [1,2]

=ERAHE
=BIE: false

BEHISER
TBHE: false

&JIID
hIE: 1

TR
=BIE: 0

S RIwE
TBE: 0

FARIDFIZE
BifE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HiEMEEX: json. file, BIAFRIEAjson
BIE: json

BUZATE-FFA
af{E: 2024-01-01 00:00:00

CUEERTE - 455
~fE: 2024-01-01 00:00:00

58132 #209m


https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=DescribeLeakageDatas

O BHS

SHEm wWhisk
UpdateAtStart &
UpdateAtEnd a8
Filters.N B
Ignored S

3. miheN
SHEM ESidl
Total Integer

Array of

List DisplayLeakageData

Requestld  String

4. 75
I SRESE
WATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeLeakageDatas
<RHIERSE>

{

"CreateAtEnd": "2023-02-01 12:00:
"CreateAtStart": "2023-01-01 12:0
"CustomerId": 1,
"EnterpriseUidList": [

"string"

I

"Filters": [

{

"Name": "string",

"Values": [

"string"

"Format": "json",

IRIFRE: BR=ItE (It ) BRSEATF

REmEERS

ESid) ik

SEIRRIE-FF A

String FBIE: 2024-01-01 00:00:00
Strin EFRATE 455K

9 =BHE: 2024-01-01 00:00:00
Array of Filter HifA
Boolean EERTH2IEHNERE

TBE: true

R

2

THHE: 1

A

R FEAEIRE null, RREARERE.

W—iER ID, HRSIRER, SRERBSRE (FEREEMEERRERIXRS R, Wik
ERFEIRE Requestld) . ELDREIFEERMIZXIFERL Requestld,

00",
0:00",
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"Ignored": false,
"IsNew": false,
"Limit": 10,

"Offset": 0,

"UpdateAtEnd": "2023-02-01 12:00:00",

"UpdateAtsStart": "2023-01-01 12:00:00"

"Response": {
"List": [

{

"Idv: 0,

"Url": "string"

"Total": O,
"RequestId": "3c

}

t

5. AR ERR
BR= API &

REmEERS

Bz API E& RE&58 APl X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSORERENRIZHERE API R

E=D)

API Inspector

FRFEl&EE AP| Inspector BEIEHEE—SIRMEXBE AP ARER, HEMERSIESIREAR API K53, BaEiiE API Explorer #{TELR

ifo

SDK

= API 3.0 RItTERERMFRIESE (SDK) , XISSHRIZES, REEHEIEA AP,

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
« Tencent Cloud CLI 3.0

6. $EiR

IRIFRE: BR=ItE (It ) BRSEATF
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TSI T2 O SSZIERXRIEIRIS, EhERINER AEIR0E,

R

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

fihiR

CAMEB/ERUEIR

DryRun 1&{E, KFRBERIES2/MING, IR2(ET DryRun 8%,

BRAFRM
PIBREIR o
TR IER
SHEIR,
SHEERER.
B ECERpRE o
ROSHIER.
BRAFHIERE,
it b
IEREGREGED T SRR E
BiRBER.
BRFE.
BETFE.
BRFTH.
BREE,
RIEURIE
REISHIER

BAEFR o

REmEERS
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O BAT

SREC Dttt FR 25

RIEEFASE: 2025-07-3101:28:00

1. &Oid

EOBEKEZ: ctem.tencentcloudapi.com

IRERA B B4R

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIE T ROBRSHMBIALSY, RRAHLSHIIR

SHEWH
Action
Version

Region

CustomerldList.N

IsAggregation

IsNew

Customerld

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

Wik

fil

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Boolean

Integer

Integer

Integer

Array of String

String

String

String

=
B
S
il
%
o
o

N

~AHSH, FEOBYE: DescribeLeakageCodes.,

H24, FEOE: 2023-11-28,

>

N

~HBY, FMEOFTTEEERSH.

&WIDFIR, ik
wiE: [1,2]

=ERAHE
BIE: false

EEIREHE
=BHE: false

&JIID
hE: 1

STTRN
wBIE: 0

S RIwE
TBE: 0

FARIDFIZE
BifE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HiEMEEX: json. file, BIAFRIEAjson
BIE: json

BUZATE-FFA
~f{E: 2024-01-01 00:00:00

CUEERTE - 455
~fIE: 2024-01-01 00:00:00
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REmEERS

BB Wik 5] iR

UpdateAtStart = String ?iﬁ{ﬂ;iﬂ;oﬁzﬁ—m—m 00:00:00
UpdateAtEnd = String izﬂgiﬂfﬁ—m—m 00:00:00
Filters.N B Array of Filter BifgA

Ignored B Boolean S BRI HRHISIR

3. hitia¥

SHEW 3]

Total Integer
. Array of
List DisplayLeakageCode

Requestld  String

4.
N AR R
BT

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeLeakageCodes
<RHIERSE>

{
"CreateAtEnd": "2023-02-01 12:00:00",

TBE: true

filik

2E
BE: 1

£H
R WFEAEERE null, FRRARERE,

W—iER ID, HRSIRER, SRERTSEE (SEREEMREEKRERERSR, WiZX
IBRFRIRE Requestld ) . EfEHEIFFERMHIZRERR Requestld.

"CreateAtStart": "2023-01-01 12:00:00",

"CustomerId": 1,
"EnterpriseUidList": [
"string"

I

"Filters": [

{

"Name": "string",
"Values": [

"string"

"Format": "json",

IRIFRE: BR=ItE (It ) BRSEATF
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"Ignored": false,
"IsNew": false,
"Limit": 10,

"Offset": 0,

"UpdateAtEnd": "2023-02-01 12:00:00",

"UpdateAtsStart": "2023-01-01 12:00:00"

"Response": {
"List": [

{

"Idr: 0,

"Url": "string"

I

"Total": O,
"RequestId": "3c
t

t

5. AR ERR
BR= API &

REmEERS

Bz API & 2458 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR

E=D)

API Inspector

FRFEl&EE AP| Inspector BEEIEHES—SIRMEXBE AP ARER, HEMERSIESIRAR API X3, BaEiiE API Explorer #{TELR

ifo

SDK

= API 3.0 RItTREMNFRIESE (SDK) , SSMREES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
+ Tencent Cloud CLI 3.0

6. $EiR
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
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R

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

fihiR

CAMEB/ERUEIR

DryRun 1&{E, KFRBERIES2/MING, IR2(ET DryRun 8%,

BRAFRM
PIBREIR o
TR IER
SHEIR,
SHEEER.

B ECERpRH o

RERIELE

tihta AR
IBREGREGED T SRR E
BiRMER.

HETE.

BETRFE.

BRFTH.

BREE,

RIEURIE

REISHIER

BAEFR o

REmEERS
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O BAT
EEEHFIBREEE

RIEEFATE: 2025-08-20 01:28:00

1. &OiE

EOBEKEZ: ctem.tencentcloudapi.com
EEERRRE
ERANEOIERITRIRF]: 200%/% -

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

~rHESH, FEOBYE: DescribeConfigs.

W

#3234, MEOME: 2023-11-28,

>

\

W

AH2Y, AEOFREEBMSH.

\

&IDFIR, ALk
=E: [1,2]

=ERAHIE
=BIE: false

EEREE
THIE: false

#&IID
HIE: 1

BRI
HIE: 0

P RRE
=BE: 0

FARIDFIFE
BiE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

MBI json. file, BIAFIEAjson
BIE: json

eUEERTiE-FF oA
~fE: 2024-01-01 00:00:00

CUEERTE 455k

ERRG.

2. NS

DTFERSHFIRNIIE TEOBRSHNBo LS, REAHSHIIRT ~AHiERSH,
SHEW wik  EKE
Action = String
Version = String
Region & String
CustomerldList.N & Array of

Integer

IsAggregation & Boolean
IsNew & Boolean
Customerid B Integer
Limit & Integer
Offset & Integer
EnterpriseUidList.N & Array of String
Format B String
CreateAtStart & String
CreateAtEnd S String

IRIFRE: BR=ItE (It ) BRSEATF

~IfE: 2024-01-0100:00:00
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O BAT

sHEm wik 2R

UpdateAtStart & String

UpdateAtEnd & String

Filters.N S Array of Filter

Ignored S Boolean

OrderBy B String
3. mihiaHy

SHEm ESid)

Total Integer

. Array of
List DisplayConfig
AllIConfigNum Integer

HighRiskConfigNum  Integer

Requestid String

4. 7l

N EEEFIREESE
EEEFREHIE

BT

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeConfigs
<pERSH>

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF

REmEERS

ik

SEHRRTIE-FFiA
~fIE: 2024-01-01 00:00:00

SEHRRTE 4R
=~BIE: 2024-01-01 00:00:00

B9

EEETHAREEIE
FHHE: true

TISRBIMNIKEHER, flin: +ContentLengthski—ContentLength, +2i%
18, -2iER
=BI{E: —ContentLength

faik

B¥
BUE: 1

|
EHBRENE
HE: 1

BUE: 1

H—iER ID, HIRSIHER, BRIERTBSRE (HEREEBFEEKGETERS, Wiz
RIBRFLIXE Requestld ) . EfTRITRERHIZIRIEKA Requestld,
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5.

"List":

{
1

"Code": 200,
"ContentLength": O,
"DisplayToolCommon":
"CreateAt": "202

"CustomerId": 10

-r
"CustomerName": "BEFlMLR",

"Detail": "",
"EnterpriseName":
"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId": 0,
"JobStageId": C
"Md5": "3c7bc
"UpdateAt":

i

"Id": 41,

"Ip"! oW

"Title": "FastAPI - S

"Url": "http:

] 4

"RequestId": "15ebl3bd-0a0le

"Total": 1,
"AllConfigNum": 1,

"HighRiskConfigNum":

1
I
1
I

FRERER

BR= APl EE&
Bifl= API & 254 API XH4. $#R3. API Explorer & SDK $ZFEMF—ENTFE, HECMA—AOSOREBBAZRMLOMAE AP IR

E=D)

API Inspector
FREIEE AP| Inspector BEEEHGE—SIRIEXER APRRER, FERMERZSIESIRAR API K53, tBasiiE API Explorer #1TELIR

ifo

SDK

= API 3.0 Rt TREMNFLIRE (SDK) , ZISSHRIZIES, EESENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs

® H% \.EHE REmEERS

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

» Tencent Cloud CLI 3.0

6. $EiRE

KIS T2 AW SSZIRIAXRIEIRIS, EERINER ALEIR0E,

LT i

AuthFailure CAMEZ/EEIR
DryRunOperation DryRun ##{E, KFRIFKEESEHINN, RES/ET DryRun 28,
FailedOperation MR
InternalError PEREEIR
InvalidFilter TRA9 e
InvalidParameter SBHEIR.
InvalidParameterValue SHEUEEIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREIESR .
RegionError sk iR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse HiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable TEATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter RINSHIEIR.
UnsupportedOperation BMERZS .

IRIFRE: BR=ItE (It ) BRSEATF %143 #209%


https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® H% \.EHE REmEERS

SEIEMEIE

IEE#HAYE: 2025-08-20 01:27:59

1. IO

EOBEKEER: ctem.tencentcloudapi.com
EEEMEE

BRAZEOUERITRIRG: 200R/%

#EFZ(ER API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERRIZEOFEN , EUTEESRARNBERASTHEREISRURB5ER SDK
A6,

2. MANB¥

UTERSHIIRMNFIHE T EROBRSYNBLARSY, REAHSHIIRRT QHIERSH,
SHER Witk B3] iR
Action = String aHSE, AEOBE: DescribeDarkWebs.,
Version = String A, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSEH.

EWIDFIER, BBk

CustomerldList.N FEUE: [1,2]

o

Array of Integer

IsNew & Boolean i{&ﬁgi@ézﬁe

Customerld & Integer ;}J;;}; ;

Limit £ Integer ;&ﬁrjg?\o

Offset & Integer ggg*g 0

EnterpriseUidLIstN = Array of String ;aEI:D;%sedcdﬂ c6f6ec1e99a2317b2c9600"]
Format = String iiﬁgﬂjﬁi json. file, BiAFiEAjson
CreateAtstart B | Stine iR 2024-01-01 00:00:00

CreateAtEnd = string f?iﬁ?;i:ﬂ;)gj—m—m 00:00:00

UpdateAtStart 5 String e T

~E: 2024-01-01 00:00:00
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@ HE \_L:HE REmEERS

SHEMN Wik ESid) ik

EFfRdiE -4k

- .
UpdateAtEnd = String BIE: 2024-01-0100:00:00
Filters.N B Array of Filter BigHAE

ISEN =S 2
- ERRTRBIERERE
Ignored a Boolean FOIE: true

3. mihiaH

SHEm ESid) iR
2H
Total Integer SEIE: 1
. Array of .
4
List DisplayDarkWeb e

E—iEK ID, HIRSBIKER, SXERBPIEE (EBEREEMRERERIXRS R, WZXERT

Requestld  String 2748 Requestld ) . EUAEHESIEHZRERY Requestd.

4, 76

PN EEEREEE
EEEREE

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: DescribeDarkWebs

<RIEERSEH>

"Response": {

"List": [

{

"Content": "td#248",
"DisplayToolCommon": {
"CreateAt": "2024-06-07 11:3

"CustomerId": 100081,

"CustomerName": "BEFLMK",

UDatadl¥y T,
nn

"EnterpriseName":

"EnterpriseUid": "",
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"Ignored":

"JobId": O,

"JobRecordId": O,

"JobStageId":

"Md5": "ddb5a )147cfald9d4c4ab4414610",
"UpdateAt":

}7

n Icl " . 3 7
"MatchedKeywords": "tdi#248",

"Url": "http://test.cn

"RequestId":

"Total": 1

5. FRERR

BR= APl &

il APl SE& 2&& AP X#4. $EIRF3. APl Explorer )2 SDK $#ZFRNA—EIFE, HEEMNE—ANOEORERBASREIFRE AP IR
E=

API Inspector

BPFEEE AP Inspector BEEIEHIGE—TIREXER AP ARER, HEhERSIESHRAR API X3, tBaIEIE API Explorer i#H7ELZIR
ifo

SDK
= API 3.0 Rt TREMNFRIRE (SDK) , HSSHRIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. FHiREY
KRS T O SSZEEXRIEIRID, HEAEIRIBIFERD ALEIRGE,
iRt g
AuthFailure CAMES/EMUEIR.
DryRunOperation DryRun ##{E, KFRIFEKRISERZERINN, RES(ET DryRun &%,
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FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
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RegionError
RequestLimitExceeded
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ResourceNotFound
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UnknownParameter
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BEGithubittFELE

RIEEFASE: 2025-07-31 01:28:01

1. &Oid

EOBEKEZ: ctem.tencentcloudapi.com

BEGithubitt Bz
BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. I NSH

MTERSHIIRFIL T ROBRSYEMBIALSY, ZBAHS

SHEMN Witk

fil

Action

Version

iy

Region

iy

IsNew

iy

Customerld

Limit

iy

Offset

o

EnterpriseUidList.N

iy

iy

Format

CreateAtStart

iy

CreateAtEnd

iy

UpdateAtStart

|

UpdateAtEnd

iy

Filters.N

iy

IRIFRE: BR=ItE (It ) BRSEATF

Boolean

Integer

Integer

Integer

Array of String

String

String

String

String

String

Array of Filter

N

AHSE, FEOBYE: DescribeGithubs.

H24, FEOE: 2023-11-28,

b

N

~HBY, FEOFTEEERSH.

EEgHE
BHE: false

&IID
wEHE: 1

STK
=BIfE: 0

DRI
HE: 0

FrEIDYIE

5HE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HiEmEEL: json. file, BIAFRIEAjson
FBIE: json

CUEERYE -
~E: 2024-01-01 00:00:00

eUEERdia-45
=~BE: 2024-01-01 00:00:00

SEERRSIE-FHYA
~BIE: 2024-01-01 00:00:00

Bt -4
~IE: 2024-01-01 00:00:00

A
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SHEM whisk ESid] 3%
BARAE
- BB R BREREE
Ignored a Boolean SOIE: true
3. e

SHEM ESic] iz

2¥
Total Integer p—

. Array of
4
List DisplayGithub wa
Requestld  Strin W—iEX ID, HIRSIRER, BRERTSEE (HEREEMEEKRGETEARSR, WZXERFS
9 9 $%18 Requestld ) . EfIBRITEEREIZXIBERE Requestld.

4, =H

7PN EF/githubittEE=E
B&githubitt 0z

BT

POST / HTITP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeGithubs

<RIEERSEH>

{1

BLRE

{

"Response":

"List": [

{

"Content":
"DisplayToolCommon":
"CreateAt": "202
"CustomerId": 100C
"CustomerName": "55

"Detail®: "V,

nn
’

"EnterpriseName":

nn
’

"EnterpriseUid":
"Ignored": false,
"JobId": O,

"JobRecordId": O,

"JobStageId": O,
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"Md5": "6b722739
"UpdateAt": "2024-0¢
y

"Id": 15,
"MatchedKeywords": "p
"Status": "jHEE",

"Url": "http:

"RequestId":

"Total": 1

1
I
1
I

5. F&RERR
BRZ= AP| £&

REmEERS

iz APl E& 2&& API X4, $5iIRF. API Explorer & SDK $#ZFRNA—EIFE, HESMNE—ANOEORERBNSREIFRE AP IR

E=D)

API Inspector

P& API Inspector EEIEHIGE—SIRMEXEN AP ERER, HEhERZESHRER APl X85, tEaTFIE AP Explorer #{77ELE

ifo
SDK

= API 3.0 Rt TREMNFLIRE (SDK) , IFSHRIZIES, EELENRA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. FHiRES
KIS T2 O SSZEEXRIEIRID, HAEIRIBIFERD ARG,
iRt i
AuthFailure CAMEZ/EREEIR.
DryRunOperation DryRun &, XFRFEKRISEERING, RESET DryRun £,
FailedOperation BREEM
InternalError PIERERIR o
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InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
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UnsupportedOperation
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EEMEHELE

IEE#HAE: 2025-08-12 01:34:10

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
EEMEIMESE

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MANB¥

UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk ESid) iR
Action = String AHSE, AEOBE: DescribeNetDisks.,
Version = String AHSE, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSHE.

EdkID5IE, WSk

CustomerldList.N FEUE: [1,2]

iy

Array of Integer

=S i
= REMIBHIE
Hew - Boolean w~BIE: false
AN
Customerld 5 Integer ;}Jéﬁ}g )
ﬁ
Limit & Integer g{;ﬂg?\o
= P
Offset & Integer =GIE: O
. s . FATIDFIZE
Ent List.N & A f
nerpriseUidLet - rray of String fE: ["7286dcdfc6f6ec1e99a2317b2c960e0"]
Format & String HIEGHAE: json. file, BIAFERjson
~BUE: json
; CUEERTE-FFE
CreateAtS =
reatenttan - string =BI{E: 2024-01-0100:00:00
. CUEEHTE 45
AtE =
CrestentEnd - string FBIfE: 2024-01-01 00:00:00
UpdateAtStart = String EHRE-FE

~fE: 2024-01-01 00:00:00
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O BHS

SHEMN Wik ESid) ik

EFfRdiE -4k

- .
UpdateAtEnd = String BIE: 2024-01-0100:00:00
Filters.N B Array of Filter BigHAE

BAE—
= EEETE ISR
Ignored a Boolean FBIE: true
3. MtieH
sHEm ESid) iR
28
Total Integer SEIE: 0
. Array of ;
4
List DisplayNetDisk e

REmEERS

W—iEK ID, HRSIRER, SRERTEE (HEREEMREEKERERSR, WZRERT

Requestld  String 278 Requestld ) . EUEIEEIREZRIERY Requestld.

4, 76

PN EEREMESE
EEMEHEIE

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: DescribeNetDisks

<RIEERSEH>

"Response": {
"List": [
{

"Content":

"baidu.com\np

"DisplayToolCommon": {
"CreateAt": "2024-06-07

"CustomerId": 100081,

"CustomerName": "[&Eifl

"Detail": Do,
nn
’

"EnterpriseName":

"EnterpriseUid": "",
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"Ignored":

"JobId": O,

"JobRecordId":

"JobStageId":

"Md5": "fbe 2943c9pff65515521dc0de",
"UpdateAt":

}7

L e L :‘;,

"MatchedKeywords": "tdi#248",
"Platform": "baidu.com",
"Status": "" ,

"Url": "http:

:I 4

"RequestId": "b440b23c-5£8f-4150-b806-0

"Total": 1
}

t

5. FREGR

A= APl &

Bz API E& 248 API 34, %63, APl Explorer & SDK $XFEHNA—EATS, HEENE—AOEGRERENRIZHERE API R
E=D)

API Inspector

FPTIEE API Inspector BEEIEHIGE—SIRMEXEN AP ERER, HEhERZIESHRER APl X63, tEaIFIE AP Explorer #{77E4E
ifo

SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , MSSHRIZIES, EELENREA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiR

KIS T2 AL SSZIBIAXAIEIRES, HiEIRGIERD
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
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e iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREGEE T SRR o
ResourcelnUse HiFEGERA.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BEAATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FHSHEER
UnsupportedOperation BMERZS .
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SEHRYSER

iz

RIEEFATE: 2025-07-3101:27:59

1. EOiE

EOBEKEER: ctem.tencentcloudapi.com

ESHRERIMELE

BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIE T ROBRSHMBIALSY, RRAHLSHIIR

SYEWH
Action
Version

Region

CustomerldList.N

IsAggregation

IsNew

Customerld

Limit

Offset

EnterpriseUidList.N

Format

CreateAtStart

CreateAtEnd

Witk

fil

iy

o

iy

iy

iy

iy

iy

iy

iy

iy

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Boolean

Integer

Integer

Integer

Array of String

String

String

String

=
B
S
il
%
o
o

~HE2H, KEOBYE: DescribeSensitivelnfos,

H24, FEOE: 2023-11-28,

>

N

~HBY, FEOFTEEERSH.

dIDFIR, AIBiE
w~iE: [1,2]

EERAHE
BIE: false

EEIREHE
=BHE: false

&JIID
hE: 1

STTRN
wBIE: 0

S RIwE
TBE: 0

FARIDFIZE
aBifE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

HUEMEEN: json. file, BIAFRIEAjson
TBIE: json

SRS E-FF A
~f{E: 2024-01-01 00:00:00

CUEERTE - 455
~fIE: 2024-01-01 00:00:00
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O BHS

SHEm wWhisk
UpdateAtStart &
UpdateAtEnd a8
Filters.N B
Ignored S

3. itha%

SHEM ESidl
Total Integer

Array of

List DisplaySensitivelnfo

Requestld  String

4. 75
PN ERHRERTELE
BEEWBERILELE
WATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/json

S

String

String

Array of Filter

Boolean

fak

BE
HIE: 0

S |
wBIE: []

REmEERS

ik

SEFRRTIE- T
a~ffE: 2024-01-01 00:00:00

B4R
~fE: 2024-01-01 00:00:00

EigsA

BE R BRSRIEE
TBE: true

W—iER ID, HRSBIRER, SRERHBEE (SEREREMREKRERERSM, WiZRi5

RFSIHE

X-TC-Action: DescribeSensitiveInfos

<NIERSE>

"Response": {

"List": [

{

"DisplayToolCommon": {
"CreateAt": "2024-06-07
"CustomerId": 1
"CustomerName" :
"Detail": "",

"EnterpriseName": "",

IRIFRE: BR=ItE (It ) BRSEATF

Requestid) . EfEBITEERHIZRIERE Requestid,
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"EnterpriseUid": "",
"Ignored": false,
"JobId": O,
"JobRecordId": O,
"JobStageId":

"Md5": "3
"UpdateAt": '

}

"Id": 10,

"Source": "baidu.com
"Type": "SUEMSE",

"Value": "key=123"

:I 4

"RequestId": "dc218a31-31be

"Total": 1
}

t

5. FR&GR

A= APl &

Bz API E& 248 API X4, HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=D)

API Inspector

FRFEIEE AP| Inspector BEIEHEE—SIRMEXBE AP ARER, FEMERSIESIRAR API K63, BaEiiE API Explorer #{TELR
ifo

SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , MSSHRIZIES, EELENREA APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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KIS T2 AL SSZIBIAXAIEIRES, HiEIRGIERD
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AHEIR .

REmEERS

£5158 #2095


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
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https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® E% \.L:HE REmEERS

e iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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O BAT
BERDEE

IEE#HAE: 2025-08-12 01:34:10

1. &Oid

EOEREEZ: ctem.tencentcloudapi.com

EERRLE
BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK

A6,

2. NSH

MTERSHIIRFIL T ROBRSYEMBIALSY, ZBAHS

SYHEN Witk

fil

Action

Version

iy

Region

CustomerldList.N

iy

iy

IsNew

iy

Customerld

Limit

iy

Offset

iy

EnterpriseUidList.N

iy

o

Format

CreateAtStart

iy

CreateAtEnd

iy

UpdateAtStart

iy

IRIFRE: BR=ItE (It ) BRSEATF

Array of Integer

Boolean

Integer

Integer

Integer

Array of String

String

String

String

String

AH2E, KXEOBYE: DescribeVuls,

H24, FEOE: 2023-11-28,

>

N

~HBY, FEOFTEEERSH.

&WIDFIR, ALk
wiE: [1,2]

EEISHIE
TENE: false

=dkID
wBfE: 1

SR
HIE: 0

S oawE
=BIE: 0

FaEIDYIE

aBIE: ["7286dcdf1c6f6ec1e99a2317b2c960e0"]

BB json. file, BIAFiEAjson
~BUE: json

CUEERTIE-FHA
=BE: 2024-01-01 00:00:00

SR E-45
a~f{E: 2024-01-01 00:00:00

EfRiE-F A
~fE: 2024-01-01 00:00:00
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O BHS

SHEm Wi Sl
UpdateAtEnd & String
Filters.N & Array of Filter
Ignored B Boolean
3. mihiay
SHEm ESid) iR
2#
Total Integer SEIE: 0
. Array of
List DisplayVul B

REmEERS

ik

SEFRATiE-455R
a~ffE: 2024-01-01 00:00:00

A

EERTHARERIEIE
RENE: true

E—iEK ID, HRSIRER, SRERBSRE (HEREEMEEKRERARSR, WZRERTRE

Requestld  String

4, 76

PN EERRSE
BEERRE

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson
X-TC-Action: DescribeVuls

<RIEERSEH>

"Response": {

"List": [

{

"DiscoverTime":
"DisplayToolCommon":
"CreateAt": "2024-06-07

"CustomerId": 100081,

"CustomerName": "BEifltest™,

UDatadl¥y T,
nn

"EnterpriseName":

"EnterpriseUid": "",

IRIFRE: BR=ItE (It ) BRSEATF

Requestld) . EiTRAITEEIREIZRIEKRE Requestid.
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"Ignored":
"JobId": O,
"JobRecordId":
"JobStageId":
"Md5": "8476
"UpdateAt":

}7

"Id": 168,

"Ip": "1.1.1.1",
"Level": O,
"Name": "
"Port": 80,
"RepairStatus":

"Suggestion": "",

"Url": "http:

"RequestId": "0Oeb8c23:
"Total": 1

t

s

5. FREHIR

BR= APl &

Bz API SE& R&58 APl X#4. HiR63. APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR
E=D)

API Inspector

FPIEE API Inspector EEIEHGE—TIRIEXEN AP ERER, HEhERZIE

ifo

SDK

= API 3.0 RItTERERNFRIESE (SDK) , XISSHRIZES, REEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. $EiR

I RSIE T2 AW SSBIRIAXAYEIRIS, EERISER ALEiR0

IRIFRE: BR=ItE (It ) BRSEATF

o

REmEERS

IRASHS API 4488, tBETRIfE AP Explorer #{T1ELE
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
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® E% \.L:HE REmEERS

e iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse HiFEGERA.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BEAATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FHSHEER
UnsupportedOperation BMERZS .
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® H% \.EHE REmEERS

BEBOSHIE

IEE#HAE: 2025-08-12 01:34:10

1. O

EOBEKEER: ctem.tencentcloudapi.com
EEBOSHIE

BRAZEOIERINZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TR . ESIRIE. SDK RIBERMRFERRZOZFMED . EUTEEFTRXRANBERNSMERLSRURBMER, SDK
A6,

2. MANBH
UTERSHIIFRMNFIETEOBRSYNBLARSY, REAHSHIIRRT AHIERSY,
SHER Witk B3] iR
Action = String aH2E, AEOE: DescribeWeakPasswords.
Version = String A, FEOBE: 2023-11-28,
Region & String AHSY, MEOFTEERLSEH.

EWIDFIER, BBk

CustomerldList.N FEUE: [1,2]

o

Array of Integer

ISERep
= EEERIE
hew - Boolean ~BUE: false
N
Customerld & Integer ;}Jéﬁ}g 1
imi SR
Limit & Int
o B ressr FOUE: O
SRR
(0] ==
ffset a Integer =GIE: O
. A . FATIDFIZE
E List.N & A f
nerpriseUidLet - rray of String fE: ["7286dcdfc6f6ec1e99a2317b2c960e0"]
Format & String BigitEL: json. file, BiAFHAjson
~BUE: json
; SUEERTIE-FFA
C =
reateAtstan - string E: 2024-01-01 00:00:00
; BUEERTIE-455R
AtE =
CreateRtEnd a String RHIE: 2024-01-0100:00:00
UpdateAtStart = String EHRE-FE

~fE: 2024-01-01 00:00:00
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O BHS

SHEM Wi
UpdateAtEnd &
Filters.N B
Ignored B

3. s

SHEM ESid)
Total Integer

Array of

List DisplayWeakPassword

Requestld  String

4- W
PN ERSBOSHIE
EEBASHRE
BATH
POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

i)

String

Array of Filter

Boolean

faik

B

HIE: 0

|

REmEERS

ik

SEFRAYiE-455R
af{E: 2024-01-01 00:00:00

EigHaA

EERTHARERIEIE
RENE: true

H—igXK ID, HRSIKER, SXERMSIEE (EEREHMERRERERSR, Wiz
RIERAKIXE Requestld ) . ELTRMITHEEIRMHIZRIBEREN Requestld,

X-TC-Action: DescribeWeakPasswords

<RIEERSEH>

"Response": {

"List": [

{

"Account": "teste
"DisplayToolCommon":
"CreateAt": "2024-06-07

"CustomerId": 100081,

"CustomerName": "[&Eifl

UDatadl¥y T,
nn
’

"EnterpriseName":

"EnterpriseUid": "",

IRIFRE: BR=ItE (It ) BRSEATF
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"Ignored": false,
"JobId": O,
"JobRecordId": O,
"JobStageId": O,
"Md5": "0647
"UpdateAt": "20

o

"Id": 13,

"Ip": "1.1.1.1",
"IsHoneypot": rue,
"Password": "321#abc",

"Port": 22,

"Type": "M,

"Url": "http:

"RequestId": "176ed92
"Total": 1

}

t

5. FRERR

BR= APl &

Bifl= APl SE& 2&& AP X#4. (5%, APl Explorer } SDK $#ZFRNA—EIFE, HEENE—AN\OEORERBNSREIFRE APl IR
5o

API Inspector

HFaE&EE APl Inspector BEEEFIGE—SIREXIXA APLRBER, FEMEMZIESRA API X838, tBaJaiiE API Explorer #TTE&IE
ifo

SDK

= API 3.0 RItTREMNFRIRE (SDK) , MSSHRIEES, SEELENER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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KIS T O SSZEEXRIEIRID, HEEIRIBIFERD AEIRG,
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
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® E% \.L:HE REmEERS

LT iR

AuthFailure CAME & /EUEIR.
DryRunOperation DryRun #{E, KFRIEFKEESEMING, RES/ET DryRun £#,
FailedOperation BRMERM
InternalError PEREEIR
InvalidFilter TRA9 s
InvalidParameter SHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIES .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BERZS .
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® H% \.EHE REmEERS

I EEEXEO
el Sl

RIEEFHATE: 2025-08-11 01:22:46

1. EOMR

EOEKRER: ctem.tencentcloudapi.com .
ellke Sl

ERMECERITRIRF: 200%/% .

#E#=(EH API Explorer

API Explorer 12t THELIRMA . ERIE. SDK ABERMRERRIZOEFMEN . ETEEFSRARNERATNEEERURB5ER SDK
A6,

2. NS
UTFiERSHIIRMNGIE TEOBSRSHENTDOAHSY, REBEAHSHIIRT AHiERSE,
SR Wik R iR
Action = String ~rHEsH, FEORE: CreateCustomer,
Version = String ~riEsE, FMEOBE: 2023-11-28,
Region £ String ~HSY, FMEOFFTEEELSH.
. EAEIR
N =
ame =SNG i mRR
AEWE. RREE. 550<. BREH. BRHE. GithubittiE. XEMEHE. &
ScanType = String FEEIE, HPAFWEXES, SIMRERESIES, flil: BF-lE,RRER
~HIE: BFEWE,RRER
- B LEEEE 30-100
Percent ) Integer =GIE: 50
- . [EHEZE R [E)
ScanCron & String SOIE: SEE00****
B A=y =
- BAMBIEEh
IsScanNow a Boolean =@IE: false
=5 BRI
E == =y =] ==
nableCron a Boolean =@IE: false
. - EERABTFAE
EnableScanSubEnterprise & Boolean SBIE: false
=AEER
Enabl & ="
nableAuth a Boolean =@IE: false
AuthStartAt & | String | RDUTGHIA

~fIE: 2024-01-01 00:00:00
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O BAT

SHEm Wik
AuthEndAt &
AuthFile &
ScanTime &
Keywords S
Icon &
Qps &
SubCompanyLevel &

iy

IsincludeFullScan

3. s

SHEM ESid) iR
Requestld  String

String

String

String

Integer

Integer

Boolean

REmEERS

fEid

SR A
=fffE: 2025-01-01 00:00:00

FLEid
RENE: d4621xxx

MEREERER, RAjsonFHFHIg

FBIE: {"Monday":{"0":true},"Tuesday":{"1":true},"Wednesday":
{"2":true},"Thursday":{"3":true},"Friday":{"4":true},"Saturday":
{"5":true},"Sunday":{"23":true}}

A ERAIXR T
w~EIE: R

Elx
FHE: d4621xxx

HERigE
=BfE: 50

REFARER, —1RTFIRE
HE: 1

ERURIERAEAMZAE(BEFLLE), NRBEESENENMES, WiE
false,
=BIE: false

W—iER ID, HRSBIRER, SRERFBSEE (EHEREEMEEKRERERSR, WZRERFIRE

4, 765

N Fhnek
RN

BATH

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com

Content-Type: application/Json

TC-Action: CreateCustomer

REBRSE>

X
<

{

"Name": "imz=mlid",
"ScanType": "RrUIEE",
"Percent":

}

IRIFRE: BR=ItE (It ) BRSEATF

Requestid) . EfzOBITEERMIZIRIERE Requestid,

55169 $#209%:
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"Response": {

"RequestId": "

}

t

5. FEEGR

BR= APl &

il APl SE& 2&& AP X4, $HiRF3. APl Explorer } SDK $#ZFRNA—EIFE, HEEMNE—AN\OEORERBNSREAFRE APl IR
5o

API Inspector

HFaE&EE APl Inspector BEEEHIGE—SREXIXA APLRBER, FEMENZIESRA API K88, tBaJaiiE API Explorer #TTELIE
ifo

SDK
= API 3.0 RIHTRENFRIESE (SDK) , SSHRHIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. FHiRES

PATRFIH 7Ok SSiZEAX A5, HibERGIER AHERE,
iRt ik
AuthFailure CAMEZ/ERUEIR.
DryRunOperation DryRun #{E, KFBFKRIESEMINA, RESET DryRun £#,
FailedOperation BREEM
InternalError PIEBERIR o
InvalidFilter TaYiE=R
InvalidParameter SHER.
InvalidParameterValue SHEEIRIR.
LimitExceeded B ECERPRE .
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® EE \.EHE REmEERS

LT iR
MissingParameter RAOSHIER,
OperationDenied BRMEIRIESE
RegionError HhisEEiR
RequestLimitExceeded TERRREGEIE T SREEIRE
ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE-
ResourceNotFound REAFFE.
ResourceUnavailable REATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RITBURE
UnknownParameter RISHER,
UnsupportedOperation BERs.
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grig eIl

IEE#HATE: 2025-08-11 01:22:46

1. IO

EOBEKEZ: ctem.tencentcloudapi.com
fRIEEIL

ERAZECLERITZRIRG: 200R/%

#EFER API Explorer

API Explorer 2t TELZAMA . ESIRIE. SDK RIBERMRFERRZOZFMED . SEUEEFRXRMANERNSMERSRURBMER, SDK
A6,

2. N
UTBERSHEINRGIE TEOBRSHINBOAHSE, REAHSHIIRN AHiERSEH,
SYEWH Wik HER iR
Action = String ~HSE, AMEORE: ModifyCustomer,
Version = String ~sH, AMEOBE: 2023-11-28,
Region ) String AHSY, MEOFTEERNSE.
. A ZFR
N = t
ame =SNG i AR
Percent - Inteaer B tEEERE30-100
= g FBIE: 50
EERE. RRER. 580<. BREHE. BRHEE. GithubiltiE. XEMEMTE. 5
ScanType 2 String RERIME, HhEFWEXE], STARESRE, fli: JFWE,REIER
THIE: BFEWE,RRER
- £ID
Id = Integer =B 1
- . [AERNIEE AT iE)
ScanCron & String =GIE: SE#00***
B A3y b=
- EAVEEE
IsScanNow & Boolean =@IE: false
B3
- EECHRAENS
EnableCron a Boolean =BIE: false
. EEREFAR
== =y =]
EnableScanSubEnterprise & Boolean =GiE: false
B A is
- EEENR
EnableAuth a Boolean =BIE: false
AuthStartAt & String  2OUHaRE

~fE: 2024-01-01 00:00:00
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https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=ModifyCustomer

O BAT

SR Wk
AuthEndAt &
AuthFile &
ScanTime &
Icon &
Qps &
SubCompanyLevel a

IsIncludeFullScan &
3. ey
S £t R
=JKID
Id Integer FOIE: 1

String

String

Integer

Integer

Boolean

fEid

SR A
~fIE: 2024-01-01 00:00:00

Eziid
~IE: 0cf85f4d362c10027acc6046035417fa

MechiAEER, RAjsonFFHER

FBIE: {"Monday":{"0":true},"Tuesday":{"1":true},"Wednesday":

{"2":true},"Thursday":{"3":true},"Friday":{"4":true},"Saturday":
{"5":true},"Sunday":{"23":true}}

Al ER
BE: 0cf85f4d362c10027acc6046035417fa

HE
FHE: 10

FARGREIX
HIE: 0

EESSTENAE

RNE: false

REmEERS

E—i5K ID, HIRSIKER, SXERBSED (EHEREEMRERERARSR, WZRERTRIRE

Requestld  String

4, 765

B GRigEL
fRigLEIY

BATH

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: ModifyCustomer

<REERSEH>

{

"Name": "test2",
"Percent": 60,

"ScanType": " B,
"Id": 100136

1
I

IRIFRE: BR=ItE (It ) BRSEATF

Requestld) . EfIiTETHRERHIZRIFR Requestld,

8173 $209m



"Response":

"RequestId": "
}
}

5. ARERR

BR= APl &

iz APl SE& 2&& AP X#4. $8iIRF3. API Explorer } SDK $#ZRNA—ERIFE, HEEMNE—AN\OEORERBASRELRE AP IR
5o

API Inspector

HRFaE&EE APl Inspector BEEEFIGE—SREXIXA APIRBER, FEMENZIESRA API 88, tBaJaiiE API Explorer #T7E&IRE
ifo

SDK
= API 3.0 RIHTRENFRIEE (SDK) , HSSHRHIEES, SLEHENRER APl

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BYITIR

Tencent Cloud CLI 3.0

6. FHiRG

IITRFIH T2 O SSZEEXRIEIRID, HAEIRIDIFERD AR,

§RIREG

AuthFailure
DryRunOperation
FailedOperation
InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue

LimitExceeded

IRIFRE: BR=ItE (It ) BRSEATF

g

CAMEZ/ERER .

DryRun 1&{F, KFRIBEKRISESZ2MING, R22E7T DryRun &%,
BRAERM

PIEBERIR -

Py ;R e

SHEIR,

SHEEIRIR.

Bt BeERpRE o
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

® EE \.EHE REmEERS

e iR
MissingParameter RAOSEER,
OperationDenied IRMEIRIES
RegionError ihisEiR
RequestLimitExceeded BERAREGEIE T SRR o
ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE-
ResourceNotFound BEAFFE.
ResourceUnavailable BEATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RITBURE
UnknownParameter RHSHEER,
UnsupportedOperation BIERs.
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s51WIE

RIEEFATE: 2025-08-13 01:30:04

1. EO#ER

EOBEKEER: ctem.tencentcloudapi.com
BEIIIE

BRAZEOUERITRIRG: 200R/%

#EFZ(ER API Explorer

API Explorer 12t TELIRMA . EFIRIE. SDK RBERRERRIZEOFEN , EUTEESRARNBERASTHEREISRURB5ER SDK
A6,

2. 8WN\2Y
DTFERSHFIRNIIE TEOBRSHNBoAHSY, REARSHIIRT ~AHiERSH,
SHEm Wi ESid] 3%
Action = String aH2E, AEOBE: DescribeCustomers.,
Version = String ~HSE, FEONE: 2023-11-28,
Region S String A2y, MEOFEEEELSHE.
F
Limit & Integer 21;”7;’:]\0
SRR
=
Offset B Integer =BIE: 0
Filters.N S Array of Filter BiA
N -
Keyword & String A SRR

BUE: B

3. ey
SR £t i
25
Total Integer =@iIE: 10
List Array of SUSIE
Customer

E—iEK ID, HRSiKER, SXERHFRE (EHERERMREREKIARSE, WZRERTRIRE

R tid Stri
eques ring Requestld ) . sEfiaAEEIRHZRIERI Requestid.

4.
wON EEEY
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https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120324
https://cloud.tencent.com/document/api/1755/120320#Filter
https://cloud.tencent.com/document/api/1755/120320#Customer
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=DescribeCustomers

REmEERS

POST / HTTP/1.1
Host: ctem.tencentcloudapi.com
Content-Type: application/Jjson

X-TC-Action: DescribeCustomers

<RIEERSEH>

{

"Response":

"List": [

{

"AppId": 1°

"AuthEndAt": "",

"AuthFile": "",

"AuthStartAt": "",

"CreateAt": "2024-06-07 14:24:11",
"Creator": "",

"EnableAuth": fc

"EnableCron":
"EnableScanSubEnterprise”": fal
"Icon": "",
"Id": 100 o

"Keywords": "",

"Name": "BSFIME",
"Percent": 55,
"ScanCron":

"ScanTime": "{\"Monday\":{\"O\":false,\"1\":false,\"10\":false, \"11\":false, \"12\":false,\"13\":false, \"14
":false,\"15\":fa 16\":false,\"17\":false, \"18\":false, \"19\": fa \"2\":false,\"20\":false,\"21\":f
se,\"22\":false,\"23\":fa \"3\":false, \"4\":false,\"5\":false, 6\":false \":false,\"8\":false,\"9

:false}, \"Tue L :{\"O\":false,\"1\":false, \"10\":false, \"11\": se,\"12\":false, \"13\":false, \"14\":f
,\"15\":false, \ 6\": fe \"17\":false,\"18\":false, \":false, \"Z :false,\"20\":false,\"21\":fals
:false, \"5\": se 6\":false, \ :false,\"8\":false, \"9\":
,\"10\":fal \ 1\": se, W73 se, 13\": ,\"14\":fal
:false, \"17 \"18\":false, \"19\":false, \"2 :false 20 : \ 1\":fals
W fallisel, SN
se, :false, \"10\": f
\\ " 1 7 \\
lse, \"4\":false, \"5\":
1se,\"10\":fe
\"18\":false SA\"2\": se C g e, \"21\":fa
>, \"22\": false 3\":false,\"3\":false, \"4\":false, \"5 false 6\":false,\"7\":false,\"8\":false, \"9\":f
a },\"Saturday\":{\"O\": se, \":false, \"10\": fq S\"11\":false, \"12\":false, \"13\": ,\"14\":fals

e, \"15\":false,\"16\":false,\"17\":false, \"18\": se,\"19\":false,\"2\":false,\"20\":false, \"21\":fals
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"ScanType":

"Uin":

"UpdateAt": "2 07 14:24:11"
}

I

"RequestId": "

"Total": 1

5. AR EHER

BR= APl EE&

Bz API £& 248 API X4, %63, APl Explorer & SDK FXFHNA—EATS, HEENE—AOSEORERENRIZHERE API IR
E=)

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIEXR AP ARER, HEEMSIESIRAEI API X538, tBaTaiiE API Explorer #{3HEL&R
ifo

SDK
= API 3.0 BRIt TREMNFLRIERSE (SDK) , XISSHRIZIES, EELENREA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR
» Tencent Cloud CLI 3.0

6. FHEiRES
KNG THEOWSZEEXAEIRID, HERBIFED AHEIR0E,
RS ik
AuthFailure CAMEZ/ERUEIR
DryRunOperation DryRun ##{E, KFRIFKEESEMING, RES/ET DryRun £#.
FailedOperation BRERM
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ctem/v20231128/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ctem/v20231128/ctem_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ctem/V20231128/CtemClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ctem/src/v20231128/CtemClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ctem/lib/v20231128/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1755/120329#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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LT

InternalError
InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
UnknownParameter

UnsupportedOperation
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PIEREEIR o
TRHSiE=R
SHEIR,
SHEERIR.
B ECERPRE o
ROSHIEIR.
BRIFIEE,
tibiasEi=
IEREGREGED T SRR E
HiRWMER.
BEFE.
BRFFE.
BREFIHE.
RREE,
HRIBBURIE
FASHEIR
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O BAT

REmEERS

(ESEEBEXEND

=ERUES

RIEEFHTE: 2025-08-11 01:22:47

1. EOR

EOEKRER: ctem.tencentcloudapi.com .

= HES

ERAZOIERINZIRE: 200R/%

#FEZ(ER API Explorer

<> mEiEiR

API Explorer 12t THELIRMA . ERIE. SDK ABERMRERRIZOEFMEN . ETEEFSRARNERATNEEERURB5ER SDK

A6,

2. A%

UTERSHIIRFIL T ROBRSEMBO AHSY, ZBAHSHIIRN 2HERSH,

SHBMR
Action
Version

Region

Customerld

TaskType

ScanType

Qps

IsincludeFullScan

3. sy
syEm  xm

Id Integer

Requestld  String

Wik R 3%
2 String ~rHESE, KEOBYE: CreateJobRecord,
= String ~ESE, FEONE: 2023-11-28,
& String rESH, FMEOFTEEENSH,
= Integer {WID
= 9 EIE: 1001
o String {E3258: BORMESS
= TEIE: ENRHES
EEWE. BRER. 5805 . BREH. BRHEE. GithubittiE. XEMSME. SURMEEit
& String 2, HhEFWEVEs, S/REESKEE, flil: &FKE,RRER
HIE: BrEWE,RRIER
= qpsiRE
& Integer SEIE: 30
EERASRERE
== =
- Boolean ENE: true
iR
{£531d

FHIE: 1001

K—iFK ID, HIRSBIKERN, SRERESIED ( FEREHMEERERERSR, WiZXERFTSIKE
Requestid) . EfIABITEERMIZRIERE Requestid.
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https://cloud.tencent.com/document/api/1755/120324
https://console.cloud.tencent.com/api/explorer?Product=ctem&Version=2023-11-28&Action=CreateJobRecord
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4. 7%
1 BN

Bl

BT

POST / HTTP/1.1

Host: ctem.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateJobRecord
<RHFRSE>

{

"CustomerId": 100136,

"Ops": 55,
"TaskType": "BPRHESS"

"Response":

"Id": 1000¢

"RequestId": "l1b2dcfec-80d6-4a5d-acec-aaecalcbcaall"
}

t

5. AR EHR

BR= APl &

Bz API SE& R%8 API X4, HiR63. APl Explorer & SDK $XFEHNA—EATS, HEENE—AOEGRERENRIZHERE API IR
E=)

API Inspector

FFEEE APl Inspector EEIZHIGE—SRIEXIEXR AP ARER, HEEMSIESIRAE API X538, tBaIaiiE API Explorer #{3HEL&R
ifo

SDK

= API 3.0 BRIt TREMNFLRIESE (SDK) , XSSHRIZIES, LESENREA APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ctem/v20231128/ctem_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ctem/v20231128/CtemClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ctem/V20231128/CtemClient.php
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KIS T2 AW SSBIRAXAIEIRIS, HERISER AH4EIR0E,
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AuthFailure CAMEZ/ENEIR,
DryRunOperation DryRun #&#{E, KFFRIESEMING, RES(ET DryRun £#.
FailedOperation BREEM
InternalError PIERERIR
InvalidFilter TR I5EE
InvalidParameter BHRIR.
InvalidParameterValue SHEEER,
LimitExceeded BT BeAnpRE o
MissingParameter BRAOSEER,
OperationDenied BRMEIRIESE
RegionError HhisEEiR

RequestLimitExceeded

IEREGREGEED T SRR PRE

ResourcelnUse RiFWEA.
Resourcelnsufficient BEFRRE.
ResourceNotFound REAFFE.
ResourceUnavailable REAATA.
ResourcesSoldOut RREE,
UnauthorizedOperation RITBURIE
UnknownParameter RHMSHEER,
UnsupportedOperation BERs.
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BUAROIERINERIRS: 200R/%

#EFER APl Explorer

REmEERS

<> i

API Explorer 2t TR . ESRIE. SDK {IBEMMRFERREOZED . SUEEFRNRMANBERNSMERSRUREMER, SDK

RRRA.

2. I NBH

MTERSHIIRRIIL T IROBRSYMBIALSY, =8

SYETH
Action
Version

Region

Customerld

JobRecordld

3. s

SHEN ESid)

Requestld  String

4, 76

7N SLEES
{BLL1ES

BATH

POST / HTTP/1.1
Host:
Content-Type:
X-TC-Action:

<RHEERSH>

WA ESic]

= String

= String

& String

B Integer

S Integer
3%

~rHESH, FMEOBE: StopJobRecord,

o

AR, FMEOE: 2023-11-28,

\

o

AHSY, FMEOFTEEELSH.

\

&dkID
TEHE: 1001

551D
w~BEIE: 100

K—iER ID, HRSBIHER, SREREPSIEE (FEREEBRERGERERSR, WiRE
Requestid) . EfIORITEERMIZIRIERE Requestid,

ctem.tencentcloudapi.com

application/json

StopJobRecord
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"JobRecordId": 10000416

"Response": {

"RequestId": "f65c0d
}

}
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BR= APl &

iz APl & 256 AP 3. (8%, APl Explorer ) SDK #ZFRNA—ERIFE, HEEMNE—ANOEORERBAZRHIFRE AP IR
e

API Inspector

HFEEE AP Inspector EEIZHIGE—SRIEXIXR AP ERER, HEEMSIESHRAE API £53, tBaIEIE API Explorer #{3HEL4R
ifo

SDK

= API 3.0 Rt TREMNFRIERE (SDK) , MSSHRIEES, SEELENRER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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6. FHiREY
PATRFIH T O LSS EAXA0EIRMD, HibERGIFER AHERE,
iRt g
AuthFailure CAME S /EMUEIR.
DryRunOperation DryRun &{E, KFRIFKEESEHING, RES/ET DryRun 2#.
FailedOperation BRIEEM
InternalError PIEBERIR o
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InvalidFilter
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
OperationDenied
RegionError
RequestLimitExceeded
ResourcelnUse
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ResourceNotFound
ResourceUnavailable
ResourcesSoldOut
UnauthorizedOperation
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UnsupportedOperation
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BEIESETICRIIER

RIEEFATE: 2025-07-3101:28:08

1. EOid

EOBEKEZ: ctem.tencentcloudapi.com

BEESIETIERIIER
BUAROIERINERIRS: 200R/%

#EFER API Explorer

REmEERS

<> R

API Explorer 12t TELIRA . EFIRIE. SDK ABERRERFRIZEOFEN , EUTEESRARNBERASTHREISRURB5ER SDK

A6,

2. NSH

MTERSHIIRIIL T ROBERSHAIBI 2

L2y, REAHSHIIRN AHLERSH,

SHEW Wik i) HER
Action = String ~H2H, AEOBYE: DescribeJobRecords,
Version String ~HSE, FMEORE: 2023-11-28,

Region & String ~AHSY, AMEOFEEEENSEH.

- - FRA

Limit B Integer =EIE: 0

SRR
-
Offset a Integer =@lE: 0
Filters.N & Array of Filter EifgE

3. mihaH
SHEm ESid)
Total Integer
. Array of
List DisplayJobRecord
Requestld  String
4l W
N ERESICHR
BEIESICRE
BTG
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flR

BE
BUE: 1

£

W—iEK ID, HRSiRER, BRIERFBSRE (HERERFEEKRERARSR, Wi XiEK
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POST / HTTP/1.1
Host: ctem.tencentcloudapi.com

Content-Type: application/Jjson

X-TC-Action: DescribeJobRecords

<NILERSEH>

"Response": {
"List": [],
"RequestId": "35d790a4-e77f-405d-b657-b6d36d690de

"Total":

5. FREWR

BR= APl &

il APl SE& 2&& AP X#4. $5iIRF3. APl Explorer )2 SDK $#ZFRNA—ERIFE, HEEMNE—ANOEORERBNZREIFRE AP IR
5o

API Inspector

REmEERS

HRFaE&EE APl Inspector BEEEFIGE—SREXIXN APLRBER, HFEMENZIESRA API X838, tBaJriiE API Explorer #T7EL&iRE
ifo

SDK

= API 3.0 Rt TEEERIFRTEE (SDK) , XISSHRIZES, FEESEAEM AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee
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AuthFailure CAMEZ/E£EIR
DryRunOperation DryRun ##{E, KFRIEFKEESEMING, RES/ET DryRun £#.
FailedOperation BRMERM.
InternalError MEREEIR
InvalidFilter TR iEss
InvalidParameter BHEIR.
InvalidParameterValue SHENERIR.
LimitExceeded B ECERIR S -
MissingParameter RAOSHER.
OperationDenied IREBIESR .
RegionError ek EEiR
RequestLimitExceeded BERAREEE T SRR o
ResourcelnUse RiFEGER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable BREATH.
ResourcesSoldOut RREE,
UnauthorizedOperation RIGHURIE
UnknownParameter FINSHER,
UnsupportedOperation BMERZS .
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LS HEdE: 2025-08-20 01:28:02

Customer
BAViERE
#ANT3EOSIA: DescribeCustomers.

E=4i ESid] HEiR
#WID

Id Integer SIE: 1
1 Uy

Name String EUER

TOHE: BRHE

BRI &SEL

Percent Integer FBIE: 100

B, RRIER. 50<. BRIEW. BRlE. Githubitfs. XEMREIHE. &
ScanType String BERMEE, HpErEsas, S/ HENESRER, flin: JZFRE,RRER
THIE: B[rEUEE

Creator String gﬁgiooooo

Appld Integer ﬁgﬁfi’é"p”

Uin String ’,’i};ﬁfﬂé?o

CreateAt String gﬂﬁgiﬁzozo—m—m 00:00:00
UpdateAt String izﬂ?;iﬂzom—m—m 00:00:00
ScanCron String ?xiﬂ}g%gijﬂ\w#o Q****
EnableCron Boolean iggmzﬂﬂ%
EnableScanSubEnterprise Boolean izgﬁfiﬁ?

EnableAuth Boolean izgfyfal se

AuthStartAt String iggﬂﬁzo—m—m 00:00:00
AuthEndAt String gﬁg;ﬁ;ﬁi—m—m 00:00:00
AuthFile String ﬁ%{éﬁ?&m%ﬂ b194857f5e416486e4bf1d3
ScanTime String MR A EIR

IRIFRE: BR=ItE (Ib5R) BRSEAR ££189 #209%



O BAT

Icon
Keywords

Qps

SubCompanyLevel
IsincludeFullScan

EnableGroupMemberDiscovered

DisplayApp
BahErEiEE
#ANTEOSIA: DescribeApps.

=R
Id
DisplayToolCommon

Name
Description
Developer
DownloadUrl
Logo
PackageName
Platform
ServerUrl

AppVersion
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String

String

Integer

Integer

Boolean

Boolean

ESid]

Integer

DisplayToolCommon

String

String

String

String

String

String

String

String

String

3%
TBHE: {"Monday":{"0":true,"9":true}}

Eltn
BIfE: 5841c36f1b194857f5e416486e4bf1d3

Xz
HE: B

QpsigE, 10-500, BiA100
FEIE: 10

FRATRREIR

FHIE: 1

EECERERE

R WFERAEEHRE null, FREFAEYE,
TEHE: false

EEIRAISERAMA

FHIE: false

ik

E#ID
HIE: 1

AHFR

APP&iR
TBHUE: BT

fak
TBNE: BT

HEE
RHE: tester

T#iltht
FBIE: http://test.com/api/xx

oy

FBIE: http://test.com/api/xx.png

as

fFE: com.test

T8

~l{E: ANDROID

IRSS imitht
TBUE: http:/test.com

apphRad
=BIE: 1.0
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DisplayAsset
AT

#ANTEOSIA: DescribeAssets,

=3

Id

Os

Ip

Country

Province

City

Isp

DisplayToolCommon

DisplayConfig
BRI

#HanT#O5|M: DescribeConfigs.

=4

Id

Url

Title

Code

ContentLength

DisplayToolCommon

Ip

AlRating
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Integer

String

String

String

String

String

String

DisplayToolCommon

£

Integer

String

String

Integer

Integer

DisplayToolCommon

String

Integer

ik

Eigld
BIE: 1

Haht
FBIE: http://test.com/a.html

U RRR
BIE: FastAPI - Swagger Ul

7N
afi{E: 200

) iz <
afifE: 100

DHFR

IpEiE
RENE: 1.1.1.1

AlFES
HIE: 60

filiR

FEId
HIE: 1

IRERGEE
RENE: linux

kb
ENE: 1.1.141

Ezx
~UE: PE

={%)
THE: IR

e
wBUE: R

bet={i:]
THIE: BE

DHFR
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=4 i)
AlAnalysis String
RiskLevel Integer
Suggestion String
DisplayDarkWeb
e

#ANTF3EOSIA: DescribeDarkWebs.,

B ESic]

Id Integer
Content String
MatchedKeywords String
Url String

DisplayToolCommon

Status String

DisplayDomain
¥
#INTFEOSIE: DescribeDomains.

B St

Id Integer
Domain String
ICP String
RegisteredTime String
ExpiredTime String
Company String
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DisplayToolCommon

ik

AlStR
THUE: BFERIER

RIEER: 1-1&-, 2-1fE, 3-5fE, 4-BH%K, 5-iRk
HIE: 1

=iy
TBIE: TN

fak

EH#2ID
=fIE: 100

E
~EIE: td#147

aXEF
w~E: td#147

APPHisiik
TBHE: http:/test.com/a.htmll

AHFER

K7 unrepaired:RIEE, repaired:BIEE, ignore:E2HE

TBIE: unrepaired

faik

F8ID
w~EHE: 1

FiFZ
FFNE: gg.com

ICP
EE: BICP&E1900xxS

iERBRiE
=FE: 2020-01-01 00:00:00

idHARdia
w~fHE: 2099-01-0100:00:00

L

HIE: BiRRE
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DisplayToolCommon DisplayToolCommon NIHFE
DisplayEnterprise
AV ERFIERS

#ENTF#EOS|A: DescribeEnterprises.

& e fai
*5Ed
Id Integer TOUE: 1
DisplayToolCommon DisplayToolCommon aHFR
o ) FRAE LR
ParentEnterpriseUid String FHIE: 48139a35bd080859e8148ed98f6d2788
) I FFR
Name String TOE: BEREHE
o ) NEIER
Abbreviation String REIE: BT
. ] H—EARB
CreditCode String SEIE: 10001
) RS
Status String TOUE: T
_ _ ] EMRA
RegisteredCapital String =~E: 35008 AR
. . ) FFRRLLA)
ShareholdingRatio String FEIE: 100%
) EALE
LegalPerson String TBIE: BT
. stri ESid]
ype tring wHIE: BREEAR(EANTELZAR)
Indust Strin o
ry g HUE: BREFEEREARRS
_ _ ) FEIEE—uid
EnterpriseUid String TBIE: 2664c3d2bcf233f2052ba78177394415
. FiEHFHE
DomainCount Integer BEIE: 0
_ FlEEHE
SubDomainCount Integer FEIE: O
RIiLE =
HttpCount Integer =~BE: 0
imEEE
VulCount Integer EHE: 0
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DisplayFakeApp
atelviz s
#ANTEOSIA: DescribeFakeApps.

E=4 il 3%
FID
Id Integer P —

DisplayToolCommon  DisplayToolCommon  2#ZFE;

{FERASH

AppName String TOIE: REEEE

FERASETR

PackageName String FBIE: com.ctem

THEEE

DownloadUrl String BIE: http://test.com/download

SEIRTS: O-1FAE 1-4biErh 2-B4hE

HandlingStatus Integer FENE: 1

EERE: 0-(BUMAT) 1-X=Hkh 2- 28 3-BIEE 4-T&RiEh 5-BF%
ShutdownStatus Integer 6-T&EM
wEIHE: 1

Xisatia

ShutdownTime String FBIE: 2020-01-01 00:00:00

DisplayFakeMiniProgram
(HEIEREE

#HaNT4#EOS|A: DescribeFakeMiniPrograms.

E=4 il 3%
FID
Id Integer SEIE: 1

DisplayToolCommon  DisplayToolCommon  A#=Eg

ProgramName String RRIMERER
E: com.ctem
. MERID
Programid String =EIE: 1001
. 5]
Category String SOIE: Be
. ZHD
QrCode String ~EE: http://test.com/qrcode
. EIRE: 0-1FE 1-2k 18 2-BRhIE
HandlingStatus Integer SEIE: 1
XERE: 0-(BUAKTS) 1-X(EHizH 2-Ci28 3-CiEf 4-TEHiER 5-BT&
ShutdownStatus Integer 6-T&5KM

wBHE: 1
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E=3 g faik

X{=hdia)

ShutdownTime String FIE: 2020-01-0100:00:00

DisplayFakeWebsite
HEMLEERE
#ANTEOSIA: DescribeFakeWebsites,

2 il i
1D
Id Integer FOIE: 1

DisplayToolCommon  DisplayToolCommon  23#FE;

FEMiL

Website String FBUE: http://fake.com

ipfiE&

IPLocation String TENE: 1.1.1.1

EE

Screenshot String FBIE: http:/[test.com/xxx.png

WEIRT: O-1FAIE 1-4bi8rh 2-B4hE

HandlingStatus Integer FOIE: 1

RIS 0-(BRMAES) 1-XEWinth 2-BiZs 3-CiEe 4-T&iRED 5-BT4
ShutdownStatus Integer 6-T&%M
BIE: 1

ESELIE

ShutdownTime String FBIE: 2021-01-01 00:00:00

DisplayFakeWechatOfficial
(FEARSIENE

W TF#EOS|IA: DescribeFakeWechatOfficials.

E=4 il 3%
E#ID
Id Integer SEIE: 1

DisplayToolCommon  DisplayToolCommon  2#FE;

FEARSETR

AccountName String FhIE: EEEEE
N . Fi=]

2aRSID

Wechatld String FEME: 1001

=R

Avatar String BlE: http://test.com/logo.png

D

QrCode String EE: http://test.com/qrcode
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SERE: 0-FFbE 1-2h8rh 2-BLE

XERE: 0-(BUMAT) 1-XiE8HizT 2-E£8 3-8 4-T&iREP 5-BT&
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