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RSt %IF 2025 ££ 6 B 1 H 00:00 Fig, ELEIRRSBF[IER, FEBAIZRIIE CA ISM Digicert
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1. EEAZRIR ELIZT &S 1T: curl -vv https://g2-digicert.it.tencent.com/
2. WIFFEER: ASEE success.
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About to connect() to g2-digicert.it.tencent.com port 443 (#0)
Trying 183.60.113.19...
Connected to g2-digicert.it.tencent.com (183.60.113.19) port 443 (#0)
Initializing NSS with certpath: sql:/etc/pki/nssdb
CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
SSL connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
Server certificate:
subject: CN=g2-digicert.it.tencent.com,0=Tencent Technology (Shenzhen) Company Limited,L=Shenzhen,S
start date: Jul 22 00:00:00 2024 GMT
expire date: Jul 22 23:59:59 2025 GMT
common name: g2-digicert.it.tencent.com
issuer: CN=DigiCert Secure Site OV G2 TLS CN RSA4096 SHA256 2022 CAl1,0="DigiCert, Inc.",C=US
GET / HTTP/1.1
User-Agent: curl/7.29.0
Host: g2-digicert.it.tencent.com
Accept: */x

* X ¥ ¥ X

HTTP/1.1 200 OK

Date: Thu, @5 Dec 2024 14:20:27 GMT
Content-Type: text/html

Content-Length: 231

Connection: keep-alive

Server: nginx/1.16.1

Last-Modified: Mon, 22 Jul 2024 04:42:58 GMT
ETag: "669de352-e7"

Accept-Ranges: bytes

*
*
*
*
*
*
*
>
>
>
>
>
<
<
<
<
<
=
<
<
<

A

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<title>success</title>
</head>
<body>
<div>success</div>
</body>
* Connection #@ to host g2-digicert.it.tencent.com left intact

3. IIERBIREIRE
curl: (60) SSL certificate problem: unable to get local issuer certificate

curl: (60) Peer certificate cannot be authenticated with known CA certificates
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[root@M-80-176-tencentos ~]# curl -vv https://g2-digicert.it.tencent.com
* About to connect() to g2-digicert.it.tencent.com port 443 (#0)
*  Trying 183.60.113.19... connected
* Connected to g2-digicert.it.tencent.com (183.60.113.19) port 443 (#8)
* Tnitializing NSS with certpath: sql:/etc/pki/nssdb
*  CAfile: /etc/pki/tls/certs/ca-bundle.crt
CApath: none
Peer's certificate issuer is not recognized: 'CN=DigiCert Secure Site OV G2 TLS CN RSA4@96 SHA256 2022 CA1,0="DigiCert, Inc.",C=US'
* NSS error -8179
Closing connection #@
* Peer certificate cannot be authenticated with known CA certificates
curl: (6@) Peer certificate cannot be authenticated with known CA certificates
More details here: http://curl.haxx.se/docs/sslcerts.html

curl performs SSL certificate verification by default, using a "bundle"
of Certificate Authority (CA) public keys (CA certs). If the default
bundle file isn't adequate, you can specify an alternate file
using the --cacert option.

If this HTTPS server uses a certificate signed by a CA represented in
the bundle, the certificate verification probably failed due to a
problem with the certificate (it might be expired, or the name might
not match the domain name in the URL)

If you'd like to turn off curl's verification of the certificate, use
the -k (or --insecure) option.

cd /etc/pki/tls/certs/
4 FPIHCRIEBI

ca-bundle.crt ca-bundle.crt.baksh
t ERECAILER

yum reinstall ca-certificates

# EEC2ARIER

"DigiCert Global Root" /etc/pki/tls/certs/ca-bundle.crt

BiER: 88" "DigiCert Global Root CA"#1"DigiCert Global Root G2"&R BN .

[ root@VM-80-176-tencentos /etc/pki/tls/certs]# grep "DigiCert Global Root" /etc/pki/tls/certs/ca-bundle.crt
Issuer: C=US, 0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root CA
Subject: C=US, 0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root CA
Issuer: C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
Subject: C=US, 0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G2
Issuer: C=US, O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G3
Subject: C=US, 0=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global Root G3
[root@M-80-176-tencentos /etc/pki/tls/certs]#
[root@VM-80-176-tencentos /etc/pki/tls/certs]# 11
total 3248
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(2) BT BAEEEATREA

MNEAREE"DigiCert Global Root G2"RFAKEF AN, ATEERSAR yum [EXREH, FHITTEGSHIT
yum &,

-a /etc/yum.repos.d/ /etc/yum.repos.d.bak/

—ivh —--force http://mirrors.tencent.com/tlinux/rpm/epel-release—6—

12.tl1l1.noarch.rpm

—-ivh —--force http://mirrors.tencent.com/tlinux/rpm/tlinux-release—-1-

11.t11.x86_64.rpm

yum clean all && yum makecache
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