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API 315
L

EIEEFATE: 2025-02-20 01:54:44

BTRE®

A7AdiE: 2025-02-20 01:54:25
FREHEETIUTHS:
BEEAIH.

s

« DescribeProductSKUList

BRI

* PriceTag
¢ ProductSkultem

86X

A7AdiE: 2025-02-19 01:53:46
FREHEETIUTHE:
BEEAIH.

SO

« ActivateCaCertificate
« ApplyRegistrationCode

DeactivateCaCertificate
« DeleteCaCertificate

« DescribeCacCertificate

» DescribeCaCertificates

.

ModifylnstanceCertBinding
» RegisterCaCertificate

IBRURGS

» CaCertificateltem

85 X&H

&ZAEdiE: 2025-02-1101:48:54
FREHEAETUTHE:
BEEAMX.

g

« CreatelnsPublicEndpoint
« Createlnstance
« CreateUser

.

DeletelnsPublicEndpoint

Deletelnstance

» DeleteUser

« DescribelnsPublicEndpoints
« DescribeUserList

» ModifylnsPublicEndpoint

« Modifylnstance

IRIFRE: BR=ItE (It ) BRSEATF 85 #172)"


https://cloud.tencent.com/document/api/1778/116232
https://cloud.tencent.com/document/api/1778/111031#PriceTag
https://cloud.tencent.com/document/api/1778/111031#ProductSkuItem
https://cloud.tencent.com/document/api/1778/116210
https://cloud.tencent.com/document/api/1778/116204
https://cloud.tencent.com/document/api/1778/116209
https://cloud.tencent.com/document/api/1778/116208
https://cloud.tencent.com/document/api/1778/116207
https://cloud.tencent.com/document/api/1778/116206
https://cloud.tencent.com/document/api/1778/116203
https://cloud.tencent.com/document/api/1778/116205
https://cloud.tencent.com/document/api/1778/111031#CaCertificateItem
https://cloud.tencent.com/document/api/1778/116045
https://cloud.tencent.com/document/api/1778/116044
https://cloud.tencent.com/document/api/1778/116051
https://cloud.tencent.com/document/api/1778/116043
https://cloud.tencent.com/document/api/1778/116042
https://cloud.tencent.com/document/api/1778/116050
https://cloud.tencent.com/document/api/1778/116041
https://cloud.tencent.com/document/api/1778/116049
https://cloud.tencent.com/document/api/1778/116040
https://cloud.tencent.com/document/api/1778/116039

s E H%\.L:HE HEBG MQTT iR

» ModifyUser

BRI

« IpRule

« MQTTEndpointltem
- MQTTUserltem

e PublicAccessRule
« Tag

» Vpcinfo

B4 XE®

ZfmAtiE: 2024-12-1101:49:32
FREGEETUTHRA:
MECHRINHE,

HigEEO:

« DeactivateDeviceCertificate
» DeleteDeviceCertificate

» DescribeDeviceCertificate
» RevokedDeviceCertificate

B3 X&®

AAdiE: 2024-12-06 01:24:51
FREHEETUTHE:
BEEAHH.

sriEEn:

» ActivateDeviceCertificate
« DescribeDeviceCertificates

FIBERLSE:

« DeviceCertificateltem

B2 RE®

&ZAEdiE: 2024-09-20 13:08:14
FREHEETUTRE:
BEEAHH.

shEEn:

» CreateAuthorizationPolicy
» CreateJWKSAuthenticator
» CreateJWTAuthenticator
« CreateTopic

» DeleteAuthenticator

« DeleteAuthorizationPolicy
« DeleteTopic

» DescribeAuthenticator

» DescribeAuthorizationPolicies
» DescribeTopic

» DescribeTopicList

» ModifyAuthorizationPolicy
» ModifyJWKSAuthenticator
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https://cloud.tencent.com/document/api/1778/116048
https://cloud.tencent.com/document/api/1778/111031#IpRule
https://cloud.tencent.com/document/api/1778/111031#MQTTEndpointItem
https://cloud.tencent.com/document/api/1778/111031#MQTTUserItem
https://cloud.tencent.com/document/api/1778/111031#PublicAccessRule
https://cloud.tencent.com/document/api/1778/111031#Tag
https://cloud.tencent.com/document/api/1778/111031#VpcInfo
https://cloud.tencent.com/document/api/1778/113750
https://cloud.tencent.com/document/api/1778/113749
https://cloud.tencent.com/document/api/1778/113748
https://cloud.tencent.com/document/api/1778/113747
https://cloud.tencent.com/document/api/1778/113648
https://cloud.tencent.com/document/api/1778/113647
https://cloud.tencent.com/document/api/1778/111031#DeviceCertificateItem
https://cloud.tencent.com/document/api/1778/111079
https://cloud.tencent.com/document/api/1778/111078
https://cloud.tencent.com/document/api/1778/111077
https://cloud.tencent.com/document/api/1778/111084
https://cloud.tencent.com/document/api/1778/111088
https://cloud.tencent.com/document/api/1778/111076
https://cloud.tencent.com/document/api/1778/111083
https://cloud.tencent.com/document/api/1778/111075
https://cloud.tencent.com/document/api/1778/111074
https://cloud.tencent.com/document/api/1778/111073
https://cloud.tencent.com/document/api/1778/111082
https://cloud.tencent.com/document/api/1778/111072
https://cloud.tencent.com/document/api/1778/111087

5 E H%\.L:HE HEBG MQTT iR

« ModifyJWTAuthenticator
» ModifyTopic
« RegisterDeviceCertificate

« UpdateAuthorizationPolicyPriority

iBEURGS

« AuthorizationPolicyltem

« AuthorizationPolicyPriority
« MQTTAuthenticatorltem

« MQTTTopicltem

B1R&E®

AEdiE: 2024-09-19 14:22:10
FREHEETUTHE:
BEEEHKH.

shEEn:

« Describelnstance
» DescribelnstancelList

FIBERLSE:

« Filter
« MQTTlInstanceltem
« TagFilter
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https://cloud.tencent.com/document/api/1778/111086
https://cloud.tencent.com/document/api/1778/111081
https://cloud.tencent.com/document/api/1778/111071
https://cloud.tencent.com/document/api/1778/111070
https://cloud.tencent.com/document/api/1778/111031#AuthorizationPolicyItem
https://cloud.tencent.com/document/api/1778/111031#AuthorizationPolicyPriority
https://cloud.tencent.com/document/api/1778/111031#MQTTAuthenticatorItem
https://cloud.tencent.com/document/api/1778/111031#MQTTTopicItem
https://cloud.tencent.com/document/api/1778/111030
https://cloud.tencent.com/document/api/1778/111029
https://cloud.tencent.com/document/api/1778/111031#Filter
https://cloud.tencent.com/document/api/1778/111031#MQTTInstanceItem
https://cloud.tencent.com/document/api/1778/111031#TagFilter
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Sl

EIEEFATE: 2024-09-19 14:22:17
RRIDREF HBBATI MQTT kR API 3.0 (4. 289 APl ROIEEMMEHLE, f—NSBRENARERE, %—#9 SDK/CLIRFS API UHEFHE—, S5
SREPEHRENERGE, TSRMERALEERERBRE R, ESERAZ AP 3.0 EANEEES: REA]

HSRAFI MQTT kR (TDMQ for MQTT, &#R TDMQ MQTT kR ) —ERZEKMNEAR (10T ) igitHSHXS I BRSESIIRSS, SRATFERRN. TIEEK
M. IMEE. BeERESMAFES. TDMQ MQTT MEFFRHEIMER MQTT Y, SHREERILAER MQTT EFHSHISEN, FNTEIRER. (IR
SRS LT IE, RRUSISELREFIREIES.
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https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

O BAT

API H#E5S

ERIEEHATE: 2025-02-20 01:54:44

P m

EOSH
DescribelnstanceList
Describelnstance
DescribeProductSKUList
Createlnstance
Deletelnstance
Modifylnstance
ModifylnstanceCertBinding
CreatelnsPublicEndpoint
DeletelnsPublicEndpoint
DescribelnsPublicEndpoints
ModifylnsPublicEndpoint

ApplyRegistrationCode

MIERRHECRO

OS]
ModifyJWKSAuthenticator
ModifyJWTAuthenticator
DeleteAuthenticator
CreateJWTAuthenticator
CreateJWKSAuthenticator

DescribeAuthenticator

TopiclExiEn

e { Wb
CreateTopic
DeleteTopic
ModifyTopic
DescribeTopicList

DescribeTopic

SEURIEEXEO

EOSMR

CreateAuthorizationPolicy
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AMQTTEBIBIEAMIEN R
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EIMQTTEBIAMENR
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HiEEMcamugEmmg

EOINEE
EEMQTTIWKSIAIES
ERMQTTIWTIAIESE
HEE—MMQTTIAESS
BIE—MMQTTIWTIAIES
BE—MMQTTIWKSIATESE

ERIMQTTIAESS

#Ohag
BIEMQTTERE
MEEMQTTERR
EEMQTTEEE M
HOMQTT xR

BHiIMQTTERR*E

#NOIhae
CUERIEIRES

STERIRE (R/A)
20
20
20
20
20
20
20
20
20
20
20

20

SREPRE (R/E)
20
20
20
20
20

20

SRR (OR)

20

20

20

20

20

STERIRE (OR/R)
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https://cloud.tencent.com/document/api/1778/111029
https://cloud.tencent.com/document/api/1778/111030
https://cloud.tencent.com/document/api/1778/116232
https://cloud.tencent.com/document/api/1778/116044
https://cloud.tencent.com/document/api/1778/116042
https://cloud.tencent.com/document/api/1778/116039
https://cloud.tencent.com/document/api/1778/116203
https://cloud.tencent.com/document/api/1778/116045
https://cloud.tencent.com/document/api/1778/116043
https://cloud.tencent.com/document/api/1778/116041
https://cloud.tencent.com/document/api/1778/116040
https://cloud.tencent.com/document/api/1778/116204
https://cloud.tencent.com/document/api/1778/111087
https://cloud.tencent.com/document/api/1778/111086
https://cloud.tencent.com/document/api/1778/111088
https://cloud.tencent.com/document/api/1778/111077
https://cloud.tencent.com/document/api/1778/111078
https://cloud.tencent.com/document/api/1778/111075
https://cloud.tencent.com/document/api/1778/111084
https://cloud.tencent.com/document/api/1778/111083
https://cloud.tencent.com/document/api/1778/111081
https://cloud.tencent.com/document/api/1778/111082
https://cloud.tencent.com/document/api/1778/111073
https://cloud.tencent.com/document/api/1778/111079
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BEOSm #Ohae SRERIRS (KRR
DescribeAuthorizationPolicies EEIERR 20
UpdateAuthorizationPolicyPriority EFTERURIER R 20
ModifyAuthorizationPolicy IEDUZA RIS 20
DeleteAuthorizationPolicy RIPRIZAN RIS 20
EHHEXED
BEOSH #O18E SRERIREN (JR/ED)
DeactivateDeviceCertificate KR FIED 20
ActivateDeviceCertificate ERIRFIES 20
DescribeDeviceCertificates EFIRSEIED 20
RevokedDeviceCertificate BHREFIED 20
RegisterDeviceCertificate EHSRIED 20
DescribeDeviceCertificate BNRFIEBIFE 20
DeleteDeviceCertificate HPRIREIES 20
ActivateCaCertificate HiECaIEH 20
DescribeCaCertificate HifCaiEBiFtE 20
DescribeCaCertificates HiEBHCAIERIIR 20
DeleteCaCertificate HIpRCai 20
DeactivateCaCertificate KM CailkH 20
RegisterCaCertificate EMCAIES 20
AFEXED
EOSm #Othae SRR (IR/ED)
CreateUser RIMQTTHRE 20
DescribeUserList HIMQTTHRFFIE 20
DeleteUser BEMQTTAS 20
ModifyUser EBRMQTTRE 20
A FE:

P ESHAROSRERIRBISERED arT + BAME + FWS , BXIRTESHPSE: AP STERGHEA

IRIFRE: BR=ItE (It ) BRSEATF 210 #1722,


https://cloud.tencent.com/document/api/1778/111074
https://cloud.tencent.com/document/api/1778/111070
https://cloud.tencent.com/document/api/1778/111072
https://cloud.tencent.com/document/api/1778/111076
https://cloud.tencent.com/document/api/1778/113750
https://cloud.tencent.com/document/api/1778/113648
https://cloud.tencent.com/document/api/1778/113647
https://cloud.tencent.com/document/api/1778/113747
https://cloud.tencent.com/document/api/1778/111071
https://cloud.tencent.com/document/api/1778/113748
https://cloud.tencent.com/document/api/1778/113749
https://cloud.tencent.com/document/api/1778/116210
https://cloud.tencent.com/document/api/1778/116207
https://cloud.tencent.com/document/api/1778/116206
https://cloud.tencent.com/document/api/1778/116208
https://cloud.tencent.com/document/api/1778/116209
https://cloud.tencent.com/document/api/1778/116205
https://cloud.tencent.com/document/api/1778/116051
https://cloud.tencent.com/document/api/1778/116049
https://cloud.tencent.com/document/api/1778/116050
https://cloud.tencent.com/document/api/1778/116048
https://cloud.tencent.com/document/product/1278/109059
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imREGH

EIEEHATE: 2024-09-19 14:22:17

1. BRS5itit

AP| SZISTHIEMIEIEN , ARkt A=A matt.tencentcloudapi.com , BiFEE SRS, Flanr-MHibiEa%E5 matt.ap-
guangzhou.tencentcloudapi.com .

HEERREITEAES . RIBEREONEFIKAENE, SENRTEIRENENBFIRIIRSESE. SINE NREER, SaMBREITHNNIRS:SE, YEMNEE
mgqtt.ap—guangzhou.tencentcloudapi.com 22—,

R WRESURAOLS, BIUSEEIENS.

HR: HER APl AR, HARARFREEEOXGRMARSNEE, FRISHRIREERARX/ARSESUSPER, BOSTNOBEREROXEBA S
hE

EEpZE:blo=t I Pk
=N 0 ta&
FIEHbHIEN (EEF, RIISESRKX) mgqtt.tencentcloudapi.com
SEREHBIX (M) mgqtt.ap—guangzhou.tencentcloudapi.com
X (L) mgqtt.ap—shanghai.tencentcloudapi.com
AR (IER) mqtt.ap-beijing.tencentcloudapi.com
Fargith X (REER) mgqtt.ap—chengdu.tencentcloudapi.com
ARt X (BX) mgqtt.ap—chongqing.tencentcloudapi.com
BiRaitX(hEEE) mgqtt.ap—hongkong.tencentcloudapi.com
TWAZRES(FRhni) mqtt.ap-singapore.tencentcloudapi.com
TAFRE(ESR) mgqtt.ap—bangkok.tencentcloudapi.com
WARTEB(ZE) mqtt.ap—~mumbai.tencentcloudapi.com
TWAFIL(ER) mgqtt.ap—-seoul.tencentcloudapi.com
TAFIL(FER) mgqtt.ap-tokyo.tencentcloudapi.com
SEFE(FHRI) mgqtt.na—ashburn.tencentcloudapi.com
SEFEIR(ER) mqtt.na-siliconvalley.tencentcloudapi.com
Bt X (E=5e4®) mgqtt.eu-frankfurt.tencentcloudapi.com

2. iEfEhiY

Bz AP| BIFIEEOMIET HTTPS #7i&(E, RHUSRLHNBEEE.

3. @RGE

IR HTTP iR A%

« POST (#7%F)

- GET

POST i&KX#5H Content-Type 28:

- application/json (#%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #RERAEZZE v1 (HmacSHA1 5% HmacSHA256)
« multipart/form—data ({X&p53E0O%F) , YREAZERTZE v3 (TC3-HMAC-SHA256) .

IRIFRE: BR=ItE (It ) BRSEATF 11172,
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GET iERIERBRNFEBiE32KB, POST iER(ERAERRSE vl (HmacSHA1. HmacSHA256 ) BIFREEBid1MB., POST iER{EREZAE v3 (TC3-
HMAC-SHA256 ) B¥3%#510MB.

4. FIFRG

BIER uTr -8 G,

HSH

IEEFRATE: 2024-11-15 01:51:59

P>

B
&

IRIFRE: BR=IE (16F) BREEAR $£12 172,
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AHSYERAFIRHRAFNZEOEIMSY, WHRE, ESMIOSMAERRBXXLSHHTRE, ESRXERETRETXESY, FHERSKEBER.
AHBYNRGRNESEEERNES S ERFTRmEMES .

(EREESE v3 N AHSH

EE7E v3 (BRMBIRME TC3-HMAC-SHA256 ) HLEEZSE v (BEXETRESENESSE) , BRE, XIFEAMERE, ¥ POST JSON ##:(, 14aE
B—ERHA, BEERAZESHETEES RBNEFR E251% V3.

FE HFEERER, BoROMERRREIERNRESSE v1 GET FK, MAREREMESRSIE v3.
ERESAE v3 B, AHSYTFRHE—ME HTTP Header iSRAEH, MNTFRMAR:
SHER ESid ik R

HTTP i&&k: X-TC-Action. ZFINEORTR. MESSROXEBASHEDLXTAHSHY Action BIRIE. flin=

Action String B e sesmigsmsiEen, REN Describelnstances.
Redion strin ) HTTP i%sk: X-TC-Region. {585, ERIFARRIEEHMIGORE, MESSROTMPHASHEBETFA
9 9 $#8% Region MU, 8 REROFEEEEZSY, BOTAPSTISINNG, KEHEEESSBETIEN.
Ti " Int - HTTP i&ksk: X-TC-Timestamp. g UNIX ii{aZ, alicR&ie AP iERA9ATE, FIan 1529223702, F&:
imestamp neger = popssmlEsEYsst, S3lESSTREE.
. . o HTTPi&Rsk: X-TC-Version. {{E API fOBRA . IESEROIERASARSY Version BRI, FIISIRSSE
Version String =

A9RRA 2017-03-12,

HTTP #REESHIMELEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&%i%, BrRIEENZE;

- Credential: £&ZiE, AKID*** 2 Secretld; Date 2 UTC #rERJEINEEE, BEZSHAHESH X-TC-
Timestamp EEH UTC iRiEREIEE—E; service BEGFFTRE, BEAEZHEK. Hl, 53
cvm.tencentcloudapi.com EHFEFRERE cvm. AF=REUES mqtt; tc3_request AEEFTH;

- SignedHeaders: £5&&itBRILEMES, content-type #l host J9uwtiELER;

- Signature: EEHE, HHEIEFER X,

HO

Authorization  String

HTTP i5kk: X-TC-Token, Bl Z£EIERS FIMARIIGAI R EEIEFHI Token, (EFARHES Secretld #
SecretKey HIEERAIGITLZLEIEFH TmpSecretld #l TmpSecretKey. ERKBHARNFEEREL Token F
13238

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMARERNIES, (XESEOZSSE., BU#: zh-CN, en-US, zh—-CN
IBEIFR3Z, en-US iREHE,

iyl

Language String

BigAPEEEE NS =IRSEEFIFIRDNET4, BOSHREHRBE Offset=0, BEEE Limit=10, WEEREDEIEER URL., &KL, ERERG
mTF:

HTTP GET i&ER&HaRH:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID**** % k& kkxdkxkhkhkkxkxhkrkxkxrxx/2018-10-09/cvm/tc3_request, SignedHeaders=

c6ccfl74cd74
application/x-www—form-urlencoded
centcloudapi.com

X-TC—-Action: DescribelInstances

C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

IRIFRE: BR=ItE (It ) BRSEATF F13 172,


https://cloud.tencent.com/document/api/1778/111036
https://cloud.tencent.com/document/api/1778/111036
https://cloud.tencent.com/document/product/1312

@ H%\_EHE EEAT MQTT kR

C3-HMAC-SHA256 Credential= _request, SignedHead

ontent-type;host, Signature=582 e06b5924a6f2b5d7d672d79¢c15b13162d9
Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data ) iEREMRE ({VSEREORR) :
https://cvm.tencentcloudapi.com/
Authorization: C MAC—-SHA2! > 3_request, SignedHeaders=c
ontent-type;host, Signatur
Content-Type: ipart/form-data; boundary=5873

Host: cvm.tencentcloudapi.com

on: DescribeInstances

X-TC-Region: ap-guangzhou

on: form-data; name="Offset"

on: form-data; name="Limit"

10

-—58731222010402--

ERERGE VI NS

EREEEAE V1 (BLHIE HmacSHA256 #l HmacSHA1) , AHSHEESG—HEIERER, SENEFENY

SHEM Bl Wik iR
. . o RERIEOSMR,. ESEEOXEPRNSHET X TAHSH Action BIIREE. FlIN=IRSZSHFOEAELGEIZIRED,
Action String = .
HY{&7 Describelnstances.
Region Strin _ b2, FARIFAEZIRENMEIZAEIE. BROESHOREES ZEOXEPHASHAHSE Region R,
9 9 B REROFRECEZSE, BOTEEAN LSRG, HRDEEEZSMETatN,
) o 81 UNIX IS8, TieR&R AP EREATE, £a11529223702, MESLFREHEEEA, S3lRERiTHIE
Timestamp Integer = 2
Nonce Integer 2 FEHNIEEES, 5 Timestamp Bx&#ek, BFHLEERKE.
. £ =APIZ$E LHIBFRREAAY Secretld, —4* Secretld 3FRilft—#Y SecretKey , M SecretKey SFRER
Secretld String = - .
BERER Signature,
Signature String 2 BERES, ARBIEREROEEYE, FERPRELRNEASEITESE. BRTESZSR 340,
Version String 2 1RER API BIRRZS . BUESEEOXHEPAS2IHBH Version BIRAA. HIANZIRSSEZAIERAE 2017-03-12,

Z&2A=, BEiSZE HmacSHA256 1 HmacSHA1. REIEEIISE A HmacSHA256 B, A{#ER
HmacSHA256 &iXIiEEs, HittER9EA HmacSHAT IRIEES,

|

SignatureMethod  String

IRIFRE: BR=ItE (It ) BRSEATF £14 172,


https://cloud.tencent.com/document/api/1778/111037
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1778/111037
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BHEW ESicl Wik iR

Tok Stri - Bl Z2EIFIRSS iR RIIGRIRZ 2 EIEHRAY Token, {ERRIEERIS Secretld 1 SecretKey KIEFEIRAIGRIZLE
oken ring = EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE.

Language String & BEROREES, (XEDEOSZLSE ., BUE: zh-CN, en-US. zh-CN BEIFI, en-US REZEX

ERigAPEETIAI MRAIZIRSS /AR, HiSREMEIRIER URL ., ERLEB. BEREZRHWT:
HTTP GET i&ER&HRM):

https://cvm.tencentcloudapi.com/?Action=D

34&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbe

AR T D * * % o % o o o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kk

Host: cvm.tencentcloudapi.com

HTTP POST &R &G M5 :

https://cvm.tencentcloudapi.com/

vm.tencentcloudapi.com

application/x-www-form-urlenc

g5
AFRFEIEO Region FRNAIGENTRAR. MREOFRSREPUOFEEE, WRIEEOIHPEIRR.

bl g

fbithX (4b5) ap-beijing
SR (1) ap—guangzhou
X (FR) ap-nanjing
SR (Lig) ap-shanghai

IRIFRE: BR=ItE (It ) BRSEATF 15 #1721,


https://cloud.tencent.com/document/product/1312
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ERAHIEV3

mIEEFATE: 2024-12-25 01:50:32

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

» Secretld: BFHRR APl ERESR, AILAESRELIBFSE,
« SecretKey: ATFIGIE AP HEEMNSH, TLAEREELLRER,
- BRYATEEERESKIE, BRlE, TUSERYFRE, NCHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -

IRIRERE: BR=ITE (1bF) BRSEAE 516 #1723,


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3
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{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF F17 172,


https://tools.ietf.org/html/rfc3986
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FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF $£18 #1721,
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3. it HER
1) HEIREEZHHE, BRBUT:

;= Mkkkkkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkx k1

_SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl «+# st xxttrssssrtnsssstrrsrrrs,
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d850b46093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEATTERAY Secretld, B ARTD* * &tk ki kkokokoko ko ke kk ok koo k ok ok k4 Kk

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIE LR, REIPSEIAES:

256 Credential=AKID***x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF $£19 #1172,
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POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkkxkkkkkxkkkkxxkkkkxx**k**x/2019-02-25/cvm/t
cf£309d421d85k
Content-Typ

Host: cvm.tencentcloudapi.com

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP k&8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL -, ENREREST—BUEIR. TAETENELFERAS,
REMBEH XX LHE

SZ:ET

EEPREA API 3.0 B, #EFERRERNETZ SDK 3.0 , SDK HiRTERMIEE, FRRRXTFRIRUIEFEONT ., #MEESR SDK i, HEIZIFHIRE
BEEH:

* Python

« Java

« PHP

. Go

* NodeJS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL
12, #FESEM, IRARIEREER SDK.

Java

.nio.charset.Ch
.nio.charset.S

.security.M

a.util.Date;

java.util.TimeZone;
java.util.TreeMap;
javax to.Mac;

javax to

javax.xml.

IRIFRE: BR=ItE (It ) BRSEATF 520 H172;


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
etKeySpe = new (key, mac.getAlgorithm());
mac.init (secretKeySpec);

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

Xx—-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-act

1, \"Filters\": [{\
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg Wy 8
1g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;

IRIFRE: BR=ItE (It ) BRSEATF
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= algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
" + signedHeaders + ", " "Signature=" + signature;

System.out.println (authorization);

TreeMap<String, String> headers = new <String, String>();
headers.put ("At on", authorization);

headers.put ("Co ype CT_JSON) ;

headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);

headers.put ("X-TC amp", timestamp) ;

headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

3uilde ()i
sb.append ("curl -X PC h ://") .append (host)
.append (" \"Auth on: ") .append(authorization) .append ("\"")
.append (" \"Co ype: application/json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")

nmy

.append (" \"X-TC-Version: ") .append(version) .append ("\
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append(payload) .append("'");
System.out.println(sb.toString());

}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("

service =

host = "

endpoint https://" + host
region "ap-guangzhou"
action "Desc

"

version =

algorithm

timestamp =
date = datetime.utcfromtimestamp (timestamp) .strftime ("$Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5'5':%" "], "Name": instance-name"}]}

n

http_request_method =
canonical_uri =

canonical_querystring =

IRIFRE: BRzITE (165 ) BRSEAS $22 {172,
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payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")

IRIFRE: BR=ItE (It ) BRSEATF FE23 172,
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,

IRIFRE: BRzITE (165 ) BRSEAS 524 172,
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timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;

IRIFRE: BR=ItE (It ) BRSEATF 25 #1721,
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"{"Limit": 1, "Filters":

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y
."/tc3_request";

= hash ("SHA256",

."\n"

.PHP_EOL;

= hash_hmac ("¢

= hash_hmac ("SHA256", ,

= hash_hmac ("SHA256", "tc3_request",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;

IRIFRE: BR=ItE (It ) BRSEATF 5526 #H172%)
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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SECRET_ID = Environment.GetEnvironmentVariable ("

SECRET_KEY = Environment.GetEnvironmentVariable ("TENC

"

service = "cvm";
endpoint
region =

action

version =

DateTime date = new DateTime (I ( 1 0 .Utc) .AddSeconds (15

1g requestPayload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u \ \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("F htt ://cvm.ter o .com") ;
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

on a0 sec iing) {
1st hmac = crypto. ! 2 secret)

eturn hmac. (message) .

ion (me:
nst hash = crypto. ('sha256")

return hash. (message) . (encoding)

date = new (timestamp *
year = date. ()
month = ('0' + (date.

day = ('0' + date.
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)
/" + endpoint
+ authorization + '"'
1tent-Type: application/
st: ' + endpoint + '"!

Action: + action + '"'

' + timestamp.

Version: ' + version + '"!'
“-Region: ' + region + '"'
payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20]

sttime;
*gmtime (&timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service

string host =

string region =

string action =

string version

int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =
string canonicalQueryString = "";
string lower = action;
std:: ansform(action.begin(), action.end(), lower.begin(),
string canonicalHeaders = st
+ "host:" + host + "\n"
+ "x-tc-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\":
string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "t
string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2quest") ;

string signature = HexEncode (HmacSha256 (kSigning, stringToSign));

cout << signature << endl;
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string authorization = algorithm + "
+ "SignedHea s=" + signedHeaders +

cout << authorization << endl;

https://" + host +

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp +
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc,

}

len, "% Sm—-%d", &sttime);

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256,

str, n(str));

SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH;

{

i++)

intf (buf, ~of (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;

IRIFRE: BR=ItE (It ) BRSEATF
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+ signature;
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’

n
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

HEBASI MQTT kR

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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BERFiE
mIEEFATE: 2024-12-25 01:50:32

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SHIHIGIIXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: RRTID* % %k ko ko sk ok sk ok ok sk ok k ok ok kK ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

- Go

* NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

@ %‘fﬂﬁ EEBASI MQTT kR

guangzhou&Secret IA=AKID* **¥ ¥k k& kxkkxdkkkkxkkxhhxkxxkxs*x*gSignature=7RAM2xfNMOIEiIVTNMPg06MRnNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_

IRIFRE: BRzITE (165 ) BRSEAS 8§42 172,
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])
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secretId := .Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := o0s.Getenv ("TENCENTCLOUD_S

ing] string{

anceIds.0":
"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, len(params))
1ge params {

d(keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString("=")
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(
= getenv ("T

["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 5845 H172;
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secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS 5846 H172;
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retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥

¥

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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params [ 'Signa e' , strSign)
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A1 =+
IR[EIEER
EIEEHATE: 2024-09-19 14:22:19

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 2T, WXERIRE],

+ Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBR Bi=E0E ok 2328, FHRMIZ ID RERITE,

- BTYEENFEI, HRUAERMEOENHFE, FENEOMEEHFESMIEOXEPRHEN . FIHE TotalCount 1 InstanceStatusSet 873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

« Error BIEMRREZISKARKLY .. Error FEHEREREY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEFHEMNEIRG, HiEKEENTUSGSRBZEREEALSIREINLNFHEONMAEREIIREAERYRFERFERLR.
+ Message BT RRMERRENEAKERE, FEEWSRELAFRML, BNATRSEEFSTENEH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category
https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ ﬁ%fﬂﬁ BT MQTT iR

i

#<E

IEEEFRATE: 2024-09-19 14:22:19

=\

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

« String: FF &,

« Integer: B8, FRATHS64UEL . SDK 3.0 FRFEESISNEVERER, EWNURERFEESHRABREN, FII1 colang B uint6d,

Boolean: #/REL,

» Float: ZmE,

» Double: SUSEF=E,

Date: F#&, HEEN, flwn: 2022-01-01.

« Timestamp: Z#FH, WHEgR. Flan: 2022-01-0100:00:00,

» Timestamp ISO8601: 1SO 8601 EHEFMFHMKAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERHEFFIRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: Zi#HIRE, EELMSENERINGER

.

IRIRERE: BR=ITE (1bF) BRSEAE 51 /172,


https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

O BAT

SEFEXIEO
IREIMQTTEHIFIER

ERIEEFATE: 2024-12-06 16:33:42

1. EOER
EOiEXRIFESE: mgtt.tencentcloudapi.com ,
IRENSLHIFIZ, FiltersS#{ERRAMT:

1. InstanceName, SiREHZEIG
2. Instanceld, =LFIIDEif
3. InstanceStatus, EfIAETEE, ZIFSik

HfFEATagFilters&Eiflid, Filters&#5%%.
EOAEOIERIARIRE: 200R/F

##FER API Explorer

HEBASI MQTT kR

<> REEiR

API Explorer {2 TR ERIIE. SDK KBEMFRELTIZOFED . BEUTEEEXABNERATMERLSRURBMERN SDK FRRA.

2. WA\2%
UTERSHSIRVBIE T IZOERSHEMBo ALY, B8
BHEW Witk ESic]
Action = String
Version = String
Region = String
Filters.N &

Array of Filter

~HSH, XEOBYE: Describelnstancelist,

HE%, FMMEONE: 2024-05-16,

>

N

AHSE, FRFESFR thigi=,

EORHIIR,ZFUT
InstanceName: SEEFSZIE#IIEE
Instanceld: SEEfdBERIEER
InstanceStatus: SEHATIER

FBIE: [{"Name":"InstanceName","Values":["instance1"]}]

= BifRiaE
Offset & Integer I,
Limit - S BRI
- ? FOUE: 10
i = - &L EEs
TagFilters.N & Array of TagFilter 2HIE: [(TagKey""tagl—key" "TagValue"["tagl—value"]}]
3. mitiey
SUE s _—
BiSH

TotalCount Integer

Data

WRARERE

Array of
MQTTInstanceltem

BA=IE (1b%) BREEAHE

R WFERTAAGEE null, FREAERE.
E: 10

RbIIES

FUE: [{"ClientNumLimit": 1, "CreateTime": 1705565760, "Instanceld": "mqtt-wjgxr8jg",
"InstanceName": "su-0118-no—pub"”, "InstanceStatus": "CREATE_FAILURE", "InstanceType":
"BASIC", "Remark": ", "SkuCode": "mqtt_1k", "SubscriptionNumLimit": 1, "TopicNum": 0,
"TopicNumLimit": 1, "TpsLimit": 1, "Version": "1" }, { "ClientNumLimit": 1000, "CreateTime":
1705391046, "Instanceld": "mqtt-47kadrdr", "InstanceName": "sun-0116", "InstanceStatus":

"RUNNING", "InstanceType": "BASIC", "Remark": ", "SkuCode": "basic_1k",

52 #1721,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#Filter
https://cloud.tencent.com/document/api/1778/111031#TagFilter
https://cloud.tencent.com/document/api/1778/111031#MQTTInstanceItem
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeInstanceList

HEBASI MQTT kR

SHEW ik

"SubscriptionNumLimit": 1000, "TopicNum": 25, "TopicNumLimit": 25, "TpsLimit": 1000, "Version":
ll1ll }]

—i5K ID, HIRSIRER, SXERBED (FEREAHEMREERRLERERSR, WXERFTIRE

Requestld  String Requestld ) » EIEHBEIRMZRIERE Requestid.

4. 761
= =6

6l
BT

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeMQTTInstanceList

<REERSE>

{
"Offset": O,

"Limit": 10

"Error":

"RequestId": null,
"Response": {

"Data": [

{

"ClientNumLimit":
"CreateTime":
"InstanceId":
"InstanceName":
"InstanceStatus": "CF
"InstanceType": "BASIC",
"Remark": "this is remark",
"SkuCode": "mgtt_1k"
"TopicNum": O,
"TopicNumLimit":
"TpsLimit": 1,
"Version": "1"

by

{

"ClientNumLimit":
"CreateTime": 1
"InstanceId": "mc
"InstanceName":
"InstanceStatus": "RUNNING",
"InstanceType": "B
"Remark": "th

"SkuCode": "b

"TopicNum":

IRIFRE: BRzITE (165 ) BRSEAS 53 H172;




"TopicNumLimit":

"TpsLimit": 1

"Version": "1"

"RequestId": "
"TotalCount":
}
}

5. FRERR

ER= APl £&
BIfZE AP| F& RI28 API XH. iR, API Explorer & SDK $SZIEMSG—ZNTE, HEENA—NOZAREMRBAZIRERAE AP IS .

API Inspector

BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP ERBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{T1EZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

.

)

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeITIR

Tencent Cloud CLI 3.0

6. {HixRB

IATNFIH 7O SSIiBIEEXREIRD, HMEREIEN AHEIRE,
=T i
FailedOperation BERM

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EIMQTTEAIFBER

mIEEFATE: 2024-12-13 01:48:27

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,
EigpER

BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

HEBASI MQTT kR

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

~HSH, XEOBE: Describelnstance,

N

~H5%, AEORE: 2024-05-16,

%

H2Y, FRFmSITH HEsIR.

>

\

=ZHID
FEHE: matt—xxxx

filiR

SCpIseEd
BASIC Eiitikk
PRO ZykhR
~fEIE: BASIC

SEBIID
EE: mgtt-mwmdg9dm

STIZ R
FE: name

FaYE
whfE: 2

IHIRAERYE
~BIE: 1000

TPSIRiR{E
~flE: 1000

eUEERYE), R
~fE: 1711955420

HiEER
FBIE: remark

SLHIRTES
~flfE: RUNNING

LRI

2. WA

MTERSHIIRGIL T EOBSRSYNBI ALY, TRAHSEIIRR AHLiERSH,
SHEM Wik £S5
Action = String
Version = String
Region = String
Instanceld = String

3. mihiaH
SHEW ESid)
InstanceType String
Instanceld String
InstanceName String
TopicNum Integer
TopicNumLimit Integer
TpsLimit Integer
CreatedTime Integer
Remark String
InstanceStatus String
SkuCode String

IRIFRE: BR=ItE (It ) BRSEATF

=BIHE: basic_1k

8555 #1720,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeInstance
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BHEW ESic] 3%
o . BERIRRAITIAN
MaxSubscriptionPerClient Integer FEIE: 30
. L ISR E
AuthorizationPolicyLimit Integer FEIE: 10
. L ERiRE LR
ClientNumLimit Integer FBIE: 1000
ERImIEREMAN:
. . - . JITP: EzhiEfp
DeviceCertificateProvisionType  String APl: ESAPIEEH
=BHE: API

BanEMRSIE B RE B ME

AutomaticActivation Boolean FOIE: false
EEEREESE
RenewFlag Integer FOIE: 1
PavMode Strin it#iExX, POSTPAID, #&£it# PREPAID, GF8A
y ng TIE: POSTPAID
R FHARdiE), F9EEf
ExpiryTime Integer  —pie: 1713164969433
DestroyTime Integer o
y g RBUE: 1713164969433
. TLS,2EIAE mTLS,EIAE BY OC;—#Hl—iiE
X509Mode String FOIE: TLS
mmACalt&R
MaxCaNum Integer FOIE: 1
. . . MEBERS
RegistrationCode String FBIE: 123-456
. SEHRKAITIRE
MaxSubscription Integer FBIE: 120000
Requestid String I—iEK ID, HIRSIKER, SRERBKIEED (EEREHMERRERERSR, WZRERFEIKE

Requestld ) . EiABATHEREZXIER Requestid,

4. 761
B =6l
=60
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

"InstanceId": "mgtt-bg8k8v8o"

}

L]

IRIFRE: BR=ItE (It ) BRSEATF 5856 H172;



"Error": null,

"RequestId":

"Response": {
"AuthorizationPolicyLimit": 10,
"AutomaticActivation": false,
"ClientNumLimit": 1
"CreatedTime":

"DestroyTime": O,
"DeviceCertificateProvisionType": "
"ExpiryTime": O,

"InstanceId": "mgtt-bg8k8v8

"InstanceName": "jehansur

"Instanc

"MaxSubscriptionPerClient":

"RenewFlag":

"RequestId":
"SkuCode" :
"TopicNum": O,
"TopicNumLimit":
"TpsLimit": 1

"X509Mode": "T

5. FEERE
BRZ= API £&

Biflz APl & 24E APl XH4. $8iRf8. APl Explorer } SDK FFRIA—EAFE, HEENE—AOZARERBNZRMNFRE AP RS,

API Inspector

HRFENEE AP Inspector EEEHIGE—SREXEXR AP EARER, HEMERSIE

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee

ANUAL",

Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee

Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

Tencent Cloud CLI 3.0

6. HHiRfl

AR T2 O SSBIRtEXAEIRD, EfthsEiRDER AR

IRIFRE: BR=ItE (It ) BRSEATF

kRARY API X838, tRTAEIE API Explorer {TEZIEI

HEBASI MQTT kR

57 #1172,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%izﬂﬁ EERASI MQTT KR

RS ik

ResourceNotFound.Instance ResourceNotFound.Instance

IREMQT Tr=mE /s

ERIEERATE: 2025-02-20 01:54:41

1. gEOiR

IRIRERE: BR=ITE (1bF) BRSEAE 5558 H172;



@ H%\_EHE EEAT MQTT kR

EOERER: matt.tencentcloudapi.com o
IREN= R EESEMAE
FONEOIERIAIRE: 200R/F

ISR API Explorer

API Explorer 2t TR . ESIIE. SDK KBEMRERTIZOSEN . ETEESXARNERABEELSRIUREMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TIROBRSHEMBS ALY, REARSHIIRN AHIERSH,

SHEW Wik ESid) g
Action 2 String ~H2H, XEOBYE: DescribeProductSKUList.
Version 2 String ~HSH, XEOBE: 2024-05-16,
Region = String ~HSY, FRFEISH gy
3. miia¥
SHEW ESid) R
B2
TotalCount Integer R WFERAEERE null, RFEBAZIEHE.
=EHE: 10
mattEREEER
R IFEBRAEHRE null, RFREFANERE.
& [{"ClientNumLimit": 1, "InstanceType": "BASIC", "OnSale": true, "ProxySpecCore":
. Array of 2, "ProxySpecCount": 1, "ProxySpecMemory": 4, "SkuCode": "mqtt_1k",
MQTTProductSkulist ProductSkultem "SubscriptionNumLimit": 1, "TopicNumLimit": 1, "TpsLimit": 1 }, { "ClientNumLimit": 1000,
"InstanceType": "BASIC", "OnSale": true, "ProxySpecCore": 1, "ProxySpecCount": 2,
"ProxySpecMemory": 2, "SkuCode": "basic_1k", "SubscriptionNumLimit": 1000,
"TopicNumLimit": 25, "TpsLimit": 1000 } ]
. W—i5EXK ID, HIRSIRER,, SRERBIRE ( EERERMFERREREARS R, WZXERFSIKE
Requestid String

Requestld ) . EIiTRIHEREIZIXIEKRE Requestld,

4. 761
B =6l
=60
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeProductSKUList

<PEHERSE>

IRIFRE: BR=ItE (It ) BRSEATF 5859 H172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#ProductSkuItem
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeProductSKUList

"RequestId": n -
"Response": {
"MQTTProductSkuList": [
{

"ClientNumLimit": 1,
"InstanceType": "BA
"OnSale": true,
"SkuCode": "mgtt_1k",
"TopicNumLimit": 1

"TpsLimit": 1

i

N
I
{
8
n

"ClientNumLimit": 1000,
"InstanceType": "BASIC",
"OnSale": true
"SkuCode": "

NumLimit":
"TpsLimit": 1
}
1,
"RequestId":

"TotalCount":

5. FREHR
A= APl &

Sz APl & B&E API 3. $8iRF3. API Explorer }2 SDK F#ZRNA—ERIFE, HEENE—ANOZORERBNSRHAIFIE APl RS

API Inspector

FPTiEE APl Inspector EEIEHIGE—SREXEN AP ARER, HEMERSE

SDK

= API 3.0 Rt TEEMNFATRE (SDK) , ZIFSMRIRIES, REESERIER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. $HiRE

TR OE XA SZIZIEHEXAEIRS, EhiEREIER 2H4ERE,

IRIFRE: BR=ItE (It ) BRSEATF

hR7AEY API 1853, tBEIAIFE AP| Explorer #{TEL&RI .

HEBASI MQTT kR

5560 H172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

MSEMQT T

EIEEHATE: 2025-02-11 01:49:21

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,
TISEFRAIMQT TSER!
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wik ESicl 353
Action = String AHSH, XIZOBYE: Createlnstance,
Version = String AHSY, FMEONE: 2024-05-16,
Region 2 String ~HBY, FRFEESIFHY hiEFIER.
SCISERY,
_ _ BASIC £t
InstanceType = String PRO BkER
~fE: BASIC
. IhIZFR
N =
ame = String FHIE: abcd
SkuCode - Strin AmE, TRETEEIEEODescribeProductSKULIstEif
= 9 ~BNE: basic_1k
. BEER
=
Remark = String TBIE: remark
. IREEGIZE
TagList.N & A
agtis = rray of Tag THE: [{"tag1-key":"tag1-value","tag2-key":"tag2-value"}]
. ZHIHENVPCIER
VpclList.N a A f
peLis = rray of Vpcinfo FEE: [{"Vpcld": "vpc—-9a5wnirv", "Subnetld": "subnet-0tw6tlIfi" } ]
. ERFEAN
E = =R =
nablePublic & Boolean SEIE: true
AN ] 2L
) - AR (B %K)
Bandwidth a Integer SEIE: 1
AMIBIEREE
IpRules.N & A -
pRules = rray of IpRule SEIE: [{"Ip" ".1.1.1", "Allow": true, "Remark”; "11111111" } ]
SEEEEE (0: FENEE; 1: BahEsH)
R - - EEamEE
enewFlag a Integer FBIE: 1
) - TR (B8fu: B)
TimeSpan a Integer SEIE: 1
OE - BH%E; 1: ff
PayMode = Integer ;_'{{;]]Ei\i1( 0: [B{9%E; 1: ffI%)
3. mtiay

IRIFRE: BR=ItE (It ) BRSEATF

HEBASI MQTT kR

<> EEER

5861 #172)


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#Tag
https://cloud.tencent.com/document/api/1778/111031#VpcInfo
https://cloud.tencent.com/document/api/1778/111031#IpRule
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=CreateInstance

@ H%\_EHE EEAT MQTT kR

SHEW ESiS ]

EHIID

Instanceld  String TBUE: rmg-xxxx

E—iER ID, HIRSIRER, SRERBIIEE (EEREEMEERKRLERARSIR, WZKERFTSIRE Requestld) . EfIERAIHR

Requestld  String B2 HZRIERE Requestld.

4, 7%
=N T~
A5l
BATH
POST / HTTP/1.1

ost: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateMQTTInstance

<AHHERSE>

.
1

"InstanceType": "BASIC",
"Name": "instance-1"
"SkuCode": "b 1k",
"Remark": "this is remark"
"VpcList": [

{

"VpcId": "vpc-9abwnirv",

"SubnetId": "subnet-0tw6tlfi"

"IpRules": [

{
{

"Ip": "1.1.1.1",
"Allow": true,

"Remark": "11111111"

"Error": null,
"RequestId": n
"Response": {
"InstanceId":

"RequestId":

5. FRE®ER

ER= APl £&
BflZ AP| F& 228 AP B, iR, API Explorer & SDK SEEMSG—ZNTE, HEENA—A\OSARERBARRMRFRAE AP IS,

IRIFRE: BR=ItE (It ) BRSEATF 562 #H172%)


https://cloud.tencent.com/api

@ H%\_L:HE EEAT MQTT kR

API Inspector
FPTEE API Inspector EEIZHIAE—SBIEXBEMN AP BRAER, HFEmERSIESHRARN APl {53, taJFiE API Explorer #{TELRI .

SDK
= API 3.0 Rt TEERNFRTRSE (SDK) , ZIFSMRIZIES, REESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BSFTIR
« Tencent Cloud CLI 3.0

6. FEiRG

PATNGIE T O SiZERXAEIRID, EbEiRILIFER AHER0,
IR i
FailedOperation BIEEM,

IRIRERE: BR=ITE (1bF) BRSEAE 563 H172;


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

HIFRMQT TEf

EIEEHATE: 2025-02-11 01:49:21

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,
HIERMQTTSEHI
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

HEBASI MQTT kR

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wi ESic] 3%
Action 2 String ~H2H, XIEOBYE: Deletelnstance,
Version 2 String ~HSY, AEONE: 2024-05-16,
Region = String AR, FRFRZIFH TR,

SEfi
Instanceld = String =HUID

FE: matt-xxxx

3. milis¥

SHEM ESid g
R . W—iEXK ID, HRSiHERN, SRERFEE (EEREEMFEEKERERSW, WiZRi5
equestld  String

ERMHIZIXIERR Requestid,

4. 761
BN =6
=60

BATH

POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

n: DeleteMQTTInstance

: "mgtt-wjgxr8jg"

"Error": null,

"RequestId": n -

IRIFRE: BR=ItE (It ) BRSEATF

RASIKE Requestld) . ENIEEATE

5564 H172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeleteInstance

espons

"RequestId":

5. FREHR
A= APl F&

HEBASI MQTT kR

Sz APl & B&E API X, $Ei%F3. API Explorer }2 SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHEAFIE API RS,

API Inspector

FAREE AP Inspector BEEFIGE—SIR(EXBRN AP ERER, HFBRMERZIESIRAR API K18, BalFiiE API Explorer #{TEZIEIR

SDK

= API 3.0 Rt TEEMNFRTIESE (SDK) , XIFSMRIZIES, REESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. {HiRG

AT NG T O SZEIRXAEIRTD, BbEiRILIFER AHEIR0,
IR
FailedOperation
ResourcelnUse

ResourceNotFound.Instance

IRIFRE: BR=ItE (It ) BRSEATF

iR
BAEEM.
HRESRA.

ResourceNotFound.Instance

8565 H172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ H%\.L:HE EEBASI MQTT AR

(EAMQT TEHIE

EIEEHATE: 2025-02-11 01:49:20

1. EO#R

EOiSKRFESE: mgtt.tencentcloudapi.com ,
(e

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. 8W\2¥
UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wi ESic] 1234
Action = String 22, XEOBRE: Modifylnstance.
Version 2 String AHSY, FMEONE: 2024-05-16,
Region 2 String AR, FRERZIFH HiEgFIR,
- . D
Instanceld = String FOUE: matt-xo00
. E(EhIETR
=
Name = String FBE: instancel
. EEMNEEER
P~ o3
Remark & String =@ifE: remark
. ETHENEREE
=
SkuCode & String FBUE: pro_ak_4
ERimEREMSGN:
. . .. . JITP: BzhiEf
=
DeviceCertificateProvisionType & String API: FaniEid AP
=BIE: MANUAL
= 1B} 2 | =17 3 b= T R
AutomaticActivation & Boolean BT SRS EARIE

HIE: false

3. milis¥

SHER B &R

E—iERK ID, HIRSiRER, SXERPBIEE (HERAEMEERERERSR, WZKERFRIRE Requestld ) o ELTRAIFH

Requestld  StriNg gz iy Requestid.

4. =61

BN =6
Gl

BATH

POST / HTITP/1.1

Host: mgtt.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF 5866 H172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
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https://cloud.tencent.com/document/api/1778/111035
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@ H%\_EHE EEAT MQTT kR

: application/json

: ModifyMQTTInstance

"InstanceId": "mgtt-47kadrdr",
"Name": "instance-2"
"Remark": "ramark2"

}

L L]

{
{

"Error": null,
"RequestId": null,
"Response": {

"RequestId": "99555

N
I
1
J

5. FRERR

A= APl £&
Bz APl & B&E API 3. $8i%63. AP| Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector
FEPEEE AP| Inspector EEEHAS—SIRIEXBR AP RRBER, FEMERSESHRAN API 53, BaETFIE API Explorer #THEZIREIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BSIFTIR
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6. $HiRE

ITFRFIE T2 O S5BIRtEXANEIRID, EthiEiRDiER AHEIRE,

$HiIRED iR

FailedOperation BRIERM
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceUnavailable BREAFTH,.

IRIFRE: BR=ItE (It ) BRSEATF 567 172,
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https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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HIMQTTEEAHERIES

mIEEFATE: 2025-02-19 01:54:09

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,

ERMQTTEEMEIES
BHE=, WARRES

BOAZOIERAZRIRH: 200R/% -

##(ER API Explorer

API Explorer {2t TR . ERIIE. SDK ABEMFRERTIZOFED . EUTEEXABNERATMERLSRURBMERN SDK FRRG.

2. \MN\EH
UTBERSEFIRVFIE TIEQIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
BHEW Wik ESic] 3%
Action = String ~H2H, XEORE: ModifylnstanceCertBinding.
Version 2 String ~HSY, AMEORE: 2024-05-16,
Region = String AHSE, FRFERSEFH HEgTIE,
- . SEIID
Instanceld = String FHUE: matt-x00c
- . BRSSimERid
SSLServerCertld = String =i serverCertld
= . CAIEHid
SSLCaCertld = String =i cald
mEEEHN
TLS: BEENEBINE
X509Mode 2 String mTLS: WEHERINIE
BYOC: —ig&—iEHIANE
=BIE: TLS
IRFIERIEmREE:
. . .. . JITP, BE=hiEm;
=
DeviceCertificateProvisionType a String MANUAL Fiits
THHE: JITP
ISR IAY
AutomaticActivation . Boolean REEMME, Kilbfalse

IE: false

3. BteN
sgEm %W e

W—iEK ID, HIRSIKER, BXERBEE (SEREEMRERERERSR, WZKERFTRIRE Requestld ) o EfITHAIE

Requestld  StriNg oz iRy Requestid.

4. 7P
=B
I

IRIFRE: BR=ItE (It ) BRSEATF ££68 #1721,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ModifyInstanceCertBinding

O BHS

BATH

POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

TC-?

ction: ModifyInstanceCertBinding

X-TC-A
<QHERSE>

{
1

"InstanceId": "mgtt-jeredv33",
"SSLServerCertId": "",
"SSLCaCertId": "",

"X509Mode": "TLS"

"RequestId":
"Response":
"RequestId":
}

}

5. FRERR
BIRE API &

Bifl= API & R4S API XH4. {828, APl Explorer } SDK FRRHA—EAFE, HEENE—AOSZARERBNZIRMFRE AP RS

API Inspector

HPEiEE APl Inspector ERIZHIAE—SRIEXEN AP RBER, HEMERSIESHRAN API X513, BEJFIE API Explorer TR,

SDK

= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR
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6. HHiRfB
ZIEOE R SBIERRAEERS, RGN A L0

IRIFRE: BR=ItE (It ) BRSEATF

o

HEBASI MQTT kR

569 H172;
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https://cloud.tencent.com/document/product/1278/49361
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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@ H%\_EHE EEAT MQTT kR

AMQTTEEHIBIZ MRS

EIEEHATE: 2025-02-11 01:49:21

1. EO#R

EOiSKRFESE: mgtt.tencentcloudapi.com ,
AMQTTEFIBBEARIEN =
BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRR AHiERSH,
SHEW Wi ESid] 3%
Action = String ~HSY, XEOBYE: CreatelnsPublicEndpoint.
Version = String ~HSE, KEORE: 2024-05-16,
Region = String AHSE, FRFFRZISH igFIE,
- . SEIID
Instanceld = String FOUE: rocketmg-xox
: a e, B Mbps
Bandwidth = Integer SEIE: 2
LAEISTE R
Rules.N a Array of PublicAccessRule AR

E: [{"IpRule": ".1.1.1", "Allow": true, "Remark": "remark" } ]

3. mitisy
BEEWm  XE @

—i5K ID, HIRSIRER, SXERBSEE (HERERMEERREERERSR, WiZXERFLIRE Requestld ) o ELTRAIFH

R tid Stri
eques "9 miepzriERE Requestid.

4. 761
B =6l
=60
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateMQTTInsPublicEndpoint

<PEHERSE>

{

"InstanceId": "mgtt-rvbSxxrn",
"Bandwidth": 2,

"Rules": [

{
8

IRIFRE: BR=ItE (It ) BRSEATF 570 172,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
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https://cloud.tencent.com/document/api/1778/111031#PublicAccessRule
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=CreateInsPublicEndpoint

@ H%\_EHE EEAT MQTT kR

"IpRule": "1.1.1.1",
"Allow": true,

"Remark": "remark"

"RequestId":

"Response":

"RequestId": "
}
}

5. FRERR

ER= APl £&
BfZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—NOSAREMRBAZIREFE AP IS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. HHiRf0

ZEOE XIS ZEHEXERE, EtbEREFER AHERD,

IRIFRE: BR=ItE (It ) BRSEATF F71H172%)
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
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O BHS

HBIEEMQT TSEBIRI R RHEN =

EIEEHATE: 2025-02-11 01:49:21

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,
HBEMQT TEEBIRIARIEN =
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

HEBASI MQTT kR

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wi ESicl 353
Action = String ~HSH, XZEOBE: DeletelnsPublicEndpoint.
Version 2 String AHSY, FMEONE: 2024-05-16,
Region 2 String ~HBY, FRFEESEFH hiEFIER.
s
Instanceld = String =@ID

FE: matt-xxxx

3. milis¥

SHEW ESid iR

R tid tri
eques SUiNG oz misskiy Requestid.

4. 761
BN =6
=60

BATH
POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com

Content-Type: application/json

n: DeleteMQTTInsPublicEndpoint

: "mgtt-rvbSxxrn"

"Error": null,

"RequestId": n -

IRIFRE: BR=ItE (It ) BRSEATF

E—i&EK ID, HRSBiRER, SRERBSIEE (HEREEMEERREMRARSR, WiZzKiE

RASIKE Requestld) . ENIEEATE

FT72 H172)


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
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https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeleteInsPublicEndpoint

@ H%i;ﬁﬁ EERASI MQTT KR

espons

"RequestId":

5. FREHR

A= APl F&
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHFRHA—EAFE, HEENE—AOSTARERBNZIRMIE APl RS

API Inspector
FAREE AP Inspector BEEFIGE—SIR(EXBRN AP ERER, HFBRMERZIESIRAR API K18, BalFiiE API Explorer #{TEZIEIR

SDK
= API 3.0 Rt TEEMNFRTIESE (SDK) , XIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. $HiRE

IR OE R SSIZIEHEXAEIRIS, EfhiEREER 254ERE,

IRIFRE: BR=ItE (It ) BRSEATF F73H172]
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
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5 E E%\_L:HE HEBG MQTT iR

FEIMQTTERIRMIENR

EIEEHATE: 2025-02-11 01:49:21

1. EOkR
EOiSKRFESE: mgtt.tencentcloudapi.com ,
EAMQT TEEHIARIEN =

BOAMZOIERIZRIRH: 200R/% -

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. WA
MTERSHIIRGIL T EOBSRSYNBI ALY, TRAHSEIIRR AHLiERSH,
SHEM Wik ESid) Fiiipay
Action = String ~HESH, XEOBYE: DescribelnsPublicEndpoints,
Version 2 String AHSH, FMEOBE: 2024-05-16,
Region = String ~HBY, FRFEESIFH hiEFIER.
Instanceld = String igﬂ:; ——
3. mihiaH
SHEW HER Hi
BAR
. Array of TEUE: [{"Type": "mqtt-tcp", "Url": "mqtt—abc1234—gz.mqtt.public..tencenttqu.com:1883",
Endpoints "Vpcld": null, "Subnetld": null, "Host": "mgtt-abc1234-gz.mqtt.public.tencenttdmg.com", "Port":

MQTTEndpointitem 1883}, { "Type": "mqtt-ws", "Url": "mqtt—abc1234-gz.mqtt.public.tencenttdmq.com:8888", "Vpcld":

null, "Subnetld": null, "Host": "mqtt-abc1234-gz.mqtt.public.tencenttdmg.com”, "Port": 8888 } ]

SZflid

Instanceld  String FEUE: mott-xxxx

| 34
i

B idth |
andwidt nteger wBIE: 2

Array of N

Rul
ules PublicAccessRule FBIE: [{"IpRule": "127.0.0.1", "Allow": true, "Remark": null } ]

TN

NORMAL-IEE

CLOSING-%iAh
Status String MODIFYING-{&&+h

CREATING-FHBH

CLOSE-xi4

=HE: NORMAL

—i5K ID, HIRSIRER, SXERBED (FEREEMREERRERERSR, WXERFIRE

Requestld  String Requestld ) » EiEHBEIRMZRIARE Requestid.

4. 5
= =

w5l

IRIFRE: BR=ItE (It ) BRSEATF $£74 #1721


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#MQTTEndpointItem
https://cloud.tencent.com/document/api/1778/111031#PublicAccessRule
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeInsPublicEndpoints

POST / HTTP/

1.1

Host: mgtt.tencentcloudapi.com

Content-Type
X-TC-Action:
<AHERSH>

{

"InstanceId"

"Error":
"RequestId":
"Response":
"Bandwidth":
"Endpoints":
{

"Host":
WPgEE" g

"SubnetId":

: application/json

DescribeMQTTInsPublicEndpoints

: "mgtt-gn8qgog3z"

null,

{

[

null,

"Type": "mgtt

"Url": "mgtt
"VpcId":

by

{

"Host":
"Port":

"SubnetId":

cd.mgtt.public.tencen

"Type": "mgtt-tcp",

"Url": "mgtt
"VpcId": nul
b
{

1

"Host": "mgtt-gn8

"Port":
"SubnetId":
"Type":
"Url": "mg

"VpcId":

I
"InstanceId"
"RequestId":
"Rules": [

{

"Allow":
"IpRule":

"Remark":

1,

"Status":

: "mgtt

IRIFRE: BR=ItE (It ) BRSEATF

ttdmg

gn8gog3z—cd.mgtt. blic.tencenttdmg

HEBASI MQTT kR

75 {172,
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5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector
FPTiEE API Inspector BEEZHIAE—SRIEXEN AP BRAER, HFEMERSIESHRAN APl X53, taJFIE API Explorer #{T7ELRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BSIFTIR
» Tencent Cloud CLI 3.0

6. $HiRE

ZIROE X SSIBIEHEXAEIRIG, EfhiEREIER 2H4ERG,

IRIFRE: BR=ItE (It ) BRSEATF 8876 172,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

EHMQTTEFI NN =

EIEEHATE: 2025-02-11 01:49:20

1. EOkR

EOiSKRFESE: mgtt.tencentcloudapi.com ,
EIMMQTTEEFIARIEN =
ERAZECIERITRIRS: 20:0/%

#EFE(ER API Explorer

2. mAEH

UTFERSHFIFRFIE TEOISRSEIFIA
SHEW Wi ESic]
Action = String
Version = String
Region = String
Instanceld = String
Bandwidth = Integer
Rules.N = Array of PublicAccessRule

3. mitisy
BEEWm  XE @

R tid Stri
eques "9 miepzriERE Requestid.

4. 761
B =6l
=60
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyMQTTInsPublicEndpoint

<PEHERSE>

{

"InstanceId": "mgtt-47kadrdr",
"Bandwidth": 2,

"Rules": [

{
8

IRIFRE: BR=ItE (It ) BRSEATF

%
4
ey
i
>>
B
W
g
=
m
=

W—iER ID, HRSIRER, SRE

HEBASI MQTT kR

<> REEE

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

~H2H, XEOBE: ModifylnsPublicEndpoint,

N

bz

H2%, FEORE: 2024-05-16,

%

H24, FRFEmZIT 5%,

>

\

=ZHIID
E: rocketmag—xxxx

e, B Mbps
wBIE: 2

AR
aBIE: [{"IpRule": "2.2.2.2", "Allow": true, "Remark": "555" } ]

REBSIRE (EEREEMEEREERIARS R, WZRERF2IRE Requestld) o EfLi@RRATE

F77 172,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#PublicAccessRule
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ModifyInsPublicEndpoint
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"IpRule": "2.2.2.2",

"Allow": true,

"Remark": "555"

"RequestId":
"Response":
"RequestId": "
}

}

5. FRERR

ER= APl £&
BfZE APl F& B8 API XH. iR, API Explorer & SDK $SZEMS—ENTE, HEENA—NOSAREMRBAZIREFE AP IS .

API Inspector
BAPaEE API Inspector BEEEHIGE—SIRIEXBN AP EREBR, HFEIERZIESIRAN API X3, tBaaitE AP| Explorer #{TEZIE

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRf0

ZEOE XIS ZEHEXERE, EtbEREFER AHERD,

IRIFRE: BR=ItE (It ) BRSEATF $78 172,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EigiE M caBadiEmn

EIEEHATE: 2025-02-19 01:54:11

1. EO#R

EOiSKRFESE: mgtt.tencentcloudapi.com ,
Higcai s

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wik ESid) 35S
Action = String ~H2H, XIEOBRE: ApplyRegistrationCode,
Version 2 String ~HSY, AEONE: 2024-05-16,
Region 2 String AHSE, FRFFRZISH HiEFIE,
o . £8¥d
Instanceld = String FOUE: mqtt-12345
3. i
SHEW ESid) g
@«
Instanceld String MEHID

FNE: matt-12345

ERRES

RegistrationCode  String e 11180052 7df5-4ff3-bda9-9b12fedsbf39

W—i5EK ID, HRSIKER, SXERASER (HERAEMEERERERSR, WZXERFTLIRE Requestld ) o Ef

R tid Stri
eques "9 DmrtmEiRetizRiERE Requestid.

4. 761
B =6l
=60
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ApplyRegistrationCode

<PEHERSE>

{
"InstanceId": "mgtt-jeredv33"

9
b
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https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ApplyRegistrationCode
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"Error":

"RequestId":

"Respon

"Instan : "mgtt-jeredv33"
"RegistrationCode": "

"RequestId":

N
I
1
J

5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. API Explorer &2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEHIFE API RS

API Inspector
FEPEEE AP| Inspector EEEHAS—SIRIEXBI AP RRBER, FEMEMSESHRAN API 53, BaETFIE API Explorer #HTEZREIR

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

®BeIFTIR
» Tencent Cloud CLI 3.0

6. HHiRE

ZIROE X SSIBIBHEXAEIRG, EfhiEREIER 254ERG,

IRIFRE: BR=ItE (It ) BRSEATF 5580 H172m;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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INIESSHE XD
EEIMQTTJWKSIAiE=S

ERIEEHATE: 2024-12-13 01:48:29

1. EO#ER

EOiEXRIFESE: mgtt.tencentcloudapi.com ,
EBMQTT JWKS IAIESS
ERMEOIERIEIRS: 200%/% -

7185 API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. A2
UTFERSHIIFRNFIE TIEROBSRSHEMBO RS, REQAHSHIIRT AHiEkeH,
SHEWR Wik E5id) g
Action = String AHBH, FEOE: ModifyJWKSAuthenticator.
Version = String ~HSH, XEOBE: 2024-05-16,
Region = String ~HSY, FRFRZISH iy
. =D
I =
nstanceld = String FE: rocketmag-xxxx
. - . e
Endpoint = String RBIE: 127.0.0.1
Status = String NSRS : open-fBH; close-%i
~BUE: open
Refreshinterval & Integer giﬁgtﬂ 10
. JSKSX &
T =
ext & String SHIE: text
From - String IRFEEIHMEIEjwWilikey; username—{ERBAR&FEEE; password-{ERZEBFREE
= ~BE: username
— . AR
Remark & String S remark
3. e

SHEW B g

E—iEK ID, HIRSiRER, SXERPBIEE (HERAEMFEERERERSR, WZRERFRIRE Requestld ) o EfLITEAIFH

R | i
equestld  StriNG oo iz vrisskiy Requestid.

4. =p
B =l
=60

BATH

IRIFRE: BR=ItE (It ) BRSEATF $81 #1723,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ModifyJWKSAuthenticator

POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

: ModifyMQTTJIWK thenticator

"InstanceId": "mgtt-3w7vz9ko",
"Endpoint": "https:
nterval": 222,

"Remark": "ramark"

"Error":

"RequestId":

"Response":

"RequestId": "2
}
}

5. FRERR
BRE API &

Biflz API & RE5E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOSZARERENZRMRRE AP RS,

API Inspector
MEPaiEE API Inspector BEERHAE—SRIEXEKN AP RBAER, HEIERSIES

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfB

IR 7O SSIZEHEXANERID, EthEiRIER AHEIRE.
IR

FailedOperation

IRIFRE: BR=ItE (It ) BRSEATF

KA API {13, tBaETHiE API Explorer #TE&RIR

ik
BEEM.

HEBASI MQTT kR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
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POST / HTTP/1.1
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« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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"InstanceId": "mgtt-2vnk55xv",
"Endpoint": "1.2.3.4",
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FailedOperation.InstanceNotReady

ResourceNotFound.Instance

IRIFRE: BR=ItE (It ) BRSEATF

i
BIEEM,
FailedOperation.InstanceNotReady

ResourceNotFound.Instance

HEBASI MQTT kR

$£92 #1172,
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
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@ H#izﬂﬁ EERASI MQTT KR

IR ik

UnsupportedOperation.ResourceAlreadyExists UnsupportedOperation.ResourceAlreadyExists

HIAIMQTTIAIESS

EIEEFRASE: 2024-12-13 01:48:28

1. gEOiR

IRIRERE: BR=ITE (1bF) BRSEAE 893 H172;



O BAT

EOERER: matt.tencentcloudapi.com o
HIIMQTTIAIES
FONEOIERIATIRE: 200R/7

#EFE(ER API Explorer

HEBASI MQTT kR

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TEROBERSHIII 2L

SHEWR Wik ESid)

Action = String
Version = String
Region = String
Instanceld = String
Type & String

3. |miieN

BHEW ESic)

. Array of
Authenticators MQTTAuthenticatorltem
Requestld String

4, 76
N T~
]
BATH
POST / HTTP/1.1

Host: mgtt.tencentclou

Content-Type: application

X-TC-Action: DescribeMQTTAuthenticator

<PEHERSE>

{

"InstanceId": "mgtt-2vnk55xv",

"Type": "JWKS"

IRIFRE: BR=ItE (It ) BRSEATF

t2Y, REAHSYSIRN AHERSH,

AHSH, XIZEOBYE: DescribeAuthenticator,
rESH, FEOBRE: 2024-05-16,

AHSE, FRFRSIFH MiEFIE

~BE: rocketmg—xxxx

TAIEEESERY: JWT: JWTIAIESE JWKS: JWKSIAIESE HTTP:HTTPIAESS
TEHE: JWKS

iR

SEHMIERESIR
FHE: [{"Config": "{"endpoint":"1.2.3.4","refreshinterval":10}", "Status": "open", "Type":
"JWKS" }]

W—iEK ID, HRSIHER, SRERFSIRE (S EREEMRRKRERERS, WZRERFEIK
8 Requestld) . EfAEITEERMHIZRIERE Requestld,

5894 H172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#MQTTAuthenticatorItem
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeAuthenticator

HEBASI MQTT kR

"RequestId": n
"Response": {
"Authenticators":
{

"Config": "{\ oint\":\"1.2.3.4\",\"refreshInter
"Status": "open
"Type": "JW

}

1,

"RequestId":

}

}

B2 HTTPRGI
HTTP=HA

BATH

POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeAuthenticator

<REERSE>

{
"InstanceId": "mgtt-dmzeoj58",

"Type": "HTTP"

"Error":
"RequestId": null,
"Response": {
"Authenticators": [
{

"Config": "{
adTimeout\":1, \"connectTimeout\":1, \"body\": [{) ey\":\"user\ \ alue\":\"${username}
"CreateTime":
"Remark": "this
"Status": "open
"Type": "HTTP

}

1,

"RequestId":

}

}

5. FREHR

A= APl &
Sz APl & B&E API 3. $8i%63. APl Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEORERBBNZRHAFE API RS

API Inspector

IRIFRE: BR=ItE (It ) BRSEATF

5895 H172;



https://cloud.tencent.com/api

@ H%\_L:HE EEAT MQTT kR

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API X3, tBaaifE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TERENFFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BSTIR
» Tencent Cloud CLI 3.0

6. {EiRG

IR 7O SSIZIEHEXANEIRID, EthEiRIER AHEIRE.
$HI=tD g
ResourceNotFound.Instance ResourceNotFound.Instance

IRIRERE: BR=ITE (1bF) BRSEAE 5896 H172;
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
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@ H%\_EHE EEAT MQTT kR

TopictBxiEO
BIEMQTTERR
RIEEFATE: 2024-12-06 01:24:54

1. gEOR

EOEKREE: mqtt.tencentcloudapi.com
ellfEE 20
BRMROIERITRIRS: 200R/8

RISER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEWR Wik E5id) i35
Action = String ~HSH, XEOBYE: CreateTopic.
Version = String ~HSH, XEOE: 2024-05-16,
Region = String ~HSY, FRFEEZIFH higFIE.
= . 1D

Instanceld = String FOUE: matt-xo0

. o . E3
Topic = String ~lfE: sample-topic-name
Remark & String &

FHl{E: additional-remark

3. |miieN

SHEW ESis ]

SLfIID

Instanceld  String TOIE: mtt-xxxx

2

Topic String lfE: sample-topic-name

W—iER ID, HIRSIRER, SRERBIIEE (S EREEMERKRLERARSIR, WZRERTEIRE Requestld) . EERAIHR

Requestld  SHiNG oo iz vriskiy Requestid.

4. 75
B =6
=6
WATHI

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content application/json

X-TC-Action: CreateMQTTTopic

IRIFRE: BR=ItE (It ) BRSEATF 97 172,
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@ H%\_EHE EEAT MQTT kR

"InstanceId": "mgtt-7pngmkrx",

"Topic": "topicl"

"RequestId":
"Response": {
"InstanceId": "

"RequestId": "

"Topic": "

}

}

5. FRERR

ER= AP E&
BIflZE APl £& 258 AP X#. iR, API Explorer & SDK $ZEMS—ENTE, HEGENA—A\OZAREMEAZREFRE AP IS,

API Inspector
EPEEE API Inspector BEERHIAE—SIREXBN AP RBER, HEMERSIESRARN API 53, BaFiE API Explorer #{T1EZRIX.

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. {HixRB
PATRFIL T O SSiBIERXAEIRTG, HMEIRIDFER AHERE
$HIRE iR
FailedOperation BRIERM
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
LimitExceeded.TopicNum LimitExceeded.TopicNum
OperationDenied IRFELE
ResourceNotFound.Instance ResourceNotFound.Instance
UnsupportedOperation.ResourceAlreadyExists UnsupportedOperation.ResourceAlreadyExists

IRIFRE: BR=ItE (It ) BRSEATF 5598 H172m;
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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MEEMQT T ERR

mIEEFATE: 2024-12-06 01:24:54

1. EOkR

EOiEKRFESE: mgtt.tencentcloudapi.com ,
HIEEMQTTERR
ERAZECIERITRIRS: 200R/%

IRIFRE: BR=IE (16F) BREEAR 5899 H172;



O BHS

##EER API Explorer

HEBASI MQTT kR

API Explorer 2t TR . ESWIE. SDK KBEMMRERTIZOSHN . ETEESXARNERNBSERELSRUREMER SDK FRRG.

2. WA\2%

UTERSHSIRMIIL TIROBERSHMBL 2HSY, =BQ

SHEM Wik
Action =2
Version =
Region =
Instanceld =
Topic =

3. Jitisy

SHEW ESid iR

Requestld  String

4, 76
TN R=6
5l
BWATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteMQTTTopic

AHBERBE-

{
"InstanceId": "mgtt-rvb5xxrn",

"Topic": "home"

"Error": null,

"RequestId": nul

. "£F22081H-_-dc9

5. FREHR

IRIFRE: BR=ItE (It ) BRSEATF

ESic]
String
String

String

String

String

>

54, AEOBYE: DeleteTopico

o

aHsy, AEOEE: 2024-05-16,

\

o

HEY, FRFEmSF tiEs=,

>

\

1D
TBIHE: mgtt—xxxx

E3
~fE: sample-topic-name

W—iEX ID, HRSIRERN, SRERTKIER ( SEREEMREKERERST, WiZRERFTLKIKE Requestld ) . ELEHAITHE
ERMHZXIEKRE Requestld.

£5100 #172)
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https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeleteTopic

O BHS

BR= APl £&
Bl AP| F& 228 API XH. iR, API Explorer & SDK SEEMSG—ENTE, HEENA—A\OSARERBARIRMRIFAE AP IS,

API Inspector

FBPAEE API Inspector BEEEHIGE—SIRIEXBNI AP ERBR, FEIERZIESIRAN API £53, tbaaifE AP| Explorer #{71E&IRE

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

Tencent Cloud CLI 3.0

6. EiRG

IR 71O SSIZIEHEXANEIRID, iRl AHEIRE.
$HI=tD g
FailedOperation BIEEM,
ResourceNotFound.Topic ResourceNotFound.Topic

IRIRERE: BR=ITE (1bF) BRSEAE

HEBASI MQTT kR

£101 #1722,
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
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https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
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@ H%\_EHE EEAT MQTT kR

EMQTTERE

EIEEHASE: 2024-12-06 01:24:53

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
(5 E T

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,
SHEM Wik Bl i35
Action = String ~HESH, XEOBE: ModifyTopic.
Version = String AHSE, FMEOBE: 2024-05-16,
Region = String ~HBY, FRERESEF TR
o . D
Instanceld = String FOUE: matt-xo0
. o . *|
Topic = String ~fE: sample-topic-name
EHER
Remark & String i

=BI{E: additional-remark

3. mitisy

SHEM ESid faiR

—i5K ID, HIRSIRER, SXERBSEE (HEREEMEERRLERERSR, WZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
eques "9 miepzriERE Requestid.

4, 76
TN w6
a5l
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyMQTTTopic

<PEHERSH>

{
"InstanceId": "mgtt-rvbSxxrn",

"Topic": "222",

IRIFRE: BR=ItE (It ) BRSEATF 5102 172,
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"Remark": "444"

"Error": null,

"RequestId": n

"Response": {

5. FREHR

BR= APl &
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—EAFE, HEENE—AOSZARERBNZIRMIFE APl RS,

API Inspector

FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. EiRG

PATRFIH T O S3iBIEIRXREIRD, EthEiRiBiER AH4EIRE.
IR i
FailedOperation BREEM

IRIFRE: BR=ItE (It ) BRSEATF

HEBASI MQTT kR
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O BAT

HIMQTTE:EFZE

EIEE#ASE: 2025-02-11 01:49:13

1. EOkR

EOSKRFESE: mgtt.tencentcloudapi.com ,
RENERFIR, Filter2HEMIRIBINT:

1. TopicName, EREZIRERIEER
2. TopicType, EmERE(], XiFBi%, AliEE: Normal,Order,Transaction,DelayScheduled

EUMEROIERTEIRS: 200K/% -

#7#=(ER API Explorer

HEBASI MQTT kR

<> R

API Explorer {2t TTELIAR . ERIIE. SDK ABEMFRERTIZOFEN . EUEETXAMBNERATMERLSRURBMERN SDK FRRG.

2. 8\2¥
UTBERSEFIRFIE TEOIERSEIBIAHSE, RBEAHSHIIRRD AHiERSH,
SHEW Wik ESid) iR
Action 2 String AHSE, AEOEYE: DescribeTopicListo
Version = String ARSE, FMEORE: 2024-05-16,
Region = String AR, FRFEEIIEH HER.
o . ID
Instanceld = String FBIE: rocketmg—xxxx
ERRHTIZE:
Filters.N a Array of Filter F#5TopicNametE#iEif
FBHE: [{"Name":"TopicName","Values":["home"]}]
= B E
Offset B Integer FIE: 0
Limit & Integer SRERIRHSE
= 9 IfE: 10
3. mia¥
BHEW ESic) i35
= fotst
TotalCount Integer R WFERAEERE null, RREARZIE™RE.
FBHE: 10
Array of S IE S
Data . — .
MQTTTopicltem wBIE: []

E—iEK ID, HIRSiRER, SXERPIRE (HEREEEERLERER

Requestld  String Requestld) » E{UABRESEMZRER Requestid.

4. =H
B =l
=60

BATH

IRIFRE: BR=ItE (It ) BRSEATF

WZRERFRIRE
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/ HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

DescribeMQTTTopicList

"InstanceId": "mgtt-47kad4rdr",
"Off

"Limit": 2

"Error":
"RequestId": 1L,
"Response":
"Data": [

(

1

"InstanceId": "

"Remark": "thic

"Topic": "t

"InstanceId":
"Remark": "t

"Topic": "topic

"RequestId": "
"TotalCount":
}

1

5. FEERE
BRZ APl £&

Biflz API & 24E API XH4. $8iRf8. APl Explorer } SDK R RNA—EAFE, HEENE—AOZARERBNZRMRE AP RS,

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXEXR AP EARER, HEMEMSIE

SDK

= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

IRIFRE: BR=ItE (It ) BRSEATF

kRARY API X3, tRTFEIE API Explorer TSR

HEBASI MQTT kR
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb

@ H%izﬂﬁ EERASI MQTT KR

BSTIR
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6. {EiRG

IR 7O SSIZIEHEXANEIRID, EthEiRIBER AHEIRE.
$HI=tD g
ResourceNotFound.Instance ResourceNotFound.Instance
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@ H%\_EHE EEAT MQTT kR

HRAMQTTE/EiFE

EIEEHASE: 2024-12-06 01:24:53

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
HifimqttEF£E

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wi ESidl i35
Action 2 String ~HESH, XEOBYE: DescribeTopic,
Version 2 String AHSY, FMEONE: 2024-05-16,
Region = String ~HBY, FREREHFH hiEFIR.
- . =ZHIID
Instanceld = String FOUE: matt-x0
=171]
Topic 2 String o

~fE: sample-topic-name

3. lihax

BHEM = fiid

Instanceld String igﬂ:; mqtt-mwmdg9dm
Topic String ;iﬁ{gﬁ?}sample—topic—name
Remark String =i

=BI{E: additional-remark

tUzRdial, B

CreatedTime Integer =ifE: 1712049671

W—iEK ID, HIRSIKER, BXERESED (SEREEMEERRLERERSR, WiZXERFLIKE Requestld ) o EfLiTE

Requestid  String oo mizveim ks Requestid.

4, 7%
BN =61
]
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi

Content-Type: applicati

X-TC-Action: DescribeMQTTTopic
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"InstanceId": "mgtt-7pngmkrx",

"Topic": "topicl"

"RequestId":
"Response": {
"CreatedTime":
"InstanceId": "
"Remark": "",

"RequestId": "acf7faf2-b2a9

"Topic": "topicl"

5. FRERR
BRE API &

Sz API & B&E API 3. $8i%63. API Explorer } SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector

FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API X8, BaTFiiE API Explorer #{TEZEIR

SDK

= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BSFTIR
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6. FEiRG

RIS T O SSiZiEIRXRIEIRID, BbEiRILIFER AHEIR0,
RS
ResourceNotFound.Instance

ResourceNotFound.Topic

IRIFRE: BR=ItE (It ) BRSEATF

iR
ResourceNotFound.Instance

ResourceNotFound.Topic

HEBASI MQTT kR
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RIRESEXIEO
B URES

EIEEFATE: 2024-10-24 01:26:21

1. gEOR

EOEKREE: mqtt.tencentcloudapi.com
BIEMQT TEEfFIAIERENIKIES
BRMROIERITRIRS: 200R/8

#E#E(ER API Explorer

HEBASI MQTT kR

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

2. B\2¥
SYEMR Wik
Action =
Version =
Region =
Instanceld =
PolicyName =

PolicyVersion =
Priority =
Effect =
Actions 2
Retain =
Qos =
Resources a
Username &
Clientld &
Ip a
Remark &

IRIFRE: BR=ItE (It ) BRSEATF

ESic]
String
String

String

String

String

Integer

Integer

String

String

Integer

String

String

String

String

String

String

B

iR

N

AH2%, KFEORE: CreateAuthorizationPolicy.

o

#HE5%, FMMEOME: 2024-05-16,

>

\

o

HEY, FRFmIF tiEs*,

>

\

=ZHIID
FE: matt—xxxx

RAEZR
RBHE: name

SRBERRAS
E: 1

EREEMSER, BB
E: 1

allow. deny
FBNE: allow

connect. pub. sub
+~BE: connect

1, CEREER; 2,REIHREER, 3.LEMEHR
BiE: 1

0.1.2
BuE: 1

TR
~BIE: topict

BR&

TE: user1
ERiR

E: clientt

IPitbiik
~fiE: 127.0.01

gEER
~BE: remark
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@ H%\_EHE EEAT MQTT kR

3. MmiisM

SHEW ESiS ik

E—iEK ID, HIRSiKRER, SRERBRIEE (HEREEMERKRLETIARSR, WZRERTEIRE Requestld) o EfiEERTH

Requestld  String  guauwizvigsiay Requestld.

4. 561
BN =61
]
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateAuthorizationPolicy

<AHIERSEH>

[
1

"InstanceId": "mgtt-jeredv33",
"PolicyName": "name"

sion": 1,
"Priority": 2,
"Effect": "allow",
"Actions": "connect",
"Retain": 1,

"Oos": "im

5. FREHER

ER= APl £&
Bl AP| £& 228 API i, iR, API Explorer & SDK SEEMSG—ENTE, HEENA—\OSARERBARIRMRFAE AP IS,

API Inspector
FAREE AP Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZIEIR

SDK
= API 3.0 Rt TERENFRTESE (SDK) , XIFSMREIRIES, REESERER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

» Tencent Cloud SDK 3.0 for Go: GitHub Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
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@ H%\_L:HE EEAT MQTT kR

« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
« Tencent Cloud SDK 3.0 for C++: GitHub Gitee
» Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. HHiRfD

ZIEOE XL ZSERXEIRT, HibERLiER AHERE,
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SRR ES

EIEEHATE: 2024-12-06 16:33:42

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
BN

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEM Wik ESit) 3%
Action = String ~HSH, XIEOBYE: DescribeAuthorizationPolicies.
Version 2 String ~HsE, XEOBE: 2024-05-16,
Region 2 String AR, FRFRZISH HiEFIE,
. EEEID
=
Instanceld & String FOUE: mqtt-12345
3. e

SHEWR ESid) g

Fmy

BHE: [{"Actions": "connect", "Clientld": null, "CreatedTime": 1721813529000, "Effect": "allow",

"Id": 7, "Instanceld": "mqtt-g4r4x85z", "Ip": null, "PolicyName": "policy2", "Priority": 2, "Qos":
Data Array of null, "Remark": ", "Resources": "topic1", "Retain": 2, "UpdateTime": 1721813529000,

AuthorizationPolicyltem "Username": null, "Version": 1}, { "Actions": "connect", "Clientld": null, "CreatedTime":

1721813039000, "Effect": "allow", "Id": 1, "Instanceld": "mqtt—g4r4x85z", "Ip": null, "PolicyName":
"policy3", "Priority": 3, "Qos": null, "Remark": "111", "Resources": "topic1", "Retain": 3,
"UpdateTime": 1721813039000, "Username": "user1", "Version":1} ]

W—iER ID, HIRSIRER, SRERHBRIEE (EHERERMERRETIARSR, WZRERTRIRE

Requestld  String Requestld) » EfEERESIRHZRIARE Requestid.

4. 75
B =6
=6
WATHI

POST / HTTP/1.1

X-TC-Action: DescribeAuthorizationPolicies

<AHERSE>

IRIFRE: BR=ItE (It ) BRSEATF £112 #172;
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"InstanceId": "mgtt-g4r4x85z"

"Error":
"RequestId":
"Response":
"Data": [

{

"Actions": "connect"
"ClientId": null,
"CreatedTime":
"Effect": "al
DHETs Gy
"InstanceId":
"Ip": null,
"PolicyName":
"Priority": 1,
"Qos": null,
"Remark": "",
"Resources": "topicl
"Retain": 1,
"UpdateTime": 1721
"Username": null,
"Version":

by

{

"Actions":
"ClientId":
"CreatedTime":
"Effect": "al
"Id":
"InstanceId":
"Ip": null,
"PolicyName":
"Priority":
"Qos": null,
"Remark": "",
"Resources":
"Retain": o
"UpdateTime":
"Username":
"Version":

H

{

"Actions": "connect",
"ClientId": null,
"CreatedTime":
"Effect": "allow
gy i,
"InstanceId":
"Ip": null,
"PolicyName":

"Priority":

IRIFRE: BRzITE (165 ) BRSEAS £113 #1723,
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"Qos": n

"Remark": "this
"Resources": "topic
"Retain": 3,
"UpdateTime": 17218
"Username": "userl",

"Version":

1,

"RequestId": "2

N
I
1
J

5. FRERER

A= APl £&
Bz API & B&E API 3. $8iR63. API Explorer )2 SDK #RENA—ERFE, HEENE—ANOEARERBAZIEMHAFE API RS

API Inspector
FEPaiEE API Inspector EREHIAE—SRIEXEN AP REER, HEMERSIESRAN APl {53, EaTFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. fHiRE

TSRS XA SSIBIEHEXAEIRG, EfhiEREER 2H4ERG,
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https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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EHTRAURER TR

EIEEFATE: 2024-12-13 01:48:27

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
E2sRBE MR SELR

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik EE 3%
Action 2 String ~HSH, XEOBE: UpdateAuthorizationPolicyPriority.
Version 2 String ~HSY, AMEONE: 2024-05-16,
Region 2 String AR, FRERZITH TR,
- . SEIID
Instanceld = String FOUE: matt-xo0c
RSy
Priorities.N & Array of AuthorizationPolicyPriority SRBSIDAIG SRR

wBIE: [{"Id": 1, "Priority": 3}, { "Id": 6, "Priority": 1}, { "Id": 7, "Priority": 2} ]

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

HN =6
Gl

BATH

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

n: UpdateAuthorizationPolicyPriority

"InstanceId": "mgtt-g4r4x85z",
"Priorities": [

{

TIETg i,

"Priority": 3

IRIFRE: BR=ItE (It ) BRSEATF 115 #172;
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"Idv: 6,

"Priority": 1

by
[
1

VEETy Ty

"Priority": 2

"Error": null,
"RequestId": null,
"Re

"RequestId":

5. FREHR

$R= APl £&
Sz API & B&E API 3. $8i%63. API Explorer } SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector
FARFTEE AP Inspector BEEFIGE—TIRIEXBE AP ERER, HFBRMERSIESIRAR API X8, BaTFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. fEiRE
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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ERIEEHASE: 2024-10-24 01:26:20

1. EOkR

EOSKRFESE: mgtt.tencentcloudapi.com ,
EESRBEHINY
ERAECIERITRIRS: 200R/%

##ZER API Explorer

HEBASI MQTT kR

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
TFERSHIRNIIE TEOBSRSHNSBRAHSE, =8
SHEM Wik
Action =
Version =
Region =
Id =3
Instanceld =
PolicyName &

o

PolicyVersion

3

Priority

Effect

oy

oy

Actions

oy

Resources

7|

Username

|

Retain

Clientld

|

iy}

Ip

iy}

Qos

iy}

Remark

IRIFRE: BR=ItE (It ) BRSEATF

ESid)
String
String

String

Integer

String

String

Integer

Integer

String

String

String

String

Integer

String

String

String

String

~H2H, XEOBE: ModifyAuthorizationPolicy.
~H2H, XEORE: 2024-05-16,

~HSY, FRFERZFN TR,

=ZHIID
FE: matt-xxxx

REEETR
FBIE: name

SRREARAE
UE: 1

SREEMSER, sk
UE: 1

allow. deny
FBIE: allow

connect. pub. sub
~BE: connect

&R
A topict

BR&
~BE: usert

1.REFEER; 2.ERIEREES; 3.ERREHEHE
w~ENE: 1

ERin

=~HE: client1

IP
~BE: 127.0.0.1

0.1.2
HNE: 1

HFEER
FBE: remark

S£117 #172;"


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ModifyAuthorizationPolicy

@ H%\_EHE EEAT MQTT kR

3. MmiisM

SHEW ESiS ik

E—iEK ID, HIRSiKRER, SRERBRIEE (HEREEMERKRLETIARSR, WZRERTEIRE Requestld) o EfiEERTH

Requestld  String  guauwizvigsiay Requestld.

4. 561
BN =61
]
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyAuthorizationPolicy
<AHIERSEH>

[
1

"Id": 18,
"InstanceId": "mgtt-jeredv33",

"PolicyName": "policy-1"

"Error":
"RequestId": null,
"Response": {

"RequestId": "65

5. FRERER

A= APl £&
Bz API & B&E API 3. $8iR63. API Explorer )2 SDK FRENA—ERFE, HEENE—ANOEARERBBAZIEHAFE API RS

API Inspector
FEPaiEE API Inspector EREHIAE—SRIEXEN AP REER, HEMERSIESRAN API {53, EaTFIE API Explorer {TE&RIX,

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSMRIZES, SEEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BSTIR

IRIFRE: BR=ItE (It ) BRSEATF £118 H172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb

@ H%\.L;HE EEPAFI MQTT KR

« Tencent Cloud CLI 3.0

6. HHiRf

ZEOE T SZEHEXAERE, BMbEREFER AHERE,

PRI R ES

mIEEFATE: 2024-09-20 13:08:21
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1. OEGR

HEBASI MQTT kR

EOERER: matt.tencentcloudapi.com o

S Sl

BUMEOIERINEIRS: 200%/%

#EFE(ER API Explorer

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

SHEWR
Action
Version

Region

Instanceld

3. |miieN

LITERSYIIRNFIE TEOBERSHNHBL AHSY, REAHSYHFIRR AHiERSH,
Wik ESid %
= String ~H2H, XEOBYE: DeleteAuthorizationPolicy.
= String ~sE, AEOBRE: 2024-05-16,
= String AHSY, FRFEmSIF 5%,
= String %MID
FE: matt-xxxx
= Integer %Hﬁ*ﬂwd
BIE: 1
iic) i

SHEW ES

Requestid

4. 7%

p 55
Gl

BATH

String

K—iEXK ID, HIRSiRERN, BRERBIRE ( HFEREEMFRERFRERARS K, WIZRERFEIXE Requestld ) o EfLTEITE
ERHIZIRIERR Requestid,

POST / HTITP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type:

X-TC-Action:
/

<RIEERSE>

(
1

"InstanceId":

"Id": 8

"Error":
"RequestId":

"Response":

IRIFRE: BR=ItE (It ) BRSEATF

application

DeleteAuthorizationPolicy

"mgtt-g4r4x85z",

null,

120 H#172;
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"RequestId": "ed018161-ce’a

N
i
2
I

5. FREHER

A= APl &
Sz API & B&E API 3. $8i%63. API Explorer }2 SDK #RREHNA—ERIFE, HEENE—ANOEARERBBNZRHAFE API RS

API Inspector
FBREET APl Inspector EEEHIGE—SIREXERN APHRBER, HEMERSIESHRAR AP K53, tErTaiiE API Explorer ifTEZREI

SDK
= API 3.0 Rt TEERFRTRE (SDK) , ZIFSMRIRIES, EESERER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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6. fHiRE
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https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

IEBAXEO
KB FIED
RIEEFHATE: 2024-12-13 01:48:28

1. gEOR

EOEKREE: mqtt.tencentcloudapi.com
Ky CaikH
BRMROIERITRIRS: 200R/8

#E#E(ER API Explorer

HEBASI MQTT kR

API Explorer 2t TR . ESWIE. SDK KBEMIRERTIZOSHN . ETEESXARNBERNSEESERURBMER SDK FRRE.

2. W\2%

UTERSHSIRIIE TROBRSHETIBSAHSY, REAHSHIIRN AHiERSHY,

SHEWR Wik ESic)

Action = String
Version = String
Region = String
Instanceld = String
DeviceCertificateSn = String

3. Jitisy
sgEm %W

Requestld  String

ERMZXIERE Requestld.
BN =6
w5l
BATH
POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com

pplication/j

DeactivateDeviceCertificate

X-TC-Action:

<REERSE>

{
"InstanceId": "mgtt-mmgej724",
"DeviceCertificateSn": "eef68a582b94254296e54c

}

IRIFRE: BR=ItE (It ) BRSEATF

fEiR

28, AEOBE: DeactivateDeviceCertificate,

B

~HSY, AEORE: 2024-05-16,

>
o
W
&

» WRFmSZISHY thid5l=.

£E¥id
~HE: mqtt—1234567

REIEEFIIS
RBIE: 37593

—i5K ID, HIRSIKER, BXERBSED (HEREEMREERRLERERSR, WiZXERFTLIRE Requestld)

754£94d707a59912"

o RE{ERRRITR

$122 #172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeactivateDeviceCertificate

"Error":

"RequestId":

"Respon

"RequestId": "f
t
}

5. FRERR

BR= AP £&
Bl AP| F& 228 AP XH. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMRBAZIRERE AP RS,

API Inspector

FRFENEE APl Inspector EEEHIGE—SREXIXR AP BAER, HFEMENSIESRAN API X5, thaaiit API Explorer #3ELZ&iRIH,

SDK
= API 3.0 RtTREMNFRIEE (SDK) , XIHSHRIZES, EEAENERA APl

)

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR

Tencent Cloud CLI 3.0

6. HHiRfD

IR 72O SSBIRtEXAEIRD, HthihiRBiER AH4ERE,

§HIRED
FailedOperation.InstanceNotReady

ResourceNotFound.Instance

IRIFRE: BR=ItE (It ) BRSEATF

iR
FailedOperation.InstanceNotReady

ResourceNotFound.Instance

HEBASI MQTT kR

123 #172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FBRFIER

mIEEFATE: 2025-02-11 01:49:06

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
ERIRSIESR

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

3\

SHEW wWAiE ESicl iR
Action = String ~HSH, XIEOBYE: ActivateDeviceCertificate,
Version 2 String rHSE, AMEOBYE: 2024-05-16,
Region 2 String AR, FRFEZISH HiEHIR,
= . £8%id

Instanceld = String FOUB: mqtt-1234567

PN -
DeviceCertificateSn = String REIELFSIS

~pE: 0d3839

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

HN =6
Gl

BATH

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

"InstanceId": "mgtt-mmgej724",

"DeviceCertificateSn": "eef68a582b94254296e54ce754£94d707a59912"

IRIFRE: BR=ItE (It ) BRSEATF 5124 #172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=ActivateDeviceCertificate
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"Error": nu
"RequestId":

"Response":

"RequestId": "

}
}

5. FRERR

BR= AP £&
Bl APl £& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMBAZREFRE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEMEMSIESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BeTIR
» Tencent Cloud CLI 3.0

6. $HiR

PATRFIL T O SSiZIEEXAEIRTE, HMEIRIDIFER AHERE
$5IRED iR
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceNotFound.Instance ResourceNotFound.Instance

IRIFRE: BR=ItE (It ) BRSEATF 5125 H#172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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EFREIED

EIEEFATE: 2024-12-13 01:48:27

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
DREDRFIEE

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. 8)\2¥
UTFERSHEIR(GIE TEOBRSEIMO AHSY, RBEAHSEGIRR AHiERSH,
SHEW Wi ESic] b35S
Action 2 String AHSH, XIZOBYE: DescribeDeviceCertificates.
Version 2 String ~HSE, FEOBE: 2024-05-16.
Region 2 String AHSH, FRFEZIFN R,
- . £8ID
Instanceld = String FOUE: mqtt-12345
Filters.N - Arrav of Filter IiEEEZ#FClientld. CaSn. DeviceCertificateSn. Statusi#®&
’ = y TBiE: [{"Name":"DeviceCertificateSn","Values":["mqtt"T}]
imi = S Elimit
Limit & Integer =@iE: 20
- SRREEE
Offset & Integer =BIE: 0
CREATE_TIME_DESC, tlIZatiafER
CREATE_TIME_ASC,8liErdiaH =
OrderBy & String UPDATE_TIME_DESC,Effifidiai#R
UPDATE_TIME_ASC,EfitiaH =
~l{E: CREATE_TIME_DESC
3. e
SHEW ESid) iR
TotalC t Int s
otalCoun nteger SHIE: 1
Data Array of REFIED
DeviceCertificateltem  Rf&E: [{"Clientld": "mqtt_495bf0d1", "DeviceCertificateSn": "sn", "DeviceCertificateCn":
".mqtt.tencenttdmq.com”, "DeviceCertificate": "-———- BEGIN CERTIFICATE—-———-
IrinMIIDtzCCAp+gAwIBAgIUDAMIFLEYRYrhNkFH+uRaU/0TZCswDQYJKoZlhveNAQELIrinln———-
-END CERTIFICATE————— Irin”, "CaSn": "51e61225de8146bea80e793197d7cc3e7680d978",

"Format": "PEM", "Status": "ACTIVE", "CertificateSource": "API", "LastActivationTime":
1728893405812, "LastinactivationTime": 0, "CreatedTime": 1728893406000, "UpdateTime":
1728893850000, "NotBeforeTime": 1728893395000, "NotAfterTime": 1772093395000 }, {
"Clientld": "mqtt_495bf0d1", "DeviceCertificateSn": "sn", "DeviceCertificateCn": "client-test",

"DeviceCertificate": "-———- BEGIN CERTIFICATE————-
IriInMIIDrDCCApSgAWIBAgIUDAmMIFLEYRYrhNkFH+uRaU/0TZCowDQYJKoZlhveNAQEL Irin———-
-END CERTIFICATE———-- Irin”, "CaSn": "51e61225de8146bea80e793197d7cc3e7680d978",

"Format": "PEM", "Status": "ACTIVE", "CertificateSource": "API", "LastActivationTime":

IRIFRE: BR=ItE (It ) BRSEATF ££126 #172%,


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/1778/111031#Filter
https://cloud.tencent.com/document/api/1778/111031#DeviceCertificateItem
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeDeviceCertificates
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SHEW ESis R

1728892994189, "LastInactivationTime": 0, "CreatedTime": 1728892994000, "UpdateTime":
1728893891000, "NotBeforeTime": 1728892979000, "NotAfterTime": 1772092979000 }, {
"Clientld": " ", "DeviceCertificateSn": "sn", "DeviceCertificateCn": ".mqtt.tencenttdmg.com",

"DeviceCertificate": "-———— BEGIN CERTIFICATE-———-
\nMIIDrzCCApegAwIBAgIUV23UtXK/m8jsimJsfVgfxsECUNcwDQY JKoZIhveNAQEL\n———--— END
CERTIFICATE-———- \n", "CaSn": "5c443401cd63e4840bb6839fc1e404ee7b719876", "Format":

"PEM", "Status": "ACTIVE", "CertificateSource": "API", "LastActivationTime": 1728725044431,
"LastlnactivationTime": 1728725012888, "CreatedTime": 1728725044000, "UpdateTime":
1728725048000, "NotBeforeTime": 1726115615000, "NotAfterTime": 1769315615000 } ]

W—i5EK ID, HRSiRER, SXERFEE (EHEREAEMEERERARSR, WZRERFTRIRE

R tid  Stri
eques nng Requestld ) . EfIiEmMAEEIRHZRIER Requestid.

4, 76
N T
e
BT
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/jso

X-TC-Action: DescribeDeviceCertifi

<PEHERSH>

{
"InstanceId": "mgtt-ggzaawn9"

}

L]

{
"Error": null,

: null,

"RequestId": "378f8c36-abs

"TotalCount":

5. FREHER

BR= APl £&
Bl AP| £& 228 API i, iR, API Explorer & SDK SEEMSG—ENTE, HEENA—\OSARERBARIRMRFAE AP IS,

API Inspector

FAREE API Inspector EEEFIAE—SIR(EXBN AP ERER, HFBEMERZIESIRAN API X8, BaIFiiE API Explorer B#{TEZLIEIR
SDK

= API 3.0 IR TERENFETEE (SDK) , ZIFSHREIRIES, seEAERIAR API,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

IRIFRE: BR=ItE (It ) BRSEATF 127 #1721,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. HHiRE

RS X SSIBIBHEXAEIRIG, EfhiEREIER 254ERG,

IRIRERE: BR=ITE (1bF) BRSEAE 5128 172,


https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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BHIZFIED

EIEEFATE: 2024-12-13 01:48:27

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
RFIREIEE

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW WAiE ESic] 35S
Action 2 String ~H2H, XIEOBRE: RevokedDeviceCertificate,
Version = String ~HsE, XEORE: 2024-05-16,
Region B String ~HSE, FRFFRSZISH TR,
- . £8¥id
Instanceld = String FOUE: mqtt-1234567
DeviceCertificateSn = String REERFIS

TffE: eef68a582b94254296e54ce754f94d707a59912

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

HN =6
Gl

BATH

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

eCertificate

"InstanceId": "mgtt-vvOpnwqg4",

"DeviceCertificateSn": "eef68a582b94254296e54ce754£94d707a59912"

IRIFRE: BR=ItE (It ) BRSEATF 129 #172;


https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035
https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=RevokedDeviceCertificate
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"Error": nu
"RequestId":

"Response":

"RequestId": "

}
}

5. FRERR

BR= AP £&
Bl APl £& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMBAZREFRE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEMEMSIESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
» Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BeTIR
» Tencent Cloud CLI 3.0

6. $HiR

PATRFIL T O SSiZIEEXAEIRTE, HMEIRIDIFER AHERE
$5IRED iR
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceNotFound.Instance ResourceNotFound.Instance

IRIFRE: BR=ItE (It ) BRSEATF 55130 #172;


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
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https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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5 E E%\_L:HE HEBG MQTT iR

AR

EIEEHATE: 2024-12-06 16:33:41

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
EMR SIS

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. M NBH
IMTFERSHFIRMNFIE T ROBRSYNBOAHLSY, REAHSYFIRN AHERSH,
BHEW Wik EB ik
Action = String 2%, XIEOBYE: RegisterDeviceCertificate,
Version 2 String AaHS%, XEOBE: 2024-05-16.
Region 2 String AHSH, FRTHESIEN ibEFIR,
Instanceld = String fratid

FBIE: mqtt-12345

REER

UE: ————— BEGIN CERTIFICATE--——-

MIIDXTCCAKWgAWIBAGIJALcAYKIZTIWMAOGCSqGSIb3DQEBCWUAMEUXCZAJBGNV
DeviceCertificate 2 String  BAYTAKNOMRAwDgYDVQQIDAdBeW9tYW5nMQ8wDQYDVQQHDAZGb3JOcmUwHhcNMTkw

ODATMTUwWOTA5WhcNMjAWODEyMTUwOTA5WjBFMQswCQYDVQQGEwWJDTiEQMA4GATUE

CAWHQXIVbWFuZzEPMAOGA1UEBWwWGRmM9ydHJIMIIBIJANBgkghkiGOWOBAQEFAAOCAQSAMIIBCGK

————— END CERTIFICATE-———-

Casn = Strin KEEEICAIEHBSN

= g fHE: 7439e17052ff2edbedadf5db379a69fd8c5f48a5
. . ERiKID

==

Clientld & String SGIE: VINOOOT

Format & String g{zgjgfhpem

Status - Strin ACTIVE,//#:;& INACTIVE,//*#;i& REVOKED,///$# PENDING_ACTIVATION,/(EMFHiE
- 9 R6uE: ACTIVE

3. mtieN

SHEW B ik

E—iEK ID, HIRSiRER, SRERBRIEE (HEREEMERKRLERTIARSR, WZRERTEIRSE Requestld) o EfiEEIHR

Requestld  StriNg oz iRy Requestid.

4. 76
TN T~
=6

BATH

IRIFRE: BR=ItE (It ) BRSEATF 131 #1721,
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https://cloud.tencent.com/document/api/1778/111035#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=RegisterDeviceCertificate
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POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com

Content-Type: application/j

X-TC-Action:

<QHERSE>

{
1

"InstanceId": "mgtt-jbgwp4ae",

"DeviceCertificate":

Juamlhbnhpb25
aMIGBMQswC D\nVQQGEwJDTJELMAKGA1UECAwWCWkoxCzAJBg
3h4eEB4eHgxIzAhBgN \MM\nGm1xdHQtd dC54eHguYWxpe
6Zhnf7NMWi+JP9TvnfzY1l1lx N\nC+AumAQ17I0 / \ bEanl5y6UFXDB6Z
OE8gt5FCj7\n11DeQsvZ5N1
K8\nAzNjaki )OmOhzwfiG3noItix1( WppuTrfwIDAQAB04GeMIGbMB8GALUAIWQY \nM
hDfMAkKGA1UdEWQCMAAWCWYDVROPBAQDAGLO\nMEEGA1UJEQQ6MD1iCEyoubXF0dC5hbGl5dwW5 j b22CIW1xdHQtdG
C5jbilx\naW5nzZGFvLmFsaXllbmNzLmNvbTAdBY 7 tki2X91i6zIQWKV
HcOmeb/17¢ gxFZ\nLecOwEFxxaqy p/aeb6TVkPvrMPStpV ikYz37J16/nim
O\n05jNRO+E4 /L+WrYhLE6M72amFMLbV
onEg JJ6pFEHEH4 U 6 {PCYMWA\najvuaallJp7GgO
"CaSn": "1bl1e3bf3702110125887a3a721a7e66£05522513"

"ClientId": " Nooo1"

"Error": null,
"RequestId":
"Response": {
"RequestId": "4
}

1

5. FREHR

BR= AP £&
Bl APl £& B8 API X, iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMEAZIRERE AP RS,

API Inspector
FPEER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEIMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb

@ H%\_L:HE EEAT MQTT kR

BSTIR
» Tencent Cloud CLI 3.0

6. FHiIREG

PATNGIE 7O SSZEIRXAEIRTE, HEbERDIFERD AHER0,
§EIRED Fizipa
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceNotFound.Instance ResourceNotFound.Instance
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O BAT

iRt BiFE

EIEEHATE: 2024-12-18 01:50:41

1. EOkR

EOSKRFESE: mgtt.tencentcloudapi.com ,

BEiigFIERFEEO

BOAMROIERITIRH: 200R/% -

##ZER API Explorer

HEBASI MQTT kR

<> REEE

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTFERSHIIRRIIE T ROBRSHEMDBID

SHEW
Action
Version

Region

DeviceCertificateSn

Instanceld

3. sy

SHEW

CreatedTime
UpdateTime
NotAfterTime
LastActivationTime
LastlnactivationTime
Status

CaSn

DeviceCertificateSn

DeviceCertificate

£S5

Integer

Integer

Integer

Integer

Integer

String

String

String

String

tSH, REAHSHIIRR AHERSH,

3\

Wik g5} 35S

= String ~H2H, XEOBYE: DescribeDeviceCertificate,
= String ~H2E, XEORE: 2024-05-16,
2 String AHSE, FRFFRZISH tiETIE,
_ strin BEIEHsn

= 9 *fBE: device-certificate-sn
= Strin SEid

= 9 REHE: mqtt-12345

3%

elzEAdia

BHE: 1713164969433

LIREFRATE

EHE: 1713164969433

IEH KRR

REHE: 1713164969433

LEIRHERSE

HE: 1713164969433

LIRENHEERSE

EHE: 1713164969433

IEBRE

BIE: ACTIVE

CailBF35IS

BHE: 1b1e3bf3702110125887a3a721a7e66f05522513
RBIEBFIS

5E: Oeef68a582b94254296e54ce754f94d707a59911
REIEBRE

GE: ———— BEGIN CERTIFICATE-———-

\nMIIEQjCCAyqgAwIBAgIUDu90pYK5QIQpblTOdU+U1welmREwWDQY JKoZIhveNAQEL\n
CERTIFICATE-———- \n

IRIFRE: BR=ItE (It ) BRSEATF

----- END
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https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DescribeDeviceCertificate

O BAT

SHEW £S5

DeviceCertificateCn String

Format String
Clientld String
CertificateSource String
NotBeforeTime Integer
Requestid String

4. 761
BN =6
=6

BT

HTTP/1.1

mgtt.tencentcloudapi.com

Content-Type: application/j

ik

REFIEHBcommon name
FBIE: mqtt-test.xxx.tencent.com

IEHE
RBE: PEM

ERimid
EE WWFERAEHRE null, RFEWAEEHE,
TEE: client

API, FEzhiEf
JITP E=hiEap
REE: API

BT AR
wFIfE: 1713164969433

W—iEK ID, HIRSIRER, SXERAESERE (EFEREEMERERERARSR, WZRERFT

EfUERERIRERMIZXIERE Requestld,

DescribeDeviceCertificate

"InstanceId": "mgtt-jbgwp4ae"

"Error":

"Requ el g
"Response":
"CasSn":
"Certifica
"ClientId": "c
CreatedTime":

"DeviceCertificate

"Format": "P
"LastActivationTime":
"LastInactivationTime":
"NotAfterTime": 1 1
"NotBeforeTime":

"RequestId": "1b5f

4296e54ce754£94d707a59911",

IRIFRE: BR=ItE (It ) BRSEATF

Loy ayi=|

=IRT=

HEBASI MQTT kR

Requestid)

5135 172,



@ H%\_EHE EEAT MQTT kR

"Status": "ACTIVE",

"UpdateTime": 17

5. FREHR

A= APl &
Sz API & 246 API X, 8%, API Explorer }2 SDK #ZRHNA—ERIFE, HEENE—ANOSORERBNSRHAFRE API RS,

API Inspector
FEPELEE AP| Inspector BEEEHAS—HIRIEXBI APLRRERER, FEIERSESRAN API {53, BaETFiE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFRTIESE (SDK) , ZIFSMRIZIES, REESERIER AP,

» Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

.
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6. fHiRE

IR OE X SZIZIEHEXAERIS, EfhEREER AH4ERE,

IRIFRE: BR=ItE (It ) BRSEATF 5136 #1723,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
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@ H%\_EHE EEAT MQTT kR

MR EIEH

mIEEFATE: 2024-12-13 01:48:28

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
MR SIS

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

3\

SHEW Wik ESic] 3%
Action = String ~H2H, XIEOBYE: DeleteDeviceCertificate,
Version = String ~HsE, XEOBE: 2024-05-16,
Region 2 String AR, FRERZISH TR,
- . £Etid

Instanceld = String FOUE: matt-1234567

NI =
DeviceCertificateSn = String REERFAIS

=BIE: 37593

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

HN =6
Gl

BATH

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

"InstanceId": "mgtt-mmgej724",

"DeviceCertificateSn": "eef68a582b94254296e54ce754£94d707a59912"
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https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeleteDeviceCertificate

@ H%\_EHE EEAT MQTT kR

"Error": nu
"RequestId":

"Response":

"RequestId": "2

}
}

5. FRERR

BR= AP £&
Bl APl £& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMBAZREFRE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEMEMSIESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BeTIR
» Tencent Cloud CLI 3.0

6. $HiR

PATRFIL T O SSiZIEEXAEIRTE, HMEIRIDIFER AHERE
$5IRED iR
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceNotFound.Instance ResourceNotFound.Instance
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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HiECail$

ERIEEHATE: 2025-02-19 01:54:14

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
HiECaiEH

BRMEOIERITIRS: 200K/

7= (EH APl Explorer
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"Error": null,
"RequestId":
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Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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"InstanceId": "mgtt-jbgwp4ae"
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"Response": {
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Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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"Response": {

"Data": [

"CaCertificate":

"CreatedTime":
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"VerificationCertificate": "
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Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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"Error": null,
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» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
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EIEEHATE: 2025-02-19 01:54:13

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
K CaikH

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR 2HERSH,

SHEW Wi ESid) 353
Action 2 String ~HSH, XIZOBE: DeactivateCaCertificate,
Version 2 String AHSY, FMEONE: 2024-05-16,
Region = String ~HBY, FRFEEIFH hiEFIER.
- . =341
Instanceld = String FOUB: mqtt-1234567
caSn 2 String EBFAS

E: 1a2b3c

3. lihax

SHEW ESid iR

—i5XK ID, HIRSIKER, SXERBSEE (HEREEMFEERLERERSR, WZKERFLIRE Requestld ) o ELTHAIF

R tid Stri
eques "9 sepizriEkin Requestid.

4. =6

HN =6
Gl

BATH

POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

tent-Type: application/json

"InstanceId": "mgtt-g4r4x85z",

"CaSn": "1bl1le3bf3702110125887a3a721a7e66£05522513"
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@ H%\_EHE EEAT MQTT kR

"Error": nu
"RequestId":

"Response":

"RequestId": "

}
}

5. FRERR

BR= AP £&
Bl APl £& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMBAZREFRE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APLRRIER, HEMEMSIESRAN API X3, BaEIEIE API Explorer #FEZRI

SDK
= API 3.0 Rt TREMFRIEE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee

» Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

BeTIR
« Tencent Cloud CLI 3.0

6. $HiR

PATRFIL T O SSiZIEEXAEIRTE, HMEIRIDIFER AHERE
$5IRED iR
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
ResourceNotFound.Instance ResourceNotFound.Instance
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

5 E E%\.L:HE HEBG MQTT iR

iEMCAILES

BIEEHATE: 2025-02-19 01:54:11

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
itcaiE$H

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. MN\EH
UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,
SHEW Wik KB ik
Action = String A2, XIEOBYE: RegisterCaCertificate,
Version 2 String AHS%, FXEOBE: 2024-05-16.
Region 2 String AHSE, FRFRSZISH TR,
o . £EE%id
Instanceld = String FOUE: mqtt-12345
CAIE$
CaCertificate = Strin =BE: ————- BEGIN CERTIFICATE-————-
= 9 \nMIIEvDCCAG6SgAwWIBAgIUGx4783AhEBJYh60nlafmbwVSJRMwDQY JKoZIhveNAQEL\n—-——-
—-END CERTIFICATE————- \n
ISR
VerificationCertificate 2 Strin aolil: —--— BEGIN CERTIFICATE -~
= d \nMIIEvDCCAG6SgAwWIBAgIUGx4783AhEBJYh60nlafmbwVSJRMwDQYJKoZlhveNAQEL\n—--—-
—END CERTIFICATE————- \n

IEHER, TERAPEMIE
RBE: PEM

o

Format String

IEBRTE, FMERRAACTIVERES
ACTIVE,/[#i&

INACTIVE,/|Fx#i&

REVOKED.,//®$H
PENDING_ACTIVATION,/iEMFEiE
~EE: ACTIVE

Status

|

String

3. Jitisy

SHEW ESid R

—i5K ID, HIRSIKER, SXERBSER (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o EfLTHAIE

Requestld  StriNg g0 mimmimsiit Requestids

4. 7
=B

w5l

BATH

IRIFRE: BR=ItE (It ) BRSEATF 150 #1721
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/ HTTP/1.1
: mgtt.tencentcloudapi.com
Content-Type: application/json

gisterCaCertificate

"InstanceId": "mgtt-g4r4x85z",
"CaCertificate": AwIBAgIUGx4783AhEBJYh60nIafmbwVSJIRMwDQYJK0ZIhveNAQEL\n————— END

CERTIFICATE

"VerificationCertificate": \nMIID7TCCAtWgAwIBAgIUDU90pYK5Q10pblTOdU+UlwelmRIWDQYJKOZIhvcNAQEL

\a===== END CERTIFICATE

"Error":
"RequestId":
"Response":
"RequestId": "2
t

}

5. FRERR

ER= AP £&
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMS—ZNTE, HEGENA—A\OZAREMRBAZRERE AP RS,

API Inspector
FPELER AP| Inspector EEEHAE—HIRIEXBM APRARBIER, HEIMERSIESRAN API X3, BaEIFIE API Explorer #FEZREI

SDK
= API 3.0 R TREMFRIESE (SDK) , XIHFSHRIZES, EEAENERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR
« Tencent Cloud CLI 3.0

6. HHiRfD

ARSI T2 O S3iBIEEXRIEIRD, EMEREIFEL AHEIR0E,

§HIRED iR
FailedOperation.CertificateVerificationFailed FailedOperation.CertificateVerificationFailed
FailedOperation.InstanceNotReady FailedOperation.InstanceNotReady
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1778/111040#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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$5i=tD Fiiipay
FailedOperation.InstanceRegistrationCodeEmpty FailedOperation.InstanceRegistrationCodeEmpty
FailedOperation.RegistrationCodeVerifyFailed FailedOperation.RegistrationCodeVerifyFailed
ResourceNotFound.Instance ResourceNotFound.Instance

APHEXEO

IRIFRE: BR=ItE (It ) BRSEATF 5152 172,
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wIIMQTTHASB

BIEEHATE: 2025-02-11 01:49:25

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
RImattAe

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTFERSHFRGIE TEOBRSEMSBRAHS Y, REAHSHIIRD AHiERSH,

SHEM WA ESic] 353

Action = String ~rHSH, XEOBYE: CreateUser,

Version 2 String rHSE, FMEOBE: 2024-05-16,

Region = String ~HBY, FRFEESHFH hiEFIxR.
- . D

Instanceld = String FOUE: matt-xoo
= . BR&

Username = String SBIE: userl

Password - String B8, ZFERATHENERESIIAERR
= FIE: pwd

Remark & String it

~BlE: remark

3. Jitisy

SHEW ESid iR

—i5K ID, HIRSIKER, SXEREBSEE (HEREEMEERLERERSR, WZXERFLIRE Requestld ) o EfLTEAIH

R tid Stri
oques "9 mpmmRiERE Requestid.

4. 7
e

w5l

BATH

POST / HTTP/1.1

: mgtt.tencentcloudapi.com

: application/json

CreateMQTTUser

"InstanceId": "mgtt-7pngmkrx",
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"Remark": "remark",
"Username": "123",

"Password": "456"

"Response":

"RequestId":
}
}

5. FRERR
BRE API &

Bifl= API & R45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZIRMIFE AP RS

API Inspector

FARTEE API Inspector EEZEFIAE—SIREXBN AP ERER, HFBEMERZIESIRAN API K18, BaFiiE API Explorer B#{TEZLIEIR

SDK
= API 3.0 Rt TRENFRTIEE (SDK) , XIHSHRIZES, SEEAENEMA APl

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $HiRE

PIFRSIE TR O SZIstEXaER0, EMERmiEl AHEE0,

]

FailedOperation
FailedOperation.InstanceNotReady
OperationDenied

ResourcelnUse
ResourceNotFound.Instance

UnsupportedOperation.ResourceAlreadyExists

IRIFRE: BR=ItE (It ) BRSEATF

g

B,
FailedOperation.InstanceNotReady
REBUESE

BB GH .
ResourceNotFound.Instance

UnsupportedOperation.ResourceAlreadyExists

HEBASI MQTT kR
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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O BAT

HEMQTTHRYIZE

EIEEHATE: 2025-02-11 01:49:24

1. EOkR

EOEKIESZ: matt.tencentcloudapi.com .
BEHAPSIER, Filter2EEMRABINT:
1. Username, FIRSFRMEMIEER

BOAMZOIERIRZRIRH: 200R/% -

##Z(ER API Explorer

HEBASI MQTT kR

API Explorer {2t TR . ERIIE. SDK KBEMFRERTIZOFEN . EUTEEEXABNERATTEELSRURBMERN SDK FRRM.

2. 8)\2¥
UTBERSEFIRVIE TIEOIERSHEIBIAHSE, RBEAHSHIIRR AHiERSH,
BHEW Wik ESicl b35S
Action = String ~rHSH, XIZOBE: DescribeUserlList,
Version 2 String AHSYE, MMEONE: 2024-05-16,
Region = String AR, FRFEMZEN HER.
- . D
Instanceld = String FHUE: matt-xo0x
BORHFIRZISFER
Filters.N & Array of Filter Username: UsernametZHi&if
=EHE: [{"Name":"Username","Values":["user1"]}]
EiTiERE
3=
Offset a Integer =GIE: 0
L BEOERRFIESE
=
Limit a Integer =@IE: 10
3. ey
BHEW ESic) 3%
=GR
TotalCount Integer EE IFEBEERE null, RENFEEYE.
wBIE: 10
Array of ABEEIIxR
Data y FBIE: [{"CreatedTime": 1705392159000, "ModifiedTime": 1705392159000, "Password":
MQTTUserltem

"sunjianxiong", "PermRead": true, "PermWrite": true, "Remark": ", "Username

R tid Stri
eques nng Requestld) . EfUAENESIREIZRERN Requestld.

4. =6

BN =6
Gl

BATH

IRIFRE: BR=ItE (It ) BRSEATF

user1"}]

W—iER ID, HIRSBRER, FRERBLEE (EEREEMERRERARSR, WZRERTIRE
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POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/

: DescribeMQTTUs

: "mgtt-47kad4rdr",
"Offs

"Limit":

"RequestId":
"Response":
"Data": [

(

1

"CreatedTime":

"ModifiedTime":

"RequestId":
"TotalCount":
}

}

5. FRERR
BRE API &

EBifl= APIE& R45E API XH4. $8iRf8. APl Explorer & SDK FRRHA—EAFE, HEENE—AOZARERENZRMIE AP RS

API Inspector

FARTEE API Inspector EEEFIAE—SIREXBRN AP ERER, HFBEMERSZIE

SDK

= API 3.0 Rt TERENFRITEE (SDK) , XIFSMREEES,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSITIR

Tencent Cloud CLI 3.0

IRIFRE: BR=ItE (It ) BRSEATF

hRAHY API X3, thETRi#E API Explorer it{FEZEIRK o

EE S {EA9ER APl

HEBASI MQTT kR
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https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/mqtt/v20240516/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
https://cloud.tencent.com/document/product/440/6176
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6. HixtB
EROEELSBERXOEIRE, HEMRBEN A%ER0.

HEEMQTTHAE

EIEEFATE: 2025-02-11 01:49:24

1. EOfR

EOiSKRFESE: mqtt.tencentcloudapi.com ,

IRIRERE: BR=ITE (1bF) BRSEAE 157 #172;
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O BHS

HEMQTTiAiE AR
ERMEOIERITEIRS: 200%/% -

#EFE(ER API Explorer

HEBASI MQTT kR

API Explorer 2t TTELIAR . ESIIE. SDK KBEMFIRERTIZOSHN . ETEESXARNBERNBSIEELSRIURBMER SDK FRRE.

2. M NBH

UTERSHSIRIIE TIROBERSHEMBOALSY, REAHSHSIR

SHEWR Wi ESid]

Action = String
Version = String
Region = String
Instanceld = String
Username = String

3. Jitisy
sgEm %W

Requestld  StriNg g0 mimeimsiitt Requestids

4. 7
= =6
=6
WATH

POST / HTTP/1.1
Host: mgtt.tencentcloudapi.com
Content-Type: application/json

DeleteMQTTUser

"InstanceId": "mgtt-7pngmkrx",

"Username": "123"

"Error": null,

"RequestId": null,

"Response": {

"RequestId": "74625f9b-ce9

IRIFRE: BR=ItE (It ) BRSEATF

=

o

#HE5%, FMMEOME: 2024-05-16,

>

\

o

HEY, FRFmF s,

>

\

D
REE: matt-xxxx

BR&
wBIE: user

—i5XK ID, HIRSIKER, SXERBSED (HEREEMREERRLERERSR, WiZXiERFLIRE Requestld)

o RE{ERRRITR
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https://console.cloud.tencent.com/api/explorer?Product=mqtt&Version=2024-05-16&Action=DeleteUser

O BHS
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5. FRERER

A= APl £&
Bz API & B&E API 3. $8i%63. AP| Explorer )2 SDK #RENA—ERFE, HEENE—ANOEARERBBAZIEHIFE API RS

API Inspector

BPFELERE AP| Inspector EEEHIGE—SIRIEXEEI AP RRBIER, FEMEMSESHRAN API 53, tBaTaiE API Explorer TEZIRIK .

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEESENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. HHiRE

TR T2 O SSBIREXAEIRID, EthiEiRDiER AHEIRE,

fEiIRG
FailedOperation
ResourceNotFound.Instance

ResourceNotFound.Role

IRIFRE: BR=ItE (It ) BRSEATF

3%
BRIERM
ResourceNotFound.Instance

ResourceNotFound.Role

58159 172,
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https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/mqtt/v20240516/mqtt_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/mqtt/v20240516/MqttClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Mqtt/V20240516/MqttClient.php
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/mqtt/src/v20240516/MqttClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-mqtt/lib/v20240516/client.rb
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(EMQTTHAE

EIEEHATE: 2025-02-11 01:49:24

1. EO#R

EOSKRFESE: mgtt.tencentcloudapi.com ,
EIMQTTAE

BRMEOIERITIRS: 200K/

7= (EH APl Explorer

API Explorer 12t THEL&IRMA . ERIIE. SDK AIBERMRELRIZEOSMHEN . ETEESRABNBERASHRESERUREERY SDK RATRM.

2. mAEH

UTBRSEFIRVFIE TIEOIERSEINMBIAHSE, ZTEAHSHIIRR AHiERSH,

SHEM Wi ESic] 353

Action = String ~HESH, XEOBE: ModifyUser,

Version 2 String rHSE, FMEOBE: 2024-05-16,

Region = String ~HBY, FRFEESHFH hiEFIxR.
= . D

Instanceld = String FOUE: matt-xoo
= . BR&

Username = String SEIE: user

Remark a String it

~BE: remark

3. mitisy

SHEM ESid faiR

—i5K ID, HIRSIRER, SXERBSEE (HEREEMEERRLERERSR, WZXERFLIRE Requestld ) o ELTHAIFH

R tid Stri
eques "9 miepzriERE Requestid.

4, 76
TN w6
a5l
BATH
POST / HTTP/1.1

Host: mgtt.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyMQTTUser

<PEHERSH>

{
"InstanceId": "mgtt-7pngmkrx",

"Username": "user2",

IRIFRE: BR=ItE (It ) BRSEATF 8160 #172)
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"Remark": "remark2"

"Error": null,

"RequestId": n

5. FREHR

BR= APl &
Bifl= API £& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—EAFE, HEENE—AOSZARERBNZIRMIFE APl RS,

API Inspector

FARFTEE AP Inspector BEEEFIAGE—SIR(EXBR AP ERER, HFBEMERZIESIRAM API K18, BaIFiiE API Explorer #{TEZEIR

SDK
= API 3.0 Rt TEREMNFRTESE (SDK) , XIFSMRIZIES, REESERER AP,

.

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeTIR

)

Tencent Cloud CLI 3.0

6. EiRG

PATRFIH T O S3iBIEIRXREIRD, EthEiRiBiER AH4EIRE.
IR i
FailedOperation BREEM

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/tencentcloud/services/mqtt/v20240516/mqtt_client.js
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Mqtt/V20240516/MqttClient.cs
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O BAS

SRS

RIEEHATE: 2025-02-20 01:54:34

AuthorizationPolicyltem

AuthorizationPolicyltem

#WINT#EOSIA: DescribeAuthorizationPolicies.

=t

Id

Instanceld

PolicyName

Version

Priority

Effect

Actions

Resources

Clientld

Username

Qos

Retain

Remark

CreatedTime

£S5

Integer

String

String

Integer

Integer

String

String

String

String

String

String

String

Integer

String

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

HMNID
aBiE: 1

&8ID
FEUE: mqtt-12345

e
R WWFERATAEGRE null, FREAINEYE,
BE: HA

PNEXRRA
FE: WFRATRE null, XREFIEHE.
wBIE: 1

VRS
R FEREERE null, REEFIERE,
wBiE: 1

allow/deny
EE: WFEBAEERE null, XREAZEYNE,
& allow

connect. pub. sub
R IFERAEERE null, RERFHERE.
~E: connect

&R
R WFERAEERE null, RREARZIEHE.
& topict

client
EE: WFEBAEERE null, XREAZEYE,
FBIE: clientl

BR
R FERATEERE null, RFERFEE™XE.
A user1

IPitziik
R FEREERE null, REEFIERE,
wBlfE: 127.0.0.1

0,1, 2
R WFERATAEGRE null, FREAIEYE,
wBiE: 0

1: FRCEretainii2

2: F®rLftiEretainig2

3: xFRMEretainfliEretainiéia

R WFERAEERE null, RFEEAZIEHE.
BHE: 1

iR
R WFERAAGRE null, REEAZIEHRE,
FHIE: remark

1713164969433
TBIE: eUEATE

HEBASI MQTT kR
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] — HEMF MQTT hR
O BAS
E=4 ESic] 353
. 1713164969433
UpdateTime Integer FONE: EEAE
AuthorizationPolicyPriority
SREEFANIE S52R
#WHINTFEOSIMA: UpdateAuthorizationPolicyPriority
E=4 ESic] Wi b35S
SRHgid
Id Integer 2 R IFERTEGRE null, RFREFEERE.
wBIE: 1
f5ER
Priority Integer 2 R WRERAEEHEE null, FREAREYIE.
wBIE: 1
CaCertificateltem
CAIEBER
#anTEO5IA: DescribeCaCertificates,
2R ESid) ik
. common name
CaCn String SEIE: 12
EBRE
CaCertificate Strin =~E: ———— BEGIN CERTIFICATE-————-
9 \nMIIEVDCCA6SgAwWIBAgIUGx4783AhEBJYh60nlafmbwVSJRMwDQYJKoZlhveNAQEL\n————— END
CERTIFICATE-———
. IEBFIIS
CaSn String =GIE: 123
. IEBIER
Format String =ElE: PEM
WIBEBRE
VerificationCertificate = Strin aOUE: - BEGIN CERTIFICATE-~~—~
9 \nMIID7TCCAtWgAWIBAgIUDU90pYK5QIQpbITOdU+UtwelmRIWDQYJKoZIhveNAQEL\n--——- END
CERTIFICATE—————
calkz®
Status String EE: IFEBRAEERE null, RENFEEYE.
=BE: ACTIVE
EiRigiERSE
LastActivationTime Integer EE: WFEEAEEERE null, RRRAZEYE,
RHE: 1713164969433
eliEadia
CreatedTime Integer EE: WFERAEEERE null, FREAZENE.
BIE: 1713164969433
FREHERATIE
UpdateTime Integer FE: WFERATGERE null, REWAZEYHE.
RBEUE: 1713164969433
ErREiERE
LastlnactivationTime Integer FE: WFERAIGEERE null, RRRAZEHE.

IRIFRE: BR=ItE (It ) BRSEATF

~NE: 1713164969433
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O BAS

=t

CalssuerCn
NotBeforeTime

NotAfterTime

Integer

Integer

DeviceCertificateltem

BREIEBEER

filiR

CaiEBiA&ECN
R WFRTASEE null, RREAIEHE.
TBIE: AA

L RAtiE
R WFERATAEGRE null, RREAINEYE,
wBIE: 1713164969433

eSS Gl
R WFERAERE null, RENAIERE,
~BIE: 1713164969433

#WANTFIEOSIA: DescribeDeviceCertificates.

=t

Clientld

DeviceCertificate

DeviceCertificateSn

DeviceCertificateCn

CaSn

Format

Status

LastActivationTime

LastlnactivationTime

CreatedTime

UpdateTime

CertificateSource

String

String

String

String

String

String

Integer

Integer

Integer

Integer

String

g

ERifid
R WFERAEERE null, RREAZIEHE.
=BHE: devicel

IRFIEDH

REFIEBSN
FBIE: sn

REFZIEBCN
BHE: common name

FkcaliF5IS
BHE: casn

IEHE
RBE: PEM

IEBRE

ACTIVE,/[#i&

INACTIVE,//x#i&E

REVOKED, /I
PENDING_ACTIVATION, /i80S
~fEE: ACTIVE

ERiEgiERTiE
ER WFERABEGRE null, RREAEEHE,
w~BE: 1713164969433

LERENHRERTE
ER: WWFRAERE null, RENAAERE.
~IfE: 1713164969433

SIEERiE
w~BIfE: 1713164969433

FsHERRdiE)
R WFERATAERE null, #REAFERE,
~EIE: 1713164969433

IEBSKIR:

API, FahiEn

JITP Bzhih

R WFERATAERE null, #REAFEHE,
w~BIE: JITP

IRIFRE: BR=ItE (Ib5R) BRSEAR

HEBASI MQTT kR
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E=4 ESid) 3%
IEH R AEA

NotAfterTime Integer EFE: WFERATEERE null, REWAZEYIE,
wEHE: 1713164969433
IEBEMFIRELEA

NotBeforeTime Integer FE: IFERAEERE null, RENFETYE.

~ENE: 1713164969433

Filter
EiidiRes

#ANT#EO51A: DescribeDeviceCertificates, DescribelnstancelList, DescribeTopicList, DescribeUserList.

=2 B Wik %
Name String = ggz#fey
Values Array of String = ;ﬁgﬁa{ie
IpRule
PRI

#ANTF#EOS1A: Createlnstance.

2 R Wi iR
. - Pt
b String = FIE: 0.0.0.0
= ERRIFMIT
Allow Boolean = FIE: true
BiFHEE
Remark String 2 R WFERAEERE null, RREARZIE™RE.
FBE: remark1
MQTTAuthenticatoritem
MQTTIAIESEER

WA TF#EOSIA: DescribeAuthenticator,
B ESid iR

TAESESERY: JWT: JWTIAIESE JWKS: JWKSIAIESE BYOC: —in—ilEIAIESS
Type String EE: IWZERTEGRE null, RENFEE™RE.
=~HHE: JWKS

NESEERE
R FEAEERE null, RREAREYE,
Config String TBE: {"headers":
[{"key":"user","value":"${username}"}],"endpoint":"127.0.0.1","method":"Post","read Timeout":1,"connectTimeout":1

[{"key":"user","value":"${username}"}],"concurrency":1}

INESSIRTS
Status String EE: IFEBRAEERE null, RENFEFYE.
~BUE: open

eUEERYiE

CreateTime Integer FE: WFERAIEERE null, RFEEAEERE,
=EHE: 1711700678

IRIFRE: BR=ItE (It ) BRSEATF %165 H172;|
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E=4 ESid) ik
AR
Remark String EE: IFERTERE null, RENFEE™E.
w~BIE: B8
MQTTEndpointitem
MQTTEndpoint

WA T#EOSIA: DescribelnsPublicEndpoints,

E=4 ESid)
Type String
Url String
Vpcld String
Subnetld String
Host String
Port Integer
Ip String
MQTTInstanceltem
MQTT =EFIEE

#ANT#EOSIA: Describelnstancelist.

&

Instanceld

InstanceName

Version

InstanceType

InstanceStatus

IRIFRE: BR=ItE (It ) BRSEATF

Witk

a
[=]

iy

o

iyl

iy

iR

ESid]
EE: IFERAEERE null, RERFEEHE.
=BIE: mqtt-tcp

YN
R WFERAEERE null, RREAZIEHE.
FUE: mqgtt-12345-cd.mqtt.public.tencenttdmq.com:1883

vpclE2
R WFERAEERE null, RFREAZIE™RE.
FNE: vpc-23dada

FRIER
R FERAEERE null, RREAZEYE,
=BE: subnet-dadaf

E]8
R WFERAEERE null, RREAZIEHE.
FE: mqgtt-12345-cd.mqtt.public.tencenttdmg.com

imE
R WFERATRERE null, RREAZEHE,
BlE: 1883

EASip
R FERAEERE null, RREAZEYE,
=EHE: 127.0.0.1

ESid iR

SZHIID

String FEUE: matt-xxxx

SLIETR

Stri
nng & instance-poc

String SCHIRRA
~BIE: 5.0

L3R,
EXPERIMENT, {#38kR
BASIC, HiithR

PRO, ZJkkR
PLATINUM, $AShR
fE: EXPERIMENT

String

String SRR,
RUNNING, iz{7H
MAINTAINING, #peh

HEBASI MQTT kR
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2 bS5 ik

ABNORMAL, &%
OVERDUE, &%
DESTROYED, ik
CREATING, gl
MODIFYING, %EesH
CREATE_FAILURE, gI#%K
MODIFY_FAILURE, 3E.M
DELETING, Mk

BIE: RUNNING

SCfflE R IR

TopicNumLimit Int —
opicNumLimi nteger =FIE: 100

HEER
Remark String S FERTRGRE null, RFEFEERE.
~BIE: this is remark

' FEHE
TopicNum Integer TENE: 2
IR

SkuCode String TBIE: basic_1k

BETPSIRRE
TpsLimit Integer R IFEBAEERE null, RFERFRERE.
=~FHE: 100

tUZRdia
CreateTime Integer FE: WFERAEEE null, FREABEYE.
BIE: 1713164969433

BERRSXITHNE
MaxSubscriptionPerClient Integer R WFERATEERE null, RFEBAZIEHE.
wHiE: 30

BEFimiEE b
ClientNumLimit Integer R FERATEERE null, XFREFEEXE.
~EIE: 1000

EEBmER
RenewFlag Integer FE: WFERAEEE null, FREABEYE.
wIE: 1

irEERX, POSTPAID, #&2it% PREPAID, 8§81
PayMode String R FERTEGRE null, RFEFEEHE.
=BE: POSTPAID

ZUHARdiE), RInEfu
ExpiryTime Integer R IFEBAEERE null, RFERFRERE.
=fE: 100000

FREEERATIE)
DestroyTime Integer FE: WFERAEEE null, FREABEYE.
BIE: 1713164969433

RIS EIBRF
AuthorizationPolicyLimit Integer R WFERATEERE null, RFEBAZIE™E.
GlE: 10

BRAcafitil

MaxCaNum Integer S IFERAEERE null, XFREFEEXE.
wBIE: 1
BAITIAH

MaxSubscription Integer R WRERAEHEE null, FREAFAREYIE.
BIE: 12000

MQTTTopicltem

IRIFRE: BR=ItE (Ib5R) BRSEAR ££167 #172%,
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MQTT E&iFiE
#WAT#EOSIA: DescribeTopicListo

E=4 ESid)

Instanceld String

Topic String

Remark String
MQTTUserltem
MQTTEERARER

#ANT#EOS1A: DescribeUserList.

=t

Username
Password
Remark
CreatedTime
ModifiedTime
PriceTag

NEIREER
#INT#EAS1A: DescribeProductSKUList,

B %R
Name String
Category String
Code String
Step Integer
ProductSkultem

MQTT ProductSkultem

#ANTF#EO51A: DescribeProductSKUList.

=t

InstanceType

IRIFRE: BR=ItE (It ) BRSEATF

iR

5 1D
FEME: matt—xxx

EBEER
FBIE: mytopic

EREER

S FERERGEE null, RFEEAAEHRE.
FBE: remark1

ESidl Ty
i BARa
string ~EME: usert
i =
string =BIE: pd
i HEER
string HIE: remark1
Integer CUEERYEl, FEfL
wBE: 1712739629775
wBE: 1712739629775
3%
HNZER
THAZERY
TSRS
TR

FE: WFRATRE null, FREFIEHE.
wBIE: 1

filiR

String FtgEE

BASIC: EfitihR
PRO : BlfR

HEBASI MQTT kR
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s E H%\_L:HE HEBG MQTT iR

=t ESiS ik

ER: WFRARRE null, RENAZERIE.
RBIE: BASIC

HUSHE

SkuCode String R WFERTEERE null, FREAZEHE.
~FE: basic_1000
2REx

OnSale Boolean R WFERAEERE null, RFEBAZEYIE.
w~BE: 1
topic numpRHl

TopicNumLimit Integer R WFERAEEEE null, #FREAINENE,
RBIE: 100
tps

TpsLimit Integer R WFERTEERE null, FREAZEHE.
s~fI{E: 1000
ERIREE

ClientNumLimit Integer EE: WFERAEGRE null, BREFEERE.
RBIE: 1000
BERRRAITRE

MaxSubscriptionPerClient Integer R WFERAEERE null, FREAZENE.
wIE: 30
RIS E

AuthorizationPolicyLimit Integer R WFERTEERE null, FREAZEHE.
REIE: 10

) . HERER
PriceTags Array of PriceTag EE: PEAAEE null, EREUREIGIE.
PublicAccessRule
ARHEZ SN

#WANT#EOSIA: CreatelnsPublicEndpoint, DescribelnsPublicEndpoints, ModifylnsPublicEndpoint.

E=4 ESic] Wik iR
ipMERERE
IpRule String 2 R WFERAEERE null, RREAZIEYE.
*fE: 0.0.0.0/0
FVFEEIES
Allow Boolean 2 R FEAEERE] null, RREAZEYE,
wBIE: true
HEER
Remark String & R WRERAEERE null, RREARZIE™E.
A test
Tag
IREEUE
#WATIEOSIA: Createlnstance.
L4 ESic] Wik ik
IREETR
TagKey String = EE: IWFERTERE null, RENFEE™RE.
BIE: 123
TagValue String =] reE

R MWFERATAEGRE null, RREAIEHE,

IRIFRE: BR=ItE (It ) BRSEATF %169 H172;|



O BHS

=t ESid Wik

TagFilter
IR IRE

#ANT#EOSIA: Describelnstancelist.

E=4 HE
TagKey String
TagValues Array of String
Vpcinfo
VPCER

#ANTF#EOSIA: Createlnstance.

=2 3
Vpcld String
Subnetld String

IRIRERE: BR=ITE (1bF) BRSEAE

fiik

FBIE: abc

Wi

HO

HO

iR

VPCID
RBHNE: vpc—xxxx

FMID
FBIE: subnet—xxxx

HEBASI MQTT kR

filik

IRERER
~EE: keyl

RS
FBE: valuet
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O BAT

tHIxRTS

mIEEFATE: 2025-02-19 01:54:03

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APHZOKXMK. fig:

{
"Response": {

"Error": {

ded credentials

1
I

"RequestId": "ed93f3cb-£35e-473f-b9£3-0d451b8b79c6"

Error i Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

HEBASI MQTT kR

could not be validated. Please check your signature is correct."

L]

BOBT%,

iERLEBAY Authorization AFRBAEIRE,
=L (F=R= API BHEER) .

MFA $8i%.

BRFFE. 5 256 RERPREORNSHESRR, INKSES, BSRERBPREES
IEth, EERIRFEEER.

EREH, Timestamp MRSHEABERFEERSH, BEEFRIAEDI SR ERE

[SE

BEEHER. ERTEER, BURBAASNPHESHEEEEESIHETE.
token #iRo

ERKEN . 1ESE CAM HEFILERATIRA

DryRun #{E, KFBEKEEZMINNG, R2S1&7T DryRun 28,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESERN. RBEHR) .

SHEUEEIR,

iBXK body B multipart =52,

IP it FER S g,

IP bt REE B P,

B EERRS o

ROSH.
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$5i=tD

NoSuchProduct

NoSuchVersion

RequestLimitExceeded
RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound

ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS
$5i=tD
FailedOperation.CertificateVerificationFailed
FailedOperation.InstanceNotReady
FailedOperation.InstanceRegistrationCodeEmpty
FailedOperation.PublicKeyVerifyFailed
FailedOperation.RegistrationCodeVerifyFailed
FailedOperation.RelatedDeviceCertificateExists
LimitExceeded.TopicNum
OperationDenied
ResourceNotFound.Instance
ResourceNotFound.Role
ResourceNotFound.Topic

UnsupportedOperation.ResourceAlreadyExists

IRIFRE: BR=ItE (Ib5R) BRSEAR

L

FRAFE

BORAFFE.

ERANREED T SRR o

EWSEIL SRR

IP BRS%

EMSIRSA,

iEREBIRHEKN

BRRGA.

BREAE.

BETFE.

BREFTHA.

RESBEEREIA N,

HEIRSERTTA,

RIBIURLE

RMSHER, APSERENNSHLSHER.
BAERSZS

http(s) iERIMHEEIR, 32 GET #1 POST &K,

BOTRSARiEt

WiEA
FailedOperation.CertificateVerificationFailed

FailedOperation.InstanceNotReady

FailedOperation.InstanceRegistrationCodeEmpty

FailedOperation.PublicKeyVerifyFailed
FailedOperation.RegistrationCodeVerifyFailed
RelatedDeviceCertificateExists
LimitExceeded.TopicNum

REBUESE

ResourceNotFound.Instance
ResourceNotFound.Role
ResourceNotFound.Topic

UnsupportedOperation.ResourceAlreadyExists
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