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Basic HTTP Authentication

and password joined by a single colon ":".
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fR& username FE .
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"http:

——data "{
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x&retained=true"
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——verbose -k ——-request POST -H "Auth
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In basic HTTP authentication, a request contains a header field in the form of
Authorization: Basic <credentials>, where <credentials> is the Base64 encoding of ID
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\"Hello,
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Basic

". \"Hell@, world\" "
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&client_id=curl-
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——tlsvl.2 \
——cacert CA.crt \
——cert client.chain.crt \
——key client.pkcs8.key \
——verbose \
——request POST \

——data "{ \"message\": \"Hello, world\" }" \

"https://mgtt.cloud.tencent.com/topics/home?qos=1"
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Biz Vehicle Identity Registry MQTT Server

CreateDeviceldentity: Define Pr ing User P

TE— .

Sync Metadata: Propagating Props

return

Connect

Connnck!Suocesé
Pub o
L Enrich Message User Properties
PubAck | B
Subscribe: UserProperties $where -+ whera $00S = 1 AND env = 'Prod'
SubAck
Pub: message having user props passed where-filier H
PubAck N
----------------------------------------------------------------------------------------------------------------------------------------------------- )

o LR 5B FRR:
1. BPBE = API SIBISE 8, EXEEBRENL;
2. REBMEEEERLSE MQTT Server $;

3. EERNEFiRAEREE, MQTT Server RIBIREBMTTEIE, HEEFM (Append) EEREHEEXR
User Property 3lIZ;

4. MQTT 5.0 iTREITIHEEM, REGZEERELM User Properties.
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HE. BREEN 1 Wildcard Rixz(, REETILRRENHRIIERALED BE—LGRP, FIMREERS,
A/Blllid, RAHKFIFS, Topic Filter BiZFEERIERIF K
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MQTT 5.0 5IAT Subscribe User Property , MQTT F=@m¥iI"E3z#5 7 Subscribe User Property g9
BN o

Subscriber MQTT Server
Connect
5 ConnAck
I_i_ _______________________________________________________________
Subscribe

User Properties
$where --> WHERE ENV = 'Production’
AND Type IN ('ModelA', '"ModelB")

Subscribe

AP Subscribe User Property 84 key 5 "$where", Value 73 WHEREF&H/Y, MQTT Server £
HEXH B, SR WHERE FaXE2#TiEiE, (UREHSEIRRERERELTRAE.

{eE FBR 5
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. Subscribe User Properties FREEE—NTiRIED; HEZ1 Swhere ——> WHERE-CLAUSE [Et%
B, (RE—NE

HERARREMED, REINYAITFSIEEN Key-Valuedd, B8 Key BHEMBEWERT, NBE—1 25
gkt

MR ERERDEENFZREESEERREM, WiZzFEBAE NULL;

4. WHERE FaXZSRUSREAFEIE: AND. OR. NOT. =, I={ >, >=, < <=, IN. IS NULL. LIKE.
CASE WHEN...THEN...ELSE...END;

5. WHERE 7958 #E: UPPER, LOWER, LENGTH, ABS, COALESCE;
6. FRHBRFEE(ZIFHES|S, $190 where type = 'string-literal'.

api
package com.tencent.tdmg.mgtt.quickstart.paho.v5.async;

import java.nio.ByteBuffer;

import java.nio.charset.StandardCharsets;

import java.util.ArrayList;

import java.util.List;

import java.util.concurrent.TimeUnit;

import org.eclipse.paho.mgttv5.client.IMgttToken;

import org.eclipse.paho.mgttv5.client.MgttAsyncClient;

import org.eclipse.paho.mgttv5.client.MgttCallback;

import org.eclipse.paho.mgttv5.client.MgttConnectionOptions;
import org.eclipse.paho.mgttvb.client.MgttDisconnectResponse;
import org.eclipse.paho.mgttv5.client.persist.MemoryPersistence;
import org.eclipse.paho.mgttv5.common.MgttException;

import org.eclipse.paho.mgttv5.common.MgttMessage;

import org.eclipse.paho.mgttv5.common.MgttSubscription;
import org.eclipse.paho.mgttv5.common.packet.MgttProperties;

import org.eclipse.paho.mgttv5.common.packet.UserProperty;

public class BasicQuickStart {
public static void (String[] args) throws MgttException,
InterruptedException {
String serverUri = "tcp://mgtt—-xxx.mgtt.tdmgcloud.com:1883";

String clientId = "deviceBasic";
String topic = "home/room/1";

String[] topicFilters = new String[] {"home/#"};

int[] gos = new int[] {1};
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https://docs.oasis-open.org/mqtt/mqtt/v5.0/os/mqtt-v5.0-os.html#_Toc3901116

HEBASI MQTT kR

MgttAsyncClient client = new MgttAsyncClient (serverUri,

clientId, new MemoryPersistence());

MgttConnectionOptions options = new MgttConnectionOptions () ;

options.
options. ("YOUR—

PASSWORD" .

options. ( )

options.

client.
@Override
public void
System.out.

response. ());

@Override
public void

e

@Override
public void

throws Exception {

("YOUR-USERNAME") ;

(StandardCharsets.UTF_8)) ;

(TimeUnit .DAYS.

(new MgttCallback () {

(MgttDisconnectResponse response)

("Disconnected: " +

(MgttException e) {

(String s, MgttMessage message)

byte[] payload = message. ()

String content;

if (4 == payload.length)
ByteBuffer buf = ByteBuffer.

content = String.

} else {

{
(payload) ;
(buf. ());

content new String (payload,

StandardCharsets.UTF_8) ;

("Message arrived, topic=%s, QoS=%d

"

content=[%s], ,
topic, message.

message. 0));

@QOverride

public void

IRIFRE: BR=ItE (It ) BRSEATF

(), content,

(IMgttToken token) {
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@Override
public void (boolean reconnect, String
serverURI) {
System.out. (reconnect ? "Reconnected"

"Connected”" + " to " + serverURI);

b

@Override
oublic void (int i1, MgttProperties
properties) {
t
1) i
client.

try {

MgttSubscription[] subscriptions = new
MgttSubscription[topicFilters.length];
for (int i = 0; i < topicFilters.length; i++) {

subscriptions[i] = new MgttSubscription (topicFilters[i],

}

MgttProperties subscribeProperties = new MgttProperties () ;

List<UserProperty> userProperties = new ArrayList<>();

UserProperty userProperty = new UserProperty ("Swhere",
"where $QoS = 1 AND k1 = 'v1'");

userProperties. (userProperty) ;

subscribeProperties. (userProperties) ;

client. (subscriptions, null, null,

subscribeProperties) . ();

} catch (MgttException e) {

e. ()7

int total = 128;

or (int i = 0; 1 < total; i++) {
byte[] payload = new byte[4];
ByteBuffer buffer = ByteBuffer. (payload) ;
buffer. (1) ;
MgttMessage message = new MgttMessage (payload) ;
message. (1)

MgttProperties properties = new MgttProperties () ;

IRIFRE: BR=ItE (It ) BRSEATF 820 #*27m
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properties. ("application/Jjson") ;

properties. esponse/topic") ;

message. (properties) ;

("Prepare to publish mes

client. (topic, message) ;

S =m.out. ("Publis
TimeUnit .MILLISECONDS.

¥

TimeUnit .MINUTES.

client. () ;
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27 MQTT #REHNNE X IR /AT ( Pub/Sub ) BEERSN, HEMS MQTT RiE%iF=3t= (Point to
Point, ﬁffﬁ P2P) Eiﬁo

O xHB:
LA EALRRIZIE P2P 81,

42 P2P EHRER?

SREBREHBAEEN—NMEEEN, JUERARNSERER . MHEEERHEA Publisher 24
Subscriber B9 1:N, =& M:N #R75ER Pub/Sub iER1ER, P2P HEEINRM TEINSHRBELR.
{EF P2P &84, Publisher EZMBifZHENBMINERER, FEHZERRTEMREENRE—EFImEE,
RiEERXHEMNEBEIIREFSHRMUN Topic IEEEKE, BINEXHRAITAEEIIZER

£/ P2P B AN LB ERINE EMTFRXRAIAA, EATLABERHEEIER o

&1 P2P i#R

String firstTopic = ...;

String targetClientId = ...;

String topic = firstTopic + "/p2p/" + targetClientId;

« o7

mgttClient. (topic, message) ;

1T P2P iR

BB E PGB EEEATALME, ERRATEERI SR BRSPS IRE P2P HE.
Paho Golang SDK f# i+ &8Imn:

Paho Golang SDK EHZEIiEEE, SIRIEWEIESRY Topic i#1T matchAndDispatch .
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https://github.com/eclipse-paho/paho.mqtt.golang/blob/514b7fa0af8f25cf2b354961ef3ec550a65016b8/router.go#L138

HEBASI MQTT kR

func (r *router) (messages <-chan
*packets.PublishPacket, order bool, client *client) <-chan
*PacketAndToken {

var wg sync.WaitGroup

ackOutChan := (chan *PacketAndToken)

var ackInChan chan *PacketAndToken

stopAckCopy := (chan struct{})

ackCopyStopped : (chan struct{})

goRoutinesDone : (chan struct{})
if order {

ackInChan ackOutChan

ackInChan (chan *PacketAndToken)

go func ()

)

:= <-ackInChan:
ackOutChan <- a
case <-stopAckCopy:
(ackCopyStopped)

for {
select {

case <—ackInChan:

DEBUG. (ROU, "matchAndDispatch received

acknowledgment after processing stopped (ACK dropped) .")

case <-goRoutinesDone:

(ackInChan)
DEBUG. (ROU, "matchAndDispatch order=false

copy goroutine exiting.")

return
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go func () {

for message := range messages {

(message, (ackInChan,
client.persist, message))
var handlers []MessageHandler
for e := r.routes. (); e != ;e = e. () |
if e.Value. (*route) . (message.TopicName) {
if order {
handlers = (handlers, e.Value.
(*route) .callback)
} else {
hd := e.Value. (*route) .callback
wg. (1)
go func () {
(client, m)

if !client.options.AutoAckDisabled {

if !sent {
if r.defaultHandler !=
if order {
handlers = (handlers, r.defaultHandler)
} else {
WQJ . (1)
go func () |

r. (client, m)

if !client.options.AutoAckDisabled {
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} else {
DEBUG. (ROU, "matchAndDispatch received message
and no handler was available. Message will NOT be acknowledged.")

}
}
r. ()
for _, handler := range handlers {

(client, m)
if !client.options.AutoAckDisabled {

m. ()

}
if order {

(ackOutChan)

(stopAckCopy)
<-ackCopyStopped

(ackOutChan)
go func () {

wg. ()

(goRoutinesDone)

(ROU, "matchAndDispatch exiting")

return ackOutChan

WEaYE 2 s AR EE@—1 topic—filter, ATEIEMGIEXERES, FEEE defaultHandler:
ClientOptions:SetDefaultPublishHandler (messagePubHandler) , {# fallback iZiEfF&TRHd .

package main

import (
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n fmt n
mgtt "github.com/eclipse/paho.mgtt.golang"”

"time"

var messagePubHandler mgtt.MessageHandler = func(client mgtt.Client, msg

mgtt .Message) {

fmt. ("Received message: %$s from topic: %$s\n", msg. ),

()

var connectHandler mgtt.OnConnectHandler = func(client mgtt.Client) {

fmt . ("Connected")

var connectLostHandler mgtt.ConnectionLostHandler = func(client
mgtt.Client, err error) {

("Connect lost: %v", err)

(client mgtt.Client) {

topic := "home/room"

token := client. (topic, 1, messagePubHandler)

result := token. ()

("Subscribed to topic % %s topic, result)

(client mgtt.Client) {
10
0; i < num; i++ {
= fmt. ("Message %d", i)
:= client. ("home/test", O,

()

(time.Second)

0 A

var broker = "mgtt-xxx.mgtt.tencenttdmg.com"
var port =

opts := mgtt. ()

IRIFRE: BR=ItE (It ) BRSEATF 5526 H27m




O BAT

(fmt .

sd", broker,

("mgttGolangClient")

("YOUR-USERNAME")

("YOUR-PASSWORD")

opts.

(messagePubHandler)

opts.OnConnect = connectHandler

opts.OnConnectionlLost =

client := mgtt.

if token := client.

(token.
(client)

(client)

time. (time.Minute *

IRIFRE: BR=ItE (It ) BRSEATF

connectLostHandler

(opts)
(); token.

3)

port))
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