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API 315
SEFihE

IEE#AE: 2026-07-06 15:58:37

B1X%R%

&7hdiE: 2026-07-06 15:58:06
KREGEETUTAS:
ECERIXHE,

FhigiEO:

« CancellgnorePolicyRisk

» CreateAnalyzePolicyTask

» CreateEdgeAclRule

+ CreateEdgeAclRuleGroup

+ CreateNatAclRule

» CreateNatAclRuleGroup

+ CreateSecurityGroupRule

» CreateSecurityGroupRuleGroup
« CreateStrategy

« CreateVpcAclRule

+ CreateVpcAclRuleGroup

» DeleteEdgeAcIRule

» DeleteNatAcIRule

+ DeleteRuleGroup

» DeleteSecurityGroupRule

» DeleteStrategy

« DeleteVpcAclIRule

» DescribeEdgeAclIRules

» DescribeNatAclRules

+ DescribeOrganMembers

« DescribeOrganSummary

» DescribePolicyRiskAccountProductStats
» DescribeRiskAnalysisDetails
» DescribeRiskCategoryStats
» DescribeRiskList

» DescribeSecurityGroupRule
« DescribeSecurityGroupRules
» DescribeStrategies

« DescribeStrategy
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https://cloud.tencent.com/document/api/1812/133565
https://cloud.tencent.com/document/api/1812/133564
https://cloud.tencent.com/document/api/1812/133582
https://cloud.tencent.com/document/api/1812/133550
https://cloud.tencent.com/document/api/1812/133594
https://cloud.tencent.com/document/api/1812/133549
https://cloud.tencent.com/document/api/1812/133576
https://cloud.tencent.com/document/api/1812/133548
https://cloud.tencent.com/document/api/1812/133558
https://cloud.tencent.com/document/api/1812/133588
https://cloud.tencent.com/document/api/1812/133547
https://cloud.tencent.com/document/api/1812/133581
https://cloud.tencent.com/document/api/1812/133593
https://cloud.tencent.com/document/api/1812/133546
https://cloud.tencent.com/document/api/1812/133575
https://cloud.tencent.com/document/api/1812/133557
https://cloud.tencent.com/document/api/1812/133587
https://cloud.tencent.com/document/api/1812/133580
https://cloud.tencent.com/document/api/1812/133592
https://cloud.tencent.com/document/api/1812/133568
https://cloud.tencent.com/document/api/1812/133567
https://cloud.tencent.com/document/api/1812/133563
https://cloud.tencent.com/document/api/1812/133562
https://cloud.tencent.com/document/api/1812/133561
https://cloud.tencent.com/document/api/1812/133560
https://cloud.tencent.com/document/api/1812/133574
https://cloud.tencent.com/document/api/1812/133573
https://cloud.tencent.com/document/api/1812/133556
https://cloud.tencent.com/document/api/1812/133555
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FkiEETE

DescribeStrategyAccounts

DescribeStrategyDispatchStatus

DescribeVpcAclRules
DispatchStrategy
IgnorePolicyRisk
ModifyEdgeAclRule
ModifyEdgeAclRuleSequence
ModifyNatAclRule
ModifyNatAclRuleSequence
ModifyRuleGroup
ModifySecurityGroupRule
ModifyStrategy
ModifyStrategySequence
ModifyVpcAclRule
ModifyVpcAclRuleSequence

FRIEERES

Account
AccountGrouplnfo
AccountGroupQuotaDetail
AccountProductDetailStats
AccountStatsGroup
AddressTemplateSpecification
AnalysisSgRulelnfoResp
CommonFilter
EdgeAclRulelnfo
EdgeAclRuleResp
Memberinfo

NatAclRule
NatAclRuleResp
OrganMemberltem
OrganSummary

PolicyRisk

ReceiveAccount
RiskCategoryltem
SecGroupRuleResp
SecurityGroupRiskPolicy
SecurityGroupRule
Sequencelndex
ServiceTemplateSpecification
SgDnsParseCount
SgRuleResp
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https://cloud.tencent.com/document/api/1812/133543
https://cloud.tencent.com/document/api/1812/133572
https://cloud.tencent.com/document/api/1812/133586
https://cloud.tencent.com/document/api/1812/133554
https://cloud.tencent.com/document/api/1812/133571
https://cloud.tencent.com/document/api/1812/133579
https://cloud.tencent.com/document/api/1812/133578
https://cloud.tencent.com/document/api/1812/133591
https://cloud.tencent.com/document/api/1812/133590
https://cloud.tencent.com/document/api/1812/133545
https://cloud.tencent.com/document/api/1812/133570
https://cloud.tencent.com/document/api/1812/133553
https://cloud.tencent.com/document/api/1812/133552
https://cloud.tencent.com/document/api/1812/133585
https://cloud.tencent.com/document/api/1812/133584
https://cloud.tencent.com/document/api/1812/133595#Account
https://cloud.tencent.com/document/api/1812/133595#AccountGroupInfo
https://cloud.tencent.com/document/api/1812/133595#AccountGroupQuotaDetail
https://cloud.tencent.com/document/api/1812/133595#AccountProductDetailStats
https://cloud.tencent.com/document/api/1812/133595#AccountStatsGroup
https://cloud.tencent.com/document/api/1812/133595#AddressTemplateSpecification
https://cloud.tencent.com/document/api/1812/133595#AnalysisSgRuleInfoResp
https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://cloud.tencent.com/document/api/1812/133595#EdgeAclRuleInfo
https://cloud.tencent.com/document/api/1812/133595#EdgeAclRuleResp
https://cloud.tencent.com/document/api/1812/133595#MemberInfo
https://cloud.tencent.com/document/api/1812/133595#NatAclRule
https://cloud.tencent.com/document/api/1812/133595#NatAclRuleResp
https://cloud.tencent.com/document/api/1812/133595#OrganMemberItem
https://cloud.tencent.com/document/api/1812/133595#OrganSummary
https://cloud.tencent.com/document/api/1812/133595#PolicyRisk
https://cloud.tencent.com/document/api/1812/133595#ReceiveAccount
https://cloud.tencent.com/document/api/1812/133595#RiskCategoryItem
https://cloud.tencent.com/document/api/1812/133595#SecGroupRuleResp
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRiskPolicy
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRule
https://cloud.tencent.com/document/api/1812/133595#SequenceIndex
https://cloud.tencent.com/document/api/1812/133595#ServiceTemplateSpecification
https://cloud.tencent.com/document/api/1812/133595#SgDnsParseCount
https://cloud.tencent.com/document/api/1812/133595#SgRuleResp
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StrategyReq

StrategyResp
VpcAclRule
VpcAclRuleResp
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https://cloud.tencent.com/document/api/1812/133595#StrategyReq
https://cloud.tencent.com/document/api/1812/133595#StrategyResp
https://cloud.tencent.com/document/api/1812/133595#VpcAclRule
https://cloud.tencent.com/document/api/1812/133595#VpcAclRuleResp
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Wik

FrXiEER (Firewall Manager, FWM) 2—B5IPRIEEES M, HSWS . B/ m. BUENRSHFRIEEPLE
B, HREMNZEREH—HENZIT. FRSIFEESTRAANTR . MRREHEE, FHREMAEN, FRRAIN
REMEEYE,

AETMBRIBXIEEE AP #0197 API 3.080,
ZRILAVEF AP| SESMEPAAISEIRHTIRME, HINFIE. Wi, WX, TRANSE,

PSSR FRIFEROGE, B3R [API #].

Rig®
PSR APl EONE LRSS N TE:
AE
XGRS, 224 (Security Group ) E—HERSHETEMEMENEXE, CHFRERANSE
#el  SRSHOMEHTE, TSE NS EERERLREEROERSSLANHE— ReEn, &
BRe ENRE R SRS RO A RRSTREITIE,

HERAR (Internet Border ) 2fABM%E (VPC) S=iRSHREAERSAHEBRMIERINNR R FELLH

ggm RL, EEEIARME. BEAR P (EIP) SRl E S ENmARREL AR, SarREEED
BiEAM, FELLBREENZERIEFEERTFHIPRESEFAMIEItERE

NAT NAT iz ( NAT Border ) EMEiblitiEis ( NAT ) 2FEREIAE, BESEEIAENSG (VPC) FREA

R RIABRS, FELGARE, NAT RXGQESTATFRASLEIRFAN IP ithitiEinis AR 1P ib#iTHigihia, i
A AMREELZEIEEFARCLH, ZEREAEIGARSMBTFEI NAT EiRARE.

SwE lE£H (Enterprise Security Group ) ER£ANSEEE, RHEEANSIERDINEBEHIDE

240 ., EARFERRTE VPC RIIEREMNFZ—NREFRIEIER, FHZIFELA . BFNEEETHAKHEHITRIZAM
SEEENRL ., tlE2ARGT AHMELFINZSRISE S NHIPTIE,

VPG VPC 55 (VPC Border ) EBHA=AEME (VPC) REFREFMZIEHTREESINAR .. EdES VPC

R PIAIMISZE ACLERESHZRES, ATLATE VPC BRELiEME Gz, EBEAEFMENEARRE, SSMFRMEE

BR BTN
(B[ EER A

{sE FPR Y

MF AP EROMSHIRS, BSESROXEPISERBA.

API ENI]

IRIFRE: BR=ItE (It ) BRSEATF 588 H267}R



@ HE \.L:HE B IS ESTE

1ZCILAMER APl Explorer TEEZAR APl

ANLCIEEERDFNES G, @id APl Explorer TRiFA APl ORI :

1. i\ AP| Explorer TERMH., 8% API Explorer TE{FERER, 52 & API Explorer,

2. @A [CreateEdgeAcIRuleGroup] #M, SIEREEXMAFRRNIA

3. R EBMBFMNA BRI EEH S RmEE RIS RIFIERMBFTMNE , JUAREERMORMNERTERE, BIMEES
RKiFS W,
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1812/129283
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RIEE#HAE: 2026-07-06 15:58:37

IR SERXENO

EOSW
CreateSecurityGroupRule
DeleteSecurityGroupRule
DescribeSecurityGroupRule
DescribeSecurityGroupRules
DescribeStrategyDispatchStatus
IgnorePolicyRisk

ModifySecurityGroupRule

iEFAEXEO

EOSM

DescribeStrategyAccounts

ShSEEEXED

EOSM
DescribeOrganMembers

DescribeOrganSummary

HEXMA R RIAE =D
EORMR
CreateEdgeAcIRule
DeleteEdgeAcIRule
DescribeEdgeAclIRules

ModifyEdgeAcIRule
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20

20

SMERPRE (R/ED)

20

SMERPRE (WR/R)
20

20

SAERPRE (IR/FD)
20
20
20

20
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https://cloud.tencent.com/document/api/1812/133576
https://cloud.tencent.com/document/api/1812/133575
https://cloud.tencent.com/document/api/1812/133574
https://cloud.tencent.com/document/api/1812/133573
https://cloud.tencent.com/document/api/1812/133572
https://cloud.tencent.com/document/api/1812/133571
https://cloud.tencent.com/document/api/1812/133570
https://cloud.tencent.com/document/api/1812/133543
https://cloud.tencent.com/document/api/1812/133568
https://cloud.tencent.com/document/api/1812/133567
https://cloud.tencent.com/document/api/1812/133582
https://cloud.tencent.com/document/api/1812/133581
https://cloud.tencent.com/document/api/1812/133580
https://cloud.tencent.com/document/api/1812/133579
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ModifyEdgeAclRuleSequence

NAT:ZFAHEXED

EOSM
CreateNatAclRule
DeleteNatAclRule
DescribeNatAclRules
ModifyNatAclRule

ModifyNatAclRuleSequence

VPCiaFAN#EXEN

EOSMm
CreateVpcAclRule
DeleteVpcAclRule
DescribeVpcAclRules
ModifyVpcAclRule

ModifyVpcAclRuleSequence

SRS ITIEED

EOSMm
DescribePolicyRiskAccountProductStats
DescribeRiskCategoryStats
DescribeRiskList
DescribeRiskAnalysisDetails
CancellgnorePolicyRisk

CreateAnalyzePolicyTask

MNAHEXEEO
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https://cloud.tencent.com/document/api/1812/133578
https://cloud.tencent.com/document/api/1812/133594
https://cloud.tencent.com/document/api/1812/133593
https://cloud.tencent.com/document/api/1812/133592
https://cloud.tencent.com/document/api/1812/133591
https://cloud.tencent.com/document/api/1812/133590
https://cloud.tencent.com/document/api/1812/133588
https://cloud.tencent.com/document/api/1812/133587
https://cloud.tencent.com/document/api/1812/133586
https://cloud.tencent.com/document/api/1812/133585
https://cloud.tencent.com/document/api/1812/133584
https://cloud.tencent.com/document/api/1812/133563
https://cloud.tencent.com/document/api/1812/133561
https://cloud.tencent.com/document/api/1812/133560
https://cloud.tencent.com/document/api/1812/133562
https://cloud.tencent.com/document/api/1812/133565
https://cloud.tencent.com/document/api/1812/133564

O BT it

EOSM EOINEE SRR (R/A)
CreateNatAclRuleGroup BIZENATHRRNE 20
CreateEdgeAcIRuleGroup BB EX R RN E 20
CreateVpcAclRuleGroup BIEVPCaRMNE 20
CreateSecurityGroupRuleGroup Bl ZSAMNEA 20
DeleteRuleGroup HRIERARRIZE 20
ModifyRuleGroup [EENAEREE 20
MNEEEXEO
EOSM #&0OThise SAERPRE (X7
CreateStrategy BT AR 20
DeleteStrategy TIPS T A KR 20
DescribeStrategies BigUsIE 20
DescribeStrategy B TAANEE 20
DispatchStrategy TR 20
ModifyStrategy fmIE T AR 20
ModifyStrategySequence TR BREHER 20
A EE:

P ESHAEOSRSRIREISERES arT + AN + FIKS , BXRAESRPSE: AP| SA=IRT5HA
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https://cloud.tencent.com/document/api/1812/133549
https://cloud.tencent.com/document/api/1812/133550
https://cloud.tencent.com/document/api/1812/133547
https://cloud.tencent.com/document/api/1812/133548
https://cloud.tencent.com/document/api/1812/133546
https://cloud.tencent.com/document/api/1812/133545
https://cloud.tencent.com/document/api/1812/133558
https://cloud.tencent.com/document/api/1812/133557
https://cloud.tencent.com/document/api/1812/133556
https://cloud.tencent.com/document/api/1812/133555
https://cloud.tencent.com/document/api/1812/133554
https://cloud.tencent.com/document/api/1812/133553
https://cloud.tencent.com/document/api/1812/133552
https://cloud.tencent.com/document/product/1278/109059
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1. BRSsithiit

AP| SZIFFREHBFIEN , A= mEnEHEAES ) fwm.tencentcloudapi.com , tB3ZiFEE RS HE, FIanr it
B9tZ R fwm.ap—guangzhou.tencentcloudapi.com .

WEERARIE RIS . RIBARKEONEFIRAEUE, SAmFITEIBENEN RIS IRIIRSSE. FIINEr MHERiE
X, SEGBFEINNE9IRSSE, MEMIEE fwm.ap—guangzhou.tencentcloudapi.com 22—,

HER: MRRESURAOALSS, BIUEEEIIRANNS .

HER: HER AP AR, AR REEROXGROIES O, ~RSISNbRSIRRERAS R/ AR SYILhE
B, BOSHSOSEEROXERASHPER.

EEIpzsipioz=3iFyoH
i =
MBI (HEF, RTFESRK) fwm.tencentcloudapi.com
SR (M) fwm.ap—guangzhou.tencentcloudapi.com
HREX (L) fwm.ap-shanghai.tencentcloudapi.com
H£XEX (Bx) fwm.ap—-nanjing.tencentcloudapi.com
b (d63) fwm.ap-beijing.tencentcloudapi.com
FaRatt X ( AR ) fwm.ap—-chengdu.tencentcloudapi.com
FARgitbX (&EK) fwm.ap-chongqing.tencentcloudapi.com
BRaX (PEEE) fwm.ap—-hongkong.tencentcloudapi.com
TWA%m (FmhnE ) fwm.ap-singapore.tencentcloudapi.com
TWAZE (X ) fwm.ap-jakarta.tencentcloudapi.com
TFX%Fm (28) fwm.ap—-bangkok.tencentcloudapi.com
TAFIL (ER) fwm.ap—-seoul.tencentcloudapi.com
TAFI (F=R) fwm.ap-tokyo.tencentcloudapi.com
EEFS (3BHFRIL) fwm.na-ashburn.tencentcloudapi.com
EETES (=S ) fwm.na-siliconvalley.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF $13 H267:
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N ko =&
mERX (EFRT) fwm.sa-saopaulo.tencentcloudapi.com
ERifitt X (iZ=51E) fwm.eu-frankfurt.tencentcloudapi.com

R AFSMETHIEMEERSAEEN, BltZninSMXESE (228 Region hE£RRiE ) , BERREEHES
BRXitgiSS, |iFH Region RMHRERE—.

ERIXIEA M ERIXIHSZ
R ( LiBER) fwm.ap-shanghai-fsi.tencentcloudapi.com
X (FYIERL) fwm.ap-shenzhen—fsi.tencentcloudapi.com
2. iBfEY
Bifl= API IFREIEOYIED HTTPS #1785, RESRZLENEEEE,
3. BRBGiE
S HTTP BRA%:

- POST (it#%)
- GET

POST i5KZ#589 Content-Type 38!:

- application/json (%) , ¥REAEZFE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #H{EREZTZE v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form—-data ({X&Bo#EO%F) , REAERSZE v3 (TC3-HMAC-SHA256) .

GET i RRIBERBRNFBIEI32KB, POST iEREAERSE vl (HmacSHA1. HmacSHA256 ) BIAGiEI1MB.
POST igk{EMAERR % v3 (TC3-HMAC-SHA256 ) B¥Z#510MB.

4, FHImE

ﬂJﬁFﬁ UTF-8 éﬁﬁ—go

IRIRERE: BR=ITE (1bF) BRSEAE 14 H267:


https://cloud.tencent.com/document/product/304/2766

O BT it

N\
/N2
mIFE#HATE: 2026-07-06 15:58:36

HSHEATRRAPTROZRMNSY, MELE, ASMEORMAIERABNRXESHHTIRE, E8RERUTESR
XS, FRIEELEFK.

AHBHNBEBARSEEERNER G ERFTRNEMESR.

FH#

\

EHSRGE v3 atel

#EHiZ v3 (BREIRE TC3-HMAC-SHA256 ) ELEES 5% v ( BEXEAIRESERESGE) , ERE, HFEXN
iBRE, 2 POST JSON 8z, MeER—ERA, HEERZE|HEITEER. RENERFRN E25i% v3o

ER: WFEARER, BoRONEFRRAERRNREZERYTE v GET R, MARERENERGIE v3,
ERERRGE v3 i, AHSUTER—HE HTTP Header iERLEPH, INTRFAR:

SHER £ Bik ik
HTTP i&ksk: X-TC-Action. #FAHEOSH. MESSEOXEHASHEDXT LS Action RIRA. FlIZRSHWZDEAFIERED, BE

Action String = # Describelnstances.
Region Strin _ HTTP iskk: X-TC-Region. iiffE8, ARFABEZENMEEOSIE. MESTEONEPEHASESHEXTARSY Region MkA. TH: X
g g BENFREECRESY, BEONEPSMIEISEIRE, HEERZSMbFEEY.
) - HTTP i&®Rk: X-TC-Timestamp. 2] UNIX B Eg, TcRER AP| iERMASE. fiiN 1529223702, 8 MRSIESHEMDEEEI52W,
Timestamp Integer =2 S EERTREE
Version String B HTTP ig®RL: X-TC-Version. EEM AP iR . BUESSBROLRASARSY Version RURER. SIMNERS RS 2017-03-12.

HTTP fRESHIAELEBFER, Fitn:

TC3-HMAC-SHA256 Credential=AKID***/Date/serviceltc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hep,

- TC3-HMAC-SHA256: &4, BrRiEEEZE;

- Credential: E&&EIE, AKID*** 2 Secretld; Date 2 UTC tRiEfiEIRIEHT, EUEREFLLSH X-TC-Timestamp 881 UTC trEETAEH
—H; service HEGFRE, ERNESE. 0, 838 cym.tencentcloudapi.com EHREFREE cvm. FEREER fwm; tc3_request B
EEFHH;

- SignedHeaders: £5%ZitHA9LEMESE, content-type 1 host JasiksLan;

- Signature: E&RE, HEERIER L,

Ho

Authorization  String

HTTP ig®RL: X-TC-Token. B Z2EIEIRS FAmRARIIGH 22 EEPR Token, {ERRFEER Secretld ¥ SecretKey HOEENR G ZLEIEP
i TmpSecretld #1 TmpSecretKey. FERIKASHEIFEEREL Token FE.

i ]

Token String

iz

Language String HTTP ig®RL: X-TC-Language. IEEEMIEEMES, (REPHFEOETFISS. BE: zh—CN, en-US, zh-CN BB, en-US ERHEX .,

BRiRRPEETA MG RS R/ELGIFIRPIIFIH1, EOSHRENREE Offset=0, REIHE Limit=10, MWHEEK
SEHIRIRIER URL .. iERLER . iBRIETHIANT:

HTTP GET i&R&G#a7M51:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkkkkkhkkarkarrkrxktxkxx4x%/2018-10-09/c

vin/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9

e9bf4672ba50567dbalbocbeccfl74c474
Content-Type: application/x—-www—form-urlencoded
Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances
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https://cloud.tencent.com/document/api/1812/133600

X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&R&54M4:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****&xxkkkhkxrhkhhrxrhkhrrrrihxrx*x/2018-05-30/c
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d927900855cfba678%a8edbdc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap—guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form—data) i&RE&EFRA (UFEREOSF) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*&xkAkkarkarkarkrrkrxkxxsxx/2018-05-30/c
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d927900855cfba678%a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap—-guangzhou

——58731222010402

Content-Disposition: form-data; name="Offset"

0
——=58731222010402

Content-Disposition: form-data; name="Limit"
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10

—-=-58731222010402—-

ERSEGE v Batal

EREERE V1 (BRSMRME HmacSHA256 #l HmacSHA1) , ARSHEBR—MENIERED, TENRFRY

S

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Language

i)

String

String

Integer

Integer

String

String

String

String

String

String

Witk

fl

A

A

ol

fil

fl

oy

oy

ik

BERZEORR. ESZEEONEPRASHEDTXTFAHESE Action B9
WEE . BlUN=PRS3SEHIE IDLHFIFIZERED, BYES Describelnstances.

it S, ARITRFEREMAEAESE, EORSAMREESEED
MHEHMASH AL S Region B, FE: REEOFREEEZS
¥, BOMEPEULISRIRE, HHEERZSHBRSEN.

/1 UNIX Btialg, mlicR&iE APIiERaYESE, $1901529223702, 4%
SHmEEEEX, S5lRERTHER.

FEINIEEEEL, 5 Timestamp BX&ieE, BFBLEERINEG.

£ =APIZ$A EHRIBAMRIREHRY Secretld, —4 Secretld 33 RiME—#Y
SecretKey , T SecretKey &RRERIEKZER Signature,

BRER, BRGEWLRBERNGE N, FERPREFEBASETES
o BIFHEGESR 3,

ERERY API RORRAS . BUESERONERASRHSE Version rISE. FI
WN=ARSS AR 2017-03-12,

EEHN, BaisziF HmacSHA256 1 HmacSHA1, REIEEILESEA
HmacSHA256 i, Z{#EH HmacSHA256 &iXISiEEs, HittERE
A HmacSHA1 I8FZERZ,

B) 2RSS AR RG22 EIEPRY) Token, ERRIEEE
Secretld #l1 SecretKey BEEIEAIGITRZEEIEFRA TmpSecretid 1
TmpSecretKey. {ERAKHEZRIIFGEIREL Token FE.

EEEOREMNES, (NESEOSISIILEE, BE: zh-CN, en-US.,
zh—-CN J‘QE*I’ en-US J‘QEEIO

EBigAPEEEA MIEN RS RLHITIR, HIEREGIRRIER URL. iERLED. iERERFHINT:

HTTP GET igR&Ha3M1:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&SignatureMetho

d=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadebd59blbbee224158d66e7ae

5fcadb70b2d181d02&Region=ap—-guangzhou&Nonce=23823223&Secret TA=AKTID * * * % & &k k& sk sk ko ok ok dookokok ok ok ook

* Kk kkk kK

IRIFRE: BR=ItE (It ) BRSEATF
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Host: cvm.tencentcloudapi.com

HTTP POST igR&HaRMH5!:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334

&Signature=3T7ac2f4fde00bl0ac9bd9eadeb459blbbee224158d66e7ac5fcadb70b2d181d02&Region=ap—guang

zhou&Nonce=23823223&Secret TA=AKID* % % &k sk x sk ok koo o ok ke ook ok koo ok ok ok o

HbigFI=

AFmAiEEO Region FERAVAEENTRT. MREOFIFZRPRIFAEEE, WESEROSEPRIHREA,

tbtag e

SRR (M) ap—guangzhou
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E8hi&v3
mIFEHAGE: 2026-07-06 15:58:36

TR T £&875% v3 NESUE, ENESEEACHAERRBEAE AP| HAEH. RINESFEMER = AP
Explorer , [§ilz= SDK#l Ez=@&<{7LA (TCCLI) SAREIR, NUEXWBFINTR APl BRETES.

#EE{ER API Explorer

fZaJLli@id API Explorer B9 [ R &84EH | BREEFSMEOEIMNEMIE

BNz APl S8 MERETEMHRIE, AFREEFERARERKE, SERENSREREITESR (Signature ) , SMERE
FEELAHSYPEEZERERFIUMEENH X IBNLIEE K.

A LEHTER
ERBITHRBERIPHER:

1. WIEERENSG
ERRRBERERFERLRERPHARIZN, BSRAEHE = AP 21 RERNEZPEXER.

2. (RIPIEETRRYER
ATHILEREEREEPHESD, BA= APl 2ERBERSHERITEBIRNIGHE, FEERNIEHRENZRIEDERI—
i85, RXZBNZ= APl RS . IRSHSEAKREIMNERSHBIUARBENIETEIRSE, HIRIESRPIISHE. MRERX
W, BSHERER—H, BA= APIISEBRRIER

#&BHiZv3 (TC3-HMAC-SHA256 ) IhEE EBE T LARIRIE S5 v1, MAERE, IFEARIER, ¥ JSON 1§
i, POST iERZIHFETHEANTFHR, HatE—ERHA, HEERZEIHEITEES,

BEURIERL, 3BINGEER API Explorer iy “BZHBERL” IhaE, EERXBRAT “API 3.0 £8 v3” , AJLANEREZIEHT
IGIE, bl EHiEER SDK K18, HEFERBN= API BBER 8 MERMRIZES SDK, BEHRTEFMERIE, HEH
iR, 323% Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

HRiERSFEIE

ANERANREEIENZR, HPEIE Secretld #1 SecretKey . 81MARPRSAULMAEHENESR.

 Secretld: AF#RR APl ARES#H, AILAEEELLIARSE,
+ SecretKey: RFIIE API ABENSH, SILAREELLHZED,
- ARZATERERSRIE, BRlE, SURERMTRE, NCHE, SIASAZRLSRIE.

RERERIENEFSRINT:

1. R BI=EEROERS -
2. Bt ZAPIEH REHISRE.
3. & =APIZE WHE, P& [ FESH | IE—XI=HA.
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ERIRE v3 ERTE

= API 235 GET 1 POST i&K. WFGETHE, I¥F content-Type: application/x-www-form-urlencoded
W=, }WFPOSTA%, BHEISIF content-Type: application/json AR Content-Type: multipart/form-
data FRFEHYIERY, json IBRELASHEUIZOMZIF, multipart BXREFEROS, ZEOREEMER json #&VER,
SERFWSEONIE R, #&ER POST 5K, BARENERHAELER, (B GET 5Kk R%iF 32 KB LIRAYERE .

THERUZRRSSHEAT MEEFFIRERGF, SERNMBEINTEIE BEFZEOER:

1. ZIRSHFANCTE, ZEOREM;
2. ZEORRIEN, FEBRERREAVATS;
3. EOBESMSHMER:, AJLIETESRIRESHINEENMTEER.

R, FeaRsHSERONSE, RIIRERRESZICENER. EXFEABEON, BRIELFERE, SMEONs
HHTER, FEBMXMIFHSEME, W, XBARRTIHSAHSHINENMASE, BRULMRIELIREERNE M
£¥, #lan Language 1 Token 2#2% (£ HTTP L&MgE, iR X-TC- @) .

‘Fii’z‘m,:lﬂg Secretld *u SecretKey ﬁgu% TN D R S S SR *u
Rk kk k ko x ko okok sk xx . FAFEBERNT MR RIRSZBEP “KHR” PENIKS, RIRE—FHIE. WiEk
BJEE:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credential=AKID****kkk k x X % % % %%k k k x X & % % % % % Kk *

nost;x-tc—-action, Signature=10bla

n: ap-guangzhou" \

'"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}"'

THFABEEERITEIE,

1. FHERITEE RS
RIS BHENBIERE (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
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SignedHeaders + '\n' +

HashedRequestPayload

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

fERE
HTTP i5%k7%i% (GET. POST ) . WaRBIEME POST,
URI 2%, API 3.0 BIEAERHT (/) -

&g HTTP i5R URL FREAZMFE, WF POST iR, BEA=ZEHFE"", WF
GET i5X, W URL ials (?) FEMFFERS, Ft: Limit=10&O0ffset=0,
i¥&: CanonicalQueryString EE£% RFC3986 i#{T URLEncode i3 (45%=
HRIBEFAEZRE) , FHE UTF-8, HEERREESINEERTRE,

S5%Z09LEMEE, ZVEE host #l content-type B4 kEE, tBAIMMAEHMELES
5ZZ2URSESERNE—SIIRSME, WREIEIMENTEOSZLER.

HHEMm :

1. 388 key #l value Z—#H/\E, HEIEEETHR, K key:value\n B=0#HE;

2. B LEB, RIRLER key (VE) B9 ASCI AF#ITHHE

WRFRITEEERE content -type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no
= content-type ¥ RMEFRRIXAIERS, BLREESNEEFNEREERSH
iRl charset {8, MIREBJANRERF—H, RS[IREEZRIEELM .

S5XZLEMEE, RIBLRIEREMLLES5TES, fl CanonicalHeaders &
BHILEBRERE—X A, content-type #1 host J9u4iEskER.

HHEMm) -

1. 8B key Si—¥R/5;

2. 23 key (WNB) 28R ASCI AFi#{THHE, HEUSS (;) PiR.

=B content-type;host;x—tc—action

IBRIEX (payload, Bf body, IRl {"Limit": 1, "Filters":

[{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIN§
&iE, iHEHAAEe
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&%k
IEX(H SHA256 a7, AR+ iEHRE, RERIEEEERENEFE. XWF GET IS
3k, RequestPayload BEIEAZZHFH . WWRFITEERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f£7£6e89887£1398934£064,

HRIBLA LN, REIPSEIRIMEIRREBENT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF
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https://tools.ietf.org/html/rfc3986
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x-tc—action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. HEREEFHH
BT EGEEF S

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREMR fERE
Algorithm BgEiE, BEIEREMN TC3-HMAC-SHA256,

R ¢ ¢ SRATIERE, BPERLEPRIAHESE X-TC-Timestamp BYaE, BYXFEIETE UNIX B
equestiimestamp A, BRI . IRGIERED 1551113065,

EIEBE, &t Date/service/tc3_request, 85 HEA. FMERIVIRSIELLLZHF

& (tc3_request) . Date 73 UTC iFREEREIMARE, REBEMAHEH X-TC-

Timestamp &8/ UTC fRERERME—; service BF-m&, “RSABNFR

HE—. WREAITEERR 2019-02-25/cvm/tc3_request,

CredentialScope

RS BHHEFRSALEIERBINIAEE, HEMHREBA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtFwFli+E
ZEIE
7019a55be8395899b900fb5564e4200d984910£34794a27cb3£fb7d10ff6ale84d,

HashedCanonicalRequest

1. Date &/RMBSiEE X-TC-Timestamp it&5El, BIFX}H UTC+0, MRMARZEIIRER, HINFE/N\K, &
SEaXME LERAMKD, E2ESTRBYERY . RigidiEEER 1551113065, £4/\XA9EE:E 2019-02-26
00:44:25, {BRitE15389 Date B UTC+0 BIBHARII 2019-02-25, fiF=2 2019-02-26,

2. Timestamp #RE2HRESANE, BERERGREIMRENDRESH, MEBEEEIHSHPUHERY . NRK
RHEFFRER RS, AIsiEiT—RITERE, FREY, BEEZZHER,

HRIELA LRI, REIPERRNFERFFRNT:
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. it HES
1) HEREEZER, BRBNT:

SecretKey = WhkhkkhkhkhkhhkhkhhkhkhkrkhkhkrhhrkhkhhhhrkkhkhrkkhkxrkxN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAIZEE SecretDate . SecretService # SecretSigning BRHIEIEIE, TEESEFRTITENZER, BEHEN
HEIFFRITENRYEE A9 da98fb70dcf6b112dc21038d1eeeb3a95¢74b4dcb12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

imES, FRNEEES, HMAC ERSHPSHINFRIRETR—, BULIRERE, R RASH key &R, HES
# data £f5 . BENEEFERSSREUTHEBANERLEE, BURSIREITIRFNHEFEMEEE, W ERIETH
HE o

FEREM R

SecretKey JEIAHY SecretiKey, B ++#x+ ks tskkssnkstrkstrssssnrssn,
Date BD Credential Y Date FERIER . LREIEYESR 2019-02-25,
Service BD Credential Y Service FERIER . WRBFIBUER cvn,

2) iHEESR, hIABINT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

RFRITEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cfE309d421d85046093f6ab6c4f o

4. B Authorization
BRI T8 HE Authorization:

Authorization

Algorithm + ' 3

'Credential=" SecretId + '/' + CredentialScope + ',
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'SignedHeaders="' + SignedHeaders + '

'Signature=' + Signature

FEREM i3
Algorithm FEBRiE, EEI TC3-HMAC-SHA256,
Secretld g%ﬂxﬂ:’:ag Secreﬂd’ EI] DK TD % % % o % ok % ok k ok ok ok ok ok ok ok & ok ok ok X ok ok ok ok ok Kk ok ok Xk

CredentialScope @ RLEX, FIEEE. RHITHELERE 2019-02-25/cvm/tc3_request,
SignedHeaders REX, 25FZ89LEMEE . WRBIBESN content-type; host; x—tc-actiono

B2REH, KFFEERZ

Signature
10bl1a37a7301a02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cat,

HRIBLA LN, REIRSEIRESR:

MCI=RNAC=EERAZ56 CireEleinie il el ILTATRIIID)w it 07 55 o 1 1 57 5 a0 1 07 17 0 0 07 B ad o o s i By d w0 0753 /DAL =02 =25 [/ eviny/ £ ©3)__ic QRS ;

SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal%9a647ad722d5e43b4b
3cff309d421d85b46093f6ab6bcdf

RESENERERUNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*&xkakkarkarkarkrrkxrrixxsxx/2019-02-25/c
vm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal9a
647ad722d5e43b4b3cff309d421d85b46093f6abbc4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance—-name"}]}

IERAIXAIE HTTP L8 (Header ) fMiEXK{F (Payload ) #FHIEZIHEIEPHATZE—H, SNSIEEZZ
F—HER. JLUBTHTENSEIRERAS, MEMEFHRAMILHE.
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fEsEfniAM API 3.0 B, #EE(EREERENZ= SDK 3.0 , SDK #&ET7TE2r0IE, ALIHR

FAERER SDK il . HAZSREESHE:

* Python
» Java

« PHP

+ Go

* NodedJS
« .NET

o C++

* Ruby

TERM T FRFRIERES demo, ERILIKEIMMAIRSEERRIERN:

» Signature Demo

Er iR RO .

ATEFRMERER/TRE, TEMSKRREESAM, S LANERGRERESI, FRES . FANEOMSHAIEEERL

uyor=40Esyok:
Java

java.
Jjava.
java.
java.
java.
java.

java.

RBRABTEEEZEE, HATESERN, LFFRIBEREER SDK.

nio.charset.Charset;
nio.charset.StandardCharsets;
security.MessageDigest;
text.SimpleDateFormat;
util.Date;

util.TimeZone;

util.TreeMap;

javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

static

{

= StandardCharsets.UTF_S8;

> String = System.getenv ("TENCENT( UD RET_ID");

String = System.getenv ("TENCENTCLO CRET_KEY") ;

String

pbyte[] hmac256 (byte[] key, String msg) throws Exception {

Mac.getInstance ("Hm

KeySpec

(key, mac.getAlgorithm());

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/TencentCloud/tencentcloud-sdk-php
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mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

(String s) throws Exception {
MessageDigest.getInstance ("SHA-256") ;
byte[] md.digest (s.getBytes (UTF8) ) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

void (String[] args) throws Exception {
= "cvm";
"cvm.tencentcloudapi.com";
= "ap-guangzhou";
"DescribelInstances";
= "2017-03-12";
"TC3-HMAC-SHA256";

"1551113065";

SimpleDateFormat ("yyyy—-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

String = "POST";

String ="/";

String

String = "content-type:application/json; charset=utf-8\n"
+ "host:" 4+ host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\"Name\": \"instance-name\"}]1}";

String = sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQuerySt
ring + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out .println (canonicalRequest) ;

date + "/" + service + "/" + "tc3_request";

= sha256Hex (canonicalRequest) ;
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String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashed
CanonicalRequest;

System.out.println (stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

secretService = hmac256 (secretDate, service);

secretSigning = hmac256 (secretService, "tc3_request");
String = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .t
oLowerCase () ;

System.out .println (signature) ;

= algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out .println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);

StringBuilder = new () s
sb.append ("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")

.append (" -H \"Content-Type: application/json; charset=utf-8\"")

.append (" \"Host: ") .append (host) .append("\"")

.append (" \"X-TC-Action: ") .append(action) .append("\"")
.append (" \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append ("\"")
.append (" \"X-TC-Region: ") .append(region) .append ("\"")
.append (" -d '"").append(payload) .append("'");
System.out .println (sb.toString());

¥

}
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import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap-guangzhou"

action "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"
timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-Sm-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"iﬁﬁﬁ "], "Name": "instance-name"}]}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/Jjson; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%$s\n" % (ct, host, action.lower
()

signed_headers = "content-type;host;x-tc—-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_ headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"
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hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()

string_to_sign = (algorithm + "\n" +
str(timestamp) + "\n" +

credential_ scope + "\n" +
hashed_canonical_request)

print (string_to_sign)

def (key, msg) :

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new(secret_signing, string to_sign.encode ("utf-8"), hashlib.sha256) .hexdig
est ()

print (signature)

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ",
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + host + '"'
"X-TC-Action: ' + action + '"'

"X-TC-Timestamp: ' + str(timestamp) + '"'

1 T

"X-TC-Version: + version +

"X-TC-Region: ' + region + '"'

LI payload + lllll)

package

import (

"crypto/hmac"
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"crypto/sha256"
"encoding/hex"
"fmt"

"OS"

"strings"
"time"

)

(s string)
:= sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])
}

func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s))

return string(hashed.Sum(nil))

}

secretId := o0s.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service := "cvm"

version "2017-03-12"
action "DescribeInstances"”
region "ap—-guangzhou"

var timestamp int64 = 155111:

httpRequestMethod := "POST"

canonicalURI := "/"

canonicalQueryString := ""

o

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc—-action:%s\n",

"application/json; charset=utf-8", host,

signedHeaders := "content-type;host;x-tc—

payload := " {"Limit": 1, "Filters":

ame"}]}°

[{"Values":

strings.ToLower (action))

action"

hashedRequestPayload := sha256hex (payload)
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canonicalRequest := fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURT,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)
secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt .Println (signature)

authorization := fmt.Sprintf ("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s"
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%$s

"Authorization: %s"\

"Content-Type: application/json; charset=utf-8"\
"Host: %s" —-H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version: %$s"\

"X-TC-Region:
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-d '%$s'", host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
"cvm.tencentcloudapi.com";
= "cvm";

"2017-03-12";

"DescribelInstances";

"ap-guangzhou";

1551113065;

"TC3-HMAC-SHA256";

"POST";

= H/ll,.

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0
"x—tc-action:".strtolower ( ) o

nn

1)

"content-type",
"host",

"x-tc—-action",

"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-n

= hash ("SHA256", ) ;
. H\Hll
. H\NH
. vv\nu

H\nll
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"\l’l"
2

.PHP_EOL;

= gmdate ("Y-m-d", ) g

= A ."/tc3_request";

= hash ("SHA256",

. vv\nvv

ll\nll
7

.PHP_EOL;

= hash_hmac ("SHA256", , "TC3".
hash_hmac ("SHA256", 7
= hash_hmac ("SHA256", "tc3_request",
= hash_hmac ("SHA256",

.PHP_EOL;

." Credential=".
.", SignedHeaders=". .", Signature=".

echo .PHP_EOL;

= "curl -X POST https://".

"Authorization:

nwe

Content-Type: application/json; charset=utf-8"'
"Host: '. o WU

"X-TC-Action: '.
"X-TC-Timestamp: '
"X-TC-Version: '.
"X-TC-Region: '.

n wmrmn.,
. . 7

.PHP_EOL;
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"time'

'openssl'’

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'

action 'DescribelInstances'’
version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method

canonical_uri = '/'

canonical_ querystring =

canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\nx-tc-actio
n:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'

payload = '"{"Limit": , "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-na
me"}]}'

hashed_request_payload = Digest::SHA256.hexdigest (payload)
canonical_request = [

http_request_method,

canonical_uri,

canonical_ querystring,

canonical_headers,

signed_headers,
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hashed_request_payload,

].Jjoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].Jjoin("\n")

puts string to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#
{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + '"' \
"X-TC-Action: ' + action + '"' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-Version: ' + version + '"' \
"X-TC-Region: ' + region + '"' \

win

'" + payload +
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System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

string (string s)

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder () ;

for int i 0; 1 < hashbytes.Length; ++i)

{

builder.Append (hashbytes([i] .ToString ("x2")) ;

}

return builder.ToString() ;

}
}

public static bytel[]
{
using (HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

static Dictionary<String, String> (string
string secretkey, string service, string endpoint, string region,
string action, string version, DateTime date, string requestPayload
{
string datestr = date.ToString ("yyyy—-MM
DateTime startTime = new DateTime (1970, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRoun

ding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";
string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";
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string contentType = "application/json"

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"

+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action.ToLower () + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
ring hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
byte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

“ring authorization = algorithm +

"Credential=" + secretid + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders

"Signature=" + signature;

Console.WriteLine (authorization) ;

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);
headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
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headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", wversion);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");
SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";

g endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";

action = "DescribelInstances";

y version = "2017-03-12";

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (155111306

ing requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\ub540d

\"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

.WriteLine ("POST https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)

.WritelLine(kv.Key + ": " + kv.Value);

.WriteLine () ;

.Writeline (requestPayload);
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require ('crypto');

~onst hmac = crypto. ha256', secret)
return hmac. (message) . (encoding)

}

function (message, encoding = 'hex') {
const hash = crypto. ('sha256")

return hash. (message) . (encoding)

stamp) {
date new (timestamp * 1000)
year date. ()
month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY
endpoint = "cvm.tencentcloudapi.com"
service "cvm"
region "ap-guangzhou"
action "DescribelInstances"

version = "2017-03-12"

timestamp

(timestamp)

st payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"N

\"instance—-name\"}]}"

hashedRequestPayload = (payload) ;
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httpRequestMethod = "POST"
canonicalUri = "/"
canonicalQueryString = ""

canonicalHeaders = "content-type:application/json; charset=utf-8\n"
"host:" + endpoint + "\n"

"x-tc—-action:" + action. () + "\n"

onst signedHeaders = "content-type;host;x-tc-action"

onst canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC-SHA256"
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date + "/" + service + "/" + "tc3_ request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate = (date, 'TC3' +

kService (service, kDate)

kSigning ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +

"Credential=" + + "/" 4+ credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

(authorization)

const curlcmd = 'curl -X POST ' + "https://" + endpoint

+ ' —-H "Authorization: ' + authorization +

+ ' —-H "Content-Type: application/json; charset=utf-8"'
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"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"!'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + '"'
"X-TC-Region: ' + region + '"!'
'" + payload + "'"

(curlcmd)

<algorithm>
<cstdlib>
<iostream>
<iomanip>
<sstream>
<string>
<stdio.h>
<time.h>
<openssl/sha.h>

<openssl/hmac.h>

using namespace std;

string (int64_t
{
string utcDate;

char buff[20] = {0};

sttime;
sttime = *gmtime (&timestamp) ;
me (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);
return utcDate;

}

string

{

std::stringstream ss;
ss << n;

return ss.str();
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string const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];

SHA256_CTX sha256;

SHA256_Init (&sha256) ;
_Update (&sha256, str.c_str(),
_Final (hash, &sha2506);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string cons &key, const string &input)
{

unsigned char

HMAC_CTX *h;

#1f OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L

_cleanup (h) ;
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std::stringstream ss;
tf£i11('0") ;

i < len; i++)

string e st string &input)
{
static const char* const lut = "0123456789

size_t len = input.length();

string output;
len) ;

i < len; ++1i)

const unsigned char c = input[i];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);

}

return output;

}

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service = "cvm";
string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";
string action = "DescribeInstances";
string version = "2017-03-12";

64

int64_t timestamp = 1551113

string date = get_data (timestamp) ;

IRIFRE: BR=ItE (It ) BRSEATF $43 H267:




string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString = "";
string lower = action;
std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"
+ "x-tc—-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"
\"Name\": \"instance-name\"}]}";
string hashedRequestPayload = sha256Hex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str (timestamp) ;

string credentialScope = date + "/" + service + "/" + "tc3 request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" +
hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;
string kDate = HmacSha256 (kKey, date);
string kService macSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc3_request");

string signature HexEncode (HmacSha256 (kSigning, stringToSign)) ;

cout << signature << endl;

string authorization = algorithm + " " 4+ "Credential=" 4+ SECRET_ID + "/" + credentialScope

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlemd = "curl -X POST https://" + host + "\n"

-H \"Authorization: " + authorization + "\"\n"
\"Content-Type: application/json; charset=utf-8\"" + "\n"
\"Host: " + host + "\"\n"

\"X-TC-Action: " + action + "\"\n"
\"X-TC-Timestamp: " + RequestTimestamp + "\"\n"

\"X-TC-Version: " + version + "\"\n"

\"X-TC-Region: " + region + "\"\n"

,d ™ RIS payload RIS ll\vn;
cout << curlcmd << endl;
return 0;

bi

<ctype.h>
<string.h>
<stdio.h>
<stdlib.h>
<time.h>
<stdint.h>
<openssl/sha.h>

<openssl/hmac.h>

(int64_t timestamp, char*

struct 9
sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-3m-%d", &sttime);

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha256) ;

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int 1 = 0; i < SHA256_DIGEST_LENGTH; i++)
{
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snprintf (buf, sizeof (buf), "%02x", hash[i]);
strcat (result, buf);

}

(const char* key, in

input, int input_len,

output, unsigned int* output_len)

HMAC_CTX *h;

#if OPENSSIL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

= &hmac;

HMAC_CTX_ new () ;

#endif

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSIL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup (h);

#else

HMAC_CTX_free (h) ;

#endif

input, int input_len, char* output)

char* const lut = "012345678%abcdef";

char add_out[128] = {0};
char temp[2] = {0};

0; 1 < input_len; ++1i)

unsigned char c = inputl[i];
temp[0] = lut[c >>
strcat (add_out,

temp[0] = lut|c
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cat (add_out, temp);

strncpy (output, add_out, 128);

0; srcl[i]l; i++)

SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
version
int64_t timestamp =
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

char* http_request_method = "POST";
char* canonical_uri = "/";
const char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");

char* signed_headers = "content-type;host;x-tc-action";

char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d

\"Name\": \"instance—-name\"}]}";
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char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256]

"$s s\n%s\n%s\n%s\n%s",

sprintf (canonical_request,

canonical_uri, canonical_gquery_string,

signed_headers, hashed_request_payload) ;

printf ("$s\n", canonical_request) ;

"TC3-HMAC-SHA256";
{0};
H%d",

char* algorithm

0

char request_timestamp[16]

intf (request_timestamp, timestamp) ;

Spr

{0};
date) ;

char credential_scope[64]
strcat (credential_scope,
"$s/%s/tc3_request",

{0%};

sprintf (credential_scope,

char hashed_canonical_request[100]
sha256_hex (canonical_request,

{0

}

"$s\n%s\n

char string_to_sign[256] 8

\n%

a an
S S

sprintf (string_to_sign, 5 0

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string to_sign);

char k_key[64]
ITECIY

{0%};

oy SECRET_KEY) ;

sprintf (k_key,

d char k_date[64] =

unsigne

unsigned int output_len = O;
strlen (k_key),
{0};

service,

hmac_sha256 (k_key, date, strlen (date

unsigned char k_service[64] =

hmac_sha256 (k_date, output_len,

{0}

output_len,

char k_signing[64] =

unsigned

"tc3_request",

S

hmac_sha256 (k_service,

_len);

unsigned k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_ to_sign,

&output_len);

= {0};

char signature([128]

hex_encode (k_hmac_sha_sign, output_len, signature);

signature) ;

printf ("%$s\n",

IRIFRE: BR=ItE (It ) BRSEATF

date,

algorithm,

strlen (service),

strl

http_request_method,

canonical_headers,

service);

hashed_canonical_request) ;

request_timestamp,

&output_len);

), k_date,

&output_len) ;

k_service,

en("tc3_request"), k_signing, &output

strlen(string_to_sign), k_hmac_sha_sign,
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O BAT

char authorization[512

sprintf (authorization,

edential=5% 5s, SignedHeader S, Signature=%s",

algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("$s\n", authorization);

X-TC-Timestamp:
\"X-TC-Version:
\"X-TC-Rec

"
14

charset=utf-8\"\n

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("%$s\n", curlcmd);
return 0O;

}

Hfthig =S

o Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

o=t S

FEUTEBRXVANEIRD, BIRESIRERGE,

RS
AuthFailure.SignatureExpire

AuthFailure.SecretldNotFound

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid
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HixtEiR
ERiZH, Timestamp SRS HIFWEIERIIEBERSEZIRS .
FRAEFE, BFHEHNSEERAREHER, BRELEHTENRES TFH.

BRER, JRERERITHEHER, IEFEF5IRRENABFIEFTS, thE0sE
=¥4H SecretKey HIZSE.

IGRFIEE Token $Hix.

ZiHIEE (F2= API ERER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

@ HE \.L;HE Pk EE

3 ~
BEBRIE
mIrEFRATE: 2026—-07-06 15:58:36

BR/GEVI BRZH, ERDEMZLUBFIMERSE v3, BEERAERHIE V3,

BUREERY, 2IER AP| Explorer RRY “ER5RER” ThaE, EFEEBREN “API 3.0 2 v1”7 , AILIEMEREEHTE
iE, FRETHIREESHESZRA, haJEEERK SDK (K13, #EEABN= AP BEER 8 MERMHRIEIES SDK, 24
HERTESMEKRIE, YWEHFE, ZiF Python, Java. PHP. Go. NodeJS. .NET. C++. Ruby,.

#EFZ(ER API Explorer

Za]LAEE API Explorer B9 [ 2545 | RREFSMEOZEIMNEMIE.

= APl SX8MEITiERETEMHINE, IENMEREBFTEELHLBERSHHPEEZEZIER (Signature ) ISIESRES
5o

BREEHRSETIEER, Z2EIEEIE Secretld 1 SecretKey; ERPEEEREEIE, BfifE =APIZHNE B, &
NZEZERA= APl 0.

1. RiER2FIE

EE—REAZ AP| 281, 58I = AP| ZHRE BERLEIE.
RLEIEEIE Secretld #1 SecretKey:

» Secretld BF5iR APl BRE&BH

« SecretKey BFINZEZEZFFBRFRSFIRIGTEZZFZHFHEIIFNR,
. ARPBAEERERSFIE, BRHE.
HisZSETNEFSBINT:

1. R BA=EEROERS .
2. it = AP| A BIEFI& M
3. = API %8 W, B [ 2= | BaJLIeE—33 Secretld/SecretKey.

R BIMKRSESILUABERX Secretld/SecretKey.
2. ERERH

BTREEIE Secretld 1 SecretKey 5, SAILAERERZRERT . LLT2EREEHZE v £ERE2RA0FMIITE:

iz FEFRY Secretld #1 SecretKey £5I2:

° Secretld: DRKTID* * &k kk ok kk ok kkkkkkkkkkhkkhkkrkhkhkxrk

° SecretKey: Kk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK

ER: XBERETA, SIREAFXERRIBA Secretld fl SecretKey i {T/REEHRIE!
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BT it

LA=HRS3EEELHITIE ( Describelnstances ) i5XkA61, HAFAMBX—EOR, HiERSHOIENT:

SHBWR 2574 sHE

Action BiEd Describelnstances

Secretld 248 1D BRI & % % & % % & & & & % & & % % % % % % % % % % % % K K K Kk
Timestamp LEIRT &R 1465185768

Nonce REANIEEEEY 11886

Region SEIFRTEX 1 ap—guangzhou

Instancelds.0 FEIIRYsERI ID ins—09dx96dg

Offset (RizE 0

Limit RASIFEmSH 20

Version EORAKS 2017-03-12

XBOERTHAAHSHINZOMASE, BPULMRIBEZFEERMEMSE, F190 Language 1 Token 2&2%,

2.1. WEHHRF

BRNFBERSEIZSHBNFHRE ( ASCII 18) AFHIF, F5: 1) RIESHBHTHIRE, SHEFRISYNEIRT, 725t
Kiv; 2) # ASCII 8BEb Xy, 30 Instancelds.2 BHEE Instancelds. 12 B, AERKRFEER, UFARREE. APTLUE
BRIZIE S hRIEEHEF R ESRSE X —IhRE, W1 PHP &Y ksort &, bR RHISHIVHIFEERINT:

{

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId’ : 'AKID********************************',

'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

ERARCERRHESHRN, AN EERAIPHSHHTHR, SENER—HE,

2.2. HHEBRFIHR

I RERMIBERF R
B E—SHIFFRIERSEEMRN ‘SHBHR-28E" X, W3 Action 2%, HESHERA "Action” , SH(EA
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"Describelnstances" , ElL#&ER{LEFHB Action=Describelnstances »
R “S8E" PRBREMIE url /KBENE.

AEBECENSISHA"S HHEE—E, REEMBERFFHREN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&&0ffset=0&Region=ap

—guangzhougSecret TA=AKTID* % * % %k %k ko ko k ok k ok k ok k% k% k k¥ k¥ **¥* g Timestamp=1465185768&Version=2017-

03-12

2.3. RS BIRXFHH

I REMERIRFTH,
BRENFAFHREUTLSER:

1. iEKRGi%: X85 POST #1 GET 5%, XEB{ERA GET 5K, 8L iEAEAE.,

2. iEREN:BEFXHFFIE(Describelnstances)fligki%ZH: cvm.tencentcloudapi.com. SEfFRYIERIEZRIBIZORR
BERMARETAR, #REEO%RA.

3. IBERIER: HPRA=APIRERIEREERN / -

4. iERFHE: B E—SERRISRFFSR,

BREHRHERNA: BREE + BEREN ABRERE + 2 + BREFH
ISR :

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=1ins-09dx96dg&Limit=20&No

nce=11886&0ffset=0&Region=ap—guangzhou&Secret Id=AKID* ¥ ¥ ¥ * &k &k kdkdhdhdhdhdhdrhrrrrrrrxxxxx*x*xgTimest

amp=1465185768&Version=2017-03-12

2.4. EREEH
LS BEHEZR,

B5%ER HMAC-SHA1 Hizx E—S i SHESRXFHRHTES, ARISEMINESR(EM Base64 #H{THIE, BIEIR
SRENESH,

BMUEBINT, LA PHP iESHHI:

$SecretKey = |********************************’;

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&
Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ ¥ X XA XA XXX XXX XXX XXX XXX XXX XX
*HAFxgTimestamp=1465185768&Version=2017-03-12";

$SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

=)
215

IRy RER:

i
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TRAM2x fNMO9EiVTNmPg06MRnCvQ=

ERECERRHESTRN, TALERAIPHEXETEREIE, FENERHSHEIFHrI—EET,

3. ER ARG
ERMMESSHTEERIFNEREY, BEWHT URL 8.

M E—SEEZ R TRAM2XFINMOIEIVTNMPg06MRNCVQ= , REBFIREZHRIERSH ( Signature) 7:
7RAM2xfNMO9EiVTNmMPg06MRNCvQ%3D, BiATFERZLERIER URL,

R NMRAPKERAER GET, BEiERSGZ)H POST [AF Content-Type 7 application/x-www-form-
urlencoded, WAXERMFABFERSHEHESREM URL Hif3, SHRN-FSTRBERDG. I ASCII FE URL SHEel
|=5%LL UTF-8 #1548,

R AUEBESNNEESANIMESE#T urlencode, HXMERT, RABENESZRIHT URL KIBT, BUK
X URL ZSSHESEM.

R Rft2BELmEHTRG, WEFRA RFC 3986, (A %XY MSHFHHINRFHTEILRSE, H
B X" M YY” BEARHBFR (0-9 MASFE A-F) , ERANMNSESIRER.

4, FREM

RIEEIRER, FEUTESKMAVERD, BIRIESERERLE,
Hi=fLig HHistik
AuthFailure.SignatureExpire FERIIH
AuthFailure.SecretldNotFound BIHAERE
AuthFailure.SignatureFailure ERER

AuthFailure.TokenFailure

AuthFailure.InvalidSecretid

5. ERWR

token $&ix

ZiHAEE (F2 = API AR )

fEsEfniAM API 3.0 B, #EEREEANEINZ SDK 3.0 , SDK #ETERMIZE, AARRXFFRIZHIRAEORE,

FREESR SDK i, HAFHRIEESH:

« Python
e Java

« PHP
 Go

+ NodedJS

IRIRERE: BR=ITE (1bF) BRSEAE
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs

O BT it

« .NET
¢« C++
* Ruby

TERM T FRFRIERES demo, ERILIKEIMMATRSEERRIERN:

» Signature Demo

ATEFRNBRRERTRE, TEMSIRREESAM, 8 LRNERERERASEH, EROES . FRNEOMSHAIEEERL
LA dERE, ABRABRERERE, #AFESERM, XIFARBREMERM SDK .

LAY url BIEER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret TA=AKID* ¥ ¥ ¥ X x % * k k k kkkkkk kK X XXX Xk X * ¥ * % %% g Signature=7RAM2x fNMOIEiVTNmPg06MRNCvQ% 3

D&Timestamp=1465185768&Version=2017-03-12 o

TR AFRAIPHZBEREEN, HEARBAERRAHFATE, ELRIELH url EXEREPITAHER curl FHRSRAARS
REEREIR: B8, ATER—NMILAERERER url , SEEXRFIPFE Secretld #1 SecretKey IEERIZH, FiE
RESZHFIEEIES Timestamp o

FE: ETENRAP, FREFEES, EER—ESERITEIIN url IEHEMAR, RRASHNIRFRR, BXHFR
IRIEtRE. REFMASHEE, BERITEIERET,

i UTRIBIRERT API 3.0, FeEERATEMENZERRE, SN RAISEFRXISE,

Java

"t java.io.UnsupportedEncodingException;
java.net .URLEncoder;

- java.util.Random;
java.util.TreeMap;

"t javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

-t javax.xml.bind.DatatypeConverter;

static String (String s, String key, String methoc throws Exception {

= Mac.getInstance (method) ;

SecretKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm());

mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;
return DatatypeConverter.printBase64Binary (hash) ;

}
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

static String (TreeMap<String, Object> params) {

ingBuilder = new ("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {
.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

return s2s.toString() .substring(0, s2s.length() - 1);
}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingExcep

tion {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?2");

for (String k : params.keySet()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .appe
nd("&");
}

return url.toString() .substring (0, url.length() -

}

public static voic (String|] throws Exception {

TreeMap<String, Object> params = new <String, Object>();

params.put ("Nonce",

params.put ("Timestamp", 1465185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", "DescribelInstances");

params.put ("Version", "2017-03-12");

params.put ("Region", "ap—guangzhou");

params.put ("Limit", 20);

params.put ("Offset", 0);

params.put ("InstanceIds.0", "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KE

Y"), "HmacSHA1"));

System.out .println (getUrl (params)) ;
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Python

R NREE Python 2 HERIETT, BEHRIE requests {K#fi: pip install requests o

base64
hashlib
hmac

Oos

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

boint, params) :
method + endpoint + "/2"
query_str = "&".join ("%$s=5%s (k, params([k]) for k in sorted (params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method)

return base64.b6dencode (hmac_str)

if __name_ == '_ _main__ ':
endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',
'InstancelIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce'

'Offset' : O,

'Region' : 'ap-guangzhou',
'SecretId' : secret_id,
'Timestamp' : 1465185

'Version': '2017-03-12"

}
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s = get_string_to_sign ("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print (data["Signature"])

"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt"

”OS"

"sort"

"strconv"

)

secretId : 0s.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map[string]string{
"Nonce": "11886",

"Timestamp": strconv.Itoa (1465185
"Region": "ap-guangzhou",
"SecretId": secretId,

"Version": "2017-03-12",
"Action": "DescribeInstances",
"InstanceIds.O0": "ins-09dx96dg",
"Limit": strconv.Itoa (20),
"Offset": strconv.Itoa(0),

}

var buf bytes.Buffer
buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
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buf.WriteString("/")

buf.WriteString("?")

ke ([]string, 0, len (params))
:= range params {

= append (keys, k)

Strings (keys)

:= range keys {
keys[i]
.WriteString (k)
.WriteString("=")
.WriteString (params/[k])

WriteString("&")

.Truncate (buf.Len() - 1)

hashed := hmac.New (shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
["Nonce"] = 118
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["SecretId"] = 8
["Version"] = "2017-03-12";
["Action"] = "DescribelInstances";
["InstanceIds.0"] = "ins-09dx96dg";
["Limit"] = 20;

["Offset"] =
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ksort ( ) g

"GETcvm.tencentcloudapi.com/?";

=> ) A

-1);

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

require 'time'
require 'openssl'

require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',
'Instancelds.0' => 'ins-09dx96dg’',
'Limit'

'Nonce'

'Offset'’

'Region' => 'ap-guangzhou',
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'SecretId' => secret_id,
'Timestamp'

'Version' =>

}

sign = method + endpoint + '/2'
params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"
end

sign += params.join('&'")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb64.encodeb6t4 (OpenSSL::HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

string signRet = string.Empty;

using (HMACSHAl mac = new HMACSHA1l (Encoding.UTF8.GetBytes (signKey)))

{

oyte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret)) ;

signRet = Convert.ToBase64String (hash) ;

}

return signRet;

}

public s g (SortedDictionary<string, string> rec

ng requestMethoc requestHost, string requestPath)
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string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr R g

string = Wi

(string key in requestParams.Keys)

string.Format ("{0}={1}&", key, requestParamslkey]);

retStr += v.TrimEnd('&"') ;

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";

g action "DescribelInstances";
version = "2017-03-12";

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "0");

param.Add ("InstanceIds.O0", "ins-09dx96dg");

param.Add ("Action", action);

param.Add ("Nonce", "11886");

.Add ("Timestamp", RequestTimestamp.ToString());

.Add ("Version", version);

.Add ("SecretId", SECRET_ID);

.Add ("Region", region);
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SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, Stri
ngComparer.Ordinal) ;

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WritelLine (sigOutParam) ;

t
}

NodeJS

crypto = require('crypto');
function (params, endpoin
params|['Signature'] encodeURIComponent (params|['Signature']);

onst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

endpoint, path, strParam) {
strSign = regMethod + endpoint + path + "?" + strParam.

eturn strSign;

ion (secretKey, strsign) {
signMethodMap = {'HmacSHA1l': "shal"};
hmac = crypto. (signMethodMap [ 'HmacSHAL1'"'], secretKey || "");

eturn hmac. . (strsign, 'utf8')). ('baseo6d')

1ction (params) {
strParam = "";
keys = . (params) ;
keys. () ;
for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}
return strParam

}
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process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap—-guangzhou"
= "2017-03-12"

"DescribelInstances"

let params = {};

params|['Action'] =
params|['Instancelds.0'] = 'ins-09dx96dg’';
params|['Limit']

params|['Offset']

params|[ 'Nonce'] =

params|['Region']

params|['SecretId']

params['Timestamp'

params|['Version']

strParam = (params)

const regMethod = "GET";
const path = "/";

strSign = (regMethod, endpoint, path, strParam)

params|['Signature'] = (

(params ['Signature'])
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O BT it

‘ =+
IR [B]45 58
I EFESE: 2026-07-06 15:58:36

= API 3.0 #0AARE JSON 47, iEEE JSON HSUrYEOSEXEPiHiRR . &E JSON #iEr&AMREH 50
MB, MRRERNEBIFEEERARE, BREEXMHFREINEER. BRIEZROISHSEHAIENEE (FIMNREEE ) HESR
IhgE, EHIREISBEREIK.

e BRREERERSIKRERLGET, WA HTTP RREB15200, FIIRESESHENBRBIEZZELM, B HTTP
KEEBR200, MF=E401.

IEfRIBEISSR

LAZIRSSEREOBSEFIREFIE (DescribelnstancesStatus) 2017-03-12 kraa6, EHRAMAKI, HEaTsErRET
A

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468

}

}

+ Response RREMEB Requestld REIERIFER, TiCBERAINSE, RE APILET, NuESEE,

+ Requestld AF—1" APl iERBIE—RE, NE API EMBE, AR Bil==0k 5 125215, Hig#z ID KRR
7,

o RTEENZERSI, BERHYABEMEOEXNZFEE, FREOMREINZES RIEOMETEN . tFldas TotalCount
0 InstanceStatusSet #3739 DescribelnstancesStatus EOEXWFE, AT RAAERIAPEIE B =IRSEEE
5, Eit TotalCount ELLIERTENREES 0, InstanceStatusSet FIFRAE,

HiREOESR
ERBEH, HEEERANTR:

{
"Response": {
"Error": {

"Code": "AuthFail

"Message": "The pr credentials could not be validated. Please check your signature is

correct."

Hy
"RequestId": "ed93£f3cb-£35e-473f-b9£3-0d451b8b79c6
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

O BT it

+ Error WEMARERE ZIEKRFABLY . Error FERIZEFHMAERY Code #l Message FERTEAMBXMAT 24 EREIRT .

« Code RFEFLEMEIRE, HiERBENTUSCIREZERIBEATE RGBS RO NAYEIRBIREEM SR IFEE
MBRER.

+ Message B TEMERLZENEFERR, BEWSERHIAERMNE, WXATREEEFRISTELETRH, APFRIKIRIX
MERENE,

« Requestld BF—1" APl iERIE—#HRR, MR API BRRE, aJLBR Bil=Zk &% 1232 T8, FRMi% ID KERD

=,
2ILEIRG

IREIZSRPUNRAEFE Error FER, NRFTFAR APIEOXM . Error B89 Code FERETFHIRIG, FABSHTEHIMAIER
BARLERB . REMERBIIRESEF~m “API X" BRTH “EiRE" XM,
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ Hﬁ \.L;HE RIS ETE

—X B 3
é‘?&xﬁ:
mIFEHAGE: 2026-07-06 15:58:37

BRIz AP| 3.0 A SHMEE SIS T ILMEIERER

String: Z&FH,

Integer: &, FRALFHFS64UEL . SDK 3.0 FEREESZISHREEMER, BNUMERREZEESHRAERE

M, 5180 Golang B9 uint 64,

+ Boolean: f/REY,

+ Float: iZ=E,

+ Double: WEEZ=E,

« Date: Zffs&, BHHEAEL, Hlgn: 2022-01-01,

« Timestamp: F#F&H, BEg. Fla0: 2022-01-01 00:00:00.

+ Timestamp 1SO8601: 1SO 8601 EHEFF™EMXAL ( International Organization for Standardization, I1SO)
E/RXTF R EEXNERRRE, WREVR (GB/T 7408-200558iEmilciEtgtiE B QR EERTE) - &
WUARRERRIEES IR SRR TR . fItn: 2022-01-01T00:00:00+08:00,

« Binary: ZHHEIRS, FELUFEIMGERIIMBH
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A
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eI ZEHEXREO
oll FE AT g e E R

IEEFAYE: 2026-07-06 15:58:29

1. EO#R

EOEKESF: fwm.tencentcloudapi.com ,
MNBHRIERRINMAN (MMUBEE )
EOMEOERRZERE: 200R/% -

#E#={ER API Explorer

APl Explorer &t TTEZIFARA . ERWIE. SDK IBEMMRFEREOFEN . BAEESXARNBERASTNRES
RUREERE SDK ARZRG.

2. MANEH
UTFERSHIIRFIL TROBERSHMBOAHLSY, RBEAHSEIIRD AHERSH,
SHBM wik B faik
Action = String ~rHE2%, XEORYE: CreateSecurityGroupRule,
Version = String ~HSE, FEOE: 2025-06—11,
Region B String rESYH, KSHHESH,
Groupld & String AAld

~BE: RG-SEF32

Rules.N S Array of SecurityGroupRule Mz
3. e
SHEM E Sl 1::)0

W—iEK ID, HIRSIRER, SRERBSEE (FERERMRERERARS R, WiZRi5

R tid Stri
eques N9 gF2%#8 Requestld) . EUTEHESIREZRIER Requestld.

4. 76

a1 IR
EEFERRMI RN
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateSecurityGroupRule

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateSecurityGroupRule
<RHFERSEH>

{

"GroupId": "fwmrg-jvwbulal",
"Rules": [

{

"IpVersion": "ipv4",
"SourceContent": "lhins—gwgbsmgl",
"SourceType": "instance",
"DestContent": "0.0.0.0/0",
"DestType": "net",
"Protocol": "ANY",

TPertTg T=1/=17,
"ServiceTemplateId": "",
"RuleAction": "accept",
"Description": "122laaa",
"OrderIndex": 1,

"Scope": "SG,LH",
"ProtocolPortType": O,
"BelongMemberId": "1300448058"
by

{

"IpVersion": "ipv4",
"SourceContent": "192.168.0.0/16",
"SourceType": "net",
"DestContent": "0.0.0.0/0",
"DestType": "net",
"Protocol": "ANY",

"Port": "-1/-1",
"ServiceTemplateId": "",
"RuleAction": "accept",
"Description": "232312",
"OrderIndex": 2,

"Scope": "SG",
"ProtocolPortType": O

}

IRIFRE: BRzITE (165 ) BRSEAS 5569 H267:




"Response": {

"RequestId": "
}
}

5. FRERR

Bz APl &

[Eiflz APl 5 248 API XX, $8iR18. APl Explorer & SDK FRFEHS—ERTS, HEENE—AOEQRERER
=RERIERE APl BRSS

API Inspector

FERa@EE API Inspector BEEIZHIEE—SRIEXEHR AP ARBR, HEMERSIESIRAR API (X5, taTFiE API
Explorer #171EZi@it o

SDK

= API 3.0 R TREMNAATIRE (SDK) , XISSMRIZES, stELERER AP,

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0

6. fEiRMS
ARSI T O SBIERXAIRN, SbSREN AHER0,

(U=

IRIFRE: BR=ItE (It ) BRSEATF 70 H267:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS

RS

InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded

OperationDenied
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1. EO#R

EOEKRESZ: fwm.tencentcloudapi.com ,
IERFRI (#ENEETE )

EOMECIERIRZERE: 200R/% -

#EE(EA API Explorer

APl Explorer {##t TEZIFAA . ERWIE. SDK BBEMMRFEREOFEN . BAEESXARNERASTNROS
RUARE=NER SDK RRTHG.

2. BN2Y
TERSHIIFRGIE TEOBRSYUNTI LS, ZRBAHSHIIRR ~HiERSH,
SHEM W415% E- i) 130
Action = String AHSH, XEOBYE: DeleteSecurityGroupRule,
Version 2 String AHSH, FEOE: 2025-06-11,
Region B String ~HSY, WSHARIESH,
. Muld
-
Groupld = String FBIE: RG-23JSAE
i UIWUEIIES
-
Rulelds.N B Array of String FBUE: [1100""102"]
3. s

SHEM £ ik

WE—iEXK ID, HIRSIRER, SRXERBSIED (EFEREEMREKRERERSM, WiZXi5

R | i
equestld  String .+ ~s%18 Requestid) » E{TABHEBIRHILRERI Requestid.

4. 7
RO BRI (MNEETE )

BATHI
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DeleteSecurityGroupRule

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteSecurityGroupRule
<RHFERSE>

{

"GroupId": "fwmrg_hgl9nybggr",
"RuleIds": [
"83f3be0b-c46f-4780-bf20-30dd97db5c52",
"e8ce92d8-4ecl1-4f29-8117-d7769521c751"

"Response": {
"RequestId":
}

}

5. FREHR

M= APl £&

BIfl= AP F& 2458 API X#. $8iR13. APl Explorer & SDK $&BENA—ERTE, HEGMNE—AOZORERBER
ZIRHAIFRE API BRSS .

API Inspector

HFEEE AP| Inspector BERHAE—SIRIEXEEN AP ERER, FEIERSESIRARN AP £53, thagid API
Explorer #{31E&iEiH

SDK

= API 3.0 RHTERENALRIRSE (SDK) , XISSMRIZIES, sEAENEAR API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs

O BT it

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BefTIR

« Tencent Cloud CLI 3.0

6. FHiRE

UTRFIL T 2O SSiZIEHEXRYEIRED, EfhiEiRIBiFR AHERE.

ST faik
AuthFailure CAMEZ/EUEIR,
FailedOperation BRERM
InternalError AEREIR o
InvalidParameter SHEIR.
InvalidParameterValue SHEYEEIR.
LimitExceeded B ECERPRE .
MissingParameter ROSHEIR,
OperationDenied ERIFIRIESE .
ResourcelnUse BFEH A
ResourceNotFound BEARFE.
ResourceUnavailable BEAAH.
UnknownParameter RINSEEIR
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HiEIZEHRNIFE

i EFESE: 2026-07-06 15:58:29

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
EiRNFE (RUAEE )
AOMELIERIRZERE: 200R/% -

#EE(ER API Explorer

API Explorer 12t T &AM . £250IE. SDK KBERIIRERTZOFED . BEESNARANEKRASTIIR
RIARB=I4ER SDK iBRARA.

2. BN2Y
TFERSHIIFRGIE TEOBRSYNHI LS, REAHSHIIRR ~HiERSH,
SHEM WA E- 3] 130
Action = String AHSH, XEOBYE: DescribeSecurityGroupRule,
Version = String AHSH, FEOE: 2025-06—11,
Region & String rsY, WSYHIESH,
. MuId
-
Groupld = String FHIE: RG-234HK
. Muid
-
Ruleld & String =@ElE: 120
3. e
BHEMm bS] ik
Rule SgRuleResp  #i¥fE

E—iEK ID, HIRSIRER, SRERBSIEE (FERERMERERERARS K, W

R tid Stri N
eques ning ZRIERAFEIXE Requestld ) . EfDBITHEERHIZRIBEKL Requestid,

4.
THH IR (MNEEE)
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SgRuleResp
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeSecurityGroupRule

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeSecurityGroupRule
<PHERSH>

{

"RuleId": "b36302b0-3a24-43d7-8d5a-2e24d6e68c89",

"GroupId": "fwmrg-6wgOb6j0"

"Response": {

"RequestId": "812242b4d-c71a-4al4-a907-1£f36e440c53e",

"Rule": {

"Detail": "1",

"DgtComt@mc™s "gg /07,

"DstPort": "-1/-1",

"DstType": "net",

"IpVersion": "ipve",

"Protocol": "ANY",

"ProtocolPortType": 1,

"Region": "",

"RuleAction": "accept",

"RuleId": "b36302b0-3a24-43d7-8d5a-2e24d6e68c89",
"Scope": "SG",

"Sequence": 1,

"ServiceTemplateId": "ppm-r7gw5s50",
"SrcContent": "2402:4e00:c032:8800:beb6:c908:24

"SrcType": "net"

5. FRERR
BR= AP| &

IRIFRE: BR=ItE (It ) BRSEATF

5576 H267:




O BHS

Eifl= AP| F£5 B4E API XX#. #HiR8. APl Explorer % SDK ERENA—EBITESR, HEEGNE—AOEGRERBT
Z=IRHAIFRE API BRSS .

API Inspector

BAPa@EE API Inspector BEEIEHAE—SIREXBN AP ERER, FEMERZIESIRAN API 53, tBaaitE API
Explorer i#5E&iEIK

SDK
= API 3.0 Rt TERENALAIRE (SDK) , SHSSMRIZIES, sEEAEEAR API.

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee

Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BeTIR

6

ATNSIH T O S5iZEaXRYEIRTD, EthiEmRigiEn At

Tencent Cloud CLI 3.0

. RS

FEiRtg

InternalError
InvalidParameter
InvalidParameterValue
ResourceNotFound

ResourceNotFound.NotFound

IRIFRE: BR=ItE (It ) BRSEATF

(=]

=80

i

PIEREEIR -
SHEIR.
SHEVEIEIR.
BRAFE,

ResourceNotFound.NotFound

SB77 H267:


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
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1. EO#R
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EiRNARRUFIRED
AOMELIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. A
TFERSHIIFRGIE TEOBRSYNHI LS, REAHSHIIRR ~HiERSH,
SHEM Wik KR iR
Action = String ~HSH, XEOBE: DescribeSecurityGroupRules.
Version = String aHsH, AEORE: 2025-06-11,
Region B String rESH, KSHHTESH,
. MuAld
Id B t
Group - String ~fE: rg—2jsdas
Filters.N B Array of CommonFilter IR R KR
(RizE
Offset B Int
se & nteger =GIE: 0
Limit -y Integer iﬁﬁ: 20
3. e
SHEWR 5] 30
Array of
Rul lnlEg
vies SecGroupRuleResp I
TotalCount Integer 25
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O BHS

SHBM %H faiA
fifE: 20

BRI 2 28

AllTotal t Int
otalCoun nteger SEIE: 22

K—iEK ID, HRSIRER, SREREFIRE (SEREEEFEEFR
Requestid String BEMRIXIRSSIR, MIZRIERFLIKE Requestld ) . EMABAITHFER

#izxiEkH Requestld,

4, 765
N EaMERRZIERED

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeSecurityGroupRules
<AHRiERSH>

{

"GroupId": "fwmrg-i3pvfl9a",
"Filters": [

{

"Name": "RuleId",

"Values": [

"6eafb6le"

1,

"OperatorType": 9

"Response": {
"AllTotalCount": 7,
"RequestId": "dlf471lc
"Rules": [

{
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"BelongMember": {
"AppId": "1300448058",

"MemberId": "mem-tencent-e4f£32cfd87465al17",

"Nickname": "XKZ=ZIE",

"Uin": "100011616646"
by

UCaeleg ",

"Detail": "1",
"DnsParseCount":
"InvalidCount":
"ValidCount": 0

br

"Id": 7884,
"InstanceName": "",
"IpVersion": "ipv4",
"OrderIndex": 7

"ParameterName": "",

"Port": "-1/-1",

"PrivateIp": "",

"Protocol": "ANY",

"ProtocolPortName": "",

"PublicIp": "",

"Region": "",

"RuleId": "6eaf61e3-2f5f-435c-b3d1-c39daedba7de",
"Scope": "SG",

"ServiceTemplateId": "",

"SouCidr": "",

"SouInstanceName": "",

"SouParameterName": "",

"SouPrivateIp": "",

"SouPublicIp": "",

"SourceId": "0.0.0.0/0",

"SourceType": O,

"Strategy": 2,

"TargetId": "0.0.0.0/0",

"TargetType": O
}

1,
"TotalCount": 1

}
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5. FRERR
BSRZ API F&

[Eiflz API 5 248 API X, $8iR18. APl Explorer & SDK FREHS—ERTS, HEENE—ANOEARERER

=IRERIERE API BRSS -

API Inspector

FRFEIEE AP| Inspector BEEHGE—SIREXER AP RRAER, HEIEMZESHRAR API 813, tEalaitE API

Explorer #177ELEI o

SDK
= API 3.0 R TEENMALIRE (SDK) , SHFSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. xR

PATRFIE 7O SSiBIEHEXAYEIRD, BEithiEiRmBiER AHEiRE,
$HiR iR
InternalError AEREIR o
InvalidParameter SHEEIR.
InvalidParameterValue SHEYEEEIR
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1. EO#R

EOEKRESZ: fwm.tencentcloudapi.com ,
EORBETERE

AOMELIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer {2t TEZiFAMA . ERWIE. SDK ABERMRFEERIZEOFEN . BAEESXRARNERAISTNER

RURBzER SDK EARTH.

2. NEH
LTERSHIFR L TIEOBRSHINT D AHSEY, REAHSHIIRR 2HiERSE,
SHEM WAk E-Sic] iz
Action = String ~HE2E, XEOBE: DescribeStrategyDispatchStatus.,
Version = String ~EsH, XEORE: 2025-06-11,
Region 5 String rEsH, KSHHESH,
. fd T
A<
Product S String FOUE: secgroup
L
BHEM E- i) iR
-
Progress Float ;;;E: 0.9
. . TRFERTE
StartTime String FMIfE: 2025-10-30 10:00:00
. . TRERATE
EndTime String FBIE: 2025-10-30 10:10:00
TERKES, 0XZT&h, 1R, 2TEKIN, 3STREY, 4BHIFTE
Status Integer

wHE: 1

45
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O BAT

SHBWR sem
RuleGroupNum Integer
ErrorMsg String
DispatchStrategyList 2::;3;01:
Requestld String

4. 7
RO BT RRS

BTG

POST / HTTP/1.1

Host: fwm.tencentcloudapi.com

Content-Type: application/json

faiR

TERANBLEE
HE: 3

TREIBERER
THE: BERAE

TRXEXRRIdFIER
FBHE: ["fwmsid_lhdpOplbic"]

W—iEK ID, HIRSIRER, SRERBSERE (FERERMRERLERE
IRSSiR, MIZXERFLIXE Requestld) o EfiDRTHEERIZRIERA

Requestid.

X-TC-Action: DescribeStrategyDispatchStatus

<REHIFRSE>

{

"Product": "enterprise_sg"

"Response": {

"DispatchStrategyList":

"EndTime": "2026
"ErrorMsg": "",
"Progress": 100,

"RequestId":

"RuleGroupNum" :
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"StartTime":

"Status":
}
}

5. ARERR

M= APl £&

Bifl= AP F& 2458 API X4, $8i813. APl Explorer & SDK & BENA—EIFE, HEENE—AOZORERBETR
ZIRHAFRE API BRSS .

API Inspector

BFEEE AP| Inspector BERHAE—SIRIEXEEN AP EEER, FEERSESIRARN AP £53, thagid API
Explorer #17EZRIH o

SDK

= API 3.0 RHTERENALRIRSE (SDK) , ZISSMRIZIES, sEAENEAR API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. fEiRG

ZEOE XTI SSZIERXAERD, HtEREIER 2HER0E,
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R BE SRS

AOMELIERIRZERE: 200R/% -

#EE(EA API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. I NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEMR WAk ESic) iR
Action = String ~ESE, XEOBYE: IgnorePolicyRisk.
Version = String ~HsE, RIEOBE: 2025-06-11,
Region & String rHSY, WSHHEESH,

. . KEgiaRAID
Riskld = t

'S = String RBIE: 0001
Memberld B String Al

FE: mem-tencent-e4f32cfd87465a17

3. s

SHEM £ iR

WE—iEXK ID, HIRSIRER, SRXERHBIRD (EEREEMFREKRERERSM, WiZXi5

R | i
equestld  String .+ ~sx18 Requestld) » E{TABHEBIRHIZRERI Requestid.

4. 7
RGN 2R SR

BATHI
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O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: IgnorePolicyRisk

<RIHFRSH>

{
"RiskId": "££9d17c245741c74e1019d26a60actb3"

"Response": {
"RequestId": "6
¥

¥

5. FRERR

A= API &

Bz APl 5 B&%E API XX, $5iRM8. APl Explorer 2 SDK FREHSA—ERTE, HEENE—AOEARERER
=RERIERE API BRSS

API Inspector

BAEEE AP| Inspector BEEHIAT—SIREXBN AP BRABR, FEDERZESIRARN API {£53, thalgiE API
Explorer #{3EZ&iIEH .

SDK
= API 3.0 Rt TEREMNFLRIRE (SDK) , XFSHRRIES, EESEIER APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIR
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6. tEiR1S
AT RFU T IO SBIERX AR, HSRIGER AEEm,

FRiIRt faik
FailedOperation BRERM
ResourcelnUse BiFE# G-
Resourcelnsufficient BREAE -
UnauthorizedOperation FRIEBURIE
UnsupportedOperation BRIERSS.
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1. EO#ER

EOEKRIESZ: fwm.tencentcloudapi.com ,
fEesRm (#INEEE )

AOMECIERRZERE: 200%/% .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. N NSH

UTBERSEFIRVFILE TEROBRSYEMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM WA E-Sic] i35
Action = String ~E2%H, XEOBE: ModifySecurityGroupRule,
Version = String ~HSE, FEOBRE: 2025-06—11,
Region B String rISY, WSHHEESH.
. MuEID
A<
Groupld & String FBIE: RG-2KSFE
Rule B SecurityGroupRule Ly
3. ey
SHEMR E-Sid] fEik

B—iEK ID, HIRSIRER, SRERBSIEE (FEREHMRERERARS R, WiZRi5

R tid tri
eques SUiNG o F a8 Requestld ) « ERIIEREBISHIZAERE Requestld.

4. 7=
BN BN RN

BTG
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https://cloud.tencent.com/document/api/1812/133599
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifySecurityGroupRule

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifySecurityGroupRule
<PHLERSE>

{

"GroupId": "fwmrg-jvwbulal",
"Rule": {

"IpVersion": "ipv4",
"SourceContent": "ins-3nav5pb6",
"SourceType": "instance",
"DestContent": "0.0.0.0/0",
"DestType": "net",

"Protocol": "ANY",

Wiskonaa W g Wil 2=hl W -
"ServiceTemplateId": "",
"RuleAction": "accept",
"Description": "33333333",
"OrderIndex": 1,

"RuleId": "7394c937-85£9-4b0£f-a30£f-494d8369e4bd",
"Scope": "SG",
"ProtocolPortType": O,
"BelongMemberId": "1302477603"

}

"Response":

"RequestId": . -417d-b355-07e7df3e8al19"
}

}

BR= APl &

Bl AP F£5 B4&E APl X, $HiRt3. APl Explorer & SDK FRFHNSR—EBTES, HEEGNE—AOEARERBT
=RERIERE API BRSS -
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https://cloud.tencent.com/api

O BT it

API Inspector

FFEEE AP| Inspector BEEEHESS—SIREXER AP ERABR, HEDERZIESHRAM API 13, t2aJgiE AP
Explorer #17ELEI o

SDK
= API 3.0 R TERENALTIRE (SDK) , SHFSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. FHiRtg

PATRRFILE 7O SSiZEEXAEIRE, Ath#iREiFER AHiEiR0,
HRiR63 fEiR
MissingParameter.CommonParam MissingParameter.CommonParam
ResourcelnUse BFEHAH.
ResourceNotFound.NotFound ResourceNotFound.NotFound
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BRE
EHEExEO

Hiff5KIEEERN T LZKS
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1. #OfE

EOEKESF: fwm.tencentcloudapi.com ,
BEBXEEEMNTEAKSTIFR
ERAZEOIERINZRIRE: 200%/F .

== APl Explorer

API Explorer 12t TELAR . ERKIE. SDK ABERREERIEOSMED . &

RUARB&ER SDK ARARA.
2. A
PTERSHIIFRIIE TIEOBFSRSYNTIALSEH, =
SHEM Wi E- i)
Action = String
Version = String
Region & String
Product = String
Filters.N & Array of CommonFilter
3. mtis¥
SHEM E- i)
Accounts Array of Account
Array of
AccountGroups AccountGroupQuotaDetail
Requestid String

IRIFRE: BR=ItE (It ) BRSEATF

<> =R

SR EESXRARINERASNROE

ik
wSHE

WSEIER

E—iER ID, HERSIKHER, FRERTBRE (FERE
HitREIREEMRIXRSS i, WZRBFREFIKE
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
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O BHS

SHBM ik

Requestld) . EfiiTETHERMIZRIER
Requestid,

4.
ON BRI EE AN FAKS

BTG

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeStrategyAccounts
<RHFERSE>

{

"Product": "enterprise_sg"

"Response": {

"AccountGroups":

{

"BottleneckUin": "100011949846",
"DispatchRuleNum": O,

"GroupId": "acg-dudjfmét",
"GroupName": "jlllif1",
"MemberCount": 3,

"Members": [

{

"DispatchRuleNum": O,
"MemberId": "mem-1300846651-100011949846",
"Nickname": "EEFENEFE",
"OriginRuleNum": O,
"RemainQuota": O,

"TotalQuota": O,

"Uin": "100011949846"

by

{

IRIFRE: BR=ItE (It ) BRSEATF 92 H267:




"DispatchRuleNum" :

"MemberId": "mem-1300846651-100028354982",
"Nickname": "/DEERF",
"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O,

"Uin": "100028354982"

by

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-1000375
"Nickname": "fengggian",
"OriginRuleNum": O,

"RemainQuota": 0

"TotalQuota": O,

"Uin": "100037509558"

1,

"OriginRuleNum": O,
"RemainQuota": O,
"TotalQuota": O

by

{

"BottleneckUin": "100028671395",
"DispatchRuleNum": O,
"GroupId": "acg-ssbkges9",
"GroupName": "HEFEMLKA",
"MemberCount": 1,
"Members": [

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100028671395",

"Nickname": "ZEI",

"OriginRuleNum": O,
"RemainQuota": 0
"TotalQuota": O,

"Uin": "100028671395"

1,

"OriginRuleNum": O,
"RemainQuota": O,
"TotalQuota": 0O

Hy

IRIFRE: BRzITE (165 ) BRSEAS 593 H267]




"BottleneckUin": "",
"DispatchRuleNum": O,

"GroupId": "acg-na4l18213",

"GroupName": "jllif2",

"MemberCount": O,
"Members": [],
"OriginRuleNum": O,
"RemainQuota": O,
"TotalQuota": O

by

{

"BottleneckUin": "",
"DispatchRuleNum": O,
"GroupId": "acg-uvrargih",
"GroupName": "<img src='"' onerror='alert (\"cdasd\")' />",
"MemberCount": O,

"Members": [],

"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O

}

I

"Accounts": [

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100027980407",

"Nickname": "2468639187",

"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O,

"Uin": "100027980407"

b

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100028354982",

"Nickname": "/DEERT",

"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O,

"Uin": "100028354982"

by

{
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"DispatchRuleNum":

"MemberId": "mem-1300846651-100028671395",

"Nickname": "ZEI",

"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O,

"Uin": "100028671395"

by

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100037509558",
"Nickname": "fengggian",

"OriginRuleNum": O,

"RemainQuota": O,

"TotalQuota": O,

"Uin": "100037509558"

b

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100011949846",
"Nickname": "EEMENERE",

"OriginRuleNum": O,

3

"RemainQuota": O,
"TotalQuota": O,

"Uin": "100011949846"

by

{

"DispatchRuleNum": O,

"MemberId": "mem-1300846651-100011616646",
"Nickname": "KZ=ZIE",

"OriginRuleNum": 17,

"RemainQuota": 19

"TotalQuota": 2000,

"Uin": "100011616646"

1,
"RequestId": "4b6c5bd5-c696-4ce8-a4c0-beb583552aaaa”

}
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O BT it

BR= APl &

Bl AP £5 24&E APl XX, $HiRt3. APl Explorer & SDK FRFHNSR—EBTES, HEGNE—AOEARERBR
=RERIERE API BRSS -

API Inspector

BRFEEE AP| Inspector BERHIAE—SIREXBN AP RAER, HEERSESIRAN API £13, tBagiE AP
Explorer #17EZIRIH o

SDK
= API 3.0 R TEREMNFLRIRE (SDK) , XIFSHRRRIES, EELEIER APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSFIR
» Tencent Cloud CLI 3.0

6. =g

PATRRFIL T O 3B EHEXAEIRE, AfthEiRBiFER AHEIR0,
T faiR
InternalError REREIR o
InvalidParameter SR,
InvalidParameterValue SHEYERIR.
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EOEkEF: fwm.tencentcloudapi.com ,
BRI TFRIEMNERRKSIIR, FHR. HIFHISFMEE, (REERTEA
ERAZEOIBERINZRIRE: 200%/F .

#E#=F{ER API Explorer

APl Explorer {2t TTEZIFARA . ERWIE. SDK UIBEMMRFEERIEOFEN . BAEESXARNBERASTNROS
RUAREERE SDK ARRG.

2. GNEH
UTFERSHEIFRINETIEOBERSHNT O ARSE, REAHSHIIRR ~HLiERSEH,
SHEMR wik R fEiA
Action = String ~HE2H, XEOBE: DescribeOrganMembers,
Version = String AHSH, FEORE: 2025-06-11,
Region & String ~HSYH, WSHATESH .
. - Array of BRTERHEIR, ZIFEER ID. WEBR. Bin. NERSSEF
Filters.N B . .
CommonFilter Eg i
. . gk, BRA 20
Limit S Integer =GIE: 20
< SRREEE, A0
Offset B Integer =BlE: 0
B - Strin HEF=E2, %1 MemberCreateTime
y - d FBHE: MemberCreateTime
. HFB: asc AR, desc [EF
A
Order S String =GlE: desc
3. e
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O BHS

SHEM i)
TotalCount Integer
Members Array of

OrganMemberltem

Requestid String

4.
PN ENSARRTIE

BATHI

POST / HTITP/1.1

Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeOrganMembers

<AHIFRSE>

{3

L b

{

"Response": {
"Members": [

{

"AccountGroup": null,
"AppId": "13 46651",
"CfwInstanceId": "",

"CfwManaged":

"CfwShareRole": "none",

"CfwShareRoleDisplay": "nc

"CfwSharerAppId": "",
"MemberCreateTime": "20
"MemberId": "mem-13
"Nickname": "EEXE/INEHE",
"NodeName" :

"PolicyAnalysisEnabled": O,

IRIFRE: BR=ItE (It ) BRSEATF

ik
EHMRDE
HIE: 10
EHMRTIE

H—iEXK ID, HIRSZBIKRER, SXBERTIRE (EEFRERRERLER
XIRSSIR, MZREKRFEIKE Requestld ) . EDBATEEIRMEIZIX
AR Requestld,
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"Role": "admin",
"RoleDisplay": "admin",
"SubAccountCount": 0

by

{

"AccountGroup": {
"GroupId": "acg-rwgqudnm",
"GroupName": "HEFEMKSZH14H"
by

"AppId": "1300448058",
"CfwInstanceId": "",
"CfwManaged": O,
"CftwShareRole": "none",

"CfwShareRoleDisplay": "none",

"CfwSharerAppId": "",

"MemberCreateTime": "2025-12-22 20:46:59",

"MemberId": "mem-1300846651-100011616646",

"Nickname": "KFZIE",

"NodeName": "Root",
"PolicyAnalysisEnabled": O,
"Role": "delegatedAdmin",
"RoleDisplay": "delegatedAdmin",
"SubAccountCount": 0

by

{

"AccountGroup": null,

"AppId": "1327492904",
"CfwInstanceId": "",
"CfwManaged": O,
"CfwShareRole": "none",
"CfwShareRoleDisplay": "none",

"CfwSharerAppId": "",

"MemberCreateTime": "2024-06-24 14:51:

"MemberId": "mem-1300846651-100037509
"Nickname": "fengggian",

"NodeName": "Root",
"PolicyAnalysisEnabled": O,

"Role": "delegatedAdmin",
"RoleDisplay": "delegatedAdmin",

"SubAccountCount": 0

Hy
{

"AccountGroup": null,
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"AppId": "1314933167",
"CfwInstanceId":

"CfwManaged": O,

"CftwShareRole": "none",
"CfwShareRoleDisplay": "none",
"CfwSharerAppId": "",
"MemberCreateTime": "2022-11-09 15:
"MemberId": "mem-1300846651-100028354
"Nickname": "/DEERTr,

"NodeName": "Root",
"PolicyAnalysisEnabled": 0,

"Role": "delegatedAdmin",
"RoleDisplay": "delegatedAdmin",
"SubAccountCount": 0

by

{

"AccountGroup": null,

"AppId": "1315399711",
"CfwInstanceId": "",

"CfwManaged": O,

"CfwShareRole": "none",
"CfwShareRoleDisplay": "none",
"CfwSharerAppId": "",
"MemberCreateTime": "2022-11-26 19:29:43",

"MemberId": "mem-1300846651-100028671395",

"Nickname": "ZEIL" ,

"NodeName": "Root",
"PolicyAnalysisEnabled": O,

"Role": "member",

"RoleDisplay": "member",
"SubAccountCount": 0

by

{

"AccountGroup": null,

"AppId": "1314503630",

"CfwInstanceId": "",

"CfwManaged": O

"CfwShareRole": "none",
"CfwShareRoleDisplay": "none",
"CfwSharerAppId": "",

"MemberCreateTime": "2022-10-20 17:04:50",
"MemberId": "mem-1300846651-100027980407",

"Nickname": "JKERI]",
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"NodeName": "LXAIERI 1S,

"PolicyAnalysisEnabled": O,
"Role": "member",
"RoleDisplay": "member",

"SubAccountCount":

1,

"RequestId": "c4feaf81-782f
"TotalCount":

}

}

5. FRERR

= APl &

[Eifl= API & 24&E& API X#34. 8iR8. APl Explorer & SDK &R ENA—BIAFE, HESMNE—AOZGOR{ERBBIT
=IRMAYFRE APl RS .

API Inspector

FRFTEE API Inspector BEEEHIGE—SIRIEXBR AP ARBR, HEMERSIESIRARN API X3, tBaFiE AP
Explorer i#17EZiit o

SDK

= API 3.0 Rt TEEEMAARTHE (SDK) , XISSMRIZEIES, EHELSENRAR API,

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. tEiRMS
AT RFU T IO SBIERX AR, RSN AR,

IRIFRE: BR=ItE (It ) BRSEATF 5101 26731


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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SRENEE TR 8

miEEFESE: 2026-07-06 15:58:27

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
RNERAMRSES, SEERER. BERER. HRHES
AOMECIERRZERE: 200%/% .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. M NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM Wik ESid) faik

Action = String 22, XEOBE: DescribeOrganSummary,
Version = String aHsH, AEORE: 2025-06-11,

Region B String rESYH, KSHHTESH,

3. tha®

SHBMW S

B
5

25

Summary OrganSummary £

|

1

W—iEK ID, HIRSIRER, SRIEREBIIRE ( HiEREEMEREFRLERIERS
Requestld  String i, MIZRIERFLIRE Requestld ) . Ef ORI HRERMIZXIER
Requestid,

4. 7
PN BRI

BTG
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#OrganSummary
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeOrganSummary

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeOrganSummary

<IHFRSH>

{3

{

"Response": {

"RequestId": "ac3b6531-d7f0-4752-86af-962359fa7ad5",
"Summary": {

"AdminCount":

"AdminInfo": {

"AppId": "1300846651",

"MemberId": "mem-1300846651-100011949846",
"Nickname": "EEFENEFRE",

"Uin": "100011949846"

by

"CfwSharerCount": 1,

"CfwUserCount":

"GroupName": "EEHENERE",

"JoinedMemberCount": 6,
"MemberLimit": 1,

"MemberLimitDisplay": "FGEFR"

5. FRERIR

EWR= APl £&

BIfl= API E& R&E API XY, iR, APl Explorer & SDK SZBEMNA—EATFEE, HEENE—AOZGRERBER
=IRHAYFRE API BRSS .

API Inspector

FRTEE API Inspector BERHIAE—SRIEXBN AP ABBR, HEMERSESIRARN API 53, tBaFiE AP
Explorer #{3E&iEH
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697

O BT it

SDK
= API 3.0 Rt TERENALATIRSE (SDK) , ZSSMRIZIES, sEEHEEAR APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. FHiR6g

AITFNFIH T O S@ERXAEIRE, HithERigiFEn AHEIR0E,
$HiRt ik
UnauthorizedOperation RIFHURLE -

IRIRERE: BR=ITE (1bF) BRSEAE 55105 #£267:)


https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT it
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BUEEBXRY A F RN

EIEEFAYE: 2026-07-06 15:58:31

1. #OEE

EOEKESF: fwm.tencentcloudapi.com ,
BEBMNEEMBFACLAMAERFTIMN . FESECEMNE, ABEIUCEDRMR o
ERAZEOIBERINZRIRE: 200%/F .

#E#=F{ER API Explorer

APl Explorer {2t TTEZIFARA . ERWIE. SDK UIBEMMRFEERIEOFEN . BAEESXARNBERASTNROS
RUAREERE SDK ARRG.

2. MNEH
UTERSHEIIRFIL TEROBERSHMBOAHLSY, RBEAHSEPIRN 2GRS,
SHEBM Wik B faik
Action = String ~HE2%, XEORYE: CreateEdgeAciRule,
Version 2 String ~HSE, FEOE: 2025-06—11,
Region B String ~ESYH, KSHHTESH,
Groupld = String ;%:;ﬂf;l:l)fwmrg_abdZSxyz
Rules.N B Array of EdgeAclRulelnfo FWUEIIES
3. ihaH
SHEM ESid) ik

E—iEK ID, HIRSIRER, SRERBSIEE (FERERMRERERARS R, WiZRi5

R tid Stri
eques N9 gx2%%8 Requestld) . EEDTEHEBIREZRERE Requestid.

4. 7
I SIRRERXRA TN

IRIFRE: BR=ItE (It ) BRSEATF 55106 267


https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#EdgeAclRuleInfo
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateEdgeAclRule

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateEdgeAclRule
<RHFERSE>

{

"GroupId": "fwmrg_4aebvvllic",
"Rules": [

{

"OrderIndex": 1,

"Direction": 1,
"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",

"Port": "-1/-1",

"Protocol": "TCP",
"RuleAction": "accept",
"Description": "1212322",
"Scope": "all"

by

{

"OrderIndex": 2,

"Direction": 1,
"SourceContent": "bj11",
"SourceType": "location",
"TargetContent": "cfwnat-e366d270",
"TargetType": "instance",
"Port": "-1/-1",

"Protocol": "TCP",
"RuleAction": "accept",
"Description": "3232111",
"Scope": "all",

"BelongMemberId": "1300448058"
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"Response": {

"RequestId": "ladf32a7-aecel-4049-9fe0-4ceeb07£55ce"
}
t

5. FRERIR

A= APl &

[Biflz API E & 248 API XX, $8iR18. APl Explorer 2 SDK FREHS—ERTS, HEENE—ANOEQRERER
=RERIERE API BRSS

API Inspector

BFEEE AP| Inspector BEEH AT —SIREXBN AP RRABR, FEDERZESIRARN API {£53, thalgiE AP
Explorer #{7EZ&iEH .

SDK
= API 3.0 Rt TEEEMFLRIRE (SDK) , XIFSiHiRZIES, EESEIIER APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIR

Tencent Cloud CLI 3.0

6. {EiRB
TRFIL T Ok SSiZIEEXRNEIRD, EfhiEiRIBiFR AHERE.

ERiRE3

FailedOperation
Resourcelnsufficient
UnauthorizedOperation

UnsupportedOperation
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
HEMPFEEXRIARACLIN o SZIF—IRIIFRSFHN o
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TTEZIFAA . ERWIE. SDK BEMMRFEREOFEN . BAEESXARNERASTNEROS
RUARE=NER SDK RRTG.

2. INSHE

TFERSHIIFRIIE TEOBRSYNTI LS, REAHSHIIRR ~HiERSH,
SHEM WA E- i) A
Action = String ~HSH, XEOBE: DeleteEdgeAciRule,
Version = String ~HSH, FEOE: 2025-06—11,
Region B String rEsH, KSHHESH,
. MWD
-
Groupld - String FBHE: fwmrg_abc123xyz
. ZMFRAYNIDFIZ
-
Rulelds.N B Array of String FBUE: ["rule_001", "rule_002"]
3. s

SHEM £ iR

B—iEK ID, HIRSIRER, SRERBLEE (FEREHMRERERIARS K, WiZRi5

R | i
equestld  String .+ ~sx8 Requestld ) » E{TABAESIREZAERE Requestid.

4. 7
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DeleteEdgeAclRule

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteEdgeAclRule
<RHFERSE>

{

"GroupId": "fwmrg_4aebvvllic",
"RuleIds": [
"7£8d9162-9c3d-4blf-b3ed-c63elce583ch",
"f5e7b8f7-ed34-489f-a7ce-2£7dc115843e"

"Response": {
"RequestId": "3641db
}

}

5. ARERR

M= APl £&

BIfl= AP F& 248 API X#4. $8iR13. APl Explorer & SDK $&BENA—ENTE, HEGNE—AOZDRERBER
ZIRHAIFRE API BRSS .

API Inspector

BFEEE AP| Inspector BERHAE—SIR(EXEEN AP EEER, FEERSESIRARN API £53, thagid API
Explorer #{31E&iEiH

SDK

= API 3.0 RHTERENALRIRSE (SDK) , XISSMRIZIES, sEAENEAR API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs

O BT it

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSFIR
» Tencent Cloud CLI 3.0

6. =g

PATRRFI 7O 5B EHEXAEIRD, BfthiRBiFER AHEiR0,
ERiRE3 faik
FailedOperation BRIERM
Resourcelnsufficient BEFRE-
UnauthorizedOperation FRIEBURIE
UnsupportedOperation BIERZIS.
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
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EiRHEXMAF MR

miEEFESE: 2026-07-06 15:58:30

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
EiiEEMNEATHERRMBFACLIRMNTIER . TS RINSHIIERMG
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TTEZIFAA . ERWIE. SDK BEMMRFEREOFEN . BAEESXARNERASTNEROS
RUARE=NER SDK RRTG.

2. BNBY
TFERSHIIFRIIE TEOBRSYNTI LS, REAHSHIIRR ~HiERSH,
SHEM Wik R A
Action = String ~HSH, XEOBYE: DescribeEdgeAciRules,
Version = String ~HSH, FEOE: 2025-06—11,
Region B String ~HSY, WSHARESH,
= . MWD
Groupld = String FBHE: fwmrg_abc123xyz
| o: O—m[[, 1-Ala
Direction & Integer Z_t;jgn1 O-iti|, 1-AR
Filters.N & Array of HiESRMFIER, Z#HE Ruleld. Direction. Protocol.
’ - CommonFilter RuleAction EFEiZiE
o STAN, EIA00, HK1000
A
Limit & Integer =GIE: 100
SR, EIAO
A
Offset & Integer =GIE: 0
i . =182
Order = String ﬂ_Frilllu%ﬂ', asc:HF desc:fEF
=PBlE: asc
= =3
By = String HEF=ER, #F Sequence. Ruleld &

TBIE: Sequence
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https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeEdgeAclRules

O BAT

3. s

SHEM E- il
TotalCount Integer
Rules Array of

EdgeAcIRuleResp

AllTotalCount Integer

Requestid String

4. 7P
RO BB RN

BTG

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeEdgeAclRules

<RHEHIFRSE>

{

"GroupId": "fwmrg-wwOm4x6493",
"Direction": 1,

"Filters": [

{

"Name": "SourceContent",
"Values": [

"L

1,

"OperatorType": 9

IRIFRE: BR=ItE (It ) BRSEATF

-

iR

FESE
THHE: 10

RIS

FEERISEL
HE: 21

W—i5X ID, HIRSIRER, SRXERBLIRDE (HEREHMREREE
IRIXBRSSIR, WIZRBERFRIRE Requestld ) . E{LERFERM

%

N

kH Requestld,

£E1M3 H267:


https://cloud.tencent.com/document/api/1812/133595#EdgeAclRuleResp

{

"Response": {

"AllTotalCount": 52,

"RequestId": "d33c7277-5e74-4e10-b5c7-8eea%b4d4ccldl8",

"Rules": [

{

"CityCode": 2147483647,

"CityKey": "hb13,sx14,1n21,j122,h1j23,js32,2z333,ah34,£335, jx36,sd37,hn4l,hb42,hnd4d3,gd44,hn4d
6,sc51,9z52,yn53,sx61,9s62,gh63,nmgl5,gx45,xz54,nx64,x365,b3j11,tj12,sh31,cg50",
"CityName": "fiit#, IWUIAE, ITHE, &HE, BEIIE, IHE, iiil8, THE, w828, IAE, \UFRS, Ud, it
&, iimE, I &8, 8, Mg, SNE, =g, AE, HRE, 588, AIKaBiaR, I BtkERR, AEEiaX,
FEOZFREK, HEHE/REIREK, b5, X, Listh, EKm",

"CloudCode": "',

"CountryCode": 1,

"CountryKey": "zd",

"CountryName": "ZEfFREMX",

"CreateTime": "2026-04-15 17:04:00",

"Description": "we",

"Direction":

"DnsParseCnt": O,

"InstanceName": "",

"Invalid": O,

"IsCloud": O,

"IsRegion": 1,

"ParamTemplateId": "",

"ParamTemplateName": "",

"Port": "-1/-1",

"Protocol": "HTTPS",

"RuleAction": "accept",

"RuleId": "4e020c5b-d7b4-46e1-93bf-c30f1a2£8275",

"Scope": "serial",

"Sequence": 8
"SourceContent": "0.0.0.0/0",
"SourceName": "",
"SourceType": "net",
"TargetContent": "gg.com",
"TargetName": "",

"TargetType": "domain",

"UpdateTime": "2026-04-16 16:
br

{
"CityCode": 1,

IRIFRE: BRzITE (165 ) BRSEAS 114 2671




"CityKey": "hb13",
"CityName": "jol{t&",
"CloudCode": "",
"CountryCode": 1,
"CountryKey": "",
"CountryName":

"CreateTime": "2026-04-15 15:59:39",
"Description": "23",
"Direction":

"DnsParseCnt": O,
"InstanceName": "",
"Invalid": O,

"IsCloud": O,

"IsRegion": 1,
"ParamTemplateId": "",
"ParamTemplateName": "",
"Port": "-1/-1",

"Protocol": "TCP",
"RuleAction": "accept",
"RuleId": "91092f4e-2d8a-4f33-a53b-7a6aaeb6f2bd5",
"Scope": "all",

"Sequence": 24,
"SourceContent": "0.0.0.0/0",
"SourceName": "",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetName": "",
"TargetType": "net",
"UpdateTime": "2026-04-16

}

1,

"TotalCount":

}

}

5. FRERR

Bz APl &

Bl AP| F£5 B4&E API X#. $HiR8. APl Explorer % SDK ERFEHNA—EBITES, HEEGNE—AOEDRERBIT
=IRHAIFRE API BRSS .

API Inspector
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https://cloud.tencent.com/api

O BHS

BRAEEE AP| Inspector BERHAE—SIREXBN AP RAER, HEERSESIRALN API 413, tBagiE AP
Explorer #17EZIRIH o

SDK
= API 3.0 Rt TERERMAATIRE (SDK) , ZSSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BPfTIR

6

Tencent Cloud CLI 3.0

. FHIREG

ARSI 7O SSZEHEXREIR, HEithiEiRiGiER AHEiRmE,
T R
FailedOperation BRI
Resourcelnsufficient BEFRE-
UnauthorizedOperation KRIEBURIE
UnsupportedOperation BEARZIS.
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EOfR

EOEKRIESZ: fwm.tencentcloudapi.com ,
(EEEXMIBRACLAIN . Rule ¥+ #4REE Ruleld BFEEEEAIMN o
ERAZEOIERITZRIRE: 200%/F .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. MNBY
UTFERSHIIRFIL T EOBERSHNDBOAHLSY, REAHSEIIRM AHERSH,
SHEM Wik %R fEk
Action = String a2, XEOBE: ModifyEdgeAciRule,
Version 2 String ~SY, FEOBRE: 2025-06-11,
Region & String rESY, WSYHEESH,
Groupld = String Z_W;?;ﬂf;l:ljfwmrg_abcﬁé‘»xyz
Rule B EdgeAcIRulelnfo E(ERIIN, #HREEZRuleld
3. ey
SHBWR ESid) faik

B—iEK ID, HIRSIRER, SRERBSIEE (FEREHMRERERARS R, WiZRi5

R tid tri
eques SUiNG o F a8 Requestld ) « ERIIENEBIZHIZAERE Requestld.

4. 761
RO ISBUER R AN

BTG
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#EdgeAclRuleInfo
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyEdgeAclRule

POST / HTTIP/1.1

Host: fwm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyEdgeAclRule
<AHIFERSE>

{

"GroupId": "fwmrg_ 4aebvvllic",
"Rule": {

"RuleId": "fb65eefd-6a64-4c02-a720-e278d41d£f8bd",
"OrderIndex": 3,

"Direction": 1,
"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",

TPertTg T=il/=17,

"Protocol": "TCP",
"RuleAction": "drop",
"Description": "77777",
"Scope": "all"

}

"Response":

"RequestId": 1b107-391d-473d-a59a-88502841fale"
}

}

Bz APl £&

Bl AP| F£5 B4E APl X#. $HiRt8. APl Explorer % SDK FRFEHNSR—EBTE, HEEGNE—AOEARERBT
Z=IRHAIFRE APl BRSS .

API Inspector

BRAEEE AP| Inspector BEEHAE—SIREXBN AP RRER, HEDNERZESIRARN API {£83, tBaTgiE AP
Explorer #{31E&iEH
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
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SDK
= API 3.0 R TERENFLIRE (SDK) , ZIFSHRZES, EEHEREA APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. X9

ARSI 7O SSZIgHEXREIRD, EthEiRiGiER AHER0E,
T faik
FailedOperation BRERM
Resourcelnsufficient BREAE-
UnauthorizedOperation RIEBURIE
UnsupportedOperation BIERIS.
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
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https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,

HEREEEMIOFACLANAIHNITIRF. Sequences SHHREEFAEZHIMMMNFSIMFXR,
AOMECIERRZERE: 200%/% .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. B NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM wik  ER iR
Action - String AHSY, FEORE:
= ModifyEdgeAclIRuleSequence,
Version = String ~ESH, FEOBE: 2025-06-11,
Region S String ~HBH, WSHHESH,
Direction £ Integer 'Lij)\ﬁﬁﬁﬁ 0=, 1=AR
wBIE: 1
. HNAID
A
Groupld - String FHIE: fwmrg_abc123xyz
Sequences.N &  Arravof MNFSRESIE, BRESFHEZHINAIN

Sequencelndex

3. s

SHam £ faiR

B—iEK ID, HIRSIRER, SRERIBSEE (FEREHMRERERIARS R, WiZRi5

R | i
equestld  String .+ ~sx8 Requestld ) » E{TABAESIAZAERE Requestd.

4, 75
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SequenceIndex
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyEdgeAclRuleSequence

O BAT

21 EEXRLF RN P RIEREHE R

BATH

POST / HTITP/1.1

Host: fwm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: ModifyEdgeAclRuleSequence

<AHERSEH>

{

"Direction": 1,
"GroupId": "fwmrg_ 4aebvvllic",
"Sequences": [

{

"OrderIndex": 1,
"NewOrderIndex":
by

{

"OrderIndex": 2,
"NewOrderIndex":
by

{

"OrderIndex": 3,
"NewOrderIndex":
by

{

"OrderIndex": 4,

"NewOrderIndex":

"Response": {

"RequestId": "025c3756-bf58-408e-b806-2e68ead7f6al"
}

}
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5. FRERR

BR= APl &

[Biflz API S5 248 API X, $5iR18. APl Explorer } SDK FREHS—ERTE, HEENE—AOEARERER
=IRERIERE API BRSS -

API Inspector

FFEEE AP| Inspector BEEEHESS—SIREXER AP ERABER, HEDERZIESIRARM API 13, tEaJgiE AP
Explorer #17ELE

SDK
= API 3.0 R TERENMALTIRE (SDK) , SHFSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. xR

PATRRFIL 7O SSiZEEXAEIRE, Ath#iREiFER AHEiR0,
FRiRE3 faiR
FailedOperation BRIEEM .
Resourcelnsufficient BREAE-
UnauthorizedOperation RIEBURIE
UnsupportedOperation BRIERSS.
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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NATBF RN XEO
BIEENATIBFEIN

IEEFAYE: 2026-07-06 15:58:35

1. #EOfE

EOEkEF: fwm.tencentcloudapi.com ,
EEEMNATRIMNAT ACLALR
ERAZEOIERINZRIRE]: 200%/F .

#E#=F{ER API Explorer

APl Explorer {2t TTEZIFARA . ERWIE. SDK UIBEMMRFEERIEOFEN . BAEESXARNBERASTNROS
RURBzER SDK ERTH.

2. MANEH
UTFERSHIIRFIL TROBERSHMBOAHLSY, RBEAHSEIIRD AHERSH,
SHBM Wik £S5 fEiR
Action = String ~HSH, XEOBYE: CreateNatAclRule,
Version = String ~HSH, FEOE: 2025-06—11,
Region & String rESH, KSHHESH,
Groupld = String ggﬂgthwmrg_abc123xyz
Rules.N = Array of NatAclIRule M2
3. ihaH
SHEM ESid) ik

E—iEK ID, HIRSIRER, SRERBSEE (FERERMRERERARSR, WiZRi5

R tid  Stri
eques NI kF2%#18 Requestld) . ELAEHEBIZHZRERN Requestid.

4. 761
a6 #IA NAT X0
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#NatAclRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateNatAclRule

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateNatAclRule
<AHFRSE-

{

"GroupId": "fwmrg_go7ullgsev",
"Rules": [

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "UDP",
"RuleAction": "accept",
"OrderIndex": 2,

"Scope": "cfwnat-e7ad7c24",
"Direction": 1,

TPertTg T=i/=i1",
"Description": "444",
"ParamTemplateId": "",
"BelongMemberId": "1300448058"
by

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 3,

"Scope": "ALL",

"Direction": 1,

"Port": "-1/-1",
"Description": "555",
"ParamTemplateId": ""

br

{

"SourceContent": "0.0.0.0/0",

"SourceType": "net",
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"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 1,

"Scope": "ALL",

"Direction": O,

"Port": "_l/_ln,

"Description": "222",

"ParamTemplateId": ""

"Response": {
"RequestId": "3deaflac
}

¥

5. FREHER

BR= APl &

Bz APl & B4E API XX, $5iIRI8. APl Explorer } SDK FREHSA—ERTE, HEENE—AOEARERER
=HRERIERE API BRSS

API Inspector

FRTIEZ API Inspector BEIEHIAE—SIRIEXBR AP ARBR, HEMERSIESIRAR API X3, tEaFiE API
Explorer #{3EZ&iEH .

SDK
= API 3.0 R TEENMALIRE (SDK) , SHSSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp

@ HE \.L:HE B IS ESTE

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. FHiRtg

KITRFIE 7O SSiBIEHEXRNEIRD, EhiEiRBiFER AHERE,
=S ik
FailedOperation ERIERM .
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
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HIFENATIBFREN

I EFESE: 2026-07-06 15:58:34

1. IEO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
HBENAT ACLFRY

AOMECIERRZERE: 200%/% .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. I NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM WA E-Sic] A
Action = String ~HSH, AEOBYE: DeleteNatAclRule,
Version = String ~HSH, FEOE: 2025-06—11,
Region B String ~HSY, WSHARIESH,
= . MNZAID
Groupld = String FBHE: fwmrg_abc123xyz
o . D%«
Rulelds.N = Array of String FOUE: ["uvid—1" "uid-2"]
3. e

SHEM £ iR

WE—iEXK ID, HIRSIRER, SRXERHBIRD (EEREEMFREKRERERSM, WiZXi5

R | i
equestld  String 4+ ~s%18 Requestid) » E{TARHEBIRHILRERI Requestid.

4. 7l
1 BE& NAT 520

BATHI
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DeleteNatAclRule

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteNatAclRule

<RIEHBFRSEH>

{

"GroupId": "fwmrg_wrzekg94u7",
"RuleIds": [
"50d186fd-6da7-4de3-acbc-8efeal272c76",
"3196fa67-1f2f-46al1-b341-75edfa5094d3"

"Response": {

"RequestId": "32 1a0-b534-4c2f-acll-8
}

}

5. FREHR

BR= APl £&

Bl API F£5 246 API X#, $HiRt8. API Explorer % SDK FRFHNA—E®ITE, HEEGNE—AOEARERBT
=RERIERE API BRSS -

API Inspector

HFEEE AP| Inspector BERHAE—SIRIEXEEN AP ERER, FEERSESIRARN AP £53, thargid API
Explorer #{31E&iEH

SDK

= API 3.0 IR TEEMAATERE (SDK) , XISSMRIZEIES, EHESERAM API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
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+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSFIR
» Tencent Cloud CLI 3.0

6. FHiR6G

ARSI 7Ok SsiZigtEXREIRE, EfSiRiBiER AHEiR5E,
HHi=t ik
FailedOperation BRI .
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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HiNATBRRENFIZER

i EFESE: 2026-07-06 15:58:34

1. #EOfR

EOEKRIESZ: fwm.tencentcloudapi.com ,
HiINAT ACL#INIFIE
ERAZEOIERITZRIRE: 200%/F .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. B N2Y
LTERSHIFR L TIEOBRSHINT D AHSEY, REAHSHIIRR 2HiERSE,
SHEM Wi E- 3] iR
Action = String 22, XEOBE: DescribeNatAclRules,
Version = String rESH, XEORE: 2025-06-11,
Region B String rESH, KSHHESH,
o . MMZAID
Groupld = String FBHE: fwmrg_abc123xyz
M o: 0—mom, 1-Af=
Direction B Integer Z—tgjgﬂ 0-thi, 1-AMl
Filters.N B Array of CommonFilter TiEEY
- (RizE
Offset B Integer =@EIE: 0
_— . e
Limit B Integer =@lE: 20
il . 2
Order = String H_Ff?llle#' » asC:HF desc:[E#F
+BE: asc
By B String i

TBI{E: Sequence
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeNatAclRules

O BAT

3. BihsN

SHBM il

Array of

Rules NatAclRuleResp

TotalCount Integer

AllTotalCount Integer

Requestid String

4. 7
w1 Eif) NAT S5

BTG

POST / HTITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeNatAclRules

<RHEHIFRSE>

{

"GroupId": "fwmrg_9tnz3ksn7v",
"Direction": O,

"Filters": [

{

"Name": "TargetContent",
"Values": [

"EdbE

I

"OperatorType": 9

IRIFRE: BR=ItE (It ) BRSEATF

3%

A5

B
=BE: 20

FTERNEE
=EE: 21

E—iEXK ID, HIRSIRER,, BRERBEE (FiEKEEMREREEH
XBRSSiR, WiZRBRAFRIRE Requestld ) . EfUiDBIIEER XX

iEKHI Requestld.

$£131#267:


https://cloud.tencent.com/document/api/1812/133595#NatAclRuleResp

{

"Response": {

"AllTotalCount": 10,

"RequestId": "23fd42d9-7a67-4a0a-b6£1-e598451d798d",

"Rules": [

{

"CityCode": 2146

"CityKey": "hb13,sx14,1n21,j122,h1j23,js32,2z333,ah34,£335, jx36,sd37,hn4l,hb42,hnd4d3,gd44,hn4d
6,sc51,yn53,sx61,gh63,nmgl5, gx45,xz54,nx64,xj65,bj11,tj12,sh31,cg50",

"CityName": "fiit#, IWUIAE, ITHE, &HE, BEIIE, IHE, iiil8, THE, w828, IAE, \UFRS, Ud, it
&, iimE, I &8, 8, Mg, zma, BRAg, 588, AIKaBiER, MEkERR, ARBiaX, TEEREIRK,
MERE/RARRX, IbRh, Xi#, ki, ERm",

"CountryCode": 1,

"CreateTime": "2026-04-02

"Description": "3412",

"Direction": O,
"DnsParseCnt": O,

"IsRegion": 1,

"ParamTemplateId": "",

"ParamTemplateName": "",

"Port": "-1/-1",

"Protocol": "ANY",

"RuleAction": "accept",

"RuleId": "ba37feba-4ff5-46c7-b876-77bbc456cdc7",
"Scope": "ALL",

"ScopeDesc": "N,

"Sequence": 8,

"SourceContent": "43.143.218.25",

"SourceType": "net",

"TargetContent": "0.0.0.0/0",

"TargetType": "net",

"UpdateTime": "2026-04-07 18:15:05"

}

1,

"TotalCount":

}

}

5. FRERR
BR= API &

IRIFRE: BRzITE (165 ) BRSEAS 5132 H267:




O BHS

Bl AP| F£5 B4E APl XXH. #HiR8. APl Explorer % SDK #RFEHNA—EBITES, HEEGNE—AOEDRERBT

Z=IRHAIFRE API BRSS .

API Inspector

FRTiEE API Inspector BEERHIGE—SIRIEXBN AP ARBR, HEMWERZIESIRAR API K55, tBaTgiE AP
Explorer i#3ELEIK o

SDK

= API 3.0 R TEENALRTIRE (SDK) , STHSSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. tHiRMB
ZIROEFELSBBRRNERG, HEERLEE A5ER0,

IRIRERE: BR=ITE (1bF) BRSEAE

133 267


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
{E2ZNAT ACL#NY

EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. B NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM Witk %R faR

Action = String ~HSY, FEOBE: ModifyNatAclRule,
Version 2 String ~HsH, AEONE: 2025-06-11,
Region B String LESYH, WSHHTIESH,

Groupld = String iﬁﬂgl:ljfwmrg_abdZBxyz

Rule 2 NatAclRule ARy

3. ey
BEEW  XW @@

E—iEK ID, HIRSIRER, SRERBSEE (FEREHMRERERARS R, WiZRi5

R tid tri
eques SUiNG o F a8 Requestld) « ERIIEREBIRHZAERE Requestld.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#NatAclRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyNatAclRule

POST / HTTIP/1.1

Host: fwm.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: ModifyNatAclRule

<PHLERSE>

{

"GroupId": "fwmrg_go7ullgsev",
"Rule": {

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "UDP",
"RuleAction": "accept",
"OrderIndex": 2,

"Scope": "cfwnat-e366d270",
"Direction": 1,

"RuleId": "5712589f-c85c-4b3e-8917-bc3bb5779133",
"Port": "-1/-1",
"Description": "444",
"ParamTemplateId": "",
"BelongMemberId": "1300448058"
s

"Response": {

"RequestId": "1b4£f862f-£14a-47e9-8d4d-9££400989ed4"
}

}

5. FRERIR

A= APl &

Biflz API S5 248 API XX, $5iR18. APl Explorer } SDK FRFEHS—ERTS, HEENE—ANOEARERER
=IRERIERE API BRSS

API Inspector

IRIFRE: BRzITE (165 ) BRSEAS 58135 #267:m



https://cloud.tencent.com/api

O BHS

BRAEEE AP| Inspector BERHAE—SIREXBN AP RAER, HEERSESIRALN API 413, tBagiE AP
Explorer #17EZIRIR

SDK
= API 3.0 Rt TERENMALATIRE (SDK) , ZHSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BPfTIR

6

Tencent Cloud CLI 3.0

. $ERG

ARSI 7Ok SsiZigtEXREIRE, EfSiRiBiER AHEiR0E,
$HiRt ik
FailedOperation BRERM

IRIRERE: BR=ITE (1bF) BRSEAE

55136 #£267:m


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
AENAT ACLIRM{R SRR
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. I NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM ik  XKE fER

Action = String ~H2H, XEOBE: ModifyNatAclRuleSequence.
Version 2 String ~HSY, FEOBRE: 2025-06-11,

Region B String LESYH, WSHHEESH,

Groupld = Strin AEID
P = g FBHE: fwmrg_abc123xyz
Sequences.N 2 Array of Sequencelndex FSiEESIE

MUFSE: 1- NGEFEN, O-HuhFRNY

Directi = Int
irection = nteger =ElE: 1

3. Ws®

S 5] fhik

—iEK ID, HIRSIRER, SRERBSIEE (FERERMRERERARS R, WiZRi5

R tid Stri N NN
eques N9 gF2%#8 Requestld) . ETEHEBIRIZLRIER Requestld.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SequenceIndex
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyNatAclRuleSequence

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyNatAclRuleSequence
<PHERSH>

{

"GroupId": "fwmrg_wrzekg94u7",
"Sequences": [

{

"OrderIndex": 1,
"NewOrderIndex": 3
by

{

"OrderIndex": 2,
"NewOrderIndex": 1
by

{

"OrderIndex": 3,

"NewOrderIndex": 2

1,

"Direction": 1

"Response": {

"RequestId": "7d8a3017-26bb-4d73-b2e3-58ca0443bb3b"
}

}

5. FRERR

Bz APl &

Eifl= AP| F£5 B4E APl XX#. i3, APl Explorer % SDK R FEHNA—EBITESR, HEEGNE—AOEDRERBT
ZIRHAIFRE API BRSS .

IRIFRE: BRzITE (165 ) BRSEAS 55138 267



https://cloud.tencent.com/api

O BT it

API Inspector

FRFTEZ AP| Inspector BEIRFIAE—SIREXBR AP ARBR, HEMWERZIESIRER APl X5, tEaTFIE API
Explorer #{TEZIRIR o

SDK
= API 3.0 R TEENALIRE (SDK) , SHSSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0
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KITRFIE 7O SSiBIEHEXANEIRD, EhiEiRIBiFER AHERE,
=S ik
FailedOperation ERIERM .
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R
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FEEFMMNAHRFMVPC ACLAN
EOMEOERREIRE: 200R/% .

#EF=F{ER API Explorer

API Explorer {2t TTEZIFARA . ERWIE. SDK BEMMRFEEREOFEN . BAEESXARNBERASTNRES
RUARE=ERE SDK ARZRG.

2. MNEH
UTERSHEIIRFIL TEROBERSHMBOAHLSY, RBEAHSEPIRN 2GRS,
SHEM Witk £S5 faik
Action = String ~HE2H, XEOBE: CreateVpcAclRule,
Version = String ~HSE, FEOE: 2025-06—11,
Region B String rESH, KSHHTESH,
Groupld = String gfmﬁﬂgl:l)fwmrg_abcﬁSxyz
Rules.N = Array of VpcAclRule Mz
3. mihaH
SHEM ESid) ik

E—iEK ID, HIRSIRER, SRERBSIEE (FERERMRERERARS R, WiZRi5

R tid Stri
eques N9 gF2%%8 Requestld) » EEDTEHEBREZRERL Requestid.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#VpcAclRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateVpcAclRule

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateVpcAclRule
<PHERSH>

{

"GroupId": "fwmrg_aussbmarr2",
"Rules": [

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"DestContent": "0.0.0.0/0",
"DestType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 1,

"EdgeId": "all",

"FwGroupId": "ccn-cOgmmO31",
"Port": "-1/-1",
"Description": "zero",
"ParamTemplateId": "",

"BelongMemberId": "1300448058"

"Response": {

"RequestId": "c4d4blOeclc-82a7-4781-b73e-86c0623
}

}
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Bl AP| F£5 B4E APl XXH. #HiR8. APl Explorer % SDK #RFEHNA—EBITES, HEEGNE—AOEDRERBT
Z=IRHAIFRE API BRSS .

API Inspector

BAPaEE API Inspector BEIEHAE—SIREXBN AP ERER, FEMERZIESIRAN API 53, tBaaitE API
Explorer i#5E&EIK o

SDK
= API 3.0 R TEENALRTIRE (SDK) , STHSSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. FHiR6g

KITRFIE T 2O SSiBIEHEXRNEIRD, EthiEiRIBiFER AHERE,
HRi=63 ik
FailedOperation ERIERM .

IRIRERE: BR=ITE (1bF) BRSEAE $142 #£267]W


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
fEEVPC ACLKIRY

EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. B NSH

TFERSHIIFRGIE TEOBRSYNHI LS, REAHSHIIRR ~HiERSH,
SHEM Wi E- 3] iR
Action = String AHSH, XIEOHYE: DeleteVpcAciRule,
Version 2 String ~SY, FEOBRE: 2025-06-11,
Region B String rHSY, WSYHEESH,
= . FNZAID
Groupld = String FBHE: fwmrg_abc123xyz
o . MNIDFIZE
Rulelds.N = Array of String FOUE: ["uuid-1""uuid-2"]
3. s

SHEM £ iR

WE—iEXK ID, HIRSIRER, SRXERHBIRD (EEREEMFREKRERERSM, WiZXi5

R | i
equestld  String 4+ ~s%18 Requestid) » E{TARHEBIRHILRERI Requestid.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DeleteVpcAclRule

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteVpcAclRule
<AHFERSEH>

{

"GroupId": "fwmrg_aussbmarr2",
"RuleIds": [
"e831l4eac—-7313-4be5-83fc-1a2e05362f1d",
"1293a7fa-b6ee-4243-9429-8e690ce92057"

"Response": {
"RequestId": "6c4d
}

}

5. FREHR

M= APl £&

Sl APl & R&& API XY, $5iR68. APl Explorer & SDK SZERENA—EATFEE, HEEMNE—AOZGRERMET
=IRMHAYFRE API BRS3 .

API Inspector

HFEEE AP| Inspector BERHAE—SIRIEXEEN AP EEER, FEIERSESIRARN AP £53, thagid API
Explorer #{31E&iEH

SDK

= API 3.0 IR TEEMAATERE (SDK) , XISSMRIZEIES, EHESERAM API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
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+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSFIR
» Tencent Cloud CLI 3.0

6. FHiR6G

ARSI 7Ok SsiZigtEXREIRD, EtBiRiBiER AHER5E,
HHi=t ik
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EOfR

EOEKRIESZ: fwm.tencentcloudapi.com ,
#ilVPC ACL#IN%IZE
ERAZEOIERITZRIRE: 200%/F .

#EFE(ER API Explorer

APl Explorer {2t TEZIFAA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASHNROS
RLAR Bz SDK ERTA.

2. BN2Y
UTFERSHIIFRIIE TEOBRSYNTIAHSEY, REAHSHIIRR ~AHiERSH,
SHEM W% E- il i35
Action = String 22, XEOBYE: DescribeVpcAciRules,
Version = String rESH, XEORE: 2025-06-11,
Region B String ~HSY, WSYHEESH.
- . MUEID
Groupld = String FBHE: fwmrg_abc123xyz
Filters.N & Array of CommonFilter e
< (mizE
Offset B Integer =GlE: 0
- . e
Limit B Integer =@IE: 20
3. e
BHEM bS] faik
Array of —
Rules VpcAclRuleResp Mz
TotalCount Integer 2
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://cloud.tencent.com/document/api/1812/133595#VpcAclRuleResp
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeVpcAclRules

O BHS

SHBW i)

AllTotalCount  Integer

Requestid String

4. 7
=GN ZVPC HMUFIH

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeVpcAclRules
<AHRiERSH>

{

"GroupId": "fwmrg-yltolsxma7",
"Filters": [

{

"Name": "RuleId",

"Values": [

"2ceddffe"

1,

"OperatorType": 9

"Response": {
"AllTotalCount": 3,
"RequestId": "f
"Rules": [

{

IRIFRE: BR=ItE (It ) BRSEATF

iR
~fE: 20

FTEREE
=EE: 21

E—iER ID, HIRSIRER, SREREBEIEE (EFiFREEMRERER
XBRSSiR, WiZRBERAFRIRE Requestld ) . EfUiDRITEERAZIR

iEKHY Requestld,

8147 #£267]W
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"CreateTime":
"Description":
"DestContent":
"DestType": "net",
"DnsParseCnt": O,
"EdgeId": "ALL",
"FwGroupId": "ALL",
"IpVersion": "ipvée",
"ParamTemplateId": "",
"Port": "-1/-1",
"Protocol": "ANY",
"RuleAction": "ac
"RuleId": "2ceddffe—-a328-4bdf-af5f-al
"Sequence": 3,
"SourceContent": "::/C

"SourceType": "net",

"UpdateTime":
}

1,
"TotalCount":
}

}

5. FEEHER

BR= APl &

[Eiflz API SE5 248 API XX, $8iR18. APl Explorer } SDK FRFEHS—ERTE, HEENE—AOEARERER
=RHERIERE API BRSS

API Inspector

BPTiEE AP| Inspector BERHIAGE—SIRIEXIN AP ERER, HEIIERSESIRARN API 813, tBagiE API
Explorer #3172 .

SDK

= API 3.0 B TERENFLTEE (SDK) , ISSHREIZES, LEHEAR API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

IRIFRE: BR=ItE (It ) BRSEATF 148 #267)


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
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+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0

6. FHiRE

ZEOE XTI SSZIEEXAERD, HEtEREIER 2HER0E,
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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RUARE=NER SDK RRTG.

2. B NSH

UTBERSEFIRFILE TEROBRSENTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM Wi E- il 130
Action = String ~HSH, AEORE: ModifyVpcAclRule,
Version = String ~HESY, REOBRE: 2025-06-11,
Region & String ~HSY, WSHARESH.
= . MUEID
Groupld = String FBIHE: fwmrg_abc123xyz
Rule = VpcAclRule iy
3. ey
SHEM E-Sic] ik
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POST / HTTP/
Host: fwm.te
Content-Type
X-TC-Action:
<PHLERSE>

{

"GroupId": "
"Rule": {
"SourceConte
"SourceType"
"DestContent
"DestType":
"Protocol":
"RuleAction"
"OrderIndex"
"EdgeId": "a

"FwGroupId":

1.1
ncentcloudapi.com
: application/json

ModifyVpcAclRule

fwmrg_aussbmarr2",

nt": "10.10.0.0/16",
g meie",

": "0.0.0.0/0",
"net",

"ANY",

: "drop",

3 2,

11",

"ccn-cOgmmO31",

"RuleId": "1293a7fa-b6ee-4243-9429-8e690ce92057",

"Port": "-1/
"Description
"ParamTempla
"BelongMembe
s

"Response":
"RequestId":
}

}

71",
". "tWO“,
teId": "",

rId": "1300448058"

{
"0c3001bf-d642-4dae-8062-b5cd60
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API Inspector
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151426731



https://cloud.tencent.com/api

O BHS

BRAEEE AP| Inspector BERHAE—SIREXBN AP RAER, HEERSESIRALN API 413, tBagiE AP
Explorer #17EZIRIR

SDK
= API 3.0 Rt TERENMALATIRE (SDK) , ZHSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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. RS

ARSI 7Ok SsiZigtEXREIRE, EfSiRiBiER AHEiR0E,
$HiRt ik
FailedOperation BRERM

IRIRERE: BR=ITE (1bF) BRSEAE

£152 $#£267:)


https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT it

VPCiaFRNIHEF

miEEFESE: 2026-07-06 15:58:32

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
AEVPC ACLIRM{RSERIRE
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. B NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHE i R ik
NitsH, 2= .
Action = String AHSY, FEONE

ModifyVpcAclRuleSequence,

Version = String ~EsH, FEORE: 2025-06-11,
Region S String ~HBH, WSHATESH,
. MLEID
I =
Groupld = String aBIE: fwmrg_abc123xyz
= Array of o=
Sequences.N 2 FSiEESIE
Sequencelndex
3. mitiaH
BHEMmM E- i) iR

W—iEXK ID, HIRSIRER, SRXERBIRD (EFEREEMRERERERSM, WiZXi5

Requestld  String . ~sk8 Requestld ) . EAITEIIESIRHIZKERE Requestid.

4.
1 VPC MNP NI B

IRIFRE: BR=ItE (It ) BRSEATF £5153 267


https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SequenceIndex
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyVpcAclRuleSequence

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyVpcAclRuleSequence
<PHERSH>

{

"GroupId": "fwmrg_aussbmarr2",
"Sequences": [

{

"OrderIndex": 1,
"NewOrderIndex":
by

{

"OrderIndex": 2,
"NewOrderIndex":
by

{

"OrderIndex": 3,

"NewOrderIndex":

"Response": {

"RequestId": "3034a6c8-1bcd-4ed4e-b69b-allblde8b79e"
}

}

BR= APl &

Bl AP| F£5 B4&E APl XX#. $HiR8. APl Explorer % SDK R FENA—EBTES, HEEGNE—AOEDRERBT
=RERIERE API BRSS -

API Inspector

IRIFRE: BRzITE (165 ) BRSEAS 55154 #£267:m



https://cloud.tencent.com/api

O BHS

BRAEEE AP| Inspector BERHAE—SIREXBN AP RAER, HEERSESIRALN API 413, tBagiE AP
Explorer #17EZIRIR

SDK
= API 3.0 Rt TERENMALATIRE (SDK) , ZHSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT it

SRERSHrEXEO
SRS+~ meEEXEStitT

IEEFAYE: 2026-07-06 15:58:26

1. #OfE

EOEkEF: fwm.tencentcloudapi.com ,

EAWS+FREENESRT, RKSSHRES~ RIS RERE . FBIXEY . BiE, REFERESFER, STHHEKS
B/ IDERIUARNERFEN . (NEBRIKRFIRTHIE

AUAMEOIERINRIRG: 200R/% -

#EE(EA API Explorer

APl Explorer {2t TEZIFARA . ERWIE. SDK BBEMMRFEERZEOFEN . BAUEESXARNERASHNROS
RLAR Bz SDK ERTA.

2. NS
UTBERSHFIFRVFILE TEOBRSYUNT S AHSY, SEAHRSHIIRR AHERSEH,
SHBWR Wik B iR
Action = String AHSH, FEORE: DescribePolicyRiskAccountProductStats.
Version = String ~HSH, FEORYE: 2025-06-11,
Region & String AHSH, WSHHTESH,

BEKD, EKSHR, #FHiA20, &X100

. -
Limit B Integer =GIE: 20
- PRwE, EAO
Offset S Integer =GIE: 0
TRERHIIR, ZIFNHIEFER: AccountName (IKSZFRERIHEER ) |
Array of

Filters.N & Accountld (IkSUinf5fiE3 ) . OnlyUntreated ({REFEX, EH1

CommonFilter BH4E% ) . OnlyOverdue (BRI, ERIRTER )

3. ts®
SHEWN Ry ik
AccountStats Array of WSS ERRESRITIZR
AccountStatsGroup iFE: WFEREAERE null, BREAIEHIE.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://cloud.tencent.com/document/api/1812/133595#AccountStatsGroup
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribePolicyRiskAccountProductStats

O BT it

SHEM ESid] iR
HERHNRS S
TotalCount Integer SEIE: 10
BT RIFHERIMK S &L
OverdueAccountCount Integer SBIE: 2
B RIFERIF= mEL
OverdueProductCount Integer =BIfE: 2
W—i5K ID, HIRSIKRER, BRIEREIIRE (Hi5EKE
. Hith[FEREEKIARSS iR, WIZXIERFLIKRE
Requestid String

Requestld) . EfiinEIHERHBIZRIEKRA
Requestld.

4. 76
N ERRFEN

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats

<RHEHIFRSE>

{

"Filters": [

{

"Name": "OnlyUntreated",
"Values": [

wqn

I

"OperatorType": 7

"Response": {

"AccountStats": [

IRIFRE: BR=ItE (It ) BRSEATF 58157 #£267:m



{

"Member": |

"AppId": "1300448058",

"MemberId": "mem-1300846651-100011616646",
"Nickname": "KFZIE",

"Uin": "100011616646"

br

"ProductStats": [

{

"IgnoredRiskCount": 55,

"LastCheckTime": "2026-03-26
"PolicyCount": 1151,

"Product": "sg",

"ProductName": "&ZEH",

"RectifyRate": "0%",

"TotalRiskCount": 152,

"TreatedRiskCount": O,
"UntreatedRiskCount": 97

by

{

"IgnoredRiskCount": O,
"LastCheckTime": "2026-03-09 19:42:49",
"PolicyCount": 34,

"Product": "enterprise_sg",
"ProductName": "fMZFLA",
"RectifyRate": "0%",

"TotalRiskCount": 4,
"TreatedRiskCount": O,

"UntreatedRiskCount": 4

1,
"UntreatedRiskCount": 101

1,

"RequestId": "d4f449f9-921c-43ad-a9%7a-edb27a2d685a",
"TotalCount": 1

}

}

P12 EUERRER

BTG
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POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats
<AHFERSEH>

{

"Filters": [

{

"Name": "OnlyOverdue",
"Values": [

"i"

1,

"OperatorType": 7

"Response": {
"AccountStats": [

{

"Member": {

"AppId": "1314503630",

"MemberId": "mem-1300846651-100027980407",

"Nickname": "jUiKERI]",

"Uin": "100027980407"
by

"ProductStats": [],
"UntreatedRiskCount": 0
by

{

"Member": {

"AppId": "1300846651",
"MemberId": "mem-1300846651-100011949846",
"Nickname": "EEFENEFE",
"Uin": "100011949846"
br

"ProductStats": [],

IRIFRE: BRzITE (165 ) BRSEAS 55159 #267m




"UntreatedRiskCount":

by

{

"Member": {

"AppId": "1327492904",
"MemberId": "mem-1300846651
"Nickname": "fengggian",
"Uin": "100037509558"

by

"ProductStats": [],
"UntreatedRiskCount": 0

b

{

"Member": {

"AppId": "1315399711",
"MemberId": "mem-1300846651
"Nickname": "ZET",

"Uin": "100028671395"

by

"ProductStats": [],
"UntreatedRiskCount": 0

by

{

"Member": {

"AppId": "1314933167",
"MemberId": "mem-1300846651-100028354982",
"Nickname": "/DEERY",

"Uin": "100028354982"

by

"ProductStats": [],

"UntreatedRiskCount": 0

I
"RequestId":
"TotalCount":
}

}

I3 ERKS -+ mERERRLT

BTG
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POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats
<AHFERSEH>

{
"Limit": 20,

"Offset": O

"Response": {
"AccountStats": [

{

"Member": {

"AppId": "1300448058",
"Uin": "100000009710",
"Nickname": "cfw-test",
"MemberId": "member-001"
by

"UntreatedRiskCount": 20,
"ProductStats": [

{

"Product": "enterprise_sg",
"ProductName": "fEMlZTLA",
"PolicyCount": 200,
"UntreatedRiskCount": 20,
"TotalRiskCount": 30,
"TreatedRiskCount": 5,
"IgnoredRiskCount": 5,
"RectifyRate": "0%",
"LastCheckTime": "2025-10-22 10:00
by

{

"Product": "sg",

"ProductName": "ZEH",

"PolicyCount": 100,

"UntreatedRiskCount": 0O,

IRIFRE: BRzITE (165 ) BRSEAS 516126731




"TotalRiskCount": O,
"TreatedRiskCount":
"IgnoredRiskCount": O,
"RectifyRate": "ToEEEM",
"LastCheckTime": "2025-10-22 10:00
}

]

by

{

"Member": {

"AppId": "1300846651",
"Uin": "100000009711",
"Nickname": "cfw-test2",
"MemberId": "member-002"
by

"UntreatedRiskCount": 1,
"ProductStats": [

{

"Product": "sg",
"ProductName": "ZRA",
"PolicyCount": 20,
"UntreatedRiskCount": 1,
"TotalRiskCount": 1,
"TreatedRiskCount": O,
"IgnoredRiskCount": O,
"RectifyRate": "0%",

"LastCheckTime": "2025-10-22 10:00

"TotalCount": 2,

"RequestId": "XXXXXXXX—XXXX—XXXX—XXXX—XXXXXXXXXXXX"
}

}

B4 IREVInZE

BATHI

POST / HTTP/1.1

Host: fwm.tencentcloudapi.com
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Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats
<RHFERSEH>

{

"Filters": [

{

"Name": "Uin",
"Values": [
"100011616646"

1,

"OperatorType": 9

"Response": {

"AccountStats": [

{

"Member": {

"AppId": "1300448058",

"MemberId": "mem-1300846651-100011616646",
"Nickname": "KFZIE",

"Uin": "100011616646"

by

"ProductStats": [

{

"IgnoredRiskCount": 55,
"LastCheckTime": "2026-03-26 15:29:52",
"PolicyCount": 1151,

"Product": "sg",

"ProductName": "ZTZEH",

"RectifyRate": "0%",
"TotalRiskCount": 152,
"TreatedRiskCount": O,
"UntreatedRiskCount": 97
by

{

"IgnoredRiskCount": O,
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"LastCheckTime": "2026-03-09 19:42:49",
"PolicyCount": 34,

"Product": "enterprise_sg",
"ProductName": "fENEFSA",
"RectifyRate": "0%",

"TotalRiskCount": 4,
"TreatedRiskCount": O,

"UntreatedRiskCount": 4

1y
"UntreatedRiskCount": 101

1,

"RequestId": "deO07f£f51-a85e-4
"TotalCount": 1

t

}

215 RIEMSIRHR IS

BTG

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats
AHIFTRSH>

{

"Filters": [

{

"Name": "Nickname",

"Values": [

-
nwisn

1,

"OperatorType": 9

IRIFRE: BRzITE (165 ) BRSEAS 55164 £267:m




"Response": {

"AccountStats": [

{

"Member": {

"AppId": "1300448058",

"MemberId": "mem-1300846651-100011616646",
"Nickname": "KZ=ZIE",

"Uin": "100011616646"

by

"ProductStats": [

{

"IgnoredRiskCount": 55,
"LastCheckTime": "2026-03-26 15:29:52",
"PolicyCount": 1151,

"Product": "sg",

"ProductName": "ZEH",

"RectifyRate": "0%",

"TotalRiskCount": 152,
"TreatedRiskCount": O,
"UntreatedRiskCount": 97

b

{

"IgnoredRiskCount": O,

"LastCheckTime": "2026-03-09 19:42:49",
"PolicyCount": 34,

"Product": "enterprise_sg",

"ProductName": "®EAZLH",

"RectifyRate": "0%",
"TotalRiskCount": 4,
"TreatedRiskCount": O,

"UntreatedRiskCount": 4

1,
"UntreatedRiskCount": 101

1,

"RequestId": "09c2396d-5a7f-4d0b-b54d-eaallf0729£f1",
"TotalCount": 1

}

t
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O BAT

2516 BRIAER

BTG

POST / HTITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribePolicyRiskAccountProductStats
<AHIERSH>

{3

{

"Response": {
"AccountStats": [

{

"Member": {

"AppId": "1300448058",
"MemberId": "mem-1300846651-100011616646",
"Nickname": "KZ=ZIE",
"Uin": "100011616646"

br

"ProductStats": [

{

"IgnoredRiskCount":
"IsOverdue": true,
"LastCheckTime": "2026-03-26 15:29:52",
"PolicyCount": 1151,
"Product": "sg",
"ProductName": "&TERA",
"RectifyRate": "0%",
"SubcategoryIds": [
"risk_port_ssh_22",
"inbound_accept_any",
"exact_duplicate_rules",
"merge_rules",
"risk_port_rdp_3389",
"risk_port_20_21",
"overridden_rules"

1,

IRIFRE: BRzITE (165 ) BRSEAS 55166 £267m




"TotalRiskCount":
"TreatedRiskCount":
"UntreatedRiskCount": 97

b

{

"IgnoredRiskCount": O,
"IsOverdue": true,
"LastCheckTime": "2026-03-27 11:47:27",
"PolicyCount": 46,
"Product": "enterprise_sg",
"ProductName": "fEMZTEA",
"RectifyRate": "TGEREM",
"SubcategoryIds": [],
"TotalRiskCount": 24,
"TreatedRiskCount": 24,

"UntreatedRiskCount":

1,

"RectifyRate": "14%",
"UntreatedRiskCount": 97

br

{

"Member": {

"AppId": "1300846651",

"MemberId": "mem-1300846651-100011949846",
"Nickname": "£E¥ENEEE",

"Uin": "10001194984¢6"

by

"ProductStats": [],

"RectifyRate": "TGCEREM",
"UntreatedRiskCount": 0

by

{

"Member": {

"AppId": "1327492904",

"MemberId": "mem-1300846651-100037509558",
"Nickname": "fengggian",

"Uin": "100037509558"

by

"ProductStats": [],

"RectifyRate": "o,

"UntreatedRiskCount": 0

Hy

IRIFRE: BRzITE (165 ) BRSEAS 58167 #£267:m




{

"Member": |

"AppId": "1315399711",
"MemberId": "mem-1300846651-100028671395",
"Nickname": "ZEI",
"Uin": "100028671395"

br

"ProductStats": [],
"RectifyRate": "TGEREM",
"UntreatedRiskCount": 0
by

{

"Member": {

"AppId": "1314933167",
"MemberId": "mem-1300846651-100028354982",
"Nickname": "/DEERF",
"Uin": "100028354982"

by

"ProductStats": [],
"RectifyRate": "FToEREEM",
"UntreatedRiskCount": 0
Hy

{

"Member": {

"AppId": "1314503630",
"MemberId": "mem-1300846651-100027980407",
"Nickname": "UHKEBIT",
"Uin": "100027980407"

by

"ProductStats": [],
"RectifyRate": "TCEREM",

"UntreatedRiskCount":

1,

"OverdueAccountCount": 6,

"OverdueProductCount": 2,

"RequestId": "6f57db6e-44a6-4d70-9fae-4b%eef649b3b",
"TotalCount": 6

}

}

5. AR ERR
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M= APl £&

Bifl= AP F& 248 API X#4, $8i813. APl Explorer & SDK & BENA—EIFE, HEENE—AOZORERBET
=IRMHAYFRE API BRS3 .

API Inspector

HAFEi&iE AP| Inspector BERHIAE—SIREXEN AP ERER, FEEMZIESIRAN API £53, thagidE API
Explorer #17EZIRIR

SDK

= API 3.0 IR TEREMAATERE (SDK) , XISSMRIZEIES, EHESERAM API,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. #EOfE

EOEKRIESZ: fwm.tencentcloudapi.com ,
BiRBAENE S LRI R, B SZERERMUEE . LERE. BUEEFER
ERAZEOIERITZRIRE: 200%/F .

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RUARE=ER SDKRRTHG.

2. A
UTFERSHIIFRIIE TEOBRSYNTIAHSEY, REAHSHIIRR ~AHiERSH,
SHEM Wik R ik
Action = String 225, XEOBE: DescribeRiskCategoryStats.
Version = String ~HSE, FEORE: 2025-06—11,
Region B String ~HBH, WSHATESH,
I KRN ERIN20
Limit & Int ’
imi S nteger =BIE: 20
TRigS B
Offset B Integer gazg??’”ﬁwo
. PR
a
Product - String TBHE: EnterpriseSG
Filters.N B Array of . TEiEEE
CommonfFilter
HEF=EZ: "RuleCount”, "TreatedCount”, "IgnoredCount”,
By B String "UntreatedCount", "DisposalRate"
7Bl{E: UntreatedCount
ﬁ
Order B String MBU:

TBUE: asc

F&EId

_ .
Memberld &  String FHUE: mem-1300846651-100011616646
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https://cloud.tencent.com/document/api/1812/133599
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3. Biti=

BHEM E5ic) 1::3%
iliobs ot
Total Integer SOIE: 8
Array of ste gy
Data RiskCategoryltem RIgAXMGIIIE

H—i5K ID, HIRSiHER, SRERIIRE ( Bi5KEEMFEERLERX
Requestld  String IRSSim, MiZRERFEIKE Requestld ) . EMORITEEIREIZRIEK
#9 Requestld,

4. 761

N EAREH RN 25t IE
BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskCategoryStats
<PERSH>

{

"Product": "enterprise_sg",

"MemberId": "mem-1300846651-100011616646"

"Response": {

"Data": [

{

"CategoryId": "deviate_ line",
"CategoryName": "REHEZL(REHMM",
"Description": "ENEIAREBITIRN, SEEEX",
"DisposalRate": O,

"HasRisk": 1,

"IgnoredCount": O,

"RemediationStatus": "Inco

IRIFRE: BR=ItE (It ) BRSEATF $F171 H267]


https://cloud.tencent.com/document/api/1812/133595#RiskCategoryItem

"RiskLevel": 2,

"RiskLevelName": "E%ﬁi",

"RuleCount": 1,

"SubcategoryId": "inbound_accept_any",

"SubcategoryName": " ABZ2BITIRN",

"Suggestion": "IMBINELMITAN, BELKA . BIRBLSTHFRRBEAN, FIESEEEHRUE
. ",

"TreatedCount": O,

"UntreatedCount": 1

b

{

"CategoryId": "invalid_rule",

"CategoryName": "FGFRM",

"Description": "HINIXEXAYERFELHI. HUHER . FEGFEFERSHEEDHESIPMER",
"DisposalRate": O,

"HasRisk": 1,

"IgnoredCount": O,

"RemediationStatus": "Incomplete",

"RiskLevel": 2,

"RiskLevelName":

"RuleCount": 1,

"SubcategoryId": "loss_of_effect_rules",

"SubcategoryName": "ZLRFHIN ",

"Suggestion": "fEUEIFENIREXRIZF LG, HENR . HBRRIFEFIRIRCHEBO MR . EINEIEMFRZTBHR
| P

"TreatedCount": 0,

"UntreatedCount": 1

by

{

"CategoryId": "invalid_rule",

"CategoryName": "JFGRFRNI",
"Description": "MNIE#HAEEESHIMNES",

"DisposalRate":

"HasRisk": 1,

"IgnoredCount":

"RemediationStatus": "Incomplete",

"RiskLevel": O,

"RiskLevelName": "{&f@",

"RuleCount": 2,

"SubcategoryId": "overridden_rules",

"SubcategoryName": "{RS{tE=RN",

"Suggestion": "fENEIMNEHMCRESHIMVES . BHIFHBEZRIZZIIN, ",

"TreatedCount": O,

IRIFRE: BRzITE (165 ) BRSEAS $172 H267]




"UntreatedCount": 2

I,

"RequestId": "11a97

"Total": 2
i
}

5. FRERR

BR= APl £&

Bl AP £5 B4%E APl X, $HiRt3. APl Explorer % SDK FRFHNSR—E®ITES, HEEGNE—AOEARERBR
=RERIERE API BRSS -

API Inspector

BRFEEE AP| Inspector BEEHAE—SIREXBN APLRRABR, HEDNERZESIRARN API {£83, tBaTgiE AP
Explorer #{31E&iEiH

SDK
= API 3.0 Rt TERERMALATIRE (SDK) , ZFSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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6. fEiRG
BAT P T IO SBIEAXAOIRIS, RSN AEm,

=g
InternalError
InvalidParameter

InvalidParameterValue
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
EiAFFAEARNAYSRES T
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TTEZIFAA . ERWIE. SDK BEMMRFEREOFEN . BAEESXARNERASTNEROS
RURBzER SDK EARZH.

2. BN2Y
TFERSHIIFRGIE TEOBRSYNHI LS, REAHSHIIRR ~HiERSH,
SHEM W4iE E-Sic] iR
Action = String ~HSH, AEOBYE: DescribeRiskList,
Version = String rESH, XEOBRE: 2025-06-11,
Region B String rESH, KSHHESH,
- - SRR
Limit = Integer =GIE: 100
Offset = Integer a{izz 0
. e TS
P a=
roduct - String TBHE: EnterpriseSG
Filters.N & Array of CommonFilter TSR
. HFLT
-
Order S String =GlE: desc
. HEFFFER
B a
y - String BHE: FoundTime
Memberld B String ARld

~BE: mem-1300846651-100011616646
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#CommonFilter
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeRiskList
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3. Biti=

BHEM E-Sic] 130
. . Array of N
PolicyRiskLst PolicyRisk R ETIES
SREBITIRREL
Total Integer =GIE: 0
W—igXK ID, HIRSinER, SREREBIIRE (HiEREHREREEHRILIRS
Requestid String i, MiZRBEKRF LIS Requestld ) . BRI HEERMIZRIERE
Requestid.
4, 761
7PN EQAFPREHNA SRR

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskList
<AHFRSE-

{

"Limit": 10,

"Offset": O,

"Product": "enterprise_sg",

"MemberId": "mem-1300846651-100011616646"

"Response": {
"PolicyRiskLst": [
{

"Direction": "Egre
"DisposalTime": "",
"FoundTime": "2
"Id":

"Product": "enterpr

IRIFRE: BR=ItE (It ) BRSEATF 8175 #£267]m


https://cloud.tencent.com/document/api/1812/133595#PolicyRisk

"RiskCategory": "deviate_baseline",

"RiskFeature": "inbound_accept_any",

"RiskLevel": 2,

"RiskReason": "108275fIFANIGERISID, SBEEK",

"RiskSubCategory": "inbound_accept_any",

"RuleCount":

"RuleType": "ACCEPT",

"SgId": [

1,

"SgRuleId": [

"108275"

1,

"Status": O,

"Suggestion": "{RUEIAMERATRN, EEEX. BIRIEWSSEFERFERN, 4B CELURHRNIE
by

{

"Direction": "Egress",
"DisposalTime": "",
"FoundTime": "2026-03-02 22:22:33",

"Id": "alOb189d0974f4f1b4£f04£c98187£fc4d",
"Product": "enterprise_sg"

"RiskCategory": "invalid_rule",

"RiskFeature": "loss_of_effect_rules",

"RiskLevel": 2,

"RiskReason": "",

"RiskSubCategory": "loss_of_effect_rules",

"RuleCount":

"RuleType": "ACCEPT",

"SgId": [

I

"SgRuleId": [

"164108"

1,

"Status": O,

"Suggestion": "fEEIFINKERAYRFSER] . HUHENR . SFRIFERIREWEI MR, BNEEBIFRZIZHM,
by

{

"Direction": "Egress",

"DisposalTime": "",

"FoundTime": "2026-03-04 17:58:

IRIFRE: BRzITE (165 ) BRSEAS 58176 #£267:W




"Tdr:

"Product":

"RiskFeature": "overridden_rules_by:108

"RiskLevel": O,

"RiskReason": "IN (fiF ::/0 —> 2400: 0:101c: 1:0: 9:d41f:ANY (ANY) ) B 7 15(&k
FeRAm ",

"RiskSubCategory": "overridden_rules",

"RuleCount": 2,

"RuleType": "ACCEPT",

"SgId": [

1,

"SgRuleId": [

"Status": O,

"Suggestion": "{ZMEMNSHEMERESHRUES . BIIFEEZIITIHM,

1,

"RequestId": "L

"Total": 3
}
}

5. FRERR

BER= APl &

Eifl= API & 2448 API X#4. $8iRf8. APl Explorer & SDK & BENA—BAFR, HESNE—AOZGRERBIT
=IRHAIFRE APl BRSS .

API Inspector

P& API Inspector BEEIEFIAE—SIRMEXER AP ERBR, FEMERSIESHRAEN API {18, tBaaiiE API
Explorer #{7EZEIH

SDK

= API 3.0 iRt TEENHALTEE (SDK) , XIFSMRIEIES, s6EHENERE AP,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
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Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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ARSI Tk SsiZigtEXREIRE, EtSiRiBiFER AHERE,
ERiRE3 faik
FailedOperation BRIEEM
ResourcelnUse BFEHMEA.
Resourcelnsufficient BREAE-
UnauthorizedOperation RIEBURIE
UnsupportedOperation BIERIS.
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https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
IRENSERI MBS NS

EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TTEZIFAA . ERWIE. SDK BEMMRFEREOFEN . BAEESXARNERASTNEROS
RUARE=NER SDK RRTG.

2. B NSH

UTBERSEFIRFILE TEROBRSYMTO2QHSY, RBEAHSHIIRR AHERSH,

SHEM Wi E- il i30S
Action = String AHSH, XIEOHBYE: DescribeRiskAnalysisDetails,
Version = String rES%, XEORE: 2025-06-11,
Region 5 String rESY, WSHHEESH,
. REEID
Id B t
= SUINg ZhE: ctw3
B R he SRSy ATLE
SearchType = String :lﬁlxi, analyzeSER#UE S, taskERIDIER
RBIE: analyze
. RRId
=
Memberld - String TBHE: mem-tencent-e4f32cfd87465a17
3. ey
SHEM ESic] 130

Array of

Ent iseS ityG Rul
nierprisesectntysroupuie AnalysisSgRulelnfoResp

MG ZEHRNFIZER

Array of

. i
SecurityGroupPolicy SecurityGroupRiskPolicy

MG g S HINFIER
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#AnalysisSgRuleInfoResp
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRiskPolicy
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeRiskAnalysisDetails

O BAT

SHBM

Status

EnterpriseSecurityGroupRulelPV6

Requestid

4., 7
2B IRENSCRS AT RURTFE

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

=i

Integer

Array of
AnalysisSgRulelnfoResp

String

X-TC-Action: DescribeRiskAnalysisDetails
<PRHERSEH>

{

"Id": "398d5185cb7c4b15¢44640a38£78d681",

"SearchType": "analyze"

"Response": {

"EnterpriseSecurityGroupRuleIPV6":

"RequestId": "0831ba3a-9
}
¥

HI2 EREEREN

BATHI

IRIFRE: BR=ItE (It ) BRSEATF

(1,

>d-4b1b-98e2-b92c2

1R

ISR, 19tniTHhiERE, 05
i EET
HIfE: 1

R Z2EIPVERNIFIZE

K—i5K ID, HIRSIRER, SIRIEKRED
&iR[E ( HiERERMEREREEIRIEIRS
i, WIZRBEBRFRIRE

Requestld) . EUiIMAITTEIREIZR
iB*KHAY Requestld.
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https://cloud.tencent.com/document/api/1812/133595#AnalysisSgRuleInfoResp

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeRiskAnalysisDetails
<AHFERSEH>

{
"Id": "77c4beabce631684079e8d6420d535ed",
"SearchType": "analyze",

"MemberId": "mem-tencent-e4f32cfd87465a17"

"Response": {

"RequestId": "l1l4e70aa5-d247-47a2-ba74-d67£5d405956b",
"SecurityGroupPolicy": [

{

"Action": "ACCEPT",

"AddressTemplate": {

"AddressGroupId": "",

"AddressId": ""

by

"CidrBlock": "0.0.0.0/0",

"Direction": "Ingress",
"IpveCidrBlock": "",

"ModifyTime": "2026-03-27 17:23:58",
"PolicyDescription": "cdasccsd",
"PolicyIndex": O,

TPeEETg TAILILT,

"Protocol": "ALL",

"Region": "ap-shanghai-fsi",
"SecurityGroupId": "",
"ServiceTemplate": {
"ServiceGroupId": "",
"ServiceId": ""

by

"Version": "3"

b

{

IRIFRE: BRzITE (165 ) BRSEAS 51812671




O BHS

"Action":
"AddressTemplate": {
"AddressGroupId": "",
"AddressId": ""

by

"CidrBlock": "",
"Direction": "Ingr
"Ipv6CidrBlock": "::/0",
"ModifyTime": "202
"PolicyDescription": ""
"PolicyIndex": 1,
"Port": "ALL",
"Protocol": "ALL",
"Region": "ap-shanghai-fsi",
"SecurityGroupId": "",

"ServiceTemplate": {

"ServiceGroupId": "",

"ServiceId": ""
b

"Version": "3"

5. FRERR
BRZ API &

Bl AP| F£5 B4%E APl X, $HiRt8. API Explorer % SDK ERFHNSR—E®ITE, HEEGNE—AOEARERBIT

Z=IRHAIFRE APl BRSS o

API Inspector

BPa@EE API Inspector BEEIEHIAGE—SIREXBN AP ERER, HEMERZIESHRAN API X3, tBaTgiE API

Explorer #{31E&iEiH

SDK
= API 3.0 Rt TERENALATIRE (SDK) , ZFSMRIZIES, sEEHEEAR APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go

O BHS

Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. fEiRMB
ZIEOEFELSBBRRNERG, HEERLEE A5E20,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT it

HYH 2 B SR e XL P

I EFESE: 2026-07-06 15:58:26

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
BNiH B ES R AR MS

EOMECIERIRZERE: 200R/% -

#EFE(ER API Explorer

API Explorer 12t T &AM . £250IE. SDK KBERIIRERTZOFED . BEESNARANEKRASTIIR
RUARBEIER SDK ERRE.

2. BN2Y
UTFERSHIIFRIIE TEOBRSYNTIAHSEY, REAHSHIIRR ~AHiERSH,
SHEM WA E-Sic] iR
Action = String ~rHESE, XEORYE: CancellgnorePolicyRisk,
Version = String ~HSE, FEOE: 2025-06—11,
Region 5 String rESYH, KSHHESH,
. o . REEID
Riskld = String =ElE: 1
. FRId
A
Memberld - String 7 BI{E: mem-tencent-e4f32cfd87465a17
3. s

SHEM £ iR

WE—iEXK ID, HIRSIRER, SRXERHBIRD (EEREEMFREKRERERSM, WiZXi5

Requestld  String o ~sk8 Requestld ) » EAITEIESIRHIZABRE Requestid.

4. 761
RO BUHRRRR

BATHI
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CancelIgnorePolicyRisk

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CancelIgnorePolicyRisk
<RHFERSE>

{
"RiskId": "fb7a6f3ccbcflde3lcb8ac9abble5b23"

"Response": {
"RequestId": "4d4
¥

¥

5. FRERR

A= API &

Bz APl 5 B&%E API XX, $5iIR18. APl Explorer } SDK FREHSA—ERTE, HEENE—AOEARERER
=RERIERE API BRSS

API Inspector

FPdi@EE AP| Inspector BEEHIAE—SIR(EXEN AP ARER, HEMERSIESIRAN API 53, BaFEiE API
Explorer #{7EZ&EIK

SDK
= API 3.0 Rt TEREMNFLRIRE (SDK) , XFSHRRIES, EESEIER APl

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIR
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
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» Tencent Cloud CLI 3.0

6. FHiRE

ARSI 7O SSiZigtEXREIRD, EthEiRiGiFER AHEiR0E,
T iR
DryRunOperation DryRun #{E, AFRBEXREESEMINE, RES(ET DryRun ¥,
FailedOperation BRIEEM .
ResourcelnUse BiFEH G-
Resourcelnsufficient BEFRE-
UnauthorizedOperation KRIEBURIE
UnsupportedOperation BEARZIS.
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BUEXIE S HESS

I EFESE: 2026-07-06 15:58:26

1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
BUEESREE RIS S HTESS

EOMECIERIRZERE: 200R/% -

#EFE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RLAR Bz SDK ERTA.

2. M NSH

UTERSEFIRFILE TEROBRSYEMNTOQHSY, RBEAHSHIIRR AHERSH,

SHEM Wi E-Sic] 3%
Action = String A2, FFEOHYE: CreateAnalyzePolicyTask,

Version = String rESH, XEORE: 2025-06-11,
Region B String rHSY, WSYHEESH,

- . R
Products.N = Array of String FBUE: ["EnterpriseSG","SG"]

. pk&Id FlZE

=

MemberldSet.N | & Array of SN = piE: ["mem-1300846651-100011616646']
3. s

BHEMm E-Sid] iz

ESIRTE , 1R HITH

I
Status nteger =lE: 1

E—iER ID, HIRSIRER, SREREBLIRE (FEREEMRERERERSRK, Wik

R tid Stri
eques N9 EF29%E Requestld) » ERITEHEEZHZRERE Requestid.

4, 7
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https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateAnalyzePolicyTask

O BHS

PN SIRERRESESS
BTG

POST / HTITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: CreateAnalyzePolicyTask
AHFRSH>

{

"Products": [
"sg"

1y
"MemberIdSet": [

"mem-1300846651-100011616646"

"Response": {
"RequestId": "552fd3c4-9f
}

}

5. FRERR
BRZ API &

Bz AP F£5 B4&E APl X, $HiRt8. APl Explorer & SDK FRFHNSR—E®ITE, HEEGNE—AOEARERBT

Z=IRHAIFRE APl BRSS o

API Inspector

BRFEIEE AP| Inspector BEEHGE—SIRMEXBR AP RRABR, HEMNERZIESIRAR API 53, tEaTaIE API

Explorer #{31E&iEiH

SDK
= API 3.0 R TEENALATIRE (SDK) , ZHSMRIZIES, sEEHEER APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java

O BHS

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BOTIR
» Tencent Cloud CLI 3.0

6. FHiR
AT 72O 3B EHEXAEIRE, BfthiiRBiFER AHEiR0,
HRiIRt
FailedOperation
ResourcelnUse
Resourcelnsufficient
UnauthorizedOperation

UnsupportedOperation

IRIFRE: BR=ItE (It ) BRSEATF

ik
BRERM
BiE#ER.
BEFRE
RIZEURE
BAEARSTS

55189 #267m


https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
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UTBERSEFIRFILE TEROBRSENTO2QHSY, RBAHSHIIRR 2HERSH,
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. MNBZFR
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rotpame | %= rng FOUE: "NATHRE -

= . FmZ#ER, BER cfw_nat_acl
Product = String FBHE: cfw_nat_acl
Rules.N = Array of NatAclRule FIEIIES
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SUERIMNIZEID

Groupld String FIE: fwmrg_abc123xyz
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4. 5%
61 SIRNAT #NE

BB

POST / HTIP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateNatAclRuleGroup

<PDEBERSH>

{

"GroupName": "one",
"Product": "cfw_nat

"Rules": [

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "TCP",
"RuleAction": "accept",
"OrderIndex": 1,

"Scope": "ap-shanghai",
"Direction": 1,

"Port": "-1/-1",
"Description": "zero",
"ParamTemplateId": ""

by

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",
"Protocol": "UDP",
"RuleAction": "accept",
"OrderIndex": 2,

"Scope": "cfwnat-e7ad7c24",
"Direction": 1,

"Port": "-1/-1",
"Description": "222",

"ParamTemplateId": "",
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"BelongMemberId": "1300448058"

Hy
{

"SourceContent": "0.0.0.0/0",

"SourceType": "net",

"TargetContent": "0.0.0.0/0",

"TargetType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 3,
"Scope": "ALL",
"Direction": 1,

"Port": "-1/-1",
"Description": "333",

"ParamTemplateId": ""

"Response": {
"GroupId": "fwmrg_wr
"RequestId":

}

}

5. FRERR
BR= AP| &

34d£d04"

Biflz APl 5 248 API XX, $8iR18. APl Explorer } SDK FREHS—ERTE, HEENE—AOEARERER

ZIRHAIFRE API BRSS .

API Inspector

RFai@EE AP| Inspector BEIEFIGE—SRIEXEXR AP ARRER, HEMEMSZIESIRA API 853, tBaJaiiE API

Explorer #3172

SDK

= API 3.0 R TEENALIRE (SDK) , SHSSMRIZIES, sEEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
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« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSTIR
» Tencent Cloud CLI 3.0
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KITRFIE T 2O SSiBIEHEXRNEIRD, EhiEiRBiFER AHERE,
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Prod t = t eSS _ -
rodue - String TBE: cfw_edge_acl
Rules.N B Array of EdgeAclIRulelnfo FUWIETIES
3. ey
SHEMm E-Sic] i

SUERIMNIZEID

Groupld String TBHE: fwmrg_abc123xyz
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4. =%
aH1 SUEEEEXRIBFAINIE

BATHI

POST / HTTP/1.1

Host: fwm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreatekEdgeAclRuleGroup

<REIFRSE>

{

"GroupName": "edge",
"Product": "cfw_edge_acl",
"Rules": [

{

"OrderIndex": 1,

"Direction": 1,
"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"TargetContent": "0.0.0.0/0",
"TargetType": "net",

"Port": "-1/-1",

"Protocol": "TCP",
"RuleAction": "accept",
"Description": "1212",
"Scope": "all"

by

{

"OrderIndex": 2,

"Direction": 1,
"SourceContent": "bj11",
"SourceType": "location",
"TargetContent": "cfwnat-e366d270",
"TargetType": "instance",
"Port": "-1/-1",

"Protocol": "TCP",
"RuleAction": "accept",
"Description": "3232",
"Scope": "all",
"BelongMemberId": "1300448058"
}
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"Response": {

"GroupId": "fwn

"RequestId": "fcb
}
}

5. FREHER

BR= APl &

Bz APl 5 B4E API XX, $5iR18. APl Explorer 2 SDK FREHA—ERTE, HEENE—AOEARERER
=IRERIERE API BRSS

API Inspector

BPTEE AP| Inspector BERHIGE—SIRIEXIN AP ERER, HEIIERSESIRARN API 813, tBagiE API
Explorer #{7EZ&FIK

SDK

= API 3.0 IRt TEREMFFRIEE (SDK) , HSHRIZIES, AEESHERER AP,

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
« Tencent Cloud CLI 3.0
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3. ey

SHEMm E-Sic] iR

BUERIMNIZEID
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1 eI vpc A

BTG

POST / HTITP/1.1

Host: fwm.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: CreateVpcAclRuleGroup
<AHERSH>

{

"GroupName": "222",
"Product": "cfw_vpc_acl",
"Rules": [

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"DestContent": "0.0.0.0/0",
"DestType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 1,

"EdgeId": "all",

"FwGroupId": "ccn-cOgmmO31",
TPertTg T=i/=i1",
"Description": "one",
"ParamTemplateId": "",
"BelongMemberId": "1300448058"
by

{

"SourceContent": "0.0.0.0/0",
"SourceType": "net",
"DestContent”: "0.0.0.0/0",
"DestType": "net",
"Protocol": "ANY",
"RuleAction": "accept",
"OrderIndex": 2,

"EdgeId": "all",

"FwGroupId": "cfwg-e37£fa79c",
"Port": "-1/-1",
"Description": "2222",
"ParamTemplateId": "",

"BelongMemberId": "1300448058"
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"Response":

"GroupId":

"RequestId":

}
}

5. FREHR
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API Inspector

BFEEE AP| Inspector BERHAE—SIZ(EXEE AP EEER, FEIERSESIRARN AP £53, thagid API
Explorer #{3E&iEiH

SDK
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» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0
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https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
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1. EO#R

EOEREZ: fwm.tencentcloudapi.com .
SUEMNE (MUESE )
AOMECIERRZERE: 200%/% -

#EFE(ER API Explorer

APl Explorer {2t TEZIFARA . ERWIE. SDK BEMMRFERIEOFEN . BAEESXARNERASHNROS
RLAR Bz SDK ERTA.

2. 8)\2¥
UTFERSHIIFRGIE TEOBRSYNRR LS, REAHSYIIRT ~AHiERSH,
SHEM Wik KR iz
Action = String A3BH, FEOWE:
= CreateSecurityGroupRuleGroup.
Version = String ~HSH, FEOE: 2025-06-11,
Region & String ~HSY, WSHATRESH .
. FLRID
A
GroupName & String =GlE: "RG-13KAE"
= i)
Product B String ;?;Eio
Array of
= M5!
Rules.N - SecurityGroupRule IR
3. e

SHEM £ faiR

SUZRIMNIZEID

Groupld — StINg ~4a: fwmrg_abc123xyz

E—iEK ID, HIRSIRER, SRERBSEE (FEREHMRERERARSR, WiZRi5

R tid Stri
eques NI k7258 Requestld ) . ELAEHEBIZHLRERN Requestid.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#SecurityGroupRule
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=CreateSecurityGroupRuleGroup
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4. 5%
HH eUEMNE

BATHI

POST / HTIP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateSecurityGroupRuleGroup

<PDEBERSH>

{

"GroupName": "JFAFMizXeHL ",
"Product": "enterprise_sg",
"Rules": [

{

"IpVersion": "ipv4",
"SourceContent": "subnet-imemp5hz",
"SourceType": "instance",
"DestContent”: "0.0.0.0/0",
"DestType": "net",

"Protocol": "ANY",

Wiskenae W g Wil 2=hl W -
"ServiceTemplateId": "",
"RuleAction": "accept",
"Description": "1221",
"OrderIndex": 1,

"Scope": "SG",
"ProtocolPortType": O,
"BelongMemberId": "1302477603"
br

{

"IpVersion": "ipv4",
"SourceContent": "192.168.0.0/16",
"SourceType": "net",
"DestContent”: "0.0.0.0/0",
"DestType": "net",

"Protocol": "ANY",

"Port": "-1/-1",
"ServiceTemplateId": "",
"RuleAction": "accept",

"Description": "33333",

IRIFRE: BRzITE (165 ) BRSEAS 55203 #267:m




"OrderIndex": 2,
"SCOpe": "SG",

"ProtocolPortType": O

"Response": {

"GroupId": "fwmrc

"RequestId":
}
}

5. ARERR

BR= APl £&

Bl AP £5 B4&E APl XX#, $HiRt8. APl Explorer & SDK R FHNSR—EBTES, HEEGNE—AOEARERBT
=IRERIERE API BRSS -

API Inspector

BRAEEE AP| Inspector BEREHAES—SIREXBN APRRER, HEHERZESIRARN API {83, tBaTgiE API
Explorer #{31E&iEH

SDK
= API 3.0 Rt TEREMFLRIRE (SDK) , XIFSHRRIES, EELEIER APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
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https://cloud.tencent.com/document/product/440/6176
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1. EO#ER

EOEKRIESZ: fwm.tencentcloudapi.com ,
il S

EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

APl Explorer £t TEZIFARA . ERWIE. SDK BBEMMRFERIEOFEN . BAEESXARNERASNROS
RLAR Bz SDK ERTA.

2. I NSH

UTERSEFIRFILE TEROBRSYEMNTOQHSY, RBEAHSHIIRR AHERSH,

SHSWR Wi E i) iR
Action = String ~HE2H, XEOBYE: DeleteRuleGroup.
Version 2 String ~HSH, FEOE: 2025-06—11,
Region B String ~HSY, WSHARESH,
. MNAIdFIER

G Ids.N = A f St

rolipics = rray of String FIE: ["'RG-234JSES","RG-234JSES"]

3. e

SHSWR i) iR

W—i5XK ID, HIRSIRER, SRXERBIRD (EEREHMRERERERS, WiZXi5

Requestid Stri
au N9 gF2%%8 Requestld) » ERAEHEBRHIZRERL Requestid.
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https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DeleteRuleGroup

O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteRuleGroup

<RIHBFRSH>

{
"GroupIds": [
"fwmrg_7lonr9wtf2",

"fwmrg-ibmst8kv"

"Response": {

"RequestId": "46£f£3321-e595-4bd8-abal->5dl
}

¥

5. FRERIR

A= APl &

Bz APl & B4E API XX, $5iIRI8. APl Explorer } SDK FREHSA—ERTE, HEENE—AOEARERER
=IRERIERE API BRSS -

API Inspector

FPdi@E AP| Inspector BEEHIAE—SR(EXEN AP ARER, HEMERSESIRAN API {53, BaFEiE API
Explorer #{T7EZ&EIK

SDK
= API 3.0 R TEENALTIRE (SDK) , SHFSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
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https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
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+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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1. EO#R

EOEKRIESZ: fwm.tencentcloudapi.com ,
[ERNARES (MNESE)
EOMECIERIRZERE: 200R/% -

#EE(ER API Explorer

API Explorer 12t T &AM . £250IE. SDK KBERIIRERTZOFED . BEESNARANEKRASTIIR
RUARBEIER SDK ERRE.

2. B N2Y
UTFERSHIIFRIIE TEOBRSYNTIAHSEY, REAHSHIIRR ~AHiERSH,
SHEM Wi E-Sic] iz
Action = String AHSH, FEOBE: ModifyRuleGroup.
Version = String ~HSH, FEOE: 2025-06—11,
Region 5 String ~HSY, WSHARESH,
. MEZFR
A
Groupld B String =GlE: RG-8UJS2
< . MUBZFR
GroupName S String =GIE: BEMED
3. s

SHEM £ iR

WE—iEXK ID, HIRSIRER, SRXERHBIRD (EEREEMFREKRERERSM, WiZXi5

Requestld  String o ~sk8 Requestld ) » EAITEIESIRHIZABRE Requestid.

4. 7
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BATHI
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O BT it

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyRuleGroup
<AHIFERSE>

{
"GroupId": "fwmrg_ 3zo766tr76",

"GroupName": "gltest3"

"Response": {
"RequestId": "77¢
}

}

5. FRERR

Bz APl £&

Bl API F£5 B4&E APl X#. $HiR8. APl Explorer % SDK R FHNSA—EBTS, HEEGNE—AOEARERBIT
Z=IRHAIFRE APl BRSS o

API Inspector

FRFTEE API Inspector BEEEHIGE—SIRIEXBR AP ARBR, HEMERSIESIRARN API X3, tBaFiE AP
Explorer i#171EZiit o

SDK
= API 3.0 Rt TERERMALATIRE (SDK) , ZSSMRIZIES, sEEHEEAR API.

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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Action
Version

Region

Product
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PreStrategy.N

PostStrategy.N
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S
String
String

String

String

Array of String

Array of StrategyReq
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<> EER
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Requestld  String -~ sre Requestld) « ERIIEHESREZRERL Requestid.

4. 7
I IR TR

BTG

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: CreateStrategy
<RIHBFRSH>

{

"Product": "enterprise_sg",
"ReceiveAccount": [
"100011616646"

1,

"PreStrategy": [

{

"GroupId": "fwmrg-sygzgi8x",
"Sequence": 1

by

{

"GroupId": "fwmrg-5gxybcnr",
"Sequence": 2

}

1,

"PostStrategy": [

{

"GroupId": "fwmrg-6wgOb6j0",

"Sequence": 1
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"Response": {

"RequestId": "0517848f-ed4bf-419%e-a26a-72428"
}
t
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API Inspector
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SDK
= API 3.0 Rt TEREMFLRIRE (SDK) , XIFSHiRZIES, EESEIIER APl

Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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RUARBzh4ER SDK ER=RGI,
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UTFERSHIIRFIL T EOBERSHMDBLAHLSY, REAHSEIIRD AHiERSLH,
SHEM Wik B faik
Action = String ~rHE2E, XEOBE: DeleteStrategy.
Version = String ~ISH, FEOYE: 2025-06-11,
Region & String AHSH, WSHEHIESH,

LIS

Hgd
FBHE: ["fwmsid_tqupwhxyt1","fwmsid_296bree3jd"]

Strategylds.N B Array of String
3. ihaH
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POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DeleteStrategy

<IHFRSH>

{

"StrategyIds": [
"fwms-44n76118",
"fwms—-zz23s84d",

"fwms-nwwab678r"

"Response": {
"RequestId": "6
}

}

5. FREHR

M= APl £&

BIfl= AP F& 248 API X#4. $8iR13. APl Explorer & SDK $&BENA—ENTE, HEGNE—AOZDRERBER
=IRHAYFRE API BRS3 .

API Inspector

HFEEE AP| Inspector BERHAE—SIRIEXEEN AP ERER, FEERSESIRARN AP £53, thargid API
Explorer #{31E&iEH

SDK

= API 3.0 IR TEREMAATEHE (SDK) , XISSHMRIEIES, EHESERAM API,

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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APl Explorer {2t TEZIFARA . ERWIE. SDK BEMMRFERIEOFEN . BAEESXARNERASHNROS
RLAR Bz SDK ERTA.

2. B NSH

SHEM Wik ESic] iR
Action = String AHSH, XEOBYE: DescribeStrategies,

Version = String ~sy, XEORE: 2025-06-11,
Region B String AHSH, WSHATESH,
. [l i)
Product B t
roaue - String 7B{E: secgroup
ExecArea = String ifanLi.t: pre2aiX, post 2EK
~BIE: pre
Filters.N & Array of CommonFilter THIESRM
- - SREREY
Limit B Integer =@IE: 100
lmigE
Offset B Int —
se 5 nteger =BIE: 0

3. tha®y

SHEM i i

TotalCount Integer 25
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SHEM i)
. Array of
Strategies StrategyResp

Requestid String

4. 7
I ERSREETIR

BATHI

POST / HTTP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeStrategies
<AHRiERSH>

{

"Product": "enterprise_sg",
"ExecArea": "pre",
"Filters": [

{

"Name": "GroupName",
"OperatorType": 9,
"Values": [

ESI2

"Limit": 10,

"Offset": 0

"Response":

"RequestId":

IRIFRE: BR=ItE (It ) BRSEATF

A
=~BIE: 102

REETIE

E—iER ID, HIRSIRER, SRERBSED (FERERFRERLERIXR
FBiw, WZRERFTRIKE Requestld) . EfiDRITEZ R HiZRIERR

Requestld.
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"Strategies": [

{

"CreateBy": "100011616646",
"CreateName": "KZTZIE",
"CreateTime": "2026-02-27 19:06
"ErrMsg": "",

"ErrorType": "",

"ExecArea": "pre",

"GroupId": "fwmrg-6wgOb6j0",
"GroupName": "FREIERZLEATER",
"ReceiveAccount": [

{

"Nickname": "KZ=ZIE",

"Uin": "100011616646"

1,

"RuleCount":

"RuleStatus":

"Sequence":

"StrategyId": "fwms-ms91jjvy",
"UpdateBy": "1000
"UpdateName": "Xk
"UpdateTime":

by

{

"CreateBy": "100011616646",
"CreateName": "KZTZIE",
"CreateTime": "2026-02-27 19:22:44",
"ErrMsg": "",

"ErrorType": "",

"ExecArea": "pre",

"GroupId": "fwmrg-6wgOb6j0",
"GroupName": "ARRIEREZLATE",
"ReceiveAccount": [

{

"Nickname": "KTFZIE",

"Uin": "100011616646"

1,

"RuleCount": 7,
"RuleStatus": 1,
"Sequence": 3,

"StrategyId": "fwms-vg93jilr5",
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"UpdateBy": "100011616646",

"UpdateName": "KZTZIE",

"UpdateTime": "20

1,
"TotalCount":
}

}
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SDK
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» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
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InternalError REREIR o
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RUARB=IER SDK iERRA.

2. BN2Y

LTERSHEIFR L TIEOBRSHNT O AHSEY, REAHSHIIRR ~HLiERSE,
SHEM Wik E-Sic] 130
Action = String ~HE2E, XEOBE: DescribeStrategy.
Version 2 String AHSH, FEOE: 2025-06—11,
Region B String rsY, WSYHHIESH,

~ . sBgId

Strategyld S String =GIE: SID-133

L
BHEM E- i) iR

Strategy StrategyResp  RE&I¥E

E—iEK ID, HIRSIHER, FRFERBPIERE (FEREREMRERERILRS L,

R tid tri
eques String MZRBERF 2518 Requestld ) . EIIEHESRHZRIER Requestld.
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133595#StrategyResp
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DescribeStrategy

POST / HITP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeStrategy
<AHIFERSE>

{
"StrategyId": "fwms-kmbf8avt"

"Response": {

"RequestId": "209ce0d3-c47f-49b9-936c-c35aa2966910",
"Strategy": {

"CreateBy": "100011616646",
"CreateName": "KZTZIE",
"CreateTime": "2026-02-27 19:22
"ErrMsg": "",

"ErrorType": "",

"ExecArea": "pre",

"GroupId": "fwmrg-5gxybcnr",
"GroupName": "gli{i@iEXEE ",
"ReceiveAccount": [

{

"Nickname": "KZ=ZIE",

"Uin": "100011616646"

1,

"RuleCount": 11,

"RuleStatus": 1,

"Sequence": 1,

"StrategyId": "fwms-—-kmbf8avt",
"UpdateBy": "100011616646",

"UpdateName": "KZTZIE",

"UpdateTime": "2026-02-27 19:52
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5. FRERR

A= APl &

[Eiflz APl SEE 248 API XX, $8iR18. APl Explorer } SDK FREHS—ERTE, HEENE—AOEARERER
=IRERIERE API BRSS

API Inspector

FFEEE AP| Inspector BEEEHES—SIREXER AP EAER, HEDERZIESIRAM API 13, tEaJgiE AP
Explorer #17ELE

SDK
= API 3.0 R TEEEMFLRIRE (SDK) , XIFSHRZIES, REESEIIER APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. xR

ARSI T Ok SsiZigtEXREIRS, EfSiRGFER AHER5E,
FRiRE3 fEiR
InternalError REREIR
InvalidParameter SHEEIR.
InvalidParameterValue SHEVEER.
ResourceNotFound BRAEFE.
ResourceNotFound.NotFound ResourceNotFound.NotFound
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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APl Explorer {2t TEZIFARA . ERWIE. SDK BEMMRFERIEOFEN . BAEESXARNERASHNROS
RLAR Bz SDK ERTA.

2. B NSH

SHEM Wi E-Sic] i35
Action = String 225, XEOBYE: DispatchStrategy,
Version = String A, FEOBE: 2025-06-11,
Region B String ~HBH, WSHATESH,
1:?&; 2'1:.”:

Stat B Int

atus 5 nteger =BlE: 1
Product & String P

TBHE: secgroup
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BHEM E- St ik
IREPRZES
Status Integer =GlE: 0
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4, 765

IRIFRE: BR=ItE (It ) BRSEATF 58226 £267m


https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=DispatchStrategy

O BT it

B TR
BWATH

POST / HTITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DispatchStrategy
<AHERSH>

{
"Status": 1,

"Product": "enterprise_sg"

"Response": {
"RequestId": "ef9bf807-£fa58-425e-b660-6a35462£281f

}
t

5. FRERIR

BR= API &

BTl API & 24548 API 3. (8218, APl Explorer & SDK SZENA—ERTE, HEEMNE—AOZORERBER
=IRHAYFRE API BRSS .

API Inspector

BPAEE AP| Inspector BERHIAGE—SIRIEXEN AP ERER, FEIIERSESIRARN API {813, tBagiE API
Explorer #{7EZ&EIK

SDK

= API 3.0 2t TRENFATESE (SDK) , ZISMEIRIES, EEAENREM APL,

» Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs

O BHS

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee
WeITIR

« Tencent Cloud CLI 3.0

6. FHiRtG
PATRRFI 7O 3B EHEXAEIRE, BfthiRGiFER AHEiR0,
ST
FailedOperation
InternalError
InvalidParameter
InvalidParameterValue
LimitExceeded
OperationDenied

ResourceNotFound
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https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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#EFE(ER API Explorer
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2. A
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SHEM 35 i) g
Action = String ~ESH, XEOBE: ModifyStrategy.
Version = String ~iEsH, FEORE: 2025-06-11,
Region B String ~HBH, WSHOATESH,
. =gd
trategyld = t
Strategy = String FHIE: SID-211
. . TERANEK RS
R : &
eceiveAccount.N 5 Array of String FBUE: [1000000067","100000045"]
L4y
Sequence B Integer 215:]1—; ’
. HZAId
Id = t
Group = String FBIE: RG-2334J
MK =4
ReceiveGroup.N B Array of String FamlspeSa

af{E: ["1000000067","100000045"]
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https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://cloud.tencent.com/document/api/1812/133599
https://console.cloud.tencent.com/api/explorer?Product=fwm&Version=2025-06-11&Action=ModifyStrategy

O BT it

SHBM ESig ik

E—iEK ID, HIRSIRER, SRERBSEE (FERERMRERERARS R, WiZRi5

Requestld  String -~ sre Requestld) « ERIIEHESREZRERL Requestid.

4. 7
I AERERN

BTG

POST / HITP/1.1
Host: fwm.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: ModifyStrategy
<RHIFERSE>

{

"StrategyId": "fwms-wsnee2iu",
"ReceiveAccount": [
"100011616646"

1,

"Sequence": 1,

"GroupId": "fwmrg-ubrlscid",
"ReceiveGroup": |

"acg-ssbkges9"

"Response": {
"RequestId": "6
}

}

5. FRERR

Bz APl &

Eifl= AP| £5 B4E APl XX#. #HiR8. APl Explorer % SDK ERFEHNA—EBITES, HEEGNE—AOEDRERBT
ZIRHAIFRE API BRSS.
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https://cloud.tencent.com/api

O BT it

API Inspector

FRFTEZ AP| Inspector BEIRFIAE—SIREXBR AP ARBR, HEMWERZIESIRER APl X5, tEaTFIE API
Explorer #{TEZIRIR o

SDK
= API 3.0 R TEENALTIRE (SDK) , SHFSMRIZIES, seEAEEAR API.

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
» Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. xR

ARSI 7O SSZiaHEXREIRD, HEthEiRiGiER AHEiR0E,
HRi=63 fEiR
InternalError REREIR o
InvalidParameter SR
InvalidParameterValue SHEVEER.
ResourceNotFound BRAEFE
ResourceNotFound.NotFound ResourceNotFound.NotFound
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
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https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
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LeRFIER
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POST / HTTIP/1.1
Host: fwm.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: ModifyStrategySequence

<REHFRSE>

{

"Sequences": [

{

"OrderIndex": 3,
"NewOrderIndex": 1
by

{

"OrderIndex": 1,

"NewOrderIndex": 3

1,

"ExecArea": "pre",

"Product": "enterprise_sg"

"Response": {

"RequestId": "c05626c7-1fab-4394-842a-393cfab56fa2c”
}

}

5. FRERR

BR= API &

BI= APl £& BE8 API XY, $8iR3. API Explorer & SDK £&ENA—ERFE, HEENE—AOZORERER
Z=IRHAYFRE APl BRSS .

API Inspector

BAPAEE API Inspector BEEIEHAE—SIREXBN AP ERER, HEMERZIESHRAN API X3, tBaTgiE API
Explorer #{7EZEIH

IRIFRE: BRzITE (165 ) BRSEAS $5233 267



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697

O BT it

SDK
= API 3.0 R TERENFLIRE (SDK) , ZIFSHRZES, EEHEREA APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
+ Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

» Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

B9TIR
» Tencent Cloud CLI 3.0

6. X9

ARSI 7O SSZIgHEXREIRD, EthEiRiGiER AHER0E,
T fEid
InternalError AEREIR o
InvalidParameter SHIEIR.
InvalidParameterValue SHEYEFIR

IRIFRE: BR=ItE (It ) BRSEATF 55234 #267]m


https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/fwm/v20250611/fwm_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/fwm/v20250611/FwmClient.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Fwm/V20250611/FwmClient.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/fwm/v20250611/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/fwm/v20250611/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/fwm/v20250611/fwm_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Fwm/V20250611/FwmClient.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/fwm/src/v20250611/FwmClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/fwm/src/v20250611/FwmClient.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-fwm/lib/v20250611/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1812/133604#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT
B

miEEFESE: 2026-07-06 15:58:35

Account
WEEXEE, £EF Uin 1 Appld

#ANTEOSIA: DescribeStrategyAccounts,

B

Appld

Uin

RemainQuota
Nickname
DispatchRuleNum
OriginRuleNum
TotalQuota

Memberld

AccountGrouplinfo

KFRAERER

AN TEOSIA: DescribeOrganMembers.

B

Groupld

GroupName

i)

String

String

Integer

String

Integer

Integer

Integer

String

R

String

String

AccountGroupQuotaDetail

IRIFRE: BR=ItE (It ) BRSEATF

ik

HPappid
=BHE: 12500000

FARFuin
f5{E: 10000001

IR FREE
afil{E: 1000

HPER
~E: X=ZE

TRINE
~BIE: 100

oA
fF{E: 100

SEE
7BIE: 10000

R&EId
FHIE: mem-1300846651-100011616646

Witk faik
= MeFID

7BE: acg-23ras

MPERTR
THUE: EF-HIRE

oy

88235 #267m



O BAT

SHARERIFHE

AN T#EOSIA: DescribeStrategyAccounts,

(=

Groupld

GroupName

MemberCount

RemainQuota

TotalQuota

DispatchRuleNum

OriginRuleNum

BottleneckUin

Members

ESig)

String

String

Integer

Integer

Integer

Integer

Integer

String

Array of Account

AccountProductDetailStats

BT RIIRESTHER

ik

HS4HId
=BHE: acg-2fafs

WSHEZR
wBE: £7=E

SHERRE
hifE: 2

EY4AA RemainQuota R/I\EREYE
TBIE: 10

B LRSS TotalQuota
wBIE: 2

R ERRA DispatchRuleNum
THIE: 6

R LS OriginRuleNum
& 1

FoEiER P RIALR Uin
=BE: 1342343243

#anT#EO51M: DescribePolicyRiskAccountProductStats.

B

Product

ProductName

PolicyCount

IRIFRE: BR=ItE (It ) BRSEATF

%xE

String

String

Integer

EELIES
s
P

FE: WFEBRAEHEE null, RFENFIEHE,
TPBIE: enterprise_sg

Fmain
S WFERAEEHRE null, RREAEEYE.
wfiE: ElEReE

RIS ES

= WFERAEEHRE null, RREAEEYE.
~BHE: 200
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B St}
UntreatedRiskCount Integer
TotalRiskCount Integer
TreatedRiskCount Integer
IgnoredRiskCount Integer
RectifyRate String
LastCheckTime String
Subcategorylds Array of String
IsOverdue Boolean

AccountStatsGroup

EIKS S HENE SRR

fai

RN P EL
EE: WFERAEERE null, REEAEEHE.
=BE: 20

BXPEE
EE: WFERAEEHRE null, REEAEEHE.
BIE: 15

SAEH
FE: WFEBAAERE null, RREAIERE.
BHE: 3

CRREE
2 WFEBAAERE null, FREAIIERE.
BHE: 2

B, W 50%, THEENATH BFEHN
= WFERAEEHRE null, RREAEEYE.
THE: 0%

RiE—IX A 1GRTIE
R IFERREERE null, RERFIBTIE,
~BE: 2025-10-2210:00:00

F2 1D 5%
fE: ["sub_001", "sub_003", "sub_007"]

EEEBATRIEGE
THHE: true

#ANTEOSIA: DescribePolicyRiskAccountProductStats.

B

Member

UntreatedRiskCount

ProductStats

sers

Memberinfo

Integer

Array of

fhik

RRKSER

FkiEETE

iR WFERAEERE] null, RREFEEH

{Ho

ZWS FERIE = miT Rl RIS ECE

8 WWFEAEERE null, RERAHEH

=B
BE: 20

ZRS TS mEENRESRITTIER

iR WFERAEERE] null, RREFEEH

AccountProductDetailStats

IRIFRE: BR=ItE (It ) BRSEATF

=B
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O BT it

2R £ I
=
RectifyRate String WEUE

=BHE: 16.0%

AddressTemplateSpecification
Z2ABhHERR
#ANT#EOSIA: DescribeRiskAnalysisDetails.

E=4 E-Sic] W4iE ik
. IPi#tikID, f5U40: ipm-2uw6ujob,
a=
Addressld String - FBHE: ipm-2uw6ujo6
4 i B 06,
AddressGroupld String = IPHELEAID, fI4N: ipmg-2uw6ujo6

FBIE: ipm-2uwbujob

AnalysisSgRulelnfoResp
U ELEANFIEES

AN T#EOSIA: DescribeRiskAnalysisDetails.

& xE L
y nteger #id FRIRuleUuid
9 FBIE: 1
_ #;uid
Ruleld String FHIME: id—xxxx
Orderindex Integer ;EEZE: 1
=5HER
CfwOrderindex Integer A 1
_ b BN
Sourceld String FHE: 1.1.1.1
SourceType Integer RAI S
BUEEE 0/1/2/3/4/5/6/7/8/9/1100
ozxwip(net),

1ZRVPCEfl(instance)
2F = FMESI(instance)
3FR~CVMESfi(instance)
4FRCLBXESI(instance)
5FRENIEfHI(instance)
6xRTFEIEESLSI(instance)

IRIFRE: BR=ItE (It ) BRSEATF 55238 267m



O BAS

B St
Targetid String
TargetType Integer
Protocol String
Port String
Strategy Integer
Detail String
Region String
ServiceTemplateld String
SoulnstanceName String

IRIFRE: BR=ItE (Ib5R) BRSEAR

FkiEETE

130

7ERER (template)
8FTirE(tag)

9 rithiE(region)

100FRT &= 4H(resourcegroup)
TBIE: O

BRMNAE
~BHE: 1111

[E[:5FNIESid]

BEVESBE 0/1/2/3/4/5/6/7/8/9/100
0FTip(net),
1Z&=VPCfl(instance)

2% FFMEFI(instance)
3ZFRCVMEfi(instance)
4FRCLBZEf(instance)

5% RENIZfl(instance)
6FTEUEESLHI(instance)

7R ER (template)

8F i (tag)

9% it (region)
100FRTE=54H(resourcegroup)
THIE: O

N ETR
EY&EBE: TCP/ANY/ICMP/UDP
ANY:RTFRB

~fE: TCP

iwA
BE: 3306

HL SRR
EETBE:1/2
1: BHER

2: 17
THHE: 1

ik
BE: RNER

iichas
7PBE: ap—guangzhou

IRS31EHRid
FBHE: tpm-3c140219

Bk T
THIE: tpm-3c140219

58239 #267:W



& AT P

& -] faix

REFEARIp

SouPubliclp String TE: 1111

REFAMIp

SouPrivatelp String FBME: 1.1.1.1

REFRERIER

SouCidr String FEIE: 10.0.0.0/32

IRERE

SouParameterName String G SRS

BRYRFBR

InstanceName String FBIE: ins-3¢140219

BRIE2Nip

Publiclp String FEIME: 1.11.1

BRYERNip

Privatelp String BEIE: 1.1.11

BRSEFRERER

Cidr String wBIE: 10.0.0.0/32

BERIRZTR

ParameterName String S SRS

IR AEIR B

ProtocolPortName String BIE: RS

DnsParseCount SgDnsParseCount =2 RErRYIP St

AR & B E

Scope String fEIE: SG

PX:

XSS ERAISX
RulePartition Integer 22 =B

pXEEERED X

BE: 1

MuAld

Groupld String TBME: FWmrg—xxaxXxaax

MNEZTR

GroupName String TIE: FRANE

HMAPFINid

GroupRuleld String FliE: 539a6900-855b-484c-9c99-ac0c37028ddf

SRE&Id

Strategyld String FBIE: fwmsid—x000000x0x

IRIFRE: BR=ItE (Ib5R) BRSEAR £8240 #267:R



O BAT

B St
IpVersion String
BelongMember Memberlinfo
CommonFilter
Gz b e

A

ip2E8y
w~BHE: ipvd

RRER
8 WFEAEERE null, REBAFIBERIE.

#ANT#EO51A: DescribeEdgeAcliRules, DescribeNatAclRules, DescribeOrganMembers,
DescribePolicyRiskAccountProductStats, DescribeRiskCategoryStats, DescribeRiskList,

DescribeSecurityGroupRules, DescribeStrategies, DescribeStrategyAccounts, DescribeVpcAclRules,

E=4 E- i)

Name String

Val Array of
alues String

OperatorType Integer

EdgeAciRulelnfo

BEXRIA RN

Wik

oy

oy

oy

fEiA

THEFERE . X#F: SecurityGroupld. FwGroupld. Ip ( IPHblitE#AE
&) . InstanceName ( EFIZFRERIEE ) . Vpcld (VPC ID{EHRIE
x)

EE: WFERAEERE null, FFREARZIEHE.

TBIE: SecurityGroupld

IR
FE FEAUREIRE null, FRRFIERE.
HiE: (]

BREB, 1=FTF, 7=in, 9=IZHiITE
FE: WFERAEEHRE null, #RREAEIEHE.
~HE: 7

AN TEOSIA: CreateEdgeAciRule, CreateEdgeAciRuleGroup, ModifyEdgeAcliRule,

B bS]
Ruleld String
Orderindex Integer
Direction Integer
SourceContent String

IRIFRE: BR=ItE (It ) BRSEATF

a
[=)

oy

o

oy

faiR

MUID, {EinptiE
FHHE: rule_001

MNITIRRR, BFEIMRTRES, SIBEMNIERBRMFFIRFSEE
BIE: 1

MUFSE: 0-thid, 1-Aif
HIE: 1

Bt , R SourceType FEIBARER: ip Bt IP/CIDR,
domain B¥A1iE%, template B¥/9tEHRID, instance B3 A3EfIIDFIZE

58241 267]W
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B St

SourceType String
TargetContent String
TargetType String
Port String
Protocol String
RuleAction String
Description String
Scope String
BelongMemberld String
ParamTemplateld  String

EdgeAciRuleResp

BRI F AR R LS

#aNT¥EOSIA: DescribeEdgeAciRules,

&

Ruleld

Sequence

IRIFRE: BR=ItE (It ) BRSEATF

17|

i)

i

1|

17

iy

i

i

1|

i

s

String

Integer

FkiEETE

faiR

(iBENR) , tag BFIARERREN (#8xX: key:value)
TBE: 192.168.1.0/24

IEiEHESERY : ip—IPHElt, domain—1E&, template-2&iiElR,
instance—3&fil, tag—#rE
~BUE: ip

BirititmZE, #zURE SourceContent
EE: 10.0.0.0/8

BirithkERY: ip-IPHslk, domain-1E&, template-2&i&EiR,
instance—3&fl, tag—#rE
fE: ip

iwE, ZiFRiKO. KOEEMESSRZHEO, M: 80, 1-65535.
80,443,8080
=PlE: 80,443

HYEERY: TCP. UDP. ICMP. ANY
E: TCP

HMzntE: accept-M1T, drop—BEET, log-ME
FBHE: accept

MUER, KE0-256F %
HUE: SFRIRSIE

H$HCEE: serial, #817; side, =ig; all, £/
REIE: all

FUPAREMRRKSID (SWSH=ETER) - 3 SourceType &
TargetType /3 instance & tag B, ltE&¥wiE, BFIEEEFINFERR
BRI RS

ZBUE: 100023718505

SHIER
FBIE: pp-23432

ik

MUID
=BUE: rule_001

TR
EE: 1

58242 H267H



O BHE

2 E-Si] ik
Direction Integer AME: O-ttish, 1-Ad
9 THIE: 1
. BB AT
SourceContent String FEIE: 192.168.1.0/24
. pLbichil & 3id)
SourceType String FHIE: ip

R FR (242 B SR/ LG AR RNREINT R ZTR )
SourceName String 5 WWFEBRAEERE null, RBREFEERE.
TEUE: AIRIEIR

) Bzttt RS
TargetContent String sBIE: 10.0.0.0/8

) BiFithiik 28
TargetType String ~EHE: ip

Biritihit ZFR ( Z53EB PSR/ ERHREIXT R Z R )
TargetName String R FERARERE null, FFREFE™E.
THE: EFRERSES

Port String :I;Tﬁgl:jso,Ms

Protocol String g;;f;gg_r cp

RuleAction String ;W;{myﬂféf:’ﬁ;ca;c;pt—ﬁ&ﬁ, drop-BEER, log-ME&
Description String iiﬂgﬁ SRR

Scope String g’iﬂéﬂflﬁ

Htbisk =R ( NI PCECEIEER )
CountryName String R FERAIEERE null, FFREAEHE,
~BE: SE

ihigZ#R2 ( ENECEA(ER )
CityName String R WFERAEERE] null, RREAZERE.
wBHE: b=

SHIERID ( HEBHIERATEE )
ParamTemplateld String R FERORERE null, FFREFZE™E,
TBUE: tpl_001

ParamTemplateName String SYIRIREIR ( ZRBPIERITIRE] )
FE: FETEE null, FRFIERE.

IRIFRE: BR=ItE (Ib5R) BRSEAR 8243 #267R
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B Sl iR
TBE: PIRIitBhEIR
MURELM: 0-BM, 1-%4
Invalid Integer R WWFEBRAEERE null, BREFEBERE.

BelongMember

Memberinfo

=BlE: 0

MUIAERIE RS
FE: WFERAEEHRE null, FREAZIEYE.

ExId
CountryCode Integer SBIE: 0
. iHiId
CltyCode Integer FENE: O
IsReqion Inteqer OJ9IEE RN, 1Fa sz AR m
g 9 FBIE: 0
. = Ecode
CloudCode String SBIE: 0
sCloud Inteqer OBNIEEMRN, 1= AR
9 FHIE: 0
) TR
InstanceName string TOIE: PUBREISE)
. X &R
CountryKey String SEIE: zd
. . &g, bR
CityKey String FBIE: hnd3
. . R eUFERTiE)
CreateTime String FBIE: 2025-07-24 12:20:21
. . N R EHEATE]
UpdateTime String FBIHE: 2025-07-24 12:20:21
125
DnsParseCnt Integer SBIE: 0
Memberinfo
RREE

#aNTEOSIA: DescribeEdgeAciRules, DescribeNatAclIRules, DescribeOrganSummary,
DescribePolicyRiskAccountProductStats, DescribeRiskAnalysisDetails, DescribeSecurityGroupRules,
DescribeStrategies, DescribeStrategy, DescribeVpcAclRules,

IRIFRE: BR=ItE (It ) BRSEATF 58244 #267R



® EE \.L:HE Pk EE

- sem) it stk
Appld String & gzgplgsgsszz
Uin String & g?ﬁém 12121212
Nickname String a gf?ﬁgﬁ;@zg
Memberld String a ggﬁ:; 1212-3232

NatAclRule

NATBRHN

#HANT#EOS51A: CreateNatAclRule, CreateNatAclRuleGroup, ModifyNatAclRule,

s ST AR
SourceContent String 2 IRIBAL P

~BE: 10.0.0.0/24

BB ip/url/template/instance/tag

SourceType String = TEUE: ip

. - Brotttit RS
TargetContent String = SBIE: 0.0.0.0/0

. - BRY2EEY: ip/urltemplate/instance/tag
TargetType String = FHIE: ip
Protocol Strin = thi¥: TCP/UDP/ICMP/ANY/HTTP/HTTPS/DNS/FTP%

9 = pE: TCP
i . - &hfE: accept/drop/log
RuleAction String = FIE: accept
L5

Orderindex Integer = Wk (MFHa)

BUE: 1

HNESCBE: ALL-2B&EM, ap—xxx-ilEiEd, cfwnat-xxx—NAT
Scope String = B K IE eI &K

=HHE: ALL

MFSE: 1- NG5, O-HHusFRN

. . -
Direction Integer & SBIE: 1
Ruleld String & MUID (fEckhdiE )

S WFEAEEHRE null, REERAEEHE.

IRIFRE: BR=ItE (It ) BRSEATF £8245 #267:R
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B ESid]

Port String

Description String

ParamTemplateld  String

BelongMemberld String
NatAclRuleResp
NATA RN R £S48

oy

oy

oy

iy

W TF#EOSIA: DescribeNatAclRules,

=

Ruleld

Sequence

Direction

SourceContent

SourceType

SourceName

TargetContent

TargetType

IRIFRE: BR=ItE (It ) BRSEATF

s

String

Integer

Integer

String

String

String

String

String

BAKIEETR

iz
FHHE: uuid—xxx
iwA (ICMPYETAZ )
5 WWFEBRAEERE null, BREFEERE.
HIE: 80
MR
A WFEROEERE null, RREFEEHE.
THIE: RIFHTTPRE
iR COERID
A WFEROEERE null, RREFEEHE.
FHHE: ppm—xxx
MUARHIERWSID ( ZScopeBcfwnat—xxxak
SourceType/DestTypeAinstance/taghiwiE )
5 WWFEBRAEERE null, BTREFEERE.
RBHHE: 1300448058

ik

MWID

FHHE: uuid—xxx

55

wBIE: 1

MUBEE: 0-HE, 1-A[

~BHE: 1

BN A S BN

HUE: 10.0.0.0/24

REER

wBIE: ip

b =4 i

R WFERAEERE null, FREFEEHE.

FHHE: ins—xxx

E[:phehil bS]

~BIE: 0.0.0.0/0

E[:pESid

wBIE: ip
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B

TargetName

Port

Protocol

RuleAction
Description
Scope

ScopeDesc
Fwinslid
CountryName
CityName
CountryCode
CityCode

CountryKey

CityKey

IRIFRE: BR=ItE (Ib5R) BRSEAR

String

String

String

String

String

String

String

String

String

Integer

Integer

String

String

ik

BHEFE=ZIR
FE I=FEBAEERE null, REFAAETHE-
TENE: ins—xxx

im0
FE: FERAEEEE] null, ¥REAZNEHE.
=IE: 80

Y
E: TCP

E{E: accept/drop/log
TBHE: accept

A iR
R WFERAEERE null, RRRFEEHE
BE: RIFHTTPRE

M & HCEE
BIE: ALL

HR & B El i
R WFERATEERE null, RRIRFEEHE
TEE: SERLH

BEXERSLHBIID
FE: FEBRARGERE null, FREAZIERE.
TEE: cfwnat—xxx

EZRSBR
R WFERATEERE null, RRRFEEHE
HIE: FE

TR
R WFERATEERE null, RENFEERHE
HIfE: b=

Bz
R WFERATEEHRE null, RERFEEHE
=BifE: 86

b3
R WFERAEERE null, REIRFEEHE
~EHE: 131

ElzxiEE
R WFERAEERE null, RRIFEEHE
fl{E: CN

hEE
R WFERAEERE null, RRIFEEHE

FkiEETE
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O BHE

B -] iR
TBHE: BJ
E=atEHN: 0-5, 1-2
IsRegion Integer R WFEBAEERE null, FFREFEEHE.
fE: 0
= At
CloudCode String R WFEBOEERE null, FFREFEEHE.

5E: tencent

EE=MEAN: 0-8, 1-2
IsCloud Integer R WFEROAERE null, FREFEEHE.
fE: 0

iR O&EIRID
ParamTemplateld String R WFERARERE null, FREFEERE.
TEHE: ppm-xxx

iR OERETR
ParamTemplateName String 2 IFERAEEEE null, REREFEEHE.
w~BE: HOER-HTTP

MUREXH: 0-BY, 1-k-

Invalid Integer EE: WFERARERE null, FREFEERE.
BHE: O
MUABRIRK RS
BelongMember Memberlnfo R WFRAIASEE null, ERAUREEMRE.
el E
CreateTime String R WFEBAEEEE null, FREAFEEYE.
=BUE: 2025-01-0112:00:00
EFRATE
UpdateTime String A IFERAEERE null, RENFEEHE,
=BUE: 2025-01-0112:00:00
=5
DnsParseCnt Integer =GIE: 0
OrganMemberltem
EHARRIER
#ANTEOSIA: DescribeOrganMembers.
B -] iR
Memberld String & ID

FE: WFERAEEHRE null, RREAEIBEYE.

IRIFRE: BR=ItE (It ) BRSEATF £5248 H267R
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=4

Appld
Uin
Nickname

SubAccountCount

NodeName
Role

RoleDisplay
AccountGroup

CfwManaged
CfwShareRole

CfwShareRoleDisplay

CfwSharerAppld

Cfwlnstanceld

String

String

String

Integer

String

String

String

AccountGrouplinfo

Integer

String

String

String

String

IRIFRE: BR=ItE (Ib5R) BRSEAR

i

=BUE: mem-1300448058-100027980407

RS Appld
FE: WFEAEERE null, #RREAFIEHE.
=BIE: 1302385041

K=Uin
=5E: 100027980407

WSZR
FE: LFERIEERE] null, ¥REFREWE.
=E: FAEA

FHSHE
FE: WFERAEERE null, REBAIBERIE.
BE: 5

FRRBLASRIET RSB
R WFRAEERE] null, RREAEERIE,
THIE: FRARER

FkiEETE

HRBH: admin-EE&, delegatedAdmin-ZikEER,

member-E&H R
FE: LFERIEERE] null, ¥REFREWE.
THE: member

HRBMETRSMN (AiRERA)
R WFERAEERE] null, RREAEERIE.
THIE: BEmA

PB4
EE: WFERAEERE null, REBAFIBERIE.

SREXEHERS: 0-kME, 1-EHE
FE: FEAURIRE null, FRRFIERE.
=~BE: 1

SIEXEHERE: sharer-HE#E, user—{#H#&, none—-%

wE
EE FEAEERE null, XFRIAIEHE.
E: sharer

ZEXEHEABRTEM (ARERA)
S WFERAEERE] null, RRBAEERIE,
w~fiE: H=E

SREXIEHZE Appld, RERABHERERBE
S WFRAEERE] null, RREAEERIE.
~BIE: 1300448058

Z=RAIET A ID, FERTFEMIRMKIE
FE: FEAURIRE null, FRRFIERE.
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=4

PolicyAnalysisEnabled

MemberCreateTime

JoinType

OrganSummary
SIS

Integer

String

String

FkiEETE

ik
THE: cfwins—abc12345

REGSHTIUR: 0-Xid, 1-FE
FE: FEAUREIRE null, FRRFIERE.
xBIE: 0

24019 =i [:B )
FE: WFERAEEHRE null, #REAEEHE.
~BE: 2025-01-1510:30:00

WSMABR
IE: invite

AN T#EOSIA: DescribeOrganSummary,

B

GroupName

AdminInfo

AdminCount

JoinedMemberCount

MemberLimit

MemberLimitDisplay

CfwSharerCount

CfwUserCount

Departments

ManagedMemberCount

IRIFRE: BR=ItE (It ) BRSEATF

ESid] iR
Strin REER
9 FOIE: BAEEE
Memberinfo EERKSER
Integer ERR/ZREESHE
TBE: 2
Integer BENRRH
THHE: 10
Integer BEANRR LR (-1RT<ELR)
9 FEUE: 100
String EANRREFIRER
THHE: 100
Integer Mt =EHE
=BHE: 3
Inteaer HisEREHE
9 FBIE: 5
. ERIIZIRTIR
Array of String ZBIE: ['root"]
Integer HEWSH
EHE: 1
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B

ManagedProductCount

CfwManageCount

PolicyRisk
ERERG

ES:ig)

Integer

Integer

#ENT#EOSIA: DescribeRiskList,

=

Id

RiskCategory

RiskSubCategory

RuleType

RiskLevel

Product

SgRuleld

RuleCount

Sgld

RiskFeature

Suggestion

Status

5]

String

String

String

String

Integer

String

Array of String

Integer

Array of String

String

String

Integer

IRIFRE: BR=ItE (It ) BRSEATF

i

oy

i

i}

i

oy

o

o

FkiEETE

i

ME=RE
EHE: 1

MEWSH
HE: 2

fik

B M A E—uuid
THHE: s1w45

MBEAZE
HIE: TR

MpEF2E
HE: KashAN

EAUIbs ES
BIE: LR

KPEER, 0: RS
1: XS
2: EXE
TBE: 2

Z2H
wBUE: PRI~

RIEESIENZLEMRMMNID
TEIE: ["fwm-04556"]

MBS E &=L EIDAIAYRIERNIE
=BE: 2

RIEBESHNZLEID
TBHE: ["sg—-888"]

PABSAFE
w~EIE: TR

A EFEIY
hE: BFWUSRFER, AEEHERRN

RERE, 0: R&IE, 1: B8, 2: B
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iR E- it
FoundTime String

DisposalTime String
Region String
Direction String
RiskReason String
ReceiveAccount
KSER

o

m

oy

o

i}

#ANTEOSIA: DescribeStrategies, DescribeStrategy.

B E-Sic]
Uin String
Nickname String

ReceiverType Integer

Members Array of Memberinfo
RiskCategoryltem
K53 EHIHIR

#ANT#EOSIA: DescribeRiskCategoryStats.

i wm
GA%ID
Categoryld String RS A2
iU S UAS
CategoryName String RS AL SR

IRIFRE: BR=ItE (It ) BRSEATF

3%

aa
=]

o

m

Z5&E: invalid_rule

BHE: TR

ik
aHifE: 0

EIMAETiE)
HlE: 2025-06-30 12:00:00

b ERYiE
~fHE: 2025-06-30 13:00:00

REAibE
TBI{E: ap—guangzhou

IngressAifi, Egressttiif
THE: Egress

=~BHE: FIP. BHMIP&ER1.1.1.1, 2.2.2.2

ik

AR uin
THHE: 100000001

HPRR
w~BUE: BR=

0=MSuin, 1=MKSH
wBE: 1

HBReceiverType 2 1 B ZREWKSHIZE
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B ESid]
Subcategoryld String
SubcategoryName String
RiskLevel Integer
RiskLevelName String
Description String
Suggestion String
RuleCount Integer
TreatedCount Integer
IgnoredCount Integer
UntreatedCount Integer
DisposalRate Integer
HasRisk Integer
RemediationStatus String
SecGroupRuleResp

I ZSAHNIIRER

fEiR

RUEEFZEID
TfE: loss_of_effect_rules

MEF2EBTR
HE: KB

RS ER (0-1KfE,1-P1fE,2-FE)
HfE: 2

REFRZFRIT/FP/E)
=BHE: B

i :p

FkiEETE

HUE: FINUKEXAYEFSLh). SR . BFnEFIRIRCHERS =AM

pla=tcY
THUE: ENEERERZTTEEN

ZZENERIMNE =
5E: 15

ELEHE
HIE: 8

ERENE
HifE: 2

FRMHE
TBHE: 5

EME(EOLFHER)
THIfE: 66

EEERGIERE
-1: K8

0: TRE

1: BRE

=~BE: O

BUURES:

Completed: EBEX5Erk (%= 100% )
Incomplete: FREEMSErE (EME=E <100%)
-1 FIME/TEE

7BHE: Completed

AN T#ENOSIA: DescribeSecurityGroupRules,

IRIFRE: BR=ItE (It ) BRSEATF
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E= it
Orderindex Integer
Ruleld String
IpVersion String
Sourceld String
SourceType Integer
Targetid String
TargetType Integer
Protocol String

IRIFRE: BR=ItE (Ib5R) BRSEAR

FkiEETE

faiR

HERF
BE: 1

FH2id
REIE: uuid

ipE8d
fE: ipvd

P I SN
EIE: 1.1.1.1

b E Sl

BYESERE 0/1/2/3/4/5/6/7/8/9/100
0FTip(net),
1%&=VPCEfl(instance)
2FFFMEFI(instance)
3FRCVM=EHI(instance)
4FRCLBXEfI(instance)
5%FRENIfI(instance)
6xRFEIRESS(instance)

7xR R (template)

8x i (tag)

o RithlEt(region)

100FRT &= 4H(resourcegroup)
=BIE: 0

BRIMNAE
wBIE: 1.1.1.1

[E[:pIE Sl

BEYESEE 0/1/2/3/4/5/6/7/8/9/100
0FTip(net),
1Z&RVPCfl(instance)

2F = FMESI(instance)
3FRCVMEfi(instance)
4FRCLBXxfI(instance)
5ZFRENIZESI(instance)
6FTHUEFEHI(instance)
7ZxRTER (template)

8F ¥ (tag)

oFxitbts (region)

100F &= (resourcegroup)
~BHE: 0

N BTR
EYESEE: TCP/ANY/ICMP/UDP
ANY:R=FB

~BE: TCP
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Port

Strategy

Detail

Region
ServiceTemplateld
SoulnstanceName
SouPubliclp
SouPrivatelp

SouCidr

SouParameterName

InstanceName

Publiclp

Privatelp

Cidr

ParameterName

ProtocolPortName

Id

DnsParseCount

29

String

Integer

String

String

String

String

String

String

String

String

String

String

String

String

String

String

Integer

SgDnsParseCount

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

|
FBHE: 80

HREE
BE: 1

faik
HIE: BEETCP 80

Hhisy
TBIfE: ap-guangzhou

BRSSt&EtRId
TBIE: tpm-3c140219

B2
RE: ins—3c140219

TN o)
FEE: 1.1.1.1

REF-ANip
~BE: 1.1.1.1

REFMERER
fiE: 1.1.1.110

TRERE
THUE: ERBHR

=]: By
~BE: ins-3c140219

BHE=2Mip
TEIE: 1.1.1.1

BHYEFAMIp
~BFE: 1.1.1.1

BRISEFRERER
~fE: 1.1.1.110

BERRIRZTR
THE: EIRBR

IR OER B
THIE: EIREMR

#Mid ERIRuleUuid
EIE: 1

HRAETEIPRIT

FkiEETE
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O BAT

2R ESid] iR
. N & REEE
Scope String SOIE: SG
M h—Reaals REEE: 01 0:5 1:2
IsNew Integer

wHIE: 1

FMUEERRES ( HFwGroupldfcfwg—xxxk
SourceType/DestTypeAinstance/taghitiH)
R = EBAEERE null, REIAFREGHE.

BelongMember Memberinfo

SecurityGroupRiskPolicy
REAREFINENE
#aNT#EOS1A: DescribeRiskAnalysisDetails.

=

Policylndex

Protocol

Port

ServiceTemplate

CidrBlock

Ipv6CidrBlock

SecurityGroupld

AddressTemplate

Action

PolicyDescription

Version

ESig)

Integer

String

String

ServiceTemplateSpecification

String

String

String

AddressTemplateSpecification

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

o

o

oy

o

m

oy

o

o

m

oy

faik
ZE2EAMNRSIS
BlE: 0

Y, BYE:
TCP,UDP,ICMP,ICMPV6,ALL.,
filfE: TCP

iwA(all, B&port, range).
=~BHE: 22

IO 1D E N IROLAID
ServiceTemplateflProtocol+PortBER.

MERHIP(BER).
=BNE: 182.2.21

mEgEkIPVE(ER).
=~BE: 182.2.21

RLAXHID, FEN: sg-ohuuioma,
TBHE: sg—ohuuioma

IPitditIDE%E I Ditbhit4AID o

&{E: ACCEPT =% DROP,
=Bl{E: ACCEPT

ZEFMNER
w~BIE: TEST

ZEAMNZFIRRE
HIE: 10
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=4 ESig)

Direction String

ModifyTime String

Region String
SecurityGroupRule
MM SRS R

ik fEk

FkiEETE

A E, EgressBibiiil, Ingress bl

B I
+BHE: Egress

- RLERIFIEMATE,

= RBfE: 2025-07-01 00:00:00
. R AR

[

TBl{E: ap—guangzhou

#ANIT#EOSIA: CreateSecurityGroupRule, CreateSecurityGroupRuleGroup, ModifySecurityGroupRule,

=

IpVersion

SourceContent

SourceType

DestContent

DestType

Protocol

Port

ServiceTemplateld

String

String

String

String

String

String

IRIFRE: BR=ItE (It ) BRSEATF

oy

oy

o

o

I

o

i}

iR

ipE8Y
~BE: ipvd

iRttt
EFE: WFERAEEHRE null, RREAEEHE.
~fE: "0.0.0.0/0"

pEESid]
R FERAEERE] null, XeFRAEHE.
THUE: "net"

=[:shchild
S WFERAEEHRE null, RREAEERE.
=& : "0.0.0.0/0"

E]:ES:E]
= IFEBAEERE null, BFRIAIEHRE.
E: "net"

s
R IFEREIASRE] null, FREAIEHE.
RIE: ALL

w0
R IFERREERE null, REAFIBTIE,
wEHE: -1/

L
R WFEBRAEEERE null, RREFEERE.
FHHE: "ippm-12dsa"
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B

RuleAction
Description
Orderindex
Ruleld

Scope
ProtocolPortType

BelongMemberld

Sequencelndex
HIN = SRR

String

Integer

String

String

Integer

String

oy

o

o

i}

o

oy

iR

Wt
B WFRTAEE null, FREREENIE.
FpIfE: "DROP"

ik
R WFEBAEHERE null, FREAERIE.
THHE: "connect"

e
S WFERAEEHRE null, RREAEEYE.
HIfE: 1

rule id
FE: IFERIEERE] null, FREAFIEWE.
TEIE: 12222

SE¥eE
EE: WFERAEEHRE null, RREAEEYE.
~fiE: "SG"

i WES:iS
BUE: 0

FUEERRKESID ( ZFwGroupldHcfwg—xxxek
SourceType/DestTypeAinstance/taghiiiE )
& 1300448058

#ANTEOSIA: ModifyEdgeAclRuleSequence, ModifyNatAclRuleSequence, ModifyStrategySequence,
ModifyVpcAclRuleSequence,

&

Orderindex

NewOrderindex

it

Integer

Integer

Wi
FAUFS

& A WFRAIAHEE null, RREVREISRKIE.
TOUE: 1
NS

& A FERAIAHEE null, FREREISKIE.
TOIE: 2

ServiceTemplateSpecification

Z2ERSSIRR

W TEOSIA: DescribeRiskAnalysisDetails.

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

B E-Sit) Wi

Serviceld String B

ServiceGroupld String B
SgDnsParseCount

RSB BETOIPRT

ik

IR AID, fIan: ppm-f5n1f8da.,
FHIE: ppm-f5n1f8da

s 41D, fIin: ppmg-f5n1f8da
FBE: ppmg-f5n1f8da

#AN #0518 DescribeRiskAnalysisDetails, DescribeSecurityGroupRules.

B bS]
ValidCount Integer
InvalidCount Integer
SgRuleResp
HLR 5 N R EHEESAD

#aNT#EO51M: DescribeSecurityGroupRule,

IRIRERE: BR=ITE (1bF) BRSEAE

ik

BYUTENIPAYE, EEEE
BUE: 10

RTERIPAE, EEEE
BlE: 10
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28 2R ik
i
Ruleld String ﬁi‘,},ﬂld-
flE: fwm_newsg_1300448058_443a085a07b6b578326217e765ecc579_17610187015422
4
Sequence Integer {E*ﬂ.
wflfE: 2
. ) Eief
Region String F6IiE: ap-guangzhou
) ) ip2eg
IpVersion String THlE: ipve
) FARE
SrcContent String ROUE: 2001:db8::/32
SrcType String FE: 0
) BHRE
DstContent String FEUE: 2001:db8::/32
) =[S
DstType String FE: 0
Protocol String FOIE: TCP
MR OSHIRER
ProtocolPortType Integer FEIE: 0
) ) s OS8RRId
ServiceTemplateld String I ippm-13nsa
) im0, Zeem0, SmOMNE0es
DstPort String FHIE: 3306
) ) SEE, 1PHER, 28T
RuleAction String FifE: ACCEPT
) ) ik
Detail String FIE: TestIPv6 rule
) HIMIER, 0RFAFEFEHM
RuleSource String TIE: 0
scope Siring EREE, FH,1:56 BUERE 2 H BEIREES

wHlE: SG

StrategyReq

B SRRRRY R IR EELEA
#HANT#EO5IA: CreateStrategy.

B E- it WA ik
. MEId
A
Groupld String B FHIE: "GR-1234"
55
A
Sequence Integer S SEIE: 1

StrategyResp
E A ERSIES S

#ANT#EOSIA: DescribeStrategies, DescribeStrategy.,

IRIFRE: BR=ItE (It ) BRSEATF 55260 #2671



® E% \.L:HE B IS ESTE

_ KE&ld
Strategyld String FE: SID-2JSS
_ MuAId
Groupld String THIE: RG-10KJk
_ MUABZFR
GroupName String wHIE: SRANIAT
UIWE-
RuleCount Integer TE: 2
RS
RuleStatus Integer SHIE: 1
ReceiveAccount Array of ReceiveAccount TEKRS
Sequence Integer e
q g wHIE: 1
_ TREMEER
ErrMsg String wEIE: ERSRAR
oo Strin TREMIREZE
yp 9 FBIE: SG_QUOTA_LIMIT
‘ _ EFrAdia)
UpdateTime String IfE: 2025-10-14 11:23:32
_ BUEEA
CreateBy String ~BIE: cfw—-test@123
_ BEIA
UpdateBy String T~BIE: cfw—test@123
_ T
ExecArea String TBIE: post
_ BUEEAZTR
CreateName String FEIE: K=
_ BEIABR
UpdateName String SOIE: RS
_ _ EEELIET]
CreateTime String FHHE: 2025-10-14 11:23:32
VpcAclRule
VPCiaF&

IRIFRE: BR=ItE (Ib5R) BRSEAR 261 #2671
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FkiEETE

AN T#EOSIA: CreateVpcAclRule, CreateVpcAclRuleGroup, ModifyVpcAciRule,

B ESid]
SourceContent String
SourceType String
DestContent String
DestType String
Protocol String
RuleAction String
Orderindex Integer
Edgeld String
FwGroupld String
Ruleld String
Port String
Description String
ParamTemplateld  String
BelongMemberld String
VpcAciRuleResp

VPCia RN RS

Wik

=
=

ol

ol

[l

ol

Fali

ol

[l

i

oy

iy

i

1y

#ANTEOSIA: DescribeVpcAciRules.

IRIFRE: BR=ItE (It ) BRSEATF

faiR
Rttt S

aplE: 10.0.0.0/24

iJEZ58Y: ip/url/template/instance/tag
~BUE: ip

E[:heh P
afE: 0.0.0.0/0

B#92BY: ip/url/template/instance/tag
~BE: ip

t¥: TCP/UDP/ICMP/ANY/HTTP/HTTPS/DNS/FTPZ
5E: TCP

&{E: accept/drop/log
BE: accept

hed (MFFEE)
HIfE: 1

BRPHXIEID: ALLERTRL2/, CFWS—-XXxEZRIEEBR
RIE: ALL

BEXEESEFIID (MUAERGERE ) : ALL-2B&E, con—xxx—=EXRISE
B, cfwg—xxx—BaXiEea3LHG!
REIE: ALL

MDD (fEeadesid )
TENE: uuid—xxx

%0 (ICMPHNYETAZ )
FBHE: 80

FL iR

TBUE: RIFHTTPIRE

iR OERID

THHE: ppm—xxx

FMUEARMREEESID ( HFwGroupldfcfwg—xxxak

SourceType/DestTypeAinstance/taghiwiE )
5IE: 1300448058
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& BiE

E= E- St ik
. #FWID
Ruleld String BIE: uuid—xxx
R5EH
Sequence Integer FOWE: 1
IpVersion String I_;g:; ;s\\ll:ﬁlpves
SourceContent String ﬁggm:ﬁ) 0.0.0/24
SEAERY
SourceType String E;;JE ip
b =4 i
SourceName String R WFEBAEEEE null, FREAFEEYE.
FHHE: ins—xxx
DestContent String ?_;?J:gﬂt?:} 0.0/0
GRY
DestType String ?—gl]]{a%ip
BRYEFEIR
DestName String EE: WFEBRAEERE] null, FREFEEYE.
FHIE: ins—xxx
. 71
Protocol String =GIfE: TCP
w0
Port String R WFEBAEERE null, FFREFEEHE.
EE: 80

iR O&ERID
ParamTemplateld String R WFERARERE null, FREFEERE.
FBHHE: ppm—xxx

iR OEIRE R
ParamTemplateName String R WFERAEERE null, FFREFEHERE.
~EHE: iROER-HTTP

EM{E: accept/drop/log

RuleAction String FUE: accept
UWIETHu
Description String EE: WFEBRAEERE] null, FREFEEYE.

TBE: RIFHTTPRE

IRIFRE: BR=ItE (Ib5R) BRSEAR ££263 #2671
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=4

Edgeld
FwGroupld

Invalid

BelongMember

CreateTime

UpdateTime

DnsParseCnt

FwGroupName

IRIFRE: BR=ItE (It ) BRSEATF

S5

String

String

Integer

Memberinfo

String

String

Integer

String

FkiEETE

ik

BFRBHXIEID
~BE: ALL

X EESEHIID
BfE: ALL

MUBEEM: 0-BY, 1-kH
=BUE: 0

MUWIAEAIPE RS
R WFEATEERE null, RRERFEEHE

AR ez A a
=BE: 2026-03-04 16:45:45

A {24 B
=BlE: 2026-03-04 16:45:45

HEE
HIfE: 0

BAXESEZTR
=E: cecn—-klt3mzot
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HIx03

miEEFESE: 2026-07-06 15:58:37

LhRESRAR

NRREILSRPIFE Error FE, WRTRER APl EOXK. fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is

correct."

Hy

"RequestId": "ed93f3cb-£35e-473f-b9f3-0d451b8b79c6"
}
t

Error iy Code %£RiEiRM8, Message ERZEIRIEHEE

HiRIIR

2A3HEIRG
HiRtg
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

IRIFRE: BR=ItE (It ) BRSEATF

yizli):}

EOBTZ%.

BERLEREY Authorization RFESEBATIRE,
ZiAdEx (2= AP Z$AZERY )

MFA $&iR.

FIRARFE. B EHE RERAEE CHmER
EEZH, MRSEE, SRERPRRIESIER, i+
BREAEETE.

FERiIH, Timestamp HIRSEAIEEEFRSE
SRS, BEREAEERETRERERE

BERHER. EFTEEHR, BSURARASPHES
FiENEaEERITETE.

token %o
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RNt

AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation

UnknownParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

iR

FkiEETE

IEREKEEN, i55E CAM STHEXTERAREA

DryRun {#E, RERIBEKIESZHMIIN, RRSET

DryRun £#{,
BRERY
REREEIR o

BOREFE,

SHIEIR (BESHEL. XBFER) .

SHEVEEIR.

iBEX body BI multipart 8%
IP it R Zgarh,

IP it FRER SRR,

B ECERRE! o

ROSH,

FRAEFE
EORAFEFE.
IERAREGEE T SRR
EMRSHEBIIRERIRS .

IP BRSR

EMSIRIT,
EREBIRFIK N
HEWERE.

BRETE.

BRAFE.

HEFTH,
REIRBEIREIA N
HAIRSERFTA.

RIFBURE

FRMSHER, APSEREXNSHESHIER.
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UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

AV S5 55
ST
AuthFailure
InternalError.Unknown
MissingParameter.CommonParam
OperationDenied

ResourceNotFound.NotFound

IRIFRE: BR=ItE (It ) BRSEATF

iR
BREARSTH o

http(s) IERIMYEEIR, R%HF GET #1 POST i
Ko

BOARSTH A&t

L)

CAMEZ/EEIR.
InternalError.Unknown
MissingParameter.CommonParam
BREEEE

ResourceNotFound.NotFound
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