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B1%%
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FREHEETIUTFRE:
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» DescribeCrossBorderSettlement
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https://cloud.tencent.com/document/api/1817/129369
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— '*

9T

iEE#AYE: 2026-03-24 02:03:03

Wik

ZHMNiE2.0 ( Global Accelerator 2.0, GA2.0 ) KIENZEKRTRZENSREE. HASHNERIRARA, TNSit
AFNMIEEAN, BEREBEEARIGX, HELSHEREKAFIGIE-RMEERISE

AEPNERLERINE2.0 API #0197 API 3.0 0,
EaI LR API JFEERINEHRITIRE, FlilDescribeCrossBorderSettlement,
LEINE2.0 ZIFPEEAEGEE, B2 API 5,

Rig=®
SIHNE2.0 AP BOMHERREESNTE:
| RiE | i |

|-——————— |-———————- [
| Name | S£fI&H#, |
| GlobalAcceleratorld | £BKINiEEFIID, |
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https://cloud.tencent.com/document/product/1817/129379
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API

ERIEE#AYE: 2026-03-19 15:27:46

2ERINEHEXEO
EOSZM EOhee STERIRE (OR/FD)
DescribeCrossBorderSettlement EifiEEkeg 20
A FE:

L ESRHAEOSASRIREIAERED arT + AN + FIKS , BXRAESRPSE: AP| SA=IRT5HI
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https://cloud.tencent.com/document/api/1817/129369
https://cloud.tencent.com/document/product/1278/109059
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AR
R

IEEFAYE: 2026-03-19 15:27:44

1. BRSsithiit

AP| SZIFFRIEHBFIEN , AF-mAEHENEIR ) ga2.tencentcloudapi.com , tB3ZiFiEE ESZ5I, FIanr it
B9i= A ga2.ap—guangzhou.tencentcloudapi.com .

W ERRMIEHEAES . RIBRAREONEZEPIRAEMLS, SEMNBRITRIRENEN A MIRSES . FlINEr NEESE
R, SEGBFEINMNE9IRSE, MERMIEE ga2.ap—guangzhou.tencentcloudapi.com 82—,

HER: WEEESURAOALSS, BIUEEEIIRAINS .

HER: HER AP BRAR, AR REEROXGROIES O, ~RSISNBRSIRRERAS R/ AR SYILhE
B, EOSHSOREEROXERMASHPER.

EEIpZsipioz=2iFyoH
Eltbiag =
FEMERIEN (1%, IZSESRIX) ga2.tencentcloudapi.com
g (M) ga2.ap—guangzhou.tencentcloudapi.com
HHREX (L) ga2.ap-shanghai.tencentcloudapi.com
H£EX (=) ga2.ap—nanjing.tencentcloudapi.com
X (463 ) ga2.ap-beijing.tencentcloudapi.com
FargitX (AR ) ga2.ap—-chengdu.tencentcloudapi.com
FaRgitX (EkK) ga2.ap—-chongqing.tencentcloudapi.com
BRaRX (PEEE) ga2.ap-hongkong.tencentcloudapi.com
TWA%m (Fmhng ) ga2.ap-singapore.tencentcloudapi.com
WAZE (X ) ga2.ap-jakarta.tencentcloudapi.com
TFX%Fm (£8) ga2.ap-bangkok.tencentcloudapi.com
A% (ER) ga2.ap-seoul.tencentcloudapi.com
TAFIL (F=) ga2.ap-tokyo.tencentcloudapi.com
EEFS (3BHFRIL) ga2.na—-ashburn.tencentcloudapi.com
EERES (ER) ga2.na-siliconvalley.tencentcloudapi.com
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N 3
mERX (EFRT) ga2.sa-saopaulo.tencentcloudapi.com
ERifitt X (=518 ) ga2.eu-frankfurt.tencentcloudapi.com

R AFSRETHIEMEERSAEEN, BltZhinSMXESE (228 Region hE£RRiE ) , BERREEHES
BIRXitSiSS, |iFH Region RHRERE—.

ERIXIE M SRXIHSZ
HRX ( LiEER) ga2.ap-shanghai-fsi.tencentcloudapi.com
X (FYIER) ga2.ap-shenzhen—fsi.tencentcloudapi.com
2. iBfEY
Bifl= API IFREIEOMIESD HTTPS #1785, RESRLENEEEE,
3. BRGE
I HTTP BRA%:

- POST (it#%)
« GET

POST i5kZ#589 Content-Type 38!

- application/json (%) , ¥REAERFE v3 (TC3-HMAC-SHA256) .
« application/x-www-form-urlencoded, #%H{EREZTZE v1 (HmacSHA1 8 HmacSHA256) .
« multipart/form-data ({X&Bo#EO%F) , BREAERSZE v3 (TC3-HMAC-SHA256) .

GET i RRIBERBRNFBIEI32KB, POST iEREAERSE vl (HmacSHA1. HmacSHA256 ) BIA{GiEEI1MB.
POST igk{EMAERT % v3 (TC3-HMAC-SHA256 ) B¥Z##10MB.

4, FHImE

ﬂJﬁFﬁ UTF-8 éﬁﬁ—go
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https://cloud.tencent.com/document/product/304/2766
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N\
/N2
mIFEHATE: 2026-03-19 15:27:45

HSHEATRRAPTZOZRMNSY, MELE, ASMEORRAINERRBNRXESHHTIRE, E8RXERUTESR
XS, FRIEELEEK.

AHBHNBEBARSEEERNER G ERFTRNEMESR.

O

\

EFASRGE v3 Atel

BER/BEv3 (BIHBIRME TC3-HMAC-SHA256 ) HHLbLERGE v1 (BEXEIRSERERSE) , BERE, XIFEXH
iBRE, 2 POST JSON 8z, HeER—ERA, HEERZE|HEITEER. RENERFRN E25i% v3o

ER: WFEARER, BoRONEFRRAERRREERYTE v GET iR, MFARERENERGIE v3,
ERERRE v3 i, AHSUTESR—HE HTTP Header iERLEPH, INTRFR:

SHER £ Bik ik
HTTP iaskk: X-TC-Action. #EAHEOSH . MESSEOXEHASHEDXTOHEY Action 1IHMA. FlI=IRSBWZDEFHFIFED, BE

Action String = # Describelnstances.
Region Strin _ HTTP iskk: X-TC-Region. iiffE8, ARFABEZENMEEOSIE. MESTEONEPEHASESHEXTARSY Region MkA. TH: X
g g BREOFRECRESN, BONSPSWIEISEIRE, HIMEERZSHBFeE.
) - HTTP i&®Rk: X-TC-Timestamp. 2] UNIX B Eg, TcRER AP| iERMASE. fiiN 1529223702, 8 MRSIESHEMDEEEI52W,
Timestamp Integer =2 S EERTREE
Version String B HTTP ig®RL: X-TC-Version. EEM AP iR . BUESSBROLRASARSY Version RURER. SIMNERS RS 2017-03-12.

HTTP fRESHIAELEBFER, Fitn:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

Hep,

- TC3-HMAC-SHA256: &4, BrRiEEEZE;

- Credential: E&&EIE, AKID*** 2 Secretld; Date 2 UTC tRtBiAREHE, BERZEFLHESH X-TC-Timestamp 88K UTC tREaH AR
—H; service HEGFRE, ERAESHE. 0, 88 cvm.tencentcloudapi.com EHREFRER cvm. FFEREER ga2; tc3_request s
EEFHH;

- SignedHeaders: £5%ZitHA9LEMESE, content-type 1 host JasiksLan;

- Signature: E&RE, HEERIER L,

o

Authorization  String

HTTP ig®RL: X-TC-Token. B Z2EIEIRS FAmRARIIGH 22 EEPR Token, {ERRFEER Secretld ¥ SecretKey HOEENR G ZLEIEP
i TmpSecretld #1 TmpSecretKey. FERIKASHEIFEEREL Token FE.

i ]

Token String

iz

Language String HTTP ig®RL: X-TC-Language. IEEEMIEEMES, (REPHFEOETFISS. BE: zh—CN, en-US, zh-CN BB, en-US ERHEX .,

BRigRPEESEA MR RSR/ELGIFIRPIIFIH, EOSHRENREE Offset=0, REIHE Limit=10, MWHEEK
SHIRIRIER URL . iERLER . iBRIETHIANT:

HTTP GET i&R&G a5 M51:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkKkkkkhkhkkarkarkrrkxrxkxx+x%/2018-10-09/c

vin/tc3_request, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9

e9bf4672ba50567dbalocbeccfl74c474
Content-Type: application/x-www—form-urlencoded
Host: cvm.tencentcloudapi.com

X-TC-Action: DescribeInstances

IRIFRE: BR=ItE (It ) BRSEATF 59 He7:


https://cloud.tencent.com/document/api/1817/129374

EERINE2.0

X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154

X-TC-Region: ap—-guangzhou

HTTP POST (application/json) i&REE5MHI:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****xkkkkkkkkkkkkkkkkxkkxkkxx*xx*x/2018-05-30/cC
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d9279b0855cfba678%a8edbdc

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap—guangzhou

{"Offset":0, "Limit":10}

HTTP POST (multipart/form-data ) igR&ERM (USFEEOSE) ¢

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*&xkdkkarkarkarrkxrrkxxixxsx%/2018-05-30/c
vm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b5924a6f2b5d7d672d79cl
5p13162d927900855cfba678%a8edbdc

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

——58731222010402

Content-Disposition: form-data; name="Offset"

0
——=58731222010402

Content-Disposition: form-data; name="Limit"

IRIFRE: BR=ItE (It ) BRSEATF 10 #67m
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ERSEGE v Batel

EREERE V1 (BRSMRME HmacSHA256 #l HmacSHA1) , ARSHEBR—MENIERED, RENRFRY

SHEW

Action

Region

Timestamp

Nonce

Secretld

Signature

Version

SignatureMethod

Token

Language

it

String

String

Integer

Integer

String

String

String

String

String

String

Witk

fil

ol

A

ol

fil

fl

oy

oy

EERINE2.0

ik

BERZEORR. ESZEONEPRASHEDXTFAESE Action B9
WEE . BlUN=PRS3EEHIE IDLHFIFIZERED, BYEH Describelnstances.

lints S, ARITRFEREMARRESE, EORSAMREESEEO
MHEHMASHAHLSE Region BISA, HE: REEOFREEEZS
B, BOSEPEMULISRIRE, WHEEEZSHBASEN.

A1 UNIX Btials, mlicR&iE APIiERaYESE, $1901529223702, 4%
SHmEEEEX, S5lRERTHER.

FEINIEEEEL, 5 Timestamp BX&ieE, BFBLEERINEG.

£ =APIZ$A EHRIBAMRIREPRY Secretld, —4 Secretld 33 RiME—hY
SecretKey , 1 SecretKey &FRERIEKZER Signature,

BRER, BRGEWLRBERNGE N, FERAPREFNEBASHITES
o BIFHEGESR X,

ERERY API RORRAS . BUESERONERASR2HSE Version RIS, FI
NZ=ARSS AR 2017-03-12,

BEHN, BaisziF HmacSHA256 1 HmacSHA1, REIEEIESEA
HmacSHA256 i, Z{#EH HmacSHA256 SEiXISiEEs, HittERE
A HmacSHA1 I8FZERZ,

B) 2RSS AR RYIGRT 22 EIEPRY Token, ERRIEEE
Secretld #1 SecretKey BEEIEAIGITRZEEIEFRA TmpSecretid
TmpSecretKey. {ERAKHZRIIFGEIREL Token FE.

EEEOREMNES, (NESHEOSSIILSE, BE: zh-CN, en-US.,
zh—-CN J‘QE:FI’ en-US ﬁ@iyo

EBigAPEEEA MIEN RS RLHITIR, HIEREGIRRIER URL. iERLED. iERERFHINT:

HTTP GET isR&Ha361:

https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Version=2017-03-12&SignatureMetho

d=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadebd59blbbee224158d66e7ae

5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secret TA=AKTID* * * x & &k k& sk sk ko ok ook ok ok ook

* Kk ok kkk ok

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/api/1817/129375
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/1817/129375
https://cloud.tencent.com/document/product/1312

@ HE‘.L:H_E LHRiE2.0

Host: cvm.tencentcloudapi.com

HTTP POST igR&HaRMH5!:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-—form-urlencoded

Action=DescribelInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334

&Signature=3T7ac2f4fde00bl0ac9bd9%eadeb459blbbee224158d66e7ac5fcadb70b2d181d02&Region=ap—guang

zhou&Nonce=23823223&SecretId=AKID****x**xkkkkkhkhkhkhxhkxkhxkrkrkrkrxk

HbigFI=

AFmAiEEO Region FERAVAEENTRT. MREOFFZRPAIFAEIEE, WSEROEPRIHREA,

tbtak (e

SR (M) ap—guangzhou
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=E8hi&v3
mIFEHASE: 2026-03-19 15:27:45

TR T £&875% v3 NESUE, BENESEEACHAERRBERAE AP| HZAEH. RINESFEMER = AP
Explorer , [z SDK#l Ez=@&<{TLA (TCCLI) SAREIR, NUEXHBFINTR APl BRETES .

#EE{ER API Explorer

fZaJLli@id API Explorer B9 [ ER 846 | BREESMEOZTIMNEMIE

BNz APl S8 MERETEMHRIE, AFREEFEAREREE, SERENSRMEREITER (Signature ) , SMERE
FEAAHSHPEEZERERHUEENARMERREIER

A LEHRHTER
FEREBIUATHRBMRIFER:

1. WIEAERENSG
ERRRBERERFERLREBPHARIZN . BSRAEHES = AP 21 RERNZEBEXER.

2. (RIPIEETRRYER
ATHILEREERIEFHED, BA= APl 2ERBERSERITEFTRNGHE, FEERNIEHRENZRIERERI—
i85, RXZBNZ= APl RS IRSHSEAREIMNERSBIUARENSETEIRSE, HIRIESRPIISHE. MRERX
W, BSHERER—H, BA= APIISEBRRIER

#EBiZv3 (TC3-HMAC-SHA256 ) IhEE EBE T LARIRIES i v1, MAERE, XIFEARIEK, X#F JSON 1§
i, POST iERZIHFESHENTFHH, HatE—ERHA, HEERZEIRHEITEESR,

BURIERY, BIER API Explorer PRy “SERSBER" Thae, EFERRAR “API1 3.0 £E v3” , AJLMERERIRHT
IGE, tBAERERM SDK K13, HZFEMBTZ= API BER 8 MERMNRIEES SDK, BEIFRTESMERIE, HEF
iﬁ’ i% Python\ Java\ PHP\ GO\ NOdeJS\ .NET\ C++\ Rubyo

HRiER S

ANERANRE SN, BHEIE Secretld #1 SecretKey ., 81MARRSULMAEHENER.

» Secretld: BFFR APl ARESD, TLARERELLIARS,
« SecretKey: BFIEIE APl ARENSW, TTLARPEELLAZD.
- ARBIAERERSSIE, BRHE, FURERM=RE. NSHE, SUAERZRLRI.

HIsREFIENRFELSERNT:

1. R BI=EEROERS -
2. Bt ZAPIEH REHISRE.
3. & =APIZE WHE, P& [ FERH | IE—XI=A,

IRIRERE: BR=ITE (1bF) BRSEAE $£13 #67m


https://console.cloud.tencent.com/api/explorer
https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

@ HE‘.L:H_E L2ERINE2.0

ERIRS v3 ERTE

= API 235 GET 1 POST i&K. WFGETHE, REF content-Type: application/x-www-form-urlencoded
W=, }WFPOSTH%, HEIXZIF content-Type: application/json AR Content-Type: multipart/form-
data FEFEHYIERN, json IBRELAZEUIZOMZIF, multipart BXREFEROS, ZEOFREEMER json #&VER,
SERFWSEOMNIE R, #&FER POST iBK, BABENERHEER, (B GET 5Kk R3%iF 32 KB LIRAYERE .

THEUZRRSHEA MEEFFIRERGF, SERNMBEINTEIE. BEFZEOERA:

1. ZIRSHBFANCTE, ZEZOREM;
2. ZEORRIEN, FBRERFEAVATS;
3. BOESHSHMERS, AIETESHIEEORBNTEER.

£, FeatsHSERONSE, RIIRERESZICENER. EXFABEON, BRIELFEREX, SMEONS
HHTER, FEBMXMIFHSEME, b, XBARRTIHSAHSHINENMASE, BRILMRIELREERINE M
2%, a0 Language 1 Token 2#2% (£ HTTP L&MgE, iR X-TC- @) .

‘Fii’x‘m,:lﬂg Secretid *u SecretKey ﬁgu% TN D R S R S *u
R ko koo x ko kok sk xx . FAFPIEBERNT NEZIRSZBEP “KHR” PENIKS, RIRE—FHIE, WiEk
BJEE:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credential=AKID**** k% %%k x %%k k% &%k x &K%k k%% *kkkk%*

nost;x-tc—-action, Signature=10bla

n: ap-—guangzhou" \

'"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THFABREERTEIE,

1. FHERITEERE
RIS PHENBIERE (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

IRIFRE: BR=ItE (It ) BRSEATF $£14 #67:m
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SignedHeaders + '\n' +

HashedRequestPayload

EERINE2.0

FEREM
HTTPRequestMethod

CanonicalURI

CanonicalQueryString

CanonicalHeaders

SignedHeaders

HashedRequestPayload

fERE
HTTP i5%k7%i% (GET. POST ) . WaRBIEME POST,
URI 2%, API 3.0 BIEAERHT (/) -

&g HTTP i5k URL FREAZMHE, WF POST iR, BEA=ZEFE"", WF
GET i5X, WA URL ials (?) FEMFFERS, Ft: Limit=10&O0ffset=0,
i¥&: CanonicalQueryString EE£% RFC3986 i#{T URLEncode i3 (45%=
HRIBEFAEZRE) , FHE UTF-8, HEERREESINEERTRE,

S5%Z0LEMEE, ZVEE host #l content-type B4 LS8, tBAIMMAEHMELES
5ZZ2URSESERNE—SIIRSME, WREIEIMENTEOSZLER.

HHEMm :

1. LB key # value Z—#/S, HEIEEETH], K key:value\n B=0#HE;

2. B LEB, RIRLER key (VE) B9 ASCI AF#ITHHE

WRFRITEEERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no
= content-type ¥ RMEFRRIXAIERS, BLREESNEEFINEREERSE
iRl charset {8, MIREBJANRERF—H, RS[IREEZRIEELM .

S5XZLEMEE, RIBLRIEREMLLES5TES, fl CanonicalHeaders &
BHILEBRBERE—XRAY . content-type #1 host J9u4iEskER.

HHEMm) -

1. 8B key Si—¥R/\5;

2. E k3R key (WNB) 28R ASCI AFi#{THHE, HEUSS (;) PiR.

=B content-type;host;x—tc—action

IBRIEX (payload, Bf body, IRl {"Limit": 1, "Filters":

[{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BIN§
&iE, iHEHAAEe
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP i&%k
IEX (i SHA256 a7, AR+ i#HRE, RERIEEEERENEFE. XWF GET IS
3k, RequestPayload BEIEAZZHFH . WWRFITEERZ
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7£6e89887£1398934£064,

HRIBLA LN, REIPSEIRIMEIRREBENT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

IRIFRE: BR=ItE (It ) BRSEATF
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https://tools.ietf.org/html/rfc3986

@ HE‘.L:H_E LHRiE2.0

x-tc—action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1££7£6e89887£1398934£064

2. SR FEH
BN RSB &

StringToSign =
Algorithm + "\n" +
RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM fER
Algorithm #BHZE, BEIEE 1C3-HMAC-SHA256,

R i ¢ ERAGIERE, BPERLEPRIAHESE X-TC-Timestamp BYaE, BXXFIETE UNIX B
equestiimestamp AR, EIREIR . RGIERENR 1551113065,

EIEBE, &4 Date/service/tc3_request, 85 HHEA. FMEKRIVIRSZSIELLLFF

& (tc3_request) . Date 3 UTC iFERENEARE, NEBTENAHLSH X-TC-

Timestamp &8/ UTC fREREBRE—; service Br-m&, “RSABNFR

HE—. WREITEERR 2019-02-25/cvm/tc3_request,

CredentialScope

B S BHHEFRSALEIERBNIAEE, TEMHREBA
Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). LtxRFli+E
HRI
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6ale84,

HashedCanonicalRequest

1. Date %ZMESEEE X-TC-Timestamp itHSE, BIXA UTC+0, MRMARZABBXER, HMFE/N\X, 1§
SHBXME LRARKD, BRERIEARLERY. HRizidiag 15651113065, &F/\KRETERE 2019-02-26
00:44:25, (BRitH52I8Y Date B UTC+0 BIRHARJI 2019-02-25, A= 2019-02-26.

2. Timestamp ZRELRIRFIE, BFRFERFTDIREREORRLN, NMREZETHESHUNLERK . MRK
REARHtRERERY, AREiT—RIYEE, EREY, REESSHER.

RIELA LRI, REIPERRNFERFFRNT:
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TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910£34794a27cb3fb7d10ff6alel84

3. it HESR
1) HEREERER, RBNT:

SecretKey R S S B R B R R R B i e i I I I S e S L)

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREHAIZEE SecretDate . SecretService # SecretSigning BRHIEIEIE, TEEEEFRITENZER, BEHEN+N
HEIFFRITENRYEE2E9: da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dcb12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

imER, FRNFEES, HMAC ERSHPSHINFRIER—, BIULIRERE, R RASH key &R, HES
# data £f5 . BENEEFERSSREUTHEBANERLEE, BUERSREITIREFNHEFEMEEE, W ERIETH
HE o

FEREM R

SecretKey JEIAHY Secretiey, B ++#x+ ks txikssnkstrstrisssnsssn,
Date BD Credential 1Y Date FERIER . LREIEYESR 2019-02-25,
Service BD Credential Y Service FRIER . WREIBUER cvn,

2) iHEESR, hIBINT:

Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFRITEERE 10bla37a7301a02cal%9a647ad722d5e43b4b3cfE309d421d85046093f6ab6c4f o

4. $t1% Authorization
A T80 HHE Authorization:

Authorization

Algorithm + ' 3

'Credential=" SecretId + '/' + CredentialScope + ',
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'SignedHeaders="' + SignedHeaders + '

'Signature=' + Signature

FEREM i3
Algorithm FEBRiE, EEI TC3-HMAC-SHA256,
Secretld g%ﬂxﬂ:’:ag Secreﬂd’ EI] DK TD % % o % o % ok k ok ok ok ok ok ok ok & ok ok ok X ok ok ok ok ok Kok ok ok kK

CredentialScope RLEX, FiEEE. IWRFIHEERRE 2019-02-25/cvm/tc3_request,
SignedHeaders REX, 25FZ89LEMEE . WRBIBEN content-type; host; x—tc-actiono

B2REH, LFFEERE

Signature
10bl1a37a7301a02cal%a647ad722d5e43b4b3cff309d421d85b46093f6ab6cat,

HRIBLA LN, REIRSEIRESR:

MCI=RNAC=EERAZ56 CieeE i il e ILmTATRITID)w it 07 555 ot 1 67 5 b o 1 07 17 0 07 B ad of o s i By d ol 00753 /DAL =02 =25 [/ eviny/ B3 ie QRS ;

SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal%9a647ad722d5e43b4b
3cff309d421d85b46093f6ab6bcdf

RESENERERUNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*&xkakkarkarkarkrrkxrrixxsxx/2019-02-25/c
vm/tc3_request, SignedHeaders=content-type;host;x-tc-action, Signature=10bla37a7301al02cal9a
647ad722d5e43b4b3cff309d421d85b46093f6abbc4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance—-name"}]}

IERAIXAIE HTTP L8 (Header ) fMiEXK{F (Payload ) #FHIEZIHEIEPHATZE—H, SNSIEEZZ
F—HER. JLUBTHTENEIRERAS, MEMEFHRAMILHE.
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o)

fESEFREA API 3.0 BY, #EE(ERERENEINZ SDK 3.0 , SDK #&TEZMZE, ARIRXEFF=miRUEARAEO,
FAEREMR SDK il . HAIZSREESHE:

* Python
+ Java

« PHP

+ Go

* NodedJS
« .NET

o C++

* Ruby

TEHRM T FRFRIERES demo, BRILIKEIMMATRESEERRIERN:

» Signature Demo

ATEEFEMERERTRE, TEMUEMRREESAG, B LRNERSERES . EROES . RANROMSHAYEYEERLL
LAEZIERE, ABRABREREE, #AFESERM, IFARBREMERM SDK.

Java

java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;
java.util.Date;
java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

"t javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;
> String = System.getenv ("TENCENTCLOUD_ RET_ID") ;

String = System.getenv ("TENCENTCLOLU SECRET_KEY") ;

String

oyte[] hmac256 (byte[] key, String msg) throws Exception {

Mac.getInstance ("Hmac A256") ;

= new (key, mac.getAlgorithm());
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mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (String s) throws Exception {
MessageDiges = MessageDigest.getInstance ("SHA-256");

byte[] d = md.digest (s.getBytes (UTFS8)) ;

return DatatypeConverter.printHexBinary (d) .toLowerCase () ;

}

(String[] args) s Exception {

"cvm.tencentcloudapi.com";
= "ap-guangzhou";
"DescribeInstances";
= "2017-03-12";
= "TC3-HMAC-SHA256";

"1551113065";

SimpleDate at € ("yyyy—-MM—-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

String = "POST";

String = "/v.

String

String = "content-type:application/json; charset=utf-8\n"
+ "host:" 4+ host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String = "content-type;host;x-tc-action";

String = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],
\"Name\": \"instance-name\"}]1}";

String = sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQuerySt
ring + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

= date + "/" + service + "/" + "tc3_request";

= sha256Hex (canonicalRequest) ;
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String = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashed
CanonicalRequest;

System.out.println (stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);

secretService = hmac256 (secretDate, service);

secretSigning = hmac256 (secretService, "tc3_request");
String = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .t
oLowerCase () ;

System.out.println (signature) ;

= algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

System.out .println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);

StringBuilder = new ()7
sb.append ("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append ("\"")

.append (" -H \"Content-Type: application/json; charset=utf-8\"")

.append (" \"Host: ") .append (host) .append ("\"")

.append (" \"X-TC-Action: ") .append(action) .append("\"")
.append (" \"X-TC-Timestamp: ") .append (timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append ("\"")
.append (" \"X-TC-Region: ") .append(region) .append ("\"")
.append (" —-d '"").append(payload) .append("'");
System.out .println (sb.toString());

}

}
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import hashlib, hmac, json, os, sys, time

from datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

n

service = "cvm

host = "cvm.tencentcloudapi.com
endpoint = "https://" + host
region = "ap-guangzhou"
action "DescribeInstances"
version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("SY-Sm-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"iﬁﬁﬁ "], "Name": "instance-name"}]}

http_request_method = "POST"

canonical_uri = "/"

canonical_querystring = ""

ct = "application/Jjson; charset=utf-8"

payload = json.dumps (params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%$s\n" % (ct, host, action.lower
()

signed_headers = "content-type;host;x-tc-action"

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_ headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"
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hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_ scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()

secret_date = sign (("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign (secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_ to_sign.encode ("utf-8"), hashlib.sha256) .hexdig
est ()

print (signature)

authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ",
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

print ('curl -X POST ' + endpoint
"Authorization: ' 4+ authorization + '"'
"Content-Type: application/json; charset=utf-8""'
"Host: ' + host + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + str(timestamp) + '"'
"X-TC-Version: ' + version + '"'
"X-TC-Region: ' + region + '"'

LI payload + lllll)

import (

"crypto/hmac"
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"crypto/sha256"
"encoding/hex"
" fITt "

"OCJ n

"strings"
"time"

)

(s string)
:= sha256.Sum256 ([]byte(s))
return hex.EncodeToString(b[:])
}

func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s))

return string(hashed.Sum(nil))

}

secretId := o0s.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := os.Getenv ("TENCENTCLOUD_SECRET_KEY")
host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm"

version := "2017-03-12"

action := "DescribeInstances"

region := "ap-guangzhou"

var timestamp int64 = 15511

httpRequestMethod := "POST"
canonicalURI := "/"
canonicalQueryString := ""

)

>s\nhost:

S

canonicalHeaders := fmt.Sprintf ("content-type: s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-n

ame"}]}°

hashedRequestPayload := sha256hex (payload)
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canonicalRequest := fmt.Sprintf ("$s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURT,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%$s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println (string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)
secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_request", secretService)

signature := hex.EncodeToString ([]byte (hmacsha256 (string2sign, secretSigning)))

fmt .Println (signature)

o )

authorization := fmt.Sprintf ("$s Credential=%s/%s, SignedHeaders=%s, Signature=%s"
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (' curl -X POST https://%$s

"Authorization: %s"\

"Content-Type: application/json; charset=utf-8"\
"Host: %s" —-H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

"X-TC-Version: %$s"\

"X-TC-Region:
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-d '%$s'", host, authorization, host, action, timestamp, version, region, payload)

fmt.Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
"cvm.tencentcloudapi.com";
= "cvm";
"2017-03-12";
"DescribelInstances";

"ap—guangzhou";

1551113065;

"TC3-HMAC-SHA256";

"POST";

= H/ll,.

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". ,
"x—tc—-action:".strtolower ( ),

nn

1)

"content-type",
"host",

"x-tc—-action",

'"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-n

= hash ("SHA256", ) ;
. vv\nn
. H\NH
. vv\nu

H\nll
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"\l’l"
2

.PHP_EOL;

= gmdate ("Y-m-d", ) e
= VAR ."/tc3_request";
= hash ("SHA256",

. vv\nvv

. ll\nll
7

.PHP_EOL;

= hash_hmac ("SHA256", , "TC3".
hash_hmac ("SHA256", 7
= hash_hmac ("SHA256", "tc3_request",
= hash_hmac ("SHA256",

.PHP_EOL;

Credential=".

SignedHeaders=". .", Signature=".

.PHP_EOL;

= "curl -X POST https://".

1

"Authorization:
"Content-Type: application/json; charset=utf-8"'
"Host: '. o VWU

"X-TC-Action: '.
"X-TC-Timestamp: '
"X-TC-Version: '.
"X-TC-Region: '

n LU LI
. . 7

.PHP_EOL;
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'digest'
require
require

require 'openssl'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]
service = 'cvm'

host = 'cvm.tencentcloudapi.com'
endpoint = 'https://' + host
region = 'ap-guangzhou'
action DescribeInstances'

version = '2017-03-12"

algorithm = 'TC3-HMAC-SHA256'

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-Sm-%d")

http_request_method
canonical uri = '/'
canonical_querystring =
canonical_headers = "content-type:application/json; charset=utf-8\nhost:#{host}\nx-tc-actio

n:#{action.downcase}\n"

signed_headers = 'content-type;host;x-tc-action'’

payload = '"{"Limit": , "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-na
me"}]}"'

hashed_request_payload = Digest::SHA256.hexdigest (payload)
canonical_request = [

http_request_method,

canonical_uri,

canonical querystring,

canonical_headers,

signed_headers,
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hashed_request_payload,

].Jjoin("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].Jjoin("\n")

puts string to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#
{signed_headers}, Signature=#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8"' \
"Host: ' + host + '"' \
"X-TC-Action: ' + action + ""' \
"X-TC-Timestamp: ' + timestamp.to_s + '"' \
"X-TC-Version: ' + version + '"' \
"X-TC-Region: ' + region + '"' \

win

'" + payload +
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using System;
using System.Collections.Generic;
using System.Security.Cryptography;

using System.Text;

static string (string s)

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder () ;
for int i 0; 1 < hashbytes.Length; ++1i)

{

builder.Append (hashbytes([i] .ToString ("x2")) ;
}

return builder.ToString() ;

}

}

public static byte[]
{

ing (HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msqg) ;

public static Dictionary<String, String>

string secretkey, string service, string endpoint,

string action, string version, DateTime date, string requestPayl

{

string datestr = date.ToString ("yyyy-MM-dd") ;

DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRoun

ding.AwayFromZero) / 1000;

string algorithm = "TC3-HMAC-SHA256";
string httpRequestMethod = "POST";
string canonicalUri = "/";

string canonicalQueryString = "";
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string contentType = "application/json";
string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action.ToLower () + "\n";
string signedHeaders = "content-type;host;x-tc-action";
string hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

Console.WriteLine (canonicalRequest) ;

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));

signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign)) ;
string signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

“ring authorization = algorithm +

"Credential=" + secretid + "/" + credentialScope + ",
"SignedHeaders=" + signedHeaders

"Signature=" + signature;

Console.WriteLine (authorization) ;

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add ("Authorization", authorization);
headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
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headers.Add ("X-TC-Timestamp", requestTimestamp.ToString());
headers.Add ("X-TC-Version", wversion);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

return headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY") ;

service = "cvm";

g endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action = "DescribelInstances";

y version = "2017-03-12";

DateTime date = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (155111306
5);
string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\ub547d\\u540d

\"], \"Name\": \"instance—-name\"}]}";

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

.WriteLine ("POST https://cvm.tencentcloudapi.com");

(KeyValuePair<string, string> kv in headers)

.WritelLine(kv.Key + ": " + kv.Value);

.WriteLine () ;

.Writeline (requestPayload);
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require ('crypto');

crypto. ha256', secret)

(message) . (encoding)

function (message, encoding = 'hex') {
const hash = crypto. ('sha256")

return hash. (message) . (encoding)

(timestamp) {
date new (timestamp * 1000)
year date. ()
month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY
endpoint = "cvm.tencentcloudapi.com"
service "cvm"
region "ap-guangzhou"
action "DescribeInstances"

version = "2017-03-12"

timestamp

(timestamp)

st payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"N

\"instance-name\"}]}"

hashedRequestPayload = (payload) ;
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httpRequestMethod = "POST"

canonicalUri = "/"

canonicalQueryString = ""

canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"
+ "x-tc-action:" + action. () + "\n"

const signedHeaders = "content-type;host;x-tc-action"

onst canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload

(canonicalRequest)

algorithm = "TC3-HMAC-SHA256"
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date + "/" + service + "/" + "tc3_ request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

kDate = (date, 'TC3'" +

kService (service, kDate)

kSigning ('tc3_request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +

"Credential=" + + "/" 4+ credentialScope + ",
"SignedHeaders=" + signedHeaders + ", " +

"Signature=" + signature

(authorization)

const curlcmd = 'curl -X POST ' + "https://" + endpoint

+ ' —-H "Authorization: ' + authorization +

+ ' —-H "Content-Type: application/json; charset=utf-8"'

IRIFRE: BR=ItE (It ) BRSEATF 34 H67)




EERINE2.0

"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"!'
"X-TC-Timestamp: ' + timestamp.
"X-TC-Version: ' + version + '"'
"X-TC-Region: ' + region + '"!'
'" + payload + "'"

(curlcmd)

<algorithm>
<cstdlib>
<iostream>
<iomanip>
<sstream>
<string>
<stdio.h>
<time.h>
<openssl/sha.h>

<openssl/hmac.h>

namespace std;

string
{
string utcDate;

char buff[20] = {0};

sttime;

sttime

*gmtime (&timestamp) ;

me (buff, sizeof (buff), "$Y-%m-%d", &sttime);
utcDate = string(buff);
return utcDate;

}

string

{

std::stringstream ss;
ss << n;

return ss.str();
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string const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];

SHA256_CTX sha256;

SHA256_Init (&sha256) ;
_Update (&sha256, str.c_str(),
_Final (hash, &sha2506);

std::string NewString = "";

i < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, sizeof (buf), "%02x", hash[i]);
NewString = NewString + buf;

}

return NewString;

}

string const &key, const string &input)
{

unsigned char hash[32];

HMAC_CTX *h;

#i1f OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;

h = &hmac;

HMAC_Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update (h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC_Final (h, hash, é&len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
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std::stringstream ss;

ss << std::setfill('0");

for (int i 0; 1 < len; i++)
{

ss << hash[i];

string C st string &input)
{
char* const lut = "0123456789%abcdef";

input.length () ;

string output;
len) ;

i < len; ++1i)

char ¢ = input[il];
output .push_back (lut[c >> 4]);
output.push_back (lut[c & 15]);
}

return output;

string SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID");

string SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "DescribelInstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data (timestamp) ;
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string httpRequestMethod = "POST";
string canonicalUri = "/";
string canonicalQueryString = "";
string lower = action;
std::transform(action.begin(), action.end(), lower.begin(), ::tolower);
string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"
+ "x-tc—-action:" + lower + "\n";
string signedHeaders = "content-type;host;x-tc—action";
string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"
\"Name\": \"instance-name\"}]}";
string hashedRequestPayload = sha lex (payload) ;
string canonicalRequest = httpRequestMethod + "\n"
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";
string RequestTimestamp = int2str (timestamp) ;
string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex (canonicalRequest) ;

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" +

hashedCanonicalRequest;

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256 (kKey, date);

string kService macSha256 (kDate, service);

string kSigning nacShe "tc3_request");

string signature HexEncoc a 256 (kSigning, stringToSign));

cout << signature << endl;

string authorization = algorithm + " + "Credential=" + SECRET_ID + "/" + credentialScope

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;
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string curlemd = "curl -X POST https://" + host +
-H \"Authorization: " + authorization + "\"\n"

\"Content-Type: application/json; charset=utf-8\""

\"Host: " + host + "\"\n”
\"X-TC—-Action: " + action + "\"\n"
\"X-TC-Timestamp: " + RequestTimestamp +
\"X-TC-Version: " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
'" + payload + "\'";

cout << curlcmd << endl;

return 0;

bi

#include <ctype.h>

#include <string.h>

#include <stdio.h>
<stdlib.h>
<time.h>
<stdint.h>

<openssl/sha.h>

<openssl/hmac.h>

(int64_t timestamp, char*

struct 9
sttime = *gmtime (&timestamp) ;

strftime (utc, len, "$Y-%3m-%d", &sttime);

char buf[3];

unsigned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

SHA256_Init (&sha2506) ;

SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

for(int 1 = 0; i < SHA256_DIGEST_LENGTH; i++)
{
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snprintf (buf, sizeof (buf), "%02x", hash[i]);

strcat (result, buf);

}

char* key, in
4

const char* input,
unsigned char*

{

HMAC_CTX *h;

input_len,

unsigned int* output_len)

#if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

HMAC_CTX_new () ;

#endif

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);

HMAC_Update (h, ( unsigned char* )input, input_len)

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L

HMAC_CTX_cleanup (h);

char* const

char add_out[128] = {0};

char temp[2] = {0};

unsigned char c =
temp[0] = lut]c
strcat (add_out,

temp[0] = lut|[c
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lut = "0123456789%abcdef";

0; 1 < input_len; ++i)

input [i];

7

char*

output)
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strcat (add_out, temp);
I3
strncpy (output, add_out,

src[i]; 1i++)

SECRET_ID = getenv ("TENCENTCLOUD_SECRET_ID") ;

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvm";
host = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstances";
char* version = "2017-03-12";
int64_t timestamp = 1551
char date[20] = {0};

get_utc_date (timestamp, date,

char* http_request_method = "POST";
char* canonical_uri = "/";
const char* canonical_query_string = "";
char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat (canonical_headers, host);
strcat (canonical_headers, "\nx-tc-action:");
char value[100] = {0};
lowercase (action, value);
strcat (canonical_headers, value);
strcat (canonical_headers, "\n");
char* signed_headers = "content-type;host;x-tc-action";
char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d

\"Name\": \"instance—-name\"}]}";
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char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256]

sprintf (canonical_request, "%s s\n%s\n%s\n%s\n%s",

canonical_uri, canonical_query_string,

signed_headers, hashed_request_payload) ;

printf ("$s\n", canonical_request) ;

"TC3-HMAC-SHA256";
}i
H%d",

char* algorithm =
char request_timestamp[16] = {0

intf (request_timestamp, timestamp) ;

Spr

{0};
date) ;

char credential_scope[64]
strcat (credential_scope,
"$s/%$s/tc3_request", date,

{0%};

sprintf (credential_scope,
char hashed_canonical_request[100] =
sha256_hex (canonical_request,

{0}

56] =

char string_to_sign|[2

sprintf (string_to_sign, "%s\n%$s\n%s\n%s", algorithm,

credential_scope, hashed_canonical_request) ;

printf ("$s\n", string to_sign);

char k_key[64] = {0};

n n aleil
0 TC3",

{0%};

sprintf (k_key, "%s%s SECRET_KEY) ;

unsigned char k_date[64] =
unsigned int output_len = 0;

rlen (k_key),
{0};

service,

hmac_sha256 (k_key, st date, strlen (date)

unsigned char k_service[64] =

hmac_sha256 (k_date, output_len,

{0}

output_len,

char k_signing[64] =

unsigned

hmac_sha256 (k_service, "tc3_request",

_len);

unsigned k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_ to_sign,

&output_len);
char signature[128] = {0};

hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("%$s\n", signature);
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strlen (service),

str

strlen(string_to_sign),
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http_request_method,

canonical_headers,

service);

hashed_canonical_request) ;

request_timestamp,

&output_len);
&output_len) ;

k_service,

len ("tc3_request"), k_signing, &output

k_hmac_sha_sign,
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char authorization[512
sprintf (authorization, % ‘redential=%s/%s, SignedHeader Signature=%s
algorithm, SECRET_ID, credential_scope, signed_headers, signature);

printf ("%$s\n", authorization);

char curlcmd[10240]
sprintf (curlcmd,

charset=utf-8\"\n

TC-Timestamp:

C-Version:

host, authorization, host, action, request_timestamp, version, region, payload);

printf ("%$s\n", curlcmd);
return 0O;

}

HiiEE

o Lua: GitHub

« Swift: GitHub

o Dart: GitHub

« Shell(Bash): GitHub

o=t 3

FHEUTERXWAIEIRD, BIRIESLARERGE,
HHi=t HHi=ER
AuthFailure.SignatureExpire FEBEH, Timestamp SIRSZF[HEWEIERIEHEERSESR .
AuthFailure.SecretldNotFound = ZE$AFXEFE. BRIZHABEEZHRBHER, RELEHNTFHRES TFH-

ERER, TRHEERITEER, NEXSSEMRENNEFEES, tbETH

AuthFailure.SignatureFailure 24 SecretKey 2SI,

AuthFailure.TokenFailure IGRFIEE Token $HiR.
AuthFailure.InvalidSecretld AL (F=2= AP HiE2E8 )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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Y J N
ERBBE
RIEE#AYE: 2026-03-19 15:27:45

BR/EEVI BRZH, ERMEMZEUBFIMERSE v3, BEERAERSIE V3.

BENRIERD, BIER AP Explorer FRY “ERBER” ThaE, EIFEBRAER “API 3.0 & v1” , AILIERERZE#HTIE
iE, FRETHIRESSHEZ T, BaIEEER SDK K8, HEERAEA= AP BRER 8 MERMRIZIES SDK, E£&
HETESMGEKIE, WEFHE, F Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EE(ER API Explorer

fZaJLli@id AP| Explorer B9 [ 2 &84 | BREBFSMEOEIMNEMIE

BNz APl S8 MAITERETEMBIIE, ENERETEELAHBERSHYPEEER(ER (Signature ) LISIEERES
3o

EBEEHRRLFIEERN, Z2FIEEIE Secretld 1 SecretKey; ERFPERBREEIE, BRI ZAPIZHNH BiF, &
WFEEEAZ API #0.

1. RiER2FIE

EE—REAZ AP| 281, 58I = AP| ZHRE BEREEE.
RLEIEEIE Secretld #1 SecretKey:

+ Secretld BF#riR APl ER&B%

« SecretKey BFINZEZEZFFRRSEIRIGTEZZFZHFHIIFNR,
. ARPBAERERSFIE, BRHE.
HisZSETNEEFSBINT:

1. B BA=EEHRERS .
2. it = AP| A BIRFIATRE
3. = API %8 @, BE [ 2= | BaJLIeE—3d Secretld/SecretKey.

8 BMRSRSILUABERAX Secretld/SecretKey.

2. ERERS
BTREEIE Secretld 1 SecretKey 5, BAILAERERZRERT . LLT2EREEHZE v £ERE2RAVFMITE:

{RiZFAFPRY Secretld 1 SecretKey $5I2:

° Secretld: AKID*****‘k**************************

° SecretKey: Ak khhhkkhkhhkrkkhhrkrkhkhhxkkhhkhkKkkxx***

ER: XBEREFRA, SIREAFXERRIBR Secretld fl SecretKey i {T/RHRIF!
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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LA=HRS3EEELHITIE ( Describelnstances ) i5XkA61, HAFRAMBX—EOR, HiERSHOTENT:

SHBWR 15°4 sHE

Action BiEd Describelnstances

Secretld 248 1D ARTD® & % % % % % & & & & & % & % % % % % % % % % % % % % % %k
Timestamp LFiAdiEEE 1465185768

Nonce REANIEEEEY 11886

Region SEIFRTEX 1 ap—guangzhou

Instancelds.0 FEIIRYsERI ID ins—09dx96dg

Offset (RizE 0

Limit RASIFESH 20

Version FEORAS 2017-03-12

XBOERTHA AHSHINZOMASE, APULMRIEZFEERMEMSE, F90 Language 1 Token 2H2%(,

2.1. WEHHR

BSRNFEERSHIZSHBNFHE ( ASCII 18) AFHIF, F5: 1) RIESHSHTHIRE, SHERISYNEIRT, 725t
XKiv; 2) # ASCII 8BEb Xy, 30 Instancelds.2 BHEE Instancelds. 12 B, AEKRFEER, UFARREE. APTLUE
BRIZIE S hRIEEHEF R ESRE X —IhRE, 1 PHP &Y ksort &, iR RHISHVHIFEERINT:

{

'Action' : 'DescribelInstances',
'InstanceIds.0' : 'ins-09dx96dg',
'Limit' : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap—-guangzhou',

'SecretId’ : 'AKID********************************',

'Timestamp' : 1465185768,

'Version': '2017-03-12",

}

ERAECERRIHESHRN, AN EERAPHSHHTHR, SENER—HE,

2.2. HHEBRFTHR

I RERMIERF R
BIEL—SHIFFRIERSEEAMR ‘SHBHR-28E X, W3 Action 2%, ESHERA "Action” , SH(EA
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"Describelnstances" , ElL#&ER{LEFHB Action=Describelnstances »
R “S8E" PERBREMIE url /KBENE.

AEBECENSISHA"S HHEE—E, REEMERFFHREN:

Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap

—guangzhougSecret TA=AKTID* % * % %k %k ko ko k ok k ok k ok k% k% k k¥ k¥ **¥* g Timestamp=1465185768&Version=2017-

03-12

2.3. RS BIRXFHH

I REMERIRFTH,
BREFAFHREUTLASER:

1. iEKRGi%: X85 POST #1 GET 5%, XEB{ERA GET 5K, 8L iEAEAE.,

2. iEREN:BEFXHFFIE(Describelnstances)fligki%ZH: cvm.tencentcloudapi.com. SEfFRYIERIEZRIBIZORR
BERMARETAR, #REEO%RA.

3. IBRIER: HRRA=APIRERIEREERN / -

4. iERFHE: B E—SERRISRFFSR,

BREHRHERNA: BREE + BEREN ABRERE + 2 + BREFH
ISR :

GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=1ins-09dx96dg&Limit=20&No

nce=11886&0ffset=0&Region=ap—guangzhou&Secret Id=AKID* ¥ ¥ ¥ * &k &k kdkdhdhdhdhdhdrhrrrrrrrxxxxx*x*xgTimest

amp=1465185768&Version=2017-03-12

2.4. EREEH
LS BEHEZR,

B5%ER HMAC-SHA1 Hizx E—S iR SMERRNFHRHTES, RARISEMNESR(EM Base64 #HiTHIE, BIEIR
SRENESH,

BMUEBINT, LA PHP iESHHI:

$SecretKey = |********************************’;

SsrcStr = 'GETcvm.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&
Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ ¥ X XA XA XXX XXX XXX XXX XXX XXX XX
*FFxgTimestamp=1465185768&Version=2017-03-12";

$SsignStr = base64_encode (hash_hmac ('shal', $srcStr, S$secretKey, true));

echo $signStr;

=)
215

IRy RER:

i
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TRAM2x fNMO9EiVTINmPg06MRnCvQ=

ERECERRHESTARN, TALERAPHEXETEREIE, FENERHRSHEIFHrI—EET,

3. EEREE
ERMESEHTRERENEREYN, BEELHT URL .

N E—SEEZ R TRAM2XFINMOIEIVTNMPg06MRNCVQ= , REBRIMNEZHRIERSH ( Signature) 7:
7RAM2xfNMO9EiVTNmMPg06MRNCvQ%3D, BiAFERZLERIER URL,

R MRAPKERAER GET, SEiERSGZ)H POST [AF Content-Type 7 application/x-www-form-
urlencoded, WAXERMFABFERSHEHESRER URL Hif3, SHRN-FSTRERDG. I ASCIl = URL SHEEel
|E=5%LL UTF-8 #157468.

R FRREREENMEESEMNAFRAESMIETT urlencode, EXHMERT, RABENESRHTT URL KRBT, EWA
X URL RiBSSHEZEM.

R Rft2BEHmERTRG, RERA RFC 3986, (EA %XY MSHFHHINRFH#HTEILRSE, H
B X7 M Y” BEARHBFE (0-9 MAS=F8 A-F) , ERNMNSESIRER.

4, FL/EM

RIELIRER, FEUTESKMAVERD, BIRIEERERLE,
Hi=ftig HHistik
AuthFailure.SignatureExpire FERIIH
AuthFailure.SecretldNotFound BHAERE
AuthFailure.SignatureFailure ERER
AuthFailure.TokenFailure token £Hix
AuthFailure.InvalidSecretld ZHiEE (F2= API AR )

5. BERWF

fEsEfniAM API 3.0 B, #EEREEANERZ SDK 3.0 , SDK #ETERME, AARRXFFRIZHINRAEORE,
FHRIEESR SDK i, HEiFHREESH:

« Python
e Java

« PHP

« Go

+ NodedJS
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
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« .NET
« C++
* Ruby

TEHRM T FRFRIERES demo, ERILIKEIMMAIREEERAIERN:

» Signature Demo

ATEFRNBERER/LRE, TEMSIRREESHM, S LRNERERERAHSH, SRS . FRNEOMSHAIEEERL
LiaEEdiEhE, ABRAREESERE, HFEEERNE, IIMTRERE[ERM SDK .

EEEHBAY url BIEERN: https://cvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret TA=AKTID* * * Kk kkkodododododeodode oo s sk g S 3 gnat ure=7RAM2x fNMO9E i VTNmPg0 6MRNCvQ% 3

D&Timestamp=1465185768&Version=2017-03-12 o

8 AFRAIPRHZEREEN, HERBAERRFXNFAE, ELiRIELH url EXEHEPITAHER curl FHSRAARS
REERUEIR: BRI, ATER—NMILAEERER url , SEEXRFIPE Secretld #1 SecretKey AHEERIZEH, FiE
BESHeIIEEIER Timestamp o

FR: ETERNRAP, FREFEES, EER—ESERIVTEIIN url IEHEMAR, RRASHNIRFERR, EXHAFR
IRIEtRE. REMASHEE, BERITEIERET,

ER: UTRIBUERT API 3.0, FatERATEMNERRE, BIARMAISERIEAE,

Java

"t java.io.UnsupportedEncodingException;
java.net .URLEncoder;

C java.util.Random;

~t java.util.TreeMap;

t javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

£ javax.xml.bind.DatatypeConverter;

static String (String s, String key, String methoc throws Exception {

Mac.getInstance (method) ;

SecretKeySpec = new (key.getBytes (CHARSET), mac.getAlgorithm());

mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;
return DatatypeConverter.printBase64Binary (hash) ;

}
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https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

EERINE2.0

static String (TreeMap<String, Object> params) {

ingBuilder = new ("GETcvm.tencentcloudapi.com/?");

(String k : params.keySet ()) {
.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

return s2s.toString() .substring(0, s2s.length() - 1);
}

public static String (TreeMap<String, Object> params) throws UnsupportedEncodingExcep

tion {

StringBuilder = new ("https://cvm.tencentcloudapi.com/?2");

for (String k : params.keySet()) {

url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .appe
nd("&");
}

return url.toString() .substring (0, url.length() -

}

public static void (String[] args) throws Exception {

TreeMap<String, Object> params = new <String, Object>();

params.put ("Nonce",

params.put ("Timestamp", 1465185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_ID")) ;
params.put ("Action", "DescribelInstances");

params.put ("Version", "2017-03-12");

params.put ("Region", "ap—guangzhou");

params.put ("Limit", 20);

params.put ("Offset", 0);

params.put ("InstanceIds.0", "ins-09dx96dg") ;

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KE

Y"), "HmacSHA1"));

System.out .println (getUrl (params)) ;
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Python

R NREE Python 2 HEHIET, BEHRIE requests {K#fi: pip install requests o

baseo64
hashlib
hmac

oS

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

boint, params) :
= method + endpoint + "/2"
query_str = "&".join ("%$s=%s" (k, params([k]) for k in sorted (params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new (key.encode ("utf8"), s.encode ("utf8"), method)

return base64d.b6dencode (hmac_str)

1 LI

if name == ' _ main___
endpoint = "cvm.tencentcloudapi.com"
data = {

'Action' : 'DescribelInstances',

'InstanceIds.0' : 'ins-09dx96dg',

'Region' : 'ap-guangzhou',
'SecretId' : secret_id,
'Timestamp' : 14651857
'Version': '2017-03-12"

}
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s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print (data["Signature"])

"bytes"
"crypto/hmac"
"crypto/shal"
"encoding/base64"
"fmt"

"OS"

"sort"

"strconv"

)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : os.Getenv ("TENCENTCLOUD_SECRET_KEY")
params := map[string]string{

"Nonce": "11886",

"Timestamp": strconv.Itoa (1465

"Region": "ap-guangzhou",

"SecretId": secretId,

"Version": "2017-03-12",

"Action": "DescribeInstances",

"InstanceIds.O0": "ins-09dx96dg",

"Limit": strconv.Itoa(20),

"Offset": strconv.Itoa(0),

}

var buf bytes.Buffer
buf.WriteString ("GET")

buf.WriteString ("cvm.tencentcloudapi.com")
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buf.WriteString("/")

buf.WriteString("?")

ke ([]string, 0, len(params))
:= range params {

= append (keys, k)

Strings (keys)

:= range keys {
keys[i]
.WriteString (k)
.WriteString("=")
.WriteString (params/[k])

WriteString("&")

.Truncate (buf.Len () - 1)

hashed := hmac.New (shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TENCENTCLOUD_SECRET_KEY") ;
["Nonce"] = 118
["Timestamp"] = 1465185768;
["Region"] = "ap-guangzhou";
["SecretId"] = 8
["Version"] = "2017-03-12";
["Action"] = "DescribelInstances";
["InstanceIds.0"] = "ins-09dx96dg";
["Limit"] = 20;

["Offset"] =
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ksort ( ) g

"GETcvm.tencentcloudapi.com/?";

=> ) A

-1);

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

require 'time'
require 'openssl'

require 'base64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'DescribelInstances',
'Instancelds.0' => 'ins-09dx96dg’',
'Limit'

'Nonce' =>

'Offset' => 0,

'Region' => 'ap-guangzhou',
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'SecretId' => secret_id,
'Timestamp'

'Version' =>

}

sign = method + endpoint + '/2'

params = []

data.sort.each do |item

params << "#{item[O] }=#{item[1]}"

end

sign += params.join('&'")

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb64.encodeb6t4 (OpenSSL::HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

string

ing signRet = string.Empty;
using (HMACSHAl mac = new HMACSHA1l (Encoding.UTF8.GetBytes (signKey)))

byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret)) ;
signRet = Convert.ToBase64String (hash);

}

return signRet;

static string (SortedDictionary<string, string> requestParams, stri

string requestHost string requestPath)
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{

string retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?";

string v = "";

(string key in requestParams.Keys)

string.Format ("{0}={1}&", key, requestParams/lkey]);

retStr += v.TrimEnd('&"') ;

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

endpoint = "cvm.tencentcloudapi.com";
region = "ap-guangzhou";
g action "DescribelInstances";

version = "2017-03-12";

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string,

param.Add ("Limit", "20");
param.Add ("Offset", "O");

param.Add ("InstanceIds.O0", "ins-09dx96dg") ;
param.Add ("Action", action);

param.Add ("Nonce", "11886");

Add ("Timestamp", RequestTimestamp.ToString());
.Add ("Version", wversion);
.Add ("SecretId", SECRET_ID);

.Add ("Region", region);
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SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, Stri
ngComparer.Ordinal) ;

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WritelLine (sigOutParam) ;

t
}

NodeJS

crypto = require('crypto');
function
params|['Signature'] encodeURIComponent (params|['Signature']);

onst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

(regqMethod, endpoint, path, strParam) {
strSign = regMethod + endpoint + path "?" + strParam.

eturn strSign;

ion (secretKey, strsign) {
signMethodMap = {'HmacSHA1': "shal"};

hmac = crypto. (signMethodMap [ 'HmacSHAL1'"'], secretKey || "");

return hmac. . (strsign, 'utf8')). ('baseb6d')

ion (params) {
strParam = "";
keys = . (params) ;
keys. ();
for (let k in keys) {

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
I3
return strParam

}
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process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap—-guangzhou"
= "2017-03-12"

"DescribeInstances"

let params = {};

params['Action']

params [ 'Instancelds.( 'ins-09dx96dg’;
params|['Limit'] =

params['Offset']

params|[ 'Nonce'] =

params [ 'Region']

params|['SecretId'] =

params|['Timestamp'] =

params|['Version'] =

strParam = (params)

const regMethod = "GET";

const path = "/";

strSign = (regMethod, endpoint, path, strParam)

params|['Signature'] = (

(params ['Signature'])
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IR [B]455R

I EFESE: 2026-03-19 15:27:46

= API 3.0 #RAARE JSON 4R, iEEEE JSON SUaYE O SPiHiRR . &E JSON #iEr&RAMREH 50
MB, MREERNEIFEEERARE, BREEXMHREINEER. BRIEZROISPSEHAEIEINEE (FIMNRESEE ) HESR
IhgE, EHREISBERZEIK.

e BRREERERSIKRERLGET, WA HTTP RREB15200, FIIRESESHENBRBIEZZELM, B HTTP
KEEBR200, MFE401.

IEfRIBEISSR

LAZIRSSEREOBSEFIREFIE (DescribelnstancesStatus) 2017-03-12 kraa6, EHRAMAKI, HEaTsErRET
A

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],
"RequestId": "b5b41468

}

}

+ Response RREMEB Requestld REIEFER, TiCiBERAINSE, RE APILET, NGESEE,

+ Requestld AF—1" APl iERBIE—RE, R API EMBE, LBXR Bil==0k 5% 125215, Hi2#z ID KRR
7,

o RTEENZERSI, BERYAEMEOEXNZFEE, FREOMREINZES RIEOMETEN . ttFldas TotalCount
0 InstanceStatusSet #3739 DescribelnstancesStatus EOEXWFE, AT RAAERIAPEIE B =IRSEEE
51, Eit TotalCount ELLIERTENIREES 0, InstanceStatusSet FIERAE,

HiREOESR
ERBEH, HEEERANTR:

{
"Response": {
"Error": {

"Code": "AuthFail

"Message": "The prov cr s could not be validated. Please check your signature is

correct."

br
"RequestId": "ed93f3cb-£35e
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ HE‘.L:HE L2ERINE2.0

+ Error WEMARERE ZIEKRFABRLM . Error FERIZEREHAERY Code #l Message FERTEAMBXMAT 24 ERERT .

+ Code RREFHIEAEIR, HiFKHERTILSGIREBZERBEARERIBI SO MAYEIRETIREERE X KFEE
MBRER.

+ Message BRETEMERERENEFERR, HEWSERHIAEMNE, WXATHESEEFRISTELETRN, APFRIKERIX
MERENE,

« Requestld BF—1" APl iERIE—#HRR, MR API BRBE, aJLBR Bil==k &% 1232 T8, FRM% ID KERD

=,
2ILEIRD

REIZSRPUNREFE Error FER, NWRTEAR APHEOXM . Error B89 Code FERETFEIRIG, FRABSHTEHIMAIER
BALLEIRB . REMERBIIRESEF~m “API X" BRTH “EiRE" XM,
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https://cloud.tencent.com/act/event/connect-service
https://console.cloud.tencent.com/workorder/category

@ HE\.L;HE LIRINE2.0

SHIER

RIEE#AYE: 2026-03-19 15:27:46

ERIESAZ= API 3.0 A SHMEE SIS TSRS :

String: Z&FH,

Integer: R, FRALFHFS64UEL . SDK 3.0 FEAREESZISHREEMER, BNUMERRZEESHRABREE
M, 5180 Golang B uint 64,

Boolean: #/REL,

Float: Z=E8,

Double: WEEZERE,

Date: =fFsh, HHRKEU. fltn: 2022-01-01,

Timestamp: FF&, iEg=t. $1E0: 2022-01-01 00:00:00,

Timestamp ISO8601: ISO 8601 2HEFHEMALELR ( International Organization for Standardization, 1SO)
E/RXTF R EEXNERRRE, WREVR (GB/T 7408-200558iEmilciEtgtiE B QR EERTE) - &
WLARRERREES IR SRR TR, fItn: 2022-01-01T00:00:00+08:00,

Binary: Z#HHEIRS, BELUSEMGERINGRT.
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

@ HE‘.L:H_E LHRiE2.0

SEXNNEHE X
EifEiRke

IEEFAYE: 2026-03-19 15:27:44

%=

1. EO#R

#EOEKIESZ: ga2.tencentcloudapi.com .
EigEIEwE

EOMEOERRERE: 200R/% -

#E#=F{ER API Explorer

APl Explorer {2t TTEZIFARA . ERWIE. SDK UIBEMMRFEERIEOFEN . BAEESXARNBERASTNROS
RURBzER SDK ERTH.

2. MNEH
UTFERSHIIRMIIE TIEROBRSUMBL RS, REATRSHIIRR AHIFRSEH,
SHEM Wik B fak
Action = String AHSH, XEOBYE: DescribeCrossBorderSettlement.
Version = String ~HSH, FEOE: 2025-01-15,
Region & String ~HBY, BSHATESHY.

EERINELHIID

GlobalAcceleratorld = String FHIE: ga-d2w2zbzc
_ . hnszEthia o

I =

AccelerateRegion = String FIfE: ap-guangzhou
_ ) ) LKipTo A

E R =

ndpointGroupRegion = String T1§|J1E- ap-singapore

o TKERLE BRTIE .
SettlementMonth = Integer SBIE: 202510
3. ihsH
SHEW 35 1::)0
Traffic Float RERS, BUEGB; BEMRBNES6(I,
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https://cloud.tencent.com/document/api/1817/129373
https://cloud.tencent.com/document/api/1817/129373
https://cloud.tencent.com/document/api/1817/129373
https://cloud.tencent.com/document/api/1817/129373
https://console.cloud.tencent.com/api/explorer?Product=ga2&Version=2025-01-15&Action=DescribeCrossBorderSettlement

CSEE) Hgiiﬁiifi L2ERINE2.0

SHBWR ES:ig) ik
xfi{E: 65.036000

B—iEK ID, HIRSIRER, SRERBLEE (FEREHMRERERARS K, WiZRiE

R tid tri
equestld  String 4 ~s%18 Requestid) » E{TABHESIRHIZRERI Requestid.

4. 7=
RO BRIk

BATHI

POST / HTTP/1.1
Host: ga2.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeCrossBorderSettlement
<AHFRSE>

{

"GlobalAcceleratorId": "ga-00000020",
"AccelerateRegion": "ap-beijing",
"EndpointGroupRegion": "ap-singapore",

"SettlementMonth": 202512

"Response": {
"Traffic": 47.024,
"RequestId": "b2

}

}

5. FREHRR

Bz APl &

FEiflz API S5 248 API X, $8iR18. APl Explorer B SDK FRFEHS—ERTE, HEENE—AOEARERER
ZIRHAIFRE API BRSS .

API Inspector
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https://cloud.tencent.com/api

@ HE‘.L:H_E L2ERINE2.0

FRFEEE AP| Inspector BEEEHEE—SIREXER AP RBER, HEDERSIESIRAMN API 13, tEaJFEiE AP
Explorer #17EZIRIH o

SDK

= API 3.0 Rt TREMAARTIRE (SDK) , XISSHMRIZES, stELERER APl

« Tencent Cloud SDK 3.0 for Python: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for PHP: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: CNB, GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: CNB, GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: CNB, GitHub, Gitee

+ Tencent Cloud SDK 3.0 for Ruby: CNB, GitHub, Gitee

BSFTIR
» Tencent Cloud CLI 3.0

6. =g
PATFRFIH 7O SSZEHEXREIRD, HithiEiRiGiER AHEiRmE,
T ik
InvalidParameter.InputOutOfRange  IBERAEANSE & (key) s B % (value) s SBEIR,

8% 3 (parameter) s fH % (value) s B, IEREEAERW
(template) so

InvalidParameterValue.Malformed
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https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://cloud.tencent.com/document/product/1278/46697
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-python/-/blob/master/tencentcloud/ga2/v20250115/ga2_client.py
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ga2/v20250115/ga2_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/ga2/v20250115/ga2_client.py
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-java/-/blob/master/src/main/java/com/tencentcloudapi/ga2/v20250115/Ga2Client.java
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ga2/v20250115/Ga2Client.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/ga2/v20250115/Ga2Client.java
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-php/-/blob/master/src/TencentCloud/Ga2/V20250115/Ga2Client.php
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ga2/V20250115/Ga2Client.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Ga2/V20250115/Ga2Client.php
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-go/-/blob/master/tencentcloud/ga2/v20250115/client.go
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ga2/v20250115/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/ga2/v20250115/client.go
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-nodejs/-/blob/master/src/services/ga2/v20250115/ga2_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ga2/v20250115/ga2_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/ga2/v20250115/ga2_client.ts
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-dotnet/-/blob/master/TencentCloud/Ga2/V20250115/Ga2Client.cs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ga2/V20250115/Ga2Client.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Ga2/V20250115/Ga2Client.cs
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-cpp/-/blob/master/ga2/src/v20250115/Ga2Client.cpp
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ga2/src/v20250115/Ga2Client.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/ga2/src/v20250115/Ga2Client.cpp
https://cnb.cool/tencent/cloud/api/sdk/tencentcloud-sdk-ruby/-/blob/master/tencentcloud-sdk-ga2/lib/v20250115/client.rb
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ga2/lib/v20250115/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-ga2/lib/v20250115/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/1817/129378#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BAT

= e

mIEEFESE: 2026-03-19 15:27:46

LhREsAR

NRREILSRPFE Error FE, WRTRER APl EOXK. fiin:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

EERINE2.0

"Message": "The provided credentials could not be validated. Please check your signature is

correct."

Hy

"RequestId": "ed93f3cb-£f35e-473f-b9£3-0d451b8b79c6"
}
t

Error iy Code FRi5iRM8, Message ERZEIRMIEFEE .

HiRIR

2A3HEIRG
(iRt
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

IRIFRE: BR=ItE (It ) BRSEATF

yizli):}

EOST%.

BERLEREY Authorization RFSBATIRE,
ZiAdEx (2= AP Z$AZERY)

MFA $&iR.

FIRAFE. B BHE RERAEE SHmER
EHEZH, MRSEE, SRERPARRIESIER, i+
BRI EETE.

ER2idH, Timestamp RS EAIEEETRSE
SRS, BEREAEEREIIRERERE

BERHER. ERTEEHR, BURARASPHES
FiENEaEERITETRE.

token %o
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https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi

O BAT

iRt

AuthFailure.UnauthorizedOperation

DryRunOperation

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded
RequestLimitExceeded.IPLimitExceeded

RequestLimitExceeded.UinLimitExceeded

RequestSizeLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation

UnknownParameter

IRIFRE: BR=ItE (Ib5R) BRSEAR

AR

L2ERINE2.0

IEREKEN, i5EE CAM STHEXTERASREA

DryRun {#E, RERIEKIEESREMIIN, RRSET

DryRun £#{,
RERY
REREEIR o

BEOFREFE,

SHIER (BESHEL. XBFER) .

SHEEHEIR.

iER body B multipart 18U i&ix.
IP ittt EEZ SR,

IP it R EE R BER,

B AR -

ROSH,

FRAFE
BORAFFEFE.
IERENREGEEE T SRR
EMWSEBIIRNZRIRE

IP BRS®,

EMWSRIT,
IEREEIRFIK
iR G

BRFE.

BREAFE

HRAAIHA,
REISEIIREIK
SRR ERARTMA,
RIZIURLIE

KNSR, APSEREXNSHESHIER,
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https://cloud.tencent.com/document/product/598
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