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. ™ -MBO ~ % curl -1 http://1. b 233/test
HTTP/1.1 200 OK
Connection: keep-alive
Content-Type: application/json; charset=utf-8
Date: Thu, 17 Nov 2022 10:21:06 GMT
Server: apigw/1.0.15
Vary: Accept-Encoding

Via: kong/2.5.1

X-Api-Id: api-1lnrn@kuc
X-Api-Requestid: 7dZ2e7cca76bl665143af4
X-Kong-Proxy-Latency: 147
X-Kong-Upstream-Latency: 8
Content-Length: 11

hello Kong
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~ % curl -1 http:// . /myservice
HTTP/1.1 200 OK
Accept-Ranges: bytes
Connection: keep-alive
Content-Length: 615
Content-Type: text/html; charset=UTF-8
Date: Thu, 17 Nov 2022 11:24:46 GMT
Etag: "634fada5-267"
Last-Modified: Wed, 19 Oct 2022 07:56:21 GMT
Server: nginx/1.23.2
Via: kong/2.5.1
X-Kong-Proxy-Latency: 6
X-Kong-Upstream-Latency: 5

<IDOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: @ auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1l>Welcome to nginx!</hl>

<p>If you see this page, the nginx web server 1is successfully installed and
working. Further configuration is required.</p>

<p>For online documentation and support please refer to
<a href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at

<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body> 3/3
</html>
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W&/IP

oy

2l

o

2]

[l

TIREERERIX

itz
EERIERS TR IP. KO, IERER

FERE, Kong 18BmXEXFTE(HEEI AT CVM SE6),

o {H7E4H: Fik[E VPC M TRIRMEFIEH . XERfE, Kong B HEhgaa
U AHAEN, MURERRSH-HGIEIERE BERS, W EARE
AIECSANMIFRAS SEHFERS o

o HZEHIKO: HSHFEAHKO

KIXi5 R EiRIRSSERAIMNY, X#F HTTP/WS. HTTPS/WSS. TCP.
UDP.

[EimARSS AYERIER
EHREY . EAZEUGImEEIEER R A BT E

SiEinARSSEMEEIRKEILRE

SRS ERAEE/IP i, FEESLUTSH:

S8

RS54k

—
>
=R

2]

1y

2]

2]

iz

XIFES P sxig&, Fla0: 10.0.0.18k www.tencent.com,

EiRiRSSAYIRO, 323 1~65535R9F=iRM

M Xi5 R EiRERSSERAYINY, 328 HTTP/WS. HTTPS/WSS. TCP.
UDP,

[EimRpRSSRIERER
EEEY . SANZIEIRIREIRIRAER AT E .

S5RiRRSENEENRXELRE

SIRSERAZREYE, FEESUTSH:

i5AA

IRIFRE: BR=ItE (It ) BRSEATF 48 #2611



hRZS/5E

CAM ¥%
34

e 357

Baseb64
RIS

TERTATiE]
HilR¥

falis

2]

2l

2]

[l

[l

1y

1y

2]

[l

FEHRHEE Web HE,

IR R PR ERY AR R ZE 8] o

pric =5

AR R P ERIBRSS R AT E B R

RIANFFE, MXERFREIZREHTT CAM £,

A RERIMMNER .

EEMIIM#TT Base64 w3,

G2 . BAMIZEGIRE LA RAEEE,

SiEinARSSEMEEIRKEILRE

SRS KR FABEE, BEEUTSH:

W

#

ARS3 RN

FhBEE

BRS5iw O

ARS31Y

RS E&E
TERTATiE

EiliRE

1. (Hik) EESHRSH.

17|

2]

oy

=
=

=
=

1588

&R E BN ZIAT R RIF
IRSRSTARES,

EiniRSSAYIRE, 323 1~65535R9F=iRM

kX5 R GiRARSSERAIINY, 328 HTTP/WS. HTTPS/WSS. TCP.

UDP,
EimpRSSRIBRER
EEEY . SANZIEIRIEEIRIRAER AT E

SiainfRSEIEENRAEILIRE

O GEBEEXL: STHEFICENRNEE,
O B HEE, RSMVMNTRSEEEMIER, BNEMEZLSENEBINME. EMXRFERE, A6

AZHFERLLIDEE, BRIELAIEMMSEREARMXIEE, FIHESR ARMEES

IRIFRE: BR=ItE (It ) BRSEATF

TIREERERIX

849 #2613,


https://cloud.tencent.com/document/product/1826/134767

@ Hﬁ‘fﬂﬁ EREEEERX

(OR';!:E
TIEDRIRSER (SN YAML BRE8B5, 0 annotation:

annotations:

tse.konghg.com/TSE-Upstream-SlowStart: "30"

2. &G, RBIIRPSHIIAIGHIIRS, PERSS ID/BR, EFFHNKRSER.

fRIBBRSS
PEUME > R, IEBIRSER, WIAGAIE.
HBFRBE95

PERME > IR, FIASSHIRRS . FIASISHIFRIRSS

IRIFRE: BR=IE (16F) BREEAR 5550 H261:



@ HE‘.L:HE TIREEREMX

iF

mIEEHAYE: 2026-07-2317:07:35

R

BEENTELRIRSLERE, MERMXEREIEHCRFHTIRAE, FISERELZIXMAIIRSS it A
MEMNERE . NN ERFEEREMKIEHCELN, RIMTAZREESENXFRINBEAFISIEEREER

BREPCRCisAR
B
RIEFRENNY, ZEEEENXZISFIRETREEATHITIEHATE:
ERIY AT B EAE T
HTTP/HTTPS iBK HTTP 5i% (Request HTTP method)

FMNE (Host) -

iBR% (Request Header, BHREXIERK:L ) -

iEXKiERE (Request path) -

&K SNI (Request SNI) , {(RBAF HTTPS 155 -

TCP/TLS ¥ 5K B4 (Request Destination)
&R SNI (Request SNI) , XBF TLS 55 -

gRPC/gRPCS ¥ F#NTE (Host)

iBH XKL (Request Header, BENXIERL ) -

iBEXKER (Request path) -

iBK SNI (Request SNI) , {XAF gRPCS 175 -

ECEIRHAT, B EEMENIEN, EEVFERE LRBMEPRII— . fl0, (MEE Host A “ *.example.co
m” , MFFERBZEEREAH&ERETRECE LIS A

EEH MR AR
FENE (Host)
RSB XSZIFUTHEENS:

IRIRERE: BR=ITE (1bF) BRSEAE 51 #261%



@ Hﬁ‘fﬁﬁ TIREEREMX

BRENE: BF Host LiHTIRARRERMNALN, B IIEHEAY Host FERFECE . 1M, BE&E Host A
["example.com", "service.com"] , MZERIFEKE Host L MXFAMEZ —F BECHECIZIEH -
BECAFENE: ATRMUREYE, cRESENXZSRETHBRANENS, BEFENIEHMREN sk
RAMIEEPRRESS—IMES, il *.example.com BRIFENUE (HIIN a.example.com ) 5 x.y.
example.com PCEg, example.* IGRIFEHUE (HIR1 example.com ) 5 example.org MTEE,

iRk (Request Header)
&% Host sL4h, tBaJLAEREMEEXiBEKLHITIEE . FI40, BE headers.region=north, MiEkLPaEE
Region: North BJiEKIGCEZEZHE .

@ xHB:
ENMERAZEARIBIE ‘57 XK, MEERZE ‘& XK, PERYABSFREEERN headers
#, BNFENMNE, HEREREREP—/ MEEET,

iERIEE (Request path)

=REEGEEMXZFRE TiEERERA:
BIZEMCES : 53K URL LAGCERYERHIRE a0 FTLBNgETES, HIUNECE /api/v1i/ , W /api/vl/user
s « /api/vl/orders HHPAJILED,
IENPCED: B3 IENRIAIUE X B PTECAIN, &K URL FFEIEMENAEEED, FI0 /api/vi/(a-z]+/
[0-9]+ BJPCEE /api/vl/users/123 o

iR HTTP %% (Request HTTP method )

i5RGEEIRIE HTTP 3% (%0 GET. POST. PUT %) EECiER. BRGEHFEESME, RAMERT
( BFRET S EEHTERE ) -

ffun, EEEIBKRAGIEA ("ceT", "HEAD"] HIEEH, $ILEC GET 1 HEAD &K, {BARME POST =%
DELETE igXK. EaILAAFRRN HTTP HEEEFRRRIES, B GET iERFHITIAE, 3 POST iERM
FIAEFNPR AR o

i#RB# (Request Destination )
{GEFRF TCP #1 TLS i8H, Bid Birim T,
iR SNI (Request SNI)

EERZSY (https. gRPCS. tls) B¥, Server Name Indication A{EREHEHE . F0, &EE SNI B

["foo.test", "example.com"] HIEEH, JGICECTE TLS i&EEAYI SNI  EBHRIRE THMEENSHENEK.
SNI EBHIERTF TLS RETF TLS wEMINY (30 HTTPS) , BfEIRMCER, RERHEPISEMET—
SNI 5i5kEY SNI EEZRIE] . SNI £ TLS IEFRE, ERRIBELTEIEN, EltfERR— keepalive &Y
ZMERETHITHRHATEMSESEHERAN SNI £MSE, 5 Host kX%, BATILAGIZE SNI #1 Host kA ITERY
I, (EEEFREIGIHEM

IRIFRE: BR=IE (16F) BREEAR 552 H261:



@ Hﬁ‘fﬂﬁ TIREEREMX

R ICECSR

HNF—MERELEEREH, BRHEUTRE:

1. BRPYAESIEHAREPIRENFREFER. I, MREHEET Host #l paths, WiERPHRETRAIE
MEHBRER.

2. ERPZENEVRELTEREEPH—. FIi0, BHA Host BBEA ["example.com", "test.co
m"] , WERAE Host k3 “example.com”  “test.com” BHBRERM; & paths BBEA ("/api/

vl/products", "/api/vl/orders"] , iBKIEEA “/apilvi/products/list” Bk
“lapi/vi/orders/123” FLAGtEKEFFLAIEBAIITELD o
S RICESN e

H—MEROTgEE S IS, REBIUTRCRETIOE:
1. IRIECEEEIRHE SR EH TN CRINEHRESHENS, RARES,
. IRIEENR Host #1T#IER: (EMEHHA Host RIER>(EMER Host RIERK.
. IRIEER L THIET: CERIMERLIHGENS, RERUS.
. IRIEISEEHITHIRT: ENIPSAS > RIZEPCEL
MHFIENCE, FEMUTREE:
5. IREIENA S ( Regex priority ) #{TItES: FIAH0, EHXMRARES
6. IENMASERIEEAT, MRiECIZRTEBTHIE: CIEZRERE, RARES.

MEP IR

ASDNESE

1. BF MRSTFaEHE , EENSHE=RERREMX > SEHFIE.
2. FEEHIFIRTE, PEBRSEH ID HEASEFIFER, EENSHI=PEIRSEH, PEREFSRE,
3. REERENRSEM, HEARSHEHEERE.
4. EE LARTHE, HEBHENMSE.
SHRIRBERIMYN HTTP. HTTPS B, FEERENSHNT:

A WD

EZ:I~\
2% g““ T
IREZER & HSHAITFRS, iEhY, BEXANS, #F, -~
RN 2 %45 HTTP&HTTPS. HTTPS.
DTEZAANY B ERBE, EKRER. Host EEVEE—#; Header TlikEE .
Strip - LSBT S RIS R ICE SIS HAT, MESiRIRSER URL hERICEFIS
Path = BIAFFRE.

IRIFRE: BR=IE (16F) BREEAR 853 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ HE‘.L:HE EREEEERX

=&

B BBk & #FERBEXK Host, EiAxid,
Host
FIANFE. AR, MXSEFEERIREK, BORERIIBIRIRS; X
iBRE R B g, MXEERREIERIFEKEEERERERIRIRS . MNREEIE
HHIZEERK body, AZIFXAEH,
ZIANFB. AR, MXESSEFRIRRSIN, BR—EREZRiG; X
i Rz 4% 7 B g, MXEEEIINEIEREIZE iR, WNRXEXRYHEGFIZENR
body, FZiFxiAES,
(OR';!::H

1. NFEEEIENIEH, REFEKREREEFEHIENREREIA,
2. Host X/INE8E,

5. BET—¥, #ABHGRESE, WARRKRSEEXRERR.
HIRSS: RTRIRBHERERIIERBTKRS .
ZIRSS: BARZHSRS
6. PEHIRYR, TAIRMENE, EIRSIGH > BBFIRRE, TIUERICIRIFMIREH, KRIEMRID.

BB BRSS BRESEIR 2RER

SABH SiiEEH

ID/EFR itz WRIY Host WREE WRAE FiRBS el2ETE

<> & QoL

52¢87 "~ ' " '0c-4163-8.. I
N © “ W http&https - ftes nt - testsc f 2024-12-06 01:34:29

20 v %/T; 1 M

7. EERASIRA LA, ETLUDRE YAML REEEER.,

fid::] BRSS BRSHR 2RERE

Simn =[] a 0rr

BBH (£ Host

— Name: te¢ : nt
ID: 52c8249d-6d0c-4163-8863-c6e5a95a1981
Paths:
- /tes” ' t
Protocols:
- http
- https
PreserveHost: false
HttpsRedirectStatusCode: 426
10 StripPath: true
11 ServiceName: test-scf

NouhswWNR

© ®

12 ServiceID: 4b954 ~ I (2]
13

BEERRSEIR (7% )

SE—MXTEREETSREHN, TRFCEALRFAMES, SEARERIIFHRANER. AEEERIER
HILLERRR, mEEEREMXREBANTRIENINGE, ATRNEHZEAREFEMTRBPSRE,

IRIRERE: BR=ITE (1bF) BRSEAE 5554 H261:



@ Hﬁ‘fﬁﬁ EREEEERX

EIRSSESEH > BREMYIRNE, PEIRHEMRARIEN, RAEGRIEBHNTRERE. Host, BER%k. BERIEN
hEhF, HNEEFENTRPRAELET . ZIRFATEEE, STRIEICNEREAZE BN TE Sk EN
R7edk, LARRIERETEIEBER .

RUFERER
kie APl a3k, IiEsERZEMB O/ FERERFPRIIRSS
RBigs1: &8H HTTPS

instsAR

HTTPS BEHFIES. MEGEURIERERFEANMSRETINZELIE, BRRFRIE T BREEEmSERRY
ZEUM=EN . T LEERREERRSNERT, FEXLIURE HTTPS s KA LTRSS, WRE HTTP
BRMNFEZESTK HTTP I HTTPS p9EmEtE, BANEREMAPRHAZEMAAT. TR

RMEB

1. S /RERBEERRIMNYA HTTPS, REEEM@IAEIESI 301 (B Moved Permanently, kAEE
M) .

IRIFRE: BR=IE (16F) BREEAR 5555 H261:



@ HE‘.L:H_E EREEEERX

s X

(1 23T S

gz
BHREBMATFAE, FPX, BRXKNE, 8F, -~
ER MY HTTP&HTTPS HTTPS
TEHn @
ERAGE BiEE v
BREE
X
IR
Host
X
KNG R
7N Host
Header
X
EHBEF, KANSFS,
$mi8 Header
-~ BREE
BERIRER 301

Strip Path Eiv=]
{RH Host B
wrEr @ AR

MRER ® A

2. A HTTP iEKiH, sILAEEIERIEE 301 KED (R ) , Location EEM@A HTTPS idKo

IRIFRE: BR=ItE (It ) BRSEATF 5556 H261:



TIREERERIX

wdm0-3 ~ % curl -i http://1.1% “5¢.80/httpbin
HTTP/1.1 301 Moved Permanently
Connection: keep-alive
Content-Length: 134
| Content-Type: text/html
Date: Wed, @9 Aug 2023 12:21:36 GMT

Server: kong/2.5.1
X-Kong-Response-Latency: 0

<html>

<head><title>301 Moved Permanently</title></head>
<body>

<center><h1>301 Moved Permanently</hl></center>
</body>

</html>

IRIFRE: BR=IE (16F) BREEAR 857 H261:



@ HE‘.L:HE TIREEREMX

ARSSKiR
mIEEHAYE: 2026-07-2317:07:35

R

BRIZFEEMXZEFEMPC (Polaris) « B8RS (TKE ) LAKFAE DNS =3MRBKIRE, AN RINDISER
E 7 RinbRS SRR akiEME RiRARSS AEM P CRINZIRIXARSS KRR, LAERXEEIRERSSTIZR, SHIIN
A9RRS3 M AT SEMREDSACIE . WNERIBRSS(EMATAT DNS, SILMERBN=IABREENT ( Private DNS) {E/98RSS
FKiE, MTSCHBRSSFARINZMET -

RIS
EMTEEERMEA, BXRBEEEESN FEa
RMEP IR

AR DARESS iR

1. ER MRSEaERG .

2. EEMNISH=RERRENX > SCHIEE, EEMXIGFHNFER, EFAMRSEH, PERSKERE,
RS RIFRE P EE.

3. EHRERSFRFEOPREEXSH.

BW

8% E 3188

EHEE S _ ot e o e
ij 2 IRSSEEER, SiSEmbl ., HERSHFAG DNS =Z£KE,
A EE:

BRIZREEMXNIRHIRSES, BMEA Polaris (1HRE ) IRSBEAEZISHEASRRY, HRA
SARSHFEN . I ERFSB[IHEEI SINSEEM[E Polaris (ILRE ) =HI&,

SRS EIRAERPON, HEUTSH:

. =8 .
9%& % iE izl
ey kiR M, X¥#F TSF iEfh.OMBEEmPC, EM0RBEE

= Nacos, Consul, PolarisMesh #1 TSF ;b o
Al EFE=EA TSF PolarisMesh

IRIRERE: BR=ITE (1bF) BRSEAE 5558 H261:


https://cloud.tencent.com/document/product/1826/134765
https://console.cloud.tencent.com/tse/cnapigw

it 5 .
1 =
KiE# =
i =
G -
tl.t =
BR& B
AT B
i) -
Token =

TIREERERIX

SiskiErmm/a TSF iEMORT, & EiRARSS FREREMOSER]

SEKEFmABEEMPORT, HERERR.

YkEFmABEEMPOR, EEiFiakil, SNhEtthtERRTS

B $HNAREMSC, HiatbitBEARB:

o B% Nacos: EE&5k IP: Port

o B Consul: BE5E& IP: Port

o B PolarisMesh: iHE http #1 grpc iGiaitsitfER—RiGimittt,
AKX nttp://IP:{HTTP_PORT} . grpc://IP:{GRPC_POR
T}

F2E Nacos BIEMPO, MARTEMPOLERIDEE, BSHEA
P&,

XFEEA Nacos BUEMFPC, WFETERPOENRNEE, HEHEE
(]

XFF2ERH Consul #1 Polaris BYiEMeRC, MART EMPOERTNEE,
IEH5i5ia Token,

O ZIRSZERREAERMESH, BEEUTSH:

= P
TEE o
|I:ﬁl:| =
BESE
=

51

AR

FiFr m, 32#F TKE 8RR

SRR SS P TERI R R &R

O HIRSSEIRATAE DNS B, SFEENZFABRBETEIAIGER Private DNS #{TIH&##R
4. FNiE, BERSEKRETIER, SSMENRSERER, WikBRSFEFEIZMIN.

B BB S5 SR

PEIRME > IRg, RIASEHIRIRS KR, BIARISHIFRIRS R,

A EX

MRISFIRSFKFECHIRSKEL, WARITFHR, BHFRRSEER.

IRIFRE: BR=ItE (It ) BRSEATF

5559 H261:



@ Hﬁ‘fﬁﬁ TIREERERIX

IRIFRE: BR=IE (16F) BREEAR 5860 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

REA&

mIEEHAYE: 2026-07-2317:07:35

MEER

REEHERH LEIEPRERPLELESN, RETRAEED, BEEF—ESIRELLAIRTRE ST EIFERIE
AORRA, FASRMERIMAVIGERANZE LIETIRS. Ht2ELE, RKEEHEEMERNERRN. HE LA
BRASHRN, SRERKERHITMEE ENSMRSEEBH— M ERNETHE. RKERHBINEEREWIRSZF .
[FER=FEESEMXIRERIEEED, TUERMESEAMUSKBIERT, TRAESKERN, SNz LENS
AN2ERKRERT . AN BIMIERFRESEMXEN S LEERERNER, SELTRMNESR:
BCESHIRM, LASCHRIEISRIFE (header. query. cookie. path. method & ) #{TiEKELR

ECERSLISH, SCIMRIELLAIE REIFRIAIARSS o

BUESF
CMERFEERERIEN, RELEBINGENEWMSZIFRE, FEE2R BEXXHE,
BB TiEiw RS (Service) LR #H (Route) o

RMEP IR

SB1: EFEEEG

FEEEREAMRIER, BIREA tse-route (AR ) IHHFEHREIRIIRA o
1. & TSF =fl& .

2. EEMNSH=RERRENX > SLHFIR, PEBFEE ID H#AFER, EENPEEGEE,

3. BERGHEHNE, EEBHRECENRIISHMIRE, SRENH, BEHRESTRENGHFER, EFERPR
LRBEIRRAENE

FH2: SIELSERE (7ik)

@ %HB:
LREREPIZEXRERETESREIES, SHEUVRZLBRES, WRNEERtIZIFEBERE.

1. EEMSHZEFRSEEH > LRRERE, PEHE,
2. EHERERH, MARESHTHNEENS, BENSTLIEEEESAXE.

IRIFRE: BR=IE (16F) BREEAR 5561 #261%


https://console.cloud.tencent.com/tse/cnapigw

@ HE‘.L:HE TIREEREMX

EEEM ERAREEM
HRY PRiEC B RERER Redis B0 &
JSON #&3{, ATEEBRMATRAHE. THER

EERE EWARERTE LEXH

XHESA

R’R K

3. BEHR3E, SRelE,

$H3: EEKEERE

1. EEMSHZEFRSIEH > RSRE, PHERSSHR, HARSFBERE.
2. EFKERREE, EFRERERN, PEUERAN, RERNER
O fi5%HK: Z#50-100, HEBXMERES, SVUVWRERARTES, SFRESFAN, MNXERMT
FiH TN, CECET BRI MR BRYER.
0 BEERER: BRE, SIZFANRERIBEES.
O MefigsRit: BEMNANSIRERZES (AND) XK, B— M BHANAZHREET, Z2EREIRS

MR EiRARSS o
s %8R
s EFESHER, TSNS HERIKPNT:
i) o ZIFMFEMEMNIBEKSE, BaiRZF Header. Path. Body. Query. Cookie
S,
O EE:

o Body £#9i53k JSON HIS%], (2§ content-type B
application/json &,

o Body £#X3 JSON F—Eil 1T, JAFEERE, SEEE—1SH
H.

o ZHFHERBZE (method ) IES, #HEEERRI—NGIERIR
o ZIFUTEEXRE:
O STRING: F#F3¥E, ZFHP5|ISHWE|S, M: "Hello". ‘hello’s

IRIRERE: BR=ITE (1bF) BRSEAE 5862 H261:



O BHS

iZig
XR

o
|

@)

NUMBER: #=3&!, #: 0.1,100.0,1,

o THIUTRASH:

O domain: ERAES.
O clientlp: EPRif IP.
O httpScheme: EXkgIMYX HTTP,HTTPS,WS,WSS,
O clientUa: ERinL{E# UserAgent FE.
BASHEM.
EFIBIEXR:
o ZIFIFESIENZRX
o XiE<, <=, >, >=, ==, |= 58,

o THESHFEE,
o FZFHWMBIER,
o FZIFHFIEH,

TIREERERIX

WMASHE., HZEXREETESREFES], SHETEEFHRAIELREKE,
ExzREEUSEEREEXIEERE.

O BfFlRSS: BEMNARMSHRER, BHEERINBFERERS . ISP XS ERESS, BRRR
SESLLZMLHIF100%,.

3. BERTE, SSRANIEIRE,

slEAm

@ REGERAGRATER, RERMTHABITRE.

A% 10)

zzem @O

Ay

+ A ANFELY

mE&HE - EMES
QueryZ2¥ | name == test @ 100% > pod @
+ AhngtE + RN BRIARS

FHA: BIERBEEER

IRIFRE: BR=ItE (It ) BRSEATF

5563 H261:



@ Hﬁ\fﬁﬁ TIREERERIE

iBRRSS, MXBIRIFBERSHETEHIENYBNGER.

IRIFRE: BR=IE (16F) BREEAR 5564 H261:



@ HE‘.L:HE EREEEERX

N <7<
BE?)lbﬁQHﬁ
I EFAYE: 2026-07-2317:07:34

HMEER

PRFEEERBEIIRBERTANRIPEIRIRSS, BHILBEREEXEMRSNEERR, SERSFAIM. HFIFEKA
HRZRAT , RBEINERMIRRE, BahiREFERIPIG . TSF ZREEEREMXSHFRSRMBHABFIAIRR, FXNER
RANRYEES

RIS

EECEIRITERRER, BREFEEM tse—rate-limiting (REEF ) HEFSHARIRIHIRE . MESXRTREEHT
BEEE, BRIREN tse—global-configuration (£BEE ) HHEHKRIIEIIRAE
1. R TSF =Ha , EENSHERERFRERX > EFIEE, #ALFFIERRTE,

2. BESLf) ID/BFRENSEFIFRR .

3. EIFEUEE > RBEEBHRE, EERUESCENIRNIRA . 5XEH, PEEGSMENGHEER, £
V15T A T R AR AN BN o]

BESS 4 BR7E

AR5 RBRIFXIARSS FEARHERER, MEMNIRHESRT, ErIlRERSEHARES -

$B1: RRRRERRE

1. ] TSF =45, EENSHERERREMX > STHEE, #HALFIFIRRE.
2. BESLBI ID/BFRENLHIFIRR .

3. pEIRSHEE, HFRBIRE, PHRSSH, ENRSFERE.

4, ERE LG EERMRMEIE, PHEERRRAN .

o ERWIE i5AR

=T =1t = HEE, RERUESER.

PRIAECE = BEifipRiR: IRIEERMRESRTREREH . JiZRS LIEREEER
ERREEBAX FERERMARTR. SF0. o1, M8 X B.
F TR

SHIRR: RIBARERSYURIEERFHITRERET .
TEEY (k) - (NWHFE—EZIRREME (IP 5% Path ) AYiERK
FHTRRGFLT o
PRI SRR SEAZNE EFERRMEIRT, STISKIE
Header. Cookie. Path. IP. Query 28T HRERH, X

IRIRERE: BR=ITE (1bF) BRSEAE 5565 H261:
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® HE\_EHE TIREERERIX

FRERERTREMRERZBREHNFRRRSHRERITH
MILECE.

o SiIEIFENA Redis BY, i1 RFE Kong EHIBHRY Redis IRSZTH
R HIURRE, 30051 Keyo

L o SN Redis B, FIALE Redis iATHiEhL (RSEibAL, Eigm
9. ¥ERTEYIE ) , SEMEXMEAS BRI

o HIZEME: MAIRREIZIRE 429,

PRifabIE o o HENIRE]: fRMRiRE, BEX HTTP R&F1T/, BRNASHE. D

SRER = RESLFIIMRMARE -
o IERIER: MAIRRE, MIEZHSERE, FRWANIGERERMIL,
IERGIERISAHEBARIE, X35 0-15 #, BEH 0, KRAERLIE,

5RHEA & BEXTF 0, 8F 1 WRXEAGIRZIER, MREFIEAHPRTEER
WL, NERBPRIR

R RRURRiE == BEy e ey |1 £ [[[= B <

— & AR, BEEEFiRSASIEIRRREXmRk .

& FTEFRAAN s i0:cd7 B BESEM:
REEA «©
R e;:::z;wm (7 MBI
M sumi ©
BRI oo -oo ooy R
(D BT i RAOBRA RETRALI BB Header.name @ 7/l

HERAAE SORB2MERO AN

HERTNE  B: clare @

RO

iR @ BRIA Redis

BRI Hi#RE BEGEE WRER

AR PRITERGER 429

OF'::E
1. BHRRREESATFARRRSHEFERREENES, Fi, BiE Query iBRE% appid
HITIRIR, = appid =103, 89#RiKE100, & appid = 20, S9#R7E200,
2. RARFRRERERE T SERAREGA ZHERE, TERREESENRTERIIEEERSEN
BUABRITRERNE

IRIFRE: BR=ItE (It ) BRSEATF £866 $£2615:



O BHS

5. BEIRE, STRMNIEIE,

SH2: BUERREREEN
REBERURIRFN, BERAREER.

ISR BRTE

BRI AIEHRER, MTRERSRR, SRS RIRRRIEREE .

$E1: RRRRRR

1. &R TSF Zfl&8, EENSHERERRERX > AR, #HALEFIFIRRE,

2. BESLf ID/BTRENLHIFRR .
3. PEIRSHE, HFWARE, PHBHSTENEBRFER,
4., EFRRRERE, HNRARIRRAE, SHECEMRRRL .,

TIREERERIX

3. BHRTHREFERALEEEEN, (£A JSON BhiEi, SRERE key: [RTHEBEENERE, #
BATYE&()ZIRFEZESIBRTSEEENRT key. N, ZHRiFEEER Query 2 appid,
2 appid=183, BRREAES 100, appid=20F, RRFEH 200, £BEEINT:

=l HizZiRS LREREETR

it (i) : (NHHFS—ELiIEFEM (1P 2 Path ) BYER

2% EEYIE 1508
= =1t = HEE, RERUBSER.
EAhpRR: RIgEREEH
ERRTEAHAX FEREBMARTT. SIF. Sth. M8 X B.
FRMRIRER
SHIRR: RIBAPERSURISERMtE
PRiECE =

ZHTIRRS -

RIS SRIHRIIRRSEATNEERERMAIRTR, SZHEHKIE

Header. Cookie. Path. IP. Query S#i#
IR ERERRBEREREBREH A REIR

MILECE

IRIRERE: BR=ITE (1bF) BRSEAE

S84, X
HEHTHE

5867 H261:


https://console.cloud.tencent.com/tse/cnapigw

® HE\_EHE TIREERERIX

o HiFIFEEIA Redis BF, iHEERFREFE Kong EFIE®HAY Redis IRS3T
Mo HIRR, ZF30051 Key.

PO = o pEiESMED Redis BY, TIALE Redis isiattht (RSEMNE . 2R
1. BEE) , SHEANENSERIRR.
. BISEE: MATRREISER 429,
e . BEVEE: MARRE, BENX HTTP MEGH, EHAKSH. I
i = RELFNIARI N o
o BRIER: WAIRAE, WHIISERE, BRABRERIEN
BRI AHIARTE, 5 0-15 8. BEN 0, REFERLE.
BREBA & REATF 0, 551 PELELMELER, NBABAHNGETER
WONE, BRI
S
ET‘E"'”"” = BIATERS, ISREE PSR S KB RTE AR

5. PEHRRE, SRR,

SH2: BUERMEREEN
REERMRIRAAN, EERARBEL.

IRIFRE: BR=ItE (It ) BRSEATF £68 #2611



@ Hﬁ‘fﬁﬁ TIREEREMX

(R E
RIFEHATE: 2026-07-2317:07:34

HMEFER

ZEEMKIRHERIGENE, BIRBERBRNERAXERE, NXSHRSHRET “BWE « ‘B , SkSH
REEWIER, ASERNEIIERNT =L, LUEERIXIRSSAEEM

LLLL 2
1

1

A EE:
EEEREEESENEUERT IP 5IERBMIRS, KSS RE@BINEREREEREE,
fFRERENAR
EEEREIEHARRERENAN: TSRS,
ExhidE (active checks)

EMEERENXBEIRIZRTEE, EFRNRSTRFEST. SEREMERIEER, MXSREBIULAHR
WA, A8 RSTRERENIREAN HTTP &% HTTPS idK, RXSRERNEREME AL TR
TR, HFERFMERENT R

WENEE ( passive checks)

WIS E R AMIESRER, ZEXTRXSETRXAEN (HTTP/HTTPS/TCP) #iT18E, FaEmkie
M RRRN . P REMRRS, HNEREERENZBEFHSEIRCATER.

@ xHB:
HFZEX TARENTRLTEREER, BMESRIRS@RE, MXtBLEHRNRZHRIRSHTERISZ
PatrichiEER, REEETERE AP FohfteHBNEREERERERZTH. BtESEEELES
RIS B SRER

NokRERRE

1. B TSF =66, EEMNSHERERREMX > SCHEE, #ALFIFIREHE.
2. BESLBI ID/BFRENLHIFIRR .
3. pEIRSHEE, EFMBRE, TERSIIRTHRSFEREERRIESE.

IRIFRE: BR=IE (16F) BREEAR 5569 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ EREEEERX

=3z &S5 RS HIR E2REE

ID/AFR BREREY ARs5 28

0df419ea-16c8-4654-al... I
testttt

KR 7 IP FlI%&

EEENERNE

ERXIRSIIRTE, PERFIEEGRRIEIRE, #HITREEERE.,

HEhERISE: EEHIE D SRR SRED SRS,
EMEENE: RXRERISAIFUERE, MRS T RBEFESE.

BEREE: MXBEERD REEEMFRNERITEREEE, AR 97 .

[EEERTEER: FREET S TRESENEAREE, X% 2-300 .

REREER: MANREDRE#TEECERERATE, SZiF2-300 #,
B HTTP K& BFHEMRERICEEEN HTTP XS, BE.LIR HTTP &8, HaSHiric iz
B, (E HTTP IKSBENAEFTATE HTTP KE6H:

2xx: 200, 201,202,204

3xx: 301, 302, 303, 304,307, 308

Axx: 400, 401, 403, 404, 410, 411,429, 499
2% HTTP K350: BFHRERERE HTTP RSHE, RELE HTTP KA, BagmirchR
%, 85 HTTP ASBEERIUTERE HTTP K&SHE:

5xx: 500, 502, 503, 504
EIYEE: EEERNEENRE, BHZEANZT A EE, A 10%, 9TJEE 1-10 1R,
ELEROERE: EERRINERINAE, BHIZEANZTRER, A 1R, 9kE 1-10 R,
EEREHRE: EEERNERMREY, BHZBEANZTRRE, A 10X, 9iE 1-10 X,

@ xHB:
BERTEREISE, MXISIRIERE HTTP RWEBBETHRREIRSIRG, SRR HTTP REH5E
BIFff,

IRIFRE: BR=IE (16F) BREEAR 5870 H261:



O BHS

EERENE

O ERFEEREEE, WMXERIEEE HTTP RAEBEERTHR@EASITCE, HE HTTP REBREEM.

RaREEE © @ »RIESETBY, RDHRERERS THRRRSRAEH

Eiesmnil  QHTTP TCP

1-200NFH, B/ FFk, Xi¥a-zA-20-9.-_[=?

*¥5 2-300 #

SERBTER @ 2 ®

¥ 5 2-300 #

EEEHTTP RSE @ 2000 20163 202€) 204€) 301 302¢) 303 304 3079
3080 4000 401 4030 4040 24100 MO 4290 2990

RE ER HTTP A, TS Rimic o, ERETNSEANT R0 REBUAEMN HTTP R

BHHTTP RSB ® 500€) ©502€) 5036} 5048

RE Bk HTTP RS, FABRIRCHEE, HHARINSIIANT AN BHRETN HTTP R
BEE © 10 P
5 1-1(
EGRARE © 1 "
35 110
EESHEE © 10 P

HEERRERS

EERERIEER, EENSHSEFEIENN, REIREHEFLSEE > WisiEis:
BidhRSSTEIE, AIEEZRS THTRERRKR.

B SLIRERE, TEEZLF TRAERSNTRERRERSER.
XIFARRAERRERGESE,

IRIRERE: BR=ITE (1bF) BRSEAE

TIREERERIX

71 #261%



O BHS

=RES

e WBREE  RRME  USER MBS BARE BSAE Pomethes WIBER  BARG
HRhER
= TR ol McP
REEE —
Q @xiEmEm Uity B HEHE 108 v @ FjEr b & Xd v HHFIDashboard FHEE
H R&EH
a! Ingress v ERER
iR =0 »
~ Y
O iR sERE © THSERKE(ms) © HREAHEms) O v ki
REORE 13:555.00 TES TR 13:47353.00 R
O =2p5P ‘ | l H FHERR B
S—_ | ) | ERRANE
O EsEaE L J‘" ] I TR N ' cCA e el I | A T o
BXEBEONE
BET 3 = gais kong fEAME: § f/VE: 0 FAS{E: 0.1 KA -ga | kong FiAfE: 1215 i 0 P9 252 -0 kong fA(E: 353 f/vE: 0 PI9(E: 504 3 .
1 » q y 4 \ REFIONE
[~ BRI
SR AR R

BEETRRE

HEIRSFBERENESER > TRERER, AUEERZRS TSTRIREKR ERILET RFIRRIEE
FZe T R ERIRE

TaiER o
TRt HE EEERIR A (& B
gronnnnnninnan 100 »E 2023-11-02 02:29:03 LanGva] iz
2030 100 s 2023-11-02 02:29:03 HRIC K R
‘ 330 100 ®E 2023-11-02 02:29:03 HRIC 0 R

BERIE

ESAZEFRENIRE

& /IP ERARZIF

FE: Hmibht 2075 DNS BEthriissa, MXEINNF2EERM IP 7IR, MRS, SRERTEBIEIER
BRIGEL IP, BREEN"IREIRE Bk EEnEtT .

iEfpchs ( TSF PolarisMesh ) #BIR7

FE: $RETE. FRERTmhoaSE
RS REN"BRE"TRIER, Bif—BRRIGER

S OBHNHEISR, PolarisMesh SEFIFRAREERSEH, MXE
NRESS5EMPOHELERDR,

IRIFRE: BR=IE (16F) BREEAR $E72 #261%



@ Hﬁ\fﬁﬁ TIREERERIX

£ S

ZEERMXHERAEREEFHRENS, ATIRERTANERERE.
IRiFEE: FAEREEEXFTRSHRENIRREE, MSSHERHALRRE.
RERE: AFRERKESE, SRERBHZEXREETESREFES], SHETEELBERE.

RMES R
R RRE

1. B MRSTEEERS .

2. EENSHERERREMSHNLHITIR, BEBERSEH ID/SHRENELFIEBER,

3. PERAMMRSSEEA

4, EEFLRRERE, REHE, SULEERARENS, BUUTHERESE, SAERSHTIRR.

PRiMECE: JSON 180, ATFEEFHEWIRIREE.

BHRRREERTARRRSHEFERRERENSS, FII0, 1R Query iERE# appid ki#
7RI, = appid=10, S9H#RIFE100, 3 appid=2 i, So#Ri7H200.
RHRTHENERE T ZERRRERAZISERE, SBRRAESFAHRTEIIEEFTRSERY
EVABRIRIEE
RHRRHREERAEBREENX, #H JSON &t , BIEEERER key: [RitEESNES, (£EH
TRIZ (O ZIRFERESSRFRSHEERRR key. Fi0, HRFEXIES Query 28 appid, %
appid=1 ¥, RiREMER 10, appid=2 iF, [RiFEER 20, £FEEBUNT:

ienamel_10.0.0.1_/pathl_querynamel": 10,

c2_10.0.0.2_/path2_queryname2": 20

KRERE: XAMENX, ATRERERR, HRNES, RXHS, =8, RITHFASRRST. BRERE
e, HBEXRERTEIAHEFES], SHETEEFIHIRAALELSKE.

Redis Bc&: Redis IRSHECE, MXEFIPERR Redis IRSBIES, S1FRSHIE, RSAPS5%0.
ACE fRMXSEFIRTEZ{EMALL Redis BRSS-

5. BERE, SSRANIEIE,

RESHR
SERENERAE, IATRERTMVNEREER, QNRESESSE:

IRIFRE: BR=IE (16F) BREEAR $73 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ HE\.L:HE TIREERERIE

A B PRIEAR
Ao B AR E R IR

IRIRERE: BR=ITE (1bF) BRSEAE 74 H261:


https://cloud.tencent.com/document/product/1826/134776
https://cloud.tencent.com/document/product/1826/134775

@ Hﬁ‘fﬁﬁ EREEEERX

R

mIEEHAYE: 2026-07-2317:07:32

R
AXHNMBIERIBS T TSF 25/A LHIREM SSLIES, SIEFR. Wi, BBEBSRIE,
RIS

1. BESTRIEEEM . LRIME. BREFHE, SEHKTH, TMERBEAZRMIOEERS, #HEEE2R RiE
RS R R SERIAILE o
2. E&A SSLIEH, BEEXIEE, AILUERBNRREIERRS, #FHESR IEHHIEER.

NS ]
$B1: &E DNS #iq

1. Hitk TSF 5514 .

2. IFREERE > LHIEE, EFEEHEAMNI, HAIOILER, BEEESONERsE, SERERE
> ARSI, KEGHIE IP.

3. 1RE RIERIES ST 1831, S SRITERME AR 1P,

S$H2: MEER

1. EENSH=ESFEPEE, PEHE,
2. ESIEHEMR, SFIEHESENES . fCZHF SVR #EBIES.

IRIFRE: BR=IE (16F) BREEAR 8875 H261:


https://cloud.tencent.com/document/product/242/39039
https://cloud.tencent.com/document/product/242/39039
https://cloud.tencent.com/document/product/400/43473
https://console.cloud.tencent.com/tse/cnapigw
https://cloud.tencent.com/document/product/302/3446

@ Hﬁ‘fﬂﬁ EREEEERX

M@y X
IEB B

1-80DFRF, =, &, BT, TUE. DR . M ER
FHxE  Q BAE SSLEA

BEEREIHFEEBHERFLE, AT SSUIPHER ©

BREE gD, SREeaEn Q < DiiE: BRI
i 1D & 5 SRERE ¢
T 2024-09-07 15:45:17
2024-01-21 16:22:11
o] 2025-01-02 13:44:17

2025-01-02 13:44:17
{4325 SVR HERIGTH

BEEAEE

ANt

3. BERE, SSRIEEHE, REIEBFIREECIZIFAIES.
$E3: BiIRrPREEY

iBiE https://HE WIEREER.

SEFTIETS

fEIEHIHARD, ELAENES .
1. WIEPFIERRE, EREEEHES, PHREENERRES,
2. [EREPEIFEEHGES, WARRSHERER, PERE, =REH.

IRIBIED

BRI LMESGEBANEB R R ERIHS o
1. WIEBFIRRE, SFEEEHOEE, PHRIEEHRE.

2. FEFEPHWNTEBSRMPERS, BLERE, THIEH.

IRIFRE: BR=IE (16F) BREEAR 5876 H261:



test.com

ENEE

TBIRRAIE

A FER:
RIS, ZEBHENSZISTEER HTTPS i5iam%,

1. EEBHRRE, PHEEFIMEBIREESOMIR.
2. EHEPRERE, SR,

IRIRERE: BR=ITE (1bF) BRSEAE

TIREERERIX

77 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

E2EE

mIEEHAYE: 2026-07-2317:07:32

A RES | SEMAERRERMKF, FERABEXHZIEE APl FX, ZREMXEMRT IP ipiEpysn, 3
BRSNS, BWEFEEEBCHESE DNS iil— AicR, BRRREMXIZME P,

753

IEBEERRSTHIA TS R:
1. £ DNS H iFil A iR, BEZFREMKIZMHE IP,
2. PP (MRHFEA HTTPS iFiaRXEE) -

MEP IR

$B1: £ DNS $iFil A icR, SERREMXCREMN IP

1. FifE ZEEMKEGE , &% BRERX > SCHEE, EIFFEHIDEG, HEASHIFBER.
2. BIFEREHANEHSE, EF NEKE > 2MARYE, REULE IP.

HarEn e Eirg =
R 2 Bk ID/&F group-da3ifb3c (BiA54) o 2026-06-30 17:10:16
B BHEH 5 SR WG 1
J Ingress
i EE
MSEKE
U R/
— hot vpc-gy3q33fv 2
hj ret-dfqdadjo 2
SR 5ol HTTP: 80  HTTPS: 443 CP: 8000-8009  UDP: 7000-7008 B &E4MEMED
) Fid =
-] Wi
network- 5} 110
HE
o
it
1 4D HELR B B
pa— L} 1 10]
. 1 Mbps 59155 BE® 0000
B [EELY SRR Bl A
test MRS B 2

3. #£ DNS iR, SHESHEZAN P,
SW2: BEED (WRE HTTPS HINEE)

IRIFRE: BR=IE (16F) BREEAR 78 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ TIREEREMX

MREH/ER HTTPS ipRIMXZHENFTE, 525 IIHEE SEREEIER.

O ERE:
NERGE4PEES, HTTPS thGhRRENEZ09HZ, SHIIERREEEXESFA—HIER. NEER
=EH curl TE#TK, A -x BHISHMEMIRSZBIHEBRIRIE . TEF~HTE, A HTTPS &
EMRTEIER,

IRIFRE: BR=IE (16F) BREEAR 879 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

Ingress
Kong Ingress7iéa

Kong Ingress Controller 48

Kong Mx—A&iEid Admin AP| #1TEREEIE, SBRIEIREEE Service. Route. Plugin. Consumer
%, EENRRMNE, Kong iSiRiRiXLREMNETIS LRSS R#TIREB S RFEE .

£ Kubernetes &8 IFET, Admin APl GXAZRIERN Kubernetes FIBRNEER S, Fikl Kong &
Kubernetes &8 F 5 Tt Kong Ingress Controller, &7 R Admin APl 981\ AHE. Eit, Kong
Ingress Controller BHEBRFRAULZKIEH A Kubernetes 8RR, tBaJLASIIGEHEE . REBFE. @F
1SEF Kong 1RERIFFBINGEE.

TERRTENI(FRE:

events configuration

API A, s
server : '_\Controller ' f‘\ Kong

services

HIBEET Kong Ingress Controller, Controller EEs1& 40 Kubernetes SE8#RIEIRERIZT(, FHEH
Kong LANIRGXLETE(L, MTEEISIEIRCIBRIBIRE. SitER, Kong tB&4RIE Controller X RYEEi#1TEh
BEH, LI Kubernetes £8 ALY B, BREEMIIMIESFT.

Kubernetes #HiRS5 Kong #iFEXRXER

Kong Ingress Controller STESEEEE Kubernetes &£8fHhAERFEZEEI Kong , FHERITRAY Kong &
ELAMEREIS(ER Kong EBHHIHITRIXIRE, MERRINNXRINT:
Kubernetes Service: 3k Kong Service 1 Kong Upstream

Kubernetes Pod: ¥Ji Kong Target

IRIFRE: BR=IE (16F) BREEAR £580 #261:



@ Eﬁ\fﬁﬁ TIREERERIX

« Kubernetes Ingress: i Kong Route

Target

Ingress rules Kubernetes Service Pods

Kubernetes i&45 Kong Ingress Controller lR&3IRXHR

Ingress kg4 1.3.4 2.5.0 2.7.0

Kubernetes

114 v B B

Kubernetes
1.16

Kubernetes
117

Kubernetes
1.18

Kubernetes
1.19

Kubernetes
1.20

Kubernetes
1.21

Kubernetes
1.22

IRIFRE: BR=ItE (Ib5R) BRSEAR 5581 #2615,



@ HE‘.L:H_E TIREEREMX

Kubernetes
1.23

Kubernetes
1.24

Kubernetes
1.25

Kubernetes
1.26

Kubernetes
1.27

Kubernetes
1.28

IRIFRE: BR=ItE (It ) BRSEATF 5882 H261:



@ Hﬁ‘fﬂﬁ TIREERERIE

{£H Kong Ingress Controller

mIEEHAYE: 2026-07-2317:07:35

MEER

Kong i&iZ Ingress Controller LA Kubernetes Service EEEIH 4. fEFRIRE. RFEESIHEE, BIE
& Kong Ingress Controller, Kong aJE#%XEXxZ] Kubernetes M4 A, Ingress Controller i
IFSREERET L, HEH Kong MECE, LAEEERKEMBIRE, 2EATERNEK

BRI

BRIE=FEEMFELH .
CUEZBN=SRRS, 81F TKE irf&EEf 5k TKE Serverless &8

RMESHR
#$B1: B Kong Ingress Controller

1. &R TSFE#HIE
2. EEMSH=RE TREMX > ZREMX , PHEFEFIHNEFFE, REEM Ingress
3. RXEBRENHN, THRTEXRERER

- BEHER Ingress
- mEHEE @ MBEER Ingress F 3 Ingress SRREHAE, HERHHEESR LR
- EREE

ssssssss

EDRBRE B

Ingress {EFIME 2

(0]
4. PEIAREXES IR, SIRHEERBERINERHER, BREMRE, BB Kong Ingress Controller,

IRIFRE: BR=IE (16F) BREEAR 5583 H261:


https://cloud.tencent.com/document/product/457/31697
https://cloud.tencent.com/document/product/457/39809
https://console.cloud.tencent.com/tsf/app?rid=1

O BHS

REXBRERN
% VPC sk test | v 2r 2
%48 PC
2.7.0 250 134
K8s 1.22-25,
TKE iR Es TKE ServerlesstiEf
ID/BFR SREFRRZS
1.26.1
Ci
1.22.5
B 1.22.5
t 12.5
A BREE
ngressClass@ kong

@© H8:

B,

5. A CBRTERNERERHER.

IRIRERE: BR=ITE (1bF) BRSEAE

1)

Ffi/® vPC

EUH

BT

AR 2

TIREERERIX

B2 0)

ID/&FR L33 3id

I5IEEEMXEHIMBEBNSSEER, SFEHERE VPC, ERTBMEIIFIERITIERN VPC,
Ingress AzF 2.7.0, 2.12.0, 2.5.0f11.3.4, X Ingress 2.7.0 lRAZIFKEXSHRE

IngressClass #XiAB kong, ZISEEEHBENX IngressClass, FFRIRRMxEIES,

5584 H261:



- BRHER
- BRSBE®
- IERERE
- Ingress

- REMF
- BUELN

- HEER

TIREERERIX

AlEans IR #EEs 2
Ingress

@ MFEEEHEA Ingress ] 3F Ingress FRMERE, HBEFMHRESR=ETR

Kong Ingress Controller

HAI-VPC-NETWORK | vpc-83p00405 [2 kong

cls-g828eceq - vpe e
t TKE #REsesE HAI WORK RIRREX

SE E &

28 v Q  ERE0017

@ I W)

up
ress-controller\"]"
up
tup
roller-runtime.metrics

. BIEERIRL Ingress #N ($REBTHEEEIZE) , iBEcE Kubernetes Ingress &FiEHH ingress.class 3

$£12 4 hEER IngressClass &R,

A ER:

F apiVersion 73 vibetal 1 v1 iRASEY Ingress FiE, BEARBAARE, BSEUWMTREHT
BE. AXFERARIFEAXE, 521 Kong ERXEHIRA .

3F apiVersion /3 vibetal lRA8Y Ingress FiR, B2 M TRGIHTEE:

apiVersion: extensions/vibetal

kind: Ingress
metadata:
name: demo
annotations:
kubernetes.io/ingress.class:
spec:

rules:

- http:

paths:

- path: /tse

backend:
serviceName:

servicePort:

F apiVersion 53 v1 ERAEY Ingress FiE, BSEMTREHTES:

IRIRERE: BR=ITE (1bF) BRSEAE

5585 H261:


https://docs.konghq.com/kubernetes-ingress-controller/latest/concepts/ingress-versions/

@ Hﬁ‘fﬂﬁ EREEEERX

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:

name: demo-vl

annotations:

konghg.com/plugins: "httpbin-auth"

spec:
ingressClassName: kong
rules:
- http:

paths:

- path: /demo-v1
pathType: Prefix
backend:

service:
name: nginx

port:

7. BPEEZMIRSSIEE > [RSBENRSIIR, EERECEMMRAIRS .
8. EEEMYINAIRSS, PERSBHSIR, HARSFERE, RERBERRE, EEREEWNNBRIER.

IRIFRE: BR=IE (16F) BREEAR 5886 H261:



O BHS

& BEERE / RS / default.nginx-v1.pnum-80

PRHEE TR EREE PR SR RBER

EFER REER

&35 ID €94713bc-8a48-47f1-ac43-a8582cf924ab RIS IP 5l

HEZ5# 8 default.nginx-v1.pnum-80 TERIMY HTTP

Bzt 2023-07-20 20:26:21 BERER /@

e managed-by-ingress-controller SPHE(RAR ESivE
A B 8] 60000 E#
FiRE 5R

MEIEEE Bl

18/5® RIFE
18 /EnET 8] 0%
FRIER
itttk RE BERIRR
10.0.0.23:80 100 2B

$B2: 1k Kong Ingress Controller

1. £ Kong £fli#ER, EHEAERE > Kong Ingress Controller kR

Kong Ingress Controller

EF=E VPC sh-gz-test | vpe-2eppac2r [2 ngress kg4 2.7.0 == kong
IDIEER =i EREE red FiFE VPC *E
cls — p—— vpc-2eppqc2r
i TKE ServerlesssEgs 1.24 =T AP -
2. PERRRRCEX 1R1E, IASRRIREEREXEX
Ingress Controller B ExERrELIRE.

IRIRERE: BR=ITE (1bF) BRSEAE

BRI

2023-07-20 20:27:12

TIREERERIX

5587 H261:



@ Hﬁ‘fﬂﬁ TIREEREMX

A ER:
ELEE, Kong ABYIFSREHTN, FRETELERSIIMELFH, EIMXiFiDSERS TS
HMRE,

IRIFRE: BR=IE (16F) BREEAR 5588 #261:



O BAT
o Al

=

M Web Z2[F5:X15

Web &£

ki

IEEFAE: 2026-07-2317:07:36

42 Web Z2B5X1E?
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in) o IEERPMIEIFAYRTIEI ERITTR

ZFEERMXGHEBRREIRIRIRS, FikIRSEEIRRS KSR (41500
SxxiERE BiRRE. 502 RiRETBINA .. 504 FinAE ) o REBFMEFAATEIRES T
Ko

BREIRIRSZEY, BRAFENEEREGIRRS:HERM, LSERAIEAE

A04iRE giit, FERFR IR G R
. BREHIBSEN, BEREIRR, 2N KRT, BRIk
429i5KE G SR
2991 BRERBSEN, ZRBEGRIAMAIEDMMFRES, RE2N KT,
e R AR A RS RN
— RSt TR IE R, NGRS SEREI TR (B EERSE
. W) , WSS RAIGT, RERFRERRRa SR
- AP| REEitHITEIERE, FHIERTNL, EESI N RAGT, IR
504i53K%

AR R ST RN

RXHEIRIRIER s e s SIS B RE . R S AT,

#
SR SRS IEE R TFIIFERT . HRARERE IR AR AR E S R 1(E
SR AR BiRIESABE RS AEN . RGNS ES T REAE.
Eis2xxiERE [EiBRSSIERMINARE (40 200 OK ) , IRERFTIEIRAAHER SR
B 3xxisRE BIRIRSERETHENRE, RIBFTERAHERESTRI.
Bl AxxiERE BiRIBSIEXIERARE , RIBATEIRARE B SEH KA .
PR Ei#IRSEE AR IREI2AINE (41 500 FitEE. 502 B, 504
= BHATNE ) o IRFTEIRRER SR .
PP BiRES REREGHRSZE EAM, HAERAMNRRZ, BERkRAR
Bind404i53KE N .
KIESitRA,
[ Eﬁﬁ%%iim,%*mmﬁ,M%%&M¢ﬁ%%ﬁ,EEMEEMWEﬁE
ik,
400 R BIRIBSEREY, EPHERHINNEIEMMTIER, 32N,

FRBR PR AR R ST RN o
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[EimBRSSEREY, EimbRSSIFNEITHAINEDRA, LESEERATEBAIFT, BERFR

RRINS02imRE SRR R R R SR
I BRIRSEREY, SRIERTE, LRSS N sGT, ERRGEE
= . KSR

Repis

SIS PR
1SR IEtRa N
CPU &M% ZEERXERN CPU B, HRGE0TRES RFE,
WSS SRR EHNATERE, RSSO EAREIE,
AOESEHE EEERXEHOASERE, BRSSO R FIE,
SRS EEERX SR SERE, BRSSO Es R FIE,
TCP A&l FEERXERN TCP R, RS R T,
_ R R R R A R T E R R A . TN
BARTFERE :

[, HSEEERNERERE (WREE. REREED) .
Sk CPU SRS SRR R CPU BEERAE. BTFAN CPU Gl
- IEERE, ERTEEEREE (NSRS, it ) SRtz

e s FREIHANER, SRR EE s SNE. RREHNEES
BT R

TATRRE, TRRRERDURRERIEHREIRE.
BEFiRZIMKEIZATH FRZRTERIEER, BERIRSMXHEZEZEMHEIR TCP EENE ., WiNEiian

RiEEN ISR, R PR,

EPREFGHENE ORISR, ERRSHRHEZ DG FERESRS TOP EENE. &
RN B AR ARSI S8

ERREMGHENTE  SEIRER, BRSNS IR EEEES TCP SR,
ERRE RS AERENR, IS TAEREERE | EENHER.
ERREMGHENS  SHTRER, EPESRHEZIRREED TOP SRR (&ER. 3
R R ) o EERMERGERTRED, BRERGEEE BRI,
SOWARRARSA Mgy, NEPERRsR RS REE.

M KHFERIE FimAIH FriZRIERIEER, MRIXHIERIXEIE Pink) SERE
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@ H%\_EHE TIREEREMX

e
ERiRFIREHEZAA FriZRTERIE R, ERIREIMXHEENFESFEESAE (PARERLREER
G EE) . IHMEERIRIIMXATEREED, BEHSRNSEER [ EHRIEE.
Hio
N B
1. EFIRE LB pYlssE
fEetna fEfra X
ARE ERHHER, ERmRADIGEHIGRIRE.
HingE ERITHER, AEDEGEREIEZRIRNRE.
ABE ERITHNER, ERHEOAFHEHESVRAXNEIESHE.
Hes EFRHRER, AEHYEREPIRSNRXHSIBEHE.
AHE EFHRER, ERERADGEHYERRBAEES.
HER ERITHER, AEYEREIIZER KBTS,
RERIER EFRTHRER, NERIRIIGHIERRRERE.
JEBRERIERREL EFRTRER, NERIRIIGEHEGRIIEERERE
HREE ERHRER, NERRIGEHENFHREEL.
FriBEE EFTRER, NERIRRIGHIERIREERE.
2. EFRIFELS
fetna BIRE X
PG )2 EFRHRER, ERiREE/MNNILEREISGEERBIYEEFIAEE,
HEETRE ERHRIER, fAEHELR/MNIFRRREREERE,
SRR R Eggtigi?;i%gg: MNERIRRIGHBDGNH LEELSELE B H R
o i A R F 2 EFRHRER, NERPiRDIGEDGRIREERSIEEL A B EIIERIFREE

EEiEae EIRAFIASR
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SRR EOTRER, REEEREE.
e INE EOTRER, ERHECINGAERR R
ERHEE EOTRER, RESEANRE RS
EFRAHIRS EOTRER, ERHECINGARRSEHERNMIED.
SRR EOTHER, REEHITNREESNMIES,
E5% QPS EOTRER, RESEERER
P ERHIZ, S QPS RIS QPS Kk LIRUSHIF
3. LB Bt
RIS RIFAN
iR EOTRER, FRBSERHERBIEORE.
NS EOTRER, MESERARIRRIRS BB
HHHE AR, RIS SRR R AT
4. CEMRE
RIS IRIFAN

CLB iB[ERY 3xx 1K ESTRIER, RHIERE 3xx REBAINE ( RBIEFR X T iR DS
&3 ZH) o

CLB iR[EIRY 4xx 1K FEHRIHRER, AHEEEIRE hoc REBRINE (REDGTRXT RiRERD
&3 ZH) o

CLB ig[ERY 5xx 1A ERITRER, RHIERE 5xx REMBAINE (RBIIEGFR X TS iR ERD
L ZH) o

CLB iR[EIry 404 1K ERIHHER, REPPEIRE 404 KEBRHNH (AQABHEIRXT RIREE
S5 ZHf) o

CLB iR[EIr 499 K ESTRER, RHIEIRE 499 KEBINTH (AHIIEHNXT RIEERS
&3 ZH) o

CLB ig[EaY 502 K ERIHRER, REPEIRE 502 RSB ( AHIEGHIRXT RIRED
&3 ZH) o
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@ E%EHE TIREERERIX

CLB i&[ElrY 503 1K ERIHRER, REDEIRE 503 KEMBINE ( AHIERXT RIEED

Shg Zf) .
CLB ig[EIfY 504 K ERIHHER, RIYERE 504 KEBNE ( RIEETIRIXT RIRERD
LT Zf) .
2xx K& FERITRER, FiRIRSSIRE 2xx KEBRITE
3xx R ERIHHRER, FikRSSIEE 3xx REHBAIITE
4xx K& ERIHHER, FixiRSSIEE 4o IREBRITE
5xx A& ERIHHER, FiRIRSSIEE 5xx REBRITE
404 K& ERITHER, FikIRSSIRE 404 KEBRINE.
499 A& FERITHER, FikiRSSIRE 499 KEBAINE.
502 K& ERIHHER, FikiRSZIEE 502 KEBIINE.
503 K3 ERIHHER, FikiRSIEE 503 KEBEINE.
504 K73 ERITHER, FiRRSIEE 504 KREBAINE.
RXIEREE FERIHRER, AEBHENERXEREE,
S0 Rz B iE) ERIHHER, AEHENTFRmNEE,
B AN Rz B iE) ERIHRER, AEBEENRXINEE,
M BB AT AN &L FERIHRER, RAEEINNERRIITE.
BOTHERINIERE FERITRER, AHEESPIIRINERE
BINERE ERIHHER, AENESHHENERE.

5. BRI EIE
=[] i=[T=3"4
EREEREY ERITENA, AHDEHRRIEERENN

ASs iR

=Hl

[ [ T=3"4
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ARSSRIRERISERMERE
ARS5 FFEE RIS B R TN B iERE

SIREMXERFIRS KRRBEEEXMDIERE
TIREMKERFIRSS KRR R EARIN2IERE

RS RIBR BRI E S AR SRR RS R R E AR
LS
IEITE IRIFAN

ZIFRERKEM R OHNEBIER
#

ZIRER S ER OB R I
3

SIRERKEMROHRN2IERE

SRERXKEMP ORI EBIERE

ZIRERKEM R OERNERRINE

SIFRERKEMPOHRNDIERE

BESS
BinE BiRaX
ZEREMXARS L R B8 ZEEMKARS L R B8

SEEMXIRS Ll 2RET RS

SRERXIRSS L RRT RS

RIHRSS Ll St sy RIHRSS Ll s sy
= B B
EEEW*W%Lm”ﬁwmﬁﬁ RIS RS T

SEEMXIRSS L EIEOT =
lg\ﬁ

SRERXRSS L EAFOfZ R
PRSH

SIREMXIRS LiFXEIF0RE
TREE

ZEEMXIRS LiFREIFORE
PRESL

SEERXRSS LN EIFON P R B oL

SIREMKRSS LiFEFORBRT R

SREERXRS LFNEIFONRET R

SEEMXIRS LFNEIFONRET RESLL

TIREERERIX

BEEEEAO

1. &R TSFEHIG
2. EEMSH=RERREMX > SCHFIET > SR, 75 L5 ERIFmEsE6l.
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3. REESENUEMRETEE, UEEUTHEERERER.
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@ Hﬁ‘fﬁﬁ TIREEREMX

==
ITAAY

BEWAEE

mIEE#AYE: 2026-07-2317:07:34

RMFER

SIREBREMXENA DGR BERSIRBERED, REER,
RABEEES HAFBRIBFSHNXEREE, SULEEEERFEEEENXINARGIEES T #RFRIERE
XER, EFHITHIES. Hit. WSHEXBEEE, hallEERFRESEMNXHMNXERAE, UERSE

=,
RRiBEERE (accessLog) icR T BFPHIERIEXER, aTBAFHTEIEST. BHit. WSHES,
RIXiEiRA®E (errorLog) EMXPIEEIRE®E, BFRXHHE.
AN HEBENB=RESEMXIKIABEINEERIERIREE .

BRI
EOIRRREREMES, BNRMEEST FERX .

EERAEE

1. BR TSF E#HI& .

2. EEMSHEEREERRERMX > EHIFIFR, EERFESEHABTHIMXELE], BELH ID/SFRENZHERS
TE, EEREIENNGRZ, RERRABERE.

3. REWFEEEFENAE, REURTFEXAENS . JEZXEFENEXCHE. BAXEDED, §
m: “info” , FEAFTEERD KIS,

REROABER

HERABEE, PEALANSBESAN, BIRZKENARSRN . SRTLAEREEERRNARL, thalLUREE
ZRLSSTEREEX BE

IRIBEOA RSN, EFARHNE, ZSARHXA HTTP(S) BE# TCP/UDP Bt . EXRARE
MUE, 2iER CLS ESRNUBSRSEN, HERRE,
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@ HE‘.L:HE EREEEERX

SRIRRAIA R TN X

O BHRRIABFANGE, 23 CLS WAFHUbRESEN, EEERE,

HSHINRE BRIATY BREXMN

HREMNBHR
Thia) B
A S350k
B JSON 82BN
HTTP(S) B " @) —RIBFHTTP(S) B SR E
HTTP(S) BT N
FEREW FEE FERiRAA
FrigTEY
TCP/UDPE& " @) —@ERTCP/UDPAEER B
TCP/UDPREFER )
FERRMR FERE FERAA
BT
HEIRHE
BRI notice v
ThE BUH

HEFR
FRSIH T SRESEMXLHFORFAEESTR, STUREREHTRE:
HTTP/HTTPS HE=ER

FB i5E8

$remote_addr E Rl .

$status HTTP K733,

$remote_user Basic Authentication {2EHIBERP&E .
$time_local iBKATE,

$request SEERNIEKRTT.
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$body_bytes_s
ent

$request_meth
od

$host

$upstream_add
-

$upstream_stat
us

$upstream_res
ponse_time

$scheme
$Surl

$request_lengt
h

Sbytes_sent
$http_referer

$http_user_age
nt

Srequest_time

TCP/UDP BHE=E

FEB
$remote_addr
$time_local
$protocol
$status

$bytes_sent

BIXEEFIRAISIHEFATRIKN,

iERGiE

iERIET Host iERLEI “Host” FRAYE, FIEHFIAENEINES

[EimARS5AY IP ko

LibzBRSSIR LR A HTTP RS

TIREERERIX

LIRS IRFERS (ZREE ) , SIENXARIRIRSFHAEIIEE. BKEE. X

ZiPESE: 0[] 8
HTTP 8 HTTPS ¥,

i5XK URL,

IEREWEX ) bytes, BEFERT. BRk. HRIE,

MRz 548 o

WMk, header Referer 3IHARE URL.,

EFiREER.

BRI, MBKGERARIIRERINNEIENE, SSRIGEREE. LB

K. IRENEREEAIRE o

i5AA

P P b

iBKATiE), IBSTIERITENHERYRTE,

MEtHi TCP 5 UDP.

AR, TIE(E200, 400, 403, 500, 502, 503,

IRFHE, MXEFEZPIRIFEE.
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$bytes_receive

d BFTE, MXNEFIRZREINFTE, SEIRSLFmBE,

$session_time SiEIFERTE (ZERBE)

Nginx &

HEIAZISFLAT Ngink T5:

1. UTFREAZRE:
$connection_time
$http3
$jwt_claim_
$jwt_header_
$jwt_payload
$memcached_key
$mqtt_preread_clientid
$maqtt_preread_username
$otel_parent_id
$otel_parent_sampled
$otel_span_id
$otel_trace_id
$proxy_protocol_tlv_
$proxy_protocol_tlv_aws_vpce_id
$proxy_protocol_tlv_azure_pel_id
$proxy_protocol_tlv_gcp_conn_id
$secure_link
$secure_link_expires
$session_log_binary_id
$session_log_id
$slice_range
$ssl_alpn_protocol
$ssl_curve
$upstream_queue_time

2. geo FLHITE,

IRIRERE: BR=ITE (1bF) BRSEAE
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eigiEE CLS

mIEE#AYE: 2026-07-2317:07:35

RMEER

MIEFEATFANEFE, BTHIE. HitFas, ZFRE CLS BERS, BMXBEREE CLS. FERIE
FHINZEFE CLS BHERS . BERSH CLS BEMRS 1#it, SF&#EA, BFTRIRESE ZHIFE.

CIE s
EQRSFEERMXLS, BMREESR FRERERNX
FREEEEE

1. & TSF =Hl&a
2. #EEMISH=RERRERX > BIEWNN, £RE LS5 EREBFEMXEE, PEASRERE.

3. f£ CLS B&RiENH, PEFE, MREFPARKREASRE, IESIRBPEATIN, FEHMEIEMEES
EEEEMETER, PERER, BFSRRERS

O ER:
XA EEREFMIRETEMBEER, MFEMFR, BriiE CLS EHISIRE,

CLs B X

@ 1. BFMRE CLS MLt EFBRRRBEHERERIE. TBRITEESE CLSITRER 2,
2. XM HEREREHE ARG, MmMER, 1Ep11E CLSIRRIE [4 FHITHIE.

=iE H S c
wwnsm  Eikaes FSREE
HEA O satl i dwr -]
HIRAE O stz prici £ Jmr =]
R XK

4. RERHECINSEXBNASEMSN, SHREENXRENOSEEEEE,
Y748 CLS A=
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O BHS

EETIRERE, PEGLANRERSHRN, BIE2 CLS BEMN

RS SSEREEX BEN

O EX

i, iBIEIERE,

'8 CLS H&sz

o

HERSRERE, PEA LANKRBESIRE, EEEPAITIERATRERN,

CLS HiE#Riz

® HESMRS CLS Mirits, AAZEARREHERBIKER. 13ENEFSE CLSH A (2.
2. X BSREAHIIR ASEMBEER, MFHRER, 1580E CLSIERIE [2 #iTHRIE.

wrpmy MweREs B 8REE

hiE B

Al GRS

oHr
iij]
=
A0
m
ch

iz &

IRIRERE: BR=ITE (1bF) BRSEAE

gzl QEEeAs

tem-pk | aa5¢6f51-c75b-401c-b2e0-c8932c0d4314 v

tem-pk | 1d15f0e9-91e7-4db0-9c9d-3dfe91c26e20 v

Bt QiEBes

tse_logset | 88b11ca6-c9b5-4d55-bdbb-3ed94e9f0eda v

gateway-02dd985¢_KongErrorLog_topic_1695796380 | bOb23ac0-3444

TIREERERIX

o IS LAERMREERFOANN, taETLUR

2% CLS METSERIABSERERNBTRN, {224 CLS BEMRNE, R\BFHMUBEELSE
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O BHS

L+HiRAEER Kafka

mIEE#AYE: 2026-07-2317:07:34

ANNEBREEMXINMTIEERBE LiREI Ckafka HBEZE Kafka -

RMFR

TIREERERIX

RILBER Kafka LARIINAY topic S{EABINZE Ckafka ™ m, RIETRIZE, RATLUSEEERXARER

EigRFiz Kafka SE6IE

RMEP IR

1. & TSFEHIS

2. EEMSHEZEERRERX , ERFTEIREUMXI6, #AXLFIFEERE, SFHHEE > RAEH.
3. RERHIRA tse—kafka—log i,

Ryt RN BE X &

REEH  AREER ERSH

tse-breaker 1.0.0

M E FIRERETIER, R LELS. ERGHRER 2

ERIARA: 1.0.0

tse-global-configuration 1.0.0

X ERERREFREENE.

BFARAS: 1.0.0

tse-rate-limiting 1.0.0

S EF imIERETIRR, BRUSHRERE,

BHARA: 1.0.3 RESHIRAE

EEEMNRA 2

eREkE

zE AT

tse-traffic-mirror K%

TUMNBEFROERETRERE, ATRUEZRERTIINGR. B

EiAtHRA (2

HRATARZ: 1.0.0 TEBHTHRA

tse-route 1.0.0

SMREERS ML OERES . EEHERA 2

BFARAE: 1.21 RESHRE

tse-kafka-log F&&E
Kafka H&#5%

BRTARZR: 1.0.0 RIS

4. BANZREMXEH, tNRRES BHER > konga iEHlEa, AEAMGRIMNE, KEKSHIEBRRE, #A

konga EBiz§Ia

BRE, SHEFPiRTLMERRRS EAIAROESINGIGESES), EREFEXOFE 1 5%,

IP BREALURE—ERIF, BRRABRENRZEN.

IRTFFB L MAPERES, FELER, BEMOFRF.

IP A5 E50.0.0.0, BARFFABEINN IP ihiE, HERRE

IRIRERE: BR=ITE (1bF) BRSEAE

£120 #2611


https://cloud.tencent.com/document/product/597
https://console.cloud.tencent.com/tse/cnapigw

O BHS

LA

jufllx

B ERBR SHEE SR YR

AWIAEIHENE  https://gateway-Ell  TER-konga.gz.apigw.tencentcs.com:1337/ 2 %]

PG EEE  BR%E: () BN

AR EIE  https://gateway--4iM -konga-in.gz.apigw.tencentcs.com:1337/ [4 35

BEAKS admin I
BELEG b % N Ty

KONGA

BE DASHBOARD
.
API GATEWAY Services
INFO
@ SERVICES

ROUTES + ADD NEW SERVICE

CONSUMERS

NAME HOST TAGS
PLUGINS

UPSTREAMS @ .

CERTIFICATES

APPLICATION

22 USERS
N CONNECTIONS

B snapsHOTS

£ sermines

=REERERX
Konga Z{l&
Q \'/ 7‘\\ Hello, admin ~
-/
Q Results: 25 ~
CREATED A
Jun 16,2022 i DELETE

6. £ TSF Kafka Log TA =& ADD PLUGIN HIMESESAYEE

IRIRERE: BR=ITE (1bF) BRSEAE
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® EE\.L:HE RIEEELERE

Authentication

(2] OTHER

Other Plugins

Security

Traffic Control

Serverless Tse Traffic Mirror
Analytics & Monitoring A
Transformations -

Logging no description

available...
ADD PLUGIN

Tse Kafka Log

no description
available...

ADD PLUGIN

7. 155 Kafka server itslitbAR: topic, Ea bootstrap servers 5 kafka i9 server ik, topic 2
kafka B topic &8=F,

O ERE:
1. topic 2iEE topic BIB=F, 4= ID.
2. FEHECERNFMFERRAE, EXEIP,
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@ HE‘.L:HE EREEEERX

t. If left blank, the plugin will be

bootstrap servers

Tip: Press Enter to accept a value

topic

timeout 3000
max body size 8192

log req body NO
log res body NO

base64 req body encoding

Tip: Press Enter to accept avalue

base64 res body encoding

oress Enter to accept a value

8. ILIHIHIBE service [, EELIERIRSEEIEXK service, iHZE Kafka BEHLEEEEFHAIERIMAEAS
(JSON#83¥) o

root@M_0_12_centos ~# curl www.mytest.com -H'myheader:test'
headers begin<br/>

host : waw. fi .net.cn<br/>

x-forwarded-host : www.mytest.com<br/>

connection : keep-alive<br/>

x-forwarded-proto : http<br/>

myheader : test<br/>

x-forwarded-for : .195. .84<br/>

user-agent : curl/7.29.0<br/>

accept : */*<br/>

x-real-ip : LTS5 .84<br/>

x-forwarded-path : /<br/>

x-forwarded-port : 8000<br/>

GET / HTTP/1.1

nil

{"ret":0,"data" : {"miniAppStatus":3}, "code":"new code"}

[Leonardj 1n@VM-283-246-centos ~/kafka/kafka_Z.11-1.1.1/bin]$ sh kofka-console-consumer.sh —-topic oms --bootstrap-server 11. 116286 —-from-b
eginning

ane

{"request_time":"8 269", "stotus" :200, "date_time":"2022-06-00 18:23:03", "method":"GET", "http_host™: “www.mytest. com™, "upstream_addr™:"203. -2 B8
=, "upstreom_response_time™:"@.0137, "user_agent” :"curl/7.29.@", "machine™ : "kong-@" , "in_bytes":"93", "out_bytes" :"678", "name” : "mytest”, "uri”:"/", “remote_
addr™:"203. =, "forwarded_ip”: "203 *, "query_string”:""}

9. tse—kafka-log if4Ec B ERi¥ M AH
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A FRE:

f£ konga RITREH, EEIRHERY_SEISHEE, BI40: bootstrap_servers 22773 bootstrap

servers,

B A
RER jf'ﬁ EAME  iER
bootstrap_server - % 4H, —ARAY bootstrap_servers 1biit29092i%
s = 0, $ign: 10.0.90.16:9092
topic = %x topic I8F, m4A= ID
SRR , i ¢ &
max_body_size = 8192 152??!] IRAYERAK body K/, @it XK/ body &
R AR

log_req_body & false EGFIEDER body
log_res_body & false EEHTENA body
base64_req_bod - % #4H, 45K Header: content-encoding BF&H
y_encoding = f—1, £iBiEREI body i#1T base64 encode
base64_res_bod - % 40, MK Header: content-encoding FF&H
y_encoding = f—4, £iBIERAY body i#1T base64 encode
log_req_headers & true ERITENEXK headers
log_res_headers & true =AITENIR headers
exclude_req_he - 4 . —
aders B x 40, FTEDER headers H, HIERIEER header
Ezfiuo'e—res—hea & = #¢8, $TEANRL headers o, MIRMEEAT header
skip_expr_in_ac - % =%, 1£ access MERIE1T—" Lua X8, FEESH
cess = BUZHTENARE . return true HE2WKZ
skip_expr_in_bo - % =%, £ body filter HERIE1T—1" Luafti3, ¥k
dy_filter = EYSIITENAR . return true HEHHI
htto loa mode - defau  default/close/custom. default ARERBE

P09 = It B8, close #%AHE®, custom HEEXEE
http_log_custom & {} tEEEXMBAEER. Fan{"cip":
_format "$remote_addr", "host": "$host"}, IR CLS B
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stream_log_mod

A
e =]
stream_log_cust -

[ ]
om_format
batch_size B
retry_count B
flush_timeout B
compressor B

2%

BESHEXRBIESR konga #EHHE o

IRIFRE: BR=ItE (It ) BRSEATF

defau

{}

100

2000

Lz4

TIREERERIX

RF—E

default/close/custom. default ARENBE
E’, close A%i@B®E, custom AEAENXBE

MEREXMBAERE. Flan{"cip":

"$remote_addr", "protocol": "$protocol"}, IR
CLS BHERE—H

HEEFMIIRE, BA00
HEAREEINXE, KUEHESER
BIXRVEERTRIIE], BB ms

HEEREHEE, BAR Lz4
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@ Hﬁ‘fﬂﬁ EREEEERX

EI#I:J:;E E IL;\:l:IJ C LS

mIEE#AYE: 2026-07-2317:07:34

RMEER

AN EINTEG CLS Log i, BE8FiFMiER. i Body IRMAIEE LRSI CLS Topic H,

|

O EE:
BRizFEMXBEESZHF Access Log #%i%% CLS, HHEZFEM Access Log BIBF&, aTbA%
FLigiEEl CLS MINEEREHRESRRK, HHA0RE BEREZE CLS . BEEEREAEHHN LIREEER
CLS, {EA#EH LIRS CLS, alLAEHRBCHBE LIRS LIEESHFER .

PUERSRMF

1. ERIBEREEMXLH, BIMRFBEEN FEZFEENX .
2. A TSF ZH&, ARREEEMXRE, HEITFERISES.
3. BAEBIFERE, HISHFEE > BENEH .

RMEL IR

1. T# CLS Log {fl#&%#8 cls_log.zip,
2. &% [HHEIE, EMXEHIGEHERED, LIERE CLS Log i, mEERIRABREM .

RSN [REEHBM BRENIEN

L eeiEE ¥]

Q

cls-log iil |2
BAER

cls-log

cls-log o
10 == ; ©emx

20 v 1 /17 1.0

THEZ

TS RS HRAs A SRR IE] 1RE
10 2023-03-21 15:02:58 THEAB

20 v 1 /171

3. &% Konga ZHl&, INGREIEFRER > konga BH&, FEAMSGiEbL, REKSHZEDLGE, HA
konga EIE{ZHI&, £ PLUGINS 8450 CLS Log EEBHE, SHEEIFS R TXHiEHFSHER
7o
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TIREERERIX

B DAsHeoARD

AP GATEWAY Add Global Pluglns

® wro plugins

& SERVICES
Plugins added in this section will be applied Globally.

%* routes =

2 CONSUMERS

@ PLUGINS

8 UPSTREAMS 3 Other

B3 cermiricares

APPLICATION

29 Users Grpc Web Grpc Gateway Cls Log

C IS N N R
N connection A A PAY

B snapsHots

@ semnes

ADD PLUGIN ADD PLUGIN ADD PLUGIN

4. BIMX |P &i#EiFK, £ CLS =H&HIABEIER EREIXIRNAY CLS Topic 1, BERHIUIT:

"tries":"
[{\"balancer_latency\":0, \"port\":80, \"balancer_start\":1654569xxXXXX,
\"ip\":\"172.0.0.2\"}]1",

"upstream_uri":"/10k",

"querystring":"{}",

"req_url":"http://172.0.0.3/test",

"latency_kong":"1",

"req_method":"GET",

"resp_headers":"{\"x-kong-upstream-latency\":\"2\",\"date\":\"Tue,
07 Jun 2022 02:34:15 GMT\"}",

"req_uri":"/test",

"resp_status":"200",

"request_time":"3",

"reqg_body":"",

"resp_body":"some response body",
"latency_proxy":"2",
"req_headers":"{\"host\":\"172.16.0.37\"}",
"started_at":"1654569xxxxxx",
"client_ip":"127.0.0.1",
"upstream_response_time":"2",

"resp_size":"10476",
"route_1id":"cca80823-3189-47fb-8alf-21lebe7xxxxxx",
"route_name": ""
"service_id":"17caaef5-dc84-4c93-8148-e63celxxxxxx",

"service_name": ""
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~ 1 Lj n . nn

nmn

onsumer_name":

=hY% A
=¥ HiR
S - s iR
cls host - ~ CLS API Host, RIEREixFZiblE, FlN: ap-

= beijing.cls.tencentyun.com. #f&i&&M% CLS doc
cls_topic = - B¥ELREIBFR CLS Topic
secret_id = - Bifl=zM~ SecretIiD

k
Zicret_ = - BN=HF SecretKey
| fal
g’j’d—; - g o° REERWK Body BETR, FRENREME—ELN
| fal
°§g§sp 2 o°  REERIN Body BEFE, ARENREME—ELN
max_req 102
_body_si = EXIEK Body BEKE (RiUFT) , BHSERER
e 40
max_res 102
p_body_ = 40 XM Body BEKE (RUFT) , BHSERER
size
batch_siz - . - - R,
- = 100 BREEAEHE, —#HBTEXNFENED 8 MB,
t
c = 3 BABRRS.
me memory: i&id CLS SDK MAFAFIFRE EIRAE.
mode B mor access_log: @i access_log &R, EE& loglistener ¥&E L
y R, SHEtEIN, NHEFERISTRIEXRHAFE,

fallback_ sle e B AS[12405
to acces = fals Z{#EH memory =AY, EIRPAFIIEIRATEEFEEEI access_log
< Tog e LiRtEsC, B ERAISIRKRERTE,
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SR

1. CLS Log i EERNZPEMFIHE cls:Uploadlog REEHR, i#E52W CLS BENERTGI #iE
A API L8RS

2. 75 CLS Log BEIEHEXMX sV ERIN, INEREMIRM BT X EIEL

3. CLS Log fBHHRSEI T EFATI . St LR, KWEXFINEE, seBEELNE LIRAYIHTER, (BRTE
HRAFIKIEIR, <ATE LR EESER AR E R BTN

4. CLS Log A8 ERANEFATFER, MFEHENHEFER, JUEFZBEGZRAFR,
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EEHEXE
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RMEER

mEERXIR M J:F"'E’EI]FHE‘J CLS BHEXE, WEHARET CLS BEigiE, BIaEABEESEREXRIEES CLS
HISIR B EMERASHTRED . (NSRS )
HEXEZHFNEREE:
WERBIH

IBREDH

BRI DT

tHixAEoH

BR{TASH

Ak 5353t
AXHENBRFEERXBEEXRZINEERIERRE

RIS

SeIE=FEEMLH, BFREEESR E=FEERX .
EFFi&E CLS BERS .
EFiE CLS B, BRMEBESN BEEEZE CLS .

BEEA JSON 8z, MSHFERARITIE, BENEEEN JSON &, BIMEEESR FKiE
CLS BE#M o

5. BFARKEES BEFRBTRTE, BEUTFRANERSHL:

N

FERE FERE

status $status

ups_status $upstream_status

client $remote_addr

reqg_time $request_time
ups_rsp_time $upstream_response_time
referer $http_referer

method $request_method

IRIRERE: BR=ITE (1bF) BRSEAE 5130 #2611


https://cloud.tencent.com/document/product/1826/134765
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@ HE‘.L:H_E EREEEERX

host $host
uri $uri
ups_ip $upstream_addr

RMEP IR

1. &R MRSEaERG .
2. EEMSH=RERRERX, EFFEIRENRMXIL, BAEFFERE, EFHERNREE, PEATX
BE,

SZHHERRE X

REB D
EinE ==
BPIRASES % K KR EIFE PRI ESB S o
2XxxiRE EFIRILEIRPIRTERD A 2xx BIERIRE
SxxiRE] EFIRILEIRIRZERS S Sxx RIBRIRE
IEREMZEE R KIEREMZRAIHESE
2xxigkk EFIRILEIRPIRERE S 2xx B9ERAGEE
5xxditk EFIRIZEIRIRZEE I Sxx BIiERALL.
EimRfRSS RSB 5 EiRARSSIREIRXAPR SRS o
[EimARSS KM [RiRARS3 KM (4xxF15xx ) BIBERIRE
[RiRARSS MR [EinARSIEILMIER (4xxFI5xx ) RETRTEZE
BREDH
RS EiRE X
BIERE BiERY, RERFTEERERESRITR.
iERIREES iERIREGES
iFKitbiEgS E iRk |IP FREMIS S
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BRSNS
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HiREAE ST
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Error HEE
Error HE#EH

Error B
APTASH

RS

HTTP Referer 3%

iBRGEDH

Host 3%

LL=p, )

EinS

TOP10 iFAZ API
TOP10 &K= API
TOP10 FAREMRSS
TOP10 EM=Z=BRSS

TOP10 53k Host
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BiRaEX
iERTFEES
[EimARSS IR AYFERTHEES

BiRaX
EFmEERIRTESEE A LAY ERA T2 .
TEFTIEEFRIRTEEE P IR IR A S 2 S .

EFmEERIRTESEE A LI AYER A HiFS

EtRE X

HTTP Referer 3%,
IBRGEDH

Host 3%,

EiRaE X

EFmiEERIRTIESEE PR AERI 10 B9 APl
fEFmIEERIRTEIEE I XM Z=a1 10 B9 APl
TEFTiIEERIRTEEE PR AAER 10 BY BiwRiRSS o
TEFRIEERIRTEIEEI P KM ER1 10 BY [EimARSS o

EFTEERIRTEIEEIEER 10 BY 15K Host.
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Terraform &1

IEE#AYE: 2026-07-2317:07:32

Terraform 22— IT EftZ=2E8x4HEHETR, BlIO0S2 “Write, Plan, and Create Infrastructure as
Code” , 2—1 “EigieBMtiE” T8, B3 Terraform ETLAGE . EFFFIARAIEFIMXPAER. THEE
ZXTF Terraform, 52 Terraform #ER .

R{FRItR

EECREHEEL Terraform. EECIKIEEN= AP| Z{AHECE Provider. T Terraform EXiEi%,

g Terraform & TSF ZRERXER

RiRHER 71
tencentcloud_tse_cngw_canary_rule =IRERCIRERN
tencentcloud_tse_cngw_certificate =RERKIER.
tencentcloud_tse_cngw_gateway =IREREER
tencentcloud_tse_cngw_group =REMXKERFISE,
tencentcloud_tse_cngw_route =RERXIEE .
tencentcloud_tse_cngw_route_rate_limit =RERXEERETR .
tencentcloud_tse_cngw_service =EERKIRS -
:encentcloud_tse_cngw_service_rate_limi B T AR SRR
tencentcloud_tse_waf_domains =RERXIHS
tencentcloud_tse_waf_protection =FEERX WAF B5iF,
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https://cloud.tencent.com/document/product/1213/67049
https://registry.terraform.io/providers/tencentcloudstack/tencentcloud/latest/docs/resources/tse_cngw_canary_rule
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https://registry.terraform.io/providers/tencentcloudstack/tencentcloud/latest/docs/resources/tse_cngw_service_rate_limit
https://registry.terraform.io/providers/tencentcloudstack/tencentcloud/latest/docs/resources/tse_cngw_service_rate_limit
https://registry.terraform.io/providers/tencentcloudstack/tencentcloud/latest/docs/resources/tse_waf_domains
https://registry.terraform.io/providers/tencentcloudstack/tencentcloud/latest/docs/resources/tse_waf_protection
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SHEcE
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RMEER

ﬁUEEﬁﬂEW*E‘EWUHj, i{ﬁuqﬂﬂgéiﬂﬁu&u nginx_http_client_header_buffer_size . nginx_http_cl
ient_max_body_size FRABIAERE, MREHWSEISHEKTILAE TSF EFISESMINYSE, KA
XiERE.

CIE s

EBeIE=FEMKEH o

RMEP IR

1. & TSFEHIE
2. EEMNSHI=EZERRERRX > SLHFIR, BEEFIEIE “ID” , #ARMXEFEASERE.

3. HEMERHE, SFSYKE, #ASHEERNE. ZMEL JSON EXRRAEIHENNWRRSE, Al
RRESHRPIIR, BABISHBRER, EHZSUSISHROMEFAIEE.

4. BHEELRANIENSH, KI5 JSON BE, EMSHENSENAS. RERET, IHSHT kong reload
BAE, SSRSEIEN, (EeUEIRIER.

A ER:
RRSHEVHZFER, ERREEFEIWEIS (") .
EABRLBIMIRSEE, SRz BRigEaNRTRA null,

Access Log BE#&IURIEL, HEEFISH BBWM > BAEE > KEESRAWDEN, ESR
BERIABE

SHIEEME reload #(F, ZRMFURSSEUKERDE, HERIRE,
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ZEEMXRHHH SRR, SULEREN S LERENRAEG . [RESG.
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RAWBURIERFEERXEFREM FIRMANEIEEMT

2R 5]

tse—-breaker mERE

tse-traffic- TR

mirror

tse-rate— . N

se-rate T

limiting

tse—proxy— .
proxy R b

rewrite

tse—custom- .

auth x2
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A
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configuration
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EHaREMmiPEN, ERaRSEN,
ERAFER Kafka, EERBHREE -
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=He 2BEiE gD,

EH et ARRHERIRSEEED, RSERED -
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tse—-scf-event TohR3523
tse-route IR EBIEREH SRS SIEANKERIEED, KEES
[RERE

[REBIHEFR Kong MXBHERIEM -

B

acl

acme

aws-
lambda

azure-
functions

basic—auth

bot-
detection

correlation
-id

cors

datadog

file-log

grpc-—
gateway

grpc—web

sy

FoARS3 =5

FBRS5 25

TAIESEAY

B2

ARG

SrFNE

ey

=

Hfth

Hfth
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15208

B ERES ACL HRTRREHEEIINORREIEHIINRZ SR
PR#IXS Service 2#E Route RYSIE, LIEHFERRSHEELE
RSB IGIERS o

ftiF Kong {#E%A Let’ s Encrypt si&Ef{tE ACMEvV2 IRS3HY
iEH, HEXEEE.

M Kong il AWS Lambda &#l, BrILASEMiERIFHESE
FLAMRIR, STEskiEIhgE,

M Kong i Azure ERITIRSZ[EHE . EUUSEMIEKIGHSE
BERALAMFRIP, S8k BIbeE,

(ERARPSMNZEBRRPSEMIAERINZ Service 5 Route

FRIFIRSHIBHRZASHERNBANLE, HEEGREEXER
IRFIN R RHFINEZPRIEEN

{EMEE HTTP header {&HiAYE— ID XEXERFMMA o

BEERALEY, BIRNSGERSR
Route

#= (CORS) &1z Service,

ig& Service BYEtR, FiIEHEIAM Datadog 1T,

BRRMIMNEIEENEE FRIREX Y, FENEEFPERLE
o

iBd HTTP REST #0O2F gRPC BRS3. LA JSON 18 iEi%iE
KFOMmRL, siFEEEE HTTP i&Xkinia Lk gRPC RS .

iBid gRPC-web #¥isia gRPC BRS -
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hmac—auth

http-log

ip—
restriction

jwit

key—auth
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loggly
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request—
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TAIEEEAY
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2
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1§ HMAC E28mIRIERINEIIRSS kS BLAREE NS RAITE
o ZIREIFISIETE Proxy—Authorization 8¢ Authorization
header FRXRIHFESR (FRILIFRF) -

BERMIDNEIREREE HTTP IRS5:5.

B IP SN B2 RN B BERREIRT Service 5k
Route #YiAIE, SZFEESES IP, 24 IP 5 CIDREE, M
10.10.10.0/24.,

ISIEEE HS256 5k RS256 E#& JSON Web <hRYER. EiE
KPR 7 SHEER, Kong SASIERCIERIEGRY LRSS,

BUBEFZBEK.

EZEBMIGE (BIHEIRA API %58 ) izl Service 5 Route

o

(ERRAPSNEBERPS LDAP $PESMIGIERMZIEE .. %
18188 Proxy—Authorization #1Authorization header g8
R (RIIRRF ) -

i@ UDP iR EEICRE Loggly.

(ERENBEIN ( Authorization Code Grant) , ZEPiREiEE
iU (Client Credentials ) , EifL#EIREL (Implicit Grant) 5%
#ZotE ( Resource Owner Password Credentials
Grant) 8GRI OAuth 2.08838EE

EhiamBRETEEEE Z FiET—R Lua U3,

EhiamERETEMmEE Z ST Lua U3,

LA Prometheus exposition =25 Kong I LiiiRs318
Xh93BkR, Prometheus IRSZEEILARSXLEAEFRH1TINEL

BEF i SRR AIBIASERARIEKRG EREFNNELEF, B
ALAEFES ) Consumer &4 API,

BRI body KFAFEXN (LAJBFI RN ) BIEANER.

(ERIEERVRSBMERELLENER,
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request—
transforme BRI ERBERERA LIRS ZEI, ERERIHFLENEK.
.

otoimitng | MRS (R CRSEEEE LR R R
response—

transforme BRI EEINAREISEFin2al, iR LIRS A& .

r

EEiEE Kong V2RI API RIRISERSIE, EASIEEIEEE. 0

session WEER . 7. BISBHINKE Cookie IREEERIEE,

statsd BE 73 Service Route icRBAEEFREI—1 StatsD RS-

syslog B& BiERFINAEEEAE syslog IRS5:E.

tcp-log A& EERIDR R RE TCP IRS3:E.

udp-log A& AR EEE R E UDP RS338.

zipkin :;*ﬁ*ﬂ% &% Zipkin 2% zVIRER span, #@E Zipkin BRFBE8RE span.
HE

ZREMX Kong IRMUBENIEARELT B, EriRiE Kong MIENSIEER, FEBCHESIEHE, LA
MR RANELFLRERRIERL . 1HMIRIEIES W EREEXIEH -

EEEENEHEE

1BHE kong lua HEEFEIE: Plugin Development - File Structure — v2.7.x | Kong Docs , BfE
MiGHERE Kong FEBEFHEITBRIERT, BRNESZIST so EERIEEN, EiX so EEfE CentOS7 RIIF
IBETFHwE,
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ENEHEEAO
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2. EEMSH=RERRERX, EIFFEIREORMXIL, BAEFFERE, &F BEFEE X, JUEER
FiEtF . RERENBEEUHREHER.

RN RAEE B IE

ES: ] RS RIS ZE EIpU] TeRRSS 8 BREEER 2EEE Q o
tse-breaker 1.0.0 tse-traffic-mirror 1.0.0 tse-proxy-rewrite 1.0.0 tse-custom-auth F®&Z%&
793 : aE
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IRIRERE: BR=ITE (1bF) BRSEAE

e

HEDE RE B

. QPS) EEEEHE.
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@ Hﬁ\fﬁﬁ TIREERERIE

iR SRR RERAER (SR

(LERT (%S

PREGEE: BMHHENTREEE, ROASEISITRE, &XB201,
ERHELE: MRS MVULIEER, BEFRT, SaiEsRZRIRF; SMARERF A E, WA
T EEEEAF R E K
FEHE: T ER R (R EE SR ERAIEHA -
TRE: BT RIENENTREE.
fhA&RTE): SRR RAMERIREIS
REERTR: MNP IEREEAIRT.
iR SRR RERRER (SR

IEtn RGeS ERHRSE

PREGEE: BMHHENTREEE, ROASEISITRE, &KXB201,
ERHELE: MRS MVLIEER, BEFRT, SaiEsRZRIRF; SMARERF I E, WA
T EEFEAF R E K
FEHE: T ERR I (R EEsRERAIEHA -
TRE: BT RIENENTREE.
fhARTE): SRR RAMARIREIS
IEtnBgE: RE— SRR AR (R
EIRRTR: B REMESRY, SFAEEER (CPU ERE. AFERE) kKERE.
BE: AR REEIE IR EIAREIE
REERTR: WA MR BT
A WA R RIEREIRE R

4. BERE, ¥ERTRPESHOESAREEN, EUEENEHESH, HHEHE.

TW2: WERHIBHENR

MR RIERHEER D BEGTEER, HF—RBE— IS EESH,
1. TESRMAERIESIRR, BHEFRIEENSESE,

2. EEEHSENET, BE—ASEHNE, BERE, HEEREIMES.
TH3: ERERHCHENREFIE
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@ Hﬁ‘fﬁﬁ TIREEREMX

1. R REERIETIRTT, PEERRE, BARBEFRR.
2. BEEHESH, EEZRBCHENERSH, EUELSENRNSAXRFEHCEIE.

HID/ZE TaNE Tk =h
group-cal8dad0 . o
BRASHE @E—ﬁm 2 1c2g 2023-08-25 16:47:56
181% 20~ £/T 1 I

$IR4: RERIERGETRRE

1. TR AERIRSIRR, PEBEIFRIEANRE.
2. £ GRIESRIE(hYRERNG TOm, (EMCRIRAR S . R MITEE . RIBS A,
3. B RE , THRE.

S5 MR (YRR

1. ESIEMIERIEIIRRT, PEBEFRBAMER.
2. 1= IIRRSRRE 2858, —IRFIAR S EMBRIZRRE .
3. BEIRTE , MIFRSRES.

O ERE:
RIBRE, iZREEIZBIERN, BehSZai4bERNDEBMEYS, ABH#HITRINY %S, BEERME.

R iR SRR S ERHhYE

ERHREET IR E ERT RIS LRI X T R RSt RgE, ERERBIEHES S BinhEE i EXEEirSEH
TP, ERTHLRLNREREFNR. EXFERT, AESERARARTRE, STFEEMXE
IRMRIERNEER, SESEMNREBATEITHREERE,
S RIERRT AT, ERBEHFERETEREERE, MBETRARSHMIET RECCENA RS THIEH
ESIRE, RERWI:
ST R = EIMRERTTRE, FEITRE,
SRR < ERREEFRTRE:
ERHRGEBRT R > BitRER DR, ARSI EERT REER RS BIR T =5,
ERHFEETTRY < BRMERAT R, BifREEATREFRAZE,
SEITRE > ERHRGERIRT R
ERHEEFTRY > EReERN R, BB PTREFREZE,
ERMRERIRT R < BiMRERATRE, BiMRERATRETREZ,
T RYSRIBEIRMPET SECEERTHEMAEE, LSS R RgE
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O BAT

et EET R (R
=)

1=-2 N | mX: 10

N7 EXK:10

THRINE T HBEHRIZEIEYR, FRGSTHRATBRER:
fEtR(RYgE T &L ERMBGERF HEP R
(iE=Egy ) PR S
B 1 BK:

10 5 5
&1 &K

10 7 S
BN 1 EBK: 3 5

10

IRIFRE: BR=ItE (It ) BRSEATF

=2 N | =X 10

TIREERERIX

TR (ARE)
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O BAT

E L

i)

IEE#AYE: 2026-07-2317:07:31

TIREERERIX

FHPOVEZFREMXERNSHERRITHR—EER. &, SFHRTR, SULUESHPOEESEHFE, HAS

HEESZEM, UERRERITEFHITEE,

TEEMX SRS SEHA:

FfE
S {gE
s {egE
s {egE
s {egE

SLI3EE

SCIAER

SEIHER

EETEHFE

1. BR MRSTEEERS -
2. EEMSH=RERRERMX > SLHFIR, HEIBFMX, BHEMXE “ID” , #ASHSERE,

3. HAZFIFERGE, EFBIERNREE.

E 3 L=t
L0 2R
LAE TR
et gE SRS
RSB M (P E SR

(EeSininREE

P SRR A%

TR R AR A TR

4., FERIRNMERE, HEABEFRG Tab,
5. ERELGIRERESEE (3Z#HE 7 X, ik 30 XIIAEXMEEE ) -

FE

FFxRE

FHER

MITR

iR

SZIFSRTE(RYE

FHFS

RRRISRERER, RIZID (BFR) . THEHRIP
RRAZAISRERZERL, RIE ID (BFR) . TEHBRIP
PR RISRERSEEY . RE% ID (BFR)

AR RISRERSERL . REE ID (&FR)

THEp: EEH/ARE (TEIP) , THEG: EZH/A2H
(TZEIP)

RIKRRAFHR, RIGHRA (RRAS ) « FERBIFRA (BRAF

S)

BEERKARAF R, RIBRA (RRAS) « AREFRE (bR
F5)

FHERIIMERER, MRS BEEE . BEE I RERES . RYRetE

{ERZESRES o

R RERITHIN, ST, KU

sEMHRgESREERL: 54 ID,

IRIFRE: BR=ItE (It ) BRSEATF
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@ Hﬁ‘fﬂﬁ EREEEERX

FEHS FRBEER, ANNEEE. SRONRMBHRES.
AR E] TR, BRI,
EESRAEEAN

1. EREPOTE, SEE FANRERGRSEESES AN EREERE.
2. EEMERE, PENERMAE, RESHEER.

FHERTR: BEEHERR.

SRR ®IE,

EBERA:

IRBECE: AEEBEXHEIMRE

g IRIEREERAHERE.

FHTH: BRSHEEAX, RESMEHEXY (A1 X) , BEFHEIDRESRL TN, AFT%
BOEA. EEERHRIT SRS S5 TEA .

3. BHEEEME, EASHEFER, PEEMER Tab, PDEEEEMEN, HEAFGHMUREE, ~E#H
2, BEFMHREER.

HiliiER
MUEBTR: ESEEHNETR, ANER—EEEEEN.
L o)
EfRRRE: GIREERBESENNAISEE,
FFLHERE: BRI,
BT
EHHER: TRERPEANBEIRE,
EfRRRE: GIREERBESENNAISEE,
4. BET—2, HESEHBERER
fRB: EFHREE,
HEENR: IRIESHRE, RURTHARREEERR, SULMRBELIRERIER, MTFEESH, 8BSt
—ikHE BB AER -
AFEHN: RIEENEEEEEFEMAS A MEERBER.
5. BE5RRM, SEREHSEEMNESR.

IRIRERE: BR=ITE (1bF) BRSEAE 55146 26131



&
o

H%izﬁﬁ =RESB/EMX

IE=hE 4

IEE#AYE: 2026-07-2317:07:32

[}

ZEEMXZE—ER APl MX, BFEEMRIFEIRIRS . ARIESHWSEEBIFERMRS, ZEEMX
(Kong) 48 (#REERR. KR ) RUBRRBENATAKEE, AAERLESHESE TSEN B XSES T R
RENFFFREERE, FRPEHNBAEFAZZN. ARTESFARMTHHZFREERX (Kong ) SEBS
EENMIEEGNE, SAERREEGFFAETZHEES, BNTARSERT [IRRESNELIRELR,
BERSIELSS RAEENME, RASHUEIRE, MMRIELSSREms s Et ERRAARSS o

RSN

(EFRMIERSR, FOWLEeEmm—RERERSS .

ISR ESTHHR BRRRA D LA R B4 ( FH8ESE ID ) #THIEEN . HiEFHhSBIRESHIT, MR
BENSIMRXEFLEANRIE, BIFSA—IEA— M RIXEFIHNIT
MRFEANSHPHPTREBNTF2, WSEEFIATRERHE

HIENIT NS HTHRE T RPRBINERE— B R#TER, EEXMHEMWT3~59%, EiiEEhE, "5
SHIERIERT RASERITT, B SHFEtEENH .

WRIGNSAEEMNX NS ERES . SETSHE. FASEXEE, 558, FREBRFETEZEHILE
WISEE .. BUER BEUESHES S ERGRIEETEEHRIENER, MTERRR:

RN © X
© FHERNES, RI1MRRH

EN{E4H1: Kongilllif Z=HE&EM%
- ERAERATAERSARE ©

s ZREMXTREBRFRT Q)

BRIFER DRENXT RERNEREREMOBEEIANN, FEFDRADEID, Eib
NafFARBEE ST TREMKES, BWIFDASTHFART.

RERSCHE
2 g H P
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@ Hﬁ‘fﬂﬁ EREEEERX

BEE—IEERESENXES, BECEE—NMEE2MRARI LS E, NiERIEMXEFRT S, T5F
FEMX SERSEFICNE, FRESEPTREFLT21.

SI2: WGIRHE

BF BUEHEHES, SANESEERH, SEMESRARRGRS.

. ESEGEMER, ARBET—F,

 ERENREERREAPIRX, ASREFMEH, HINFEEHTESOLE
EFEIZE, PEREERRPIIEPEIN.

. FNMRXPRER(GA)HENMEZERET—F.

. BEEMESH ., REEERMASBHITEN, RERERIA.

o o0 N W N

A ERE:
(ERHEMSHES, FEFRADE ID,

7. BET—¥, HALBERE, #HESR REANT.
8. IAEIRE, BERX.

S$H|3: TSk

@ xHB:
AEEERAENEANIREDR: WMTREME (NeEhc. BE5AFE) £ EEESEH A =H; =8
RERIERXEHINSEHPTRRESESERVE BN Z=HESTEaEE Bl BRIBREEEERINES
EIREE

1. R BAZMRESTFaEE , PETERBENSAE, EALEFER,

2. EMXEFEFMEERNE, PHBERE. MRBSHALFHISETRERHIE. TR, BEIEAEIASER
B24015 5, SRMTF T MARFIN =R,

< RREH
SEHNER EBER BUEE Konga #ZH&

BABE s . BAEE

mmmmm

BRiND4 roup-af94: -kong-0
clB EFIAHE  group: g
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O BHS

3. BFEGHFahtH, FRUREFHITHRIENE, TRERTENHIEEN

TRERAELR PREERE Eiees i
SRERENEA
- EhfE4E1
EIEABTR TREMADET RER-XH

MERNLR  FERUBY (BRH) @

SEfIIR BEENRE: SBEN  STOE: 1
SEFIID SEHIRIR
gateway-4b7a; JERSER)

O MEBRERGH)

AT

TIREERERIX

hEETER TREMXHETRER-XH

SIS R DIRERR

e ERhRAS PSS

iR kong

. MIEEANGED, IF BAZHMESFEERS WRSEF I SBESSERIR MRS FIFIRT R 5 HT5 AR

o

W BASETT NERNTPREERTE .

< RREA
SEFIES BERE BHEE Konga #2#)&

TREE

HASHE  group-afe
Running

HREseRk: BASET NP RER X,

< RREH
EHIER BEEN SHRE Konga 12l &

TFRBE

$RiIAD4HE  group-af9s
Running

I
TASE  group-afas

Running

5. pFEEHE, EENEREAT.

IRIRERE: BR=ITE (1bF) BRSEAE

B

3-kong-0

O]

-kong-0

3-kong-1

BRER

group-afea

TRER

-kong-0

4t -kong-0

AmHE Y
HirnE Running I WAR
10 1 nm
FimE T
A Running AR
A Running FHER
0 nm
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TIREERERIX

O BT

gateway-4b7a FXIh 3s EEOE a4 HTER

Hm

[2023-09-25 17:37:25]| : FXxTLERMKI.
Bl#r5¢AID=group—af94 , THRBE=RNASE
FIATEGIRE MR SEGIEET, EFPERNE, NENNH BT RIS
BREESEYXR=[RestartKongNode, CheckKongNodel
TRERRXESER:

——— Fm——————— ———— Fm—————————— +

| TaskName | Status | StartTime | EndTime

| —————————————— e e e |
| RestartKongNode | success | 2023-09-25 17:35:32 | 2023-09-25 17:35:52 |
| CheckKongNode | success | 2023-09-25 17:35:53 | 2023-09-25 17:37:23 |
o e e e +
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® H%\.EHE TIREERERIE

Fizigra
S5BERXIILL

RIEEHATE: 2026-07-2317:07:31

AXNRGERREERA . SUH. ZAE. 22, IRUEESENEREENRK 5 BERXAINILL, HEh
IS TRI X I ARSI IRIERE

oAl ZRERX BEMxX

o ZEERERIEH, THPHLAHIBEE., TRUTE.
HEEATE. FRIRFHE.
o THFRSRBRITEBSBEYS, STHRESEAR

(CLB) »
RGBERE o SRRXTASHEE (HPC, HPA) LIGRIRES oo ke M
S SEH (SRS ) . R, EEFREIENE
] y AL =
. SISTIE CVM BIHMRELETEE CVM Baas 0 e
148,
o Z¥H#EM Terraform &= APl i#17 CI/CD izt
2,
o BAS (CLB) . M¥#4. NERBENZEES TR
K08, LRERHTHETARER.
N o SEOREMIPS, FRRMIBIMRR. RKE . 1EH. HEHTRFHFRSH
= g me IREEIARR, JTHIPAFIAREE
. TRESTRLE, IR
o TISEMIEE TR
o EEBASEA. Ingress. = APl EERHIA .
_— (Konga) SEHt, SHEERSIERTEE. ZggiEZﬁﬁggﬁ
o EHIEIRMEERIINGE, THTEO. B, RS, i s
BARERE,

B EHFHEXIRE, BEEE,

o SRMBMAZ Web ZRHKIE (WAF) o
o SRTEMAS DDoS A

2 . SHERBASIBEETS (SSL) #FEHEE, — PO OOEHARFR.
o STREAIN AP AESIIEEX SR, RR R
o SHHSIBIE IP BESLIH,
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@ H%\_L:HE TIREEREMX

o ZIHFEEHEERFREY. HE. CPU. HF. 5.
EENSREERHEERENEE, TR

RIEVRL Prometheus. TiEESEE, BH

‘4= Lg% 2o
o XIFEEFEEERXIERATIERAE, XFEE FRESERE
BB ZEEES (CLS) #HiTHR.
— o &SR CAM FEEHTRXERINREE, B TEIS BRI RS
o XIFHEANRECE IP BEESRHITIHIEES . =
o XIFHIIBNEMIRSTES (TSF) . BNZSHTES
(TKE) . BSifl= Serverless =% (SCF) . B
M=MRSSE (CVM ) ERIBRSS -
o FX iflz Web Z2BXiE (WAF) | Billz=
=EEE ZIRHEBNZE Web Z2BAXIE ( ) « BR= .

DDoS F&# T2

o SEN=AETEES (CLS) . BAZATMUES. Eif
ZIEBEEFS (SSL) . BZBEEGFARESE
F¥o
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@ Hﬁ‘fﬂﬁ EREEEERX

MBE#Z Kong MXiEZESH=

B
e

© xHB:
BRizREMA G HRESESSIFFEOAS8HNE, HRGSFSTHIMEAN . EHEER, i5 25T
B OAbE,

RMFER
AXAMERIA Kong 758 decK TERSEMER Kong MXEBR= =R Kong MXAEETS.
BUR S

CWSEHFETRMXEHRIS R BEZHE, F EE admin—api,
BEB#E1 Kong M, HEE T services. routes. plugins.
LigHRET decK TH, EfifE Kong EATH decK HERERIRAILIR,

RES T
$81: FH decK TRESHBEREMN Kong MXIECE

1. IR &R, ST THSSHEE Kong MXREE.

# EBE kong-zj BiaABEEKongRXAY i pitbhibakisS
deck —--kong-addr http://kong-zj:8001/ dump

2. IEEERAY kong.yaml Xi&,

# i FBkong.vanl R S5ELFEREGHRAE
kong.yaml

_format_version: "1.1"

plugins:

- config:

per_consumer: false
enabled: true
name: prometheus

protocols:

IRIFRE: BR=IE (16F) BREEAR £153 26131
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TIREERERIX

grpc
grpcs
http
https
services:
— connect_timeout: 60000
host: 127.0.0.1

name: admin-api

path: /

port: 8001

protocol: http

read_timeout: 60000

retries: 5

routes:

— https_redirect_status_code:
name: admin-api
path_handling: vl
paths:

- /admin-api
preserve_host: false
protocols:

- http

- https

regex_priority: 0
request_buffering: true
response_buffering: true
strip_path: true

write_timeout: 60000

connect_timeout: 60000

host: www.tencent.com

name: tencent

path: /

port: 80

protocol: http

read_timeout: 60000

retries: 5

routes:

— https_redirect_status_code: 426
id: 040b0c62-4d31-4286-a595-1832e55b£f568
path_handling: vl

IRIFRE: BR=IE (16F) BREEAR 55154 26131




TIREERERIX

paths:

=/

preserve_host: false
protocols:

- http

- https

regex_priority: 0
request_buffering: true
response_buffering: true
strip_path: true

write_timeout: 60000

$H2: FIH decK TRSANREEEIZFREMX Kong

1. F &R, BITWTRSESE Kong. yanl FHRESZEREE Kong MXHEEER .

# £S48 kong-tencent BEABAEZFEEMXKonghLIEIBLE
deck —--kong-addr http://kong-tencent/admin-api
creating tencent
creating route 040b0c62-4d31-4286-a595-1832e55bf568
creating plugin prometheus (global)
Summary :

Created: 3

Updated: 0

Deleted: O

# i£E kong-tencent BEABAZEZFEEMXKonglICIRMIL
deck —--kong-addr http://kong-tencent/admin-api
creating tencent
creating route 040b0c62-4d31-4286-a595-1832e55bf568
creating plugin prometheus (global)
Summary :

Created: 3

Updated: 0

Deleted: O
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@ Hﬁ\fﬁﬁ TIREERERIE

3. IABNE=EE Kong MXENEHEEERERESAKIN.

I{ONGA Jal ‘Q) Hello, admin ~

B3 DASHBOARD

AP GATEWAY Services
@ e Service entities, as the name implies, are abstractions of each of your own upstream services. Examples of Services would be a data transformation microservice, a billing API, etc
& SERVICES
~+ ADD NEW SERVICE Q Results: 25 ¥
Y ROUTES
MERS
NAME HOST TAGS CREATED A
PLUGINS
® tencent www.tencent.com Apr 28,2022 W DELETE
UPSTREAMS
TS ®  admin-api 127.0.01 Apr 28,2022 @ DELETE
APPLICATION

USERS

CONNECTIONS

N
B swee 5

SETTINGS
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DASHBOARD

SERVICES

ROUTES

PLUGINS

UPSTREAMS

CERTIFI

APPLICATION

USERS

NECTIONS

SNAPSHOTS

SETTINGS

DASHBOARD

INFO

SERVICES

ROUTES
CONSUMERS
PLUGINS
UPSTREAMS

CERTIFICATES

CONNECTIONS

SETTINGS

RS

Routes

YOU CAN ONLY CREATE ROUTES FROM A SERVICE PAGE

NAME /1D TAGS HOSTS SERVICE PATHS
O) 040b0c62-4d31-4286-a595- tencent /
[® admin-api admin-api Jadmin-api
Plugins
A Plugin entity represents a C onfiguration that will be executed dur e HTTP request/response workflow,
ehind Kong e Authentication or Rat iting for exampl.
+ ADD GLOBAL PLUGINS
NAME SCOPE APPLY TO CONSUMER
E @®  prometheus global All Entrypoints All consumers

d it's ho

CREATED A

Apr 28,2022

Apr 28,2022

CREATED A

Apr 28,2022

TIREERERIX

®)

n ) ) Hello, admin ~

>/

Every request matchin

Results: 25 ~

W DELETE

W DELETE

( W Hello, admin ~

0 APIs that rur

Results: 25 ~

W DELETE

ATERERE admin—api FARFABZ MR, BENENERBERLSRMES admin—-api FEEZEIMIEE

o

2%

BESHEXRBIESR decK 253245,

IRIRERE: BR=ITE (1bF) BRSEAE
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@ Hﬁ‘fﬂﬁ EREEEERX

M Spring Cloud Gateway iF8EI=[RE
ES

RIEE#AYE: 2026-07-2317:07:32

d
<

5¢

v

AN BUINMTIEIRSZ M Spring Cloud Gateway iFEEI=RERX,

SB1: BBRBRSS KR

NREHRAIRSEIRALUTILF, AILIEEER SCG &
K8S BRS3 (M TKE 5 EKS) .

im0 BRSS ({5 TSF B/ Nacos/Consul/Polaris) .
RRFUETIRSS L IE, (EARHS/EE IP/IP 51%.
WNREHFIRIBRS KR E bR BREMPC, ATRASEITIER RIS IR (IS AR SS I AEY
Nacos/Consul/Polaris, Bi#1T SCG EEiXE.

$ 2. i Spring Cloud Gateway iclE

SCG 18XIhaeE E W LATE I & TR RO (E SRk :
1. EAshO/K8S fRE¥

ZEERXIEE RS KIFEXEXAPREMTR O K8s &8, iRINAINZEBIRIBRSS KRG, BIaniRItBNARSSE
ARKARSS, TSEMTEHTIRS KIREE: RSFEE -
2. [RSERE

Spring Cloud Gateway R service MN=RERXPRSS, ATSEMTXEHITIRSEE: RS
3. EHkE

Spring Cloud Gateway K routes SR =FEEMXAIEE, TSEMTXEBHTIEBES: BH,
4. ¥R Predicate i2E

Host/Method/Path Route Predicate: mREMX3ZIFRIE Host, Method & Path i#17EHIT
fic, AITECIEERMmAiREERM .
Header/Cookie/Query Route Predicate: ZFEEMXZIGIRIE LiASEHITIRE, AI@EEKEMN
S, AISELITXE#RTRE: KEET
5. BRIA Filter
Spring Cloud Gateway# filter MM =/FEEMXAIEEINT:

GatewayfFilter XS MRz R R X B8 EEY
AddRequestHeader, {#EH tse—proxy-rewrite ¥ ERESEHNS
RemoveRequestHeader, BRI R
AddRequestParameter,

AddResponseHeader,
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@ HE‘.L:HE TIREEREMX

SetResponseHeader

Hystrix, Peau 12
RequestRateLimiter PR RETD PSR
PrefixPath EOMBRIERIE A 5 Ui T RE R PTAD -
PreserveHostHeader, SR IRHATZIHRIF Host. StripPath i& ey
StripPath, Retry I, ZingEEIRE e

{#H Request
SetPath, RewritePath Transformer/Response -
Transformer &%

6. BREX Filter
INESEN, BRERMXZIFERANEENGR, TSELUATXHEHTEE.

Basic Auth Z£IAIE
IP ifializ
Key Auth Z$HIAIE
A HMIACAuth iAE5IT
£ ACL iBiaiEsl
feE JWT IAIEEER

7. BEX Filter

ZEEMXZHERABEBREITEENSELRE, BREHIBIEEENX Filter RIZIEET B EXIEHER
FHATSR BEMEE .

$H3: RRMXERER

ZREMXZIFEERREEE, BUURSEEXEZEEZEESTIRKR, BT EEREREE,
BEAKE
A Prometheus =

FH4: RETE

AR LRESEER, AREREFAZSHITRENR, RETHRETRZ,
SR AR IEZ O WSS RECEMRSS IR, (Zauhiattt, #TIRISIIE,
BIMER: BT REROWS, WMrOWSHTRERE, FEIBHNS%MERRE.
E=MER: FROBIER, NRESETHTEEERE.
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https://cloud.tencent.com/document/product/1826/134876
https://cloud.tencent.com/document/product/1826/134877
https://cloud.tencent.com/document/product/1826/134878
https://cloud.tencent.com/document/product/1826/134879
https://cloud.tencent.com/document/product/1826/134880
https://cloud.tencent.com/document/product/1826/134882
https://cloud.tencent.com/document/product/1826/134874
https://cloud.tencent.com/document/product/1826/134845
https://cloud.tencent.com/document/product/1826/134894

@ Hﬁ‘fﬂﬁ EREEEERX

SEE IR
IMIEZEAR
2 admin—api HEtEZ &I\

IEEFRAE: 2026-07-2317:07:35

| &

REiAR
AN 48 Kong tfaFiE admin—api 35 admin—api &t & Basic Auth Z2iIAIEHE .
ERMG

CMAERXEE, FHEESR HiERNX,
BB T R3S (Service) AR #EH (Route) o

RMEPR
$]1: £ Kong IEEIEH& LRE admin api RIIRSHIEEH

1. & TSF =fl5
2. EEMSHZERERREMX , BEBREHFENSEIERS,
3. EEMERTHE, 8 Konga EHlairEE8SRzHaERAN.

LHER B E 2K SHEE SRIE(RYE Konga 123#l&

https://gatirsiy-ill Loegigr asgw.tencentcs.com:1337/ [2  3£H]
HE%: 0.0.0.0 X

https://gat@#way-all P oegEen geapgw.tencentcs.com:1337/ 2 xF]
admin I

xxxxxx ;’j’_‘.!_T_\rD

4. BHEARGiE, #NERERHATE, £EMNSHZSEE SERVICES, #HARSIIX.

IRIRERE: BR=ITE (1bF) BRSEAE 55160 26131


https://console.cloud.tencent.com/tse/cnapigw

O BAT

TIREERERIX

5. g2 ADD NEW SERVICE, E#HpIMEERESRE, URL BIABIESA http://127.0.0.1:200

1/ , @JE_/I\BE%O

CREATE SERVICE

Name  admin-api

(optional)
The service name
Description
(optional)
An optional service description.
Tags
(optional)

Optionally add tags to the service

url http://127.0.0.1:2001/

(shorthand-attribute)

Shorthand attribute to set protocol, host, port and path atonce.
This attribute is write-only (the Admin API never "returns" the url)

6. BIEmRINfG, ERSIIRPRECLIBIFAIRS, BNRSFERE, EENSHIZHE Routes, HAEHS

&Ro

7. 82 ADD ROUTE, E#HAHEEFIESAS, Path IRFIES) /adnin-api , BIE—EEH.

ADD ROUTE TO ADMIN-API X

Name
(optional)

Tags
(optional)

Hosts
(semi-optional)

Paths
(semi-optional)

Headers
(semi-optional)

Path handling

* For hosts, paths, methods and protocols, snis, sources, headers and destinations press enter to
apply every value you type

The name of the Route

Optionally add tags to the route

A list of domain names that match this Route. For example: example.com. At least one of
hosts, paths, or methods must be set

/admin-api X

A list of paths that match this Route. For example: /my-path. At least one of hosts, paths, or
methods must be set

One or more lists of values indexed by header name that will cause this Route to match if
present in the request. The Host der cannot be used with this attribute: hosts should be
specified using the hosts attribute

Field values format example: x-some-header:foo,bar

vl v

vhen sending
or. Accepted

Controls how the Service path, Route path and requested path a
a request to the upstrear for a detailed description o
values are: "v@", "v1" . Defaults to "v1"

ompbinec
ch beha

IRIFRE: BR=ItE (It ) BRSEATF

55161 H261;



@ HE‘.L:HE EREEEERX

8. IR EI AMMBILIFIE admin api , uri BIRBESA /adnin-api o

{"tagline":"Welcome to kong","timers":{"pending":9,"running":1},"lua_version":"LuaJIT 2.1.0-beta3","version":"2.4.1","node_id":"7cd8e9e3-e4cb-4bde
{"loggly":true, "datadog":true,"ldap-auth":true, "statsd":true, "bot-detection":true, "aws-lambda":true, "request-termination":true, "azure-functions":t
cache":true, "session":true, "acme":true, "grpc-web":true, "grpc-gateway":true, "jwt":true,"acl":true, "correlation-id":true, "cors":true, "oauth2":true,"
rue, "basic-auth":true, "ip-restriction":true, "request-transformer":true, "response-transformer":true, "request-size-limiting":true, "rate-limit
{"admin_listen":["127.0.0.1:8001 reuseport backlog=16384","127.0.0.1:8444 http2 ssl reuseport backlog=16384"],"status_listen":["off"],"stream_list
["/usr/local/kong/ssl/admin-kong-default.crt","/usr/local/kong/ssl/admin-kong-default-ecdsa.crt"], "nginx_events_worker connections":"auto","status

o g","nginx_daemon":"off","dns_stale_ttl":4,"nginx main daemon":"off","nginx_worker_processes":"auto","nginx_main w
"X-Real-

,"pg_semaphore_timeout":60000,"pg_ro_ssl":fals: :false, "
["127.0.0.1"],"cassandra_port":9042, "cassandra_ssl":false, "cassandra_ssl verify":false, "cassandra write_ consistency b_update_frequency
1_enabled":false, "cassandra_lb_policy":"RequestRoundRobin","status_ssl_enabled":false," ra_refresh f y":60,"cassandra_repl_strategy":"
["del:2","dc2:3"]," a_schema_co _timeout":10000,"ssl_protocols":"TLSvl.1l TLSv1.2 TLSv1.3","nginx_http_ssl_protocols":"TLSv1.2 TLSvl.3
TLSv1.3","ssl_prefer_server_ciphers":"on","nginx_http_ssl_prefer_server_ciphers":"off","nginx_stream ssl_prefer_server_ciphers off","ssl_dhparam
session_tickets":"on","nginx http_ssl_session_tickets":"on","nginx_stream ssl_session_tickets":"on","ssl_session_timeout":"1d","nginx http_ssl_ses
, "proxy_error_log": "logs/error.log", "proxy_stream access_log":"logs/access.log

basic", "proxy_stream error_log":"logs/error.log","admin_access_log":"logs/admin_access.log","admin_error_log":"logs/error.log", "status_access_log"
ue, "lua_ssl_trusted certificate":{},"lua_ssl verify d h":1,"lua_ssl_protocols":"TLSvl.l TLSv1.2 TLSv1.3","nginx http_lua ssl_protocols":"TLSvl.l
TLSv1.3", "worker_consistency":"strict","untrusted lua":"sandbox","untrusted_lua_sandbox_requires":{},"untrusted_lua_sandbox_ environment":{},"clust
olk25he2", "upstream keepalive idle_timeout":60,"upstream keepalive max_requests”:100,"pg_user":"database-olk25he2","cassandra_timeout":5000,"pg_ti
{},"go_plugins_dir":"off", "go_pluginserver_exe":"/usr/local/bin/go-pluginserver", "cassandra_username":"kong", "anonymous_reports":true, "'nginx_main_
{"value":"auto", "name":"worker_processes"},{"value":"auto","name":"worker rlimit_nofile"}],"kic alse, "nginx_events_directives":[{"value"
[{"port":8001,"http2":false, "proxy_protocol":false,"deferred":false, "bind":false, "backlog=16384":true,"ip":"127.0.0.1","listener":"127.0.0.1:8001
{"port":8444,"http2":true, "proxy_protocol":false, "deferred":false,"bind":false, "backlog=16384":true,"ip":"127.0.0.1","listener":"127.0.0.1:8444 ss
[{"value 8k","name":"client_body buffer_ size"},{"value":"0","name":"client_max body_size"},{"value":"prometheus_metrics 5m","name":"lua_shared d
{"value":"/usr/local/kong/ssl/ffdhe2048.pem", "name":"ssl_dhparam"},{"value off","name":"ssl_prefer_server_ ciphers"},{"value":"TLSvl.2 TLSv1.3","
{"value":"1d", "name":"ssl_session_timeout"}],"proxy_listeners":[{"port":8000,"http2":false, "proxy_protocol":false,"deferred":false,"bind":false,"b
backlog=16384","ssl":false, "reusepor: true}, {"port":8443, "http2":true, "proxy_protocol":false, "deferred":false,"bind":false, "backlog=16384":true,"
backlog=16384","ssl":true, "reuseport rue}],"stream listeners" ,"nginx upstream directives":{},"nginx proxy directives":[{"value":"X-Real-IP",6"
{},"headers":[ "server_tokens","latency_tokens"], "proxy_ listen" .0.0.0:8000 reuseport backlog=16384","0.0.0.0:8443 http2 ssl reuseport backlog=1
5m","name":"lua_shared_dict"},{"value":"TLSvl.1 TLSv1.2 TLSv1.3","name":
TLSv1.3", "name":"ssl_protocols"},{"value":"on","name":"ssl_session_tickets"}, {"value "ssl_session_timeout"}],"db_cache warmup_entitie
{},"ssl_cert_key default":"/usr/local/kong/ssl/kong-default.key","nginx_sproxy directives":{},"nginx_err logs":"/usr/local/kong/logs/error.log","d
[{"value":"10m", "name":"client_body_buffer_size"},{"value":"10m", "name":"client_max_body_size"}],"lua_package_path":"./?.lua;./?/init.lua;", "nginx
{},"dns_no_sync":false, "nginx_pid":"/usr/local/kong/pids/nginx.pid", "host_ports":{},"role":"traditional","error_default_type":"text/plain","admin_

cas

$B2: 73 admin api &2E basic—auth ZLI\IEHE

1. {7 Kong MEEEH S, EEMSHE=RE CONSUMERS, #ANHEETIXR
2. B8 CREATE CONSUMER, 7E#HAHEIERIESAE

CREATE CONSUMER X

username  admin|

custom_id

custom_id

username

Tags

v/ SUBMIT CONSUMER

IRIFRE: BR=IE (16F) BREEAR 55162 H261:



O BAT

3. B Credentials Z£IAYiElR%E BASIC, H&E CREATE CREDENTIALS,

CONSUMER: admin
6] =
Details Groups

0 o

Credentials Accessible Routes

b & Basic Auth

API KEYS

You have not

HMAC

OAUTH2

wTt

created any Basic Auth credentials for this consumer yet

FREAEEPESAE, BIE—NEEE.

L

Plugins

+ CREATE CREDENTIALS

BASIC AUTH X
admin
username admin
(required)
The username to use in the Basic
Authentication
password admin
{optional)

The password to use in the Basic
Authentication

v/ SUBMIT

TIREERERIX

4. EENSHESRK XSS SERVICES > admin—api > Plugins > ADD Plugin, %% Basic Auth iH{§FF

SeRXAN o

IRIFRE: BR=ItE (It ) BRSEATF

55163 #2611



@ H% i:HE TIREERERIX

Service admin-api

services

@ Service Details

Assigned plugins
%’ Routes
.

22 Eligible consumers [EE2D

Name Consumer Created
ADD PLUGIN X
& AUTHENTICATION

Security
Protect your services with an authentication layer
Traffic Control

Serverless Basic Auth Key Auth OQauth2

Analytics & Monitoring

=] @ﬁ
Transformations

Logging Add Basic Add a key Add an OAuth 2.0
Authentication to your authentication to your. authentication to your.
Other
ADD PLUGIN ADD PLUGIN ADD PLUGIN
Hmac Auth Jwt Ldap Auth
# '
00C
Add HMAC Verify and authenticate Integrate Kong with a
Authentication to your.. JSON Web Tokens LDAP server

ADD PLUGIN ADD PLUGIN ADD PLUGIN

IRIFRE: BR=ItE (Ib5R) BRSEAR ££164 #2611



@ ﬁﬁfﬂﬁ RREGRRX

ADD BASIC AUTH X
( 10 L I n 1CI
Proxy-Authorization and Authorization
consumer
R rg
er
anonymous
7
hide credentials NO
| i pl
Pl | \
+/ ADD PLUGIN

5. TN REE AMtGE admin api, uri BIRBESA /adnin-api , MAZBIEEFHIARZME
fBENErAIE.

2%

EZRFIEER Kong API Lookback o

IRIRERE: BR=ITE (1bF) BRSEAE 55165 2611


https://docs.konghq.com/gateway-oss/2.5.x/secure-admin-api/

@ Hﬁ‘fﬂﬁ TIREEREMX

£/ IP Bz

mIEE#AYE: 2026-07-2317:07:35

METR

AXNBINAEZREER X Ei@iZ Kong IP Restriction i&E4LIR IP isiaiEdl, S1EATEIZS:
BeE IP B/ARByIFRHT BT
BCE IP B/A&$ CIDR ERi#iTiniaisEl

PUESRMF

CMEREEG, FIEBESR FEMNX .
BB T IR (Service) AR #EH (Route) o

RMEL IR

ins—: iR IP R/IBSRRHTHITES

FERIFESEIURSE [P FIFRAH), 1SSWMTELEES (&) IPifE, ARRERESZEM.
1. & TSFEHIE

2. EEMSH=EERRENX , BEERTHIEASHIFSE,
3. AEERHE, BE Konga EHairEE8EBEHaERE.

AR ERE LR SHECE SME(RGE Konga 12§ &

Jhit https://gatewssy-ill borga g mokractencentes.com:1337/ [2 X H
HEZ%: 0.0.00 &%
https://gatevwuy-uill Horge-inge apigw. ncentcs.com:1337/ 2 XH)
admin If

nnnnnn Ef_:rn

4. BEAMIGIEL#EN Konga E§Hl&

IRIRERE: BR=ITE (1bF) BRSEAE 55166 26131


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ TIREEREMX

5. && Konga EEfZHIG, HAEZE IP [RHAY Route i8R, & Add Plugin ZiHEIEREM .

n \4 ® K] Hello. admin ~

Route block-ip

routes

@ Route Details

Assigned plugins

22 Eligible consumers

‘ PLUGINS Q

3 UPSTREAMS

B3 cerTiFicATES

Name Consumer Created

APPLICATION

IRIRERE: BR=ITE (1bF) BRSEAE ££167 26131



® H%FHE TIREERERIX

6. TEifEHiARY Security S4AFIEE IP Restriction &4, Bk Add Plugin,

ADD PLUGIN

Authentication

.
Security
Protect your services with additional security layers

Traffic Control

Serverless Cors Ip Restriction

Analytics & Monitoring /"\ Ly
[-_@;'! ->_I

Transformations

Loggin .
99ing elopers to Whitelist or blacklist IPs

uests from th that can make requests
Other

ADD PLUGIN ADD PLUGIN ADD PLUGIN

Bot Detection

@)

Detects and blocks
bots or custom clients

ADD PLUGIN ADD PLUGIN

7. EIEHERERRANFTEZRERTINY IP, # Enter, HxF,
O allow : IHERIFHEM IP, 24 IP FEEHEZ1,
O deny : IHESIERAHIERM IP, 24" IP FEEES1

O consumer : HEHEEENAIHIEEHIA Consumer ID, Wz, £5iZ IP ibiaiEFINAFRE
consumero,.

O FRE
allow fl deny BEZEVEE—H.

IRIFRE: BR=ItE (It ) BRSEATF ££168 #2611



@ HE‘.L:HE EREEEERX

ADD IP RESTRICTION X

Restrict access to an AP by either whitelisting or blacklisting IP addresses. Single IPs, multiple IPs or ranges in CIDR notation
like 10.10.10.8/24 can be used.

consumer

ip: Press Enter to accepta\
58 X M3 68 X

ip: Press Enter to accept avalue.

v/ ADD PLUGIN

8. i&[El route IH, #EZ route ELYPERIFNEIZAYEM -

Plugin added successfully! X

Route block-ip

routes

@ Route Details N .

22, Eligible consumers |23

Name Consumer Created

JIL

:I (&  ip-restriction All consumers Apr 25,2022 i DELETE

9. ki€ APIiEXR, % IP ihi#bRH o

HTTP/1.1 403 Forbidden

Connection: keep-alive

Content-Length: 48

IRIRERE: BR=ITE (1bF) BRSEAE 5169 #2611



@ Hﬁ‘fﬂﬁ EREEEERX

Content-Type: application/json; charset=utf-8
Date: Mon, 25 Apr 2022 02:57:32 GMT

X-Kong—-Response-Latency: 1

"message":"Your IP address is not allowed"

HR_: KR IP /B2 CIDR Bt {TininizH

FMARRELSRIARZE IP CIDR A6, ESMEURITFEASD IP BRAYEXRIGE, ESPRESZHEM.
1. EAFE IP [R#I8Y Route i#15R, B Add Plugin &SR

2. EEYREPIESLATEE, & Enter 8, HFx=F.
allow : HEHERIFHIEA IP CIDR E&,
deny : IHEIEAIiLEAY IP CIDR .

consumer : IEESEENAFOIZHIA Consumer ID, Mz=Hk, £RiZ IP ibioiEfiNAFRE
consumer,

O EE
allow 1 deny BEZEVEE—M.

EDIT IP RESTRICTION

lestrict access to & | DYy elther v £ ting or blacklistin A 2 |Ps C ENABLED
: CIDR notation 10.10.10.0/24 can sed

consumer
] €
allow 3. 024 X
3 Enter
deny
5s Enter

v/ SUBMIT CHANGES

IRIRERE: BR=ITE (1bF) BRSEAE 88170 26131



@ Hﬁ‘fﬂﬁ EREEEERX

3. &2 API 5K, {EAAEZ CIDR ERHY IP i5ia), iERBHELE

HTTP/1.1 403 Forbidden

Date: Mon, 25 Apr 2022 03:06:58 GMT

Content-Type: application/json; charset=utf-8

Connection: keep-alive
Content-Length: 48

X-Kong—-Response—-Latency: 14

"message":"Your IP address is not allowed"

SR

H¥— IP RAIREAT allow #1 deny , % IP £#REIA(E

2%

ESEXIRRAIBESR Kong fHH31E .

IRIFRE: BR=IE (16F) BREEAR 171 H261:


https://docs.konghq.com/hub/kong-inc/ip-restriction/

@ Hﬁ‘fﬂﬁ EREEEERX

{EH Key Auth ZHIAIIE

mIEE#AYE: 2026-07-2317:07:35

METR
AXNBMTERFLERE LI Key Authentication BHIBHAAEBIFEIHAEST
RIS

CELMXEH, FIEEESR HEM*E,
BB T R3S (Service) AR EH (Route) o

REPR
AHRIRMELTRILAECE Route i&4A61, 1ESMTSEMZASHINIESD .
$31: KE Key Authentication ZHSpINERH

1. & TSF =fl&
2. EEMSH=EERRENX , BEERTHIEASHIFSE,
3. AEERHE, BE Konga EHairEE8EBEHaERE.

SEHIER ERE LR SHECE Konga 1218

https://gateway- 7B xH
H&Z&: 0.0.00 BX
https://gateway-' TE xiF

admin I

tttttt

4. 85 Konga EEEEHIE, #ABEZHSHNIERRA Route i#BR, %k Add Plugin iiinEH .

IRIRERE: BR=ITE (1bF) BRSEAE 172 H261:


https://console.cloud.tencent.com/tse/cnapigw

TIREERERIX

)
Q \!Q

Route key-auth

routes

SERVICES

@ Route Details

e m

CONSUMERS
22 Eligible consumers (28

Assigned plugins + ADD PLUGIN

Q

PLUG

UPSTREAMS Name Consumer Created

CERTIFICATES

5. iR ™HI%RY Authentication 4% Key Auth &4, 23 Add Plugin.

ADD PLUGIN X

A AUTHENTICATION

Security

Protect your services with an authentication layer

Traffic Control

Serverless Basic Auth Key Auth Oauth2
Analytics & Monitoring E Q
Transformations
Logging Add Basic Add a key Add an OAuth 2.0
Authentication to your. authentication to your authentication to your..
Other
ADD PLUGIN ADD PLUGIN ADD PLUGIN
Hmac Auth Jwt Ldap Auth
¥+ '
=]
Add HMAC Verify and authenticate Integrate Kong with a
Authentication to your JSON Web Tokens LDAP server

ADD PLUGIN ADD PLUGIN ADD PLUGIN

6. IREERSMANEESHSH, HRF

O key names : HRHISEEHRENSHBRNA (BB apikey ) . BPIHURIIHP—NEHSREAIE
SRISIEETR, BHEEIRXM header SiEBHEBSEHRHNEIGSEIZIER.

A EE
#EEReeasla-z], [A-Z], [0-9], [_If[-]o. BF NGINX EAMEFRIFINBRE, FARIFE
trREPER T RIZ

IRIFRE: BR=ItE (It ) BRSEATF 58173 #2615,



O BAT

O hide credentials : EEEERELFIRSIER.
O anonymous : MBSMHIGIERY, WAE “‘ER]” ERENTEFEE (FHF uuid) B, NIRRT

(BRIA) , MIERIGEW, FHESBIGIEXRKAxX,

Bt¥, mA=E custom_id,

key in header : WIRERA, HHISESHBIISHMIE header,
key in query : WMIREA, HHBESHENSHWE query,

key in body : WMRBA, HEHSIEENEKRIENX (MNRFFRERE—1MHEZISFH MIME £8 ) HEik
EEPREIZA, 259 MIME 2812 application/x-www-form-urlencoded,
application/json #1 multipart/form-data.

O run on preflight : IEHEEME OPTIONS ftEiER LiZ1T.

ADD KEY AUTH

TIREERERIX

BEE, Eems|HE Kong &R Consumer id

consumer

key names

hide credentials

anonymous

key in header

key in query

key in body

run on preflight

IRIFRE: BR=ItE (Ib5R) BRSEAR

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers

Tip: Press Enter to accept a value

Describes an array of comma separated parameter names where the
plugin will look for a key. The client must send the authentication key in
one of those key names, and the plugin will try to read the credential
from a header or the querystring parameter with the same name

NO
An optional boolean value telling the plugin to hide the credential to

the upstream API server. It will be removed by Kong before proxying the
request

NO

YES

v/ ADD PLUGIN

Add Key Authentication (also referred to as an API key) to your APIs. Consumers then add their key either in a querystring
parameter or a header to authenticate their requests.

$174 26131



O BHS

7. &[E route IH, fAEX route ELIBERICIZERIIEM -

KONGA

By DASHBOARD

API GATEWAY Route key-auth

INFO

SERVICES

CONSUMERS
@ PLGINS

23 UPSTREAMS
B3 CERTIFICATES

APPLICATION

22 USERs

routes

@ Route Details

. m

22 Eligible consumers (2]

Assigned plugins

TIREERERIX

+ ADD PLUGIN

$E2: 8@ Consumer

1. # A\ CONSUMERS W€l Consumer,

SERVICES

ROUTES + CREATE CONSUMER &

CONSUMERS

PLUGINS

UPSTREAMS

CERTIFICATES

username : AP (KA) 8], YRISEIFED custom_id,
custom_id : FFISEREMEIES— N EHIBENBEMXRRFT . YFEELFET username,

Tags : #R&,

IRIRERE: BR=ITE (1bF) BRSEAE

Q
Name Consumer Created
Q§ @® key-auth All consumers. Apr 25,2022 @ DELETE
Ve
n (
Consumers
Q Results: 25~
USERNAME CUSTOM_ID TAGS CREATED A

58175 H261:



v — =RESB/EMX
O BAS
CREATE CONSUMER X
username  test
(semi-optional)
The username of the consumer. You must
send either this field or custom_id with the
request.
custom_id
(semi-optional)
Field for storing an existing ID for the
consumer, useful for mapping Kong with
users in your existing database. You must send
either this field or username with the request.
Tags
(optional) Optionally add tags to the consumer
v/ SUBMIT CONSUMER
2. 73 Consumer gl api key &ilE.
KONGA s @
CONSUMER: test
®. & G)‘ [ .
key : key {H, BRAAZEEER key.
WRINFRE: BA=ITE (Ib5:) BREEAR 5176 #2613



@ Hﬁ‘fﬁﬁ RIEEELERE

key
key
3. EEEAY keyo
By DASHBOARD
API GATEWAY CONSUMER: test
—— consumers
SERVICES
® 22 () )
ROUTES Details Groups Credentials Accessible Routes Plugins
CONSUMERS
BASIC
PLUGINS T o+ Api Kevs
e P Y
UPSTREAMS
HMAC
# key created
CERTIFICATES OAUTHS
1. iou4 q Apr 25,2022 B DELETE

APPLICATION IwT

22 USERS

$H3: K2 APl i#R

1. K& apikey £iREIRIE: curl http://kong:8000/{proxy path}/ o

OR 'L E
proxy path Jigkibii .

HTTP/1.1 401 Unauthorized
Server:

Date: Mon, 25 Apr 2022 14:16:10 GMT

Content-Type: application/json; charset=utf-8

Content-Length: 45

IRIFRE: BR=IE (16F) BREEAR $F177 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

Connection: keep-alive

WWW-Authenticate: Key realm="kong"

X-Kong—-Response-Latency: 1

"message":"No API key found in request"

2. IETRiSE apikey MBLGEIBK: curl http://kong:8000/{proxy path}?apikey=<some_key> o

OR 1
proxy path JBiEskitiit .

apikey Bl AFEZiHinRYERD keyo

HTTP/1.1 200 OK

Server:

Date: Mon, 25 Apr 2022 14:19:19 GMT
Content-Type: text/html; charset=UTF-8
Content-Length: 6

Connection: keep—-alive
X-Kong-Upstream—-Latency: 5

X-Kong-Proxy-Latency: O

Via: kong/2.4.1

o3t A0

Key Auth A3Z#$33FE consumer {ERAFRRE Api Key, INEHITERENMBP#T Key Auth IAIE, BES
post function fE4—iefER, BEXIEIREIERF ID L EZEE,

2%

BESHEXRBIESR Kong ESHIMERHERXE .

IRIFRE: BR=IE (16F) BREEAR 178 26131


https://docs.konghq.com/hub/kong-inc/key-auth/

@ Hﬁ‘fﬂﬁ EREEEERX

{EAH HMAC Auth iAiEiGIE)

IEE#AYE: 2026-07-2317:07:33

R{EInR
AXNEINTE Kong =FREMX LiEid HMAC Authentication iAMEHREGEEHAESIE o
BUESRM

CELMXEH, FIEEESR HEM*E,
BB T R3S (Service) AR EH (Route) o

BRET R
AFSIRESBLARE Route EEH6, 3ESUMATM HMAC Auth SAIEAIE .
$51: iE HVIAC Authentication JAUEGE

1. & TSF =fl&
2. EEMSH=EERRENX , BEERTHIEASHIFSE,
3. AEERHE, BE Konga EHairEE8EBEHaERE.

ZHER BpE LA SHEE BT ERYE Konga 12| &

https://gatirssiy -l RO g afigrasWancentcs.com:1337/ [ £ H]
HE&: 0000 X

https://gatirésiy-all 3 hoEgE- N geapgw.tencentes.com:1337/ [2 <]
admin I

;;;;;; =

& I

4. &R Konga EBEHIE, H#ASERRL Route FI8W, fF Add Plugin &R, £
Authentication $54HTi%iE HMAC Auth &4

IRIRERE: BR=ITE (1bF) BRSEAE 179 #2611


https://console.cloud.tencent.com/tse/cnapigw

O BAS

ADD PLUGIN

TIREERERIX

Authentication

& AUTHENTICATION

Security
Protect your services with an authentication layer
Traffic Control
serverless Basic Auth Key Auth Oauth2
Analytics & Monitoring ) q
Transformations
Logging Add Basic Add a key Aut 0
Authentication to your authentication to your authenticaticn to your
Other

Hmac Auth Jwt
ol
1 ? [

Add HMAC
Authentication to yout

ADD PLUCIN

5. REZFBBMMEEHSE, & Enter i, HRZ.

JSON Web

oke

ADD PLUGIN ADD PLUGIN

ticate Integ
ns

-l L= - = 3
ADD PLUGIN

uthentication to yoL
ADD PLUGIN
Ldap Auth

?

|
0o

ate Kong with a
LDAP server

Serve
ADD PLUCIN

O consumer : IEEFBENAIFIEEHR Consumer ID, IR, Rz IP ibiaEHINEFRE

consumero,.

O hide credentials :

EAERERE LRSI

O anonymous : YIRBAIGIERW, NAE “ER” ERAENTEFMNEHE (EHAE uuid) EH. MRH=

(BRA) , MIERIGEM, HEBHIIEEMAx, HER,

B, mA2H custom_id,
A RIS TE LA P LARS LEE IS o
=&BHA body il

clock skew .

validate request body :

hmac-sha384 1 hmac—-shab512, EIALEPEHE,

IRIFRE: BR=ItE (It ) BRSEATF

E®H5|H Kong REBEY Consumer ID

enforce headers : BERIREMLNATF HTTP £&6I728Y header 3%k,
algorithms : APEEXREI HMAC HBE&EIE. /iTHES hmac-shal, hmac-sha256,

55180 $#261:)



O BHS

TIREERERIX

EDIT HMAC AUTH

thentication to your APIs t
ure in the

on follo

Add HMAC Signature Au
will check for valid sigr
nplementat

stablish the identity of the consumer. The plugin ESNE=IESS)

Proxy-Authorization and Authorization R r(in this o
the draft-cavage-http-signatures-00 draft with slig

his plugir "ty changed

signature sc

consumer

D that this plugin configuration w
authentication has been enabled so t Lhe
ser making the request. If left blank, the plugin w

—onsumers.

hide credentials NO

An optiona an value telling the

slugin to hide the cr

he removed by Kong

clock skew

anonymous

validate request body

enforce headers

s Enter 1O ac

algorithms

hmac-shal X hmac-sha256 X hmac-sha3g4 X

hmac-shas12 X

O accept a value.

+/ SUBMIT CHANGES

$52: 8 Consumer

1. A\ CONSUMERS &EtIZE Consumer,

KONGA

§ DASHBOARD

Consumers

The Consumer object represents a consumer - of er - of an API. You car

] ) either rely on Kong
stency between Kong and your existing primary

as the primary datastore, or you ¢

ROUTES

+ CREATE CONSUMER Q

USERNAME

CONSUMERS

CUSTOM_ID TAGCS CREATED A

UPSTREAMS

CERTIFICATES

IRIFRE: BR=ItE (It ) BRSEATF

an map the consume

t with you

r database to

Results: 25 ~

5181 26131



O BAT

O username : AP (KA ) &, YHEEL=ZFEZ custom_id.
O custom_id : BFISERESMSERS— M EIEENEEXIFRT . BIIgELFERE username,

O Tags : 7%,

CREATE CONSUMER

username
(semi-optional)

custom_id
(semi-optional)

Tags
(optional)

test]

The username of the consumer. You must
send either this field or custom_id with the
request.

Field for storing an existing ID for the
consumer, useful for mapping Kong with
users in your existing database. You must send
either this field or username with the request.

Optionally add tags to the consumer

/' SUBMIT CONSUMER

2. 73 Consumer 8l HMAC Auth EiiE,

CONSUMER: test

consumers

® & Qo
Details Groups Credentials

BASIC
<> HMAC Auth

APIKEYS

HMAC
# username secret

OAUTH2
1. hmac-test 1301
IwT

O username : £ HMAC E&IEIEPERIBRE.

O secret : secret {8, BABZESBNER secret,

IRIFRE: BR=ItE (It ) BRSEATF

S

Accessible Routes

TIREERERIX

Plugins

+ CREATE CREDENTIALS

created

Apr 26,2022

W DELETE

5182 $#261m



@ HE‘.L:HE EREEEERX

HMAC AUTH X

tast

username test-ha mC|

secret

" SUBMIT

S$H|3: ERAIEFE

HIEZRiRFERALA T2t &i% Authorization 8% Proxy—Authorization header:
{540

Authorization: hmac username="username", algorithm="hmac-shal", headers="x-date dige

st", signature="Base64 (HMAC-SHAIl (signing_str, secret))"

username : ZiERY username,

algorithm : AFCIREZNHFEREE,

headers : FATFMBERHITEZR HTTP #rLBMTIER, RPN SHEFEFORE.
signature : EFIRERMA) Baseb64 mBHFES

SERFHREE

AT ENERZREINFHE, BRRSIREBEIHIYIREFIRE headers I8EREA HTTP 17L89(E,
1. MBIFEZHRAR request-line, NI SiFEZFR, FR ASCII BS: #1 ASCII =g o

2. NBIREBIRE request-line, NI HTTP iBEXR1T (ASCIH #&X) , FUEMFZE.

3. iR value FRRE—ME, W ASCII %17f\n. FHFRELREDSERA ASCII ETTHF.

4. RSBINBERZRIKNS NTP BE, #BMNER X-Date & Date header B8 BH (EH GMT 1§
=, 1% Mon, 19 Mar 2018 12:08:40 GMT) -

IEMERE Body Validation

IRIRERE: BR=ITE (1bF) BRSEAE 55183 #261:m



@ Hﬁ‘fﬂﬁ EREEEERX

FBRFPALUE config.validate_request_body i8&7 true LAIGIEEKRIENX . NREBH, HHISHHEIBERIEND

SHA-256 HVIAC {E, H1EHS5S Digest header BIE#{TNE, HE header EEFALATIENX:
Digest: SHA-256=base6t4 (sha256 (<body>))

MRigH/IEKREMR, WIS Digest iIRBHOKENEXIIHEE,

A FERE:
ATREESKREFIEE, HESBSHEBREREDR, XURSELEARER (1 MB) SiEiERHAF
AHAERS THEEAY Lua VM ERKED

$]4: APIiBER Demo

@ %HB:
AT Demo Rit&%, £33 POST i&KH GET &K, iSIkiEEiMERZSHTIEN

Python 4

# —*— coding: utf-8 —*-—
base64
datetime
hashlib
hmac
Jjson
requests

from urllib.parse urlparse, urlencode

#username

Username = 'xXxX

#secret

Secret = "xxxx'

# ipiaitbhik
Url = 'http://test.com/'

HTTPMethod = 'POST' # method
Accept = 'application/json'

ContentType = 'application/json'

urlInfo = urlparse (Url)
Host = urlInfo.hostname

Path = urlInfo.path

IRIFRE: BR=IE (16F) BREEAR 55184 26131



TIREERERIX

Digest = "'
GMT_FORMAT = '%a, %d %b %Y $H:$M:%S GMT'

xDate = datetime.datetime.utcnow () .strftime (GMT_FORMAT)

body_json = "'

# B2 body AR
if HTTPMethod == 'POST'
+ HEEERREKRbody
body = { "argl": "a", "arg2": 'WPSZ" I

body_json = json.dumps (body)

body_digest = hashlib.sha256 (body_json.encode ()) .digest ()
Digest = "SHA-256=" + base64.b64encode (body_digest) .decode ()

# FRENE R
signing_str = 'x-date: %s\ndigest: %s' % (

xDate, Digest)

# HHHEES

sign = hmac.new (Secret.encode (), msg=signing_str.encode (),
digestmod=hashlib.shal) .digest ()

sign baseb64.b64dencode (sign) .decode ()

auth = "hmac username=\"" + Username + "\", algorithm=\"hmac-shall\",
headers=\"x-date digest\", signature=\""

sign = auth + sign + "\""

# BIEIER

headers =

'Host': Host,

'Accept': Accept,
'Content-Type': ContentType,
'x—date': xDate,
'"Authorization': sign,

'Digest': Digest

if HTTPMethod == 'GET'

ret = requests.get (Url, headers=headers)

IRIFRE: BR=IE (16F) BREEAR 55185 $£261m




TIREERERIX

if HTTPMethod == 'POST'

ret = requests.post (Url, headers=headers, data=(body_json))

print (ret.headers)

print (ret.text)

package org.example;

import .apache.http.HttpEntity;

import .apache.http.HttpResponse;

import .apache.http.client.methods.HttpPost;

import .apache.http.client.methods.HttpGet;

import .apache.http.entity.StringEntity;

import .apache.http.impl.client.CloseableHttpClient;
import .apache.http.impl.client.HttpClients;

import .apache.http.util.EntityUtils;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import java.net.URI;

import java.nio.charset.StandardCharsets;
import java.text.SimpleDateFormat;

import java.util.Base64;

import java.util.Date;

import java.util.Locale;

import java.util.TimeZone;

public class Main {
public static void (String[] args) throws Exception
String username = "xxxx";
String secret = "xxxx";
String url = "http://www.test.com/";
String httpMethod = "POST";

String accept = "application/json";

String contentType = "application/json";

URI uri = new (url) ;

IRIFRE: BR=IE (16F) BREEAR 55186 26131




String host = uri.

mwmw,,
14

String digest =
SimpleDateFormat format

HH:mm:ss z", Locale.US);

format. (Time

String xDate format.

String body = "";

if (httpMethod. ("

"argl=a&arg?

body

}
byte[]

bodyDigest
java.security.MessageDigest.

256") . (body .

digest = "SHA-256=" +

().

System.out.

String signingStr =

Mac mac Mac.

mac. (new

SecretKeySpec (secret.

byte[] signBytes

(signingStr.
String sign Base64.

String auth

algorithm=\"hmac-shal\",

sign = auth + sign +

HttpResponse response

CloseableHttpClient httpClient

if (httpMethod. ("
HttpPost httpPost
httpPost.
httpPost.
httpPost.
httpPost.
httpPost.

if (!digest.
httpPost.

IRIRERE: BR=ITE (1bF) BRSEAE

"X_

(StandardCharsets.UTF_8),

"hmac username=\""
headers=\"x-date digest\",
"\"";

TIREERERIX

new SimpleDateFormat ("EEE, dd MMM yyyy

Zone. ("GMT")) ;

(new Date());

POST") )

=Fh3Z";

{

("SHA-

(StandardCharsets.UTF_8)) ;

(bodyDigest) ;

(digest) ;

n

date: " + xDate + "\ndigest: + digest;

("HmacSHA1") ;

"HmacSHAL1")) ;

(StandardCharsets.UTF_8)) ;

().

+ username +

(signBytes) ;
H\",

signature=\"";

null;

HttpClients.
'POST") ) {

new HttpPost (url);
("Host", host);
("Accept", accept);
("Content-Type", contentType);
("x—-date", xDate);
("Authorization",

) A
("Digest",

sign) ;

digest) ;

55187 2611




O BRE

"UTF-8") ;

}

TIREERERIX

}
StringEntity entity = new StringEntity("argiza&arg2:¢|2",

httpPost. (entity);

response = httpClient. (httpPost) ;

else if (httpMethod. ("GET")) {

HttpGet httpGet = new HttpGet (url);
httpGet. ("Host", host);
httpGet. ("Accept", accept);
httpGet. ("Content-Type", contentType);
httpGet. ("x—date", xDate);
httpGet. ("Authorization", sign);
if (!digest. () A
httpGet. ("Digest", digest);
t
response = httpClient. (httpGet) ;

HttpEntity responseEntity = response. ()

System.out. (EntityUtils. (responseEntity)) ;

KRB

ESEXIRPBIESR Kong i o
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https://docs.konghq.com/hub/kong-inc/hmac-auth/

@ HE‘.L:HE TIREEREMX

{EF ACL nialfzHl

mIEEHAYE: 2026-07-2317:07:35

RMEnR

AN RINEE Kong ZREEMX EiBid Kong ACL fEFSEMiGiaEs, SEEZGEUATHHIESR:
EERIHEERFHIT.
EeEIERIEERFBIE.

PUESRMF

CMERESEH, FIEBESR fFiERX .
EeE T R3S (Service) AR IEH (Route) o

RMEL IR

A EX
ML RURVHEERPGIENEERE, EREEAFGENERESZEM.

1. &R TSFEHIE
2. EEMSH=ERETREMX , PEBIREHFENSEGIFERS,
3. AEERHE, BF Konga EHairEEE5EBEHGERE.

SEHER ERE LA SHECE SRR Konga #2#/8

https://gatirsmiy-il g g assgw.tencentcs.com:1337/ 2 %4
BH&&: 0.0.0.0 {24

https://gateréay-all dhega-ngapigw.tencentcs.com:1337/ & X[H]
admin I

nnnnnn =

2% @

4. EFF Konga iz#l&, #A Consumer i#1ER, #EEFEFERSHIDEFHIAR, (4180 Jason ) , BE
Groups Tab, AiZAR#SE Group (41 access—group) o
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https://console.cloud.tencent.com/tse/cnapigw

TIREERERIX

/’- =
Q 1]1]1 Hello, admin ~
= . &

CONSUMER: Jason
consumers
® & %) (@) L
Detalls Groups Credentials Accessible Routes Plugins
Q Results: 25 ~
28 access-group X + Add agroup

5. A& Route, B3 ADD PLUGIN, #Eif4Hi%RI Security s34HHi%sE ACL 4, 23 Add
Plugin.

ADD PLUGIN

Authentication

@ SECURITY

rotect your services with additional security layers

Security

Traffic Control

Serverless Ip Restriction

Acl
Analytics & Monitoring
L
X £ =
Transformations m H H K

Logging

consu S. make requests from th..

ADD PLUGIN ADD PLUGIN ADD PLUGIN

Bot Detection

Other

Detects and blocks Let's Encrypt and
bots or custom clients ACMEV2 integration

ADD PLUGIN ADD PLUGIN

6. IR EEPIESHERERITAEN Group 58, &% Enter i, FHFRF.

IRIRERE: BR=ITE (1bF) BRSEAE 55190 #2611



O BAT

O allow : HEBRAIFAIEL Group, &4 Group FEESZ/,
O deny : HESIELIFITNY Group, £4 Group FEEHEES/,
O consumer : ESEENAIFIIEFI Consumer ID, MR, FFiZ IP ibiniEHINBAFHRE

consumero.

A EE

allow 1 deny BEELVER—M.

ADD ACL

Restrict access to an AP by
authentication plugin to h:

been alre

consumer

allow

deny

hide groups header

vhitelisting or blacklisting consumers using arbitrary ACL group names. This plugin requ
ady enabled on the API

ER ID that this plugin configuration will target. This value
if authentication has been enabled hat the s r
r ing the request. If left blank. the plugin will be

applied to all consumers.
access-group X

ip: Press Enter to accept a value.

ip: Press Enter to accept avalue.

NO

+~/ ADD PLUGIN

7. iR[E]l route IWHE, fAEIZ route SE4PEREHE

IRIFRE: BR=ItE (Ib5R) BRSEAR

res

an

TIREERERIX

191 #2611



@ Hﬁ‘fﬂﬁ EREEEERX

KONGA fa) ) Hello, admin -

BS DASHBOARD

Route acl

routes

@ Route Details . .
m Assigned plugins

22 Eligible consumers

Q
Name Consumer Created
[ X ] & acl All consumers Apr 27, 2022 i DELETE
f—'-l ®  ip-restriction All consumers Apr 25, 2022 i DELETE

8. ERAIFAIRIARARIAR (1 Jason) BHEIEREE APl iEK, ZIERERIT.

HTTP/1.1 200 OK

Connection: keep-alive

Content-Length: 13

Content-Type: text/plain; charset=UTF-8
Date: Wed, 27 Apr 2022 06:46:38 GMT
Server: Cowboy

Vary: Origin

X-Kong-Proxy-Latency: 10

X-Kong-Upstream-Latency: 1775

{"Ok"}

9. EAAREZAPENAR (1 Tom) BWEIEREER, ZERBHES,

HTTP/1.1 403 Forbidden
Connection: keep-alive

Content-Length: 49

Content-Type: application/json; charset=utf-8

Date: Wed, 27 Apr 2022 06:44:55 GMT
Server: kong/2.4.1

X-Kong—-Response-Latency: 10

IRIFRE: BR=IE (16F) BREEAR 58192 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

"message":"You cannot consume this service"

}

KRB

ESEXIRPBIESR Kong i o
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https://docs.konghq.com/hub/kong-inc/acl

@ HE‘.L:HE EREEEERX

{5/ Bot Detection iff{HiELCHREK

mIEEHAYE: 2026-07-2317:07:35

R

AXNEINTE =FREMX LB Kong Bot Detection fE4R#IEHRIAIT o
Bot Detection {H{ti@id 168 HTTP i&K$ User Agent FE;, iRBIARBERNAPREREESE, IEHBRHE
Ko ZEHFAE T —LEMAMRISHN B FRIEER, B2 i [ehrfl EXRHIER,

RIS

CELMXEH, FIEESR HEME,
BEE T R3S (Service) AR EH (Route) o

s EcE

FEREM FERiRAA
allow {ERIENFRENE X IFMITH User—-Agent 513k,
deny {ERIENFRIENE WIELMITH User-Agent 5l

RMEL R

1. &R TSFEHlG
2. EEMSHIZERERREMX , BEBIFREHFEASEGIFERS,
3. ZEMERTHE, 8 Konga EHlairEE8 SR zHaERAN.

SEHIER BB E LAY SHER B (RYR Konga 2515

https://gatewsiy-ill ol ge asiga encentes.com:1337/ [2 X

B&&: 0.0.0.0 {4

https:/gatewsiy-all P hongE-Tgeapege. itncentcs.com:1337/ [ %]

admin I

xxxxxx =

27 b
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https://github.com/Kong/kong/blob/master/kong/plugins/bot-detection/rules.lua#L5
https://console.cloud.tencent.com/tse/cnapigw

@ H% i:HE TIREERERIX

4. &% Konga E12iz§l&, #AFERIEHAY Route i¥1ER, BE Add Plugin, 7EHEHIAR Security £
{Arhi%E Bot Detection #fif¥, BE Add Plugin.

ADD PLUGIN

Authentication

O U
Security
Protect your services with additional security layers

Traffic Control

Serverless Acl Cors Ip Restriction

Analytics & Monitoring

= i
o &2 =

Transformations

Legging Control which Allow developers to Whitelist or blacklist |Ps
consumers can access.. make requests from th... that can make requests

ADD PLUCIN ADD PLUGIN ADD PLUGIN

Bot Detection Acme Tse Waf

o | E

Detects and blocks Let's Encrypt and TSE WAF #E4
bots or custom clients ACMEV2 integration

ADD PLUGIN ADD PLUGIN ADD PLUGIN

Other

5. I B ERERIENREANESEEERERFIICIEEE, FiN, EHEEKE Firefox RIMEHRIEXK, £ deny
feE [(".*Firefox.*"] , #¥& Enter .

IRIFRE: BR=ItE (Ib5R) BRSEAR 26195 #261:|



@ H% \.L:HE EEEBLERX

EDIT BOT DETECTION

Protects your API from most common bots and has the capability of whitelisting and blacklisting ENABLED
custom clients.

consumer

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers.

Tip: Press Enter to accept a value

["*Firefox™] X

Tip: Press Enter to accept a value.

+/ SUBMIT CHANGES

6. RIS LR APl 5K, AFiEXRLTEE User—-Agent:Mozilla/5.0 (Macintosh; Intel Mac
0S X 10.15; rv:106.0) Gecko/20100101 Firefox/106.0 , iEREIEL,

@00 e Kong Error X -

< C @ O 8 "= mei¥iest

D xmesits QFHFFtr DzEmu O = C = C-yg O

Kong Error

Forbidden.

2%

BEZEXHRFIBESR Kong Bot Detection fEHER 1 o
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https://docs.konghq.com/hub/kong-inc/bot-detection/

@ HE‘.L:HE TIREEREMX

BoE JWT IAESEY

mIEEHAYE: 2026-07-2317:07:35

R

JWT (JSON Web Token) 2 Web IRSSHEEAZIRSAMEFIEIRG . Kong 8ERFIEIEER HS256 5
RS256 £&H JWT BIiER, BEaILAAEEEER JWT EiE ( A19MFA5H ) , HAXERIEMIIN JWT,
Kong 3Z#%iBid Query. Cookie. Header f£i& JWT Token, 1R JWT HIEZ@EIIEIE, Kong EIEiER
RIEE EisiRSS, BUIEEFIEK.

JWT ERN=MEZEEH HS256. RS256 1 ES256, RAIETFHEEZSEZRITIEEN key KR,
HS256 {EAE—1 secret_key #{7HZFIGE, EMAFEDVANEGS, ESMIEIEESRHATEHE
7o
RS256 2f#F RSA fAfBi#{TES, (FA RSA AHEHTIGNE, ELAILUSISERITAE M.

ES256 {ERTAIAES, QBRIE, ERAETERNEEKE.,

AXNBINAE Kong =EERMX @D JWT R TRER JWT INEEBUFS:
HEM HS256 FZRFRHITINELER
IEA RS256 EZRNERFITIMELER

RIS

CELMXEH, FIEEESR HEME,
BEE T R3S (Service) AR EH (Route) o

HEERE
FERBIR FERIRAR
uri param FFIRE JWT Token B Query &¥51I%, = JWT Token EE&#%E URI B, iRE&
names b
cookies BF3XEL JWT Token B9 Cookie £2#51%&, & JWT Token BtE&7E Cookie kY,
names REIEE.
E:{nc:alm Credential B9 key {H, XMk JWT Claim BIRZE, EiAA iss.
secretis Credential #Y secret 28#17 base64 w3,
base64
claims to Kong #{FH1289 Claims, 3% exp 3 nbf.
verify

IRIRERE: BR=ITE (1bF) BRSEAE 8197 #2611



@ H%izﬂﬁ TIREERERIX

anonymous INEEMRS, FIBTREIEAESR Consumer, HKAAZE, RIFBEREWATIREILXX
run on I RERTE OPTIONS FtgisEk LigtT (HEXEHTEMINE) . MRIRES
preflight false, MASIHRLRIF OPTIONS i5K,

JWT Token i3838diE], %#50-31536000 (365K ) . HigHiZER, TERE
claims to verify RISTE exp. FIAMEHNO, RTRERE. & Token ZHARNIEKRIGH
148, IBE HTTP 403, &S, BEEXENNEEEENIRE.

maximum
expiration

FFIRE JWT Token B9 Header 2&%1% . & JWT Token E&7E URI B, i8

header names .

RMEPRR

nE—: WA HS256 ER2A0ERHITINEEN
$1: 8I& Consumer

1. R TSF =& .
2. EEMSHI=EERRERMX , PEBIREEFASEGFRS.
3. EEMERHE, 8 Konga EHlairEEaa SR EHaERAG.

ZHIER BRESRAY SHEE SR 1RYE Konga Z2#l&

https:/gatevwsy-ill ~ADAgigE amgw ancentcs.com:1337/ 2 %]
A BRE: 0.0.00 BH

https://gatevwsy-all $horgE-n gapgw. lencentcs.com:1337/ B xF]

admin Ig

drkkkkk £ ——

nuﬂ_\w:l

4. EFF Konga i£#Hl&, #A Consumer #ER, EEFEFEREIHDEFRIAR, (40 clare) , BE
Credentials Tab, i&#F JWT, $gE QI JWT, AizBAPEIE— JWT Token {ERIBITEIIE.

IRIRERE: BR=ITE (1bF) BRSEAE 55198 #H261:m


https://console.cloud.tencent.com/tse/cnapigw

O BAT

CONSUMER: clare

consumers

TIREERERIX

Q — 9' .O Q‘
5. Be& JWT 1Bx3#,
BCEIR e
key ¥R JWT Claims B issuer, BIEE A . B=NEINER .
ﬁ'r?f”t JWT Token BEEFHERBIMZEEE, %1% HS256 1 RS256, AFRiEEA HS256.

secret WELE XA HS256 B, i8E secret, AFIRIFXE, B=NBEERK

IRIFRE: BR=ItE (Ib5R) BRSEAR
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® EE i:HE mIREERENX

CREATE JWT

clare

key
(optional)
A unique string identifying the credential. If
left out, it will be auto-generated. However,
usage of this key is mandatory while crafting
your token, as specified in the next section.

algorithm HS256
(optional)
The algorithm used to verify the token's
signhature. Can be HS5256 or RS256 .

rsa_public_key
(optional)

~

If algorithm is RS256 , the public key (in PEM
format) to use to verify the token's signature.

secret
(optional) .
If algorithm is HS256, the secret used to sign
JWTs for this credential. If left out, will be
auto-generated. If algorithm is RS256 , this is
the private key (in PEM format) to use to verify
the token's signature.

v/ SUBMIT

IRIFRE: BR=ItE (Ib5R) BRSEAR ££200 #2613\



O BHS

6. EEEMBAPRIE.

CONSUMER: clare

consumers

® &2 %) (@) ¢
Details Groups Credentials Accessible Routes Plugins
BASIC
® IWT + CREATE IWT
API KEYS
HMAC
{
QatE2 "key": " BowlM¥01hCETBsrJ",

"secret": "ewdlp ]k

VCARGh A2 ELXENF3WTTF" ,

“consumer": {

"id": "b5aa9f8f-2715-45b7-a3ea-dd9a572ffb5c"

h
“tags": null,
“rsa_public_key": null,
“created_at": 1669724805,
"algorithm": "HS256",

Created —
i DELETE
Nov 29, 2022

"id": "2bfb18fe-f7ff-4e5a-929a-5467b3a9d81d"

7. (EREREREYIRAY JWT Token,

Algorithm

Encoded PASTE A TOKEN HERE

eyJhbGci0iJIUzITNiIsInR5cCI6IkpXVCJ9.ey
Jpc3Mi0iI3VEJTVT1IbX1nUTNHAGB5cTU3TkowS
FVmc3dkSnladiJ9.k2CJ-
FcXLgypUXoFDVaLxDWk_01xjkrKa@Irdc4HtsA

$E2: BE JWT &tk

HS256 v

Decoded EDIT THE PAYLOAD AND SECRET
HEADER: ALGORITHM & TOKEN TYPE

{
"alg": "HS256",
"typ": "JWT"

}

PAYLOAD: DATA

{
"iss":| "7TBSU9HmMygQ3Gtm9q57NJOHUfswdJyZv"
}
VERIFY SIGNATURE
HMACSHA256 (
base64UrlEncode(header) + "." +

base64UrlEncode(payload),
| UyGHaeob74DX0VIoFGvad

) (O secret base64 encoded

TIREERERIX

1. BAFEINIER Service, B ADD PLUGIN, #Ef#4HiGRY Authentication S4ASiERE JWT fifF, 2

& Add Plugin.

IRIFRE: BR=ItE (It ) BRSEATF

5201 26131



® EE i:HE mIREERENX

ADD PLUGIN

the

& AUTHENTICATION

Protect your services with an authentication layer

Security
Traffic Control

Serverless Basic Auth Key Auth
Analytics & Monitoring E q
Transformations

Logging Add Basic Add a key Add an OAuth 2.0
Authentication to your.. authentication to your.. authentication to your.

ADD PLUGIN ADD PLUGIN ADD PLUGIN

Hmac Auth Ldap Auth

Other

# !

oo

Add HMAC Verify and authenticate Integrate Kong with a
Authentication to your.. JSON Web Tokens LDAP server

ADD PLUCIN ADD PLUGIN ADD PLUGIN

Session

Support sessions for
Kong Authentication..

ADD PLUGIN

IRIFRE: BR=ItE (Ib5R) BRSEAR ££202 #2611



O BAT

2. 155 JWT Token &SR, Bd ADD PLUGIN,

ADD JWT X

Verify requests containing HS256 or RS256 sighed JSON Web Tokens (as specified in RFC 7519). Each of your Consumers will
have JWT credentials (public and secret keys) which must be used to sign their JWTs. A token can then be passed through the
Authorization header or in the request's URI and Kong will either proxy the request to your upstream services if the token's
sighature is verified, or discard the request if not. Kong can also perform verifications on some of the registered claims of RFC
7519 (exp and nbf).

consumer

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers.

uri param names
Tip: Press Enter to accept a value

A list of querystring parameters that Kong will inspect to retrieve JWTs.

cookie names

Tip: Press Enter to accept a value

key claim name iss

The name of the claim in which the key identifying the secret must be
passed.

secret is base64 NO

If true, the plugin assumes the credential's secret to be baset4
encoded. You will need to create a base64 encoded secret for your
consumet, and sign your JWT with the original secret.

claims to verify
Tip: Press Enter to accept a value

A list of registered claims (according to RFC 7519) that Kong can verify as
well. Accepted values: exp, nbf

anonymous

run on preflight YES

maximum expiration 0

header names

Tip: Press Enter to accept a value.

v/ ADD PLUGIN

T3 WidimR
1. FEH JWT Token iGKIRSS , &ERIIEL, &E1401.

IRIFRE: BR=ItE (Ib5R) BRSEAR

TIREERERIX

58203 ##261:)



TIREERERIX

-1 xxxxxxx/test

HTTP/1.1 401 Unauthorized

Connection: keep-alive

Content-Length: 26

Content-Type: application/json; charset=utf-8
Date: Tue, 29 Nov 2022 12:55:33 GMT

Server: kong/2.5.1

X-Kong—-Response-Latency: 23

{"message" :"Unauthorized"}

2. % JWT Token i&KIRSS, i&KKIN,

-1 'http://xxxxxx/test' \
——header 'Authorization: Bearer
eyJhbGci0ixxxxxxxxxxI6IkpXVCJ9.eyJpc3Mi0iJoUXY4eGREWxxXXxxxxxXXXxXxxXxZzFoQ0VU

OnNySi1J9.APz7Kx9eIiVICxAJUVt414-gvsIS6TtPxxxxxxK67VQ'

HTTP/1.1 200 OK

Connection: keep-alive

Content-Type: application/json; charset=utf-8
Date: Tue, 29 Nov 2022 12:57:38 GMT
Server: apigw/1.0.15

Vary: Accept-Encoding

Via: kong/2.5.1

X-Api-Id: api-lnxxxxkuc

X-Api-Requestid: ab873xxxxd68cac394ddc208
X-Kong-Proxy-Latency: 7
X-Kong-Upstream-Latency: 6
Content-Length: 11

hello Kong

mR=: MW RS256 EX2REREITIAMESEIN
$B1: €& Consumer

1. & TSF E#HIS .

IRIFRE: BR=IE (16F) BREEAR 55204 26131



https://console.cloud.tencent.com/tsf/app?rid=1

@ HE‘.L:H_E TIREEREMX

2. EEMSHI=ERERRENMX , PEBIFREHFEASEGIFERS,
3. EEMERTHE, 8 Konga EHlairEE8ERzHaERAN.

SEHIER EIE g3 SHEE SR 1RYE Konga Z#l&

https://gatewsiy-ill ~hiegnge asgraancentes.com: 1337/ [ <]

A B|]%: 0.0.00 BX

https://gatesiy-ill B gL gz apegw. isncentcs.com:1337/ B X
admin I

o TH ra dededkkek 1

Mﬂ’\lﬁ

4. ERZ Konga =#l&, A Consumer #ER, #EFEFEEREBIHIDEFAR (M clare) , B
Credentials Tab, i&i& JWT, £ 6@ JWT, AiZEREIE— JWT Token {ERIBIEIEIE,

CONSUMER: clare

sssssssss

o [
5. BeE JWT HX3#,
[iT=al faR
key 3R JWT Claims B issuer, BIE&EA . B=NENER .

IRIFRE: BR=ItE (It ) BRSEATF 55205 $#261m



@ EE i:HE mIREERENX

JWT Token E&Fr{ERIMERE, 2#F HS256 1 RS256, FIERIRER

algorithm RS256.
rks‘eay—p”b"c— W e RSI66 i, REA (PEM 182t ) , AFRIEES.
secret HERSZHZH RS256 Y, igEFAA (PEM &) , BFRIEES,

CREATE JWT

WT for clarersa

key
(optional)

A unique string identifying the credential. If
left out, it will be auto-generated. However,
usage of this key is mandatory while crafting
your token, as specified in the next section.

algorithm RS256
(optional)

The algorithm used to verify the token's
signature. Can be HS256 or RS256.

rsa_public_key 2QIDAQAB
R END PUBLIC KEY I

If algorithm is RS256 . the public key (in PEM
format) to use to verify the token's signature.

secret  <S|5j/|kuhxgey
{optional)

If algorithm is HS256 , the secret used to sign
IWTs for this credential. If left out, will be
auto-generated. If algorithm is RS256 , this is
the private key (in PEM format) to use to verify
the token's signature.

v/ SUBMIT

IRIFRE: BR=ItE (Ib5R) BRSEAR ££206 #2611



® H%FHE TIREERERIX

6. EEEMBAPRIE.

CONSUMER: clarersa
consumers
® 22 %) o L
Details Groups Credentials Accessible Routes Plugins
BASIC
® awT
API KEYS
HMAC
{
OAUTH2

“consumer": {

id": "753342c1-73ab-4b8d-b379-20d37c57473
|

"tags": null,

“rsa_public_key": === BEGIN PUBLIC KEY=———- AVC_RALRS W Pl ™Y LAY BTRSY YN T ] il 1.5 ZmXY8(
“id": "4f9e6c19-4830-433b-aec9-69b3992f9ch4",

"algorithm": "RS256",

"secret": “--—- BEGIN PRIVATE KEY---—- M g B B s il Bk B gy oo e 0" e e | % 4.02dj 2T
“created_at": 1669958091,
I”key": Ve — T e ]
}
—

7. HEREXIMAY JWT Tokeno

Algorithm  RS256

Encoded ‘ Decoded -

HEADER: A
eyJhbGci0iJSUZITNiIsINnRS5cCI6IkpXVCJ9. ey
Jpc3Mi0iJWVm8zNjZvelVhTzlYa3hudnA2U1lVUe {

" " ‘alg”: "RS256",
FZYwaix v ou s S
OsZm L r il n31 )
gUUOk
4JPCy -~ - PAYLOAD: DATA
rDI7 il o i 27 (
n- "iss "VV03660zUa0m 06R '-VX!)(HA{'HJ
Ok Z bamic e ey LXR ;
1kZ!

VERIFY SIGNATURE
POVY b= - | I sl Ln6T
Kh4 g = qSK RSASHA256 (
qFx/‘lB7— base64UrlEncode(header) + "+
vdk31Nx8TI1uFKKBUHKXgjCzIIM_ahyt8XPYtX8_ DesecAveIEncods(Peyaond),
3xWLoTs5sPg 12994y+1IXLTomMRRY 50QmopT

KEY-----

$I2: e JWT i

IRIFRE: BR=ItE (It ) BRSEATF 207 #2611



O BAT

mIREERENX

1. INFTEIAER Service, B ADD PLUGIN, =Gz Authentication SARERE JWT i, 8

& Add Plugin.

ADD PLUGIN

Authenticati

Security

& AUTHENTICATION

Protect your services with an authentication layer

Traffic Control
Serverless Basic Auth

Analytics & Monitoring

=

Transformations

Logging Add Basic
Authentication to your..

ADD PLUGIN

Hmac Auth

T

Other

Add HMAC
Authentication to your..

ADD PLUCIN

Session

Support sessions for
Kong Authentication..

ADD PLUGIN

IRIFRE: BR=ItE (Ib5R) BRSEAR

Key Auth

Q

Add a key

authentication to your..

ADD PLUGIN

Verify and authenticate

JSON Web Tokens

ADD PLUGIN

Add an OAuth 2.0
authentication to your.

ADD PLUGIN

Ldap Auth

?

I
oo0oo

Integrate Kong with a
LDAP server

ADD PLUGIN

55208 #261m



O BAT

2. 155 JWT Token &SR, Bd ADD PLUGIN,

ADD JWT X

Verify requests containing HS256 or RS256 sighed JSON Web Tokens (as specified in RFC 7519). Each of your Consumers will
have JWT credentials (public and secret keys) which must be used to sign their JWTs. A token can then be passed through the
Authorization header or in the request's URI and Kong will either proxy the request to your upstream services if the token's
sighature is verified, or discard the request if not. Kong can also perform verifications on some of the registered claims of RFC
7519 (exp and nbf).

consumer

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers.

uri param names
Tip: Press Enter to accept a value

A list of querystring parameters that Kong will inspect to retrieve JWTs.

cookie names

Tip: Press Enter to accept a value

key claim name iss

The name of the claim in which the key identifying the secret must be
passed.

secret is base64 NO

If true, the plugin assumes the credential's secret to be baset4
encoded. You will need to create a base64 encoded secret for your
consumet, and sign your JWT with the original secret.

claims to verify
Tip: Press Enter to accept a value

A list of registered claims (according to RFC 7519) that Kong can verify as
well. Accepted values: exp, nbf

anonymous

run on preflight YES

maximum expiration 0

header names

Tip: Press Enter to accept a value.

v/ ADD PLUGIN

T3 WidimR
1. FEH JWT Token iGKIRSS , &ERIIEL, &E1401.

IRIFRE: BR=ItE (Ib5R) BRSEAR

TIREERERIX

55209 #2611



TIREERERIX

-1 xxxxxxx/testrsa

HTTP/1.1 401 Unauthorized

Connection: keep-alive

Content-Length: 26

Content-Type: application/json; charset=utf-8
Date: Tue, 29 Nov 2022 12:55:33 GMT

Server: kong/2.5.1

X-Kong—-Response-Latency: 23

{"message" :"Unauthorized"}

2. % JWT Token i&KIRSS, i&KKIN,

-1 'http://xxxxxx/testrsa' \
——header 'Authorization: Bearer
eyJhbGciOlxxxxxxxxxXI6IkpXVCJI9.eyJpc3MiOiJoUXY4eGREWXXXXXXXXXXXZF0oQOVU

OnNySi1J9.APz7Kx9eIiVICxAJUVt414-gvsIS6TtPxxxxxxK67VQ'

HTTP/1.1 200 OK

Connection: keep-alive

Content-Type: application/json; charset=utf-8
Date: Tue, 29 Nov 2022 12:57:38 GMT
Server: apigw/1.0.15

Vary: Accept-Encoding

Via: kong/2.5.1

X-Api-Id: api-lnxxxxkuc

X-Api-Requestid: ab873xxxxd68cac394ddc208
X-Kong-Proxy-Latency: 7
X-Kong-Upstream-Latency: 6
Content-Length: 11

hello Kong

2%

BESHEXEBIEER Kong JWT EHEBXE .

IRIFRE: BR=IE (16F) BREEAR 5210 #2611



https://docs.konghq.com/hub/kong-inc/jwt/

@ Hﬁ‘fﬂﬁ EREEEERX

EoB B EM =N
mIEEFAYE: 2026-07-2317:07:34

LIRET TR

ZREMKIRMEENENREEN, HESMEMIAOQEITR—EN . IEFIKIERETHEIESR (Token)
AEEXREE, MXARERESERERIPOCRIENIRS REMERURE, FHRIEENGERER/IEES
XK, LMRIP AP| EONBERS
SEERMXBEXENRIZNT:

=P =EAE APl % B2 ISR S SZIRIFPHIIRSS
|
RIBAEER : RISAEE S

INERETH (REIToken) I INERTH (BB Token) i
S Token iFR S ERARE Token
R B 1% R E IR Token #E&G5 M
Token #58 EIN

W5 iER B
W IR WA

ZEEMXEE X ERURHINTEE
XIS EEMXIRSHIZH L, RS ERRSIFERS FRRAEHEHTAENER
XIS EENIRS AR AR, SFEENENERIES,
RIS ERAEEE, BUER. RS TREEAZRRAIEFHTEN, HREHHTER,
SIFRBESNERERRRE, SF&Ed HTTP KEBIRIMEZNRLRE o
ERBERZIFET Header #1 body.,
E£MNRSZIFRE Header #l body (@ IHRSkIEE ) -
XHFRET Token iSRRI KL EIEE@EILHTT token KB

jRfac R

IRIRERE: BR=ITE (1bF) BRSEAE 211 H261;



O BAT

FERAEW

description

auth service
id

auth service

path

token key
name

route id
whitelist

timeout

auth server
unavailable

policy

redirect path

allow request
body

allow request
headers

auth result
identifier

FERAEX
HRfER

£4RSS ID

£ API B2

F18 Token BIIBKRELBIR

BEHBASE, BH ID SIRFHITE
o

HERIRTIE): EABRSSIERIRTIE, BOA
10 #5

LRSS A TR, HEPRSHT
AT AT, RIXAMEEFIRERIE
B, IFEEHE (allow) HEE
B4 (deny ) F#,

iERKET Token BHHEERIEE

ENERPEBRIFIET Body

ERERAVHERR Header JI%

ENEREREIRE, I8
HTTP REBIRIR
(HTTP_status_code ) =ki@id
MREzsk (response_header) i&
ElF#h

IRIFRE: BR=ItE (Ib5R) BRSEAR

TIREERERIX

iR

BN ZFEEMXESS , BEBRSLE ID #
AEBRFER, BEEMRSEE, 2ER
55, ERSIIRPITEZRSEFIIRS ID

o BIEHUE (allow) : HEBERSAIHA
iY, RXEEBIEEPiGEKRIBIKIRSS .

o EHIFIES (deny) | HESIRSAIH
Bt, RXKIELEERIRIER, REI403KE
3, iEE] Header tRiREANIRS AT -

RIS5iE[E] 302 H{TEER, FEEM URL #HiE
MUWA: {iBKscheme}://{iBKHost}/{r
edirect_path}

o HTTP REMBIFA

(HTTP_status_code) : $iRSIE
B 200 B, =D HRBHARSERE
188

o iEIF IR LIRE]

(response_header) : £{IRSZEE
REIRE HTTP 200 ,i&id3 8 E X iRk
IRAENER, HIEEMMNIIR{ESR true
B, $ERAEIN, MRS R{ER false 5
=AY, R,

58212 #2613


https://console.cloud.tencent.com/tse/cnapigw?rid=1

@ HE‘.L:HE TIREEREMX

auth result
response ENERBE XML -
header

auth body
header

ZIFISENRSSIRE Body FRTEEE XL

£ Body FRiZNmRSk p————

allow SRR Y Header 51
response -

headers ®

ERnR
AUt B

1. SIEFEILIDMNERIRS nginx FIIEH.
2. MBLEMARSS auth_service, RIBEMNIRSER, EERSZEER . {EFIFR. BRI

IRIRERE: BR=ITE (1bF) BRSEAE 5213 H261:



auth_service

K8s g5

CVM 38 (D =

s -

wa ®

= O] OHTTP HTTPS

BRARSEE

HBAdATE) - 60000 +

BRE

¥ SREE

TREEEE

==l i

=i

AR

oE

FER, BESNUNTSEEEEERN, BSIREMEHEINE EirE

3. BERSS ID, BERSEERRETERSER

IRIFRE: BR=ItE (It ) BRSEATF

TIREERERIX

214 #2611



@ Hﬁ‘fﬂﬁ EREEEERX

< RHEE / RS / auth_service

BB TREESREE PRI SREE BEER

BEXER BRSSER

df 7bec 1P 3%

2023-07-27 11:28:20 Joz centlfy

TSE-Service-Type:IPList ~ TSE-Upstream-SlowStart:0  *** ESi=
60000 7
5]
)
ESa=]

o

TRER

4z 180 100 i35 2023-07-27 11:28:20

4, BEEEENHS
HNIRGETE, SERAEME > tse—custom—-auth, BHEREBRFRAFNTLE,

IR ENERET HTTP REHBIRR

IR HRASEIIRSSEE(ER HT TP IKSBIRRENERE, TEE auth result identifier 3 HTTP
status code, MXISRIBENIRS SZBEINPASBHIESER, ZHKEEBH 200 BHAREREID, MXIGER
i5REGIRIRSS; HRERUIASENEY, EREK.

RMEPR:

1. R TSFHA

2. FENSHZERRRERE , PEEIREGIENLHIERS.

3. ZEMEEmE, B Konga EHEIrSEEEBEHEERER.

IRIRERE: BR=ITE (1bF) BRSEAE 55215 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ EREEEERX

ZHIER BE5 SHECE Konga fZ#l&

@ MBEE SSLIEH, HHE IREE RE

NRTAEl L
NRIARIEE BR/E: 0.0.00 EX

AR5 a] i

EERAKES admin D
%IEELEEQ ook sk ok ok K @Eﬁ

4. BFEAM Service THE, BFE nginx IRSFBENIFERB

/a\
KONGA jal \/ Hello, admin +
BS DASHBOARD
APl GATEWAY Services
® nro

@ SERVICES

ROUTES + ADD NEW SERVICE Q Results: 25 ~

CONSUMERS
NAME HOST TAGS CREATED A
PLUCINS
) default-dfiOblee-44c6-435e-bfak- (; TSE-Service-Type:IPList )(s TSE-Upstream-SlowStart ) _
UPSTREAMS ®  auth_service > S Jul 27,2023 W DELETE
96f501037bec kb SE-Upstream-Algorithm:round-robin |
J

CERTIFICATES

default.nginxl.pnum- _
@® nginxl.default.80.svc ® managed-by-ingress-controller Jul 21,2023 B DELETE

APPLICATION y

W CONNECTIONS

5. 8 Plugins > +ADD Plugin i&FiNEE X E8UEHE

IRIRERE: BR=ITE (1bF) BRSEAE 55216 H261:



® H%i:ﬁ_ﬁ TIREEREMX

ADD PLUGIN

Authentication

2] OTHER

Other Plugins

Security
Traffic Control

Serverless Grpc Web Grpc Gateway Tse Scf Event

A A A

Analytics & Monitoring

Transformations

Loggin .
99ing no description no description no description

available available available
Other
/ ADD PLUGIN ADD PLUGIN ADD PLUGIN

Tse Custom Auth

A

no description
available

ADD PLUGIN

/

6. ISHEHECE, BE ADD PLUGIN, RESMEGERIEEISRE HTTP RKEME.

IRIFRE: BR=ItE (It ) BRSEATF ££217 #2615,



O BAT

ADD TSE CUSTOM AUTH

Configure the Plugin

consumer

description

auth service id

auth service path

token key name

route id whitelist

timeout
auth server unavailable policy

redirect path

allow request body

allow request headers

auth result identifier

auth result response header

auth body header

allow response headers

7. HMEHEHERIRIRSS -

IRIFRE: BR=ItE (It ) BRSEATF

The CONSUMER ID that this plugin configuration w

applied to all consumers

70833edQ:108¢:436]-8470:38a2daladbeQ

/eauth/currentUserfForTencent

Authorization

Tip: Press Enter to e

10000

Tip: Press Enter to accept a ve

HTTP_status code

Tip: Press Enter to accept a value

+/ ADD PLUGIN

TIREERERIX

55218 #2611



@ HE‘.L:HE TIREEREMX

I{ONGA n Q Hello, admin ~

B DASHBOARD

AP GATEWAY Service default.nginxl.pnum-80

services
@ Fo

SERVICES

@ Service Details . .
ROUTES A55|gned pluglns

"’ Routes

I -

CONSUMERS

PLUGINS
22 Eligible

UPSTREAMS consumers [EE Name Consumer Created
CERTIFICATES

tse-

~ All Jul 27, _
P ® custom- B DELETE
APPLICATION th consumers 2023
au

22 USERS

W CONNECTIONS

8. Xt Token ipREinARSS , GIA#IEL, EE 401,

GET v http://1.14.227.26/clarenginx m Save v

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies Code

Headers © 6 hidden

KEY VALUE DESCRIPTION ***  BulkEdit Presets ¥
Authorization Allow
Body Cookies Headers (5) Test Results @ status: 401 Unauthorized Time: 55ms ~ Size: 174B Save Response v
Pretty Raw Preview Visualize Text v = mQ

1 No Authorization

9. IEIEIRRY Token iGiAEIwARSS , AINGITGIRARSS -

IRIRERE: BR=ITE (1bF) BRSEAE 58219 H261:



@ Hﬁ‘fﬂﬁ EREEEERX

GET v http://1.14.227.26/clarenginx m Save v

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies Code

Headers © 6 hidden

KEY VALUE DESCRIPTION e*¢  BulkEdit Presets v
Authorization Allow
Body Cookies Headers (11)  TestResults @ Status: 2000K Time: 47 ms  Size: 939B Save Response v
Pretty Raw Preview Visualize HTML v 5 mQ

<!DOCTYPE html>
<html>

<title>Welcome to nginx!</title>
<style>

1
2
3
4 <head>
5
6
7 html {

10. #EHHEIRAY Token BKiAGERARSS , BRIBHESR, iRE 401,

GET v http://1.14.227.26/clarenginx m Save v

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies Code

Headers © 6 hidden

KEY VALUE DESCRIPTION ess  BulkEdit Presets v
Authorization Allow333
Body Cookies Headers (7) TestResults @ Status: 401 Unauthorized  Time: 50 ms  Size: 247 B Save Response v
Pretty Raw Preview Visualize JSON + = mQ
1 { |
2 "code": -1,
3 "msg": "token not allowed"
4§ |

R SNEREYNNLEEIEKRER

IZRRIE: HIENEFIRIALIES 200 KE&E, SEEIMASLRITASRGERR, &S auth result
identifier 79 response header, HEX— " FHERERE Header k. RIEEiXRENZIOR LAY EFIE
£MNER, = Header B true BRHASENTD, MXEERBEKRIEBIRIRS; HRERUIABDEREY, ELE
iBKo

RMESR:

1. BR TSFEH&,

2. EENSHEEERRERNX , BEBREGIFNIFIERS.

3. ZEMEEAE, 2F Konga EHIGairEEE5ERBEHaERAN.

4. BEEEEH#HA Konga EHASERTHE, BARRPEEBE#A Konga EH8

IRIRERE: BR=ITE (1bF) BRSEAE 8220 #2611


https://console.cloud.tencent.com/tse/cnapigw

O BHS

KONGA

BS DASHBOARD

API GATEWAY
@® wnro

SERVICES
ROUTES
CONSUMERS
PLUGINS
UPSTREAMS

CERTIFICATES

APPLICATION

22 USERS

CONNECTIONS

5. B nginx REZHANI¥E, BE Plugins > +ADD Plugin iFNEBE X E8UH M

Services

~+ ADD NEW SERVICE

NAME HOST

default-dflOblee-44c6-435e-bfas-

auth_service
® - 96f501037bec

default.nginxl.pnum-

@® nginxl.default.80.svc

}'

IRIRERE: BR=ITE (1bF) BRSEAE

(® TSE-Upstream-Algorithmround-robin )
)

® managed-by-ingress-controller

TIREERERIX

/a\
n ( ) Hello. admin +

&/

Results: 25 ¥

CREATED A
Jul 27,2023 @ DELETE
Jul 21,2023 @ DELETE

58221 H261:



® H%FHE TIREERERIX

ADD PLUGIN

Authentication

& OTHER

Other Plugins

Security
Traffic Control

Serverless Grpc Web Grpc Gateway Tse Scf Event

Analytics & Monitoring Y Y S
:
Transformations

Loggin:
99ing no dCSC"\Ol‘Cﬂ no description no description

available available available

ADD PLUGIN ADD PLUGIN ADD PLUGIN

Tse Custom Auth

no description
available

ADD PLUGIN

Other

/

6. EEiHEEE, 53 ADD PLUGIN, 2ESMEREERRE AN L, FHENENERRTERNmE L
Header 3 AuthRes,

IRIFRE: BR=ItE (It ) BRSEATF ££222 #2615,



® EE\_EHE TIREERERIX

ADD TSE CUSTOM AUTH

Configure the Plugin

consumer

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers

description

authserviceid  7b8336d6:108e:4361:8470:38ardaladbeQ

auth service path  /oauth/currentUserforTencent

token key name  Authorization

route id whitelist

Tip: Press Enter to accept a value

timeout  9PpOO

auth server unavailable policy deny

redirect path

allow request body

allow request headers

Tip: Press Enter to accept a value

auth result identifier response_header

auth result response header AuthRes

auth body header

allow response headers

Tip: Press Enter to accept a value

+/ ADD PLUGIN

7. MEHCHERIRIRSS -

IRIFRE: BR=ItE (It ) BRSEATF £8223 #2615,



@ HE‘.L:HE EREEEERX

I{ONGA n Q Hello, admin ~

By DASHBOARD

API CATEWAY Service default.nginxl.pnum-80
@ INFO services
SERVICES
@ Service Details . .
ROUTES A55|gned pluglns
%’ Routes
CONSUMERS
I -

PLUGINS
22 Eligible

UPSTREAMS consumers (X2 Name Consumer Created

CERTIFICATES

tse-
S All Jul 27, _
N ® custom- B DELETE
APPLICATION th consumers 2023
au

22 USERS

W CONNECTIONS

8. £PRSZEENIMN L AuthRes=true BY, £U&Eid,

GET v http://1.14.227.26/clarenginx m Save v

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies Code

Headers © 6 hidden

KEY VALUE DESCRIPTION ese  BulkEdit Presets v
Authorization Allow

Body Cookies Headers (11)  Test Results ® Status: 2000K Time: 47ms  Size: 939B  Save Response v

Pretty  Raw  Preview Visualize HTML v 5 m Q

<!DOCTYPE html>
<html>

<title>Welcome to nginx!</title>
<style>

1
2
3
4 <head>
5
6
7 html {

9. ERURSFKIEMEIMAL AuthRes B, EEW,

IRIRERE: BR=ITE (1bF) BRSEAE 88224 26131



@ Hﬁ‘fﬂﬁ EREEEERX

GET v http://1.14.227.26/clarenginx m Save v

Params Authorization Headers (7) Body Pre-request Script Tests Settings Cookies Coc

Headers © 6 hidden

KEY VALUE DESCRIPTION ess  BulkEdit Presets v

Authorization Allow

Body Cookies Headers (5) TestResults @® status: 401 Unauthorized ~ Time: 92ms  Size: 207 B Save Response

Pretty Raw Preview Visualize Text v = m Q

1 AuthRes not found in auth server response header

R=: $NESFIAIZR

ISR SENRSATA (REEE ) i, NXSIREEHEEXNERHTEEPHE £5ELE
RMES R
1. R TSF=Hl& .

2. EEMSHI=EERREMX , PEBIFREEFEASEGFRE.
3. EEMERHE, 8 Konga EHlairEEaEREHaERA.
4. PEEEEAN Konga ERIGERINH, WARPEEEEAN Konga £§15,

I{ONGA jal \/s Hello, admin ~

-

By DASHBOARD

Services
® mnro

¢ SERVICES

"N’ ROUTES + ADD NEW SERVICE Q Results: 25 ~

& CONSUMERS

NAME HOST TAGS CREATED A
@ PLUGINS
N N
- default-dfiOblee-44c6-435¢-bfat- (% TSE-service-TypelPList ) (@ TSE-Upstream-Slowstart0 ) _
23 UPSTREAMS ® auth_service S Jul 27,2023 i DELETE
96f501037bec ( ® TSE-Upstream-Algorithm:round-robin )

B3 CERTIFICATES

default.nginxl.pnum-
® nginxl.default.80.sve (b

. by ingress controller ) Jul 21,2023 il DELETE
APPLICATION / —
22 USERS

N connEecTIoNs

5. B8 nginx BRSBZEN#NE, BE Plugins > +ADD Plugin iFINEE X E1UEH

IRIRERE: BR=ITE (1bF) BRSEAE 58225 H261:


https://console.cloud.tencent.com/tse/cnapigw

® H%i:ﬁ_ﬁ TIREEREMX

ADD PLUGIN

Authentication

2] OTHER

Other Plugins

Security
Traffic Control

Serverless Grpc Web Grpc Gateway Tse Scf Event

Analytics & Monitoring K Y Y

A PN PN PAN
Transformations
Logging no description no description no description

available available available
Other
/ ADD PLUGIN ADD PLUGIN ADD PLUGIN

Tse Custom Auth

no description
available

ADD PLUGIN

/

6. IESHMHECE, BE ADD PLUGIN, RBEIRSAIAREHERES, BEEAEY 5000 (B 5
B)o

IRIFRE: BR=ItE (It ) BRSEATF £226 #2611



® H%FHE TIREERERIX

EDIT TSE CUSTOM AUTH

Configure the Plugin ENABLED

consumer

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers

description

auth service id 7b833ed6-108e-4361-8470-38a5dal5dbe0

auth service path  /oauth/currentUserForTencent

token key name Authorization

route id whitelist

Tip: Press Enter to accept a value

timeout 5000

auth server unavailable policy deny

redirect path

allow request body

allow request headers

Tip: Press Enter to accept a value

auth result identifier  response header

auth result response header AuthRes
auth body header

allow response headers

Tip: Press Enter to accept a value

+/ SUBMIT CHANGES

7. EIENARSSHIE, 5 Token iBKRIRSS, iERAAZIERIRTEIGIESR, REIRY Header FimiEEMIEE

IRIFRE: BR=ItE (It ) BRSEATF £8227 $#261%



O BHS

GET v http://1.14.227.26/clarenginx

Params Authorization Headers (7) Body
Headers © 6 hidden

KEY
Authorization

Key

Body Cookies Headers (6) TestResults

Pretty Raw Preview Visualize Text

1 Auth Service Fail

GET v http://1.14.227.26/clarenginx

Params Authorization Headers (7) Body
Headers © 6 hidden
KEY

Authorization

Body Cookies Headers (6) Test Results

v

Pre-request Script

Pre-request Script

Tests

VALUE

Allow

Value

Tests

VALUE

Allow

Value

Settings

Settings

DESCRIPTION

cription

® status: 403 Forbidden

DESCRIPTION

ption

@  status: 403 Forbidden

KEY VALUE

Date Thu, 27 Jul 2023 07:42:46 GMT
Content-Length 17

Connection keep-alive

AuthServiceFail timeout
X-Kong-Response-Latency ( 5002

Server G kong/2.5.1

8. (ZeHHECE, RBEENIRSFIAREAERNE.

IRIFRE: BR=ItE (It ) BRSEATF

TIREERERIX

m Save i

Cookies Code

¢**  BulkEdit Presets v

Time: 5.07s  Size: 201 B Save Response v

m Q

m save ”

Cookies Code

***  BulkEdit Presets v

Time: 5.07s  Size: 201 B Save Response v

55228 $#261m



O BAT

EDIT TSE CUSTOM AUTH

Configure the Plugin

consumer

description

auth service id

auth service path

token key name

route id whitelist

timeout

ENABLED

The CONSUMER ID that this plugin configuration will target. This value
can only be used if authentication has been enabled so that the system
can identify the user making the request. If left blank, the plugin will be
applied to all consumers.

5de0695d-6bfl-4b8b-baef-210299c031b9

/oauth/currentUserForTencent

Authorization

Tip: Press Enter to accept a value

5000

auth server unavailable policy

allow

redirect path

allow request body

allow request headers

auth result identifier

auth result response header

auth body header

allow response headers

IRIFRE: BR=ItE (It ) BRSEATF

Tip: Press Enter to accept a value

response_header

AuthRes

Tip: Press Enter to accept a value

+/ SUBMIT CHANGES

TIREERERIX

§£229 #2611



O BRE

TIREERERIX

9. IEINENARSSHIE, B Token iBRIRSS, EREAZERIRTEISIADLENIRS TN, EIEBBIER,
EN -

GET v http://1.14.227.26/clarenginx

Params  Authorization  Headers (7) Body  PrerequestScript  Tests  Settings
Headers
KEY VALUE

Authorization Allow

Body Cookies Headers (11)  Test Results

Pretty Raw Preview Visualize HTML ¥ =2

<!DOCTYPE html>
<html>

1
2
3
4 <head>

5 <title>Welcome to nginx!</title>
6 <style>

7 html {

8 color-scheme: light dark;
9

}

Ingress EeEAG

1. X KongPlugin &Fi&, aJ&EWTRGI:

apiVersion: configuration.konghg.com/vl

kind: KongPlugin
metadata:
name: my-test—auth
config:
timeout: 10000
allow_request_body: true

token_key_name: Authorization

auth_result_identifier: response_header

auth_result_response_header: AuthResponse

auth_service_path: /
auth_body_header: AuthBody
redirect_path: null
allow_response_headers:

- myRespHeaderl

— myRespHeader?2

— myRespHeader3
allow_request_headers:

- myRegHeader

Cookies Code

DESCRIPTION ***  BulkEdit Presets v

@ Status: 2000K Time: 5.15s  Size: 941 B

auth_service_id: 73efdbbb-7468-43bc—9ca6-03f118169ca2

route_id whitelist: null
description: null

auth_server_unavailable_policy:

IRIRERE: BR=ITE (1bF) BRSEAE

Save Response v

mQ

55230 #2611



@ Hﬁ‘fﬁﬁ TIREERERIE

plugin: tse-custom-auth

2. BIRH4PETE service B route k.,

kubectl apply —-f tseauth.yaml

kubectl annotate service nginx konghg.com/plugins=my-test—-auth

IRIFRE: BR=IE (16F) BREEAR 5231 H261:



@ Hﬁ\fﬂﬁ RIEEELERE
Fist sl

(EREFINERID

mIEE#AYE: 2026-07-2317:07:33

RMFER

AN RINAERREMX LEBIERF (Proxy Cache ) BTN TAEREFGS:
FXHEE APl FREFGEH

B Admin APl B&IEEEF,
iBEiZ Admin API BIf#iEEETF.

PUESRMF

CMERIXELE, #EESR HENX,
BB T IR (Service) AR #EH (Route) o

RMEL IR
I5R—: HYEE AP FREFEH

1. &R TSFiEH& .
2. EEMSHI=EFERRERMX , PEBIRSEHFASEGFRS.
3. AEERHE, BE Konga EHairEE8EEEHaERB.

AR EpELRY SHEE SR fERYE Konga 1235

https://gatewsy -l korgage apigw.tencentcs.com: 1337/ [2 %]
H&%: 0000 {EX

https://gatevsiy-all FRongE-n giapgw tencentes.com: 1337/ [2 <]
admin I

nnnnnn ;_I_J}:}__T_\FD

4. BRmREMXEBEHE, SAEEEEZN Route i¥i8W, £ Add Plugin eG4, 7£ Traffic
Control 3¢ TFi%#% Proxy Cache #&f4

IRIRERE: BR=ITE (1bF) BRSEAE 58232 #261:


https://console.cloud.tencent.com/tse/cnapigw

TIREERERIX

Route demo

Assigned plugins

5. iR EEPESLATERSE, & Enter #, R =
strategy : memory /| EEFTFERE (#1E) , BaYEEF memory &3,

response code : 200 // RIFEFHRIKIMNETIR. BNEMAIEZIMNES (g0 200) , BREIEID
NMASHER.

request method : GET /| RFEFIEKREZ.

content type : application/json; charset=utf-8 /| RiFEFNFBiRIIN Content-Type, &
ZEw RN LT MCE, 580 "application/json" #1 "application/json; charset=utf-8" 2FM
i o8

cache ttl : 60 // EFFIHL, B{U,

response code 200 X

s Enter tc

request method GET X

S [Enter to ac

eantest type application/json; charset=utf-8 X

s Enter

cache ttl 60

strategy  memory b4

6. MNRFERBESUEERT, WEETIIMNCE.
vary query params : hame, department /| BFERF key B query 2HEWIER, BANRE,
vary headers : x—cache—header /| BF&EF key BY header S¥EBMIIER, BIAHZ,

IRIRERE: BR=ITE (1bF) BRSEAE $233 #2611



O BRE

YAy quaRypaRIms name X department X

Enter

vary headers

Enter

7. i€ APl iER, BIEEFER

TIREERERIX

B/RIBEXK APIURL GET /cache/it , BEFEAEFE, RiaKEGFwK, MAE x-Cache-Status A Mi

SS

HTTP/1.1 200 OK

Content-Type: application/json; charset=utf-8

Content-Length: 335

X-Cache-Key: 6fblb6a4440980c758b0eff31177a41d
X-Cache—-Status: Miss

Date: Tue, 26 Apr 2022 16:04
X-Kong-Upstream-Latency: 948
X-Kong-Proxy-Latency: 321

Via: kong/2.4.1

EBETTL ZWBIXRIBK GET /cache/it y %iﬁiqﬂﬁgﬁ, MIpZsk X-Cache-Status 3 Hit

HTTP/1.1 200 OK

Server: openresty

Content-Type: application/json; charset=utf-8
X-Cache-Key: 6fbl1lb6a4440980c758b0eff31177a41d
Age: 2

X-Cache—-Status: Hit

Date: Tue, 26 Apr 2022 16:09:23 GMT

Vary: Accept-Encoding

Content-Length: 335

X-Kong-Upstream-Latency: O

X-Kong-Proxy-Latency: 0

Via: kong/2.4.1

% vary query params BB S name SE:

IRIRERE: BR=ITE (1bF) BRSEAE

58234 #2611



@ Hﬁ‘fﬂﬁ EREEEERX

BUXIEXK GET /cache/it?name=john , EEFAFE, SIEKEGIK, WAL xX-Cache-Statu
s A Miss o
ZBETTL ZHBRIEK cET /cache/it?name=john , %ﬁ'¢§§ﬁ, ﬂ[ﬁ]F_\'Z% X—-Cache—-Statu
s A Hit o

FEBEFTTL ZHEFAE name 25K GET /cache/it?name=tom , HHF name SHFMEH,
RSk X-Cache-Status J Miss o

IB:m—: B Admin AP| EBIEEETF

1. i&iZ Proxy KEAXFFE admin api (BINFBRERINE) -

2. A Proxy Cache AP| GET /proxy-cache/:cache_key Eif}FE Cache Key HEFHS:
Cache Key M API iERRINIRSL x-Cache-Key IREY,
& Cache &=FEhY, iEME 404,
¥4 Cache =AY, iRBE 200 , N Body #1TF:

"Date": "Wed, 27 Apr 2022 03:09:39 GMT",

"X-Cache-Status": "Miss",

ag": "W/\"14f-3sRRcm7jenKggj3ghgagNHIwigw\"",

"Accept-Encoding",

"connection": "keep-alive",

"set-cookie": "sails.sid=s%3AT_YQH4rJgm2TYpJ506Ql1lnH-
v1A6pR19.JR3bgC6WEzWO10gDPwzaNn$2FXX6PcGdg2vTaT6d1BbfQ; Path=/;
HttpOnly",

ontent-length": "335",
"application/json; charset=utf-8",

"6fb1b6a4440980c758b0eff31177a41d"

"body": "<cached response body>",

16510

IRIFRE: BR=IE (16F) BREEAR 85235 #2611


https://cloud.tencent.com/document/product/1364/73237

@ HE‘.L:HE TIREEREMX

EERNARE SN Body Fildk Headers (F£&E%E Hop-By-Hop headers ) o

MBAEZRIRPIET cache-Control ERANEFTHETIHEEE, WEEEBEHPEAH cache-contr
ol ECEIR,

X-Cache-Status NIRIkiHAEA:
Miss @ {ERILECETFRES, (BRGPEF.
Hit @ {ERGBPEF.
Bypass ! iERHEFHEEEMNATE
Refresh @ EFRIH, (BHFIERLHP cache-Control REERFZITERF.

2%

EZEXIRBIEER Kong Proxy Cache #4321 o

IRIRERE: BR=ITE (1bF) BRSEAE 5236 #2611


https://www.rfc-editor.org/rfc/rfc9110.html
https://docs.konghq.com/hub/kong-inc/proxy-cache/

@ Hﬁ‘fﬂﬁ TIREEREMX

{E BRI S

mIEEHAYE: 2026-07-2317:07:33

RMEnR

AN BINMTERIREN X BT SR SEI Fid E R EHE=R
HRIE R iR R A Al TR -
RIEEIREDE TN -

PUESRMF

CMEREG, FIEBESR fFEMNX .
EeE T R3S (Service) AR IEH (Route) o

i&FRAR

iR FR: TSE BREAKER
9% Traffic Control

Bk : SIS EPIRAYEREITERT, MTRIFLERRIESSIRSS o

BifgEN:
TSI AT EHE VA NESIREBIE . SN FAREREEBHARRME, BRSESISNEERFNEIREE
o

IRzRSiEED: FECERIRARSSIMAAESEE, EHIMNAEFEEA—IXIER, XTSRS
y.-36-]. 18
HIRRT: BERERERSE HTTP KT, KEBRERREXESHEH, TREEFERSEA—X
iR, BXAEREIEFEMEIEN
SIFEMEEFRN: S—XMAEET, BE2s, BriaE, EMEARR, HITHERFHFERSFMEH
B o
WEHIRFMRT, BER4s, LA, BEABFUSRIRARNSHFIE, SLEESEE.
FERERG (MERRSLIESERFTRIREY ) B3, SREH.
ZIFEENBENEE: THEXEERBEIAS HTTP KEE . BERRES HTTP MRS . BERRSI A

s
iEfFECE
PR BEpE PRI
WREEEE F >=1, LIRSRHBAMBIIED, SR,

IRIRERE: BR=ITE (1bF) BRSEAE 58237 H#261:



@ HE‘.L:H_E TIREEREMX

ks _ BKA503, 5[500,-599]. LMIREAT SERAMEER
HTTP k&8 - HTTP k&5EE,
e = RS — R A AL SR S AR R L B
9’;
1;* wHE >=1, IR SRS IS SR .
= Z23 4
:;Q*'*"%ﬁ = >=1, Bk 300, B, LHRSEMEARSEE.
B
fgmﬁm* = >, EHRELFRERSHIEEESERRY.
VEHRARS _ - \ .
HTTP %ﬁﬁg [ | étlﬁ?ﬂﬁ LTT{E&’{*IU\ET@@EU HTTP El‘?&ﬁgo
YERRARES
HTTP MRl & U IS F R R SRR HTTP MR EE.
g
BURRSIR. U IR TR R SRR HTTP MRLES., EERNEE
=3 - BT break_response_body EHR4ER
R RSIRELTR

Inst—: BiEERmETIEN

1. 5 TSF %A

2. EEMSHEERERERX , BEEREGENIELERS.

3. EEMSENE, 8 Konga EH&airEEE5SBEIaERAR

4. BEREHEHA Konga EHISERTH, BHABRPSEBREA Konga &

IRIFRE: BR=ItE (It ) BRSEATF 55238 $#261:m


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ EREEEERX

I{ONGA jal ) Hello, admin ~

B8 DASHBOARD

API GATEWAY Services
® mnro

@ SERVICES

N’ RouTEs + ADD NEW SERVICE Q Results: 25 ~

2 CONSUMERS

NAME HOST TAGS CREATED A
@ PLUGINS
default-dfiOblee-44c6-435e-bfas-  ( ® TSE-Service-TypedpList ) (® TSE-Upstream-SlowStart0 ) _
23 UPSTREAMS ®  auth_service > - Jul 27,2023 B DELETE
- 96f501037bec (‘& TSE-Upstream-Algorithmiround-robin ) '

B3 CcerTIFICATES

defaultnginxl.pnum-
(O

APPLICATION y

22 USERS

W CONNECTIONS

nginxl.default.80.svc \ib managed-by-ingress-control m: Jul 21,2023 i DELETE

5. HAEEREIBEHRY service #ER,
6. B Add Plugin iFhniE&E, 7€ Traffic Control 94HTi%iE TSE BREAKER 4.

7. XHEEN S EIRIRSSIEES00, 501, 5020HANBIREE, ELEIRIEKRBRIIMALIEE, BENEEIRENX
R&.
iR PIES LA TR E:
HiRFIEEG: RiRiRS3EE500,501,502,
BETF RS EEEIREEE 3R,
BTN EE (BIE) .
KERS: 503
MRk : example-resp—header:kong-chb
IMEIARZ: Service is broken
8. &ite API &k, BEE3XIRESO0GBEIERIN, RERE X /EHEImE .

HTTP/1.1 503 Service Unavailable //HTEMNXIRARZELD
Example-Resp-Header: kong-cb //BXEMNIIMk

Service is broken //BREXIMMNAS

IRIFRE: BR=IE (16F) BREEAR 58239 #2611



TIREERERIX

claire@CLAREZZHANG-MB@ ~ % curl -i http:// /errorcode
HTTP/1.1 500 Internal Server Error

Connection: keep-alive

Content-Type: application/json; charset=utf-8

Date: Fri, @4 Nov 2022 02:43:09 GMT

Server: apigw/1.0.15

Via: kongﬁZ?S.l \T\i%ZR: i&[E]500
X-Api-Id: api-lujdisbo

X-Api-Requestid: 504abZe4ebbaccedlde

X-Kong-Proxy-Latency: 108

X-Kong-Upstream-Latency: 21

Content-Length: 12

bad request

claire@CLAREZZHANG-MBQ ~ %
claire@CLAREZZHANG-MBQ ~ %
claire@CLAREZZHANG-MBO® ~ % curl -i http:// /errorcode
HTTP/1.1 50@ Internal Server Error
Connection: keep-alive

Content-Type: application/json; charset=utf-8
Date: Fri, @4 Nov 2022 02:43:12 GMT

Server: apigw/1.0.15

Via: kong/2.5.1

X-Api-Id: api-lujdilsbo

X-Api-Requestid: 030da@bf8ed93c984e
X-Kong-Proxy-Latency: 1
X-Kong-Upstream-Latency: 15

Content-Length: 12

bad request

claire@CLAREZZHANG-MBOQ ~ %
claire@CLAREZZHANG-MBQ ~ %
claire@CLAREZZHANG-MB® ~ % curl -i http:// /errorcode
HTTP/1.1 500 Internal Server Error
Connection: keep-alive

Content-Type: application/json; charset=utf-8
Date: Fri, 04 Nov 2022 02:43:14 GMT

Server: apigw/1.0.15

Via: kong/2.5.1

X-Api-Id: api-lujdilsbo

X-Api-Requestid: 35dfe437e243063d2f
X-Kong-Proxy-Latency: 1
X-Kong-Upstream-Latency: 16

Content-Length: 12

bad request

claire@CLAREZZHANG-MB@ ~ % curl -i http:// /errorcode
HTTP/1.1 503 Service Unavailable

Connection: keep-alive

IRIFRE: BR=ItE (1b5) BREEAR 55240 #2611




2 =38 b SRR

Content-Length: 17
Date: Fri, @4 Nov 2022 ©0Z2:43:14 GMT
Example-Resp-Header: kong-cb

X-Kong-Response-Latency: 1
Content-Type: text/plain; charset=utf-8

Service 1is brokenE
m|R— RiBN RS e TS T

1. R TSFEHI& .

2. EEMSHI=EERREMX , PEBIFREEFEASEGFRS.

3. EEMERHE, 8 Konga EHlairEEa sz aERAE.

4. PEEEEAN Konga ERIGERINH, WARPEZEEAN Konga Z§15,

5. BAFEEEEMIAY Service I¥1ER, BE Add Plugin ifnli&EM, 7 Traffic Control 34 TiEE TSE
BREAKER f&f.

6. FASEMNLRIRRSBMAEZ15IFARBIREE, EEARERERAMRIBET, BRIEZERH2IREIXITE
78
EiEehIESLITES:
ERFIESRM: RiniRSS AR EEI 158
BEF RSN EEEIREEIE4R
1B E (R )
K& 503

MRk : example-resp—header:kong-cb

MIRZRZ: Service is broken
BRI EEIEEBRIATI2)R
7. & APl i3k, BEE4ARISREIIBIAEIELIN, 2)RIEKRIEERXABE

IRIFRE: BR=IE (16F) BREEAR 58241 H261:


https://console.cloud.tencent.com/tse/cnapigw

@ HE‘.L:HE RIEEELERE

ERR SRR
RIEEFATE: 2026-07-2317:07:35

R

AXNBINOERFEERX LB REFRGIEG LN TEERRGIESR:
BEFREN—ELLFIREREINRER
BEFRERERESNMNRER.

PUESRMF

EWIRFEERXEH, FIHFESR HEMX,
BCE T AR55 PAR B5E o

i&FRAR

{2 1R; TSE TRAFFIC MIRROR,

{92 Traffic Control.

e TP EFFIRIERBTRERR, EEREREREINAGR, BEREHEENNNSESEBHE
F, RERRERINSVSAESZWINEZ EWS, IMiZATFENSHERENELRENHIbEEHTINAE

BifgEN:
TIFRIFEI=FRERX Upstream SiEGRIRS it
TIFIRIERELLBISEGR: TSR EERARGRIRIIRELE .
TIFRIESERSEHTIRG: ETISHEEEE Route £, MERISKRSEIISREHITIER
RGBS ER.
HRCE
2B .
[ =10 - [ify=g iz
$RIRELHY = R IIRIRIRSHEKRELE, S23$1-100,
e
g“ﬁﬂm" £ SBIRIRS R, SIES Host 5 Upstream.
[Rimiteit— o RIgIRSSHbE, FEEE scheme (http/https ) 1 Host ieiik, Fign
Host = http://127.0.0.1,
ittt B RIgIRSIwO, Z3$1-65535,

IRIRERE: BR=ITE (1bF) BRSEAE 55242 #2611



@ HE\.L:HE TIREERERIE

Port
[Eimiteit— - — =
Unst - RERSH=EEMX Upstream, FEE scheme ( http/https ) #
mpS rea = Upstream &%R, 1 http://myupstream o
il i —
’E::;m t B RIZIRFBIEER, FEEVSHAERASENEKIERE.

RMEL IR

Ins—: RIERELLAIRE

1. & TSFiEH& .
2. EEMSH=ERERRERX , BEERTHIHEASHIFSE,
3. AEERHE, BF Konga EHairEE8EEEHaERE.

AR ERE LR SHECE SME(RGE Konga 12§ &

by https://gatewss-i konga g asiga lencentcs.com: 1337/ 2 X
H&%: 0.0.0.0 B

o]l https://gatevwesy-ull S-borge-inugs spigw Sncentcs.com:1337/ [ %]

4. pEAMGEitEib#A Konga 265
5. EANFEEERSIRIRM Service i#ER, WABARPZEE#EN Kong £H1&, B Add Plugin ifkiniE4,
£ Traffic Control 342 Fi%#E TSE TRAFFIC MIRROR #if¥ .
6. EAGSER, EINSE L30%RREREE Host 2BATNKFiR
7. EEHPIESEATESE, £3 ADD PLUGIN:
RIRELHI: 30%
[Rimithit 38 : Host
[Simithit :

IRIRERE: BR=ITE (1bF) BRSEAE 58243 #2611


https://console.cloud.tencent.com/tse/cnapigw

® HE\_EHE TIREERERIX

O Host: SRS HEItIE, F140 http://example-test-service,
O Port: HENHXRSKO.
O Path: i#H, FEFERELIERER.

ADD TSE TRAFFIC MIRROR X

Configure the Plugin.

HRLA 30 e
ARG EmAIERIEH, 100
=P ehl i Host v
Stk

Host  http://.

iSRS, EREschema (http/https) , 4l
http:/127.0.0.1

Port 80

Path  /mirror

+ #ig

v/ ADD PLUGIN

8. BiE APl iER, BEBREHKEI—ELHIRBIEER.
BR—: REA=/ RN

BR TSF =&

. AEMNSHISERTRERRX , REEIREGHNIOES.

. EEMERTE, $2F Konga EHlairEE8SREHaEREN.
. BEANIGEMEIEEAN Konga 2§15,

. BANFEEEERRM Service i#ER, 2 Add Plugin iii&EH, 7 Traffic Control S4ATi%E TSE
TRAFFIC MIRROR &4,

6. FERIEERERERS4 Upstream.,

oA W N o

IRIFRE: BR=ItE (It ) BRSEATF 55244 #2611


https://console.cloud.tencent.com/tse/cnapigw

O BAT

ERHRESIATES:
O RELEH: 100%.,

O [RimitelERY: Upstream.,

O FmmMSA Einitit, S EiRBIHES:
O Upstream: HEHGIRSFATER Upstream,
O Path: i#E, EHERKIEKREE,

ADD TSE TRAFFIC MIRROR

TIREERERIX

Configure the Plugin.

HHLH 100

¥ AR S EIRAVIEREEHI, 551100

EiEthEER Upstream

&t

Upstream

Path

Upstream

Path

+ #hig

http://mirror-upstream

/servicel

P

http://mirror-upstream?2

[service2

() 4
Bz

v/ ADD PLUGIN

7. & API 5K, A1 Upstream BEERERIRIRIEK

IRIFRE: BR=ItE (Ib5R) BRSEAR

58245 #2611



@ HE\.L:HE TIREERERIE

5 KIS
HiT URL EE
A EFATE: 2026-07-2317:07:33

RMFER

AXNEINATE APl &6E ZEREMX £, #3M URL EE,

PUESRMF

1. EWEMXREH, FHERESR FERX .

2. 53 TSF =H&,

3. EEMSHI=ERERREMX , PEBIFEEIFASEGFRE.

4. ZEMEERNHE, $E Konga EHairEEaEREHaEREN.

SERIER 2R A SHECE PR gE Konga 2#l&

0.0.0.0

......

5. i5ial Konga EBEFI& .

IRIRERE: BR=ITE (1bF) BRSEAE 55246 #2611


https://console.cloud.tencent.com/tse/cnapigw

TIREERERIX

>ASHBOARD

Eﬂ CONNECTIONS Total Reqjuests: 300K+

INFO
ACTIVE READING WRITING WAITING ACCEPTED HANDLED
SERVICES
SE 2 (0] 1 1 291K+ 291K+
ROUTES
CONSUMERS (@ NODE INFO @ TIMERS () DATASTORE INFO Reachable
PLUGINS HostName kong-0 DBMS
_ Pending
UPSTREAMS Tag Line Welcome to kong Host
CER CAT
CERTIFICATES Version 241 Running Database
LUA o B . 5 5 User
Version
Port
Admin
SNAPSHOTS .
listen
SETTINGS
@ PLUGINS

RESTE
=|—: & Service fl Route EEH URL FifMS

© =6l
&% API A URL 3 nttp://<backend>/anything/api/<sub_path>
EHE Kong RXE, EAA URL 84573 http://<kong>/new/path/<sub_path>

1. 235 ADD NEW SERVICE g% Serviceo

ello, admin ~

Services

+ ADD NEW SERVICE Q Results: 25 ~

NAME HOST TAGS CREATED A

IRIRERE: BR=ITE (1bF) BRSEAE 58247 #2611



@ HE"L:HE EIREERERX

IESHEHMNEEHIEE Path 83 /anything/api o

CREATE SERVICE X

Name
Description

Tags

Url https://httpbin.orgfanything/api

arthar tribute to set protocol. host. port and path ato

2. B8 ADD ROUTE #i% Service L£JZ Route,
ﬂ 'j,' Hello, admin =

Service anything

services

@ Service Details \
Routes + ADD ROUTE

@ Plugins

IRIRERE: BR=ITE (1bF) BRSEAE 55248 #2611



O BHS

%8 Path /3 /new/patn , BFFRE Strip Path &I ( BAFRE) -

ADD ROUTE TO ANYTHING

TIREERERIX

* For hosts, paths, methods and protocols, snis, sources, headers and destinations press enter to
apply every value you type

Name
Tags
2
Hosts
Paths /new/path
methods Must be set

of hosts . paths . of

3. 3K http://<kong>/new/path/user B, FimEIEIRNBERIEERN /anything/api/user o

In| = &3 Request Transformer iM% URL B

© =#

&4 API A URL 73 nttp://<backend>/anything/user_list
£%H%E Kong RXfE, A URL 85A http://<kong>/users

1. 8l Service, Path AILMEEIRE,

2. f£iZ Service Lt Route, &8 Path A /users o

IRIRERE: BR=ITE (1bF) BRSEAE

55249 #2611



@ HE‘.L:H_E EREEEERX

3. g ADD PLUGIN #rEiEs o

n 1| Hello, admin ~

Route a4f26d32-e761-4b89-86d0-

routes

® Route Details \

Assigned plugins

22 Eligible

consumers [EHE) Q

f£iZ Route E8lIZ Request Transformer &4

ADD PLUGIN X

Authentication

s TRANSFORMATIONS
Security
Transform request and responses on the fly on Kong
Traffic Control
Sarverless Request Transformer Response Transformer Correlation Id
Analytics & Monitoring
-
Logging fy the request Maodify the upstream Correlat [S &
ore hitting the.. response before.. ing a
Other

ADD PLUGIN ADD PLUGIN ADD PLUGIN

IRIFRE: BR=ItE (It ) BRSEATF 55250 #2611



@ Hﬁ‘fﬁﬁ TIREEREMX

HECE replace.uri H /anything/user list , ZRBRHEIHEKZIRISEIFERIER,

replace
= > body

> headers

> querystring

> uri

fanything/user list

4. i5K Route 5, BimEWRIRIEKIEREN /anything/path (JRIE Service Path BEE#HES ) -
I#R=: i#id Request Transformer i&{LHERS URL M5
© =6

&8s APIAB URL A http://<backend>/anything/<user_id>/get
%% Kong RXfE, A URL 88575 http://<kong>/user/<user_id>

1. €l Service, Path AJLI{EEIZRE

IRIRERE: BR=ITE (1bF) BRSEAE 55251 H#261:



O BAT

mIREERENX

2. f£iZ Service LI Route, 188 Path 3 /user/ (?<user_id>\w+) o

() Route Details

® Plugins

22 Eligible

consumers

® Route details

Name
{optional)

Tags
{optional)

Hosts
(semi-optional)

* For hosts, paths. methods and protocols, snis, sources, headers
and destinations press enter to apply every value you type

The name of the Route.

Optionally add tags to the route

A list of domain names that match this Route. For example:
example.com. At least one of hosts, paths. or methods must be
set.

Paths
{semi-optional)

Juser/(?<user_id>\w+) X

A list of paths that match this Route. For example: /my-path. At
least one of hosts, paths.or methods must be set.

3. £iZ Route L8lIZ Request Transformer &%

ADD PLUGIN X

Authentication

s TRANSFORMATIONS
Security

Transform request and responses on the fly on Kong
Traffic Control
Serverless Request Transformer Response Transformer Correlation Id
Analytics & Monitoring q D
Transformations
Logging Modify the request Modify the upstream Correlate requests and

before hitting the.. response before.. responses using a...
Other
ADD PLUCIN ADD PLUGIN ADD PLUGIN

IRIFRE: BR=ItE (Ib5R) BRSEAR
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@ Hﬁ‘fﬂﬁ TIREEREMX

HEE replace.uri A /anything/$ (uri_captures['user_id']) /get , ZIZEBRHIEIRIEWEIAISE
FRigRIEE,

replace

> body

> headers

> querystring

> ur

Janything/$(uri_captures['user id'])/get
4.8k http://<kong>/user/user_a [g, RiREWEINIEKRIEEN /anything/user_a/get o

RS

Kong #&f43243

IRIRERE: BR=ITE (1bF) BRSEAE £5253 #2611


https://docs.konghq.com/hub/kong-inc/request-transformer/

O BAT
{FRE SRS iE Kok

mIEEHAYE: 2026-07-2317:07:35

R

AN BINTE ZRERMX L@ Kong i4SER FEERIER/MDANASIHR

THHEIERMEY header/query/body #1745
XISENRBERYT header/body #1725

PUESRMF

CMERIXEE, #EESR HiERX,
BB T IR (Service) AR #EH (Route) o

i&FRAR

#HF2TR: TSE PROXY REWRITE

{92 Transformations

A : STMXEFIRASERTIMA#RTHS, XIEHEMA Ngink BEEE.
BifgeNn:

ISEBEREIMMERRT query/header 2EuHTIHE . fiE. MFR.

% content-type 75 application/json, multipart/form-data, application/x-www-form-
urlencoded B, SZIFEIERKHMDEERS body FE#HITHIG . HiE. MR

2§5(ERA NGINX ZEEESIER/MM

H R E
EeEBIRN =AwiE EcEi5 e
YHEHEEZR, BROEMSIEEMMER. BIERE. B, B,

EWMER: SZIFER. R,

Header £ _ IRERRY: IS, MR, RIS

# - A WMAERNMIA Header SE&E-
S5 $var BB E NGINX T8, il $remote_addr
$balancer_ip.

Query 2% & YIRESE, SREBNEIEEYME. BERR, &, E

HUBER: STHFHER
RMESEY: TGS . MR, ZWiE.

##{E: WAIEKRR Query SHEFE,

IRIRERE: BR=ITE (1bF) BRSEAE

TIREERERIX

55254 #2611



@ HE‘.L:HE EREEEERX

XL Svar BN BE NGINX ZE, a0 $remote_addr
$balancer_ip.

XIFRESZ SR, BREEESENMER. BIERE. #. E
R SZHEFHER . AL
IRESEEY: TS, MR, WIS

Body = {#(H: & content—type 7 application/json, multipart/form-
data, application/x-www-form-urlencoded A%, %A body
FENSHSNE,
O FX
SIREERREN, NMREENSHUAFE, USIREBMISRERISRINE, NREENSHERFE, N
SHTESIR,

RMEL IR

nst—: CHIaRBENEIN Header 28

1. & TSFEHI&
2. EEMSH=EERRENX , BEERTHHEASHIFSE,
3. AEERTH, B Konga EHairEE8EEERGERE.

SHIER EPEZRA SHECHE S (RYE Konga 12§ &

1A (o]t https://gatewssy-ill konga g moigac tencentes.com:1337/ [2 %)
BHEZ%: 0000 X
h (o] ithi https://gatevuy-ull Horge-inge apigw mncentcs.com:1337/ 2 X

T3 oa e admin If

4. BERaMiGEteiti#EN Konga EH1&

5. HENFEARERSIRIFNI Service #1551, B Add Plugin ifimniEEE, £ Transformations 4Tk
£ TSE PROXY REWRITE #&f%.

IRIRERE: BR=ITE (1bF) BRSEAE 58255 $#261m


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ‘fﬂﬁ EREEEERX

6. EEHPIESIATES, SSIIMMNMEHIE— Header 28,

ADD TSE PROXY REWRITE

HeaderS#x

WRIE + EmRE

MORZBRER i addheader

+ HmEE

QueryZ#§

WRME + A

WRIE + mnEs

WEIEE - mnEeE

+/ ADD PLUGIN

7. &2 APl iER, BEERIRKRSHINNEEHIEN Header 2%,

HTTP/1.1 200 OK

Addheader: test

Connection: keep-alive

Content—-Length: 20

Content-Type: application/octet-stream
Date: Thu, 22 Dec 2022 06:31:11 GMT

Server: nginx/1.20.1

Via: kong/2.5.1

X-Kong-Proxy-Latency: 30

X-Kong—-Upstream—-Latency:

IRIRERE: BR=ITE (1bF) BRSEAE 55256 126131



@ Hﬁ‘fﬂﬁ EREEEERX

BRT: EHIERMRMS Query 28

1. & TSF =fl5
2. EEMSHI=ERERREMX , BEBIFREHFENSEGIFERS,
3. EEMERTHE, 8 Konga EHlairE a8 SR zHaERAN.

EHIES EP B SR SHEkE SRR Konga iZ#l&

https://gatewssy-ill origa e modkge lencentes.com:1337/ [2 %)
B&8: 0.00.0 X
https://gatevesy-uill orEge-nuge mpiew Sencentcs.com:1337/ 2 XiH

admin I

D

4. BEAMIGEEINEN Konga EHIG

5. #NEEHEREHEIRAY Service #1ER, B Add Plugin ifiNiEE, 7£ Transformations HEATIE
£ TSE PROXY REWRITE #&f%.

6. TEiRFPIRSIATEE, SSMIEKRMENS Query 28,

IRIFRE: BR=IE (16F) BREEAR 58257 H#261:


https://console.cloud.tencent.com/tse/cnapigw

@ Hﬁ\fﬂﬁ TIREERERIX

ADD TSE PROXY REWRITE

Configure the Plugin

HeaderZ#}

WRIE 1+ mmEs

WRHE  + mmEE

QueryZ#

BRIMER YReE newname

+ HmikE

BRRE 4+ mmeR

WRME  + smEE

+/ ADD PLUGIN

7. B API iER, BEEHRSEEKENSH Query 85,
1mR=" SCELIERIMBIEIN Body

1. R TSFEHIE
2. EEMSH=EZERRERNRX , BEERTHHASHIFSE,
3. EEMERH, 8 Konga EHairEa &SR EHaERAG.

IRIFRE: BR=ItE (Ib5R) BRSEAR ££258 #2611


https://console.cloud.tencent.com/tse/cnapigw

@ HE‘.L:HE EREEEERX

SHIER EPEZRA SHECHE S (RYE Konga 12§ &

f o] bl https://gatewssy-ill ~borga gr ackra tencentcs.com:1337/ 2 %
BH&%: 0000 X

f (o] bk https://gatevuy-ull Horge-inge apigw mncentcs.com:1337/ 2 X

4. BERaMiGEteiti#EN Konga E#Hl&

5. HENFEREREIRIRNI Service i¥15mW, B Add Plugin ifinmniEEE, £ Traffic Control S4ETiEE
TSE PROXY REWRITE &4

IRIRERE: BR=ITE (1bF) BRSEAE 55259 #261:m



@ Hﬁ‘fﬁﬁ TIREEREMX

6. TEiRFPIRSIATEE, SRR EIEIN Body 24,

ADD TSE PROXY REWRITE

Header&#%

AR+ mmEE

WEHE  + mmER

QueryZ#i

WRIE 1+ mmER

ERMB 4 mmeE

INRIFRER  Hfid return

+ HhEEE

v/ ADD PLUGIN

O FE
3 body SEHURIE, FEBRIEAN Content-Type B Header, X% Content-Type 5
application/json, multipart/form-data, application/x-www-form—-urlencoded i, F&

i#1T body FERRINE,

7. Ri€ APl 5k, BERIRKRSHINNEEWEIFIEE Body S8,

HTTP/1.1 200 OK

Connection: keep-alive
Content-Type: application/json
Date: Thu, 22 Dec 2022 06:53:43 GMT

Server: nginx/1.20.1

Via: kong/2.5.1

IRIRERE: BR=ITE (1bF) BRSEAE 55260 #2611



@ Hﬁ‘fﬂﬁ EREEEERX

X-Kong-Proxy-Latency: 22
X-Kong-Upstream—-Latency:
Content-Length: 54

{"myreturn":"this is test service", "addbody":"return"}

IRIFRE: BR=IE (16F) BREEAR 55261 #261:



