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netstat -ano | findstr 3389
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X $EEEER: Windows PowerShell

r> netstat findstr 3389
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2. EEMRERESH TR, KXEF HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control > Terminal Server > Wds >
rdpwd > Tds > tcp B=R.
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4, EENRSEMERSHP, KRXEF HKEY_LOCAL_MACHINE > SYSTEM > CurrentControlSet > Control > Terminal Server >
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# S [- [
MR REEE) =BV WEEEN) EEBEH
, DefaultUserCanfiguration ~|| =R E- Sl s
[> | KeyboardType Mapping b (Bf3A) REG_SZ FEREE)
bl RCM 24| InteractiveDelay REG_DWORD 0x0000000a (10)
bl SessionArbitrationHelper % OutBufCount REG_DWORD 0x00000006 (6)
-l SysProcs 4 OutBufDelay REG_DWORD 0x00000064 (100)
bl TerminalTypes % OutBufLength REG_DWORD 000000212 (530)
by Utilities 54 PdClass REG_DWORD 0x00000002 (2)
b-da VIDEO a5 pdDLL REG_SZ tdtcp
‘d i Wds % PdFlag REG_DWORD 0x0000004e (78)
- . rdp:dci 25| PdName REG_SZ tep
i Tde @Pc.rtwumber REG_DWORD 0x00000d3d (3389)
; e ab|RequiredPds REG_MULTI_SZ tssecsrv
[} | WinStatons ab|ServiceMame REG_SZ tcpip
----- . TimeZonelnformation
----- , Ubpm
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& SERZEUAE [= [ o [
) $ERE) =E(N) MEEEl EZEiH)
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I> | KeyboardType Mapping J‘:.:.P]pdclass REG_DWORD 000000002 (2)
b RCM 4| PdClass1 REG_DWORD 00000000k (11)
b SessionArbitrationHelper ab) pdDLL REG 57 tdtcp
il SysProcs 3B] pdDLLY REG_SZ tssecsrv
by TerminalTypes % pdFlag REG_DWORD 0x0000004e (78)
by Utilities 24 pdFlag REG_DWORD 0x00000000 (0)
b-dé VIDEO ab]pdName REG_SZ tep
b 'W.ds . ab|pdName1 REG_SZ tssecsrv
4- | WinStations -
B Console REG_DWOQRD 0x00000d3d (3389)
i'g[o’]SecurityLayer REG_DWORD 0x00000001 (1)
| TrmeZoreifarmation 4| SelectNetworkDetect REG_DWOQRD 0x00000001 (1)
-1, Ubpm Ig[o?SelectTransport REG_DWORD 0x00000002 (2)
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Linux 3£fl: Fixi@Eid SSH ARER
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o FICEBFETHREH, RMSE, SENZHEXTREX. ST X RNESHEIZS.
o XHEREMBRNIHEE, BSLERRT. MEYE, TELIRREBEANHTHIES® .

b 23

M SSH ZF Linux 3£ B, RETHERFEFERLY, SBETEEFESER Linux 6,

P T

SSH ERikiE User root not allowed because not listed in
AllowUsers

SSH #ERiki# Disconnected:No supported authentication
methods available

SSH ERiR$E ssh_exchange_identification: read:
Connection reset by peer

SSH #ERiki& Permission denied, please try again

SSH #EZAHREE Too many authentication failures for root
SSH BahAdiksE error while loading shared libraries

SSH R$5EzNAYIREE fatal: Cannot bind any address

SSH RSEaRtREE Bad configuration options

SSH /3A UseDNS S SSH ZRoEuRiEiniEE TR

SSH ERiR$& No supported key exchange algorithms

SSH REBEATREE must be owned by root and not group or
word-writable

SSH ERAJiREE Host key verification failed

SSH ERiRE pam_listfile(sshd:auth): Refused user root for
service sshd

SSH ERAJIREE requirement "uid >=1000" not met by user
"root"

SSH &Rk EE Maximum amount of failed attempts was
reached

SSH &RAJiREE login: Module is unknown

fm=5|E SSH IRSBIZTRERSE fatal: mm_request_send:
write: Broken pipe

SSH BRs3EnhATRE main process exited, code=exited

SSH BERAFREE pam_limits(sshd:session): could not sent
limit for ‘nofile’

SSH BRIk pam_unix(sshdsession) session closed for
user

ol Ll

IRIFRE: BR=ItE (Ib5R) BRSEAR

IR E

HEE SSH ERiRiE User root not allowed because not listed in
AllowUsers

Hi& SSH &RiRiE Disconnected:No supported authentication
methods available

HE& SSH ERiRiE ssh_exchange_identification: read:
Connection reset by peer

HEE SSH EFiR#E Permission denied, please try again

Hi&E SSH ERA31REE Too many authentication failures for root
HE&E SSH BEhdREE error while loading shared libraries

HE&E SSH RS BEhAYIREE fatal: Cannot bind any address

HE&E SSH IRS3IBahAEYIREE Bad configuration options

Hi&E SSH [5H UseDNS 53 SSH ER o #iREHmiEETIE

HEE SSH EZRiIRiE No supported key exchange algorithms

HE&E SSH RS BEEYIREE must be owned by root and not group or
word-writable

HEE SSH ZRA3RE Host key verification failed

HEE SSH ERiRiE pam_listfile(sshd:auth): Refused user root for
service sshd

Hi&E SSH ERATRE requirement "uid >=1000" not met by user
"root"

HEE SSH ERAFREE Maximum amount of failed attempts was
reached

HiE SSH ZRAFRE login: Module is unknown

HiE 7w S5I#E SSH RSZiE1TTREIRE fatal: mm_request_send:
write: Broken pipe

HEE SSH R3S BaATIREE main process exited, code=exited

Hi&E SSH ERAFREE pam_limits(sshd:session): could not sent
limit for ‘nofile’

HEE SSH ERIRiE pam_unix(sshdsession) session closed for
user
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24(EM SSH B Linux STHIEW, FHEEIREEEN, ShSREEE, FLRUTEINRERES, RESTEHSESEHTRR
HiE= SSH &Rk User root not allowed because not listed in AllowUsers
s

£ SSH &3 Linux XHlfd, TEEEER. EFiRIRSIK secure BERHMEMNTER:
» Permission denied, please try again.

» User test from 192.X.X.1 not allowed because not listed in AllowUsers.
» User test from 192.X.X.1 not allowed because listed in DenyUsers.
» User root from 192.X.X.1 not allowed because a group is listed in DenyGroups.

» User test from 192.X.X.1 not allowed because none of user's groups are listed in AllowGroups.

BIREIRE

ZiREE2HT SSH RSEATHFERIEFSHY, NERAF#TTIRE . SHRBWNT:
o AllowUsers: RFERIAFEEE, REZSHFENAFRTNUER.

o DenyUsers: IEEERIARERE, ZSHInENRAPESRIERER.
o AllowGroups: AFERMAFEARZE, REZSHIRENARPETUER.
» DenyGroups: EESRIAFEESE, ZSHIRENARBERERER,

© B8:
B4 RIS RS T AIFRES
RREE

1. 20 4hESE , A SSH REXH sshd_config NERE.
2. WARERIZRISE, HER SSH IRSEIT.

SESER

1. {#EA VNC Z3= Linux £l .
2. WiTLAT®<, (A8 VIM FRiE85H#AN sshd_config EEXH.

/etc/ssh/sshd_config

3. RiIBAREEREN, KAFNIRUTERE, SESTITEEN « #TER.

AllowUsers root test
DenyUsers test
DenyGroups tes

AllowGroups root

4. 1% Esc iBHHmEER, A :wq REFEEN.
5. MMEFMERINRERSK, MITUATHS, ERF SSH RS,
O CentOS

systemctl restart sshd.service

O Ubuntu

sshd restart

E73 SSH IRSS/E, BVAIERI SSH B2, #EiBSN (/A SSH 2 Linux 6l .
Hi# SSH B3R Disconnected:No supported authentication methods available
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EUE S
{EF SSH &RAY, HIMUNTIRIERER:

Permission denied (publickey,gssapi-keyex,gssapi-with-mic).

sshd[10826]: Connection closed by XXX.XXX.XXX.XXX.

Disconnected:No supported authentication methods available.

AJRERE
SSH BES3{82TY PasswordAuthentication ¥, ZERETERBIGIIESR,
RREE

1. 80 IESE, A SSH &M sshd_config o
2. {8 pPasswordAuthentication 2%, HER SSH IRSEZEIA,
3. PR EFIBREETE /etc/ssh/sshd_config.d/50-cloud-init.conf 3, WMNRFENMNIE, BINERIEEZNEGEEEFE

PasswordAuthentication ECEIR.

WS

1. A VNC &= Linux 36l .
2. FTLATS, A VIM FRIERHEN sshd_config EEMMH.

/etc/ssh/sshd_config

3. 1 i BARIEER, 48§ passwordauthentication no {EMJ PasswordAuthentication yes o
4. 1% Esc iBHifwiEtE, FHaAN :wq R1FEH.
5. MRSEFRMERMMRMERS, MITUATHS, ER SSH RS,

O CentOS

systemctl restart sshd.service

O Ubuntu

sshd restart

E/5 SSH IR$3/E, BIEIfEM SSH &R, #EF2R £/ SSH &3 Linux =6l .

HiE& SSH BRI ssh_exchange_identification: read: Connection reset by peer
R

M SSH &3, HMUNTIRERER:
+ “ssh_exchange_identification: read: Connection reset by peer”

» “ssh_exchange_identification: Connection closed by remote host”
+ “kex_exchange_identification: read: Connection reset by peer”

+ “kex_exchange_identification: Connection closed by remote host”
AIgEREA

SHEHEMiZERNFNRERERS , EREESATM:

o AtthifialEHIBRE T iERE

o RN SRR ER T XIS, F%0 Fail2ban & denyhost %,
o sshd BRBINRAEREIR .

o AMIPIEFEIDE,

RREEE

IRIFRE: BR=ItE (It ) BRSEATF 5562 #1159,
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SN GEEE, NHIDSEEE . BXIERN. sshd BRERMSFESEEIRBRIDE.
SESR
HERRENRER R

Linux FAJLA@IE /etc/hosts.allow Fl /etc/hosts.deny MIHEBEIHTREE, BESBIRIRIASIFFIPELLERSREE. FI80, TLAE hosts.allow
MERIGEFEEENMN, £ hosts.deny XEPIELFEEMEN . LA hosts.deny 7, PHILRIEEEINT:

in.sshd:ALL
in.sshd:218.64.87.0/255.255.255.128

ALL:ALL

{EE VNC ZZ Linux 320l |5, iB8&E /etc/hosts.deny MR /etc/hosts.allow X%, HiREEEERGIZEUTLHESR:
- BREFIR, SEHEN, BHEIRTER.

o RECEHEELIR, BHITTF—F.

© A
BEARMEILIDRE, WEAXEIRZ, BRTFFREIERE.
122 iptables R5:XiE N
1E iptables BFXEMNZE#EN, SISERRELNENEIE, FlI0 Fail2ban & denyhost &, BT THS, EEMHAEEEMELLE SSH &%,

iptables -L —--line-number

RiE LEaSMbER, MREXMM ssh & ip kEFixO# DROP & REJECT M, M2EREWELE; WMRiRE, WRKRHWHELE.
o & SSH EEHMALL, HEEMNREERRFHXRBETIRE.
o & SSH &EEARWIALE, BHITT—E,

R NR%E sshd RE
1. 1ITLATF&S, ER VIM FRiESHAN sshd_config EEMNH.

/etc/ssh/sshd_config

2. 88 MaxStartups EEEEEE, sshd_config EEXMHHEIE MaxStartups RBAFHREES, NPEHEEEIRSIESE, WEENFPE
ZiE,
3. ERAR, WESEUTSREN:
3.1 i HAREBEL, (EiM5kEIR Esc BHREER, HEA (wq REFEN,
© ¥Aa:
MaxStartups 10:30:1004AEE, EE SSH HPHERESHISIENHREENRAHE. 10:30:100FRTNE10MEEFR,
30%AIESIELFANERE, BRIEREHIAZEM00,

3.2 ifTlATa<, ER sshd RS,

sshd restart

4. EXFRE, BHITT—F.

M REFR

1. EREERT AN IP #TER.
O 2, BihgA AN IP BEERE#ITER.
o &, BHITF—E,

2. (EREMREFENSERERIER .

IRIFRE: BR=ItE (It ) BRSEATF 5563 H159T]
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O &, FERELHIFER VNC BREL6,
0 &, FREVXERERMEFZTE,
EZEMWEDRAER SSH BRI, WIRRHATRANZERSEHEMEETFEESE, BB F4375 BRERIIE—SLHERE,

Hi& SSH E5E# Permission denied, please try again

bAE 3

root FAFfER SSH &= Linux EfiIrd, HIUREIES “Permission denied, please try again”
AIRERE

RHBAT SELinux BRSS, @2 SSH IRSB{EMT PermitRootLogin EEE.

RRE RS

S 4IEPTR, 188 SELinux fR53K SSH EEEX M sshd_config HIBY PermitRootLogin S#f, #&LiARRIFEEFAERTR,
QESE

RERXHA SELinux RS

1. A VNC &2 Linux %6,

2. JUTLATSH$, BELET SELinux IRSKRES.

/usr/sbin/sestatus -v

EiREIZ#A enabled BIMCFHBIRE, disabled BIMFRERES. NITFFAZR, WAFBKE:

SELinux status: enabled

3. IEAEAELIRER, EidEkXk A% SELinux RS .
O I3 SELinux BRSS
WITUTHS, IGAIXE SELinux. {EMSERTER, TRERRFHLH.

setenforce

O &A%i# SELinux BRS3
WIFEA TS, Xid SELinux RS,

-i 's/SELINUX=enforcing/SE UX sabled/' /etc/selinux/config

o FEE:
ZmSUERTF SELinux BRSS9 enforcing K30
o WITHSERERRALLH, HIEKEN.

RERIRE sshd BB

1. {EA VNC &= Linux =fl .
2. WiTLAT&S, (A VIM &RiE88#AN sshd_config EEXH.

/etc/ssh/sshd_config

3. BRI HANRIEELR, 4§ pPermitRootLogin no {BMA PermitRootLogin yes o

© i588:
o & sshd_config HFREEIZSH, WEKIARIF root BRER.

IRIFRE: BR=ItE (It ) BRSEATF 5564 H159]
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o ZSEIRFIE root AAF{ERA SSH &R, 7% root AFEIHMBXERELA.

4. #% Esc IBH#RIERD, FHEA :wq REFEN.
5. #iTLATa<, EF SSH RS-

sshd restart

&[S SSH IRSS/E, BIIfER SSH BR, #5iES R (EH SSH B3 Linux 361,
Hi& SSH BRARHE Too many authentication failures for root
EE
£/ SSH ZRAit, ERIFSRBAZBEREIRIEESE “Too many authentication failures for root” , FHEIEREHER,
AIRERE
ESRELMNERERE, AT SSH RSEHPEERE.
RS

1. 20 WhIESE ; N\ SSH BtEx sshd_config o
2. 1EFEY SSH IRSBEMEERME MaxauthTries SHECE, HER SSH RSEIA,

KBS

1. B VNC &2 Linux 36l .
2. WiTLAT®S, (A VIM FRiE8SHH#AN sshd_config EEXH.

/etc/ssh/sshd_config

3. EEEAESEMMTERE.

MaxAuthTries 5

© iAB:
o ZSHEOAKRBH, BFRFIBFRSRER SSH 2207, sEBEEBNEREBRIRE ., BEREMXBNESEF SSH &k, HETEXER
ER. BHEXKSASEHE, PUEHHER SSH &R,
o BRESEITERRERESRIENESES, NHEM, BIWESEP sshd_config EEMH.

4. B i ENRIEEN, EMLATERE, RETEEM + #HITER,

MaxAuthTries <fSIFHIABIRZBANRE

5. i% Esc BHFIER, WA :wq RIFEH.
6. tWiTLAIT#<, ER SSH MRS,

sshd restart

&3 SSH IRS/E, BIATER SSH B, #I5E8R [/ SSH B2 Linux 6.
Hi& SSH BahAdRE error while loading shared libraries

HREE

Linux BB SSH IRSS, 7 secure BEXHH, SHEEEESINTEIRER:
« “error while loading shared libraries: libcrypto.so.10: cannot open shared object file: No such file or directory”

IRIFRE: BR=ItE (It ) BRSEATF $565 H159]
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+ “PAM unable to dlopen(/usr/lib64/security/pam_tally.so): /usr/lib64/security/pam_tally.so: cannot open shared object file: No
such file or directory”

TJRERE
SSH BRSESIEFHRIIIEX RAEX HELFIVRRESRE .
RREE
20 HEEE MERRENMGHHTIES.
RS

© i5B8:

AL liberypto.so.10 EEXXERE RG], BEENERENGIETGEEN, BESERERETIRE.

RENEESIHHER

1. 8 VNC && Linux %6,
2. T THS, &E libcrypto.so.10 EXMHER.

11 /usr/lib64/libcrypto.so.10

IBEEEGINTSE, ¥ /usr/lib64/libcrypto.so.10 &2 liberypto.so.1.0.2k PFEEM{FRYIRGEE,

1rWXrwXIrwx root root ) Jan 1 0 /usr/1lib64/libcrypto.so.10 -> libcrypto.so.1.0.2k

3. PTLATaES, BF libcrypto.so.1.0.2k EMHER.

11 /usr/lib64/libcrypto.so.1.0.2k

REZECUINTER:

—rwxr-xr-x 1 root root 2520768 2020 /usr/lib64/libcrypto.so.1.0.2k

4. ICRIEREXHEE. (IR, BAFER, FEIUTHNHTLE:
O BHRREBRENH
O SMERSZI i
O BEREBEIRRE

ER R B

1. FLAT®SS, B liberypto.so.1.0.2k ¥,

/ —name libcrypto.so.1.0.2k

2. RBERELSER, fTUTHRS, BEXHENEEEER.

<RI IREVIEESHEITERIE > /usr/1ib64/1liberypto.so.1.0.2k

3. RIRPUTLAT &S, IESERUR. FREERES.

/usr/1ib64/libcrypto.so.1.0.2k

root:root /usr/lib64/libcrypto.so.1.0.2k

IRIFRE: BR=ItE (It ) BRSEATF £566 1597
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4. TS, SRS

-s /usr/lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5. #iTLATa<, Bah SSH RS,

sshd start

SMEBSZHF LIS
1. i@ FTP SIS HMEERS SR LAY libcrypto.so.1.0.2k HIENMEEHEZBIRRSHEN \tnp BR®

© RAR:
AN EEZBRRSSEM \cnp BRAGI, BUESERERETIER,

2. TATHS, BEXHEREERER.

/tmp/libcrypto.so.1.0.2k /usr/1lib64/libcrypto.so.1.0.2k

3. RIRHITLATaR <, ISR FREEREH.

5 /usr/lib64/libcrypto.so.1.0.2k

root:root /usr/libé64/libcrypto.so.1.0.2k

4. TLAT RS, BIERIREHE .,

-s /usr/lib64/libcrypto.so.1.0.2k /usr/lib64/libcrypto.so.10

5. 1iTLATa<, Bah SSH RS

sshd start

B R ERESE
B EREFRGRNOFERBHTEXHRE , #EESR NREEELIE .

A EE:
o REBEZRSSHIRBZENEIBEEE, HEEIRE.
o EURREERBMMIEELTHIRFZE—SREIR, BE SSH IRBIEEET. AEEGBNEEESIEIT SSH RS, WiRRZIEASHNERSEZEN

EEO

Hi& SSH BRSBEbAIESE fatal: Cannot bind any address

b )3
Linux E6IER) SSH IRSSEY, BRIEEHAE secure BEXHHRHIEMINTHEIRER:

FATILED.
fatal: Cannot

1 any address.

address family must be specified before ListenAddress.

BIREIRE

IRIFRE: BR=ItE (It ) BRSEATF 5567 H159]
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=hRSSER

O BHS

SSH R$HY AddressFamily SHEEAFRZH. AddressFamily SERAFIBEETIMERMNIMNYGE, E2HNEET IPv6, MARKRFREZHA IPv6 5 IPve
BEELH, WagEhmiZiaE.,

R

1. 20 WhBESE , A\ SSH BB sshd_config eERE,
2. {88 nddressFamily &%, H=ERF SSH RSEIA,

ESER
1. {#EA VNC &= Linux £l .
2. WiTLAT®S, (B VIM FRiE85H#AN sshd_config EEXH.

/etc/ssh/sshd_config

3. EEREES LM TERE.

AddressFamily ineté6

ERSERBNT:
O inet: {E[ IPv4 thilts, ABKIME.
O inet6: fEH IPV6 il
O any: BERSERA IPv4 1 IPv6 thidf%.
4. R IENRIEEN, EXAUTRE, HETEIEM + #ITER,

AddressFamily inet

JAY=3 &
AddressFamily ZS¥FEE ListenAddress HBificBAATEH,

5. i% Esc BHHIER, HEIA wq RFIER
6. thiTLAIT#<, EF SSH MRS,

service sshd restart

&3 SSH IRSS/E, BVEIEM SSH B, #1580 £/ SSH B2 Linux 5261 .
HiE& SSH BRSSRahAYRE Bad configuration options
SR
Linux SEGIRSEN SSH BRSSE, ESREIE secure A RHIIEMITERER:

/etc/ssh/sshd_config: line 2: Bad configuration options:\\

/etc/ssh/sshd_config: terminating, 1 bad configuration options

eERE
REXHFEXHRESERERSRREE.
fRRBE

SELELERMEALUTRER, 88 sshd _config BRENH.
o XMIRIEIREREMEE Y

o SMNERSZI LIE

o E#ZI SSH RS

o BEREBEIRIKE

IRIFRE: BR=ItE (It ) BRSEATF 5568 H159]
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LB

T REEIRAE B S A R S

EIEREE RIS L TIEIRERE, WaEd VIM RIEEEEIEM /etc/ssh/sshd_config BENH. ETSEHMSLHIRERERE X H#TIES,
SMEBSCHE L e

1. B3 FTP SFISEHMERERSSSE LR /etc/ssh/sshd_config BIEXHLEZEERRSSEN \tnp BR.

© RAR:
AN EEZBRRS M \cnp BRAGI, BUESERERBTIES,

2. TATHS, BEXHERZEERER.

/tmp/sshd_config /etc/ssh/sshd_config

3. RIRHITLATaR<, IEXHHUR . FREEREH.

/etc/ssh/sshd_config

root:root /etc/ssh/sshd_config

4. iTLATA<, Bl SSH RS

sshd start

EM%4E SSH B3

1. {#EA VNC Z3= Linux Efil .
2. WiTLAT&<, 3 SSH RS,

—e openssh-server

3. 1iTLATa<, %% SSH RS,
yum openssh-server

4. 1i7LATFa<, Bah SSH RS
sshd start

B R ERESE
TBYEREFIRGRIOFERBETELHRE , #EESR NREEDENIE

o ER:
o REERESHREBLZENHIBEESR, HERIZRME,
o BURREENEMNERTMNIRFZ—SREIR, BE SSH IRSERIZT. AaERBREEERZT SSH RS, NiRBZHERNRAEETHN
E%O
HiZ SSH [5A UseDNS S SSH BRmEiREMERETR
iR
Linux SEGIE@EESMRIfER SSH ERaHTHIRERET, EERIE, EEIRRE, BRRIBENEEBARIE,

IRIFRE: BR=ItE (It ) BRSEATF £569 H159]
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AIRERE

AJEERAT SSH BRSSEAT UseDNS 45, UseDNS 45142 SSH IRSHIRSIEEIHE, BOARTAR . ARRE, RIBREFTRIEZFE IP #1T DNS PTR
REES, SHEFRENS. BRIEEINEFIRENSHIT DNS IEM A iCRER, REHXEEIR IP 5FE IP 25—, RALBLEE PR
BEBRT, BFIRERNHRMDE IP, REHENN PTRICR. ZIFHHRE, FNEEATERIY, RMBFHEXEHREEMTRFEER, RESHER
InEREERIE,

RRE

1. 8 HIELE, #A SSH &M sshd_config o
2. B HEek SSH BR33HY UseDNS &, HER SSH IRSAIA .

WIS

1. {ER VNC &2 Linux =%l .
2. WiTLAT&S, (A VIM &RiE8§#AN sshd_config EEXH.

/etc/ssh/sshd_config

3. EERAEANTES:

4. i HNRIEER, MREERETEIEM + HITER.
5. #iTLATa<, EEF SSH RS-

service sshd restart

&3 SSH IR/, BIATRER SSH B, IS8R [/ SSH B2 Linux 6.
HiE SSH 3B No supported key exchange algorithms
R

{#F SSH &3 Linux IR, TEEEER. ERRFRSIHE secure BEPRAIGEHMEMNTHEIRESR
» Read from socket failed: Connection reset by peer.

» Connection closed by 192.X.X.1.

» sshd error: could not load host key.

«» fatal: No supported key exchange algorithms [preauth].

» DSA host key for 192.X.X.1 has changed and you have requested strict checking.
» Host key verification failed.

» ssh_exchange_identification: read: Connection reset by peer.
AIgERE

BEEHETF SSH RSEXMNZANGHNRE, SH sshd FRHELZINFZIERR SSH FHNEH. ERRERENT:
o EXZIAXHERE. G0, ERF. BIREENS.

o BXEENHURRES S, TAEMZN.
MRRBE

SEQEBSERMHOLTRER, #HTREREREN.
o B RIEBSHHNIR
o MBERIESHERIE

pleztg
RE RSN
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SSH RBEXMBXEAHFRIURETIRE . FIaN, FAAXERGAMIRA600, MREEH777EFEMUR, SHEMAFEESIEMHENIIR. W SSH IR
DNHZEEFERENE, SHEFIRERAY. RERESLSRNT:
1. {EA VNC &% Linux 36l

2. RXPUTLAT SRS, IREBXICHAIROAMUR o

d /etc/ssh/

3. AT 11 @S, EEXHUR. BEINTESR, REXHURER.

root root 1258 N 3 2013 moduli
—rw-r—--r-—-. 1 root root 2047 Nov 23 2013 ssh_config
root 3639 May 16 11:43 sshd_config
root 668 May ’3:31 ssh_host_dsa_key
—Irw—r——r—— root root 5 JUERY 0 3:31 ssh_host_dsa_key.pub
1 root root 963 May 20 23:31 ssh_host_key
-rw-r—--r—— 1 root root ¢ May 20 23:31 ssh_host_key.pub
root 1675 May :31 ssh_host_rsa_key

—rwW—r——r—— root root 382 May 0 3:31 ssh_host_rsa_key.pub

BERENIHREEE
1. SSH RBERMPSEMERERNBANMG . MIRNITUTHS, WIMFE ssh_host_* X

root 125811 3 2013 moduli

root 0 3 2013 ssh_config

root 3639 y 16 11:43 sshd_config

root 672 J8 ssh_host_dsa_key

root 590 0 3:08 ssh_host_dsa_key.pub

root 63 33 ssh_host_key

root 62 y 20 23: ssh_host_key.pub
ssh_host_rsa_key

=== == 38 0 33 ssh_host_rsa_key.pub

2. tiTIATRS, MIBRBXRSIH .

-rf ssh_host_*

Ubuntu % Debain SR{ERS, BHTIATHS, MBRMBEXIH

sudo rm -r /etc/ssh/ssh*key

3. T 11 &<, WIAXHEERIMN. BRESRINTAR, WikiBERIM.

IRIFRE: BR=ItE (It ) BRSEATF 71 #1593,


https://cloud.tencent.com/document/product/213/35701

O BHE

total

root root 125811 3 2013 moduli

root root 0 3 2013 ssh_config

6 11:43 sshd_config

4. T TS, ERE SSH RS, BmhEREXRH.

sshd restart

Ubuntu % Debain S&ERS%, 5T THS, EF SSH RS,

sudo dpkg-reconfigure openssh-server

5. 04T 11 &%, WARBMINER ssh_host_* X, REIZERNT, MiRBEKINERK .

total 156
root 125811 N 23 moduli
2047 No ssh_config
3639 J :43 sshd_config

668 May 233 ssh_host_dsa_key

590 May 38 ssh_host_dsa_key.

963 Ma ) g ssh_host_key
627 ¢ 33 ssh_host_key.pub
1671 4 238 ssh_host_rsa_key

—IrWw-—r——r—— o 382 4 38 ssh_host_rsa_key

&M SSH SR, #I5BESMW (R SSH EF Linux 36l o
Hi& SSH IRSSEaIRIESE must be owned by root and not group or word-writable
SR
Linux SEfIEzEN SSH IRS3AY, i&[E] must be owned by root and not group or word-writable $&iR(52..
RIRERE
BEEHTF SSH IRSHEXNR, HEERE. EFLLMUER, SSH RSWEXBERHIHIRREREBESHE—EEK,
RRIE R

SENBELSBRIRHIIGETR, REHEMEIRES.
o HERIES Ivar/lempty/sshd BRECE
o MBERIEE /etc/securetty HEE

WS
© RAR:
ALEELL CentOS 7.6 HERARENH, BEESTRISERBTIRE.

RERES varlempty/sshd BREE

1. f#M VNC &2 Linux =Zfl .
2. WiFUUTF#S, BF /var/empty/sshd BFEHIREE.

11 -d /var/empty/sshd/

TASARAMUREE .
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2 root root 4096 Aug 9 2019 /var/empty/sshd/

3. WSEREEISRSEMUREE, EFER, WEKRITUTHS, RERAEE.

© ig:
/var/empty/sshd BEIFREAIABT11, BIAB root BLHEY root AR,

-R root:root /var/empty/sshd

chmod -R 711 /var/empty/sshd

4. T TS, =R SSH RS,

systemctl restart sshd.service

HRERIESE /etc/securetty X EE

1. TN TGRS, BE /ctc/securetty MXHHIRECE.

11 /etc/securetty

ITASHRAUREE .

1 root root 255 Aug 5 2020 /etc/securetty

2. WIEEPREEERSEIMURERSE, HEFER, WERXNITIUATHS, RERINGCE.

© ieg:
/etc/securetty X{$URERIAF600, ERAA root ELERY root AR,

root:root /etc/securetty

chmod 600 /etc/securetty

3. #TLATa<, ERF SSH RS,

systemctl restart sshd.service

f5F8 SSH BRLHI, HIFESM A SSH B Linux 5261
Hi& SSH SRMHEHE Host key verification failed

b )3
f5F SSH &3 Linux IR, BEERER, BHMUTREER:

[ddddadaddddddaddddddddadyadddadddaddddddadadadddadddadeaddaddda

@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
dedddddddeeddddddddeeddddddddeeddedddddddeeedededdddddeeedeededdddd

IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!

Someone could be eavesdropping on you right now (man—-in-the-middle attack)!

It is also possible that the RSA key has just been changed.

The fingerprint for the RSA key sent by the remote is
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ae:6e:68:4c:97:26:91:81:11:38:8d:64:££:92:13:50.

Please contact your system administrator.

Add correct key in /root/.ssh/known_hosts to get rid of this message.

Offending key in /root/.ssh/known_hosts:70

RSA key for x.x.x.x has changed and you have requested strict checking.

Host key verification failed.

=hRSSER

EHEPIRA Windows #ERR, NiEHE SSH EFIREEEMHIITREER:

x.x.x.x (#®A: xx) BENZASAENZRRIEEPRENT—H. ENBHCEIREANLELEITIER, EXEEE, EREHL

&,

AIREIRE

Linux SLHIERRGRFE, WHEEFEEE SSH 2PTE, EREFIRRFHABENSRSHRT—H, S5 SSHIMERMIELER.

RREEE

M REPIGEMMERIRMERS, SELRBELBPIZHNSBHRHITIRE,
« Windows ERi%

o Linux ERi%
RS
Windows &PFi%

© B8:
AN SSH EPFiRLA PUTTY A6, BEESERERETIRIE,

1. BEI PuTTY,
2. EERTE, EEFESIEFRE Delete #1THiiR. WMTERFR:

&2 PUTTY Configuration ? X
Cateqory:
=3 S!assion | Basic options for your PuTTY session |
P I..ogging Specify the destination you want to connect to
& Temina Host N IP add Port
. Keyboard ost Name (or IP address) Po
- Bel |2 |
- Features Connection type:
=)+ Window (O Raw (O Telnet (O Rlogin (®5SH () Sedal
g\zﬁea_rance Load, save or delete a stored session
- Behaviour
... Translation Saved Sessions
[+- Selection | |
- Colours -
Default Settings
- Connection EE—
.. Data =
- Proxy
FHogin
[#-S5H
 Sefial Close window on exit:
O Aways (O Never (@) Only on clean exit
About Help QOpen Cancel

3. 20 (EAEEEZRNMES Linux X, EfHfERAPSREBEREE, WIMRFERHAPBENS, BERNER.

Linux EFiE

© iRAR:

A Linux EFIEERSLL CentOS 6.5 76, FREIRFE(ERFATRFERR, iF

1. {#EA VNC &= Linux £l .

IRIFRE: BR=ItE (It ) BRSEATF

ALREIREE.
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2. TN TS, HAITMWSH known_hosts X,

~/.ssh/known_hosts

3. I ENREE, WER Linux 26 IP XMRMEIRE. HINTER:

14 0xxxX.xXX

skowcenw96a/pxka32sa. ...

dsaprgpck2wa22mvi332ueddw. . .

4. ¥ Esc i\ :wq IRFESFHEL
5. 80 {#F SSH &% Linux 5 , EHERE Linux 526, HMREHRIIQBIERE, BERINER.

Hi& SSH B3Rk pam_listfile(sshd:auth): Refused user root for service sshd

b

{5/ SSH &3 Linux XEfIRT, BMEMAEREZR, BPLEERE6, ZUBREN, Bidistask SSH mHERANEEREAY, SXEP—FaER
M. secure HEEMERINTERER:
» sshd[1199]: pam_listfile(sshd:auth): Refused user root for service sshd

» sshd[1199]: Failed password for root from 192.X.X.1 port 22 ssh2
» sshd[1204]: Connection closed by 192.X.X.2

JeERE
pam &R ( pam_listfile.so ) #EXiFAIEHIRESHBARPEREK
pam ERE

pam ( Pluggable Authentication Modules ) 2 Sun 2HI—FHAIENG . BT RE—LaBIHEEN—ER R AP|, SRFRHEAIRSIIZIRSH
INEBFRD . BERASERAARERIERRETRANRSEEFRMAESR, MERTEIRSES, R ETFRRARRINFTAGAEFER.
BANBAT pam ERMMNABER, & /etc/pam.d BRPHBENNMIEZREX . HM, login FLHEENMHR /etc/pam.d/login , AILATEHERED
BEXHhREERIIER. XFTELZ pam_listfile (52, iB&id linux—pam.org E/A3# .

RRE
2 ISR WEHEE pam IR,
RESER

© i5B8:
AAEEELL CentOS 6.5 IMERF A, FEIRMERFARAE—EXS, BEALIRERBITIRIE,

1. fER VNC &2 Linux %6l .
2. A cat @<, EEXMN pam BEMHE. HIBINT:

X% Thagisen

Jetc/pam.d/login EHE (SEgE) WNEEXH
letc/pam.d/sshd SSH ERMMEEXH
letc/pam.d/system—-auth AR FERENH

3. EERAFEEMINTERE.

auth required pam_listfile.so item=user sense=allow file=/etc/ssh/whitelist onerr=fail

WAREN T :
O item: ZEIFIDEHIITRIERY, ANEED tty. user. rhost. ruser. group # shell,

IRIFRE: BR=ItE (It ) BRSEATF 5575 H159]
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O BHE

O sense: EREXHHRHIFTEFHIRBREFISR . TiEER allow F1 deny. allow XFB&ESH, deny KFREZEFR.,
o file: BFIEEREXHHLIEREMR,
O onerr: EXHIEIRIIREIREE, Fi0, TiXTHEEXXHFEIR.

4. R VIM fRiEsE, MFRRIEERE, SETEIgm + #TER.

© ig:
HEXREEET—EERRESRSENELE, BRESXIFERETER, ENEKERITEW .

5. () SSH HRLGI, #IHBESN [ SSH 22 Linux L6l .
Hi& SSH SRR requirement "uid >=1000" not met by user "root"

EIE

{5/ SSH &3 Linux XZfiRt, MAERNBREREBHELEIEREI . ZORLNE, BdiEHEask SSH mMERAR TS REY, sXEP—ia
BRI, secure BEHMEMMTIBIREE:

root" .

pam_succeed_if (sshd:auth): requirement "uid >= 1000" not met by user

JRERE

pam EIRIVEEISEERILT UID IF100009BFi#TES
mRG R

B LIS RBEIHEE pam Bk,

SESHR

© iBA:
AAIELEELL CentOS 6.5 IMERF I, FEIRERFIRFAE—EXS, BESELRBEREITIRIE,

1. {EA VNC &= Linux =fl .
2. A cat @<, EEXMN pam BEMHE. HIBIT:

X% Thagisen

Jetc/pam.d/login EHE (SBe ) WS
letc/pam.d/sshd SSH &R MECE 4
letc/pam.d/system—-auth AR RERENXHN

3. EEREFEEMINTERE.

auth required pam_succeed_if.so uid >= 1

4. ER VIM fRiE%, (222, MFRRISEERETEIEN + HITER. BEATIFBERHITER, BEREHTED .

required pam_succeed_if.so uid

5. A3 SSH BRI, #IBESR M SSH B2 Linux 6l .
Hi& SSH SRAHEE Maximum amount of failed attempts was reached
iR

IRIFRE: BR=ItE (It ) BRSEATF 5576 H159]
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O BHE

{85 SSH &2 Linux XA, HM “Maximum amount of failed attempts was reached” RiEES.
JRERE
EEZ BN EIREE, MERS pam INEEREISIRG, SEEPHEHE.
© 8:
B pam KLIMEEXER, B2EBEMXEE pam_tally2 - login counter (tallying) module o
BRER

SEQMBLSBIRHAIBIN, SELIREREITIRE:
o root FAPFKRIEHIE
o root FP#iE

LR

© iA8:
AXAIEZLELL CentOS 7.6 & CentOS 6.5 IMERZ NG, FRIBMERFIRFE—ERXT, BESEIRERHTIRIE,

root FARKBEIE

1. {EF root BFERXH, #HESR EH VNC ZF Linux =261,
2. WiTATHS, EFRRLR pam BREXH.

/etc/pam.d/system—auth

3. FLAT SRS, BEEFMERIINAI pam BEEXH .

/etc/pam.d/login

4. YuTLATa<S, EE SSH IRSXIRAY pam EEEX 4.

/etc/pam.d/sshd

5. (M VIM figesmiEI EXXHEX NS, B, MY RRESHETEIZM + ERERE. ANXLLERRERG, EHRRE, HEXEENTHRR:

#auth required pam_tally2.so deny=3 unlock_time=5

#auth required pam_tally.so onerr=fail no_magic_root

#auth requeired pam_tally2.so deny=5 lock_time=30 unlock_time=10 even_deny_root root_unlock_time=10

ARG :
O LEAMER pam_tally2 {8EIR, WMIRAFSHFUAILMER pan tally RiR. FREE pam iRE, REFGEEMTR, RISMERGXESREXRRE
FA#m

O pam_tally?2 5 pam_tally (EHREFTTLARFRFEIERBES . MEMNXZREIENT BahfFHiATEAINEE .
O even_deny_root I5IR#l root AP,
O deny RIREEERFH root AFESHIRERIRARE ., BERARE, WHEZAF.
O unlock_time EIREEBAPHER, EEMRERBRFEN, BRI,
O root_unlock_time ¥BIRE root AFHIER, IEEMBEME, BT,
6. {#MH SSH &R, #EESW (EH SSH &3 Linux =,

root FIF#SIE

1. ERRAFPEXSREIM, #IHESR 8 Linux ZRSH[HNEAFER o
2. FRAPERT, KXHTUTHES, FafESroot AR,

IRIFRE: BR=ItE (It ) BRSEATF 77 H159]
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O BHE

pam_tally2 -u root

authconfig --disableldap —--update

3. EREH.
4. 20 root AFKEHE $B, XN pam BEEXHHTER. EEEHET,
5. M SSH &Rk, #EE2R EH SSH Z5 Linux 26l .

HiE& SSH ERAHEHE login: Module is unknown

FIE g3
f#A SSH &R Linux XfIRd, TiZERMIN, H secure BEPHMEMINTIREER:

login: Module is unknown.

login: PAM unable to dlopen(/lib/security/pam_limits.so): /lib/security/pam_limits.so: cannot shared

object file: No such or directory.

BIREIRE

BYBRAT pam EREIKAIER, & /etc/pan.d BRPEHBEMRMAIRZEENM. HIM, login SLRIEENHR /etc/pam.d/login , BILATEIRRED
BEXMHHE BRI . MTRAT:

X1 Th&EiER

Jetc/pam.d/login EHE (SBels ) WEEX S
letc/pam.d/sshd SSH ERWMEEX ¥
letc/pam.d/system—-auth ARr2REREXH

TIREEERN, FEEAT pam HRAREFNSEREY, SHES THNERNERARTEELEY,
PR RS
20 ESE, BREHESEENH.
WS
© RAR:

AXEEEE /etc/pam.d/sshd Fl /etc/pam.d/system-auth X, B /etc/pam.d/login HIREIRA, HiEE E421F BREKIISKE
Ao

1. {8 VNC E2 Linux =%l .
2. T TSRS, EF pam EEN .

(MR pam ECEXHRIEIIER)

EEREXMHERESLXMUNTRERR, “EEERRIRXMIEREN /lib/security/pam limits.so o

session required pam_limits.so

3. BT T®HE, HIA /lib/security/pam_limits.so IREREHEIR.

11 /lib/security/pam_limits.so

IRIFRE: BR=ItE (It ) BRSEATF 8578 H159]
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O BHE

O &, WEA VIM fHiEsE5HmIE pam BEXH, (88 pan_linits.so {RIRIEE. 64UFRRAI Linux LRI, EMIBRERIZN /1ib64/security
o (ENREEE RS RN TFFTR:

session required /1ib64/security/pam_limits.so

O &/, WisEE FL57F IRBE
4. {EF SSH &R, ¥EESN (R SSH E3 Linux %61,

HiER RS SSH IRBETRERE fatal: mm_request_send: write: Broken pipe

b LS

fES5|% SSH RBIZITRE, EHIRR “fatal: mm_request_send: write: Broken pipe” REER.
AIgERE

AIEERMT udev—fall FFEFFIMT SSH RSBMIEREET.

fRRE R

SELESERRHMER, SEXIFERLGIERSEE,
o IERSbIETS I
o AIFERMETIE

SESER
IGRSSLIE S %

AL udev-fall FEERB, ERBESATESE, IEHIRE SSH IRSHIEEET.
1. {EA VNC &= Linux 3fl .
2. FTLATFRS, BE udev-fall FEHEER, FHiCHZHE ID.

aux udev-fall

3. BT TS, RIBIKENY udev—fall IBHHIE ID, £ udev-fall mSHIE.

-9 [fmSiHE D)

4. 115l TE<, BB udev—fall mEEFNBMETIRE

udev-fall off

5. WiTlATa<, MRERE udev—fall FEEFEXIESHEMEE.

6. tiTLAIT#<, ER SSH RS-

systemctl restart sshd.service

IR EYS

BT EZPRFSHETENEERENRAMSEMERN, HISETHEMHBSNM. ATRSHBOKBIREET, BNEIERIFRRRHBRIZNG, K
BIRSHRKEINERIRS. #HESR NREEIZEEE

o EE:
o REBERESHIRIBARGISIESEE, HEEIEE,

IRIFRE: BR=ItE (It ) BRSEATF 5579 H159]
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O BHE

o BIURRECIRIANETMIEFE—SAER, HE SSH RSERES. BERRNBLAELRET SSH RS, WHBZHASNRATEEN
LN

Hi& SSH IRSSEaIRHERSE main process exited, code=exited

FLIE 23

£ Linux iR, {#HM service 5% systemctl &8< /B SSH RSB, SLTREREIRIEER, (BIRSBIKBEIEREIET. secure BERRIME I TEIRE
ISH

sshd.service: main process exited, code=exited, status=203/EXEC.

init: main process (1843) terminated with status 255

RIRERE
BER PATH FIEEERERE, 5 SSH RHSRXUHRIBRESH.
RRR
2 SHESE, KEHES PATH HEEE, HERZE SSH REE.
SESE

© ika:

FNLELELL CentOS 6.5 RIERFHH), FERERAIRFE—EXR, BESZFERH#ITIRE,

1. {#MA VNC &2 Linux =%l .
2. T TSRS, REREEERE.

echo $PATH

3. MELERRRE PATH FIREESEIME. PATH IMEZERIME:

/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin

EXPRREE PATH FREEES5RAMETER, WERTUTHS, EE PATH FIREE.

export PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin:/root/bin

4. TS, EHRFIRIA sshd EBFIEE.

/ —-name sshd

O BELRMT, Wik sshd BEXHEFHE.

/usr/sbin/sshd

O BMMXEFFE, WiSEHRE SSH RS,
5. #TLATa®H<, EF SSH RS-

service sshd restart

{5/ SSH HRLHI, HEESM @ SSH B3 Linux 6l .
Hi& SSH BRATRE pam_limits(sshd:session): could not sent limit for ‘nofile’

IRIFRE: BR=ItE (It ) BRSEATF 5580 #1599,
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O BHE

b
f5F8 SSH & Linux IR, EEMTHEIRER:

—-bash: fork: retry: Resource temporarily unavailable.

pam_limits (sshd:session): could not sent limit for 'nofile':operaton not permitted.

Permission denied.

AIRERE
BERHETF A Shell HE2FUHFRBRIZE, BHIRS:E Ulimit RAFRRIRTISH.
R
s EPE, SEERMERRIERRRAE, (€242 limits.conf XXX ZE Ulimit RAEHIRRE
KEER
© ikAg:
» CentOS 6ERFIRARZERITRAR, IBINT X-nproc.cont MHEHE Ulimit RAMEIRE], RIFEELL CentOS 6i#{TES .

X-nproc.conf MHEARBRFRAPFEIBEFEARR, £ CentOS 65073 90-nproc.conf , £ CentOS 78/ 20-nproc.conf , iHMASE
[FERFERE,

o &XLA CentOS 7.6 & CentOS 5 #ERAFIRHE, BEESEIRISERETIRE,

CentOS 6 ZEikR#+

1. f#MR VNC &2 Linux =%l ,
2. WiTUUT®<, BERSLE Ulimit RRZERFIEE

cat /etc/security/limits.conf

AU :
O <domain>: FEZIRFINRFBF, LA * KBREHF.
O <type>: soft. hard fl - Z#2#,
O soft IFHAIRACELEYM <value> (H.
O hard ERFHZEMRAX <value> {H,
O soft RIBRHIFEELL hard RIS, - FTERZE soft #1 hard BIE,
O <item>: FERHIKERRFEER,
O core IEIRHIPIZSTIRIAN
O rss BRXFRIREKXN,
O nofile IE I AXHIRAHEE
O noproc {EHERIRAEEB .
3. BIAKIEBERAERIRS, BRIBSIRERETHE, MERAABHEBERASRIRF, WEEIHIE 1inics.cont X, ERER, (Eakiiz
noproc B nofile S¥IRHIMIFIRZEBUCIIIRIE,
EMETRMAITIUT®S, &1 limits.conf X,

-af /etc/security/limits.conf /root/limits.conf_bak

4. (EMERE, ERLFIENE,
CentOS 62Z/GhR#+

1. {#EA VNC &= Linux Efil .
2. T T&H<S, BERSAHE Ulimit RAEFEREIGES.

IRIFRE: BR=ItE (It ) BRSEATF 5581 #159%
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O BHE

cat /etc/security/limits.d/20-nproc.conf

BESERNTERMT, XRRCRABRAZRES, FHRIF root BRLISMIFERPEXEZHIZEI4096.

root@VM-5-21-centos ~]1f cat /etc/security/limits.d )-nproc.conf
efault limit for number of user's processes to prevent
dental fork bombs.

for reasoning.

nproc 4096
nproc unlimited

3. 201 CentOS 6ZHikRA £, {8 /etc/security/limits.d/20-nproc.conf 3§, BEMBHRITIUFSED -
4. (E5ERE, EREHIRIET .

Hi& SSH BRIk pam_unix(sshdsession) session closed for user

b

{#F SSH &3 Linux 68, MAERMAFRSEREBLEERMI . BFERESE secure BEHIEMINTHIRES:
This account is currently not available.

Connection to 127.0.0.1 closed.
Received disconnect from 127.0.0.1: 11: disconnected by user.

pam_unix(sshd:session): session closed for user test.
AIRERE
BEBHTXRAFEIA Shell HIERSH.
RERRBEE
20 HESE, BEHIESNHARIEIA Shell BE.
RESE

1. {#MA VNC &2 Linux =%l ,
2. WiTLAT®<, &BE test BPRIZIA Shell,

/etc/passwd | test

REREEMINTER, &5 test HFPH Shell B£8R nologin.

test:x:1000:1000::/home/test:/sbin/nologin

3. MITLAT®S, B/ VIM RIESRHIE /etc/passwd X, BINTEEMEIHITUGER

/etc/passwd

4, R BNRIEEN, 4§ /sbin/nologin {BMA /bin/bash
5. 2 Esc M\ :wq, REFRIEFRH,

6. £ SSH &R, #HESN ERH SSH Z3 Linux 5l
EEARRRDARBER, BB EATE BRERNSREH,

IRIFRE: BR=IE (16F) BREEAR 5582 #159]
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O BHS

Linux 3£l (ZeEBEXEERIEEIZERER

IEE#ATE: 2024-12-1116:28:02

HiRiig
ERRER SIESHEHE 125 root BIRE, TRERREBER CVM ESE.
AJRERE

ARERiZ CVM EFIMSIIMAY /etc/shadow B /etc/passwd NEBHEEER. fli0: BET i . a B (RRFEEHIFE. (EoE0E)
WSEBARER . LAY, REHERIEMBIRNZBRER,

© ¥:
Linux Z&HHY /etc/passwd NXHEAFEHRWKSIEE, /etc/shadow NHBFEHZBIEE. & /etc/shadow 8 /etc/passwd
EERIR, TESHEIGINEDIEELEZEEITIE. Fi0: (84 root IKRSHZIBARER

/etc/shadow Bf /etc/passwd MFERBHEIRBINT:
Btk iz

_ WNHRE 1 BiE, FRIFNHHTHR. EhS, thRERMFZSEE.
I MERIRE 1 B, ReESERTXHPIEE, EFRAVFREMMERSHE.

H

MXMHRE o B, RetEXEhigsE, BT aEmRFEEsE.

a MERIRE - EBit, RetEBRPIFETIZSsUE, BTN
y MXHHERIRE v B, EHIRE, ERSSRERE, IMRIESHEBIKE,
—RRAIRBS LSS MR SR B R
s MXHHERIRE s B, ENRXEREREN, SWIRNER, FakE.
e Linux PEXSHAVEHEEARE o BiE, TREXHRER oxt XHRFHTEFHEDN.
MERGR

IBAILASELITHE, IRIBSEIFEEBM /etc/shadow B /etc/passwd XHEBME, RERIEX root WSHIRBAEBRAIIDRE

© ieg:
RE root ARPATILMER /etc/passwd MHFN /etc/shadow 4o

1. M root AFEMFEIZPBE LinEk (SSH) RRZEE (TAT) AXNBRERSEH.

O EE:
/etc/shadow B /etc/passwd XHBHHRSBIEKZBAEY, BEMBEKBINSBIBATUESRSER,

MRTICER, TUELEREE (TAT) AXERIRSH, FRFEESR ERREEZRHES Linux X6 (#5F)
2. T lsattr [(XHEB) @<, BEHMHIN /etc/shadow B /etc/passwd NHEHEREHIR.

DARSTERRIHIE G, BEXHEE 1 5% o B (ZLHEXEUE) , WEiR. fn:
21 MITUNITaRSESE /etc/passwd NiEEH,

lsattr /etc/passwd

2.2RM /etc/passwd XHEE i Bl (FZILENHIE) , SHENEBIEY, TEBMRXH 1 Bl

[roo‘g(‘— ~]$lsattr /etc/passwd

e e— /etc/passwd

IRIRERE: BR=ITE (1bF) BRSEAE

RS

, SEEH

XitEtE
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O WifiE

3. 11T chattr @WEIEH /etc/shadow B /etc/passwd M@,

chattr [+-=] (Bl XHHERS

© iRAR:
D ANGHERFNELE.

! BRXGHERCENFELEREL,
! AXHEBFRIRE—LELE.

+

3 EIRMEMBRAERTEZERLFDE, adiEER /ctc/passwd B9 i BHERBER, SSREWT:

chattr -i /etc/passwd

m]$chattr -i /etc/passwd
wl$lsattr /etc/passwd

————————————— e— /etc/passwd

4. ENATRSHE EEFE
5. EREERNZEHRERIA, MRATLNERER, RBTESHER.

IRIRERE: BR=ITE (1bF) BRSEAE 5584 H159]
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O BAT =

Linux 3£: CPU S\ RELRAERSSHER T

b )
CPU SipEEIdE, SIRRSIREESE. FERSRRRSIE,
BUTH

Top: Linux RATERRIGIETR, ATFSAIEIRENEERIR CPU SXREFERER. LATE top G<rEmMERME.

top - 22:16:25 up 6:18, 1 user, load average: 0.00, 0.01, 0.05
Tasks: 68 total, 1 running, 67 sleeping, 0 stopped, 0 zombie
%Cpu(s): 0.0 us, 0.3 sy, 0.0 ni, 99.7 id, 0.0 wa, 0.0 hi, 0.0 si, 0.0 st
1016516 total, 605016 free, 77224 used, 334276 buff/cache
0 total, 0 free, 0 used. 778708 avail Mem

] 0
569592 5068
534620 12288

43104 3512

jbd2/vdal-8
¥DService
barad_agent
systemd
kthreadd
ksoftirqd/0
kworker/0:0
kworker/0:0H
migration/0
rcu_bh
rcu_sched
watchdog/0

nmnumnhnhunnnhn h 0 0 LG

i
0
0
0
0
0
0
0
0
0
0
0

0000000 O OO Oyl

o000 00000 KrR OO
.
OO0 0000 OoOO0OWMhNWULOo

[=]
4]

Top SLMMBEREEN AMES, LEHHETR CPU MRFEERHNSAERBER:

F—17: RAELFITE, HAERAPMURRRRH .

BT RESHEY. ST, ER. SEMEREENE.

%=17: CPU HgifEMAER.

ST REFEHRIERER.

$AR1T: Swap FEAHEHERER.
TIPS HEER RERNSEER:

PID: i##2 ID,

USER: #2FE%E .

PR: #IE5%EE o

NI: NICE {&, NICE f&#/)\, {i%Rkigs.

VIRT: {ERMEHREFEXRD, B KB,

RES: {ERIIAFAN, 8 KB,

SHR: {ERMHEZRFHAN, B KB,

S: HIERE.

%CPU: EFidiaEizrRi#izrrEmRL CPU MESEL.

%MEM: EREdialiafmridiZrERRREFENES L.

TIME+: #f2{ERA CPU A3, ¥&2 0.01s.

COMMAND: #ESZTR,

AIRERE

5l CPU SRR EAEISRETREHEHER . RAHE. WSHEIEADHSFEESH . BAILMER BAZIWNES, 82 CPU SRFERSR
HESE, 5 CPU RFEAKEIEEN, SRISBMEE.

Lo bl

IRIFRE: BR=IE (16F) BREEAR £585 H159]
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O BT

TH—: SRTHRSH

RIEEIRRR, EEFRNERPFNERTIRSES:
BEE=FRMHERER Linux RS

A EE:
Linux ZIRSEATF CPU SHGHRSHE, AaHMEEERRS.

f#/H VNC &= Linux 36l .

A EE:
Linux =ERSZELTF CPU SRERSH, EHETUEEESR,

PE_: EEHENSBEER
BT TSRS, BERARE, FHIBE sceu 315 vev 5, BESERSEEIGHE,

top

SER=: EHITLARRNHE
IMEESERETIME, PISHENE, URIMIMRRSE.

MRRBWSHELATAE CPU XIRERR, BXSTISEFESEMMAE, HITMAHE ARRSHEES .

RS

MRRFEHIELATAE CPU SNEFER, NEGIREEPS, BRMBTRILHEHEFERARSNHHTESR, LENERENEIE, EXRR

MREREAAHHIELATAE CPU RNEFERR, S8 E425 BRERIISTH S EMLE,
ERMEA=EET:

sap00x: Z2AHHE

Barad_agent: M5iztR{Fi#IE

secu—-tcs—agent: ZLAHHIZ

SHEN: L1 SRERHE
1. MBS SARRGHEESR, SRBELILMGHE PID,

2. 8N ko

3. MARZEILHEN PID , % Enter. S TEFR:
LERREAZRIE PID J92309i#20961 o

A EE:
EiZ Enter BB kill PID 23 with signal [15]: , M44EER Enter (RISEHAIZERT

4. BIERINE, RESWEM send pid 23 signal [15/sigterm] HIRRIER, 1% Enter HABIE],

Hxas

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHE

CPU ZHERGRERLE
iR

Load average 2 CPU G#fyiFdh, EEMS, HIBEESMIEEK, SFSEFTHESHES.
&g top M, EUMTEFTR, CPU RZA, (B2 load average #lIEES.

op — 15:46:57 up 27 days, 5:33 1 user,

94 total, 1 running,
0.3 us, 0.0 sy, 0.0
1016656 total, 950428 use
0 total, 0 used,

LS )]
WTUTHS, BEHERES, FHIBREFE D RSHE. WTEMT:

|IIIIIHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

© eg:
D RFSEF T HREREIRIATS . ZRSHET AR, BEEBTRE.

ESHMRE D Sz, TEdkSzEERBERNERRFEITER,
KswapdO #Z5H CPU &R iERAE
Q] LE:3s S

Linux REEE S TS ERNEFRREE, SEEN—RBSRHREAEMAREF. f kswapd0 2 Linux RRENINEFSEPASRITNHEE. YREAFERE
Y, kswapd0 SSRERIHITIRIUEE, MIURMFIERIETE CPU BiF, SEiz#ESELEE CPU HiR.

REUEHE

1. PTLAT#S, KE kswapdO #Hig.

top

2. M2 kswapdO HBRE
EREATIEERRES, BETHIRKHSESARE CPU &R, BT $23, EERENSAER.

3. AT vmstat . free . ps FES, HEHRFRHENNELIAER.
RIENEFESRHER, ERRAXELEAZTEERSMEE, X si, so PEHRILRS, URFRAFTNZEARTIRE, SARFNYENFCETERER
HNEE, BEEAREZNF.

IRIFRE: BR=IE (16F) BREEAR 5887 #159]


https://cloud.tencent.com/document/product/213/10310#kswapd0_step3

& BAT =g
Linux 3£fll: xRS L EZEF

FXEREN BRRSHEER QDRSS HE L TZERIHE T ARG =,

© i
PATR{ELL CentOS 7.8 RARIEIRSEZ B,

RETR

FEEEEN RN T IR E SR EE SiKOMBLEIRERX:
BENZER
SEHliRORETR

MREVHZLAIRENDE, BAED LhiFORETE PH—REENREMEEXEONBRSRER, MRKNEROSEREREY, TSELUTHE
ELHERR.

AIRERE
ETRE R GhIBIENE
AR S BRI RIEE BRI S S AR RS RS
SRR IR OISR FIEBIRES RELAIEERORRELEE
sshd IO BT ARS R 188 sshd WORERERHRSLERE
Lol bl
REAHHIEESS 3 R RSsTRtREE

FEILABIE A Ping %<, UiXMEHIEEYE, FIERTFRERMSHES (FRAMBRTFREER ) MBS, PSR EREEDEERIRSSEIHTE,
1. RIBATENARERATRE, EEGSTIENITRAN,

Windows &%: SR > iE1T, A cmd, BHGSITHEIE.

MacOS #E&t: 77 Terminal T,
2. PITLATSHS, MifMsgiERE.

+ BIRSREFIAM 1P Mt

S0 FRENAN P ik SREVEARSSZBRSEBHIAM IPo BIGA, 4T ping 139.199.XXX.XXX o
NRMBIES, WREIEMATER.

WEMERE, WHTHRERHETR, BN T0) 1P ik Ping 7@ #THE.
HEXpEEEORRCES

BEEAE VNC ERENRSHAEEHTIES.
1. EH VNC FRER=IRSHE, HHEESR EH VNC Z3 Linux %61,
2. 1TLATH<, FHiZ Enter, Uidizi2igOFRBER, HEROKETLAAE .

IRIFRE: BR=IE (16F) BREEAR 5588 #1599,


https://console.cloud.tencent.com/vpc/helper
https://cloud.tencent.com/document/product/213/17940
https://cloud.tencent.com/document/product/213/35701
https://console.cloud.tencent.com/workorder/check
https://console.cloud.tencent.com/vpc/helper
https://cloud.tencent.com/document/product/213/50992#tcpPacketLoss
https://cloud.tencent.com/document/product/213/50992#CheckNetworkLink
https://cloud.tencent.com/document/product/213/14639

O BHE

telnet + HIRBJ/EGIAN 1p HBHE + KOS

‘ A EE BRIRSBERE telnet <, AILMAIT sudo yum install -y telnet @WEORE,

flan, 4T telnet 119.XX.XXX.67 22 @&, MiX22ixOREEM .
EEER: BENTERRER, 22ix08kE .

RE sshd AREBEITRIRSEEEEN

2 (R SSH EZ Linux 3£l /Y, IBRTEEEREEZEEY . AJaE2mTF sshd imOFRBISREE sshd IRSEKBEIE. 52K £iZiEE SSH ANER
Linux 6 #THE

IRIFRE: BR=IE (16F) BREEAR 5589 #1159,


https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/37925
https://cloud.tencent.com/document/product/213/37925

BT e
Linux 3Ef5]: VNC E&Fiki& Module is unknown

BSiEid
R VNC ER=Rs35500, BMERAERSIBETEMRINESR, HRT “Module is unknown” $HiR. MMTEFFR:

login: root

Password:
Last failed login: Mon Oct 26 18:24:25 CST 2828 from on ssh:inotty

There were 46 failed login attempts since the last successful login.

Module iz unknowm

AIRERE

5 VNC E#RKAA /etc/pam.d/login pam {EHEHTIRIE, MZEREE /etc/pam.d/system-auth BHREINBEITRIE, /etc/pam.d/login
EEXHNARE, WTEFRR:

user_unknown=ignore suc C " fault=bad

close

open
force revoke

-session  optional pam_ck_connector.so

—

THSBEREIMIERER system-auth EEXHPR pam_limits.so EREREERIR. NTEMRR:

delay=2000000
nullok try first pass
uid >= 1000 quiet_success

uid < 1000 quiet

try first pass local users_only retry=3 authtok type=
md5 shadow nullok try first pass use authtok

revoke

-session
service in crond guiet use uid

© i%E8:

IRIFRE: BR=IE (16F) BREEAR £890 H159]



O BHE

pam_limits.so IERMEZNEERRFIAFSIESETNEHRATRIERER . EREEHRIBRERALGERHTIES, E5HEREESH
FTiEHBIIRABAEER, SBEFRIMERE.

EaILAS I BIEAME , AN system—auth X, H#KF pam_limits.so EHREERESE, EXHIERES.

Lo bl

1. RidfEA SSH BRAMRSBEH, *#1FESR (E/H SSH EF Linux 51,

BERRI, WHRITT—2.

BREM, WHERRAFER, #FEESR BFEFaHA Linux EfSEAPES .
2. BRAINE, T THSEEREER.

/var/log/secure

U H—ARFARICRELBXMER, ERAIBSICRIARERERSHBEXAE. MTEMT, JMMSEFIRNEG

/lib/security/pam_limits.so HRIBEE.

101 VM-96-4-centos crond PAM unable to dlopen(/lib/security/pam_limits.so): /lib/security/pam_limits.so: cannot open shared object f
such file or directory
: 6-4-centos crond[3803]: PAM adding faulty module: /lib/security/pam_limits.so

entos |login unable to dlopen(/lib/security/pam limits.so): /lib/security/pam_limits.so: |[cannot open shared object file: N

3. HORHITLAT®RS, AN /etc/pam.d BRME, HERATPIRE pam RIREIXEF /1ib/security/pam_limits.so o

cd /etc/pam.d

urity/pam_limits.so

REEMINTERRMER, WERTR system-auth XHHERETIZEH.

bash-4.2# find .! xargs grep -ri “/libr/securityrspam_limits._so" -1
.»system-auth-ac

.~system-auth
.ssystem-auth-ac

4, BN system-auth ¥, BE pam_limits.so IEHRIERHEE,
f5lan, FECAMIANSERSS, ZIEREFZAIRBAEIZE /1ib64/security/pam_limits.so , HEAIEEIEIIIER pam_limits.so o

IRIFRE: BR=IE (16F) BREEAR 591 #1595,


https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/33321

RS

O BT

Linux 3Ef5]: VNC &Fikig Account locked due to XXX
failed logins

EIE )

A VNC TZEEERTIRSE, TRANEREEIIMEMIREES “Account locked due to XXX failed logins” . M TFEFZ:

CentDS Linux 7 (Core)
Kernel 3.18.8-186Z2.18.1.el7.xB6_64 on an xBo_64

login: root
ficcount locked due to 18 failed logins
Password:

AIRERE

A VNC ZER&IAA /etc/pam.d/login pam {EHRIETRIE, TE login BEXMHHRES pam_tally2.so EHRAENAIE. pam_tally2.so #EHREITH
BERIZE Linux AFEEE N RN BIRERHTERAT, BaE X DWKkAME. HAP, KABMETEHTFELRS, SUWIE—EHE.
MREREMEIREHZINRE, BERWAHRIEBE—BITE, BERIEFEETESHRKPEHENTLEER . TERERENERAIZSIHRE:

deny=3 lock_time=10 unlock_time=300 even_deny_root root_unlock_time=600

open

force revoke

optional pam_ck_connector.so

pam_tally2 IERSEIRBRTE:

B iEA

deny=n BREMREEE n REELEIHIE,

lock_time=n BREMEHENE () .

unlock_time=n BHERKVRHIRFE, FHFRRIIETE.

no_lock_time FEBFIH Ivar/log/faillog Higs .fail_locktime FE&,

magic_root root AP (uid=0) FARIZIERE, ITHEASIBEIE,

even_deny_root root AAREREBUREREE deny=n XGELIHIE,

root_unlock_time=n 5 even_deny_root XY MASEIR, MNREEIZIER, root ARESREMUXEEHIRHIEHERE .

BRILASE WIsahiE , (EPARS5E8A9 /etc/pan.d/login EEEMMH, IGAHER pan _tally2.so BWIREE, BEWFPHENRRE, HiNERZE%KE,.

i bl

1. EilfEH SSH BRAMSBH, *#HESR EH SSH Z3F Linux 6,

BERRI, WHITT—2.

BEREW, WEERSRAFKRN, #EEER EBFEHEHA Linux LHIRAFE .
2. BRAEME, T THSEEREER.

IRIFRE: BR=IE (16F) BREEAR 592 H159]


https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/33321

RS

/var/log/secure

X E—RRAKICRZEEXER, ERASSICRAARERTRSHIEXET. MTERMT, AIMSEHIREE pan_tally2 RREER.

Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct
Oct

o0st=2A3.213.66.1

/3]
/3]
[
[
[
[
[
6

235355558 %

-9
-9
-9
-9
-9
-9
-9
-9
-9

6

=

-centos sshd[16V84]1: Failed password for invalid user dell from 2682.153.37.285 port 13869 sshe

-centos sshd[16784]1: Received discommect from 282.153.37.285 port 13869:11: Bye Bye [preauthl

-centos sshdl[16784]1: Disconmected from ZBZ.153.37.285 port 13869 [preauth]

B login: pam_tallyZ(login:auth): user root (B) tally 12, deny 2

E login: pam_succeed_if (login:auth): requirement "uid >= 1HAB" not met by user "root"

B login:|FAILED LOGIN 2 FROM ttyl FOR root, Authentication failure

-centos login:|pam _tallyZ2(login:auth): unknown option: un_lock_t ime=308

-4-centos login:|pam_tallyZ(login:auth): user root (B) tally 13, deny 2

-4-centos sshd[16738T7 pam _UNIX(Sehd.alth) . adthenticacion fallnre, logname=- uid=B euid=A tty=ssh ruser= rh

-1
-1
-4
-4
-4
-4
-4

B  user=root

3. HRHITIAT®RS, AN /etc/pan.d BRME, HEAETPIRE pam RIRHIXEF pan_tally2 o

REEEMIITERRMSE, WRR login XHPEETIZEH.

bash-4.2# find . |
.login

login

bash-4.2# _

xargs grep -ri “pam_tally2" -1

4. PUTLATHL, IGRHER pam tally2.so RIRECE. BEZMKE, BIEIREER.

-i "s/.*pam_tally.*/#&/" /etc/pam.d/login

5. ZEWFPHERHAARRRMEERRNMAESE . ERHV[AWESIE, BWEFUTHRMEZSRE:
EMIRZHEN, HEBBRENAAEFE., N5FE. HHFEF. HFEMR2MLL ENSRENZD, #FEEER EEL6EE.
M= AR =P EFBERNAR .
& sshd RIEXIN22i% 22791024 - 65525[ERIEMMIEE AR, #EESR (EdzRSHTERIARD o
EERRSZR[OXBKRZSEFIINN, IFHEWSHMUFAERD, FERNEBREMYRIRD . FEESR FnZEE00 .
FENEDARMFRIZ O BERSIKROER. HI3, mysql & redis %, ZENSEXIKROESAIGRIEEELESMNNEE .
REREEMHIPRG, FRNZHEE, IMERMIRBSEERER.

IRIFRE: BR=IE (16F) BREEAR 5893 #159]


https://cloud.tencent.com/document/product/213/16566
https://cloud.tencent.com/document/product/213/42838
https://cloud.tencent.com/document/product/213/39740

%) i:ik=

Linux 3f1: VNC ERiAIEIRZE8 57 i

b L

£ VNC ERzRS5HM, BAERNEBEEER, SFENTERTRE, HEaBXRTEERAKS,

entos login: root

Elf#f SSH izi2& AT, SEIRIEER “Permission denied,please try again.” . 1 TFEFR:

[root@VM-96-14-centos ~]# ssh root(:
root@4 's password:
Permission denied, please try again.

AIRERE

AIRERHATFRBRRNBESH /var/log/btnp BERE
TEFRr®:

bash-4.2# 11 -h
bash: 11: command not found
bash-1.2# 1= -alh

root root
root root
root  root
root root
root root
root root
root root
root  utmp
root  utmp
chrony chrony
syslog adm
root root
root root
root  root
T --r-- root root

EalisE g2 EEEEXHE /var/log/btmp BER

Lo bl

anaconda

audit

boot . log

boot . log-20191186
boot . log-Z2B2B8887
btmp
bimp-ZHZ08887
chrony
cloud-init.log
cloud-init-output. log
cron

dmesg

dmesg.old

X, BEEBHENBEHESH, HNEZEER,

1. BilfEA SSH ER=MRSH, FHEESR (EH SSH &3 Linux =41,

ﬁiﬁtﬂJ 3 NUMG-F—E o

BEREW, WEERRAFPERN, #EESR EBFEFEHA Linux LHIRAFED .
ra"jz

2. N\ /var/log BERFEMMH /var/log/btmp

=
o

3. EEEXMH /var/log/btmp BEEK, MHTUTHS, X btmp BEARHITEE. FEEHTXMHE, BEAREER

>/var/log/btmp

RS

BX, ZXHRAFICREREZNAT, FSECASHEZNEANATRE, ERETEEEER. W

4. ZEKPHERHADRBMEERRHEMESIE. ERHARDHBSIE, BIERUTAEMERZSHRE:

B IRZHRED, HEBBRENAAEFE., N5FE. HHEN. HFEM2MIL ENSRENZSE. #FEEER EELMEE.

B =IRSS R EFBERAR.

1§ sshd RIERIN22i% 24791024 - 65525[ERIEMIEE AR, #EESR Zd=RSHmEHIARD o

BERRSBEXKLZLATIMN, IFMEWSFKAIFRRO, FENGEFREMNYRIKO. #EEER FNE2E00

FENEAMFRIZORARS KOG G130, mysql & redis %, BRNGHEXIROESC A GRS E LM
RERE. ZUSHIPRG, FRINEHEE, IMERIRBSEERER.

IRIRERE: BR=ITE (1bF) BRSEAE

5894 H159]


https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/33321
https://cloud.tencent.com/document/product/213/16566
https://cloud.tencent.com/document/product/213/42838
https://cloud.tencent.com/document/product/213/39740

BT e
Linux S£f5: VNC 8% SSH &Rikig Permission denied

HiRiiig

f#MA VNC =% SSH &3At, I2RIRIEERE “Permission denied” .
VNC ERRENMTERR:

118

Hint: Capz Lock on

login: root

1 denied

SSH ZERIREMTER:

[root@vM-96-14-centos ~]# ssh rootQ@
root@4 's password:
Permission denied, please try again.

AIRERE

5 VNC 2% SSH B&R&iAR /etc/pam.d/login pam ERFITRIE, £ /etc/pam.d/login EEEPREKIARSIN system-auth EHRBITINE,
system-auth HEREGARSIAN pam_limits.so BHUHITIME. system-auth KIBKGAEEEMNTEFRRZ:

nullok try first pass
uid >= 500 quiet

uid < 500 quiet

try first pass retry=3 type=
sha512 shadow nullok try first pass use_authtok

revoke

s=1 default=1gnore service in crond quiet use_uid

pam_limits.so {ERMEBRNERIRFIAFSIBELETUSHRRAZTROERBR . BRABR FLERIOEENMHR /ctc/security/limits.conf , %
EEXMHMETAFRAERNEAXHY .. SXEEY. BXNESFZRERSE. SHRBINTE:

W

' i5EHA

soft nofile EITFHO R AR KRS (HRIRE) -

hard nofile ATFHO RIS (T8RS ) , FREBEIZIREE.

fs.file—-max RARBRIBEIBIT TR (P struct file ) BIEIE . SENENRFHIRG], HFHMAER,
fs.nr_open BNHERSRNRANHERFRE (fd M) .

RSN LTEEEERNRRERE S 4 /etc/security/limits.conf F1XF root BRPERARH TN HE AT N EEER, ERNEENEE
soft nofile < hard nofile < fs.nr_open X&,

ZalAsE HEAE 8 soft nofile . hard nofile B fs.nr_open {EMAIEHHES.

IRIFRE: BR=IE (16F) BREEAR 5895 H159T]



O BHE

ol Ll

1. EilfEH SSH ER=RSBH, #HEESR EH SSH EF Linux 6,
BFRMI, MWHTT—E,
BREW, WEERRAFER, #5581 BidiEsa#EA Linux ZHEAFED .
2. BESH¥ soft nofile . hard nofile B fs.nr_open {HEBWIE soft nofile < hard nofile < fs.nr_open XZ&!:

WITUA TS, & soft nofile B hard nofile f{Ho

/etc/security/limits.conf

ARIIRENEEFR 730000015%3000002, SATEIFfR:

3. 88 /etc/security/limits.conf Mf§, EXHRERINFIEXIN FEE:
root soft nofile : 100001
root hard nofile : 100002

4. {828 /etc/sysctl.conf X, FEXHRERINIELINTEE:

© iR
EWRE soft nofile < hard nofile < fs.nr_open XZERN, WWEBEIEXE, AERARAREFEIHBHTEE,

fs.file-max =2000000
fs.nr_open = 2000000
5. WiTUT®H <, FREUZEN. RERKE, ITRSER.

sysctl -p

IRIFRE: BR=IE (16F) BREEAR 5596 #1597


https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/33321

RS

O BAT
Linux 3Ef5l: /etc/fstab ELBIBIRSHTLEEF

itk
TEIEREER SSH imfig& R Linux =hRS5:EE, (BFEH VNC FXERE, EERFRMNEWEIRTES Welcome to emergency mode. iTEFR:

] Reached target Remote File Suystems (Pre).
1 Reached target Remote File Systems.
Starting Crash recovery kernel arming...
‘ted Security Auditing vice.
: ing Update UTMP about stem Boot/Shutdouwn. ..
Started Update UTMP about m Boot/Shutdowm.
Starting Update UTMP about stem Runlevel Changes
[ ] Started Update UTMP about System Runlevel Change

Welcome to emergency mode?! After logging in, type " journalctl -xb" to view
system logs, ”"-‘I__j‘-‘i.lfn'lii.l reboot” to reboot, “systemctl default"” or "D to
try again to boot into default mode.

Give root password for maintenance
(or press Control-D to continue):

AIRERE

AEEHTF /etc/fstab EBREFAHSH.
fign, % /etc/fstab HREFEAIFIMANMERHE, ERS[HEQHRFIVRENE, BSHERALTEEERSH,
1EAILAS R HIEAME (B8 /etc/fstab EENY, ERRSZHEEHTZIE.

i bl

EEEE LA T 2775 20 N\ SEFIFF A % B RR :
BH1: EH VNC EF (#F)

1. {#MH VNC &3 Linux 36l .

2. #A VNC REE, EFFN USiEA RERAE, BHA root WREBHEZ Enter ERIRSEE.
RANEBERARER.
HEFEZFETIC root WFE, WiESEH2HTHE,

3. MIFLAT®HS, & /etc/fstab M. AXLABHBE /home BRTHI:

cp /etc/fstab /home

4. TS, M VI RIESITH /etc/fstab Xff,

vi /etc/fstab

5. 2 LHARERN, IBTBNEEREETE, HaA + ERRTRE. WTEMRR:

© A8:
EREEREHERES, WENWGIRRESZEIMNMMEEZREES, SRSH[IKSEEEESN £ES #iTHE.

IRIFRE: BR=IE (16F) BREEAR 5897 H159]


https://cloud.tencent.com/document/product/213/72039#symptom
https://cloud.tencent.com/document/product/213/35701
https://cloud.tencent.com/document/product/213/72039#Step8

O BAT =

~etcsfstab
Created by anaconda on Tue Nov 206 B2:11:36 2819

ficcessible filesystems, by reference, are maintained under 'sdevrdisk-’.
See man pages fstab(5), findfs(8), mount(8) andsor blkid(8) for more info.

Aafter editing this file, run 'systemctl daemon-reload' to update systemd
units generated from this file.

#
#
#
#
#
#
#
#
#

UUID=659e6f89-71f a-163d -842e-ccdf ZcAbeBf e ~ ext4 defaults
#rdevswdcl_rdata auto rw,relatime,data=ordered 8 2

6. % Esc i\ :wq [, % Enter REFREHRERIES
7. BEEHIAERLA, HFRIIRSRESEIRER.

© Ae:
BEEHaERXFEFLSRESR S50 .

8. BRMINE, BEHREHBEMER, BB 6E /etc/fstab i+ HITHMEE.

BH2: ERKIEERN

1. 80 ERMERD, #HAZHIRER.

BT ERHEERHTRERES SBPH mount R chroot BXHS, BRFREHAWSESHERSR

2. 1788 5301 Ry P]3 - T|]6, B8 /etc/fstab X,

3. 2 BiHfiEER, BHEFIRIEE.

4. EFIBHIIRERE, SRISPDHENERAZRVAS . EREANKIERAZRM T XEE, EHREKERAGEETRIVATE, ESR il
B i, HAERNERIIRARESIERRNRER.

5. ERMINE, BEFRERBENER, SN EKE /etc/fstab 321 #{7EHE.

IRIFRE: BR=IE (16F) BREEAR 5598 H159]


https://cloud.tencent.com/document/product/362/53951#ConfigurationFile
https://cloud.tencent.com/document/product/213/66678
https://cloud.tencent.com/document/product/213/66678#.E9.80.80.E5.87.BA.E6.95.91.E6.8F.B4.E6.A8.A1.E5.BC.8F
https://cloud.tencent.com/document/product/213/47929
https://cloud.tencent.com/document/product/213/47929
https://cloud.tencent.com/document/product/362/53951#ConfigurationFile
https://cloud.tencent.com/document/product/213/4928
https://cloud.tencent.com/document/product/213/66678#.E4.BD.BF.E7.94.A8.E6.95.91.E6.8F.B4.E6.A8.A1.E5.BC.8F.E8.BF.9B.E8.A1.8C.E7.B3.BB.E7.BB.9F.E4.BF.AE.E5.A4.8D

O BHE

Linux 3Efl: sshd Bt& X Ro)RE

IEE#ATE: 2024-09-24 16:49:27

)

5 SSH &= Linux XfIRt, k& ssh_exchange_identification: Connection closed by remote host 5% no hostkey alg.

AIRERE

AJREEE QLIBIEHE

Ivar/empty/sshd SEHBRFRIERL & /var/lempty/sshd XHHIRRE E1E8

letc/ssh/ssh_host_rsa_key S{HURFIER 188 /etc/ssh/ssh_host_rsa_key X REREBIEH
AL

2% /var/empty/sshd XHUREECER

1. {#EMA VNC Z3= Linux Efil .
2. WL TH<S, BEREER.

REEEMIITER:

“/var/empty/sshd must be owned by root and not group or world-writable.”

3. MITLAT®S, 8 /var/empty/sshd/ MHHIR.

11 /var/empty/sshd/

125 /etc/sshissh_host_rsa_key XHHIREEEEHR

1. f#A VNC &2 Linux =%l ,
2. LTS, BEREERER.

BREEEHESMTER:

“/etc/ssh/ssh_host_rsa_key are too open”

3. BITUUT®HS, 188 /etc/ssh/ssh_host_rsa_key MNXHBUR.

/etc/ssh/ssh_host_rsa_key

IRIFRE: BR=ItE (It ) BRSEATF ££99 H159]


https://cloud.tencent.com/document/product/213/68391#rsa_key
https://cloud.tencent.com/document/product/213/35701
https://cloud.tencent.com/document/product/213/35701

@ AT mRSH

Linux SEfl: /etc/profile FEiEIAERBIRIRR

IEE#ATE: 2024-09-24 16:49:27

SR
f#H SSH &2 Linux XfIRd, SSH &idEmE “Lastlogin:” BXEERFRE.
AJREIRE

AJEEERTF /etc/profile HBEXUT, HMAE /etc/profile HAM /etc/profile HIMR, SEPANEENEAR, TiERINESR., BOULSR hE
HIE, BEMHEE /etc/profile M.

Lo bl

1. {#MA VNC &3 Linux 36l .
2. WiTUUTF®<S, BF /etc/profile MNi§,

/etc/profile

3. #8&E /etc/profile XHHEBBE /etc/profile HXHS.
o &, T2,
O B/, BEE FLZE BRERNSTREN,
4, BiIBNREEN, £ /etc/profile HEXGSHIEM + LLIERZSS,
5. 1% Esc BHRIEEN, FHEA iwq REFEX.
6. 81 (M SSH &3 Linux =6 #1378,

IRIRERE: BR=ITE (1bF) BRSEAE £5100 #1595


https://cloud.tencent.com/document/product/213/68392#ProcessingSteps
https://cloud.tencent.com/document/product/213/68392#ProcessingSteps
https://cloud.tencent.com/document/product/213/35700
https://cloud.tencent.com/document/product/213/35701
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b8

ERSFIRELEARLER (ABHTHEN ) 3iE DDoS WHHINERE, HREN=IRSHEEHEETH “BANNING” K.
SRS HMIREIRBETZARSHER T HAEEEMNER . BB TAAESZERSHEBLTHIREIIRE.
=IRSSERINMEIREE, BB WAE RREEENGVISENREENEIE,
EREER:

< iEE

IRSSEgit R r s NER TR

BHMNER , E17 | BFRIETENES Q000000000 ) BFIBNESETH , ATENEREELERFIHZEEANAT | BERRMEE
{EE=FAE , EREESTmhttp//t.on/RSZM16k, BHslisriBgSTiE ! [BA=E]

&

RS BHTHNEBNGEUTATIRITE 20170515 044322

SHNEN=EP

B | BlERREAM , BHIESSEE (IP @ X00O00OXKX XXX ) FRMIMEINGISBEETTA ( DDoS/ RS ) | RiERarE T
BrkSHBAa0ESER  HASER 7 SitiGEEEN. STiRERERINER , Bl SRS T 7 RS (= {nE R
122, 36000f13389HOESRAITESR ) | MEFEIEEHRZARNZERNERES | SEHEAERIETRIESRE

IENLERS 1 2017-05-15 04:42:16 IBERESIE )C00CO0000CK BERRIMHITPENETRATION_INVADERH: ( 000000000 X
nEEAEWE)

El=RRHE2E, 2017-05-15 04:42:16

EEER:

[BRE] BHMENEEP
iz | BoRekEAN ,
BMARSSES (1P :

) iR, ZiERETEEWE
pl SRR Z RS RE |
FEOfEER T SRR
M, ETFEREBERERR , M
Mz B EIGARS 31T T IRE
(HBMFTBIE AMEY22, 3600
OF13389I OB RHHITIER )
 PERREBERABAZER g
ThENREIRARRS , BINHRTERE

NT/TEERE !
EIIES 21:02:
21 iRRSEE BE{UL

i#17UDPFLOODI {4 #1UDP

00pps, HEUDPEE:1748M
bps]
BREMEE (ZLH)

RS HEHIG PRRS R BRERRSEREN: FEG.
AJRERE

EIRSHFHIEMBHE NS, SXEMNBHTHOIREIRE (FRANI22. 36000, 3389FFiE0, HRAMZIHTLIRES, FRETLIEITBIR
MEIARERIRSE) o
HEREN ZRSENEHIFRD BT .
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Lo bl

1. BRIEAEHEEERTCEENNS . SRFRLRE, CEREERA.
2. MERZEANNTHESHRNEN, BABHRSHETREHEENR. BRAFESR: FEE,
3. HIR2BBHISILENG, BB FL2E KREZREREE.
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TRhASSELEER

mIEE#RATE: 2025-06-16 17:00:22

AIHENE Linux #l Windows ZERSZHEHE SASSHEETZERITHIE T ARG =

IR
BEER BlzzksHE0E, ERaRSHRNTEREMERTTELAES, TEEERBNRRSR.
B 882 TRIZHMHFEESAES.

R Rt

1. XIREERRERRNZIRSEREN, R VNC FRER:
Windows 3£ {EMH VNC 5 Windows £
Linux 3Effl: &R VNC Z2 Linux £l

2. N EIRSBSFHTHIE R DR :

£t3F Windows BRS325
@i VNC 5B R Windows ZIRSEZE, BEESHITUTIRE:

© ikA:
LAT2ELL Windows Server 2012 ZHRBI=EIRSS 2261,

1. ERBSHES, BE [, HIESEEE, 7 ISEEE 80,
2. EiRMRERE, SETAERNIEE. MTERR:

- EEEEs [- =]
THE EAOQ BEW
B BRI

O CPU
S 243 G CPU Intel(R) Xeon(R) Gold 61xx CPU
% FFEE 100%
O WE
0.6/2.0 GB (309%)
O E£0(C)
L 20,5 KB/AY Sh: 124 M = = — S— - N
60 Eb SO
O LAM AEE EE SAEE 249 GHz B
#=iE: 40.0 Kbps =47 16.0 Kb 30% 249 GHz =& 1
EHGES: 1
BE SE O% o =
39 432 11429 . .. =
FeiEmaE
0:00:12:42

(») EEEEED
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3. EITFNRRENET, EERETERSHHE, FRESIIIRILS, AMLHEEREIES. MTEFMR:

() BRSNS -
R EEREEM)  EEIH)
‘m EREEEEEEER

‘cpu B a%cruEE= [T 100% BAms (v) ‘A > | | |v| o
o CPU 100%
‘ﬁﬂ B o F=EAEE /0 M 0% E5EEE (v) ‘
i H 0 Kbps 10 B ox FEEEs (~)
=i PID bt EReES.. BleEn.. BElFEL.
swchost.exe (termsvcs) 1244 24.201.15... 113 107 220
BaradAgent.exe 1308 169.254.0.4 138 47 185
swchost.exe (termsvcs) 1244 155.27.23... 85 a1 165 | = 60 % 0%
swchost.exe (termsvcs) 1244 92.118.16... 90 &5 155 HE 100 F575/2 =
swchost.exe (termsves) 1244 119.90.26.... 35 27 &2
YDLive.exe 2538 169.254.0.... 33 15 43 -
YDService.exe 2520 169.254.0.... 26 21 47
swchost.exe (MetworkService) 824 10_141_9_.. o 19 19,
A= B oErEA B 293 EEHERE | V )
ol A 100 BRI/ 7 |

MR EEHFERSHHEALSHE, UEEHHEEHTHNETHIIE, REETBRUZE%E ARRESERS .
MR ERTERSNBEAREHE, THERSUADSH, BB TRIIHENEFERRZSMERTESR, BUUNSIESHE, ERESR.
O EE:
Windows EA T REFBSEFRMERRAHE, EOBISESEERE > HEDIHZSERHTISLER:
EENERAHENSERENEBURNE, HESHMITF C:\Windows\System32 BHRF. FSEFSFARRAHE—H, B
LEERIER, MBEHARAIE.

MREFFERSIOMZNBNRAMHHE, B8R TASE KRR TH—SEMLE,

£33 Linux IRS3 88
Bid VNC 5RER Linux miRSB8EZE, BEENTLUATIRE:

© RAR:
LATIR{ELA CentOS 7.6 ZEI=IRSZEE 61,

1. PTA TS, RE iftop TR (iftop TEHB Linux RESETHREBLENMIE) .

yum install iftop -y

© 5RAR:

MEE Ubuntu &%, BT apt-get install iftop -y &%

2. TATHS, FE Isof.

yum install lsof -y

IRIRERE: BR=ITE (1bF) BRSEAE £5104 #1593,


https://cloud.tencent.com/document/product/213/2178
https://cloud.tencent.com/online-service?from=doc_213

O BRE =g

© i588:

WMERE Ubuntu &4, 51T apt-get install lsof -y @<,

3. IFLATa<, i51T iftop. MITFEFAR:

14_centos
14_centos
14 _centos
14_centos
14_centos
14_centos
14_centos

14_centos
14_centos
14_centos
14_centos

cum: 69.4KB  peak: 6.82Kb rates: 2Z24b  2.15Kb 2.26Kb
42 .1KB 4.45Kb 224b  1.38Kb 1.37Kb
111KB 11.3Kb 448b 3.53Kb 3.63Kb

<=, = RrRnENHME,
TX ®RRERIERE,
RX FTEWRE -
TOTAL £RERE.
cum FRIE1T iftop ZIEEIRENERE.
peak ®ERREIEE,
rates FRIFRTIIE2s. 10sF140sHIFTRE.
4. tR4E iftop PIHEIRER IP, MITUATH<S, BEFEEZ IP R#E,

lsof -i | grep IP

BN, HFEREM IP 53201.205.141.123, WHTATHS:

lsof —-i | grep 201.205.141.123

RIEREIRII TSR, SRS EHEEZH SSH HIZiHRE

sshd 12145 root 3u IPV4 3294018 TCP 10.144.90.86:ssh-
>203.205.141.123:58614 (ESTABLISHED)

sshd 12179 ubuntu 3u IPV4 3294018 TCP 10.144.90.86:ssh-
>203.205.141.123:58614 (ESTABLISHED)

5. EERFHRENHE, FLHEESRIES.
MREETERSIOHIEALSHE, WRESTEEHTHIERNSIE, SEFEMATARE ARRSHERE .
MREFTERSHHEZAREHRE, THERSHASSH, BUMBTRLHEHEFERRENHHTESR, BalItHEIRHRTER, TLUE
M BIEZREE MAHEITER, RE EXFES.
MREEFERSIOHIZNBNRAMHE, BEE TRSE RERN#TH—SEMLE,

BWEERZERRNR IP AEN, FTLIEE IP138=iaMy #T IP JIEER . MRLIBR IP JAEAESNS, Z2IREEX, BESVERXE!
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Z2HRESHTXTIEEER

mIEEFATE: 2025-06-16 17:00:22

AN BERSRE R BB IE SR AT SRS S EARRS R,
RETR

BRILABE SRR SR OI0E AMTETEERRESREEIREEX,
1. BF LhiRAREE.

2. 7ELPIRONERE, EEEHERNEISE, pE—RIeN, MTEFRR:

ID/&FR EBEISHT (13105014

H N\
ns® —si @ mm———ey
B | -« m A

3. MBIZEFUENHERKLENIKD, TUER Z2AEHES, EARSAEERH. PEHANNZSEFERE, Bd—RBRENEKERSSZERRO,
HBRAZAIZESER.

& sg- mmlm. mEE

REERN KR RIRER

NS s

SAm RERHF SELRE HHRE 2 Q 3
®EQ® Y hE0 @ ET & 15BTIE RiE
2.2.2.2[32 TCP:9999 Fodad 2024-01-10 10:34:17 i BN v B
#1145 0 50 1 ik

gENRLERE

MRBETERSE, HIAIRSEROREDS, EEFEEI—RBENEKNERERRSHENERRD, RECFTEAENEEEREN, BEIUBELTEE
XEBEREHMNGFIHIERAN, BREZEEERNEE. BMIEESR EXZz2800
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O BHS it
Linux L&A VNC REiEEtHIRE

AEEERRT, ¥ Linux RAXTRATEE VNC SARMIERXETHEREZE . FXNBNAERXAHGRHE Linux LHITE SSH ER. RREW
i, EEEEARN T BHTEEISAiTE, HITHERES.

HIETHR

VNC ERZ2iEE Web HRSRTREERRSBIAN, —REXLZES SSH ZEESRIFIINER. #H VNC ERANTEENRTRS BT, i
e RRRBE S FRE

HERN—RRTE Linux RRTZEERR, HLEEL VNC BRIIER. EREMIZSFI fstab BERE . REXEIHREK. lib SISESHRF/ERK
%,

IR e b
VNC 5=HE SSH TAERAE
G

f#F SSH & Linux iR, LIURIEER “ssh_exchange_identification: Connection closed by remote host” . MITFEFR:

[root@’ ~]# ssh root

kex_exchange_identification: read: Connection reset by peer

AIRERE

kex_exchange_identification BEZ#9 connection reset k&, —##{% ssh HXHIZECHEE, (ERREEFERE, HII0 sshd BEXHREE
&O

MR
BN 4MEEE, 188 sshd i#12, ERHRRITE,
BT R

1. 8EZLUTEE, #H VNC ZR Linux 3E61:
11 BR zRSHEEHE , HAEBEF Linux ZRSE, 2EEaNNER, NTEFR=:

I v | EREFRBFBERD FRER, THTHE THREY B8 RESUER)  SEEUERER v
© KOBIMIBLL OrcaTerm (RFRWH, %25 WRARIS, BHNRSF AN SIRO-AREY-, TONE C#HLE, < 515 x
m BB v IRENENE O § &

Q  EEREKEE
1D/ o RS ¥ AR ¥ ZOE T oI Eipvatitt © Eipvelttt et AR ¥ REHRA T FARME T e
] m @ sz MR fRmSAS B 21% 268 Mbps w g - s8R AR [22]an == -
AR ABLSSDR )

E2-3
[ZE3

1.2 FEATAMEREN, $E VNC B8R, NTEMFRT:

IRIFRE: BR=IE (16F) BREEAR 55107 #1591


https://cloud.tencent.com/document/product/213/72606#processingsteps1
https://console.cloud.tencent.com/cvm/index

%) i:ik= =g

B x

[ xii v
ZERSH# (CWM)  ins-
EEHN
SBERE (TAT) ®) KimEE (SSH)
ERRE EERO

AR v o2

HIES
o) HEWIE BRI

& BAEB

BP& )

stz Wees O

BEENTR

mETN >

1.3 7 login F#IABF&, #% Enter, 7£ Password F#HAZER, 1% Enter. MTFEFTRENAZERKRIN:

LS ERERkT): MIRKHRRTRERS, SEESHENE. ISHNGS, it . SEiRBESEE

CentDS Linux 8 (Core)
Kernel 4.18.8-385.10.2.el18_4.x86_64 on an xB6_b4

fictivate the web console with: systemctl enable --mow cockpit.socket

UM-5-86-centos login: root
Password:
[root@M-5-86-centos ~ 1t

[rootBPUM-B-11-centos

I

-hel lman-gr
tKeuyAlgorith

1Bopenss
rt

3. YT T®S, EERERE.

IBEZEUNTERREE “/var/empty/sshd must be owned by root and not group or world-writable.” , AEMS&IRER R
/var/empty/sshd/ RIDESE,

[rootP ~“1# sshd -t
varsemptussshd must be owned by root and not group or world-writable.

Il root@ ~ 1

IRIFRE: BR=IE (16F) BREEAR £5108 #1595



RS

%) i:ik=

IBETEEEE /var/log/secure HEPRURIBEDRBMHE. WTEFR:

: 0 user root.
systemd[1]: session-174.scope: Succeeded.
systemd[1]1: Started Session 175 of user root.
systemd[1]: session-175.scope: Succeeded.

systemd[1]: Started Session 176 of user root.
systemd[1]: session-176.scope: Succeeded.
sshd[1236511: fatal: svarsemptys/sshd must be owned by root and not group or world-writable.

4. WTLATHE, BE /var/empty/sshd ERIUR.

11 -d /var/empty/sshd/

REERNTERT, AIXMRHRIEATTT.

[root@#* “1# 11 -d ~van
drux awx. < root root 4896 Jul 13

5. MATLAT#S, B /var/empty/sshd/ NEHHPR.

~hmod 711 /var/empty/sshd/

20 (#H SSH &3 Linux 36 WidE, TJESTESREN.
VNC ARHEE Linux RAREEMICE
e
TiEIEE SSH imiZER Linux =iRSEE, BEM VNC FRERE, BEERZABHEMERTEE “Welcome to emergency mode” . UMITFEFFR:

Reached target Remote File Systems (Pre).
Reached target Remote File Systems.
Starting Crash recovery ]~|1||| 1 arming...
Started Security Auditing Service.
arting Update UTMP about m B hutdown. ..
rted Update UTMP about Suy: Joot/Shutdown.
Starting Update UTHMP about em Runlevel Changes...
Started Update UTMP about System Runleve l Changes
kelcome to emergency mode?! Af Ir[ logging in, type " jour |ml| tl -xb"” to view ¢
system logs, “systemctl reboot" to reboot, "“systemctl default" or “D to
try again to boot into default mode.
Give root password for maintenance

(or press Control-D to continue):

AIRERE

algETF /etc/fstab BEBEAHSH.
f5lan, B /etc/fstab HEREFERSESMENERKE, ERSHESHISFIEMEENE, SHERLTEIEER.

fRRBE
BN QS R /etc/fstap REXH, ERRSEEEHTLE.
HESR

1. 81 LEZE1, A VNC &3 Linux 61,
2. A VNC REfa, EFZMN RSfEA PFRRE, BHA root IKFEBHR Enter ERIRSEEE . BANBEBIARETR, MTEMRR:

Give root password for maintenance

Control-D to continue):
11 oot * ~11

3. BARSRE, iTUATHS, BE fstab XHPERHERESIER.
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O BAT =

1sblk

BRESERNTERR, XEPEFHEEEIR:

[rootBL

more info.

emct]l daemon-reload' to update stemd

extd defaults
sdata

4. PTLATRS, &9 fstab X4k,

-p /etc/fstab /home

5. PUTLATER<S, B VI RIBSRITFF /etc/fstab X

vi /etc/fstab

6. 2 | HNRIBER, SHTBNEEREETE, HOA + ERRTRE. WTEMRR:

C. b
ated by anmaconda on Tue Nov BZ2:11:36 2819

“NCE, are main U/
1), mount(B) a or b ) * more info.

temct]l daemon-reload’ to update .emd

UyID= )-71f a-« ext4 defaults

7. ¥ Esc i :wq 5, % Enter (RFREFHIBHRIESE,
8. BEHIZFIAEREA, FIEEEN EFE6 .
9. RIIREHRIEERIRER.

RUBRIRUHEE Linux REBRIKMITE
b 3
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BT

Linux RRERZBXELEERD, BREEHES FAILED BsikWIR. WMTERFMR:

] Reached target Local File Systems (Pre).
1 Reached target Local File Suystems.
Starting Restore /runsinitramfs on shutdown. ..
Starting Tell Plymouth To Write Out Buntime Data...
Starting Create Uplatile Files and Directories...
[FATLED] Failed to start Restore /runsinitramfs on shutdown.
See 'systemct]l status dracut-shutdowm.service' for details.
[ 1 Started Tell Pluymouth To Write Out Runtime Data.
[FAILED] Failed to start Create Upolatile Files and Directories.
See 'systemctl status systemd-tmpfiles-setup.service' for details.
Starting Security Auditing Service...
[FAILED] Failed to start Security Auditing Service.
See 'systemctl status auditd.service' for details.
Starting Update UTMP about System Boot-/Shutdowm. ..
[FAILED] Failed to start Update UTMP about Sustem Boot/Shutdown.
See 'systemctl status systemd-update-utmp.service' for details.
[DEPEND]1 Dependency failed for Update UTMP about System Runlewel Changes.
[ ] Reached target System Initialization.
Listening on D-Bus System Message Bus Socket.
Listening on Open-iSCSI iscsid Socket.
Started daily update of the root trust anchor for DNSSEC.
Started Daily Cleanup of Temporary Directories.
Started dnf makecache --timer.
Reached target Timers.
Listening on ACPID Listen Socket.
Listening on 333D Kerberos Cache Manager responder socket.
Listening on Open-iSCSI iscsiuio Socket.
Reached target Sockets.
Reached target Basic System.
Starting Authorization Manager. ..
Started libstoragemgmt plug-in server daemon.
[ Started Machine Check Exception Logging Daemon.
Starting System Security Services Daemon...
[ Started ACPI Event Daemon.
Starting Hardware RNG Entropy Gatherer Wake threshold service...
[FAILED] Failed to start NTIP client/server.
See 'systemctl status chronyd.service' for details.
Starting VDD wolume services...
[ 1 Started D-Bus System Message Bus.
Starting Network Manager...
[ 1 Reached target sshd-keuygen.target.
[FAILED] Failed to start Hardware RNG Entropuy Gatherer Wake threshold service.
See 'systemctl status rngd-wake-threshold.service' for details.
[DEPEND] Dependency failed for Hardware RENG Entropy Gatherer Daemon.
[FAILED] Failed to start UDO wolume services.
See 'systemctl status wdo.service' for details.
[ ] Started D-Bus System Message Bus.

AIRERE
AREHTXBRAXMRESHENEY, FHI4A bin 5 lib SXHERE .
MRRRBEE
20 ESER, BIEHEENTOIRESRN, #TTEHERES.
LIEPER

1. BNUEIEET, IERIENEXIIIETE®, MBLERTHIRREFEMIRN, ERTEL CEZRE &0, FURERTEL IEZEENEE BR
&5
2. 5 mRSHEENE, £ ‘S’ RED, SFEIFFETANNES > SHSEN > #AKERN, TEMx:
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& WifiE

il @) BT IRERSAS @ - REITH EAIE BR B3 v
R 1EBESSDR

R BRIERER
SRS

H1% 20 v &7 o«

SEFSE
RIRARIERGE
BER

PRI+ >
=Ry . R

3. TERHAEAREEREO D, REMESXBASRTHINED, SHFAMENEN. WTERR:

HNFRE x

@ VHNEER ZABERBEG, ZEBRAT AL TRERRBE0EE, RABFZRoot, BEMBERE, BEM
[REEBIAIE.
2 b FHIRE T RISEGIERIAM CD-ROM /25, CD-ROM EREURIERSH CentOS 7.5 644iL,
3ATFRIRER FRTAIFERHRIRER 2 BIRRERHT BIEFF XS RIE.
AHNBEEXBBEXNRS TRIE, BHANTERSBBBERAXHRAARA, RNEEHDANEEHTRE.
SIRHHIRIERE, LHRTIRENRHNRIBERBIRT.

AR BB
A

EBRBAED

SRR BRG] XA
SEHIXATRERESFRKAE, BOEE

ES)

4. PEHAKEE, SRS THHAREESNR, MTERR, ZEE—RIENI R

ID/&FR " RE 7 AAR 7 L ES I LHIRE Eipvaitsit O EIPveititit EFT RS 7 &t RE 7 FMTE 7 B
i REITE ST BIATIE
SDZ
5. ERHAMEEREIFNRSETHIENSHBESEN ., INTEFFR:
ID/EHR iz RE ¥ AR ¥ KHIXE T LPIEE Eipvatteht © EIPveitiht KHtBRES ¥ R REX T FiRmE ¥ B
i HRERISAS @) - REIR BHiAmA BR B3 v
AR MRASSDE

FER

6. €M root MKFR &3 PIRERITNE, BEMUTHASREI.
EHXFIEAN IP, WiESR E/R SSH Z3 Linux 526l
HXHFITAN IP, WESR ERE VNC ZF Linux 6.

7. XXLAVNC HRERNI, ERANE, RAPTUTHSERRRRIRDK,

© iRk
HMEBEXATIHARARIZES A vda, BOEXA vdal, FiAREH.

/dev/vdal /mnt/vml

iTRmE, BRESRNTERR:

[rootl “1# mkdir -p s/mnt/oml
[rooti “1# mount sdevsudal /mnmtsumi

[rootl “ 1

8. HEHAING, BNERERRARD RPRILIE.
1ZWAfER mount —o bind %%, EHEXHRAN—EHSFEAR, FBEE chroot S AREREEMRERTETIES, BMREGSUT:
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$%) - i}ik= =g

bind /dev /mnt/vml/dev
bind /dev/pts /mnt/vml/dev/pts

ind /proc /mnt/vml/proc

nd /run /mnt/vml/run

nd /sys /mnt/vml/sys
/mnt/vml /bin/bash

1T chroot #w<HT:
TIRIBIER, TRENT cd / B,

=)
SHIMINTEMRMREER, RIALTEESEER, ITHT cd /mnt/vm1 BERSEERE.
~1n
~ 1 1
B “1# mount -0 bind ~dev sumlsdey
PUM-8-11- . 1 ) i
oot@UM-B-11- . ~1n
) ~ 1t
~ 1
~ 14
command *~/bin i ) * directoruy
18

9. BI®S, AIBERRERIRSEP /usr/bin BFRTHIFREXHEMER. WMTEFR:

vmlln 11

root
root
8 root

root

t

root
root
root
root

[rootP 8 cCe s binl# Is
[root@UM-B-11-centos binl#) _

10. LtEY, HTRIE—ESERMERANERNSR, HRITUTHIBEERR /usr/bin BRTHIXHEEREEERESENRL,
EENSE: RXHITUTHES

cd /usr/bin/ && tar -zcvf bin.tar.gz *

bin.tar.gz root@FREEMip: /mnt/vml/usr/bin/

© 8
BAR IP AlBEARER, EAR IP FEEARMER,

IRIFRE: BR=IE (16F) BREEAR 113 H#159]
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HITERNTEFR:

[root(@\ bin]# scp bin.tar.gz root(@é +:/mnt/vml/usr/bin/
The authenticity of host * " can't be established.
ECDSA key fingerprint is SHA256:e+y4JYiXmdd & GLmHaVo8ihDvhtbeA.
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added * * (ECDSA) to the list of known hosts.
root@ 's password:

bin.tar.gz 100% 33MB 121.9KB/s ©04:33

SENR: EXEEXTHRXNTUTHES

cd /mnt/vml/usr/bin/

—-zxvf bin.tar.gz

/mnt/vml /bin/bash

MITERNTERR:

[root® /1% chroot /mnt-uml /binsba

baobab baseb4 basename h shbug bashbug-64 batch
[root@® /1% chroot /mnt-uml /binsbash

[root(*® 711

1. ZPUEERME, EEXFFMETANMNES > SESHRN > BHKESES. NTEMRR:

W [OF i1 ERSAS @) - #EtR HRIATE BR BB v
RGifR: WEESSDR
-3 W
SRR
20 v §/ T Mo« 1 mpRgR
RIRARERS

ERER

RREE

P/ >
ELIEE v ] wam N

iR Ty >

12, BHHEERELAL FRNKE, FEHTRRAEIE. WTEMRR, RREKRE.

Cent0S Linux 8 (Core)
Kernel 4.18 .7.1.e18 5.x86 64 on an xB6_64

Activate the web console with: systemctl enable --now cockpit.socket

UM-B-11-centos login:

IRIFRE: BR=IE (16F) BREEAR 114 #1591



O BAT
EMINER=IRSE LW

HiRiiig

RS

WRRSZFMITRA . ERRFR, AREHBRSHIXNEVHEERLWIER . MREBAER, TUANRSFETIMTHENLE,

AIRERE

CPU siRFHIERRTS

Linux IBERFINZ=IRSBALE ACP| EIEER
Windows RFHIZ=IRSS2RiHITEIAIASENDT <
FIREE Windows Z=HRS32ZRIRTEREANIAL

RERRNRELTFIEESRKE

Lo bl

BRIRRSHR, FHEESR EAMEERBINESR Linux 6,

HSE CPU SXAFRIERER AL T I MR
1. IMEERSEIRERANLR, B CPU/MEIERER.

A EBIENE

8 CPU INFNERAZEBL TESER

BE Linux B ERANTIRSR[ES LK ACP| EEBER
& Windows RAREIRS SiHITEMEZEET K
RERWE Windows =HRSSEITZEHAIIAIE

RERACRRNRHERIES

Windows =R : E=RSHES, GHERESE, BIRMESEERE,
Linux =iR3388: HiT top &<, MITERRESE scru FI5 sveEv FIBIER.

top - 22:36:07 up 1 day, 12:03,
Tasks: total, running,
%Cpu(s): us, sy,

KiB Mem : total,

KiB Swap: total,

2 users,
sleeping,
id,

ni,
free,
free,

PID USER PR NI VIRT RES SHR S| %CPU %MEM

8916 root
1 root
2 root

20
20
20

0 889060 19208
0 191064 4116
% Q Q

3348 S
2640 S
QS

2. tRESEIR CPU/AFRIERER, LIk CPU HERFERAEISIHE,
BIMEEXRNIER, 17 EBFHXNAEEEIRSES o

BRE Linux IMERFENVZIRSB/EDRRE ACP| EHERF

© i
BEERAEETRS Linux B ERAERITBIRSS SR o

T TH<, EEREFE ACPI#iE,

1.1 0.5
0.0 0.1
0.0 0.0

load average: 1.08, 1.18, 1.16
stopped,
wa,
used,
used.

zombie

hi, si, st
buff/cache

avail Mem
TIME+ COMMAND
10:54.92 barad_agent

0:17.81 systemd
0:00.00 kthreadd

WNSRTFAE ACPI #12, 5 EHXSERZRSE -

st

WMRREFE ACPI i, BRE

18 Windows RSN =RSHFiHtTERNNDEE DK

IRIRERE: BR=ITE (1bF) BRSEAE

ACP| E2i2F . BFREISR Linux BIREELE .

5115 #1591


https://cloud.tencent.com/document/product/213/5436
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https://cloud.tencent.com/document/product/213/12771#CheckServer
https://cloud.tencent.com/document/product/213/12771#CheckOtherProblems
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https://cloud.tencent.com/document/product/213/2129

O BHE

©
ILIR{EETRS Windows IRMERAREIRSSZE -

£ Windows ZIRSRIFFRARE, LHFFE > EHEIR > Windows B#f, EE5REFEEEEMNTHER.
Windows 7EfFRLEA TIRIER, SEXARGME—LLIE, WINTRFEERRDSKSEXN/EREY , ENEEE Windows BEfixmE, B
KNERTIRSHARIF

MBRAEEEHH TRIER, & BN EEERS.
BRENRBE Windows ZiRSERRESRIEL

© il
LEERIEET RS Windows R{ERAIZIRS SR -

XL Windows =ERSSHAT, RBEEE Sysprep FRNHTARFSR, MIAEEERIK, EBETHZA, Windows SREEXN/ERINRE, SEX
CIES =S
WMRIEMSER Windows ZERSERIEREMIANE, BiVEERF Windows ZIRSSBAKTRE, BERXI/ERZRSHAIRE,

MR Windows =IRSSRERMMIEN, & EHIXHEEZRSE o

RERACRENREREIER

BIRETENERSRHRERRSHIRRNREEBEERENTAD, KEF.
MRRURE, XTURRRARSERIE, SEXN/EREN, BEHEZRY, ERRSRHHTERFEHTHESMNE, EXRR.
MRREURE, 5 EHXNFEEERSE

EHXNKER=IRS =

Ao ER
BNSRMEEHX/ERMINGE, ESRSHN RS F[HTXN/EREYER TULAERIZINAE, ZREREHNRRSF|HITRIERRE, &
L SHTRSHBIRELHEHRRIRIF

1. BF cRSHERHS -
2. EELFINEERE, EFEFXNNERNZRSR, FRIBELRERBITRREE.
XA=RSEE: BEES > IPRE > X, NTEMR:

= 6l SoEREE @
FEO) R0 St Sw) | SESE0)  e0) | BE©)  ZE0) DR0) | BE0 | Ee®  ==EI0 | SS0 EZwE0  EFEO)
= == == sEEE  Es@k -
FETE: 25mE Q [ nsssmss o on o3
DS e WwE T Exil il g FIPtiht EphtsEs 7 R B
i MiEFR EEES2EN (4 1 a8l EERaFaRtE BE ==
2019-08-256
1524258 ]
W 0= s @) BEBR EeEnEaRE pa—
) 2019-09-26 =R
14232088 T
R =EEE -
A
sieme
IP/FF
=2m

ERTRSH: BHES > LRRE > BE. WTEFRR:

IRIRERE: BR=ITE (1bF) BRSEAE 5116 #1591


https://console.cloud.tencent.com/cvm/index

& WifiE

st i SpEREE B

=) Elazt()] ;A1) E(1) FEEEWD) FFANLE(D) 220 =F(0) ET0) EF(0) EZ(0) BE=RET0) FRE(0) E=FE(0) EEFRID)

= == e sBzE  =zEE v
FRERE: £5mE Q REEFEsA [ = S 3
IDIEEGHE = wET E e g FIPiht SZEhtEsE T Pt B
i O EGFH [tk 2 I aFal ERRETERE BE =
2019-08-256
15:242I58 BREFEES
ER »
ih [OF =] REES2EN (EEtE) aEaR EEREFERtE oEE
1) 2019-08-26 h
14:23%058 Sl Ezxzs
AR EEEE b
BEEE  »
HiERE
IP/FF »
=28 >
3. fERnXNESEEREMEOS, IEEFXNSEEHER, RERE.
O @iEEEBIRM, MTEFRR:
ESi] b4
SOEE 1 &5, FTEVSEES, S8A: HEt
DIEZER IR SRS T - BiE
1# 1GB 5Mbps .
_ ;f*s ﬁ%sso BEHE I
- trERss g == = 2023-11-06 v ST
- = 17:00:028F

FAAR = QBN

O FFRARESETAT SRR, B e SN MRS S S RSN
. EREREEESAEER MEA.

O FEEHER, WTEMR:
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O BHS

= )

TRE1aXE . ESEFE~
No. ZHIE =ZHEID LG

1 1 Mbps

MEXEPRYEHLH TER?

EEHE, =AETECREERS, EEETEE, LaSnsn

=siEs

R ERA RS TR R SR REEE\ERE. EHERTEESIE
HEEFNETHESDT, ENERATELRERSER MER.

IRIRERE: BR=ITE (1bF) BRSEAE

=hRSSER
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& WifiE

MR 10 tEXIEE

mIEE#RATE: 2025-06-16 17:00:22
[ERSEAIEEISN, TASMRETRRTANSERR. FXEENELTABMRMESS, HKR 10 BXIENR. SILFERLESE.
PR (i B b TR

RIS

RIZEXHIE, TRSHINELZERAREER.
RJBERE

3% hung_task

hung task Hl#i@EZR1Z&RE khungtaskd 3£, khungtaskd ¥iE TASK_UNINTERRUPTIBLE R&H#IE. tNRE
kernel.hung_task_timeout_secs (EKIA120%8)) EHAR—BELTF D K&, WEITED hung task HIZHIHEIEER .
WNREE kernel.hung_task_panic=1 , WEMERX panic ESHNE,

PIEER3EHE soft lockup

soft lockup 1§ CPU #R#ZH8 SIBLAZ FHENITEMEZ . iU soft lockup MRIERLE 4 CPU SE— 1 ERNHITRIRZEIE [watchdog/x], U5
ZEEE—EABA (BUAJ 2 kernel .watchdog_thresh , 3.10M#% kernel.watchdog_thresh EKIAJIM10%) iRBBEINIT, WRIARET soft
lockup.

WREET kernel.softlockup_panic=1 , NMEMERZ panic EEH=E.

P3¥ panic

HWiZRE crash SHENBRESFR, ERMIMZ panic ST
RIZEMT hung_task BEEET kernel.hung_task_panic=1 o

Ptz T ERFE soft lockup BBECETY kernel.softlockup_panic=1 o
fit’% T W bug.

RESR
REEXTEHE RGBS ERESR, BNEY FA%E B—SEURGE,
TEaRimEE R R A

% inode i#

WS EHXHIHET No space left on device #2252, BEE dr -1 HOBEE inode FEAEAZE100%.
AgERE: XHERS inode ER.
AEBPR|: TTSEHY CIEZHRE no space left on device

B EE RN

WK AR R No space left on device {EiRE8, BFEA dif -n HOEEFIERTEFEFHEE100%.
RERE: EETETER.
QAIBEEE: TTESEXY SIEXERE no space left on device o

BRIIE

WK XHERFZREEGEE, FaeeIERHE.
AgERA: XHRAFRE

SETER:

1. SIBIRIBUEMHEREIE, #5520 CIERE .
2. IRIBERSER, MITHRESE:

Ry
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https://cloud.tencent.com/online-service?from=doc_213
https://cloud.tencent.com/document/product/213/68395
https://cloud.tencent.com/document/product/213/68395
https://cloud.tencent.com/document/product/362/5755

O BHE

BYERERLH, #EEER EE55%6 .

HiRa

1. BT TGS, EERIZREMNAIXHRFAE,

1sblk -£f

ML ERNTERMT. BERS15I0#@ESE; $25ANHRREE; EoINHBERIER.

FSTYPE LABEL UuID MOUNTPOINT
1509660 config-2 M =B —

Lvdal ext4 4b499d76-769a-40a0-93dc-4a31a59add28 /

2. iTIA TS, EHEEIRER.

umount <XIRIERFEEREEE>

3. MRXHRFXEE, HITUTHSHTES:
ext3/ext4 XHFF, HITLATEG

fsck -y /dev/IIRiEE

xfs XHRFE, HITUTHES:

xfs_repair /dev/IJRiER

LR %util B

HREEISR: SCHIRIR, R SSH =% VNC ZREaKTTNRL
RIREIRE: 10 BSREER %util ;XE1100%.
WEBER: FI2E Linux EfIEA atop HIETE X4, (M atop HE 10 SRESE, BRIHEREEL 10 EEREBIRESENER

IRIRERE: BR=ITE (1bF) BRSEAE 55120 #1591


https://cloud.tencent.com/document/product/213/4928
https://cloud.tencent.com/document/product/213/61086

O BHE

&4 bin 3k lib Ii#ERE

mIEE#ATE: 2025-05-26 19:42:53

)

HTHOURGENOLIESR, LIS T b ERTHSHEER.
AJRERE

CentOS 7. CentOS 8. Ubuntu 20 &%k bin. sbin. lib & lib64 2ik&#E. WMTFFR:
1rwXrwxrwx Jun 19 018 bin -> usr/bin

1rwXrwxrwx 1 Jun 19 2018 1lib —-> usr/lib

1rwXrwxrwx ) Jun 018 1ib64 —> usr/lib64

1rwXrwxrwx 8 Jun 19 2018 sbin -> usr/sbin

EREHERNR, WESHENTHOSRREBMNTEDHIURE . SRS G842 , SEHREMRRREEE,

i bl

1. 81 (ERKIEE SEHENBE, FHRTRIETRR ERREENHITREREE SR,
2. 1THEHE chroot @ht:

O BiRiE, BT cd /mnt/vml o

O FiRsE, HfT cd /o
3. HUTUT®HS, EFYNMNREHEREEFE.

O B, BBl EET BERISREE.
0 &, BRENTUTHS, MENMRIEEHNGTT—S.

usr/1lib64 1lib64
usr/sbin sbin
s usr/bin bin

usr/lib 1lib

4. PTLATRS, MEREHE,

/mnt/vml /bin/bash

FAREER, WiKBREEHZEMINES.
5. 20 FERKEED, BEKERNX, BHRSA.
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https://cloud.tencent.com/document/product/213/68393#ProcessingSteps
https://cloud.tencent.com/document/product/213/66678
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https://cloud.tencent.com/document/product/213/66678
https://cloud.tencent.com/act/event/Online_service?from=doc_213

O BHE

=R SR RIS N =i’

BIFEHALE: 2024-03-26 16:55:43

RIESHTLHTHEER, FRAFRANTEREENE, XN ENTHNRRSBESTRRENE, REBRSE.
@] Ld= v

{5/ SSH A3t % /A VNC At BRI, BEUTAR#THNERSEESHRSAE:

rc.local #IEINTEERS

WITA TS, BF rc.local X%,

/etc/rc.local

EREEENIEVSHASEFRMNOGES, HlEl woet xx R /tmp/xx F, WRRSZHESXMRFEHFESAE.
crontab #IEIERES
MITUTHS, FILBaRRES.,

ERHERRIEVSRAEBERINNRS, Pl woet xx & /tnp/xx %, NRBSESABERFBNE.
Id.so.preload 1Nz

WMITLATaS, BF /etc/ld.so.preload M4,

/etc/1ld.so.preload

BN ER AL SEHEE, NERSBCABERHSAR.
sysctl.conf REXTRAE
WITUTHS, SEARNFERER.

sysctl —-a |

FimtiF0, BUSHSEFHRERARRE, WRRSFEAMERHBSAE.

plsiig

1. 21 QliERiE, ERRRMIESED.
S0 BERG, BERIFIRR, HSENMTHEENERSRE:
O [EMTIRSZHREE, BBRENBHAS. NS, FARFHF. HFHE2 - 16[HERENER. FEESI E5L0E5,
O Mk=IRSFEPEFBERIAR.
O 1§ sshd RIFKIA22i7ME2791024 — 65525/EA9EMAERE AR . #HESR ENERSHTEHRARO o
O ERRRBB[EXHLZLEPIIIN, IFHEWSHINNEIFRRD, FENEERENX RGO FEESR HZHRn .
O FEWEAMFBIZORARSIKOEE. G130, mysql & redis %, BRNSHEXIROESIAEIERIE LN
O BERE. oHISHIPRG, FRINTIHEE, IMERIERSEERER.
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https://cloud.tencent.com/document/product/213/16566
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O BHE

B4R EE no space left on device

mIEE#RATE: 2025-06-16 17:00:22

EE 2

£ Linux =R EEIZIMART, HM no space left on device iRi&.

AIRERE
RIS SRIRIEHE
EE=EL TS REERSEREER
YRS inode i#& EEXHREARS inode i#
df du &FF—EIRE BE df du BE5F—H

i Ll

REERTERESCH

1. BRTRS:R, FHESR ERREERHNESR Linux 5261
2. WTA TS, EEERERE,

3. E(UERERERRIERR, FITUTRSENZERS,

| MREHR

fugn, WNFH cd REBEHS, WHAT cd / o
4. TS, ERGAZEKRANER.

-x —-max-depth=1

RIEEME SAZERAHEREERR, TUTESE:
O MRERFETM|TERLS=E, 5 195 df du EEF—H SERBSHIETHR,
O MREFRBERKX, BEAN TE3 FRT, ERHRENT cd BEARIGATERAHXHEER. RETEMESASERAINYE, FELSERE
ERETMIR. EXENG, BB FazEE i KERFEsE.

HREHARARSE inode i#

1. ERTRSR, FHESR ERREERHINER Linux 3261
2. T TS, EEERERE,

3. EluERERAERRIERS, FAHTUTHSHNZERS.

~d MRHEHS

BIgn, W cd REBIERHR, WHT cd / o
4. PTUTHSL, ERNHIERSHER, BRZTR, ZHSBEN, BHUES.

/ -type f | —-F / -v OFS=/ '{$NF="";dir[$0

nr |
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https://cloud.tencent.com/document/product/213/68395#inodeFull
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https://cloud.tencent.com/document/product/213/34068
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O BHE

H"E df du BEF—H

R SUHTER & S iR

1. BRERSE, FEESN ERIREERERESR Linux 20 .
2. PTATHS, BESMEXHNIRE.

| delete

3. BRESEREEE, WA TEFRR:
[root@ Bl ~]# lsof Igrep delete

gzip 15725 root 1w 253,1 352878592 394572 /root/lssls.tar.gz (

T EEEREZFIJEHEII A pid, BEALLY pid FUITINT&S.

systemctl status H_EEFRANEHECId

4. FIRE LRGSR BRI TIHNAIS R .
EWMHINTERT, REBLHETRR systemd RS ERAHIE,

[roote ™ [l mm = ~]# systemctl status 15725

Failed to get unit for PID 15725: PID 15725 does not belong to any loaded unit.

EATIT R kill WROHE . BERLEHE pid ITHTHS.

-9 #f8Epid

EMEINTEFRRT, RALHER systemd IRSHERATHIE

[roote W ~]# systemctl status 4395
sshd.service - OpenSSH server daemon
Loaded: loaded (/usr/lib/systemd/system/sshd.service; enabled; vendor preset: enabled)

Active: since "Il = JdF"as ago

Docs: man:sshd(8)
man:sshd_config(5)
Main PID: 4395 (sshd)
CGroup: /system.slice/sshd.service
L4395 /usr/sbin/sshd -D

BTN T RSERRS

systemctl restart JREZR

ERSHIELANXHOHE, TERRSS.
32 mount R ExET

1. #1917 mount &<, mount SAZEAIEES] /mnt o FIU0:

/dev/vdal /mnt

2. m?i’ul?ﬁ@, i&)\ /mnt o
cd /mnt

3. fTLATSR<S, ERGATERXHER.

—-x ——max-depth=1 |

IRIRERE: BR=ITE (1bF) BRSEAE 58124 H#159]m
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O Wiz

RIBREIZER, FeUSERIFGEETMIRBEREII .
4. #1173 umount &<, umount B, Fla0:
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O BAS =
E% initramfs = initrd IRIF/E%k

Hiiiig

RITHSRERESRBHANSIED, BT VFS: Unable to mount root fs on unknow-block k# error: file '/boot/initramfs—"uname -r'.img' not
found HHREER -

AIRERE

1. RFERBEIEY, HH VFS: Unable to mount root fs on unknow-block al&ER2 initramfs 8% initrd Bialfl, EE&HHH
&pE initramfs % initrd: . ATFEIRFR:

not yncing: UFS: Unable to mount root f{ on unkno

wn-block(
[ 1.5464401 CPU: 1 PID: 1 Comm: swapper/0 Not tainted 3.10.0-1160.119.1.el17.x
86_64 #1

[ 1.5491251 Hardware name: Tencent Cloud CUM, BIODS seabios-1.9.1-gemu-pro ject
.org 04,01,2014

] dump tack+0Ox19/0x1f{

] panic+0Oxe8/0x21f

]l mount_block_roo

] mount_root+

] prepare_name
2>1 kernel_init_f{

1 7 initcall_bl
as 1 3 init
Frfffeft 1
Frfffeft 1
Frfffeft | init
591 Kernel Off : Ox21800000 from Oxfff

J0000000-Oxf ffFFFfFbEFffffff)

i 1.5770861 Rebooting in 5 seconds..

1_init
om_fo

[ 1
[ 1 [
[ 1 [
[ 1 [
[ 1 [
[ 1. [
[ 1. [
[ 1 [
[ 1 [
[ 1 [
[ 1 [
[ 1 [
[ 1

2. REBhkY, i error: file '/boot/initramfs—"uname —r'.img' not found A&EE /boot BR T initramfs/initrd X%, MTFEFR:
error: file boot/initramf 1.10.0-1160.119.1.e17.x86_64.img’ not found.

Pre any key to continue. ..

LEFHER, BESHEATIEER . B2l SIE0HIE , REHEFRER initramfs/initrd,

i bl

1. & FERKEEDS , #ABUEER,
2. TEBA mount B chroot FHdpd,

-p /mnt/vml
/dev/vdal /mnt/vml
bind /dev /mnt/vml/dev
d /dev/pts /mnt/vml/dev/pts
bind /proc /mnt/vml/proc
d /run /mnt/vml/run
bind /sys /mnt/vml/sys
/mnt/vml /bin/bash

3. BT TS, EFER initramfs/initrd.

wget && chmod +x cvmrescue_main.sh &é&

./cvmrescue_main.sh -m rebuild_initramfs

AR FBREZ B EMANIEM, TLAE /etc/hosts HELE 169.254.0.3 mirrors.tencentyun.com BFBEFRIEE, HRINEHRSNTERR.
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[root@ mmm mm mm B ~]# cat /etc/hosts

127.0.0.1 mom HoE -
127.0.0.1 localhost.localdomain localhost
127.0.0.1 localhost4.localdomain4 localhost4

1. -J . O LLIILCTTTOT W B8 = . «o... o
1 localhost.localdomain localhost

1 localhost6.localdomain6 localhost6
9.254.0.3 mirrors.tencentyun.com

16

HWHBINT, FR initramfs B initrd &R

making 3.18.8-1168.119.1.el7.>
successfully make 3.18.8

aring Env...
[5]1done

4. 21 (ERAFESDS, BHRERN, BHERS.

IRIRERE: BR=ITE (1bF) BRSEAE

11668.119.1.el’

RS

127 H#159]
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O BHS

Linux SEHIPRTFHECEE
SCHIRFERRES

EIE )

Linux Z=ARSSESEHIHIMR AR | RAVEIE. FIaN, RAEMIBRSIMAEERE. RSFERF L. ZHEMA OOM (Out Of Memory ) F.

AIRERE

AREREHINFEREE S SRS . BEER TGN FERRFERTTI0%N, TR AEENEEREIS.
FBESR EE , ANNREERHEAFERETRSIE. 20 EtAFRREREMS, EMDRERE.

ol Ll

1. 8 BXEE, BEENFEREEEIES.
REEREES, RiITT—2.

REFEREEE, BFER BENFIRAREGS, $—SEMTERE.

2. BERAPBHITUTHSHN top FRiEllo

RS

HA top REFREM, IEIEE RES & SHRIIZEHFHESAREFLES, WTEFR.

top — 21:06:44 up 37 days, 9:23,

WK 10|

15742.0 total, 3175.3 free,
free,

0.0 total, 0.0

82924
500548
40116
95304
762180
0

0

Iz=l: ) M?E-F_ﬁ o
2, WHEHTIRE, FHEEER otz
B =R
=

3. T TH<, EEHEREFLAREES.

3 users,
! 207 total, 2 running, 205 sleeping,

7528
50052
39772
10692
22628

0
0

OVHWOWOB W UV AL

load average:
0 stopped,

1010.8 used,
0.0 used.

o®
]

SO S S P F Niaj

0.01, 0.04,
0 zombie

0.03

11917.6 buff/cache

14731.2 avail

11,42
12,56
9,41
95:04.50
8,40
48:39.04
1:26.32

Mem

sapl00l
sap10e8
sapl002
sapl1004
barad_agent
rcu_preempt
ksoftirqd/2

/proc/meminfo | —i shmem

REERINTEFRR:

[ rooti@ ~# cat /proc/meminfo | grep -i shmem

556 kB

4. T RS, EEFTEIEY slab IFSAREE

-
Ei&Eo

/proc/meminfo | —i SUnreclaim

EE RN T EFRR:

[ root@ay ~]# cat /proc/meminfo | grep -i SUnreclaim

13780 kB

5. #TUAT®RS, EERRFEREAR.

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHS

/proc/meminfo |

=hRSSER

RESERNTERR:

[rootg@v ~]# cat /proc/meminfo | grep -iE "HugePages Total |Hugepagesize"

kB

O HugePages_Total HithA0, FSR HitWFEHAMEEEGISH , H—SEMBRERR.

O HugePages_Total HitHIF0, RREETHREFAR., REFEKRTAIKAN HugePages_Total*Hugepagesize , f&EBIfIA hugepage & HE!

EREFEE, B ACSTFEEARNEFEAR, A@IHTUTHSERE /etc/sysctl.cont XHEHAEI vm.nr_hugepage EREIR,

/etc/sysctl.conf

BT THSEERERR.

HEXIRE
ERNTFERE

BTFARE Linux ZTIREY free MYHWHMIENTRERR, AFERAETEBEEHEN free HOMBERHTHESY, BREUTESR, BEBAZR

BlERNEEEE:

1. BR ZRSEEHE , BATEERE.

2. EIESH) ID, MASFLEERE, FHtERENE.
3. ERFNETEEEZTAMAEHEE, WFERR:

-
PRI ) (D a7l AEFERRMB) O a7
1 1MB
0.8 0.8BMB
0.6 0.6MB
0.4 0.4AMB
0.2 0.2MB
0 OMB
10:28 10:33 10:38 10:43 1048 10:53 10:58 11:03 11:08 11:13 1118 11:23 11= 10:28 10:34 10:39 1044 10:50 10:55 11:00 11:06 11:11 11:16 11:22 11:27
[ SHiE - SME - FiSE - n SHE - S0ME - FHE -

HHRNTFERE

REEEPRFERRTES R APEANRFEESEREEZEZLIL, FEEENK5RABEFTHANAS . ITEZENT:
= ( MemTotal MemAuvailable ) 1005 / MemTotal
HEEEPRERALRN MemTotal MemAvailable 28AM /proc/meminfo HFKEY, /proc/meminfo ZRFIEAT:

[root@VM_0_113_centos test]# cat /proc/meminfo

. MemTotal: 16265592 kB
. MemAvailable: 3005888 kB
. MemFree: 1880084 kB

5. Buffers: 194384 kB
. Cached: 13647556 kB

. Shmem: 7727752 kB
. Slab: 328864 kB
. SReclaimable: 306500 kB

. SUnreclaim: 22364 kB

3. HugePages_Total: O

IRIFRE: BR=ItE (It ) BRSEATF
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4. Hugepagesize:

=hRSSER

2048 kB

SHLRIBINT:
2 AR
MemTotal AREAF,
ZlemAvaiIabI TERE
MemFree AARFRAF,
FTRigE (block device ) FRGBIEFR, SIEEEEENESE, URXHEREARTEHE (metadata) , fl#0 SuperBlock
Buffers _
FR{EMMEEFR,
Cached page cache, 8% tmpfs I POSIX/SysV shared memory & shared anonymous mmap.
Shmem BIFHZ=RE, tmpfs &,
Slab W% slab HECEESEHINTE, TLAR slabtop BEE.
SReclaimable A EE slab,
SUnreclaim A ElHgkY slab.
HugePages_  mxmmstims.
Total
HUGEPAIESTZ kA
WMEBFREFE MemAvailable, NAEFEEFEAZE = ( MemTotal - MemFree - Buffers - Cached - SReclaimable + Shmem) 100%/
MemTotal
HttfFin SR RGI o

MBI ESBIOTELEBRR, SMERRRSHEMEMUTERMERER, WIUSEUTRRAER:
o BE#R#E fork: Cannot allocate memory
o VNC ZEFiR#& Cannot allocate memory
o EFIRFERERMME Out Of Memory
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O BHE

Bk fork: Cannot allocate memory

mIEE#RATE: 2025-06-16 17:00:22

3

BEREIREER “fork: Cannot allocate memory” . I TFEFR:

Jan 30 [18:26:45|vM_130_173_ centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:26:48|VM_130_173_centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:27:03| VM _130_173_centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:27:11|VM 130_173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:27:15|vM 130 173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:33:24|VM 130_173_centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:35:24|VM 130_173_ centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:14|vM 130_173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:15|VM 130_173_ centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:16|VM 130_173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:17|vM 130_173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:20|VM_130_173_centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:41:21|VM 130_173_ centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:42:18|VM 130_173 centos sshd[2110]: |error: fork: Cannot allocate memory
Jan 30 [18:42:22|VM 130 173 centos sshd[2110]: |error: fork: Cannot allocate memory

AIRERE

ATRERHIZHEIRSE . RAMNIHSHIELIAET pid max B, BEEIHERNSIR “fork: Cannot allocate memory” $&.

MR

R LESER, SEXLFNFEREREIR.
2. ZELDHIZHEGER, FEMDHEY pid nax BE.

plesg

1. 8 REFEAFISHELGE , EELFIREAFEREIR. EXLFIAFERERERE, WhiTT—2,
2. TATFHS, EBFRR pid max fHo

IREEEER, BRI RRE:
EEERIFEMR, pid_nax BGAMEN32768, BHTT—5.

EEIRBIES “fork: Cannot allocate memory” , MEHIFUTHS, IEIHAX pid max o

- /proc/sys/kernel /pid_max

RITHS, BEER pid_max HEo
3. ?ME'IJ'F v e, BERRAIPLHIEN.

pstree -p

EEHERIART pid max , WRKERIMHERSIE “fork Cannot allocate memory” $&iR.

© ik
BEAPTATSRS, ENEMEERSIER.
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O BHE

4.4 /etc/sysctl.conf EENHHHAY kernel.pid_max {E{EHH65535, LUSINHIEE.
PITUAT®S, IREERS pid_max B

cho "kernel.pid_max=65535" >> /etc/sysctl.conf

(E e iE i T EFRR:

5. PTLAT &S, FEEREVAIER.

sysctl -p

IRIRERE: BR=ITE (1bF) BRSEAE £132 159



2 BAT s
VNC EF:iki Cannot allocate memory

)

£ VNC ER=iRS8E, TEEEHARSL, Bl Cannot allocate memory iREES . MTEFR:

irted LUME metadata daemon.
ldplug all Devices...

support
s in sdev. ..
nt Storage... onf ig/network.
for the current kernel.

support.
in sdewv.
r. ..

fo child failed: Cannot allocate
 fork child fai annot allocate me ey
;! fork of child failed: Cannot allocate memory
| fork child failed: Cannot allocate memory
]1:| fork child failed: Cannot allocate memory

started Flush Journal to Fersistent Sltorage:

AIRERE

ARRRAPFESIARATESH . — M ARAFRIALAH2048KB, 1RIE /etc/sysctl.conf BRIIXRAFENHITE, UTERE, 1280 KRAEFEE
F2.5GB. MRLHIREERIE, (BIFIE2.5GBHELATRAF (Huge Pages pool) , WiESHRERSEUTRANE, ERELEHARS.

Lr WVM-0-7-centos £ cat Jet tl.con grep hugepages

23233
1 T O T O O O O O O |

vm

wm

wm.
vim.
wm.
wm.
Vim.
wm.
wm.
Vim.
Lr

CANSESR HHLE, SESERRESER, BIATNGFEE, FHEXHSENEE.
o bl

1. 2 BHFEIRE fork: Cannot allocate memory , #ZEHEHEGER . SHEERER, WHITT—2,
2. (ERRAPERNERTRSSR, FHEESR 58 Linux ZRSHHEANERFER .
3. T T®S, & TaEEE BEXRAFRE.

2t /etc/sysctl.conf | grep hugepages

EEESITARNE, WiSKEBUTSRIENES.
4. T T®S, EH VIM fRiBe8ITH /etc/sysctl.conf EENH.

vim /etc/sysctl.conf

5. IR i BNRIBER, EEXLHIEIFEEIE vm.nr_hugepages EBENRPRESEHE,
6. % Esc H#A :wq /5, 1% Enter (RFHEHE VIM fRiEE,
7. T THS, EEEZRIER.
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O WifiE

sysctl -p

8. BLERME, ERRSHANTREER.

SEHIAFRFERIALA Out Of Memory

IRIFRE: BR=ItE (It ) BRSEATF 55134 #1591



& WifiE

IEE#ATE: 2024-09-24 15:05:29

)

Linux =ERSBERFERER GHVER THMET OOM (Out Of Memory ) . M TFEFFR:

tut of memory: Kill processiE:lrisSNGEVEYIETL ML BT E-FTol o & S T Mo B AT
Killed process 802931 (java) total-vm:9125940kB, anon-rss:5114236kB, f

RIREIRE

B LhIBHEHE

REFEREIE RENFEHEEREES

HIZHGER REHEHETER

RETHAFEET min_free_kbytes & KRERATRHAFEERET min_free_kbytes &
gk
RENFEREREUS
20 WEFEREIRIRLE , BEXLFIRENEFEREDS . BXLNFEREREER, & BEHENETER .
REHERGER

1. 20 BEREE fork: Cannot allocate memory , IZEEHEHEEER . ESHEHECKRER, WHITT—2.
2. BRTRSH, MITUTHSEE min_free_kbytes fH,

sysctl -a | min_free

min_free_kbytes {EEUJI kbytes, FEIFTR min_free_kbytes = 1024000 BJ#1GB.

It sysctl -a i grep min_free

_kbytes = 1824888

3. MITLAT®S, (A VIM #wigs8FTF /etc/sysctl.conf EEMNH.

/etc/sysctl.conf

4. R i AREEN, (B vm.min_free_kbytes BB, BZRERAFFE, NEEERSEXEHIEIMEIE,

© iR
BWUEM vm.min_free_kbytes {HAFBITERFN1%EIA,

5. #& Esc H#A :wq [5, #% Enter {(RZFFHEE VIM 451838
6. WITUATHS, EREEMET,

sysctl -p

KRERGITBAAFERERETF min_free_kbytes {E

A EHERTARGFET nin_free_kbytes fESHMo min_free kbytes {HFTEH Linux EARERBHZ=RNANE (Kbytes ) , MRREATAAE
EFIREM nin_free_kbytes {H, MERARZKBE oom—killer B3EFIERF . EFTHHAZSBE vn.panic_on_oom {HRE:

#& vm.panic_on_oom=0 , MEHEIET OOM, FHE5N oom-killer FHis HARSHNFINHE.

& vm.panic_on_oom =1 , WEKESBHMER,
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& WifiE

P E5HE KBRS
[l PR B AT A

EIEERATE: 2024-11-06 20:44:52

I )

=R RIRSF/ERIELK

AIRERE

E£EEIFREHREAROREMER, SHREAN, EREEIEEREHSEHNTRE. BlzEESkERRIEEEER.
B, MREWITIEMERESS, SEEEA#TEEESE, TBdFERETESEENUINZRSHPESREWII b= RIRSS 2R RiZEE .

2R TEEETRES =% IF == REE
CVM CVM

o bl

1. WEHEFBEEER Windows =ARSSEE, BIE “BHRI .

A ER:
EEENRETMY.EESSNEG, SEZThEEEibE.
SUbiHTIER >>
Windows Z=ARS3 871§ EFRAbE BERY Windows # Linux =ERS3ES, #EEM,
MEhEEERN Windows ZiRSBEEE, BEMIEMMbpsiiER, SUBHRNEEER .

2. WEREE, RIBERER, EEFEERPESEEME Windows =IRSEEI5:
{#MF RDP X#4&% Windows =ik53:5
[ERITESmERER Windows =R
f#F VNC &% Windows =iR$SE
3. EPEFEBMH Windows ZIRSBEEA, RIBLIRER, EFEREMTFILEMIFRIRS M5 :
EFRACEMRAY Linux RS
FERIREERARER Linux =R
ERITEERREER Linux =iRSE5E
{#M VNC &= Linux =55
BR{bEbgAY Windows =iRS3E8
{#M RDP X##&3 Windows =BRS35%
[FATEEmERSSR Windows =R588
{#M VNC &z Windows =hR3388

IRIRERE: BR=ITE (1bF) BRSEAE 55136 #1591


https://buy.cloud.tencent.com/cvm?tab=custom&step=1&regionId=5&zoneId=0&instanceType=S2ne.SMALL2&platform=CentOS&systemDiskType=CLOUD_PREMIUM&systemDiskSize=50&bandwidthType=BANDWIDTH_PREPAID&loginSet=SET_PASSWORD
https://cloud.tencent.com/document/product/213/5435
https://cloud.tencent.com/document/product/213/35703
https://cloud.tencent.com/document/product/213/35704
https://cloud.tencent.com/document/product/213/5436
https://cloud.tencent.com/document/product/213/35699
https://cloud.tencent.com/document/product/213/35701
https://cloud.tencent.com/document/product/213/5435
https://cloud.tencent.com/document/product/213/35703
https://cloud.tencent.com/document/product/213/35704

& WifiE

pIEE T &V
mIEEFATE: 2025-06-16 17:00:22

ASREREN BT E R AT R R
AJRERE

ATRERE P )i

IRS3EEXMN.. BHHIE. CPU. RFIHEEREESENMILTEIRE EEFHIEIRS AKX
EE QS S E R M s T &R EEFHIERNEEXRE
ReHIRORMBIERMELESE REHFHIERZLHIZERXER

Bk i O PR S B s T iEHE BEHHER X R EHEXRR

AR B EEFRRTE R MELEHIT

i Ll
REHHIERSRIBX M

REFHIE R ERMBETEX DR

IRS3EEXAMN.. BHMIE. CPU. RFIHEEAEISHURENMILTERE, ERENERXHERSRNETRE. CPU. AFHSEIERER.
1. BF zRSHEHNS, AELANEENREELANIETERESESR . NTEMR:

TP Ormme® rewue) v

G EEXEED CHANY 52 MEGEN ZOIEEED

© BECAFILRIISBABRE, B8 ©

x

0] WRER L BEPBC .

A3, WO AWARER © BT,

<3/a> x

DRETEAE O &
Q  EEREEES

D& el ”E 7

LS RRD T EAEE Fipvaseit © ZIPveitht ROHTREAR T RSt REL ¥ RTE T W
- i @ ETR AR mELSA) @ 215 2GB Mbps RRBITH HAME 83 8f B3 v
AR BBUSSORE
;5
" @ LR RESAs @ ;:L z:a ;h;b;ssniv - - EREIE HATE BR ES -
H
O SEFIRETERES, BT £52,
O ZFIETIERERE, BERTRSRELH.
2. BEEAIRY ID/EFIE, HNZEBIRFERE
IEFIERE, & . HERRIERER . WMTERFR:
3. EIRMIERE, EF CPU. WEFH
BARE  WERE  ARP  ER ReM RGBS KOS XHLE
ey _a © HoRE 08 v O %Ay . EERE
~ CPUME
CPURIBE(%) © A WECPUERR(%) O LIRS R cPu—puTHRE O L RSN cPUBESHTIRG O L I
60 EAZFIED 120 16:42 100.00 28 16421258 100
w ] 9% i 21 80
, | o I “ \ &0 SRR I0F
20 { ‘! 30 { “‘ 07 ZIENRA TR0 LS

0

o . o «, BN S S B B
15:35 15:40 1545 16:49 1554 1559 16:04 16:00 1674 1618 16:23 16:28 15:35 15:40 1545 15:49 1554 15:59 16:04 16:09 1614 1618 16:23 16:28

AIH: 100,00 B/VE: 044 FAYE: 205

o . - o
15:35 15:40 1645 15:49 1554 16:59 16:04 1609 16714 16:18 16:23 16:28
BA: 255 v 0.00 FE: 007

AR 6750 BME: 0.40 T 125

1535 1540 1545 1550 1655 1600 1605 1610 1615 1620 16:25 16:3C
CPUTESBRTHNG © A

100
80
60 e —
BRI 0D ALE
40

20

0
1535 15:40 15:45 1550 15:55 16:00 1605 1610 1615 16:20 16:25 16:30

v AfFLEE

WERBE%) O LIRS R WEERRME) © A
2 I ——— 210 - . ]
® == 180 — T

2 120

5 60

3 0

1535 1540 1545 1549 1554 1559 16:04 16:09 1614 1618 16:23 1628 15:35 1540 1545 1649 1654 1559 1604 1600 1614 1618 16:23 16:28

A 2264 BV 1858 FHME: 2163 QI s 226.00 o 163,00 et 20941
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O BT

AL

ARABE(TS) ©
1542 277100

2800
2100
1400
00

35 15:40 1545 1550 16:56 16:01 1606 1611 1616

BAME: 2771.00 B/E: 2.00 FHIE: 1862

AREEE(Mbps) O
1542 016
1
N
1535 1540 1545 1549 1554 1559 1604 16:09 1614 16

DA 0.16 Bl 0.00 FHH: 0.01

ARLER(Ts) ©

15:46 10.30

540 1545 54 1609 1614 16:18

BAE: 10.30 FME: 0.00 FHIE: 029

MRFE CPU/RFERIEIER, E2R Windows XZfl: CPU SHEFESHESSHEIEES M Linux

F HITHEE,

6:23 16:28

AREEE(TS) © L SRS
o 15:42 288.00

0

60

0

0

1535 1540 1545 1549 1554 1559 1604 1609 16:14 1618 16:23 16:28

BAE: 28800 BVE: 200 FAE: 572

FilutcHEntpHHZE(s) O A
100
80
60
20
5 a i 16:00 6 15 1620 16:25 16
AFLHREAE(%) L SRS IR
15:46 156
12
35 1540 1545 1549 1554 1559 1604 1609 1614 16:18 16:23 16:28

156 B/ 0.00 FHE: 003

TepEn(T) ©
1543 6.00

540 15:45 1549 1554 1559 16:04 16:00 1614 1618 16:23 16:28

@AM 6.00 BE: 3.00 FH(B: 394

SARAEB(TS) ©
1549 11.40

1540 1545 15:49 1554 15:59 16:04 16:09

AR 1140 HME: 000 FHE: 148

AFAHE (Mbps) ©
16:46 003

1614 1678 1623 16:28

16:35 1540 15:45 15:49 1554 15:59 16:04 16:09 1614 16

BATH: 0.03 B)ME: 0.00 FHE: 0.00

MRFEREERATSHNER, 521 TEOARSHTEER #ITHIE,
R CPU/REFEERIERERES, BT £54,
4. ITUATAS, B8 Web IRSHEMIIKOREWIERLER.

© i5HB:

PATR{ELL HTTP BRS3 % FRI80iR A

Linux Efll: 11T netstat -ntulp |grep 80

[root@VM_2_184_centos

tecp 0

s\Administrator>netstat
:88
10.135.182
10.135.182
10.135.182

8.0.0.8

[-:1:80

00

-78:534086
.78
-.78:53423

netstat -ntulp |grep 80

3419

WMRiROMWERELT, BT 85,
MRIHROREWESLEIR, BRE Web IRSEEREEHHEETRE.

5. REHXNERE, B8

17 Web IRS3#HERATIRO -

W< MTEFRR:

anoifindstr :80

-.181:80
-.181:80
-.181:80

LISTEN

LISTENING
TIME_MWAIT
TIME_MWAIT
TIME_MWAIT
LISTENING

Linux 3Efl: $4T iptables -vnL @<, BE iptables E&KIES0i%O
ECHIE80IRA, 5 MEHHIEMEIEXE .

EXRME80HM, BT iptables -I INPUT 5 —p tcp

Windows BEXiEEXxiA,
Windows B5ktERXE,

REHHIERERXEE

FERX IR RIRES BRI TEGE, SAULMMITUTHS, HEMEREEEEHERTHIER.

BRIBRSS=RRIAN 1P

=

S

ARAAFE(Mbps) ©
1542 3108

5:40 1545 15:49 1554 16:59 1604 16:09 16:14
| BAM: 3108 RVE: 000 FHE: 016

ARERBME) O
oo 1546 0.02

o

o

o

1635 1540 49 1554 4

AR: 0,02 /I 0.00 FHE: 0.00

AREFE (Mbps) O

15:46 0.02
002

000

16:35 1540 15:45 15:49 1554 15:59 16:04 16:09 1614 16

. BAM: 002 B/ME: 000 FI{E: 000

-—dport 80 -3 ACCEPT #<, KiE80#O.
Windows 3£fl: TERERARE, BEFHR > EHER > BXIERE, & Windows BSXIEEEXHA.

i5 NEHHEREEXEE ,
XA XIEIRE

RS

P

618 16:23 16:28
LI

1618 16:23
LI

fl: CPU SRFLAESSHEEE
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O BHS

MRREEMINTER, WRFFEZEHENSER, BER MTR #—SH#THE, BIMRMEBER ZIRSHMELERNER

= F B = i BO:~ chenhuiping$ ping 193.112.12.138
M. .,72.12.138 (193.112.12.138): 56 data bytes

64
64
64
64
64
64
64
64
64
64
64
AL

bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes
bytes

from
from
from
from
from
from
from
from
from
from
from

193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:
193.112.12.138:

icmp_seq=0 ttl1=43
icmp_seq=1 tt1=43
icmp_seq=2 tt1=43
icmp_seq=3 tt1=43
icmp_seq=4 ttl1=43
icmp_seq=5 tt1=43
icmp_seq=6 tt1=43
icmp_seq=7 ttl1=43
icmp_seq=8 tt1=43
icmp_seq=9 tt1=43

time=161.240
time=161.996
time=164.837
time=215.650
time=166.375
time=160.576
time=161.016
time=164.129
time=192.682
time=163.376

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

icmp_seq=10 ttl1=43 time=161.859 ms

-—— 193.112.12.138 ping statistics -—-
11 packets transmitted,
round-trip min/avg/max/stddev

11 packets received, 0.0% packet loss
= 160.576/170.340/215.650/16.765 ms

MRRBEERERBIER, & BEHHEZSAIRERXER
REFHIERLARRIRXEE
REHR—NEMBSXIE, ATLUEFIXEASEFIRIANGRENHIGRE . REEOMURTLUSEMNYK . KO REF. MRERKERE Web HEEXIROLSIE
B TR o
1. BR =RSHEREG , HELPSIRRESEFIY ID/SEFIS, HNZEFIMFERE.
2. EERSEARNE, SEHENZSAUREHEZLAMHIFINGERN, BAREHE Web HEEXIIRO. MNTEFFRR:

EARER

EEdT RS ARIP Bz

EfNER24E

#5Rk @

R2EID/ETR

B

#%-20220906155350571

| BRIFEA®E

HF 4%

RIE

BB Web #IZIEXIH0, 1§ HEHHIEHAEREIEXDE.
KB Web #HZIEXHR0, BESRSERE, KB Web #ZIEXMH0.
EEFHER KRR R R

iptables & Linux FEBRIBGXERSG, TESEERENANHITIEE.
1. MITUATHRSLAES iptables MIMUEKER, WITEFRR:

iptables

iptables

iptables

iptables

filter —-nvL

nat —-nvL

mangle —-nvL

raw —-nvL

IRIRERE: BR=ITE (1bF) BRSEAE

niTm< XL

AT

A5

HusF

| B X #1R-20220906155350571

RS

REMN
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O BHS

T R S UR R e

[root@M-@-15-tencentos ~]# iptables -t filter -nvL

Chain
pkts

Chain
pkts

Chain
pkts
4]

Chain
pkts

INPUT (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

FORWARD (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT @ packets, @ bytes)

bytes target prot opt in out source
@ DROP all — * 0.0.0.0/0
YJ-FIREWALL-INPUT (@ references)

bytes target prot opt in out source

[root@M-@-15-tencentos ~]# iptables -t nat -nvL

Chain
pkts

Chain
pkts

Chain
pkts

Chain
pkts

PREROUTING (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

INPUT (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

POSTROUTING (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

[root@M-@-15-tencentos ~]# iptables -t mangle -nvL

Chain
pkts

Chain
pkts

Chain
pkts

Chain
pkts

Chain
pkts

PREROUTING (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

INPUT (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

FORWARD (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

POSTROUTING (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

[root@M-@-15-tencentos ~]# iptables -t raw -nvL

Chain
pkts

Chain

PREROUTING (policy ACCEPT @ packets, @ bytes)
bytes target prot opt in out source

OUTPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source
r P . 4. W

=hRSSER

destination

destination

destination
8.8.8.8

destination

destination

destination

destination

destination

destination

destination

destination

destination

destination

destination

destination

2. FERPRERASR drop iDRIARERE drop M. FI80, LATFEFLCRT IP itit 8.8.8.8 # iptables Z#iIER, NTEFRMT:

[root@w-8-15-tencentos ~]# iptables -nvL
Chain INPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source destination
%] © DROP tep — % * 0.0.0.0/0 0.0.0.0/0
2] @ DROP tep — % * 0.0.0.0/0 0.0.0.0/0
Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source destination
0 @ DROP tep — % * 0.0.0.0/0 0.0.0.0/0
(2 168 DROP all — = * 0.0.0.0/0 8.8.8.8 )

3. NREMAFHIAGIZE, TLUAFIDHITUATERISSERE iptables #10U,

iptables -D OUTPUT -d 8.8.8.8 —j DROP

tcp flags:@x17/0x02 match-set YJ-FIREWALL-BLOCK src,dst
tcp flags:0x17/0x02 match-set YJ-GLOBAL-INBLOCK src

tcp flags:@x17/0x02 match-set YJ-GLOBAL-OUTBLOCK dst

WTEFRfR:

[root@M-@-15-tencentos ~]# iptables -D OUTPUT —-d 8.8.8.8 —j DROP
[root@wM-8-15-tencentos ~]# iptables -nvL
Chain INPUT (policy ACCEPT @ packets, @ bytes)

pkts bytes target prot opt in out source
Q @ DROP tep — % * 9.0.0.0/0
1 4@ DROP tep — % * 0.0.0.0/0
Chain FORWARD (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source
Chain OUTPUT (policy ACCEPT @ packets, @ bytes)
pkts bytes target prot opt in out source
] @ DROP tep — % * 0.0.0.0/0

Chain YJ-FIREWALL-INPUT (@ references)
pkts bytes target prot opt in out source

destination
9.0.0.0/0
9.0.0.0/0

destination

destination
0.0.0.0/0

destination

tcp flags:0x17/0x02 match-set YJ-FIREWALL-BLOCK src,dst
tcp flags:@x17/0x02 match-set YJ-GLOBAL-INBLOCK src

tcp flags:0x17/0x02 match-set YJ-GLOBAL-OUTBLOCK dst

4. RIFERHER, BNNESR2EAN B ZHTHIDES, HXANEMAE. EREXEAZE, HCEFNATHESHEHTIGIER, UBEIMIIRERS MR

mIJO

IRIFRE: BR=ItE (It ) BRSEATF
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/| IEBRIAB KIS
iptables filter -F
iptables nat -F
iptables raw -F

iptables mangle

/ /B IBBAXIERES

iptables-sav

> iptables-save.

REHHIEENE SRR

=hRSSER

HET RSHEXEE . MERXEHE M Z2EREEXETE &, SIUSKERRRSHOQM IP #iTiHiE. MRER IP MuaILusE, miEmERikE

K, MIRTASE &S R E T X I R T .
1. ERTESRE, MEREFISERETEEFANMEFENEERRERRS, SUREFEETH. DRMNEKR ESE
WEEHENESE, SEERNNSEBEZERTAN ICP SRR, 4@k,
O MBEMERRERE, BT S8,
O MBEERNEEASNEERS, CANSR HSSERE SERNNESER.
O MBEMHEOEE, BT S8,
2. B0 LIRS , HERITEXTE.
o MRERRMIETEIE0EE, WESSH.
o MBBTERRANEEEHENDE, BEE 555 Rig.
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T paes=
puhipia)-RiE
mIEEFRASE: 2025-06-03 11:17:42
23S
RAIEE 18
AgERE

—IRTEN HTTP iSRS #37 TCP iEE. KiRiER. RES[ZWEERFTHEFRELIRLER | R/ HTML (BT FiERE bR
iR, URMRE#TEREN, HP, HTTP BiEREEEHTAFRAEERR. BPREZENRSHZANNETRIURESSE . EX=1F6H, 81
FHHMEEE I SHMisHiE-RE.

ETRE LMEBHENE
FRESE MBI A E PRI S R
RS SRR BT RN NE R RS RENRER
£l CPU. Wz, BHERTR REHERIRSEEELAIARAERER
BRSS SRR HS R A BN R AR RS B R s SRR
Lol bl
REHNEFE bR SRR

1. BEFEFIRIHE EEZ2EoRRS, MiXAhaSEEaEE.
2. IRENRER, WAFENEEEEFEDE.
WA ERTEENT:
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O BHE

LU E2EMSEEER

.gtimg.cn: MR, Erf465Es!
cloud.tencent.com: FIEIER, ERT222ER
magcache.qq.com: FIEEIES, MERT230EF:
buluo.gg.com: MR, ERi2535E
gzone.qg.com: MEBIFR, ERT186E
now.qq.com: FIEIER, ERT140EFR
WIWW. 0. COMm: MBS, ERT625ER"
giznbao.qg.com: MEIER, ER473ER
v.qQ.com: FIEEIEE, ERT200EF
mail.qg.com: MBS, L1025
gpay.qg.com: MEBIFE, ERT17EER
gqun.qg.com: FIEEEE, IERT44Z=R"
mmbiz.qpic.cn: i 15 ==
puui.gpic.cn: FREEFSE, ERT1055F0
news.gtimg.com: FIEEIEE, MEAT145EF:
emoji.qpic.cn: FIEIES, HERT173EF
captcha.gtimg.com: MEEFER, ERT2065E

LA EEhEEliEE R

www.baidu.com: FIEIES, HERTSSER!

youku,com: MBS, ERT247E
wwww.zhihu.com: RIEIEE, ILRIS6EER:

www. 163, com: MEEIEE, EAT442EF

HNTMERPRNBRASMEZHERER, MURNEREIES.
MRMERE, EHRREHIMERS RN EMER
MRHIMERHMESERS, & HEEEENNEREFEEETENSAER o

REEEEAMEEETFEERGRERROER

1. BEFERIK ping RSRAN IP, HAREFEEEHERZAIER.
EFEECENENSER, BER MTR #1728, BIMRMEISR RSHMNEERMEDLE
EFFEEEHEMEER, BT TE2,
2. fEf dig/nslookup #<, BE DNS HIBETER, HIEREI DNS 5 EAITR,
SRILAERERARN IP IGRXNNEE, HIEEE DNS MiamSHMiGihE-RE.
#12 DNS minESHMubisiE-R18, 508 DNS @i, BIMRMETSR BirEsiEsx.
E7 2 DNS NiaESHMitiHia-Rg, & HEHERRSHEELOERIERER

REHERIRSRETLHIRROERRER

1. BF cRSHEHS -
2. IEFFHEESEHIRY ID/ERISE, HNZEFIFBERE.
3. TEEMIRIFIERE, SEFEIERE, SEXAEFNERER. MTEFTR:
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EFER B 2RI i e BiEE% HiTERS a2
haEt B @ wEEEE e G =~ ... BEFE

~ CPUMHE

CPURIFIE(%) @) I S HECPUGRIEE%) O I ST
10 10

8 8 10:01 5.80

5 09:33 5.28

: .

|
0 Massthasbbossasnibinrisnal I

| P T VRS PEP VRS

09:08 00:16 09:24 09:32 0941 0949 09:57 10:05

| EA(E 528 B/ME 013 Fi5(E 0.28
v RERE
AEFIREY) © a [T
40 10:07 36.00
24
16
8
0
09:08 09:16 09:24 09:32 0941 0949 09:57 10:05
] SHIE 36.00 SME: 26.00 F5E: 36.00
1 . b
v BERE
BEAEE) O a Il
a5 10:07 50.91
21
14
7
0
09:08 09:16 09:24 09:32 09:40 09:48 09:56 10:04
u EX(E 30.91 SME: 30,90 FHE: 30.90
41 G

6 I}
Sl o o
ODQ:OB 09:16 09:24 09:32 0941 09:49 09:57 10:05

[ | SH(E: 5.80 SME: 2.50 F(E: 3.18

HEERRMB) O arl
08:25 147%.00

156 i

1.2GB
S00MB
600MB
300MB

OMB

09:08 09:18 09:27 09:37 09:47 0956 10:06

| EHE: 1470.00 £ME: 1450.00 F5(E: 14

e J] »
AEFBERGE) A T

10GE 20GB 30GB 40GBE

O WMREFE CPU/RFEREEAIER, BE2R Windows XZfl: CPU SHEFESAESES

F HTHE.

O MREFEFEEALSHER, BER FESES
O WMRSLHIEFHFBIEKX, 1§ BEHFIEEEE R

S
=]

ESSHELEER F Linux )

SHEEER #ITHIE,
SRAHSIRZREFEEX

REHARREEDIRS RGNS EEREFHEX

RIELBIRRERER, FIMRENIRSHRRHS BEREEEX.
o HERSHRAHSIEZREFIGK, BRMAWSEFRE A RRESHELES . SOTLETWIHAIRSE, DENERSRNEN.
o EFRRSHABCIRZREEEX, BUEBEEXH, EMEEHETEHIENRL.

IRIFRE: BR=ItE (It ) BRSEATF

: CPU 5A%&F4HMA

=hRSSER

ESSREES
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O BHS

-~ S PASIEC B 1R AR
RIEEHATE: 2024-03-26 16:49:28

)

SESERESIIIEREE.
AJRERE

=hRSSER

TIRSHEABEMRST, ZHNER-FHESHERRR CPU, AHEAMMSMEMRE. AIREFEANERRIER, SEN-RSIIIEREER. SIS

EISAME , (EIER-RBATIANE .

Lo bl

UTEBRRRSHEAER RS echo , RRAFI|ES2,
1. BTLATES, BRI,

-1 ethO

BEMTER, TRIABNIITEIRENTRAM-RIIITY, REFEE, Ji#HTES.

Channel parameters for
Pre-set maximums:

RX:

TX:

Other:

Combined:

Current hardware settings:
RX:

TX:

Other:

Combined:

2. TLA TR, IRESRMNRMTINE.

-L eth0 combined 2

HOPUIIHREN2, TRELFERAE, REENESEZIORARENIIME
3. WITATHS, RELRM-ENII M REE.

‘IIIIIIIIIIIHHIHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII\

IRSSBETIFHIRAR-RAFIA B S SRR BRI $8%, BIREERMIN.

IRIFRE: BR=ItE (It ) BRSEATF
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O BHE

{EA MTR SthMESERRES

mIEE#RATE: 2025-06-03 11:17:42

e
AUBARIESE, FEESWSE LHILCREAER, SOAEEE. B8 pin §9, RNREFESORNERSONR.
[

ZEFMMERSTREETHRISHE. BETRWE. RSHREHE . RRREDEAFFESIE. £HHRERSHESFEEE, SrILMER MTR #i7#—$i2
B

MTR B—HRESH TR, HTRSE LRSI ERARE TSI
MERITR

A3ZHEEL Linux #1 Windows z=iRS3287961, MMBIMAEER MTR EARIM@XS MTR AREERETEH.

© 588
MRAME=IRSEE2EMA Ping, I MTR BE&R.

iBRIEIETT MTR MENURERBRIFRE, EE MTR BN BHERSZE.
WinMTR BINMBFIER (Windows #{EREK )
WIinMTR: &RBF Windows RRHZENEIZETTE, &Y Ping #l tracert F9ThEE, EEERRE, IMBENERSN T =IIDAEEMEEE
o

2% WinMTR

1. BF Windows =iRS3E -
2. ERMERZRE, BENKHEHNELML (HEiERE ) THENMRERFERN WInMTR &8,
3. BE4% WinMTR £,

{5l WinMTR

1. WE WIinMTR.exe, T WinMTR I&.
2. £ WinMTR BEH#Y Host &, WABRIBRSSE IP &S, 2 Start. MMTERMT:

T WinMTR v0.92 64 bit by Appnor MSP - www.winmtr.net I;‘i-

Host: |[132168.100.12 | =l st | | Options | | Exit |
| LCopy Test to clipboard | | Copy HTML to clipboard | | Export TEXT | |Exp0rtﬂTML|
Hostname Mr | Losz% | Sent | Recv | Best Awig “Worst Last

WinMTR v0.92 GPL V2 by Appnor MSP - Fully Managed Hosting & Cloud Provi | www. appnor. cem

IRIRERE: BR=ITE (1bF) BRSEAE 55146 #1591
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O BHE

3. RIEEMRER, FF WinMTR E7—RASE, 2E Stop, FRUK. INTEFR:

T WinMTR v0.92 64 bit by Appnor MSP - www.winmtr.net = [ = -
Host: [192168.100.12 = stee | | Options | | Exit |
| Copy Text to clipboard | | Copy HTHL to clipboard | | Export TEXT | |E:-cp0ltﬂTML|
Hozthame | Ir | Loss % | Sent | Recy | Best | Awig | Worst | Last |
19293.91.130 1 0 28 28 1 2 13 12
192.168.10012 2 0 28 28 0 1} 1] 1]

|Doub|e click on host name for more information. Ww. Spomor. cem g

MK ERPEZEEZWMT:

O Hostname: FIBMIRSH[ELZZHIBANEN IP HBR,
Nr: SET=NEE.

Loss%: MR RIERE,

Sent: RZHIHIEEHE.

Recv: ZWEIMAAIEE

O Best: RIERINDRZATE,

O Avrg: FBINERATE,

O Worst: sm=I<AINmRZATE

O Last: RIE—XRIIMRATE,

O O O O

MTR BT BFER (Linux B{ERE)

MTR: Linux F& LiZBRMEIRSIIE, 4% 7T Ping. traceroute. nslookup BII0&E, EXIAER ICMP 8RN R B MEEEBR
=¥ MTR

BEilAN Linux RITHRAEFRET MTR, MRER Linux ZRS[/IZFERE MTR, WTMTUTHSHTRE:
» CentOS Z{ER%:

o Ubuntu i#ER%:

MTR X858

o —h/-—help: EFRENFEE,

» —v/-—version: &R MTR IREER.

o —r/--report: ZERLUREH AL .

o —p/—-split: 5 —-report {833, FHIFIEERIRIRIILEE,

» —c/—-report-cycles: EESHEXNEIEGH=Z, HIAR10,
o —s/-—psize: REHIESHK/N,

o —n/-—no-dns: 3§ IP b= .

IRIRERE: BR=ITE (1bF) BRSEAE 147 #1591



O BHE

o —al--address: AFIREARIXHIEER IP itht, FEARBE—EHS/ IP HIEASR.
o —4: |Pv4
» —=6: IPv6

fEFRE

PAAHLEI IP 73119.xx.xx. xxHIBRSS 28 7915
HITU TSRS, LURSEREE MTR MigEHRE

X.XX ——report

[root@VM_103_80_centos ~

]
Start: Mon Feb :33:34

HOST:VM_103_80_centos
- 1UU..XX.XX.XX

100.xxX.XX.XX

202 .%%X.XX.XX
202 .%XX.XX.XX
XX XX XX

Uzl XX . XX . XX

FEMHNERNT:
o HOST: 589 IP thhitaiiasi = .

o Loss%: E8%,

o Snt: BWERIXIMIEENNE.

o Last: &iE—RANERZATE

o Avg: FiNaREdiE,

o Best: =fEAIIMRATIE

o Wrst: S<BImMNETIE,

o StDev: tRERE, REEYS, RS MEIREQEZT AN EREMAX

REGERORAE

(OF ]
HFRESKRAIIERI TR, BEIARIRIIRSFRAMEITERT, BEIRERDH MTR #iE ( MNFitHIZRSBURTRSHIFI) .

1. IREREER, EEEMRSS IP REEE,
O WMRBRMIREER, WRTRSESR,
O WMRERMEEES, WHT SE2,

2. FEEEREER, EUFXEZEHTR.
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& WifiE

MREVLREEBRMRSE, WERERRSHRINERETRLSIE, FhER RS AIEERE.
MREEFETR=M, —RAFEEFTNEEDER, BEEHHEGNILEEFEERER .. IRFEERER, ERIRGENEE/RmHTHE.
MRBHEEAHER, WTAMEFRENGR, WK B TE #7589, FENSEE, ETRImETERM.

ZiRSBEMEFIBINER
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O BHE

mIEE#ATE: 2025-05-26 19:42:53
ANEBN BRI R IRS BRI E ST FE R R AT
AIRERE

SRS SRR HDES TR IERENT:

BEEEE L BHEE
RIRESH TCP =6 RERBMAIRESH TCP =6
RIRESH UDP =6 RERBMAIRESH UDP =6
IR S RERBMRRTIER
UDP RZENXHSHED HERES UDP REEHTXHSHER
UDP & X7 RERE UDP BRENXFHESHER
TCP £EZNIIFSHER KBRS TCP £EEINIHSHER
TCP ERBEHENER KREER TCP BEXRHHESHEE
EEEAR FIRSHER RERRERNAD LIRSHER
iptables policy IRERNHINSHES 188 iptables policy 2B
firewalld 2&HRE K& firewalld 257E

g bl

EHTIIRREM R IEFIBEEREG, #FHEBESR EF Linux 6] & &3 Windows 3£,

REETUMARESH TCP =6

ZIRSHXHIESSHIUE, BEAEIEETRENMEMNSE . HTFINHERRERTTONSYRARERN, SMETFANNRE, SHEG. IERLGELSE
W
1. B EREE,
Linux SEHIEIIT sar -n DEV 2 HdBEERakBEE., HP, rxpck/s Ml txpck/s BIFRWABE, rxkB/s Ml txkB/s BIFREATS.
2. (EFRERYH SRR B EEIEILL LOIHiE , ERREARIHIHSIERERMT,
ECIXEISHME LRI, NWEFRHINISHARISE,
BRIXDISCOIIS RS, WENBiE E4325 $—SELE,

REEEWERESH UDP Z&

20 NEEEMAIRESE TCP =8 S8, FIMEEHSTHIMSIEERmEIEEE,
EEREFINBIEEERICIEES, NWEARIFIMIERERILSE.
ERIEEISLHIRE AR, WATRERHEFERS DNS iSREMIMIRZIRFIS . ELAIRKFERCEATITHIMBAIEREIRINT, oM’k DNS iEK
PRIETHIE UDP =8, alilid F45205 #—SEMLE,

REESWRRPHES

SHRERFENE /proc/net/softnet_stat BIBTHIHHEEILRE, WA “KRHER” . SERISTHIME TIRPEEEN, TEEUTSEH
THIERME:
BEEEEBHE RPS:
FE, MPZSH net.core.netdev_max_backlog {RIHESIRESR, BEAKX. ARSHITHERESR Linux ZEEBAAZSHNE.
KR, WEBRE CPU BKHiS, SERERILEE. &8, BILL:
EEFE RPS, (ERhETSECE .
EEISEFRERSIRRHPISEFYSI.

HRERE UDP AXEIXRSHES
EEMITHIE UDP RXENRK A EMSHESE, AETU FERETHEME:

IRIRERE: BR=ITE (1bF) BRSEAE 55150 #1591


https://cloud.tencent.com/document/product/213/16515
https://cloud.tencent.com/document/product/213/35697
https://cloud.tencent.com/document/product/213/11518
https://cloud.tencent.com/document/product/213/57336#.E6.A3.80.E6.9F.A5.E6.98.AF.E5.90.A6.E8.A7.A6.E5.8F.91.E9.99.90.E9.80.9F.E5.AF.BC.E8.87.B4-tcp-.E4.B8.A2.E5.8C.85.5B.5D(id.3Atcppacketloss)
https://cloud.tencent.com/document/product/213/57336#.E6.A3.80.E6.9F.A5.E6.98.AF.E5.90.A6.E8.A7.A6.E5.8F.91.E9.99.90.E9.80.9F.E5.AF.BC.E8.87.B4-tcp-.E4.B8.A2.E5.8C.85.5B.5D(id.3Atcppacketloss)
https://cloud.tencent.com/document/product/213/57336#.E6.A3.80.E6.9F.A5.E6.98.AF.E5.90.A6.E8.A7.A6.E5.8F.91.E9.99.90.E9.80.9F.E5.AF.BC.E8.87.B4-udp-.E4.B8.A2.E5.8C.85.5B.5D(id.3Audppacketloss)
https://cloud.tencent.com/document/product/213/57336#softInterrupt
https://cloud.tencent.com/document/product/213/57336#sendBuffer
https://cloud.tencent.com/document/product/213/57336#receiveBuffer
https://cloud.tencent.com/document/product/213/57336#tcpFullyConnectedQueue
https://cloud.tencent.com/document/product/213/57336#tcpRequestOverflow
https://cloud.tencent.com/document/product/213/57336#.E6.A3.80.E6.9F.A5.E6.98.AF.E5.90.A6.E8.BF.9E.E6.8E.A5.E6.95.B0.E8.BE.BE.E5.88.B0.E4.B8.8A.E9.99.90.E5.AF.BC.E8.87.B4.E4.B8.A2.E5.8C.85.5B.5D(id.3Aupperlimit)
https://cloud.tencent.com/document/product/213/57336#.E6.A3.80.E6.9F.A5-iptables-policy-.E8.AE.BE.E7.BD.AE.E7.9A.84.E8.A7.84.E5.88.99.5B.5D(id.3Aiptablespolicy)
https://cloud.tencent.com/document/product/213/57336#7f282146-4490-480a-abb8-b9b2202791f8
https://cloud.tencent.com/online-service?from=doc_213
https://cloud.tencent.com/online-service?from=doc_213
https://cloud.tencent.com/document/product/213/46400

O BHE

1. {EH nstat HEYREEF UDP HHXBIRIHER . EAILLUEE nstat | grep Udp EREEFS UDP BXH%0T,
UTRHP—EETXNSHREN:
UdplnDatagrams: Bk UDP HiEG#H=
UdpNoPorts: g&ETimO#IkE UDP iEGHE
UdpInErrors: E&IEEER (MFIEEKERR, P RIEHEBIRS ) MAER T UDP HIREHE.
UdpOutDatagrams: %%k UDP HiEG#H=E
UdpRcvbufErrors: BFEIE DX HmMAEEI UDP $iEGH =
UdpSndbufErrors: BHIFREEFXFEMAERERN UDP HiEGHE
2. EFXE udpSndbufErrors FE, ZFREFHTREEPXKFNAEREN UDP HiEEHE, NRZERSHEIFEILN, AEHEREY I UDP kit
BHXBEMSHHER.
3. MR udpsndbufErrors FERESHEFEIEM, BUUSIABTRAKRELEE net.core.wmem_max Fl net.core.wmem_default FIGIMKRIEE
XKD, FHER UDP BFUER . BEFITRAZRRZSHAILISR Linux ZHEARZSENE,
4. WIEEREFRKNEFTEAERIN, T ss nump HELEE UDP BIIRBER, ZHS|LETRESZ UDP socket BIFHIER,
BHAPRIEESERI skmen: (r0 , rb62914560,t0,tb62914560, £0,w0,00,010) ZEA socket HIRTFHERER, BBIFREFENMT:
r: SEKERKRIZINFTE (receive queue)
rb: BEKEHREX K (receive buffer size)
t: BiXAFIPEFEENEIBNZETE (send queue)
th: RiEEHX K/ (send buffer size)
AREENXEEHFSTRE
5. BERMEFEERRE, BIREERM nstat | grep UdpsndbufErrors @RQEE UdpsndbufErrors FER, EHRENFEEN. &2, BEEEEE
WEKBEE @D setsockopt IRET SO_SNDBUF , WMIREIRE, FUREEEXEIBEIEX SO_SNDBUF &, SAETLUE S EX
net.core.wmem_max # net.core.wmem_default S¥REMIGAREEZFXK), BRUMEEFH SO_SNDBUF igEESI/N, TiCRARG
REMX AN, ETESEALREISHREETXHE.

BERE#& UDP BRNEHXHSHES

HEMEFIE UDP EHRENEXAEMSHERN, TEZUTSRHTHIELE:

1. BRNERZES UDP EXENXHSHEC LT, B nstat HEEE UdpRevbufErrors FER, ZFRERTFHTFERE D XHTALEIZKL UDP 5iE
BHE., MRZERSHEFITEEM, FTEEED UDP ERENKHENSHER,

2. Y1 udpRcvbufErrors FERRHEIFEENM, EJUSINBEZAKRIZESE net.core.rmem_max F net.core.rmem_default RIGINIEUILEH
Rk, HER UDP EFERN . BEFNERAZRZSEAUSNR Linux ZHEBARZSENE .

3. RIEERWERRXANSB/BEERI, H1T ss -nump WSEE rb: BKEHRE AN (receive buffer size), HIMENENRETHFSTR.

4. BRBEHEFEEEIEM, BRER nstat | grep UdpRevbufErrors @AQEE UdpRevbuffrrors FER, BHEEBIFEEN. &2, ERERE
WSHBREET setsockopt IRETY SO_RCVBUF, MRIRET , EAREREEMNIEIERIEX SO_RCVBUF B, XZ2EHEAFKIATLLEZEL
net.core.rmem_max ] net.core.rmem_default SHEERIEXIZWE DRI/, ERMBIEFRT SO_RCVBUFVR‘E?‘%ﬂU\, BATICES
RRRERXKNNE, FIESEDXNMRESBIEREPXH,

EEE TCP 2ERIIRSHER

LHIBRIEHIRE TCP 2EEMNIIFHSHEAN, MEREWVSNARRLERREX, WESHE CPU FAXEEER, EMEERITRIENER.

ECALSEHE CPU FRXRGIBIEREEE, JIMEERSRETUTER Case:

1. SIFSUGEEERIIRS, AIRERIERWSIHIE Accept kM, NTEEEELIBFIBER, XThER, —RERiR, RABEESE Too many open files
BUIRIE. =, I open file HXIRFIFIAHE, TEIE /etc/security/limits.conf HEITAPRIBIRFIFIRZSH fs.file—nr SRR ERR
BIPREIF NS E o

2. WSEEASRLGEFFIRIEENEENEIRE . ERTF Java RS, FENISEmMRAREELN.

HAETLLLER Case, ARMRUTESBRARSH, N TENIERERIERINSENTIHED:

1. WARIESE net.core.somaxconn , WZSHIFMERIESN Linux LHIEARZSHNE

2. RBEWSHERBEANT backlog 28, &2, WENRAKX.

BREE TCP iERELSHER

£ TCP =WEUERT, & socket # user HifE, NEEEHIEER backlog PAFI, BELiZIEELY, MES|E TCP ERiHHEHER., BERAT, RiglsiE
FEEERE, NaSRUTANERREDHIE R R :
KHEISEFEEIEE setsockopt BITIRE T buffer X/h:

ECRE, BiZEABX, JMENISEFEE—1EANE, HABEE setsockopt EEXN.
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O BHE

© %A
setsockopt FIEUES RIS E] net.core.rmem max Fl net.core.wmem_max [REl, BARWSZSEFNE, TLARSEE
net.core.rmem_max ¥l net.core.wmem_max . JHREIEEBUSEFFEREEY.

o BFRIZE, WOJLAAX net.ipvd.tcp_mem . net.ipv4.tcp_rmem Fll net.ipvéd.tcp_wmem PIERSEEFIEZE TCP socket BI7K{i,
RESEIENIES N Linux ZEIZRARZSHENE .
RERGERNAD LRSHEG
EIRSEELHIESSHINE, BEFREIEEREREEIEREEIR. SEFMEEEEIIONIENRAMRER, SMATFERRE, SHEE. SESENT:

© B
EEMEEEN LRENZIRSHIFINRIEE, €8 TCP. UDP 1 ICMP, ZBIEXFERRSHEF LET ss 3 netstat MSIREWINLE
EEH

EECTOMGERE, FLL THE, BEREATIEHMELEIRS.
o BEREITOMMEIELER, NWEFREAMEREELSE.

o BRATIORUSIEAAT, NENEE E43 H—SEUE,
2% iptables policy iRERIMNI

E=IRSSEE iptables FIREHEXMUPERT, TEER iptables policy HHXMNIRESBEIXRSBNEEEEFT . LIESEBNT:
1. BTLAT®S, &E iptables policy #l,

iptables -L policy

iptables policy #NZkiAJ3 ACCEPT,. & INPUT §# policy 3f ACCEPT, N&SHMEZIRSENEEHEET. fitn, HREMNMTER, RRHEAS
BRS3 58RI B ERSHE drop.

Chain INPUT (policy DROP)

Chain FORWARD (policy ACCEPT)
Chain OUTPUT (policy ACCEPT)

2. hTINTFHS, IBBRAR ¢ BIE.

iptables —-P INPUT ACCEPT

BRE, ABXMNGT PR KSEE, MEENTER:

Chain INPUT (policy ACCEPT)

Chain FORWARD (policy ACCEPT)

Chain OUTPUT (policy ACCEPT)

10E firewalld BEHE

EER=RSSET, TRELIBIINEBERTE, XAERRTFHXIE (firewalld ) IRBEFHSHN, EHTHIEHIER, BATERE firewalld 2&BE50, &

EHIAIN2E 28 SHRNNIESIRIZELMN, RETUERXA firewalld, L TRIFMNIEENGIEESR:

1. [iA firewalld 8B, HTUTHS, BE firewalld )3, R firewalld BBz, MHERSSETR active (running), NS, NE
firewalld Kig5h, HEAFRZ firewalld SEEIITR, WAFEBHERIE.

systemctl status firewalld

2. M iptables -nvi @SMEBMHXIENN, BEEEHHER, TURHAEEEBCRMAMNSHRIEERINAIHRN .

iptables -nvL
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O BHE

3. % firewalld,
UNRFIANINRIRIEIERINGY, aILA%EXA firewalld EMEETIEE . T THSXA firewalld,

systemctl stop firewalld

BEU LR, JUHEHERET firewalld REFLHSHHIMEIEZTE, EHTREFEN, BSHEREE, NRRRRSHROERIET.
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O BHS

£l 1P Motk ping A&
EIEEFATE: 2025-05-26 19:42:53
SR

Ti% ping B=iRSS2EEH

AIRERE

ERFRAREZESHERT (BMERTILAES ping BENLG ) , HH ERRKREFTERENT:

AJREEE

IRSS2EPEHIREE LM IP
IHINREERIRE
REAEFITFRIZEIRS
lHERER

BRS328M Windows SEfIRERIZE

IRS3ERPItE 2 TR IEIRECE

Lo bl
RERSRPLHRFESRELRN IP

© ig:

212151

ERSSFEAHIRRERELN IP
HELfEZEERRSIZE
RERARTHBERETRERS
REHSREREESR

KBRS EEMN Windows EHIMERIREIRE

ERS RS FRRRECEIER

ZHIBREEAR IP A5E5 Internet ERIEMIHENBEE SR, HXFLEREAN IP, SMIUEEERE ping BXEH6.

1. BRER ZRESHEE RERSHIETRELN IP.

2. EEGBIRRES, EEEE ping BRISEH) ID/EAIE, HNZEFRIFERE. WTFEFRR:

EREE = -=ai s 2P o =28 BiFEE

== s

1t
.

® e
T #RERESS | 55 MEDIUM2 SHE

mEEREE S

= bt TEE

rurjl =izam

3. EMBEERE, BEEXLFIRERET AN IP.
O LPIEREARM IP, iF HELfZEHERRDIZE .
O SEHIREERAM IP, i§ EIP HEZFR -

REXFHIRLARRCRE

IRIRERE: BR=ITE (1bF) BRSEAE

e

e

#

THRE

prasd s

ZEEaE

©

RS

11288
e 1SR

©

@

‘Windows Server 2016 For Tencent

@ SiTH

ERS
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O BHE

REHR—NEMBGXE, FTLUEFIXEASEFIRINGSRENHIGRE . MERSHEMUATLUSEMNY . KO, KEEF. BT ping EMANZ ICMP Y, @A
SRR EHEEBRIF ICMP . $UTIATIERE, EELOUERNERSARIFMAINGEFIH LN :

1. BEER zRSHENE, REXARSEIRE,

2. EELPIFIRRER, EEFRERERLSERISEH ID/EFIS, HNZEFIRIEERE.

3. ERER2ARE, HNZLOINRLASERE. WTFEFR:

EEFEE B AEP =) 24 BBk T R
EYERSH HE @@= FRMFRES
G5 @ EL2EIDER 12IE A EREAR
. - P —— - S
=E Sal £ &z

0.0.0.0:0 TCP443 TLEF

0.0.0.0:0 TCP:80 St

| 0.0.0.0:0 ICMP JLEF

0.0.0.0:0 TCP22 TLEF

4. {RIEEBIFRERNR S RIFMAIN ST HIERN , FIBEFIXBRNZLAIERITF ICMP,
O EPIXREAMIREHERIF ICMP, i§ HERARLOBRGTRERS
O SEFIXEXRIZEERARIF ICMP, 518 ICMP HERENRE N RITo

RERGATHRERLTRERS

FIBREBIRMRMER AR, BEFTREESN.
o LinuxERR, 15 16E Linux PZSHHIHMERE .
o Windows #{ER%, 5 ©E Windows XIEIRE , BIEFKIREE, TSt 85IRSHEA Windows ZEIMESHERSIRE -

B Linux IS MR KRR

© ¥:
Linux EH2ERIVF ping HRZHIGXERERNHERE, FE—1MEELE, #KIERK ping @ Request timeout,

BEBIRE VNC BERHNRSENEEITIRE
RERZSY icmp_echo_ignore_all
1. i@id VNC ZEHRXf6, i¥R0:

O f#ER VNC &=Z Linux 34l

O f# VNC &2 Windows 3£
2. WA TS, BEEERS icmp_echo_ignore_all ig&.,

/proc/sys/net/ipv4/icmp_echo_ignore_all

BREIZEEN0, BREZAIFFIER ICMP Echo 5K, & WEHNMEEE .
REIERA, FREFZILFRER ICMP Echo 15K, BT $£1E3,
3. PTLATRS, EXR%EE icmp_echo_ignore_all BYigE

o

o o

/proc/sys/net/ipvé4/icmp_echo_ignore_all

RERXIERE
MITLAT&RS, BRSNS XIERULAR ICMP MEMNEEHEEL
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O BHE

iptables -L

o HRENNTER, R= ICMP MRMURMEELL, & HEHSRFEEESE

Chain INPUT (policy ACCEPT)

target prot opt urc destination

ACCEPT icmp -- anywhere anywhere icmp echo-request
Chain FORWARD (policy ACCEPT)

target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

ACCEPT icmp -- anywhere anywhere icmp echo-request

o HIREIER ICMP MRMUELE, EHTATRS, BRXNNRL.

iptables -A INPUT -p icmp —--icmp-type echo-request —-j ACCEPT

iptables -A OUTPUT -p icmp --icmp-type echo-reply -j ACCEPT

82 Windows BiXIES R
1. BRI,
2. TFERmEIR, %3E Windows BXIERE . INTEFFR:

B P RHIERR =[O e
© G~ @ =oms » FaesEeR > | 2|
EETEHANRE EEAT: B v
€ Internet FER & iscsI BERE 3 RemoteApp HISEERE
Vo » oo
i =awmmee B ssnasmiss P =5En

3. #EWindows BSXIBRE , #iEHMERRE. WREFHR:
& Windows ki (= o .

® - 0 [ > BHER » FESSERA » Windows BKE veoll= |
i KB (RIPYRAC
BEERER {58 Windows Bi X IEEEs BEP{RAVER X
Windows B S8 T 2EFTSRIGHET Internet FMIEAEHRIIEE.

St RIFREHASES Windows
e EFERE
o LA Windows Pk iErEmasassEriE ;
& EEE Windows BikiE b :
- EEmaEEBL
® =mas

RIS TR . @ EERER) g @

{RAE R SRR E A RER TEME

4. FEHHBERES Windows BiXIEECOH, &5 ICMP BXMHA SRS BRI,
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O BHE

O BWTEFRT, ICMP BXAIENERNIKEER, BERIZAN o

P BEA) ZEV) BZEH)
EEEL
zazz "
N &8 = : ~ || ARy -
By S5 @ Windows Management Instrumentati.. Windows Management In... I
9 g @ FEA.
) !‘li ﬁ:ﬁﬂmu .Windo—ws \M?nagement Instrumentati... Windows Management In... T BEESTEEE >
O scw TERBEEMEMN - Scshost - .. Windows £2EEAS S Te— »
@ sCW EERBEBIIEAN - Scshost - .. Windows ZLEEAS .
@ SCW ERSEIIGEAN - Svchost - T... Windows Z2EEAS v maEE 4
@ Windows F5XETREERPC) Windows BikisiResE ]
© Windows B5)ISRESIE(RPC-EPMAP)  Windows FiISTREE q BEF
@ Windows EREEMHTTP-In) Windows TREE ) ...
= sHRE
@ Windows TREEMHTTP-In) Windows T8
=8
@ Windows T2 - STEX(HTTP-In)  Windows TRESEESE) =
O =2=EFEENMUSSTP-I) ZLEEFEEN STEFIHTEDHL.. ~
0 sEX=54BNIERE RPO) SHEAESNENES O BEREAN

O & ICMP BXMEAEMNERA, & BEHERRESR.
RENSRROHESR

© RAR:
WMERIEFLA ping BAW IP, T ping FBlEE, TR ZSEEEREHZBRTNTESH.

ERTIEEIE, WREGSITFIRERETERFENMIETENEEBRNEERS, BWRBETEETH. ATHMMIERAESET, MFEADMLE, BZE
SIMEMIGESR, FERRGEESEERTRYN ICP &RSE, FHEAE.

o MREMEHBIRBER, BRET EEEE

o MNPERNZENZNHZIRS, BAMER HERSEHS EEENNESER.

o MPEBHHBESRR, 5 NERSHEAFSFITHIREEIER .

RSB IRIZEEN Windows LHIMERGEEIRE

1. IBHRIAER VPC MEREIF DHCP (M152018F6 AEEIER VPC M4, 193785 DHCP) , &A%, BANMZIRERIES IP 25ER.

2. MR DHCP, &% DHCP #EEIMAN IP 2EIEM, SALEH, BB ZEMIIERINEE (VNC ER) , MEEREHIET PowerShell, £E4
M1T ipconfig /release BARZ ipconfig /renew (FTGEERBHE) 2iX$ DHCP HAHEEHIKEL IP,

3. & DHCP SEZIMIPIER, (ERMEBIAFE, AIERFARETIETNR, BN ncpa.cpl HEBAGWRE. TAAEE, SiAZEA. BANF.
4. EUEHBRBAEFRDR, JUEERSHHITE CMD PHITUTHSHERNR.

reg delete "

RERS RIS SR TR RERIER

ping FEFENZI—TERRHTFHSBETNIEERRE. IRESERNRBAZMESIRS, SRLMTIATRE, BEESHER.
1. B] WERESENE, REdSBN.

2. ARMESFERE, EEFOSHSETNNST, LERT, SEESRINEE. ITERT:

Anoumcatieri o E% DNSPod =5 2022-10-1910:3...  2023-10-19 = wA s
10:36:45 s

[c::]

If

¥

W

=

K
)

I}

]

EES
£ ERSEEEERITE:
- i ping T, HREGHREEE.

o AR IP ping 7&, EM EXFIEGBEXERFME MTR £iE (NFBIRRSBURRIRSHBIFN ) , B 72375 BRERTEMNDEIERI.
MTR RIERGEEESR RSHEMEERNEGLHE,
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O BHE

2T (CentOS 6.x &%t )

mIEE#ATE: 2024-12-02 16:30:04

HiRiiig

BERS ) CentOS 6.x IERBSBHITERHEHITHS service network restart [§, ZRSBSBHEMEEZBFIHZMNER. AN, BF
/etc/resolv.conf EREX{HAT, ZW DNS EEHEE.

AIRERE

£ CentOS 6.x IMERHZP, EH grep lRAKWAEFR, initscripts BIRRAMETF 9.03.49-1 FFERRE . ULAT, BEHR initscripts BIRFHIRA, FHEIRERR
DNS 8.

iEatE

1. BR=RSBH.
2. 11TLATFaES, BE initscripts BIRRA, A initscripts EEFERIRASET 9.03.49—1 MEIEERFEAITRA

-gq initscripts

REEMNITER:

initscripts-9.03.40-2.el6.centos.x86_64

TJ{840, initscripts—9.03.40-2 {EFTRERZA initscripts—9.03.49-1, 7F7E DNS #EE=HIRKEE o
3. RIITLATSH S, 1§ initscripts FHREIRFANRA, HERLER DNS 52,

yum makecache
yum -y update initscripts

network restart

4. ZRFRE, PITLATEHS, 185 initscripts BRFER, BAAREENLD.

-g initscripts

BREZEGINTER:

initscripts-9.03.58-1.el6.centos.2.x86_64

IS, BTRRAFEFZARAE, BET initscripts—9.03.49-1, #{EARMI.
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O BHE

Linux EZTixf#r tencentyun.com tHX1H3

mIEERATE: 2024-12-3116:28:02

bt

Linux SEBIFEAEH mirrors.tencentyun.com # mirror.ccs.tencentyun.com &t#%,

rJREREA
o KRECE DNS Hbiitsk® DNS iR,
o PEXIEIRET 53 ixARIHEIIIN
o FRET DNS #9 NSCD E7FRSS -
o [lib64/libnss_dns.so0.2 EXH#EXRSHTLEMBITIEES .

RERGR

SIRBUT AR THEHEMTR, RERIENGIMER, EEYRALES:
1. JTLATa<S, EEREIEMECE DNS RS,

/etc/resolv.conf

/run/systemd/resolve/resolv.conf

# DNS IRS3HRECEARIEM, NFIELX DNS MRS58, BES R T Linux SERIFREEX DNS EEE Xi4i#HT DNS fE.
BT =AY DNS BRSS!

nameserver

nameserver

2. T TS, BEEHXRRERNT 53imOAMERMN o

iptables -L

INRBEXIFRBEPE SIS IiHORIHN , EXARAERMERZIN . BXBEXIERIER, 2R PHAIEEEE o
3. #iTLATa<S, EERBRET DNS I NSCD EFIRS .

systemctl status nscd

ERhT NSCD EFRS, 51T systemctl stop nscd @<, % NSCD EFRS.
4. BE [lib64/libnss_dns.so0.2 FX#E lib EX R EERTHBIEL

-1 /1ib64/libnss_dns.so.2

-V glibc

H—S M R EEERGEHE RGES 4, W CentOS 7892 /usr/lib64/libnss_dns-2.17.s0, MEREFENTER OS RANEERS S ETHESIE,
WNRIETETE /usr/lib64/libnss_dns—2.17.s0, BEILAEISIREEHEES .

-s /usr/lib64/libnss_dns-2.17.so /usr/lib64/libnss_dns.so.2
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