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2019512H06H/E, BaAIBERRSHEWLIRARERELMMX . NREEFEE, BIRBANMTHEERTRE.

RMETR

HISEBNZ VPC RSP =RSHGEZEAN IP, BEBIGITLAMAT, TLARIBHEAM IP (ZEAM IP s AN IP) H=IRSSEHTAM. 2R
X=RSSFIST HMREHTRIENER, REREEZRSZSZHTIAMNRELIAMMXZIRSER, B IP St AMMX=IRSEZA92M P iht,
TEFR3:

B
=ETR ARRETR
() =mse= | FREME,
ERCRES
RS

BER cRSHEHS o
ARFXZIRSBREERIEFMEFROBHERER, A, ARMXERSFEFESTEREM2AMMXIFT TP ERSBLEFRE—FRT.
ARMMXEIRS XA Linux =iRSS2E, Windows ZIRSBEXEEAARFXEER

RMES R
SR SERELR IP (Fi)

© 5A8:
NERAELAMMXPN=IRSFEEET LM IP fbht, ISR, SREESE.

1. R zRSHEENS EENSHER, BE SHEAN IP, EAEMAKN IP EERHE.
2. EREYPELHIRBEEAN IP BIREET, SIZES > 48,

=l - P o ws

o ssEnER wo, mET ] mEEHE 1 ops - =#I8aP.

A mmcAr B P swope - E cumzn =asce

. B ] EREE 1 Mops - T =#180P

3. EEHRHED, EEFE—MEEHANRXE CVM EFIHTHE

BEHR X

JEIEEIP (eip-hz31112i | R&R) BHENTHRR
O cvmg NATR] 3 S BrIAERIP
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O BHE

$W2: REMXREFMIEHE

A EE:
RIXFRFEEFMFEEXEE—KIEHR, SERME—KIMSIANRXIEHR, FHIEMXFRXBKZIEHE.

1. QIBBEXBHEHE .
2. QIRESIRTXRKFRIRE, BERXBANMMXIRSEAEFMEIT .

KETFM

IERERNTR

FRIDERE F@EcIoR [ZEo 0l
j 1 j
1
1
<

R P TRRENE—T G, AGAT, WS T R R a s (TR R
(o )

FR3: EEEEFRIEHE

EESEFMIEER, BERABBEANNXZRSS, FESEFNRNRSHREEE2RMMNXEEEREDEEAR .
EEBRIRSHAEFMRIBERTD, SN TIRRARE:
o BRYiE: EEILEA QML
o T—EEE: RERSE.
o T—ibh: SEIPHEERIERN IP HZARSSHREHFIRIPIR IP.
BMREESI GoEREER
B4 KE2AMMAX

1. BF 2MRX=ESEE, TN TRMEFSMEEERNAT {28,
11 ITTHS, £ usr/local/sbin BRTFHEBIA vpcGateway.sh o

/usr/local/sbin/vpcGateway.sh

1.2 12 i IIREREER, SUTRBENRERF,

#!/bin/bash

&>/dev/null &&
.ip_forward = 1/'
net.ipv4.ip_forward

/proc/sys/net/ipv4/ip_forward
:Fail"

iptables -t nat -A

iptables -t nat —-A POSTROUTING -j MASQUERADE && echo "-->nat:Suc

iptables -t mangle —-A POSTROUTING -p tcp —-j TCPOPTSTRIP —-strip-options timestamp &&

>mangle : St

conntrack
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——>hashsize:Success ech '-—>hashsize:Fail"
)48576 > /proc/sys/net/netfilter/nf_conntrack_max
—eq 1048576 ]
>nf_conntrack_max:S >SS cho "-->nf_conntrack_max:Fail"

>/proc/sys/net/netfilter/nf_conntrack_tcp_timeout_established \
—eq 10800

ished:Fail"

1.3 ¥ Esc, WA wq, REXHFHIRE.
1.4 ITUNTESS, RERAFEHR.

+x /usr/local/sbin/vpcGateway.sh

/usr/local/sbin/vpcGateway.sh >/tmp/v 5 y.log 2>&1" >> /etc/rc.local

2. REAMMXH rps:
21 MITUINTF&<, & usr/local/sbin ERTFHERIA set_rps.sh o

/usr/local/sbin/set_rps.sh

2.2 R i INREREEN, BUTRBEARRS,

total_nic_qgueues=0
get_all_mask ()

cal cpu_nums=
iE [ -gt
mask_tail=""
mask_low32="ffffffff"
1dx=
cpu_reset=
iE
E S
Ior

mask="S$mask, Smask_1lo

mask_tail="S$mask_tail, Smask_1
mask_head_num=

mask=

mask_num=

mask=

ommand —v &>/dev/null; then

ce /etc/profile
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ethtool=

cpu_nums=

mask=
"cpu number:
ethiset=
or entry
eth=
nic_queues=

/proc/interrupts "LiquidIO.*rxtx" &>/dev/null

-ne 0 ]; then

max_combined=

&& max_combined=1

is smartnic

>/sys/class/net/ /queues/rx—51/rps_cpus

>/sys/class/net/ /queues/rx—-51i/rps_flow_cnt

flow_entries=

echo "total_nic_queues:S$total_nic_queues flow_entries:$flow_entries"

>/proc/sys/net/core/rps_sock_flow_entries

2.3 Esc, HIA :wq, FEXHHEE,
2.4 PITINTHS, BRBMASUR.

+x /usr/local/sbin/set_rps.sh

"/usr/local/sbin t_rps.sh >/tmp/setRps. >&1" >> /etc/rc.local
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O BHE

F HAVIP+Keepalived {825 A &5

E=IEEFATE: 2025-03-27 11:22:02

RBNBIMTEE N = VPC Wi keepalived it + SEIAEIL IP (HAVIP) E2ERAEEEE,

© ik
Bl HAVIP =RAFIREMMES, NRMREE10sES, NMERE, BiRX TEHE,

EFmE

BEESUHISEHAO226RSSHE, —SERSBLTEMUSMEIRS (B Active kT ) , B—ASBRSH|LTFZUSHEAIRE (B Standby &
&), BliIE=E— VIP (Virtual IP) . @—0%l, VIP RE—&XRFLEN, HERSBLEMOMAT, SHARSHIES VIP BEHEMES. SURES
EHXEEZHIRA, I, MySQL E&i#%. Nginx Web #EA,

£ VPC M=RSEEETLUIEEEE Keepalived RLMETAERER . Keepalived 2EF vrrp X —HRETRNRYE, Keepalived BEE&ES
keepalived.conf {4585

4
CHaf#E) “
keepalive:i S~ B
~< « CVM: = FAHL

o EIP: 9RPEAIP
« VIP: &a] N KIP
LI ER- 3 STy =y L

o TEERAVIEMEP, AILlEE keepalived £ VRRP NS TSRS, HFRER: FiRSRABNRESRE ARP IRXXFIH EBSHRIE MAC Rl
ARP %, iR VIP EBEIERE L,

o FEBNZE VPC H, ZFEDE keepalived SRIEET SR AR . SYIEMEHELL, FEXRIR:
O (R VIP BRZMEBR=ERIBR SRAEI IP (HAVIP) #i& .
O VIP BFMEM, ReEER—FRTEINREDESHE,

jz3t Ml

o HFERBELGRHT VRRP &5,

© e
AETREHRBES, MEERAESGNET VRRP BE, B EERNRE, #RUREESESE FElXAEEDE 377 VPC A
BFx; BT keepalived BEEXHRELHEEXTIHSER IP itiit, BIFREE “unicast_peer” £,

o fEFERA Keepalived (1.2.24MERUE) .
- HIRSEEEIT garp X288, BRI keepalived #ifi ARP IRXEH IP (58, MEROVUTESE, SEHELFSET, TRSFRIE ARP SHERES

EEO

garp_master_delay 1

garp_master_refresh 5

o HRRE— VPC THISNEREHFTELREAFRM vrrp router id,
o HREIRERA strict 12, BIEZMWER “vrrp_strict” BE.

o EFIEAN-EEESR VIP 2, BNERERIMNN-EHENSIAEN IP MEAREE5T . METEFEASNEM IP, BT keepalived EEEXHHY
global_defs EEEiRNkIEMEE “vrrp_garp_master_repeat1” .
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& WifiE

BiFAT advert_int SHRIA/N, ERNEHRNRREKRSIEEHTFEENE. & advert_int 2EI/)y, BREMERIEIRINE ESTEFUETIER WNE
(B ) HIIMEKRS. 4 advert_int 883X, 2SHENEWIEE, THEIRE (ARSSEEFER) . BFRIHENE (KR ) W SHRIm!
track_script BIABIEAFHIITIR (81 checkhaproxy ) Bfd interval 2i5E%iES, BRHMARTEIISH FAULT IRSHEE.

ali%: FEAFTITENSHMEEFERS ik, TS logrotate STEMBR,

MES TR

Ao ER
FGRESBEILINTIMER M AE, SERRER, BRSeERIRMESE#TER.
FHE=RSEE: HAVIP-01, 172.16.16.5
BHRnRSBEE: HAVIP-02, 172.16.16.6
SAAHAVIP: 172.16.16.12
BEAMIP: 81.71.14.118
RIRIRA: CentOS 7.6 641

$HE1: HiEVIP

1. BR AAANEEHSE .

2. EEMNSHED, ®E IP 5/« > SRR P,

3. fE HAVIP EERE, EFMEiE, pEmE,

4. ER A REET AR IP MEERMASIR, %£1F HAVIP FiEiABRMEMFRESES, Bhleme.

© 88
HAVIP &9 IP ittt eI LAB S ES, tREIFHES . MREEFEFHES, BHMESAN IP EREFRMER, BRRTRERE IP. fii,
BFRMEH: 10.0.0.0/24, WEEAIAK IP58E 7: 10.0.0.2 - 10.0.0.254,

HiE=E R AEEIP %

0 HEFNSEETOHES, SlEeTriTsgETAIEE

B o

i 23] BalsE -~ EFcE BRIt

i

ERiERLIIAY HAVIP WM FEFRT.
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O BHE

ID/&FR otk PIEERRSI R BAEMRSE HELARIP PR FRFWM iR SERARS 1) #R{E

HE1RER BRERIIF

havip- @ Vpc-am—" subnet-ummg 2024-12-05 SBEFHP FH
172.. . - - 18:31:56 -
cc s - - Default-VP Default-Subnet
s efault-VPC efault-Subne (UTC408:00)

HEFHEREIRBERISLE, HS HAVIP Bl H&EISLELER .

< havip- = W SR AEPEEB A (2

BAER SRRERISTHI

@ BEUBEMNIP FREMEE—LLOZH, NBSEHBLUIH, HARNSIHEOZH.

[ O HEzkss Ba@smw]

EMENRMRSE ID/ETH TERSEBRE ABRK B

BRBIE

10v &/7 1 11|

$W2: EEIRSEMERS]| LRI keepalived B (#HF1.2.24IRFRELE)

AXLA CentOS 7.655G#£BRSS 2R HHIIRH keepalived KIZRER I,
1. EF keepalived R BHRAFASEEHFESER,

yum list keepalived

yum install -y keepalived

3. ERFELNRERME,

tar zxvf keepalived-1.2.24.tar.gz
cd keepalived-1.2.24

./configure —-prefix=/

make; make install

chmod +x /etc/init.d/keepalived //BBLEHER env: /etc/init. d/keepalived: Permission denied

$H3: KHE keepalived, 4SBT VIP HEEZIRSH

1. BREPEERSEE HAVIP-01, #11T vim /etc/keepalived/keepalived.conf , {EMEXEEE,

© iRk
HAVIP-01 #1 HAVIP-02 EAfIISHRE SR “SINETR" , B state 133 BACKUP, priority 373 100, =2 LURAHEINERAIEN R
R

! Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc

failover@firewall.loc

sysadmin@firewall.loc
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}
notification_email_from Alexandre.Cassen@firewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check_adv_addr
vrrp_garp_interval 0O
vrrp_gna_interval 0
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh" # R SHERTEITIER . HAR“do_sth. sh" X AR BENX RS
EENEE, BIRELSHERMNTT, HUTH do_sth. sh” BIRAEAIBIAZTR,
interval 5
}
vrrp_instance VI_1 {
t TREESHIEEF
state BACKUP # IREMRRER &
interface eth0 IREYPE vip BIR-E B0 etho
virtual_router_id 51 EREEERf virtual_router_id {H
nopreempt REIEEHE,
# preempt_delay 10 f¥ state MASTER B4R
priority 100 WmigEEEEENSNETR
advert_int 5
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.5 +# ZEASHIPMIPiElL
unicast_peer {
172.16.16.6 # MimiRERY 1P Mt
}
virtual_ipaddress {
172.16.16.12 + IRESAHAEN vie
}
notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_fault "/etc/keepalived/notify_action.sh FAULT"
notify_stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 # REBHMAERESESAEN 2re EF
garp_master_refresh 5 # IRETTERIX Are IRXAYETEIEME

track_interface {
etho # {ERAYE vie BIMK B0 etho
}
track_script {

checkhaproxy

2. 1% “esc” BHFENRE, BN wq! REHEL,
3. BRFUA=MRSEE HAVIP-02, 11T vim /etc/keepalived/keepalived.conf , {EMHERECE

! Configuration File for keepalived
global_defs {
notification_email {
acassen@firewall.loc
failover@firewall.loc

sysadmin@firewall.loc
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notification_email_ from Alexandre.Cassen@Rfirewall.loc
smtp_server 192.168.200.1
smtp_connect_timeout 30
router_id LVS_DEVEL
vrrp_skip_check_adv_addr
vrrp_garp_interval 0
vrrp_gna_interval 0
}
vrrp_script checkhaproxy
{
script "/etc/keepalived/do_sth.sh"
interval 5
}
vrrp_instance VI_1 {
t ERERSHIEE
state BACKUP + IREIRIRES R &
interface eth0 REYE vie BIRER BIE etho
virtual_router_id 51 BOEEERf virtual_router_id {H
nopreempt REIEe h1E0
# preempt_delay 10 {X state MASTER B4R
priority 100 AIZEEERENSFNET S
advert_int 5
authentication {
auth_type PASS
auth_pass 1111
}
unicast_src_ip 172.16.16.6 # IREAHIAMN 1 ithht
unicast_peer {
172.16.16.5 # MimieERY 1p Huht
}
virtual_ipaddress {
172.16.16.12 t IRERAAEN vie
}
notify_master "/etc/keepalived/notify_action.sh MASTER"
notify_backup "/etc/keepalived/notify_action.sh BACKUP"
notify_fault "/etc/keepalived/notify_action.sh FAULT"
notify stop "/etc/keepalived/notify_action.sh STOP"
garp_master_delay 1 # REBSNAERSESAEH 2re E7F
garp_master_refresh 5 # IREETRRIEARPIRMAIATEERR
track_interface {
ethO # EMYE vie BIRE B0 etho
}
track_script {

checkhaproxy

4, 1% “esc” BHEEIAT, BN wq REHEH,
5. &8 keepalived #EEEREER

systemctl restart keepalived

6. REFATRSBHEZIRE, HiBIA HAVIP SEERBFPEDESIRSEHE.

© i
It HAVIP-01 5&/Ea) keepalived BRSS, FRLAIEEERT, HAVIP-01 &R RER R

BF SUHEN P £5&, JEE HAVIP 8ENZRSHAETRZ HAVIP-01, INTERMT.
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O BHS

A R HIP
L) JsE S Ay g ] B, E, VMIEIEHBEN L. THEECVN E A FIRIA, BRI ASERETR .
# I~ #0pen R e} R = Liazhe BR =/ E ES:3 BRE ItRzRe iR & i -3 B
TERIL NEEFE v 288 &L EIR FR B BEET it HETRE RATR
ID/&E# " it =R FRREM BHLARIP HERE FR i B
hasg 172 12 eni=¥ Vo - b, 2020-08-15 13:43:58 #E
tes Defegn fem Defqe =4 =
I FARTT 20 v

$WA: VIP SSERELRF IP (7iE)

1. £ BRREN IP {254, $E S8 RRi5H HAVIP FRTETHISE,

e AP
] AT RATTALA @,
I~ #Open R L RHIER
amait hEEE ET ER Z%
ID/&# RS it
hariger <ty S 1720 el

tes

FHATECVMIIINBEA Q. WECVMBESAIAA, BMUMHTHENRG. TERERMEE .

£ Liems AR @M
=p R e BERT
EERF FiMER
enidlmly ins-T i
HAVE =

4R

282

BEARIP

Rz BRE
HERE =R
HRS
vpe- T
Defdg@t:

ERER

iR =i 23] 173 e

FR EiRE 8 HE

2020-09-15 13:43:58

2. TESRHAOSBTESME R IP XHEEPIEIREHIEN EIP, HPEME, MRGEUAMN EIP, i55%E HIEAR IP FH&HE,

R RIP

4

MMHAVIP 52 HHELE , SEHHAVIPREPSLTF HERE, &y02u 0 WENESA, SERRESTAR X

R, R{REERTI.

EE ARIP "B E RS RIP
Ptk R
o 81 a mm wHE, NP
#
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O BHE

$B|5: (#A notify_action.sh #{TRENAFCR (Tik)

keepalived ZEHENBARICRE “/var/log/message” i, TSILAEDIRM notify BIMIARH#HTEBENBRICR.
1. BR=MRSEE, PIT vim /etc/keepalived/notify_action.sh @WEIFMEIA “notify_action.sh” , HAREWT:

#!/bin/bash
#/etc/keepalived/notify_action.sh
log_file=/var/log/keepalived.log
log_write ()

[
1

echo "['date '+%Y- $d &T'® >> $log_file
! -d /var/keepalived/ ] && mkdir -p /var/keepalived/

case "S$1" in
"MASTER" )
echo -n "$1" > /var/keepalived/state
log_write " notify_master"
echo -n "0" /var/keepalived/vip_check_failed_count
i
"BACKUP" )
echo -n "$1" > /var/keepalived/state
log_write " notify_backup"
i

"FAULT" )

echo -n "$1" > /var/keepalived/state

log_write " notify_fault"
I
"STOP" )
echo —n "$1" > /var/keepalived/state
log_write " notify_stop"

rr

log_write "notify_action.sh: STATE ERROR!!!"

rr

2. H1fT chmod a+x /etc/keepalived/notify_action.sh {ERXBIZASHURE.

$H6: WirFEMKkE VIP R&5MM IP BEIERE DR

BEER keepalived i#12. ERFNELEIENMIE, 18 VIP 2SBREEETE
o WMIRTRTESIE, NWAILABIHEHSRIHPEENSEIRA backup =RSH.

o 5356, tEIEA VPC A ping VIP BT, BEEMEREEIKSHITEEE, 80—k, ping RETRIRTIEIAL45 . MR ping HAVIP 48E/Y
EIP, JLAEEMEHEZIRSHIRTIEEE, SiE—R, ping RERIRTIEXEI47,
« {#H ip addr show & havip E&HEMEREMEL,
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FH HAVIP+Windows Server Failover Cluster {£Z 59 H

DB

E=IEEFATE: 2023-07-24 18:33:43

1. 81 HAVIP

B3 HAVIP =518, gliE—1 HAVIP, BFBiEEER IEs AR P

2. PENRE

Ik SESENEE—H, BEHIRFATDER—RE4ELZN HAVIP, BREEMNAEENHPIEE virtual IPJ3 HAVIP,
RS EIERE, SRIACIER HAVIP BiEi#E.

B
4 58 duster
| as
R
4 | T
&us
g
4 s
5] s

3. ik

Ay WK cluster (IREE

WY cluster W 0 HEMERD 2 VS
EW: elust

HMERHEE: 2

BIRMARNRE: BE 23 JERER

Rk :

g TR 1
FF: 1 Ib 30 0 IPv

~ BN
| BRI, TR RS )« BUAIET Tindows Server 2012 72, Tindows Server 2012
7o mEme
- Fng i3 A
i =
o ENIRTEmE.

Tindows Server 2005 B2 MIBMENRE-
R b 8 B L

1P B, P He Llfed PR | BEMRTE

~ B LEE

&6 " (T
BHEEE
= M EE eluster ® wn,
| o IP b 172.16.0.121 @ En
AN
e HAERETE (0 share) @ B

FFiExMRRE, EERINRTRETUT.

4 55; cluster

% =) =]

Eﬁ Relc!

PR
o R

g i

Ej,;‘! (it
BReEsRIt

it e B ot

E(R)... uster BIHE

T WE 0 AEERBN 2 4HS

TEEWIHEED

RIS AN sql2

EMAEREC : Bif 23 EAEE

EERFNEGE RUE teme)

BEERIEM) 3 Bl RN E ().

=E() C: EHBEEREIC). .

Fa s BAMISIT Tindews Server 2012 F

RIR(F *HABEE)..

EER) THEEHED..

FHEN(H) | B ORHETRER) 4 BET =)
- SniEes B T RS-
4 PEDNEH.. .
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FAEME

EEBRTEEIREEEHHENENET (BNERREEEFEIPET) , WSRSZRM.
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& WifiE

#id EIP SEM=R5Z3821560 Internet
=IEEFATE: 2024-12-02 14:47:01

BEAN IP (EIP) 2ERLAMZWENES, BEEMUSETEERENARM IP itthit, s#8AhIAENENAETRSHRUSANZENEEN . FEBNER
BTIRSHBELHE EIP FiHiTIAMEIEMRE,

RMEER

2 VPC PH—ATIRSBFAMIIR SR ZEAN IP, FEFANKENGEN, REAVSEE, E52NEE,
HERZIHZBIERRK, BAUNERS[HELRELM EIP,

@ THRS#E @ WEARIP <

. > Internet
IP: 10.0.0.13 § EIP: 81.71.13.190

RESTH

$H—: RBEIP

© iRm
MEBWER EIP, AIREZER, BEIT 5",

1. BF TAENEEHS .
2. 2% IP SRF > 2M IP, #HALN IP R\,
3. 7 “2AF IP” REGER, ®EFS=RSEERNE, REREHEHRE.

ARIP © =]

GO 2AWPES: ZEANIP, #HEARIP, —EHWEENESSBESERAY 2.

4. TER “BNE EIP” RE, KIGEERESY, HOGRE. ESSRRBTSE BiEEP.
SH=: HEIRSB/EEEIP
1. AR 1P RE, #iF EIP AUNES > 8,

ID/&HR R ESid) REY ARIP...  ALGIRZE it.. ¥ WRER HEHER mEHX  HEH. & T . Y RigRE  ARE M
eip-
KEBTE, FIP:EFE RSt RS
/N - - - b= - B
LT 17\ P spEfFE B0 1 Mbps #HMBGP 2021-1...
IRIBITE

;
eip-
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https://console.cloud.tencent.com/vpc/
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%) i:ik=

2. FERHESRERIREO P, %iF CVM hl, HaOEZi=iRsS{6 ID, RERERE.

SEER

IZEEIFP (sip-

$H=: RIEETEIPHRIAN

1. A ZRSHEHE , BEERSBFANNER, BAEBFER, HASRSERH.

2. 11T ping www.qq.com JUIXEUEE

121 51.18. 63
121.51.18.68
121.51.18.68

121.51.18.68
121.51.18.68
121.51.18.68
121.51.18.68
121.51.18.68

IRIRERE: BR=ITE (1bF) BRSEAE

B, AIERERIEERE, RRZ CVM AILLUGRAN.

(121 51.18.68): icmp_seg=1 time=3.
(121.51.18.68): icmp_seq=2 = time=3.
(121.51.18.68): icmp_seqg=3 = time=3.
(121.51.18.68): icmp_ seqg=4 = time=3.
(121.51.18.68): icmp_ seqg=5 = time=3.
(121.51.18.68): icmp_seq=6 = time=3.
(121.51.18.68): icmp_seq=7 = time=3.
(121.51.18.68): icmp_seg=8 = time=3.

40
42
46
42
43
34
47
32
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https://console.cloud.tencent.com/cvm/instance/index?rid=1

O BHS

S ELIEN VPN EEEMBESZEFURERS

IEE#HATE: 2023-08-09 10:27:43

FAEME

HAPUSSRBEFZTHIERONELE VPC hit, TBEE&EAS VPN EEIRE LZTWSEE, hifFSETRAM, IREEEEEIENT

VPN iE#HRSS, %6 VPC IBHMSRINEE, MEMRERAESEN, RIMRIRBE. FXH8

1ﬁo

© g
BEMARIIGERRLTRNG, NEFE, & EL51E,

ERZFHERSERIRMMmER, MTRE, B 250,

VPC BEEFREFRNT—HEREN T FRNMSER, BRFOABEMRERD: KR > TLMX > VPN RX > Hit.

SR EELEMN VPC IHERRINE LZTREE

EpETTE=I

WBinsR
WTFEFRR, AP VPC #1IDC hEfE TS, ATZM=ESZTISERE, ARPSESREMEERRSKINISEHE, hIMSURERE,
T:
EHIEN () : Kit? IDC BIYEEL, BN VPC NELZNXEIMZ T EUSZERE. EYEEEIRERR, £t IDC 5 VPC ZEFRBHIEERE
HEIMIEELHTEE.
VPN &% (%) : &b IDC 5=L VPC @3 VPN RLEBERIME LZ T SESEE, HELBIREMBRER, SRSNREZ, HFRsESa
At
VPC: 192.168.0.0/116 vpc_whlﬁgﬁa; IDC: 10.0.0.0/16
Smn i (DT R
@ O ? d FRE R AR «3 @ @ @
___________________ e L S L S B S
VPCEIVPNRE
ARRG
FAPRPAE IDC MXigEES IPsec VPN IfgE, TJRIMEABFPN VPN RMXig&sE, 5 VPC I VPN i&&#3z IPsec BiEE(E.
AR IDC MPXigHEEREHE IP.
HiEERIT:
BeE IR ~HHE
¥R CIDR 192.168.1.0/24
VPC 8
VPN R%2k 1P 203.xx.XX.82
ISR E
FM CIDR 10.0.1.0/24
IDC 52
xR 1P 202.xx.XX.5
BEPR

#¥B—: KR IDCEZE&RENLE

1. BR EEEANEHE , REENSHENDESRENEEE,

2. BEANISHENERRAXUEEERX, FPIERENAENGE, RERNEEMX, IR IDC 1 VPC &(E

RIEZSRtE AT LA NAT B,

3. BHAEMSHENEREEZEREE, HIFEREEESR. BETAEEY, CUENTANX. BRZMAAPMINEEK IP. BEH5EEHSS

H. i85 IDC BEMER%, RERME TREEESIHE IDC RETMEE.

4. 7 VPC BfEFMXEXRIIRARPEE F—HALTZEmMX . Ba%ik) IDC BEMERRIISHERE .

© i
BEZFMARETSE SHEANRENT,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://console.cloud.tencent.com/dc/dc
https://cloud.tencent.com/document/product/216/7557

& WifiE

$B_: KE IDC i#Ed VPN E& L=

1. BR VPN RXEGE , PHEEeE VPN MX, AFIXKEBXRMEEEAEMNLE,

2. PEANSHEMMNIRRR, EEXIRMNX (B IDC Ul VPN MXAZBIENSR ) , 15 IDC il VPN RXEAR IP ihit, #151202.xx.xx.50
3. pEAMSHEZMVPN iBiE, i5&&E SPD K. IKE. IPsec SEE.

4. % IDC FittFxigE LR E VPN BEER, WHEEFEMNSEIPE VPN BERFE—H, &N VPN BEXEEEEE.

5. £ VPC BSFRXEXRIBERTEE T—H VPN WX, BRI IDC EEF RIS EERE .

© i
BEZFMAREIBESE #37 VPC 2 IDC a&iE (IBhE) .

SER=: EERSEEN

(OF ]
WmERELSEERNERE, VPC %iE IDC ELERRER, BT—HHEERXM VPN KX, RIEEEKALER: SEMX > VPN FX, NELRX
BEEE, VPN RXBFER.

HTREERRFNEEER, TESREAREENRERN, TNRTINEESONE, SOESXRIST, URNESIHOAREY,
1. B MERNEHE .

2. SR, QERMERN, BSRERUSH, BENENE. TR, BUSNIP, FHETERT—EH, Nsamx.

3. EERIT £182, SRS T—BSEN VPN MX. RESHE, NISESEEAVPNESTSEENRERUNTNESS,

© 8
ESHAREESE WERT .
SHEN: RESK
ARERMRNEES S, RESERE. YRNEESRE, SEESSEIEFIHEESMIRENE, BHESNRERE.
1. BRERZATMNFE T SEREEHE o
2. B, BMSHEEH. FIAREEREREMERN, SENSSERRORERNT, REWERENSSENSES, HehRma.
SHA: YREEEH

LIWEITEMXERFNNSENISESEN, SEEFHERERA, BRENRE VPN MXSHIBHEL.
1. R BREEHS

2. B VPC EEFMXEXIEAE ID, HABRFER, sf @ AT -RAELNXMERHR, LT VPC £ IDC HREENEEMXINEE VPN [
*0

IRIFRE: BR=IE (16F) BREEAR 5836 H49m


https://console.cloud.tencent.com/vpc/detection?rid=1
https://console.cloud.tencent.com/monitor/alarm2/policy
https://console.cloud.tencent.com/vpc/route?rid=1
https://console.cloud.tencent.com/vpc/vpnGw?rid=1
https://cloud.tencent.com/document/product/554/52853
https://cloud.tencent.com/document/product/215/20091

O BHS

FAEME

BEBEZEXMF] VPN EESE MBS ZEF/URERE

EIEE#HATE: 2023-08-09 10:27:44

HAPYSSRBEFZTHIERONZELE VPC i, TEE=EXN VPN EEINE L TWSEE, hiRAISETRN, FREEEZBRMII VPN &
RS, BEMRHENEEHE, REMTREE, FUESENMAREZHEMI VPN EHERRINE EZTIWSERE.

© ik
ERERRERIDERILTRNGR, MEEE, 5§ L5515,
LI
WNTFEFFR, AR VPC #l IDC HEpET WSS, ATENRESZTWSERE, AFREEMEMEERRSREINUSEE, MIUSTHERS, BBEHEN
T:
=B (E) : At IDC BEYIBEEL, EEIIZHEMBEEENMX, EZMXH VPC BIEAREKRN, NIZMZTaL2WSEE. EMEEEEIRTESE
iY, #it IDC 5 VPC ZiEfrBRIEEREMEIZHMNEMBEEH#HTER
VPN &% (%) : &t IDC 5=k VPC @33 VPN Z2ERIM= Lz TUSBEE, HELERLNRERN, SRESMREZERE, MiFELsST
Ak,
VPC: 192.168.0.0/16 i IDC: 10.0.0.0/16
FEE  SHERRTERE -
s : ERAEE [ P
FM A: 192.168.1.0/24 | -@, -@, l FRB: 10.0.1.0/24
T %____’ $ ______ IPsecVPNRE ‘ IDCAHLE
----------------------------------------------- VPCEIVPNR %
BUiRSRG

P IDC MXigEEE IPsec VPN I8, sIREMEABAFN VPN MXig&E, 5 VPC fl VPN iREZIZ IPsec BEES.

FF IDC UMXiREBERERHE IP.

HIREEAT:
R
FM CIDR
VPC &8
VPN RX2K 1P
REEE
FR CIDR
IDC &8
RIS 1P
MES R

#¥B—: KR IDCEZZENMLZ=

CBR ERENENE, PEENSHENNESRUEMESE.
. BREAMSHENTRMXBETERNE, AFIEFBENTER.

CBR mENEEE, PEREEEHNES,

g A W N 2

w~BE
192.168.1.0/24
203.xx.xx.82
10.0.1.0/24

202.xx.xx.5

. BERBRBEEZRX ID #AFER, £ IDC MXPMmARF IDC M, $14010.0.1.0/24,

. BR TREEEES, BEMBUETREEEERTHNEENX, WLREEESR. EFRANEAEHN, SFEBNEHRNEEEMNX. BRERT

ZUAAPMEEE IP. BEANERE BGP BHE, RERMETHEERESIHE IDC RERMEE.
6. 1§ VPC FIEEMXKEAZIZEXMSES], BIRISEH VPC #1 IDC BN . ZBRMEEMXHTEE,

© i
BEZFHEEFSE IDC BI=BM LS,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/dc/dc
https://console.cloud.tencent.com/vpc/ccn
https://console.cloud.tencent.com/dc/dc
https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://cloud.tencent.com/document/product/216/31638

O BHE

$B_: EEIDCEZVPNEER L=

1. BR VPN RXEGE , phiEelE VPN R, AGIKEMEEEEIAENGE.

2. PEANSHEMMNIRRR, EEXIRMNX (B IDC Ul VPN MXAZBIENSR ) , 15 IDC il VPN RXEAR IP ihit, $151202.xx.xx.50
3. BEAEMSHZA VPN B8, 58S SPD %&. IKE. IPsec $HtHE.

4. #£ IDC FittfxigE LA E VPN BEER, LHEEREN £123 Fp VPN BEEE—E, &1 VPN BEXXERES.

5. £ VPC @S FRXEXRIBERTEE T VPN WX, BRI IDC EEF RIS EERE .

© i
BEEFAREESE:
WNSRR1.0F12.0bRAHI VPN MIX, 8% &7 VPC £ IDC [hiEfE (SPD %) -
WSR2 3.00RAEI VPN RIX, i§5% 237 VPC 2 IDC RyiEsE (HEH%E) -

SR=: KERSEEY

© ik
WMEmPEERMKE, VPC %1t IDC EEEMRIEE, BT—HHREKM. VPN KX, RIZRBAKIMISER: =BR > VPN WX, NRBXMAER
&, VPN RXAEER.

ATHEESHEENERRE, FESTIREMRIZEAOMERN, ERIEERIMEGEERNNE. EQERSEXEER, MRNESBHOTA.
1. B NERVEGS o

2. PERE, BRSIRN, EHENERNSR, SERERE. TR, KUBHN P, FEERE F—BISH, MEBKR.

3. EBRIT 2, BERET—HESEA VPN NX, BEERME, BITEERKNAVPNEREZEENMERNMNENESZ,

© 88
ESHAREESE NEFE .
RN EESE

ARMERFNEESE, URENERNNSERE, MEENZRIESER, TETRFIGIIEESRINRNASEREE, BWERAMERK .
1. ERBAZIMNFES TR SEREELS o
2. PER, HERBESM. REXEEEAARMEMEEN, SENSEEREHRERNES, BEEMARHMESBENSER, FHPE5mEtT,

SHA: YHREHEH

SHWEHIZEMEBRENMNSRNSEEEN, SREFNEMAERA, BRENRE VPN MXEHIEHEL,
1. B BERES .

2. g VPC EEFRXBRISHE ID, #AmiEn®, ok @ 2HT-WHEEROERSE, 1 VPC £ IDC MRSSMEHMINEE VPN F%,

IRIFRE: BR=IE (16F) BREEAR 5538 #49m


https://console.cloud.tencent.com/vpc/vpnGw?rid=1
https://console.cloud.tencent.com/vpc/detection?rid=1
https://console.cloud.tencent.com/monitor/alarm2/policy
https://console.cloud.tencent.com/vpc/route?rid=1
https://cloud.tencent.com/document/product/554/52852
https://cloud.tencent.com/document/product/554/52853
https://cloud.tencent.com/document/product/215/20091

O BHE

BalEHZEEMNPRESE RN [P

E=IEEFATE: 2024-10-23 17:57:32

RMFIER

KERHHIAN IP SRHISEFHHEN, SERURSTENEIRRL IP itlt, MREEARESHEESRARSEHE, FERSHEHREHNIARIFFEN2N IP
BR, B4y P IHFERE, SHFEENNIEEHRZ AP P thit, IMEESERTRSEHE. SBODAMEBHEIGRFEDR,
ASESEEAMERPESRAREOSNRNAMEONAN IP, FEHERITLANMNE, RREEREEAN P FHREFIN,

PR

o 5 TCCLI IB®RE, REANSE ZETCCLI,
o 58 TCCLI TREHE, REBAHNSE METCCLI, BEIERERBNEWSHENLBRIVSIE

o 3L
EXRE

CreateSecurityGroupPolicies #0O0# SecurityGroupPolicySet HiEiit ( SourceCidr) SZRHEAF®FE MY_PUBLIC_IP, FRHa05ia API
BIAR IP Hibhit . &aiEid TCCLI TEMREEARBAMEN IP FMEIZLEMNIF, CBZHIEIIN IP WESEMN, FRMEE, LUELGRIES IR0
FRIBRYZRSERN o

TEREESUT:

1. IEERLERREME, tiFFIRAEIEO DescribeRegions KB,

tccli configure set region ap-guangzhou # ap-guangzhou RrRL2HEMENE, ATECiFERER

2. iRMBERERN, FRNEEMERERAFIMRER.

tccli vpc CreateSecurityGroupPolicies —--SecurityGroupId sg-mdw2gvp3 --SecurityGroupPolicySet
'{"Ingress":
[{"Protocol":"tcp", "Port":"22","CidrBlock":"MY_PUBLIC_IP", "Action":"ACCEPT", "PolicyIndex":"0","PolicyDe

scription":""}]}"'

= INEISUTLR

sg-mdw2qvp3 R BEEXINREHD

Ingres sﬁﬂ_?)\ﬁ]\g’]ﬂ)\fiﬁ*mmu

tepRRasHNNEEERL

Port RNEIEEREENE RO, ERikOEE22, 3389F

CidrBlockRims = UBRYRIIE, LAY _PUBLIC_ 1P, RRZHEIHFIRIZAP IRYEETIP

Act ionihiRlENTEEACCEP TRRAIFLIT

PolicyIndex$fIAN0, FRIGIZMURNFILZLESE—5

PolicyDescriptionFRitER, APUREERERBTEN . M, WEI "vy_pusLic_1p"ASCIEMZLE, RASE
WA “Replaced-From-MY_PUBLIC_IP”

R . T S T e

3. ENEAMABZMIR AN, FHEXIBAIHN.

tccli vpc DescribeSecurityGroupPolicies —--SecurityGroupId sg-mdw2qgvp3 —--Filters
'[{"Name":"description", "Values": ["Replaced-From-MY_PUBLIC_IP"]}]"

# sg-mdw2qvp3 FREEEMEELEID, BEFiltersFEH, EAFEPEI"Replaced-From-My_PUBLIC_IP", HEZEEHNRM
BR, KNFIRLAHRNAIPo1 1 cyI ndex{H

tccli vpc DeleteSecurityGroupPolicies —--SecurityGroupId sg-mdw2qvp3 —--SecurityGroupPolicySet

'"{"Ingress":[{"PolicyIndex":"N"}]}"'
# sg-mdw2qup3 RABEMMIRZLHEID, PolicyIndexfB"N" EEEHKERIRHIIZSEMNAISERRPolicy Index{H,
W"PolicyIndex":"2"

O ER:
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https://cloud.tencent.com/document/product/215/15807?locationSource=from%3Ddoc-search%26scope%3Dcurrent%26keyword%3Dcreatesecuritygrouppolicies
https://cloud.tencent.com/document/api/215/15824#SecurityGroupPolicySet
https://cloud.tencent.com/document/api/213/15708
https://cloud.tencent.com/document/product/440/34011
https://cloud.tencent.com/document/product/440/111345

O BHE

| ZLAANEELMNESHHNER, EENSFELTEERTEN, BEPNLSERET.
RMES R

IREFHIETH
ERETT

ERHRIA B2 A HbRHAS

SRR
B Z2EEHES , STURRABESNHRENZSME ID URIBHES . FERLE D SIS NN A NS IS HER .

Z24E |©WN 208 v | FiamE - REAWEZH 2

IDJ &R REXSCHIER &iE ESi B 4 fERE ol=] BREY 1R{E

TRz, 80, 443.. 0 NARMBEEBEEENER.. BEX 2024-1...  2024-10-2217:43:04 (UTC+0... EHAMEB {Beaamn EEEH BB

SR
SURBIA I

vi CreateSecurityGroupPolicies.py # CreateSecurityGroupPolicies py%ﬁ?ﬂiﬂ?&ﬁﬁﬁ

© AR:
BaAsE SRR FNSE, REMASERROMAUBHNEHRZSEMNES .

A

© xs:
1. RIMEBTOMAGESE, BRI CERGRIEREGER.
2. ZRDERGRSFMARNARESR, R BENSHRHIRIE T NRSHAUSIEE,
O HRAMNAESMEEEREIR, SEMSMERIRESERFNFMENR—IRLENER . HEEREHTHMAFNEIRENR T ZSETEME
IREIRUEMN, ARIASZISEE HOSTNAME S8RSFEL, FRLIHRIGMNETRZN, &SI
Auto-Created-For-Hostname-$ EH o
O HEANANEHHORNESMEEDIRE IP i, FHASHFET MAX_RESERVED_NUM BEZ LA RLIRHIERN IP &= LR, A
RE&IE MAX_RESERVED_NUM XEUEHI IP. HIARARLIRFIENEHFHORE1M2M IP, Bl MAX_RESERVED_NUM =1,

C json
optparse
socket

c subprocess

SYySs

HOSTNAME = socket.gethostname ()

MAX_RESERVED_NUM = 1
POLICY_PROTOCOL = 'TCP'
POLICY_PORT = '22'

IRIFRE: BR=ItE (It ) BRSEATF 5840 H49m


https://console.cloud.tencent.com/vpc/security-group?rid=1&rid=1

Created-For-Hostname-%$s' % HOSTNAME

() :
[{
'Name': 'direction',

'Value : ['INBOUND']

'Name':

'Values':

'Name' :

'Values': [POLICY_PORT]

4 Con !
ption',

[get_policy_description ()]

'"Port': POLICY_PORT,
ck': 'MY_PUBLIC_IP',
.

iption get_policy_description(),

(policies) :
_registry = {}
delete_index_list = []
item in policies:
f len(_registry) < MAX_RESERVED_NUM \
nd item['CidrBlock"'] ot in _registry:

_registry[item['CidrBloc

delete_index_list.append(item['PolicyIndex'])

delete_filters = {'Ingress': []}
for index in delete_index_list:
delete_filters|['Ingre: ] .append ({
'PolicyIndex': index,
ion': \CCEPT"',
'Protocol': POLICY_ PROTOCOL,
'Port': POLICY_PORT,

get_policy_description(),

delete_filters

(cmd) :
p = subprocess.Popen('tccli %s' % cmd, shell= p

stdout=subprocess.PIPE, stderr=subprocess.PIPE)

std_out, std_err = p.communicate ()

IRIFRE: BRzITE (165 ) BRSEAS $41 H49m)




f p.returncode:
sys.stderr.write (std_err.decode ('utf-8"))

sys.exit (p.returncode)

if std_out:

return json.loads (std_out.decode ('utf-8"))

(SecurityGroupId) :

urityG
upId
oupPolicySet

(SecurityGroupId, json.dumps (get_create_policy())))

r = tccli_cmd ('vpc

(SecurityGroupld, json.dumps (get_describe_filters())))

delete_filters = get_delete_filters(r)
- delete_filters|['Ingre

tcecli_cmd ('vpc DeleteSe

roupPolic

(SecurityGroupId, json.dumps (delete_filters)))

i name == '__main__':

usage = 'usage: %prog [options] Securi 1pIc curityGroupId

parser = optparse.OptionParser (usage=usage)

parser.add_option('-r'
parser.add_option('-n' ma € rved-num', type=int,

help a L % % MAX_RESERVED_NUM)
parser.add_option ('-N' ostname help='default %r' % HOSTNAME)
parser.add_option('-p' port elp='default %r' % POLICY_PORT)
parser.add_option('-P' protoc help="'defa t $r' % POLICY_PROTOCOL)

options, args = parser.parse_args ()

options.hostname is no

HOSTNAME = options.hostname

options.max_reserved_num is no

MAX_RESERVED_NUM = options.max_reserved_num

options.port

POLICY_PORT = options.port

options.protocol is no

POLICY_PROTOCOL = options.protocol

options.region:

IRIFRE: BRzITE (165 ) BRSEAS 8§42 H49m




O BHE

tccli_cmd ('configure set 1 %s' % options.region)

for SecurityGroupId in set (args) :

main (SecurityGroupId)

BT HIBE
ER—: HiEfEA, BEABSER.

python CreateSecurityGroupPolicies.py -r ap-guangzhou sg-xxxx -p 22

# ap-guangzhouRRHEEREME, sqg-xxxxRVFEREEID, 22RFEEMEKO

R SHXJHBESEIAR, EULURESSHIMARBRENRSE.

python CreateSecurityGroupPolicies.py —-N MY_MAC -n 15 -r ap—guangzhou sg-xxxx —-p 22

# MY_MACZRHOSTNAMERZZE, 15%"MAX_RESERVED_NUMEIE, ap-guangzhouRmREAMREMIE, sq-xxxxRRBZLAID, 22K TE
ERERwa

BRFREAFETRERET

¢ E:‘:ﬁﬁﬁsﬁmaﬁﬁféﬂa‘ﬁﬁ, ERILMRIBIEERERAN IP 35E, SBREMEER, MEEEERERSSE.
RHFREBFNET

MacOS

B crontab TRIEEHFHIET

1. TR, HT6H< crontab —e,

crontab -e

2. [REERMES XY, REFIET.

@reboot /path/to/Python /path/to/your/CreateSecurityGroupPolicies.py -r ap-guangzhou sg—-xxxx

# IRBFHNIETT, ap-guangzhouRTFREAFIEMLEE, sg—xxxxRREZLHED

3. (REFFHXAX -

Windows &%

i windows ESIHRIERFREFIIET
1. fIFHESIHIER,

IRIFRE: BR=ItE (It ) BRSEATF 43 H49m)



Ade b

2. FIHRIMESS, EFIRRIESS.

1
2024/1

(CF:=707 - O
XU BfEA) EB(V) #EH)
e=| 25 5
O E=ituEs (=) =5 BE  RAaE i3
v o EM'iffzf @ MicrosoftE.. [EEES TEVE MRS EEitaRsE -
B [C]MicrosoftE... & TEFRM 1748 - BEE, &1 % posiEiEEEEEM
v HRES..
SAEE..
M STFEEEES..
< >| | ) ERFEESHE.
S pEE S 24 BE  HoEECES 0 FXEE.
p=¢ 8 MicrosoftEdgeUpdateTaskMachineUA " 55 d
om a
[\ H
£
sEE ﬂ
. = - FRER -
fus ERET Microsoft RIEFISEIRE. NBHESEE
FRE, RERETHSETRTANRSRE, #8] b B
HERES, NHESEEFDE. . =
¢ =
S,
o | @ me
< > X B2

2.1 HEIHIESER U RERETF o

IRIRERE: BR=ITE (1bF) BRSEAE

FAEME
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O BAT

FAEME

@ ==

@ smes

20
|z TR wss s sS4 @8
® . ERM): |[ZSESTHEEEREIP

viZEs p=
>E M

cEE: 10_0_0_66\Administrator

:

#=R(D):

ELFER

10_0_0_66\Administrator

© DERFERIETR)

[0 EREsstURET0)

[ Es&E EE(C):

ETES. EEATIIRASANKS:

ERAFTAV)..

O FERFEEESSEETW)
REEERP). ESEAREHERHETERTIR,

Windows Server 2022

2.2 “BESNA EEFEETHHE, “FmsH (FiE) 7 HEHESH.

ARESS, YEEESRMIRENRE

= FHER

[imro. ] e

fi#E2(D)

R X
/R | REF vl
wE

EFEREEP):
| C:\Users\Administrator\Deskto| p\CreateSecurityGrm| FER)...
SEFEB: L 1

2.3 BREMERR, EEEIMET.

IRIFRE: BR=ItE (Ib5R) BRSEAR
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O BHE

s [ sRuEs X
X B -
| 2 wes| e FraEsG): | Bt v
___l__ ﬁﬁ w’E
3 SIREEAT, AILUEER]
© e=ital ) FESREAE.
v eggi
N [esm A
EREE
[ TEESHEK: 1559
O ESESEERE): 1/0a =5 1X
O EE9ETaER I EWEERTL: 3%
O a3 2024/10/23 :
[ 2HEEMX): 2025/10/23 :

EEAEe)

FEN)... RE(E

3.BEREIRT.
BHF RN EHET
MacOS

iEid crontabT RigBEMRIET
1. AL, HT6H< crontab —e,

crontab -e

2. REERMES XY, STRF—IERES, IREFERESENETE.

0 0 * * * /path/to/Python /path/to/CreateSecurityGroupPolicies.py -r ap-guangzhou Sg—xxXXx

+RTBERIOSMITHIA . ap-guangzhouRRZREHMENE, sq-xxxxRTRELHEID

Windows &%

i windows ESIHRIEFIREERET
1. FTFHESIHRIER

IRIFRE: BR=ItE (It ) BRSEATF 5546 H49m)



2. RINTRIMESS, s OURRIESS

O EEitaes
THF BEA) BBV EEH)
e x5 HE

<

© Estars @ por P —— e
v Wiﬁ;fﬁ”ﬁf ® Microsofte.. [FEES BENS MEAS EEitaRTE
- ierese [ MicrosoftE... @t EEFM 1748 - BEE, &1 F HosiOkek e
. SRES.
SNEE.

EfR
S
R
ek

B mES B 2# RBE »HICREEAH
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