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Z&eM
=EEELT A

EITEFAE : 2018-08-14 17:51:06

ZeER—MEINSHEETIRIIREREMIXE , BT REREHSEEIREENMEILRES , 2ENREH
NEENNELZEREFR. REEE—M2ELNDE  BOULSE—tERNESEENEZ2RER RN fAF
MIEREIRERE SLHNNZIR— 22BN | ERUFEMNEZEEE. ZHEFESZINSFHER2RIIER 2
BARETHNIICE , ZEHEEASTHHRIRN BEAERL,

=

1. ZEREZ2HBRIGCHFAEME VPC WMIEEFIFMIERIFIMEIES , A ST ER M ZAIM LIS
#l. EBI=EEEX CDB for MySQL F1=EIERZE Redis S2iFLEH.
27N, BB, bR, AERMEIESHFEUREIMNRIBIRN T 2E | EEIRE AT

LEERE

REERBHDNAIFIEERE, BALIBYR2ERBELANANRERITZETIE , THTLIZ | AERE=
&R I

—_— -+

LA

LRETIHEE N AEAMERAE | B R ERSENNITHEA S ENAEEEH TS, ERRI M= M
W

o Linux 70 22 im : {XFEE SSH ZRAY TCP 22 inRIAK , ANimCEE | IHRIRA = EUREREH.

o Windows i@ 3389 im : {XF&EE MSTSC ZRA TCP 3389 xR W , ARiKCLE , ISR =EIEER
o35

o WBEEHIRO : UFEEB IP HRI=EEE  B— XX,

ZEHEAN

ANV EEHARITFEIA 5% 2 BRXEMISEHIRIN G RELR AR EAIRHERE ( M ERITHRORTHER
W) . BAERT , #iZ%<E All Drop (8% ) FiERE. EHLBEIMENZSARIHNN , FTANISZENERS.
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o IRACKE! : HbHtER (CIDR/IP) iR ;
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o 3 CIDRFRZE , $EEMEA IP Hhi,
o F3 CIDR %%k, f8ERY IP #hbSEE (5040 , 203.0.113.0/24 ) ,
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TEHMITHK
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LHIIRE—FREE [ALL Traffic 1848] RFR2L

L 2BRYPRE
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]l sl
SRERLET

EITEFATAE : 2018-03-13 12:12:55

]

REEE;

CAM B8 :
{
"version":"2.0",
"statement”:
[
{

"effect":"effect",
"action":;["action"],
"resource":["resource"],
"condition”: {"key":{"value"}}
}

]

}

o R version 2EIN , BRNINAIHEN"2.0",
 {Ef] statement EFRHIA—EZHZEBPRINFMER. 1ZTTREIE effect, action, resource , condition &
SPHMTRAIMIRSNIRES. —FRRIEEHNE— statement 7T,
i. #E action FIsRIBA T SIEEANRIE. BIERTLAR APl (LA cdb: BIZRHER ) . iZTTREVIER,
ii. &ilf resourcce FIAMENNEAREUE. RRERABER. B RNRREE X FESERXEl. BXad
EERRIEE |, B2 RENE R BT R RXE., ZTReNER,
iii. &R condition FIASRIRAEMNLAIRE M. KEOIERER. BRIERIRIEERNK. KHERISIERE.
IP #IFEEER. BLRFSAITFEERGPEEHME. 1ZTREIFNE,
iv. I effect FEIAFIEFANERE AIF AR BXER". BIE allow (RIF)FD deny (B354 FPER. %
TCEREVEIT,

CDB RIS

7£ CDB FKEIEGH , ] LANSZEF CDB BUHAIRS HIEEEEAY API #8/E. X+F CDB |, i5fERLL cdb: IR1EZXAY
APl , #5140 : cdb:CreateDBInstance (& cdb:CreateAccounts ,

1. MREEEREMEGPIEES MEENIHE |, BERESEE(IR . T~
"action":;["cdb:action1","cdb:action2"]

2. A LMEFIBECAHEE S IURE. HIa0 , BRI LEERFLARIR" Describe "FELRIFTEIRIE , (TR

RS : BB UE (bR ) BREEAH 556 H31]



Q) ﬁﬁ izﬂﬁ T FERRY

"action":["cdb:Describe*"]
3. WNREEIERE CDB HHFEBEHRE , 1BER * BECR , ATk -

"action” : ["cdb:*"]

CDB HI&ER
7 CAM RISEDHEERT B CHIRIR.
HRAI—AIZZNT

qcs:project id:service_type:region:accountresource

o project id : #HIAINEER |, (NATHRAECAMERRZLE | THIES.
e service type : FFEEFR , 40 cdb,
* region : #BFHEE , 40 ap-guangzhou,
* account : FFABEERRIKSER , 10 uin/653339763,
e resource : FFRHIBEARFIRIFE , W0 instanceld/instance id1 &# instanceld/*,
fign
1. BRI LAE R4S ESES) (cdb-k05xdcta) FEIEAIPIEEYE M AT
"resource":[ "qcs:cdb:ap-guangzhou:uin/653339763:instanceld/cdb-k05xdcta"]
2. AR LAER * BECAHEEB T e RIRME LA , SN FAT

"resource":[ "qcs:cdb:ap-guangzhou:uin/653339763:instanceld/*"]

3. BEIEEMBEREIR , BENFRIEE APl BT BIRFANIR , 1B7E Resource JTTHRER * BECFT , A1 TAR

=~
"resource": ["*"]
4. NRICERERFE—FIESTFRMBESNRE , BEBESKBE(IR | W TFFR/SEER N EIRAYIF

"resource":["resourcel”,"resource2"]

TERIERT CDB BEBERRIRIRINXI MAYE IR AT %,
ETRY |, STIRIERAYRIEY TR,

o Hrp, project iI5(LAIREID.,
o Hrh, region IEHVEHEE,

RS : BB UE (bR ) BREEAH 7 H#31|
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o HrAp, account I 5AIZMWKFID.

RR RRESPRIR R TT %

SKY]| gcs:cdb:$region:$accountinstanceld/S$instanceld
VPC gcs:vpc:$region:$accountivpc/$vpcld

ZEH gcs:cvm:$region:$account:sg/$sgld
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SZHEFRISIRRR

BREHAdE ; 2018-03-13 12:05:39

RRFIPRIER RS IEERITRFPNBL R REEHITIRIFIIEEN. CDB MOSHFRRENIR , XEHRENTH
Lo CDB #(F , &I LUz iR HTIRE (ETURBENR 2B ERISERR. TRERE
NME—T , CDB AN RIRREL,

CAM eRa]RINAISRIRSRE
RiRE RAUREE PRSI TS A

qcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

ZERRRSLAIER

TERENBHEUFERRIRAY CDB ( Cloud Database, =EURE ) APIHRE , DIRE/MRESISHEIRNS
HEZH. IBERFIEAIRHE , SR LIEREPER * BECT.

e =
WERE— CDB AP #FE FRPZETIL , WEARSHFRRRNIR. AR CDB APl HEASHFRIRRIN
IR, BPABERT AR AREFERIZEEIOSIR , ERUMAREEGNRFETTHRIEE *.

ZEERFSEGIIEX
API#{E RIRER

gcs:cdb:$region:$accountinstanceld/*

AddTimeWind
imetiindow gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*

AssociateSecurityGroups
4 P gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*

CloseWanService
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*

CreateAccounts . . .
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*

CreateBack
reatebackup gcs:cdb:$region:$accountinstanceld/S$instanceld

RS : BB UE (bR ) BREEAH 9 H31|
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APIE#{E

CreateDBImportJob
DeleteAccounts
DeleteBackup
DeleteTimeWindow
DescribeAccountPrivileges
DescribeAccounts
DescribeBackupConfig
DescribeBackupDatabases
DescribeBackupDownloadDbTableCode
DescribeBackups
DescribeBackupTables
DescribeBinlogs
DescribeDatabases
DescribeDBImportRecords

DescribeDBlInstanceCharset

RS : BB UE (bR ) BREEAH
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BRI

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

qcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

F10 H31]T
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APIE{E

DescribeDBInstanceConfig
DescribeDBInstanceGTID
DescribeDBInstanceRebootTime
DescribeDBSwitchRecords
DescribeDBSecurityGroups
DescribelnstanceParamRecords
DescribelnstanceParams
DescribeRoGroups
DescribeRollbackRangeTime
DescribeSlowLogs
DescribeSupportedPrivileges
DescribeTables
DescribeTimeWindow
DescribeDatabasesForinstances

DescribeMonitorData

RS : BB UE (bR ) BREEAH
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BRI

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

qcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

F11 H31R
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DescribeTableColumns
DropDatabaseTables
InitDBInstances
IsolateDBInstance
ModifyAccountDescription
ModifyAccountPassword
ModifyAccountPrivileges
ModifyAutoRenewFlag
ModifyBackupConfig
ModifyBackuplnfo
ModifyDBInstanceName
ModifyDBInstanceProject
ModifyDBInstanceSecurityGroups
ModifyDBInstanceVipVport

ModifylnstanceParam

RS : BB UE (bR ) BREEAH
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BRI

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

qcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

F12 H311
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ModifyDBInstanceModes
ModifyTimeWindow
ModifyProtectMode
OfflineDBInstances
OpenDBlInstanceGTID
OpenWanService
ReleaselsolatedDBInstances
RestartDBInstances
StartBatchRollback
SubmitBatchOperation
SwitchDrIinstanceToMaster
SwitchForUpgrade
DisassociateSecurityGroups
UpgradeDBInstance

UpgradeDBInstanceEngineVersion

RS : BB UE (bR ) BREEAH

ReMt R

BRI

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

qcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/$instanceld

gcs:cdb:$region:$accountinstanceld/*
gcs:cdb:$region:$accountinstanceld/S$instanceld

F13H31
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CDBipz A ETERAE 5

EeTL@id A CAM ( Cloud Access Management , 581818 ) SRE&1EFIF#HB7E CDB ( Cloud DataBase
=EIERE ) EHIEEENFEREERRIINER. %5808 FlgeiE(E RS S ESP o BIRES.

CDB H2iE5 K
WNREAELL AP IRAECIEFNIEE CDB SEAIRIRSR |, eI LA iZRFEREFRA : QcloudCDBFullAccess FISRES,

T NRISEEAE , BRI [ARSEE) T FADAIEE [EEE] | oL EER PR EZ SRR,
SEWT ¢

Tl wE REEE
[l ] |m S—
AraEE

SR ETE Bk 2R v BN /ST R Q

TEAPIESH
WS & REBHE BREEE R
. _ i [=i=va . a -

QeloudCDBFinanceAccess TEIBEMYSGL (COB) MEMIE 2018-01-18 15:35:30 *BAEP/MA

I QcloudCDBFullACcess ZEIEEMYSQLICDB)IZ T HIAMR, BiFCoBREX 2.] EHER 2017-06-08 14:47:36 XBREP/E

=HEER

QeloudCDBInnerReadOnlyAccess EEIEFMySALICDB) RIEAIE R 2018-01-18 15:19:44 XBAEP/MA
QeloudCDBLaunchTeDFW TEIBEMYSAL (COB) AIREMER2H (DFW) Tl aHEE 2018-01-18 15:36:50 *BAEP/MA
QeloudCDBLaUNchToVPC SHEdEEMySaL (CDB) WIREHERAME (VPC) TalR THIRE 2018-01-18 15:20:14 RBP4
QeloudCDBReadOnlyAccess ZHEAEFMysal(COBIEX EIE Rifis ., BIECOBRE... THIEE 2018-01-18 15:44:27 BB /E

REEZRAT -

{

"version": "2.0",

"statement”: [

{

"action": [

"cdb:*"

Il
"resource":
"effect": "

b

{

n, Il*ll

aIIow

RS : BB UE (bR ) BREEAH 14 H#31]
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"action": [
"vpc:*"

1

"resource": "*",
"effect": "allow"
2

{

"action": [
"cvm:*"

Il

"resource": "qcs:cvm:isg/*",
"effect": "allow"
b

{

"action”: [
"cos:*"

Il

"resource": "*",
"effect": "allow"
b,

{

"effect": "allow",
"action": "monitor:*",
"resource"; "*"

b

{

"action": [
"kms:CreateKey",
"kms:GenerateDataKey",
"kms:Decrypt”,
"kms:ListKey"

Il

"resource": "*",
"effect": "allow"

}

]

}

P RIS @idit Ao 5I%d CDB, VPC ( Virtual Private Cloud ) . &£%H. COS ( Cloud Object Storage ) .
KMS ( Key Management Service ) ¥1 Monitor FFrE&IREHIT CAM SREGIENECRIAZI B .

CDB RIRiEsRHS

NSRS RELEAFIEEER CDB SLAIRRIR , (BEEAEEEIZE. MRFUEKAISER , ST LASHZ B EREFRA
QcloudCDBInnerReadOnlyAccess RIZERR.

RS : BB UE (bR ) BREEAH 15 H#31;
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$EIY : 1BBCE CDB FYRIERRE.

EOTLUH NGRS SRR , BRI [RSSEE] & MLEMER [mE8UEE] | i LEERPRENZRRS.
SEWNT :

REREE

‘ BPOBRRPESEEXES, BIARGHBAERIRENIR.

o =havd B LA ~ ERAERS/EHETER Q

S &/ix REZE BliRdiE HBiE
QcloudCDBFinanceAccess SHIBEMYSAL (CDB) MR THIEE 2018-01-18 15:35:30 XBAP/E
QeloudCDBFullAccess EHIBEMYSQLICDBIZREIAEMR, BECOBREXRS... oliEE 2017-06-08 14:47:36 XBAP/E
I QcloudCDBInnerReadOnlyAccess SHIBEMYSALICDB) RIEAEMRIE I THIEE 2018-01-18 15:19:44 XBAP/E
QeloudCDBLaunchToDFW SHIBEMYSAL (CDB) HIREMER=E (DFW) TaIE.. THIEE 2018-01-18 15:36:50 XBAP/E
QcloudCDBLaunchToVPC EHIBEMYSAL (CDB) HEREHEERANSG (VPC) FalR.. ZiiEE 2018-01-18 15:20:14 XBAP/E

RESERAT -

{

"version": "2.0",
"statement”: [

{

"action”: [
"cdb:Describe*"
1

"resource"; "*",
"effect": "allow"

}
]
}

DAL ESRERZEBT LA 2 BRI T84F CDB FhATELAEIE" Describe "FFLRIFTAEEREHIT CAM RIBRIKIAE!
BrY,

CDB BX&iRRY ek

INREBELLAFRAEER CDB SLAIRBXEIR (VPC . £4H, COS. Monitor) FINER , EARRIFZEFH
Bl MERFUSSFERFRISIR | SRILSZRAFEREMR © QcloudCDBReadOnlyAccess BYERHES.

RS : BB UE (bR ) BREEAH 16 H#31,
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EOTLUH NGRS SRR , BRI [RSEE] & MOEIMER [mEUEE] | i AEERPIRENZRER
SET .

hiEEE N EREBERE
il -]
BraEBras b THERER IR,
FAPEEE
R S R SEREEE ~ WA E/EERTEE C
TAPIEH
RS &t BEXEH -~ il RiE
J— VIR - " -
QeloudCDBFinanceAccess aiiEEMysaL (CDB) MEME 2018-01-18 15:35:30 SBAFE
QeloudCDBFullAccess EHHBEMYSQUCDB)Z S MR, SIECoBRERES. . AR 2017-06-08 14:47:36 FEERP/A
TERFEE
QeloudCDBInnerReadOnlyAccess FHIEEMYSQL(CDB)R ISR 2018-01-18 15:19:44 REEBP 8
QeloudCDBLaunchToDFW THIREMYSQL (CDB) BIREMER2E (DFW) Toli. THHEE 2018-01-18 15:36:50 REAP/E
QeloudCDBLaunchToVPC ZHUEFMYSGL (CDB) BREMERAMNGE (VPC) Falie HIEE 2018-01-18 15:20:14 RKECAP/E
QcloudCDBReadONlyAccess F B MysqCOBMA F1IE Rilik , BECDBRE... I THIRE 2018-01-18 15:44:27 SR/

REERAT -

{

"version": "2.0",
"statement”: [
{
"action": [
"cdb:Describe*"
Il
"resource":
"effect”: "
b
{
"action”: [
"vpc:Describe*",
"vpc:inquiry*",
"vpc:Get*"
Il
"resource": "*",
"effect": "allow"
b
{
"action": [
"cvm:DescribeSecurityGroup*"
I
"resource": "*",
"effect": "

n, II*II

aIIow

allow"

RS : BB UE (bR ) BREEAH |17 H31:|
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"action”: [
"cos:List*",
"cos:Get*",
"cos:Head*",
"cos:OptionsObject”
1

"resource": "*",
"effect": "allow"

I

{

"effect": "allow",
"action": "monitor:*",
"resource"; "*"

}
]
}

P ESRIRRBITIL AP IR NIRRT CAM SRIBIRARIAZIBRY

o CDB HEFBLAEIA" Describe "FFLAVRTHEIRIE.

o VPC ShREFBLAEAIE" Describe "FRELAORREIRIE. FRELLERIA" Inquiry "FRLAIFRE IR EROFr B LARRIA" Get "FFk
HIFRB R,

o L%eYH hFFBLIEIA" DescribeSecurityGroup "FFLAURTEIRIE,

o COS HhETBELAEIE" List "FFLAORREIRIE. FrELARIE" Get "FFLAUFREIRIE. FRrBL EIA" Head "FHELIFRE
¥EMERNIZ 9" OptionsObject "HUIR(E,

» Monitor FRTERIRTERIE.
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}

]

}
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"effect”: "allow"

}

]
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"resource": "Resource”,
"effect": "Effect"

}
]
}
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