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API 3t
E L

E=IEEFAE: 2021-07-30 08:01:10

B3I XER®

£7HiE: 2021-07-30 08:01:08
FREHESTIUTRE:
BEEEHH.

SO

» DescribeGetAuthinfo

B2RE®

£ 2021-07-20 08:01:59
FREBESTIUTRE:
MBI,

shigEn:

« SynclcpOrderWebinfo

B1XE®

Z#mBdiE: 2020-11-17 14:37:06
FREHESTIUTRE:
BEEEHH.

srmEO:

« CreateWeappQRUrl
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RIEEFATE: 2021-06-23 11:27:47

RRIDER FISSEESR APl 3.0 4. 259 AP EONIEEMMENSE, K—NSHREMAHERD, SK—1 SDK/CLI RFS API XX E—
B, SESEkRRENEREE. SHSSIRIERALEEREERBRETR. ESBR= API 3.0 fANMERESR: REA]

REVE, BESH. SRIMENMISERDERS, XIF 724 NiHEE

WRIFRE: BRRITE (bR ) ARSEEAE 585 53]


https://cloud.tencent.com/product/api
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FRAEtEXEO

EOZW
CreateWeappQRUrl
DescribeGetAuthinfo

SynclcpOrderWeblinfo
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AABI
imREEH

IEEFATE: 2023-02-22 01:04:47

1. BRS5 1tk

API ZiSFiRibiEgiEN , AERiiEibiEiEAEZ R ba.tencentcloudapi.com , tEZiSiEE ESSZGIE, Flanr-itikagkEEs s ba.ap-
guangzhou.tencentcloudapi.com .

HEERMEIEEAES . RIBAREORZFIRAENS, SEBFEIBENENRIEIERIRSEE . FIINE MEEBER, SEBIREIN M
BR3388, MEMISE ba.ap—guangzhou.tencentcloudapi.com 22—,

R RESURAILSS, BIUSETIBRANNE .

R HER AP BEAR, AR REEEROSTRRMRS NN, *RSISibRFREERAB R/ AHSECIEPER, KOTSRS
HEROESNSHPER,

BRISTHSIEESIxRA:
PN b0 oz
FEMIEIEN (5, RESEERK) ba.tencentcloudapi.com
SERHBIR (7)) ba.ap—guangzhou.tencentcloudapi.com
HEFX(LEiE) ba.ap-shanghai.tencentcloudapi.com
bt X (I6R) ba.ap-beijing.tencentcloudapi.com
Fargits X (FER) ba.ap—-chengdu.tencentcloudapi.com
ARt X (EFK) ba.ap—chongging.tencentcloudapi.com
BEAHRX(FESES) ba.ap—hongkong.tencentcloudapi.com
TP ARZRES(FTINE) ba.ap-singapore.tencentcloudapi.com
TAFRE(ER) ba.ap-bangkok.tencentcloudapi.com
W ARER(FHE) ba.ap—mumbai.tencentcloudapi.com
TWAFIL(ER) ba.ap-seoul.tencentcloudapi.com
TAFIL(FER) ba.ap-tokyo.tencentcloudapi.com
EEFIB(FERIE) ba.na—-ashburn.tencentcloudapi.com
EETEER(EES) ba.na-siliconvalley.tencentcloudapi.com
=X (S1E2) ba.na-toronto.tencentcloudapi.com
Bt X ((Z=518) ba.eu-frankfurt.tencentcloudapi.com

2. iEfEHNY

Bifl= APl BIFFEEOSED HTTPS #T&E(E, RIESZLMNEREEE.

3. BRGE

WRIFRE: BRRITE (bR ) ARSEEAE 7 #53;
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X HTTP i5R7GE:

- POST (it#%)
« GET

POST K258 Content-Type 8!

« application/json (#7%F) , YRERESZSZE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, #HERAZEZ7% v1 (HmacSHA1 5 HmacSHA256) .
« multipart/form-data ({X&a3#E0O%F) , YRERESESZE v3 (TC3-HMAC-SHA256) ,

GET i5KRIIBERERNABiEBIE32KB, POST i5REMAERRSZ v1 (HmacSHAT. HmacSHA256 ) BIREBiZ1MB, POST iBREREER
i%Z v3 (TC3-HMAC-SHA256 ) RIZ#510MB.

4, FRE

195/ UTF-8 4wf5,

WRIFRE: BRRITE (bR ) ARSEEAE 588 53|
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IEEFATE: 2023-02-15 01:08:53

N

W

AHSYRATIRRAFPMROZ2SE, NEE, EEMEORRIHEPABYXLESHETIRE, ESRERUFTEETRLESY, FHHIES
KiEiERo

AHSYARRTSRSERNERGERFTRTNEMESR.

ERERGE v3 RSN

BEGiEv3 (BRMERRE TC3-HMAC-SHA256 ) #HEtERHE v (BEXIEAIRSERESEIE) , BERE, IFEAMERE, XI5 POST
JSON #&=t, MReE—ERH, HEERZESHETHEES ., RENMBER 875 v3.

R WTFEGBR, BoROEPHTERNEERSE vI GET 5K, MAREREMESRSE v3,
EFRESTTE v3 Y, AHSHFEHR—HE HTTP Header iEKLEH, INTFERFAR:

SHEM B Wik R

HTTP i&%sk: X-TC-Action, Z{ERHEOSMR. MESTEOMEBASHEDTXTALSH

Action Sting = \ction KA. BIMEIRSEMEIEHAFIREN, BEN Describelnstances.

HTTP iE%L: X-TC-Region, iS4, ARIRRFER(EH/ ibgaEiE. ESEEOXES
Region String - BMASYEDXTAHSE Region WK, T8 REEROFAREERZSH, EOXXERSXILEE
AR, WEIRPAEERIZSHBASER.

HTTP ig®Rk: X-TC-Timestamp. Zgi UNIX BJigg, wlicRA&ie APl iEREIATE, a0
1529223702, #*i&: MRSKFBF[MHEHEZELSSH, SSlESEITBHER.

fil

Timestamp Integer

HTTP ig®Rsk: X-TC-Version, Z#/EE AP| BIERA , BUESEZOMEPRASAHESE Version
B9IREE. BIANZ=ARSSZRIRRA 2017-03-12,

fil

Version String

HTTP tRESHIAIESLERFER, fian:

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: &&%i%, BaiBEER%E;

- Credential: E&&iE, AKIDEXAMPLE 2 Secretld; Date 2 UTC fxErIEIFIEER, BUESE
EMaHsH X-TC-Timestamp &E/ UTC irEREIHEI—E; service AFEmE, BEMES
BIZR, HlENiEE& cvm.tencentcloudapi.com EEKEZREE cvm. A=REUER ba;

- SignedHeaders: £25%ZitHERILEMER, content-type 1 host JauiELAE;

- Signature: EEZR/E, iT&EIEFER X,

fil

Authorization  String

HTTP i5ksk: X-TC-Token, Bl Z2FiEMRS FRARIIGIIREEIEFAI Token, ERIIEES

Token String S Secretld 1 SecretKey BEF iR BIGEITEZEEIEPRI TmpSecretld #1 TmpSecretKey. {#FAE
HIZSAR A BEIRE L Token FE&.
. = HTTP ig%ksk: X-TC-Language. IEEZEORERES, NEoEOZISISE ., BIE: zh-CN,
Language String a

en-US, zh—-CN iBEIF3Z, en-US iBEIHEZ,

BRigAPERES A MithHN RS H/ELFIFIRFRITH1, BOSHIEHRBE Offset=0, REHE Limit=10, WHEIEREIZILERER URL. &
RLEB. ERERBIUNT:

HTTP GET igR&Ha45:

https://cvm.tencentcloudapi.com/?Limit=10&0Offset=0
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https://cloud.tencent.com/document/api/243/49999
https://cloud.tencent.com/document/api/243/49999
https://cloud.tencent.com/document/product/1312

Authorization: TC3-HMAC-SHA256 Credential=AKID***+x+x*EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dbal6c6ccfl74c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) iERERE:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID***+x*x*EXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢c15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i&REERA ((USEEOSF) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID**rkkxxEX AMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="0ffset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

EASERSGE v BaRSH

WRIFRE: BRRITE (bR ) ARSEEAE 510 #53:1
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EREEAE v (BRSTME HmacSHA256 #l HmacSHA1) , AHSHEER—HEEREHR, TENBIFERY

BB ESid) Wik ik
Action Strin - BRMERIEOSR,. BESSEOXXEPBMASHATSE Action RIKEE, FIINZ=IRSEEHIE DA
9 = 5Z%¥EN, BYEH Describelnstances.
ihifs8, ARFHRFEIZIEM M MbROEIE. BOESHibIESESRONEPBASHLAHES
Region String - # Region AYI%EA, EE: REROFREEEZSY, EOTEhaIbISEI5E, LhBIEE
BEiz2¥hTraEd.
Timestamp Integer 2 A0 UNIX BHElE, mlicR&R AP|iEREETE, $I11011529223702, MNRSZHEiRtEEED
T X, S3RESUEER.
Nonce Integer 2 REHIEREL, 5 Timestamp BX&#Ek, AFMLEERE,
Secretld Strin - £ =APIESA LERISHIRIRSHRY Secretld, —4 Secretld 3RME—kY SecretKey ,
9 = SecretKey FR&ERIERES Signature.
si . o BERER, ARBIEWXERNEGEE, SEAPREZFVRAASEITESH ., BRTESZEZESR
ignature String = kY
Versi . o 1RERY AP BORRAE . BUESZEZOEPASAHSH Version ik, BIINZIRSSE2HIRA
ersion String =

2017-03-12,

E#EHN, BEisziF HmacSHA256 1 HmacSHA1, REiEEIESE5 HmacSHA256 i,

. . -
SignatureMethod  String & 4 HimacSHA256 HARIESS, SRR HmacSHA BIESE.
B) 22 EFRSS FiMARIGRZ2EEPH Token, EAIIEERIS Secretld 1 SecretKey B
Token String = EFEIEAIGIRZEEIEPR TmpSecretld #1 TmpSecretKey, ERKHZEARNTEERELL
Token ZFE&,
L . - EEEOEREMNES, (NEoEOSIaE., BE: zh-CN, en-US, zh-CN iBEH3Z, en—
anguage String a

US iB[EIZ3Z

ERigFAFEES A bR ZIRSSELEIFIR, EiEREMRIRIER URL., ERLER. ERETEIIT:
HTTP GET i&R&MMl:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestam
p=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzh
ou&Nonce=23823223&Secretld=AKID****+*¥*¥EXAMPLE

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

HTTP POST iER&#am:

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2
f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=
AKIDkrRkRXEX AMPLE

WRIFRE: BRRITE (bR ) ARSEEAE 11453,


https://cloud.tencent.com/document/api/243/50000
https://console.cloud.tencent.com/capi
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https://cloud.tencent.com/document/product/1312
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mIEEFATE: 2023-02-15 01:08:53

PITFERIET E85% v3 NEREE, ERESKRSEHSHNEERAERAE API BAEH. BRIMESEMER BiR= API Explorer , Bz
SDK #l SAZ=@<${TIR (TCCLI) $HFAEIR, NAHEEIMTN API BRHTES

#=ER APl Explorer <> Sk

fZaILliEE APl Explorer B9 [ €& 545; | BRESSMEOEIMEMTE,

Bz APl 2XSMERETEHIE, AFFREFERRESIE, SEFENSEMERHTES (Signature) , BMERBRETAHSHEE
ZEBERFIMSENA TS RIEER

A LEHTES

BEREIIATARBEURIPIER:

1. BIEERERSH
ERHFREREHFEERHDEBHAREN . BESAEHE = AP| 28 RERBEHEXER.

2. (RIPERITPAIEIRE
ATHILEREEESEPHEN, BA= APl 2ERERSERITRIERNIEEE, FEERNEREIZERERNERN—ES, REIBL=E
API BRS358. IRSBHRSERWEINERSHLAREITRTEIESE, FRIEERPIOREE. MREREEN, BSHEFEFR—H, Bz API
BIEBRRIER,

#EE%HiEv3 (TC3-HMAC-SHA256 ) IEE LES T LARINESAGiE v, MEERS, SIFEXMEKR, XiF JSON 18, POST BRZIFES
HEMZ=FMHE, e —ERA, HEERZESHETEES,

BIRERL, EBIER AP| Explorer Ry “EZ 84" Ih8E, EIEERBIREA “AP1 3.0 BE v3” , AlLAEREFIEHITIOE, thEEER
SDK X3, EEZFERBIN= AP BEER 7 #ERNRIEES SDK, BRHKRTEIMEKRIE, WEHFE, ¥ Python. Java. PHP. Go.
NodeJS. .NET. C++,

HigR2FIE
AN (ERNREEIENEH, ZHBIE Secretld #1 SecretKey. 81"ARPRSAILIAERHENER,

« Secretld: BF#RR API HRESR, SLAERELLAARSE,
« SecretKey: BT API HRERSH, sILAERAELLED,
- BREFFIERERSFEIE, BRHE, SWRERMFEL. SR, BUAEMEERLSFIE,

RIS EIENEGALSRINT:

1. BF BAZEEPOEHS .

2. BifE =APIZH RIEEIERNE

3. £ Z=APIZH WmE, BE [ #HE59 ] elE—ER,

ERRF v3 ERLE

= AP| 2#5 GET #1 POST ik, MFGETAHI%, RXIF Content-Type: application/x-www-form-urlencoded &, ¥FPOSTAE, B
BIZ#E Content-Type: application/json AR Content-Type: multipart/form-data FERNYAEEE, json #EXBEASEIEOITE, multipart 1§
NRAERFEEOZE, BINZEOAEEER json 18NAM, SEEMWSEONERE, BEER POST 5K, EARENERHAEER, (B GET
BERRZIF 32 KB LIRREKRE .

WRIFRE: BRRITE (bR ) ARSEEAE 5812 #53;


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

A BT i

TEURRSHEA NEXIFIFIREAFIF, STBRNEERMNTEIRE. RiNEFZRORE:

1. ZRST|RIACTE, ZEOREH;
2. ZEORREN, FEBNEERIVRTE;
3. BEOBESNSEMERE, AIETEEHIRESIRIAEINTER.

G, FeARSEEEFZEONSE, RIRERRESIZILENER. EXFRAMEON, BRIEIFERRE, SMEONSEHFTER, FEHEY
EMGIFRSEIE. i, XBEARRTEHSAELSEMEOMASE, ARTLMRIBLGEERNEMSE, I Language 1 Token A%
(ZE HTTP L3RR E, N X-TC-Fi&k) -

{Bi2 A9 Secretld Fl SecretKey $8I2: AKIDz8krbs)5yKBZQpn74WFKkmLPx3+<+xk+k F] GuStOXGARNPG86cd98j0QYCN 3+ +rrk | B
PREBEM NERRESESEN KGR BENIKRE, RRE—FEE. WiEKkTEER:

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs|5yKBZQpn74WFkmLPx3******x/2019-02-25/cvm/tc3_request, Sign
edHeaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770
a3"\
-H "Content-Type: application/json; charset=utf-8" \

"Host: cvm.tencentcloudapi.com" \

"X-TC-Action: Describelnstances" \

"X-TC-Timestamp: 1551113065" \

"X-TC-Version: 2017-03-12" \

"X-TC-Region: ap-guangzhou" \
-d '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

TEFARRESITEEE.

1. HHERBIER R
BRI ARBREAHHENBIERSE (CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREM fRRE
HTTPRequestMethod HTTP i&X%i% (GET. POST ) . It FIEBES POST,
CanonicalURI URI 2%, API 3.0 BIEAIESMHL (/) o

A2 HTTP i5K URL RIYEIAFMHE, WF POST i5K, BEAZZHE"", WF GETiERK, Wh URL #
@s (?) EEMNFEFEHNS, Fli0: Limit=10&0ffset=0,

iE&: CanonicalQueryString #E£% RFC3986 i#1T URLEncode, F#fE UTF-8, EEFERRIEE
SRR, FIEEFFEHORmGE, A5k,

CanonicalQueryString

WRIFRE: BRRITE (bR ) ARSEEAE 5813 #5631,


https://tools.ietf.org/html/rfc3986

A BT i

FEREM R

25X 219LEMEE, ELVEE host #l content-type T LER, BAIMAEHELESSS5EZ LIRS EBIER
RIE—MFIRS M, WRGIERIMEINTEOZLER.
PR -
1. 8B key #l value Zi—&/\E, HEIEERESTH, 1R key:value\n EXH#E;
2. BALER, 1=EELER key (VB B9 ASCI At THHE,

CanonicalHeaders
LERBITELERE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\n,
EE: content-type /RINEIFRIZNENS, BLHEESNEEREKRIEEHRESBEMIRM charset &,
REBHIRERA—H, RSHSEREIZEZRIGKY .

S5ZBLIES, WIBRIEREHLLES5TER, 1 CanonicalHeaders 8 2RILBRNAR—X
[fY. content-type # host JoutigksLEn,
HEN
SignedHeaders 1. L3 key S—EEHIS;
2. 29L& key (N5 1288 ASCI FF#THIEZ, HEUNS (;) 2R.

=179 content-type;host;x—tc-action

BKIEX (payload, BD body, LbRFIH {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}1} ) WING7{E, iTEHKER

HashedRequestPayload = Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BI%t HTTP i&RIE( SHA256 13
T, RETNHERD, REREBBERKRNSEE, MF GET &K, RequestPayload BEIEAZEZFE/FH, Lt
Tl ELERE 35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

HRIBLA LRI, REPSEIRIAEIEREBMT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com
x-tc-action:describeinstances

content-type;host;x-tc-action
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e89887f1398934f064

2. RSB R/ FIH
BT R SERF TS

StringToSign =
Algorithm + \n +
RequestTimestamp + \n +

CredentialScope + \n +

HashedCanonicalRequest

FEREW Rz
Algorithm 8%, HaiEEH TC3-HMAC-SHA256,

WRIFRE: BRRITE (bR ) ARSEEAE 5814 #53;
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FEREM g

iERATEEE, BIERLIBRIATSEH X-TC-Timestamp BUE, ERZiFiATE UNIX BHiEEE, #EHEE, IR

RequestTimestamp BIENEY 1551113065,

FIEBE, 18 Date/service/tc3_request, B8&5HHE. FMERRSIELLZHH
(tc3_request) . Date 73 UTC fRgRIEIRIARE, BUEREMAHSE X-TC-Timestamp EHAY
UTC imEREIRR—3; service ArFmE, YRSABNFREE—H. IRFTEERR 2019-02-

25/cvm/tc3_request.

CredentialScope

BIRASRHHEFRSHEIERBNIEHE, HEARER
HashedCanonicalRequest  Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IRt HERE
7019a55be8395899b900fb5564€4200d984910f34794a27cb3fb7d10ff6ale84,

1. Date % ZRMATEIEE X-TC-Timestamp i1&E153, HRIEXA UTC+0, MEMARSAMHRER, HINE/\K, ESHBEXELER
FkIh, (BRESIHEARYELRY . BightEE) 1551113065, E4&/\XAIATER 2019-02-26 00:44:25, {BRitHEEIA Date BY
UTC+0 gYEHEAR A 2019-02-25, fiF=2 2019-02-26,

2. Timestamp ¥ A2 HRIRFATE, BRHBFERRFGEDIRERERZESHN, MEEEETRSHNSELY, MEKHEARTRERER
&, AT —BIEE, BRUEXY, BEEZTHER.

RIBLA LRI, REPBSEINFESFHENT:

TC3-HMAC-SHA256
1551113065

2019-02-25/cvm/tc3_request
7019a55be8395899b900fb5564e4200d984910f34794a27cb3fb7d10ff6ale84

3. itAEE
1) HERESEEN, HRBUT:

SecretKey = "Gu5t9xGARNpq86cd98joQYCN 3¥*xx ikt
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)
SecretService = HMAC_SHA256(SecretDate, Service)

SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

IREHAIZRSE SecretDate . SecretService 1 SecretSigning 2EZi$IREIE, TREESFTITENZR, WLEFERPELSE,

iHEE, FRENFIEES, HMAC ERHMPSHIRFERIRER—#, SUSRERAE. WEhIBEASH key 01, HESH data EE. BER
EERHSRMTHEIENREE, BURESRMITENRFHH7EFIEANREIE, L ERR THEINE.

FEREM R

SecretKey [EfahY SecretKey, BI GUStOXGARNDPQ86cA9I8j0QYCN 3wk
Date BP Credential 89 Date FERISRE . IRHFIEES 2019-02-25,
Service BP Credential 189 Service FEIEE . URHIEUER cvm,

2) iHEES, hIBUT:
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A BT i

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

WREITEZRESE bed4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3 ,

4, 1% Authorization
RINT#8=UH#E Authorization:

Authorization =

Algorithm + ' ' +

'‘Credential="' + Secretld + '/' + CredentialScope + ', ' +
'‘SignedHeaders="' + SignedHeaders + ', ' +

'Signature="' + Signature

FEREW faR
Algorithm Bg5i%, BEER TC3-HMAC-SHA256,
Secretld Z4AXIhEY Secretld, BI AKIDZz8krbs)5yKBZQpn74WFkmLPx 3%tk

CredentialScope RBEX, FIEBE, WRATEERRE 2019-02-25/cvm/tc3_request,
SignedHeaders MEX, S58LEMEE . IFREIEUES content-type;host.

Signature BHE, WREITEEER bedf67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3,

HRIELA LRI, REIPSEIRER:

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*k¥k+*x/20]19-02-25/cvm/tc3_request, SignedHeaders=conte

nt-type;host, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3

REATENERERMT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3**¥**+x/2019-02-25/cvm/tc3_request, SignedH
eaders=content-type;host;x-tc-action, Signature=be4f67d323c78ab9acb7395e43c0dbcf822a9cfac32fea2449a7bc7726b770a3
Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}

Foi=3Bn

fEEIRARA API 3.0 BY, #EERERERNBINZE SDK 3.0 , SDK #:RTESMERE, ARNAXEFRIRHNEMAEONT, #MAE2RSR SDK &
Do HASHFHREESE:
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https://cloud.tencent.com/document/sdk

A BT

Python
Java
PHP

Go
NodeJS
.NET
C++

TEREM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

« Signature Demo

ATEFENBREEREE, TEAMSIMREESHH, S LRNER LRSI, BEROES . FARNEOMSHNNER ERERdE0E, £
BRABREESLE, FAESER, IMARSEREMER SDKo.

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF_8;

/| BEIEWRIEIFSE TENCENTCLOUD_SECRET_ID, B/ AKIDZz8krbs|5yKBZQpn74WFkmLPx 3tttk
private final static String SECRET ID = System.getenv("TENCENTCLOUD SECRET _ID");

/| BEIZEWIEESE TENCENTCLOUD_SECRET_KEY, {EAXHIAI GuSt9IXxGARNPQq86cd98joQYCN 3Hkikiskk
private final static String SECRET_KEY = System.getenv("TENCENTCLOUD_SECRET_KEY");

private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getlnstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm";
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https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/signature-process-demo

String host = "cvm.tencentcloudapi.com";

String region = "ap-guangzhou";

String action = "Describelnstances";

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/] EBHE, ENESTHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";

String canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

String signedHeaders = "content-type;host;x-tc-action";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

String credentialScope = date + "/" + service + "/" + "tc3_request";

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printIn(stringToSign);

byte[] secretDate = hmac256(("TC3" + SECRET _KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// kokokokkkkkkkskkk 53% 4: m}% AUthOriZatiOn kokokokkkkkkkskkk

String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

(
headers.put("X-TC-Action", action);
(

headers.put("X-TC-Timestamp", timestamp);
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headers.put("X-TC-Version", version);
headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();
sb.append("curl -X POST https://").append(host)
.append(" -H \"Authorization: ").append(authorization).append("\"")

.append(" -H \"Content-Type: application/json; charset=utf-8\"")

.append(" -H \"Host: ").append(host).append("\"")

H \"X-TC-Action: ").append(action).append("\"")
H \"X-TC-Timestamp: ").append(timestamp).append("\"")

.append
.append("

.append(" -H \"X-TC-Version: ").append(version).append("\"")

(
(
(
(
(
.append(" -H \"X-TC-Region: ").append(region).append("\"")
.append(" -d "").append(payload).append("'");

System.out.printin(sb.toString());

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZAEH

# BEIRBEWIETE TENCENTCLOUD_SECRET_ID, {EXAIAI AKIDZ8Krbs|5yKBZQpn74WFkmLPx3#ktrkt
secret_id = os.environ.get("TENCENTCLOUD_SECRET _ID")

# REREWIREE TENCENTCLOUD_SECRET_KEY, {HARFIAT GuStIXGARNPQ86cd98j0QYCN3*Hxikix
secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances"

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [u"&k#s#&"], "Name": "instance-name"}]}

http_request method = "POST"

canonical_uri ="/"

canonical_querystring = ""

ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content-type;host;x-tc-action"
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hashed_request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

credential_scope = date + "/" + service + "/" + "tc3 request"

hashed canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print(string_to_sign)

# RrkokRcRicok JEIE 3: HEIEES kkklikkkkok

# HEESHERL

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

St EEEREHAEEREEES 59% 4: mg AUthOriZatiOn skekokokokokokkkkkkk
authorization = (algorithm + " " +

"Credential=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint
' -H "Authorization: ' + authorization + """
' -H "Content-Type: application/json; charset=utf-8"'
'-H "Host: ' + host + '™
' -H "X-TC-Action: ' + action + ""
'-H "X-TC-Timestamp: ' + str(timestamp) + '
' -H "X-TC-Version: ' + version + "'
' -H "X-TC-Region: ' + region + "
"-d'" + payload + ")
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package main

import (
"crypto/hmac"
"crypto/sha256"
"encoding/hex"
"fmt"

nog™

"strings"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])
)

func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([]byte(s))

return string(hashed.Sum(nil))

}

func main() {

/| RERBEWHEIEE TENCENTCLOUD_SECRET_ID, {BEARHIE AKIDZ8krbs)5yKBZQpn74WFkmLPx3#kirits
secretld := 0s.Getenv("TENCENTCLOUD_SECRET_ID")

/| BEEIZEWIREESE TENCENTCLOUD_SECRET_KEY, {EARAIAI GuSt9IXxGARNPQq86cd98joQYCN 3tttk
secretKey := 0s.Getenv("TENCENTCLOUD_SECRET_KEY")

host := "cvm.tencentcloudapi.com"

algorithm := "TC3-HMAC-SHA256"

service := "cvm
version := "2017-03-12"
action := "Describelnstances"

region := "ap-guangzhou"
//var timestamp int64 = time.Now().Unix()
var timestamp int64 = 1551113065

// step 1: build canonical request string

httpRequestMethod := "POST"

canonicalURI :="/"

canonicalQueryString :=""

canonicalHeaders := fmt.Sprintf("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower(action))

signedHeaders := "content-type;host;x-tc-action"

payload := " {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}1}"
hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",
httpRequestMethod,

canonicalURI,
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canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)
string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt.Printin(string2sign)

// step 3: sign string

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3_request", secretService)

signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.Printin(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.PrintIn(authorization)

curl := fmt.Sprintf(" curl -X POST https://%s\

-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s'", host, authorization, host, action, timestamp, version, region, payload)
fmt.Printin(curl)

}

<?php
/| FEREWIRZE TENCENTCLOUD_SECRET_ID, {E77R{IAY AKIDZ8krbs)5yKBZQpn74WFkmLPx 3kt
$secretld = getenv("TENCENTCLOUD_SECRET _ID");
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/| BEIREIREE TENCENTCLOUD_SECRET_KEY, fEARMBIAI GuStIXGARNPG86Cd9IBjoQYCNI*Hriik
$secretkKey = getenv("TENCENTCLOUD_SECRET_KEY");

$host = "cvm.tencentcloudapi.com";

$service = "cvm";

$version = "2017-03-12";

$action = "Describelnstances";

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string

$httpRequestMethod = "POST";

$canonicalUri = "/";

$canonicalQueryString = "";

$canonicalHeaders = "content-type:application/json; charset=utf-8\nhost:".$host."\nx-tc-action:".strtolower($action)."\n";
$signedHeaders = "content-type;host;x-tc-action";

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}";
$hashedRequestPayload = hash("SHA256", $payload);

$canonicalRequest = $httpRequestMethod."\n"

.$canonicalUri."\n"

.$canonicalQueryString."\n"

.$canonicalHeaders."\n"

.$signedHeaders."\n"

.$hashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/".$service."/tc3_request";
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

.$timestamp."\n"

.$credentialScope."\n"

.$hashedCanonicalRequest;

echo $stringToSign.PHP_EOL;

// step 3: sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3_request", $secretService, true);
$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization

$authorization = $algorithm

." Credential=".$secretld."/".$credentialScope

.", SignedHeaders=content-type;host, Signature=".$signature;
echo $authorization.PHP_EOL;
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$curl = "curl -X POST https://".$host

.' -H "Authorization: '.$authorization."""

." -H "Content-Type: application/json; charset=utf-8"'
.' -H "Host: '.$host.""

.' -H "X-TC-Action: '.$action.'""

. -H "X-TC-Timestamp: '.$timestamp.""

.' -H "X-TC-Version: '.$version.
.' -H "X-TC-Region: '.$region.""
lII _d III.$pay|oad.lllll;

echo $curl.PHP_EOL;

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'digest’

require 'json’

require 'time'

require 'openssl'

# HHBH

# REREWIZEE TENCENTCLOUD_SECRET_ID, {E/37fIRY AKIDz8krbs)5yKBZQpn74WFKmLPx3##kkiork
secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

# RBIRBEWIRTE TENCENTCLOUD_SECRET_KEY, fEATRHII GuStIXGARNPG86cd98j0QYCN3*Hkx
secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

service = 'cvm'

host = 'cvm.tencentcloudapi.com'

endpoint = 'https://' + host

region = 'ap-guangzhou'

action = 'Describelnstances'

version = '2017-03-12'

algorithm = 'TC3-HMAC-SHA256'

# timestamp = Time.now.to_i

timestamp = 1551113065

date = Time.at(timestamp).utc.strftime('%Y-%m-%d")

http_request_method = 'POST'

canonical_uri ="'/'

canonical_querystring = "

canonical_headers = "content-type:application/json; charset=utf-8\nhost:# {host}\nx-tc-action:# {action.downcase}\n"
signed_headers = 'content-type;host;x-tc-action’

# params = { 'Limit' => 1, 'Filters' => [{ 'Name' => 'instance-name’, 'Values' => ['5Rk&&'] }1 }

# payload = JSON.generate(params, { 'ascii_only' => true, 'space' =>"'"})

# json will generate in random order, to get specified result in example, we hard-code it here.
payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'
hashed_request_payload = Digest::SHA256.hexdigest(payload)

canonical_request = [
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http_request_method,
canonical_uri,
canonical_querystring,
canonical_headers,
signed_headers,
hashed_request_payload,
I.join("\n")

puts canonical_request

credential_scope = date + '/' + service + '/' + 'tc3_request'

hashed request_payload = Digest::SHA256.hexdigest(canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

l.join("\n")

puts string_to_sign

# FekpckkoRlok BEI8 31 HHEIRSE FrerkRkokkkkok

digest = OpenSSL::Digest.new('sha256')

secret_date = OpenSSL::HMAC.digest(digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest(digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest(digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest(digest, secret_signing, string_to_sign)
puts signature

# Sekkskokkskokkskokkk EE 4: }#E Authorization Skekkskokkskokkskokkk

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope}, SignedHeaders=#{signed_headers}, Signature=
#{signature}"

puts authorization

puts 'curl -X POST ' + endpoint \

' -H "Authorization: ' + authorization + """ \

' -H "Content-Type: application/json; charset=utf-8"' \
-H "Host: ' + host + """\
-H "X-TC-Action: ' + action + """\

' -H "X-TC-Timestamp: ' + timestamp.to s + """\

' -H "X-TC-Version: ' + version + '"'\
' -H "X-TC-Region: ' + region + """\

+
+
+
+
+
+
+
+

g payload 4t o

DotNet

using System;
using System.Collections.Generic;
using System.Security.Cryptography;
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using System.Text;

public class Application

{

public static string SHA256Hex(string s)

{

using (SHA256 algo = SHA256.Create())

{

byte[] hashbytes = algo.ComputeHash(Encoding.UTF8.GetBytes(s));
StringBuilder builder = new StringBuilder();
for (inti = 0; i < hashbytes.Length; ++i)

{
builder.Append(hashbytes[i].ToString("x2"));
}

return builder.ToString();

}

}

public static byte[] HmacSHA256(byte[] key, byte[] msg)
{

using (HMACSHA256 mac = new HMACSHA256(key))

{

return mac.ComputeHash(msg);

}

}

public static Dictionary<String, String> BuildHeaders(string secretid,

string secretkey, string service, string endpoint, string region,

string action, string version, DateTime date, string requestPayload)

{

string datestr = date.ToString("yyyy-MM-dd");

DateTime startTime = new DateTime(1970, 1, 1, O, O, 0, 0, DateTimeKind.Utc);
long requestTimestamp = (long)Math.Round((date - startTime).TotalMilliseconds, MidpointRounding.AwayFromZero) / 1000;
string algorithm = "TC3-HMAC-SHA256";

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string contentType = "application/json";

string canonicalHeaders = "content-type:" + contentType + "; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.ToLower() + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string hashedRequestPayload = SHA256Hex(requestPayload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload;
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Console.WriteLine(canonicalRequest);

string credentialScope = datestr + "/" + service + "/" + "tc3_request";
string hashedCanonicalRequest = SHA256Hex(canonicalRequest);
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString() + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WriteLine(stringToSign);

byte[] tc3SecretKey = Encoding.UTF8.GetBytes("TC3" + secretkey);

byte[] secretDate = HmacSHA256(tc3SecretKey, Encoding.UTF8.GetBytes(datestr));

byte[] secretService = HmacSHA256(secretDate, Encoding.UTF8.GetBytes(service));

byte[] secretSigning = HmacSHA256(secretService, Encoding.UTF8.GetBytes("tc3_request"));
byte[] signatureBytes = HmacSHA256(secretSigning, Encoding.UTF8.GetBytes(stringToSign));
string signature = BitConverter.ToString(signatureBytes).Replace("-", "").ToLower();
Console.WriteLine(signature);

J] FRRRRRkkk AETER 41 $HE Authorization kkrkrkkkkok
string authorization = algorithm + " "

+ "Credential=" + secretid + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", "

+ "Signature=" + signature;
Console.WriteLine(authorization);

Dictionary<string, string> headers = new Dictionary<string, string>();
headers.Add("Authorization", authorization);

headers.Add("Host", endpoint);

headers.Add("Content-Type", contentType + "; charset=utf-8");
headers.Add("X-TC-Timestamp", requestTimestamp.ToString());

headers.Add("X-TC-Action", action);

(
(
headers.Add("X-TC-Version", version);
(
headers.Add("X-TC-Region", region);

return headers;

}

public static void Main(string[] args)

{

/I BSREE

/1 BEIREWIREE TENCENTCLOUD_SECRET_ID, {E77R{I#Y AKIDZz8krbs)5yKBZQpn74WFkmLPx ¥kt
string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");

/| BEIZEWIEESE TENCENTCLOUD_SECRET_KEY, {EA%IAI GuSt9IXxGARNPQq86cd98joQYCN 3Hkikickk
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string endpoint = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";
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/| BT REFGERIER, KAREE2019-02-26 00:44:25, WSEEARE, MBERESR, HMLER:

// DateTime date = DateTime.UtcNow;

[ EBHEX, BitRER—RAUTCHEZE, SUEZHE

DateTime date = new DateTime(1970, 1, 1, 0, O, 0, O, DateTimeKind.Utc).AddSeconds(1551113065);

string requestPayload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";

Dictionary<string, string> headers = BuildHeaders(SECRET _ID, SECRET _KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine("POST https://cvm.tencentcloudapi.com");
foreach (KeyValuePair<string, string> kv in headers)

{

Console.WriteLine(kv.Key + ": " + kv.Value);

}

Console.WriteLine();

Console.WriteLine(requestPayload);

}

}

NodedJS

const crypto = require('crypto');

function sha256(message, secret = ", encoding) {
const hmac = crypto.createHmac('sha256', secret)
return hmac.update(message).digest(encoding)

}

function getHash(message, encoding = 'hex') {
const hash = crypto.createHash('sha256')
return hash.update(message).digest(encoding)

}

function getDate(timestamp) {

const date = new Date(timestamp * 1000)

const year = date.getUTCFullYear()

const month = ('0' + (date.getUTCMonth() + 1)).slice(-2)
const day = ('0' + date.getUTCDate()).slice(-2)

return *${year}-${month}-${day}"

}

function main(){

Il BSREE

/| EEREWIETE TENCENTCLOUD_SECRET_ID, {HA3IfY AKIDZz8krbs)5yKBZQpn74WFkmLPx3¥kkikk
const SECRET_ID = process.env.TENCENTCLOUD_SECRET _ID

/| BEIZEWIEESE TENCENTCLOUD_SECRET_KEY, {EAXIAI GuSt9IXxGARNPQq86cd98joQYCN 3tttk
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET_KEY
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const endpoint = "cvm.tencentcloudapi.com"
const service = "cvm"

const region = "ap-guangzhou"

const action = "Describelnstances"

const version = "2017-03-12"

//const timestamp = getTime()

const timestamp = 1551113065

//RSiEISLEE, SRERH SRAGiE A HA

const date = getDate(timestamp)

const payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}"

const hashedRequestPayload = getHash(payload);

const httpRequestMethod = "POST"

const canonicalUri = "/"

const canonicalQueryString = ""

const canonicalHeaders = "content-type:application/json; charset=utf-8\n"
+ "host:" + endpoint + "\n"

+ "x-tc-action:" + action.toLowerCase() + "\n"

const signedHeaders = "content-type;host;x-tc-action"

const canonicalRequest = httpRequestMethod + "\n"
+ canonicalUri + "\n"

+ canonicalQueryString + "\n"

+ canonicalHeaders + "\n"

+ signedHeaders + "\n"

+ hashedRequestPayload
console.log(canonicalRequest)

const algorithm = "TC3-HMAC-SHA256"

const hashedCanonicalRequest = getHash(canonicalRequest);
const credentialScope = date + "/" + service + "/" + "tc3_request"
const stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

console.log(stringToSign)

const kDate = sha256(date, 'TC3' + SECRET_KEY)
const kService = sha256(service, kDate)

const kSigning = sha256('tc3_request', kService)
const signature = sha256(stringToSign, kSigning, 'hex")
console.log(signature)

// kskokokokkokkkokkk -,Ifg% 4: m}g Authorization *kkkkrkkkkkok
const authorization = algorithm + " " +
"Credential=" + SECRET_ID + "/" + credentialScope + ", " +
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"SignedHeaders=" + signedHeaders + ", " +
"Signature=" + signature
console.log(authorization)

const curlemd = 'curl -X POST ' + "https://" + endpoint

' -H "Authorization: ' + authorization +

-H "Content-Type: application/json; charset=utf-8""

+
+

+ '-H "Host: ' + endpoint + "

+ ' -H "X-TC-Action: ' + action + "

+ ' -H "X-TC-Timestamp: ' + timestamp.toString() + "'
+

+

+

' -H "X-TC-Version: ' + version + "

' -H "X-TC-Region: ' + region + ""

"-d'" + payload + """
console.log(curlcmd)

}

main()

#include <algorithm>
#include <cstdlib>
#include <iostream>
#include <iomanip>
#include <sstream>
#include <string>

#include <stdio.h>
#include <time.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>

using namespace std;

string get_data(int64_t &timestamp)

{

string utcDate;

char buff[20] = {0};

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

strftime(buff, sizeof(buff), "%Y-%m-%d", &sttime);
utcDate = string(buff);

return utcDate;

}

string int2str(int64 _t n)
{

std::stringstream ss;
ss << n;

return ss.str();
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string sha256Hex(const string &str)

{

char buf[3];

unsigned char hash[SHA256_DIGEST _LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);

SHA256 Update(&sha256, str.c_str(), str.size());
SHA256 Final(hash, &sha256);

std::string NewString = "";

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hash[il);
NewString = NewString + buf;

}

return NewString;

}

string HmacSha256(const string &key, const string &input)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX_init(&hmac);

h = &hmac;

#else

h = HMAC_CTX _new();

#endif

HMAC Init_ex(h, &key[0], key.length(), EVP_sha256(), NULL);
HMAC_Update(h, ( unsigned char* )&input[0], input.length());
unsigned int len = 32;

HMAC Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX cleanup(h);

#else

HMAC_CTX_free(h);

#endif

std::stringstream ss;

ss << std::setfill('0');

for (inti=0;i < len; i++)
{

ss << hashl[il;

}
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return (ss.str());

}

string HexEncode(const string &input)

{

static const char* const lut = "0123456789abcdef";
size_t len = input.length();

string output;

output.reserve(2 * len);

for (size ti=0;i < len; ++i)

{

const unsigned char c = input[il;
output.push_back(lut[c >> 4]);
output.push_back(lut[c & 15]);

}

return output;

}

int main()

{

/] ZHEH

/1 BEIRBEWIREE TENCENTCLOUD_SECRET_ID, {E77RfI#Y AKIDZz8krbs)5yKBZQpn74WFkmLPx ¥kt
string SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

/| REREWEEE TENCENTCLOUD_SECRET_KEY, {HXRHIAI Gu5tIXGARNPG86CAIBjOQYCN 3 Hritrk
string SECRET_KEY = getenv("TENCENTCLOUD_SECRET_KEY");

string service = "cvm";

string host = "cvm.tencentcloudapi.com";
string region = "ap-guangzhou";

string action = "Describelnstances";
string version = "2017-03-12";

int64_t timestamp = 1551113065;

string date = get_data(timestamp);

string httpRequestMethod = "POST";

string canonicalUri = "/";

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(), action.end(), lower.begin(), ::tolower);

string canonicalHeaders = string("content-type:application/json; charset=utf-8\n")
+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
string hashedRequestPayload = sha256Hex(payload);

string canonicalRequest = httpRequestMethod + "\n"

+ canonicalUri + "\n"

+ canonicalQueryString + "\n"
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+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm = "TC3-HMAC-SHA256";

string RequestTimestamp = int2str(timestamp);

string credentialScope = date + "/" + service + "/" + "tc3_request";

string hashedCanonicalRequest = sha256Hex(canonicalRequest);

string stringToSign = algorithm + "\n" + RequestTimestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = HmacSha256(kKey, date);

string kService = HmacSha256(kDate, service);

string kSigning = HmacSha256(kService, "tc3_request");

string signature = HexEncode(HmacSha256(kSigning, stringToSign));

cout << signature << endl;

[ kiRl BT 41 118 Authorization eeekkerikmiook
string authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;

cout << authorization << endl;

string curlcmd = "curl -X POST https://" + host + "\n"
+ " -H \"Authorization: " + authorization + "\"\n"

+ " -H \"Content-Type: application/json; charset=utf-8\"" + "\n"
+ " -H \"Host: " + host + "\"\n"

+ " -H \"X-TC-Action: " + action + "\"\n"

+ " -H \"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
+ " -H \"X-TC-Version: " + version + "\"\n"

+ " -H \"X-TC-Region: " + region + "\"\n"

+"-d'" + payload + "\'";

cout << curlemd << endl;

return O;

};

#include <ctype.h>
#include <string.h>
#include <stdio.h>
#include <stdlib.h>
#include <time.h>
#include <stdint.h>
#include <openssl/sha.h>
#include <openssl/hmac.h>
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void get_utc_date(int64_t timestamp, char* utc, int len)
{

// time_t timenow;

struct tm sttime;

sttime = *gmtime(&timestamp);

strftime(utc, len, "%Y-%m-%d", &sttime);

}

void sha256_hex(const char* str, char* result)
{

char buf[3];

unsigned char hash[SHA256 DIGEST LENGTH];
SHA256_CTX sha256;

SHA256_Init(&sha256);
SHA256_Update(&sha256, str, strlen(str));
SHA256_Final(hash, &sha256);

for(inti = 0; i < SHA256_DIGEST_LENGTH; i++)
{

snprintf(buf, sizeof(buf), "%02x", hashl[il);
strcat(result, buf);

}

}

void hmac_sha256(char* key, const char* input, char* result)

{
unsigned char hash[32];

HMAC_CTX *h;

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX hmac;

HMAC_CTX init(&hmac);

h = &hmac;

#else

h = HMAC_CTX _new();

#endif

HMAC Init_ex(h, key, strlen(key), EVP_sha256(), NULL);
HMAC _Update(h, ( unsigned char* )input, strlen(input));
unsigned int len = 32;

HMAC_Final(h, hash, &len);

#if OPENSSL_VERSION_NUMBER < 0x10100000L
HMAC_CTX_cleanup(h);

#else

HMAC_CTX_free(h);

#endif

strncpy(result, (const char*)hash, len);

}
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void hex_encode(const char* input, char* output)
{

static const char* const lut = "0123456789abcdef";
size_t len = strlen(input);

char add_out[128] = {0};

char temp[2] = {0};

for (size_ti = 0;i < len; ++i)

{

const unsigned char ¢ = input[il;

temp[0] = lut[c >> 4];

strcat(add_out, temp);

temp[0] = lut[c & 15];

strcat(add_out, temp);

}

strncpy(output, add_out, 128);

}

void lowercase(const char * src, char * dst)
{

for (inti = 0; src[i]; i++)

{

dst[i] = tolower(src[il);

}

}

int main()

{

/| ZSREE

/| BERENIETE TENCENTCLOUD_SECRET _ID, {EHAFRAIAY AKIDZz8krbs)5yKBZQpn74WFkmLPx3¥ikikekk
const char* SECRET_ID = getenv("TENCENTCLOUD_SECRET_ID");

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {EADFIA GuSt9IXGARNPq86cd98joQYCN 3kt
const char* SECRET_KEY = getenv("TENCENTCLOUD_SECRET KEY");

const char* service = "cvm";

const char* host = "cvm.tencentcloudapi.com";

const char* region = "ap-guangzhou";

const char* action = "Describelnstances";

const char* version = "2017-03-12";

int64_t timestamp = 1551113065;

char date[20] = {0};

get _utc_date(timestamp, date, sizeof(date));

const char* http_request_method = "POST";

const char* canonical_uri = "/";

const char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:application/json; charset=utf-8\nhost:"};
strcat(canonical_headers, host);

strcat(canonical_headers, "\nx-tc-action:");

char value[100] = {0};

lowercase(action, value);
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strcat(canonical_headers, value);

strcat(canonical_headers, "\n");

const char* signed_headers = "content-type;host;x-tc-action";

const char* payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}]}";
char hashed _request_payload[100] = {0};

sha256_hex(payload, hashed _request payload);

char canonical_request[256] = {0};

sprintf(canonical_request, "%s\n%s\n%s\n%s\n%s\n%s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request payload);

printf("%s\n", canonical_request);

const char* algorithm = "TC3-HMAC-SHA256";

char request_timestamp[16] = {0};
sprintf(request_timestamp, "%d", timestamp);

char credential_scope[64] = {0};

strcat(credential_scope, date);

sprintf(credential_scope, "%s/%s/tc3_request", date, service);
char hashed_canonical_request[100] = {0};
sha256_hex(canonical_request, hashed_canonical_request);
char string_to_sign[256] = {0};

sprintf(string_to_sign, "%s\n%s\n%s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request);

printf("%s\n", string_to_sign);

char k_key[64] = {0};

sprintf(k_key, "%s%s", "TC3", SECRET_KEY);

char k_date[64] = {0};

hmac_sha256(k_key, date, k_date);

char k_service[64] = {0};

hmac_sha256(k_date, service, k_service);

char k_signing[64] = {0};

hmac_sha256(k_service, "tc3_request", k_signing);

char k_hmac_sha sign[64] = {0};
hmac_sha256(k_signing, string _to_sign, k hmac_sha_sign);

char signature[128] = {0};
hex_encode(k_hmac_sha_sign, signature);
printf("%s\n", signature);

// Skokokokskkkkkkskskk 53% 4: m;& AUthOriZatiOn Skokokokokkkkkkskkk

char authorization[512] = {0};

sprintf(authorization, "%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm, SECRET _ID, credential_scope, signed_headers, signature);
printf("%s\n", authorization);
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A BT =

char curlcmd[10240] = {0};

sprintf(curlcmd, "curl -X POST https://%s\n \

-H \"Authorization: %s\"\n \

-H \"Content-Type: application/json; charset=utf-8\"\n \
-H \"Host: %s\"\n \

-H \"X-TC-Action: %s\"\n \

-H \"X-TC-Timestamp: %s\"\n \

-H \"X-TC-Version: %s\"\n \

-H \"X-TC-Region: %s\"\n \

-d \'%s\"",

host, authorization, host, action, request_timestamp, version, region, payload);

printf("%s\n", curlcmd);
return O;

}

SREM

FHREUTESEMANERG, SRIEERERGE.
(IR HiRfA
AuthFailure.SignatureExpire FR2EH, Timestamp SRS SFWEIERITEEERSEIRI#.
AuthFailure.SecretldNotFound  ZAAEFE. BEEHAEERHRERER, BRELENTFHRES TFH.

. . . BRER, TREEFTHEHER, AEXSSIIFRZNIASFRGS, tLETHREE SecretKey &
AuthFailure.SignatureFailure

SN
AuthFailure.TokenFailure BEHEHR Token $EiRo
AuthFailure.InvalidSecretld ZRIEE (F2= AP BA%ER) .
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& BT e
ERBRHE

m=IEEFATE: 2023-01-11 02:06:36

BE/BEEVI BR5A, ERNEMNZEMESTMERSE v3, EFEREEEE v3.

BUREER, BIER API Explorer FRlY “SZ 8RR IhaE, EREEZIRES “API 3.0 £8 v1” , AILAERSZERHITINE, FRETISRE
ESNEER6, AIEEER SDK 418, EFERBN= API BBER 7 MERNRIZES SDK, BEMETESNERIE, BEFR, X
Python. Java. PHP. Go. NodeJS. .NET. C++,

#E=(ER APl Explorer <> R

fZaILAiEE APl Explorer B9 [ €& 545 | BRESSMEOEZMEMTE,

Bz APl 28 MEEIERHITEMIGE, ISNERBFTEELAHBERSEPEEESER (Signature ) KIRIEERESR
ELEEHREEIEN, REEIEEIE Secretld #l SecretKey; ERAPESBEREREIE, BRIt ZAPIZHANH Bi5, BNEEERZ APl %
A

1. RERSFIE

EE—RIEA= APl ZAl, iERIE = AP| ZERE RIFRLEIE.
ZL2EIFEIE Secretld 7l SecretKey:

« Secretld BF#5iR APl HB&B%

+ SecretKey BFMEEZFHFEMRSHRIRIGIEZZFTRIIZHR.
- BR$ATERERSSIE, BRtdE.
HEREEIENEFSBINT:

1. B3 BAZSEPOENE .
2. gift = AP| Z5H pEFI&TRE
3.7 = API Z5H U@, 2F [ #E=A | BaLIeiE—3 Secretld/SecretKey,

R BMRSRSALUAERX Secretld/SecretKey.

2. ERER SR
BT ZR&EiESecretld fl SecretKeylg, MALVERBEZRT . UT2EREEHZE v1 £RESBAYFMEEE:
% FAFE Secretld #1 SecretKey HFIE:

« Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3#kikkok
+ SecretKey: GU5t9IXGARNpP86cd98joQYCN 3kkikik

R XBERETA, SRERAPEERRIE Secretld fl SecretKey i#{TIREERIE!
LIRS 2B EELGIFIR (Describelnstances)idRkAfl, HRAFPERX—EON, HiERSHTEENT:

BHEMm a3z ([

Action Bt Describelnstances

Secretld ) AKIDz8krbs)5yKBZQpn74WFkmLPx3#kskkks
Timestamp HEURTiEE 1465185768

Nonce e IEZEEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER 24 S4E

Region SEBIFRTEX S ap—-guangzhou
Instancelds.0 FEIERISEHI ID ins—09dx96dg
Offset RizE 0

Limit RAfRFELH 20

Version EORFS 2017-03-12

XERRTR TS AHSHEMROMASE, APULMRMELRREZERNEMSE, i Language 1 Token 2HSH,

2.1. HeHHF

BAMAEERSEIRSHSNFHRE ( ASCIIB) AFHE. i£5: 1) RiRsHS#THE, SHERISYRET, F25tXk0; 2) % ASCII 8
LXKy, 80 Instancelds.2 EHHE Instancelds. 12 BH, FRIEFEER, BFARIEHE. ARULUERIZEE S PAECHEFREERCIIX—IN8E,
i PHP HfY ksort E#, iR REISHAHEFLSERNT:

{

'Action’' : 'Describelnstances’,
'Instancelds.0' : 'ins-09dx96dg’,
'Limit' : 20,

‘Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3*iktkskt
'Timestamp' : 1465185768,

'‘Version': '2017-03-12',

}

EREEREFRINESAN, TN EEREIPHSEHTHRF, SRIMNER—E,

2.2. HHEERFTHR

WS BRERRIERFFHR

BB L—SHIFIFIERSEUEILE “SHSHR-28E” BEX, W3 Action 28, HSHE#H "Action" , 2#EH "Describelnstances"
, EAE={EERi73 Action=Describelnstances .

AR “B¥E" FFRIRETIE url KRE0E.

ARBEACENSISHA" HEE—E, REERIERFFHRA:

Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secretld

=AKIDz8krbs)5yKBZQpn74WFkmLPx3*¥*¥++k*§Timestamp=1465185768&Version=2017-03-12

2.3. PHEEERXFTH

IS BRE R ERREF R
BERENFHRAMU T SEMA:

1.1EK75E: X5 POST #l1 GET A=, iXEB(FER GET igK, EBHEZIEXE,

2. i5REN:EELHIFIE(Describelnstances)igKEE&H: cvm.tencentcloudapi.com. SEFREREZRIBIZEORBERNFRTAR,
HFREEONRN,

3. EREER: HERAZAPINBERERZEES / -
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4. {ERFFR: B E—SERRNERFFS,

BBENEAHHERNG: BRTE + BREN HEREE + 7 + BRFHHR
TBIRIHHRE R

GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Re

gion=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*¥*x§Timestamp=1465185768&Version=2017-03-12

24. EMEREH

I REMEZR R,
E5E6EA HMAC-SHA1 HiE E—ShiREMNESRXFRHRHITES, ABISEMNESR(ER Baseb4 #HiTHD, BIRRERENESH,

BFREIT, KL PHP iESHHI:

$secretkey = 'Gu5t9xGARNpq86cd98joQYCN3**+rxxx!,

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0
ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3***¥*+<*§Timestamp=1465185768&Version=2017
-03-124

$signStr = base64_encode(hash_hmac('shal’, $srcStr, $secretKey, true));

echo $signStr;

ai
HN

]:bEs=:pok

B

1

zmmjn35mikh6pM3V7sUEuX4wyYM=

EREEREFRNES RN, THLEEREIPHESGHTERIIE, SRINESRSHIFHrI—XEN.

3. BZERHG
ERMESSHTEEBEREREYN, BEVEHET URL B,

N E—EERNEZHEA zmmjn35mikh6pM3V7sUEuUX4wyYM= , REEFINZZHERSH (Signature ) 7:
zmmjn35mikh6pM3V7sUEuX4wyYM%3D, Ei$ATFEMREER URL,

R MRAPKNIERGZRE GET, B&iERAGZE)H POST @R Content-Type 7 application/x—-www-form—-urlencoded, M&EiERrSAR
HERSYPWEDTREN URL B, SHEN-HFSTRERN. IF ASCIl F/HE URL HHIRESLLI UTF-8 #1748,

HE: FURRESNNEESAMAAESEET urlencode, EXMIERAT, RMFABENESHHAT URL KDY, EUMAK URL FBSSHE
LM,

R RfteSEhMEHTHRD, KERA RFC 3986, (A %XY NRHFHFIMRFHTESLLHS, BP X" M “vV” B+A##HFHF (0-9
MXBF8 A-F) , ERNSRSIEESR.

4, EREW

RIESCRREN, FEMTESXWANEIR, SRIESCIRERGE,
RIS SHIREIR
AuthFailure.SignatureExpire FEITHA
AuthFailure.SecretldNotFound BRREFE
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http://tools.ietf.org/html/rfc3986

& BT e

RS e
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token #Hi%
AuthFailure.InvalidSecretld EiRIEE (F2= API EfA%ER)

5. ERWR

TESCIREA API 3.0 BY, #EFEREERNMEINZE SDK 3.0 , SDK #3RTEEMIRE, ARERAXFFRERHENEFEONT, FMREESR SDK #
Lo HAIZIFHNREESH:

« Python

- Java

e PHP

- Go

» NodeJS

« .NET
o« C++

TERM T FRFRIERES demo, ERAILKEIMMATRESEERAIERN:

» Signature Demo

ATEERNBEERTRE, TEMZMRFREESHM, S LANEZIEERAFI. BKRIES . BRANEOMNSHNEERI LRSS TERE, €
BRABEEEEE, HAESERANE, IHHRBREFER SDK

BEEHAY url AIEEJS: https://cvm.tencentcloudapi.com/?Action=Describelnstances&lnstancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-

guangzhou&Secretld=AKIDz8krbs|5yKBZQpn74WFkmLPx3**¥****§Signature=zmmjn35mikh6pM3V7sUEuX4wyYM%3D&Timestamp=1
465185768&Version=2017-03-12 ,

R BFRAPRNEAREEN, HEREAZRAL0AE, EMREI url EEEPITHEER curl EHSRARSEEERER: B8
i, ATEE—NEILAEERER url , SEEBRHIFET Secretld 1 SecretKey AERIZEH, HERRFZHFINIIEMES Timestamp o

R ETENTATR, FREFEEES, EER—ESERITERIN url TEHEMAR, RMASHNIRFERRE, EXHFZMERE. SBRES
e, BESITEIEREIE.

EE: LTRIBERT API 3.0, FREERATHMMINESIRE, BRI RAISCIR UL AIE,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

public static String sign(String s, String key, String method) throws Exception {
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https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/signature-process-demo

Mac mac = Mac.getlnstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap<String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/| EBRERGSEHTFHHAE, LkATreeMapfRiEliE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap<String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/I EFRERAI Uit SHIRFREER

for (String k : params.keySet()) {

/| BEXERFBHITurlencode, HFkeyMRENFE, HULNHEvaluei#fTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMap®aILABGhHERR

// SERFEFRRT R 24 (EFRREN AL, HIEN: params.put("Nonce", new Random().nextlnt(java.lang.Integer.MAX_VALUE));
params.put("Nonce", 11886); // Att&#

/1 SEFFEA RN ER RS ZAATE, fIE0: params.put("Timestamp", System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // AESE

/| BERBFETEE TENCENTCLOUD_SECRET_ID, B3R AKIDz8krbs)5yKBZQpn74WFkmLPx3*kxiri
params.put("Secretld", System.getenv("TENCENTCLOUD SECRET _ID")); // A¥&#

params.put("Action", "Describelnstances"); /| A &%

params.put("Version", "2017-03-12"); // A2

params.put("Region", "ap-guangzhou"); // A&

params.put("Limit", 20); // WSS

params.put("Offset", 0); // IV BS¥

params.put("Instancelds.0", "ins-09dx96dg"); // WES#

/| BERBIFETE TENCENTCLOUD_SECRET_KEY, {B7HI# GuStIXxGARNPG86Ccd9I8joQYCN Skt
params.put("Signature", sign(getStringToSign(params), System.getenv("TENCENTCLOUD_SECRET_KEY"), "HmacSHA1")); // A&
£

System.out.printin(getUrl(params));

}

}

Python
: WIRZE Python 2 KIFHIETT, FEFRRE requests (K§iE: pip install requests ,
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import base64
import hashlib
import hmac
import os

import time

import requests

secret_id = os.environ.get("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get("TENCENTCLOUD_SECRET_KEY")

def (method, endpoint, params):
s = method + endpoint + "/?"
query_str = "&".join("%s=%s" % (k, params[k]) for k in sorted(params))

return s + query_str

def (key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()

return base64.b64encode(hmac_str)

if _name__ ==' main_"
endpoint = "cvm.tencentcloudapi.com"

data = {

'‘Action’ : 'Describelnstances’,

'Instancelds.0' : 'ins-09dx96dg’,

‘Limit' : 20,

‘Nonce' : 11886,

'Offset' : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : secret_id,

'"Timestamp' : 1465185768,

‘Version': '2017-03-12"

}

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.shal)

print(data["Signature"])

package main

import (
llbytesll
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"crypto/hmac"
"crypto/shal"
"encoding/base64"

“fmt"

os
"sort"
"strconv"

)

func main() {

/| BEREWRIEISE TENCENTCLOUD_SECRET_ID, B/ AKIDZz8krbs|5yKBZQpn74WFkmLPx 3kttt
secretld := 0s.Getenv("TENCENTCLOUD_SECRET ID")

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {BEAZAIA GuSt9IXGARNPg86Ccd98joQYCN 3tk
secretKey := 0s.Getenv("TENCENTCLOUD SECRET KEY")

params := mapl[string]string{

"Nonce": "11886",

"Timestamp": strconv.ltoa(1465185768),

"Region": "ap-guangzhou",

"Secretld": secretld,

"Version": "2017-03-12",

"Action": "Describelnstances",

"Instancelds.0": "ins-09dx96dg",

"Limit": strconv.ltoa(20),

"Offset": strconv.ltoa(0),

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com")
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order

keys := make([]string, 0, len(params))
for k, _:= range params {

keys = append(keys, k)

}

sort.Strings(keys)

for i := range keys {
k := keysli]
buf.WriteString(k)
buf.WriteString("=")

buf.WriteString(params[k])
buf.WriteString("&")

}

buf.Truncate(buf.Len() - 1)

(
(
(
(

hashed := hmac.New(shal.New, []byte(secretKey))
hashed.Write(buf.Bytes())
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fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
)

<?php

/| BEREWIETE TENCENTCLOUD_SECRET_ID, {E/37-#l#9 AKIDz8krbs)5yKBZQpn74WFkmLPx3¥kkix
$secretld = getenv("TENCENTCLOUD_SECRET _ID");

/| BEIREWIEEE TENCENTCLOUD_SECRET_KEY, {EAZFIK GuSt9IXGARNPQq86cd98joQYCN 3tk
$secretKey = getenv("TENCENTCLOUD_ SECRET_KEY");

$param["Nonce"] = 11886;//rand();

$param["Timestamp"] = 1465185768;//time();

$param["Region"] = "ap-guangzhou";

$param["Secretld"] = $secretld;

$param["Version"] = "2017-03-12";

$param["Action"] = "Describelnstances";

$param["Instancelds.0"] = "ins-09dx96dg";

$param["Limit"] = 20;

$param["Offset"] = 0O;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value ) {
$signStr = $signStr . $key . "=" . $value . "&";
}

$signStr = substr($signsStr, 0, -1);

$signature = base64_encode(hash_hmac("shal", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// $param["Signature"] = $signature;

/I $url = "https://cvm.tencentcloudapi.com/?".http_build_query($param);

// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);

# -*- coding: UTF-8 -*-
# require ruby>=2.3.0
require 'time'

require 'openssl'
require '‘base64'
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# BEIGBWIRTE TENCENTCLOUD_SECRET_ID, BRI AKIDZ8krbs|5yKBZQpn74WFKmLPx3#kkiikk
secret_id = ENV["TENCENTCLOUD_SECRET ID"]

# BEIZENIRES TENCENTCLOUD_SECRET_KEY, {HAZMFIAY Gu5t9xGARNPg86cd98joQYCN 3 rhtiitk
secret_key = ENV["TENCENTCLOUD_SECRET KEY"]

method = 'GET'

endpoint = 'cvm.tencentcloudapi.com'
data = {

'Action' => 'Describelnstances',
'Instancelds.0' => 'ins-09dx96dg',
‘Limit' => 20,

‘Nonce' => 11886,

'Offset' => 0,

'Region' => 'ap-guangzhou’,

'Secretld' => secret_id,

‘Timestamp' => 1465185768, # Time.now.to_i
‘Version' => '2017-03-12',

}

sign = method + endpoint + '/?'
params = []

data.sort.each do |item|

params << "#{item[0]}=#{item[1]}"
end

sign += params.join('&')

digest = OpenSSL::Digest.new('shal')
data['Signature'] = Base64.encode64(OpenSSL::HMAC.digest(digest, secret_key, sign))
puts data['Signature']

# require 'net/http’

# uri = URI('https://' + endpoint)

# uri.query = URl.encode_www_form(data)
# p uri

# res = Net::HTTP.get_response(uri)

# puts res.body

using System;

using System.Collections.Generic;
using System.Net;

using System.Security.Cryptography;
using System.Text;

public class Application {

public static string Sign(string signKey, string secret)

{

string signRet = string.Empty;

using (HMACSHA1 mac = new HMACSHA1(Encoding.UTF8.GetBytes(signKey)))
{
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byte[] hash = mac.ComputeHash(Encoding.UTF8.GetBytes(secret));
signRet = Convert.ToBase64String(hash);

}

return signRet;

}

public static string MakeSignPlainText(SortedDictionary<string, string> requestParams, string requestMethod, string requestHos
t, string requestPath)

{

string retStr = "";

retStr += requestMethod;

retStr += requestHost;

retStr += requestPath;

retStr += "?";

stringv ="";

foreach (string key in requestParams.Keys)

{

v += string.Format("{0}={1}&", key, requestParams[key]);

}

retStr += v.TrimEnd('&');

return retStr;

}

public static void Main(string[] args)

{

/| BIREH

/| BEiIgERIET=E TENCENTCLOUD_SECRET_ID, {EA6IAY AKIDZ8krbs)5yKBZQpn74WFKkmLPx3¥ikickick
string SECRET_ID = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_ID");

/| BEIREWIREE TENCENTCLOUD_SECRET_KEY, fEAZHIAI GuStIXGARNPG86cd9I8joQYCNI*Hiix
string SECRET_KEY = Environment.GetEnvironmentVariable("TENCENTCLOUD_SECRET_KEY");

string endpoint = "cvm.tencentcloudapi.com";

string region = "ap-guangzhou";

string action = "Describelnstances";

string version = "2017-03-12";

double RequestTimestamp = 1465185768; // R3{al&; 2019-02-26 00:44:25,itSEUEHRMEI, LASERRAME
// long timestamp = ToTimestamp() / 1000;

// string requestTimestamp = timestamp.ToString();
Dictionary<string, string> param = new Dictionary<string, string>();
param.Add("Limit", "20");

param.Add("Offset", "0");

param.Add("Instancelds.0", "ins-09dx96dg");

param.Add("Action", action);

param.Add("Nonce", "11886");

// param.Add("Nonce", Math.Abs(new Random().Next()).ToString());

param.Add("Timestamp", RequestTimestamp.ToString());

param.Add("Version", version);

param.Add("Secretld", SECRET_ID);
param.Add("Region", region);
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SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
string siglnParam = MakeSignPlainText(headers, "GET", endpoint, "/");

string sigOutParam = Sign(SECRET_KEY, siglnParam);

Console.WriteLine(sigOutParam);

}

}

NodedJS

const crypto = require('crypto');

function get_req_url(params, endpoint){
params['Signature'] = escape(params['Signature']);

const url_strParam = sort_params(params)

return "https://" + endpoint + "/?" + url_strParam.slice(1);

}

function formatSignString(reqMethod, endpoint, path, strParam){

let strSign = reqMethod + endpoint + path + "?" + strParam.slice(1);

return strSign;

}

function shal(secretKey, strsign){

let signMethodMap = {'HmacSHA1'": "shal"};

let hmac = crypto.createHmac(signMethodMap['HmacSHA1'], secretKey || "");
return hmac.update(Buffer.from(strsign, 'utf8')).digest('base64')

}

function sort_params(params){

let strParam = "";

let keys = Object.keys(params);

keys.sort();

for (let k in keys) {

//k = k.replace(/_/g, '.");

strParam += ("&" + keys[k] + "=" + params[keys[k]]);
}

return strParam

}

function main(){

I BHEH

/| FEREWRZE TENCENTCLOUD_SECRET_ID, {H77R{IAY AKIDZz8krbs)5yKBZQpn74WFkmLPx 3kt
const SECRET _ID = process.env.TENCENTCLOUD_SECRET ID

/| BEEWIEISE TENCENTCLOUD_SECRET_KEY, {EAZHIH Gu5tIXGARNpPg86cd98joQYCN 3tk
const SECRET_KEY = process.env.TENCENTCLOUD_SECRET KEY

const endpoint = "cvm.tencentcloudapi.com"
const Region = "ap-guangzhou"
const Version = "2017-03-12"

const Action = "Describelnstances"
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const Timestamp = 1465185768 // R{@&; 2016-06-06 12:02:48, ItSE{EAREI, VASERRAHE
// const Timestamp = Math.round(Date.now() / 1000)

const Nonce = 11886 // BENLIEEES]

//const nonce = Math.round(Math.random() * 65535)

let params = {};

params['Action'] = Action;
params['Instancelds.0'] = 'ins-09dx96dg';
params['Limit'] = 20;

params['Offset'] = 0;

params['Nonce'] = Nonce;
params['Region'] = Region;
params['Secretld'] = SECRET_ID;
params['Timestamp'] = Timestamp;

params['Version'] = Version;

111, SWESEHERR, FHRERF T

strParam = sort_params(params)

/2. BHEE SR

const reqMethod = "GET";

const path ="/";

strSign = formatSignString(reqMethod, endpoint, path, strParam)

// console.log(strSign)

/I 3. ERREZH
params['Signature'] = shal(SECRET_KEY, strSign)
console.log(params['Signature'])

/I 4. #FurlgRiBFHHESRKUr

// const req_url = get_req_url(params, endpoint)
// console.log(params|['Signature'])

// console.log(req_url)

}

main()
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& BT e

IR [B]255R

IEEFATE: 2022-07-2106:02:18

R BENREERERSHERLET , M HTTP KASHEE1200, AILEENSHSOERBREREN, B HTTP KSBRE200, T
401,
IEMEEISER

LIZ=BRSS2ERIEOEELHASTIZE (DescribelnstancesStatus) 2017-03-12 kA6, SiEAAKIN, ET&EHEEITA:

{

"Response": {

"TotalCount": 0,
"InstanceStatusSet": [],
"Requestld": "b5b41468-520d-4192-b42f-595cc34b6clc"

+ Response RERIH Requestld 2EENFER, TiCEKREINSE, RE APIQGET, WHESIEE,

+ Requestld BF—/ APIi&EREIE—IRH, MR API BIBE, TR, FREZ ID REREDE,

o BRTEEMFRIN, HREARMMEOEXHFE, FARMEOMRERNFRS MEOXEPHEN . HHIHE TotalCount
InstanceStatusSet #73 DescribelnstancesStatus EOEXFER, BT RARSKWAFREERERRSEEEM, Elt TotalCount 7
iERTAIREES 0, InstanceStatusSet FIRAZE,

HREESR

HEAAXY, HiEEERGMTA:

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
Y

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

+ Error BIHIMRERE ZISKERLM . Error ZEEREREREY Code 1 Message FERTERALWIT 24 EIRERT

+ Code RFEMFHIBAYEIRG, HiERHENTLASGIRIEZEIRBEATEIRGIZHIEOXN NS REIIRE SR NFEEBRL R
+ Message ERHTRMERAKENEKERRE, BEWSEBHALMA L, BWNAAELSEERISTERER, ARAFRERIXMNREE.

« Requestld BF—/ APIiEREIE—IRH, WNE API BIBE, TR, FiRMHZ 1D REAREDE,

AHHEIRB

IREIZERPINREFE Error FER, WRFER APl #0O%M. Error Ff Code FERETRRIRG, FRASETREHIMANEIRIDAALEIRT, =B
BIEIRISIRIESEARTR “API X" BRTH “EiRB" THE.
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S g AR
SEZER
RIEEFRATE: 2022-08-10 06:14:36

ERIESRZ API 3.0 A SN HSECHS N TSRS

+ String: &,

o Integer: B8, FRATHFS64UEL ., SDK 3.0 FRFEESITHILEEGMER, BLIFERRREESHRABEENY, /4N Golang #Y
uint64,

« Boolean: #/RE,

+ Float: ZFm8,

+ Double: WiEEF=E,

« Date: F#E, BHAEN. flgn: 2022-01-01,

« Timestamp: FfF&, MEig=. fa0: 2022-01-01 00:00:00,

+ Timestamp 1SO8601: 1SO 8601 2HEFMFHELELR ( International Organization for Standardization, 1SO ) &#kI%F BEAFNATE
ERERFFRE, MRER (GB/T 7408-200558FwiiEtgNER R HENEETE) . BiXUERREESIREERITEER.
f5gn: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIAE, BELMFEMNGERINEN
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https://std.samr.gov.cn/gb/search/gbDetailed?id=71F772D77FD1D3A7E05397BE0A0AB82A

A BT

=S

IEEFATE: 2022-02-28 08:06:10

LIRBikEA

WMRIREIZERPFE Error FE&, WRFIER API ##£0O05%M., fian:

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

[FI - S

"Message": "The provided credentials could not be validated. Please check your signature is correct."

e
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error Hf Code FRigiRE, Message RRZERNEMBER.

HiRfEsIE

AFEEIRG
R
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation

FailedOperation

InternalError

InvalidAction

InvalidParameter

InvalidParameterValue

WRIFRE: BRRITE (bR ) ARSEEAE
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BOST%.

ERLEBRY Authorization RIFSEASIRE,
=X (2= API ZHAER )

MFA $ig,

BRFFE. B EHle HERRAERCHNRSERER, MIASES,
SRERAREESIER, TRAIETEEER.

EZEH, Timestamp HRSH[EHDEEFR GBS RS, BIEERD
EtEEATIRERNERS

BERER. EREER, BURAASAPHESHEXEREERITE
E*EO

token iR

BEREKEN, 1§5E CAM I EA9IREA

DryRun i#{E, ARIEREEEMINA, RESET DryRun ¥,
BIERY

PIEBEIR o

BOREFE.

SHER (BESHEl. LBSER)

SHEEEIR.

5552 #53@


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

A BT

InvalidRequest
IpInBlacklist
IpNotInWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

Ak 95 FERED
HIRTD

InternalError.ResourceNotFound

WRIFRE: BRRITE (bR ) ARSEEAE

[FI - S

B8

iEXK body B9 multipart &z $&iR.
IPitbitFEE S Barh,

Pl RER S,

Bt BCERBRE o

%

ROSH,

\

FRAFE
BOREFFE.
IERANREGEE T SRR E o

EWSHBITIRZEIRE

IPBRSR o

EKSIRIR.

EREEBERHEIKN

HiRMER.

BERE.

BREFFE.

BEFTH.

IREISEEREAN,

SRR SRR A,

RIGIURIE

KRIMSHIER, APSEREXNSHSSHIER.
BEFZH .

http(s) iIEKRIHLEEIR, R3Z#F GET #1 POST 5K,

BOARSTISFRiEE

i5iA8

HiRARHEE .

5853 #53:m



