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WRIFRE: BRRITE (bR ) ARSEEAE 211323,
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Agent EI2

EIEEFATE: 2021-04-02 09:16:26

A5 Prometheus £ Cloud Native Computing Foundation (CNCF ) TFEAHISE2MTRE, FLlS Kubernetes BEFRENER, (EREZE—ENZEIRK
&, =R Prometheus ERS A TIRBAPNEIRERARE, SEN= NSRS TKE MTRENSER, T—E%% Agent MEHEHERER Prometheus
-ES

EETIE

- B2 BINZERRSITERE: EBNZARRSPLE Kubernetes &8,
- REABEIR: SHEETFERFENZERFEBNZERRS (TKE), BIFNISIURIEESR RSEIVEXAEIUIRRE,
- BEHANIERBSHRIEERT.

RMESR

2% Agent
1. BPEINENIRSAGZE, TLASIEHEiES Prometheus IRSSERIFAEME VPC THIBEEIRSS TKE EEIIRER.

@ i8:
BFRENER, FER—FERE VPC THARRS TKE SHFLERESIR D,

2. EEBIIRPISIEXMAARER > BE [ BR ] kETAMUER, ERFEMEPAILISFRREM SillE A, BIERTRIFMEIRSRME, ABEE2-3
SHER, BIRKESET ‘BRE" BER.

R Prometheus Agent

@ SABENBRERE [ o w de Wl o0 TR
* FiF izt {0 Z3AE cm. %

FRE (R ) OERSER R NEporter)

™ core-dns [ kube-api ™ «ube-etcd [ kub

kube-scheduler [ node-exporter ¥ kube-state-metrics 4 kubelet
kube-proxy

i lE= it ozl a
NHELER A EEIRSSHY Kubernetes SE8IGTE, iBIZEBLATEBIEIFE Prometheus Agent RELIGIZAN
SERTIRPISIEI RS EEERE > ik [ HE | RETENLEIEIRIE, EHEPRIAREET, BMNIHIREARSIRE, KEFE2 - 39MWESR,

WRIFRE: BRRITE (bR ) ARSEEAE 5822 #132)


https://cncf.io/
https://cloud.tencent.com/document/product/457/32189#TemplateCreation
https://cloud.tencent.com/document/product/248/48706
https://cloud.tencent.com/document/product/248/48857

A BAS
[FEZy 2

1EaLAIEI SR [ ServiceMonitor ] 5i& [ PodMonitor | REIEEREERS TKE SRS

EEIE

- BEMNEANSERS TKE £5K7T Prometheus Agent, BFrILAZ2E Agent EIE,
- BEAERSIERSSE [ £8 ID | #ANDSHRSEXRSERE,

RMES TR

1. B [ ERAHRRSS | LEA [RSEM ] , HARSRMHEERME,
2. B [ ] BMEFERE, EERSANEERP, EFRSKMER, RIERTIER YAML BE.

HiZIRS AT (ServiceMonitor/PodMonitor)

@ « EERR4EY Prometheus ServiceMonitor/PodMonitor YAML 378, FSE0TRETECS R

|2 = e, FreBaren—SREn, SHhia =]

YAMLEER apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor

name: servicemonitor-demo

# namespace[d]E AT

namespace: cm-prometheus
spec:
endpoints:
- interval: 3@s
# JES service yaml¥Prometheus Exporte W [ PortH) Name
port: http-metrics
# 155 Prometheus Exporte Pathf){&., 29l /metrics
path: /metrics
# ] i?serviceﬁﬁffﬁﬂnamespace
namespaceSelector:
matchNames:
urNamespace
=] “servicef]Label{g HiFservice
selector:
matchlLabels:
app: demo-app

3. RERRE, & [#HiA] BIE,

@ WHieg:
SIERIIZE, RASEMER—LRER, SHHEINIMZEDEN.

WRIFRE: BRRITE (bR ) ARSEEAE
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EIEEFATE: 2020-09-28 19:49:08

HR#&EZ% Prometheus Agent RIBHERTLIGEMRERIGE, ERELER THRRESRHEHEXAFL TS,

EETIE

- BEMNEANSEIRS TKE £ET Prometheus Agent, i#EESM Agent B,
- BT AERSTIRSASE [ £8F ID | MADSERSERSIERE,

SSEARAR

BEER

core—dns

kube-apiserver
kube-etcd
kube-controller-manager
kube-scheduler
node-exporter
kube-state-metrics
kubelet

kube-proxy

RMES R

33

R DNS mulsizigingiR

RE APISever RIEIEIgREIRE

RE Etcd RIS EIRE

3RE Controller Manager BIiSiEISIRERE
RE Scheduler BIEIEEIREE

K& Node 5 mBIEIEIEIRERE

RE k8s SERHASHIMIEIBIREIE

RE&E Kubelet AR SIRIEIRI IR SR

RE& Kube Proxy HISSIIEIREIE

1. EERISERIIERS, UM [ FFE | WSHEMEEETHRERE,
2. EEMISESIRTD, T [ SFF | REHEMEEHIT KR,

€ - — SABEERS /
RESKM Targets Agent{=8

EAER

EREEES @ =eH 1 WERESEREE cm e FEZEAER Exporter.

MRE

EERE
wimsm RS o
core-dns @ = dnsistRiEHT
Kkube-apiserver © BAsH apiserver MiEHR
kube-etcd © BAEs eted R IRIEIR
kube-controller-manager © BAsH controller manager 2484
kube-scheduler © BAs scheduler 513 4E4R
node-exporter ¥ © BAEH node s USRI
kube-state-metrics § @ B+ KBsERHRT IS IR FEIT
kubelet © BATH kubeletA| & g2 1856 S 12 4EAT
kube-proxy © BEs kube proxy s #4845

@ AR:

RN EARSIRME, KOBE2 - 3PWES.

WRIFRE: BRRITE (bR ) ARSEEAE
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Targets

BIEEHATE: 2021-02-01 09:26:25
AT HEBPEZE Prometheus MEUETAVATE, S TREESIERTIEES Prometheus Agent HMEE,

EEIE

- BRPIEFRIRS TKE E£BR% Prometheus Agent, BETILASE Agent E1E,
- B AERS SHSEREPEE [ £8 D ]| #ANSERSERSERE.

Pl

o FEESKEPILEREIIRAMEUES, 7B Prometheus Agent iR B IEMREVEIRI R AHMBUES RS, FEENNIEERSIER.

o [48 ] HEXRFZESTESOMEES LY, BRUUEERFHNEMERE

RMES R

1. B | ERARRSS | L@ [ Targets ] , AILAEEZEI Prometheus Agent FrEMEUESAMES AR ABWHIERR, NTE:

< [ TR KBRS / oy i
-
REB KM EitsE Targets Agent{=&
BEXER

SRARRS

RE » sy backend-components (269/135 UP)
P > g w2 pocagent (1/1 UP)
> mmpn waGu: o wimm vapiserver (1/1 UP)
> i = v, . Kinam-coredns (2/2 UP)
> iy =wmm =g (kube-proxy (32/32 UP)
> g e r.kube-state-metrics (1/1 UP)
» tmpe mmme 14, e dKUbelet (128/128 UP)
> s =ma =, . L"m-Mode-exporter (32/32 UP)

| sy =m===srv-operator (1/1 UP)

app_kubernetes_io_component -
app_kubermey mm. w w
ER R AL &

Kubermetes Ngog, ek at M. W W
e wa

Nanmespace: g B . s o mo s b g

http: v+ emetrics @® pown o thoo o 1.730146011s 333.183us
5tale|ulse¢_kubemetes_io_pod_namep— T
-
app_kubernetes_io_instance - ma "Ml

controller_revision_has: gas~ weoml . @F W
el

instan %" @ * W LR

kubernetes_pod_nNa = « s s ol m——"

anfE

NI

Pl b . & Metrics: dial topp rE. M 5
connect: connection refused

2. ARt ALLED =i5iE Prometheus EERSIZIHAY Grafana IRSEEEIFMATIMBUESHIIEIRE, FTFAXMA Grafana EERIRA [ Prometheus ]

Dashboard k&%&, W1TE:
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88 Kubernetes / Promet|

~ Prometheus Stats

~ Discovery

Target Sync

10:05 10:10 10115 10:20
- ol
P N N g T

v Retrieval

Average Scrape Interval Duration

10:05 10:10

Prometheus Stats

10:35 10:4( 10:45 10:50 10:55

RpNp R S———

— Targets

10:00 10:05

— exceeded sample limi

10:40 10:45

— duplicate timestamp s,

WRIFRE: BRRITE (bR ) ARSEEAE

Py

3.76 Mil

76.44K

3.95 Mil

1.99 Mil

2.68 Mil

3.35 Mil

Targets

10:10 1015 10:20

Scrape failures

10:10 1015 10:20 10:25 10:30 1035 10:40

— exceeded sample limi
out of bounds: & I "Hk e

— duplicate timestamp. =

out of bounds i ik &

10:50

10:50

out of order.
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Agent (52
RIFEFATE: 2020-09-28 19:49:16

AT HEMBPEZE Prometheus Agent iIZ1TRVIAS, ETHE Agent 2ETIFIEE,

AR

- BEWEA/NSERS TKE & T Prometheus Agent, #EiE2R Agent 12,
- BEEERSTIRSE [ £8 ID ]| BANSRRSEXRSERET.

RMES TR

gk [ SERRAEEIRSS | LERY [ Agent (58 ] AILAEE Prometheus Agent ERREIRSHWRNETIER, WTEFRR.

€ e - ERDERIRS / wn s
e RS REL EHAbs Targets Agent{E8
EXER
RAARHS AgenthRzs v2.19.0-425617d5
mRE AgentBI A% HMagent 1 iziTHhagent 1 1i&ERagent 1
SR BlERATE 2020/08/13 15:19:27
FiEE 1027h12m57s

WRIFRE: BRRITE (bR ) ARSEEAE
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HkiE

mIEEFATE: 2020-10-19 11:13:32

anfE

NI

=iz Prometheus BERSZZIFERET Prometheus BIRENIRESER M . EIERADIEERMN, B, U5, 25, BIESEREEMNERIVER.

Prometheus EERSZEZBEE T = HIESZEEHT Prometheus FFRESHZREH, FEZEEE, E8HE,

S

o §F Alertmanager B9MIEY . EREHISIE, (FEEZSIE,

o ZIFEGRSBHTREMSENNHTEABEEEN ., 8, FEEERE. BEE,
o EEMNSZE PromQL #HTENY, EHEZEMRIE.

- EAEEEEEENER, SIS, 25, BiEStiEis

S

(Targets) < HMEUEIREMF —>»| Prometheus IEERS

Pull [ (Prometheus Agent) |

B

. SMBUSIEEER

HrRED

o REEETR: APNEZERIEGSE.

- EENMN: 855EMARMMISENE, SEMWER PromQL #TENX.

- BEMR: BEXSEIRE

- BEHR: BEXEERS.

- % FAPIEEEMINESE A —HEIINERE.

o ER: BEXSEMMES.

- EIENR: GSRIRESTR. BHEE. BRNRBKRE, BREEXERATKRESE.

WRIFRE: BRRITE (bR ) ARSEEAE
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HEETEN
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Y
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SIEEHAE: 2020-09-30 16:21:52

HERNRTFRIIET Prometheus MRIANIZEEES M, TIBIERSRT, REBNMXRSREER.

WMEEX— SRR

# Prometheus ¥, SZEMNMRSANIESLIEFEEM, —PMEEMNAITREITEMNT:

groups:

- name: example

rules:

- alert: HighRequestLatency

expr: job:request_latency_seconds:mean5m{job="myjob"} > 0.5

for: 10m
labels:
severity: page
annotations:

summary: High request latency

MR, HITLUE—AEXEMNREEXE— group F. EE—1 group FERATATUELSNMEERN rule . —FEEMNEZHLAT/LES AR :

- alert: HEHMNKIBR.

- expr: EF PromQL MFRXXNEZMERYE, AFIHEREEHEFIIHRIZSEM.

o for: {FEESHE, TESH . AFRAAGHEMERSMFE—BRINEEAREEE , ESFHEHRTE£5EMIKER pending.

+ labels: BEXIFE, RIFAFIEEEMMNZEZ EA—EMNRE.

« annotations: AFEE—EMINGEE, HIMNATFERASEFMEEMNNFES, annotations HABTESEFENES—RAERISEEIXE Alertmanager,

R

BERER, EEENNMHE annotations BER summary EIAZEZERNHBEER, description BFEASERFMES . AT Alertmanager B Ul B 21RIEX
MrEE, BEREZEEE. MESZEEEEEIFNEEME, Prometheus Z#5ERIL label 1 annotations BISHRZRIE.

iBig $labels.<labelname> TEALUFAZHRISHZELEPISERZIE. $value NTTLASKERZEI PromQL RixzUitEHIEERE,

.<labelname> }}

i3y

Blan, TLLBSERGTIE summary BAR description BIRIZSHIATE

groups:
- name: example

rules:

- alert: InstanceDown
expr: up == 0

for: 5m

labels:

severity: page
annotations:

summary: "Instance down"

description:

of job has been down for more than 5 minutes."

WRIFRE: BRRITE (bR ) ARSEEAE 5829 #132;)



- alert: APIHighRequestLatency

expr: api_http_request_latencies_second{quantile="0.5"} > 1
for: 10m

annotations:

summary: "High request latency on
description: " has a median request latency above 1s (current value:

WRIFRE: BRRITE (bR ) ARSEEAE 5830 #132;)
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iR S EREE
EIEEFRATE: 2021-04-02 09:17:52

FESEEZ R Prometheus EHEHRREERE, ERUETRERERNRISBNERIUERE,

AR

- BEE BIN=ERRSITERER: EBNEESSERSPEE Kubernetes &8,
» B8IZ Prometheus 3£,
+ BZ4 Prometheus Agent REM&EA M,

RMES TR
SRS, R S,

1. B == Prometheus EHI&,
2. {EEfIFIFRS, EFEIRA Prometheus 36, BEEREAMSEREERN [ HEHRE] .
3. EEERWEERPERE [ IHE] , EMEPRESZERKER.
o SREFIEIRSEEY: SIRRISIERER, (HMRINES N SEEMETIRR,
o ISR AERARARESHRETEEN
o # PromQL: FAI{ERAZGAMERBEATREN, RREF PromQL MRXXELMERY, AFIHEREEHEFIIERIZRE.
o JSEME: AIERARMERETREN, FREMRFHSES OHEEAREEE,
o EENR: AIFHAFEENSEEIRE,
o GEHER: IEARMERETREN, FRRAFAFPEENSERE.
o BREE: SEAERE, SanRSITRERS,
- B IEEBMERETEEY, FRAIFAFIEEEMINESE ER—EMMEE, TRERKE SZEMNRELEERNLES N,
« R IEREMERETEEN, FRAIFAFPEXSZEMINES .
o SEEH: ZISEENEZEMER, SSEIRSM, BN, BRHRIBEERES, FEE2N BEBAER.

SRRSIER apiserver
EREER example
L PromaL = (st L_client_requests_t “5.."15m) by (cluster_id, instance, job) / sum{rate(rest_client_requests_total[5m])) by (cluster_id, instance, job)) > 0.01

15 B

ENEERE

+  Kubernetes API server client {{ $labels.cluster_id }}/{{ Slabels.job }}/{{ Slabels.instance}} is experiencing {{ Svalue | humanizePercentage }} errors.’

severity:-waming €
& {&: B
S (Annotations) runbook_urkhttps:/fgithub.com/! ¢ md#alert Hub terrors @
& &: =
HEEA EEER @ FER

Bz 1 M EER, EaLiER 2 4
ISR BT BEIRE B

EBf_FiE RFEA: 1 i G

WRIFRE: BRRITE (bR ) ARSEEAE 3131323,
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EHBAT

KA SEREE
EIEEFRATE: 2020-09-30 16:03:23

AXESEEZREE Prometheus =HIGH, @XEHABIREHITRISERE.

RMET R

1. R =1E Prometheus E#H1&.

2. fEsLfil5Zeh, EIRRIRAY Prometheus L6, fadhZibzEeaeny [E2EmK] .
3. REIFEEXAEER, ERETIFRDPRE (XF] .

4. TEIER e [ F%E | BIRT.

KINEETRE

Q) EESE\FAFRENSZER

WRIFRE: BRRITE (bR ) ARSEEAE
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RERSERLI AR

EIEEFATE: 2020-09-30 16:03:15

=527 Kubernetes S£8#IR T Master 4%, Kubelet, FiEER, TIEf#E fl = IREER.

Kubernetes Master 8%
T E SRR HINTT IS
REEZR RAgRIAN
ERiminia (sum(rate(rest_client_requests_total{code=~"5.."}[5m])) by (instance, job,
APIServer cluster_id) / sum(rate(rest_client_requests_total[5m])) by (instance, job,
HEE cluster_id))> 0.01
e apiserver_client_certificate_expiration_seconds_count{job="apiserver"} > 0
ERimiEia . . . L.
APIServer and on(job) histogram_quantile(0.01, sum by (cluster_id, job, le)
R (rate(apiserver_client_certificate_expiration_seconds_bucket{job="apiserver"}
[5m]))) < 86400
REAPI H sum by(cluster_id, name, namespace)
8 (increase(aggregator_unavailable_apiservice_count[5m])) > 2
REAPIT (1 - max by(name, namespace, cluster_id)
PR (avg_over_time(aggregator_unavailable_apiservice[5m]))) * 100 < 90
?ﬁl;ngerver absent(sum(up{job="apiserver"}) by (cluster_id) > 0)
Scheduler o o :
. absent(sum(up{job="kube-scheduler"}) by (cluster_id) > 0)
Controller
Manager absent(sum(up{job="kube-controller-manager"}) by (cluster_id) > 0)
=
Kubelet
REEZIR RgRIAN
Node %X kube_node_status_condition{job=~".*kube-state-
SRE metrics",condition="Ready",status="true"} == 0
Node & kube_node_spec_taint{job=~".*kube-state—
C1pey metrics",key="node.kubernetes.io/unreachable",effect="NoSchedule"} ==1
count by(cluster_id, node) ((kube_pod_status_phase{job=~".*kube-state-
Node £ metrics",phase="Running"} ==1) * on(instance,pod,namespace,cluster_id)
BETAS group_left(node) topk by(instance,pod,namespace,cluster_id) (1,
pod kube_pod_info{job=~".*kube-state—metrics"}))/max by(cluster_id, node)
(kube_node_status_capacity_pods{job=~".*kube—-state—-metrics"} I=1) > 0.95
Node % sum(changes(kube_node_status_condition{status="true",condition="Ready"}
SEE [15m])) by (cluster_id, node) > 2
Kubelet
WMZEPIFE  kubelet_certificate_manager_client_ttl_seconds < 86400
FHRIIHA
Kubelet
BIBRS3IRIE kubelet_certificate_manager_server_ttl_seconds < 86400
FiriZHy
Kubelet . . . N
e increase(kubelet_certificate_manager_client_expiration_renew_errors[5m])
EFimiER >0
SRS

WRIFRE: BRRITE (bR ) ARSEEAE

FrEERdiE)

15m

5m

5m

15m

15m

4Rt iE

15m

15m

15m

15m

15m

anfE

NI

SRBERRR

EPimikia APIServer H&
EAXF1%

ihiE APIServer HIZFHIE
Hig1E24 /B3 iETHA

RS API RIESSMhRE

BE& API RSRIESS AT A
THEFI0%

APIServer MREBRHERX

Scheduler WEEBRHERX

Controller Manager \F&
Birehigsk

RAg A

Node KEREFLE15m

Node AmJi%x, LEMTERZ
SEHRE

Node LEiEfT pod EHiAEI R
Node KSEEEINREZiEH
5|

Kubelet EFImIEHIETE24 )Vt
I=pe:t]

Kubelet FRSSIRIEFHISE24/)\id
I=re:t]

Kubelet &£&ZERimiEHHE
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REEZIR
Kubelet
BRSSiRIER
FERHE

PLEG#
LN

Pod Bz
E=30 )

Kubelet
o

REERIAR

increase(kubelet_server_expiration_renew_errors[5m]) > 0

histogram_quantile(0.99,

sum(rate(kubelet_pleg_relist_duration_seconds_bucket[5m])) by (cluster_id,

instance, le) * on(instance, cluster_id) group_left(node)
kubelet_node_name{job="kubelet"}) >=10

histogram_quantile(0.99,
sum(rate(kubelet_pod_worker_duration_seconds_bucket{job="kubelet"}

[5m])) by (cluster_id, instance, le)) * on(cluster_id, instance) group_left(node)

kubelet_node_name{job="kubelet"} > 60

absent(sum(up{job="kubelet"}) by (cluster_id) > 0)

Kubernetes ®iR{#EFH

SREESZIR

&8 CPU

ERNESR

&8 CPU
[:GEITRE=

&R
g

BeERETiR R
M5

CPU #if3
[FEASZ IR
te=

Pod K9
CPU &R

=

SREERIATL

sum by (cluster_id) (max by (cluster_id, namespace, pod, container)
(kube_pod_container_resource_requests_cpu_cores{job=~".*kube—
state-metrics"}) * on(cluster_id, namespace, pod) group_left() max by
(cluster_id, namespace, pod)
(kube_pod_status_phase{phase=~"Pending|Running"} ==1))/sum by
(cluster_id) (kube_node_status_allocatable_cpu_cores)>(count by
(cluster_id) (kube_node_status_allocatable_cpu_cores)-1) / count by
(cluster_id) (kube_node_status_allocatable_cpu_cores)

sum by (cluster_id) (max by (cluster_id, namespace, pod, container)
(kube_pod_container_resource_requests_memory_bytes{job=~".*kube—
state—metrics"}) * on(cluster_id, namespace, pod) group_left() max by
(cluster_id, namespace, pod)
(kube_pod_status_phase{phase=~"Pending|Running"} ==1))/sum by
(cluster_id) (kube_node_status_allocatable_memory_bytes) > (count by
(cluster_id) (kube_node_status_allocatable_memory_bytes)-1) / count
by (cluster_id) (kube_node_status_allocatable_memory_bytes)

sum by (cluster_id) (kube_resourcequota{job=~".*kube-state-metrics",
type="hard", resource="cpu"})/sum by (cluster_id)
(kube_node_status_allocatable_cpu_cores) >1.5

sum by (cluster_id) (kube_resourcequotafjob=~".*kube-state—-metrics",
type="hard", resource="memory"}) / sum by (cluster_id)
(kube_node_status_allocatable_memory_bytes) > 1.5

sum by (cluster_id, namespace, resource)
kube_resourcequota{job=~".*kube-state-metrics", type="used"} / sum by
(cluster_id, namespace, resource) (kube_resourcequota{job=~".*kube—
state-metrics", type="hard"} > 0) >=0.9

sum(increase(container_cpu_cfs_throttled_periods_total{container!="", }
[5m])) by (cluster_id, container, pod, namespace)
/sum(increase(container_cpu_cfs_periods_total{}[5m])) by (cluster_id,
container, pod, namespace) > (25/100 )

sum(rate(container_cpu_usage_seconds_total{job="kubelet",
metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m])) by
(cluster_id, namespace, pod, container) /
sum(kube_pod_container_resource_limits_cpu_cores) by (cluster_id,
namespace, pod, container) > 0.75

WRIFRE: BRRITE (bR ) ARSEEAE
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15m

5m

15m

15m

FERdiE

5m

5m

5m

5m

15m

15m

15m
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SRmEEIR

Kubelet SRS IMIEBHE

PLEG #2{FFERTRIQ9 D fuiiaid
108

Pod BaifERIEI99 B EEE
60%

Kubelet \EE&EB#RESX

SREEHAA

£8M Pod B CPU BEiZ=,
EXiZEZ Node s

£#M Pod HIEHIAERELS, B
KiZB% Node #=iE

£&8¥M CPU Eigiiaid w43 e CPU &

==}

ERPINEFRRESAISERESE

BeERRREAEEE90%

CPU #hiTEIHIZZIRFIR SEEE

Pod i3 CPU {EHXEd75%
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RERETR RERFIA $FEERTiE REgHEIR
sum(rate(container_memory_working_set_bytes{job="kubelet",
metrics_path="/metrics/cadvisor", image!="", container!="POD"}[1m])) by

Pod KIR - .

GERES (cluster_id, namespace, pod, container) 15m
/sum(kube_pod_container_resource_limits_memory_bytes) by
(cluster_id, namespace, pod, container) > 0.75

Kubernetes T{Efa#k

RERZTR RigFRIAI( F5EEndiE)

Pod SfiEEER |ncre'as?(kube_pod_contalner_status_restarts_totalﬂob=~ *kube-state— 15m
metrics"}[5m]) > 0
sum by (namespace, pod, cluster_id) (max by(namespace, pod, cluster_id)
(kube_pod_status_phase{job=~".*kube—-state-metrics",

Pod KERE phase=~"Pending|Unknown"}) * on(hamespace, pod, cluster_id) 15m
group_left(owner_kind) topk by(namespace, pod) (1, max by(namespace, pod,
owner_kind, cluster_id) (kube_pod_owner{owner_kind!="Job"}))) > 0
sum by (namespace, pod, container, cluster_id)

BERERE (kube_pod_container_status_waiting_reason{job=~".*kube-state-metrics"}) > 1h
0

Deployment & kube_deployment_status_observed_generation{job=~".*kube-state-metrics"} 15m

hRAAITED I=kube_deployment_metadata_generation{job=~".*kube-state-metrics"}
(kube_deployment_spec_replicas{job=~".*kube-state—metrics"} =

Deployment BI& kube_deployment_status_replicas_available{job=~".*kube-state-metrics"}) and 15m

HATE (changes(kube_deployment_status_replicas_updated{job=~".*kube-state—
metrics"}[5m]) == 0)

Statefulset ZELR kube_statefulset_status_observed_generation{job=~".*kube-state-metrics"} I= 15m

f. o N it kube_statefulset_metadata_generation{job=~".*kube-state-metrics"}
(kube_statefulset_status_replicas_ready{job=~".*kube-state-metrics"} |=

Statefulset B4 kube_statefulset_status_replicas{job=~".*kube-state-metrics"}) and ( 15m

N

Statefulset E#fik

=34

Daemonset TEF
%

changes(kube_statefulset_status_replicas_updated{job=~".*kube-state-
metrics"}[5m]) == 0)

(maxwithout(revision)(kube_statefulset_status_current_revision{job=~".*kube-
state—metrics"}unlesskube_statefulset_status_update_revision{job=~".*kube—-
state-metrics"})*(kube_statefulset_replicas{job=~".*kube-state-
metrics"}!=kube_statefulset_status_replicas_updated{job=~".*kube-state— 15m
metrics"})) and
(changes(kube_statefulset_status_replicas_updated{job=~".*kube-state—
metrics"}[5m])==0)

((kube_daemonset_status_current_number_scheduled{job=~".*kube-state—
metrics"}!'=kube_daemonset_status_desired_number_scheduled{job=~".*kube—-
state—metrics"}) or
(kube_daemonset_status_number_misscheduled{job=~".*kube-state—
metrics"}!'=0) or (kube_daemonset_updated_number_scheduled{job=~".*kube—-
state—
metrics"}!'=kube_daemonset_status_desired_number_scheduled{job=~".*kube-  15m
state-metrics"}) or (kube_daemonset_status_number_available{job=~".*kube-
state—
metrics"}!'=kube_daemonset_status_desired_number_scheduled{job=~".*kube—-
state-metrics"})) and
(changes(kube_daemonset_updated_number_scheduled{job=~".*kube-state—
metrics"}[5m])==0)

WRIFRE: BRRITE (bR ) ARSEEAE

anfE

NI

Pod MIREFERZIESIR75%

SRREHER

Pod &iESMSREE
1=

Pod#F NotReady
REBIZ152 8

SEREELTF
Waiting A7

EPEIRATIZBRRAR
-, ¥R
deployment F&E;&
/8EX

SRR A MR ERIA
HIA—H

EREMRATIRERAF
—&, 571_(
statefulset TE&
BEX

SRRl AR ERIA
HF—H

Statefulset &84
pod B &

Daemonset TEE
159

35 #132;|



EHBAT

anfE

NI

REEZIR RigFRIA( JFEERdiE SRERHEA
kube_daemonset_status_desired_number_scheduled{job=~".*kube-state-
Daemonset &% metrics"} - 10m Daemonset E&85
node FiFE kube_daemonset_status_current_number_scheduled{job=~".*kube-state— node F#iEE
metrics"} > 0
Daemonset 3% kube_daemonset_status_number_misscheduled{job=~".*kube-state—-metrics"} 15m Daemonset #&iz
node #HIREE >0 EAEZI—% node
e kube_job_spec_completions{job=~".*kube-state-metrics"} - Job HiThRTENEIZ12
Job BETXA kube_job_status_succeeded{job=~".*kube-state-metrics"} > 0 12h N:5)
Job HiTEM kube_job_failed{job=~".*kube—-state—metrics"} > 0 15m Job HiTEM
(kube_hpa_status_desired_replicas{job=~".*kube-state-metrics"} != spp==y .
BIAZF HPA A2 kube_hpa_status_current_replicas{job=~".*kube-state—-metrics"}) and 15m FIERIAB HPA &
. BIA—%
changes(kube_hpa_status_current_replicas[15m]) ==
BIAEIXZ HPA &KX  kube_hpa_status_current_replicas{job=~".*kube-state-metrics"} == 15m SEFREIAEUAE HPA
=1 kube_hpa_spec_max_replicas{job=~".*kube-state—-metrics"} EENRKXE
i ; P R "o PersistentVolume
PersistentVolume  kube_persistentvolume_status_phase{phase=~"Failed|Pending",job=~".*kube— .
RERE state-metrics"} > 0 15m SF Failed =
PendingiX#&
Kubernetes ¥
REEZIR RAgFRIATU ISEEdiE REgHEIA
(node_filesystem_avail_bytes{job="node-
exporter",fstype!=""}/node_filesystem_size_bytes{job="node-
MHRR= exporter",fstype!=""}*100<15 and i
h =, g =
EIRFER predict_linear(node_filesystem_avail_bytes{job="node- 1 SHFREZRRIHE /R
exporter",fstype!=""}[6h],4*60*60)<0 and
node_filesystem_readonly{job="node-exporter",fstype!=""}==0)
(node_filesystem_avail_bytes{job="node-
NHRGE exporter",fstype!=""}/node_filesystem_size_bytes{job="node- ; s o
BfERES exporter",fstype!=""}*100<5 and 1h SRR AEAIET 5%
node_filesystem_readonly{job="node-exporter",fstype!=""}==0)
(node_filesystem_files_free{job="node-
exporter",fstype!=""}/node_filesystem_files{job="node-
SR exporter",fstype!=""}*100<20 and
inodetk#t por YR _ 1h X RS inode FHEANIEERISE
B predict_linear(node_filesystem_files_free{job="node-
- exporter",fstype!=""}[6h],4*60*60)<0 and
node_filesystem_readonly{job="node-exporter",fstype!=""}==0)
(node_filesystem_files_free{job="node-
LHRE exporter",fstype!=""}/node_filesystem_files{job="node-
inodefEm porter ,Istype:=  linace_lllesystem._ 1h SRS inode EF3%
== exporter",fstype!=""}*100<3 and
node_filesystem_readonly{job="node-exporter",fstype!=""}==0)
P-RIRER changes(node_network_up{job="node- . . N
- - 2 ¢ ﬁ MEAE b7 :ﬂ:
s exporter” devicel~"veth +"}[2m]) m R-RIKERIZE, = up 1 down EBTEENL
PRz . . .
- increase(node_network_receive_errs_total[2m]) > 10 1h (RS E et b
M-R&RIXL . . . "
- increase(node_network_transmit_errs_total[2m]) > 10 1h R-REESIELE
SR EhR . . . _ N - i
5 min_over_time(node_timex_sync_status[5m]) == 10m NBRERERES, 188 NTP 25EERE

WRIFRE: BRRITE (bR ) ARSEEAE
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A BT

SRRESIR REERAR

(node_timex_offset_seconds>0.05 and
SR ENE deriv(node_timex_offset_seconds[5m])>=0) or
4 (node_timex_offset_seconds<-0.05 and
deriv(node_timex_offset_seconds[5m])<=0)

WRIFRE: BRRITE (bR ) ARSEEAE

frEntia)

10m

SRmEEIA

anfE

NI

HEFASEEBIBIE300%), 18E NTP B&

&
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HkiE

EIEEFATE: 2020-10-09 17:34:20

4 AR SHN

iZA (Recording Rule) RILLEEATM—LEEANEGRRE T EENERMBRHTIRANE, ARBXERIRFHEIFNSIEETRD, S9RETHEIFNEESILES
[RIRAVEIREIRE(ERE . X¥TF Dashboard #RIEFEMA, ABERAFEEMUREDIENEE,

BRAMNA (Rule Group) HIRETE, HHRAEIANILA—ENERIRFERT . REMNPESFBRFS E0E Prometheus 5B,
BE—ARHNT:

groups:

[ - <rule_group> ]

T A— N ERRERENEIF

groups:

— name: example

rules:

— record: job:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

# MMBLTR, ER—XHFBRmE—

name: <string>

# MNERRE R .
[ interval: <duration> | default = global.evaluation_interval 1]

rules:

[ - <rule> ...

A

MREHEENT:

# ERBREIRET, DRE— T EREFRAT

record: <string>

# PromQL FRiAX, ERITENBUREXFEZIFAIEFELT "record' &

expr: <string>

# EEFRNBURBPIMERINSE B SRR
labels:

[ <labelname>: <labelvalue> ]

EEFRSEN

RSN ZAEERRT: level:metric:operations,

1. level: FREERE, RANRGELRE,
2. metric: 2iEFEMR.
3. operations: RAFIEIRRIRIETIZR.

WRIFRE: BRRITE (bR ) ARSEEAE 5838 #132m


https://prometheus.io/docs/concepts/data_model/#metric-names-and-labels

anfE

NI

A BT

fian:

- record: instance_path:requests:rate5m
expr: rate(requests_total{job="myjob"}[5m])

- record: path:requests:rate5m

expr: sum without (instance)(instance_path:requests:rate5m{job="myjob"})

WRIFRE: BRRITE (bR ) ARSEEAE 5839 #132;)



anfE

NI

A BT

M EE

EIEEFRATE: 2020-09-28 19:49:39

R{FinR

RRFELIEE = E Prometheus 1EERBIEFIGRER Prometheus RSN, LABREE Prometheus EEEME B SN ERIE,

EETE

1. 85 == Prometheus FHI&,

2. 8l Prometheus EEXHI, #5520 LA,

3. BigLfFIFIRFEANE Prometheus SLHIMEIERE.

4. Prometheus FREA&#MN (Recording Rule), i#EESN ME &R,

RMES R

A

1. BYLAIEERENANRS [ FRE ] > [ #H2 ] JITAAEFERE, REEFIRFRARNMNNEAXREERSERNIIERS, NTE, BEREESN MEs
HEER o

WRIFRE: BRRITE (bR ) ARSEEAE 5840 #132;)


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/48690
https://cloud.tencent.com/document/product/248/48811
https://cloud.tencent.com/document/product/248/48811

O BT

FEFIRS (RecordingRule) X

() - EERRLEH Prometheus RecordingRule YAML #1TEZE, TR M AVE B IR
* SIEMINZE, RACEMER—LEED, EFRFEENMMEENEN

RSB

YAMLECE ===
name: example
rules:
- record: job:http_inprogress_requests:sum
expr: sum by (job) (http_inprogress_requests)

2. g [H#RE | BIE,
EER
EMNFIRP, ALRARSERARNETIGETE (220 ] &Y [RAR | BNERARE. Z2RZE, RUISELETE, AXNRRESHERSEIERE,

HIRRRE

1. W—LRBERRAN, TR TRIMEE,
2. EFIRPEFFEMRAIAN, MERIAZE, MUISSIRMER, RMEXAORUISSIETE,

WRIFRE: BRRITE (bR ) ARSEEAE 41132,
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IR
R

mIEEFATE: 2020-10-09 17:33:35

[ X1y

ERBASRHRNATRAZ LEFMNINS, 2—ME-EY (Key-Value) .

anfE

NI

FEELURESTEE (FIInks3. Bid. REAT) ERIREX Prometheus BEZRRETHLREE, BEFEEESERFESREXMER. FERENHEAS

RBERUENEY, SFERFHEHTERITE, BAZFT2ERSRENTE, FENBTENERNEE,

UTEE— 1 BEAFESRFIRN BIRERER .

RHER

REABEBAZ EHE10 4 Prometheus 1EEMRSSEHI, HEEBE. k. SUR=1ER], RSTEHEEM. B8k A, 5% B. BHISHES LSS, =R I RANSHER

BEABK=. FW. £H,

RS

ATYHEEE, ZATERRESHEEEIMNAY Prometheus EERS TR, EXT TRFER/IE.

IR
N
w55

BHARA

BRLATERE/ESEE] Prometheus Xl L, BRSFER/ENXRINTERRAR:

SEFIID
prom-1jqwv1
prom-1jgwv12
prom-1jqwv13
prom-1jqwv13
prom-1jqwv14
prom-1jgwv15
prom-1jqwv16
prom-1jqwv17
prom-1jqwv18
prom-1jgwv19

prom-1jqwv110

(ErtnE

IREE
EBE. B, SR

EHIE. B A, Bk B. FHIRIE

K=, ZWM. EH

Bi
B
A

- FEEHERREN Prometheus FEERSSELHI

REBFEEMUFEHIEEREAS “ER” B Prometheus FREIR], BAHERINEESE ERITE.

- FEIEHBFKER I RFEM A SRR Prometheus 1EEIRS3 L

IREBFEIEMIN AR 10 “HEk” |« IEHRAERAN “FW” B9 Prometheus HFRIR, BHFRINEESE EHIGE.

WRIFRE: BRRITE (bR ) ARSEEAE

Arss
EHIE
EHIE
e A
ik B
i B
% B
% B
ik B
[REAIE
[EEABIE
[RHAHIE

Fh
K=
K=

K=

542 H#132;|


https://cloud.tencent.com/document/product/248/48700
https://cloud.tencent.com/document/product/248/48700

O BRT =
FERIRE
BIEEHATE: 2020-12-04 15:58:21
AIESEEREEIE Prometheus EFI&H, RIEGRENLFBTERIGE, SiRHIIMAEE,
BEPR
1. B == Prometheus EHI&,
2. TELBIFIRTATRED, ikiEithis
3. ELHIFIRA LAIERIE, BETaL, BE (15 ] , BEFSTEERE, WTEFRR:
IR ®Q|o
Key2 v v B
+ %0 Q
=E TZ v
B =
* (FriEME)
BUH
Value2
e e e EE BEZ v
4. ERETIEEIREPERNMNRG, BF [ HE | ZE#ITEE.
5. METEREWMANTESE, PHEFERYN (175 | GENGFERSHITRE,
8. FREZIFE RIS R P ANFEER#TIIE, MTEFR:
7% Key2 : Symbol($... Q o

st L eliE
isa:isal
iXFEkR Key2:,  Key2:Value2 2020/07/08 11:49:07

stella:test1

isatisal

ﬁtﬁﬁﬂﬁ nevea vaile

stella:test1

2020/07/08 11:47:48

WRIFRE: BRRITE (bR ) ARSEEAE
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https://console.cloud.tencent.com/monitor/prometheus

anfE

NI

A BT

PRIBIRE

EIEEFRATE: 2020-12-04 15:58:25

AXESEEZEE Prometheus =569, MBEIREAIBTIRERRIBRE.

RMETR
R PRI

1. R =z Prometheus E#I&,
2. EXHINESERE, EIEEERETEOXIO), &F (ES ] > [ RS ] > [ FiErZ] , MTEFRR:

ETEAEERS R Qo

ke ZPXRRFAEL " O], 21
SEFID/EFR REY WA Y [EE:] [ IPvaithit itREs HRERE (eyvalue) © IR E) BE
EES
- e B . FRRRG: o C ini vl - 2l
‘. A © & rH—& o BIERE: 18 % nE. AR EEEE A | Ameme 202000924 10:26:17 wE S v
- T e Cali
AEN
— SRS ,
BB LHIRE >
e 1 N _ FIRME an 4o o A .
o i M=K 5K . . -
i © =6 = FIRFR oy e M e o HEREISR o= AR R Grafana >
‘:_ w5 @ &t MR Eg;?; ‘;_; ;"‘: HERE: 15K “m. AR - 2020/09/02 11:12:22 &E B v
- e FRFILE "M o e » e gw
_"'::"I_ e B @ &R MR [ -:_\_ _:"" HERF 15K ik k™ AR EEHIISII=0L0= 1 m 2020/08/10 15:32:46 BE BZ v
45 0v §/A | W4 1 JAT >

3. TEEHR “EEBRIEANREE BOW, RIELIRERBTRM. ERHERIMRE:

RIEIRE

WERTMAELEENFRSXEE, MABEREIIGHNER, Bai mEEE

BE 1 ER

WRIFRE: BRRITE (bR ) ARSEEAE 5844 #132;)


https://console.cloud.tencent.com/monitor/prometheus

A BT

{EFA PR

EIEEFRATE: 2020-09-28 19:50:01

= iniE

PEE—ME-EN (Key-Value) , EAILAEREE Prometheus 2514, Bd% Prometheus EEXAIRERELMTRNSLER, BEFE, TAEESE

i RS RIAY R IR o

R

BB RAITFHIRAIFELRRES0,

IR

» qcloud. tencent. project AL ARFRBIFERE, ZIEEIE,
- HEEhzE8., HF. B8HENF, ZFHF+. - =0 v _ @0
o REERERAA255MNFH,

IEEEPRE

REEAFE. YF. SHEARF, 3+ - =0 .« oL@
- FREERAKEN2TNFH.

WRIFRE: BRRITE (bR ) ARSEEAE
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el

HkiE

EIEEHATE: 2020-09-28 19:50:15

MREEBNZPERRT ZEE Prometheus 1TERS, ZIRSHFRNAEE, EHREZENZWSEN, BEEUTIDE:
- BHEBERSAHLE, HERES.

o BERERHECARHIIR, Sr-ERRMEEREERk.

IR, EEAEE FIKSERARMAEERRRIRS, kMELLENETE, RRAERT, FWKSEER Prometheus R, FLt, RITZOIERERAITFHKSE
PRI F R E SRR o

[ 11

iHiEEE (Cloud Access Management, CAM ) SBifl=iZEN—E Web kS, EEERTFENEPRLEEBNZKP TRERSIINR, &g CAM, &a
LAGUZE, SIEIESARP (4) , FEESHSEMRESIREFIMLE \ LA GRS = SR

SIE{ER CAM B, AILUSRIES— N AFH—HAFXEGER, RIRESRNaEERAPEREERERTMISEES . X CAM RENESHEXELRER, BEEL %
fi%igi%. BX CAM HRERRESHEXERER, BESR KiK.

HEXTHBWFISHTT Prometheus HXZRAGHIDSE, SALBINET . PidXEARSFR MBI EPEREBIAEEER.

Al

CAM REEWUEIER—12Z 1 Prometheus RFaE B FIELER—IHZ1 Prometheus BF. FANESRIBERTLABFIRENER (TS LERE, Fit
BRIFEAURASER) , REEATUSSIRFERMLBENRNE.

Prometheus #EERFZEFS APHRERSHFERRIUR, THE, MWTFiLE APHRE, BEEEERZESFRIMREER T RIFREERER, MUsESMEER
R,

WRIFRE: BRRITE (bR ) ARSEEAE 5846 #132;)


https://cloud.tencent.com/document/product/598
https://cloud.tencent.com/document/product/598/10596
https://cloud.tencent.com/document/product/598/10601

i

NI

A BT

REERE

EIEE#RATE: 2020-10-09 17:33:50

SR BT TSI Prometheus FEERSEIHIMIR. HiDREERETF JSON BIFRRIES . EBaAESHIRKESEUEBEZRIEA (principal ) WEE
# Prometheus BERS T RHITIEERIRIE,

INREEESER T RIEEATENAEL, BXRBESHIRATSE CAM RKEEE,

WHIERRERRITTR
BEREEE AL TR OTE:

- 8 (statement) : HR—RASFIURGEMER . ZTHREIFLN. BE. BR. KESSIEMETROBRIIRES . —FREEENE—NEDTE.

« ¥ (effect) : HHRAFPEFENERE “RIF” ER2 “BUEH" , GIF allow # deny FHMIER. ZTREVER,

+ ¥{E (action) : HIRRIFSIELAIRIE, BIETLAR API (I name BIZEA ) SiEINAEE (—HISER API, KL permid BIEHEIR ) o iZTREVIER,

+ HiF (resource) : {ERENMEGEIE. FE2A/BRER, SHERNEREFBEREMEE. ZTR2HER,

« & (condition) : HRRERERMILRS M. RFQBREN . BERMIRMEEAN . RHETSENE. IP EIFER. FLRSATFEESGMEERME. %
TERRIEET,

TREE
HERh
WRRERET (S ) NEBAOHDR, WISSIEEIE. B8, BAUSRES (deny ) WERNEE, RETREBATHATLER, DETRBHERET T

IHESIRMER FREEBE . TEISERITFRIRITE:

"effect" : "allow"

EERE
ZEEEX T OERIEEE— ST QRIRE, IEENIRERBIZIFERS DRSO (monitor:Describe* ) F1£&REN (monitor:*) .

EEAVHRERIROINT:

"action": [

"'name/monitor:Describex"

]

EERR
&R (resource ) THEER— I HBMEEWR, WA= Prometheus BERSERE . FMAERRITRA TR RIEAS.

gcs:project_id:service_type:region:account:resource

SERIBIT
qcs 2 gcloud service RIEHR, FREEAZN=RS
project_id BIARBERESR, (VATHS CAM BHBE, —RTE £
service_type FrEmiaR, XEJH monitor =
region HERIRES =
account BRAZRAEENERSES, BMEWSH ID, F =% uin/${0wnerlin}, % uin/100000000001 2
resource HEREAERFS, #1485 instance =

WRIFRE: BRRITE (bR ) ARSEEAE 5847 #132;)


https://cloud.tencent.com/document/product/598/10600

A BT

TEE— Prometheus EERSHARRER:

"resource": ["qcs: :monitor:ap—guangzhou:uin/100000000001: prom-instance/prom-73jingds"]

et
IHNRBES UEREETFIIRIEER M . EERATREMSEN, MEFEFRNNETIRITSERNEY, mERBRROWT:

"condition": {
"for_any_value:string_equal": {
"qcs:tag": [
"testkey&testvalue"

EMETDANERIBE AR key /1 testkey, value 7 testvalue RIEIR.

SCRRER G

EFiFE

TGP, REFHSNEAIFSE UIN 531250000000 FEARISES] ID 73 prom-73jingds BIETR, LARSE TIREREMN testkey, #RZE(EH testvalue BIER (0
RiZZHIKRBTFHRE testkey& testvalue , NUAFRRIFAHIT ) o

{

"'version": "2.0",
"statement": [

{

"action": [
"name/monitor:*"

Il

"condition": {
"for_any_value:string_equal": {
"qcs:tag": [
"testkey&testvalue"
1

}

b

"effect": "allow",
"resource": [

"gcs:imonitor:ap—guangzhou:uin/1250000000:prom—instance/prom-73jingds"

]
r
]
S

ETHE
ET®R D, SEEERFZSHIR, £WKSID % 1250000000:

o ERE Mkt (&FE) RERR.
= AFERPHE, instancel(prom-73jingds). instance2(prom-65jidfafk) &iRHIRiENRR .

{

"version": "2.0",
"statement": [{

"effect": "allow",

WRIFRE: BRRITE (bR ) ARSEEAE 5848 #132;)




"action": [

"'"name/monitor:Describex"

1,

"resource": [

""gcs::monitor:ap—guangzhou:uin/1250000000: prom-instance/prom-73jingds",
""qcs::monitor:ap—guangzhou:uin/1250000000: prom-instance/prom-65jidfafk"
1,

"condition": T[]

H

}

o BBk (FE) BESHUR.
= AFERPHE, instancel(prom-73jingds) FREIMIFREIESIR

{

"version": "2.0",
"statement": [{
"effect": "allow",
"resource": [

qcs::monitor:ap—guangzhou:uin/1250000000:prom-instance/prom-73jingds"

]r

"action": [

""name/monitor:TerminatePrometheusInstances"
]

H

}

WRIFRE: BRRITE (bR ) ARSEEAE 5849 #132;)
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REERF

EIEE#ATE: 2020-09-28 19:50:23

Prometheus BB g

MRTHLRET LR ERR, TS [ REENRE | QIBEENRE.

iR A SREE Q

[ s iz BRSRE ¥ RIE

|| QcloudHcmFullAccess ZRBAVFR PRI (hem) FIBIGR R KEXFBP/A
[ QcloudHemReadOnlyAccess WA (HCM) RUiEihIa4R B KEXFAF/A
[ FHPRIEEFIKF IZAICMgQueuesiR - BABI#REL XEXFRF/A
[ FIFRBRKF A CmqTopici iR - FRIRE XEXFBP/A

SZEEX RN GRS E RIRiLE,

SRR

SR EIFAIRIET LB XX AR ENE FHFRETFUR

AT AR | | Q

[ s P BERE Y AE
QeloudHomFullAccess VB A EPEREUIE (hem) FIAATR RS
QcloudHcmReadOnlyAccess BRI (HCM) RIEHEMRER et KEXFEF/AR

] FHETEEF S 01890maQueus R - e XEEP/E

[ FIKPIRARMK B CmqTopiciUiR - FHER KEXFRF/A

BIE SRR TSN SR B

BREREREEBIEERFPNBL T REGHITIRENGEN . Prometheus EERSEBDHFTRRIUR, BIRTHIIIFERENIRE Prometheus IRSS2(E,
EELAEFITRE AT AP TIRMERR AFAPERIFESIR. HDEE CAM RrE A ERAEINT:

Sl ERIE PR SRR T &

cs::monitor:$region:$account:prom-instance/*
Prometheus &ERS a ) ’ . b ) )
gcs::monitor:$region:$account:prom-instance/$instanceld

TRENBHAZIFEREURE Prometheus EEHRSS AP RIE, IREHRIEAT, action A AP IRESMEAILATI M API #1715, 188 action tBATLAER *
{ERIEET

STIERRSENE AP| IR
AP #{E API iR
DescribePrometheusinstances S FAFFAER Prometheus ARS3EH!
TerminatePrometheusinstances % Prometheus BRS3LHI
RecreatePrometheusinstance BE#&E%E Prometheus IRSSERI
ModifyPrometheusinstanceAttributes &2 Prometheus ZEfIEXEE
ChangeGrafanaAdminPassword &2 Grafana Admin Z5
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APl 2{E

UpgradeGrafanaDashboard
DescribePrometheusKubeClusters
InstallPrometheusAgent
UninstallPrometheusAgent
DescribeServiceDiscovery
CreateServiceDiscovery
UpdateServiceDiscovery
DeleteServiceDiscovery
DescribePrometheusKubeBasicMonitor
EnablePrometheusKubeBasicMonitor
DisablePrometheusKubeBasicMonitor
DescribePrometheusAgentRuntime
DescribePrometheusJobTargets
DescribeRecordingRules
CreateRecordingRule
UpdateRecordingRule
DeleteRecordingRules
DescribeAlertRules

DeleteAlertRules
UpdateAlertRuleState
CreateAlertRule

UpdateAlertRule

FHFBBRIFIN API FIE

AP ik

F% Grafana Dashboard

FIiti Prometheus AI5ERAT Kubernetes §8#5I&
%4 Prometheus Agent

E1E Prometheus Agent

3t Prometheus IRSEMFIER

8liZ Prometheus IRSEM

B3 Prometheus IRSRM

k% Prometheus BRSRM
BiEMSERS

FREEMEE

ESEIE= ST

JXEY Prometheus Agent iZ{TEHAZS
5t Prometheus IBIRMBUESHIRSIER
EiREaMN

CURETRER SN

EFTRE AN

B FRER S FAR

RERNES

TR REERARY

EIRERIIATS

UEEEMN

EHTRENN

anfE

NI

HURZIFERRIVRA Prometheus FEEIRSS APHEE, EBALARAREFERIZEENSIR, ERIKEDHER (resource ) TRUTUREN * o

APl 2{E

CreatePrometheusinstance

WRIFRE: BRRITE (bR ) ARSEEAE
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ARSS 1ZAUEX A B R AR

ERiIEEFRATE: 2021-02-09 09:35:39

HEEABNZZSE Prometheus BERSIRED, ATHBERAEXZER, BISHRTEHTRSENGS . EERZRSHEEPEZER CM_QCSRole
RSAE, AETRESABRTISMEDCRIRMERS. BIUFISRIENSE,

CM_QCSRole ABEIAKRBKTZRIEESWT:

QcloudAccessForCMRoleInPromHostingService: Prometheus EERSZSAREZMEEEIRSS TKE 1R,

i)

LIZRINEIE Prometheus IRSXEFIZE, BFEUEBNZBHRS (TKE) LIETHIRS, ATAMESENERSSERS, SEHEIBASZEHERS (TKE) X0
APIERSS, REERIENEE, ZRERHABAZERRS (TKE) RLREFHIERE RIS R A RIS TRS.

IABTEENTHES, ERENNERT, EEMNEIE Prometheus IRSEHIE, HEANZINREASETEY “EREHEST HeBMRHENAR.

BT R

EWSENTR

1. HEpE €U Prometheus £l l5, b “SEMARRES" IISHIRIUETIE, WTAR.
SERkE RS

SRIVIEETRIEANEN
BEEai HAERA R, IR RS RSB ERTSE
M, BESTMEEN B TS S,

/ —

2. EFEOTRRE [ FIEER] o
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3. EhEE-AeEERSE (AR ] , RRENEIE.

< AeERE
BRS5#EIN
RAEET - RE, SORESTeRRHET -1 AEER

#HEEfR CM_QCSRole
AEEE RSAB
HEEER SEIHAEA hE REAR, ZABEECFESEENIRIERLRENEGERESSEE.

SIS FEEEE QoloudAccessForCMRolelnPromHostingService

@ WAA:
HRIERRESER—IR, MEESER, WARBEIZERURTIE.

FISEIER
EMWS TR LRIEIURE, MINEET CM_QCSRole A&/, FWSEMIRAET CM_QCSRole A3, FFWSHWEWSIRT PassRole IR, FHSAHERE
Prometheus {EERSHPIEEBHAERIRS TKE, ENHIDERRSTIRHSRTEY .

EETFIKS PassRole fURAY, BHHRENFUKSELATIR:

URiSER ByRE

QcloudCamReadOnlyAccess

SR RIS BT T SIE T RIS ALY
FEFFHSHIE CAM IR, EWSHEFFUWSH PassRole HIRA LN =% QcloudCamFullAcces

SIRIERBEBT MR, BUEFFUS PassRole 1REI, BRFEFHSTE TKE FIERERSE TKE HiR #iEESE B8RS (TKE) SIREE

PHR LRI TR, BEESEUTESEEFFURS cam:PassRole ¥R,

1. EREKSHEREEIRNFKS URINTEE SRR, REEENT:

{

"version": "
"statement":

{

"effect": "allow",

"action": "cam:PassRole",

"resource": "qcs::cam::uin/${OwnerUin}: roleName/CM_QCSRole"

2. fEsfE, 8% Hi0EE-ENEE EEEXEBR TXEFWSEE,
{EFFWS cam:PassRole BRZ /G, BXRIAIEE Prometheus SZHISE TR “CERE=ERS” TH, SHIERUETIE,
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API (ERER
AP H#EES

EIEEHATE: 2021-02-04 17:40:35

HTTP API

Prometheus FRAEIEER HTTP API #87E /api/vl BBET. HENEHIETOFTRAT, TJLABEEG AP ERIEEEIE, 1ZXBUETILMER remote write fHiYEE
Pushgateway %53

29 API
API WiEA BEINE Bk
lapiv1/query HifEO = GET/POST
lapilv1/query_range BEEA = GET/POST
[apilvi/series series &ifj = GET/POST
[apiv1/labels labels &if] = GET/POST
[apiiv1/label/<label_name>/values label value &if = GET
Japi/v1/prom/write remote write EiEIR3Z = remote write
Pushgateway pushgateway EiEiR3R = SDK

NIER %

EAFFRIAME, EFREREOSREEIAE, BFRIERIAMESRE32IF Bearer Token#l Basic Auth,

Bearer Token
Bearer Token BE&ESEHIFEMLER, RILLBZEHSHTEIS. TH Bearer Token EB(ER, 152X Bearer Authentication,

Basic Auth

Basic Auth &[R4 Prometheus Query BBAIESN, FAP&ARFE APPID, 87 bearer token (SEFIFEERTER ) , ALABSEFIS#HITES, TH
Basic Auth EZ{g2, &2 Basic Authentication,

BB EIE

FiE AP| Bl EIERENED ) JSON, B—IRAINANERSIRE 2xx KED,
EREERSEE—MEEERWRA JSON BXEE, FBEEE—MITRIEHRED:

K& aX

401 NS

400 S YRR ERANRE TR ANERIRSH

422 YN TRFRIEAXTEWIEER (RFC4918)

503 HEF TS EREGERRE RS AR RSB
FRERINELREERINT :

{
"'status": "success" “error",

""data'": <data>,

"errorType": "<string>",
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"error": '"<string>",

"warnings'": ["<string>"]

j

miEHIEER

EIEEHAYE: 2020-12-04 15:57:05
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Prometheus 12{#&if AP| #0, BiFiZEOTASAEESIE.

=i API &0

GET /api/vl/query

POST /api/v1l/query

Eis%iRm

« query=<string>: Prometheus Zifl&ix{.
+ time=<rfc3339 | unix_timestamp>: AtjElZE, Wik,
» timeout=<duration>: &UEBERIATE], =ik, BKIAH -query.timeout SEIEE.

L L= ERy

WTRBA AP| $iEEH, EiNiRSIFNAEERRILEHENIfEHEEE:

curl —-u "appid:token" 'http://IP:PORT/api/v1l/que

WMRRENAER T 401, BREINEHERREIER.

HTTP/1.1 401 Unauthorized
Content-Length: @

CEES

GET /api/v1/query_range
POST /api/vl/query_range

#d /api/vl/query_range &0, AILAEISIEEREBEINEIE. RFIMT:

$ curl -u "appid:token" 'http://IP:PORT/api/v1l/query_range?query=up&start=2015-07-01T20:10:30.781Z&end=2015-07-01T20:11:00.781Z&
step=15s"

{

"status" : "success",

"data" : {

"resultType" : "matrix",

"result" : [

{

"metric" : {

"'up",
"job" : "prometheus",
"instance" : "localhost:9090"
i

"values" : [

1435781430.781, "1" 1,
1435781445.781, "1" 1,
1435781460.781, "1" ]

__name__'

[
[
[
]
i
{

"metric" :
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"instance" : "localhost:9091"
+

"values" : [

1435781430.781, "e@" 1,
1435781445.781, "0" 1,
1435781460.781, "1" ]

[
[
[
1
Iy
1
}
S

B& Grafana iFNEIRIER

B EPERY Grafana FLAFIHEER Prometheus AHIER, HEBCH Grafana FEEHIE, AIEEZ(RIE Grafana 1 Prometheus £R— VPC &, {RIEN
EaILA B

FIE BasicAuth INIER%, FHESHEMEGAEESER, NTELRE:
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Data Sources / hosted-prometheus

tlt Settings 88 Dashboards

hosted-prometheus

HTTP

URL http://IP:PORT

Access Server (default)

Whitelisted Cookies

Auth
Basic auth [ With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details

User APPID

Password configured
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A BT

HIESA

EIEEFATE: 2020-12-04 15:56:46

R{FiR

() flink job LIREUIERIZES, BIIFEEE API BRISHEIESA Prometheus, EJ job MEGREHIRIEERRE, RAKREFRF Prometheus REEEE. EAHIE
AJLABEER Remote Write thigk®& Pushgateway BI%5.

Remote Write

POST /api/vl/prom/write

Remote Write 2 Prometheus tRERIINY, BENETLAEE Prometheus—-remote write . {#H Remote Write EAiIaTLUE VPC WEAME Prometheus B
RS AZBINZIEEN Prometheus RSH, MTFEHIBNIREHEFNERE, BAEI—HTHENER.

Pushgateway

&% Prometheus IR XKLL E, (ERFEGSRIVNPATEERERNS, AILASE Prometheus ~Pushgateway 783,

Bz Prometheus EEIRSRESER T Pushgateway 1R, AILIEREEHIERIRS S . TEE—MER Go iESHEEURAIEERAIBIF, 01818 $IP . $PORT .
$APPID . $TOKEN XLIZBLHEHCEFIRIMEREER, XLHERERTUMNEESHTE,

package main

import (

"fmt"

"time"
"github.com/prometheus/client_golang/prometheus"
"github.com/prometheus/client_golang/prometheus/push"
)

var completionTime = prometheus.NewGauge(prometheus.GaugeOpts{
Name: 'db_backup_last_completion_timestamp_seconds",
Help: "The timestamp of the last successful completion of a DB backup.",
o)

func do() {

completionTime.SetToCurrentTime()

}

func () {

if err := push.New("http://$IP:$PORT", "db_backup").
BasicAuth('$APPID", "$TOKEN").
Collector(completionTime).

Grouping("db", "customers").

Push(); err !'= nil {

fmt.Println("Could not push completion time to Pushgateway:", err)
}

b

func () {

do()

ticker := time.NewTicker(2 x time.Second)

done := make(chan bool)

for {

select {

case <-done:

return

case <-ticker.C:

ExamplePusher_Push()

}
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A EE:
push.New &£REHIRIKATLAED Client FEAENX HTTP Client, EilgEFSE—1SERERIATE, AT push BIBERNENUERRESWENNER, e
[ESI e S

BNESHEELIER SDKEZR Prometheus EFE,

WRIFRE: BRRITE (bR ) ARSEEAE 5860 #132:)


https://prometheus.io/docs/instrumenting/clientlibs/

anfE

NI

A BT

375l

EIEEFRATE: 2021-02-20 10:56:57

=M1 Prometheus SRS E RN LIES/PEEG/ASR/EMREEIBERTTEM, AR IFIREIES|BIAIHERAVEH#TIE, RIHRMET FHEEREL
Grafana Mis A&, ERPOESTEMRS KE, MABKE. Kubernetes BRMIE=XGEGS, HEGREEANFHER,

XSRS
BRS B RSZR HEIRIR
ElasticSearch BiE KH/RB/T R SR
KR
Flink BIE &58%/Job/Task iz
Golang &$E GC/Heap/Thread/Goroutine Eifs
ARIES JVM 3% Heap/Thread/GC/CPU/File Stz
Spring MVC BIE HTTPEE O/ R & /IWM EisiE
HiaH Kafka 4% Broker/Topic/Consumer Group &&=
Hihtight Kubernetes 3% API Server/DNS/Workload/Network Zigizs
=#IEE MongoDB BIE /IR / METE F
=HUEE MySQL BIF MG/ EEY /BTN S
HERE
Z=EIREE PostgreSQL 3% CPU/Memory /=55 /Lock/iZE Eikis
=HUEE Redis BIF NiFEAR/EEY/ HHRITIER SikE
RMELT R

1. B == Prometheus EHI&,

2. 1ELhiFIFRS, EFEXSRA Prometheus 361,

3. HANEZHIFER, gE [ ERPC]

4. FEERPEIRITRAIARSS . EAILABRE [ 1ENIEE | EEIEANIES|, EARINEEI AT ST RAYERSS . IERTLASTE: [ Dashboard R3&/FHR | ERRRFHRIZ
BR53HY Grafana Dashboard.
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A BT

< Eeliehrs

EES

SRk

Agent B

SEERS
REEE TR FHEE e SRR

A,
=

e

Grafana

m» ElasticSearch
-—

ElasticSearch i, AESHEIITSEE
=

BAEE Dashboard SEFHR

Kafla %1%, S$EBrokerTopic/Consumer Gr
oupSEists

EBAEE Dashboard &7 6

@ PaostgreSQL

PostgreSQL SR, EECPUMemony/S
Eil ookl ESZUER

EMNEE Dashboard SR

a Flink

Flink U5k, SfEER o TaskEE=

BAEE Dashboard S&FHE

. Kubernetes

Kubemetes &3, S55API Server/DNS/MWor
kload/NetworkE 4=

BANEE Dashbeard =&F+H

a Redis

Redis i, GRERFERASRESS
FHiTIEREER

BANEE Dashboard 2375

WRIFRE: BRRITE (bR ) ARSEEAE

Golang

Golang Runtime Y535, SfEGC/Heap/Threa
diGoroutineZ TS

BAERE Dashboard Z4&FHR

o MongoDB

MongoDB Z=Fisis, SIEsrsaissHss
RIEREE

BAEE Dashboard 245715

( ; | Spring MVC

Spring MVC 3=, SFEHTTPEISERELVM
==

EBAER Dashboard Z55FrER

NI

anfE

ERFEFS

4, awm

JVM %32, 83FHeap/Thread/GC/CPUFile
Sy
BAEE Dashhoard 7R
™
Mysc  MySQL
gSDL SRR, AERREENEER

EAEE Dashhoard 2575

d

62 #132;



A BT =i

Grafana

ki

mIEEFATE: 2021-02-20 10:57:09

=R Prometheus BERSBZIFE—RRE Grafana ERGEHIFNIRINE FiRFAEA IP thitE] Grafana BE%8, AFZEFIRIFITNME Grafana,

Grafana &t

FREGrafanakliE#a3 A= Application, Panel #l Datasource. #EaI£%E Grafana i&4N43.
B#&l Prometheus FEERS ZFMmiNEH— TR

- grafana-clock-panel: “HEifh” EIRZERYIEH
- grafana-piechart-panel: “HE" BEREEIE .

WMETHE Grafana BHLELSBIESE Grafana iEHE5].

® 8E:
WNREMAAENEGREEMRIIRER, TLURM=EEEF ( hitherecm ) #TRIE, HilSHAEIRSS!

BHE%

ATIEEE Grafana MIEHIENRSM, ETLUA Grafana iREASE IP, BFREEEZ IP 5iAXEEI Grafana. #EESE 028155,
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O BT
Grafana ifift

BB RENBMTEE Prometheus 1IEEIRSHY Grafana it

AR

28l Prometheus 341,

RMES TR

1. R =% Prometheus E#I&,

2. TELfI5IZzRAR, EFEIRE Prometheus 361,

3. EAEMESEEHIERE [ Grafana]

4. 7£ Grafana hAIEMIRAYENS, DiERE, BE [ RE] , FERRT “BXRK Grafana IEHESHKIN” BIZREERI,
o grafana—clock-panel: “Bj{h” EIFRERIH
o grafana—piechart-panel: “HE” BEZRZERHE

¢« Grafana SREISEE
EHPlugin)  SES(WhiteList)
ETEE
Agent B @ - SEFAT Grefns ERSRATEL, MRANFEESASERRTEER, AURRERIL
sREERs
L BESERE Grafana il BisE (@
= Q
SR
oraiana-clock-panel 111 o
Grafana
grafana-clock-panel 111
grafana-piechart-panel 161 o
grafana-piechari-panel 161
E=1

5. {EREMINE, EELIE Prometheus 26 5I%, $HEIRIRAY Prometheus 3£, gE3E6) ID AR ( ﬁ] EitR, ITFHERIERE Grafana, MAKSERS, B
AIESEER PR AL

& New / Edit Panel Discard save Apply

Gauge Bar gauge
Panel Title

” 79) -

Table

\ R

Dashboard list
B Query i3 Transform )

Prometheus [©] Query inspector

Pie Chart

Metrics v go_goroutines @ ‘

Legend Min step Resolution ~ 1/1 Format Time series Instant Prometheus
Plugin list

®
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=F:2)

EIEEFATE: 2021-02-20 10:57:20

RXEPENBITRE Grafana BZE IP,

RIRSH

E8lZ& Prometheus 36,

RMES R

A LAFRRINZE FiFRERIPHEIEE] Grafana B&8E, LIAIFZEFIRIGIANNE Grafana, BESEINT.

1. 85 =IE1E Prometheus EHI&,

2. TELfIFIZzRAR, EEXRE Prometheus 361,

3. EAEMEEEHIERE [ Grafana]

4. #\ Grafana BBRfE, B [ BBE(WhiteList) ] > BEXAMERIIMY [ 4558 ] 1=H.

5. EXAEMABZSihE, S IP #ht, 0: 127.0.0.1 =& CIDR fzzURditht, 40: 127.0.0.1/24, 24 IP #bhbiBiRITEA, NTE,

I3 Grafana HERTFe

WEEEPlugin)  EIEE(WhiteList)
E2fF2 -

Agent B2 @ - 24 1P ERTESEARE, FLUE IP i 127.0.0.1 2 CIDR Fmatian 127.0.0.1/24, B 1001 1P ik
SENEERS

S 192168 11 @
192.168.12/24

R 192.168.1.3

sz

Grafana

6. WAFTME, BE [RF] B,
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Agent E1E
tiEig
RIFEFAE: 2021-02-20 10:57:30

Agent EEAFIMBENRAPERE CVM E B2 IDC B, BEX HIREEEIES Prometheus 1EEIRS . BRI EREIER, WLlBESEMAIFRTRLE
Grafana BEEEEXRE, EUUMNZEENSRIRESEMN, IHEEERS, BRERENE—IaAEREEEE,

BMENE

1 #h#& Agent
2 %% Agent ( LiRisiEEESI Prometheus 1EERSS )
3 EEIMEMESS (EX Agent JMBMESHM )
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A BT

#iE Agent

RITEPENBNTHE Agent,

AR

28l Prometheus 341,

RMES R

1. 85 =IE1E Prometheus EHI&,

2. TESLIFIRSp, EIFIIRAY Prometheus 3ffl, BdZEMIZSEZE [ Agent B2 ] .
3. £ Agent EEREE [#HEE] -

4. EIEFIES Agent 81, EERREERE [#F] BF,
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FiEZ Agent
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https://console.cloud.tencent.com/monitor/prometheus

h Ay — Em;;h
“‘HIBHE :
%% Agent

RIXERENBITRE Agent,

AR

« B8l Prometheus i,
« B8l Agent .

RMES TR

1. B == Prometheus EHI&,
2. TELfIFIRS, EIFIIRAY Prometheus 326, BHRAMZESEEN [ Agent E1E]
3. Bz Agent MREY ID, A Agent ZI ISR, £l Agent ZEGSTENZRIRSEHXEE IDC , EXHSHMI<secret_id>Fll<secret_key>FEITHIT.

Agent B |
@ - IE: ESEESETARESENRSE IS Agent.

1. Agent =%

" FEETEEIETE Secretld/Secretkey, RIS 12

t httpa://rig- .Ccos.ap-guangzhou.mygcloud. com/prometheus—agent/agent_install && +x agent_install z&

gent install prom-o30uiflm ap—guangzhou <secret id> <secret_ key>

HATREINRBINT -
1881 >1 87,582,263 16.9MB/s in 4.7s

2821-81-28 21:29:85 (17. s/s) - ‘rsusrsbin/prometheus’ saved [87582263,87582263

1

prometheus.service - The Tencent Cloud Prometheus Agent
Loaded: loaded (susrs/librs/systemd/system/prometheus.service; disabled: vendor
preset: disabled)
Active: since Thu 2821-81-28 21:29:85 CST: 3s ago
Main PID: (prometheus)
CGroup: rsystem.slices/prometheus.service
L susrsbin/prometheus --agent.enable-sidecar --tencent.agent...

Jan 28 21:2€
Jan 28 21:2
Jan 28 :
Jan 28

Jan 28

Jan

Jan 28 ¢

Jan 28 ¢

UM-B-18-centos prometheusl : level=info ts=2821-81-28T13...
UM-B-18-centos prometheusl : level=info t: 21-81-28T13...
UM-B8-18-centos prometheusl : level=info t: 21-81-28T13..
UM-B-18-centos prometheusl : level=info t: B21-81-28T13...
UM-B-18-centos prometheusl : level=info t: B21-81-28T13...
UM-B-18-centos prometheusl : level=info 2821-91-28T13. ..
UM-B-18-centos prometheusl : level=info ts=2821-81-28T13...
UM-B-18-centos prometheusl : level=info ts=2821-81-28T13...
Jan 28 ¢ UM-B8-18-centos prometheusl : level=info t: B21-81-28T13...
Jan 28 ¢ UM-B8-18-centos prometheusl : level=info ts=2821-81-28T13...
Hint: Some lines were ellipsized, use -1 to show in full.

4. i&[E Agent EI2RHE, MR Agent IEEIET, AJLAEEI Agent LIRASERA, IP thkF0OBkAGiE

(8 g 8 R R 8 g g R g R R

HE®<®

ERE Agent
MiTTF®S:
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systemctl restart prometheus

&1k Agent
MIT TR

systemctl stop prometheus

s Agent k&
HMITINTRS:

systemctl status prometheus

#E Agent B&
HITTRS:

journalctl -f

1§ Agent
PITTRS:

systemctl stop prometheus & rm —rf /usr/lib/systemd/system/prometheus.service
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S BAE =
HEIMEUESS

RITEPEN BIMTHRRIMEYES

AR

« B8l Prometheus i,
- B 8li# Agent } &% Agent.

RMES TR

1. B == Prometheus FH&,

2. 7ELfIFIRS, EFEIIRAY Prometheus 36, BHEAMSESEEN [ Agent E1E] .

3. Bz Agent MRRY ID, B [ MMBUESS ] o

4. HNMBUES ], gF (2] .

5. EHEIMBYES ], RIBIRTRIES Agent MBUYESMN, (ESHRBEAISE MEESIHE,

B8R AT iE

ape_timeout: <duration> ]

# FE metrics I http
[ metrics_path: <path> | default = /metrics ]

FE metrics B http/https]
cheme: <scheme> | default = http ]

- 11

6. BERMRE, BE [{RF] B9,
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EAEE
HMENEC & i5iAA

RIEEHATE: 2021-03-0115:45:52

Prometheus £Zi&EI Pull B5zURIMENERRS REHRNEEED, BNWEERSENMAMEUES RIEREEHIEHSAE Prometheus 12#897FEd, Bai
Prometheus RSBRE TN T MESRIEE:

« R4 Job E2E: 12 Prometheus R4EHMEY Job BIEEE .
« Pod Monitor: £ K8S £&T, EF Prometheus Operator RiMEY Pod L3I RIAYEIEEIRE
« Service Monitor: £ K8S £& T, EF Prometheus Operator RiMEY Service 3k Endpoints ERIMSEEEIRE.

@ eA:
[1 PREBRATE,

R4 Job EE
HARCE R RS :

job_name: <job_name>
[ scrape_interval: <duration> | default = <global_config.scrape_interval> ]
scrape_timeout: <duration> | default = <global_config.scrape_timeout> ]

metrics_path: <path> | default = /metrics ]
honor_labels: <boolean> | default = false ]

honor_timestamps: <boolean> | default = true ]
scheme: <scheme> | default = http ]

params:

[ <string>: [<string>, ...
basic_auth:

[ username: <string> |

[ password: <secret> |

[ password_file: <string> |
[ bearer_token: <secret> ]

[ bearer_token_file: <filename> ]

tls_config:

[ <tls_config> |
[ proxy_url: <string> ]

static_configs:
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[ - <static_config> ...

cvm_sd_configs:

[ - <cvm_sd_config> ...

relabel_configs:

[ - <relabel_config> ...
metric_relabel_configs:

[ - <relabel_config> ...

[ sample_limit: <int> | default
[ target_limit: <int> | default

static_config EgcE
HERE BRI T

targets:

[ - '<host>' ]

labels:

[ <labelname>: <labelvalue> ...

cvm_sd_config BB

CVM IRSSRIFIAEBNZ API BE13REX CVM EfIFIR, ERAMER CVM BIFAR IP . BRSAMFLELAT RS, XEARETLIE relabel BEEHEMA.

IRE
__meta_cvm_instance_id
__meta_cvm_instance_name
__meta_cvm_instance_state
__meta_cvm_instance_type
__meta_cvm_0OS
__meta_cvm_private_ip
__meta_cvm_public_ip
__meta_cvm_vpc_id
__meta_cvm_subnet_id
__meta_cvm_tag_<tagkey>
__meta_cvm_region

__meta_cvm_zone

CVM BRS3 R IECEifAA :

region: <string>

L]

55 ID
&
LIRS
LA
SZHRERS
FAR IP

2k 1P

M5 ID

FM ID
St EE
SEHIFREX IS

ZHIRRT AR
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endpoint: <string> ]

secret_id: <string> ]

secret_key: <secret> ]
refresh_interval: <duration> | default = 60s ]

ports:
- [ <int> | default = 80 ]

filters:
[ - name: <string>

values: <string>,

— job_name: 'prometheus’
scrape_interval: 5s
static_configs:

- targets: ['localhost:9090']
- job_name: ‘'node'
scrape_interval: 8s
static_configs:

- targets: ['127.0.0.1:9100', '127.0.0.12:9100']
- job_name: 'mysqld’
static_configs:

- targets: ['127.0.0.1:9104']
- job_name: ‘'memcached’
static_configs:

- targets: ['127.0.0.1:9150']

CVM [RS3RHIEE

— job_name: demo-monitor
cvm_sd_configs:

- region: ap-guangzhou

ports:

— 8080

filters:

- name: "tag:service"

values: ["demo"]

relabel_configs:

- source_labels: [__meta_cvm_instance_statel
regex: RUNNING

action: keep

- regex: __meta_cvm_tag_(.x*)
replacement: $1

action: labelmap

- source_labels: [__meta_cvm_region]
target_label: region

action: replace

Pod Monitor
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R A B AT :

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor

metadata:
name: redis-exporter

namespace: cm-prometheus

spec:

[ jobLabel: string ]

[ podTargetLabels: []string |
[ sampleLimit: uint64 ]

[ targetLimit: uint64 |

podMetricsEndpoints:

[ - <endpoint_config> ...
[ namespaceSelector:
[ any: bool ]

[ matchNames: [Istring ]

selector:
matchExpressions: array |
example: - {key: tier, operator: In, values: [cache]} ]
matchLabels: object |
example: k8s-app: redis—exporter

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: redis-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:

- interval: 30s

port: metric—port

path: /metrics
relabelings:

- action: replace
sourcelLabels:

- instance

regex: (.x)

targetLabel: instance
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replacement: 'cCrs—xxxxxx'
— action: replace
sourcelLabels:

- instance

regex: (.x)
targetLabel: ip
replacement: 'l.x.x.x'
namespaceSelector:
matchNames:

- redis-test

selector:

matchLabels:

k8s—app: redis—exporter

Service Monitor

R A BT T :

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor

metadata:

name: redis—-exporter

namespace: cm-prometheus

spec:

[ jobLabel: string 1

[ targetLabels: []string |

[ podTargetLabels: [lstring |

[ sampleLimit: uint64 ]

[ targetLimit: uint64 ]

endpoints:

[ - <endpoint_config> ...

[ namespaceSelector:

[ any: bool ]

[ matchNames: []string ]

selector:

[ matchExpressions: array |

[ example: — {key: tier, operator: In, values: [cache]} ]

[ matchLabels: object |
[ example: k8s-app: redis—exporter
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor

metadata:

name: go-demo

namespace: cm-prometheus

spec:

endpoints:

- interval: 30s

port: 8080-8080-tcp

path: /metrics
relabelings:

- action: replace
sourceLabels: [__meta_kubernetes_pod_label_appl

targetLabel: application

namespaceSelector:
matchNames:

- golang—-demo

selector:
matchLabels:
app: golang-app—-demo

endpoint_config ic&

BB E AR T

port: string | default = 80]

path: string | default = /metrics ]
scheme: string | default = httpl]
params: map[string] [1string]

interval: string | default = 30s
scrapeTimeout: string | default = 30s]
tlsConfig: TLSConfig |
bearerTokenFile: string |

bearerTokenSecret: string |
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[ honorLabels: bool | default = false ]

[ honorTimestamps: bool | default = true |

[ basicAuth: BasicAuth
[ proxyUrl: string |

relabelings:

[ - <relabel_config> ...

metricRelabelings:

[ - <relabel_config> ...

relabel_config ic&
AR B I ABAN T -

source_labels: '[' <labelname> [,

separator: <string> | default = ;

target_label: <labelname> ]
regex: <regex> | default = (.%)
modulus: <int> ]

replacement: <string> | default

[ action: <relabel_action> | default = replace ]
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EMR &N
Flink A

RIEEHATE: 2021-04-02 09:25:15

REmR

#(ERA Flink Z2HRZFEX Flink (ESETRESEHTERE, MMETHE Flink 2325
TERE, X35 Flink BN metrics, FHiR#tT F#EEIEIY Grafana EiEAE

BRSH

1. WERIBN =1 MapReduce (LATETR EMR) ~=REE Flink B4, FELHI LM Flink (53,
2. 7£ Prometheus ZHIXIRitERIAEME VPC T, SIRBINEARERS TEMER.

anfE

NI

HiE1T, HEE Flink 8E% ., =¥E69 Prometheus BR533 push gateway il

MEP R
FERIEA
$XEY PushGateway HiaRE
1. BifE [ 31 MapReduce | > [ iS#F33RA9 “E6)” 1> [EMER] > [ EHIER ] WA, KE Pushgateway ikl Token,
ARtk
Token =g
Remote Write i hitp: )
{TTP API http:/, @
Pushgateway i 3]

2. 7 Ik S{5E WEIREY APPID,

8% Flink B2&

1. #A [ MapReduce | > [ #EExRRY “SEFI” ] > [ 58#RSS | A,
2. #Z [Flink ] BBER, EAMERE [BE] > [REEE] , #AREEERME,

3. EREANSE [ FBRER ] , KRR TRE.

EBRES ERA ESid) 3%

. S metrics 4% push gateway
metrics.reporter.promgateway.class % FrE 8 java %
.metrlcs.reporter.promgateway. % s push IS8
jobName
metrics.reporter.promgateway. true HR = EEEESSEFNENZGE
randomJobName Suffix
metrics.reporter.promgateway. % oy RINZIEA metrics B2 label, &
groupingKey ; XA k1=v1;k2=v2
'metrlcs.reporter.promgateway. T Bdia 5% metrics HIRTENEIRG, FIaN30%7>
interval
metrics.reporter.promgateway.host I FfH&E  push gateway BIBRSS L
metrics.reporter.promgateway.port -1 B push gateway BRS5ix0
metrics.reporter.promgateway. — [ —
needBasicAuth false  #7 push gateway RS EEREIAIE
metrics.reporter.promgateway.user I FHE  NENARS

WRIFRE: BRRITE (bR ) ARSEEAE

=iy

BER EERNFHSR

wigEM true, WRFIFM, Flink {E53i8)

metrics SIEEES

N EMR 36 ID HER S ARIEFIREE,
5N instance_id=emr—xxx

BgEEIoMESR
2#1& E prometheus SLHIRYBRSS kL

=#l& L prometheus EFIRIIRSS RO

i®E7 true, prometheus EEIRSZHY
push gateway HFEiIAIE

FAF# APPID
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BER

metrics.reporter.promgateway.

password

metrics.reporter.promgateway.

deleteOnShutdown

BEERGIT:

metrics.
metrics
metrics.
metrics.
metrics
metrics.
metrics.
metrics.
metrics.
metrics

reporter.
.reporter.
reporter.
reporter.
. reporter.
reporter.
reporter.
reporter.
reporter.
.reporter.

promgateway.
promgateway.
promgateway.
promgateway.
promgateway.
promgateway.
promgateway.
promgateway.
promgateway.
promgateway.

2% Flink PushGateway &t
EAEHE push gateway EHHEBIIEFZISRENEER, BERERSESNEARITFEAN, EIERREIUSMA jar 8. FtEE flink EFIER THHAERN

PR,

anfE

NI

ZhiA ESic] iR Y
x FHEE AERIES =#l& L prometheus E£HIY5IE Token

— Flink 5T ER2EM push N
true R gateway EXRIfY metrics BER true

class: org.apache.flink.metrics.prometheus.PrometheusPushGatewayReporter

jobName: climatePredict
randomJobNameSuffix: true
interval: 60 SECONDS
groupingKey:instance_id=emr—xxxx
host: 172.xX.xX.XX

port: 9090

needBasicAuth: true

user: appid

password: token

1. AB5LEEHsE, MREEME Flink ES MG, FREMTUTHESHRESEE.

cd /usr/local/service/flink/1lib

rm flink-metrics—prometheusxjar

2. [ 1% MapReduce Z§1& ] > [ SRR “EF” ] > [£EBEE] > [ BREE ] > [ Master ] IA, =& Master T,

3. pEfH ID BHEE CVM #2518, &R CVM HITUTHSRERN.

cd /usr/local/service/flink/1lib
wget https://rig-1258344699. cos.ap—-guangzhou.myqcloud.com/flink/flink-metrics—prometheus_2.11-auth.jar -0 flink-metrics—promet

heus_2.11-auth.jar

L7113

1. 7 Master TR AT flink run SIR3HIESS, EEESAT.

grep metrics /usr/local/service/flink/log/flink-hadoop-client—x*. log
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2. HIEHEETERS, RREEMHMA:

£028-12-11 16:89:84,114 INFO org.apache.flink.conf iguration.GlobalConf iguration

.reporter.promgateway.class, org.apache.flink.

28208-12-11 16:89:84,114 INFO org.apache.flink

.conf iguration

.reporter.promgateway.groupingKey, instance_id=emr-

Z828-12-11 16:89:84,114 INFO org.apache.flink
.reporter.promgateway.host, !

£828-12-11 16:89:84,114 INFO org.apache.flink

.conf iguration

.conf iguration

.reporter.promyateway. interval, 68 SECONDS

2820-12-11 16:89:84,115 INFO org.apache.flink
.reporter.promgateway. jobMame, °
2A28-12-11 16:89:84,115 INFO org.apache.flink
.reporter.promgateway.needBasicAuth, true
2A28-12-11 16:89:84,115 INFO org.apache.flink
.reporter.promyateway . password, s
28208-12-11 16:89:84,115 INFO org.apache.flink
.reporter.promyateway.port, 9898
2A28-12-11 16:89:84,115 INFO org.apache.flink

.conf iguration
.conf iguration
.conf iguration
.conf iguration

.conf iguration

.reporter.promgateway.randomJobNameSuff ix, true

2820-12-11 16:89:84,116 INFO org.apache.flink
.reporter.promgateway .user, e

.conf iguration

.Globa lConf iguration
.Globa lConf iguration
.Globa lConf iguration
.Globa lConf iguration
.Globa lConf iguration
.Globa lConf iguration
.Globa lConf iguration

.Globa lConf iguration

SEHPERRRTMIES, ATEANRIARENH, ERFS LR metrics.

EELE

- Loading

.prometheus .PrometheusPushGatewayReporter
.Globa lConf iguration

- Loading
- Loading
Loading
Loading
Load ing
Load ing
Loading
Load ing

Load ing

1. T3 R Prometheus 3£ > [ SEpkA ] 353 Flink ¥51E, REIIRIAY Grafana Dashboard BIAIF/E Flink ¥iEXE,

2. #A\ Grafana, B [] BF Flink iizmiR

Flink Cluster
Flink Job

Flink Job List

Flink Task

3. % [ Flink Job List ] 854,

RO A e b e

WRIFRE: BRRITE (bR ) ARSEEAE

conf iguration
conf igura
conf iguration
conf iguration
conf iguration
conf igura
conf iguration
conf igura
conf iguration

conf igura

Py

property:
property:
property:
property:
property:
property:
property:
property:
property:

property:
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O EAS

4. BEFRIEPE [Job B ] F [Job ID FUE] , BBE Job i,

LMD AT AN e e

Hoahn [ dB | o omewe

T

1.78 day 0 3

Ehecipoind B

FoR

307.67« 307.67k O

Fiirk SEIAN

BIF

0

EinkMetricslanasingacfanction
Sk DiccingSink
Sinete_Ratelmioriiugte

5. pEA LM (Flink &8 ] ,

o o~

Voung 0C 2K

wu [ sam b sam

AADERE SRATERE irect AVRAME
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B. PERIEPTAI [ Task BFUE] , EE Task WiEiFHE.

s e Promat S e

Rl ot I Receed B

i | i

ol 62 N

HEEA

1. BR =i51E Prometheus Z1&, #EFXN Prometheus EFEAEERE,
2. PEHEERE, ALURIMERNEZRE, #B5SN mESEER.
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Java MA#EA
Spring Boot #&EA

EIEEHATE: 2021-04-02 09:18:56

R{FinR

7EfER Spring Boot {EAFRIESRRT, FEMEMAIPKE, Hlin JVM/Spring MVC &. Biflz Prometheus 1£EIRSZETF Spring Actuator Hl#IRE JVM &
iR, £EEERMA Grafana Dashboard FILASEAINEE Spring Boot RFRVIAS .

AXHELATER SRS LEBE Spring Boot RARA, NMBIAEIIEE Prometheus EIEEIAS .

BRSH

- IR BINEEHRSITERER: EBN=SRESPEE Kubernetes %8,
. [FERALEHRERCESENARR.
- MAETF Spring Boot ELR#HTHE

RMESR

D EE:
Spring Boot Eigf#t actuator EHRIIMAHITIE, BHUTFRIERRA, FREIXEEREER actuator 73 Spring Boot A TIEIER, EF
Spring Boot 2.0 RUALHIERAE, REEFAESERELHENFTEES.
HfEAspring boot 1.5 A, EAHM2.085—EX5, BETENTLA:

1. i5id prometheus metrics AMELEFN2.0F—4E, 1.58KIARIZ/prometues, BIhttp://localhost:8080/prometheus,

2. BERAOEIZNETIGEMR(Whitelabel Error Page), 1.5ZA%} management {EOINT R84, FEE(EH management. security.enabled=false,

3. EIRBEHHA bootstrap.yml SREEESH, 1 bootstrap.yml T management FBVEMA, BETE application.yml &M, RE: spring boot Bz
HIRFEX,

4. metric common tag AEEEE yml KFHM, REBEIEEBIN— bean AREM, FREETEM spring boot 1.5 FE N,

e R ROtk R AR

S| &3 pom i
IHEHREL5|A spring-boot-starter-web RYEME, 7 pom.xml X{4eiFIN actuator/prometheus Maven #&E§iIE

org.springframework.boot

spring-boot-starter-actuator

io.micrometer

micrometer-registry-prometheus

;|2 EBNEE
448 resources EIRTHI application.yml {4, {8 actuator HXMIEERSRE Prometheus HYANEITEIRE.

management:
endpoints:
web:

exposure:

include: prometheus

metrics:

distribution:
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server:

requests: 1ms,5ms,10ms,50ms, 100ms,200ms,500ms,1s,5s

tags:

application: spring-boot-mvc—demo

$I3: FHBISIE
HERBHRIERT, &7 mvn spring-boot:run Zf5, AJLAEIE http://localhost:8080/actuator/prometheus ihiaE] Prometheus HYAIEIREE, HARE
KHKIRECEERER.

@ HEE:
Bl FPEEIAGRS, MRAROMERIULFRERE,
BRARHIER=ERRSLE

$B1: FiRE Docker HRFE
MBEAMZFFRESD Docker $E&FE, TUSE SERCEEFLE BHTRE, NECERESTUEENTT—H.

SH2: TaR LEHR
1. EIRBERBR TR Dockerfile , BRIASEWTRGIHTRM, EXRMBPHFEEM Dockerfile ,

FROM openjdk:8-jdk

WORKDIR /spring-boot-demo

ADD target/spring-boot-demo—*.jar /spring-boot-demo/spring-boot-demo.jar
CMD ["java","-jar","spring-boot—demo.jar"]

2.1 718#EKR, EREREBFTETNTHS, EXFREPFEHIEIINA namespace « ImageName . BIRRES

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [{R{RIRAS]

docker push ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [{RiRIRAS ]

fian:

mvn clean package

docker build . -t ccr.ccs.tencentyun.com/prom_spring_demo/spring-boot-demo: latest

docker push ccr.ccs.tencentyun.com/prom_spring_demo/spring-boot—demo: latest

$H|3: NS

1. BR SRRESENE, SEEENENESEEY.

2. g [ THEfa3k ] > [ Deployment] , i#A Deployment SIERE, EEMMAIGE=ARSETHERS, XBEFEIRHEMNSHE, FAIHTF Service i
@50, EHaLUEEETHSTHAG I,
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THRER spring-mvc-demo
AN FH, ReE8NEFE., BFERORH(-"), BELANVNEFEIX, BFINEFRERE
R
nE = spring-mvc-demo X
gL e
REBEFR. BFEESB/A(-". "' " "), BRFAFE . HFEFLAERE
BETIE spring-demo v
5t

© Deployment (FT§ RHIEREPod)
DaemonSet (E&1"F#Liz{TPod)

() statefulSet (HIRFEMIEITPod)
CronJob ($&MBCronkyit X ERHETT)
Job (8R{F33)

HEE (EE) RINEIES
ABBRRMEE, BiRBRE, IR, ZEEMEE. XHEFMENFS, BEXM. PVC, ERERIISRNEERZD. €RIES 12

SR v X

M spring-mvc-demo

RIK63TFH, REGSNEFE. BFRGREH(-"), BREUSRAALNLER

FR cer.ces.tencentyun.com/prom_sp  BERHIR
HEBRAS (Tag) IR RIRRRAR
RGN Always IfNotPresent Never

EMEERSRACRE, HHREGRARTN atesthy, {EHAwaysHlE, TN{EMIfNotPresentsREE

CPU/RTZFR CPUFRRH AERR
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ihlEligE (Service)

Service M ER
BRES AR A wetamisE  Q (EERAAIE VPCAIM (8] EHIROIAE  AENEE [

BRI SR AEMRSTAIRMONAD, TITCP/UDPIMY, #iEEZRIRSE WMysqln] BLERERATHE), R
Headless Service (3) (Headless Service R 7356132 %E, SIBTHEAZIFEEHBDAR)

fim 1 B S 730 BEEOQ FRSSIRO®
TCP v 8080 8080 X
il m
EreRizE

3. AXIRAY Service &N K8S Labels, MNREAGSHREHE, TS Labels HIEINL, XENBESBEHESRERE, SETEHRNAREH,
g [ RSSSEEA ] > [ Service ] 5 #A Service BIE2NAE, EEMNNGEZERIFE Service Yam| ie&, WTE:

Service RAEEE 2
G256 springdemo + QoL

&8 m ‘Selector 2216 eyimEE E

Ib-7102cuqu P ST -Pm 2020-10-10 f—
spring-boot-demo Iy P 2 . - 5P 16:43:17 B | RIEVAML IR

Spring-mve-demolEy Glusterlp

- 2020-10-16
IR 11:4424

BIARAT REVAML B

217 SREFT 20 v

BERBIIT:

apiVersion: vl

kind: Service

metadata:

labels:

k8sapp: spring-mvc-demo
name: spring-mvc-demo
namespace: spring-demo
spec:

ports:

protocol: TCP
targetPort: 8080
selector:

k8s—app: spring-mvc—demo

gcloud-app: spring-mvc-demo
sessionAffinity: None

type: ClusterIP

status:

loadBalancer: {}

$|4: FINREUES

1. BF =i51E Prometheus Z51&, #EEXMNN Prometheus EF#EAEERE,
2. RSB EEIRSETIRTR [£8E ID ] , HARBSEIRSERSIERE,
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3. BiFBRSZEMIRIN Service Monitor, BRIZIFETF Labels RMIIRAIEIREGIEIE, FREARTLARS—LEARSSIRINISER K8S Labels, BEZEE Labels THIER
SEMEH Prometheus IRSENABILR, FREBASMRS——FINRIES . LZfIFNE, BEESWT:

@ AR:
XEFEIEMR port BEUEN service yaml BEXMHER spec/ports/name IFRAYE.

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: spring-mvc-demo
namespace: cm-prometheus
spec:

endpoints:

- interval: 30s

port: 8080-8080-tcp

path: /actuator/prometheus
namespaceSelector:
matchNames:

- spring—-demo

selector:

matchLabels:

k8sapp: spring-mvc-demo

$E|5: BRI
$TFF Prometheus fI3iRAY Grafana itilit, # Dashboards/Manage/Application FEEMAEXMISEXR.

« Spring MVC RZf: 52 MVC BT, BIIERENERE/RINE/FEI TS,

« Spring MVC #0: #O%KEE, AJUMESMED, HEEUEMBMEOHERE,

+ Tomcat: Tomcat REPRSHIGEXRE, FINEZREFERERSE,

MA JVM: NRARENER, EEZNATAEXMAZSEHNE, HRIMEA XGRS AT TSR RAYSEHI SR
o S5l JVM: EESEBI JVM IEARRINEIEER

.
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Uptime Start time Heap used Non-Heap used

GC R¥K § Allocated/Promoted

0.040 ops 500 kB/s

‘ ‘ ‘ 200 kB/s
I

ﬂ

s
ARt

15 50 19: °° 19 “’ 19: 20 19 3° 19: “° — avg end of major GC (Allocation Failure) — avg end of minor GC (Allocation Failure)
— end of major GC (Allocation Failure) — end of minor GC (Allocation Failure) — max end of major GC (Allocation Failure) — max end of minor GC (Allocation Failure) — allocated — promoted

0.020 ops ‘

100k8/s | ||

0.010 ops
18:50 19:00 19:10 19:20 19:30 19:40

0B/s
18:50 19:00 19:10 19:20 19:30

v JVM Memory

JVM Heap JVM Non-Heap JVM Total
286 MiB 14GiB 19GiB
1.4GiB
191 MiB 954 MiB
954 MiB

477 MiB
477 MiB

0B 0B
18:50 19:00 19:10 19:20 19:30 19:40 18:50 19:00 19:10 19:20 19:30 : 18:50 19:00 19:10 19:20 19:30 19:40

— used Max: 31.4 MiB Current: 28.7 MiB — committed Max: 41.4 MiB Current: 41.4 MiB — used Max:71 MiB Current: 71 MiB — committed Max: 75 MiB Current: 75 MiB — used Max: 103 MiB Current: 100 MiB — committed Max: 117 MiB Current: 117 MiB
— max Max: 247.5MiB Current: 247.5 MiB. — max Max: 1.234 GiB Current: 1.234 GiB — max Max: 1.476 GiB Current: 1.476 GiB

v JVM Misc

CPU Usage Threads Thread States
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JVM A

EIEEFRATE: 2021-04-02 09:29:47

R{FinR

M Java fEAFRIESHIAHE, FEEE JVM BMERE. BBIE Prometheus IRSEIEREMARTEHER JVM EREEE, FHIRHTHERIARY Grafana Bz
2,

AXLINMIER RS LEBELE Java ARG, NMBEINTEZIEE Prometheus BIEEIRES.
@ i5Eg:

HBMEMA Spring Boot {EAFFRIESR, i52R Spring Boot A,

PR

- BUEBSINZ=AREIRSS TEMRER,
- ERRERECEEENARSR.

RETH
@ HeA:
Java (FAERMARESHESRARE, HA micrometer {ERIBIRITR SDK BE#IZiE17, A3EL micrometer AT EMTERE JVM.
e R ARSI BCE

$B1: B3 pom i
£ pom.xml XHRFRITERE Maven KR, $iERBRERARER, REMT:

io.prometheus

simpleclient
0.9.0

io.micrometer:
micrometer-registry-prometheus
1.1.7

FE2: BB

ERERE, RIMERASIERE, B micrometer iR 735 ERRMESIERE, BATE io.micrometer.core.instrument.binder &F, STLULSEIRE
TR R

public class

public static final PrometheusMeterRegistry registry = new PrometheusMeterRegistry(PrometheusConfig.DEFAULT);
static {

registry.config().commonTags("application", "java—-demo");
}

public static void (String[] args) throws Exception {

new ClassLoaderMetrics().bindTo(registry);
new JvmMemoryMetrics().bindTo(registry);

new JvmGcMetrics().bindTo(registry);
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new ProcessorMetrics().bindTo(registry);

new JvmThreadMetrics().bindTo(registry);

new UptimeMetrics().bindTo(registry);

new FileDescriptorMetrics().bindTo(registry);

System.gc();
try {

HttpServer server = HttpServer.create(new InetSocketAddress(8080), 0);
server.createContext("/metrics", httpExchange —> {

String response = registry.scrape();
httpExchange.sendResponseHeaders (200, response.getBytes().length);
try (OutputStream os = httpExchange.getResponseBody()) {
os.write(response.getBytes());

}

1

new Thread(server::start).start();

} catch (IOException e) {

throw new RuntimeException(e);

® 8A:
HF JVM GC Pause iZ2i&iE GarbageCollector Notification #l#HIEM, EWRBEEE GC ZEZABEEHIE, LiARGIATUIEEN, EahiAAT
System.gc()

$IW3: FHHIIE
AMEzhZE, aILAEiE http://localhost:8080/metrics ihi@E) Prometheus HHMYAYFEIREIE o

BRARBIHBR=ERES L

$51: FRE Docker BGHFE
WRAMZ FikEEE Docker BGHE, TUSRNBRBFIRS REN] XiEHTEHE . EEREBBEHITT—S.

PW2: TERLERR
1. ERBRBRTFEM Dockerfile , iERIEERBE#HITIEN . THIWIT:

FROM openjdk:8-jdk
WORKDIR /java-demo
ADD target/java—-demo—.jar /java—demo/java—demo.jar

CMD ["java","-jar","java-demo.jar"]

2. 185K, ERERBEFRTETNTHS, TEBRIIRMAT namespace / InageName [ S IRRAS .

mvn clean package
docker build . -t ccr.ccs.tencentyun.com/[namespace]/[ImageName] : [$E{&khRAS ]
docker push ccr.ccs.tencentyun.com/ [namespacel/[ImageName]: [$EkhRAS]

T

mvn clean package

docker build . -t ccr.ccs.tencentyun.com/prom_spring_demo/java—-demo: latest

docker push ccr.ccs.tencentyun.com/prom_spring_demo/—demo: latest
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$H3: NSNS

1. BF FHRESZENG, BERENENEREH.

2. & [ TEfA%: ] > [ Deployment ] i# Deployment EIEEIE, HEIEXIRIAY o228 R THERS, @id YAML RE13EXIRAY Deployment, YAML EZEHN
T

@ ieA:
mBEIERAeEE, H2 MW Spring Boot A,

apiVersion: apps/v1l

kind: Deployment

metadata:

labels:

k8s—app: java-demo

name: java-demo

namespace: spring-demo

spec:

replicas: 1

selector:

matchLabels:

k8s-app: java-demo

template:

metadata:

labels:

k8s—app: java-demo

spec:

containers:

- image: ccr.ccs.tencentyun.com/prom_spring_demo/java—-demo
imagePullPolicy: Always

name: java-demo

ports:

- containerPort: 8080

name: metric-port
terminationMessagePath: /dev/termination-Llog
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

- name: qcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
terminationGracePeriodSeconds: 30

S|4: FIREUES

1. B8R =i51% Prometheus Z1&, #EEXN Prometheus EF#EAEERE,
2. BT ERNARERSIIFRSE [ £5 ID | #ANIISHERSERSIERE,
3. BiFBRSZ AN Pod Monitor EEX Prometheus MEMES, YAML BERGIANT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor

metadata:

name: java-demo

namespace: cm-prometheus

spec:

namespaceSelector:

matchNames:

- java—-demo
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A BAS

podMetricsEndpoints:

- interval: 30s
path: /metrics
port: metric—port
selector:
matchLabels:

k8s—app: java-demo

$W5: HEFIE

1. #E338 Prometheus 3£ > [ &0 | P3EEI JUM Mz,

o B JVM: NEABEHR, EEZNATHREIMRE

o ECH JVM: ESEf) JVM SRR MEIEEERE .

default v java-demo

13.04 hour

26.89s

GC R¥

0.040 ops

0.020 ops H

omnnps —“ ‘ ’_‘FH Frﬂ—‘
I ”w ‘“‘”W ““‘
\W‘H HWW\WW\H I

18:50 19:00 19:10 19:20 19:30 19:40

— end of major GC (Allocation Failure) — end of minor GC (Allocation Failure)

v JVM Memory

JVM Heap

286 MiB

191 MiB

0B
18:50 19:00 19:10 19:20 19:30 19:40

— used Max: 31.4 MiB Current: 28.7 MiB — committed Max: 41.4 MiB Current: 41.4 MiB
— max Max: 247.5 MiB Current: 247.5 MiB

v JVM Misc

CPU Usage

RLEXMNAY Grafana Dashboard BIEIFARE JVM %iEXE.
2. $TH Prometheus ZEIXIRAY Grafana itik, £ Dashboards/Manage/Application FEERMEHEXHMIEXR,
SR, HEMEALHIEIDMATTLA T HEEIRT RIAISCHIETE o

FIFFREESER] JVM B

Start time Heap used

18:50 19:00 19:10 19:20 19:30 19:40

avg end of major GC (Allocation Failure) — avg end of minor GC (Allocation Failure)
— max end of major GC (Allocation Failure) — max end of minor GC (Allocation Failure)

JVM Non-Heap

1.4GiB

954 MiB
477 MiB

0B
18:50 19:00 19:10 19:20 19:30
— used Max: 71 MiB Current: 71 MiB — committed Max: 75 MiB Current: 75 MiB
— max Max: 1.234 GiB Current: 1.234 GiB

Threads

WRIFRE: BRRITE (bR ) ARSEEAE

38.78 MiB

7.58 MiB

Non-Heap used

Allocated/Promoted
500 kB/s
400 kB/s
300kB/s | |||
200KB/s

R A
I
08/s Il NN 00000y
18:50 19:00 19:10 19:20 19:30 19:40

— allocated — promoted

JVM Total
196iB
1.4GiB
954 MiB
477 MiB

0B

18:50 19:00 19:10 19:20 19:30 19:40

— used Max: 103 MiB Current: 100 MiB — committed Max: 117 MiB Current: 117 MiB
— max Max: 1.476 GiB Current: 1.476 GiB.

Thread States
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Golang MA#EAN
Golang #A

EIEEHATE: 2021-02-26 17:54:45

Prometheus 17 EFIR Golang E BFREHEZRELIE, FAXAHENBNTERESIR Golang ERREE Golang runtime HBXMEIRE, URHE—LEX
ERRRE, FHERBNZSE Prometheus SRS RRERBTFEREIES,

@ Heg:

Golang Client API #8X8932#4i# % GoDoc,

R

BE go get RSREBIMEXMKM, FEIUNT:

go get github.com/prometheus/client_golang/prometheus

go get github.com/prometheus/client_golang/prometheus/promauto
go get github.com/prometheus/client_golang/prometheus/promhttp

FHa (FEfTRHER)

1. EZE—PHTTP RS, BEEEER /metrics, AILAEIEER prometheus/promhttp Bi2HAY Handler @E,
MTE—MERAFREIRA, 8 http://localhost:2112/metrics 258 Golang MAK—EEIAEIREIRE ( RIFISTRHER . HIEEXIBIFARIQEE XS
#R) :

package main

import (

"net/http"
"github.com/prometheus/client_golang/prometheus/promhttp"
)

func () {

http.Handle("/metrics", promhttp.Handler())
http.ListenAndServe(":2112", nil)

I

2. PTLATa S BRIRIA :

go run main.go

3. JTLATa<, IHDEMRERIRESE:

curl http://localhost:2112/metrics

RiFE st

. LRRGIRRBET —LEMNAEET. HMAERENEREREIINGN (FERISRM—L SDK HERAN) . MTRHARET—1E8%
myapp_processed_ops_total B it%(3£3 {5iR, AFNEMNEETMINREHRITIHE . MTEMERE—X, FRTHEERM:

N

package main

import (

"net/http"

"time"
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""github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/promauto
"github.com/prometheus/client_golang/prometheus/promhttp"
)

func (0 {

go func() {

for {

opsProcessed.Inc()

time.Sleep(2 * time.Second)

var (

opsProcessed = promauto.NewCounter(prometheus.CounterOpts{
Name: ''myapp_processed_ops_total",

Help: "The total number of processed events",
o)

)

func () {

recordMetrics()

http.Handle("/metrics", promhttp.Handler())
http.ListenAndServe(":2112", nil)

}

2. PTLATar S IRRNRIA :

go run main.go

3. JTUATa<, IGiDREER:

curl http://localhost:2112/metrics

MR IRAIAILABR myapp_processed_ops_total iHHIEHEXANEE, SIEHEISHY. RESE. BInaMYeiE, WMTARR:

myapp_processed_ops_total 666

(EEENZ= Prometheus IEIEIRS

ERBANRM TN TEIRFIMEGER Prometheus Golang FERREMARYEITEE, ERENEEIEFEIENIXAEE, TEEZHIFEIMNI Prometheus IRSE
iMBYElR, TTREERZEMIMY Grafana SRYEIBHITAIRMET

#d#EM Prometheus HERSAMEEEENELE, REEHRNPEIRMENTER. FEEER REFEBER.

TEBENA
1. Golang R FA—RRATLAERINTR:URY Dockerfile (3&%HB(EM) :

FROM golang:alpine AS builder

RUN apk add ——no-cache ca-certificates \
make \

git

COPY . /go-build

RUN cd /go-build && \
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export GO111IMODULE=on && \

export GOPROXY=https://goproxy.io && \

go build -o 'golang-exe' path/to/main/

FROM alpine

RUN apk add ——no-cache tzdata

COPY ——from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs
COPY —from=builder /go-build/golang-exe /usr/bin/golang-exe

ENV TZ Asia/Shanghai

CMD ["golang-exe"]

RBEILMER BAZHEECE, HEERECATHERTRECE,

. EEIRIBRMAEBEN—1 Kubernetes BIEIR, XEH(EM Deployment, FEIEITF:

apiVersion: apps/v1l
kind: Deployment
metadata:

name: golang—app-demo
labels:

app: golang—-app—demo
spec:

replicas: 3
selector:
matchLabels:

app: golang-app-demo
template:

metadata:

labels:

app: golang-app—demo
spec:

containers:

- name: golang-exe—demo:vl
image: nginx:1.14.2
ports:

- containerPort: 80

. AREE Kubernetes Service RS EMANGE19E

apiVersion: vl

kind: Service
metadata:

name: golang-app-demo
spec:

selector:

app: golang-app—demo
ports:

- protocol: TCP
port: 80

targetPort: 80

A EE:
WEGRII—4 Label SKiTEIERIAIRIFE, Label 8FR—EH app, BEUREEME XM Label 775, HERFH Label BTTLERERNEIEREESM
BHEM relabel &R B
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5. gLl FHERSEFE FEERER kubect SRETRENIRRES Kubernetes, REFFOIENN.

ARINEERERESS
YiRSBiEiTERZE, BEHITNTRELENAZT Prometheus HERS KM RETITIET

1. &3 =141 Prometheus ZH&, &EWE Prometheus HE#NEERE,

2. B AERSETIRES [£8ID ] , HAZSEIRSEASIERE,

3. BIFARSSRIRM Service Monitor, HEISZIFET Labels RIATRAIEFREFIMML, FIETLATS—LEARSSRINSSERI KBS Labels, AILAME Labels FRIRSEISH
Prometheus RSBEMIRGILE, AREBAEMRS——FMRIVIS, ULENGIFEREEEWT:

@ H8:
port BIBYEJ service yaml EeEM{HEAY spec/ports/name IFTRANE,

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor

metadata:

name: go-demo

namespace: cm-prometheus

spec:

endpoints:

- interval: 30s

port: 2112
path: /metrics

relabelings:

- action: replace

sourceLabels: [__meta_kubernetes_pod_label_appl

targetLabel: application

namespaceSelector:
matchNames:

- golang-demo

selector:
matchLabels:
app: golang—app-demo

A EE:
IR ETRA application B9 Label %REE, BUEEFERRRH—LHEHWFHEBIARNERINE . ESEMAZISEMR ServiceMonitor 5%
PodMonitor.

BEEE

1. £ Prometheus ZLfl 513, #HEIXIRAY Prometheus 3£fl, BEHLEID A [ G} 1 BliR, $IFHENER Grafana, MAENKSER, BIEN#{T Grafana Al
HRRREX .
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https://console.cloud.tencent.com/monitor/prometheus
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https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#servicemonitor
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O EAS

2. i#\ Grafana, &2 [E] Ex, BRAFGEER, RENNAEEERSIREITESHENE,

88 Golang / Golang Runtime Overview ¢ <3

default v

5.20 day
5.20 day
5.20 day

5.20 day

88 Golang / Golang Runtime (Process) w <5

Go Info

SARER

Goroutines

26
15:25
— goroutines

Heap Objects

RE

62.07 MiB

2.02GiB

59.36 MiB

225GiB

PLRYAT
188.75 ps
PARDITE

492.40 pus

Last GC Time

GC Duration

9.530 s
9.525 s
9.520 ps
9.515 s
9.510 ps
15:25

— gc_duration

Memory

60 MB
somB |
40 MB
30MB
20 MB

10 MB =

Py

73.30K
14.56 Mil
46.92K

15.71 Mil

AIBIEANREIRR T WEAE Golang #HXAEIRREEL Prometheus B8RS, MRIMETERARENATRAHERESEESE. MERERT IS Counter
BUiElR, MWFHEHEIHSEIEFE Gauge, Histgram LAR Summary 2EBREHR, 8RR,

MWFHENAER, RISERESERRHESHEIAMNEREE . AAERIAR SZERR.
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5598 #132m;


https://prometheus.io/docs/concepts/metric_types/

anfE

NI

A BT

Exporters A\
ElasticSearch Exporter &\

EIEEHATE: 2021-04-02 09:26:19

REmR

7Ef#EH ElasticSearch i3#2H&EEN ElasticSearch igfTkES# TSR, FINEEREFRSIRETSE, =R Prometheus IRSBIRMHTETF Exporter BB
ElasticSearch &7, FRETFEEIAN Grafana MiEAE . AXNBUTEE Exporter LARSEM ElasticSearch Exporter SSEZIENFRIE,

OF1:E
AT HEREEE Exporter, HEFERBNE S5ES #TR—SE,

RUiRERAF

+ £ Prometheus ZHIRIRIIERIAEME VPC T, CEBN=ARIRSS TERER, HAEHZ da=iE,
« £ [ =i Prometheus EHl& ] > [#E]8 “WRAY Prometheus 6 ] > [ ErkAEERS | PRI NS EERTHRERIRE, #BESR Agent 12,

RS

Exporter %8

1. BR 2ERS #=HE,
2. PEEERAVERHLIDEIERIEEE ID/BR, HANZEHNEERE,
3. WITLATF {EF Secret i ElasticSearch &S > 8= Kafka Exporter > I8k $85ER Exporter &,

{#f Secret & ElasticSearch £k

1. EEMSEE %R [ TR ] > [ Deployment ] , # A\ Deployment R,

2. FEmALAEE [ YAMLEIZERE] , 8 YAML &8, RERENT:
f#M Kubernetes B9 Secret EEEZMHIIZMDHITNZIE, B ElasticSearch Exporter BRHREZ(FEA Secret Key, BEERZRMAY URI, YAML
EERGIIIT:

apiVersion: vl

kind: Secret
metadata:

name: es-secret-test
namespace: es—demo
type: Opaque
stringData:

esURI: you-guess

@ ixm:
ElasticSearch E#EHBEERH <proto>://<user>:<password>@<host>:<port>, fIfl http://admin:pass@localhost:9200

£ ElasticSearch Exporter

7£ Deployment SI2RMHE, 8F [ 2] , SENNAGSSEAETHERS . TUESEHENAXE, WTF YAML B95REBE Exporter, YAML EEE R
mTE:

apiVersion: apps/v1l
kind: Deployment
metadata:

labels:

k8s—app: es—exporter

name: es—exporter
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namespace: es—demo

spec:

replicas: 1

selector:

matchLabels:

k8s—app: es-exporter

template:

metadata:

labels:

k8s-app: es—-exporter

spec:

containers:

- env:

— name: ES_URI

valueFrom:

secretKeyRef:

name: es—secret-test

key: esURI

— name: ES_ALL

value: "true"

image: bitnami/elasticsearch-exporter:latest
imagePullPolicy: IfNotPresent
name: es-exporter

ports:

- containerPort: 9114

name: metric—port
securityContext:

privileged: false
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

— name: qgcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

@ ie8:
LiRRBIEE ES_ALL RETFRA ElasticSearch BIMIEIR, ALABEM RIS EI#TIAZE, Exporter BSi# S EIES N elasticsearch_exporter,

L3113

1. 7£ Deployment TS F LRSI Deployment, #A Deployment EIEHE .
2.8 [ A% ] ®E, AJLAEEE Exporter FRINEEFHREM MAGIENE, WMTFEFRR:

es-exporter-bfb9865f9-nnppq v es-exporter v ER1005EE

2020-12-14T02:48:04.032218082% level=info ts=2020-12-14T02:48:04.031665559Z caller=clusterinfo.go:200 msg="triggering initial cluster info call"
2020-12-14T02:48:04.0322802562 level=info ts=2020-12-14T02:48:04.031741503Z caller=clusterinfo.go:169 msg="providing consumers with updated cluster info label"
2020-12-14T02:48:04.0341249662 level=info ts=2020-12-14T02:48:04.034013873Z caller=main.go:148 msg="started cluster info retriever" interval=5m0s
2020-12-14T02:48:04.034252149% level=info ts=2020-12-14T02:48:04.034126176Z caller=main.go:188 msg="starting elasticsearch_exporter' addr=:9114

3. B [ PodE12 | WE#HA Pod WH.
4. EENRIRERTRE [ ZEER | EF Pod, EGSITEOPIITEAT curl <38 Exporter RTAYlbiE, AJLAEESEIRINAY ElasticSearch i§tR. WMEME
BESRIRIRIRYEIE, BREIERRESIER, Bidn:

curl localhost:9114/metrics

WRIFRE: BRRITE (bR ) ARSEEAE 58100 #1323
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o fE

N

A BT

HITERINTEFAR:

# HELP elasticsearch_breakers estimated size bytes Estimated size in |
# TYPE elasticsearch_breakers estimated_size_ bytes gauge
elasticsearch breakers estimated size bytes{breaker="accounting",k clus
2.0102643e+07

elasticsearch breakers estimated size bytes{breaker="accounting",k clus
1.9926654e+07

elasticsearch breakers estimated size bytes{breaker="accounting",k clus
1.9685163e+07

elasticsearch breakers estimated size bytes{breaker="fielddata",6clust
elasticsearch breakers estimated size bytes{breaker="fielddata",6clust
elasticsearch breakers estimated size bytes{breaker="fielddata",6clust
elasticsearch breakers estimated size bytes{breaker="in flight reques
0

elasticsearch breakers estimated size bytes{breaker="in flight reques
1167

elasticsearch breakers estimated size bytes{breaker="in flight reques
1167

elasticsearch breakers estimated size bytes{breaker="parent",cluster=
2.0102643e+07

ATl AamdrdmAaAanrAalh heraAaalrAavsa Ak dmadrad Aader~a herk~raafMlhvAanalrAarr—MomavaAandt " ATanAd+Aw—-—

ARDNREVESS

1. 8F =151E Prometheus Z1&, #EEMNN Prometheus EFIHAEERE,
2. B ENARRSYIRSE [ 58 ID | #ADBRRSERSERT.
3. B IRS AR Pod Monitor REX Prometheus iMEMESS, YAML EEERGIIITF:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor

metadata:

name: es—exporter

namespace: cm-prometheus

spec:

namespaceSelector:

matchNames:

- es—demo

podMetricsEndpoints:

- interval: 30s
path: /metrics

port: metric-port
selector:
matchLabels:
k8s—app: es-exporter

BEELE

1. 8F =i51E Prometheus #5115, #EEXMNN Prometheus EFIHAEERE,
2. B [ ERPL ], HANERFPORTE., #E2 ElasticSearch %, L= Grafana Dashboard BIAIFE ElasticSearch $iEk2, EELHIEXRAEEE
12, MTFERR:
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O EAS

Prometheus

v EREIRE

Cluster health

rds

Active primary shards
901

v Breakers

SELUBIEN

1. B85 =¥z Prometheus &£§I&,

Data nodes Tripped for b...

3 0

Active shards Initializing shards

1802 0

Tripped for breakers

mrm & :aCCOUNtING
e~ €% accounting
=k (acCOUNtiNG
ansi = fielddata
= R ffielddata

= [fielddata

== 6:in_flight_requests
=2 in_flight_requests

= 1 ¢ in_flight_requests

= arent

2. PREEER, ALININENASEERE, FEEER MESEER,

WRIFRE: BRRITE (bR ) ARSEEAE

11:07

EIE R Prometheus SEfHANSERE,

JVM memory used Avg. rending tasks

Delayed shards

0

Estimated size in bytes of breaker

— . = i accounting
.""ma accounting
@ 1 accounting
cume fielddata
o v fielddata
+ % it in_flight_requests
i in_flight_requests
== ~mat in_flight_requests
= "Wk PR parent

— «"%M parent

Py

B8 ®3meE

Open file descriptors per cluster

7.710K

Unassigned shards

0

18.99MiB  19.30 MiB  19.11 MiB
1879MiB  19.10MiB  18.93 MiB
18.67MiB  1875MiB 1871 MiB
3008 3008 3008
3008 3008 3008
1KiB 1.82 MiB 1.30 MiB
1KiB 2.10 MiB 1.05 MiB
1KiB 1KiB 1KiB
1899MiB  21.06 MiB  19.94MiB

1879MiB  21.14MiB  19.70 MiB
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Kafka Exporter #A

EIEEHATE: 2021-04-02 09:27:16

R{FiR

E(EA Kafka BIEHRHREN Kafka EBPASEHTIER, fINEEHRE. HRERBEREEEINES, =IEE Prometheus IRSBIZIHET Exporter BRI
Kafka B17IK7, FHRETFHEEIAL Grafana iEXR . AN BIUAERE Exporter LARSEI Kafka Exporter SZ1EANEIRE.

@ i5Eg:
AT HEREEE Exporter, #HEFEFERBN= S5ES #THR—SE,

AR

« 7& Prometheus SEfIRIRzittiRFAERME VPC T, SBZEMAAHRIRS TSR, HAKHAE G3=0E,
% [ =i5#E Prometheus 258 ] > [#&F “XIRE Prometheus 6" ] > [ SERERIRSS | FHREIN MARERTMEMIRE, #IHAESR Agent B,

RMES IR

Exporter $3%&

1. BR 5ERS #=HE.

2. BEEERIGERHAITEIERSER ID/ETR, BANZERHNSERE,

3. TEAEMIZEEHEE [ TIERSFE ] > [ Deployment ] , #A Deployment &,

4. 7 Deployment S12RME, 8 [ #2] , EEWNHBSSERSTHERS . TABEIEHEMBHE, WTLL YAML 9750588 Exporter, YAML BEEx
BT :

apiVersion: apps/v1l

kind: Deployment

metadata:

labels:

k8s-app: kafka-exporter

name: kafak-exporter
namespace: kafka-demo

spec:

replicas: 1

selector:

matchLabels:

k8s—app: kafka-exporter
template:

metadata:

labels:

k8s—app: kafka-exporter

spec:

containers:

- args:

- —kafka.server=x.x.x.x:9092
image: danielqgsj/kafka-exporter:latest
imagePullPolicy: IfNotPresent
name: kafka-exporter

ports:

- containerPort: 9121

name: metric—port

securityContext:

privileged: false

terminationMessagePath: /dev/termination-Llog

terminationMessagePolicy: File
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dnsPolicy: ClusterFirst
imagePullSecrets:

- name: qcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds: 30

@ iEg:
Exporter i#i2#i52 W kafka_exporter,

ARDNREMESS

1. 8 =i51E Prometheus Z§1&, #EEMNN Prometheus EFI#HAEIERE,
2. BN ARRSYIRSE [ 58 ID | #ADBRRSERSERT.
3. B IRS AR Pod Monitor REX Prometheus iMEMESS, YAML EEERGIIITF:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: kafka-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:

- interval: 30s

port: metric—port

path: /metrics
relabelings:

- action: replace
sourcelLabels:

- instance

regex: (.x)

targetLabel: instance
replacement: 'ckafka-—xooooxx!
- action: replace
sourcelLabels:

- instance

regex: (.x)

targetLabel: ip
replacement: '1.x.x.x'
namespaceSelector:
matchNames:

- kafka-demo

selector:

matchLabels:

k8s—app: kafka-exporter

@ ixmB:
HTF Exporter #1 Kafka SPEEFRMMRSEEL, BEENEE Prometheus Relabel H#4§ Kafka LIRSS HMEIMEEEIRD, MEEMIOM,

BEEINE
1. BF =i51E Prometheus Z51&, #EEXMNN Prometheus EF#EAEERE,
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O EAS

2. 8% [ERPL ], HAE

Prometheus

SR8 Broker ™

18:45 18:55 19:00 19:05 1915 19:20 19:25 19:30

HEB/B

125¢cps
10.0 cps
7.5¢cps

50cps
TR

TANANRTAN an AN I [ ‘
AN AR ATAR NN \‘HH um ‘H“MH‘M\\
ZScpSUM\HHMU‘\‘”\‘\H\‘H“\‘H\\\\“H\H\HH\“\ H\H\ “ A

NN [N i
A i f m‘ P [ \‘\‘\‘\
IO UM‘\‘HM‘HMM‘HH‘\\HM
REsss

18:40 45 18:50 19:10 19:15

AR

FRE(Consumer Group)

EWLABIEAN

1. 8f =i5#E Prometheus Z§1&, #EEXNR Prometheus EFIHAEERE,
2. PEEEERE, ALARIMERASZRE, #5520 .

WRIFRE: BRRITE (bR ) ARSEEAE

Py

SRR ORE. %3 kafka 5, REXMMNA Grafana Dashboard BIEIHE kafaka Mtz ks, EEHIEXMMIEEIE, NTERS:

88 Consumer Group
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2400  24.00
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MongoDB Exporter &\

EIEEFRATE: 2021-04-02 09:28:09

R{FiInR

1E{ERA MongoDB 3i2HhEZER MongoDB i&Tik&Si# T, IMETHE MongoDB REEFIETIESR, HIE MongoDB #IERRERE, =i Prometheus iR
SIRHTET Exporter B95REEE MongoDB i TIRE, HiRETHHEEIAN Grafana MiEkE . AN BUTERE Exporter LAREM MongoDB Exporter
HEBENEIRE,

@ i5Eg:
AT HEREEER Exporter, HEFEEFEBBN= 535S #THR—SE,

AR

» 7£ Proemtheus EfIRIRittidRIAERMLEE VPC T, SIEBA=EHRERS Kubernetes &E&%,
« & [ =i Prometheus ZH1& ] > [ &8 “YWREY Prometheus SEF” 1 > [ EpAEERS | PIREINNE LR THERKIZE, #BESRH Agent B,

RMES TR

Exporter §%&

1. BF SHRS BHAE,

2. BEEEREERHAITEIEREEE ID/ETR, BANZERHNSERE,

3. ATLATF fEF Secret B2 MongoDB i&EiEE > #1Z MongoDB Exporter > i $185h Exporter $E,

{#R Secret &2 MongoDB iEi&s$

1. IEEMIZEEGER [ TIERE ] > [ Deployment ] , #A Deployment &,

2. EREALARE [ YAMLEIZER ] , el YAML BE, ESEiRIEmT:
f#M Kubernetes i9 Secret (ERZMHIIZMWEHITNZLIE, B35 MongoDB Exporter BIIHREZ(ER Secret Key, FTERAEMRA URI, YAML B&E
0T

apiVersion: vl

kind: Secret

metadata:

name: mongodb-secret-test
namespace: mongodb-test
type: Opaque

stringData:

datasource: "mongodb://{user}:{passwd}@{host1}:{portl},{host2}:{port2},{host3}:{port3}/admin"

£3%® MongoDB Exporter

£ Deployment EBRE, Bk [ #i# ] , EEYNAISZSERBTHERS . TLIESEFHIANAE, T YAML BAREPE Exporter, YAML E&ERHEI
mF:

apiVersion: apps/v1l

kind: Deployment
metadata:

labels:

k8s—app: mongodb-exporter
name: mongodb-exporter
namespace: mongodb-test

spec:

replicas: 1

selector:
matchLabels:
k8s—app: mongodb-exporter

WRIFRE: BRRITE (bR ) ARSEEAE 58106 #1323,
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template:

metadata:

labels:

k8s—app: mongodb-exporter
spec:

containers:

- args:

- —collect.database

- ——collect.collection

— ——collect.topmetrics

- ——collect.indexusage

— ——collect.connpoolstats

env:

— name: MONGODB_URI

valueFrom:

secretKeyRef:

name: mongodb-secret-test

key: datasource

image: ssheehy/mongodb-exporter
imagePullPolicy: IfNotPresent
name: mongodb-exporter

ports:

— containerPort: 9216

name: metric-port
securityContext:

privileged: false
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

- name: qcloudregistrykey
restartPolicy: Always
schedulerName: default—scheduler
securityContext: { }

terminationGracePeriodSeconds: 30

@ i%8:
Exporter i#2#i52 % mongodb_exporter,

L7113

1. £ Deployment TWHEEE LiRE BRI Deployment, #A Deployment EIE5HE,
2. g [ B ] ¥, ILAESE Exporter FRNBEHMHAREXIRAGGEMELL, MTERRR:

PodEBIE

mengodb-exporter-crr ] mongodb-exporter

1 2020-12-08T12:31:07. 3065576252 time="2020-12-08T12:31:072" level=info msz="Starting mongodb_exporter (version= branch= revision=)" source="mongodb_sxporter. zo:80"

2 2020-12-08T12:31:07. B066453582 time="2020-12—08T12:31:07Z" level=info m=z="Build context [zo=zol. 13.10, user=, date=19700101-00:00:00)" source="mongodb_exporter. go:S1"
3 2020-12-08T12:31:07. 9011244727 time="2020-12-08T12:31:07Z" level=infc mzz="Starting HTTP server for http://:9216/metrics ... " source="server. zo:140"

4

3. B [PodEHE | 1, #A Pod &,
4. EEMIREIRTRE [IZEER | B3 Pod, EHSTHHITILT wget s<SxIR Exporter 2ERtbiE, AILAERSEIXIRAI MongoDB 5%, ERMKRESE
RIS, SRE—T&E URI 25IEH, BT
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wget 127.0.0.1:9216/metrics

cat metrics

R SHITERINTEFRR:

# TYPE mongodb connections gauge

ongodb_connections[state="available"} 9971

gngadh_connectionelatate="sarrant®l 20

# [HELP mongodb_connections_metrics_created_total totalCreated provides a count of all incoming connections created to the server. This number includes
# [TYPE mongodb connections_metrics_created total counter

dngodb_connections_metrics created_total 1.543107e+06

# |HELP mongodb connpoolstats connection sync Corresponds fo the total number of client connections to mongo.

# |TYPE mongodb_connpoolstats_connection_sync gauge

cngodb connpoolstats connection sync €

# |HELP mongodb_connpoolstats_connections_available Corresponds to the total number of client connections to mongo that are currently available.

# |TYPE mongodb connpoolstats connections available gauge

dngodb_connpoolstats_connections_available 13

# [HELP mongodb connpoolstats_connections_created total Corresponds to the total number of client connections to mongo created since instance start

# \TYPE mongodb_connpoolstats_connections_created _total connter

cngodb connpoolstats connections created total 17

# |HELP mongodb_connpoolstats_connections_in_use Corresponds to the total number of client connections to mongo currently in use.

# |TYPE mongodb_connpoolstats_connections_in_use gauge

cngodb_connpoolstats_connections_in_use 0

# HELP mongodb_connpoolstats_connections_scoped sync Corrgsponds to the number of active and stored outgoing scoped synchronous connections from the o
plica set.

# |TYPE mongodb_connpoolstats_connections_scoped sync gauge

cngodb_connpoolstats connectiens_scoped_synec 0

# HELP mongodb_exporter_build info A metric with a constajnt "1 value labeled by version, revision, branch, and goversion from which mongodb_exporter
# [TYPE mongodb exporter_build infe gauge

ongodb_exporter_build info{branch="",goversion="gel.13.1)",revision="",version=""} 1

# HELP mongodb_ exporter last_scrape duration seconds Duration of the last scrape of metrics from MongoDE.

# |TYPE mongodb_exporter_last_scrape_duration seconds gaugg

cngodb exporter last scrape duration seconds 0.026315%09

# HELP mongodb_exporter_last_scrape error Whether the las| scrape of metrics from MongoDB resulted in an error (1 for error, 0 for success).
# |TYPE mongodb exporter last scrape error gauge

ARINREAESS

1. BR =51% Prometheus 1Zl&, #FXN Prometheus EF#EAEERME,
2. BT ERNAREIRSIIERSSE [ £5 ID | #AFISERSEASERA,
3. BiE RS AWM Pod Monitor 3REX Prometheus iMEYESS, YAML BRERHIINT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: mongodb-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:

- interval: 30s

port: metric-port

path: /metrics
relabelings:

— action: replace
sourcelLabels:

- instance

regex: (.x)

targetLabel: instance
replacement: 'Cmgo—XXXXXXXX'
namespaceSelector:
matchNames:

— mongodb-test

selector:

matchLabels:

k8s—app: mongodb-exporter

@ i5Eg:
BF Exporter #1 MongoDB ZEEFRIAIIRSSEEL, ELLENED Prometheus Relabel #l#1# MongoDB ZfIRE B RMEIERERTD, LUEEMIDE,

WRIFRE: BRRITE (bR ) ARSEEAE 58108 #132:)
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O BT

BEIE

1. 8F =i51E Prometheus Z1&, #EEXMNN Prometheus EF#EAEERE,

2. 8 [ EFHRD ), HANERPORTEE. $#E MongoDBsHE, REIIRMAY Grafana Dashboard BIRIFFiE MongoDB s k#, EELHIBXMGEEIRE, MTERFRR:
o MongoDB #¥: LASEBIRSEEEEELENAE, GINSHEME . ERERE, E5ENS, Takfibtalizemli¥s.

88 Mongodb / MongoDB 5 ¢ <2

32.6 MiB 2 81.2 MiB 1.040 GiB

471 B 7414 KiB

e
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O BT

o MongoDB i¥if: TJLABEEEAEHIMEMIAT, GINTEiEMEE. i, SSBRE. BRRE. 5 Top %,

89 Mongodb / MongoDB 18 v <

4.6wesk  32.5mi 16 280 «

S LT Global lockBEZ=#6ad ALY ReplSet=HIRER

v BeldgiR

WiredTiger TransactionsBIF-81 WiredTiger Cachef&
1285
1
[ ] ]

|
e il

1275
127.0

126.5
10:00 10:00

read — write cache usage
GetlastErrorS#Eat GetlastErrorSBaT
1.000ps
0.750ps
0.500ps
0250ps
Oops

10:00 20:00 10:00 20:00

Write Wait Time 16745 1006s Timeouts Oops  Oops  Oops

0 ops ops DS 0 ops .011 ops ops s 0.0035 ops 0 ops

® iEg:
SIERTASHEME [ 1] #TEE B

SELBIEN

1. 8F =i51E Prometheus Z1&, #EEXMNN Prometheus EF#AEERE,
2. PHREZERE, ATLURIMERMEZRE, #IB5ESN MESEER.

R

BRI client checkout connect timeout, ZH{EbE?
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O EAS

IR RIEREINERZRARN00%, SHEBZERLW . AILlEE Grafana X [ MongoDB #¥1&/# MR EREERR | i8irHE .

83 Mongodb / MongoDB & v <3

IBfTRHE SEEI N

46 week 325 MiB

v BeUAEhR

EAFUEN, ZimmtE?

16 280«

Global lockFEZE#Ee LY ReplSet=HFER

THRE Cache [ERFEEEIS. Transactions AIAMEE R0, TLUSEE Grafana X& [ MongoDBi#i5/i%\EtR/ WiredTiger Transactions AN
WiredTiger Cache {Ef| GetLastError 53Et| GetLastError S8Ry | 18iFHIE

8% Mongodb / MongoDB £ & =2

> PMM Annotations

IBfTRS BRI

46 week 325 MiB

~ BridEhR

WiredTiger Transactionsa] Fi- &%

GetLastErrorS#Eat

10:00

Write Wait Time 235ms

WRIFRE: BRRITE (bR ) ARSEEAE

20:00

1674s

16 280«

Global lockBEZE#ERS 5H ReplSet=HFER

wiredTiger Cachefdifize

l“‘I‘H
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10:00

cache usage
GetLastErrorS;8at
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PostgreSQL Exporter #&#A

EIEEFRATE: 2021-04-02 09:29:00

R{FinR

1E£(EF PostgreSQL 32 EBFHFEX Postgre SQL iEfPIAZEH{TIEE, LMET#E PostgreSQL IRSEEIE(TIERE, HEE PostgreSQL #IZTRRER, =iEE
Prometheus RSRETETF Exporter BIA KR PostgreSQL iE1TAZ, FHEM THEBIAN Grafana iEXE . AXNMBRUNTERE Exporter AR
PostgreSQL Exporter SZENEIR(E,

@ i5Eg:
AT HEREEER Exporter, HEFEEFEBBN= 535S #THR—SE,

RIS

» 7£ Proemtheus EfIxIrithidRIAEREE VPC T, SIEBA=EHRERS Kubernetes &E%,
« & [ =i Prometheus Z#1& ] > [ &8 “YWREY Prometheus SE6I” ] > [ EpAEERS | PIREINNE LR THERKIRE, #BESM Agent B,

RMES TR

Exporter §%&

1. &R 5ERS BEHE.

2. PREEBIRAVERHAITEIERIEEEE ID/BR, HNZEHNESIERE,

3. JUTLATF (EF Secret 12 PostgreSQL %13 > #fE PostgreSQL Exporter > 3XEUEIR $E5em Exporter SBE,

{#f Secret & PostgreSQL &3

1. IEEMIZEEGER [ TIERE ] > [ Deployment ] , #A Deployment &,

2. ZmEALAEE [ YAMLEIZER] , €2 YAVL B8, REHBNT:
f#F Kubernetes i9 Secret RERZMBHIIZMWEHITNZLIE, B35 MongoDB Exporter FIFHREZER Secret Key, TEIRAEEXIRIAY password,
YAML BeERFIINT:

apiVersion: vl

kind: Secret
metadata:

name: postgres—test
type: Opaque
stringData:
username: postgres

password: you-guess

3% PostgreSQL Exporter

£ Deployment EERE, BE [ #2 ] , SENHAOGESERBITHERS . TLLESRHEMNANEE, WT YAML B5XEE Exporter, YAML BRERE
WF (FEEERTENAE, RIESRLSREERNSH )

apiVersion: apps/v1l
kind: Deployment
metadata:

name: postgres—test
namespace: postgres—test
labels:

app: postgres

app. kubernetes.io/name: postgresql

spec:
replicas: 1
selector:

matchLabels:
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app: postgres
app.kubernetes.io/name: postgresql
template:

metadata:

labels:

app: postgres

app. kubernetes.io/name: postgresql
spec:

containers:

— name: postgres—exporter

image: wrouesnel/postgres_exporter: latest
args:

- "——web. listen-address=:9187"

- "—1og. level=debug"

env:

— name: DATA_SOURCE_USER
valueFrom:

secretKeyRef:

name: postgres—test

key: username

— name: DATA_SOURCE_PASS
valueFrom:

secretKeyRef:

name: postgres—test

key: password

- name: DATA_SOURCE_URI
value: "X.X.x.x:5432/postgres?sslmode=disable"
ports:

- name: http-metrics

containerPort: 9187

@ ¥iE8:
LRTHIE Secret MRIAPZHBIEA TIFETE DATA_SOURCE_USER #1 DATA_SOURCE_PASS , {ERFEZEEZIMNNAFZER. BETUR
DATA_SOURCE_USER_FILE/DATA_SOURCE_PASS_FILE MI{4iEENFAFRRZ %8, 3kfEA DATA_SOURCE_NAME AR ZREMIEEESRE, fin
postgresql://login:password@hostname:port/dbname o

SHRA
DATA_SOURCE_URT / DATA_SOURCE_NAME iEfER query 853 ( ? ZI5 ) ZISHISEINT (J|IFAILL GoDoc i) :

28 SHIER

sslmode =A(EA SSL, ZSHEINT:

- disable FEH SSL

- require ERER (BHIIRIE)

- verify-ca SREER (RERSREENIBEFTEH—1TEN CAER)

- verify—full ERER (MBERSIKEHUHIIBEFZH—TEN CA ER, #BHE hostname BFRRIEBFATE )

fallback_application_name

connect_timeout

—/\Zi%lY application_name

RAERSFIE, 8. 0 BFTERX

sslcert MEPMHIEE . HEIEEN A= PEM
sslkey FASASHIRR . IHFEUIRIENLAZ PEM
sslrootcert root IEBHIEER . XHEEEINSRZ PEM

WRIFRE: BRRITE (bR ) ARSEEAE

£13 #1323,


https://pkg.go.dev/github.com/lib/pq#hdr-Connection_String_Parameters

A BT

535 Exporter 3ZiFEMMSH, MTiHA (#H5iESR README) :

o
—--web.listen-address

—-web.telemetry—path

——extend.query—-path

——disable-default-
metrics

——disable-settings-
metrics

——auto-discover-
databases

——dumpmaps

—-constantLabels

——exclude-databases

—-log.level

IRAEIR

SR
UEOrithE, EXIA 19487
REEISIRAVEEER, BUA /metrics

EE—1"E28EXEE0MN YAML X4, &F
queries.yaml,

Q{EMEE queries.yaml 2{HAYEIR

F4MEY pg_settings HHXAEIR

EEBEAM Postgres L ERISUEERE

FTENRERRIIBIME R, FRT debug FEER, HEHIERENX
queries {EXAYEA

BEXIFE, @B key=value BIEIRM, SMFEXER , 58

FEHIRAVEIEE, (7T —auto-discover-databases FIZHITE
RTE™

BE&E debug/info/warnferror/fatal

anfE

NI

WRZE
PG_EXPORTER_WEB_LISTEN_ADDRESS

PG_EXPORTER_WEB_TELEMETRY_PATH

PG_EXPORTER_EXTEND_QUERY_PATH

PG_EXPORTER_DISABLE_DEFAULT_METRICS

PG_EXPORTER_DISABLE_SETTINGS_METRICS

PG_EXPORTER_AUTO_DISCOVER_DATABASES

PG_EXPORTER_CONSTANT_LABELS

PG_EXPORTER_EXCLUDE_DATABASES

PG_EXPORTER_LOG_LEVEL

i@id curl http://exporter:9187/metrics FixIKEY Postgres SEiEiTATIEI, FAATLAETEHEN— queries.yaml RIKELZISHR:

1. BIE—1E& queries.yaml f ConfigMap.
2. 4% ConfigMap 153 Volume &% Exporter EAMNBRTH,
3. iBid —extend. query-path {EF ConfigMap, 1#§.LiRf9 Secret LAR Deployment #{7iCS, CEEH YAML WTFFR:

apiVersion: vl
kind: Namespace
metadata:

name: postgres—test

apiVersion: vl
kind: Secret
metadata:

name: postgres—test-secret

namespace: postgres—test

type: Opaque
stringData:
username: postgres

password: you-guess

apiVersion: vl
kind: ConfigMap

metadata:

name: postgres—test-configmap

namespace: postgres—test

ElH

queries.yaml: |

WRIFRE: BRRITE (bR ) ARSEEAE

£14 #1323,


https://github.com/wrouesnel/postgres_exporter
https://github.com/wrouesnel/postgres_exporter/blob/master/queries.yaml
https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/

pg_postmaster:

query: "SELECT pg_postmaster_start_time as start_time_seconds from pg_postmaster_start_time()"
master: true

metrics:

— start_time_seconds:

usage: "GAUGE"

description: "Time at which postmaster started"

apiVersion: apps/v1l

kind: Deployment

metadata:

name: postgres—test

namespace: postgres-test

labels:

app: postgres

app. kubernetes.io/name: postgresql
spec:

replicas: 1

selector:

matchLabels:

app: postgres

app. kubernetes.io/name: postgresql
template:

metadata:

labels:

app: postgres

app. kubernetes.io/name: postgresql
spec:

containers:

- name: postgres—exporter

image: wrouesnel/postgres_exporter: latest
args:

- "—web. listen-address=:9187"

- "—extend.query-path=/etc/config/queries.yaml"
- "—1og. level=debug"

env:

— name: DATA_SOURCE_USER
valueFrom:

secretKeyRef:

name: postgres—test-secret

key: username

- name: DATA_SOURCE_PASS
valueFrom:

secretKeyRef:

name: postgres—test-secret

key: password

— name: DATA_SOURCE_URI

value: "X.X.x.x:5432/postgres?sslmode=disable"
ports:

- name: http-metrics
containerPort: 9187

volumeMounts:

- name: config-volume

mountPath: /etc/config

volumes:

- name: config-volume

WRIFRE: BRRITE (bR ) ARSEEAE 58115 #132%]




configMap:

name: postgres—test—configmap

4. #47 curl http://exporter:9187/metrics, BNEN@EBAENM queries.yaml EifjF| Postgres SEHIFEIETEEIR. REIMIT:

pg_postmaster_start_time_seconds{server="x.x.x.x:5432"} 1.605061592e+09

RINREYESS
% Exporter iETEERZE, FEHITUTRMEREREINZ Prometheus IEEIRS RIFHREHEIZIEIR:

1. 8F =i51E Prometheus #5115, #EEXMNN Prometheus EF#EAEERE,
2. EIERESRRSTIRSE [ 58 ID | #ADBRRSERSERT.
3. B IRSS AR Pod Monitor REX Prometheus iMEMESS, YAML EEERGIINTF:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: postgres-exporter
namespace: cm-prometheus
spec:

namespaceSelector:
matchNames:

- postgres—test
podMetricsEndpoints:

- interval: 30s

path: /metrics

port: http-metrics
relabelings:

- action: labeldrop

regex: __meta_kubernetes_pod_label_ (pod_|statefulset_|deployment_|controller_) (.+)

- action: replace

regex: (.x)

replacement: postgres—xxxxxx
sourcelLabels:

- instance

targetLabel: instance
selector:

matchLabels:

app: postgres

@ i5Rg:
EZEEMAEZESR ServiceMonitor 1 PodMonitor,

Grafana XEa#l{

@ 8A:
FEFH LR SREUER BECEFRIRE Postgres EHIRYBENATE

1. 7 Prometheus £ 51, #EIIIRAY Prometheus 361, B ZFIID AW [ G 1 Bix, $IFHENER Grafana, MAZBNIKSEE, BIAli#{T Grafana Al
WRFRRER .

WRIFRE: BRRITE (bR ) ARSEEAE 58116 #132%]


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/master/Documentation/api.md#podmonitor

O BT

2. i#\ Grafana, 2 [E] Ex, BRAFGEER, RENNASEERSIRETESNENE,

~ General Counters, CPU, Memory and File Descriptor Stats
Version Start Time Current fetch data Current insert data Current update data Max Connections

954 5 hours ago 4.404 MB 61B 7B 2048

Average CPU Usage Average Memory Usage Open File Descriptors

400 ms
300 ms
200 ms
100 ms

Ons

14:50 15:00 15:10 14:50 1510 15:20
Resident Mem 0 51.0kB  10.6kB
— CPUTime 8 s 259ms — Virtual Mem 3 9718 2138 0B — OpenFD 10000 8123  8.000

v Settings

Shared Buffers Effective Cache Maintenance Work Me... Work Mem Max WAL Size Random Page Cost Seq PageC... Max Worker... Max Paralle...
512 MiB 4.000 GiB 64.0 MiB 4.000 MiB N/A 4 1 8 N/A

v Database Stats

Active sessions Transactions Update data

— template1 commits 0 0 stg 7.000B 7.000B 455.000 B

L

template1 rollba
template0 rollba

postgres rollbac

EWLABIRN

1. 8F =512 Prometheus Z§1&, #EEMNN Prometheus EFI#AEIERE,
2. PREZRE, ALURIMERNEERE, #E5S0 MESEER,

@ HihA:
BETMRISIRIEES PostgreSQL BXAIHZER.

WRIFRE: BRRITE (bR ) ARSEEAE $£17 #1323,


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/48952
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Nginx Prometheus Exporter A

EIEEFATE: 2021-04-2317:31:40

R{FiR

Nginx @i stub_status WERE T 549 &iEfER. Nginx Prometheus Exporter &R&54 Nginx SEFIENR, FiSHEIEWA Prometheus FTRRNKIEEIR,
REEE HTTP HYREL Prometheus IRSZS#ITRE .. BITTLUED Exporter LIRERXTENMIEEIR, BTFRERZNAZET.

RMES R

{5/ Docker B&8iE1T Exporter
B {#ER nginx—prometheus-exporter i@id Docker B HRIEIPE Exporter, 1T Docker <M

$ docker run —p 9113:9113 nginx/nginx—-prometheus-exporter:0.8.0 -nginx.scrape-uri http://<nginx>:8080/stub_status

B2: A nginx-prometheus-exporter FRIGIRSHBBEBN = FERS TKE #, @BIHEE Prometheus HEEIEBRRH CRD PodMonitor 2
ServiceMonitor SRREMEEIR

{(ER " HBIERFIETT Exporter

TREE

1. IRIBEELFRETIFRER R P TFHERA Nginx Prometheus Exporter o
2. &4 Nginx Prometheus Exporter.

FFiE NGINX stub_status Thgg

1. FHE Nginx Rt— " ERRNEATRFAESHIE, ZREH tub_status ERIZMH . MTUUTHSIEE Nginx SEEEHRETZEHR:

nginx -V 2>&1 | grep —o with-http_stub_status_module

o WNRTELIHPHE with-http_stub_status_module , MR8 Nginx EEH tub_status &R,
o WIRFMHEHTESR, WATLMER —with-http_stub_status_module S MIEBEHEERIF— Nginx. THIMTF:

./configure \

o\
—with-http_stub_status_module
make

sudo make install

2. HfgiA stub_status EREAZE, 8 Nginx BEEX{HSTE status TWHEARI URL., REIINTF:

server {

location /nginx_status {
stub_status;

access_log off;

allow 127.0.0.1;

deny all;

}

}

3. EHEWMNE nginx WEEEFHEY.

nginx -t

nginx —s reload

WRIFRE: BRRITE (bR ) ARSEEAE 58118 #132%;


https://hub.docker.com/r/nginx/nginx-prometheus-exporter
https://hub.docker.com/r/nginx/nginx-prometheus-exporter
https://cloud.tencent.com/document/product/457
https://github.com/nginxinc/nginx-prometheus-exporter/releases
http://nginx.org/en/docs/http/ngx_http_stub_status_module.html
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. EREZIE, FEEEREN URL EF Nginx BIER:

Active connections: 45

server accepts handled requests

1056958 1156958 4491319
Reading: @ Writing: 25 Waiting : 7

i&fT NGINX Prometheus Exporter
PITLAT &< Ea NGINX Prometheus Exporter:

$ nginx-prometheus—exporter —-nginx.scrape-uri http://<nginx>:8080/nginx_status

LHiRiEE

- nginxexporter_build_info —— exporter RiF=E.

- FiEHY stub_status 1BiF.

+ nginx_up —— BRERIMENADIRS : 1FRTMENARTN, OFRFHMENEM

EE Prometheus BT Job

1. Nginx Prometheus Exporter IEEIZ{T/E, €8 Nginx BEEE{H, 1§ Job iRNZI Prometheus AYMEUESH,

— job_name: 'nginx_exporter'
static_configs:
- targets: ['your_exporter:port'l]

2. BEBRT , Exporter #1 Nginx HIEHERNZETT, FRLABUELIRAY instance HARREESTIHARMANESG), AT HERIBETIINE, HITLMEH instance iR
&, (EREXH IP #TEEIMESINEW . REIWT:

— job_name: 'mysqgld_exporter'
static_configs:

- targets: ['your_exporter:port'l]
relabel_configs:

- source_labels: [__address_ ]

regex: '.k'
target_label: instance
replacement: '10.0.0.1:80'

BRSUREISER
Eifl= Prometheus ¥EERSTE Grafana PiRHTRs%kEER Nginx Exporter Dashboard, ERILMRIBIA TIRMESEEE Nginx SiEEE.

1. BR == Prometheus FHI&,

WRIFRE: BRRITE (bR ) ARSEEAE 119 #132%]


http://nginx.org/en/docs/http/ngx_http_stub_status_module.html
https://console.cloud.tencent.com/monitor/prometheus

A BAS

2. eststrzsesl 1D B [ 0] , marssE,

88 NGINX ¥ <

v Status

NGINX Status for localhost:9113

~ Metrics

Processed connections Active Connections

1

3

T S S ——— 0
10:52 1054 0 1052 10:54 10:56 10:58

— localhost:9113 accepted — localhost:9113 handled — localhost:9113 active — localhost:9113 reading — localhost:9113 waiting — localhost:9113 writing

Total requests

WRIFRE: BRRITE (bR ) ARSEEAE 58120 #132;)
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Redis Exporter ##A

mIEEFATE: 2021-04-02 09:22:39

R{FinR

EERZIEE Redis 2P EEN Redis iIESTREHTIHRE, UETHE Redis REEFETIEE, HE Redis #lEE . ZiE Prometheus RSIZEETF
Exporter BIA KL Redis B1FIAE, FHEMTHEEIBE Grafana MiEARE , AXABNBNAERZSE Prometheus #i8 Redis,

@ i5Eg:
AT HEREER Exporter, HEHERBNR S5EES #7588,

AR

» 7£ Proemtheus EfIRIRithidRIAEMLE VPC T, SIEBHAZEHRRS Kubernetes &8, HAEEHAE 3=,
« £ [ =i Prometheus & ] > [ &8 “WRAY Prometheus 6" 1 > [ ErkEEERS | PHEIIRSEERTHRERIRE, #BEER Agent 12,

RMES R

Exporter $3%&

1. BF BHES B7HE.

2. BEEEHREERIAITEIIAIES ID/SIR, HANZEHNSERE,

3. ATLATF EF Secret 12 Redis 3 > #1Z Redis Exporter > IGIE £S5 Exporter 2&,

{#f Secret & Redis &8

1. EEMIZEEGER [ TIERF ] > [ Deployment ] , #A Deployment &,

2. EnEALAeE [ YAMLEIZER] , e YAML RE, EEiRIENT:
f#F Kubernetes #9 Secret RERZMBHIIZMDEHITINZLIE, B350 Redis Exporter HEHREE(ER Secret Key, EEiREEIIMAY password, YAML BB
RN

apiVersion: vl

kind: Secret

metadata:

name: redis-secret-test
namespace: redis-test
type: Opaque
stringData:

password: you-guess

£ Redis Exporter

£ Deployment EBRE, Bk [ #i# ] , EEYNISFSERBTHERS . TLUESEFHIANAE, T YAML BAREPFE Exporter, YAML B&ERHEI
mF:

@ ixmB:
EZ Exporter iFHSHNMBIBEE MW redis_exporter,

apiVersion: apps/vl
kind: Deployment
metadata:

labels:

k8s—app: redis—exporter

name: redis-exporter
namespace: redis-test
spec:

replicas: 1

WRIFRE: BRRITE (bR ) ARSEEAE 58121 #1323,


https://cloud.tencent.com/document/product/457/32189#TemplateCreation
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/48859
https://console.cloud.tencent.com/tke2/cluster
https://cloud.tencent.com/document/product/457
https://github.com/oliver006/redis_exporter

selector:

matchLabels:

k8s-app: redis—exporter
template:

metadata:

labels:

k8s—app: redis—exporter

spec:

containers:

- env:

— name: REDIS_ADDR

value: ip:port

— name: REDIS_PASSWORD
valueFrom:

secretKeyRef:

name: redis-secret-test

key: password

image: ccr.ccs.tencentyun.com/redis—operator/redis—exporter:1.12.0
imagePullPolicy: IfNotPresent
name: redis—exporter

ports:

- containerPort: 9121

name: metric-port
securityContext:

privileged: false
terminationMessagePath: /dev/termination-Llog
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

- name: qcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds: 30

L3113

1. 7 Deployment WESEE LA BEEIZEA Deployment, #A Deployment EERHE,
2. 8% [ A% ] ®E, ALAEEE Exporter FRINEEHFREM MASIENE, WMTFEFRR:

PodEE BIThE = A& gk YAML

redis-exporter- redis-exporter ER100551E

1 2020-12-07T13:28:24.572282393Z time="2020-12-07T13:28:24z" level=info msg="Redis Metrics Exporter v1.12.0 build date: 2020-09-30-17:31:51 shal: aeb7cH
gol.15.2 GOOS: linux GOARCH: amdé64"

2 2020-12-07T13:28:24.5725574292 time="2020-12-07T13:28:24%" level=info msg="Providing metrics at :9121/metrics"

3

3. 8 [ PodE | %, #A Pod WRE,
4. EENRIRERTRE [ ZEER | 2 Pod, EGSITEOPIITELT curl &S5 Exporter 2TRYlbiE, AJLAEESEIIMNA Redis i8R, MAETKEESEIRT
RMIBYELHE, iB18E—T REDIS_ADDR #l REDIS_PASSWORD E2&IFHi. BIMNT:

curl localhost:9121/metrics

WRIFRE: BRRITE (bR ) ARSEEAE $122 #132;)
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mSHITERINTERFR:

# TYPE redis keyspace hits total counter
redis_keyspace hits_total 29916
# HELP redis_keyspace_miss2s_total keyspace_misses_total metric
# TYPE redis_keyspace_miss2s_total counter
redis_keyspace misses_total 29
# HELP redis_last_slow_execution_duration_seconds The amount of time needed for last slow execution, in sec
# TYPE redis_last_slow_execution_duration_seconds gauge
redis_last_slow_execution duration_ seconds 0.011276
# HELP redis_ latency spike duration_seconds Length of the last latency spike in seconds
# TYPE redis_latency_spike duration_seconds gauge
redis_latency_ spike_duration_seconds{event_name="command"} 0.011
redis_latency spike_duration_seconds{event_ name="fast-command"} 0.022
# HELP redis_latency_spike last When the latency spike last occurred
# TYPE redis_ latency spike last gauge
redis_latency spike_last{event name="command"} 1.604752448e+09
redis_latency_spike_last{event_ name="fast-command"} 1.604738646e+09
# HELP redis_latest_fork_saconds latest_fork_seconds metric
# TYPE redis_latest_fork_s=conds gauge
redis_latest_fork_seconds )
# HELP redis_ lazyfree pending objects lazyfree pending objects metric
# TYPE redis lazvfree pending objects gauge
redis_lazyfree_pending objects 0
# HELP redis loading dump file loading dump file metric
# TYPE redis loading dump file gauge
redis_loading dump_file 0
# HELP redis master_ repl offset master repl offset metric
# TYPE redis master_ repl offset gauge
redis_master_repl offset 2.37644710082e+11
# HELP redis mem fragmentation ratio mem_fragmentation_ratio metric
TYPE redis mem_fragmentation_ratio gauge
redis_mem_fragmentation_ratio 1.43
# HELP redis memory max_bytes memory max_ bytes metric
# TYPE redis_ memory max_bytes gauge
redis_memory max_bytes 1.2884901888e+10
# HELP redis memory used bytes memory used_bytes metric
# TYPE redis memory used bytes gauge
redis_memory used bytes 1.1479248e+07

ARDNSRENESS

1. 8f =15#% Prometheus Z§1&, EEXNR Prometheus EFI#HANEERE,
2. B EAEIRSETIRES [ £8F ID | $#ANRBRIRSERSET@E.
3. BiE RS AWM Pod Monitor 3REX Prometheus iMEYESS, YAML BRERGIINT:

apiVersion: monitoring.coreos.com/v1l

kind: PodMonitor

metadata:

name: redis—exporter # EE—K—ZFf

namespace: cm-prometheus # namespacelEE, FEIEN

spec:

podMetricsEndpoints:

- interval: 30s

port: metric-port # EEpod yamlHPrometheus ExporterfJRiHIPortHName
path: /metrics # EEPrometheus ExporterfJRHIPathiufE, FIEEKIA/metrics
relabelings:

— action: replace

sourcelLabels:

- instance

regex: (.%)

targetlLabel: instance

replacement: 'crs—xxxxxx' # JEZEMKITNE Redis =Ll ID

— action: replace

sourcelLabels:

- instance

regex: (.x)

WRIFRE: BRRITE (bR ) ARSEEAE 5123 #132;)



https://console.cloud.tencent.com/monitor/prometheus

targetlLabel: ip

replacement:

namespaceSelector: # EFEZEMpodAfifE#Inamespace

matchNames:

- redis-test

'"1.X. Xu X' # AR

selector: # EEEWIEpodiiLabe YE, LLELIE#Rpod

matchLabels:

k8s—app: redis—exporter

@ HeA:

FRXIMIAY Redis SEffl IP

BF Exporter #1 Redis EHEEFRMRSEL, EUEINEIE Prometheus Relabel ##14& Redis LIRS BMEIEEERD, USEERIDE,

=151

1. 8F =i51E Prometheus Z1&, #EEXMNN Prometheus EF#EANEERE,
2. 8 [ EFHPL ], BANERPORE. #E Redis 1%, REIIRAY Grafana Dashboard BIAFFE Redis SiaA#E, EELHIEXNSEEIE, MTEFRR:

Prometheus

TFiERSE

15:05:30

15:05:30

max

SRR

15:06:00

15:06:00

15;

15:06:30

15:06:30

0910 15:09:20

15:07:00

WEFERER

15:07:00

BFIRERSR

15:07:30

15:07:30

CPUfEf=

15:09:30

15:09:40

15:08:00

15:08:00

15:09:50

15:08:30

15:08:30

15:10:00

15:09:00

15:09:00

15:09:30

15:09:30

FEENEF N 57 Hits / Misses ™
1.00 ops
075 0ps
0.50 ops
0.250ps
0ops

15:06

1500:10  1509:20  1509:30  1509:40  1509:50  15:10:00 s — miErs

ERLFLERER

125 ps

ooy W _ cluster

— qcloudinternalinfo
75ps
info

50ps — config

slowlo
25ps g

15:10:00 P ——— | role
0s

1508 set

WFERE

15:10:00
15:09:05 1509:10 150915 1509:20 15:09:25 15:09:30 15:09:35 1500:40 1509:45 1509:50 1509:55 15:10:00

MR

1. B8R =i51E Prometheus Z1&, #EEXN Prometheus ZEF#EAEERME,

2. PEEEHEE, AULIRNENASERE, FIEEER MESE%ER,

WRIFRE: BRRITE (bR ) ARSEEAE
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https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/48952
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MySQL Exporter A

EIEEFRATE: 2021-04-02 09:23:52

R{FinR

MySQL Exporter 2itX&i17%EE MySQL/MariaDB iR ZEIRmiZiT %R, &I Exporter HIRZOHIEIRESR, ATRERZEMGEEARRT, =ikE
Prometheus £t 75 MySQL Exporter /%R Grafana Mgk,

B#i, Exporter St&aF5.6kRA# MySQL H1&F10.1kR4E9 MariaDB. % MySQL/MariaDB {EF5.6 R4S, Zh MisiBiralsE T s MReE,

@ i5Eg:
AT HEREEE Exporter, HEFERBN= 35S RE—ES1E,

RUtRERF

« 1£ Proemtheus EfIRIRbERFAEME (VPC) T, CIEBIN=AERS Kubernetes 58, HAEROIR 2=,
« £ [ =i Prometheus =& ] > [ &8 “WRAY Prometheus 6" ] > [ ErkEEERS | PRI NS EERTHRERIZE, #BEEER Agent BIE,

RMES R

HiEEERN

BE7 MySQL Exporter RESEIHIREEPRSEIERME#ITIE, FRARERMRMAEIRESIF#TIRN KSHZHRHERIELTRERTE, RINSRNT:
1. 82 ZHEE MySQL #8118,

2. EEPPIRNEBEFERNAISIRESR, HNSIREFER,

3. & [ MiEEEE] > [KSEE) , EAKSEERE.
4. BEMSEMIREITE [ESUUR] , EXIRAUR. FEIITTEFRR:

€ o e e BR ] A
SERIFIE SEfdiE HiREEEE Z24h EHRE BRERE RIESEA BUEIE EENE

BRI SERE S EE
i

IREAR X
KSE BME
BB 1 MKS, SHIES v
REBIREAR a8 R
e LT 2RFR || CREATE VIEW || DELETE AR e
- ] SRR | prop | EVENT o
| Execute | INDEX
- | INSERT || LOCKTABLES BB
= [ Rererences feaaRR s
RELOAD REPLICATION GLIENT !
#51 REPLICATION SLAVE SELECT
SHOW DATABASES SHOW VIEW
TRIGGER UPDATE
-
HE Y

ZE LB ATIA T ST

CREATE USER 'exporter'@'ip' IDENTIFIED BY 'XXXXXXXX' WITH MAX_USER_CONNECTIONS 3;

GRANT PROCESS, REPLICATION CLIENT, SELECT ON *.*x TO 'exporter'@'ip';

@ AR:

WRIFRE: BRRITE (bR ) ARSEEAE 58125 #132;)


https://cloud.tencent.com/document/product/457/32189#TemplateCreation
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
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A BT

BYIRE, WEEER. #EEER MariaDB i

= iniE

‘ BINAZAFRESAEESIRS, LseE RS EimE SiE RN [BHIEFRBRSIERERARETLIER, FI90 MariaDB 10.1 IiRAFZIFRAE

Exporter %=

1. BR 5FRS #BHE,

2. BEEEREERHAITEIEREER ID/ETR, BANZERNSERE,

3. WTLAT (EF Secret I MySQL &S > 5= MySQL Exporter > I8 $3858% Exporter &,

{5 Secret &= MySQL &Ei&S
1. EAMISEER %R [ TERE ] > [ Deployment ] , i##A Deployment &,
2. EnEALARE [ YAMLEEER] , el YAML RBE, BRERIBNT:

f#M Kubernetes i9 Secret RKEREES, FHEZBHTMZELRIE, £E351 MySQL Exporter HIRHZEEE(ER Secret Key, EZREEIIMATEESR, YAML

BEERGIT:

apiVersion: v1

kind: Secret

metadata:

name: mysql-secret-test
namespace: mysql-demo
type: Opaque
stringData:

datasource: "user:password@tcp(ip:port)/*

£8%® MySQL Exporter

# Deployment EERMH, SEFEMNAIGSTERE TSRS, ALABIEFHEHAERIE. MTFLL YAML B975=E8E Exporter, EERBIMT:

apiVersion: apps/v1l
kind: Deployment
metadata:

labels:

k8s—app: mysql-exporter
name: mysql-exporter
namespace: mysql-demo
spec:

replicas: 1

selector:

matchLabels:

k8s—app: mysql-exporter
template:

metadata:

labels:

k8s—app: mysql-exporter
spec:

containers:

- env:

— name: DATA_SOURCE_NAME
valueFrom:

secretKeyRef:

name: mysql-secret-test
key: datasource

image: ccr.ccs.tencentyun.com/k8s—comm/mysqld-exporter:0.12.1
imagePullPolicy: IfNotPresent
name: mysql-exporter
ports:

- containerPort: 9104

WRIFRE: BRRITE (bR ) ARSEEAE
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name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File

dnsPolicy: ClusterFirst

imagePullSecrets:

— name: qcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds: 30

L7113

1. 7£ Deployment T E LRSI Deployment, #A Deployment EIERHE .
2.8 [ BF ] ®E, TLAEEBE Exporter FRINEEFREM MASGIEbNE, MTEFRR:
Pod &2 BITHSE B B& #iE YAML

ysql-export iz v ysql-exporter v BT v s @

2020-12-08T09:55:18.315462103Z time="2020-12-08T09:55:182" level=info msg="Starting mysqld_exporter (version=0.12.1, branch=HEAD, revision=48667bf7c3b438b5e93b259£3d17b70a7c9aff96)"
source="mysqld_exporter.go:257"

2020-12-08T09:55:18.3155323522 time="2020-12-08T09:55:182" level=info msg="Build context (go=gol.12.7, ma we BB me o, date=20190729-12:35:58)" source="mysqld_exporter.go:258"
2020-12-08T09: .3155377182 time="2020-12-08T09:55:18%" level=info m: nabled scrapers:" source="mysqld_exporter.go:269"

2020-12-08T09: .3155419542 time="2020-12-08T09:55:18%" level=info m: collect.global status" source="mysqld_exporter.go:273"

2020-12-08T09:55:18.315546174Z time="2020-12-08T09:55:182" level=info m: collect.global_variables" source="mysqld_exporter.

2020-12-08T09 3155499247 time="2020-12-08T09:55: " level=info msg: collect.slave_status" source="mysqld_exporter.go:273"

2020-12-08T09: .3157485372 time="2020-12-08T09:55: . i collect.info_schema.innodb_cmp" source="mysqld_exporter.go:273"

2020-12-08T09: .3157652682 time="2020-12-08T09:55: . collect.info_schema.innodb_cmpmem" source="mysqld_exporter.go:273"

2020-12-08T09: .3157703762 time="2020-12-08T09:55: b “mysqld_exporter.go:273"

2020-12-08T09:55:18.315774561Z time="2020-12-08T09:55: " istening on 104" source="mysqld_exporter.go:2

3. B [ PodEHE | RE#HA Pod M,
4. FEMEREIRTRE (ITEER | B3R Pod, EGSITEOPIUTLT curl SsSXE Exporter RERYMENL, ALAEZSEIXIRAI MySQL 815, MNARTAKEESEIRT
RIROEIE, SREEERERER, BEUT:

curl localhost:9104/metrics

WMITERNTEPRR:

mysql_info_schema_innodb_cmpmem pages_used_total{buffer pool="0",page_size="4096"} 0
mysqgl_info_schema_innodb_cmpmem pages_used_total{buffer pool="0",page_size="8192"} 0
# HELP mysql_info_ schema_innodb_cmpmem relocation_ops_total Number of times a block of the size PAGE_SIZE has been
# TYPE mysql_info_schema_innodb_cmpmem relocation_ops_total counter
mysql_info_schema_innodb_cmpmem_relocation_ops_total{buffer pocol="0",page_size="1024"} 0
mysql_info_schema_innodb_cmpmem relocation_ops_total{buffer_pool="0",6page_size="16384"} 0
mysqgl_info_schema_innodb_cmpmem_relocation_ops_total{buffer_pco 0",page_siz 2048"} 0
mysql_info_schema_innodb_cmpmem relocation_ops_total{buffer poco 0" ,page_size="4096"} 0
mysqgl_info_schema_innodb_cmpmem relocation_ops_total{buffer pocol="0",page_size="8192"} 0
# HELP mysql_info_schema_innodb_cmpmem relocation_time_seconds_total Total time in seconds spent in relocating bloc|
# TYPE mysql_ info_schema_innodb_cmpmem relocation_time_seconds_total counter
mysql_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool="0",page_size="1024"} 0
mysql_info_schema_innodb_cmpmem relocation_time seconds_total{buffer poo
mysql_info_schema_innodb_cmpmem relocation_time seconds_total{buffer_poo
mysqgl_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer poo
mysql_info_schema_innodb_cmpmem relocation_time seconds_total{buffer pool="0",page size="8192"} 0
# HELP mysql_up Whether the MySQL server is up.
# TYPE mysqgl up gauge
mysql_up 1
# HELP mysql_version_infto MySQL version and distribution.

TYPE mysqgl_version_info gauge

AROASREAVESS

1. 8F =i51E Prometheus Z§1&, #EEXNN Prometheus EFI#AEIERE,
2. BIERASERSYIRST [ 58 ID | #ADBRRSERSERT.
3. @I IRS AR Pod Monitor REX Prometheus iMEMESS, YAML EEERGIIITF:

apiVersion: monitoring.coreos.com/v1l

kind: PodMonitor
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metadata:

name: mysqgl-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:

- interval: 30s

port: metric-port

path: /metrics
relabelings:

— action: replace
sourcelLabels:

- instance

regex: (.x)
targetLabel: instance
replacement: 'cCrs—xxxxxx'
- action: replace
sourcelLabels:

— instance

regex: (.x)
targetLabel: ip
replacement: 'l.x.x.x'
namespaceSelector:
matchNames:

- mysql-demo

selector:

matchLabels:

k8s—app: mysql-exporter

=E =151

1. 8F =i51E Prometheus Z1&, #EEXMNN Prometheus EFI#EAEERE,
2. 8 [ EFRD ], BANERPORTEE. #3 Redis 1%, REWRAY Grafana Dashboard BIAFFE Redis iEA#E, EELHIBXASEEEE, 0

Prometheus v

Uptime

v Connections

MySQL Connections

Current QPS

Max Connections

— Max Used Connections

v Table Locks

MySQL Questions

WRIFRE: BRRITE (bR ) ARSEEAE

InnoDB Buffer Pool

MySQL Client Thread Activity

Peak Threads Connected

— Avg Threads Running

MySQL Thread Cache

Thread Cache Size

— Threads Cached

51200 51200  512.00

8.00 8.00 8.00
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anfE

NI

= Prometheus EEIRSAE TS MySQL HUEREMRERISER, ARIEWSIITHERAENMNRERFNSERE. #FEESR TESERE,

& prom- -~ .t HERE / WE
[SH _ =

EAER
SRESIRAR MySQL Exporter

ERBERRS
FREEEFR ~ MySQL {E4l

ARE

samsps #HM PromQL * mysql_up =1

=8
FFEERTE) 5 2 v
EEXIR(Summary) « MySQL JRHFEET
5851 B (Description) * MySQL {{$labels.job}} ;& B EIE1T, EHI: {{$labels.instance}}
BRRE ©® )
HEEA IR R

B 0 NBAER, EEIMEERE 3
BRERER
wRF BH

MySQL Exporter R&E£¥i5%A

MySQL Exporter & Collector SEZHIRELIBIRE, BAHESHMT:

=2

collect.auto_increment.columns
collect.binlog_size
collect.engine_innodb_status
collect.engine_tokudb_status
collect.global_status
collect.global_variables
collect.info_schema.clientstats
collect.info_schema.innodb_metrics
collect.info_schema.innodb_tablespaces

collect.info_schema.innodb_cmp
collect.info_schema.innodb_cmpmem

collect.info_schema.processlist
collect.info_schema.processlist.min_time
collect.info_schema.query_response_time
collect.info_schema.replica_host

collect.info_schema.tables

WRIFRE: BRRITE (bR ) ARSEEAE

MySQL
KR

5.1
5.1
5.1
5.6
5.1
5.1
5.5
5.6
5.7

5.5

5.5

5.1
5.1
5.5
5.6

5.1

HEREEMER

BERE HRIE

YINBARIRIIRAZE, ERIBUAEEAR ABEARR

[zrs

R

# information_schema #3R& auto_increment fl&X{H.
SREFREEMAY binlog 3K

M SHOW ENGINE INNODB STATUS HREIREEIE o

M SHOW ENGINE TOKUDB STATUS HRREIRTEIE

M SHOW GLOBAL STATUS ( BUAFE ) FRERSEIE

M SHOW GLOBAL VARIABLES ( Z0AFE ) RRERSEHIE,
NFRET userstat=1, IREM true KFBAFIRIIERSE

M information_schema.innodb_metrics FREIEEIE.

M information_schema.innodb_sys_tablespaces HREKEEIE.
M information_schema.innodb_cmp H3RE InnoDB EEXRMGES

M information_schema.innodb_cmpmem $3%£ InnoDB buffer ¢
compression BIMIEEIR,

M information_schema.processlist FREZZIRSITERIMEIEEIE.
SRS FRHSAORSHIRETIE. (BA: 0)

W query_response_time_stats #igEr ON, REZiGERMNATEAY
M information_schema.replica_host_status FRERSEIRE.

M information_schema.tables RERSEIE,
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EHBAT

=2

collect.info_schema.tables.databases
collect.info_schema.tablestats
collect.info_schema.schemastats

collect.info_schema.userstats
collect.perf_schema.eventsstatements

collect.perf_schema.eventsstatements.digest_text_limit
collect.perf_schema.eventsstatements.limit

collect.perf_schema.eventsstatements.timelimit

collect.perf_schema.eventsstatementssum

collect.perf_schema.eventswaits
collect.perf_schema.file_events
collect.perf_schema.file_instances

collect.perf_schema.indexiowaits
collect.perf_schema.tableiowaits

collect.perf_schema.tablelocks
collect.perf_schema.replication_group_members

collect.perf_schema.replication_group_member_stats

collect.perf_schema.replication_applier_status_by_worker

collect.slave_status
collect.slave_hosts
collect.heartbeat
collect.heartbeat.database

collect.heartbeat.table

collect.heartbeat.utc

REESH
B ik

config.my-cnf

log.level

exporter.lock_wait_timeout

exporter.log_slow_filter

WRIFRE: BRRITE (bR ) ARSEEAE

BERR. (BA: info)

MySQL
KR

5.1
5.1
5.1

5.1

5.6

5.6
5.6

5.6

5.7

5.5

5.6

5.5

5.6

5.6

5.6

5.7

5.7

5.7

5.1
5.1
5.1
5.1

5.1

5.1

anfE

NI

R

IRERERERINEHIYIRRE, REIREMN '« FREMEH.
MFIRET userstat=1, IREM true ERERFITEIE.
WMFIRET userstat=1, IREM true ER&E schema SRtz
WMERIRE T userstat=1, REA true RREMAPFITEIE.

M performance_schema.events_statements_summary_by_dic
SEIEIEEIRE,

REFEXAMEDNEARKE. (BiA: 120)
EHHEDRREISE. (B 250)
PREISEMHHED 'last_seen' AILMRIFS X, BT, (EA: 86400)

M performance_schema.events_statements_summary_by_dic
summed HREEEHIE

M
performance_schema.events_waits_summary_global_by_eve
SRR,

M performance_schema.file_summary_by_event_name H&&!}
M performance_schema.file_summary_by_instance $R&E iz

M performance_schema.table_io_waits_summary_by_index_t
REMEIRHIR

I performance_schema.table_io_waits_summary_by_table &
7o

M performance_schema.table_lock_waits_summary_by_table
=R,

M performance_schema.replication_group_members &

M from performance_schema.replication_group_member_stat
=HE

M performance_schema.replication_applier_status_by_worke
=HUE

M SHOW SLAVE STATUS (SKiAFE ) HREELINEIR.
M SHOW SLAVE HOSTS HsREEMIEEIE.

M heartbeat PREEMEEEIE,

HIRE O PMENIRIBURTR. BiA: heartbeat)
FOPHMETABHER. (BIA: heartbeat)

M HRIASIREEIRSS 23ER UTC RYiEE (pt-heartbeat is called with —
i\: false)

FRIEIEIREMNEE R AEES .my. onf B, (BkiA: ~/.my.cnf)

F4EERE lock_wait_timeout (i #) MR THIRIMSERK. (B 2)

i log_slow_filter LAESIMERAIEEIIMICR . 1B F328F Oracle MySQL.
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E=4d
web.listen—-address
web.telemetry-path

version

heartbeat Bkl

3%
web i ihE
metrics EOKR.

FTENRRAER

WMEFFE collect.heartbeat, mysqld_exporter SiEd OHHEMNEIMENE FITEREIE

WRIFRE: BRRITE (bR ) ARSEEAE

= iniE
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BRIk E Rin

mIEEFATE: 2020-12-1117:13:45

TENRRGIEEES TKE &2
E2% Agent B, RREIARISIIRERS, WRNRHBBRSELRITH [ ARSI | BLSBTREW, TUBLNTSRIESIHTER:

1. B} FRRSBERES, SRS FRS88E.
2.7 [ERMER ] > [ £8#APIServerfER ] THE [ INiEE ] -

kube-proxy REBIFKELE)H DOWN, ZUNaER?

TKE = kube-proxy KIEERESE —-metrics-bind-address , M metrics IRSSEAIALEIRIEIEF127.0.0.1, Eitt Agent EixtR#E POD IP HBYE metrics,
AIEE TS BES i# TR

1. BF AHRSBIHE, EEYMbN TSRS,

2.7 [ BXRER ] > [ £8APIServerE2 ] > [ BidKubectliFEZKubernetes&EEHEFiRE | {RIBIESIRE kubectl,
3. #1478 < kubectl edit ds kube-proxy —n kube-system, fE spec.template.spec.containers.args FiRINBEIEE——metrics-bind—-address=0.0.0.0,

337 TKE $£8 Master TR LAHREBRAE 2887 DOWN, ZiIRER?
337 TKE $£8% Master SRMBNAZ BN SMUT RIFAIDEHS B metrics IR0, TBSM TSRS IHTHR:

1. &R T2EEHE, EENRKE,
2. ERLBEFIEPRBAN tke—master-security-for-<tke cluster id>, f5IaNEEEE ID 2 cls—xxx, BBAEERAAH tke-master-security—for—-cls—xxx,
3. PERERHMNEZ LA ID HARBNISMUITEE .
4. EREBIMNATNGKOFIRES TCP:60001,60002, iZEFZEFEMN, iFMixMA10249,10252,10251,9100,9153, SMinOAENT:
o 10249 kube—-proxy metrics BixO
o 10252 kube-controller-manager metrics B0
o 10251 kube-scheduler metrics kJir0
o 9100 node-exporter metrics w0
o 9153 core—-dns metrics kJix0
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