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Prometheus ZE&E Pull B9 URAMEBIRRS REHRAIMEEN, EHFEERENRMATMEUES KSR EEHIEHSAE Prometheus 124HAIFHE

1, Bal Prometheus [RSB1IRIETIIT L/ MESHIEE:
o [B4% Job E2E: 12t Prometheus FR&MEY Job BIERE.

o GIRSHRRSENERE: RUBNZIRSEIHMRSKMEE
+ Pod Monitor: 7£ K8S && T, EF Prometheus Operator RiMEY Pod L3 RAYNEIEEIE o
» Service Monitor: £ K8S &£& T, EF Prometheus Operator EiMEY Service 33 Endpoints LAIMSIEEE,

© iRk
[1 ShEEERAAE,

R4 Job ECE
AR BRI :

# MBUESZR, FRSEXRMENAYIEIRHRINT —1 label (job=job_name)

job_name: <job_name>

MEVESS B ialialim

scrape_interval: <duration> | default = <global_config.scrape_interval> ]

MRS REERT A iE)

scrape_timeout: <duration> | default = <global_config.scrape_timeout> ]

IMEYESS ISR Url BEER

metrics_path: <path> | default = /metrics ]

FERIHNENRY label 5fSim Prometheus iFfll label HSSRTRILLIE,
true: {REBIMENEIAY label, BHESEi% Prometheus MSEHY label;
false: XHSEAY label, IBHMENAY label BUMIE exported_<original-label>, #Hlf§i% Prometheus IEHIAY label;

honor_labels: <boolean> | default = false ]

EE{ERMEE target EFEEAIATIE],
true: WM target FREAYIE, fEA target EAIATIEL;
false: BIEREE target LAYATIE];

honor_timestamps: <boolean> | default = true ]

HMENEMY : http B&E https

scheme: <scheme> | default = http ]

MEGERITN URL 28(
params:

[ <string>: [<string>, ...] ]

# BE basic auth IREHMELERLH Authorization® HYE, password/password_file HFF, fE56H] password_file EBEIAY
B,

basic_auth:

[ username: <string> ]
[ password: <secret> ]

[ password_file: <string> ]

IRIFRE: BR=ItE (It ) BRSEATF
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EAZTMNES

# i@d bearer token IREIMBANERSLH "Authorization' bearer_token/bearer_token_file BHF, 6B bearer_token
EBEE.

[ bearer_token: <secret> ]

# B bearer token IZEINEUERLA "Authorization® bearer_token/bearer_token_file BHFf, fR5GH bearer_ token

EmaE.

[ bearer_token_file: <filename> ]

# MBUEZRTET 11s ZLEE, REWMNA 11s S8
tls_config:

[ <tls_config> ]

# EICEIRSEIMEY target LRUEIR, HSXIMACIEIRSS ML,

[ proxy_url: <string> ]

+ BESESEERIEE target, FRN THEATRE.
static_configs:

[ -

# HTTP IRBERMEE. FERZAURETSE
http_sd_configs:
[ - <http_sd_config> ...

+ TEMMENEURZIE, B target LEIIRIAY label i@iF relabel BIHELHITHES, RIFFEHITBSA relabel #M,
# relabel_config FRTHEIAA,

relabel_configs:

[ -

# BIBMEZE, @83 relabel HIFIHITM®E label XMRMAYNE, RIAFHITEA relabel N,
# relabel_config FRTHEIAA,

metric_relabel_configs:

[ -

—IRAMEVEHEBRE], 0 FAERREI, BKiAK o

sample_limit: <int> | default = 0

—RIMEY Target PRE&N, 0: FVEPRHI, BXIAB ©

target_limit: <int> | default = 0 ]

static_config il

Rz ECE TR ARIN T :

labels:

[ <labelname>: <labelvalue> ...

job_name: prometheus
scrape_interval: 30s
static_configs:

— targets:

IRIFRE: BRzITE (165 ) BRSEAS 5820 #478m



https://cloud.tencent.com/document/product/248/87378#static_config-.E9.85.8D.E7.BD.AE
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#scrape_config
https://cloud.tencent.com/document/product/248/87378#relabel_config-.E9.85.8D.E7.BD.AE
https://cloud.tencent.com/document/product/248/87378#relabel_config-.E9.85.8D.E7.BD.AE

@ H% \_EHE BREamIES

- 17 :0:0.129090

=IRBRIESLNEE
A FE:
=RSERIRSEMEE cvm_sd_configs 72 Prometheus RERE, FZIFEERPOHERBRRSHIMEVESHER. BRiSHSEE/RPO
B CVM =IRSSBEMPEREFER. LU TETR CVM RSEM.

CVM IRSSEMF AT Z= API BE13REY CVM EfI5IZR, BRAMER CVM B9FAR 1P, FRSARMAFELATIRE, XLARERILAE relabel BEEHIER

e L]
__meta_cvm_instance_id S5 ID
__meta_cvm_instance_name xfilE
__meta_cvm_instance_state ZHRE
__meta_cvm_instance_type SCf5ANBY
__meta_cvm_OS IHURIERS
__meta_cvm_private_ip FAR IP
__meta_cvm_public_ip ~2[ 1P
__meta_cvm_vpc_id % ID
__meta_cvm_subnet_id FK ID
__meta_cvm_tag_<tagkey> LR EE
__meta_cvm_region SEHIFFfEX i
__meta_cvm_zone ZHIRRTAX

cvm_sd_configs EcEiRAE

region: <string

endpoint: <string> ]

secret_id: <string> ]

secret_key: <secret> ]

refresh_interval: <duration> | default = 60s

default = 8§

filters:

[ — name: <string>

values: <string>,

IRIFRE: BR=ItE (It ) BRSEATF 521 1#478;
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© i
{ERERHOR CVM =IRSSEEEEE cvm_sd_configs B, iZzEEKBEMERRSTRIRAGEINRRELZ S, THREFNESUTSE: secret_id.
secret_key. endpoint.

CVM =[RS AR

job_name: demo-monitor
cvm_sd_configs:
- region: ap-guangzhou
ports:
filters:
- name: tag:service
values:
- demo
relabel_configs:
— source_labels: [_ _meta_cvm_instance_state]
regex: RUNNING
action: keep
regex: __meta_cvm_tag_(.*)
replacement:
action: labelmap
source_labels: [__meta_cvm_region]
target_label: region

action: replace

Pod Monitor
R A E TR T :

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: redis-exporter

namespace: cm-prometheus

labels:

prom_id: prom-xxx

jobLabel: string ]
podTargetLabels: []string ]
sampleLimit: uinté4 ]
targetLimit: uint64 ]

podMetricsEndpoints:

IRIFRE: BRzITE (165 ) BRSEAS 522 $#478m




EAZTMNES

[ - <endpoint_config>

[ namespaceSelector: |

[ any: bool ]

[ matchNames: []string ]

selector:
[ matchExpressions: array ]
[ example: - {key: tier, operator: In, values: [cache]}
[ matchLabels: object ]

[ example: k8s-app: redis-exporter ]

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: redis-exporter
namespace: cm-prometheus
labels:
prom_id: prom-xxx
spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourceLabels:
— instance
regex: (.*)
targetLabel: instance
replacement: 'crs—xxxxxx'
action: replace
sourcelLabels:
- instance
EEEEREE (o)
targetLabel:
replacement: 'l.x.x.x'
namespaceSelector:
matchNames:
— redis-test
selector:
matchLabels:

k8s-app: redis-exporter

Service Monitor

tERAE B TR AR T :

apiVersion: monitoring.coreos.com/vl

IRIFRE: BRzITE (165 ) BRSEAS 23 #478m
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kind: ServiceMonitor

metadata:
name: redis-exporter
namespace: cm-prometheus
labels:

prom_id: prom—xxx

spec:

jobLabel: string ]

targetLabels: []string ]

podTargetLabels: []string ]

samplelLimit: uint64 ]

targetLimit: uint64 ]

endpoints:

[ — <endpoint_config>

[ namespaceSelector: ]

[ any: bool ]

[ matchNames: []string ]

selector:
[ matchExpressions: array ]
[ example: - {key: tier, operator: In, values:
[ matchLabels: object ]

[ example: k8s-app: redis-exporter ]

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

name: go-demo

namespace: cm-prometheus

labels:

prom_id: prom—-xxx

spec:

endpoints:

- interval: 30s
port: 8080-8080-tcp
path: /metrics

relabelings:

- action: replace
sourceLabels: [__meta_kubernetes_pod_label_app]

targetLabel: application

IRIFRE: BR=ItE (It ) BRSEATF
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namespaceSelector:
matchNames :

- golang-demo

selector:
matchLabels:
app: golang—app-demo

endpoint_config iEE&
{ERCAR B IR T -

MR port KB, XEFETEFEXIMANRO, BA: 80, MWRAYEEINT:
ServiceMonitor: XM Service>spec/ports/name;
PodMonitor: iHHB!ll]'F
WMEEEME Pod Yaml, BY pod.spec.containers.ports.name HAIEH.
MEEENE Deployment /Daemonset /Statefulset, B spec.template.spec.containers.ports.nameo
port: string | default = 80]
MEUESSBER URI B&EE
path: string | default = /metrics ]
fMBEREHMY : http BXE https
scheme: string | default = http]
MEGERIIRL URL S8
params: map[string] []string]

HMEYESS iElpRERYRY E]

#
i
#
#
#
[
#
[
#
[
#
[
#
[ interval: string | default = 30s
# HMBEY(ESSHERT
[ scrapeTimeout: string | default = 30s]
#
[
#
[
#
[
#
#
#
[
#
#
#
[
#

MEERETEY TLs REEE, BRENRMN 115 S8
tlsConfig: TLSConfig ]
B XS MAISIHHERY bearer token XMAYEH, MEUMEYESEY header H
bearerTokenFile: string ]
EIITRIAY K8S secret key IEBVXIMIAY bearer token, j¥& secret namespace FBEfll PodMonitor/ServiceMonitor $H[E
bearerTokenSecret: string ]
FRRIIMENEY label SRR Prometheus iffll label MSSHTHILLER,
true: {REBIMENEIAY label, PEESRiR Prometheus M3EM label;
false: XIMSEAY label, IBHMENAY label BiBAE exported_<original-label>, i#BAfGik Prometheus IEANAY label;
honorLabels: bool | default = false ]
ER{EMMEE] target EFERIRTIE,
true: R target HHEIYE, A target LHEIATE;
false: EIEREE target LERIAFIE];
honorTimestamps: bool | default = true ]
basic auth BBAIESE, username/password HEEXWMN K8S secret key HYH, FE secret namespace BEF
PodMonitor/ServiceMonitor f8E.
[ basicAuth: BasicAuth ]
# EICIEARSSRANEY target LRYEIR, ESXMAMCIEIRSS ML
[ proxyUrl: string ]
# TEIMENEURZH, 38 target LERIRIAY label BT relabel HIHEIHTHE, BIRFHITSA relabel NI,
# relabel_config FRTHEIAA,
relabelings:
[ - ...
+ BUBMENSERZ RS NZED, #id relabel HlHEIHITHES label WRHIE, ERIRFHITBA relabel #M,
# relabel_config ¥ TmE¥AE,
metricRelabelings:

[ -

relabel_config/relabelings &cE

IRIFRE: BR=ItE (It ) BRSEATF 5825 #478;



https://cloud.tencent.com/document/product/248/87378#relabel_config-.E9.85.8D.E7.BD.AE
https://cloud.tencent.com/document/product/248/87378#relabel_config-.E9.85.8D.E7.BD.AE

O BAT

BB E TR ARIN T :

source_labels: '[' <labelname>

eparator: <string> | default = ; ]

default = (.%*) ]

modulus: int

replacement: <string>

[ action: >t i efault = replace

IRIFRE: BR=ItE (It ) BRSEATF
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O BHS

ERBE

EAZTMNES

IEEHATE: 2024-10-3118:11:52

RMFinR

ZALAER Prometheus MiEIRFZEEX LIRISRIEEEE, MNARERS PRI —LRSEHTIE, IERGEY, THRYEE, Bald—EtZiEn
SRIBFERTHITIRS, ANERIMIRSSHIRERTIEIREF -
AN Go BNMEZHEI, NMBWMETET Prometheus HEIRSSEH TS EEUEF LR, AMAREE,

XRARES

Prometheus FiE#XE% SDK:

Go

Java or Scala
Python

Ruby

HE$3HGFAKRIES SDK:

Bash

C

C++

Common Lisp
Dart

Elixir

Erlang
Haskell

Lua for Nginx

Lua for Tarantool

.NET/C#
Node.js
Perl

PHP

Prometheus EEZH31TAIEEN, BIEREEWT/LARIHMR .

Metric Name (JE{RETR)

+ Labels (#F%) + Timestamp (AEEE) + value/sample (M&FEME/HER)

Metric Name(iBi7&TR): KMEMSKIENX (HlE, http_request_total - RFELBIRAIZWEINI HTTP BREE) o
inZ(label): RRHFHFRISERE, 2—1 KV &8, BiTXLERE Prometheus AL ARIRRTIEE, BES.
RfiEE(timestamp): —MEREIESHRIATIEE.
#A(E(value): —1 float64 HZEHRBEIER T LRI RIIE.
Metric Name (¥EAR&MR) /Labels (FF%) RAEEH ASCI 2. HF. THIZURESER, HFUABEENRXK[a-zA-Z_:][a-zA-Z0-9_:]*.

B2 Data Model i85

Metric/Label s5 & &{ELH

IR N

Prometheus RIBIIENARIASIZMT counter [ Gauge [ Histogram [ Summary FUfERZEEY, SMIEFERIRIATSITY . EZiRBIEESR
Prometheus EM METRIC TYPES .
Prometheus #tXiBH T SHARIESH SDK, SMESHIERGZERLEM, FBEERARESEEZLNRG, TEEEL Go {EAGIFINMT LIREENX S

EEIREUR .

IRIRERE: BR=ITE (1bF) BRSEAE 5827 $#478™


https://prometheus.io/docs/instrumenting/clientlibs/
https://prometheus.io/docs/concepts/metric_types/
https://github.com/prometheus/client_golang
https://github.com/prometheus/client_java
https://github.com/prometheus/client_python
https://github.com/prometheus/client_ruby
https://github.com/aecolley/client_bash
https://github.com/digitalocean/prometheus-client-c
https://github.com/jupp0r/prometheus-cpp
https://github.com/deadtrickster/prometheus.cl
https://github.com/tentaclelabs/prometheus_client
https://github.com/deadtrickster/prometheus.ex
https://github.com/deadtrickster/prometheus.erl
https://github.com/fimad/prometheus-haskell
https://github.com/knyar/nginx-lua-prometheus
https://github.com/tarantool/metrics
https://github.com/prometheus-net/prometheus-net
https://github.com/siimon/prom-client
https://metacpan.org/pod/Net::Prometheus
https://github.com/promphp/prometheus_client_php
https://github.com/cfmack/pRometheus
https://github.com/tikv/rust-prometheus
https://prometheus.io/docs/concepts/data_model/
https://prometheus.io/docs/practices/naming/

@ Bils BRSNS

Counter

TR, HIERPERIENENR, RBEBZESEE . TLAA Counter RIGEIFERE/SEH/RARERHLATRESF,
WMIEIE counter SRIGIEITEREL:

s/client_golang/promethe

client_golang/prometheus/promauto"

(

opsProcessed = promauto. (prometheus.CounterOpts{
Name : order_se ce_p ed ers_total",
Help: "The total

[]string{"status"})

0 {

opsProcessed.

f5Ign, @ rate() BRHBEREUTRRIBKE:

rate (order_service_processed_orders_total [5m])

Gauge

SEi{E, SETRREHERXIEMINE . SR Gauge RIEEXAIAFERSE /CPU (ERX/LRIZERIMIINEE.
IMTEE cauge SRESIRITERRATIAN:

etheus"

"github.com/prometheus/client_golang/prometheus/promauto”

(
queueSize = promauto. (prometheus.GaugeOpts{
Name: "order_service_order_queue_size",

Help: "The e of ¢ queue",
}, [lstring{"type"})

type OrderQueue

queue

() *OrderQueue
return &OrderQueue(

queue:

IRIFRE: BR=ItE (It ) BRSEATF 5528 #478m




(g *OrderQueue)

queueSize.

> (q *OrderQueue)

queueSize.

Bid Gauge 187, EEEEITHREMERATIRIZETAN:

order_service_order_queue_size

Histogram

EAZTMNES

B5E, Prometheus £1RIEFRER Bucket FRIHEHANSHER, BEHRILIBNTI, —RSAFENMKE, &d Histogram TJLUTEE
P99/P95/P50%F5ERT, RRTtEaTLAMIEAIBAI N, WAL Histogram FSAAZEBHA Counter #it4 8. SILAR Histogram R¥EF=E MR )/ AUE

EEipiaFERT %

Histogram #1 Summary BfERGLEL, TEIEESE Summary BERB.

Summary

%=, # Histogram H—=2l, BRHEHEANSHER, REI2 Summary REZFIRITEESHER(P99/P95/Sum/Count), EittRESEFiG

RiR, FHATBREITELE, A#ETLA Summary RiERE IR E/EiERE RN S,

UMIEE summary REGEITELCIEFERT:

import (
"net/http"

"time"

"github.com/pro eus/client_golang/prometheus"

"github.com/pro s5/client_golang/pro

us/promauto"

s5/client_golang/pro us/promhttp"

(

opsProcessCost = promauto.

Name: "orde service order_

Help: "The order proces
}, [lstring{"status"})

0 {

start := time. ().

fer opsProcessCost.

IRIFRE: BR=ItE (It ) BRSEATF

(prometheus.SummaryOpts{

ks 5 "
duration",
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(time.Second)

Bd Summary f5i5, EEEETHGEFISR:

order_service_processed_order_duration_sum / order_service_processed_order_duration_count

2| Prometheus 18z
iBid promhttp.Handler () IBYRIESEIERESIHTTP RSL.
package main

import (
"net/http"

"github.com/prometheus/client_golang/prometheus/promhttp"

("/metrics", promhttp.

SREREIRE

SREXISHENEEERZE, NAKMT, BIEET Prometheus SRIMBUEIEEIRENRE . #BIESR Golang #A o

ERERIENESE

}TFF Prometheus $iZIRSZ B Grafana, @i Explore REEZREISIFEIE, WMTE, Bkl BENX Grafana &iEkE

B prometheus FlBAZTUMNTEE SEEE NRENTUNEESRERHTINEE, FESEER SENERER.

5530 #478m
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https://cloud.tencent.com/document/product/248/87385
https://grafana.com/docs/grafana/latest/dashboards/
https://cloud.tencent.com/document/product/248/87422

O BHS

EMR #EAN
Flink #EA
RIEEFRATE: 2025-03-06 19:49:22

RMFIBR

EAZTMNES

TE(EA Flink 32 FER Flink {ESETIASEHITERE, LMETHE Flink (E32BEEIET, HE Flink #E%. Prometheus i5IRS533 push

gateway M TER, #F Flink EA metrics, FiRitT F#EEIARY Grafana iiEkE,

RURSH

o MIZHIBET =M MapReduce (LATE#R EMR ) =RE3 Flink A%, FELE LM Flink {£53.
o {#A5 EMR RN RFAEME VPC WEEBH= Prometheus S1ELH) o

RMELR
FFREN
IXE PushGateway otk

1. ER Bl=TWES .
2. i# A\ Prometheus 3£, 1RB#E Pushgateway ##A 8l# Pushgateway,
3. IXBY PushGateway ittiit .

% Flink B¢

1. A #8% MapReduce , ERFHAIRE “EH)” , EREEHRSRE.
2. #% Flink G281, #FEEEE > flink—conf.yaml, #A\EREEER@E.
3. ENESEHERE > FMERER, RN TRES, E2EREER EAE.

&S IA Ry iR

LI metrics SHE
metrics.reporter.promgateway.class x FrFER push gateway £

Java #3
2ztrics.reporter.promgateway.jobNa % =E push E5%
metrics.reporter.promgateway.rando ¢ R EREESIRERME
mJobNameSuffix rue a =
metrics.reporter.promgateway.groupi HIIEIG T metrics Y
T oporerproms y-groupt - % S £ label, &zt

gney k1=v;k2=v2

metrics.reporter.promgateway.interv % Bia) #E% metrics BIRTENIE
al ' W, Bim3or
metrics.reporter.promgateway.hostU % p. push gateway IR
rl Sitbht

Flink (ESHiT=E=2
metrics.reporter.promgateway.delete true R &k push
OnShutdown - gateway LIRS

metrics

EEERGIINT:

metrics.reporter.promgateway.class:

iy

org.apache.flink.metrics.prometh
eus.PrometheusPushGatewayRe
porterFactory

EEREEFNFHFSH

T|gER true, MEFRFM, Flink £53
i@l metrics £tEEES

il EMR 3261 ID B{EX S FREHI
4@, 540 instance_id=emr—xxx

BINRBTEIAMESR

=#l& £ prometheus SLFIRIBRSS L

REA true

org.apache.flink.metrics.prometheus.PrometheusPushGatewayReporter

metrics.reporter.promgateway.jobName: my-job

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/monitor
https://cloud.tencent.com/document/product/248/106522
https://console.cloud.tencent.com/emr
https://nightlies.apache.org/flink/flink-docs-release-1.20/docs/deployment/metric_reporters/#prometheuspushgateway
https://cloud.tencent.com/document/product/248/87089

EAZTMNES

O BT

metrics.reporter.promgateway.randomJobNameSuffix: true

metrics.reporter.promgateway.interval: 60 SECONDS
metrics.reporter.promgateway.groupingKey: instance_id=emr-xxxx
metrics.reporter.promgateway.host: pushgateway B ip

metrics.reporter.promgateway.port:

EELE

1. EF Prometheus 5%, EEHH#HAIIE Prometheus 3£,
2. EREIERE > SR, SRR HHEE Flink ¥53%, £ Dashboard RESEZEARETFE Flink sk,

3. i\ Grafana, 2= Flink izmEiR.

Flink Cluster
Flink Job
Flink Job List

Flink Task

4. 8 Flink Job List E&5E,

W

178 day

Checkpoins B

TR

307.67« 307.67«

Fink PR

L)

0

IRIFRE: BR=IE (16F) BREEAR 832 #478m


https://console.cloud.tencent.com/monitor/prometheus

2 Eﬁ iﬂﬁ BR=TWNFES

6. pEA LA Flink £28%, &5 Flink §afi5E,

annems oanmeen

et I et

i i

1 - 2N

1. BR Bil=TWUFES .
2. EEMSEERETEE Prometheus M58, %iE33R Prometheus SZHH#NSIERE.
3. EIREREE > SRR, fEMESERETLURIMBRNEZEREE, ¥FEESN MRS58

IRIFRE: BR=IE (16F) BREEAR 33 #478m


https://console.cloud.tencent.com/monitor
https://cloud.tencent.com/document/product/248/87424

O BRE

Prometheus X EMR A%

RMFInR

EAZTMNES

TE(ER Bifl=9H MapReduce (LAFEIR EMR) Fmidigd, FE1§ EMR %815 EIREI Prometheus %12RSS, IS2E T38|, FXISHENB

UM EMR WIS .
5¥£E EMR on CVM 261
BURSH

A5 EMR #HREHRIAENS VPC, W= Prometheus 52356 . AIEE Prometheus RSS2 IFAMIE o

© i%ER:

Prometheus ¥#z0RS3 @3 EMR SRR EREER, B VPC REZEHITIENLE,

EMBRENRIRT, 2§ BIkSERE.

RMES R

1. BF Bil=TWIES .
2. EEMZZEEi%E Prometheus $53E0ESS .

3. £ Prometheus s£fi5I%H, #EIREI Prometheus 3,

4. BNEGHFIER, EFHIERE > ERBU.

5. EEHPOHKEIHEE EMR on CVM, BIS#H—2KED, WHIMEERREREFNE,

BEAER SIERE EEEE TRE SEISHT

KRBRBS AP HiEZS

EMR on CVM (emr-exporter)
T#E it Dashboard EE BER

O umzR N sseses:

Prometheus EESRA LR BRIRS KR, MARKE, Kubernetes BRER"ZAKISGHR, M BAFRIES/TEM/ALREEMRIGRIRE #TTHRA, &

wE@)  FR®G) Wm0 BWEEE S0 KBEE)  HEE ()
vBER%E (0)
v SRR (1)

EMR on CVM

I 'ﬁ: | SEFUFSAEANE MapReduce- SRS 1512 251E
0

HE (6)

EMR on CVM RERfES R =

{ESEE «

5 CM_QCSLinkedRoleinTMP

6. A EMR =55 , By ID/EHR, ELFNERRME, KB EMR S8, EMR 6 ID,

EHIER
HitmE
RERE
REitE

ot PR EIAX: AKX wif
2024-01-10 17:40:26 - REE
lole ) ©® =@\rE

7. H5E5SEE (Yaml 83) . RTELDERRKIESES S EMR S8FiEtg. EMR SE6 ID.

© i%AR:
MFESIER TSI FiRRE; goitkigiReE, Flan:
65l ID ZIFESE.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/emr
https://cloud.tencent.com/document/product/248/87089
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é-b BBz BASTRNTS

| relabel_configs Bt&ESR MEEEIRA o

EMR on CVM RE(ES i =

ESEE «
job_name: | emr—on-cvm-example-job
metrics_path: /metrics
emr_sd_configs:

— region: | ap—guangzhou
instance_ids:
— | emr—xxxxxxxx
relabel_configs:
— regex: __meta_emr_(.%)
replacement: $1
action: labelmap

¥$E EMR on TKE 36

RHESRE

Prometheus ZfIXEX EMR on TKE SLIFRERER5EEE, 520 XBEE
MEPR

1. B BA=EWNFES .

2. TEEMSEER % Prometheus MRS

3. 7 Prometheus sEfIFIZ&RS, #EFITRAY Prometheus 6,
4, BNEGLEER, SREIERE > Elh.

5. TEERFILEIH BT EMR on TKE, Bl&#E—MNREEO,

« r EMR on TKE (| )

X
2R HiERSE HEEHE g
Ere bi=ion Dashboard B&Eak
RS SEREIL HESS
@ zEFEm 1 FRIPEHER: 224
Prometheus $ESRE: /LB 2in EEE
EMR on TKE IEIRREE S0ty o
&% e
v 8%% (0)
& © v
v REE (1) % EMR on TKE 361 R0
-—l EMR on TKE Q S
‘A’ SRS MapReduce-ENIRIGNN DI pron P DI e P—
#0%& 10v 2/m 1 L
EpsETE 0 =
EBEET
H2%& 10V EIA 1 MR

6. #E1E EMR on TKE SEAIFFERSER, SEMNEHARENHI EMR on TKE X6, M#EEERENTOBNEIGNIE, SHETNT,
E£E EMR Serverless 361
ARG
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(‘2‘) BBz BASTRNTS

A5 EMR tERAHRFAG ML VPC, WEEAZ Prometheus M5E3E6] . AIEE Prometheus SEERSS Sz

© A8:
Prometheus ¥#zRs3 @3 EMR S RPItEiEREREER, B VPC RESEHITIENLE,
ERSBIRENEIRT, i BIkSRE,

RMES R

1. BF BAEWUES .

2. EEMISEER %R Prometheus H5iE0RS%S

3. £ Prometheus EHIFIFP, #EFITRA Prometheus sE£6),

4, HNEFLEER, SREERE > Elh.

5. EERPOHKEIF BT EMR Serverless, BIS#E—MREEN, WASERREEEF,

EAME8 BUERE EEEE mRE SEHIBER
- RE 185 Dashboard 531921

RABRES SRR BiESS

[oREtE:] EEGRE |

Prometheus BEEMP RS EMBENE, NARBER. Kubernetes FRUIR" = AMIEHE, 3" HAFRIES/PEHH A MR EMIRNE . %

EMR Serverless R&EEfESS REMMNHE 2
mE@)  FRE RN EMSEEQ  REE0)  ANEE  HBEOG  HEE

fESEE + -
vER%K (0)

v RRE (1)

EMR Serverless

"6; | EHBTEHE MapReduce- ENRISSRSHEES % 2 58
I 0

ISR «

fE%f@E  CM_QCSLinkedRoleinTMP

6. A EMR i=HI5E , BEeEE ID/SHR, ELFNERRE, KB EMR SE#F7E N EMR 36 ID,

ZHER
BERhigE
HERR MK msse
iR RER GJEEEfE 2025-03-1111:15:48 g Q2 RE

7. E5ESEE (Yaml 8) . RTELERRIESES S EMR S8 FREg. EMR E6) ID.

© AR:
MFESIEX TSI FiRiEE A9itei%iRE, fIa0: ap-guangzhou o
f 1D ZIFHES B
relabel_configs Bt&ESR MEEEIRA o
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O BT

EMR Serverless REFH REiHBEXHY

EBERE +
job_name: |emr-serverless—example-job

metrics_path: /metrics

emr_sd_configs:

- region: |ap-guangzhou
instance_ids:

—| emr=xXxxxxxxx
relabel_configs:

- regex: _ meta_emr_(.x*)
replacement: $1
action: labelmap

metric_relabel_configs:

- source_labels: [instancel
regex: ([~:1+):\d+
replacement: $1
target_label: host

e

Prometheus $52BRSS 215G EMR 1815, #HIERIRIESN EMR SEIEEIER -

SN IERRRIRRBRSS

EAZTMNES

EMR on CVM B service_status EinERSRENERAFFHELIRBSETR0, TEERRDRERS . BB EMR TiZEERMIRSFEER,

Rzl AP 2EFELE . Prometheus MIZERSZIRIBIRSZESFHELRESR, #il¥ emr_additional_service_status 8t%x, 5

service_status EiFEET AT XA RERS, EH 0 ZRRSRE:

(service_status{} * on(instance_id, host, type) group_left () (emr_additional_service_status{}

EMR on TKE. EMR Serverless AFE Lid 55N, AHEIEER service_status 15t%, BH 0 XFRSFE.

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHS

Java MBIEA
Spring Boot #EA

IEE#HATE: 2025-02-25 10:55:52

RMFIR

TE{EF Spring Boot {EAFFAIESRRS, FEUIEMBAVIAS, HlEn JVM/Spring MVC %, Prometheus Si=IRZETF Spring Actuator HIFIRE JVM
SHIE, SAEERER Grafana Dashboard AL @iz Spring Boot RIS
AL R EIRSS L3FE Spring Boot lAAFI, NMBITEIT Prometheus MIZIRSISIEELIAS .

RURSH

o IR ENEA SRS ITERER : EBN=SRRSPEIE Kubernetes &E%,
o A FEHEEERES SENBER.
o RFAETF Spring Boot {EZ#{THE .

KTFEELL Maven 76, iHBIEENERR

RMES T

o EE:
» Spring Boot Bi2##t actuator AR AHITIE, B THEMERRES, FREIXEEREER actuator 73 Spring Boot M A#{TIEIEIE
=, EF Spring Boot 2.0RLA MRS, EiEASERELHENTEEEE.

o HIEHERA spring boot 1.58A\, EARM2.085—EX5, BETEMT/LA:
O Bid prometheus metrics HIMIHUEFN2.0F—#F, 1.5BKARIR /prometheus , B) http://localhost:8080/prometheus o
O ERA0MEIRNERTIZERR(Whitelabel Error Page), 1.5ZkA% management EAMTRESEH, FTEEN

management .security.enabled=false o

O BIMB®PA bootstrap.yml REEHSE, £ bootstrap.yml HYER management AFiC{EFA, EEE application.yml H{EX,
[RE: spring boot BaNFIRFEE %
O metric common tag AHEEE yml KM, STLAEZEBIN— bean BIHINELI, WTF:

@Component

public

@QAutowired

protected Mete

@QPostConstruct
publi void

. meterRegistry .

e R AR R CE
$B1: B3 pom i

IMBHE45IA spring-boot-starter-web HIEMLE, £ pom.xml MEHHIFI actuator/prometheus Maven #KERIR,

org.springframework.boot

spring-boot-starter-actuator

IRIFRE: BR=ItE (It ) BRSEATF

EAZTMNES
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@ H% \_L:HE BREamIES

io.micrometer

micrometer-registry-prometheus

PW2: BMEKE
YR4g resources BRTHI application.yml M4, {82 actuator HEXHIEERREE Prometheus HYAIFEIFEEE.

server:
tomcat:
mbeanregistry:
enabled:
management :
endpoints:
web:
exposure:

include: prometheus

tags:

application: spring-mvc-demo

distribution:
sla:
http:
server:
requests: 1ms, 5ms,10ms, 50ms, 100ms, 200ms, 500ms, 1s, 5s
percentiles-histogram:

http:

$E3: FHUIGIE
EMBZERIBRT, 1817 mvn spring-boot:run ZJ&, ALAUEII http://localhost:8080/actuator/prometheus iAiAE] Prometheus HHXEYIE

tREE, REBEXARNEECEIER.

© eg:
BIFPEERARE, XIRAYROFMEBEUSERRE .
RREARBHER=ERIRS L
$B1: FihEE Docker HIRFH
MBAMZBIKREEED Docker H&HFEE, AILASE Docker EGIRFREN] HITERE, NRELERBETMUEERIT T2,
$m2: {TaR LERE
1. EWBERERTFM Dockerfile , EHAILASEMTREEITIRM, EERBBAPEZ(EN Dockerfile o
FROM openjdk:21-jdk
WORKDIR /spring-mvc-demo

ADD target/spring-mvc-demo-*.jar /spring-mvc-demo/spring-mvc-demo.jar

CMD ["java ar", "spring-boot-demo.jar"]

2. {J8%EE, ERERBERTETUTHS, EXRREPEEERWRE nanespace « TmageName « HFRRFS

mvn clean package

build . -t ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [{{RRAS ]

IRIFRE: BR=ItE (It ) BRSEATF 5839 #478m
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® H% \.L:HE BR=aWES

push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [iﬁ{%ﬁﬁl‘%]

f5ugn:

mvn clean package

build . -t ccr.ccs.tencentyun.com/prom_spring_demo/spring-mvc-demo:latest

push ccr.ccs.tencentyun.com/prom_spring_demo/spring-mvc-demo:latest

S|3: NABE
1. BR SRERSEHE
2. EEMRSENEEER, HAEHIRAERENENEREN.

3. &R T{ER#E > Deployment, 7£ Deployment S8R, EFMNGETERBITHERSS, XBEFESEHENHREE, RFTHF Service
BiaAN, SEIEEEDSSTIANeE,

IRIFRE: BR=ItE (It ) BRSEATF 5540 H478m
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5 E E%i:ﬂ_ﬁ BR=AWNES

B spring-mvc-demo

FROWHE("-"), EXFANNEFBFX, BFUNEFBLER

i3 0
z
BEEE demo v
Labels g
IREREBMABIOINFHR (GHFRX. BF. '\ - BERAFUCFL, SERAIRA, ESHBEEHE R
REREREOAFE. HFROWF(-". "' "), ELFUFE. BFFLNER
BiEE () NIIEIEE

AERRMBEN, BISENEERE. INKE. ERKIES. XHEMENFS, BEXH. PVC, AFEHIBTROECRHRZH. EHRESI B2

X
hImES + s

E4 spring-mvc-demo

REK63INFH, REASNEFE, BFRHIBRH("-"), BREND BRI XHER
#580 p! demo.tencer m/prometheus-demo/spring-mve-der | %F55 {5
BHRREA (Tag) latest EEGBIRA
FURHIERER IfNotPresent Never

BRMEEAENZHRE
TAZED Tz

TEEZHEN, EEBEMPRB—1THS1Tkey=valueDikey: valuef) R{EX AT AT BIE AL BN

CPU/AI7ZRRH! CPURRH REFRE
request  0.25 - limit 05 % request 256 - limit 1024
MiB

Requestf TN B 2R, HEBHPHNT RArequest TERAZLRMERN, BB BIREK,
LimitAFRERBERRRNBALR BREEER THRARERELS.

GPU &R 25 | — 0 + 4

EEZTERRERNKDOCPURIR, BRREENEHEBINGPUZIR

=l Fies )
BTERRE
SR [oF=-1:-NON=F

BRI E

I - 1+
SR prom-demo v oo

RIISRIAINEE
IEEERGIAEEURAE RS, NSENREKSRI ImagePullSecrets [2 TMRHBAE; MTSBRIHEEIE , BHEHETE

B O FemmmEsE () BRSGREAN

FIRIEREMN, SPodiBERIMETAINLabelh T RH. RBETERHNBEMNIES] 2
WMREBFE TIEM T REES, HERAEEnginx-ingressHEREMT R L, BEARSETRIBERE 2

SRIE O ~emaRAE () EREREE

IRIFRE: BR=ItE (Ib5R) BRSEAR 41 #478|



@ H% \_L:HE BR=aTWEEs

hIZE (Service)

Service =iz2)
Service Name TEENE THEREERER
s O EEENIATR FiHO5R ARILBIAIE] RRILBIAIR gNfaliei® =

HNCIusterlPE, {5 Ht— LUK RN EIRS S ASHIAINAND, STHTCP/UDPHNY, SUEREEIRSSHIMysqInT LUk EERPiAIn) SRR MASFa .
Headless Service (?) ( Headless Service RZiSBlEATEE, BRSNS EEHAA)

SRR e BEROO ESHO0 &0
Tcp v AEANFEELTNE  RNSARSI— FEINFR, R
IS
BReaRigE

B4 FINREES

1. #F Prometheus BEIRESEHS , EEXM Prometheus SEf#ASERE .
2. EIREIERE > EREEES, HANSHRSEXRSIERH, BRRSNEMENSEES (IZEHSES Prometheus SEFIBTTXEE) o
3. IR R EEIRRERE, AGPREMERRENIEE, 0 ServiceMonitor RERE, EFMT:

o

iR ER Servicelfi® v
e spring-mvc-demo

RBK631FH, REQEFH. XFERHIBH("-"), BATFAUFEFL, BFNEFEBLERE
BEREE demo v
Service .

spring-mvc-demo v

servicePort 8080-8080-tcp- v
metricsPath lactuator/prometheus

BRIAR/metrics, HESELIRAREEOARTIEBITHS
BERREXH REXH

AR Brelabel FHFRE BB RIERIBEE X

FNREBER

e B

$B5: R¥ Dashboard

1. EERHROTHEIFEE Spring MVC.,
2. i%$% Dashboard, iz Dashboard BR{FFHIZREFAR.

IRIRERE: BR=ITE (1bF) BRSEAE 842 $478™


https://console.cloud.tencent.com/monitor/prometheus

@ AT — EAZTMNES
HBERE i

Spring MVC X

fre3 Dashboard

Dashboard {Z{F

Z3E/FH4% Dashboard #0135 Dashboard

b
i
3
B3

EHE

Dashboard 3 RFRE

I5 & dashboard [z

$E6: ERINE

1. &R Prometheus EiZRSIEEE , EEWR Prometheus EHENEETH.

2. 37 Prometheus SEHIRIRIAY Grafana Hblit, £ Dashboards/Manage/Application FEEMFEXISEXR.
Spring MVC RZf: 1= MVC BPIRZ, GIINERIERERE/RIE/IREDHE,
Spring MVC #&00: #EO%KKE, AILAMNESMED, HEEMEBMEOLEE,
Tomcat: Tomcat REMASHIEIEXRE, FINEREERBERE.
FA JVM: NERfAEYER, BEEZNATHEXFIRERTE, HRMENITHIERRRRIRILAT HEIRS RATSEFISEE .
BB JVM: 32 JVM EARRIESIRER .

IRIFRE: BR=IE (16F) BREEAR 543 #478;
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%) i:ik=

Spring MVC RZF8

Spring MVC $#00

SEf JVM

A JVM

v RED Method(Overview)

Latency(i&sR#ERT)

1840 18:50 19:00 19:10

— P99 — P95 — P50

o]

18:50 19:00 19:10

Top 10(i&R &)

= /hello/{name}
— /actuator/prometheus

== /**/favicon.ico

19:20

19:20

2.50 regps

2,00 regps
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Throughput(S#iERE)

1.00 1eqps wrwwrwnmnnanry

0.50 regps
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18:50
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— now

1920 18:40

— debug — info — trace

ROREXASH

. — NumberFormatException 344

IRIRERE: BR=ITE (1bF) BRSEAE

19:10

19:20

App Java MVC  Spring

Interface Java MVC | Spring

Java Spring Tomcat

Instance JVM Java

App

App JVM Java

FRINER

100.00% [.-
\

99.00% H ‘\
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\ Il I
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— now

BER5

18:30

warn error

BOSESH

== /hello/{name} 344
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® H% \.L:HE BR=aWES

JVM #EA

IEE#HATE: 2025-03-03 10:05:03

RM{FinR

E(EA Java (EAFRIEER, FEKE JVM RItEEE. Prometheus HIZIRSZEEREMAREL R JVM BEHIE, HIZHTHHEBIARN Grafana i
EXE,
AXNETIEE client_java 3% jmx_exporter FFAINENH JVM 184R, B Prometheus IZIRSEERIKE,

© ieg:
EB{#EMA Spring Boot fEAFEIESR, 52 Spring Boot A .

RURSH

o IRBNRAHRRS TERER .
o (B BHREEHRS EENAERR.

BRI

client_java

client_java 2 Prometheus E75iR{#AI5REE SDK, RSN AP BEXIEIMER, EEFHEEAN JVM 18i5, 2F&EEN Prometheus H5izHR
SHEEHX.

e R RO R A R
1. 1222 pom #&#ic £ pom.xml HHFIIEXA Maven REIR, 1.x RAHTEWHNERFCETES, MAEERWIRER, THWT:

io.prometheus

prometheus-metrics-core

io.prometheus

prometheus-metrics—instrumentation—jvm

io.prometheus

prometheus-metrics—exporter—httpserver

IRIFRE: BR=ItE (It ) BRSEATF 5845 #478;
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@ H% \_L:HE BREamIES

counter.

counter.

counter.

server = HTTPSer
(9400)
()7

("HTTPServer listening on port http: localhost:" + server.

3. AHUISE, AMBINZE, FLAEE http://localhost:9400/metrics 5i@ZE] Prometheus MHYAEIREUE

http://localhost:9400/metrics

BRRAEHIRREERERS L
1. FHERE Docker KT, MPAMZEREER Docker HFHEHE, TUSNEBFBRIRS Docker FRFEREN] BTRE. SEREENTT
—,

2. {T8R LIERK.
21 ERBERERTRM pockerfile , FIRESLIFMB#TIENR . THIINT:

FROM openjdk:8-jdk
WORKDIR /java-demo
ADD target/java-demo-*.Jjar /java-demo/java-demo.jar

CMD ["java","-jar","java-demo.jar"

2.218%&, FRERERTIETNTHS, TEERMMNAT [namespace]. [ImageName] # [BIgRAS].

mvn clean package

build . -t ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [${RRAS ]

push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : [iﬁf%HﬁZEFs]

jmx_exporter

jmx_exporter £ Prometheus B% exporter, 1 JVM [F&% MBeans $iEiEi%H Prometheus H&RBEIRHFEIE HTTP IRSEEHE.
jmx_exporter LA Java Agent TXBEAFRNIET, (BEERRERECEEME MBeans LHIEIR, TiEMUISEENIES . WFEXBINAES,
client_java RRERIENFE,

SR jmx_exporter #iR
1. F& jar &, EIRE &% THRMRAR Java Agent Jar &, XEE1.0.15361,

https://repo.maven.apache.org/maven2/io/prometheus/jmx/jmx_prometheus_javaagent/1.0.1/jmx_prometheus_ja

vaagent-1.0.1.jar

2. EEREX . I ERRITRERE, SN RERIEERBESR X,

IRIFRE: BR=ItE (It ) BRSEATF 5846 $478m
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https://github.com/prometheus/jmx_exporter/releases
https://github.com/prometheus/jmx_exporter/tree/release-1.0.1/docs#configuration

@ H% \_L:HE BREamIES

rules:

- pattern:

3. AHIIEIE, jmx_exporter BEIERE -javaagent:<jmx_exporter jar BEE>=< metric FEEEIRM>:< jmx_exporter EEMNHIERER> .

java -javaagent:./jmx_prometheus_javaagent-1.0.1.jar=9400:./Jmx.yml -jar demo.jar

4. IEERBEIE, b0 http://localhost:9400/metrics &IRE jvm FFkBIEHR

http://localhost:9400/metrics

RBEARTIBR=REES L

1. FithEcE Docker RIGIFE . NRAFMZHIFREER Docker IRIGIHFER, HSRARRRIESS Docker RRIRFREN] #THE. HOREBNITT—
&

2. 18R LIERE.
2.1 EIRERBRTIHRM Dockerfile , iSRIBEMRREHTIEN . REMT:

FROM openjdk:8-jdk
WORKDIR /java-demo

x_prometheus_javaagent-1.0.1.jar /java-demo/Jjmx_prometheus_javaagent-1.0.1.Jjar

ADD ./jmx.yml /java-demo/jmx.yml

ADD ./target/application.jar /java-demo/java-demo.jar

CMD ["java", "-javaagent:/java-demo/jmx_prometheus_javaagent-1.0.1.3jar=9400:/java-demo/jmx.yml", "-

jar", "java-demo.jar"]

2.2 {78%&, ERERERTIETNTHS, TEERWMNAY [namespace]. [ImageName] 1 [{E&hRAS],

build . "r.ccs.tencentyun.com/ [namespace]/ [ ImageName] : [SBIRRAS

push ccr.ccs.tencentyun.com/ [namespace]/[ImageName] : RIGRAS |

RIFEEpE

1. ] FRRSENS , EAMRPEPERTE, EEFENENEHRENH.

2. BIT{ER#E > Deployment i# A\ Deployment S2RE, &EXMIBRTEETHERS, BT YAML REEXRR Deployment, YAML EE
yu-FO

© #8:
nEESEFIAeIEE, 520 Spring Boot #A

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: java-demo

name: java-demo

namespace: java-demo

spec:

matchLabels:

k8s-app: java-demo

IRIFRE: BR=ItE (It ) BRSEATF 47 H478]
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@ H% \_L:HE BREamIES

template:
metadata:

labels:

k8s—-app: java-demo

spec:
containers:
- image: ccr.ccs.tencentyun.com/prometheus-demo/java-demo
imagePullPolicy: Always
name: java-demo
ports:
- containerPort: ¢

name: metric-port

ASINREAESS

1. R BR=EWNES .

2. EEMSEER=Fi%EIE Prometheus $52, i#FE3E Prometheus SEfi#ANSERE,

3. IEIRMIERE > EREEIRS, EANIBHRSERSERE.

4. EREIRRERE > MEEE X > yaml 548 > PodMonitors $HZIMEUESS, YAML BERGIMNT:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: java-demo
namespace: java-demo
spec:
namespaceSelector:
matchNames:
- java-demo
podMetricsEndpoints:
— interval: 15s
path: /metrics
port: metric-port
relabelings:
action: replace
sourcelabels:
— _ _meta_kubernetes_pod_label_ k8s_app
targetLabel: application
selector:
matchLabels:

k8s—app: java-demo

RS

1. AR Prometheus 526, E8IBRE > ERHROFHT JVM K12, REMNA Grafana Dashboard ElEFE JVM &gk,
2. ¥JFF Prometheus EfI3IRAY Grafana ittiilk, £ Dashboards TEEMBHEXIEEXR.
O B JVM: NEAfRERE, BEEZNATHRELIREFERE, HERNENLAERER, TJLAT RIS RAISEEIMEE,

O ZEH JVM: B3] JVM #MARSIREIR .

IRIFRE: BR=ItE (It ) BRSEATF $548 H478m


https://console.cloud.tencent.com/monitor

o2 - Liiv=

Quick Facts

Start time Uptime

GC Count

JVM Memory

VM Heap

IRIRERE: BR=ITE (1bF) BRSEAE

Info Heap usage

Oracle Corporation, OpenJDK Runtime Environment, 1.8.0_342
b07

GC Average Cost

JVM Non-Heap JVM Total

Memory PoolMetaspace]

Non-Heap usage

EAZTMNES
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@ H% \_L:HE BREamIES

Golang MR#EAN

EIEE#HATE: 2025-03-18 15:05:03

Prometheus 2t E7IR Golang EE ATFREHSBHEHIE, FAXHENBUNAERESIR Golang ER#E:E Golang runtime BXRIEIE, IRE
C—EEAERRE, FER PrometheusiEiziRSkRERBITRTEIES .

DR

© ikm:
Golang Client APl t8XIX#4iE& R GoDoc,

2
BT go gt BORTEMEXMM, THMT.

get github.com/prometheus/client_golang/prometheus

get github.com/prometheus/client_golang/prometheus/promauto

get github.com/prometheus/client_golang/prometheus/promhttp

FHa (GEfTRHER)

1. EE—P HTTP RS, BREEFER /netrics o ALUBEEER prometheus/promhttp BIRMHAY Handler HE
WMTR2—MEEREIRA, B3 http://localhost:2112/metrics HEE Golang MAKN—LEIAESIFEIRE ( @IFE1TAMEIR. HIEEXISIRLARAS
EEXRER) o

package main

func main ()
http.Handle ("/metrics", promhttp.Handler ())
http.ListenAndServe (":21 ", nil)

2. TIA TS BRI o

go run main.go

3. PTLAT&R<S, HiEMREERERE.

http://localhost:2112/metrics

RiF EEfEtR

1. LRREUIRE T —LEMNAEER. NAEENEREEETINAN ( GERISIRME—L SDK F{EEN) . ITHHRET—1E8A
myapp_processed_ops_total HJ iHEZEE 1845, AT ENEESHRINRMEHTITE . NTERMIRE—R, BT,

package main

IRIFRE: BR=ItE (It ) BRSEATF 5550 #478m


https://github.com/prometheus/client_golang
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp#Handler
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp#Handler
https://pkg.go.dev/github.com/prometheus/client_golang@v1.8.0/prometheus/promhttp#Handler
https://prometheus.io/docs/concepts/metric_types/#counter
https://pkg.go.dev/github.com/prometheus/client_golang

EAZTMNES

hub.com/prometheus/client ometheus"
hub.com/promethe /client_golang/prometheus/promauto"

"github.com/prometheus/client_golang/p ietheus/promhttp"

func recordMetrics () {
go func () |
for {
opsProcessed.Inc ()

time.Sleep (2 * time.Second)

Name: "myapp_p

Help: "The total

func main () {

recordMetrics ()

http.Handle ("/ rics promhttp.Handler ()
http.ListenAndServe (":2112", nil)

2. PTIA TS BRI o

go run main.go

3. TR &S, IHEDREAER.

http://localhost:2112/metrics

MEHEERIAIATLABE] nyapp_processed_ops_total HHIEEXIIERE, SIEHIE. LBUSR. BIFSHSRIE, WTAT.

myapp_processed_ops_total

{5/ Prometheus MIZIRS

R TaHBENA
1. Golang RiF—A&ATLAERIN TRZE0RY Dockerfile (i&miE) -

FROM golang:alpine AS builder
RUN apk —--no-cache ca-certificates \

\

COPY . /go-build
RUN cd /go-build && \
export GO111MODULE=on && \
export GOPROXY=https://goproxy.io && \

IRIFRE: BRzITE (165 ) BRSEAS 5551 #478]




EAZTMNES

go build -o 'golang-exe' path/to/main/

FROM alpine

RUN apk ——-no-cache tzdata

COPY --from=builder /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs
COPY --from=builder /go-build/golang-exe /usr/bin/golang-exe

ENV TZ Asia/Shanghai

CMD ["golang-exe"]

2. FEALMER Bil=NRGeE, XEFEREEAEREBEEGEE.
3. EBIRIBMAEBEN— Kubernetes BIER, XBH(EA Deployment, R=EIIAT,

apiVersion: apps/vl
kind: Deployment
metadata:
name: golang-app-demo
labels:
app: golang-app-demo
spec:
replicas:
selector:
matchLabels:
app: golang-app-demo
template:
metadata:
labels:
app: golang—app-demo
spec:
containers:
- name: golang-exe-demo:vl
image: nginx:1.14.2
ports:

— containerPort: 80
4. FRFEE Kubernetes Service MRS AMMKAEFIE .

apiversion: vl
kind: Service
metadata:
name: golang-app-demo
spec:
selector:
app: golang—app-demo
ports:
- protocol: TCP
port:
targetPort: 80

A FE:
WRHRINI—A Label RtREFERIRIRFA, Label BF—ER app ; BRUAEEME N Label 77, HERFH Label EiIaJLAZEERM
HURRE(ESHIAHERM relabel RiEKBER .

SHW2: FINBIEREES

HRSBIETERZE, SE#HTNMTIEELEAZR Prometheus SRS ZMFREMISIEIR:
1. BF BIN=TWES Prometheus E41& , BEiRERNH ID/ERR,

2. EEUIERERE, GHIEENEHRES, PEEHANNSIERSER, MTEMR:

IRIFRE: BR=ItE (It ) BRSEATF 8852 $478m



https://cloud.tencent.com/document/product/1141/39287
https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
https://kubernetes.io/docs/concepts/services-networking/service/
https://console.cloud.tencent.com/monitor/prometheus

E-2303 BIERE LEER s THRZHR
EHFEES L2 BESS

EAZTMNES

e

ERESRRIEY CERERET ¢
s

e

3. HABIERERERAR, PEMEAEIE, EEHINRERERE yaml 8,

WNTEFR=

RawJobs

Lins E

© i%HR:

4. BIWHFHIFIM service Monitor , BREIKIFRETF Labels KMMMAIBIFELHIEE, EHATLAN—LLIRSFIMSERN k8s Labels , AILUE
Labels THIBRSZEPEM Prometheus BRSZBNIRAILER, FREBASMRSIFIREES, U LENHIFEREESMT:

port HEYEA service yaml B E 4R spec/ports/name STRZAYE -
apiVersion:
kind:

monitoring.coreos.com/vl
ServiceMonitor

metadata:

name: go-demo
namespace: cm-prometheus
spec:
endpoints:

- interval:

30s

port:

2112

IRIRERE: BR=ITE (1bF) BRSEAE
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@ ISz BRASTNES

path: /metrics

relabelings:

- action: replace

sourcelLabels: [__meta_kubernetes_pod_label_app]

targetLabel: application

namespaceSelector:
matchNames:

- golang—-demo

selector:
matchLabels:

app: golang-app-demo

o FE:
TP EFRA application §Y Label %/RfRE, BUEEERRINRH—LHESHTHEEIBIIERINEE . EZSMAIZESR ServiceMonitor
& PodMonitor
$HE3: BEEINE
RS
Prometheus ZFIE45E Grafana 3£,

RMESR

1. # Prometheus 32l 5%, #EIRIRIHY Prometheus 36, BEsehl ID A0 OB, 17 Grafana, BWABHWSHEG, BIENHGT Grafana &
WARRRIEX

2. EIREIERE > £/, EE/MPORERTIFEDT Golang 15i%, #%iF Dashboard > Dashboard ##{F > Dashboard &¥&/H%, SHH=REH
%, REIIRNAY Grafana Dashboard,

3. #A Grafana, %ﬂ&i, B GEER, BEMNSIEERSTRRTESmEERE.

88 Golang / Golang Runtime Overview ¥ <

default v cls-¢

5.20 day 0.00

5.20 day 0.38

0.00 33 PARIITS

0.34 39 56 492.40 ps AR

IRIRERE: BR=ITE (1bF) BRSEAE 5554 #4788,


https://console.cloud.tencent.com/monitor/prometheus
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

Z Eﬁ \_L:H E BREamIES

88 Golang / Golang Runtime (Process) ¢ =

Go Info

15:40

Heap Objects

RIEIANTHRTR TUEIE Golang HBXEHEIRREL Prometheus MiEIRSS, IRINMTER Grafana i IBIRES MizHiE. SHERERTITE
#H/ Counter Bi5R, WFHEHSIEHEEE Gauge. Histogram IR Summary ERIEYER, 580 I8iREE,
MNFHENBGS, HISERESIERIZHESTHERMAINEIRTE. TAERRESZIER,

IRIFRE: BR=IE (16F) BREEAR 5555 #478m]


https://prometheus.io/docs/concepts/metric_types/

@ ISz BASTUNES

Exporters &A
ElasticSearch Exporter 1A

EIEEFATE: 2025-02-18 09:21:32

RMFInR

1£(EM ElasticSearch 312 EZER ElasticSearch iZFAES#HTIEE, HIINERRESIIKESE, Prometheus HIZIRSZIZ I T EF Exporter B9530K
15z ElasticSearch iETK%E, FHRMTHERIRAM Grafana IiEXRE . AN EBUNTERE Exporter LARSEM ElasticSearch Exporter SEEAFR
1Eo

© !?::EEKEE’J ElasticSearch 2Bil= ElasticSearch Service , #FEREMPIL ZHEERN , IF—BRERFRIETR.
BABN
BA—: —ReE (%)
HURRA
Prometheus SEBIFFEFABMZE VPC 5 ElasticSearch MZ&EiEiE
RMESR

1. % Prometheus SiZRSEHE .

2. TEEHIFIRSP, EEFHEFAIIRA Prometheus Ef1,

3. EXLHIFER, iEREIERE > ERPL .

4. [EERERLIREIFpE ElasticSearch, BIS#H—MLEEN, ERRNEMESEIRRESHMWSER, FphEENT,

IRIFRE: BR=IE (16F) BREEAR 5556 $478;


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/es
https://cloud.tencent.com/document/product/248/87398

5 E H% \.L:HE BR=AMNES

ElasticSearch (es-exporter)

pux =l Dashboard s B&ak

© =ETER

ES {EBITRE #53lBv o

ES 36l
BrE
=5 B
i3
A O) +:3Em
Exporter fi&
gL
=E
SRS
FEETmESASE Q) CPU-025E NE050E  REmE: REERBSTOEL AR, HEEE ¢
e -
ECEiREA
24 7L
ERETR, SEIENT:
2R o SMMERHE—,
o BMEEFATEREN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',
AR3 ElasticSearch BIBEF&R,
=5 ElasticSearch %53
bt ElasticSearch B9t .
IRE HBIFRMBEYX Label,

. ESE: SEEFRENEHTREESNAHES; FORERNETEE0S SNsmHSE,
. FEIRS: DEEREYEHTRERINAIHES.
. FEEE: OnEREIENPRERIRENAIHEE,

Exporter BE o BE: DEEFRENEHNRERIINGITES, GESRRINGIHES (RYTFIRTEIRS) .
o B DEERENEHRBNGAITEE,
. SHEE: OREREIERRBNGHSE,

BRZ: BEXRE

© ikeg:

IRIFRE: BR=ItE (It ) BRSEATF $557 #478;|



® H% \.L:HE BR=aWES

| AT HELRREE Exporter, HEERABAR S:5RS #iTR—EE,

AR
EEITIZIERT, BRIABHEEULTRG:
o T£ Prometheus EfIRIRtERFAEME VPC T, IR Bil=a5ERS , HFAEHE 3=iE.
o £ Prometheus MiZRSEHE , ERFHAMMNE Prometheus 36, EEUERE > EREREIRSH RIS ER ST XEREEEHRE. i#5T2
i85 FEXEEES
BEPR
#$%1: &= ElasticSearch Exporter

1. R SRRSBEHE

2. EAEMSEER=IEIRER,

3. BEEERNERHGIEIEAISEEE ID/ETR, HANZEHNEERE,
4. {EF Secret &1 ElasticSearch iEES,

© 8-

ElasticSearch i&EEBERX <proto>://<user>:<password>@<host>:<port> , ffl#ll http://admin:pass@localhost:9200 o

4.1 i%ZIERE > Deployment, i#A\ Deployment &,
4.2 EREA LfAEBE YAML 818, 8 YAML B&, GERABINT:

f#M Kubernetes B Secret REEZBHAIFBHITIMZLIE, £B5D ElasticSearch Exporter BIRHEEE(ER Secret Key, EERAZEIIMAY
URI, YAML BEERFIINT:

apiversion: vl

kind: Secret
metadata:
name: es-secret-test
namespace: es-demo
type: Opaque
stringData:

esURI: you-guess

5. &BE ElasticSearch Exporter,

£ Deployment BERHE, PR, EENMNBESERHITHERS . WLAESEHAMNACIE, T YAML B5EE Exporter, YAML
BLERBIINT:

apiVersion: apps/vl
kind: Deployment
metadata:

labels:

k8s-app: es-exporter

name: es—-exporter

namespace: es-demo
spec:

replicas: 1

selector:

atchLabels:
8

k8s-app: es-exporter
template:
metadata:
labels:
k8s-app: es-exporter
spec:

containers:

IRIFRE: BR=ItE (It ) BRSEATF 5858 #478m


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525

@ H% \_L:HE BREamIES

name: ES_URI
valueFrom:
secretKeyRef:
es—secret-test
key:
name: ES_ALL
value: "true"

image: r.ccs.tencentyun.com/rig-agent/es-exporter:1.1.0

ccr
imagePullPolicy: IfNotPresent

name: es—-exporter
ports:
- containerPort:
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

© %A
LRGBS Bs_arn RETES ElasticSearch BIMiEIR, ALABIRASEHTEAZE, Exporter BEZ#HANSEEESN
elasticsearch_exporter .

6. I8,
6.1 £ Deployment TREE T LS EEIER Deployment, #A Deployment EERH,
6.2 BEAFRE, TLAEEER| Exporter BRINBFREMRAYSEELE, INTFERR:

es-exporter-bfb9865f9-nnppg v es-exporter v ER100541E v

1 2020-12-14T02:48:04.0322180822 level=info ts=2020-12-14T02:48:04.0316655592 caller=clusterinfo.go:200 msg="triggering initial cluster info call"

2 2020-12-14T02:48:04.0322802562 level=info ts=2020-12-14T02:48:04.0317415032 caller=clusterinfo.go:169 msg="providing consumers with updated cluster info label"
3 2020-12-14T02:48:04.034124966Z level=info ts=2020-12-14T02:48:04.0340138732 caller=main.go:148 msg="started cluster info retriever" interval=5mos

4 2020-12-14T02:48:04.034252149Z level=info ts=2020-12-14T02:48:04.034126176Z caller=main.go:188 msg="starting elasticsearch_exporter' addr=:9114

6.3 B Pod EEREH#HA Pod WH,

6.4 EANMNZRER TREERERE S Pod, T4STEORRITIUT curl s5$3%3R Exporter REAIMENE, ALAEESZIXIRAY ElasticSearch 15
o MAIMKALSEIRIMAIEIRE, SNETEERRESRER, BANT:

localhost:9114/metrics

IRIFRE: BR=ItE (It ) BRSEATF 5559 #478;


https://github.com/justwatchcom/elasticsearch_exporter

@ H% \_L:HE BREamIES

HMITERINTERMR:

# HELP elasticsearch_breakers_estimated size bytes Estimated size in
# TYPE elasticsearch breakers_estimated size bytes gauge
elasticsearch_breakers_estimated_size bytes{breaker="accounting",clus-
2.0102643e+07

elasticsearch breakers estimated size bytes{breaker="accounting",clus
1.9926654e+07

elasticsearch_breakers_estimated_size bytes{breaker="accounting",clus-
1.9685163e+07

elasticsearch breakers estimated size bytes{breaker="fielddata",clust
elasticsearch breakers_estimated size bytes{breaker="fielddata",clust
elasticsearch_breakers_estimated_size bytes{breaker="fielddata",clust
elasticsearch breakers estimated size bytes{breaker="in flight reques-

0

elasticsearch_breakers_estimated_size bytes{breaker="in_flight_reques-
1167

elasticsearch_breakers_estimated_size bytes{breaker="in_flight_reques-
1167

elasticsearch breakers estimated size bytes{breaker="parent",cluster=
2.0102643e+07

ATamtimmnnarah hraalravra Aaakimadtad aica herkAaa flhvanbar—"Tmavandt!" ATlinadsaw—

$W2: FIREES

1. R Prometheus iZIES3EFIE , #EEME Prometheus EFIHAEERE,
2. EHERE > ERESERSNmAIRERXBNES, BUNERERE > MEAEIIEE > YAML SiERFNRERS.
3. BEFIRSAMIFI PodMonitors RENX Prometheus MEUESS, YAML BERHIIIT:

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: es-—-exporter

namespace: cm-prometheus
spec:

namespaceSelector:

matchNames:
- es-demo
podMetricsEndpoints:

- interval: 30s

path: /metrics

port: metric-port
selector:
matchLabels:

k8s-app: es-exporter

BEINE
ARG
Prometheus Z5IE48E Grafana 3£,

RMETR

1. EF Prometheus EERSEFIS , EEXWN Prometheus EFENEETHE

2. EIREIERSE > SR, HAERDIOEE. $#3 ElasticSearch ¥#%, %8 Dashboard > Dashboard ##{E > Dashboard Z3&/A%, BERR/
R, REWRMAY Grafana Dashboard,

3. EIEEECKEMN, FeEmSIERPEE Grafana BIFEITETH Kafka iSiEXE, BEXHIBXMNEERE, WTEMR:

IRIFRE: BR=ItE (It ) BRSEATF 5860 #478m


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus

%) i:ik=

EERTIE

example-job-name CVM =fRSEE
v-aasa G =R
wudi ElasticSearch

Prometheus

v REHRE

Cluster health Data nodes

3

v Shards

Active primary shards Active shards
901 1802

~ Breakers

Tripped for breakers

EESE

1. % Prometheus iZRSEHE , &

0.0 b (00
21.257NF (1/1)up
[ 4.007MF (1/1)up

Tripped for b. CPU usage Avg, JVM memory used Avg Pending tasks

0

Initializing shards Relocating shards Delayed shards

0 0 0

Estimated size in bytes of breaker

accounting i accounting

counting Tome
nting

= *:fielddata w  fielddata

na fielddata s fielddata

= fielddata L +® = ki in_flight_requests

in_fight requests

® in_flight requests
<=8 parent

1104 1105 106 11:07 L (0

£33 Prometheus SZLE#NEERME,

2. SIEFEREE > SHIE, PEESERMERMERNEERE, #EESR MEEEERE,

IRIRERE: BR=ITE (1bF) BRSEAE

4]

b= S

TERTBAM AMBR
BEE

TEhRERE iRk
BE @

88 ;31

Open file descriptors per cluster

7.710K

Unassigned shards

0

MB  1930MB  19.11MB
1879MB  19.10MB i
1BE7MB  1875MB 1871 MiB

3008 3 2008
2008 0 2008

18 1.30 MiB

KB 270MB  1.05MB

1K 1k

MB 2106 MiB
1879MB  21.14MB

EAZTMNES

5561478,


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ ISz BASTUNES

Kafka Exporter 1&EA

EIEEFATE: 2024-12-09 18:41:52

RMFinR

=(EMA Kafka B2HREEY Kafka @B TIRE#HTIEE, GIINEEEKS. HRERBREEERES, Prometheus BEIRSIZHMET Exporter RIA R
1= Kafka iZTIRE, FRETFERNAER Grafana BEXE . AXNEUTERE Exporter LAREM Kafka Exporter EZENFRE.

© 5B8:
MRFEWNER Kafka 2Bz iHEPY CKafka iR, #FERERPD =IEEER, IF—EBRETRIER.
EASNX
BFR—: —R=R(Es)
BlRaS

Prometheus SEFIFFEFABREE VPC 5 Kafka RIZEEE .
57 Kafka & Prometheus IPv4 HELEESERIR, #ALSBT20 BE ACL 5

ACLKHE
BRIFBUR BF IPELRIER B

AW v aaa v 10.0.0.0 E v

AN

BEPR

1. BF Prometheus %ERSEHA

2. TEEfIFIERD, EFEXRAY Prometheus %61,

3. HNEFIFEDR, SIFIERSE, BaEEmP.

4, EERILREIFHERE Kafka, BISEE—MLREN, EREIMESIERESHILSER, HPEFEFT,

IRIFRE: BR=IE (16F) BREEAR 5862 $478m


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/ckafka
https://cloud.tencent.com/document/product/248/87398
https://cloud.tencent.com/document/product/597/31528

5 E H% \_EHE BR=aWES

Kafka (kafka-exporter)

i Dashboard [=E:321

@ LEaE ISR NN 5575

LT | iR | TSN

Kafka 1EiTREE
Kafka ZZffl
. + %
20}
=10 + A
IMENEEE
EYEET 10s
wiErs 158
Exporter B85

PEEMEG SEEE (D:  CPU-0.258 AfF-0.5GiB TR &

EEiRA
2% %A

EMEM, HRIBIMT:
E=4 o BMEAE—.

o BMEBEFATEHIEN: "a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

Hht 155 Kafka Broker B9iEigHEtE

Kafka & %8, ASIIFERALIE, F40 0.10.2.0,

IRE SBEIRFIMEEY Label,

topic iFEIEN I, FEKARELE topic. EERRESREFSIENM topic.
group FIEIEN iEEH, FEARELEP group. HERFRESREFSIENE group.

BT BENRE

IRIFRE: BR=ItE (It ) BRSEATF 5563 #478;



O BAT

© A8:

AT HERREE Exporter, HEERABAR SRS #ITR—EE,

RS
« % Prometheus SRR RithisiRFAERLEE VPC T, IR iRl

R3S, FHASEHE HE=0E,

EAZTMNES

o # Prometheus HiZRSEHE > EFNERI Prometheus 3L > BHERE > SRERRIRS PRI WA SRR T AR IRERHR(E . FETSNM Xax

S

« E7£ Kafka i@ Prometheus IPv4 il ESSERUR, F.EX —iE%% REHRSRE,

RMESR
$B—: Exporter 538

1. R FRRSENS .
2. EAEMRSERBRGEH,

3. BEEEIREERHGIOEIERIESE ID/ER, HENZEHNEERE,
4, EEMESREREIESER > Deployment, #A\ Deployment B,

5. £ Deployment E2RE, SR, EEYMNGREARETHERS . TIABTEHENANEE, WTFLL YAML #9538 Exporter, YAML

BeERAINT:

apiVersion: apps/vl
kind: Deployment

metadata:

: kafka-exporter

name: kafak-exporter

namespace: kafka-dem
spec:

replicas: 1

selector:

atchLabels:

c
k8s—app: kafka-exporter

template:
metadata:
labels:

k8s—app: kafka-exporter

containers:
- args:

- ——kafka.server=x.x.x.x:9092

image: ccr.ccs.tencentyun.com/rig-agent/kafka-exporter:v1.3.0

imagePullPolicy: IfNotPresent
name: kafka-exporter
ports:
- containerPort: 9121

name: metric-port
securityContext:

privileged:

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey

restartPolicy: Always

IRIFRE: BR=ItE (It ) BRSEATF

5564 $478m


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457
https://cloud.tencent.com/document/product/457/54231
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525
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dulerName: default-scheduler

securityContext: {}

terminationGracePeriodSeconds:

EAZTMNES

© e8:
Exporter i#H2i52 M kafka_exporter,

SB_: FIREES

1. R Prometheus WiZRSEHIE , EEWE Prometheus SEFFNEET@E,
2. MNEMBEERS, GHIFCEXBRERY, BUNERERE > BENIEE > MBREWIEE > YAMLSGE, kiFnRERS.
WS ERYEIR PodMonitors , YAML BeERFIENT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: kafka-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.
targetLabel: instance
replacement: 'ckafka
action: replace
sourceLabels:
— instance

regex: (.

targetLabel: ip

replacement: 'l.x.x.x'
namespaceSelector:
matchNames:
kafka-demo
selector:
matchLabels:

k8s—-app: kafka-exporter

[OR';:H

BF Exporter Fl Kafka ZPEEFEHIRSZEL,

fiERs

BEINE
ARG
Prometheus EFIE4FE Grafana 3£,

RMETR

1. HEF Prometheus HERSEH S, EENME Prometheus SEfi#ASERE

IRIFRE: BR=ItE (It ) BRSEATF

EltEiiEd Prometheus Relabel #l§11§ Kafka SEFIBE R MEIEIEERTR, LUEE

5565 #478]
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%) i:ik=

2. EIREUERE > ERhG, EEMPOREKE Kafka %12, i%iF Dashboard #8#{E > Dashboard &3&/H% k&3 MEY Grafana Dashboard.
3. BIFEECER, TeEkIIE ST Grafana BWREIRTBITH Kafka sk, SELFBXNEREIRE, MTEFRR:

ERmSIR X

g

SHTIRE WIS
Kafka-test H Kafka : 0007/ RARIALE PR
A& 2
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EESE
1. R Prometheus BERESEH S, EENM Prometheus SEf#AEERE .
EIREEEE, TLURINERAESZERE, #5520 MESEEE.

IRIFRE: BR=IE (16F) BREEAR 58566 $478;
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Rabbitmq Exporter EA

IEE#HATE: 2025-02-08 15:55:33

RMFinR

RabbitMQ Exporter 2—1" BT iz RabbitMQ iEEAFIMEIER SR Prometheus &, AFIEMRTE RabbitMQ HItEEEER. Bid RabbitMQ
Exporter, FAFALASEH TREESMIIRIETINR, SEEHBHERESE. IR, EEHEERER. BAZTWUTES Prometheus IRITS
RabbitMQ Exporter £Epk R FF#ERIFERY Grafana iz ki,

M RabbitMQ 3.7.0kiAF44, RabbitMQ RET Prometheus &%, RabbitMQ aILAEEEA Prometheus K&B#R, AT RabbitMQ HItEaEls
12, M RabbitMQ Exporter SHiEIRTLMEARERERFTEHIE .

#EABX: RabbitMQ AESH
RS

RabbitMQ KAFEF3.7.0.

B RabbitMQ #9 Prometheus &t
FFil RabbitMIQ 753

FREs:

rabbitmg-plugins enable rabbitmg prometheus

B55:

localhost:15692/metrics

EBR=iEE3 RabbitMQ IR

£ B =iEEMS RabbitMQ if PRTIECHISER, BpEHAER, £EAER > A Prometheus IEHI TR HIREUGEER, BIESRuESREIE
iﬂ’:ﬂto

& #EETE / amgp-opwojbkq . sm
E it Ry Vhost PSR Hhuikk FWISR T
SREHIER. BrEE O

Vhost B Queve K Exchange B SHEENERE BUNBNSHE ELEE

14 24 8+ 0« 0= 0=

TEEER) ‘ HE

B

T EEE S
Wi 20250226 18:3318
3830

PR [ZEE) Web FmlEimsht

8 Prometheus SSISSEH|

BinRE

1. % Prometheus BIERSBEHE .

2. fEsEfIFIERR, EEXRAY Prometheus 6,

3. AEFIEER, EIRBHERE > PO

4, EEMPOKEIFREMEYES, LBE— I 2EEN, ERRNMESEIFRESHNMISER, FpEEF,

IRIRERE: BR=ITE (1bF) BRSEAE 5867 $478;
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é-b BBz BASTRNTS

MBY{ESS (raw-job)

E =100 [EE 521

© 4817 [aps
BESCRE(IS ZHREH o
KA E
MBFRIES|
EREG | STESEN v

job_name: static-example
honor_timestam

follow_redir
enable_http2
static_configs:

mple.com/prometheus

valuel

5. TEERFIDEIFH AT RabbitMQ, i%#® Dashboard > Dashboard ##E, AEREREFAR.

RabbitMQ (rabbitmg-exporter)

ot ighR Dashboard =4 [=x:557

23 FHR Dashboard $#0% Dashboard
Ee=lir Jislz=

Dashboard ¥ RFisE

[5 &% dashboard [

#EANBX: FiR Exporter §iH
FR—: —REE(EE)
BESR

IRIFRE: BR=IE (16F) BREEAR 5868 #478m



@ H% \.L:HE BAEATWNES

1. EF Prometheus BIERSEHE .

2. EXHIFIRP, EFXIREE Prometheus 36,

3. AEFIFER, SIREHERE > S|P

4. EEMFILKEIFEE RabbitMQ, BISEE— M RERO, AREREESEIRRESHMbLSER, HFREEFNT,

RabbitMQ (raii o)

"E Ei=(oy Dashboard = (=257

© LT L -

RabbitMQ fSHRREE =R

RIS EE ANV 1

RabbitMQ 52|

AP - product_group2

o < IO
it -
T + 7N
Exporter B2 &
Ex e
eue
FEBIESEAR O: CPU-026 WH-056G8  ERA: (AR RN, 1258 o
E3sd HUAE
EcEiRAR
2% WiRA

ERER, HRLEINT:
B o BREHEH—k.

o BHBEFSTEMEN: '[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

BRE RabbitMQ BAFR&#R.

=i RabbitMQ BAFZS.

biichi]g RabbitMQ web iFiaitiit

IREE BIEFRSMEEXY Labelo

Exporter & BEREMEEIEIR, ©1F Exchange. Node. Queue. Memory. Connections. Shovel. Federation,

IRIFRE: BR=ItE (It ) BRSEATF 5569 #478m
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@ H% \.L:HE BAEATWNES

BRT: BEXNRE

© ikeg:
AT HERFEE Exporter, EEFERBN= 5:5ES RG—81E,
RS

o £ Prometheus SEfIRRERFABME (VPC) T, SIEBN=EEIRS Kubernetes &8, HAEEONE G2=iE,

o # Prometheus WiZRSEHE , EEXIRAI Prometheus 326, EFBIRRE > EMBRES, AEHINIMAREHTHXIREEHRE. TSNE
5| KBXEERE o

BRESR
#$B1: Exporter 5pE

1. R SRRSBEHE

2. EAEMSEERERR R,

3. BEEERNEHLINEIEAISEEE ID/STR, HANZEHNEERE,

4. 5L TF #0= RabbitMQ Exporter > I8 $£385emk Exporter Z8E,

$E2: IHE RabbitMQ Exporter
£ Deployment EE0H, #EFENNNGEZERHTHBERS, TABETEFENANEIE. T YAML #95UEPE Exporter, EERHIIIT:

apiVersion: apps/vl

kind: Deployment
metadata:
labels:
k8s—app: rabbitmg-exporter
name: rabbitmg-exporter

rabbitmg-demo

replicas:
selector:
matchLabels:
k8s-app: rabbitmg-exporter
template:
metadata:
labels:
k8s—-app: rabbitmg-exporter
spec:
containers:
- env:
— name: RABBIT_URL
value: http://10.1.2.3:15672
name: RABBIT_USER
value: test
name: RABBIT_PASSWORD
value: abcl23
name: RABBIT_EXPORTERS
value: exchange,node, queue, memory, connections, shovel, federation
name: PUBLISH_PORT
value: "8080"
image: ccr.ccs.tencentyun.com/rig-agent/common-image:rabbitmg-exporter-1.0.0
imagePullPolicy: IfNotPresent
name: rabbitmg-exporter
ports:
— containerPort:
name: metric-port

terminationMessagePath: /dev/termination-log

IRIFRE: BR=ItE (It ) BRSEATF 5570 $478;
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O BRE

terminationMessagePolicy: File
dnsPolicy: ClusterFirst

imagePullSecrets:

- name: gcloudregistrykey

restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

EAZTMNES

$H3: IR

1. £ Deployment REBEE LA S EEIZER Deployment, i#A Deployment EERHE,
2. BEABRE, JUEEE] Exporter BRINBHHREXMASHENELE, MTFERFRR:

& SB(FRX) / prom WwL,® /D i bbitmg-exporter(t mm = i)

Pod & BATHE = B& #E YAML

Eai
5[0 rabbitma-tt-rabbitmg... v exporter M2

I 1005 8" v
[@ )=t
LABHIIA, FTETERRLNR AR LT TINEER

Using default certificate pool"
:407" level=info msg="Starting RabbitMQ exporter" BRANCH=HEAD BUILD_DATE="2024-03-18T0@6:03:43Z" REVISION=1859734 VERSION=1.0.0
140Z" leve fo msg="Active Configuration" CAFILE=ca.pem CERTFILE=client-cert.pem EXCLUDE_METRIC: [1" INCLUDE_EXCHANGE! INCLUDE_QUEUE .
*" INCLUDE_VHOST=".x" KEYFILE=client-key.pem MAX_QUEUES=0 OUTPUT_FORMAT=TTY PUBLISH_ADDR= PUBLISH_PORT=8@80 RABBIT_CAPABILITIES="bert,no_sort" RABBIT_CONNECTION=direct
' [exchange node queue memory connections shovel federation]" RABBIT_TIMEOUT=3@ RABBIT_URL="http: .- - " RABBIT_USER=admin SKIPVERIFY=false
SKIP_EXCHANGES=""$" SKIP_QUEUES="~$" SKIP_VHOST="~$"

gamzi (D

3. B Pod HEREHA Pod WA,

4. EEMNMRERTELTRER, ARER Pod, EHSTEOPHITIT curl <SR Exporter RERbHE, ATIAERBEIFA RabbitMQ 18ix:

localhost:8080/metrics

MITERINTERRR:

rabbitmq_queue_messages_published_total{cluster="amqp-opwojbkgq",durable="true",policy:

# HELP rabbitmq_queue_messages_ram Total number of messages which are resident in ram

# TYPE rabbitmq_queue_messages_ram gauge

rabbitmq_gueue_messages_ram{cluster="amqp-opwojbkq" , durabl

rabbitmq_gueue_messages_ram{cluster="amqp-opwojbkq",durabl i dmq_event_hande’

# HELP rabbitmq_queue_messages_ready Number of messages ready to be delivered to clients

# TYPE rabbitmq_queue_messages_ready gauge
rabbitmq_queue_messages_ready{cluster="anqp-opwojbkq",durable="false",policy="",queue="aliveness—test
rabbitmq_gueue_messages_ready{cluster="anqp-opwojbkq",durable="true", polic: ueue="tdmq_event_handle", self:

# HELP rabbitmq_queue_messages_ready_global Number of messages ready to be delivered to clients

# TYPE rabbitmq_queue_messages_ready_global gauge

rabbitmg_queue_messages_ready_global{cluster="amqp-opwojbkq"} @

# HELP rabbitmq_queue_messages_ready_ram Number of messages from messages_ready which are resident in ram

# TYPE rabbitmq_queue_messages_ready_ram gauge
rabbitmq_queue_messages_ready_ram{cluster="amgp-opwojbkq",durable="false",policy="", queue="aliveness-test", self=
rabbitmq_gqueue_messages_ready_ram{cluste mgp-opwojbkq", durab 'true",polic) »Queue="tdmq_event_handle",sel

# HELP rabbitmq_gueue_messages_redelivered_total Count of subset of messages in deliver_get which had the redelivered flag set.
# TYPE rabbitmq_gueue_messages_redelivered_total counter
rabbitmq_gqueue_messages_redelivered_total{cluster="amgp-opwojbkq",durable="false",policy="",queue="aliveness-test",self="0",vhost="/"} @
rabbitmq_queue_messages_redelivered_total{cluster="amgp-opwojbkq",durable="true",policy="",queue="tdmq_event_handle", self:

# HELP rabbitmq_gueue_messages_returned_total Count of messages returned to publisher as unroutable.

# TYPE rabbitmq_gueue_messages_returned_total counter
rabbitmq_queue_messages_returned_total{cluster="amgp-opwojbkq",durable="false",policy="",queue="aliveness-test",self="0",vhost="/"
rabbitmgq_gueue_messages_returned_total{cluster="amgp-opwojbkq",durable="true",policy="",queue="tdmq_event_handle",self:

# HELP rabbitmq_gueue_messages_unacknowledged Number of messages delivered to clients but not yet acknowledged.

# TYPE rabbitmq_gueue_messages_unacknowledged gauge
rabbitmq_gueue_messages_unacknowledged{cluster="amqp-opwojbkq",durable=""false",policy="",queue="aliveness—test", self="@" , vhos

rabbitng_queue_messages_unacknowledged{cluster="angp-opwojbkg", durable="true", policy="", queue="tdnq_event_handle", self="1",vhost="
# HELP rabbitng_queue_messages_unacknowledged_global Number of messages delivered to clients but not yet acknowledged

# TYPE rabbitnq_queue_messages_unacknowledged_global gauge

rabbitng_queue_messages_unacknowledged_global{cluster="amqp-opwojbkq"} @

# HELP rabbitnq_queue_messages_unacknowledged_ram Number of messages from messages_unacknowledged which are resident in ram

$WA: FIREES

1. R Prometheus HiEEHE , EIEIM Prometheus ZIHANEERE .
2. EIFEIERE > SNBRRS, EIRCRXBNEE, BUNERERE > fMEERYEE > YAML HRiERFNRERS.

IRIRERE: BR=ITE (1bF) BRSEAE

$E711478;
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@ H% \_EHE BREamIES

3. BEIRSEMIFIN PodMonitors RENX Prometheus MEMESS, YAML BERBFIANTF:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: rabbitmg-exporter

cm-prometheus

podMetricsEndpoints:
nterval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: 0 ™))
targetLabel: instance
replacement: '
action: replace
sourceLabels:
— instance
regex: (.*)
targetLabel:
replacement: 'l.x.x.x
namespaceSelector:
matchNames :
- rabbitmg-demo
selector:

matchLabels:

k8s—app: rabbitmg-exporter

BEINE
AR
Prometheus Z5IE48E Grafana 3,

RMES R

1. BR BIN=0WFES Prometheus E4& , #EFXR Prometheus SEfi#N STETH

2. [ELIBEAERTE, HIE4PER Grafana itht, ITHHESR, ABE middleware MX#43EF#3] RabbitMQ Monitoring ISHEiR, BESLHIEXK
EHIE, MTERER:

IRIFRE: BR=ItE (It ) BRSEATF $72 $#478]


https://console.cloud.tencent.com/monitor/prometheus

O BT

88 ceph /Ceph-Cluster ¥ <3
datasource  prom-wimm v v instance i Zol Interval
~ New row

Status Monitors In Quorum

+ New row

0SDs IN 0SDs OUT 0SDs UP 0SDs DOWN

0 0 N/A 0

v CLUSTER

Capacity

— Available
Used

~ New row

EAZTMNES

Cluster Capacity

N/A 0s 0s

Used Capacity Available Capacity

Agerage PGs per 0SD Agerage OSD Apply Latency Agerage OSD Commit Latency Average Monitor Latency

Throughput
18/

750 me/s

500 me/s

250 me/s

08/s
1 1114

= Wwrite 0 0B/s 0B/s 0B/s 0B/s

= Read 0B/s 0B/s 0B/s 0B/s

Objects in the Cluster

- Total

3. RabbitMQ H&IZAIE middleware X#ETH RabbitMQ-Overview EiRHPEE.

88 middleware / RabbitMQ-Overview v =

Namespace  None RabbitMQ Cluster  amap-opwojbkg

Ready messages

0

Unacknowledged messages

> NODES (5 panels)

> QUEUED MESSAGES (2 panel
> INCOMING MESSAGES  (

> OUTGOING MESSAGES

> QUEUES (4 panels)

~ CHANNELS

Total channels

.
2
. | ——
;

v CONNECTIONS

Total connections

@ Monitoring with Prometheus & Grafana

Incoming messages / s Publishers Connections Queues

N/A N/A 3 2

— NS

Outgoing messages / s Consumers Channels Nodes

N/A 3 3 3

[ NEEE— NE—

Channels opened / s Channels closed / s

015 015

R LT AL ER A

11:45

Connections opened / s Connections closed / s

EESE

BR= Prometheus EERSSISSEERE, TRBLSTROERRFISEER, EHESN FRSSES,
f#R: RabbitMQ Exporter i REE

=40

ERA faik

http://127.0.0.1:156

RABBIT_URL 72

RABBIT_USER guest
RABBIT_PASSWORD guest
RABBIT_CONNECTION direct

RABBIT_USER_FILE -

IRIRERE: BR=ITE (1bF) BRSEAE

RabbitMQ E1Zi&EH4 URL .

RabbitMQ EEEHHAFSE,
RabbitMQ EEHHHIZES .
RabbitMQ &5, direct 2i#& loadbalancer,

HERRSNEE (3 docker secrets BA) ©

$73 #478]
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O BAT

RABBIT_PASSWORD_F
ILE

PUBLISH_PORT
PUBLISH_ADDR

OUTPUT_FORMAT
LOG_LEVEL

CAFILE
CERTFILE
KEYFILE

SKIPVERIFY
SKIP_VHOST

INCLUDE_VHOST

INCLUDE_QUEUES
SKIP_QUEUES

INCLUDE_EXCHANGES
SKIP_EXCHANGES

RABBIT_CAPABILITIES
RABBIT_EXPORTERS

RABBIT_TIMEOUT
MAX_QUEUES

EXCLUDE_METRICS

9419

TTY

info

ca.pem
client-cert.pem
client-key.pem

false

$

$
"$

bert,no_sort

exchange,node,qu

eue

30

0

IRIFRE: BR=ItE (Ib5R) BRSEAR

BR=ARNES

HEZBAISERILE (3 docker secrets BA) o

Exporter Sitiigtrin O, BXA9419,
Exporter StigtriEritil, BKAKR",
BEEmHig, SFTTYFIJSON.

= Ft o B 1 )

f&: “debug” . “info” . “warning” . “error” . “fatal” & “panic” , BkiA

info,

IR EERHIRIERIER . MRERABERIEBUTE. MEXGFFEEREE.
BFEIISHREIMNEFIRIERRE. MEXGTEFE, SHBHK.
SiEE—EERMSITESHEESTHITARIRER . MRXHAEE, BR2E.
true/0 SRR EEIBHANEBEIR.

ENFRE, RAEMENSFWSH. B5%HiT INCLUDE_VHOST, ABEH{T

SKIP_VHOST. &RTPIIFIZIESR
ENRAXEMENISIERR . (RSHEEAIEIEN . ERTFFIFIZIEN .
IENIFREBATI RS o IR SHICECAIRTR

ENFRA, CEAMFISHRAHMSE (WTFIEEN rpc PSIRER) . BT
INCLUDE, #E#fT SKIP,

ENRIANIRTEEE . ((RSHEROEMENPIZEER) o
ENFRER, MRNZBASHASWSE . E%HMiT INCLUDE, AEHiT SKIP.

BItx RabbitMQ BRS3=53215055 RIMENINEERNES B IRSIER

CRAERYIER, ATRERER: EE. 7. BE. Ik, TR, I3 AE.

NEERHERIIEIGERE () o
PSR Z RIRIRABATIE (WIRIREHONZEEA ) -
ENSHAPHIMUHEIRETR. LUESHR.

874 $478;|
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Fluentd/FluentBit =N

IEEHATE: 2025-02-26 16:14:02

Fluentd 2—/ M FREAEIBINESE, SEGCATEEMDTHNERE, BRET—MR—WASTE, BIRE. BIRHFISHIRREESHEMNE. Fluentd #9ig
HEZE2RMHEE, TRNIENESEERRAR, BN SEMSIERIIREEFREARER.

Fluentd A9#% 05 BIEEIRIEER, XESCHBESRERRINEMERIIST ZNEANEER, S1F3H. B, BEM HTTP BE, sk, Fluentd
EISHIBMSCATRE, BIETR. EHIEEHIR, HBISENEEEET R,

{E/ Fluentd STLABENALRD BESENS M, I2S8IBGENNE, ETFAERENSMFNE. TeRESHEEREFRBIIE, Fluentd ZPEHEHR
ENBAESIERRSR, B EIFIBREIFR RMEiINEE,

Fluentd #0 Fluent Bit ZaILARIER &88akiEReE, SITTLMBEH FRRMBIEMISIBRA R, IEFER, HTFHENRSEERER, =I2HEM Fluentd M
Fluent Bit. Fluent Bit ME#HIABR T—HBRAE.,

AIGRENBESERERNEER Fluentd BHINMTHEE Prometheus EIREIE, FEZEAZTWNFES-PrometheusEiZRS KRR EISIFHETRE
#&. Prometheus IZIRFGFSZIFHRILTRIZAY Fluentd MEiEMER, SEEER,

Fluentd

Fluentd SBEAS=

Fluentd 2R THERRSHR, AN BETUATEHEBESNHITHEEA:
o {EM Fluentd $BIREEXEE

o {#EM Fluentd Daemonset HFHTEE
o {#M Fluentd Operator #{T7&12 Fluentd
» {#HM Logging Operator EEEIE Fluentd

Fluentd S{RBEENEPE
BERE

. R EBHIRRTAWSFERIGHR Fluentd BiR.

. B Fluentd B8, #{TA. TiF. WHSHEEOERS.
. {5 Fluentd EEFNRREIEE Fluentd .

. && Fluentd iE71&R .

EBiESH
A=—: Prometheus iE4SH (%)

AW N 2

1. Fluentd EA#HI&2i2HE Prometheus &#H, BERE, EnJLMERALLIT Dockerfile, #iatH&EE Prometheus 4 B9 Fluentd &R,

FROM fluent/fluentd:latest

RUN fluent-gem install fluent-plugin-prometheus

E1ZB42%E DockerFile, MEESIIAZZ fluent-plugin—-prometheus iEi§H<SEIA

RUN fluent-gem install fluent-plugin-prometheus

2. BF BN=SEES, REEHSW/ID EANEIIES, FREEESNKIIEN Fluentd BE, EET RN prometheus BXMAGS, S
prometheus #Etx.

# expose metrics in prometheus format

<source>

IRIFRE: BR=ItE (It ) BRSEATF 8875 #478]
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EAZTMNES

@type prometheus

bind 0.0.0.0

port 24231
metrics_path /metrics

</source>

<source>
Qtype prometheus_output_monitor
interval 10
@id in_prometheus_output_monitor

</source>

3. ETERBFREEH Fluentd g, EMFHEAE—SHELNER, AEBE Pod FINEHRO, ZBBWOBIREAE PodMonitor REHRER.

CPU/M7FRRH! CPURR PTERRE]

request 0.1 - limit request 200

1GIbERE. (R, BFEMIAN0, BIFRZ

BH=: Exporter S

1. BR BAESHRS , REEHSH/ID #NENES, TRESEFETKIEIEN Fluentd BE, EEHRIM monitor-agent HXEANGHE, SHEES
=

<source>
@type monitor_agent
bind 0.0.0.0
port 24220

</source>

2. EBE fluentd—exporter St prometheus 1Eix.

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
app.kubernetes.io/instance: fluentd-demo
app.kubernetes.io/name: fluentd-exporter
name: fluentd-demo-fluentd-exporter
namespace: cm-prometheus
spec:
replicas: 1
selector:
matchLabels:
app.kubernetes.io/instance: fluentd-test
app.kubernetes.io/name: fluentd-exporter
strategy:
rollingUpdate:
maxSurge: 25%
maxUnavailable: 25%
type: RollingUpdate
template:
metadata:

labels:

IRIFRE: BRzITE (165 ) BRSEAS 5876 $478]
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app.kubernetes.io/instance: fluentd-demo
app.kubernetes.io/job: fluentd-demo
app.kubernetes.io/name: fluentd-exporter
spec:
containers:
- args:
- ——telemetry.address=:

- —-scrape_uri=http://172.0.0.1:24220/api/plugins.json

image: ccr.ccs.tencentyun.com/rig-agent/common-image:fluentd_exporter-latest

imagePullPolicy: IfNotPresent
name: fluentd-exporter
ports:
— containerPort:
name: metric-port
protocol: TCP
resources: {}
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

Fluentd Daemonset RSB E

BERE

IRIESCPRIL SSERERMEAY fluentd-k8s—-daemonset, TELAEHE elasticsearch B9 fluentd-daemonset—-elasticsearch A6, T AEIPERIE:

1. 7z fluentd-kubernetes-daemonset INB#Y ECELEIEIRE R THREEEHM erb 3, RIBWSHGTERENEE, ARERSTRENX M. E(E
M Docker H5EF PEEERBRNES, RIBUSAESIRERE.

2. {#A fluentd-daemonset-elasticsearch.yaml ({RIBSEFRISSEEE host. inO. £NFER ) BBEMLE elasticsearch B fluentd,

3. &F fluentd iE171ER -
BiESH

Fluentd Daemonset B# Prometheus i&f%, EREAEREE#{T Prometheus 1815SH

root@fluentd-94ttz:/fluentd/etc# cat fluent.conf

# AUTOMATICALLY GENERATED
# DO NOT EDIT THIS FILE DIRECTLY, USE /templates/conf/fluent.conf.erb

@include "#{ENV['FLUENTD_SYSTEMD_CONF'] || 'systemd'}.conf"
@include "#{ENV['FLUENTD_PROMETHEUS_CONF'] || 'prometheus'}.conf"
@include kubernetes.conf

@include conf.d/*.conf

<match k>
@type elasticsearch
@id out_es

prometheus.conf ZASHEE,

# AUTOMATICALLY GENERATED
# DO NOT EDIT THIS FILE DIRECTLY, USE /templates/conf/prometheus.conf.erb

# Prometheus metric exposed on 0.0.0.0:24231/metrics

IRIRERE: BR=ITE (1bF) BRSEAE 77 $478,


https://github.com/fluent/fluentd-kubernetes-daemonset/tree/master/templates/conf
https://github.com/fluent/fluentd-kubernetes-daemonset/tree/master/docker-image/v1.17/debian-elasticsearch7/conf

@ H% \_L:HE BREamIES

<source>
@type prometheus
@id in_prometheus
bind "#{ENV['FLUENTD_PROMETHEUS_BIND'] || '0.0.0.0"}"
port "#{ENV['FLUENTD_PROMETHEUS_PORT'] || '24231'}"

metrics_path "#{ENV['FLUENTD_PROMETHEUS_PATH'] || '/metrics'}"

</source>

<source>
Qtype prometheus_output_monitor
@id in_prometheus_output_monitor

</source>

Fluentd Operator $pEEE
BERE

1. {#F Fluentd Operator E2&FE Fluentd ZEIFEE%EPE Fluent Operator., SPEAXNETM: —Fij yaml 8, B—#A helm $E, #EES
i FRRE,

. 8 Clusterinput. ClusterFilter. ClusterOutput CR #{T#IA . . IiEHE.

. 8l ClusterFluentdConfig CR, 1§ LiReE{§EEEHKE,

. ¥# ClusterFluentdConfig 8l Fluentd CR, Operator £1R#& CR 8lIZ Fluentd.

. & Fluentd iE71ER

Fluentd 5S¢

HFE#I Fluentd Operator 232#% Fluent Bit Prometheus $EiREISH, Fluentd 4323, 8 Fluentd HER Fluentd EREENEEEGRS
Ho

Logging Operator SpE&EE
BERE

1. #M Logging Operator BE#3E Fluentd ZEIEZE5EBE Logging Operator, #IE&EE2R 506l o
2. i FluentbitAgent CR, Operator £iRiEi% CR #17 Fluentd &,

3. 82 Flow. Output CR, #1F Fluentd Et& .

4, B Fluentd 1715

BESiH

Logging Operator 5 Prometheus BRIFiNERE, 7 Logging CR iFININTE BT SHIEIR.

a A W N

spec:
fluentdSpec:
metrics:

serviceMonitor: true

fluentbitSpec:

metrics:

serviceMonitor: true

SH2ZEEE ServiceMonitor BNe] BREIRFRE

Fluent Bit
Fluent Bit B B8 A SHEZIESE Prometheus 1SiResh, RESHEFME,

FRSBEEESEH
Bix—: HTTP Server &
1. BR BIISEERS, PEHEHST/ID SNCIER, TRESEEPHKIIEN Fluent Bit B8, EEFFINMNTES:

IRIFRE: BR=ItE (It ) BRSEATF 78 $478;
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https://kube-logging.dev/docs/quickstarts/single/
https://console.cloud.tencent.com/tke2/cluster

@ BBz BRSNS

[SERVICE]
HITP_Server On + BIFE HTTP_Server, {BREHors, EXHAon
HTTP_Listen 0.0.0.0
HTTP_PORT 2020 # ImOAWB{TEE

[INPUT]

Name cpu

[OUTPUT]
Name stdout

Match *

2. Prometheus 1S HI8IIE

-s http://172.0.0.1:2020/api/v etrics/prometheus

E=faThiH

# TYPE fluentbit_input_storage_chunks_down gauge
fluentbit_input_storage_chunks_down{name="fluentbit_metrics.1"} @

# HELP fluentb: nput_storage_chunks_busy Total number of chunks in a busy state.
# TYPE fluentb. nput_storage_chunks_busy gauge
fluentbit_input_storage_chunks_busy{nar fluentbit_metrics.1"} @

# HELP fluentbit_input_storage_chunks_busy_bytes Total number of bytes used by chunks in a busy state.
# TYPE fluentbit_input_storage_chunks_busy_bytes gauge
fluentbit_input_storage_chunks_busy_bytes{name="fluentbit_metrics.1"} @

# HELP fluentbit_output_upstream_total_connections Total Connection count.

# TYPE fluentbit_output_upstream_total_connections gauge
fluentbit_output_upstream_total_connections{name="stdout.2"} @

# HELP fluentbit_output_upstream_busy_connections Busy Connection count.

# TYPE fluentbit_output_upstream_busy_connections gauge
fluentbit_output_upstream_busy_connections{name="stdout.0"} @

# HELP fluentbit_output_chunk_available_capacity_percent Available chunk capacity (percent)
# TYPE fluentbit_output_chunk_available_capacity_percent gauge
fluentbit_output_chunk_available_capacity_percent{name="stdout.0"} 100

# HELP fluentbit_output_upstream_total_connections Total Connection count.

# TYPE fluentbit_output_upstream_total_connections gauge
fluentbit_output_upstream_total_connections{name="prometheus_exporter.1"} @

# HELP fluentbit_output_upstream_busy_connections Busy Connection count.

# TYPE fluentbit_output_upstream_busy_connections gauge

3. ETIEGREPHEIER Fluent Bit 23, £8 Pod iRINEHR/HO, ZBRIKOZHETE PodMonitor REDHER.

BEENSH, EREENT TS s
RO cfg v [fluent-bitfetc subPath v Rig v X
AR
CPUIERS CPURS PR
request  0.25 - limit 05 &% request 256 - limit 1024 MiB
Requestf3 T
PU B
e WOER i #0
I metric-port TCP - 2020 X
AEBHEO
STEGRE

%i%&=: Fluent Bit Metrics &
1. BR BIN=S5ERES , REREMST/ID SNSIEE, TEESEEPHKIEN Fluent Bit Bt&, EEPFIMNTES:
[SERVICE]

flush
log_level

[INPUT]

name fluentbit_metrics

tag internal_metrics

scrape_interval 2

IRIFRE: BR=IE (16F) BREEAR 5879 $478™
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@ H% \_L:HE BREamIES

[OUTPUT]

name prometheus_exporter

match internal_metrics
host 0.0.0.0
port

2. Prometheus 15iRSHIEIE

curl -s http://172.0.0.:2021/metrics

3. TETIEREPHEIER Fluent Bit 25, £ Pod iRINEHR/HO, ZBRIKOBWHETE PodMonitor EEHER.

EERO ofg v [fuent-bitfete subath - i vl x
A

CPUKTTRS CPURSI p—
request  0.25 - limit 05 #% request 256 - limit 1024 MiB
Request T 189, SR UK.
LimtBFRES 45,

GPU ZR el o o~ 2% o @B
RRMENS0.1-IIE I, BETNICOERE, (K. BEHARO, HAHE)

L WORHK i wo

metric-port TCP v 2021 I X

ARINBIED

BRERIE

Fluentd Operator $pEEIFSH

1. BR BN=EHRS , PEEHSW/ID #NERERE, HIMWT Clusterlnput CR:

apiVersion: fluentbit.fluent.io/vlalpha2
kind: ClusterInput
metadata:
name: fluentbit_metrics
labels:
fluentbit.fluent.io/enabled: "true
fluentbit.fluent.io/mode: "f1
spec:
tag: internal_metrics

scrape_interval:

AT ClusterOutput CR:

apiVersion: fluentbit.fluent.io/vlalpha2
kind: ClusterOutput
metadata:
name: prometheus-exporter
labels:
fluentbit.fluent. /enabled: "true"
fluentbit.fluent.io/mode: "fl
spec:

match: internal_metrics

metricsExporter:

host: "0.0.0.0"
port:
addLabels:

app: "fluentbi

IRIFRE: BR=ItE (It ) BRSEATF £580 #478m
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O BHS

2. 8LEi& CR Selector % ClusterFluentdConfig CR H,
3. ETERTHIKEEA Fluent Bit &%, 28 Pod iFINEHRIRO, ZBRIKOBIREE PodMonitor REFER.

EERO

cfg - [fluent-bit/etc subPath v Rig v X
AR
CPU/P72RRE] CPUPRH) [t
request  0.25 - limit 05 % request 256 - limit 1024 MiB
7 R Arequest BRI ATMER, SRACILAN,
LR BERRIERTHA 2.
GPU Zifl = o N 8% o GiB
FHRIEES0INENEN(E, BEANICHEHE, (R, BERAN, HASE)
St WOk i #o
mtieot | |10+ | “
AmEREn
SRBRRE

Logging Operator SEEESH

Logging Operator 5 Prometheus HRIFiNERCE, 7 Logging CR FININTE BTSSR,

spec:
fluentdSpec:
metrics:
serviceMonitor: true
fluentbitSpec:
metrics:

serviceMonitor: true

SH2ZEEE ServiceMonitor BNa]SBREIRFRE

)\ Prometheus i
Podmonitor & (&%)

£ Fluentd FEDVSY BEIFST, ATHEBIHSRSEM, FTEER Podmonitor R TISIRRE:
1. BF BIN=TWUES > Prometheus #2514 , BEmEasEH ID/BHR.

2. AMIERRERE, HIREMBEES, PEEHANNBIERERE, NTEMRR:
BAES BIERE SEEE e KORSH
EHEHES SR BESS

SR CLE TN £ Lo 197755008 searii

£ 85 Gratana = s srasm 2047308 ote Tos0tE

3. HEABIERERERAR, HEMEAENIE, EHENRESEE yamlfig, SEER%E PodMonitors, MTEMR:

IRIFRE: BR=ItE (It ) BRSEATF

EAZTMNES

5581478,


https://console.cloud.tencent.com/monitor/prometheus

(‘2) BBz BRSNS

MERE yamlis
WeisER ServiceMonitors PodMonitors RawJobs

4. BIWHFHFIM Pod Monitor , BRIKIFETF Labels RMIIMAIEIRSEGIMNE, EIAAM—LRAIHFIMSERN K85 Labels , AILUE Labels
Tz Pod #&# Prometheus IRSSBEIRAILER, FHEEBHENRSFMNREES, M LANFIFREEERMT:

© ie8:
port BYBMEA pod vaml BEEMNMHEAEY spec/ports/name JIMAYE,

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:

name: fluentd-demo

namespace: cm-prometheus

spec:

podMetricsEndpoints:

- interval: 15s

port: metric-port

IRIFRE: BR=IE (16F) BREEAR 5582 #478m



path: /metrics

relabelings:

action: replace
sourcelLabels:

- instance
targetLabel: instance

replacement: XxXXXXX

namespaceSelector:
matchNames :

— fluentd-demo
selector:

matchLabels:

app: fluentd-demo

o FEE:

EAZTMNES

IR EFRA application B9 Label %A E, SUEEERRIMRH—LHEHWFHEBIBINERINEE . EZSHMAZESR ServiceMonitor

& PodMonitor

ServiceMonitor 3£ ( Logging Operator {F )

Logging Operator & Fluent Bit ia5H, EirSHEER ServiceMonitor A, TE(FEM ServiceMonitor H{TIEIRRE:

1. BF Bil=TWIES > Prometheus 2516, PHimE0sesl ID/SRR.
2. EHIERERNH, SIRERBERS, PEEHANNEERERE, MTEMRR:

< p

WHES  BERE  SERE e M
WASHES SO0 HESS

e Gratansitiiet S

3. HABIERERERNERE, PEREEEE,

IRIFRE: BR=ItE (It ) BRSEATF

eI RE SR yaml fiE, HiREREE ServiceMonitors, WMTERR:

5583 #478m
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@ H% \_L:HE BREamIES

fEn TESRE yamifig ‘ |

s Sicl | ServiceMonitors PodMonitors RawJobs

4. BIWFFHFIM service Monitor , BRIKIFERETF Labels KMMMAIBIRELHIEE, EHATLAN—LIRSSFIMSERN K8s Labels , AILUE
Labels THRIBRSZEPEM Prometheus BRZBIRGILER, FREBATMRSFIREES, U LENHIFEREESMT:

© we:
port BYHUESS service yaml BEEMNMHEHEARY spec/ports/name IFRIAYE.

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: fluent-bit-demo
namespace: cm-prometheus
spec:
endpoints:

- interval: 30s
port: metrics
path: /metrics

relabelings:

— action: replace

sourcelabels: [__meta_kubernetes_pod_label_app]

targetLabel: application
namespaceSelector:
matchNames:

- fluent-bit-demo

selector:

IRIRERE: BR=ITE (1bF) BRSEAE 5584 H478m



(‘2) BBz BRSNS

matchLabels:

app: fluent-bit-app-demo

O FE:
TBIhETRA application B Label %EE, BENEEERENRE—LESHFHEBNEMRINGE. BSSMAZBEE2N ServiceMonitor
& PodMonitor .

Rawjob R

Rawjob REFEFRE Fluentd kS pod ip, NEEEEMSIREHREEN pod RHER, M BENER THE[ER Podmonitor 8& Servicemonitor &
IRIERISAIIRS AZM . Rawjob REERES:
1. % Prometheus MiZERSEFHIE -

2. FEEGIFIRD, EFEFRA Prometheus £,

3. HNSEFIFIETT, SEIFRUERSE > ERPD.

4, EERPORRIFAEMIYES, ISHE—REEN, ERENEESERRESTNELSES, HaEEF,
iMERESS (raw-job) X

® HpIFR

BREXREES wxinnxs o

RERE

DS o

EEERG SRS AA v

BEkE

1. £ Prometheus 5 5%, #ZIXIRIHY Prometheus X6, BHEFID G0 OER, TRENERE Grafana, BAEHKSED, BIEhHS
Grafana AIMC K RIRIEX .

2. iEIEEUERE > EMRD, EE/MTOTREkEIFESTE Fluentd 53z, % Dashboard > Dashboard ##{E > Dashboard Z¥/AER, SHHREFAR
REXRMAY Grafana Dashboard,

3. #A\ Grafana, Eiﬁﬁ, RFFSBEER, BENNAEEERSTATEERENE.,

IRIFRE: BR=IE (16F) BREEAR 5885 #478m
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@ ISz BRASTNES

MongoDB Exporter #EA

EIEEFATE: 2024-12-09 18:41:53

RMFinR

T£{#R MongoDB i3i2HEE S MongoDB iEfTRE#HTIERE, LUETHE MongoDB REBE2EIETIESE, HEE MongoDB ¥Ea@ERE, Prometheus
H5IEARSIRM T ETF Exporter B3R E5#E MongoDB iEfTAZE, M THEEIAA Grafana HiEXKE . AXNBUNTERE Exporter LAK LI
MongoDB Exporter SZENHZE.

© 5B8:
WMRFBEWIEA MongoDB 2Biflz =HIEE MongoDB i, #EFERERTD =iniEEr , ZIF—BRERFmIgF.

BABH
BR— —RuE(EE)
RETR

1. % Prometheus SIZRSEHE .

2. TEEfIFIERP, EEFRA Prometheus SE6),

3. NHIFER, EFEIERE > E/PD.

4. TEEMPILEEIFEE MongoDB, BIS#E—IMREEN, ERENEESERRESHISER, FaEEEFR,

MongoDB (mongodb-exporter)

b3 Dashboard (=557

@ 2E1FM [eric-client-sub-net-gz-7] FISIPEIEY: 243

St | e | SN v

MongoDB #EtRREE

iy

MongoDB

Iy

= - ®
. +

5% + i

Exporter BiE

ToMgim TR

FEETESEE©: cruozskmmoson  EEmm: 0.0150/NF s

(CRERSERNER FWEE, REXBREIRESER 27, 190 o

2% iRA

ERBI, SBIBWT:
&R SWEARE—I1,
SREEFATEMEN: a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'s

2 SF MongoDB HIBR&#R.

IRIRERE: BR=ITE (1bF) BRSEAE 5886 #478m
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@ H% \_L:HE BREamIES

=5 MongoDB BIZ8
bt MongoDB Ayt .
RE RIENRINBEEX Label,

o database: SREIBEISIRAIILE o
o collection: BR%&IEIFAINE,
Exporter B8 o topmetrics: BRHIEERLIEIFMESRULE.
o indexusage: BRAXRSIERARKIHEEAIKE.
« connpoolstats: & MongoDB EEit#itHEE .

BRT: BENRE

© AR:
AT HERKEE Exporter, EFFERABA= 535S #TH—SE,

BURERAF

o £ Prometheus EfIRIREbERIABME VPC T, SR Eill=588ERES , HAEHIE a32=E,.
o £ Prometheus SIEIESEFE > EEMRA Prometheus 36 > HIERE > SERBEERB PN MBS ER TR X EXERHIRIE, T2 MIEE| X8k
§g¥ o
BEPR
$B—: Exporter %8

1. BF FRESEHE

2. EEMNSERERRERH,

3. PEFEERIEEHLIOEIERIER ID/BH, HANZEHNEERE,

4, 1WFUTF (R Secret EiE MongoDB i&EiESE > 2 MongoDB Exporter > I8iF #8586k Exporter $E,

{&F Secret & MongoDB &Ei&H

1. EEMEEDIEZETEAE > Deployment, #A Deployment T,

2. EFREA LAsE YAML SI@%ER, 6 YAML &S, GEEiRPNT:
f#M Kubernetes B Secret REEZBHIIFBHITINZELIE, £B5 MongoDB Exporter BIRHEEIE(ER Secret Key, SEFAEIIMAY URI,
YAML Be&RHIENT:

apiversion: vl

kind: Secret
metadata:
name: mongodb-secret-test
namespace: mongodb-test
type: Opaque
stringData:

datasource: "mongodb:

£8= MongoDB Exporter
£ Deployment SE125HE, REMRE, EFNMABRSERSFITHERS . TABESIEHANAXIE, T YAML 5ERE Exporter, YAML f2
BRGIENT:

apiVersion: apps/vl

kind: Deployment

metadata:

labels:

IRIFRE: BR=ItE (It ) BRSEATF 5587 #478m
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k8s—app: mongodb-exporter
name: mongodb-exporter
namespace: mongodb-test
spec:
replicas:
selector:
matchLabels:
k8s-app: mongodb-exporter
template:
metadata:
labels:
k8s-app: mongodb-exporter
spec:
containers:
= GIEEs 3
- —-collect.database
— ——collect.collection
—-collect.topmetrics
—-collect.indexusage

——collect.connpoolstats

name: MONGODB_URI
valueFrom:
secretKeyRef:
name: mongodb-secret-test

key: datasource

image: ccr.ccs.tencentyun.com/rig-agent/mongodb-exporter:0.10.0

imagePullPolicy: IfNotPresent
name: mongodb-exporter
ports:
- containerPort:
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:

— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: { }

terminationGracePeriodSeconds:

© ikeg:

Exporter i#A2#i5& % mongodb_exporter o

E

1. £ Deployment WEEE LIRS EBEIZER Deployment, #A Deployment E2RE,

IRIFRE: BR=ItE (It ) BRSEATF

EAZTMNES

£588 #478m



https://github.com/percona/mongodb_exporter

O BHS

EAZTMNES

2. pHEAEFRE, ALEESE Exporter B HREXNRASIRMNE, WTEFRR:

PodEE fEITRE =5 B =E YAML
mongodb-exporter-cmgo-3roeb ¥ mongodb-exporter v ETI00EEE

110100 : 0f

3. & Pod EERE, #A Pod R,

4. EANMNRFRTRAETEER, B2 Pod, ESSTHHITUT wget S8 Exporter &ML, TLAEESZIRIMAY MongoDB i5t%, &&M

REASEIIMAYESE, BIEE—Ti&EE URI 2BIEH, BEWNT:

 [HELP mongodb_
§ |TYPE mongodb

al totalCreated provides a
X | total
reated_total 1.5431
f |HELP mongodb_ orresponds
f |TYPE mongodb_
cngodb connpoolstats
f HELP mongodb_.
§ |TYPE mongodb_
g connpoolstat
f |HELP mongodb_.
f |TYPE mongodb_
cngodb_connpoolstat
f |HELP mongodb_.
f |TYPE mongodb_
cngodb_connpoolstat
f HELP mongodb_ connpoolstats_
14

-0 the total
onnpoolstats

ilable gauge
ions_available 13
onnpoolstat
onnpoolstat
onnec
onnpoolstats_

ions_in_use gauge

set.

f |TYPE mongodb_connpoolstat
cngodb_connpoolstats B

f HELP mongodb_exporter build info A metr

f |TYPE mongodb_exporter_build_info
cngodb_exporter build infolbra:

f |HELP mongodb exporter last .

f |TYPE mongodb_exporter_last_s
cngodb_exporter last scrape duration_seconds 0
f |[HELP mongodb exporter last scrape error Whether the la
f |TYPE mongodb exporter last

I

.revision=

on of the last

: scrape

SE”: BIREIES

1. %R Prometheus BEIRSBEHS ,

cunt of all incoming

number of clien

orresponds to the total number of client

reated_total Cofresponds to the total number of

ions_in use Correspomids to the total number of

ped_sync Corrgsponds to the number of

value labeled by

of metri

connections created to the server. This number i:

onnections to mongo.

nnections to mongo that are currently available.
ient connections to mongo created since insta:
client connections to mongo currently in use.

ive and stored outgoing scoped synchronous connections from the o

version, revision, branch, and goversion from wh mongodb_exporter

11
1
of metric from MongoDB.

s from MongoDB resulted in an error (1 for error, 0

IEIEIIR Prometheus SZE#NSIERME,

2. BT EIERE > ERAEES, EIRCEXHNER, BUNIERERE > MERENUTE > YAML SiERMIRERS.
3. BERSZEWMIFM pPodvonitors REX Prometheus IMBUESS, YAML EeERFIGNT:

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:

name: mongodb-exporter
namespace: cm-prometheus
spec:

podMetricsEndpoints:

- interval: 30s
port:

path:

metric-port

/metrics

relabelings:

— action: replace
sourcelabels:
nstance
(.*)
targetLabel:

regex:

instance
replacement: 'c

namespaceSelector:

matchNames:

IRIRERE: BR=ITE (1bF) BRSEAE

5889 #478m
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@ BBz BASTRNTS

— mongodb-test

selector: # HEBEEMIEpodfiLabelfl, AEMB#Rpod
matchLabels:
k8s—-app: mongodb-exporter

© iing:
HF Exporter #1 MongoDB ZPEEAFERIMRSERL, EENEE Prometheus Relabel #l#i§ MongoDB SEHIRIE S MEIIREIRH,
LAMEE(ZITRE

BEELE

BHBRAF

Prometheus ZHIE4E Grafana £,
MES R

1. 5 Prometheus BERSEH S, EEWE Prometheus SEfi#ASERE

2. PEEIERE > SRRG, HAERPORE, %5 vongops MiHE, REIIMAY Grafana Dashboard BIEJHE Mongops YiEAE, BEEAFIEXM
ISEER, WMTERR:

MongoDB ##¥8: LASEHIRHEEELEIAT, BN . EEERR. E5RINS, TRhpipERizseflifs.

83 Mongodb / MongoDB s & <8

81.2 MiB 1.040GiB

4ans 7.414KiB

BelER
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https://console.cloud.tencent.com/monitor/prometheus

EAZTMNES

%) i:ik=

MongoDB i#{f: RILIEEEEFIRIFMRTES, FIMNTEIEME. BOEF. dSBRE. IERRE. 25 Top %,

83 Mongodb / MongoDB & & <

IERHE Collection N8 ObjectA&

4.6wek  32.5mis 16 280 «

Global lockPE==#EaT (5L RepISet=HEER

WiredTiger Transactions=] RN

1400 16:00

GetLastErmorS#Eat GetLastErrorSiZat

10:00
Write Wait Time s 1006

SEEEN T

OR!::H
sirExTescnmliTEERR.

EESE
1. EF Prometheus EiZRSZEFIS , EEXWN Prometheus EFENEETH
2. BEREEE, JLARMENAEZRE, $i5ESN MESZEER.

HE RS
ERERE: client checkout connect timeout, Z{fEbE?
TR REE I EAERIATI00%, SHOIBEREEMN ., TTAET Grafana k& MongoDB i/ SR EEERRIgIRHE .,

88 Mongodb / MongoDB 5 & <

BT CollectionN&& Object N

46 week 16 280K

iR B Global lockPHEEF5a L ReplSetSHFER

ENFHiER, ZinatE?

IRIFRE: BR=IE (16F) BREEAR 91478,


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

2 Eﬁ iﬂﬁ BR=TWNFES

FHE Cache EFRFEEEIEF. Transactions TAMIZEE R0, ALUEE Grafana X& MongoDB i#{&/#:1:#8#5/ WiredTiger Transactions I
8| WiredTiger Cache Ef%| GetLastError Eih| GetLastError Si8RdistrHIE .

88 Mongodb / MongoDB i1& # <

46 week 325 i 16 280K

Global lockRge#%aTTEL ReplSet&=;

WiredTiger Transactionso] -8

1.00%

1000

cache usage

GetLastErmorS et GetLastEmorSEaT
1.00 ops
0.750ps
0.50 ops
0.250ps
0ops

10:00 2000 10:00

Wite Wait Time 2ms  1674s 1006
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@ H% \_L:HE BREamIES

PostgreSQL Exporter #A

E=IEEFATE: 2025-04-24 18:57:12

RMFiInR

1£(EM PostgreSQL JEPEPFEX PostgreSQL iETREHRITIEE, LMETHE PostgreSQL RSB EHIEITIEE, HEE PostgreSQL MIEiaRERE,
Prometheus MRS TETF Exporter B33k PostgreSQL iZ1TR7S, iRt THEENANY Grafana BiEXEE . AXNBIUTEE
Exporter LARSEH PostgreSQL Exporter SSZIEANSIZIE.

© ieg:
WMREEWIEN PostgreSQL 2ilz =4iERE PostgreSQL , HFEFFERERPC =HIEER , XIF—ERETTRIEIR.
EANSN
h—: —B=R ()
BEPR

1. % Prometheus SZRSEHE .

2. TEEfIFIERP, EEFRA Prometheus SE6),

3. NTHIFER, EREIERE > E/lPD.

4. EERLIREIFEE PostgreSQL, BIS#E—IMREEN, ERENEMESEGRESHISER, FakEEFH,

PostgreSQL () - . wr)

=5 i1 Dashboard e R

® HEFER - -

PostgreSQL ISHRREE Z&iIEs 2

PostgreSQL 32fj
I
+ 70
FeEsEfh S AEE (D:  CPU-0.258 W7F-0.5GiB EENA: (R ERFHERIER FANEE, (12558 ©
EcEixAA
2% iRA

SRS, ST
2R SHmEAE—.
BIEEFESTERMNIEN: '“[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

BAr& PostgreSQL HIBRP&#.

=5 PostgreSQL B9,

IRIRERE: BR=ITE (1bF) BRSEAE 5893 #478m


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/postgres
https://cloud.tencent.com/document/product/248/87398

@ H% \_L:HE BREamIES

Mkt PostgreSQL AyiEEibhE .
% LHIEtRRINBEEX Label,

BRT: BEXTE

© ikeg:
AT HERREEE Exporter, HEFEFERABN= S5EES #1785—S1E,

AR

o £ Prometheus ZEfIFIRHRZIABEME VPC T, 8liZ BN=E5RES, HAERE 5=,

o #£ Prometheus HiZRESEFE , EIEWRME Prometheus 36, EZEIRRE > EMBRIRS, ASHIIRINSRERSTHRXEERZE, TSN
5| XEXEEEY

BEPR

$B1: Exporter 5BE

1. BR SRERSEHNS .

2. EEMRBI=hisIZERE,

3. BERERINERNAIOEIEEE ID/SWR, BAZEHNEERE.

4. 45LATF (EF Secret B2 PostgreSQL #63 > #FE PostgreSQL Exporter > XEUEIR £S5 Exporter Z3E,

{#F Secret & PostgreSQL B

1. EEMEEDiEZETEGRE > Deployment, i#A Deployment HiH,
2. EREG LAEE YAML &I, 6 YAML BE, EERPINT:
{#M Kubernetes Y Secret SREEZWBHIZEMHTMZELE, £F50 PostgreSQL Exporter BIIHEER(ER Secret Key, BEFEMIRMAY
password , YAML BEERFIEIT:

apiVersion: vl

kind: Secret
metadata:

name: postgres-test
type: Opaque
stringData:

username: postgres

password: you-guess

£B=E PostgreSQL Exporter

£ Deployment SE120HE, SREMRE, EFNNOGRZEREITHERS . TABETEHENSGNCE, T YAML 850588 Exporter, YAML &
ERGNT (SHTENRE, TRETHLSREENNSY ) .

apiVersion: apps/vl

kind: Deployment

metadata:
name: postgres-test
namespace: postgres-test
labels:

app: postgres

app.kubernetes.io/name: postgresql

spec:
replicas: 1
selector:
matchLabels:

app: postgres

IRIFRE: BR=ItE (It ) BRSEATF 5894 #478]
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https://cloud.tencent.com/document/product/248/87390#step1
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@ H% \_L:HE BREamIES

app.kubernetes.io/name: postgresqgl
template:
metadata:
labels:

app: postgres

app.kubernetes.io/name: postgresql

spec:
containers:
— name: postgres—-exporter

image: ccr.ccs.tencentyun.com/rig-agent/postgres—exporter:v0.8.0

0. listen-addre

——log.level=debug"

name: DATA_SOURCE_USER
valueFrom:
secretKeyRef:
name: postgres-test
key: username
name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres-test
key: password
name: DATA_SOURCE_URI
value: "x.x.x.x:5432/postgres?ss
ports:
— name: http-metrics

containerPort: 918

© AR:
LiRRpIE Secret MR BZBEL TIAMREEE DATA _SOURCE_USER Fll DATA_SOURCE_PASS , {SRPEEZEEIPXHARZZFE, &iFa]
VAP DATA_SOURCE_USER_FILE [ DATA_SOURCE_PASS_FILE MM{HiZEVHRZ%S, S{ER DATA_SOURCE_NAME ISHAPEZRBHEEES

B, ffl# postgresql://login:password@hostname:port/dbname o

SR
DATA_SOURCE_URT | DATA_SOURCE_NAME JEREER query 3893 ( ° Z/F) ZISHISEUT (&AL GoDoc Bif) o

2 SERAR

2&EER SSL, ZEHNENT:

o —disable: F{#M SSL.

e —require: B2EM (HHIIIE) -
sslmode

o —verify-ca: BREMA (LERSHRHAIBEFIZ2H—TEN CAEER) -
o —verify-full: B2ER (LERSHRBUHEIBEFZ2H—TEHN CA EXR, HEKEE hosthame EF2IE
BEATES) o

fallback_application_na 4 it application_name.

me
connect_timeout RAERZESE, BUR. OESTFERK,
sslcert ERXHIEE . XHHIREYHRE PEM,
sslkey FASASTIHIRTR . IR NH B2 PEM,
sslrootcert root IEBXMHIEE. XHHEESLAZ PEM.

55 Exporter ZiSHttSH, MTiRHMA (#1EESR README ) o

IRIFRE: BR=ItE (It ) BRSEATF 5595 #478m


https://pkg.go.dev/github.com/lib/pq#hdr-Connection_String_Parameters
https://github.com/wrouesnel/postgres_exporter

O BAT

#

W

—-web.listen—-address

——web.telemetry-path

——extend.query—path

——disable-default—
metrics

——disable-settings-
metrics

——auto-discover—
databases

——dumpmaps

——constantLabels

——exclude—-databases

——log.level

IREER

S5
W50tk , 2XA9487,
REIEIRAIERE, BOA /metrics,

EE—1E2BEXESETM YAML X#, &R
queries.yaml .

R{ERIEE queries.yaml 12{HIIEIR

FHMEY pg_settings tAXA9EIR.

EEB&EM Postgres Ll EHIEIREE .

FTEDRISBRYIEIRER, IRT debug AEEM, HEHIER
EX queries HXAJEE,

BEXIFE, @B key=value BIFZURME, SMREXIE
A, 9.

EEHRAIEIRE, {X7E ——auto—discover—
databases FEHIER FEX

B3 debug/info/warn/error/fatal,

EAZTMNES

WREE
PG_EXPORTER_WEB_LISTEN_ADDRESS

PG_EXPORTER_WEB_TELEMETRY_PATH

PG_EXPORTER_EXTEND_QUERY_PATH

PG_EXPORTER_DISABLE_DEFAULT_METR
ICS

PG_EXPORTER_DISABLE_SETTINGS_MET
RICS

PG_EXPORTER_AUTO_DISCOVER_DATAB
ASES

PG_EXPORTER_CONSTANT_LABELS

PG_EXPORTER_EXCLUDE_DATABASES

PG_EXPORTER_LOG_LEVEL

iBd curl http://exporter:9187/metrics FGiEIKEN Postgres EFIE{TAYE. HMATUBEBIEEN—F queries.yaml RIRENZISHR:
1. BIE—PEE queries.yaml B ConfigMap o

2. 1% ConfigMap 15 Volume #£3% Exporter E1MBRTH.
3. i@ --extend.query-path 3R{EM ConfigMap, 1§ LEi#fY Secret LAR Deployment #FiCE, iICR2ER YAML TR,

apivVersion: vl
kind: Namespace

metadata:

name: postgres-test

apiVersion: vl
kind: Secret

metadata:

name: postgres-test-secret

namespace: postgres-test

type: Opaque

stringData:

username: postgres

password: you-guess

apivVersion: vi

kind: ConfigMap

metadata:

name: postgres-test-configmap

namespace: postgres-test

[eE-

queries.yaml: |

IRIFRE: BR=ItE (It ) BRSEATF
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-pod-configmap/
https://github.com/wrouesnel/postgres_exporter/blob/master/queries.yaml

EAZTMNES

pg_postmaster:
query: "SELECT pg_postmas
master:
metrics:
— start_time_seconds:
usage: "GAUGE"

description: "Ti at which postm r started"

apiVersion: apps/vl
kind: Deployment
metadata:
name: postgres-test
namespace: postgres-test
labels:
app: postgres
app.kubernetes.io/name: postgresql
spec:
replicas:
selector:
matchLabels:
app: postgres
app.kubernetes.io/name: postgresqgl
template:
metadata:
labels:
app: postgres
app.kubernetes.io/name: postgresql
spec:
containers:
— name: postgres—exporter
image: wrouesnel/postgres_exporter:latest

args:

name: DATA_SOURCE_USER
valueFrom:
secretKeyRef:
name: postgres—-test-secret
key: username
name: DATA_SOURCE_PASS
valueFrom:
secretKeyRef:
name: postgres—-test-secret
key: password
name: DATA_SOURCE_URI
value: "x.x.x.x:5432/postgre slmo disable"
ports:
— name: http-metrics
containerPort: 918
volumeMounts:
— name: config-volume
mountPath: /etc/config
volumes:
- name: config-volume
configMap:

name: postgres-test-configmap

IRIFRE: BRzITE (165 ) BRSEAS 5897 #478,




EAZTMNES

O BHS
]

4. 4T curl http://exporter:9187/metrics MG, BIAEEEENXH queries.yaml =i Postgres EFIBEhATEIEIR. FEIUIT:

pg_postmaster_start_time_seconds{server="x.x.x.x:5432"} .605061592e+09

$W2: FINREES

Y Exporter iIETEERZE, SEHITLUUTRIFEE Prometheus HEIRSEIFRE G IFIER:
1. #F Prometheus EERESEH S, EEMNM Prometheus SEfi#ASEERE,

2. EIREIERE > SERAERS, EIRCEXBNER, BUNIERERE > MEREUTE > YAML SiERMIRERS.
3. BERSEMIFIM PodMonitors RENX Prometheus iMEMESS, YAML BEREIANT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: postgres-—-exporter
namespace: cm-prometheus
spec:
namespaceSelector:
matchNames:
- postgres-test
podMetricsEndpoints:
— interval: 30s
path: /metrics
port: http-metrics

relabelings:

- action: labeldrop

regex: __meta_kubernetes_pod_label_ (pod_|statefulset_|deployment_|controller_) (.+)
action: replace
regex: (.%*)
replacement: postgres—xxxxxx
sourceLabels:
— instance
targetLabel: instance
selector:
matchLabels:

app: postgres

© Ag:
EEEMAZIEER ServiceMonitor 1 PodMonitor o

EERE

© ikeg:
SEFEA LR REUEIT BoERIKEN Postgres ELHIRIBEhAYE

ARG
Prometheus EFIE4FE Grafana 3£,

RETR

1. H#F Prometheus HERESEH S, EEMNME Prometheus SEf#ASERE

IRIFRE: BR=ItE (It ) BRSEATF $98 #478m


https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#servicemonitor
https://github.com/prometheus-operator/prometheus-operator/blob/main/Documentation/api-reference/api.md#podmonitor

%) i:ik=

EAZTMNES

2. SIRBUERE > FERRG, EERPOREHKE PostgreSQL HifE, i%iF Dashboard ##E > Dashboard /AR LZEI MY Grafana

Dashboard.

3. &g 52l ID Al ﬂﬁh IFHENER Grafana, BABHWSER, BIi#{T Grafana AT KFRHREER .

4. i#\ Grafana, px[ENEIR, BFKEER, SHERNKEERSHRITEEKEHIE,

v General Counters, CPU, Memory and File Descriptor Stats

Version Start Time

5 hours ago

9.5.4

Average CPU Usage
400 ms
300 ms
ms
100 ms.
Ons
15:00 1520

— CPUTime

v Settings

Maintenance Work Me...

64.0 MiB

Effective Cache

4.000 GiB

512 MiB

v Database Stats

Active sessions

EESE

1. R Prometheus HiZIESEFIES , EEWR Prometheus EFIHAEERE,
2. EEREE > SRREE, TLURIMERAYSEEREE, FEESR MESEEE,

© i%ER:

Current insert data

61B

Current fetch data

4.404 MB

Average Memory Usage

Max WAL Size

N/A

Work Mem

4.000 MiB

Transactions

JE4E Prometheus i5iZRSZIGIRIHE R PostgreSQL BXRIHEEIR

IRIRERE: BR=ITE (1bF) BRSEAE

Current update data

7B

14:40

— OpenFD

Random Page Cost

4

SeqPageC...

Max Connections

2048

Open File Descriptors

15:10

8000  10.000

Max Paralle...

N/A

Max Worker...

1 8

Update data

7.0008
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https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H% \_L:HE BREamIES

Nginx Exporter &\

IEEHATE: 2024-12-09 18:41:53

RMFinR

Nginx i&@id stub_status WERE T &4 HiEEi5. Nginx Prometheus Exporter £R&E84 Nginx SZfliEiR, Fi§EELA Prometheus TR
EHIRE, SEET HTTP HNYRES Prometheus IRSHITRE . HiJATLAEIE Exporter HIRERXFHIEEER, ATFRERENAZET.

RIS
FFIE NGINX stub_status g

[OR';:H
1. FiRFIFH Nginx BEEBBRSH, HbHSH XS RREBES5 BT RIERET
2. SRESEXRMETSN SRS EEHY.

EJ3 Nginx Prometheus Exporter 2i&id Nginx i stub_status &R E#TIEE, FRIEAFERR Nginx lRSBITHT stub_status &R, BFSE
WmF:

1. BF FEESEHE

2. TEEEMISEEptEchea R ERRY, HEIS3 Nginx BRSSFRTEEEEY, HAEEE, HEWSS Nginx IRSS .

3. BERFIWSE Nginx BBS, HUTUTHSRE Nginx E5BEFBTiZER:

-0 with-http_stub_status_module

O WMNRELIRPEE with-http_stub_status_module , WiHBEA Nginx ERH stub_status &k,
O MBERMEEATER, WATLAMER —-with-http_stub_status_module SENEBEHMERIEF— Nginx. FHIUT:

./configure \

--with-http_stub_status_module

4. EXRHNN Nginx iRs3tE% ConfigMap, T&ERZWSS Nginx RS, SEEBEER (ERIREA /etc/nginx/conf.d ) THI default.conf BEBER
TN, Bl ConfigMap, SEEEEFMENZ ConfigMap 1, ConfigMap HBXIZ(EHE3I ConfigMap &12 ,

5. Mgl stub_status EHREFEMZIE, 7 ConfigMap Hdefault.conf RN TEE . REINT:

server {

listen 8080;

listen [::]:8080;
server_name localhost;

location = /stub_status {

stub_status;

ConfigMap HEERFIEIT:

IRIFRE: BR=ItE (It ) BRSEATF 55100 #4783


https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457/31717
https://cloud.tencent.com/document/product/457

O BHS

BXER
FEbeE R (L)
&EID N . .-
FrER B A
BRBM nginx-test-cm (ConfigMap)
nE =82 TR
kol
}
server {
listen 8080;
listen [::]:8080;

default.conf = server_name localhost;

location = /stub_status {
stub_status;

}

}

REEDETEH. BERSMB-", "0 "

12}
Faigin XHSA

6. BEEEM=MZE, HEIWSS Nginx RS, mES > ENEPE, HEBNENME. ISRRSHRENHSS:

nginx -t

nginx -s reload

oot ZERAEN, AREBEMIHIE—{Ta S Tkey=valuesikey: value R RHEXT R ASTIRRI WA

EAZTMNES

7. BRE LIRFEZ R, ERWS Nginx BRSS, #UTINTHS, BIEE Nginx LIREHREITIFRESHRITER

curl http://localhost:8080/stub_status ## IRIBECENI4EPEEARSTHITHERMIEZE

Active connections: 45
server accepts handled requests

1056958 1156958 4491319

Reading: 0 Writing: 25 Waiting : 7

BABR
hR—: —RRR(Es)
BRESH

1. EF Prometheus BIZRSBEHE .

2. TEXHIFIRP, EFXIRE Prometheus 36,

3. ENSERI¥IER, ERMIERE > EERD,

4. TEEMPDEE Ngink, RIIFREESEE—MRERD,

5. ERHEONZRTE, ESERREST. k. BREER, HEHFEE.

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/monitor/prometheus

O BHS

Nginx (nginx-exporter)

o] Dashboard [EL527

® La17R (ziv_test] FRIPEHEH: 196

ZEOL | REE | RN o

EAZTMNES

Nginx fEIRRE

Nginx L)

= &

FEQ® +@m

FEETESEEE Q: cPuozskmmoses  mEmm: 0.0170//\0T = NEESESTER TR, 155 o

EcEiRAR
2 p7L]
EREM, HRABUT:
2R o SMMERE—,
o BHEEFSTEMEN: '"[a-z0-9]([-a—z0-9]*[a-z0-9])?(\.[a-z0-9]([-a—z0-9]*[a-z0-9])?)*$'.

bt Nginx BRSSH9ZEZ ML
B Nginx IRSZHIRS KSR, TEEPIEE
BArR& Nginx igs3 HTTP I&ERIBRP &
=i Nginx Bgs$3 HTTP SIERRZER .
IREE HBIEtNRINBREX Label,

BT BENRE

© ikeg:
AT HERFEERE Exporter, EEFERBN= S535ES Xa—81E,

AR

o £ Prometheus ELHIRIRBIHERIAEME (VPC) T, BIEBN=AERS Kubernetes 5£8%, HAEEEE Ha=,

o {£ Prometheus EESEHE > SENRRY Prometheus SLH > SRR > SRRBRRIRS PRI R BB TSR REXSERHRIE . WIS MIES] KBt

®E,
BEPR
$B—: Exporter 88

1. BF FHESEHE
2. AR ERE,

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/tke2/overview
https://cloud.tencent.com/document/product/457
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https://cloud.tencent.com/document/product/1141/41803
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O BAT

3. RS ERIERGIIEIEAEE ID/ETR, BAZEHNSERE,
4, 1FT B2 Nginx Exporter > ISiF $9E586k Exporter ZZ,

$B—: = Nginx Exporter

1. EEMEEDi%ZETIEASE > Deployment, #A Deployment T,
2. ENEA LAEE YAML SIBEHE, 62 YAML BE, EENNGHSSiasksE

Exporter, EEERHIIIT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—app: nginx-exporter
name: nginx-exporter
namespa
spec:
replicas: 1
selector:
matchLabels:
k8s—app: nginx-exporter
template:
metadata:
labels:
k8s—-app: nginx-exporter
spec:
containers:
- args:

- ——web.listen-address=:8080

- --nginx.scrape-uri=http://127.0.0.1:8080/stub_status

image: ccr.ccs.tencentyun.com/rig-agent/common-image:nginx—exporter-vl1.1.0

name: nginx-exporter
ports:
— containerPort:

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File

dnsPolicy: ClusterFirst
imagePullSecrets:

- name: gcloudregistrykey

rminationGracePeriodSeconds:

$Im=: I

1. £ Deployment WE S I Li# S EEER Deployment, #A Deployment EI2&MH,

178

2. pEEFRE, FJUAEEFE Exporter BB REMAYHDMIL, WMTEFRR:

IRIFRE: BR=ItE (It ) BRSEATF

EAZTMNES

PEIRSS, TUEGEFIEHARE. WT YAML B5RENE

£5103 £478%



O BHS

FMTHE
PodiE® nginx-exporter-test-7... ¥ | nginx-exporter K
ptiubiant 1005K% v

D zrertnss
SABAREK, TRTHERRLRE MRS TRISIR

1 15=2024-04-08T10:19:37.358Z caller=exporter.go:123 level=info msg="Starting nginx-prometh xporter" version="(version=1.1.0, branch=,
revision=c68dd@b5518795457adf1lcce7c2fe791f04a0250-modified)"
t5=2024-04-08T710:19:37.360Z caller=exporter.go:124 level=info msg="Build context" build_context="(go=gol.22 platform=1linux/amd64, user=, date=, tags=unknown)"

024-04-08T10 37.370Z caller=tls_config.go:313 leve Listening on" addres: 8080
024-04-08T10 37.370Z caller=tls_config.go:316 leve TLS is disabled." http2=false address=[::]:8080

EAZTMNES

3. B Pod EERE#HA Pod WA,

4. ZANRERTREERER, BAER Pod, EHSTEOPRITILT wget &SR Exporter SR, TIAERESRIRIEE Nginx f§iR. 21

RIRESEIN RS, SREERBEDER, BAMT:

-gqO- http://localhost:8080/metrics

MITERINTERRR:

# HELP nginx_connections_active Active client connections

# TYPE nginx_connections_active gauge

nginx_connections_active 2

# HELP nginx_connections_handled Handled client connections

# TYPE nginx_connections_handled counter

nginx_connections_handled 128

# HELP nginx_connections_reading Connections where NGINX is reading the request header
# TYPE nginx_connections_reading gauge

nginx_connections_reading @

# HELP nginx_connections_waiting Idle client connections

# TYPE nginx_connections_waiting gauge

nginx_connections_waiting 1

# HELP nginx_connections_writing Connections where NGINX is writing the response back to the client
# TYPE nginx_connections_writing gauge

nginx_connections_writing 1

# HELP nginx_exporter_build_info A metric with a constant '1' value labeled by version, revision, branch, goversion from which nginx_exporter was built, and the goos and goarch for the build.

# TYPE nginx_exporter_build_info gauge

nginx_exporter_build_info{brancl ,goarch="amd64" ,goos=""1inux",goversion="go1.22.2", revision="c68dd0b5518795457adflcce7c2fe791f04a0250-modified" , tags="unknown",version="1. }1
# HELP nginx_http_requests_total Total http requests

# TYPE nginx_http_requests_total counter

nginx_http_requests_total 29564

# HELP nginx_up Status of the last metric scrape

# TYPE nginx_up gauge

nginx_up 1

ST FIREES

1. BR BN=WFES Prometheus iE4& , #EEXN Prometheus SEfli#NSIERH
2. BREIERE > SEMARRS, EIRCRXBNEE, BUNERERE > fEERYEE > YAML HRiERFNRERS.
3. BFIRSAMIFI PodMonitors RENX Prometheus MEUES, YAML BERGIIIT:

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: nginx-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
— interval: 30s

port: metric-port

path: /metrics

relabelings:

- action: replace
sourcelabels:
- instance
regex: (.*)

targetLabel: instance

IRIRERE: BR=ITE (1bF) BRSEAE

55104 £478%
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replacement: 'c
namespaceSelector:

matchNames :

- nginx-demo

selector:
matchLabels:

k8s—app: nginx-exporter

BEEINE
ARG
Prometheus EfFIE4FE Grafana 3£,

RMET R

1. BF BRz=aWES Prometheus E5H& , iEEXR Prometheus SEFI#NEIERME,

2. EEFIBAERTE, KIE4PER grafana itlik, TAHER, AREE middleware X#4Fdh#E nginx SEHIMSIEER, SELHBXLIELNIE, ITE
FRoR:

Home > Dashboards > middleware o
EUS stance | nginx-server
- Status

NGINX Status for nginx-server

Up

v Metrics

Processed connections Active Connections

EESE
B = Prometheus SEERSZIFEENE, TRBISIIFIERRRINSERE ., FESEER MERSZERE.

Bis: Nginx Exporter R&ES¥ixA

LREESN
B it
web.telemetry-path IEIRRERERE, BN /metrics o
nginx.scrape-uri nginx 3SFRIMEY url, BAIA http://127.0.0.1:8080/stub_status o
[no-Inginx.plus E&BE NGINX Plus, BRAZRBE,
[no-]Inginx.ssl-verify ZEIE ssliEH.
nginx.ssl-ca-cert sslIEBIEE,
nginx.ssl-client-cert sslIEBIEE,

IRIRERE: BR=ITE (1bF) BRSEAE 55105 $£478%)
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O BAT

nginx.ssl-client-key
nginx.timeout
prometheus.const-label
[no-]web.systemd-socket
web.listen-address
web.config.file

log.level

log.format

version

IRIFRE: BR=ItE (It ) BRSEATF

sslEBEE.

nginx JEFRIMBLEERT .

BESMEFHERIFE . B0 label=value, RFEESIR,
fEH systemd EiEFEIREAEIRONITEE (2R Linux) .
EEOFihE, BXIA: 9113,

EREXHRIIER, AIEA TLS SSHRIIE (TRESH) .
BERR, EIA infoo

BEEENEES, BUEEE: [logfmt, json], Bkl logfmt.

FTENRRAMER

BR=ARNES

55106 $£478%:



@ H% \_L:HE BREamIES

Redis Exporter i&EA

EIEEFATE: 2024-12-09 18:41:53

RMEIR
{E(HERSIERE Redis BI2hEEN Redis BTREHETHE, LMETHE Redis RSZE2FETEE, HIE Redis #E% ., Prometheus MiZRSZIREETF
Exporter BIA kR Redis iIB1TIAE, FHEM T F#EEIA Grafana iEXE ., AXAENBUMEER Prometheus ¥z Redis.

© B8:
MEFEZEWER Redis 2Bz =#IEE Redis , MEFERERPO =EEERN , XIS—ERERTRIET.

BABN
BR— —RuE(Es)
RMETR

1. &% Prometheus SZRSEHE .

2. 7EEBIFIERP, EFEFRA Prometheus SE6),

3. NTHIFER, EFHIERE > E/PD.

4. EEMPLKEIFEE Redis, BISEH—MRESN, EREREMESERRESHNELSER, HpEEFNT,

Redis (redis-exporter)

7 Dashboard [=%=327

@ 230FM [ziv_test1] FARIPHER: 198

2t OB 2

Redis fEIR#RE

i

ST AT 1

Redis £l

it ~ product_group2

BHD | essssssessens [ IR
4 + i
| pesmissEmE ©: cPuossg msosce  mEam: 0.0170//N\ET = WEERBSTIER TR, 1S o
ECHEiRAA
8% A

ERER, GRNENT:
P4 SmEEHE—,
EHEEFATEMIEN: “a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

ikl Redis R9iE#it o

=5 Redis B9%H3

IRIRERE: BR=ITE (1bF) BRSEAE 88107 $£478%
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@ H% \_L:HE BREamIES

8 SISIRRIEEN Label,
FRZ: BENERE

© ikeg:
AT HELRKER Exporter, EEFERBN= S5ES #TH5—SE,

AR

o T£ Prometheus EfIXIRitERFABME VPC T, 81 Bifl=a5RS , HAEHE s3=E,
o £ Prometheus MIZIESEFE > EEMRA Prometheus 3Efl > BIEFRE > SRBEERS DB RSB ER ek X EXERHIRIE, T2 MIg5| =8k
=
BEP R
$B—: Exporter =

1. BF FRESEHE

2. EEMSEREREEERH,

3. BEREIRENERAIREIEAIEEY ID/BMR, MANIZEHNEERE.

4. YTLAT fEH Secret 12 Redis 3 > #1E Redis Exporter > I8iE $IB5ER Exporter 3E,

5@ Secret 2 Redis &3

1. EAEMZ S %R TIEAE > Deployment, i#A Deployment I,

2. EREA LAsE YAML SI5RE, 02 YAML BE, GEiRBENT:
f#M Kubernetes Y Secret SREERZRBHIIZBHITMZELRE, £F50 Redis Exporter BIFHEEIEFER Secret Key, BEREWRAI password
» YAML BeERFINTF:

apiVersion: vl

kind: Secret
metadata:
name: redis-secret-test
namespace: redis-test
type: Opaque
stringData:

password: you—-guess

£B%E Redis Exporter

£ Deployment SBERHE, PR, EENNNBEBERHITHEIRS . WLLETEHANARE, WTF YAML B95=0EE Exporter, YAML &
BRAIT:

© iBA:
% Exporter i#ASHNBIES RN redis_exporter o

apiVersion: apps/vl
kind: Deployment
metadata:

labels:

k8s-app: redis-exporter

name: redis-exporter

namespace: redis-test

spec:
replicas:

selector:

IRIFRE: BR=ItE (It ) BRSEATF 55108 $478%)
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EAZTMNES

matchLabels:

k8s—app: redis-exporter

template:
metadata:
labels:

k8s—app: redis—exporter

spec:
containers:
- env:
— name: REDIS_ADDR
value: ip:port
— name: REDIS_PASSWORD
valueFrom:
secretKeyRef:
name: redis-secret-test
key: password
image: ccr.ccs.tencentyun.com/rig-agent/redis-exporter:v1.32.0
imagePullPolicy: IfNotPresent
name: redis-exporter
ports:
— containerPort:
name: metric-port
securityContext:
privileged:
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

313

1. 7 Deployment WESF LA ELIEER Deployment, #A Deployment EE2RHE,
2. BEAFTRE, FUEEZ Exporter FEEMHREM AT AN, INTFERRR:

Pod &1 BITHE Ei H#iE YAML

redis-exporter- redis-exporter RR1005 KR
1 2020-12-07T13:28:24.572282393% time="2020-12-07T13:28:242" level=info msg="Redis Metrics Exporter v1.12.0  build date: 2020-09-30-17:31:51
gol.15.2  GOOS: linux  GOARCH: amd64"

2 2020-12-07T13:28:24.572557429Z time="2020-12-07T13:28:24%" level=info msg="Providing metrics at :9121/metrics"
3

3. B Pod X%, #A Pod [,
4. EANMRFRTRETEER Pod, EGSITEOPRITUAT curl §S3R Exporter RFERMLE, ATLAEESEIIMNA Redis 18R, MEMKEE
SIRRYEYE, iB#E—T REDIS_ADDR #1 REDIS_PASSWORD =& IEM. REIMNTF:

http://localhost:9121/metrics

IRIFRE: BRzITE (165 ) BRSEAS 55109 #478%)
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AEPTERUTEFR:

# TYPE redis keyspace hits total counter
cedis_keyspace_hits_total 29916
# HELP redis_keyspace_miss2s_total keyspace_ misses_total metric
# TYPE redis_keyspace miss2s_total counter
cedis_keyspace_misses_total 29
# HELP redis_last_slow_execution_ duration_seconds The amount of time needed for last slow execution, in sec
# TYPE redis_last_slow_execution_duration_seconds gauge
cedis_last_slow_execution_duration_seconds 0.011276
# HELP redis_latency_spike duration_seconds Length of the last latency spike in seconds
# TYPE redis_latency_spike duration_seconds gauge
cedis_latency_spike_duration_seconds{event_name="command"} 0.011
credis_latency_spike duration_seconds{event_ name="fast-command"} 0.022
# HELP redis_latency_ spike last When the latency spike last occurred
# TYPE redis_latency_spike last gauge
cedis_latency_spike_last{event_name="command"} 1.604752448e+09
cedis_latency_spike_last{event_name="fast-command"} 1.604738646e+09
# HELP redis_latest_fork_sz=conds latest_fork seconds metric
# TYPE redis_latest_fork_szconds gauge
cedis_latest_fork_seconds 0
# HELP redis_lazyfree_pending_objects lazyfree_pending_objects metric
# TYPE redis lazvfree pending objects gauge
redis_lazyfree pending objects 0
# HELP redis_loading dump_ file loading_dump_file metric
# TYPE redis_loading_dump_file gauge
redis_loading dump_ file 0
# HELP redis_master repl offset master_repl offset metric
# TYPE redis_master_repl_offset gauge
redis_master_ repl offset 2.37644710082e+11
# HELP redis_mem_ fragmentation_ratio mem fragmentation_ratio metric
TYPE redis_mem_fragmentation_ratio gauge
redis_mem fragmentation_ratio 1.43
# HELP redis_memory max_bytes memory max_ bytes metric
# TYPE redis_memory max_bytes gauge
redis_memory max_bytes 1.2884901888e+10
# HELP redis_memory used_bytes memory_used bytes metric
# TYPE redis_memory_ used_bytes gauge
redis_memory used_bytes 1.1479248e+07

S| SIREES

1. R Prometheus BERESEH S, EEM Prometheus SEf#AEERE.
2. PEEIERE > EREEES, ®IRCEXBAER, BUNIERERE > MEREUEE > YAML HiEEMIRERS.
3. BIRSAEMFI PodvMonitors REM Prometheus MEVES, YAML BERGIINT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: redis-exporter # BES— 1 E—&R
namespace: cm-prometheus # IRESEfl: £BHY namespace; BWFEBBXLH (EFLLESR) : namespace EIE, FEEM
spec:
podMetricsEndpoints:
- interval: 30s
port: metric-port # ESp m1FAPrometheus ExporterXMAYP BIName
path: /metrics # EBPrometheus ExporterIIMAIPathfIE, FIEEIN /metrics
relabelings:
- action: replace
sourceLabels:
— instance
regex: (.*)
targetLabel: instance
replacement: 'crs-xxxxxx' # JEHEEREIIMNAY
action: replace
sourceLabels:
— instance
regex: (.*)
targetLabel:
replacement: 'l.x.x.x' # WAEEREITRIAY Redis SEff IE
namespaceSelector: i J&}:%EH:’HQ JﬁﬁEE“J espace
matchNames:

— redis-test

IRIFRE: BR=IE (16F) BREEAR 110 #4783
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O BT

selector: + EEBEpodiiLabel{H, AEMB#FRpod
matchLabels:

k8s—-app: redis-exporter

© #8:
HTF Exporter F1 Redis EPEEAFRMIRSESHEL, ELENEET Prometheus Relabel #/4§ Redis SEFIHIE B MEISIEISRTR, UBE
ELTE,

BELE
BURSR
Prometheus fIE48E Grafana %4,

RMES R

1. R Prometheus BERESEHS , EEM Prometheus Ef#ANEERE .

2. PEEIERE > £/, BNERPORE, %3 Redis s, REMAY Grafana Dashboard BIEIF S Redis MiEkiE, EELFIBXAMKIRE
1B, WMTEFRFR:

Prometheus - - I v
AR BFIMEES FREEF S B Hits / Misses ™
1.00 0ps
075 0ps
0.50 0ps

5 week ' 02508

0ops
150010 150020  1509:30  15:09:40 150050  1510:00
150910 1509:20  1509:30 150940 150950  15:10:00 [ —

BORTROH SRR

cluster
qeloudinternalinfo

info

150530 150600 150630 150700 150730 150800 150830 150900  1509:30  1510:00

15:08

WEERER ATFERE

25%

150530 150600 150630 150700 150730 150800 150830 150900  1509:30  15:10:00 @

150905 150010 15:09:15 150020 1509:25 1509:30 150935 150040 1509:45 1509:50 150055 15:10:00

CPUfERE RERE

EESE

1. &R Prometheus HiZIESESEFIS , #EREWR Prometheus EFIHAEERE,
2. BREEEE > SRR, TLURINENAEER, ¥IEESR ESEER.
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O BHS

Aerospike Exporter #&A

EIEEFATE: 2024-12-09 18:41:53

RMFinR

EAZTMNES

Aerospike Exporter 2—1HF Aerospike ##EEER Prometheus EIFSHTE, RiIFAPEIFIE Aerospike BIEERMREEHFRITER. €

AJLAREEN AP SERT IS Aerospike SERFRIBERRINIR . MRERIIANAHER, BEIFHTHIEHIR. HRAUAMMKIBRE . BESXEERSHE

Prometheus, AFPALIFIA Prometheus BEEAINEEHITHIBRIIL .. IREMSHT . BAZEMWNES Prometheus 127 Aerospike Exporter £

M FFERNRRY Grafana iz kE,

BASR
BR—: —ERE(ES)
BES®

1. R Prometheus BizRSZEHSE -
2. 7EsEfiFIZRp, EFEIIRAY Prometheus £,
3. BALHLFETR, EREIERE > EHPD.

4. EERHPOKREIFEE Aerospike, BIRBH—MREREN, ERENAESEFRESHMIIESESR, HFRERFNT.

Aerospike (aerospike-exporter)

T Dashboard [S=377

@ %a07R [ziv_test1] FIPEES: 198

EOA | RRE | R o

Aerospike FEHRRE

)

Aerospike

weEsmaamaE ©: cruosgmmoses  mEmm: 0.0170//N -

ICRERSENIER F AW, 5 o

BMEEFETEMEY: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

BCEiRAR
2% ing
ERETR, HRALEINT:
&% ZREEHE—.
%3 Aerospike RS o
kit Aerospike HiEERO .

IRIRERE: BR=ITE (1bF) BRSEAE

$£112 H478m
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@ H% \_EHE BREamIES

ARa Aerospike BiEERF&MR.
=5 Aerospike HIBEZ .
& HRIBRRINBEYX Label.

BT BENRE

© kM
AT HELRRERE Exporter, HEERABAR S:5RES RE—EE,

HURERAF

o £ Prometheus EfIRSRubFRIAEME (VPC) T, BEBIA=EEEIRS Kubernetes 58f , HAEHAE Ga=id,
o £ Prometheus MEIESEFE > EEMRA Prometheus 3Efl > MIEFRE > SERBEERS DRI MBS LR R X EXERHIRIE, T2 NIEE| X8k

£,
RMESR
$B—: Exporter {8

1. BF FRESEHE

2. EEMSEERERR RN,

3. PEEERIVERHLIOEIERISER ID/EH, HANZEHNEERE,

4., 1FUT B2 Exporter B2E > 32 Aerospike Exporter > I8IF $5eH Exporter &,

$E_: IE Exporter iR

1. EEMEEDI%ZETIEASE > Deployment, #A Deployment EE&H.

2. EREG LAEE YAML 8I2%R, 2 YAML B8, ERENNNGSEERETHERS, TiBEZEHansaRelE. T YAML i5X5E
Exporter, EEREIIIT:

apiversion: vl
kind: Secret
metadata:
name: aerospike-secret-test
namespace: aerospike-demo
type: Opaque
stringData:
ape.toml: |-

[Agent]

refresh_system_stats =

[Aerospike]

db_host
db_port
user = "admin"

password = "admin"

gauge_stats_list.toml:

IRIFRE: BR=ItE (It ) BRSEATF $£113 H478:m
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sets_gauge_stats =

"tombstone

"truncate

"truncating

xdr_gauge_stats

"lap_us",

"latency_ms

sindex_gauge_stats = [

"entri

1 dtime",
"memory_used",
"nbtr_memory_used",

"query_bas

IRIFRE: BRzITE (165 ) BRSEAS $114 $£478%
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"batch_index_proto_uncompr
"batch_index_queue",

"batch_index_unused_buffers",

r_max_compatibility_id",

ompatibility_id",

"fabric_bul
"fabric_bt
"fabric_
"fabric_
"fabric_
"fabri
"fabric_]
"fabric_

"fabric_

ation_time",
index_gc_list_deletion_time",
stem_free_mem_pct",

stem_kernel_c

"xdr
"xdr_acti
"xdr_global_
"xdr_re
"xdr_r

"xdr

IRIFRE: BRzITE (165 ) BRSEAS 5115 H478]m
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"xdr_ship_outs

"xdr_thr

namespace_gauge_stats

1ory_free_;
"memory_used_k

"memory_ us

tions_
itions_imbalance",
tions_initial",
d_remaining",

remaining",

IRIFRE: BRzITE (165 ) BRSEAS 5116 H+478:m
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unavailable

"unreplicat

"data

IRIFRE: BRzITE (165 ) BRSEAS $£117 H478W




EAZTMNES

"index_used_bytes
"indexes_memory_
"set_index_used_bytes",
"sindex_mounts

"

sindex_used_.

"truncating"

system_info_gauge_stats =

nn
’

EBE Aerospike Exporter

1. EEMEEHiEZETIEGE > Deployment, i#A Deployment EIE&H.
2. EEA LARE YAML SIBER, e YAML S, @ENuNGS=ERETHERS, TiBZEFISNAReE. T YAML B5REE
Exporter, BEREIIIT:

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s-app: aerospike-exporter
name: aerospike-exporter
namespace: aerospike-demo
spec:
replicas:
selector:
matchLabels:
k8s—-app: aerospike-exporter
template:
metadata:

labels:
k8s-app: aerospike-exporter

spec:

volumes:

- name: sec
SEEIEEIE 3

defaultMode: 420
secretName: aerospike-secret-test
containers:

- name: aerospike-exporter
image: ccr.ccs.tencentyun.com/rig-agent/common-image:aerospike-exporter-1.18.0
imagePullPolicy: IfNotPresent
ports:

— containerPort:
name: metrics
livenessProbe:
tcpSocket:
port: metrics
readinessProbe:
tcpSocket:
port: metrics
volumeMounts:

- mountPath: /etc/aerospike-prometheus-exporter
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name: secC

readOnly: tru

SR IONE

1. 7£ Deployment WE S I Li# S EEIER Deployment, #A Deployment S2&MH,
2. pFATRE, LRISE2MEET, WTEFFRR:

Pod &2 BITHE B B ¥ YAML

F4THE

(O] aerospike-aerospike-... v exporter v | Q

] 1005588 v
D =seEEnEs
LEABHREA, TETERRLHIRDMDE NS TRESER

2024-07-17T07:26: level=info msg="Welcome to Aerospike Prometheus Exporter 1.18.0"

2024-07-17T07:26: level=info msg="Loading configuration file /etc/aerospike-prometheus-exporter/ape.toml"
2024-07-17T07:26: level=info msg="Defaulting to Prometheus Exporting mode"

2024-07-17T07:26: level=info msg="Exporter is running in Kubernetes"

2024-07-17T07:26: level=info Loading Gauge Stats file /etc/aerospike-prometheus-exporter/gauge_stats_list.toml"
2024-07-17T07:26: level=info Starting metrics serving mode with 'prometheus'"

2024-07-17T07:26: level=info Listening for Prometheus on: :8080"

3. B Pod HEREHA Pod RMH.
4. EEMNRERTELTRER, ARER Pod, EHSITEOPHITIT wget SR Exporter RERbIE, TTIAERSEIIIFA Aerospike 18
tRo MNRIKRAESEIRIRIAEE, SREERBIRIER, BANT:

-gO- http://localhost:8080/metrics

MITERINTERRR:

/ # wget —q0- http://localhost:8080/metrics

# HELP aerospike_namespace_allow_tt1_without_nsup allow ttl without nsup

# TYPE aerospike_namespace_allow_tt1 without_nsup gauge

aerospike_namespace_allow_tt1_without_nsup{cluster_name="docker",ns="test", service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} 0
# HELP aerospike_namespace_appeals_records_exonerated appeals records exonerated

# TYPE aerospike_namespace_appeals_records_exonerated counter

aerospike_namespace_appeals_records_exonerated{cluster_nane="docker" ,ns="test"  service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} 0
# HELP aerospike_namespace_appeals_rx_active appeals rx active

# TYPE aerospike_namespace_appeals_rx_active gauge

aerospike_namespace_appeals_rx_active{cluster_name="docke! ‘aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} @

# HELP aerospike_namespace_appeals_tx_active appeals tx active

# TYPE aerospike_namespace_appeals_tx_active gauge
aerospike_namespace_appeals_tx_active{cluster_name="docker",ns="test",service="aerospike-aerospike-exporter-df4db9758-94d7c", storage_engine="device"} @

# HELP aerospike_namespace_appeals_tx_remaining appeals tx remaining

# TYPE aerospike_namespace_appeals_tx_remaining gauge

aerospike_namespace_appeals_tx_remaining{cluster_name="docker",ns="test"  service="aerospike-aerospike-exporter-df4db9758-94d7c"  storage_engine="device"} @
# HELP aerospike_namespace_auto_revive auto revive

# TYPE aerospike_namespace_auto_revive gauge

aerospike_namespace_auto_revive{cluster_name="docker" est", service="aerospike-aerospike-exporter-df4db9758-94d7c" , storage_engine="device"} @

# HELP aerospike_namespace_auto_revived_partitions auto revived partitions

# TYPE aerospike_namespace_auto_revived_partitions counter
aerospike_namespace_auto_revived_partitions{cluster_name="docker",ns="test",service="aerospike-aerospike-exporter-df4db9758-94d7c" , storage_engine="device"} @
# HELP aerospike_namespace_background_query_max_rps background query max rps

# TYPE aerospike_namespace_background_query_max_rps gauge

aerospike_namespace_background_query_max_rps{cluster_name="docker",ns="test", service="aerospike-aerospike-exporter-df4dba758-94d7c", storage_engine="device"} 10000

SWA: FIREES

1. EF Prometheus Z§l& , EEXR Prometheus ZFlE#NEERHE .
2. BEHIERSE > SNERERS, HIRERXBNEE, BUNERERE > MEERIIEE > YAML HRiERFNRERS.
3. BEiFIRSAMIFI PodMonitors RENX Prometheus MEUESS, YAML BERHIIIT:

apiVersion: monitoring.coreos.com/v1l
d: PodMonitor

metadata:

name: aerospike-exporter
namespace: cm-prometheus : c pace; BFERXLA (EFLEESE) :

CF]
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O BHS

podMetricsEndpoints:

— interval: 30s

port: metric-port
path: /metrics
relabelings:

- action: replace
sourcelabels:

- instance

(.%)
targetLabel:

regex:
instance
replacement: '
namespaceSelector:
matchNames :
— aerospike-demo
selector:
matchLabels:
k8s-app:

BEINE
ARG
Prometheus EFIE48E Grafana 3£,

RMET R

1=

1. EF BR=TWNTES Prometheus &

EAZTMNES

aerospike-exporter

, IR Prometheus SEH#NEETH

2. EXHIBFERRE, KEGER grafana ik, ITHHER, RS aerospike XHEHHKE Aerospike EFIBXISIZEIR, EELHIEX LR

&, WMTEMR:

B8 aerospike / Cluster Overview «§

Datasource  prom-hb1yr07y e aerospike-instance

v Overview

Aerospike Version

7.1.0.2

RX Remaining(.0

Alerts

Client Reads (TPS) (rate) (total)

~ Node Statstics

Client Connections

= docker: aerospike-aerospike-exporter-df4db9756-94d7c

EESE

iR = Prometheus JEERSZIFEEEE, TRBISIIFIBERRRINSEER, FHEESR MESERE

Cluster Name

docker

Cluster Size

1 DeadQ

Migrations (Partitions) (total)

Stop Writes / HWM Breached (total)

Partitions (total)

Unavailable()

RX ActiveQ.0 TX Remaining(.0 TX Active(.0

Client Writes (TPS) (rate) (total)

= docker: Total
= docker: Successful
= docker: Timeout

docker: Error
docker: Not Found

16:10

Cluster Size

= docker: acrospike-aerospike-exporter-df4dbo758-94d7c

f#F: Aerospike Exporter R4+ ELREHR

Agent BN

=3
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O BAT

bind

cert_file

key_file

root_ca
basic_auth_username
basic_auth_password
timeout

labels

refresh_system_stats

Aerospike EcEM

2FR
db_host
db_port
auth_mode
user
password

timeout

IRIFRE: BR=ItE (It ) BRSEATF

fEirS iR, FiA":9145"
EBRIEHXH
EBREBXH
EZRAEBXH

http auth I&ERAFS

http auth 3&IEZRS
fEtRRIENEERY

BEXFEE
SIEERAMIEGRT

iR
Aerospike HIEFEIHEZK IP

Aerospike #iEERS KO

Aerospike B&38tE0, 2hA internal, BUYES "external", "internal", "pki", "

Aerospike HiEERFSZ
Aerospike ¥iEEZS

Aerospike EiEEEERAT

BR=ARNES

$£121 #478)



@ ISz BASTUNES

MySQL Exporter #A

EIEEFATE: 2025-02-19 19:46:16

RM{FinR

MySQL Exporter 2t XZEi{1H%E MySQL/MariaDB #iEEISEirmiRITFE, BT Exporter LiRZUHEIREER, BTFRERZMKEXERE
> BHIZEWES Prometheus 1275 MySQL Exporter SR BRI Grafana HiEXE,
BHi, Exporter Zi5=5F5.6k4H MySQL #15F10.14774E MariaDB. £ MySQL/MariaDB {&F5.6 R0, #B4 MaiststrnlaciidineE.

© 5B8:
WMRFBEWER MySQL Z2Biflz =21EE MySQL , EEERERSD =iniEEr , IF—BRERTmiEF.
EABGN
h—: —B%R ()
BESR

1. % Prometheus SZRSEHE .

2. TEEpIFIRSP, EEFHEAIIRA Prometheus 3Ef1.

3. FELHIFER, EFEIERE > ERPL.

4. TEERPLHEIFEE MySQL, BISBH—AREEN, ERRNEESIERRESTHIMIIEESR, FHeHRF.

MySQL (mysql-exporter)

R £t Dashboard s oER
® HEHFN HRIPEER:
MySQL JEIRRE Q&I
B+
MySQL 36
P& «
=1 =
Hitk *
PREE + 30
Exporter B0 &
Flags + 7N

RERME EAEE O CPU-0.25% W7F-0.5GiB HERIREA

F EH
EEiRA
28 5RA
= KRB, HEENT:
BHREAE—,

IRIRERE: BR=ITE (1bF) BRSEAE 122 H478m
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S E E% \_L:HE BR=AMNES

o EMTFEFSTEMEN: 'Na-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

ARF& MySQL BIFRR&ER.
=15 MySQL BIZE

Mt MySQL B9tk
e BIERRINEEX Labelo

SHATREEERE, BAUS2E EL X,
o auto_increment.columns: M information_schema £ auto_increment JIFIHZK(E.

o binlog_size: RE&EFMBEEMAY binlog SXHRIZEIR N

o engine_innodb_status: }A SHOW ENGINE INNODB STATUS X£&.

o engine_tokudb_status: A\ SHOW ENGINE TOKUDB STATUS (£,

o global_status: A SHOW GLOBAL STATUS £, 2kiAA true,

o global_variables: A SHOW GLOBAL VARIABLES X, EiAJ true.

» info_schema.clientstats: IME({#EHA userstat=1i517, WIREH true UREEZPIHRHIHER

¢ info_schema.innodb_metrics: M information_schema.innodb_metrics E&EEHR.

« info_schema.innodb_tablespaces: M information_schema.innodb_sys_tablespaces F&#5tF.

¢ info_schema.innodb_cmp: M information_schema.innodb_cmp &£ InnoDB EF&XRIEHR, EKIAA true.

o info_schema.innodb_cmpmem: M information_schema.innodb_cmpmem £ InnoDB &t E45stR(EA T
true),

e info_schema.processlist: M information_schema.processlist REZZIREITE

« info_schema.query_response_time: E query_response_time_stats 73 ON, NREEAMMNATES R (BRIAA
true).

o info_schema.tables: M information_schema.tables E&#5tz.

o info_schema.tables.databases: BFWRERFIHEEWEIBEIIR, ESHMR, AR ™ RrEEIEE.
o info_schema.tablestats: #NR{#EMA userstat=1iz17, WIREH true ARERFHIHEE -

» info_schema.schemastats: #NR{#EA userstat=1iz17, WiREH true ARESEMEEHIHER .

» info_schema.userstats: MER{ERA userstat=1 =17, MWiREH true UFRERRPSHIHER

Exporter o perf_schema.eventsstatements: M performance_schema.events_statements_summary_by_digest E&iE
BB R

o perf_schema.eventsstatements.digest_text_limit: {RELIEINANRXKE, BAMER120,

o perf_schema.eventsstatements.limit: 1ZIBRATEIRFEISHSO/ELHEE, HKIAMEH250,

o perf_schema.eventsstatements.timelimit: [R#l 'last_seen' E4iEDHIRARIIE, BT, BIAMEHB6400,

o perf_schema.eventsstatementssum: M performance_schema.events_statements_summary_by_digest iCE
SREEIRIR

« perf_schema.eventswaits: I performance_schema.events_waits_summary_global_by_event_name &g
R

o perf_schema.file_events: M performance_schema.file_summary_by_event_name E&i&iF.

« perf_schema.file_instances: M performance_schema.file_summary_by_instanceR&EtR.

» perf_schema.indexiowaits: M performance_schema.table_io_waits_summary_by_index_usage R&i&tr.

« perf_schema.tableiowaits: M performance_schema.table_io_waits_summary_by_table E&ig#r.

o perf_schema.tablelocks: M performance_schema.table_lock_waits_summary_by_table R&i8#x.

o perf_schema.replication_group_member_stats: M performance_schema.replication_group_member_stats
REEfEIR o

« perf_schema.replication_applier_status_by_worker: M
performance_schema.replication_applier_status_by_worker R&5x.

o slave_status: A SHOW SLAVE STATUS R&, EiAA true.

o slave_hosts: }A SHOW SLAVE HOSTS (&,

o heartbeat: M heartbeat R&.

o heartbeat.database: £ heartbeat iBEEIER, EKMER heartbeat.

o heartbeat.table: W heartbeat iEHI%, BXIAEH heartbeat,

BRT: BENRE
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@ H% ‘1:H E BA=TWNES

© ik
AT HELRREE Exporter, HEERABAR S5ES RE—EE,

BURERAF

o £ Prometheus EfIRSRubFRIAEME (VPC) T, BEBIA=EEEIRS Kubernetes 58f , HAEHAE Ga=id,

o # Prometheus HEESEHE , EFEHENIEE Prometheus 26, FESHERE > SRERRS PRI A BT XIREEHRE. TSR
5| XEXEERY o

BRESR

B BIREESIR

EJ3 MySQL Exporter RiEd Eia$iRERRSEHIBERYERTIER, MUASEEANMEIBEEIAETER. WSHERHREXFERME, BRI
T:

1. BF =HIEE MySqQL E=H&.

2, EEFFRREPEEESENNEBIBEST, EANBIBEEBER,

3. EIRNIREEE > WSEE, #A\KSSERME, RIBEUSTIREECIRIEEEINKS .

4. BEKRSHMREIR TRISHUIBR, (EXIRABR. FEM FEFRRR:

REIR X
ZEIE 1 MIKE i1 4
EEEHEAUR HEFNEE 2
P FBAATER @D » 4 ALTER ROUTINE @ »
T T B CREATE D » 4 CREATE ROUTINE @ »
CREATE TEMPORARY CREATE USER @
TABLES (D) »
CREATE VIEW () » DELETE () »
B oror @« BAEvENTD
B execuTE Do B NDEX D @
INSERT @ » LOCK TABLES (D »
PROCESS () » REFERENCES (1) s
RELOAD @) » REPLICATION CLIENT (D »

REPLICATION SLAVE (D) » BdsELEcT s

23 ERURHEEE 2

meE EE

SRS RIRSHPEE T A TS TN

CREATE USER 'exporter'@'ip' IDENTIFIED BY X' WITH MAX_USER_CONNECTIONS 3;

GRANT PROCESS, REPLICATION CLIENT, SELECT ON * TO 'exporter'@'ip';

© 8
BIAZAPIRERAEEHIRE, LIgs R SEARME SRR . (BFIERBRIEIERFIRAPERILAER, FI%0 MariaDB 10.1 lRAEFR
SERKERNIRE, WEEER. #EESR MariaDB 5

$B2: Exporter SBE

1. R ARRSENS .
2. EEMRPIZERER.
3. PEFEIRANERHHIDEIEAYEEE ID/BTR, HNZEHNEERE,

IRIRERE: BR=ITE (1bF) BRSEAE 8124 H478%
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https://cloud.tencent.com/document/product/457/32189#1.-.E5.A1.AB.E5.86.99.E9.9B.86.E7.BE.A4.E4.BF.A1.E6.81.AF
https://cloud.tencent.com/document/product/1141/41803
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87415#2e072a98-f7b3-427c-969c-f702fe03d525
https://mariadb.com/kb/en/create-user/#resource-limit-options

@ Bils BRSNS

4. {EM Secret B MySQL &S,
4.1 EEMFSEFEREI(ERAR > Deployment, #A Deployment [,

4.2 TREGLAPESE YAML 82, 8l YAML BBE, RERFNT:
{#MH Kubernetes Y Secret SREEEESR, HINEZBHITNBLIE, £580 MySQL Exporter EHEE#E{ER Secret Key, TEREIIRAY
PERER, YAML BEERGIINTF:

apivVersion: vl
kind: Secret
metadata:
name: mysgl-secret-test
namespace: mysgl-demo
type: Opaque
stringData:

datasource: "user:

5. &ZF MySQL Exporter,
£ Deployment EERHE, #EEMNNIGSZERETHBRS, TUED EFHE5050 1. T YAML B75058E Exporter, EERGIINT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: mysqgl-exporter
name: mysgl-exporter
namespace: mysqgl-demo
spec:
replicas:
selector:
matchLabels:
k8s-app: mysgl-exporter
template:
metadata:
labels:
k8s-app: mysqgl-exporter
spec:
containers:
- env:
— name: DATA_SOURCE_NAME
valueFrom:
secretKeyRef:
name: mysgl-secret-test
key: datasource
image: ccr.ccs.tencentyun.com/rig-agent/mysgld-exporter:v0.12.1
imagePullPolicy: IfNotPresent
name: mysqgl-exporter
ports:
— containerPort: 9104
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

IRIFRE: BRzITE (165 ) BRSEAS 55125 H478m
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(‘2) BBz BRSNS

6. I8,
6.1 £ Deployment TRE$E T LS ELIZER Deployment, #A Deployment EERHE,
6.2 BEFEAFRE, TAILAEEZ Exporter BRINEBHHREXMAYARMELE, NTEFR:

Pod & ETHE B B ¥ YAML

mysql-exporter-54dd5dc589-iz v mysql-exporter v RR100FHIRE v BRI .

level=info msg="Starting mysqld_exporter (version=0.12.1, branch=HEAD, revision=48667bf7c3b438b5e93b259£3d17b70a7c9aff96)"
source="mysqld_

2020-12-08T09:55:18.3155 ime="2020-12-08T09:55:182" level=info msg="Build context (go=gol. = . BB me i, date=20190729-12:35:58)" source="mysqld_exporter.go:258"

3 2020-12-08T09:55:18. i 2020-12-08T09:55:182" level=info msg="Enabled scrapers:" source="mysqld_exporter.go:269"

2020-12-08T09 2020-12-08T0 level=info msg: collect.global_status" source="mysqld_exporter.go:273"

8
2020-12-08T09 8 2020-12-08T0 level=info msg: collect.global_variables" sourc sqld_exporter.
6 2020-12-08T09 8 2020-12-08T0 level=info msg: collect.slave_status” sour ysqld_exporter.go.
2020-12-08T09 8. i 2020-12-08T0:
2020-12-08T09 8 2020-12-08T0
9 2020-12-08T09 8 12-08T0!
8

2020-12-08T09 3157745612 time="2020-12-08T09:

6.3 i Pod EERZHA Pod &RHE,
6.4 AAEMERER TREERER, USSR Pod, AHSITEOPHTIUT wget %<, AILAEESRIMIRE MySQL 815, MARMAKAESEIRIRAIE
7, SREERBIERIER, BANT:

-0- localhost:9104/metrics

HITERINTERRR:

mysql_info_schema_innodb_cmpmem_pages_used_total{buffer pool="0",page_size="4096"} 0
mysql_info_schema_innodb_cmpmem_pages_used_total{buffer pool="0",page_size="8192"} 0
# HELP mysql_info_schema_innodb_cmpmem_ relocation_ops_total Number of times a block of the size PAGE_SIZE has been
# TYPE mysql_info_schema_innodb_cmpmem relocation_ops_total counter
mysql_info_schema_innodb_cmpmem_relocation_ops_t.otal{buffer pool
mysql_info_schema_innodb_cmpmem_relocation_ops
mysql_info_schema_innodb_cmpmem relocation_ops
mysql_info_schema_innodb_cmpmem_relocation_ops
mysql_info_schema_innodb_cmpmem relocation_ops tal{buffer_pool ,page_siz
# HELP mysql_info_schema_innodb_cmpmem_ relocation_time_seconds_total Total time in seconds spent in relocating bloc|
# TYPE mysql_info_schema_innodb_cmpmem relocation_time_seconds_total counter
mysql_info_schema_innodb_cmpmem relocation_time seconds_total{buffer pool="0",page_size="1024"} 0
mysql_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool _si 16384"} 0
mysql_info_schema_innodb_cmpmem relocation_time seconds_total{buffer_pool ,page_siz 2048"} 0
mysql_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool="0", page_siz 4096"} 0
mysql_info_schema_innodb_cmpmem_relocation_time seconds_total{buffer pool="0",6page_siz 8192"} 0
# HELP mysql_up Whether the MySQL server is up.
# TYPE mysql_up gauge
mysql up 1
# HELP mysql_version_info MySQL version and distribution.

TYPE mysql_version_info gauge

TW2: FINREES

1. R Prometheus HiZIES3SEFIS , #ERWR Prometheus EFIHAEERE,
2. EIFEIERE > ENBRRS, RRCERXBNEE, BUNERERE > FEARYEE > YAML SRiERFINRELRS .
3. BiFIRSS AWM PodMonitors REX Prometheus #MEUESS, YAML EEERFINT:

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: mysgl-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
— interval: 30s

port: metric-port

path: /metrics

relabelings:
- action: replace
sourcelabels:

- instance
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regex: (.*)

targetLabel: instance

replacement: '

action: replace

sourcelabels:
- instance
regex: (.*)
targetLabel:
replacement: '1
namespaceSelector:
matchNames:
- mysgl-demo
selector:

matchLabels:

k8s-app: mysqgl-exporter

BEERE
AR

Prometheus EFIE48E Grafana 3£,

RMESR

1. R Prometheus HiZIRSZEFES , #EREMR Prometheus EFIHAEERE,

EAZTMNES

2. EIREIERE > ERPD, HANERROTE, #EIFEE MySQL, i##F Dashboard > Dashboard B{ETHIZEE/A R Dashboard, AREFAR

ZEIIMAY Grafana Dashboard,
3. EIREERE, EEEMSIRPERE Grafana EfREITEZTHF MySQL sk, EELFBXMEEERE, WTEFRR:

MySQL (mysql-exporter)

R it Dashboard HE
B KR

mysql—test MySQL

Uptime

Connections

MySQL Connections

Table Locks

MySQL Questions

EESE

IRIRERE: BR=ITE (1bF) BRSEAE

= 357

ZHER BITRS

© E%E

Current QPS

W BRIEITR ... Targets BE
bito
(1) up kR =R
A&

InnoDB Buffer Pool

MySQL Client Thread Activity

MySQL Thread Cache

Q

127 H478]W
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s E H% \_L:HE BR=AMNES

BiRZ= Prometheus JEEIRSAE TS MySQL HiRRERMRERIGER, IRIRLSSCIRMEREAZNNRERFNEERE FESESR TEEE
i o

BisR: MySQL Exporter REES5i5EB
MySQL Exporter & collector RIFHIREHIENEBE, BESHNT:

E=1 MySQL kg4 R
collect.auto_increment.columns 5.1 # information_schema #3R£ auto_increment fl&X(E,
collect.binlog_size 5.1 KERRAEMAY binlog XX
collect.engine_innodb_status 5.1 M SHOW ENGINE INNODB STATUS shR&EREEIE
collect.engine_tokudb_status 5.6 M SHOW ENGINE TOKUDB STATUS HRREIRSEIRE,
collect.global_status 5.1 M SHOW GLOBAL STATUS (EiAFE ) RERSHIE,
collect.global_variables 5.1 I SHOW GLOBAL VARIABLES ( ZHAFFRE ) hRERSEHIE,
collect.info_schema.clientstats 5.5 WRIRET userstat=1, RER true XABARHHIERE.
collect.info_schema.innodb_metrics 5.6 M information_schema.innodb_metrics $RESEEIE,
z:llect.info_schema.innodb_tablespac 5.7 M information_schema.innodb_sys_tablespaces $R&ELEEIE,
collect.info_schema.innodb_cmp 6.5 g information_schema.innodb_cmp 3£ InnoDB [E4E&RA SIS
collect.info__schema.innodb_cmpmem 55 'S information_.schema.innodb_cmpmem REE InnoDB buffer
pool compression HIMEIEEIE
collect.info_schema.processlist 5.1 M information_schema.processlist PREZBIRSIHERSEEIRE,

collect.info_schema.processlist.min_ti
me

5.1 ARG PR AIASRIRTiE . (A 0)

collect.info_schema.query_response_ti R query_response_time_stats #i& &R ON, REZiAEMAIENS

5.5

me o
collect.info_schema.replica_host 5.6 M information_schema.replica_host_status FRERSEIE
collect.info_schema.tables 5.1 M information_schema.tables RERTEHIE
collect.info_schema.tables.databases 5.1 IRERERERNRSHEURE, SEZgEk ' ~ ' FREREN.
collect.info_schema.tablestats 5.1 WRIE T userstat=1, RER true FREXRRITEIE.
collect.info_schema.schemastats 5.1 WRIRET userstat=1, IRER true RRE schema FHitEIE,
collect.info_schema.userstats 5.1 WRIRE T userstat=1, RER true FXREAPFITEIE,

M
collect.perf_schema.eventsstatements 5.6 performance_schema.events_statements_summary_by_digest

rhRE IR EURE
c9|lect.perf_@hema.eventsstatements. 5.6 BEESTAEONEAKRE. (BA: 120)
digest_text_limit
:i:g:ilfct.perf_schema.eventsstatements. 5.6 EEHEOMRSME. (2A: 250)
collect.perf_schema.eventsstatements. o R . .

5.6 FREIEMHED 'last_seen' AILMRISZ A, BB, (BHA: 86400)

timelimit
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https://cloud.tencent.com/document/product/248/87424

S E E% \_L:HE BR=AMNES

M
llect.perf h . tsstat t
ES:C peri_schema.eventsstatements 5.7 performance_schema.events_statements_summary_by_digest
summed FREEEHIE,
M
collect.perf_schema.eventswaits 5.5 performance_schema.events_waits_summary_global_by_event
_name HREWIZHIE
ord 17
collect.perf_schema.file_events 5.6 M performance_schema.file_summary_by_event_name #R&E
=R
H ks rd [
collect.perf_schema.file_instances 5.5 g performance_schema.file_summary_by_instance FREMEE
M
collect.perf_schema.indexiowaits 5.6 performance_schema.table_io_waits_summary_by_index_usag
e REMEHIE.
collect.perf_schema.tableiowaits 5.6 M l[')_erformance_schema.table_lo_walts_summary_by_table g
HEIREE o
collect.perf_schema.tablelocks 5.6 M performance_schema.table_lock_waits_summary_by_table

FRSREEISITHIE o

collect.perf_schema.replication_group M performance_schema.replication_group_members FRE

5.7

_members Bz,
collect.perf_schema.replication_group 5.7 M from performance_schema.replication_group_member_stats
_member_stats rRREMIEHIE,
collect.perf_schema.replication_applier 5.7 M performance_schema.replication_applier_status_by_worker
_status_by_worker rRREMTIREIRE
collect.slave_status 5.1 M SHOW SLAVE STATUS (EAFRE ) HREWIZEIE.
collect.slave_hosts 5.1 M SHOW SLAVE HOSTS HREMNIEHIRE,
collect.heartbeat 5.1 M heartbeat HREEUEIZHIE,
collect.heartbeat.database 5.1 HIEEOPHENREIER. (EA: heartbeat)
collect.heartbeat.table 5.1 FROPHENREIEE. (ZIA: heartbeat)
collect.heartbeat.utc 5.1 i‘lé’lﬁﬁﬂ‘]ﬁi&fﬂ!ﬁ%ﬁﬁﬁﬁ UTC BIIRIBE ((pt-neaztbeat is called with
-—utc )o (BkiA: false)
LRKESH
B ik
config.my-cnf FREREIREANEERNEEYH ny.cnf &, (BA: ~/.my.cnf )
log.level BHEHRR. (BiA: info)
exporter.lock_wait_timeout FHEEARE lock_wait_timeout (8{i: ) LUBGEISTEIERISIATEIAK. (A 2)
i log_slow_filter LA 2 IMBYAYIEEIGHICR
exporter.log_slow_filter Q© ikeg:
A3#% Oracle MySQL.,
web.listen-address web i 4E0ritbit
web.telemetry-path metrics EOKE.
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((2) BBz BRSNS

version FTEPRRAME R o

heartbeat {>Bkiginl

WEHRF collect.heartbeat , mysqld_exporter &@EidOBHEUN MBS FIREREIRE
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@ ISz BASTUNES

SQL Server Exporter i&EA

EIEEFATE: 2024-12-09 18:41:53

RMFinR

Microsoft SQL Server Exporter 2#tX%E{JHEE Microsoft SQL Server ( &#i: MSSQL ) HuEEEiSirmiRitA%L, @i MSSQL Exporter
HiREREFZERINR SHIEREIE, ATREABRTHIREIRE ., BA=UWINES Prometheus 12#75 MSSQL Exporter SERLRFFERIFRY
Grafana 52 K& .

© B8:
NEFEERE MSSQL Bl =2UEE SQL Server , HFERERFPID =EEER , XF—BRETTRIER.

BABH
BR— —RuE(EE)
RETR

. BF Prometheus BIZRSEHE .

. FEEfIBIRp, EEDRAY Prometheus 6,

L BNEGIEER, EREIRRE > SRR,

. EERTPOKEIFERE MSSQL, BISRH—MRZKEN, ERRNEESISRRESHIMIEESR, FHeHRFN.

AW N 2

MSSQL (mssql-exporter)

7% Dashboard =557

ST

ZENT, | —REE | SRR o

SQL Server IBIFRE

SQL Server =l

ArFE - product_group2

e - [ PR

R + 7

FEnmEamEE ©: cruosgmmoses  mEmEE: 0.0155//NT = NEERBISFANSR TN, L1550 o

25 L
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ERETR, HRAENT:

EAZTMNES

o BMBEFSTEMEN: '[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

p - EHAAER—It
BFE MSSQL HRF&H.
=15 MSSQL HI%ER .

] MSSQL HIBRS3 = -
s MSSQL HIBRSS 0.
i BISHEMEEY Label.

BT BENEE

© ik
AT HERRERE Exporter, BEERABAR SRS RE—EE,

RS

o £ Prometheus EfIRIRuithiRFAEME (VPC) T, QIEBAZEREIRS Kubernetes 58%, HAEREIE mE=id,

o #£ Prometheus I#ZIESEHE > ENRIA Prometheus 3 > IR > SRERIRS PRI A BB TR K IXERHR(E . IS IES| XEx

=3
BEP R
$B—: Exporter =

1. BF FRESEHE

2. EEMSERERE R,

3. BEREIRENERHHIREIEAIERY ID/BMR, HANIZEHNEERE,
4. PUTUAT EBE MSSQL Exporter > I8 $3E5m Exporter 2E,

$E=: §=| MSSQL Exporter
1. EEMZFEEHEZETIERE > Deployment, i#A Deployment ZE&H.

2. FREALASE YAML QIBEIR, €12 YAML B8, @EENHAGSSERETHERS, JIESEHANANEIE, mMTE YAVL MA5REE

Exporter, EEERHIEIT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: mssqgl-exporter
name: mssgl-exporter
namespace: mssgl-demo
spec:
replicas: 1
selector:

matchLabels:

k8s—app: mssgl-exporter

template:
metadata:
labels:
k8s—app: mssgl-exporter
spec:
containers:
- env:
— name: SERVER

value: "127.0.0.1

IRIFRE: BR=ItE (It ) BRSEATF
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name: PORT
value: "1

name: USERNAME
value: user
name: PASSWORD
value: "123456"
name: EXPOSE

value: "4000"

image: ccr.ccs.tencentyun.com/rig-agent/common-image:mssqgl-exporter-v1.3.0

imagePullPolicy: IfNotPresent
name: mssgl-exporter

ports:

— containerPort:

name: metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolic File
ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

$E=: I

1. 7£ Deployment WE S I Li# S EBEIER Deployment, #A Deployment S2&mHE,

2. PEAFRE, TREESHHAET, MTEFFRR:

ST
PodiEH® mssql-exporter-9fb7... ¥ mssql-exporter
A% 1005 ¥R v

@ R =P
LABHRTA, THETERRYEREMRLRNSTRIEER

3. i Pod EEREHA Pod A,

(]

EAZTMNES

4. FAEMMRERTRAGEEER, TSR Pod, EHSITEOPHITILT wget <SR Exporter BRI, AILAERSRINIFAI MSSQL #5157,

RIS RRIEIE, SEERBREIER, BIASWT:

-gqO- http://localhost:4000/metrics

HITERINTERMRT:

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHS

# HELP mssql_batch_requests Number of Transact-SQL command batches received per second. This statistic is affected by all constraints (such as I/0, number of users, cachesize, complexity of requests, and so on). High batch requests
mean good throughput

# TYPE nssql_batch_requests gauge

mssql_batch_requests 5109759

# HELP mssql_transactions Number of transactions started for the database per second. Transactions/sec does not count XTP-only transactions (transactions started by a natively compiled stored procedure.)
# TYPE mssql_transactions gauge

mssql_transactions{database="grafana"} 205975

mssql_transactions{databas

mssql_transactions{databas

mssql_transactions{databas

mssql_transactions{databas

mssql_transactions{databas
mssql_transactions{database="node1_replicatednaster"} 4746
mssql_transactions{database="nssqlsystenresource"} 220183
mssql_transactions{database="naster"} 533839

# HELP mssql_page_fault_count Number of page faults since last restart

# TYPE mssql_page_fault_count gauge

mssql_page_fault_count 7449578

# HELP mssql_memory_utilization_percentage Percentage of memory utilization

# TYPE mssql_nemory_utilization_percentage gauge
mssql_memory_utilization_percentage 93

ST FIREES

1. R Prometheus =45 , #EFXN Prometheus SEfiENSIERHE .
2. BREEIERE > SEMBRRS, IR XBNEE, BUNERERE > fMEAEYEE > YAML HRiERFNRERS.
3. BEFIRSAMIFI PodMonitors RENX Prometheus MEUES, YAML BERGHIINT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: mssgl-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.%*)
targetLabel: instance
replacement: 'c
namespaceSelector:
matchNames :
- mssgl-demo
selector:

matchLabels:

k8s—app: mssgl-exporter

EEkE
AR

Prometheus ZFIE48E Grafana 3£,

RMES R

1. BF BR=aWiNES Prometheus E51& , #EFXR Prometheus SEFI#NESIERME,

EAZTMNES

2. EEFIBAERRE, KEIGPER grafana itblt, FTHAHER, REHE database XHEPKE mssql EHIERER, EFLANARISZEIE, NTEFRR

by
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2 Eﬁ \_L:H E BREamIES

instance  mssql-test database  grafana ~

LEEuE] BRIRE WiEFERR EEHIR BHATER izl REFHE TR ERR RP#ERS

WiFERE WEERE

85.5%

85.2% == PUNAE =

17:00:00 170100 170200 170300 170400 170500 170600 170700 170800 170900 171000 171100 171200 171300  17:14:00
- AEERE

BEXHT RS O

RESE
BR= Prometheus EERSSISEEERE, TRBLSTROERRFISEER, EHESN MRESES,
fR: MSSQL Exporter HEZREE

B iR

SERVER W&, MSSQL RS IP = 1%

PORT MSSQL RSSim0, BAIA1433

USERNAME W, MSSQL IRSHFE

PASSWORD %5, MSSQL IRS3ZEE

ENCRYPT sEElERE, BilAtrue

TRUST_SERVER_CERTIFICATE EEEERSSBHEBIRE, BilBtrue

DEBUG ESSEINERABESIER, Tk currently supports app #l metrics
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@ ISz BASTUNES

Oracle DB Exporter &N

EIEEFATE: 2024-12-09 18:41:53

RMFinR

OracleDB Exporter FFFM Oracle #iBEHRIMEUESIR, FISEIET Prometheus 1BirBREIMRENTFRE M, BidiZ Exporter LIRAVIEEE. %k
REBERRASFIEFRSE, ATERARETNRERE., BN=IMWUEE Prometheus 12t 75 OracleDB Exporter £ R EEIANI Grafana iiEX
EQ

BAGR
HR—: —RRR(Es)
BESH

. &% Prometheus HERSIEHS .

. FEEfIBIRp, EETRAY Prometheus 6,

L HNEFIEER, EREIERE > SRR

. EERTPILKEIFERE OracleDB, BI&#E—IMRKEN, ERENEESEFRESHNBISER, FREEEFNR,

AW N 2

OracleDB (oracledb-exporter) X

= Dashboard BER

@ = nm E

R LIl | TRRE | EREN o

Oracle EHEEEISIRREE

dia ' ‘

PR BN T 1

Oracle #iEEESEHI

ARE roduct_group2
o) 3 P L_group:

DY

e o m

ik

& + 70
mc:

FEmmssERE @ cPuoszmmosce  EmEmE: 0.0150//N\B = NRERATIER TR, 125 o

dis :

s

£

BCEiRAR
28 ERA
ERER, HRALEINT:

E=4 SMmMERHE—,
ZREEFSTEHIEN: '"a-z0-9]([-a-z0-9]*[a-—z0-9])?(\.[a—z0-9]([-a-z0-9]*[a—z0-9])?)*$',
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@ H% \_L:HE BREamIES

BR3 OracleDB BIAR&HR,

oAl ) OracleDB BI%13

b OracleDB HIBRS 1S

w0 OracleDB #IBRS3i% 0

HiEEE OracleDB HIBURESTR.

RE HRIBRAINBAEYX Label,
hRAZ: BENEE

© %A

AT HERREE Exporter, HEERABAR SRS RE—EE,

RS

o £ Prometheus ZHIFFRitRRZIABME (VPC) T, SIEBIN=E8EIRS Kubernetes &8, HAHEROE f2=0E,
» £ Prometheus iEEHE > SEMNRAY Prometheus 3H > SUERE > ERBERIRS I RSB ER TRl KIXERHRZE. TTSMIBS| XitE
E¥ o
RMESR
$B—: Exporter 8

1. BF FRESEHE

2. EEMSEERERR R,

3. PEEERIERHLIOEIERIER ID/E, HANZEHNEERE,

4. $45LATF {EF Secret B2 OracleDB iEiEsSE > Z3E OracleDB Exporter > I8iF $E5hk Exporter &,

S| (5 Secret & OracleDB Ei&#

1. EEMEAFEETIERE > Deployment, i#A Deployment &,

2. EREG LAEE YAML I2%5R, 2 YAML B8, ESiRIEmT:
f#M Kubernetes B Secret REEEESR, HITEZPHTMZBTLIE, £BE) OracleDB Exporter BIRHEEE(ER Secret Key, SEFEIIMNAYE
&R, YAML BRERFIINT:

apiversion: vi

kind: Secret
metadata:
name: oracledb-secret-test
namespace: oracledb-demo
type: Opaque
stringData:

datasource: "

$B|=: I=E OracleDB Exporter

1. EEMEEHEFTIERE > Deployment, #A\ Deployment E1ERH,

2. EREG LAEE YAML I@%R, 2 YAML B8, ERENNNGSEERETHERS, TlBEZEHanARelE. T YAML i55E
Exporter, EERHIIIT:

apiVersion: apps/vl
kind: Deployment
metadata:

labels:

k8s-app: oracledb-exporter
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EAZTMNES

name: oracledb-exporter
namespace: oracledb-demo
spec:
replicas:
selector:
matchLabels:
k8s-app: oracledb-exporter
template:
metadata:
labels:
k8s—-app: oracledb-exporter
spec:
containers:
- args:
— ——web.listen—-address=:8080
envEFrom:
— secretRef:
name: oracledb-secret-test
image: ccr.ccs.tencentyun.com/rig-agent/common-image:oracledb-exporter-v0.6.0-alpine
imagePullPolicy: IfNotPresent
name: oracledb-exporter
ports:
— containerPort: 8080
name: metrics
protocol: TCP
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
— name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds: 30

S0 IBE

1. £ Deployment WEEFE iR S BEIZER Deployment, #A Deployment EERHE,
2. BEAERE, LRBESMEBEET, WTERFRR:

oracle-test-oracledb-... v exporter

1005 KR

@ i =F-FTE
RIA, AR AR MR TR SR

15=2024-04-28T08: - caller=main.go:92 level=info msg= )0 " version='
15=2024-04-28T08: o caller=main.go:93 level=info msg="Buil:

t5=2024-04-28T08: c caller=main.go:94 level=info msg= metricPath=/metrics

15=2024-04-28T08: - caller=tls_config.go:313 level=info msg="Listenil address=[::]:8080
15=2024-04-28T08: 0 caller=tls_config.go:316 level=info msg=' able http2=false address=[::]:8080

3. $i Pod EEREHA Pod WA,
4. ZANMRERTREERER, BAER Pod, E&GSTEOPHIITIAT wget &SR Exporter S5ERMENE, TILAERESZIRIEEY OracleDB 18
tmo MNARIKRELSEIRIRIINEE, SREERBIRIER, BANT:

-gO0—- http://localhost:8080/metrics

MITERINTERRR:

IRIFRE: BRzITE (165 ) BRSEAS 55138 478,
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# HELP oracledb_tablespace_bytes Generic counter metric of tablespaces bytes in Oracle.

# TYPE oracledb_tablespace_bytes gauge

oracledb_tablespace_bytes{tablespace="SYSAUX", type="PERMANENT"} 5.0397184e+88
oracledb_tablespace_bytes{tablespace="SYSTEM", type="PERMANENT"} 2.56049152e+08
oracledb_tablespace_bytes{tablespace="TEMP", type="TEMPORARY"} @
oracledb_tablespace_bytes{tablespace="USERS", type="PERMANENT"} 1.048576e+06

# HELP oracledb_tablespace_free Generic counter metric of tablespaces free bytes in Oracle.
# TYPE oracledb_tablespace_free gauge

oracledb_tablespace_free{tablespace="SYSAUX", type="PERMANENT"} 9.05609216e+09
oracledb_tablespace_free{tablespace="SYSTEM", type="PERMANENT"} 9.031385088e+09
oracledb_tablespace_free{tablespace="TEMP", type="TEMPORARY"} 9.046269952e+09
oracledb_tablespace_free{tablespace="USERS" , type="PERMANENT"} 9.029484544e+09

# HELP oracledb_tablespace_max_bytes Generic counter metric of tablespaces max bytes in Oracle.
# TYPE oracledb_tablespace_max_bytes gauge
oracledb_tablespace_max_bytes{tablespace="SYSAUX", type="PERMANENT"} 9.560064¢e+09
oracledb_tablespace_max_bytes{tablespace="SYSTEM", type="PERMANENT"} 9.28743424e+09
oracledb_tablespace_max_bytes{tablespace="TEMP", type="TEMPORARY"} 9.046269952e+09
oracledb_tablespace_max_bytes{tablespace="USERS", type="PERMANENT"} 9.03053312e+09

# HELP oracledb_tablespace_used_percent Gauge metric showing as a percentage of how much of the tablespace has been used.
# TYPE oracledb_tablespace_used_percent gauge
oracledb_tablespace_used_percent{tablespace="SYSAUX", type="PERMANENT"} 5.271636675235647
oracledb_tablespace_used_percent{tablespace="SYSTEM", type="PERMANENT"} 2.756941749285538
oracledb_tablespace_used_percent{tablespace="TEMP", type="TEMPORARY"} 0
oracledb_tablespace_used_percent{tablespace="USERS", type="PERMANENT"} 0.011611451794332161

SHA: HRIREES

1. BR Prometheus =#& , #IFXM Prometheus SEfH#NSTEE
2. PEEIERE > SRASERS, EIRCEXBNER, BUNIERERE > MERE)UTE > YAML SiERMIRERS.
3. BERSEMFM Podvonitors EEX Prometheus MEUES, YAML EC&EREIN

apiVersion: monitoring.coreos.com/vl
kind: PodMonitor
metadata:
name: oracledb-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourceLabels:
- instance
regex: (.*)
targetLabel: instance
replacement: 'crs-xxxxxx'
namespaceSelector:
matchNames :
- oracledb-demo
selector:
matchLabels:

k8s—app: oracledb-exporter

BEEINE
ARG
Prometheus Z5IE48E Grafana 3£,

RMESR

1. B3R Prometheus 1F§& , #EENM Prometheus EENSIERE,
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O BT

EAZTMNES

2. EXHIBFERRE, KFI4PEN grafana itblit, FIAHER, ABE database X#HEH#%El Oracle DB LFIEREIR, EEXHEXEELE, WT

EIFfR:

88 database /Oracle DB ¥ <
datasource instance  oracledb-test

~ Overview

oracledb status

Exporter Status

last scrape duration seconds

0120
1625

v Table Locks

wait time concurrency

0.00250

0.00200

0.00150

0.00100

0.000500

0
16:25 16:30 1635 16:40 16:45 16:50

EESE

16

active sessions

user commits

No data 17

execute count

total scrapes

1705 17:10 1715 17:20 625 2 6:35 6: 16:45 16:50 16:55 17.00 17:05 17:10

wait time commit
000500
0.00400
0.00300
000200
0.00100

0
55 17:00 17:05 17 7:2 1625

f#F: OracleDB Exporter HRERECE

2R
web.telemetry—path
web.systemd-socket
web.listen-address
web.config.file

log.level

log.format

custom.metrics
default.metrics
database.maxldleConns
database.maxOpenConns
database.dsn
database.dsnFile
query.timeout

scrape.interval

IRIRERE: BR=ITE (1bF) BRSEAE

i

IBIRREBE, BN /metrics o

f#MH systemd EiEFHIREAEROKIFEE (R Linux) o
HSOfritehE, EXIA: 9161,

BEXMHNEE, ALUEA TLS HSHI8ITE,

BEERR, TikESIE[debug, info, warn, error, fatal].

BFEHBEEE, = logger:syslog?appname=bob&local=7 & logger:stdout?json=true, ZXiA
stderr,

BEXIEIREREREZ.
BB R
RATHEREY, A0,
RAFIFEREE, A0,
EIEEE dsn &,

iZEY dsn SAIXH
REEIER, BKiAbso

MEREfmIRE .
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Consul Exporter $&A

IEEHATE: 2024-10-24 16:17:22

RMFinR

EAZTMNES

7E{EM Consul ZEEPFEN Consul iIBTIRESHITIRE, LMETH Consul [RSEEFIETEE, HE Consul #iE% . Prometheus HiSIRSIZHET
Exporter BIAUskEE Consul iIB1TAE, FHEM T F#EEIMAY Grafana BiEXE . KX HENBUAER Prometheus $#%0kSS Consul.

RMES R

. BR® Prometheus &E#Hl&

AW N 2

Consul (consul-exporter)

E Dashboard B&

o & - B
M3z
(0 [, ’E‘ TEEH &

Consul fEFRE
idia

Consul 3£

co =
+iEm

wemmsamaR ©: cPuoskwroses  mEmm: 0.0150//\ET =

. EEXHIFIERD, EEDRE Prometheus £,
LIBNSEGlEET, SIREEERE > ERPD.
. EERFBOHKEIF AT Consul, AISBE—MREFN, ELXERNHESERRESHMNBIESER, FokEENT,

RRERBETNER TN, 112508 o

ECEiRE

= ik

&R SNMENBE—E—EH

ok EREM Consul STHIRIHELAIRO

i EMEELSE XS, SEFNE Prometheus #9 Label F
BEEhE

BlRRG

Prometheus EfFIE48E Grafana 3£,

RESR

1. R Prometheus iZRSEHE , EEXWR Prometheus SEFF NS,
2. BREIEFRE > Elhd, EERTBOTEE Consul %2, i%iF Dashboard ##{E > Dashboard &¥&/HEHRZEXI MY Grafana Dashboard,

3. HIFEBCER, ECEMIIRPSE Grafana EIFEIRNET EAREMERIIN T HEKE:

Consul &8P kS

Consul LiEfIRSZHIIRZE
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%) i:ik=

Prometheus v tvieveeren. . )_8500

R SRR T R FoRET R FEAR BRSSO

10 10 0 1

B 55 ¥ (Total Services) & A A #UR (Consul Peers and Leaders)

15
10 —

0 18:30 18:40 18:50 19:00 19:10
18201 1830 18:40 18:50 19:00 19:10 — BRésHB(peers) — MISBETIM(leader)
consul_catalog_services{cluster_id='. el — BB HB(serf_lan_members)

TRHRMEETI 5 (Unhealthy Consul Nodes)

AR AR S5 48 MK EF (Consul Services and Checks)

= consul-server-1 - 337 -

FERRSTE B IR FRRRmsLE

1 L

B2 AR 5% (Unhealthy Consul Services)

senvice337 - critical

- service338 - critical

18:40 18:50

— consul-server-1 - 337 - critical

consul-server-1 - 338 - critical

consul-server-1- 338 - critical: 1
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Ingress NGINX Controller Exporter A

IEEHATE: 2024-10-24 16:17:22

RMFinR

#£{#EM Ingress NGINX Controller i3i2HEE3 Ingress NGINX Controller isfTikZSi# 1T, IMETHE Ingress NGINX Controller BREEEIET
IEE, HE Ingress NGINX Controller #/&% . Prometheus $iZIRSZFIRMIETF Exporter BIFTEKLEIE Ingress NGINX Controller iZTikE, #Hig
17 F#EEPAAY Grafana EIEXE . AXHENBUAER Prometheus 55#20RS3 Ingress NGINX Controller,

RMES R

1. R Prometheus ZF#l& o
2. 7EsEfiFIZRp, EFEIIRAY Prometheus £,
3. BAEHLFET, ERSIERE > ElPD.

4. FEEMHLHKEIF BT Ingress NGINX Controller, BIS#H— M REEHN, ARARNMESEMRSR, HEEFEEN nginx-ingress controller At
EREEIREIESE, RRPERT.

Ingress NGINX Controller (nginx-ingress)
T Dashboard =577

ZERIL | Rk

Nginx Ingress Controller $§i5REE

LK
o

fi
i

ResmasAEE©: cruoskmrosce  EEsA: 0.0170//\T = (NREmEmEE R A, R o

E s SRR, A @,

BCE i

E=4 faik

SRS, SEIBINT:
a2 SZWmEaHE—I*.

EHREEFSTERIEN: '"[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

EERE EEVFIERERY nginx—ingress controller FRTERYEEEE
S| EEVFIEERRY nginx—ingress controller FR7ERYSLHIS
HEELE

FEBEMRING (19982ZH ) , 7 Prometheus #8XEXI Grafana B, #%Z nginx—ingress 18X@ER, BITME Li® nginx—ingress controller #9
dashboards.
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Request Handling Performance
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TKE GPU Exporter &\

IEE#HATE: 2025-06-1110:35:21

RM{FinR

7£{#EA TKE GPU ZFFEIEPEEM ZRERRSHTER, IMETHE GPU IRSESIZTESE, HE GPU &EHIE. Prometheus MEIRSZIZMET
Exporter BIARRSIEREMN GPU ETIRE, FHiRETHHEEAR Grafana BiEARE ., AXAENBMTER Prometheus ¥iIRSEFE TKE GPU
Exporter LARSEH] TKE GPU Exporter SFEZEANFIRE,

RIS
Prometheus SLAISHIIXE S SIEM0 TKE %88, SWEE EHEHES .
RMES TR

1. &2 Prometheus E§I& .

2. TEsEffIFIERR, EEXRAY Prometheus 6,

3. HANEHIFER, EREIERE > Skl

4. TEEMPIOKEIFEE TKE GPU Exporter, BISH#E— M RERN, EREREESERSH, EEFIEN GPU FRENEER, ABRREHHRE.

TKE GPU Exporter (gpu-exporter) by

TR = Dashboard &=E Bk

@ HEIFA B ZERIPEENR: 137

TKE GPU Exporter “#iRAx# =

EH - EHERkE—

a TR R v
DCGM i i/RBE !

CPU (D 05

Memary () 512Mi

EEEMESHAEE @ CPU-0.25%% ATF-0.5GiB HHiRE =

we s
ECEiRE

2R ik

ERER, HSET:
BHR o SMEAE—.
o BMEEFESTEEN: '"[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

S RV ISIERY GPU FRTERYSEEE,

DCGM Exporter T{Ffi#ifts CPU R4, LA CPU BubEA%(I, BHE Kubernetes FEIRSIE, BIAZSMISNT:
CPU o INEREREEM, HIBN0.5%R0.54 CPU iy

o Eix(E, BHEMBLIM, HIIN500mZER500E# (EEF0.51%0 ) -

Memory DCGM Exporter T{EREHRIAFRE, LAFHHEM, BHFS Kubernetes HRREHIE, BAFSIFIENNT:
o ZEER%Y, HIIN1048576%1048576F %5,

IRIRERE: BR=ITE (1bF) BRSEAE 5146 #478%


https://cloud.tencent.com/document/product/1416/112165
https://console.cloud.tencent.com/monitor/prometheus

2 Eﬁ ‘ﬂ:l E BR=aTWEEs

BYEMT#EEALG, XFP. T. G. M. k, $141100k%=100,000F%5,
BYBEMT#HEIEG, ZFPi. Ti. Gi. Mi. Ki, fli1256Mi%x5x£268,435,456F 75,

BELE
02
Prometheus ZFIE48E Grafana 3£,

RMESR

EF Prometheus iZRSEHS , EIEWRN Prometheus SEHENEETHE.
1. IEIFHUERE > EREPC, HEAERPORE. 5 TKE GPU Exporter ££5%, %% Dashboard > Dashboard ##{F > &%/A%& Dashboard, H#
REAR, LIEXRAY Grafana Dashboard.

2. iEFEECER, ECEMSIFRPERE Grafana EiFEITBEAN GPU MRS HX, EELFIEXAEENEE, WTERR:
GPU Cluster: DIEB#RIEREES GPU TRRE, fIITH=1 8. GPU ERZXE. GPU WfF. GPU AFERESE,

83 GPU /GPU Cluster ¢ =

uce  Prometheus ed Al

Total GPU Nodes P . GPU Memory

Used GPU Memory

10

‘Average GPU Utilization ' GPU Memory Copy Utilization ' ‘The Last one XID Error

GPU Node: T5mitthI%EEEE GPU Bk, FINHUASRS . GPU RIER. RFERR. BESHEERERS.

IRIFRE: BR=IE (16F) BREEAR 147 H£478%


https://console.cloud.tencent.com/monitor/prometheus

é-b BBz BASTRNTS

88 GPU /GPUNode 1t =
duasource  Prometheus

O Metrc nstructions
« Overview
Allocated GPU Memory Used GPU Memory GPU Utiization

83.3% 26.4%
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69.5%

‘The Last one XID Error

Allocated Computing Power( Valid in GPU Sharing)

1 X0ror

0xDEror

1600 1605 1670
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2 XiEror
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s s . 1625
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= c [ 1600
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GPU Pod: Ll pod HI#EEE GPU T5=K%, BIaNER GPU T5=A9 pod CPU RFFIAER. MEHESXHRASLE. GPU EAX. GPUR
FERES,
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TKE GPU Exporter (gpu-exporter) b

TE b=t Dashboard &5E (S5

O DSl ERRNANAS, Rl SEEE CNH AREEER ¢ O AR ERBNABERASN,

v SEER (ERE)

1R HREEHD PromQL RE B
[N ExaE

HO#F 10 v & (1T 1

v HEER (REE)

1R HREEHD PromQL 81k

TKE GPU Exporter # 7 & HEEEAN WERANGE a RE

High GPU Utilization
DCGM_FI_DEV_GPU_UTIL /100 = 0.8

High GPU Memory Copy Utilization
DCGM_FI_DEV_MEM_COPY_UTIL /100 = 0.8

High GPU Memoery Utilization
sumimax_over_time(DCGM_FI_DEV_FB_USED[1m]})by (cluster, Hostname, UUL...

High GPU Power Usage
DCGM_FI_DEV_POWER_USAGE > 300

High GPU Temperature
DCGM_FI_DEV_GPU_TEMP = 80

High GPU Memory Temperature
sumigpu_temprature) by (cluster,node,card) = 90

GPU XID Error Detected
DCGM_FI_DEV_XID_ERRORS > 0

10~ & (T

i
B

PERE, EFEMEIRFHREFIISINR GPU SERIEHRMELAT Prometheus £, FEBARBLSEGFHERRFINBEE SEERE. #5521
MEEERE
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Memcached Exporter #EA

E=IEEFATE: 2024-10-3118:11:52

RMFinR

£(EA Memcached SEPZFEX Memcached iETRE#HITIEE, LMET#H Memcached RSB EEIE(TIEE, HE Memcached #&E%,
Prometheus ZRSZIZIEEF Exporter 95 REIE Memcached iZ1TA%E, FHRETHHERIAKN Grafana HiEXE . XX ENBMEAER
Prometheus #5#z8ks3 Memcached,

RMES R

1. &2 Prometheus E§I& o

2. TEXHIFIRF, EFXTRA Prometheus 36,
3. AEFIEER, EIREHERE > AP

4. FEERHDEE Memcached BEREHITERM

BCE i

Memcached 1EIFRE

Memcached 3

@ +Em
B B SFEEIAEE, TRt 2

E=4 iR

E=4 BIMEREE— M E—SR

bichild BERER Memcached LR BIEFNRO

e IBMEALSE XIFE, SBRFMNE Prometheus 9 Label
BEINE
PR
Prometheus EfIE48E Grafana %4,
BESE

1. #F Prometheus HERESEH S, EEMNM Prometheus SEf#ASERE,

2. BEHIERE > £HP D, EERPOREKE Memcached ¥#2, %8 Dashboard ##{E > Dashboard Z¥&/AHFELZEIIRMNE Grafana
Dashboard.

3. EIRERCEN, EeEMFIRP ST Grafana BRI TEIS IiEXEEM BRI T IERE:
REFERE, ANEREERNRFEIRERE,
ZFIRY Get HSMITHRE, FARERIRSETHNIE Get ST PHIRGPAILLHI
Memcached ¥BiIREIEFENIS BIEIERES, FEIFERRSETHIEBRIEKAEIESE.
Memcached FHEHIHIEZE .
MRERIZEFIE ANRNF
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SRTTFRIERRS
IRS3iE17HAiE Get fi<HN Set A SRILLHI.

All v

PAI7F{EF=E(Memory Usage) Get@ <@ (Hit rate) #8E3/ MR (Evicts & Reclaims rate)
\\
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Apache Exporter &N

EIEEFATE: 2024-12-09 18:41:53

RMFinR

EAZTMNES

Apache Exporter 2—FEFUIEIIAF Apache HTTP RS3=8EIFIITR, Exporter LiRRIZ SR, AFRERENGEEABRETR, BT

& Prometheus 127 Apache Exporter SRS #BIFII Grafana iiEXE,

© B8:

ATIRIE Exporter 8EI8REHIE, FTEMR Apache IRBEHTH SIS HXAS.

BABN
BR— —RuE(EE)
RMETR

. BF Prometheus S%ZRSEHE .

. TEEBIFIERP, EFEWIRAY Prometheus SE6),

L BNEGIEER, EREIERE > kR,

. TEERHUHEER Apache, #EIEREEIISBE—RRED,

g A W N 2

Apache (apache-exporter)

g5 Dashboard BEmR

Q@ La1FN [ziv_test1] FAIPIEH: 196

A | iR | SRR o

Apache 1EIRRSE

Apache HTTP [§$3

i) _

FeETEsEEE O cruozskweoscs  EE2E: 0.0150/ NI -

. EBHEOMNRERE, EHSEFRESE., i, BESER, HREREF.

{CREERZETAER e, 1125588 ©

EHREEFSTEREN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

BcEixA
28 iR
SRS, HEMENT:
R ZWmESHE—1.
kit Apache HTTP IRSSA9iEE L,
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@ ISz BRASTNES

R Apache HTTP BRSHIBRSSIASIEE, BIAA /server-status
ARa Apache HTTP BRSHIRR &,

=5 Apache HTTP RZHIZE,

e BISRFMBEEX Labelo

FAZ: HENRE

© A8:
AT HEREEE Exporter, HEERABAE S5 RS Re—EE,

RS

#£ Prometheus SLHIRIMIIERFAEME (VPC) T, SIZBIAZEEIRS Kubernetes &8, HAHERMIE G320,
£ Prometheus iERESEHS > SEEXNAY Prometheus 3E61 > $UEREE > SR A RIRS LRI B2 EERF SRl XEXERHE(E, TS IES| XBk
£E8F

BEPR
$B®—: Apache BBSFR mod_status ik

© iRAR:
SHRESEXRMETSR F5EES B,

&7 Apache Exporter 2i&id Apache B mod_status &R E#THE, FRASERR Apache IRS33TH T mod_status &R, BEFSBINTF:
1. BF FRESEHE .

2. EEMEREhp e, KFIWSS Apache IRSSFRTEEEEE, HASERE, #EIWSS Apache RS,

3. &XiFNI Apache IRS3#H% ConfigMap, EREIIS3 Apache IRSS, SEEBRTH httpd.conf. mime.types. extra/httpd-info.conf FE&IE
Bi#t{7# M, 8IZ ConfigMap, SEREBEESFRNEZ ConfigMap 1, ConfigMap #X&IEEBSIM ConfigMap B2

4. 1z httpd.conf Fi§iX—17 LoadModule status_module modules/mod_status.so i¥##xis (BIXIEREiEaI# ) . BIRSZFE extra {HXERE,
M7E httpd.conf PMFFERES, HiEAESEXEENTE. M TERXR:

BXER
PRt SRR (M)

#EBID -e | B L
=[8) dev

apache-config-dev (ConfigMap)

nE THE © TR
#L heartbeat_module I_heartbeat.so
#LoadModule heartmonitor_module modules/mod_heartmonitor.so
httpd.conf LoadModule /mod_status 5o x
e S o T S e o
#LoadModule
#LoadModule
#] V2
mime.types - # This file maps Internet media types to unique file extension(s). X
& aithih et for bt 1h o I s cntare Sustame

REBEFE. BFEROMA("-". "_". ") BERHEN, EEERMPHIE—T3B1Tkey=valueslikey: valuefIR{EX AT UL

Faplhn XHESA

5. &2 httpd—info.conf AW STELIMN, FHHFF ExtendedStatus, ERFE extra 1HXEE, WE httpd.conf PEXENTT ., REIANTEFR:
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(‘2‘_) BBz BRSNS

R (7 M)
- [ ] B

dev

apache-extra-config-dev (ConfigMap)

& z8% @ TRE

# Allow server status reports generated by mod_status,
# with the URL of http://servername/server-status
# Change the ".example.com" to match your domain to enable.

<Location [server-status>
SetHandler server-status
Order deny,allow
Deny from nothing
httpd-info.conf - Allow from all x
</Location>

#
# ExtendedStatus controls whether Apache will generate "full" status
#information (ExtendedStatus On) or just basic information (ExtendedStatus
# Off) when the "server-status" handler is called. The default is Off.

)
6. IiEmod_statustEIREBFHMALI, HiERSHY /server—status HXIEO, SEEREEIBENFFHRAKIN. RO TFEFRR:

Il EEBR EEENE _ N _ B 3# curl B/ server-status?auto
H HEu

ServerVersion: Apache/2.4.53 (Unix) OpenSSL/1.1.10
ServerMPM: event
Server Built: May 24 2022 19:22:43
CurrentTime: Friday, 29-Mar-2024 03:27:56
RestartTime: Thursday, 28-Mar-2024 07:16:19
ParentServerConfigGeneration: 1
ParentServerMPMGeneration:
ServerUptimeSeconds: 72696
ServerUptime: 20 hours 11 minutes 36 seconds
Loadl: 6.14
Load5: 3.92

Load15: 3.31
Total Accesses: 4891
Total kBytes: 7363

$B—: Exporter $p=

1. & SRRSBEHE

2. EEMSERERR R,

3. BEFERNEEHGIEIEAISEEE ID/ETR, HANZEHNEERE,
4, WFLAT EZ Apache Exporter > I8iE $185H; Exporter ZE,

$|=": = Apache Exporter

1. EEMEEDEFETIERR > Deployment, i#A Deployment T .
2. EREG LAEE YAML 8I2%R, 82 YAML B8, ERENNNGEEERSTHERS, TiEZEHansRelE. T YAML M558
Exporter, BEREIIIT:

apiVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: apache-exporter

name: apache-exporter

namespace: apache-demo

spec:
replicas: 1
selector:
matchLabels:

k8s-app: apache-exporter
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template:
metadata:
labels:
k8s—-app: apache-exporter
spec:
containers:
- args:

- ——web.listen-address=:9117

- —--scrape_uri=http://192.1.1.2:8080/server-status?auto

image: ccr.ccs.tencentyun.com/rig-agent/common-image:apache-exporter-v1.0.7

name: apache-exporter

ports:

— containerPort:

nam metric-port

terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolic Always
schedulerName: default-scheduler
securityContext: {}

terminationGracePeriodSeconds:

SR IRNE

1. 7£ Deployment WE S I Li# S EEER Deployment, #A Deployment EI2&MH,
2. BEAFRE, TJLAEEE Exporter BRINBMHREXMMATFRMELE, WMTFERR:

FHMHE
PodiEITI® apache-exporter-596... v apache-exporter v o
FLtHET 1005547 v

(@ F-=F-EE
UETHIRIX, THEEFRLARDRSENE TSR

15=2024-03-29T08:04:07. ) _exporter" version=
15=2024-03-29T! 107. caller=apache_exporter.go:66 level=info msg="B C e build=' =go

te=202 5 s=n )
15=2024-03-29T08 - caller=apache_exporter.go:67 level=info msg="Collec om: scrapeiuri:http://-
15=2024-03-29708: - caller=apache_exporter.go:71 level=i iste g ait for a
15=2024-03-29T08: - caller=tls_config.go:313 level=info msg="Li address=[::]1:9117
15=2024-03-29T08 107. caller=tls_config.go:316 level=info msg= disak ." http2=false address=[

3. g Pod BERE#HA Pod M,

EAZTMNES

4. EEMNMRERTALERER, BRAER Pod, EHSTEOPHITIT curl <SR Exporter RERIE, TTLAERSEIEA Apache 8175, 0

RIREESEINRAEE, SREERBIRIER, BAFMT:

localhost:9117/metrics

HITERINTERT:

IRIRERE: BR=ITE (1bF) BRSEAE

157 478%™
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# HELP apache_accesses_total Current total apache accesses (%)

# TYPE apache_accesses_total counter

apache_accesses_total 6031

# HELP apache_connections Apache connection statuses

# TYPE apache_connections gauge

apache_connections{state="closing"} 1

apache_connections{state="keepalive"} @

apache_connections{stat otal"} 1

apache_connections{state="writing"} @

# HELP apache_cpu_time_ms_total Apache CPU time

# TYPE apache_cpu_time_ms_total counter

apache_cpu_time_ms_total{type="system"} 3670

apache_cpu_time_ms_total{type="user"} 4@19.9999999999995

# HELP apache_cpuload The current percentage CPU used by each worker and in total by all workers combined ()
# TYPE apache_cpuload gauge

apache_cpuload 0.00858278

# HELP apache_duration_ms_total Total duration of all registered requests in ms

# TYPE apache_duration_ms_total counter

apache_duration_ms_total 8188

# HELP apache_exporter_build_info A metric with a constant 'l' value labeled by version, revision, branch, goversion from which apache_exporter was built, and the goos and goarch for the build.
# TYPE apache_exporter_build_info gauge
apache_exporter_build_info{branch="master",goarch="amd64",goos="1inux",goversion="go1.21.6", revision="a@2575d31aba@ddad410e2bb573956b1c4b@16b5" , tags="netgo",version="1.0.7"} 1
# HELP apache_generation Apache restart generation

# TYPE apache_generation gauge

apache_generation{type="config"} 1

apache_generation{type="mpm"} @

# HELP apache_info Apache version information

# TYPE apache_info gauge

apache_info{mpm="event",version="Apache/2.4.53 (Unix) OpenSSL/1.1.10"} 1

SWA: FIREES

1. BR BNz WilFES Prometheus & , #FXR Prometheus SEfli#N S1ERH
2. BEEIERE > SNBRRS, EIRERXBNEE, BUNERERE > fEEEYEE > YAML HRiERFNRERS.
3. BEFIRSAMIFI PodMonitors RENX Prometheus MEUESS, YAML BERGIIIT:

apiVersion: monitoring.coreos.com/v1l
kind: PodMonitor
metadata:
name: apache-exporter
namespace: cm-prometheus
spec:
podMetricsEndpoints:
— interval: 30s
port: metric-port
path: /metrics
relabelings:
- action: replace
sourcelabels:
- instance
regex: (.*)
targetLabel: instance

'crs—xxxxxx'

replacement:
namespaceSelector:
matchNames :
— apache-demo
selector:
matchLabels:

k8s—-app: apache-exporter

BEE
BiRSRG
Prometheus Z5IE48E Grafana 3,

RMES R

1. B Prometheus £#& , #FXLN Prometheus SEfENSIERE .

IRIFRE: BR=IE (16F) BREEAR 55158 #£478%)
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O BT

2. BREUERE > ERRG, HAERFORE. #E Apache iz,

Z8E, INTEMRR:

= Home > Dashboards > apache > Af o8

Datasource | prom-45prepj3 v %#l | apache-server

Uptime Apache Up / Down

18.2 hour !

Current total kbytes sent

1028

\HH l‘HH \H“‘\ ,H,Hﬁ \H
I Mu‘ (it H ‘\ | ‘u‘ w“”‘ \‘“‘\“‘
.

1008 |

o5 \”\ M ‘H“
"w" Ww

» 'W 1|

09:0 08:10 09:15 09:20 25 09:30 09:35

EESE

Bifl= Prometheus JEERSTIFHE

\H
N

98258 101758 100958 101758

BE, AMREWSSSERRRIBERERING

EAZTMNES

REIRNAY Grafana Dashboard BIE]FE Apache i5iEXKE, BEEFIEXANLE

Current total apache accesses

00850

\H“H\ I =
\ Il

| ‘\ 00750

EREE. FHEESN MESEER

fis: Apache Exporter R&E£¥ikB

RKESY

B
telemetry.endpoint
scrape_uri
host_override
[no-Jlinsecure
custom_headers
[no-]web.systemd-socket
web.listen—address
web.config.file
log.level

log.format

version

IRIRERE: BR=ITE (1bF) BRSEAE

i

B

IEIFREIER, BIA /metrics o

apache IRSZIASRE url, BIN http://localhost/server—-status/?auto o

B= HTTP iz, =FHFERLEES

WMEEMA https, WRREIRSSIES.

BEEXIRLRINE Exporter,

{#M systemd EiEFEIREACEROEREE (R Linux) o

EIRitehiE, BA: 9117,

REXMHHER, AILUSA TLS SSMISIE (LRitsH) .
BERS, FiAinfoo

HHERE S, BUEBE: [logfmt, json], EKiA logfmt.

FTENRRAMER
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EAZTMNES

O BARE
Ceph Exporter #A

RM{FinR

Ceph Exporter 2—1"H7F Prometheus SERFGEHS, BATIREIRE Ceph NHNFEEEEEAVILREISIR. ERFAP LN Ceph SEHIEERKIR .
MEIEIRIASESR, BEEERRITEIREFHTEMAYSAZENRL . BAZEIWNFES Prometheus 1275 Ceph Exporter SRR FFERIFRRY
Grafana 5z X,

Ceph Luminous 12.2.1 ZBIKIRAFZEERiIZ Exporter SHiigHR; Ceph Luminous 12.2.1 89 mgr BT Prometheus &4, RET
Prometheus ceph exporter, ALAER Ceph mgr &R exporter E3 Prometheus BIREBR, #ifi Ceph Luminous 12.2.1 RZEHIIRAE
BiWERABHERS T

#BABR: Mgr RESH
AR
Ceph RAFEF Luminous 12.2.1,

IBHA Ceph B Prometheus &
BEERGCEHR:

ceph mgr module

EREHERPES "prometheus” WiREBEFE prometheus ffitt, EFRFEVNEERBZIEHE -
FE prometheus #Ef4:

ceph mgr module enable prometheus

ceph mgr module

wHIERPEE "prometheus”, HBAEFE prometheus ififf. RGBSR mgr pod ISFREUERR:

127.0.0.1:9283/metrics ## BRIAJ9283iwA, 1ZWSSEEIFRiROHITIEEE

BRI B RHIENAIEINER
[root@roo! B . 2phl# curl 127.0.0.1:9283/metrics

# HELP ceph_health_status Cluster health status
# TYPE ceph_health_status untyped
ceph_health_status 1.8

# HELP ceph_mon_quorum_status Monitors in quorum
# TYPE ceph_mon_quorum_status gauge
ceph_mon_quorum_status{ceph_daemon="mon.a"} 1.0
ceph_mon_guorum_status{ceph_daemon="mon.b"} 1.0
ceph_mon_quorum_status{ceph_daemon="mon.c"} 1.0
# HELP ceph_fs_metadata FS Metadata

# TYPE ceph_fs_metadata untyped

# HELP ceph_mds_metadata MDS Metadata

# TYPE ceph_mds_metadata untyped

# HELP ceph_mon_metadata MON Metadata

# TYPE ceph_mon_metadata untyped

ceph_mon_metadata{ceph_daemon="mon.a" ,hostname="172. ™,public_addr="172."~ - 2", rank="0",ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d80034d) quincy (stable)"} 1.0
ceph_mon_metadata{ceph_daemon="mon.b" ,hostname="172. .",public_addr="172._ ™ ma',rank="1",ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d80034d) quincy (stable)"} 1.@
ceph_mon_metadata{ceph_daemon="mon.c",hostname="172. ", public_addr="172. 7, rank="2",ceph_version="ceph version 17.2.3 (dff484dfc9e19a9819f375586300b3b79d8@@34d) quincy (stable)"} 1.0

IBinRE

1. % Prometheus KRS EEFHIE -

2. 7EsEfiFIZRp, EFEIIRAY Prometheus £,
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EAZTMNES

O BT

3. HNEBIFER, SRBIERE > Sl
4. EERPOREHATIBES, BBE—IRREN, TRENEESERRESHIENSEER, HPEHEFIT,

MER{ESS (raw-job) X
s BER
o

BEREXREES

REEE
RS |

FemmssmEEE Q: cruoszriEoses  mEE: 007150/ = REEasTER TR, e o

5. TEERFROKEIF BT ceph, BISEH—/ &0, i£i¥ Dashboard > &3/AH .
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7N T — BRI WlEs
‘AHEAC R

Ceph (ceph-exporter)

ot Dashboard [Eh=52

Dashboard {Z{E

Z#/FHR Dashboard #0%; Dashboard
LEFR 2 14

Dashboard $SRFiE

[ &% dashboard [2

#EANBX: FR Exporter S
FR—: —REE(EE)
BESR

1. &R Prometheus HIZIRSZEHIS o

2. TEXHIFIRF, EFXIRA Prometheus 36,

3. NHIFER, EFEIERE > FRPD.

4, FERPIEER Ceph, BISHEH—IMRESFN, ERENEESERRESHMNENSER, HBEEEFIT,
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Csz)ﬂﬁfﬂii BASTRNTS

Ceph (ceph-exporter)

i Dashboard [=E==21

@

Ceph fEIRRESE

b
i
=
b
o
A
A
A_H

Ceph 3£l

............. o=

+ &

FEEmESAEE ©: cPuoszmrroses  EEmm: 0.0150/N\AT = (RERBIGFNBER TR, HERA o
.5 Wizl
2% L

EREEM, HRATBUT:
e SMmMERHE—M,
EHREEFSTEREN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

BR& Ceph BIBP&R.

20| LHRRAREXIRAREA o

32 Ceph HISEEEEIR,

IREE SBEFRRMEEX Labelo

ceph BE& E% Ceph FFEEHY ceph.conf Bt& 14

BT BENRE

OR';!:H
AT HERFERE Exporter, EEERBN= 55ES RG—81E,
BlRS

£ Prometheus EfIRIRthFRFABME (VPC) T, BN =A8ERS Kubernetes 58, HAKEHAE 2=,
£ Prometheus iZRFEGHE > SEXNAY Prometheus 3E61 > $ERE > SERERIRSHIRFIRI S Z LRSS XEXERHE(E, TS MIES| Xt

5=
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@ Bils BRSNS

RMESR
$B—: Exporter 538

1. BF FRESEHE

2. EEMSEERERR R,

3. PEEERIERHSIOEIERIER ID/E, HANZEHNEERE,

4, FUT SIEELE LM Secret > #1Z Ceph Exporter > I8 $¥85a; Exporter &,

SR SIREERENA Secret

1. EEMEEDIEZETIEAE > Deployment, #A Deployment HiH,
2. Base64miBLERkEARS ceph.conf,

ceph.conf:
[global]
mon_host = 2.18.0.2:6789,172.18.0.3:6789,172.18.0.4:6789

keyring:
[client.admin]

key = AJKs8dsdfJkEEHxASDanasiKasfdJLYESG3UAw==

Baseb4miEiE:

ceph.conf:
W2dsb2JhbFO0KbWIuX2hve3QgPSAxXNzIuMTguMC4yOjY30DksMTcyLjE4LjAuUMz02Nzg5LDE3Mi14x0C4wLjQ6Njc40Q0=
keyring:
W2NsaWVudC5hZG1lpbl0Ka2V5ID0gQUpLczhkc2RmSmEtFRUh4QVNEYW5hc2 1 LYXNmZEpMWUULRzZNVQXc9PQo=

3. AREA LASEE YAML QI@EIR, €12 YAML BE:

apivVersion: vl
kind: Secret
metadata:
name: ceph-secret-test
namespace: ceph-demo
type: Opaque
data:

ceph.client.user.keyring:
W2NsaWVudC5hZG1pbl0Ka2V5ID0gQUpLczhkc2RmSmtFRUh4QVNEYW5hc2 1LYXNmZEpMWUUL1RzZNVQXc9PQo=
ceph.conf:

W2dsb2JhbFO0KbWOuX2hve3QgPSAxXNzIuMTguMC4yOjY30DksMTcyLjE4LjAuUMz0o2Nzg5LDE3Mi4x0C4wLjQ6Njc40Qo=

$E=: #=E Ceph Exporter

£ Deployment EIERMH, SFMNAREZERETHERS, TABSEFHENHGNE. T YAML B95X8Z Exporter, BERHINT:

apivVersion: apps/vl
kind: Deployment
metadata:
labels:
k8s—-app: ceph-exporter
name: ceph-exporter

namespace: ceph-demo

IRIFRE: BRzITE (165 ) BRSEAS 5164 £478%
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EAZTMNES

replicas: 1
SRlEeCE@E
matchLabels:
k8s-app: ceph-exporter
template:
metadata:
labels:
k8s—-app: ceph-exporter
spec:
containers:
- env:
— name: CEPH_CLUSTER
value: ceph
name: CEPH_USER
value: admin
name: TELEMETRY_ADDR
value: :8080
image: ccr.ccs.tencentyun.com/rig-agent/common-image:ceph-exporter-v4.2.3
imagePullPolicy: IfNotPresent
name: ceph-exporter
ports:
— containerPort: 808
name: metric-port
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /etc/ceph
name: conf
readOnly:
dnsPolicy: ClusterFirst
imagePullSecrets:
- name: gcloudregistrykey
restartPolicy: Always
schedulerName: default-scheduler
securityContext: {}
terminationGracePeriodSeconds:
volumes:
- name: conf
secret:
defaultMode:

secretName: ceph-secret-test

S B

1. £ Deployment WEEE LIRS EBEIZER Deployment, #A Deployment EIE2RE,

IRIFRE: BRzITE (165 ) BRSEAS 55165 478,




O BRE

2. BEAETRE, TJLAEEZ Exporter fRINBEIHREXMNAYHRMELE, MNTEFR:

Pod &2 BITHSE B BE s YAML

FFHE
dETH® ceph-exporter-helm-... v exporter vi0

fthIE IR 10054 M

@ R =P
UABARTA, AHETERRYEIR B ML TRI SR

2024-06-17T03:05:37Z" level=info msg="exporting cluster" cluster=rook-ceph
time="2024-06-17T03:05:37Z" level=info msg="starting ceph_exporter listener" endpoint="

EAZTMNES

3. B Pod EERZEHA Pod [H,

4. ZANRERTREERER, AAER Pod, E&SITEOPRITILT curl <SR Exporter SR, TLAERESEIRIRN Ceph 1817, &

IRAESEIMIRIAYEIE, BIREM ceph.conf REEZHIER, BAMT:

localhost:8080/metrics

MITERINTERRR:

# HELP ceph_down_pgs No. of PGs in the cluster in down state

# TYPE ceph_down_pgs gauge

ceph_down_pgs{cluster="rook-ceph"} @

# HELP ceph_features Counts of current client features, parsed from ‘ceph features®
# TYPE ceph_features gauge

ceph_features{cluster="rook-ceph",daemon="client", features="0x3f@1cfbf7ffdffff", release="1uminous"} 6
ceph_features{cluster="rook-ceph",daemon="mgr", features="0x3f01cfbf7ffdffff", release="luminous"} 2
ceph_features{cluster="rook-ceph",daemon="mon", features="0x3f0lcfbf7ffdffff", release="luminous"} 3

# HELP ceph_forced_backfill_pgs No. of PGs in the cluster with forced_backfill state
# TYPE ceph_forced_backfill_pgs gauge

ceph_forced_backfill_pgs{cluster="rook-ceph"} @

# HELP ceph_forced_recovery_pgs No. of PGs in the cluster with forced_recovery state
# TYPE ceph_forced_recovery_pgs gauge

ceph_forced_recovery_pgs{cluster="rook-ceph"} @

# HELP ceph_health_status Health status of Cluster, can vary only between 3 states (err:2, warn:1, ok:@)

# TYPE ceph_health_status gauge
ceph_health_status{cluster="rook-ceph"} 1

# HELP ceph_health_status_interp Health status of Cluster, can vary only between 4 states (err:3, critical_warn:2, soft_warn:1, ok:0)

# TYPE ceph_health_status_interp gauge
ceph_health_status_interp{cluster= k-ceph"} 1

# HELP ceph_incomplete_pgs No. of PGs in the cluster in incomplete state
# TYPE ceph_incomplete_pgs gauge
ceph_incomplete_pgs{cluster="rook-ceph"} @

SWA: FIREES

1. BR BNz WiFES Prometheus iE4H& , #FXR Prometheus SEfli#N S1ERH
2. BEEIERE > SMARERS, EIRERXBNEE, BUNERERE > fMEEEYIEE > YAML HiERFNRERS.
3. EIIRSBAMFM PodMonitors REMX Prometheus iMEYESS, YAML BEERFIINT:

apivVersion: monitoring.coreos.com/v1l
kind: PodMonitor

metadata:

name: ceph-exporter # HE—E—FR
namespace: cm-prometheus # ZESEH]: EEBHY namespace; BFEAH (EFLESE) !
spec:

podMetricsEndpoints:

IRIRERE: BR=ITE (1bF) BRSEAE
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interval: 30s

port: metric-port

path: /metrics

relabelings:

- action: replace
sourceLabels:
- instance
regex: (.*)
targetLabel: instance
replacement: 'crs-xxxxxx'
action: replace
sourcelabels:
— instance
regex: (.*)
targetLabel:
replacement: 'l.x.x.x'

namespaceSelector:
matchNames :
— ceph-demo
selector:

matchLabels:

k8s—-app: ceph-exporter

BEINE
ARG
Prometheus SZfIE48E Grafana 36,

RMET R

1. BF BR=aWFES Prometheus & , iEEXE Prometheus SEFI#NSIERME,

2. EEGIEFERTRE, KEYIEMN Grafana ithit, ITHHESR,

FRoR:

B8 ceph /Ceph-Cluster &% <3

prom-wi vt - nstanc
~ New row

Status Monitors In Quorum

~ New row

0SDs IN 0SDs OUT 0SDs UP 0SDs DOWN

0 0 N/A 0

~ CLUSTER

Capacity

= Available

Used

~ New row

3. mgr BEGEAENT=1"ERIES:

IRIRERE: BR=ITE (1bF) BRSEAE

Cluster Capacity
N/A 05

Agerage PGs per OSD Agerage OSD Apply Latency

18/s
750 m/s
500 mB/s

250 mB/s.

08/s

Objects in the Cluster

Agerage OSD Commit Latency

EAZTMNES

\IGTE ceph 3{43%h#kE| Ceph - Cluster $&iXHEiR, BEEELFHBXGEENE, MTE

Available Capacity

Average Monitor Latency

Throughput

1113 11114

0B/s OB/s 0B/s 0B/s
0B/s 0B/s 0B/s 0B/s

5167 478,
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Ceph - Cluster
3 ceph

Native Ceph - OSD (Single)

[ ceph

Native Ceph - Pools
0 ceph

Native Ceph Cluster
0 ceph

4. Native Ceph Cluster EIRER:

88 ceph / Native Ceph Cluster ¥¥ <

Node Memory Usage

10:30 10:35 10:40 10:45 10:50

Node Out

1035 1040 1045 1050 105 11:00 1105 11:10

08
1020 1025 10:30

Free Space in root filesystem

RS
B = Prometheus EE RS THFEE

BeE, AIRIESSSERRAERRIRINEE

10:55 11:00 11:05 11:10 1115

1.60 MB.
1.40 MB
1.20MB

1MB

800kB ‘ ~
600kB ‘ !

400kB ”‘ “

200kB

0B

g, FEBEN MRS

BR: Ceph Exporter ST REE

=
TELEMETRY_ADDR

TELEMETRY_PATH

EXPORTER_CONFIG

RGW_MODE

CEPH_CLUSTER
CEPH_CONFIG

CEPH_USER
CEPH_RADOS_OP_TIMEOUT

LOG_LEVEL

IRIRERE: BR=ITE (1bF) BRSEAE

i

[

FiEiatnitbil, BRA 19128,

REIEIRIEE, A Imetrics.

exporter ECEIER, BN /etc/ceph/exporter.yml , FEZEER,

Readonly ¥(#E ceph digitalocean | cluster

Readonly ~¥iEEE ceph native osd

Readonly ¥#&EE ceph native pools

Readonly ~#3EEE ceph native | cluster

Node CPU Usage

Node In

Mean Last*
304kB  208kB
639KkB 81.4kB
312kB  193kB
77.0kB 45.6kB
629KkB  67.7kB
303kB  231kB
60.4kB 44.8KB
631KkB  41.0kB

203kB 5.46kB  255kk

620kB 47.5kB

%m% o

CEPH_CONFIG. CEPH_USER #{ER2#pi$EHPIRE

ERM RGW WsERiH4E, BEMT:
0: ZM (BME)

1: BA
2: B&
Ceph &£8#2%R, BKIA ceph,
ceph.conf BE&{i&, EIA /etc/ceph/ceph.conf o
Ceph EEEEARS,

2A admin,

Ceph osd 5 mon Z{EERIAHE, EAIA30s,

BEZER, BYESBE: [trace, debug, info, warn, error, fatal, panic], 2\ info.

Max

EAZTMNES

CEPH_CLUSTER.
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@ ISz BRASTNES

TLS_CERT_FILE_PATH tls BRIESC IR

TLS_KEY_FILE_PATH tls IEIESIIFERER

Hfth Exporter &N
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@ ISz BASTUNES

IEE#ATE: 2024-08-16 11:52:01

RMETR

Prometheus $&ZRSBRIERIRM T EAEMAMNERSGN, DRFHEINANKIEXR, BTFRSEE Prometheus, FILAEBAIIAREG REMAY
Exporter,

RMEBH

IR EFRERNEREFESTIRMMERAERSN, TUASENMTHRETER, URAEEEXRFKHEEMNEETRK,
FiEitX Exporter 5%

MySQL BISEREB
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O BAT
BEKE

IEEHATE: 2024-11-08 10:51:21

RMFinR

BT ERRIRNI RARSS RYEE N, RIGNEHRSHRERER, EEIHNZRERSHERNR, RIFEMEE, RIZFHRSHM SLA,

RMET R

1. &7 BA=WNES .

2. EEMSREgZhEE Prometheus 152,

3. EXfIFIRP, EEIRAY Prometheus 6,

4. HNZFLEER, pHEBERSE > KlHPC.

5. FEERHLSIZEEIGE , BREiSEE— M REED.

fRRRESE (bl

= Dashboard 2R

O LHIFR TN PR eT

e SRR

7= + 70
ttp-Headers () + 7
710 + 0
Exporter BiE
MENEFE 15s ~

FeEETME S EEE () CPU-0.258 W1F-0.5GiB THEREA &

W RN EBLE A SRR, e i,

SR
¥ 1]
E=g BMRWESEE—ME—SR, Wi Grafana EEXEHRAIRNSE
Yo BTSSR ILARN S = :
http_get
http_post
tcp
ssh

IRIRERE: BR=ITE (1bF) BRSEAE

EAZTMNES

171 #4781


https://console.cloud.tencent.com/monitor

2 Eﬁ iﬂﬁ BR=TWNFES

ping
FRNER HIRMBRSS XS Rzt
[ EMEBIWSEXARE, 2BmHFINE Prometheus B Label #
BEERE
RURSR
Prometheus EHIE4E Grafana 3£,
RMETR

1. 5 Prometheus iZIRSEFIE , EEWR Prometheus EHI#AEETHE,
2. PEEUERE > EAPY, EEMPOREREIRBREKE, %F Dashboard ##{E > Dashboard R3&/AERLLET RAY
3. iIIREECER, EEERSFIRPSE Grafana EfREIAES a2 EME RN FIEERES:

IRSSIHITRIGERS, 2T

BRS3 5T M R IR RYZERY o

WMRZ HTTPS FTLASESER RS EARTE

AR STRERAIRTES

Grafana Dashboard.

Datasouce  Prometheus v 44 tencent-cloud v #HMEH  https:/cloud.tencent.com/ v
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sub_uin_name 5%,

R gpu RTF GPU R&EIR, BAIA18AAI gpu_type; gpu_type ¥R GPU #8!; £ Elasticsearch 1 TI-ONE 3£l
EHEATEMATEZ

TISEIETE DLC. BiEINESE GooseFSx; R#FidE (AN ) ZIFRIRIRSHREE . BFEEEFRE vpcid.
loadbalancerid. loadbalancerport; =ERSEEFHEIFE gpu_type, XM GPU =R .

R gpu_type ¥R GPU %8, F&2 GPU =RSBHRELHIEHEES=EHITELE; FERENE (AN ) LHEHEES=EMHMAT
a1,

245 NAT EfliEizERE; =hR338E571F HCCPNV6e. HCCPNV5b. HCCSAA4#1EMH vRDMA i8t5; ZEXRISZISRISSSEGI4E
EO

=HIRE Tendis #iE15E node_zone_id,
iF8: node_zone_id T RAAEK ID, FEXGIEHES=EHATELZ.

SIFEIERR . iHEMI MQTT hi; HF#EZH Turbo XIERSFEIR.
EE: XHRBBIRE protocol, RRNHEFNY, FELHIEHRESFEMELZ.

TEARISZISIRSS SR AR NIRRT o

#FmitE Oceanus. BIZ#EEE TCHouse-C,

Z=HIERE MongoDB 215 mongos BTR#%E,

SHAEMERE; ZrRfEXERECTENZGELR; IFBEWSRE; REETIHERMNIEEHEE.
ZIFENE-EUARKRE . AENE-TAEEE; COS FcoMHEIFi#IEXENR; TDSQL-C MySQL hR3Z#F58% ID &

o
ZIFEERAT Pulsar [R; ZERESZISIRALERE
FE ZREFMSEERE monitor_view, FEXFIEHGEFEHTIEE,

ZiFAHE (LEMGER) . BAREIECE TCHouse-D. =iRSHE (AN ) ; AE (AR ) TIFRIRREE; =FRE
AP RX3ZH5 AR EIIEER
EE: g (AN ) MEEERZE monitor_view, FEXHIEREEF-EMHE%,

ZIFCHIERE KeeWIiDB; f#iad (AR ) XiHEIRIRSHER
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O BAT

202443H
2023%12H
2023%118
2023%9H
2023%8H
2023%7H
2023%6H
202354
2023%4H
2023%3H
2023%2A8
20225118
2022%9AH
2022%7RH

2022568

XIFTEE AP RX. BEMSI RabbitMQ k. EdgeOne (tE) ; XISRERTERERITIRSRITRMN .
Sz#5EEPAF RocketMQ kR v5. CTSDB (InfluxDB k) « TI-ONE. Z=&iIERE Tendis. 382K Ipv6.
SZHFREIRD; REE (AN ) FHEIRREE . ZEIERE MySQL STUFHUET SR,

XIFHERS . API X, G (MEMmG5EE) .

%% CDN (E/MES ) « =i, =EH (51) | #2BAF RocketMQ ko

ZIFREMSRAHINE (AN ) ; TFERE TDSQL-C MySQL =iz,

SRFHEHEREE . ZHIEE Redis (7FR ) Redis TREERMNT mERIRE

ZHFREHEMNTI CKafka lRZ=HRE

ST

XETER,

ZISEE (BN) . Web RAFGXE,

ZIFEBRMANE. =M. HiEERS.

SRHEHMX; FRERTRITE.

Sz#5 Zookeeper. Nacos. COS. CDN (EME&E) .

=EER L.

IRIFRE: BR=ItE (Ib5R) BRSEAR

BR=ARNES
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@ H% \_L:HE BREamIES

JEEBNEL N

EIEE#HATE: 2024-10-10 17:00:21

BR
FNEESISAFMTRIEREIEBNZENELSIRE, FRAFRERS.

BABR
BR— —RuE(EE)
RELR

1. & Prometheus E§& .

2. TEEBIFIERP, EFERA Prometheus 3E6),

3. ANHIFER, PEBIERE > E/lPL.

4, EERP KRBT R TIEEREENGRE, LBt — 1 REEO.

< prom- EBSRSEHUSIR (external-node-exporter) x
EARE  BERR  SEER RS XORE %% Dashbowd SR
REBRES  RMAPL  BESS © - 4NFR [SEEH) HRPHES: 16302

© REHESI{VEBFlinux RALEH

28 (43) i (2) FR (8) Wh (1) EERNE (2) i (10) KEE (4) HE(@) RET —HIRE | RS O

HBW—: REHiE{Tnode_exporter
vERR (2) saeucEm

( ) THEE E%n 1)

1. ERELRBIENEN L, RTUTHA
CVM Node Exporter (251 1)

VM %3 Node Exporter, X wget https://rig-1258344699. cos.ap-guangzhou.myqcloud. com/prometheus-agent/node_exporter_install node_expor 0

BIARRERIANSH: port=9100, path=/metrics . MBEEXSH, ANWARITER. Bl RWOE, SHEATSRIE, AIEM systemctl RER, A
v RRE (41) ST,

2. fREEHMLE SPrometheusEHIMAE E il

CVM i#tfgiiie CVM ZiRS5 2%
@ T — @ SR com od confio B cvp s MEBUEAEE, WALEIARLE, ERETRE. SUBEDEIAR LR, RENT:
8 node-exporter SlL55 BIE X ik - ENRBEFBAR P, (EHRKET P,
~

&
- TRIX, RIBFRIANH,
TKE
NS Workioad et

Ingress NGINX Controller 3. EHBFRLAERS

AL Ingress NGINX Control

ENRLAONEAN, BERBAFHIIORINARE: HUEENEEXTCP. KON LARMAHR<port>(RiAN100), RithE*0.0.0.0/0,
SR KEMRES

E MERFESS
% {&F Promethel S EMRENDRE

MR
() 30

TR S Imetrics
Apache . Consul
A {TTPARSS SIEARRE, ER. ¥ @20 Consul it . . x
i 8
+ &
Flink Golang .
d o e =GO cona runime s, 1 RRBTESAARQ: cPu-025% wir-osce  REAA: 0.0170/)\i ARSI, A

FH—: TEHIETT node_exporter
1. EBE HBSIENEN LHTIATRZA:

wget https://rig-1258344699.cos.ap-guangzhou.mygcloud.com/prometheus—agent/node_exporter_install -

node_exporter_install && chmod +x

node_exporter_install && ./node_exporter_install

PITHASBMMELLTME: T# node exporter. iE1T node exporter. 1EEHIELIR. Tk (EIEARIIREES100i%0) -
MARITERTEINT:

IRIFRE: BR=ItE (It ) BRSEATF 55183 478,


https://console.cloud.tencent.com/monitor/prometheus

O BHS

Start downloading Node Exporter v1,3.1.linux-and6d. ..

—-2024-09-23 16:23:56— https://r <ap- ! 9 _exporter
Resolving . cos. 2 Loud. com (r- . cos.. loud.con) .. 159.75.57.35, 159.75.57.69
Connecting to r: Toud. com (r- . cos. loud. con) |159.75.57.35) :443. .. connected.

HTTP request sent, awaiting response... 200 0K
Length: 18228926 (17M) [application/octet-strean]
saving to: */usr/local/bin/node_exporter”

1TTREITRE

2024-09-23 16:23:57 (29.3 MB/s) - */usr/local/bin/node_exporter’ saved (18228926/18228926]

Download Completed.

Starting Node Exporter...

Node Exporter v1,3,1,linux-and64 Started.

@ node_exporter. service - Node Exporter
Loaded: loaded (/usr/Lib/systemd/systen/node_exporter. service; disabled; vendor preset: disabled)

+ active (running) since Mon 2024-89-23 16:23:57 GST; 35 ago

Main PID: 8208 (node_exporter)

Jsysten.s\ice/node_exporter.service

L8208 /usr/Local/bin/node_exporter —ueb. Listen-address=:9101

Active

Coroup:

21837 systemd 235

sep 23 7 VM-0-11-tencentos node_exporter (8208]: t5=2024-09-23T 1542 caller=node_exporter.goi115 level=info collector=thernal_zone

sep 23 7 VM-0-11-tencentos node_exporter (8208]: 4582 caller=node_exporter. go:115 level=info collector=tine

sep 23 7 VM-0-11-tencentos node_exporter (8208]: 4582 caller=node_exporter. go:115 level=info collector=tinex

Sep 23 7 VM-6-11-tencentos node_exporter (8208]: 7.4542 caller=node_exporter.go:115 level=info collector=udp_queves

Sep 23 7 WM-0-11-tencentos node_exporter (8208] 7.4542 caller=node_exporter.o:115 level=info collector=unane

Sep 23 node_exporter (8208]: 7.4542 caller=node_exporter. go:115 level=info collector=mstat

Sep 23 node_exporter (8208]: t5=2024-09-23T¢ 7.4547 caller=node_exporter.go:115 level=info collectorsxfs

Sep 23 7 VM-6-11-tencentos node_exporter (6208]: ts=2024-09-23108:23157.4542 caller=node_exporter.goi115 level=info collectorszfs

sep 23 7 node_exporter (8208]: 14542 caller=node_exporter.goi199 level=info nsg="Listening on" address=i9101

Sep 23 16:23:57 node_exporter (8208 : 14542 caller=tls_config.go:195 level=info nsg="TLS is disabled.” http2=false

Check the data exposed by node_exporter:
# HELP go_ge_duration_seconds A sumary of the pause duration of garbage collection cycles.
# TYPE go_ge_duration _seconds summary

go_gc_duration_seconds{quantile="g"} 0

go_ge_duration_seconds{quantile="8.25"} 0

go_ge_duration_seconds{quantile="0.5"} 0

3MEZR DM

promhttp_metric_handler_requests_total{cod
promhttp_metric_handler_requests_total{code="

500"} 0
503"} 0

4 RTEEHIE MRS

18,228,926 29.38/s

The node-exporter data has been successfully exposed on port 9101. Please go to the Prometheus Monitoring Console of Tencent Cloud Observable Platform to create a collection configuration.

[root@VM-0-11-tencentos ~]#

© 5B8:

EAZTMNES

in 0.65

BIARREIARNSE: port=9100, path=/metrics , IFEBEXSHHXHFHTER. Fik. BROE. EEATHERIE, AEMA systemctl kE

IEO

wget https://rig-12 3 99,

node_exporter_install chmod +x node_exporter_install

address=":9100

wget https://rig-12583 994

ode_exporter_install chmod +x node_exporter_install

S1i=hian]8

© ikeg:
BEZEENSHNEBIESITSE SZiHiRE .

ERRHFEEIRME:
° EEEE:

systemctl restart node_exporter

cos.ap—guangzhou.mygcloud.com/prometheus—agent/node_

node_exporter_install

node_ex;

xporter_install -

web.listen

cos.ap-guangzhou.mygcloud.com/prometheus-agent /node_exporter_install -

orter_install --web.telemetry-—

° ﬁ?lt:

systemctl stop node_exporter

o RSHEE:

systemctl status node_exporter

IRIFRE: BR=ItE (It ) BRSEATF
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https://github.com/prometheus/node_exporter?tab=readme-ov-file#development-building-and-running

@ H% \.L;HE BASTNES

- BEES:

journalctl -u node_exporter

2. RIEENMES Prometheus SHIBNMEIS

MEBIELEE, VWaILIBEZTAN LR, THIETRIE. SNFZEILAM LR, BRIEWT:

o ENFEFEXM IP, {ERREBRIP,

» Prometheus SEfIFr#E VPC BIBSHFFZECE NAT WX, AJ&%E TKE Serverless SEEFINAIRUESMY o

3. ERIBFFRLHRE

ENRLSEMNEIN, FERBAVFHIDREIERER: HEERABENX TCP. kOB EiAMEAPR<port>, iEittht}30.0.0.0/0,

$HW_: KEIMEES

| $B=: EBEMBMES

ESEIR
HEARREEEFE (s) 30
FEEB itk
+ &
FEIRREERE /metrics
o iEA

ERER, HSENT:
ES5ER o SMEAE—.
o BMBEFSTEMEN: '[a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$'.

fEtrREEER(s) WNEIRREERR, Bfis.
RERRMIE MAREBREIE, #&: host:port, IHFMSA .
1B REEIRE BNEIRRERRZ, BiAJ/metrics,

FR=: BEN®RE
ERSB—hlAZERNSN, EALUBIRABENRR, SETidiE5.
1. TE%% node_exporter:

ESELREBIBIENL, THHEZE node_exporter, EFJLIREHEHA Prometheus FHREM Tt node_exporter, tBALAEEMITTIIHS:

wget https://rig-1258344699.cos.ap—guangzhou.myqgcloud.com/prometheus—agent/node_exporter -O node_exporter

BRPEHEINHEE:

[root@M-@-46-tencentos ~1# 1s
node_exporter
[root@M-B-46-tencentos ~1# I

2. 1517 node_exporter REER ISR

o TEFR, 1T node_exporterHEERF.

chmod +x node_exporter && nohup ./node_exporter &

IRIFRE: BR=ItE (It ) BRSEATF 55185 478,


https://prometheus.io/download/#node_exporter
https://cloud.tencent.com/document/product/248/87474

O BHS

cat nohup.out

EAZTMNES

T EFRRBDIITREIN :

[root@wi-0-13-tencentos ~1# chnod +x node_exporter & nohup ./node_exporter &
121 11678
[root@wi-0-13-tencentos ~J# cat nohup.out

5=2024-09-27T07:42:28.513Z caller=node_exporter.go:182 level=info msg="Starting node_exporter” version=' =1.3.1, branch=HEAD,
8.5137 caller=node_exporter.go:183 level=info msg="Build context" build_¢ ="(go=g01.17.3,

8.513Z caller=node_exporter.g

date=20211205-11:
nsg="Node Exporter is running as root user. This exporter is designed to run as unpriviledged user, root is not required.”

149)"

5=2024-09-27T07:42:28.513Z caller=filesysten_comnon.go:111 level=

nfo collector=filesysten msg="Parsed flag —collector.fil

+sys| s17)

24-09-27T07:42:28.513Z caller=filesysten_comon.go:113 leve
Linuxfs|squashfs|sysfs| tracefs)s

5=2024-09-27T07:42:28.514Z caller=node_exporter.go:108 level=info msg="Enabled collectors"

8.5142 caller=node_exporter.go:115 level=info collector=arp

8.5142 caller=node_exporter.g

8.5142 caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.

8.5142 caller=node_exporter.go:115 level=info
8.514Z caller=node_exporter.go:115 level=info
8.5142 caller=node_exporter.g
8.5142 caller=node_exporter.go:
8.5142 caller=node_exporter.g
8.514Z caller=node_exporter.g
8.5142 caller=node_exporter.go:
8.514Z caller=node_exporter.g
8.5142
5=2024-09-27T07:42:28.514Z
5=2024-09-27T07:42:28.514
5=2024-09-27T07:42:28.514Z
8.5142
8.5142
8.5142
8.5142
8.5142

fo collector=filesysten msg="Parsed flag —collector. filesystem. fs-typ -

t5=2024-09-27T07:42:
t5=2024-09-27T07:42;

caller=node_exporter.g
caller=node_exporter.go:
caller=node_exporter.g

caller=node_exporter.g
caller=node_exporter.go:
caller=node_exporter.go:115 level=info
caller=node_exporter.go:115 level=info
caller=node_exporter.g0:199 level=info nso="Listening on" address=:9100
ts= 8.5147 caller=tls_config.goi195 level=info mso="TLS is disabled.” http2=false
nohup: ignoring input and appending output to 'nohup.out’

[root@-0-13-tencentos ~1# [|

o FAEE TGRS, EERETI00mORSIEEIE:

15 level=info

_misc|bpf | cgroup: X

WTERHTHSEERNRE L RAEIREEEE:

[ 1 curl 127.0.0.1:
# HELP go_gc_duration_seconds A sumary of the pause duration of garbage collection cycles.
# TYPE go_ge_duration_seconds summary

go_gc_duration_seconds{quantile="0"}) 0

go_ge_duration_seconds{quantile="0.25"} 0

go_gc_duration_seconds{quantile="0.
go_gc_duration_seconds{quantile="0.75"} 0

go_gc_duration_seconds{quantile="1"} 0

go_gc_duration_seconds_sun 0

go_gc_duration_seconds_count @

# HELP go_goroutines Number of goroutines that currently exist.

# TYPE go_goroutines gauge

go_goroutines 7

# HELP go_info Infornation about the Go environnent.

# TYPE go_info gauge

go_infolversion="go1.17.3"} 1

# HELP go_nenstats_alloc_bytes Number of bytes allocated and still in use.

# TYPE go_nenstats_alloc_bytes gauge

go_menstats_alloc_bytes 1.38724e+06

# HELP go_menstats_alloc_bytes_total Total number of bytes allocated, even if freed.

# TYPE go_nenstats_alloc_bytes_total counter
go_nemstats_alloc_bytes_total 1.38724e+06

# HELP go_nenstats_buck_hash_sys_bytes Nunber of bytes used by the profiling bucket hash table.

# TYPE go_nenstats_buck_hash_sys_bytes gauge

go_memstats_buck_hash_sys_bytes 1.445375¢+06

# HELP go_menstats_frees_total Total number of frees.

# TYPE go_nenstats_frees_total counter

go_nenstats_frees_total 753

# HELP go_menstats_gc_cpu_fraction The fraction of this progran's available CPU time used by the GC since the program started.
# TYPE go_nenstats_gc_cpu_fraction gauge

go_memstats_ge_cpu_fraction 0

# HELP go_menstats_gc_sys_bytes Nurber of bytes used for garbage collection system metadata.

# TYPE go_memstats_gc_sys_bytes gauge

go_memstats_gc_sys_bytes 4.19036e+06

# HELP go_menstats_heap_alloc_bytes Number of heap bytes allocated and still in use.

# TYPE go_menstats_heap_alloc_bytes gauge

SR LRRER, BSERETPREEMEES, 25H—Hh BEEAE
BEERE
RURSM
Prometheus SEfIE48E Grafana £,

RMES R

1. #F Prometheus BERESEH S, EEM Prometheus SEf#AEERE.

IRIFRE: BR=ItE (It ) BRSEATF

55186 478


https://cloud.tencent.com/document/product/248/111291#c1c6fba4-3063-4a16-b4b1-c41aa4e01c88
https://console.cloud.tencent.com/monitor/prometheus

EAZTMNES

O BT

2. EIREIERE > P D, EERPORERIEBN=ENSERRFAEEEERRE, &% Dashboard > Dashboard &3/ KL= RAY
Grafana Dashboard.

3. 77 Prometheus EfIXEXEIGrafanasLfiitiiit, 7 Dashboards REEAEXHEREXE,

Node Exporter Full

88 node /Node Exporter Full <

Sys Load (15m avg) y SWAP Used v L CPUCores

2

RootFS Total ! d SWAP Total
4968 08

~ Basic CPU/ Mem / Net / Disk

040

Network Traffi Basic y Disk Space Used Basic.

=

1. #F Prometheus BERESEH S, EEMNM Prometheus SEf#ASEERE,
2. EIFEREE, JLURIMERNEERE, #5520 HEEE%E.

IRIFRE: BR=IE (16F) BREEAR £8187 478,


https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87424

@ H% \_L:HE BREamIES

#i3 Remote Read iEE=EE Prometheus SLAIEHERE

EIEE#ATE: 2024-08-16 11:52:01

RMFiIDR

Prometheus {2t 7 Remote read #0, %iEOFE—ES Prometheus HHYMEIRRALA HE—HIBEET . AXNBUEAFERBZE Prometheus
i#id Remote read iEBI=IEE Prometheus EFIRIEIE

Remote Read &gl
HEEZEE prometheus.yml WTF:

remote_read:

- url: 'http://prom_ip:prom_port/api/vl

read_recent:
basic_auth:
username: app_id

password: token

WZEM Basic Auth 5XAIZEIEE Prometheus X6, username AWS ApplD , password 73 Prometheus Z#l& > BAER > BRBMlthiR
BYAY Tokeno

ARS5 it

Token 10

Remote Write #ffll  pum [ | EEE mEm ]
Remote Read i1t gy ] - .

HTTP API - wmm T
Pushgateway ittt .= m w0

=3t Ao

» **Eg&E Remote read B Prometheus HiE{EEE global:external_labels **:
external_labels £#HIIN%E Remote read HIZi@KEMHR, FIER label AIRESHEAFRITEHNEIRE.
filter_external_labels: false BoEIRALIERIE external_labels MAZEARE (v2.34 lRAL L) o

o BEHIERM series:
W FZLERMEA series, Prometheus SEEIESHIIESMTESRERN—1 series BUELERMFHY series (FAEIRER, XESHEHEER

.
1£ Prometheus BRIHEEPAFEZ R A NREFHENER, MRS XfGSRIRHZE.
Remote read TE¥&CER
© ikeg:

[ FREEBIRAAER (AXET Prometheus:v2.40 [RAEEE, RIRATEEROBAEEIR, #X prometheusEE 1Y )

url: <string>

IRIFRE: BR=ItE (It ) BRSEATF 55188 £478m)


https://console.cloud.tencent.com/monitor/prometheus
https://prometheus.io/docs/prometheus/latest/configuration/configuration/#remote_read

EAZTMNES

[ name: <string> |

required_matchers:

[ <labelname>: <labelvalue>

[ remote_timeout: <duration> | default =

headers:

[ <string>: <string>

[ read_recent: <boolean> default = false ]

basic_auth:
[ username: <string> ]
[ password: <secret> ]

[ password_file: <string> ]

authorization:

[ type: <string> | default: Bearer ]

[ credentials: <secret>

[ credentials_file: <filename>

oauth2:
[ <ocauth2> ]

tls_config:

[ <tls_config> ]

proxy_url: <string> ]

follow_redirects: <boolean> | default = true

enable_http2: <bool> | default:

filter_external_labels: <boolean> | default = true ]|

IRIFRE: BRzITE (165 ) BRSEAS 55189 #478m)




@ H% \_L:HE BREamIES

Agent BEIHEA

RIEEHHATE: 2024-07-19 14:57:51

[EMinR

REHE IDC LAIRSS, RERE Agent HEERERE, HREEHIIERIZE Prometheus IR . WF = LIRSEEFER S0, ERPOSITE
Agent, 1R{tSHmEHMEUESRIBELER .

3£ Prometheus 3EHli5iDEE

1. BifE Prometheus iEEHlE , EIEWRAYSEG) ID/ER, EEFER > RSBSMUtTIE, KB Remote Write #E1ikFl Token,

BR35ithit

Token Rl |5 |

Remote Write #hyt '™ = m m ~m =~ =~ " [f
Remote Read ihtit FE TR =
HTTP API c- SN [
Pushgateway itifit ™= _ _ === |5

2. £ kS{55 WEIREY APPID,

TRIAFREEMEEIMRIN S L SCHIRkE

IRIZIRENAY RemoteWrite itihit, TN THS, MEMBHBEREIEFEREE 401 Unauthorized o

-v -X POST

LEHRBRR) vmagent

vmagent GRARMVIIETREEFRS Prometheus RERET Remote Write tHMYMEEIIiZER . AXRNE vmagent ERBHIER, &Bid Systemd 5
Docker REE vmagent, BESFMERAILISE E5HE,

EREER

—promscrape.noStaleMarkers: MEREBIFHK, BRASERIEXEEIRN stale marker HSRITEFME . IRBEIZEREEINZITH, EROA
FHISA.

-loggerTimezone: BEFASEMAIK, HIE1 Asia/sShanghai, Europe/Berlin Ei# Local (ERIAR"UTC"),
-remoteWrite.tmpDataPath: REREE HEIEIGRIFREESHEE.

-remoteWrite.url: BiESMEIEEZFEN URL,

-remoteWrite.basicAuth.username: iZi2#Ff# —remoteWrite.url 3JRZfY basic auth BF&.
-remoteWrite.basicAuth.password: iZiE#Fi# -remoteWrite.url 335Z#9 basic auth 8.
—promscrape.config: RERERIRE, TURNHIEEHE HTTP URL, BSi¥E =537,
—promscrape.configChecklinterval: #£& —promscrape.config EeEZCRIRTEERR, XTFREFEHEILL =530,

ilid Docker &8

1. & vmagent ZfAHE EERERA, HBEER latest,
2. EilAhig Prometheus SLISR, B vmagent,

IRIRERE: BR=ITE (1bF) BRSEAE 55190 #4783


https://cloud.tencent.com/document/product/248/87416
https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/developer
https://github.com/VictoriaMetrics/VictoriaMetrics
https://docs.victoriametrics.com/vmagent.html
https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest
https://prometheus.io/docs/prometheus/latest/querying/basics/#staleness
https://docs.victoriametrics.com/#how-to-scrape-prometheus-exporters-such-as-node-exporter
https://docs.victoriametrics.com/vmagent.html#configuration-update

EAZTMNES

/etc/prometheus

/etc/prometheus/scrape-config.yaml

run -d —--name vmagent —--restart always —-net -v /etc/prometheus:/etc/prometheus
victoriametrics/vmagent:latest \
—promscrape.noStaleMarkers \
—-loggerTimezone=Local \
—-remoteWrite.url="${RemoteWriteURL}" \
—remoteWrite.basicAuth.username="S${APPID}" \
—remoteWrite.basicAuth.password="'S${Token}"' \
—-remoteWrite.tmpDataPath=/var/lib/vmagent \
-promscrape.config=/etc/prometheus/scrape-config.yaml \

—-promscrape.configCheckInterval=5s

3. && vmagent B&

logs vmagent
MREERR, FITINTHLSRIRE oK

localhost:8429/health

iEig Systemd &

1. £ vmagent % , IRIBIRERS CPU 2218, THIIR vmutils—* EHREHEE.
2. BigAPE Prometheus EfLFIEER, BE vmagent,

/etc/prometheus
/etc/prometheus/scrape-config.yaml
>/usr/lib/systemd/system/vmagent.service <<EOF
[Unit]

Description=VictoriaMetrics Agent

config=/etc/prometheus/s

configCheckInterval=5s

[Install]
WantedBy=multi-user.target
EOF
systemctl daemon-reload

systemctl enable vmagent

systemctl start vmagent

systemctl status vmagent

IRIFRE: BRzITE (165 ) BRSEAS 191 #478m



https://github.com/VictoriaMetrics/VictoriaMetrics/releases/latest

@ H% \_L:HE BREamIES

3. BER®E

journalctl -u vmagent

MRERRR, HITNTHSHIRE OK

localhost:8429/health

ey mc IS
RIERER B /etc/prometheus/scrape—config.yaml HRIN/EF/MEREES, XF Prometheus REESHETLISE 753015,

global:
scrape_interval: 30s
scrape_configs:
- job_name: agent-monitor
static_configs:
targets:

— localhost:8429

(EXEEE, Ed#EIN -promscrape.configCheckInterval IRBEEZAESEN.

EEEARER
WTNTSS, SERERR, IUEERERTENG AT,

localhost:8429/api/vl/targets

IRIFRE: BR=ItE (It ) BRSEATF 192 478,


https://prometheus.io/docs/prometheus/latest/configuration/configuration/

@ H#izﬂﬁ BR=aWES

Pushgateway #EA

E=IEEFATE: 2024-12-16 15:49:33

[EMinR

PushGateway 2 Prometheus &£EHH—MEE—R, SAFHMHIZEFIREE Push FEITERNBENX EESHR, B4&S Prometheus Si—IEEE,
Prometheus Pushgateway RFZEBIEHIMISAIEIREIRE, XLIZBEIRSRMVEERATEEERIE, Pushgateway AiFIERTHERIT(E (Fanit
RIRMEAL ) ISIEVREEEI— MRS, MERTEERERER, XEHETLAE Prometheus IRSSH|REVFIETISALZE.

O FEE:
Pushgateway #A&E1§ Prometheus AR TFHEIXHISIRRS, (RAEISHRIHRTPIEIREEHMN . FIY Pushgateway R EFRIEIRE
AWIRIE, EiE Pushgateway SSHEFEBIFESR . IIRERESNW Prometheus B X1 FEFIBEERZER Pushgateway o

—R%i

. B Bl=aUWNES .

. EEMFER=REE Prometheus M2,

. TEXHIFIERP, EFXIRA Prometheus 3E6),

. BENSEBEIER, PEIERE > ERERD,

. EERHPOEE Pushgateway, #EIEREENSHEE—MRERO,
 EREEONZERE, RIBRTESEXER, HEHERE.

o o A W N =2

Pushgateway (pushgateway) X

e =232

@ LEIFR E -

ZEA BB, 2

Pushgateway EiTREE

Pushgateway ZFiERE

it

FramEaEnE ©: cruosummosce  mEmE: 0.0150// B = NRERHISTOER TR, N o
EEiRA
24 7L

MBI, HEIBNT:
B SmEaE—It,
EMEEFESTEREN: '"a-z0-9]([-a-z0-9]*[a-z0-9])?(\.[a-z0-9]([-a-z0-9]*[a-z0-9])?)*$',

SREEHERY Pushgateway R&#ERT, BHEE, FEEATFREER.
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https://console.cloud.tencent.com/monitor
https://prometheus.io/docs/practices/pushing/

@ H% \_L:HE BREamIES

REEER Pushgateway R&iallE, BaEig=t,
CPU/# Pushgateway CPU #Z#IR#l, FEEXTF64.
HE/Gi Pushgateway R7FIRHI, BiERHH LBMAGI, F8EXF512Gi.

7. {EBERFIERPIXE Pushgateway HHHER .

ERmMIIFR X
(¥
B 3] ZHER BITRE REEE Targets 2
; . $EARBR4E MRS
push-1 Pushgateway 10. :8080 © ens 0.001N# ——

XS

o 53¢H: LA job F1LIRRHEER label HEAI—EIEIR.
o SEHEEE : SAIBIELIRIERTE pushgateway RRIIRIERIEE, X : /metrics/job/<JOB_NAME>{/<LABEL_NAME>/<LABEL_VALUE>} o

FRfES

golang

go get github.com/prometheus/client_golang/prometheus

prometheus-client

io.prometheus
prometheus-metrics—-core

1o3:3

io.prometheus
prometheus—metrics—instrumentation—jvm

1.3:3

io.prometheus

prometheus—metrics—exporter-pushgateway

HitESMEFAERIESN B
PUT &R

IRIFRE: BR=ItE (It ) BRSEATF 5194 $478%


https://prometheus.io/docs/instrumenting/pushing/
https://github.com/prometheus/pushgateway?tab=readme-ov-file#url

EAZTMNES

PUT i&kFskME pushgateway EiE—152219534H, pushgateway £ PUT igRIEFEIEIRERZEN DA (BEREPFEFENIERSERER) .
BERIEAZER PUT iERE(E pushgateway HIFREA54H,

"github.com/prometheus/client_golang/prometheus"

"github.com/prometheus/client_golang/prometheus/pus

serverRequestTotal prometheus. (prometheus.CounterOpts{
Name: "http_server_request_total",
Help: "total count of htt server requests",
ring{"path"})

metricsRegistry = prometheus.

0 A

metricsRegistry. (serverRequestTotal)

UR-PUSHGATEW.
serverRequestTotal.

if err := push. (url, "tcloud_

(metricsRegistry) .

python

from prometheus_client import CollectorRegistry, Counter, push_to_gateway, pushadd_to_gateway,

delete_from_gateway

registry = CollectorRegistry ()

counter = Counter ('http_server_re st_total', cour of server request'
registry=registry)

address = "YOUR-PUSHG

job = "tcloud_te

IRIFRE: BRzITE (165 ) BRSEAS 88195 478




EAZTMNES

grouping_key = {"product": "tmp", "prov
if _ _name__ == "_ _main__ ":
counter.labels (path="api/vl/1list"') .inc ()
push_to_gateway (address, job=job, grouping_key=grouping_key, registry=registry)
java
ckage org.example;
java.io.IOException;
io.prometheus.metrics.core.metrics.Counter;
io.prometheus.metrics.exporter.pushgateway.PushGa

io.prometheus.metrics.instrumentation.jvm.JvmMetrics;

io.prometheus.metrics.model.registry.PrometheusReqgi

sRegistry registry = new

String address = "YOUR-PUSHGATEWAY-ADDRESS";

String job = "tcloud_test_job";
shGateway pushGateway = PushGateway. ().
"tcloud") . (job) . (registry) .
Counter counter =
("http_request_total") .

(registry) ;

ring[] args) throws IOException {
JvmMetrics. () . (registry);
counter. ("api/v1/1list"). () g

pushGateway. ()7

curl -X PUT data-binary @

o)

*,*.*:8080/metrics/job/some_job/some_group_keyl/valuel/some_group_key2/value?2

Just an example.
another_metric

EOF

POST iR

POST i&KRA*%ME pushgateway LIRS EPEEEHNRIEBDIER, pushgateway (REEHH POST iERIEFFFENIER, HIERTE,
BERIEAZER POST iERNEFH pushgateway FiCRAI_EIRATE,

err := push. (url, "tcloud_test_

(metricsRegistry) .

IRIFRE: BRzITE (165 ) BRSEAS 55196 4783
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("provider", "tcloud").

("product", "tmp").

python

if _ name_ == "_ main_ ":
counter.labels (path="'api/vl/list"') .inc ()

pushadd_to_gateway (address, job=job, grouping_key=grouping key, registry=registry)

counter.

pushGateway.

curl -X POST
‘.7\.’V.'k:8’\
YPE some_metric counter
some_metric{label="vall"} 42
# TYPE another_metric gauge
# HELP another_metric Just an example.
another_metric 2398.2

EOF

DELETE &R
DELETE i&RRA%MER pushgateway FEIEN 4,

(url, "tcloud_

("provid , "tcloud").

("product", "tmp").

python

i £ name == "__main_ ":

delete_from_gateway (address, job=job, grouping_key=grouping_key)

IRIFRE: BRzITE (165 ) BRSEAS 8197 H#478%)
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-X DELETE http://*.*.*.*:8080/metrics/job/some_job/some_group_keyl/valuel/some_group_key2/value2

EE API

pushgateway &EmRZIFELE pushgateway HIEE APl, A{EFALITHSER pushgateway BT AP :

PUT /api/vl/admin/wipe

O FEE:
wipe API £i5% pushgateway FRI2E0 LIRIEIR .

NN

E7 pushgateway BSSEMNZIHELE, (GEWEHESTASTHZES (FEMERE, (SHSFEHEIEEIRS ) /A pushgateway EA . AJLURIEERRE
ESELTEN:
o 4 LiRiR(ERSMSE
£/ LiRisREAT ERIEIREIRI—1 pushgateway B, ZiXMimEaImAI534H label, fI31 instance="instanceXX", instance="ip:port" %, Bhlk
£ pushgateway HFIEIFEEES .
o (iELRnR) HiREREMR pushgateway RXIRIEIR
HEISEE(ER pushgateway HiRRIGSES, EiRinE&ERINEDMRR LIRSE, FFLERE—RX EHIRNEIE—BREE pushgateway PHRERE,

IRIRERE: BR=ITE (1bF) BRSEAE 55198 478


https://github.com/prometheus/pushgateway?tab=readme-ov-file#admin-api
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Docker EA

EIEEHHATE: 2024-06-20 17:35:41

RMFinR

Docker Daemon 2 Docker Btz EEZ—, ER—NMSELETHESHIE, REEE Docker FHRMEIRE. ZTHEE . BRE:FT Prometheus
BirSdiEEh, TNBESRESEAR. BI=TMWFEE Prometheus MiEIRSZEISMEUES R E Docker REHI Daemon MiEEiE, FHRMETHHEER
B9 Grafana iz X,

RMELR

RS

docker lRAFETF 17.04.0,
Fi& Prometheus 5%

EE docker daemon

E4§ Docker Daemon EE&J Prometheus Bir, BE# daemon.json EEX4HiRIN metrics—address BB, RRTHTFZNEEERLIREFETF
SCISMINEE, WEEEEEIR experimental BB, LU TFAZRSAS daemon.json BEBEIMIE, BREANFE, WEECIZEZEE:

o Linux: /etc/docker/daemon.json

o Windows RS388: C:\ProgramData\docker\config\daemon.json

» Docker Desktop: $JFF Docker Desktop i&E#i##E Docker Engine RERIEX 4
MBXHRZE, BETERSHAEIR:

WNERSHIESS, HINFER metrics—address #1 experimental, HRIFHAREREI JSON R,
RFEXHECE, ER Docker:

systemctl restart
BE

systemctl restart dockerd

A ER:
BRTRE—T, B—1THEERESERE.

VE
BREHNE docker FHEH pod WIEHENE:

127.0.0.1:9323/metrics

BRI EEHENRIEINE R :

IRIFRE: BR=ItE (It ) BRSEATF 585199 #478%)



2 Hﬁ iﬂﬁ BR=TWNFES

# HELP engine_daemon_engine_cpus_cpus The number of cpus that the host system of the engine has

# TYPE engine_daemon_engine_cpus_cpus gauge

engine_daemon_engine_cpus_cpus 2

# HELP engine_daemon_engine_info The information related to the engine and the 0S it is running on

# TYPE engine_daemon_engine_info gauge
engine_daemon_engine_info{architecture="x86_64",commit="562656c364" ,daemon_id="FPJ5:VKVG:WAMF : LKPE: FDRQ: 345D : HJXM:KQXA: YXK0: ZNQU: LESN: APQS" ,graphdriver="overlay2",kernel=
e="linux",version="v19.3.9-tke.1"} 1

# HELP engine_daemon_engine_memory_bytes The number of bytes of memory that the host system of the engine has
# TYPE engine_daemon_engine_memory_bytes gauge

engine_daemon_engine_memory_bytes 1.8052096e+09

# HELP engine_daemon_events_subscribers_total The number of current subscribers to events

# TYPE engine_daemon_events_subscribers_total gauge

engine_daemon_events_subscribers_total @

# HELP engine_daemon_events_total The number of events logged

# TYPE engine_daemon_events_total counter

engine_daemon_events_total 28

# HELP engine_daemon_health_checks_failed_total The total number of failed health checks

# TYPE engine_daemon_health_checks_failed_total counter

engine_daemon_health_checks_failed_total @

# HELP engine_daemon_health_checks_total The total number of health checks

# TYPE engine_daemon_health_checks_total counter

engine_daemon_health_checks_total 0

# HELP engine_daemon_network_actions_seconds The number of seconds it takes to process each network action
# TYPE engine_daemon_network_actions_seconds histogram
engine_daemon_network_actions_seconds_bucket{action="allocate", le="0.005
engine_daemon_network_actions_seconds_bucket{action="allocate", 0.01"} 0
engine_daemon_network_actions_seconds_bucket{action="allocate", 0.025"} 2

IBiInREE

1. &% Prometheus SiZRSEHE .

2. TEEBIFIERP, EFEFRR Prometheus E6),
3. NTHIFER, EREIERE > E/PD.

4, TEERMPEERIMBYES, ph—RRER.

EFER HiERE sEEE sy 2T

EREERES EE R HEEE

=] i i E eimi s HiEE s, MRS o Q
5=
€7
T
& yEEs &5 Prometheus S RSAES M

5. ENER, ESEIFRESHNBILSER, HRERF.
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https://console.cloud.tencent.com/monitor/prometheus

O BT

- 127.0.0.1:9323 ## BfHEBERMIED

8

BHEXREMES

RERECE

R ERES|

@ *
job_name: docker-demo
scrape_interval: 30s
static_configs:
- targets:
R BUH RFEETSNER, TERR 2.

6. TEEMAIMER docker, B Dashboard Z3&/AK.

EFER HiRFEE SEEE s

EnEERES ek HIEEE

we AR me | SEeE

[55=3 =E=FECER
MBS wh
FEE
[z e
& Docker Docker dasmonisiE, HiFdocker,

EERE
AR

Prometheus ZFIE45E Grafana 3£,

RMET R

1. BF BiRz=aWiES Prometheus & , iEEXIR Prometheus SEFI#NSIERME,

FaEE HE= EE

container, engineE(EE

EAZTMNES

docker © Q

Dashboard $fF «

Dashboard &5

Dashboard S15;

2. ELHIBPERRE, KFI4PEN grafana ttblit, FTRHER, AFE others X{43EH#kE] Docker daemon metrics EMER, BELHIHEXIERE

&, WMTEFR:

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/monitor/prometheus

%) i:ik=

B8 General / Docker daemon metrics Y¥ =<3

v19.3.9-tke.1

Engine cpus Running container

26

Engine memory Stopped container

1.81 B

Events total

28

Events subscribers total

EESE

Bz Prometheus EERSZISEELE, AIRBISERIEREFNSERR, (#5520 ME5E50

IRIRERE: BR=ITE (1bF) BRSEAE

15:25

— changes = commit = create = delete

Paused container

[ B

TencentOs Server 3.1 (Final)

Container actions

start

Daemon network actions

1525 15:30 1535

= allocate == connect == release

Builds failed total

5 minutes

= failed reason: build_canceled

EAZTMNES

led reason: build_target_not_reachable_error

= failed reason: command_not_supported_error
= failed reason: dockerfile_empty_error

d reason: dockerfile_syntax_error

reason: error_processing_commands_error

== failed reason: missing_onbuild_arguments_error

failed reason: unknown_instruction_error

88202 $478m)


https://cloud.tencent.com/document/product/248/87424

EAZTMNES

O BHS

TKE &8 Z =B 5B

=IEEFATE: 2025-01-06 10:24:53

AXANE Prometheus MISIRSTE EAAHES 8%, £AF TKE SHNZENS MG, ERIRHSAEEE.
proxy—agent

MR

BT TKE SE8EMIIMSBINE, proxy-agent SREEEEANERIMIREEMHRAIGIICE, JMEPREBMH—HEET proxy—agent IRSEINEERFA
KIEIE, S—HmIiBiE proxy—-agent {MEBUEIRHSE Prometheus EFIRIRTFEZFiET

HEEEHANERNR
Namespace kubernetes JRZR ESit] BRE iRA
proxy—agent Deployment 0.25C256Mi*2 RERE
ServiceAccount - RBREAR
<Prometheus 3 ID> ClusterRole - REUREX
<Prometheus = ID>
Role - SMEBEERFERSMETRIUR
<Prometheus £ ID>-crb ClusterRoleBinding - SREEIBRIER
<Prometheus £l ID>-rb RoleBinding - SMEREEREERSMETERUR
HEFPRINER
BURIER
Ihae TRIIR IR ERUR
ReEREsE :graacpezconfigs,servicemonitors,podmonitors,probes,configmaps,secrets,name getflistiwatch
RSEM services,endpoints,nodes,pods,ingresses get/list/iwatch

BB ARG HEIRIMEY nodes/metrics,nodes/proxy,pods/proxy get/list/watch

7 RBAC £UAYEHRMEY /metrics,/metrics/cadvisor get

$M8B Kubernetes SEEFERIMIUBRIZR
Ihag ERWR ISR ERUR
RERESE scrapeconfigs,servicemonitors,podmonitors, probes *(all)
EIEREELZH namespace <Prometheus 3l ID>/* *(all)

BURTEX

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: prom-instance
rules:

- apiGroups:

- monitoring.coreos.com

resources:
scrapeconfigs

- servicemonitors

IRIFRE: BR=ItE (It ) BRSEATF 58203 #478m)


https://cloud.tencent.com/document/product/248/87415

EAZTMNES

podmonitors
probes
prometheuses
— prometheusrules
verbs:
= @&t
- list

- watch

- apiGroups:
wn
resources:

- namespaces
configmaps
secrets
nodes
services
endpoints

- pods

verbs:

- get

- list

- watch

apiGroups:
networking.k8s.io
resources:

— ingresses

verbs:

- get

- list

- watch

apiGroups:
resources:

- nodes/metrics
nodes/proxy

- pods/proxy

verbs:

= @@t

— 1iglie
watch

nonResourceURLs: [ "/metrics", "/metrics
verbs:

= @@t

apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: prom-instance
namespace: prom-instance
rules:
- apiGroups: [ , "extensio
resources: [ ]

verbs: [ "*" ]

tke—kube—state—metrics
HENE

IRIFRE: BRzITE (165 ) BRSEAS 55204 $478%)




O BHS

tke—kube-state—-metrics {ERFREAMH kube-state-metrics, MIFEERAY APl server, SRERBNZHIRIVIRSIEIR.

BEEREFANERENR

Namespace kubernetes JREZR

tke—kube-state-

kube-system metrics

kube-state—metrics

BHHRIRFRE

IRPRIAR
g
WS SR PO ATRAOARS
SEURE Pod FifES KIS

BURE X

apiVersion: rbac.authorization.k8s.io/v1l

kind: ClusterRole
metadata:
name: tke-kube-state-metrics
rules:
- apiGroups:
_unm
resources:
configmaps
secrets
nodes
pods
services
serviceaccounts
resourcequotas

replicationcontrollers

limitranges

persistentvolumeclaims
persistentvolumes
namespaces
endpoints
verbs:
- list
- watch
- apiGroups:
- apps
resources:
- statefulsets

— daemonsets

IRIFRE: BR=ItE (It ) BRSEATF

2Ry HEE
Statefulset 0.5C512Mi

ServiceAccount -
ClusterRole -
ClusterRoleBinding -
Service -
Role -
RoleBinding -

ServiceMonitor -

BRIIR
#KERS Kubernetes &EiR

statefulsets,pods

L]

RERER

TPREAR

SREAPRIBX

SREMURIEX

RERFIMNIRS, RS RMER
53 REABRIBR

53 R REEIRIEX

RERE

IS RIRFIUR
list/watch

get

EAZTMNES

58205 $#478%)


https://github.com/kubernetes/kube-state-metrics

EAZTMNES

- deployments
- replicasets
verbs:
- list
- watch
apiGroups:
- batch
resources:
— cronjobs
- Jjobs
verbs:
- list
- watch
apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- list
- watch
apiGroups:
- authentication.k8s.io
resources:
— tokenreviews
verbs:
- create
apiGroups:
- authorization.k8s.io
resources:
— subjectaccessreviews
verbs:
— create
apiGroups:
- policy
resources:
poddisruptionbudgets
verbs:
- list
- watch
apiGroups:
certificates.k8s.io
resources:
— certificatesigningrequests
verbs:
- list
watch
apiGroups:
- storage.k8s.io
resources:
- storageclasses
volumeattachments
verbs:
- list
- watch
apiGroups:
- admissionregistration.k8s.io
resources:
- mutatingwebhookconfigurations
- validatingwebhookconfigurations
verbs:

- list

IRIFRE: BRzITE (165 ) BRSEAS 55206 $478%)
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watch
- apiGroups:
- networking.k8s.io
resources:
- networkpolicies
ingresses
verbs:
- list
- watch
apiGroups:
coordination.k8s.io
resources:
- leases
verbs:
- list
watch
apiGroups:
- rbac.authorization.k8s.io
resources:
— clusterrolebindings
clusterroles
— rolebindings
— roles
verbs:
- list

watch

kind: Role
metadata:
name: tke-kube-state-metrics
namespace: kube-system
rules:
- apiGroups:
nn
resources:
pods
verbs:
- get
apiGroups:
- apps
resourceNames:
— tke-kube-state-metrics
resources:
- statefulsets
verbs:

- get

tke—-node—-exporter

HENR
tke—node-exporter ERFHEIE node_exporter, ABEEEEAAIE Node Lk, FRREBHMEUNIRIERSEF.

BEERSRAREER

Namespace kubernetes MREFR Hic] izL:l
kube- DaemonSet 0.1C180Mi*node#iE REER

system tke—node—exporter
Service REEFIMRSS, HIRSRIER

IRIFRE: BRzITE (165 ) BRSEAS 58207 #478%



https://github.com/prometheus/node_exporter

CSE)H%?HEE BRSNS

node—exporter rSerVIceMonlto - REEE

BH-NPRIRAR
BT R E SRR .
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O BHS

L2BAFILIRAE

IEE#HATE: 2024-08-15 18:01:01

R

EAZTMNES

K48 Prometheus I5{EARSS 7 SAARIRS B8P, HEEHTAPSEHZSETETRNIRORE. RANNEHPEHNESEEXDRIHIRRSGH

FEESRT

JEEERR2HAH Prometheus KiZRS 612, —RIBERTATEEN.

ReHE
) RO
R TCP:9093,9090,10901,10902,9990,3000,8080,8008
NEEFRTY TCP:8100-8200
N ALL

i C1i52AR
| {EF &iE
TCP:8008 proxy-server Y0 proxy—agent &%z O -
TCP:8080 SEREMEOEARO -
TCP:3000 grafana XEix0 -
TCP:9990 cm-notify EZ£ix0 EME T

TCP:10901,10902

TCP:9090

TCP:9093 HERIKO

TCP:8100-8200

=t P

proxy-server $IFR&ERIKO

thanos sidecar #0fitsiit -

B E reload im0, REHES@EO -

5RlE
FF
FeF
FVF

HFREROBEN1001, FRLAKBKERRSTREET1009

B3R Prometheus Y%, #REGIRY ID/STR > SCHISHT, RESHERZEMPD, EREROETHRIUSIHCEEHZLE, mHRSETETEHE

HERSARE, UEEEEHREMHE.

BEXER

RS

HIERSE sEEE

Pod $(4/4 (31% 4.25 G)

RERE B)

Target B &R

TargetiR#

AgentiRi& 1

fRA tmp-agent(v1.0.7)
proxy-server(v1.0.7)

tmp-operator(v1.1.0)

IRIFRE: BR=ItE (It ) BRSEATF

mRE

SLHISHR

RERE

RERAMFEERE

$EC Target

&5 tmp-operator-7c95f6f5fd-bh2sh ((Z1TH)

» tmp-agent non-cluster 1/1 (iE{74)

RE L smeLRERE

o eeesi9090(1/1)
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https://cloud.tencent.com/document/product/248/87415
https://console.cloud.tencent.com/monitor/prometheus

O BHS

B

AFSERRLETERFPETRIEE, EFEE

R2H

A S im0
s FRm - TCP:8008
N tIEEEERY -

TCP:9092,8180,443,10249,91
00,60002,10252,10257,10259

PN pL:kva=S::
10251%

=t PeE-0

MAEAREH,

SRmE
FeF

FEIF

A8
R proxy—agent 5 proxy-server BEiSEIIER

tREER AT RIRA

EAZTMNES

IMSTEERFRENIMTIY master BTRtEXiRO, fRIE proxy—agent g

EHIEY master T RtBXITIEEIE

B3R Prometheus Y%, SREGIRY ID/STR > BIERE, 58 ID/SMETHEIIZEHARRSRE.

REBR
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ﬁ}go

Apache HTTP BRS3i5#ZE, BIEEREE. &E&
. REBE

Graphite #8i7¥i%m; Prometheus 55

TENKE, ZRETIREBESE basic auth ¥4
B9 prometheus RIRIiBE

BB ERSSSZIF—HER e Agent , #iEiEEN ZERESE.
1. % Prometheus iERSBIEHIE o

2. TEEfIFIRA, EFEFHAIIRAI Prometheus £l

3. TESEBIFER, EFBIRRE > KR

4. EERPOEEIF—RERNIRS, TEL Kafka 5.

IRIFRE: BR=ItE (Ib5R) BRSEAR
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F3HF
%
%

85

325
3<HF
253
385

25

XHF
B3]

]

3%

3]

F32HF

25

3%

3%

3%

]

BR=ARNES

Nginx Exporter i#A

£ Prometheus %=

Prometheus & EMR 84

ElasticSearch Exporter %
A

Flink 1#EA
Memcached Exporter 1A
MongoDB Exporter A\

MySQL Exporter IEA

SQL Server Exporter EA

PostgreSQL Exporter &N

Redis Exporter A

Aerospike Exporter iEA

Ceph Exporter A

Oracle DB Exporter #A

Docker #EA

Pushgateway &A

Apache Exporter #A\
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x VM Node Exporte

(@) ) @ cvmiEE @ VM EESE

™ N Ingress. «z uuuuuuuuu
‘!' s G Consul Q erco
~Go = ‘vk Istio :._%

@ ImREENRE g @
::::: @ R
‘= ........... ‘ .....

5. BaF; Kafka Bl&#H— A LEEO, ESERRESHHMIEER, HPERITFIE,

Kafka (k r)
"% b=t Dashboard g =357
® zmTA | 1 MAIPHES: 213

Kafka fEHRRER “wistiss o

Kafka 26
+ %&m
+ &0
MEvERE
10s
15s
Exporter Bi&

FERTHESAEEE (): CPU-0.258& WEF-05GB EEEm:

BENRE
1. 5 Prometheus $%ERSEHSE

2. TEsEfiFIERSp, EEHEAIIRE Prometheus 3£,
3. TELBIFER, EIFEIERE > D,

NERRBETOEL T AR, (T2iRA 2

EAZTMNES

4. EERPUNEREIINAIIRSS, TELL CVM =IESBEEAM. BEEHSHE—MEO, PEZTRRPEEFEANES| ([CHEFBH7™R) » BEARINEEE
SCRTMEIERTMIAYARSS . IR T LA E; Dashboard BF, ZEFHFAKIZIRSZH Grafana Dashboard,
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https://console.cloud.tencent.com/monitor/prometheus

@ ISz BASTUNES

CVM =fESE=S (o r X

= =t Dashboard 357

O ZETH EHRIPEER: 213

cvMm 5&%&% R

1. i8iE LR
EifilifstR, %% node_exporter, 1Z(EHES].
BENIEET, BEEEl.

2. REEE
SEREEIES |

ERETE  SREEiE oV v

FEEmEaEEE Q) CPU-0.258 WE-0.5GB E==RA: Io//NAT = e (URERBIEET T REES, 2R o

Metric Relabel ieE5H1

1£52#5 Metric Relabel BeBERIERH, TTLARIN Prometheus [R&ER) metric_relabel_configs Bt&, TE2FMA metric_relabe_configs =fl:

iE

metric_relabel configs:
- action: labeldrop
regex: labelA

regex: ins—(.%)

replacement: $1
source_labels:

— instance_id

target_label: id

target_label: region
replacement: ap-guangzhou
action: drop

source_labels:

IRIFRE: BR=IE (16F) BREEAR 88242 H#478)
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= name

regex: metricA|metricB

HiEzE
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Cfb BBz BASTRNTS

HIRESEIA TSRS ISEHIESEIEE Prometheus skEAfE Prometheus &=L,

© 8
RIS A R R SR O RES RN S S (B R AN SEHNERTERSE), REER%H.
R{EiEm

1. B8R BN=AWNES .

2. EEMSHvtZhes Prometheus $5#E,

3. PEFIRAYSCHIETR, BMANEHIEER, ERNSMESEEIRRE > $IESE,
4. ERIRSEFEORERM, 2R TIERREBEHIESSEE.

BAGE  BEBRE  GEEE  WEe  TMLE

wEBG  BESS

Prometheus tiiit: FESEFIEAREEHRIREL HTTP API Hihit,

AR5 thiit
st [y
|| B W /prom/write I
ivi/read I
[ .apiiv I
HE

RERIE: EEABRRDINE, ARREEBEXAFBES,

1R

http: Japiivi

E

EAINE
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https://console.cloud.tencent.com/monitor

@ H% \_EHE BREamIES

MRS

TER S A

IEEHAE: 2024-10-3118:11:52

&4 (Recording Rule) AILLER I —LEAEIRaE T EANSERMBRHTIRATTE, RARBXLYIREFMHEIIRNEIEETD, E0XLiTEFY
RS E ARG ESIEEREEE, XWF Dashboard HRIEEIER, AILIBRAFPEEUREDIEIITHR,

mERSLMNA (Rule Group) BIRSREFE, HEAEIMNLA—EEIRIRFRT . REMUHSFURFE HEE Prometheus #5E o
BE—MINSENT:

groups:

[ - <rule_group> ]

name: <string

[ interval: duration> | default = global.evaluation_interval

rules:

[ — <rule>

M

FERSRIEENT:

record: <string>

expr: <string

labels:

[ <labelname>: <labelvalue> ]

EEHREN

TREREMNGZAEFEN: level:metric:operations o
o level: FREAHRF, RANARMLEIRES,

o metric: RiEIREM.
» operations: RIFAFEIRRRIETIE,
flan:

record: instance_path:requests:ratebm

expr: rate (requests_total{job="myjob"}

record: path:requests:ratebm

expr: without (instance) (instance_path:requests:ratebm{job="myjob"})

IRIFRE: BR=ItE (It ) BRSEATF 58245 H478)


https://prometheus.io/docs/concepts/data_model/#metric-names-and-labels

CSE)H%?HEE BRSNS

o

JIWUII=gEd

BrEFhAE: 2024-10-3118:11:52

B{eiaR

BPALLEE Prometheus IiZEIRSZEFIGREE Prometheus FRREMN, LIBBREYE Prometheus BEEMEEXHFHIFEFIE

EEIE

1. ER B=TWES

2. EEMSREgZhEE Prometheus $5E.

3. tI# Prometheus &, #EESR CIZE=LH .

4. BEiFEfIFIFRH#NE Prometheus EHIFEERE

5. Prometheus TR &#MN (Recording Rule), ¥IEES M MEEHTA

RMES IR
s

1. ELHISERE, EEREMRSEIFIIIHBTR, BANZIFFRER,

2. AIRHSHERRERMRS > MBMRSHITAANFERE, REEFZFERBAZEAVNNRIARTERSEMINIERS, TE, BAREESR i
KAtk .

BT S (RecordingRule) %

@ TE{E R4 Prometheus Recording Rule YAML #4TECE, FERFMAE N groupiE, S groupFESBHEE.

MM 4BEFR

YAMLAECE name: example
rules:
— record: job:http_inprogress_requests:sum
expr: sum by (job) (http_inprogress_requests)

UTFA— M EERRSRNGF:

name: example

rules:

— record: job:http_inprogress_requests:sum

expr: sum by (job) (http_inprogress_requests)

3. BEMENT
EEAN
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https://cloud.tencent.com/document/product/248/87402
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@ ISz BASTUNES

ERNFIERSR, LIRS HTIRRT R RARENRAROMUERFRE . ZAZE, AWSESETE, BXOMESHIEFSELERE.

HIRRAONY

1. M—EREERRIRN, ATLAHITRIFREIE.
2. FEFIRPIEEREMIRAIAN, MERAZE, MWBSSEMEF, RIHMEXAIRUEESLETIE.
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BR=ARNES

O BAT

AT SMNTIR
EIEEFAE: 2024-08-13 16:10:51

FERATRREMVIERT, SEmEREAMRSHANER. BRATRRSMUERRETERBEERIITR Dashboard BRETSEZEMMNENR, ERET
o BATRESHMNRERASE Prometheus SEHISER, AIEIE Prometheus iz WSEFL#ER, EMRSREEHNBRAKS.

€ e

CERERAESR o

ERER WiRRE EEEE FRE SEHISER

BN l FEMARRAAY

HITHARRARN Qg
ANHEER AN il WS Y e
default-record/node.rules 1 BHaE © BB RA R
default-record/k8s.rules 15 BHaE © BB 2R B

#2 %

BUATRR SN RFIRINT :

metric ({S{R&HR)

:node_memory_MemAva
ilable_bytes:sum

node_namespace_pod_c
ontainer:container_cpu_
usage_seconds_total:su
m_rate

node_namespace_pod_c
ontainer:container_mem
ory_working_set_bytes

node_namespace_pod_c
ontainer:container_mem
ory_rss

node_namespace_pod_c
ontainer:container_mem
ory_cache

node_namespace_pod_c
ontainer:container_mem
ory_swap

BEEEHI&Tg Dashboard

SIS —Memory Utilisation

EEBFISIEMEYS —CPU Usage
EEEFISISEES —~CPU Quota

££8f NamespaceX#&-CPU Quota
T Pod ¥3=-CPU Usage
= Pod #5#5-CPU Quota
TEGEEIEEEE-CPU Usage
T{ERA#EEMRE-CPU Quota
DaemonSet-CPU Usage
DaemonSet-CPU Quota

££8f Pod 15#2-CPU Quota
StatefulSet-CPU Usage
StatefulSet-CPU Quota
Deployment-CPU Usage
Deployment-CPU Quota

= Pod #5#E-Memory Usage

5 Pod #5#E-Memory Quota

IRIFRE: BR=ItE (It ) BRSEATF

Grafana &g Dashboard

Kubernetes /| Compute Resources /
Cluster

Kubernetes / Compute Resources /
Cluster

Kubernetes /| Compute Resources /
Workload

Kubernetes /| Compute Resources /
Pod

Kubernetes / Compute Resources /
Node (Pods)

Kubernetes / Compute Resources /
Namespace (Workloads)
Kubernetes /| Compute Resources /
Namespace (Pods)

Kubernetes /| Networking / Workload
Kubernetes / Networking /
Namespace (Workload)
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https://console.cloud.tencent.com/monitor/prometheus

O BAT

namespace_workload_p
od:kube_pod_owner:rela
bel

EEEFIRISEES —~CPU Quota
EEBFISIEIS—Memory Requests
TEGEEEHsE-CPU Usage
TEEIEERESE - CPU Quota
T1ERFIEIERS-Memory Usage
TERFZLEEHE -Memory Quota
DaemonSet-CPU Usage
DaemonSet-CPU Quota
DaemonSet-Memory Usage
DaemonSet-Memory Quota

SRTELEREMEZEIE-Current Rate
of Bytes Received

B EETERIEMNEEE-Current Rate
of Bytes Transmitted

SRTELEREMZEE-Current
Status

M E TR TIEREMEEIE-Average Rate
of Bytes Received

SR EALEREMZLEIE-Average Rate
of Bytes Transmitted

aTELIEREMEELEIE-Receive
Bandwidth

SRTELEREMZEE-Transmit
Bandwidth

A=A LIEREMEELEIE-Rate of
Received Packets

SRTELEREMEZLEE-Rate of
Transmitted Packets

TR TIERE MR -Rate of
Received Packets Dropped

SR EATEREMEZLEE-Rate of
Transmitted Packets Dropped

T{ERaFEMLZIIE-Current Rate of
Bytes Received

TiER#EMLEE-Current Rate of
Bytes Transmitted

TieR#EMLEEE-Average Rate of
Bytes Received

T etz Mg NsIE-Average Rate of
Bytes Transmitted

TEREMLEISE-Receive Bandwidth

TEGEMEIE-Transmit Bandwidth
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namespace:kube_pod_c
ontainer_resource_requ
ests_memory_bytes:sum

namespace:kube_pod_c
ontainer_resource_requ
ests_cpu_cores:sum

TIEaEMLELsE—-Rate of Received
Packets

TERFMEZLE-Rate of Transmitted
Packets

T{EfazimLgIsiE-Rate of Received
Packets Dropped

TiERFEMLEEE-Rate of Transmitted
Packets Dropped

StatefulSet-CPU Usage
StatefulSet-CPU Quota
StatefulSet-Memory Usage
StatefulSet-Memory Quota
Deployment-CPU Usage
Deployment-CPU Quota
Deployment-Memory Usage

Deployment-Memory Quota

IRIFRE: BR=ItE (Ib5R) BRSEAR
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Kubernetes

&R

Kubernetes

&R
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@ ISz BASTUNES

L2l

IEEHATE: 2024-12-05 16:40:32

B

ATRAZFEMER Prometheus BfERERAIALE, TR THAIRERIN, FRGHIRERMINISIFIOIZH . RAKERIEE, FEA TRE Agent
BEFREMERREREN .. F3SIE5IBFBEEH SSLHIZERES | AREIIAREIFRELNY, FIRXTFTIRILAIRENFHENATER, MIREE
RERRIERIAL .

MEL R
FHRHRSE

1. % Prometheus HiZIRSZEFIE .

2. 7 Prometheus 3£fiI5I%+, pEHE3EH ID/EHR .

3. A\ Prometheus BB, EIREPSAVZPEREEHISH, FitiRIRAoREMERE,
SRR FHR RS o

BAER HiERE HEERE mRE SELSHR

SREISHT e =

® wmisEr H H N .
LEIFIR IP HE:178
ZERBRRAMRFRENGNM, BEAR

O FEE:
ARSI ZESD i, TeEFE1- 293 FRYIERET = .

EHEMIRFEEER T IP KBV F10NSHMKIEIRTR, ABLEET IP XEFEHEASHEARLTZEEFE, BRETHEEIEMTA IP 8,

BEXER HiERE sEEE mRE SLHLSHR

REFISHT  cls- v
® wmEpE, [
LREITFIR P BRE:4

P RE, AEERMI SHARSEE, BRETNTR

TERBEREAIERFRESIM, BAR
EER, FHRRZANERREBRMPN

EINFR
1. EEfzREPREFRER, HAERETFREERT,
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https://console.cloud.tencent.com/monitor/prometheus

O BHS

. .
EAES HWERSE
RESH  cis. gl

@ wEsE:,
FTRIR 1P 2

EEEE

mRE SEHIISHT

TSR

BiIF LIRBRE D

1866666
266666
1024
2048

10m
100000

ERHTMER

@ - LEHRPREN: 4

@ - YHNERMT

a o
FHID P BE
subnet
subee B
subnet
aubre u
subnet
subne
series i Top10 #&#% s ]
subnet
container_fs_reads_bytes_total 68
container_fs_writes_bytes_total 68
kube_pod_status_phase 65 subnet
container_memory_working_set_bytes 2
container_fs_usage_bytes 17 subnet
container_cpu_usage_seconds_total 7
container_fs_limit_bytes 15 subne
kube_pod_container_resource_requests_cpu_cores 7

BRABH T

B 1P HE/P B REEA
Seeooms @erm
0/50.00% (O]
1/5_20.00% © erm
eensassom | KER
Gueoo0on | RAR
amsasass | KER
W RER

2. WE%E VPC HEEFINEITEEHRNFNIIRFINNFN, TRERLSEEAFREARR IP BEHFN.
3. BiRFEUATN, Bk HFIFN ERESIRERER.

LHlicHR

BE

RBAFRM

BRFA

BRAFRH

BRFA

EAZTMNES

RAARE, EHLZHTRESERENFEENBINAS, BIFHFTHE Prometheus REMFEINEITER, MMEMBREEMFENITE,

REICH

WMEFFR, REZUHBIEMMRENSFELRH. REEE. Target HECER. Target ;K& Agent IRE. HIEIRALARFERNZEEE,

EXER

TargetH ECtER
Targetih7S
Agentihi&

[ZN

iR

BIERE

HEEHE

Pod #(1/1 (17%Z 2 G)

tmp-agent(v1.0.7)

proxy-agent(v1.0.7)

tmp-operator(v1.0.7)

proxy-server(
v1.0.2->v1.0.7)

mRE

SERIiSHR

RERWE )

REAHITESR &% tmp-operator-
9B Target

"A 1P 244

TEH sg-

Pod %1 4/4 (3.50 #% 5.25 G)

FAPgRRE

eks/cls-

SEREAMRA 2

tmp-agent eks-cls

(B17)

R
394.27/s

proxy-server

ARKE Ib

proxy-agent 2/2 (iz47 )
RE

SHARKER

B 11 (&7

) 2

)

i 2PN
38.40/s

RESRUZREAER, BRTEE CPU. AFLRNSAURBARESER; REEEHTILERIZ Pod WEE, EFESETHBNHERED

o

IRIRERE: BR=ITE (1bF) BRSEAE
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O BHS

<  BImEEs

BEAXER

AgentiR7s

- e Pod/IP

BRGA

HuERE

eks-cls -0
Pod B 10.0.16.11 n %26

W& ¢ CPURTF ¢

EA=EWNES
X
CPUSH ¢ REFESH ¢ s 4 BRE
- 5 0.02MB/s .
0.45% 1.10% 18.04KBs EERA®E

tke: b= X
50 100 200 500 1000 2000
@ == -NTaET
@ EELL
2024-05-15T11:11:10.041963857Z 2024-05-15T19:11:10.036+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@vl.92.1/1ib/logger/flag. build version:
2024-05-15T11:11:10.042006916Z 2024-05-15T19:11:10.041+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@v1.92.1/1ib/1logger/flag. command-1line flags
2024-05-15T11:11:10.042314666Z 2024-05-15T19:11:10.041+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@vl.92.1/1ib/logger/flag. —-config.file="/etc/tmp-agent/config/
agent.yaml"
2024-05-15T11:11:10.042325359Z 2024-05-15T19:11:10.042+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@v1.92.1/1ib/1logger/flag. -freemetric.txt="/etc/tmp-agent/
free-metric/freemetric.txt"
2024-05-15T11:11:10.042351909Z 2024-05-15T19:11:10.042+0800 /go0/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@v1.92.1/1ib/logger/flag. -loggerTimezone="Local"
2024-05-15T11:11:10.042355709Z 2024-05-15T19:11:10.042+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@v1.92.1/1ib/1logger/flag. -promscrape.httpSDCheckInterval="3s"
2024-05-15T11:11:10.042358418Z 2024-05-15T19:11:10.042+0800 /go0/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@vl.92.1/1ib/logger/flag. —-promscrape.maxScrapeSize="167772160"
2024-05-15T11:11:10.042361208Z 2024-05-15T19:11:10.042+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@v1.92.1/1ib/1logger/flag. -promscrape.noStaleMarkers="true"
2024-05-15T11:11:10.0424134977 2024-05-15T19:11:10.042+0800 /go/pkg/mod/github.com/
lvictoria!metrics/!victoria!metrics@vl.92.1/1ib/logger/flag. -reloader.file="/etc/tmp-agent/
config/reloader.yaml"
2024-05-15T11:11:10.042417636Z 2024-05-15T19:11:10.042+0800 /g9o/pkg/mod/github.com/
REEECE
BRT SR REMN BN RERE
IRIFE : BT (b5 ) BREERT 5253 #478;



O BT

¢ = mm REEE

EAER HERE
global:

scrape_interval: 15s
scrape_timeout: 10s
REEISHT evaluation_interval: 1m
external_labels:
cluster: cls- . |
cluster_type: eks )
scrape_configs:

honor_labels: true
AYinEl honor_timestamps: true
| scrape_interval: 15s

scrape_timeout: 15s

metrics_path: /metrics
scheme: http

..... follow_redirects: true

enable_http2: true

relabel_configs:

- source_labels: [job]
separator: ;

tmp-o regex: (.x)

replacement: $1
action: replace

— job_name: serviceMonitor/kube-system/kube-state-metrics/@

target_label: __tmp_prometheus_job_name

source_labels: [__meta_kubernetes_service_label_app_kubernetes_io_name, __meta_kubernetes_servic

separator: ;

Target HEciER

RRTRERR Target 89 URL. Target FiERIREIESS Job BFR, LAKERIBMARES Fid

< H . - Targetﬁﬁaﬁ)ﬂ C)
BEXER iR
Q
RESH o -
Pod ¥ eks-network
B
eks-network
5 Active
""""" eks-network
i
t eks-network
‘ tmp-a
proxy-
tmp-o serviceMonitor/kube-system/kube-state-
metrics/0
proxy-

Target %#&

g http://. *9100/metrics
If http:/MA B:9100/metrics
g http:/ 9100/metrics
I http:/f _..9100/metrics
0 http:/, “*8180/metrics

eks-cls4lll

eks-cl

eks-cls [l

eks-cls-

eks-cls-ofll

EAZTMNES

J-0

TIRIEREE(ESS Job THiEiERRIRER R Targets, FIREIR Target B4R . Labels. Discovered Labels FE2. Target KSEEEBRT
2 ‘@R’ , h ‘BE” HEEad DXINNE, TRESAUNERESHTHE, ERNEEIEEH Target XS RE. IREES

%O

IRIRERE: BR=ITE (1bF) BRSEAE

fix. FEIEIRS
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O BHS

< . il DER

Targetik7 )  eks-network v

EAXMER BUERE
Active Targets
RERISHA °
i2 clsum W)
Scrape URL REY
R4 Pod 8
RERE B
Target ERAER Bak! g
http:// W @:9100/m R
TargetiR& 5 Activ etrics
AgentikZ& i
RS tmp-a
proxy- o
http:/; .- 1100/met  {2E
tmp-o "
rics
proxy:
v1.0.2
[a]

Agent 17

Labels

pod_name:tke-kube-state-
metrics-0

instance: 1w il 2100

job:eks-network

eoe

job:eks-network

pod_name:coredns-
't

instance. H B 100

pod name-coredns-

TUERAA(... EIRAMER R 8] ERAMERFERT (75)

TR (Discovered Labels)

BRTRES R Agent BIETIKS; mEEBRETLIERZ Pod WETILTBESTATINHIERETE,

< AgentiRE
BEAXER BIERE
Pod R LHELEE
RELE EEYE eks-cls [l W © 2024-05-15 sora
11:05:48
AR Pod 1
REERE R
TargetHECiER Efm!
TargetIR7& 5 Active
AgentiR7s i
hRZS tmp-a
proxy-
tmp-o
proxy-
v1.0.2

EERRE

N 2024-05-15
FE 11:44:41 0.084
. 2024-05-15
A 1:44:27 0.081
CPU/Memory BUEATE)
2024/05/15
0.55% 1.06%
10:55:48

LEEREMAMHRAER, REHNEHRARE, SF IP HERENSALRFNLAIES . SFRANAHER. AARERASER.

IRIRERE: BR=ITE (1bF) BRSEAE

EAZTMNES

X
HRMES
X
RIE
EEA
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< il A %
BXER HiERE HEEE mRE SEISHR
BRRE
wgiosi o m- LFIHR 1P ME:244
RIERME

BREA Pod 11 (1122 G)

— B R & tmp-op tmp-agent [T

Target3 AR RO 4 1A tmp-agent &F vmagent SEHL, AFHEIRREFHHIXTIIEEL) Prometheus I,

HEIRA v1.0.7

5 Active
Agentiis 1
- proxy-agent m
L tmp-agent(v1.0.7) .
proxy-agent(v1.0.7) eks/clf HA¢HEA proxy-agent ¥EHE proxy-server {ERUIBIRSS S, NHREAMIHIAMF RBHRMUEING, DA REAM DNS HEMIT, proxy-agent 7+
tmp-operator(v1.0.7) BFEN
SEBORIEAMHA 2 HEEA v1.0.7

proxy-server(y1.0.2->1.0.7)

tmp-operator [T

kIS
tmp-operator ABTRES) K tmp-agent WZRREEEAM, X5 tmp-agent MIREHEAAZHIELT,
HEIR ERBER D series M@ Top10 E4F wE v1.0.7
container_fs_reads_bytes_total 158
container_fs_writes_bytes_total 158
" Y proxy-server e
1866666 kube_pod_status_phase 135
. container_memory_working_set_bytes " P proxy-server %£531" proxy-agent g — Server, Server Wi SAHORMSHABI LR FHRHEHRLIDRRUA,
- . o TEEIRIRIE

l‘(’;‘; container_fs_usage_bytes 2 I 02
3 container_cpu_usage_seconds_total Eil RhRA v1.0.7

container.fs_limit_bytes 38 BEEAETAS 1L BET HTTP KERINERTEBRERNEE, XFT HTTP KERRE
sh - 2. 887 Server MIEIERIAITHERMIIM, X157 HFERY proxy_url
10m namespace_workload_pod:kube_pod_owner:relabel 15 3. BT REBIFDS HTTP EPHAZH rfc 528 URL , BETE proxy
100000 4. B8 TR D AAAT Uinta2 MR EIRRAES R RE I

© iRA:
o REAWBEREFRISERNIEE, TEINHALIIFAREITHE;
» A% tmp—-operator. tmp—agent. proxy—agent IEE SR FEEETENNFHR;
o {8 proxy-server EA KIS IZRSBIIRER S, BimiH<A eks AniEtA Pod HIRTE, HEXIWEERES Prometheus ZFIAIRE (8
BERPOINAERER) , HEERME,

REREE
B RESHIEIRT LA T BB LRIRIRESRIAER .

REFHE o))

REAMITEER &, tmp-operator- (=179)
9B Target m - ITFEEN
. tmp-agent eks-cls 111 (BIT)
PI 1P 244 T 38.40/s
L4 sg- fed S o
s proxy-server (Z179) !
Pod % 4/4 (3.50 #% 5.25 G) L

NRRE b ) [ B

AR proxy-agent 2/2 (iz9777) \
eks/cls- —
RE

SRRERSAM R 2 SHARERMR

SRERIEHFTRSER:
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O BHS

o R IP 82, % IP FEFEHSEN IP $ERBWIET, REE\REEHTNEERE, BMRESZEE FI17M;
FESHNRZSE, REERSTHMREER, RELMAIERDMEDRTERENZLERME;
LFIREEMEXR Pod HERERERER;
RERAEHM tmp-operator FIETTIRES;

REB#R Target SECIER;

RES REH tmp-agent BETTIKE;
EIRREIEE RN

RIBEH proxy—server BIEITIRE;

o IEIFRENEEREEE;

o BABRAE, SESREAMNIFEIIEFLEENSESS,

FFSEEE:

o AREIE CLB BIRE (BAR) ;5
o KB proxy—agent BIETTIRE;
o EBARERR Target BAS.

FiEgHR

WEFRR, FHESESIET FHEEXEVASHIRS, BEREITSE HXRE o

TFiEioHT

EinLRBERD

86.00

W ZHEET 86.00
SEEIHEE  0.00

3£ series 7Ffif_ERR 700000

BB 18I series TRiE LR 100000

54T Label BMNRAKE 1024

$BHT Label HNRAKE 2048

JEMRERA Label $iE 34
REER0S7

ET EEATFNRETE 5h

T EE A TN R EE 10m

BIREIMHIRAK series HE 100000

BANEEEHE RO 2000

SPUNBESEFTANER® 20971520

2

fetR iR EEE

5l series i EIR

BIEIR series fFfi# LR
IEHRIRE Label SHMSAKE
IBiRERX Label 12
BB AT NREEE

BiRE I AR RITEE

IRIFRE: BR=ItE (It ) BRSEATF

series & Top10 #&iT
qce_cbs_diskawait_avg
qce_cbs_diskwriteiops_avg
qce_cbs_diskwritetraffic_avg
qce_cbs_diskreadiops_avg
qce_cbs_disksvctm_avg
qce_chs_diskutil_avg
qce_cvm_cbsvolumefsusage_max
qce_cvm_lanouttraffic_avg
qce_cbs_diskusage_max

ace_cvm_basecpuusage_avg

1588

RS EEITTI SR

BIRRY series HEEZESENERER

tERIEIRE AR label EFER series, BEZESEHERER.
BEZESEAFSENER.

BEZESEANTEERER.

B series MAILUHESHSEIER (FRFELEF) o

B series PAILMESZHSIRITEE (FRFELEF) o

#E
64
64
64
64
64
64
57
52
52

52

EAZTMNES
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s E H% \_EHE BR=AMNES

ERERRA series HE ﬁiﬂ%ﬁ?&ﬂﬂ%kiﬁ&ﬂg series HE, EBIXEEEEZEIS Range Query BIRTE, sESiERHSEREINE
ifl Instant Query.

BuRiaSERE LR 53MRMEEEHELIR,

BuRtEEEFH AN LR 53 RME S ZRIRE .. Annotation EFERRHIAX/NIMLEIR,

FE—iEtrE&R, FERE Label AIREERTEL series, FENEIPIET series 726E LIRIRF], HEEX

series & Top10 B8R ST
= = o o
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EAZTMNES

E=IEEFATE: 2025-05-16 14:57:42

IIEEFER—HMEIREERRS R, SRATRBREASHENEE, CBERATEERIBLEERBEFCTEMNTHINEE . AT HEAFNEIRIKIBRE
FSSHER, HERKEE LARARPELHA, Prometheus {5 TIAEEFEINE, TEASIHENBZNEERIERS X,

{sEFEIPREY

FUEPRED: FUZHEFEOOK. 180K . 1. 2FRISLHI, A AIFEIMNEEIIETFE.

TFHEREIBRE): IRTFRRAORIEERE, IFEEXEA, TRENRIVENCOX, RAEH2EF,

EiAERN: SONMEEESESINEERE RARRNEDERIEISUVERSIN. EXEONERT, RS R HRETREE, 52
ARMSXENRS (WSTFERNTREE) , Eit, SAUEERER—RERERS151MER. (§IF: SRSREEGER, F6HWALI—RIEREE
154081; ZERBIRENBNRSIRIEE, )

MES R

Hik—: EXHIMTREE

1. R BT WNES

2. EEMZZEEi%E Prometheus i,
3. 7£ Prometheus &iETUEAEHE, SEIEFEENEEETI0OXR. 180K, 1. 25F, NEZEBR FAEREFMHIT,

Prometheus YS1RARSS  sorain
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it
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e
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HGa%
=1

it

S ERERHRIE

IEE#ATE: 2024-07-05 11:48:11

Prometheus iZIRSZZIFEETF Prometheus MRIENIZESERM . ETENEIESERMGN, BT, HS. BE. BIEEE

© B8:

Prometheus BiZIRS HEES T HBAZUWNESEHZLEHT Prometheus FRESEEZREN, FEEERE, BE5E,

L5

o %85 Alertmanager B SREAEISIE, BEEEZEE,

o ZISREIRSIRHTRSMESANHTEMEHEN . 18, GHEERE, BERE.
o EZEMNZHE PromQL #TEX, FEZEMRIE.

o (ERBEAZAINNTESELEMER, TSR, 5. BiESHEKAER.

S
(Targets)

REE

EEAN

«——  jEEmems —>| Prometheus FEETES

BEIMRIR

Pull \_ (Prometheus Agent) |

. ol s

i5LHA

AR EERERE .

BEEEMASMMSEE, SZEMNER PromQL #TEX.
EEXSEIRE

BEXEERS.

FAPEEEMINZIEE ER—AMMRE

BHEXSEMNER .

AEERSIR, BHRE, BRNSIEKERE, AFEEERG RS,
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EEHN5AR
EIEEHATE: 2024-08-16 11:52:01
EBMUAFRIET Prometheus MFARREEBRE, THBRRSORS, REBNRARSSRER
e — SR
# Prometheus &, SEMMARAMUMEXIERER, — M EBRUMHTATET:
groups:

— name: example

rules:

- alert: HighRequestLatency

expr: job:request_latency_seconds:meanbm{job="myjob"}
for: 10m
labels:
severity: page
annotations:

summary: High request latency

EEENEP, BIITLUE—BIRXMUIZEEXE— group Fo EE—1 group REITATLUEXSNEEIN rule. —REEMNEZHEATILE

SRR

o alert: HEMNAIZIR.

o expr: E2F PromQL RN ELMERM, BFHEEREENEFFFHERZRME .

o for: {HMEEGHE, AESH. BFRFARAGEMAFHSE—RRERAREEE . EECHRHTESHENIRER pending.

o labels: BEXIFE, AFAFEEEMNEIEE EN—AMNERES,

» annotations: AFEE—AMINEE, FIMAFEASEFMEENNFE, annotations RBESEF-ENES—RIERSEHRIET
Alertmanager.

1R

BEBR, EEZRNHE annotations BER summary EREZRMEER, description BFEREZERFEMER . FAT Alertmanager £ Ul 2
SIRBEXAMFEE, EFSEER. HESEEEREGEFIIEIE, Prometheus 3Zi5ERE label #1 annotations RIFHREAIE,
Bid slabels.<labelname> EEAILISITZHAIEEXLFIPIEETRENE. $value WATLARENZET PromQL FENit HAEAE,

.<labelname> }}

fign, TILAESERILEIC summary AR description BIRESHITTIEM:

groups:
— name: example

rules:

— alert: InstanceDown
expr: up == 0
for: 5Sm

labels:

severity: page

annotations:
summary: "Instance

description:

IRIFRE: BR=ItE (It ) BRSEATF 55263 H#478m)
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alert: APIHighRequestLatency

expr: api_http_request_latencies_second{quantile="0.5"}
for: 10m

annotations:

summary: "Hi

"

description:

IRIFRE: BR=ItE (It ) BRSEATF 55264 478%



O BHS

RS ERER
E=IEEFATE: 2025-05-30 14:13:32

AXIESEHE Prometheus ISSIRSEHIAPOREERNE, EREISTEERRITRIGBAERIULENE
RIS

282 Prometheus =6l .
B XEXEEF ERE Sl BBURERR.

RMES R

RIS EMNIREE, BEESR SENRE o
1. % Prometheus HiZIRFZIEFIE -
2. EEBIFIRSP, EIFXIRAI Prometheus 36, PEMPRELHEREE , #NEEEHTE.
3. EEERRERPRENESRER, TMEFRESZERBER.
4. giEAR: HEEEIR. RERE. YAML RE=MelESX, TaRERERG.
6l ID/BIR: EBINETR, TEES.
RSN BEXEM.
B SEMNAE, TRERMSAMN .
MEFR: BENER.
PromQL: A{EREAEIRBIBREY, FRETF PromQL MRIAREZMERM, BFHEEEEHEFIHRZSRME.

EAZTMNES

HENR(Summary): fKFRAFPEEXSERE, 58 {{ $labels.<labelname> }} TESiAHFISZELFIPISERZINE, #EESR

EHRIEA o

& &R (Description): AHERRKIMERETEEY, RKIFAFEEXEERNE, XIFET $labels.<labelname> EEiHiALFIHELHIHIE

EFEE, { $value I} WATLASREYZET PromQL FixNitEIIEAE, #EBESR EiRikE

Labels: 5%, AfERRIMERBAIEEY, FRAVTAFEEEMMESE LA—AMIMRE, TIRERKESZEMREEHERLES .

Annotations: 1, TFERAMIRBITEEN, XRAFAPENSEMMEE.
FERdE: TERASRIMERBITREEY, RRAMESLHSESONEESREEE,
WekediE: ABSDWEZE R, ERULIEENSZEHMME,
SEERE: TEFEBNSSEES. webhook SZEEHEE alertmanager S5,
EEEN: HREENSZENMER, GSBIRETR. BMER, BRERIBICRES, #BBEESN BNER.
GEYEEREIEER: DFENITERBNSZRBASEENER, BES|IBZERRENREE,

IRIRERE: BR=ITE (1bF) BRSEAE
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el eart i X

- s | s | vousa

ST 2
. = X
o0
TTEE _ >
o0

0 + | St v

BESINEER/ NSRS, SREM S, WSSHEEEANNSHEEME, 158rialE
ERAT RS,

ERETAH. RSEEEEREEARES SR, NS —RED, TEEHR1VNT, W/ NErzERE i

=SE] Bi= Webhook HiZalertmanager

RS ET AR R
LEEERRRAS, CELSE RS

FEEAEEEESER O

EiRisAe

Prometheus Z#5#EiR{t label 1 annotations FirZAIE, &Eid {{ $labels.<labelname> }} TETLUFRLFIEELFIPISEIRZAE, Heb
labelname FIEERZIIZIR. {{ $value }} MTTLATKENZAET PromQL RiARiTEIHAE, TEIEREERT ({ Svalue }} B ITSHMENEEE, LUEFE
ENTEE, UTE2ERNEES RG],

o BEXRHIEERRL

$value // TRSAME (30 123.456)
printf "&£.2f" $value }} // {REEFALE (30 123.46)

printf "%.0f" Svalue }} // HREE (80 123)
printf "$.le" $value }} // RIFHEGE (M 1.2¢+02)

IRIFRE: BR=ItE (It ) BRSEATF 55266 $1478m)
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{{ printf "%.2£%%" Svalue }} // BEHEAESEL (80 123.46%)

{{ $value | printf "%.2 "y /) FNBiE

o BEEAfIEER

FHEM (B, KB, MB, GB %)
$value | humanizel024 }} // EIEhEMRFTHEM (40 1048576 - "1.0 MB")
$value | humanizel1024 | printf "$.2f" }} // {REEAEEAG/NEE (30 "1.00 MB")

I (k, M, ¢ %)
$value | humanize }} // EAEHEEHE#HIEA (#0 1000000 - "1.0 M)

- BHEERE (s, ms, ns F)
( $value | humanizeDuration }} // BEAGDEIRAETIEIEA{Z (%0 0.001 - "1 ms")

/ Btgiiis
Svalue | humanizePercentage }} // BnhiEieAEoEEst (I 0.12345 - "12.33")

Bian, FELERSEREVEEE N [0,1], EHERBHAER {{ $value | humanizePercentage }} #I2AESHER . MNRELLRAEISREETEES
[0,100], FEHERAEFEMA {{ printf "%.2f" $value }} FIRAREHRNBHESLEER . SR, MEEFEE—EH instance BIRERRLHI
IP, EEZREFMSENKPAER {{ $labels.instance }} EREUTFERE, WRIEFIAPELRUHESNT:

R - () X
FMEH = CPUER®EIE

PromQL +
“ (1 - avg(irate(node_cpu_seconds_total{mode="idle"}[5m]}} by

(instance, instance_id, region)) = @

T B
HEWH (Summary) * SEHI{{$labels.instance}} CPUIE}

¥ H 2 (Description) = FHl CPU ERFRAE. FEFID: {{$labels.instance}}, HFIE: {{ Svalue |
humanizePercentage }}.

Labels e
Annotations F3]
FFERET[E 0 + A ~

B RNEI S/ RN E, FiRENSH, USEEHEEAINSWEEME, 1599AEILA
ERHSTMESE.

WEIRIEEEMT, SEMNSIEMEMASTZRLA IP, SZESPRBHEMESZLA IP MHpEHE, BIMERMT:

EERT state HEIHR Summary &EHE Description
Active SE110.0.0. CPUEREIE 4l CPU ERHEIE. XHID: 10.0.0. =, HFIE: 1.228%.
Active /10,00 = CPUEREEE F#l CPU fERHEIE. EHID: 10.0.0 HAIE: 4.633%.

IRIFRE: BR=ItE (It ) BRSEATF 85267 H#478)
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@ ISz BASTUNES

AIESHEHE Prometheus MBS EHIAT, INTESEIFEAITHSHRR,
RMES R

1. R Prometheus iZERSBIEFHIE o
2. TELfIFIFRS, EEXIRAY Prometheus 361, BETRBSMEZNSEEE, H#ASERRRE.

3. EEERIERE, KEIREXANEERE, ERFIRPRT2HES,
4. TEER R ETRERE

e ERE

@ EETHASEMLNEEER
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https://console.cloud.tencent.com/monitor/prometheus

O BAT
RAEZSEEYHAE (1)

EIEEHRATE: 2024-04-26 14:33:11

BR=ARNES

ZERIERIBUEA TR B FE AZEAI Prometheus S, HEMELRIMEFELERL Prometheus 36, E2EEH SRMRIREEPHIZEOMEIRA

o
Prometheus ¥#zBk3379 Kubernetes SEE$fliR T Master {4 . Kubelet. &FRER . TIEGH 1 5 IREEIR,
Kubernetes Master @+
TSR RN TIER:
REGEBR REERIER $54ERTE]
ERimisia (sum(rate(rest_client_requests_total{code=~"5.."}[5m])) by
APIServer i (cluster,instance, job) /sum(rate(rest_client_requests_total[5m])) by 15m
71 (cluster,instance, job))> 0.01
s apiserver_client_certificate_expiration_seconds_count{job="apiserver"} > 0
ERigihia . . . .
. and on(job) histogram_quantile(0.01, sum by (cluster, job, le)
APIServer it . . . . e %
T (rate(apiserver_client_certificate_expiration_seconds_bucket{job="apiserv
er"}[5m]))) < 86400
~ “ sum by(cluster, name, namespace)
RE AP| Hii (increase(aggregator_unavailable_apiservice_count[5m])) > 2 x
24 APl TR (1 — max by(name, namespace, cluster) 5m
i€ (avg_over_time(aggregator_unavailable_apiservice[5m]))) * 100 < 90
BAEPIServer o absent(sum(up{job="apiserver"}) by (cluster) > 0) 5m
l}Sﬁcheduler A absent(sum(up{job="kube-scheduler"}) by (cluster) > 0) 15m
Controller .
_n _ _ " S
Manager #iF absent(sum(up{job="kube-controller—-manager"}) by (cluster) > 0) 15m
Kubernetes count by (cluster) (count by (cluster, gitVersion)
B EHRREFR (label_replace(kubernetes_build_info{job!~"kube- 15m
—% dns|coredns"},"gitVersion","$1","gitVersion","(v[0-9]*.[0-9]*).*"))) > 1
Kubelet
REEZTR REEFRIATU $FEERYIE
Node HS kube._n?de_s'fa.tus;cond|t|"on{job=_~". ku‘lI)e_—_state— 15m
metrics",condition="Ready",status="true"} ==
N kube_node_spec_taint{job=~".*kube-state-
REJiA —Node_spec
Node A& metrics",key="node.kubernetes.io/unreachable",effect="NoSchedule"} == 1 15m
count by(cluster, node) ((kube_pod_status_phase{job=~".*kube-state-
metrics",phase="Running"} == 1) * on(instance,pod,namespace,cluster)
Node LEiE{TX group_left(node) topk by(instance,pod,namespace,cluster) (1, 15m
£ pod kube_pod_info{job="prometheus-kube-state-metrics"}))  /max
by(cluster, node) (kube_node_status_capacity_pods{job=~".*kube-state—
metrics"} 1=1) > 0.95/td>
Node K&#lzh sum(changes(kube_node_status_condition{status="true",condition="Ready 15m

"}H15m])) by (cluster, node) > 2

IRIFRE: BR=ItE (Ib5R) BRSEAR

SRESHER

ERimihia
APIServer
BEXF1%

hia
APIServer 89
ERIREBISE
24/ i3SI ER

B4 API &iE5
SRS

RS APIRSB&
IS5 Tt
£F90%

APIServer M\
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Kubelet 9%~ . ]
<
A kubelet_certificate_manager_client_ttl_seconds < 86400
Kubelet KIfRSS o
<
A RS ER kubelet_certificate_manager_server_ttl_seconds < 86400
Kubelet ZPixm increase(kubelet_certificate_manager_client_expiration_renew_errors[5m]
IEPEEF S )>0
;ﬁ;gﬁ? n increase(kubelet_server_expiration_renew_errors[5m]) > 0
histogram_quantile(0.99,
- sum(rate(kubelet_pleg_relist_duration_seconds_bucket[5m])) by (cluster,
PLEG = . .
instance, le) * on(instance, cluster) group_left(node)
kubelet_node_name{job="kubelet"}) >=10
histogram_quantile(0.99,
Pod BRI sum(rate(kubelet_pod_worker_duration_seconds_bucket{job="kubelet"}
= = [5m])) by (cluster, instance, le)) * on(cluster, instance) group_left(node)
kubelet_node_name{job="kubelet"} > 60
Kubelet ¥ absent(sum(up{job="kubelet"}) by (cluster) > 0)
Kubernetes %R
REEETR HRigFRIAT(

£8f CPU B[R

ERNFRREH

£58% CPU HEoEuid &

ERNFIIE

B EnE R IRER

sum by (cluster) ( max by (cluster, namespace, pod, container) (
kube_pod_container_resource_requests_cpu_cores{job=~".*kube—-state—
metrics"} ) * on(cluster, namespace, pod) group_left() max by (cluster,
namespace, pod) (

kube_pod_status_phase{phase=~"Pending|Running"} ==1 )) /sum by
(cluster) (kube_node_status_allocatable_cpu_cores) >(count by (cluster)
(kube_node_status_allocatable_cpu_cores)—1) / count by (cluster)
(kube_node_status_allocatable_cpu_cores)

sum by (cluster) ( max by (cluster, namespace, pod, container) (
kube_pod_container_resource_requests_memory_bytes{job=~".*kube-
state-metrics"} ) * on(cluster, namespace, pod) group_left() max by
(cluster, namespace, pod) (
kube_pod_status_phase{phase=~"Pending|Running"} ==1 )) /sum by
(cluster) (kube_node_status_allocatable_memory_bytes) >(count by
(cluster) (kube_node_status_allocatable_memory_bytes)-1) /count by
(cluster) (kube_node_status_allocatable_memory_bytes)

sum by (cluster) (kube_resourcequota{job=~".*kube-state-metrics",
type="hard", resource="cpu"}) /sum by (cluster)
(kube_node_status_allocatable_cpu_cores) >1.5

sum by (cluster) (kube_resourcequotaf{job=~".*kube-state-metrics",
type="hard", resource="memory"}) /sum by (cluster)
(kube_node_status_allocatable_memory_bytes) >1.5

sum by (cluster, namespace, resource) (kube_resourcequota{job=~".*kube-
state-metrics", type="used"}) /sum by (cluster, namespace, resource)
(kube_resourcequota{job=~".*kube-state-metrics", type="hard"} > 0) >= 0.9
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sum(increase(container_cpu_cfs_throttled_periods_total{container!="", }

CPU HiTRHISZIR [5m])) by (cluster, container, pod, namespace) 15m
=124 /sum(increase(container_cpu_cfs_periods_total{}[5m])) by (cluster,
container, pod, namespace) > (25/100)
sum(rate(container_cpu_usage_seconds_total{job="kubelet",
- —n - o j= A "
Pod B CPU &F metrics_path /metrlcs/cadwsor. , image!="", container!="POD"}[5m])) by
== (cluster, namespace, pod, container) / 15m
- sum(kube_pod_container_resource_limits_cpu_cores) by (cluster,
namespace, pod, container) > 0.75
sum(container_memory_working_set_bytes{job="kubelet",
5 =ll o H n o= '=IIII H I=Il nw
Pod AT IEMEE metrics_path /metrlcs{cadwsor , image!="", container!="POD"}) by (cluster,
— namespace, pod, container) 15m
= /sum(kube_pod_container_resource_limits_memory_bytes) by (cluster,
namespace, pod, container) > 0.75
Kubernetes I{Efa#k
REEBTR REgFRIATU $5EERTE]
Pod MEEE |ncre.as?(kube_pod_contalner_status_restarts_total{job=~ *kube-state- 15m
metrics"}5m]) > 0
sum by (hamespace, pod, cluster) ( max by(namespace, pod, cluster) (
kube_pod_status_phase{job=~".*kube-state-metrics",
Pod RERE phase=~"Pending|Unknown"} ) * on(hamespace, pod, cluster) 15m
group_left(owner_kind) topk by(namespace, pod) ( 1, max by(namespace,
pod, owner_kind, cluster) (kube_pod_owner{owner_kind!="Job"}) )) >0
sum by (hamespace, pod, container, cluster)
BRRSRE (kube_pod_container_status_waiting_reason{job=~".*kube-state— 1h
metrics"}) >0
Deployment 25 kube._dltleplciyment_status_observed_generatlon{jc.>b='.~ . I_(uPie—state—
metrics"} !'=kube_deployment_metadata_generation{job=~".*kube-state— 15m
hRAA TR o
metrics"}
( kube_deployment_spec_replicas{job=~".*kube-state-metrics"} !=
Deployment gl& kube_deployment_status_replicas_available{job=~".*kube-state-metrics"}) 15m
HAE and ( changes(kube_deployment_status_replicas_updated{job=~".*kube-
state-metrics"}[6m]) == 0)
( kube_statefulset_status_replicas_ready{job=~".*kube-state-metrics"}
Statefulset #fE& 1= kube_statefulset_status_replicas{job=~".*kube—-state-metrics"}) and ( 15m
BRAAITER changes(kube_statefulset_status_replicas_updated{job=~".*kube-state—
metrics"}[6m]) == 0)
= kube_statefulset_status_observed_generation{job=~".*kube-state—
Statefulset B4 . s "
: metrics"} !'=kube_statefulset_metadata_generation{job=~".*kube-state- 15m
HATE o
metrics"}
Statefulset & ( max without (revision) ( 15m
REM kube_statefulset_status_current_revision{job=~".*kube-state-

metrics"}unless kube_statefulset_status_update_revision{job=~".*kube-
state-metrics"} ) * ( kube_statefulset_replicas{job=~".*kube-state—
metrics"} 1= kube_statefulset_status_replicas_updated{job=~".*kube-
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Daemonset &
R E

Daemonset 284
node FKiFAE

Daemonset &34
node #HEIRAE

Job BITAR

Job HiTEM

B HPA R
e

BIAIAE) HPA B
KfE

PersistentVolum
e K&R

Kubernetes ¥

REERTR

XHRFE=EIRER

state-metrics"} )) and (
changes(kube_statefulset_status_replicas_updated{job=~".*kube-state—
metrics"}[6Gm]) == 0)

( ( kube_daemonset_status_current_number_scheduled{job=~".*kube-
state-metrics"} =
kube_daemonset_status_desired_number_scheduled{job=~".*kube-state-
metrics"} ) or (
kube_daemonset_status_number_misscheduled{job=~".*kube-state—
metrics"} = 0 )or(
kube_daemonset_updated_number_scheduled{job=~".*kube-state—
metrics"} !=
kube_daemonset_status_desired_number_scheduled{job=~".*kube-state-
metrics"} ) or ( kube_daemonset_status_number_available{job=~".*kube-
state-metrics"} !=
kube_daemonset_status_desired_number_scheduled{job=~".*kube-state-
metrics"} )) and (
changes(kube_daemonset_updated_number_scheduled{job=~".*kube-
state-metrics"}[5m]) == 0)

kube_daemonset_status_desired_number_scheduled{job=~".*kube-state-
metrics"} -
kube_daemonset_status_current_number_scheduled{job=~".*kube-state—
metrics"} >0

kube_daemonset_status_number_misscheduled{job=~".*kube-state—
metrics"} > 0

kube_job_spec_completions{job=~".*kube-state-metrics"} -
kube_job_status_succeeded{job=~".*kube—-state-metrics"} >0

kube_job_failed{job=~".*kube-state-metrics"} >0

(kube_hpa_status_desired_replicas{job=~".*kube-state-metrics"}
I=kube_hpa_status_current_replicas{job=~".*kube-state-metrics"})
andchanges(kube_hpa_status_current_replicas[15m]) ==

kube_hpa_status_current_replicas{job=~".*kube-state-metrics"}
==kube_hpa_spec_max_replicas{job=~".*kube-state-metrics"}

kube_persistentvolume_status_phase{phase=~"Failed|Pending",job=~".*ku
be-state-metrics"} > 0

SRRt

( node_filesystem_avail_bytes{job="node-exporter",fstype!=""}/
node_filesystem_size_bytes{job="node-exporter" fstype!=""} * 100 < 3and
node_filesystem_readonly{job="node—exporter",fstype!=""} == 0)
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XERGEERRE
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M{EFES inode R
£R

M{EES inode &
BES

FRIRSFIZE

RS b

R-R&REHE

ERAEREL

HERRT SIS

( node_filesystem_avail_bytes{job="node-exporter",fstype!=""} |
node_filesystem_size_bytes{job="node-exporter" fstype!=""} * 100 < 15and
predict_linear(node_filesystem_avail_bytes{job="node—-exporter",fstype!=""}
[6h], 4*60*60) < 0and node_filesystem_readonly{job="node-

exporter" fstype!=""} == 0)

( node_filesystem_files_free{job="node—exporter",fstype!=""}/
node_filesystem_files{job="node-exporter",fstype!=""} * 100 < 3and
node_filesystem_readonly{job="node—-exporter",fstype!=""} == 0)

( node_filesystem_files_free{job="node—exporter",fstype!=""}/
node_filesystem_files{job="node-exporter",fstype!=""} * 100 < 20and
predict_linear(node_filesystem_files_free{job="node-exporter",fstype!=""}
[6h], 4*60*60) < 0and node_filesystem_readonly{job="node-

exporter" fstype!=""} == 0)

changes(node_network_up{job="node-exporter",device!~"veth.+"}[2m]) > 2

increase(node_network_receive_errs_total[2m]) > 10

increase(node_network_transmit_errs_total[2m]) > 10

min_over_time(node_timex_sync_status[5m]) ==

( node_timex_offset_seconds > 0.05and

deriv(node_timex_offset_seconds[5m]) >= 0)or( node_timex_offset_seconds

< -0.05and deriv(node_timex_offset_seconds[5m]) <= 0)
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@ ISz BASTUNES

w0

TR BSE CPU BAREN

R

E-NEEREP, RETHMSE:

A: CPU G#it8id90%.

B: RAINRASEEZ500ms o

RN EENEETR—RERES A, BIRSEE CPU SR, SHRERIEETE.
HE A RSRRERII T

alert: HighCPUUsage

expr: avg(rate (cpu_usage_seconds_total[5m])) by (instance) > 0.9

&9 B RSRERNINT :
alert: HighResponseTime

expr: avg(response_time_seconds) by (instance) > 0.5
M Inhibition FNEESNWT:
i&: alert=HighCPUUsage

B#x: alert=HighResponseTime
CEE&44: instance
BESR:

cpu_usage_seconds_total EVRES S HRIRIFIIEENI5%, ZIBIFAIRE instance=instanceX, NM&MESRE A, RiXHZEH;
response_time_seconds {EiFHIFEIENO0.8s, ZISIRAEE instance=instanceX, M&f&EE B, (ERFEE LT Inhibition MW, FRLAF
RRIXELEN,

IRIRERE: BR=ITE (1bF) BRSEAE 55282 478,



O BHS

InEEE
R
IEEHATE: 2024-10-22 14:10:22

L)1y

FERBAZRENATIRAZ LERNIFS, 2— M M8-EY (Key-Value) .

EAZTMNES

FZELWRIESHER (FInks3. BHig. ARAF) ERIREY Prometheus MIEEIRHTHRER, BEFEIEEAERRFETRENNER, RERE

MEFESRFHRETRITTER, BATERSIRE

BATilis — BRI SE IR BT AR
E )

BOIRE, IFENATENERNEE,

EAREENZ LBBE101 Prometheus MRS EA), SEBE. B, SUR=AERD, RS TEHEE. 5 A, 5% B. REIFIESZWS, =458

RIEEEREARK=. =M. Eh.

RERE

ATHEESE, ZARERIFESLEEENMA Prometheus EIRRSER, EXT TRIFER/E,

BHEREA

SR EARE R ESPEER) Prometheus 6l L, HRSHER/(ENXRINTRAR:

sEfl ID
prom-1jqwv1
prom-1jqwvi12
prom-1jqwv13
prom-1jqwv13
prom-1jqwv14
prom-1jqwv15
prom-1jqwv16
prom-1jqwv17
prom-1jqwv18
prom-1jqwv19

prom-1jqwv110

(EFtREE

tRElE

BBRE. . SR

EHIEE. Bk A, % B, BEATIE

K=. =M. £RH

B

E3E

b
43
iR
34

Tk ERREA Prometheus MRS SLEI

REFEEMNFEHEHEEAN “ER” 89 Prometheus ZEiFEEIE, BAFENEEER FHEFS,
TEgE R ERI IR 2= R Prometheus SSiRARSS L)

yrs3
EHE
EHiEm
e A
%% B
% B
% B
5% B
% B
[REBHIE
[REARIE
[RHBHIE

RERFSEAMNEELER IR Bk . BHEARAN “FMW” 9 Prometheus HFEIE], BFFENEESR EHIRE

IRIRERE: BR=ITE (1bF) BRSEAE

55283 478
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O BHS

ERtRE

IEEHHAE: 2024-10-21 22:06:01

FIHESIEE Prometheus RIRSERIGH, RIBIRSENSIFITERREE, SBHYMATER.

RMES R

1. R Prometheus SRS EHE o
2. TESCfIFIZRIRTRER, iR,

3. EXBFIRE LAMERIE, RETAL, PEFE, MHFETIRERE, NTEMRR:

TREs:

IR (key:valug

hello v
ERMAREE Q
+ RN B0

* (FTElE)

hello01

4. EFRSTREFEPEENNNRG, PEREZEHTIIR.
5. MRFEARYMMIFESRM, PEEREBNGEE, MEANGERSHTRE.
6. EIMETIFEREELFIFIRPIMAGFTEEREITER, NTEFRR:

U BEIRR R =R

04D

tke

IRIRERE: BR=ITE (1bF) BRSEAE

BRE

HIERT: 15K

e RERTRp

iR (kev:value) it&EEs

=HEFERAH O E{EDemo

TP R AkDemo &2 ©

®Q

$BE

RS KRER 5 v

Qo

EAZTMNES

55284 H478)


https://console.cloud.tencent.com/monitor/prometheus

O BHS

PRIBIRE

IEEHHATE: 2024-10-22 14:10:22

FIGESETE Prometheus RIRSERIGH, MWEIRLHIFTIRSAIRIBIRE.

RMES R
MR LIRSS

1. BF Prometheus KiERSZEFIE -

2. EEFINEERE, BETEREFENI6, EFES > LHIKE > KEFGE, NTEFRR:

Prometheus HiiZ ©riie Sty
© i 202152111 e, % Prometheus S ESHMIBAARS2000, EENISE, Amolatond P RATIANRELARAZ) MB, HHIHIZER,

@  Prometheus T SHROOLE,

El = e

UNMGER, AR G S 1, RERFLLEY, TREAND,

R o P e T st
= EI. s Buscams  w R e

3. FERHMEOR, RIBSEIRBREITIRM. (EeLakEZ MRS :

RIEIRE

@ wmEmn

o RERATARMEERSREE, MHERSNIAENEK, B
BT IREEIE 2

BEEE 1 NER

hello v hello01 v x

+ F @ SEERR

IRIRERE: BR=ITE (1bF) BRSEAE

R 15 E

i 30 %
ST U

s 155

G swxmnes R waAD

= ©

e @

230

e

R

it

SR AR S
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T
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https://console.cloud.tencent.com/monitor/prometheus

@ ISz BASTUNES

{EFARRS!

IEEHHATE: 2024-10-21 22:06:01

IREE—ME-EXY (Key-Value) , &aLIE Prometheus MiZIRSEHIE, @BiE3 Prometheus EHIREFETMERID HEE,, BIIRE, AILE
S @i R AR

HRIRH
S SHBAFIOBAITERE50.
R

qcloud. tencent. project FLARGTREIRERE, ZIEEIEE,
R%%?Es ﬁ?s §ﬁﬁi¥$’ ﬁ% +—=._:/Q@() [] ( ) [ ] ri>< o
FERKERKA2TINER.

HrEE{ERE

A%FE. BF. =8, RFTTHGS.
IREERKIKEN2551F .

IRIRERE: BR=ITE (1bF) BRSEAE 55286 $1478m)



@ ISz BASTUNES

Bz
pialEEHI LR
IEEHHATE: 2024-10-21 22:06:01

MREEBNZHERRT Prometheus 512RESS, ZIRSEFRPAEIE, EHLZENHZWSER, BEEMUTDR:

BHBABRSALRE, HERES.

R ERFIEMARGSENIR, Br-ERREERTENE,
ItAS, EMALINEE FIKSERFARHAEEFRRRRS, FELL DR, FAMERT, FWSEMER Prometheus IR, Eitt, HiJFZCIZRERR
FFIESERitiIFR R ERRAIUR .

[ 11

HIEEE (Cloud Access Management, CAM ) 2EBH=IREHN—E Web RS, CXERFENERRZLEEBNZKP FHERIGHRISR. @Ed
CAM, &EaILigiEE, SEMHERAR (4) , FES SRR SEERMLE AT LMERMLER=RE .

LHIEEERE CAM B, AILUSRIES— M EFS—HEBAFXEKER, KBS EIEEAP EREERERKIEEES . BX CAM REHWESHEXERE
B, B8 Ei%iEiZ . BX CAM RENWEZEXERER, B8R FEiE.

BRLTHENFHKSiHTT Prometheus X FRANHIAEE, SaILABEHET . BHSXLEED FLHINEIT IEPELREBS IR INER .

Al]

CAM HERUFUZIER—1MHS4 Prometheus RFRE L IUELFER—1 B4 Prometheus ##{F. FRELISETIARTRENER (FTA2LE0
HiF, FUEREBULRBSEE) , RREAESRESRFNIENRM .

Prometheus iR ERS APHHRERSHFRIRRIUR, BHRENTFiZE AP I2(E, BLEEERZZRFNIHREEENBANEERER, MYSUsES
EREEIERIER

IRIRERE: BR=ITE (1bF) BRSEAE 55287 478


https://cloud.tencent.com/document/product/598
https://cloud.tencent.com/document/product/598/10596
https://cloud.tencent.com/document/product/598/10601

@ H% \_L:HE BREamIES

L
REFIRE
REEHEED: 2024-10-21 22:06:01

e

iBiasREERI B FEFihia Prometheus SEBRSSEFIRIINIR . HITREERET JSON RIFIRRIIES . BRILABTISRREESIEIUESESRITA
(principal ) ¥H#EEAI Prometheus MRS EEMITIEERTIRIE
IBRRIEES IR T RIEEATRNRE, EXRIBESHRATSR CAM HEEE,

WhinRRERRY TR

HARESEAUTEREXRITE:

o iBf (statement) : HRA—RHZSKBURMIEMES . ZTREIFLH. BIE. TR, SHESSPHBTROMIRIURES . —REKIEEENE—MNER
o

o 87 (effect) : MIRFIAFEMLERRE “AiF” ER2 “BUER" , GIF allow #l deny FHER. ZTEREVER.

o ##E (action) : MRABIFSIELINRIE. IRIERTLAZ API (KL name RISHER ) SETHAEEE (—BISER API, Ll permid BIEHEIR ) . ZTR2EYIE
IR,

- HiR (resource) : HMRENMEGNIE. BREMA RIER, SRTRNEREHEREMRE. ZTR2BER,

o & (condition) : HRRIEERMAREM . REQBIRIERT . RIERMRMEEAR . RHETQENE. P ISES . SLRSAIFEERMGPIEE
Hith{E, iZ7cRREER,

FTRAE
EERS

MRRBEERNETF (RiF) WEFHDHER, NESUELGE. FiY, BAUENES (deny ) MERNIHIE, XEUHBERBFPEELTZER, BMEGHH
RIS T TIGEURER TREEBT . TERIEEAITFRIRITE:

BN WNFEEEN TUERERISE—HIEH SRME, BENRERBIZMEMRS HIZEERSED ( monitor:Describe* ) #12EME0 ( monitor:*) .
EBEAIFHRERNRGIMNT:

"action": [

"name/monitor:Describe*"

EERR
#R (resource ) TRIME—NHS MK, MBS Prometheus MIRIRSEES ., FiERRITRAFRIABRLIASR.

gcs:project_id:service_type:region:account:resource

SEIRBINT:
o R ER W
qcs 2 qcloud service HIETR, ErREBA=N=RS =
project_id ERREER, RATIHRSE CAM BHABIE, —BFIE B
service_type FEEmER, XEJ monitor 2
region A IHES =
account HIARHEEENERSER, BIEWSH ID, FRH uin/${0OwnerUin} , 1 uin/100000000001 =]

IRIFRE: BR=ItE (It ) BRSEATF 55288 #478m


https://cloud.tencent.com/document/product/598/10600

(% BBz BRSNS

resource HARREREFE, 8i4k5 instance

TEZE—1 Prometheus &iZERSZSHIERNER:

"resource":["gcs::monitor:ap-guangzhou:uin/100000000001:prom-instance/prom-73jingds"

HEERE
AR ES I TR RS . TERATREREEN, FERERNMETIHFSOENEY, FERERANT:

XMEOENEREEEIFE key A testkey, value A testvalue BIER.

Szl

EFiFRSE

WNTFERAIF, RS XERIFHRE UIN 531250000000 FEAISES] ID 73 prom-73jingds HIEE, LARYE TinEHEA testkey, ixZE(EA testvalue
&R (ANRZLHIKRETFIFE testkey& testvalue , WBFRIFFD ) -

[

"name/monitor:*"

EF &R D, PEEEEFEINESHIR, WS ID 531250000000:
o EEIMtE (&R ) RIENR.
w=B: BFERSE, instancel(prom-73jingds). instance2(prom-65jidfafk) ZEiEAIRIEUR o

IRIFRE: BRzITE (165 ) BRSEAS 55289 478




@ H%izﬂﬁ ERMEAWES

rom-65jidfafk"

o EEEM Mt (BFF) BIESIUR,
=: BFARSE, instancel(prom-73jingds) ERAIMIBRIEIERUR

or:TerminateP

IRIFRE: BR=ItE (It ) BRSEATF 55290 $#478m)



O BHS

REEREF

IEEHHATE: 2024-10-21 22:06:01

Prometheus EIfE S ERE

MRTTE R ERET R, TN HEISREHE > FiE, PhRERENRECIEaE N ER.

@ mruEm

R ER SRR

HEEE L EES RS fiik

AdministratorAccess - ZEB AR ERIKS WA B REAUR., . BRSHF.

pons | mexns

FIR BB 6]

2018-08-13 17:54:58

QCloudResourceFullAccess - ¢ IR SR (T A
IRBEEX RIS ETSN HRRRE .

SRR

EIRBEFRIRIE R LAEE XX P AR E FHPRE TR

O, LOERFAPEE, F..  2022-11-07 11:18:31

Ea: ] TR BESREE

IR B2RES 8

2018-08-13 17:54:58

R

@ mruEEs

RAERRE
RIS BEXRY ki3
AdministratorAccess - ZRBAFTERKSWAERS RN, USHXOES. ZRSH.
QCloudResourceFullAccess - %kl 1 PR SER (187 . BARC
ReadOnlyAccess. - B AVFIB RO R 35RO =
QCloudFinanceFullAccess - ZRBAFCERRSAUSARONE, fI0: IR, FR.

BIE SRR RIS EiR e B

0, LNERFHEFEEE, F... 2022-11-07 11:18:31

2021-08-09 10:42:42

2018-08-13 17:54:58

EAZTMNES

CAMEEEE (B HEER

e
REAFP/E/RE

RERFRP/E/IRE

R
REBP/E/AE
XEBP/E/RE

RBREPME/RE

RECBP/E/RE

CAMEREE(EM IR

BRESIRIERREBIEERF ML EEEEHMTIREIEEN . TLHMSHSHERRENRE Prometheus BRSSIE(E, ERTLUEHITRIAIFAFHTIRERE

RFARERIFERIR. HIAEE CAM eI EIREEINT:

HiRER BIUREE PR R REAR T &
Prometheus 4% gcs::monitor:S$region:$account:prom-instance/*
BRS3 gcs::monitor:$region:$account:prom-instance/S$instanceld

TRENBURSHFERRURER Prometheus HiEERSS APIHR{F, IREREZRS, action AN\ APHR{ERFRFEALANI B AP #1726, 12E action t

ALMER + (FABEH.

SRR API 5%
API {R{E AP i

DescribePrometheusinstances

S AFRERY Prometheus BRS3SEH)

TerminatePrometheusinstances 552 Prometheus BR533£4)
RecreatePrometheusinstance EHRE Prometheus IRSSEH)
ModifyPrometheusinstanceAttributes {22 Prometheus EFIiEXEM
ChangeGrafanaAdminPassword €24 Grafana Admin %3
UpgradeGrafanaDashboard F4% Grafana Dashboard

IRIRERE: BR=ITE (1bF) BRSEAE

291 #478%


https://console.cloud.tencent.com/cam/policy
https://cloud.tencent.com/document/product/1416/56021

O BAT

DescribePrometheusKubeClusters
InstallPrometheusAgent
UninstallPrometheusAgent
DescribeServiceDiscovery
CreateServiceDiscovery
UpdateServiceDiscovery
DeleteServiceDiscovery
DescribePrometheusKubeBasicMonitor
EnablePrometheusKubeBasicMonitor
DisablePrometheusKubeBasicMonitor
DescribePrometheusAgentRuntime
DescribePrometheusJobTargets
DescribeRecordingRules
CreateRecordingRule
UpdateRecordingRule
DeleteRecordingRules
DescribeAlertRules

DeleteAlertRules
UpdateAlertRuleState
CreateAlertRule

UpdateAlertRule

CreateAlarmNotice
DeleteAlarmNotices
ModifyAlarmNotice
DescribeAlarmNotices
DescribeAlarmNotice

DescribeAlarmNoticeCallbacks

FHSBRBIRNNGG API FUE

APl ##E

CreatePrometheusinstance

IRIFRE: BR=ItE (Ib5R) BRSEAR

5 Prometheus AI5ERRY Kubernetes §E8$51%&
%% Prometheus Agent

1% Prometheus Agent

St Prometheus IRSEMTIZE

8% Prometheus RS AW

B3 Prometheus IRSSRH

fHiE% Prometheus BRSZEM
EigEEERES

FEEMEE

KB

FXEY Prometheus Agent iZfFATIAZS
5 Prometheus 1EIRIMBUMESEPREER
EigRRSRN

BUETRER SHANY

BTSN

PRIpSFRER SRANY

RERNES

PSR EE R

IR RIS

el el

SR

BUZBEIER

ps S EEENR (2 )

e B ANER

EigEMNERTI=

i MNEERIES

BEOWS TARAEEIRAURLIZE

API #Ei&

8l Prometheus BRS3ELHI

BR=ARNES

TR IFERENRAT Prometheus IEIRSS API2(E, BDRILAAAREFERZRENIIE, (EREBEDHER (resource ) TRYBHIEER * o

5292 $#478m)



@ ISz BASTUNES

tBX A BRI

EIEEFATE: 2025-04-24 18:57:12

1£(EH Prometheus SERSEED, ATRBERBEXZEER, SBISMHESHTRSENNGES . EERZRSHEENEESR
TKE_QCSLinkedRoleInPrometheusService. TKE_QCSRole #1 CM_QCSLinkedRoleInTMP =M RE /A,
TKE_QCSLinkedRolelInPrometheusService 2R FER Prometheus iHiRAEEIRSS, BAXBRTNIRRIEINT:

QcloudAccessForTKELinkedRolelnPrometheusService: iZRIEXAFEN=EEERSS ( TKE) ifiaHb=RSER. S8WREFHE (COS)
HERIRIERUR o
TKE_QCSRole A& 2ATENARERS, BIAXBKITUSRIEINT:

QcloudAccessForTKERole: iZEIEATFEN=ERES (TKE) iha=ER.

QcloudAccessForTKERolelnOpsManagement: ZRIEATFEN=EEES (TKE ) ifREMERIRS ER. @8HERS (CLS) HEXIRIFIR
R

CM_QCSLinkedRoleInTMP & 2RFiEiX Prometheus FH=ERER, BUAXBIITULEENT:
QcloudAccessForCMLinkedRoleInTMP: iZ3kEEEF monitor iFidEt RS EFR,

R{FinR

AT REBAEZERRS (TKE ) SERPOEMBHIERINENE, Prometheus IRSIHIFEILIANARX API RS, SEENEINEIE, ABEERBIT.
IRBXFENTHREE, EXRENNRERT, EREXDEISEIEHERARE.

BER
EWSHTN
BN Prometheus EfIWER , EESRENMEEREIAMWEFELSEIEURTIE, #1T TKE_QCSLinkedRolelnPrometheusService #ll
TKE_QCSRole A MAGHIENR, MR, BERBEEINEIAENAE.
BRS318AR x

HATARSEXREN SRR HM RS IRE.
BEEN TKE 54 Q2RSS /e, HRNARREMTRSNED. BXERNT:

BEEM TKE_QCSRole (RSB M)
AR LAIABNBRERS (TKE) RSME, ZABBESXRKERNIIREERHRENEMTRSER.
PR FHig %R HE QcloudAccessForTKERole ®\ QcloudAccessForTKERoleInOpsManagement @

BEMEA Prometheus BT QERSEXAS, HRNEAHEMZRSHNED, HXEEMT:

ABEEM TKE_QCSLinkedRolelnPrometheusService ([RZHEXAE)
AR HRABNERRS (TKE) RSAE, ZABKESXKRKRENIREERHEENEM RS EIR.
UGS iR %M QeloudAccessForTKELinkedRolelnPrometheusService (O

EIREAR HH

EETEFERERDONZHIE. CVM Node Exporter. CVM #EiiE. CVM Z=BESEE. EMR. Cdwch f—ig&&IhaE, NHmsT
CM_QCSLinkedRolelInTMP &g, tTFEFfxR:

IRIRERE: BR=ITE (1bF) BRSEAE £8293 #478m)


https://buy.cloud.tencent.com/prometheus?rid=1

@ H% \_L:HE BREamIES

=542 (qcloud-exporter)

BR B4R Dashboard &

D

(51951

@ BEBAFEDER CM_QCSLinkedRoleInTMPIES1EA A E HIDBNBHER, UTILEINEE. RGP

O GHRERRENZE, THEER T—RRE) ke

PERTMENREEN, MSBHMTED, PERABESEEIRIZNARI.

AR5 14X x

HATA RSB X R ERAHM RS THEE.
TEEN TKE ZET1 QBRSEXAR, ARNARAMERSED. BXERNT:

BEAM CM_QCSLinkedRoleInTMP (ARZHEXEE)
e SEREATHRE (CM) RSEXEE, ZAERTRINGEELENENEFRER.
PR RS QcloudAccessForCMLinkedRoleinTMP (D

[EREIRAR BUH

© A8:
IERBIRAAHI—R, MEEEFEN, WFRBHMZEUETIE,
FHSI

EWST LIRMEURE, RINBRTAHGBE, FKSTIIRLEHAS, FEWSHWFISET PassRole R, FWSARIERER, BUSRTEY.
EEFFUS PassRole fURAY, iSIHFRIEAIFISHLATR:

RBRi5EA 125 REE

QcloudCamReadOnlyAccess

BRFFHSIEIE CAM R, EWSIZFFUSHI PassRole RIRASER & QcloudCamFullAccess

ERIERBRBTEr-mKRER, BEFFIS PassRole 1XREl, FHRFIKSHTE TKE FIE

sgpfdEsESs o 2 sz
518 TKE ZiE #EEEN B8RS (TKE) SUREE

PR ERURE TR, BEEEUTERETFIKS cam:PassRole R
1. EREKSHEFEERRMFKSE HDEE > FiE > MEEERBEE DRENSEARE, FXRNT:

ServiceRoleName/TKE_QCSLinkedRoleInPrometheusService"

S{OwnerUin}:roleName/TKE_QCSRole"

IRIFRE: BR=ItE (It ) BRSEATF 58294 H478%


https://console.cloud.tencent.com/cam/overview
https://cloud.tencent.com/document/product/457/11542

@ H% \_L:HE BREamIES

FEHEIRIR, RBEERST cam:PassRole {3 TKE_QCSLinkedRolelnPrometheusService 1 TKE_QCSRole [RZAGEY, E0IRIES
EERERNAE,

2. ERE, 3R ENEE EEENER TXEFKSEE.

IRIFRE: BR=ItE (It ) BRSEATF §8295 478
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@ H% \_L:HE BREamIES

Grafana IR

E=IEEFATE: 2024-10-3118:11:52

Prometheus ¥#zBk535 Grafana i3 SEEM, —1 Grafana EEFITRAIHEZS P Prometheus EfI4E, AFEM Prometheus RIS —aTH
wo

BEPR
Prometheus 5#ERRSZIFEE CIE2LH] BI4PE Grafana 3£fil, BEREME Prometheus BIRGPELHIATSE FINRIEIESI4PE .
48%E Grafana

1. BF Prometheus M4iZRZEHE o
2. £ Prometheus FIEH#II A Prometheus SLfl, EI{EFIEEES > Grafana > 8% Grafana, =7 Grafana isigitiitylmE48%E Grafana

o

3. 7E3iERI%IE Grafana 5, HekMRERIE,

#37E Grafana rJiR{LIRS X
BOSEN T TG
ZE i B3 F S =i
® & FHAR FRERIE IEEEE 15 BE
FREFA x

() 5 Grafana EILIBSSASEER, Prometheus SERROTHEIREESSIISARTNAL Grafana SFEXR

Ll==%l= #2 Grafana [2

© ikeg:
{N#55%RS Prometheus SEfIR—VPC (FABM%E ) B9 Grafana 3£, &:&8E®FAEM Grafana , 521 #(Ei55| Q.

248 Grafana @1

1. % Prometheus SRS EHE o
2. 7£ Prometheus 5I&RF#3TRA Prometheus 5, 7ER{(EFIEEES > Grafana > 48 Grafana.
3. TE3ER R R IRERRLIETT .

X
Q) “iFEEy SSimr
BEEE FEFEflEnERNSERS Sk,

IRIRERE: BR=ITE (1bF) BRSEAE 55296 $H478m)


https://cloud.tencent.com/document/product/1437
https://cloud.tencent.com/document/product/248/87402
https://console.cloud.tencent.com/monitor/prometheus
https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/248/87480

@ ISz BASTUNES

B Grafana 36l

1. BF Prometheus MRS EFHIE o
2. £ Prometheus 5IZRHKIIRAT Prometheus 3£, 8 Grafana isigdittitFIgyER Grafana &k,

El s smamamn Qo
B0 s T TRE T Gratanaisitt e s wEmEES A ] i koyalue) © staga e
0 | iR 4 &
i Bl oratena st ot AT . B
Y . o I R =0 :
0 = . 2 it . e 0% -
© = FHER 6 e Grafana 22 HimeH. O 7472448 o TS, - #iFe @

3. A\ Grafana REBAWSHEBRETER, tBALIEE SSO BR,

© Ag:
B2 Grafana I&Fi52W Grafana k35, W Grafana Bt&. BERERFRE,
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https://console.cloud.tencent.com/monitor/prometheus
https://cloud.tencent.com/document/product/1437

® H% \.L:HE BR=aWES

API (ERi8R
API #58

IEEHHATE: 2024-10-21 22:06:01

37989 API

Prometheus $5iERSFAEZIFH APl SR Prometheus 1289 API BHERESEMAFIMASIEEI0, RELTILEE AP AR, SE&Zifs
AP| 72 BERIMAERSZIS, LAXRIIEAE, 8 APl 7 HTTP fhY:

API AR ERAR

lapilvi/query HiE—R ISR #FEA Grafana, AEA HTTP #@8XIE, 2% SDK 2t
[api/lvi/query_range EigiiEsEE 2RISR #&=(EA Grafana, &{ERA HTTP 8XIH, &% SDK igfitscim
apilvi/series &if] series HFFER Grafana, AER HTTP #@XIE, %% SDK 2t
[api/vi/labels BigRER #E=(ERA Grafana, AI{#ERA HTTP X1 E, &% SDK i2tsrm
fapilviliabelilabel_namelivaly gz sammta J7E Grafana, BIEM HTTP 18 TH, 2% SDK j2ftsm
api/vi/prom/write remote write EIREIE ERABXAERIEX Agent, Bl Prometheus
Imetrics/{job}/{label-pairs*} Pushgateway EiR&iE FFIE SDK

© i5RA:

Prometheus $iZIRSFEIERH SDK M, HEMAFE Prometheus XM, SESWXMESN: FEIES| o
Pushgateway HHYTEXE(IEA remote write HHXRIRTE, FSTISHIERE(E, AILARBRARIMREMBMEZORSHAITEAEE, 5HRR
aJB1758pE PushGateway .

WER %
LA EIRHAYFRERY API SBEEINE, BRFENAES N ESZIE TERAM
Basic Auth (##%)

Basic Auth &[R4 Prometheus Query BHAESI, APEFAFR APPID, HAZHEEREEERAY Token BIHEE,
THREES: https://swagger.io/docs/specification/authentication/basic-authentication/

Bearer Token

Bearer Token BEEXEFISIEMER, #AEHAEEENEEEER Token,
TREES: https://swagger.io/docs/specification/authentication/bearer—authentication/

AP N RZBAR SRS

iR EIREREEERIMAAEC, BRRIFXEREHEE, HRNMRIFCRFANINEIESR .
BifiEkImNEI) JSON, EARLEIGINT:

s": "success"

<data>,

// A status KEA error B, TEMNEIBISHIRE,

"errorType": tring>",

// BHTERIBEESERN, ZFRISIEARERD

"warning : ["<string>"
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https://swagger.io/docs/specification/authentication/basic-authentication/
https://swagger.io/docs/specification/authentication/bearer-authentication/
https://prometheus.io/docs/prometheus/latest/querying/api/#instant-queries
https://prometheus.io/docs/prometheus/latest/querying/api/#range-queries
https://prometheus.io/docs/prometheus/latest/querying/api/#finding-series-by-label-matchers
https://prometheus.io/docs/prometheus/latest/querying/api/#getting-label-names
https://prometheus.io/docs/prometheus/latest/querying/api/#querying-label-values
https://prometheus.io/docs/practices/remote_write/
https://prometheus.io/docs/instrumenting/pushing/
https://prometheus.io/docs/instrumenting/clientlibs/
https://prometheus.io/docs/practices/pushing/
https://prometheus.io/docs/practices/remote_write/
https://github.com/prometheus/pushgateway

O BAT
-]
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RS
400
401
404

422

429

500

503
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HiE LR

Eif | HiE LR
Bif | BE LR

HEER

BERSHEIR | R LIRIINE series A% LIRFTRESHBMILIEIR
PNE S

API RFE

EinERIFIEAXEENIT(RFC4918)

BR=ARNES

iR HiRRS samples EZRAE EIR (WFEMER, MRAKELAREREERE, Agent SEHEH LRE

7, XMEREC EFERME, FHTRTBER )
PIEREEIR, SREHIMBIAFREA)
RSSERM. EEFIFART | ERiEREP LS ER
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https://datatracker.ietf.org/doc/html/rfc4918#page-78
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RS

IEEHHATE: 2024-12-10 14:53:22

RMFIDR

FE—LHRST (BlEN: Flink job RIEREMATIEERE, RAREHF Prometheus HEVEIEIR ) , BINEEBISFEIEEIEEA Prometheus, HATEILAER
Remote Write 5% Pushgateway K53,

Remote Write

POST /api/vl/prom/write

Remote Write 2 Prometheus fREIHNY, BSNEAILL HEXE . {E/H remote write FH{ITAILME VPC RWE( Prometheus HEIEE ARSI =
}EER Prometheus IRSH, WFHIBNEEHRAMES, BAEI—MREBHEER,

Pushgateway

B Prometheus REBIFENIA Pull 2BV E, EERBLGSENNATEER Push IBEHFR, #IBE8R EAFE . ¥HAERSR
Pushgateway #£A\ .
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https://prometheus.io/docs/practices/remote_write/
https://prometheus.io/docs/practices/pushing/
https://prometheus.io/docs/practices/remote_write/
https://prometheus.io/docs/practices/pushing/
https://cloud.tencent.com/document/product/248/106522

® H% \.L:HE BR=aWES

miEEIEET

EIEEHATE: 2024-08-16 11:52:01

B{Einm
LS MIESERE, TETSEE AP BREEEIE,
APPID/Token 3E75=0

}5& Prometheus API {EBFZEIEE 2ppID + Token HIAIHITENIAE,
o APPID 3Btk o
o Token MIIM Prometheus SEFIBEARSEHRIKE

#if API 0

GET /api/vl/query

POST /api/vl/query

=

» query=<string>: Prometheus: & =R,

o time=<rfc3339 | unix_timestamp>: A{E&, wi.

o timeout=<duration>: #&UERIATE, i, FIAE -query.timeout SEIERE.
IRIEREEEESRINFENHEESRNAIRNSRSHINR, ZNRIEZME /api/vl/query_range O, RHIIITF:

B& Grafana iFiN¥iER
BIATNBLE SEEH Grafana FRIHEE Prometheus JEIEE, HERIEESH Grafana hEEMIE, MIEEESRTEIMER— VPC A, %
EREE LSRN .

F/E BasicAuth jAiiEs %, FHESHENAAMEEEEIE, MTEES.
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https://console.cloud.tencent.com/developer

2 Eﬁ iﬂﬁ BR=TWNFES

Data Sources / hosted-prometheus

¢ Settings g8 Dashboards

hosted-prometheus Default

HTTP

URL http://IP:PORT
Access Server (default)

Whitelisted Cookies

Auth
Basic auth [ With Credentials
TLS Client Auth With CA Cert
Skip TLS Verify

Forward OAuth Identity

Basic Auth Details

User APPID

Password configured

IRIFRE: BR=IE (16F) BREEAR £8302 #478m)
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ERCBRESSIEFEMSNFH15X, FRINET15XLH, SRRELOTY, KWNAREFRNFEER.

FRIBECE M1

node-exporter
node—exporter
node—-exporter
node-exporter
node—exporter
node—-exporter
node—exporter
node—exporter
node—exporter
node—exporter
node—-exporter
node—exporter
node—exporter
node—exporter
node—exporter

node—exporter

=[]

node_boot_time_seconds
node_context_switches_total
node_cpu_seconds_total
node_disk_io_now
node_disk_io_time_seconds_total
node_disk_io_time_weighted_seconds_total
node_disk_read_bytes_total
node_disk_read_time_seconds_total
node_disk_reads_completed_total
node_disk_write_time_seconds_total
node_disk_writes_completed_total
node_disk_written_bytes_total
node_filefd_allocated
node_filesystem_avail_bytes
node_filesystem_free_bytes

node_filesystem_size_bytes

node—exporter node_load1
node—exporter node_load15
node-exporter node_load5

node—exporter
node—exporter
node-exporter
node—exporter
node-exporter
node-exporter
node—-exporter
node—exporter
node-exporter

node—exporter

IRIFRE: BR=ItE (It ) BRSEATF

node_memory_Buffers_bytes
node_memory_Cached_bytes
node_memory_MemAuvailable_bytes
node_memory_MemFree_bytes
node_memory_MemTotal_bytes
node_netstat_TcpExt_ListenDrops
node_netstat_Tcp_ActiveOpens
node_netstat_Tcp_CurrEstab
node_netstat_Tcp_InSegs

node_netstat_Tcp_OutSegs
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node—exporter
node—exporter
node-exporter
node—exporter
node—exporter
node-exporter
node—exporter
node—exporter
node-exporter
node—exporter
node—exporter
node-exporter
node—exporter
node—exporter
node-exporter
node—exporter
node—exporter
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor
cadvisor

cadvisor

IRIFRE: BR=ItE (Ib5R) BRSEAR

node_netstat_Tcp_PassiveOpens
node_network_receive_bytes_total
node_network_transmit_bytes_total
node_sockstat_TCP_alloc
node_sockstat_TCP_inuse
node_sockstat_TCP_tw
node_sockstat_UDP_inuse
node_sockstat_sockets_used
node_uname_info
process_cpu_seconds_total
process_resident_memory_bytes

up

scrape_duration_seconds
scrape_timeout_seconds
scrape_series_added
scrape_samples_scraped
scrape_samples_post_metric_relabeling
container_cpu_usage_seconds_total
container_fs_limit_bytes
container_fs_reads_bytes_total
container_fs_usage_bytes
container_fs_writes_bytes_total
container_memory_working_set_bytes
container_network_receive_bytes_total
container_network_receive_packets_dropped_total
container_network_receive_packets_total
container_network_transmit_bytes_total
container_network_transmit_packets_dropped_total
container_network_transmit_packets_total
machine_cpu_cores
machine_memory_bytes

up

scrape_duration_seconds
scrape_timeout_seconds

scrape_series_added

BR=ARNES

$5304 1478%,



O BAT

cadvisor
cadvisor
eks—-network
eks-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
eks—-network
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet

kubelet

IRIFRE: BR=ItE (Ib5R) BRSEAR

scrape_samples_scraped
scrape_samples_post_metric_relabeling
container_cpu_usage_seconds_total
container_memory_working_set_bytes
container_fs_limit_bytes
container_fs_reads_bytes_total
container_fs_usage_bytes
container_fs_writes_bytes_total
container_network_receive_bytes_total
container_network_receive_packets_dropped_total
container_network_receive_packets_total
container_network_transmit_bytes_total
container_network_transmit_packets_dropped_total
container_network_transmit_packets_total

up

scrape_duration_seconds

scrape_timeout_seconds

scrape_series_added

scrape_samples_scraped
scrape_samples_post_metric_relabeling
kubelet_cgroup_manager_duration_seconds_count
kubelet_node_config_error

kubelet_node_name
kubelet_pleg_relist_duration_seconds_bucket
kubelet_pleg_relist_duration_seconds_count
kubelet_pleg_relist_interval_seconds_bucket
kubelet_pod_start_duration_seconds_count
kubelet_pod_worker_duration_seconds_count
kubelet_running_containers

kubelet_running_pods

kubelet_runtime_operations_duration_seconds_bucket

kubelet_runtime_operations_errors_total
kubelet_runtime_operations_total
process_cpu_seconds_total

process_resident_memory_bytes

BR=ARNES
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kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kubelet
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics

kube-state-metrics

IRIFRE: BR=ItE (Ib5R) BRSEAR

BR=ARNES

rest_client_request_duration_seconds_bucket
rest_client_requests_total
storage_operation_duration_seconds_bucket
storage_operation_duration_seconds_count
storage_operation_errors_total
volume_manager_total_volumes
workqueue_adds_total

workqueue_depth
workqueue_queue_duration_seconds_bucket

up

scrape_duration_seconds
scrape_timeout_seconds

scrape_series_added

scrape_samples_scraped
scrape_samples_post_metric_relabeling
kube_job_status_succeeded
kube_job_status_failed

kube_job_status_active
kube_node_status_capacity_cpu_cores
kube_node_status_capacity_memory_bytes
kube_node_status_allocatable_cpu_cores
kube_node_status_allocatable_memory_bytes
kube_pod_info

kube_pod_owner

kube_pod_status_phase
kube_pod_container_status_waiting
kube_pod_container_status_running
kube_pod_container_status_terminated
kube_pod_container_status_restarts_total
kube_pod_container_resource_requests_cpu_cores
kube_pod_container_resource_requests_memory_bytes
kube_pod_container_resource_limits_cpu_cores
kube_pod_container_resource_limits_memory_bytes
kube_replicaset_owner

kube_statefulset_status_replicas

55306 $478%
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kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-state-metrics
kube-controller-manager
kube—controller-manager
kube-controller—-manager
kube-controller-manager
kube—controller-manager
kube-controller—-manager
kube-controller-manager
kube—controller-manager
kube-controller—-manager
kube-controller-manager
kube—controller-manager
kube-controller-manager
kube-controller-manager
kube—controller-manager
kube—-controller-manager
kube-controller-manager
kube—-apiserver
kube—apiserver
kube—apiserver
kube-apiserver
kube—apiserver
kube-apiserver
kube-apiserver
kube—apiserver

kube-apiserver

IRIFRE: BR=ItE (Ib5R) BRSEAR

kube_pod_container_resource_requests
kube_pod_container_resource_limits
kube_node_status_capacity
kube_node_status_allocatable

up

scrape_duration_seconds
scrape_timeout_seconds
scrape_series_added
scrape_samples_scraped
scrape_samples_post_metric_relabeling
rest_client_request_duration_seconds_bucket
rest_client_requests_total
workqueue_adds_total

workqueue_depth
workqueue_queue_duration_seconds_bucket
process_cpu_seconds_total
process_resident_memory_bytes
storage_operation_duration_seconds_bucket
storage_operation_duration_seconds_count
storage_operation_errors_total

up

scrape_duration_seconds
scrape_timeout_seconds
scrape_series_added
scrape_samples_scraped
scrape_samples_post_metric_relabeling
apiserver_current_inflight_requests
apiserver_current_inqueue_requests
apiserver_init_events_total
apiserver_longrunning_gauge
apiserver_registered_watchers
apiserver_request_duration_seconds_bucket
apiserver_request_duration_seconds_sum

apiserver_request_duration_seconds_count

apiserver_request_filter_duration_seconds_bucket

BR=ARNES
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kube—apiserver
kube-apiserver
kube-apiserver
kube—apiserver
kube-apiserver
kube—-apiserver
kube—apiserver
kube-apiserver
kube-apiserver
kube—apiserver
kube-apiserver
kube-apiserver
kube—apiserver
kube-apiserver
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube-scheduler
kube—proxy

kube—proxy

kube—proxy

kube—proxy

kube—proxy

kube—proxy

kube—proxy

kube—proxy

IRIFRE: BR=ItE (Ib5R) BRSEAR

apiserver_request_filter_duration_seconds_sum

apiserver_request_filter_duration_seconds_count

apiserver_request_total
apiserver_requested_deprecated_apis
apiserver_response_sizes_bucket
apiserver_response_sizes_sum
apiserver_response_sizes_count
apiserver_selfrequest_total
apiserver_tls_handshake_errors_total
apiserver_watch_events_sizes
apiserver_watch_events_sizes_bucket
apiserver_watch_events_sizes_sum
apiserver_watch_events_sizes_count
apiserver_watch_events_total
process_cpu_seconds_total
process_resident_memory_bytes
rest_client_request_duration_seconds_bucket
rest_client_requests_total
workqueue_adds_total
workqueue_depth
workqueue_queue_duration_seconds_bucket
up

scrape_duration_seconds
scrape_timeout_seconds
scrape_series_added
scrape_samples_scraped
scrape_samples_post_metric_relabeling
rest_client_requests_total
rest_client_request_duration_seconds_bucket
process_resident_memory_bytes
process_cpu_seconds_total

up

scrape_duration_seconds
scrape_timeout_seconds

scrape_series_added

BR=ARNES
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kube—-proxy scrape_samples_scraped

kube-proxy scrape_samples_post_metric_relabeling

\
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FiRECE

kubelet

kubelet

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

==

kubelet_running_container_count

kubelet_running_pod_count

kube_pod_container_info

kube_deployment_status_replicas

kube_deployment_labels

kube_pod_start_time

kube_pod_status_ready

kube_node_info

kube_node_status_condition

kube_deployment_status_replicas
_updated

kube_deployment_status_replicas
_available

kube_node_status_capacity_pods

kube_pod_container_status_read
y

kube_deployment_spec_replicas

kube_pod_status_scheduled_tim
e

kube_node_status_allocatable_p
ods

kube_pod_container_resource_li
mits

node_filefd_maximum

kube_pod_container_resource_re
quests

IRIFRE: BR=ItE (Ib5R) BRSEAR

BR=ARNES

ERaE X

kubelet_running_container_count Number of containers currently
running.

kubelet_running_pod_count Number of pods currently running.

Information about a container in a pod.

The number of replicas per deployment.

Kubernetes labels converted to Prometheus labels.

Start time in unix timestamp for a pod.

Describes whether the pod is ready to serve requests.

Information about a cluster node.

The condition of a cluster node.

The number of updated replicas per deployment.

The number of available replicas per deployment.

The total pod resources of the node.

Describes whether the containers readiness check succeeded.

Number of desired pods for a deployment.

Unix timestamp when pod moved into scheduled status.

The pod resources of a node that are available for scheduling.

The number of requested limit resource by a container.

File descriptor statistics: maximum.

The number of requested request resource by a container.

£8310 #4783


https://cloud.tencent.com/document/product/457/71905
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kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube_namespace_labels

kube_deployment_status_replicas
_unavailable

kube_pod_created

kube_pod_container_status_waiti
ng_reason

kube_daemonset_status_desired
_number_scheduled

kube_pod_restart_policy

kube_deployment_metadata_gen
eration

kube_statefulset_status_update_r
evision

kube_node_labels

kube_statefulset_replicas

kube_statefulset_status_observe
d_generation

kube_pod_container_status_last_
terminated_reason

kube_replicaset_spec_replicas

kube_statefulset_created

kube_statefulset_status_replicas
_current

kube_statefulset_status_current_
revision

kube_statefulset_labels

kube_deployment_created

kube_namespace_created

kube_daemonset_status_number
_ready

kube_deployment_status_observ
ed_generation

kube_endpoint_info

IRIFRE: BR=ItE (Ib5R) BRSEAR

BR=ARNES

Kubernetes labels converted to Prometheus labels.

The number of unavailable replicas per deployment.

Unix creation timestamp.

Describes the reason the container is currently in waiting state.

The number of nodes that should be running the daemon pod.

Describes the restart policy in use by this pod.

Sequence number representing a specific generation of the
desired state.

Indicates the version of the StatefulSet used to generate Pods in
the sequence [replicas-updatedReplicas].

Kubernetes labels converted to Prometheus labels.

Number of desired pods for a StatefulSet.

The generation observed by the StatefulSet controller.

Describes the last reason the container was in terminated state.

Number of desired pods for a ReplicaSet.

Unix creation timestamp.

The number of current replicas per StatefulSet.

Indicates the version of the StatefulSet used to generate Pods in
the sequence [0].

Kubernetes labels converted to Prometheus labels.

Unix creation timestamp.

Unix creation timestamp.

The number of nodes that should be running the daemon pod and
have one or more of the daemon pod running and ready.

The generation observed by the deployment controller.

Information about endpoint.

311 #478)
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kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube_statefulset_status_replicas
_updated

kube_statefulset_metadata_gene
ration

kube_secret_created

kube_endpoint_address_not_read
y

kube_secret_type

kube_deployment_spec_paused

kube_pod_container_status_term
inated_reason

kube_statefulset_status_replicas
_ready

kube_endpoint_address_available

kube_secret_info

kube_service_info

kube_node_status_allocatable

kube_endpoint_labels

kube_deployment_status_conditi
on

kube_endpoint_created

kube_replicaset_labels

kube_replicaset_metadata_gener
ation

kube_namespace_status_phase

kube_service_created

kube_configmap_created

kube_secret_labels

kube_deployment_spec_strategy
_rollingupdate_max_surge

IRIFRE: BR=ItE (Ib5R) BRSEAR
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The number of updated replicas per StatefulSet.

Sequence number representing a specific generation of the
desired state for the StatefulSet.

Unix creation timestamp.

Number of addresses not ready in endpoint.

Type about secret.

Whether the deployment is paused and will not be processed by
the deployment controller.

Describes the reason the container is currently in terminated
state.

The number of ready replicas per StatefulSet.

Number of addresses available in endpoint.

Information about secret.

Information about service.

The allocatable for different resources of a node that are available
for scheduling.

Kubernetes labels converted to Prometheus labels.

The current status conditions of a deployment.

Unix creation timestamp.

Kubernetes labels converted to Prometheus labels.

Sequence number representing a specific generation of the
desired state.

kubernetes namespace status phase.

Unix creation timestamp.

Unix creation timestamp.

Kubernetes labels converted to Prometheus labels.

Maximum number of replicas that can be scheduled above the
desired number of replicas during a rolling update of a
deployment.
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kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube_configmap_metadata_resou
rce_version

kube_pod_labels

kube_replicaset_status_replicas

kube_node_created

kube_service_spec_type

kube_secret_metadata_resource
_version

kube_configmap_info

kube_replicaset_status_observed
_generation

kube_service_labels

kube_replicaset_created

kube_deployment_spec_strategy
_rollingupdate_max_unavailable

kube_replicaset_status_ready_re
plicas

kube_replicaset_status_fully_labe
led_replicas

kube_pod_status_scheduled

kube_storageclass_created

kube_daemonset_status_number
_misscheduled

kube_storageclass_labels

kube_node_status_capacity

kube_daemonset_status_current
_number_scheduled

kube_storageclass_info

kube_node_spec_unschedulable

kube_daemonset_status_number
_available
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Resource version representing a specific version of the
configmap.

Kubernetes labels converted to Prometheus labels.

The number of replicas per ReplicaSet.

Unix creation timestamp.

Type about service.

Resource version representing a specific version of secret.

Information about configmap.

The generation observed by the ReplicaSet controller.

Kubernetes labels converted to Prometheus labels.

Unix creation timestamp.

Maximum number of unavailable replicas during a rolling update of
a deployment.

The number of ready replicas per ReplicaSet.

The number of fully labeled replicas per ReplicaSet.

Describes the status of the scheduling process for the pod.

Unix creation timestamp.

The number of nodes running a daemon pod but are not supposed
to.

Kubernetes labels converted to Prometheus labels.

The capacity for different resources of a node.

The number of nodes running at least one daemon pod and are
supposed to.

Information about storageclass.

Whether a node can schedule new pods.

The number of nodes that should be running the daemon pod and
have one or more of the daemon pod running and available

313 478,
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kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

kube-state—
metrics

node-exporter
node—exporter
node-exporter
node-exporter
node—exporter
node-exporter
node-exporter
node—exporter
node—-exporter
node-exporter

node—exporter

node—exporter

node—-exporter

node-exporter

node-exporter

node-exporter

node—exporter
node—exporter
node—exporter

node—exporter

kube_daemonset_labels

kube_daemonset_created

kube_daemonset_status_number
_unavailable

kube_daemonset_metadata_gene
ration

kube_mutatingwebhookconfigurat
ion_info

kube_mutatingwebhookconfigurat
ion_created

kube_mutatingwebhookconfigurat
ion_metadata_resource_version

kube_daemonset_updated_numb
er_scheduled

node_filesystem_files_free
node_filesystem_files
node_sockstat_ UDP_mem_bytes
node_nf_conntrack_entries_limit
node_memory_Shmem_bytes
node_netstat_Tcp_RetransSegs
node_sockstat_ TCP_mem_bytes
node_network_info
node_filesystem_readonly
node_exporter_build_info
node_network_iface_link_mode

node_network_receive_packets_t
otal

node_network_transmit_packets_
total

node_memory_MIlocked_bytes
node_network_iface_id

node_memory_WritebackTmp_by
tes

kube_service_status_load_balanc
er_ingress

node_vmstat_pgpgout

node_nf_conntrack_entries

node_memory_Inactive_file_bytes
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Kubernetes labels converted to Prometheus labels.

Unix creation timestamp.

The number of nodes that should be running the daemon pod and
have none of the daemon pod running and available.

Sequence number representing a specific generation of the
desired state.

Information about the MutatingWebhookConfiguration.

Unix creation timestamp.

Resource version representing a specific version of the
MutatingWebhookConfiguration.

The total number of nodes that are running updated daemon pod.

Filesystem total free file nodes.

Filesystem total file nodes.

Number of UDP sockets in state mem_bytes.
Maximum size of connection tracking table.
Memory information field Shmem_bytes.

Statistic TcpRetransSegs.

Number of TCP sockets in state mem_bytes.
Non—numeric data from /sys/class/net/<iface>
Filesystem read-only status.

A metric with a constant 1' value labeled by version.

iface_link_mode value of /sys/class/net/<iface>.

Network device statistic receive_packets.

Network device statistic transmit_packets.

Memory information field Mlocked_bytes.

iface_id value of /sys/class/net/<iface>.

Memory information field WritebackTmp_bytes.

Service load balancer ingress status.

/proc/vmstat information field pgpgout.

Number of currently allocated flow entries for connection
tracking.

Memory information field Inactive_file_bytes.

58314 478,
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node—exporter
node—exporter

node-exporter
node—exporter

node-exporter
node-exporter
node—exporter
node-exporter
node-exporter
node—exporter

node—exporter
node—exporter

node—exporter
node—-exporter
node—exporter

node—exporter
node—exporter

node—exporter
node-exporter
node-exporter
node—exporter
node-exporter
node-exporter

node—exporter
node—exporter

node—exporter
node—exporter
node—-exporter
node—exporter

node—exporter

node—exporter

node-exporter

node_memory_SwapFree_bytes
node_sockstat_ TCP_mem
node_memory_Slab_bytes

node_network_transmit_errs_tota
|

node_memory_Active_bytes
node_procs_blocked
node_sockstat_UDP_mem
node_timex_maxerror_seconds
node_memory_Inactive_bytes
node_network_receive_errs_total
node_memory_Unevictable_bytes

node_memory_KernelStack_byte
s

node_procs_running
node_memory_SwapTotal_bytes
node_netstat_IpExt_OutOctets
node_memory_Active_file_bytes

node_memory_SwapCached_byt
es

node_netstat_Icmp_InMsgs
node_forks_total
node_sockstat_RAW_inuse
node_time_seconds
node_vmstat_pgpgin
node_memory_Mapped_bytes
node_memory_SUnreclaim_bytes

node_memory_HardwareCorrupte
d_bytes

node_memory_PageTables_bytes
node_netstat_Udp6_InDatagrams
node_netstat_lcmp_OutMsgs
node_netstat_Udp6_NoPorts
node_memory_AnonPages_bytes

node_memory_Committed_AS_by
tes

node_netstat_TcpExt_ListenOverf
lows
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Memory information field SwapFree_bytes.
Number of TCP sockets in state mem.

Memory information field Slab_bytes.

Network device statistic transmit_errs.

Memory information field Active_bytes.

BR=ARNES

Number of processes blocked waiting for /0O to complete.

Number of UDP sockets in state mem.
Maximum error in seconds.

Memory information field Inactive_bytes.
Network device statistic receive_errs.

Memory information field Unevictable_bytes.
Memory information field KernelStack_bytes.

Number of processes in runnable state.
Memory information field SwapTotal_bytes.
Statistic IpExtOutOctets.

Memory information field Active_file_bytes.
Memory information field SwapCached_bytes.

Statistic IcmpInMsgs.

Total number of forks.

Number of RAW sockets in state inuse.
System time in seconds since epoch (1970).
/proc/vmstat information field pgpgin.
Memory information field Mapped_bytes.

Memory information field SUnreclaim_bytes.
Memory information field HardwareCorrupted_bytes.

Memory information field PageTables_bytes.
Statistic Udp6InDatagrams.

Statistic IcmpOutMsgs.

Statistic Udp6NoPorts.

Memory information field AnonPages_bytes.

Memory information field Committed_AS_bytes.

Statistic TcpExtListenOverfl