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[Option+S]

dentity and Access < IAM Dashboard i
Management (IAM)

[Q Search 1AM ] Security recommendations [ @

© Root user has MFA

Having multi-factor authentication (MFA) for the root user improves security for this account.
Dashboard

[\ Deactivate or delete access keys for root user

¥ Access management ( Manage access keys )

Deactivate or delete the access keys for the root user. Instead, use access keys attached

User groups to an IAM user to improve security.

Users

Roles

Policies IAM resources @

dentity providers Resources in this AWS Account

Account settings User groups Users Roles Policies Identity
providers

Root access management New

0 5 4 2 0

¥ Access reports

Acress Analvzer

2. #\FAFEEREAR, 8iF Create user,
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[Option+S] 4 0 ®

Global ¥ dayang ¥

Identity and Access <
Management (IAM) Users (5) Info @ Delete Create user
An |AM user is an identity with long-term credentials that is used to interact with AWS in an account.
Search IAM
[ Q sear [ Q Search ] 1 o

[J ' username 'y | Path v | Groups ¥ | Last activity v | MFA v | Passwordage v | Console last sign-in

Dashboard
] / 0 © 12 days ago - - .

¥ Access management u """"""""""

User groups 0 pa— W | | / 0 - - - R

Users 0 = / 0 - - {558 days -

Roles

Policies 0 / 0 ) ) ) )

Identity providers 0 mm / 0 @ Yesterday - - -

Account settings

Root access management New

¥ Access reports

3. WARAFRETR, BF Next,

Q Search

[Option+S] 4 0 @

Global ¥ dayang ¥

= |AM ) Users ) Create user

Step 1
@ Specify user details

Step 2
Set permissions

Step 3
Review and create

AmazonS3FullAccess

O 6
Specify user details

User details
User name
[ test1 ]
The user name can have up to 64 characters. Valid characters: A-Z, a-z, 0-9,and +=, . @ _ - (hyphen)
(] Provide user access to the AWS Management Console - optional

If you're providing console access to a person, it's a best practice [? to manage their access in 1AM Identity

Center.

() If you are creating programmatic access through access keys or service-specific credentials for AWS CodeCommit or Amazon Keyspaces,
you can generate them after you create this IAM user. Learn more [2
Cancel Next
4. ERRIZERE, B Attach policies directly &I, 7EEZEEREAN “S3”7 , EIERERPIEF
PR, BE Next HRHARPRIEIE,
$£32 #1157,
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Q Search [Option+S] Q @ @ Gobaly daangv
= IAM > Users ) Create user (ONC]
Step 1 . .
@ Specify user details Set permissions
Sten2 Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [2
ep
@ Set permissions
Permissions options
Step 3
Review and create o o
(O Add user to group () Copy permissions © Attach policies directly
Add user to an existing group, or create a new Copy all group memberships, attached Attach a managed policy directly to a user. As
group. We recommend using groups to managed policies, and inline policies from an a best practice, we recommend attaching
manage user permissions by job function. existing user. policies to a group instead. Then, add the user
to the appropriate group.

Permissions policies (1/1317) @

Choose one or more policies to attach to your new user.

Filter by Type
[ Q s3 X [ Alltypes v ] 16 matches 1 ]
ﬂ Policy name [2 A | Type v | Attached entities v
D H AmazonDMSRedshiftS3Role AWS managed 0
[ O] AmazonS3FullAccess AWS managed 3]

0 M AmazonS30bjectLambdaExec... AWS managed 0

.| CloudShell  Feedback

FW_: & AWS IAM HFGiTRA

@ iR8:
LITREESE, BHFEELL AWS S3ETIrERERENIRSHEE,

1. AWS IAM BPFeIEsErkfE, BERF&R.
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[Option+S]

6 4 0 @

Global ¥ dayang ¥

Identity and Access <

Management (IAM) Users (5) o
An |AM user is an identity with long-term credentials that is used to interact with AWS in an account.
Search IAM
[ a [ Q Search ]
[J | username A | Path v | Groupt ¥ | Last activity v | MFA v
Dashboard
O = » / 0 @12 days ago -
¥ Access management T e
User groups 0 omssmmmune / 0 ) )
Users 0 ) / 0
Roles
Policies 0 / 0 :
Identity providers 0 i / 0 @ Vesterday R
Account settings

Root access management New

¥ Access reports
Access Analyzer
External access
Unused access

Analyzer settings

Crodontial rannrt

2. i%&#% Security credentials > Access keys, A& Create access key.

IRIRERE: BR=ITE (1bF) BRSEAE

@ Delete Create user

Password age v

A 558 days

Console last sign-in
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O BHS

aws Q Search [Option+S] 4 O @ ooy dayengv
e IAM ) Users > testl ® 0o
Identity and Access ¢ test1 i
Management (IAM)
Q Search IAM Summary
ARN Console access Access key 1
[a mom om oesmew Disabled Create access key
Dashlgard Created Last console sign-in
¥ Access management August 18, 2023, 16:52 (UTC+08:00) -
User groups
Users Permissions ~ Groups | Tags| Security credentials | Last Accessed
Roles —
Policies
Identity providers Console sign-in
Account settings Console sign-in link Console password
Root access management New F|:| https://606822892230.signin.aws.amazon.com/console Not enabled
¥ Access reports
Access Analyzer : PR ) N
4 Multi-factor authentication (MFA) (0) Remove
External
ernalaccess Use MFA to increase the security of your AWS environment. Signing in with MFA requires an authentication code from an MFA device. Each user can have a maximum of 8 MFA devices assigned. Learn more [%
Unused access
Analyzer sttings Type Identifier Certifications
Credential report No MFA devices. Assign an MFA device to improve the security of your AWS environment
Organization activity
Service control policies
Resource control policies New
-
Reated consoles Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time. Learn more
1AM Identity Center [2
Y e No access keys. As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more [%
AWS Organizations (2
s 52 Sedo 2z
3. i&$F Other, 52 Next 8. iFER7FIF Access key ID # Secret access key.
. T o= = =]
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= IAM > Users ) test] > Createaccesskey

Step 1

@ Access key best practices &

alternatives

Step 2 - optional
Set description tag

Step3
Retrieve access keys

FE=: IEIBIES

Access key best practices & alternatives i

Avoid using long-term credentials like access keys to improve your security. Consider the following use cases and alternatives.

Use case

O Command Line Interface (CLI)
You plan to use this access key to enable the AWS CLI to access your AWS account.

() Local code
You plan to use this access key to enable application code in a local development environment
to access your AWS account.

O Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service
like Amazon EC2, Amazon ECS, or AWS Lambda to access your AWS account.

() Third-party service
You plan to use this access key to enable access for a third-party application or service that
monitors or manages your AWS resources.

() Application running outside AWS
You plan to use this access key to authenticate workloads running in your data center or other
infrastructure outside of AWS that needs to access your AWS resources.

O Other

Your use case is not listed here.
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cle)

import (
"context"
"errors"
n fmt n
"net/url"

"

"OS
"github.com/aws/aws—sdk—-go-v2/aws"
"github.com/aws/aws—-sdk—-go-v2/credentials"
"github.com/aws/aws—-sdk—-go-v2/service/s3"

smep "github.com/aws/smithy-go/endpoints"

"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct {
t

func (r *customEndpointResolverV2) (ctx context.Context,

params s3.EndpointParameters) (smep.Endpoint, error) {

if params.Bucket == | | params.Region == {
return smep.Endpoint{}, errors. ("invalid endpoint param")
}
return smep.Endpoint{
URI: url.URL{
Scheme: "https",
Host: fmt. ("%s.vodpro.%s.eovod.com",
*params.Bucket, *params.Region),
}y
}y
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s3cli := s3. (s3.0ptions{
Credentials: credentials.
"AccessKeyId",

"SecretAccessKey",

" ")

EndpointResolverV2: (customEndpointResolverV2),

UsePathStyle:

Logger: logging. (os.Stdout),

ClientLogMode: aws .LogRequest | aws.LogResponse,

Region: "ap—guangzhou",

= s3cli. (context. (), &s3.HeadObjectInput{
Bucket: aws. ("bucketidl"),

Key: . ("a/b/c.jpeg"),

Java

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.services.s3.5S3Client;

import software.amazon.awssdk.services.s3.model.HeadObjectRequest;

import software.amazon.awssdk.services.s3.model.HeadObjectResponse;

import java.net.URI;

public

public static void (String[] args) {
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= S3Client. ()

A

(StaticCredentialsProvider. (AwsBasicCredential

"AccessKeyId",
"SecretAccessKey"
)))
(URI. ("https://vodpro.ap-
guangzhou.eovod.com"))
(Region. ("ap—guangzhou"))

()

try {

HeadObjectRequest headObjectRequest =

HeadObjectRequest. ()

("bucketidl™")

("a/b/c.jpeg")
()
HeadObjectResponse headObjectResponse =
s3Client. (headObjectRequest) ;
System.out. ("Content Length: " +
headObjectResponse. ());
} catch (Exception e) {
e. ()7
} finally {
s3Client.

#include <aws/core/Aws.h>

#include <aws/core/auth/AWSCredentials.h>
#include <aws/s3/S3Client.h>

#include <aws/s3/model/HeadObjectRequest.l
#include <iostream>

#include <string>
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const Aws::SDKOptions options;

(options) ;

Aws::Client::ClientConfiguration clientConfig;
clientConfig.scheme = Aws::Http::Scheme::HTTPS;

clientConfig.endpointOverride = "vodpro.ap—-guangzhou.eovod.comn";

const Aws::S3::S3Client
Aws::Auth::
"AccessKeyId",
"SecretAccessKey"

)y

nullptr, clientConfig);

Aws: :83::Model: :HeadObjectRequest request;
request. ("bucketidl") ;

request. ("a/b/c.jpeg");

auto outcome = s3Client. (request) ;
if (outcome. () |
std::cout << "Head object succeeded!" << std::endl;
const auto &object = outcome. ()
std::cout << "Content Length: " << object.
::endl;
} else {
onst auto error = outcome.

std::cout << "Error: " << error.

Aws: : (options) ;

return 0;

Python

import boto3
from botocore.config import Config

from botocore.exceptions import ClientError
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s3_client = boto3.client (

1o
sS>S,

aws_access_key_id="'AccessKeyId'

14

aws_secret_access_key='SecretAccessKey',

endpoint_url="'https://vodpro.ap-guangzhou.eovod.com',

config=Config(s3={'addressing_style': 'virtual'}),

response = s3_client.head_object (
Bucket="bucketidl"
Key="a/b/c.jpeg"
)
print (response)
except ClientError as e:

print (f"Error: {e}")
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EEIFSTEEBERENEARIRSS, N SRSE . RENARSSE . SERS .
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TEHNBEEZEANREEESH, MITHTEELIEEPARIGIRE RN BFERE
BRigfEiEtiE A ap-guangzhou , FiEHE ID /3 bucketidl , EEIESHIEWK S3 ERiRFHIKIE S ITTEIERAL
BSCIaN R :

GO

import (
"context"
"errors"
" fmt "

"net/url"

n "

os

"github.com/aws/aws—sdk—go-v2/aws"

"github.com/aws/aws—-sdk—go-v2/credentials"
"github.com/aws/aws-sdk—-go-v2/service/s3"
smep "github.com/aws/smithy—-go/endpoints"

"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct {

}

func (r *customEndpointResolverV2) (ctx context.Context,
params s3.EndpointParameters) (smep.Endpoint, error) {
if params.Bucket == | | params.Region == {
return smep.Endpoint{}, errors. ("invalid endpoint param")
}
return smep.Endpoint {
URI: url.URL{
Scheme: "https",
Host: fmt. ("%s.vodsrc—internal.%s.eovod.com",
*params.Bucket, *params.Region),

y
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s3cli := s3. (s3

NE)

import

import

software.amazon.awssdk.

import
import
import

import

public

.Options{

Credentials: credentials.

"AccessKeyId",

"SecretAccessKey",

" ")

EndpointResolverV2: (customEndpointResolverV2),

UsePathStyle:

Logger:

ClientLogMode:

Region:

software.amazon.

software.amazon.
software.amazon.

software.amazon.

java.net .URI;

class Main {

public static void

logging. (os.Stdout),

aws .LogRequest | aws.LogResponse,

"ap—guangzhou",

(context. (), &s3.HeadObjectInput{
("bucketidl"),

("a/b/c.jpeg"),

awssdk.auth.credentials.AwsBasicCredentials;

auth.credentials.StaticCredentialsProvider;
awssdk.services.s3.53Client;
awssdk.services.s3.model.HeadObjectRequest;

awssdk.services.s3.model.HeadObjectResponse;

(String[] args) {

Client s3Client = S3Client.
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(StaticCredentialsProvider. (AwsBasicCredential

"AccessKeyId",
"SecretAccessKey"
)))
(URI. ("https://vodsrc-—
internal.ap-guangzhou.eovod.com"))
(Region. ("ap—guangzhou"))

()7

try |
HeadObjectRequest headObjectRequest =
HeadObjectRequest. ()
("bucketidl")

("a/b/c.jpeg")

()
HeadObjectResponse headObjectResponse =
s3Client. (headObjectRequest) ;
System.out. ("Content Length: " +
headObjectResponse.
} catch
e.
} finally {
s3Client.

C++

#include <aws/core/Aws.h>

#include <aws/core/auth/AWSCredentials.h>
#include <aws/s3/S3Client.h>

#include <aws/s3/model/HeadObjectRequest.h>
#include <iostream>

#include <string>
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const Aws::SDKOptions options;

(options) ;

Aws::Client::ClientConfiguration clientConfig;
clientConfig.scheme = Aws::Http::Scheme::HTTPS;
clientConfig.endpointOverride = "vodsrc-internal.ap-

guangzhou.eovod.com";

const Aws::S3::S3Client
Aws::Auth::
"AccessKeyId",
"SecretAccessKey"

) s
nullptr, clientConfiqg);

Aws: :83::Model: :HeadObjectRequest request;
request. ("bucketidl") ;

request. ("a/b/c.jpeg");

auto outcome = s3Client. (request) ;
if (outcome. () H{
std::cout << "Head object succeeded!" << std::endl;
const auto &object = outcome. ()
std::cout << "Content Length: " << object.
::endl;
} else {
onst auto error = outcome.

std::cout << "Error: " << error.

Aws: : (options) ;

return 0;

Python

import boto3
from botocore.config import Config

from botocore.exceptions import ClientError
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s3_client = boto3.client (

aws_access_key_id='"'AccessKeyId',

aws_secret_access_key="'SecretAcc

endpoint_url="'https://vodsrc-internal.ap-guangzhou.eovod.com',

config=Config(s3={'addressing_style': 'virtual'}),

response = s3_client.head_object (

Bucket="bucketidl",

Key="a/b/c.jpeg"

)
print (response)
except ClientError as e:

print (f"Error: {e}l")
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o ERAR: AN LERGRAEEENZITEEER, TEEBZARMEERNH.
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O WEPRLE: BPMREASGB;

O HIREME: BAWREAKA48.82TB, RA/NAIMB - 5GB, mia—MRa/F
1MB, 31R&1 - 10000k L%,
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O BAS =

ARSSim L&

ARSSin LRSI
mIEEFAYE: 2025-06-13 16:30:52
A EZRMEL IR ARIARSS in L &S5 .

ERER

FREET AP| 5 SDK FREFHERGARSH[PIING LIERITWIRTFE, RSN BUNETER AWS S3
SDK Ef&3#,

LEBR

IRSSinRBEd TUMRMERS g, IFHMT:

FELBN FiElE=E HEEIE IFIRME
KAESA (i e
FhgtETEy [BucketId].vodpro. [{Ffigith =) L IEEIBEFERE
2 11 .eovod. com
[i:ppcAN HEEIEEFEE
HEEIEEFEE
. [SubAppId] .vodpro— . s
R R E = IGAF4EIE MiE EEENARERXR
pptoad.con Oy
FigpmERS

BARAFNMFERERE T — 1 2MipREE, AIERZES LEXHEIREFER.

fEFk A il AWS S3 SDK L&32H

TN BEEANREEST, MIERKAZER LEXHESWIRNARIFEIE.
R ERRRA ID 73 1234567890 , TFiEMEAITFEIIED ap-guangzhou , FEM ID /3 bucketidl o
ARBIERNFERAMIGEEEZ/: bucketidl. vodpro.ap—guangzhou.eovod.com o

EETE

1. BIEE AR FAFNEFiEHE
£ =REEHE RIFEWRRNANE EE, BMRMESRSR BEN] # eIEF6HEE XE.

2. IREYR AR BN K A 2 EHRS
MEWRRR AR IRrh, SREVEEEXY AccessKeyId Fll SecretAccessKey , EUMEESESN BAE
S L =
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package main

import (
"context"
"errors"

1] fmt ]

"net/url"

" "

(OFS]

"github.com/aws/aws—sdk—go-v2/aws"
"github.com/aws/aws—-sdk—-go-v2/credentials"
"github.com/aws/aws—sdk—go-v2/feature/s3/manager"
"github.com/aws/aws—-sdk—-go-v2/service/s3"

smep "github.com/aws/smithy-go/endpoints"
"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct{}

func (r *customEndpointResolverV2) (ctx context.Context,
params s3.EndpointParameters) (smep.Endpoint, error) {
1f params.Bucket == | | params.Region == {
return smep.Endpoint{}, errors. ("invalid endpoint param")
}
return smep.Endpoint{
URI: url.URL{
Scheme: "https",
Host: fmt. ("$s.vodpro.ap-guangzhou.eovod.com",

*params.Bucket),

IRIFRE: BRzITE (165 ) BRSEAS $E78 H157]




func

s3cli := s3. (s3.0ptions{
Credentials: credentials.
"AccessKeyId",

"SecretAccessKey",

" ")

EndpointResolverV2: (customEndpointResolverV2),

UsePathStyle:

Logger: logging. (os.Stdout),

ClientLogMode: aws .LogRequest | aws.LogResponse,

Region: "auto",

1= 0Os. ("demo .mp4")

{

("failed to open file: %Sv", err)

}
defer file.

uploader := manager. (s3cli, func(u *manager.Uploader) {
u.PartSize = 10 * 1024 * 1024

c

u.Concurrency = 5

)

result, err := uploader. (context. (), &s3.PutObjectInput{

Bucket: aws. ("bucketidl"),

Key: . ("upload/demo.mp4d"),
Body :
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err != {
log. ("failed to upload file: %v", err)

return

*result.ETaqg)

~

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import software.amazon.awssdk.services.s3.S3Configuration;

import software.amazon.awssdk.transfer.s3.S3TransferManager;

import software.amazon.awssdk.transfer.s3.model.UploadFileRequest;
import
software.amazon.awssdk.transfer.s3.progress.LoggingTransferListener;
import software.amazon.awssdk.core.checksums.RequestChecksumCalculation;

import software.amazon.awssdk.core.checksums.ResponseChecksumValidation;

import java.io.File;

import java.net.URI;

import java.util.concurrent.CompletableFuture;

public class Main {
static void (String[] args) {
1t s3AsyncClient = null;

ransferManager transferManager = null;

AwsBasicCredentials credentials =
AwsBasicCredentials. (

"AccessKeyId",
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"SecretAccessKey"
)i
String region = "ap-guangzhou";
String bucketId = "bucketidl";
String filePath = "demo.mp4";

String key = "upload/demo.mp4";

String endpointUrl =

String. ("https://vodpro.%s.eovod.com", region);

)

s3AsyncClient = S3AsyncClient.

(StaticCredentialsProvider. (credentials))

(URI. (endpointUrl) )

(Region. ("auto"))

(NettyNioAsyncHttpClient. (). ())
(S3Configuration.

( )

()

(RequestChecksumCalculation.WHEN_REQUIRED)

(ResponseChecksumValidation.WHEN_REQUIRED)

()7

transferManager = S3TransferManager.
(s3AsyncClient)
()

File fileToUpload = new File (filePath);

UploadFileRequest uploadRequest =
UploadFileRequest. @)
(builder —> builder
(bucketId)
(key))
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(fileToUpload)
()7

CompletableFuture<Void> future =

transferManager. (uploadRequest)
()
(response —> {

System.out. (" EfERKRIN! ETag:

response.

future. () ;

System.out. (" EIEES=R") ;

} catch (Exception e) {
System.err. ("EfEELEM: " + e.
e. ()

} finally {

try {
if (transferManager != null) {
transferManager. ()
}
if (s3AsyncClient != null) {
s3AsyncClient. 0);
}
System.out. (“’-,—-’SiJEE'%%HSZ") g
catch (Exception e) {
System.err. ("XRARRERERERR: " +
())s
}
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#include <aws/core/Aws.h>
#include <aws/core/auth/AWSCredentials.h>

#include <aws/core/client/ClientConfiguration.h>

/I Jan

#include <aws/s3/S3Client.h>

#include <aws/transfer/TransferManager.h>

#include <iostream>

Aws: : SDKOptions options;
options.loggingOptions.logLevel =
Aws::Utils::Logging::LogLevel: :Info;

(options) ;

accessKeyId = "AccessKeyId";

const :: secretAccessKey = "SecretAccessKey";

region = "ap-guangzhou";

bucketId = "bucketidl";

keyName = "upload/demo.mpd";

filePath = "demo.mp4";

Aws::Client::ClientConfiguration clientConfig;

clientConfig.region = "auto";

clientConfig.scheme Aws: :Http::Scheme: :HTTPS;

clientConfig.enableEndpointDiscovery =

clientConfig.verifySSL =

clientConfig.endpointOverride = "vodpro." + region

".eovod.com";
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clientConfig.checksumConfig.requestChecksumCalculation
Aws::Client: :RequestChecksumCalculation: :WHEN_REQUIRED;
clientConfig.checksumConfig.responseChecksumValidation

Aws::Client: :ResponseChecksumvValidation: :WHEN_REQUIRED;

Aws: :Auth::AWSCredentials (accessKeyId,

secretAccessKey) ;

auto s3Client = Aws::MakeShared<Aws::S3::S3Client> (
"S3Client",
credentials,
clientConfig,

Aws::Client: :AWSAuthvV4Signer: :PayloadSigningPolicy: :Never,

auto executor =
Aws: :MakeShared<Aws: :Utils::Threading: :PooledThreadExecutor> ("executor",
10);

Aws::Transfer::TransferManagerConfiguration
(executor. ());

transferConfig.s3Client = s3Client;

transferConfig.bufferSize = 10 * 1024 * 1024;

auto transferManager =

Aws::Transfer::TransferManager: : (transferConfiqg) ;

std::cout << "Starting file upload: " << filePath << " to " <<

bucketId << "/" << keyName << std::endl;

auto uploadHandle
filePath,

transferManager—>
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bucketId,
keyName,
"application/octet-stream",

Aws: :Map<Aws: :String, Aws::String> ()

uploadHandle—>

1f (uploadHandle—>
Aws: :Transfer::TransferStatus: :COMPLETED)

{

std::cout << "File upload completed successfully!" <<
std: :endl;
}
{

auto lastError = uploadHandle—>
std::cerr << "File upload failed: " <<
lastError. () << std::endl;

}

(options) ;

mnn

ZSETWHE? AWS SDK for Python v1.38.7 §Eﬂl'l,°
Boto3 HY AWS SDK for Python v1.36.0 RUAGKRAFZEZR s3 HENIASEMEFRR.

B{x&%: nttps://github.com/boto/boto3/issues/4392

mwmwn

import boto3

from botocore.config import Config
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from botocore.exceptions import ClientError

REGION = "ap—-guangzhou"
BUCKET_ID = "bucketidl"
FILE_PATH = "demo.mp4"
OBJECT_KEY = "upload/demo.mp4"

s3_client = boto3.client (
"53",
aws_access_key_id="AccessKeyId",

aws_secret_access_key="SecretAccessKey",

endpoint_url=f"https://vodpro.{REGION}.eovod.com",

region_name="auto",
config=Config (
s3={"addressing_style": "virtual"},

request_checksum_calculation="when_required",

response_checksum_validation="when_required",

response = s3_client.upload_file (
Bucket=BUCKET_1ID,
Key=OBJECT_KEY,
Filename=FILE_PATH,
)
print (response)
except ClientError as e:

print (f"Error: {e}l")

A FE:
o {#H AWS SDK isiA SRS Z I RIPISE, ¥#1B152%F AWS SDK BtEx32#8 Data Integrity
Protections for Amazon S3.

o (ERAFERMEAMENS, BEYHA VirtualStyle 18zt
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O BAS =

(EFIGESEUEEE AWS S3 SDK L&3H#F

THNBEEBNREEESP, NOERIGREIE EEXEHEE IR RATFiERE
EigE AR ID A 1234567890 , TFiiEH@AIEMEMEIEN ap-guangzhou , F#EHE ID I bucketidl o
ARGERYEFEBIFIOEEES: bucketidl. vodpro.ap—guangzhou.eovod.com o

LT
IGRHEIEEE AT HRAREREREEIGR. RSiRERIGIMEELEXHERURFHREENT:

Q TRIE
LA hRFFAE

Bz

1. RIS LEIGREIE: BRSBiHAREZ BT IRARSSAY U= N AFHEIREGIEEIE O
2. LEXH: RSiRERIGITEIE LENEERTRETWARTEFE
EETE

1. SUEL AR FAFNTFhENE
£ ZRiEEH S SRR ARNAEFER, BIMMESRSN REAN] 1 CI2F0EE XHE.
2. FREVE N ZM S KA ZHAXS
2.1 SREN=ENE, EFHIDEE > iFiNEE > AP ZHEEE, #A\ “AP| ZHEE” R[H,
2.2 SR API Z5B, MNRIEERCBEZA, WREHERAAIIE—I secret1d Fl secretkey o

L&
ERiS_L & ImASSEIE

{5 bucketidl {Fi#EHELIE upload/demo.mp4 HIIGATIEIE,
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package main

import (
"context"
"encoding/json"
" frt "
"log"

"net/url"

"github.com/tencentcloud/tencentcloud-sdk—go/tencentcloud/common"

"github.com/tencentcloud/tencentcloud-sdk-—
go/tencentcloud/common/profile"

vod20240718 "github.com/tencentcloud/tencentcloud-sdk-
go/tencentcloud/vod/v20240718"
)

const (
appId 251000000
subAppId 1234567890
bucketId "bucketidl"
fileKey "upload/demo.mp4"

type createStorageCredentialsPolicy struct {
Statement []policyStatement °~ json:"statement"®

Version string "Jjson:"version"®

type policyStatement struct {
Action [Istring "~ json:"action"
Effect string “Json:"effect"

Resource []string " Json:"resource"’

type cred struct {

AccessKeyId string
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SecretAccessKey string

SessionToken

(context.Context)

credential := common.
"SecretId",
"SecretKey",

)

prof

profile.
vodClient,
prof)

if err != {

log. ("create VOD client fail: %$+v",

return , fmt.

err := vod20240718.

string

(*cred, error) {

[o)

err)

("create VOD client fail:

policy := createStorageCredentialsPolicy{

Statement:

Action:

"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:

"name/vod:

|
Effect:

Resource:

[lpolicyStatement{{
[Istring{

PutObject",

ListParts",

PostObject",
CreateMultipartUpload",
UploadPart",
CompleteMultipartUpload",
AbortMultipartUpload",
ListMultipartUploads",

"allow",

[]string{

(credential,

"ap—guangzhou",

Sw

n

4

err)

fmt . ("gcs::vod:%$s:uid/%d:prefix//%d/%s/%s"

"ap—guangzhou",
appld,
subAppId,
bucketId,
fileKey,
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Py
Version: "2.0",
}
req := vod20240718.
req.SubAppld = common. (subAppId)
policyStr, := json. (policy)

reqg.Policy common . (url. (policyStr)))

resp, err := vodClient. (req)
if err != {

[o) 1]

log. ("create storage credentials fail: $%$+v", err)

"

return , fmt. ("create storage credentials fail: %Sw",

}

log. ("create storage credentials success: $%+v

"
4

resp)
creds := resp.Response.Credentials
return &cred{

AccessKeyId: *creds.AccessKeyId,

SecretAccessKey: *creds.SecretAccessKey,

SessionToken: *creds.SessionToken,

NE)

import .tencentcloudapi.common.Credential;

import .tencentcloudapi.common.exception.TencentCloudSDKException;
import .tencentcloudapi.common.profile.ClientProfile;

import .tencentcloudapi.vod.v20240718.VodClient;

import

com.tencentcloudapi.vod.v20240718 .models.CreateStorageCredentialsRequest

7

import
com.tencentcloudapi.vod.v20240718.models.CreateStorageCredentialsRespons
ey

import org.json.JSONArray;

import org.json.JSONObject;

import java.net.URLEncoder;
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import java.nio.charset.StandardCharsets;

public ass CredentialHelper {

private static final long APP_ID = 251000000;

private static final long SUB_APP_ID = 1234567890;

private static final String BUCKET_ID = "bucketidl";

private static final String FILE_KEY = "upload/demo.mp4d";

String REGION = "ap-guangzhou";

public static class Cred {
private final String accessKeyId;
private final String secretAccessKey;

private final String sessionToken;

public Cred(String accessKeyId, String secretAccessKey, String
sessionToken) {
;.accessKeyId = accessKeyId;
.secretAccessKey = secretAccessKey;

is.sessionToken = sessionToken;

public String

return accessKeyId;

public String

return secretAccessKey;

public String

return sessionToken;
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~

public static Cred () throws Exception {

try {
Credential credential = new Credential ("SecretId",
"SecretKey") ;

ClientProfile clientProfile = new ClientProfile();

VodClient vodClient = new VodClient (credential, "ap-

guangzhou", clientProfile);

String policydson = ()
String encodedPolicy = URLEncoder. (policydJdson,

StandardCharsets.UTF_S8. ());

CreateStorageCredentialsRequest reg = new
StorageCredentialsRequest () ;
req. (SUB_APP_1ID) ;

req. (encodedPolicy) ;

CreateStorageCredentialsResponse resp =

vodClient.CreateStorageCredentials (req) ;

return new Cred (
resp.
resp.
resp.
} catch (TencentCloudSDKException e) {
System.err. ("FRENTEEIEIESEM: " + e.
throw new Exception ("3RENfFEEIMERM", e);
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private static String

String resource =

"ges::vod:%s:uid/%d:prefix//%$d/%s/%s",

REGION,
APP_ID,

SUB_APP_ID
BUCKET_ID,
FILE_KEY) ;

String[] actions =
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:

"name/vod:

JSONObject policy

policy. ("versio

JSONArray statemen

SONObject stateme

actionAr
(String action
actionArray.

}
statement. ("act

statement. ("eff

JSONArray resource

resources. (reso

IRIFRE: BR=ItE (It ) BRSEATF

String. (

14

{
PutObject",
ListParts",
PostObject",
CreateMultipartUpload",
UploadPart",
CompleteMultipartUpload",
AbortMultipartUpload",
ListMultipartUploads"

= new JSONObject () ;
1f1||, "2.0");

ts = new JSONArray();

nt new JSONObject () ;

ray = new JSONArray () ;

actions) {

(action) ;

ion", actionArray) ;

ect", "allow");

s = new JSONArray () ;

urce) ;
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statement. ("resource", resources);

statements. (statement) ;

policy. ("statement", statements);

return policy. ()

#include <tencentcloud/core/TencentCloud.h>

#include <tencentcloud/core/profile/ClientProfile.h>

#include <tencentcloud/core/profile/HttpProfile.h>

#include <tencentcloud/core/Credential.h>

#include <tencentcloud/vod/v20240718/VodClient.h>

#include
<tencentcloud/vod/v20240718/model/CreateStorageCredentialsRequest.h>

#include

Q /

<tencentcloud/vod/v20240718/model/CreateStorageCredentialsResponse.h>

#include <string>
#include <sstream>
#include <iomanip>

#include <iostream>

#include <nlohmann/json.hpp>
nlohmann: :json;
uint64_t APP_TID = 251000000;
uint64_t SUB_APP_ID =
std::string BUCKET_ID = "bucketidl";

const std::string REGION = "ap-guangzhou";

std::string OBJECT_KEY = "upload/demo.mp4d";

struct Credential

{
std::string accessKeyId;
std::string secretAccessKey;

std::string sessionToken;
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std::string (const std: &value)
{

std::ostringstream escaped;

escaped. ('0");

escaped << std::hex;

for (char c : wvalue)
{

if | (c) ||
{

escaped <<

escaped << std::uppercase;
escaped << '%' << std:: (2) << int ((unsigned char)c);

escaped << std::nouppercase;

return escaped. ();

Credential

{

TencentCloud: :

TencentCloud: :Credential ("SecretId", "SecretKey");
TencentCloud: :HttpProfile httpProfile;
TencentCloud: :ClientProfile clientProfile;

clientProfile. (httpProfile) ;

TencentCloud: :Vod: :V20240718::VodClient (credential, "ap-—

guangzhou", clientProfile);
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json policy_json = {

{"statement", {{{"action", {"name/vod:PutObject",
"name/vod:ListParts", "name/vod:PostObject",
"name/vod:CreateMultipartUpload", "name/vod:UploadPart",
"name/vod:CompleteMultipartUpload"”, "name/vod:AbortMultipartUpload",

"name/vod:ListMultipartUploads"}}, {"effect", "allow"}, {"resource",

{"gcs::vod:" + REGION + ":uid/" + std:: (APP_ID) + ":prefix//"

std:: (SUB_APP_ID) + "/" + BUCKET ID + "/" + OBJECT KEY}}}}},
{"version", "2.0"}};

std::string policy = policy_json. e

TencentCloud: :Vod: :V20240718: :Model: :CreateStorageCredentialsRequest
reqg;

req. (SUB_APP_T1D) ;

req. (policy));

auto outcome = client.
if (!outcome. ()

{

"

std::cerr << "Failed to get storage credentials:
outcome. () . () << std::endl;
TencentCloud: : (),

(1);

auto response = outcome.

auto creds = response.
Credential result;
result.accessKeyId = creds.
result.secretAccessKey = creds.
result.sessionToken = creds.

TencentCloud: :

return result;
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import json
import urllib.parse

from typing import NamedTuple

from tencentcloud.common import credential
from tencentcloud.common.profile import client_profile

from tencentcloud.vod.v20240718 import vod_client, models

APP_TID = 251000000

SUB_APP_ID = 1234567890
BUCKET_ID = "bucketidl"
OBJECT_KEY = "upload/demo.mp4"
REGION = "ap—-guangzhou"

class Credential (NamedTuple) :

nun Ilﬁﬂj’%ﬁE nun

access_key_id: str
secret_access_key: str

session_token: str

() —> Credential:

nun ﬁﬂy“ﬁﬂj‘ﬁﬁ nun

cred = credential.Credential (
"SecretId",
"SecretKey",

)

prof = client_profile.ClientProfile ()

vod_cli = vod_client.VodClient (cred, "ap-guangzhou", prof)

policy = {
"statement": [

{
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"action": [
"name/vod:PutObject",
"name/vod:ListParts",
"name/vod:PostObject",
"name/vod:CreateMultipartUpload",
"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload",
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads",

I

"effect": "allow",

"resource": [f"gcs::vod:

{REGION}:uid/{APP_ID}:prefix//{SUB_APP_ID}/{BUCKET_ID}/{OBJECT_KEY}"],
}
1y

"version": "2.0",

req = models.CreateStorageCredentialsRequest ()
req.SubAppId = SUB_APP_ID
req.Policy = urllib.parse.quote (json.dumps (policy))

resp = vod_cli.CreateStorageCredentials (req)

creds = resp.Credentials

return Credential (
access_key_id=creds.AccessKeyId,
secret_access_key=creds.SecretAccessKey,

session_token=creds.SessionToken,

X L&
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package main
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import (
"context"
"errors"

n fmt n

"net/url"

IIOS"

"github.com/aws/aws—sdk—go-v2/aws"
"github.com/aws/aws—sdk—-go-v2/credentials"
"github.com/aws/aws—sdk—go-v2/feature/s3/manager"
"github.com/aws/aws—-sdk—-go-v2/service/s3"

smep "github.com/aws/smithy-go/endpoints"

"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct {

}

func (r *customEndpointResolverV2) (ctx context.Context,
params s3.EndpointParameters) (smep.Endpoint, error) {
if params.Bucket == | | params.Region == {
return smep.Endpoint{}, errors. ("invalid endpoint param")
}
return smep.Endpoint{
URI: url.URL{
Scheme: "https",
Host: fmt. (
"$s.vodpro.ap—-guangzhou.eovod.com",

*params.Bucket,

func

cred, err := (context. ())
if err != {
log. ("get credential fail: %v", err)

return
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s3cli := s3. (s3.0ptions{
Credentials: credentials.
cred.AccessKeyId,
cred.SecretAccessKey,

cred.SessionToken,

),
EndpointResolverV2: (customEndpointResolverV2),

UsePathStyle:
Logger: logging. (os.Stdout),

ClientLogMode: aws .LogRequest | aws.LogResponse,

Region: "auto",

1= 0OS. ("demo.mp4")
{
log. ("failed to open file: %v", err)
return
}

defer file.

uploader := manager. (s3cli, func(u *manager.Uploader) {
u.PartSize = 10 * 1024 * 1024
=

u.Concurrency =

)

result, err := uploader. (context. (), &s3.PutObjectInput{

Bucket: aws. (bucketId),

Key; aws. (fileKey) ’
Body: file,
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log. ("failed to upload file: %v", err)

return

%s", *result.ETag)

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import software.amazon.awssdk.auth.credentials.AwsCredentials;

import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import software.amazon.awssdk.services.s3.S3Configuration;

import software.amazon.awssdk.transfer.s3.S3TransferManager;

import software.amazon.awssdk.transfer.s3.model.UploadFileRequest;
import
software.amazon.awssdk.transfer.s3.progress.LoggingTransferListener;
import software.amazon.awssdk.core.checksums.RequestChecksumCalculation;

import software.amazon.awssdk.core.checksums.ResponseChecksumValidation;

import java.io.File;

import java.net.URI;

import java.util.concurrent.CompletableFuture;

public class Main {
public static void (String[] args) {
S3AsyncClient s3AsyncClient = null;

S3TransferManager transferManager = null;

CredentialHelper.Cred cred =

CredentialHelper. o
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System.out. ("IRENIGBEMERLT, AccessKeyId: " +
)i

AwsSessionCredentials sessionCredentials =
(
cred.
cred.
cred.

)7

String region = "ap-guangzhou";
String bucketId = "bucketidl";
String filePath = "demo.mp4";

String key = "upload/demo.mp4";

String endpointUrl =

String. ("https://vodpro.%s.eovod.com", region);

s3AsyncClient = S3AsyncClient.

(StaticCredentialsProvider. (sessionCredentials

(URI. (endpointUrl))

(Region. ("auto"))
(NettyNioAsyncHttpClient. () . ())
(S3Configuration.
( )
())

(RequestChecksumCalculation.WHEN_REQUIRED)

hecksumValidation.WHEN_REQUIRED)

transferManager = S3TransferManager.
(s3AsyncClient)
()
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File fileToUpload new File (filePath) ;
if (!fileToUpload. ()) |

throw new RuIitirr,eException("S‘Zﬁ:;f:ﬁff: " + filePath);

UploadFileRequest uploadRequest =
UploadFileRequest. ()
(builder —> builder
(bucketId)
(key))

(LoggingTransferListener.
(fileToUpload)
()

System.out. ("9=F!1.‘:.‘_I:1§3‘£1¢ 5o V) g
CompletableFuture<Void> future =
transferManager. (uploadRequest)
()
(response —> {
System.out. (" EfERKIN! ETag:

response.

(" EASIESSER") ;
{
("EIEXRM: " o+ e.

()i
} finally

try {

if (transferManager != null) {
transferManager. 01

¥

if (s3AsyncClient != null) {
s3AsyncClient. ()

¥

System.out. ("HESEW") ;
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catch (Exception e) {
System.err. ("RAF R REEIR:
())i
}

#include <aws/core/Aws.h
#include <aws/core/auth/AWSCredentials.h>
#include <aws/core/client/ClientConfiguration.t

#include <aws/s3/S3Client.h>

#include <aws/transfer/TransferManager.h>

#include <iostream>

#include <string>

struct Credential

{
::string accessKeyId;
::string secretAccessKey;

::string sessionToken;

extern Credential

Aws: :SDKOptions options;
options.loggingOptions.logLevel =
Aws::Utils::Logging: :LogLevel: :Info;

AwS: : (options) ;
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std::cout << "Getting temporary credentials..." << std::endl;

Credential cred = ) g

std::cout << "Successfully obtained temporary credentials,

access key Id: " << cred.accessKeyId << std::endl;

::String region = "ap-guangzhou";

::String bucketId = "bucketidl";

:String keyName = "upload/demo.mp4d";

::String filePath = "demo.mp4d";

Aws::Client::ClientConfiguration clientConfig;

clientConfig.region "auto";

clientConfig.scheme Aws: :Http: :Scheme: :HTTPS;

clientConfig.enableEndpointDiscovery =

clientConfig.verifySSL =

clientConfig.endpointOverride = "vodpro." + region +

".eovod.com";

clientConfig.checksumConfig.requestChecksumCalculation
Aws::Client: :RequestChecksumCalculation: :WHEN_REQUIRED;
clientConfig.checksumConfig.responseChecksumValidation

Aws::Client: :ResponseChecksumValidation: :WHEN_REQUIRED;

Aws: :Auth::AWSCredentials
cred.accessKeyId.
cred.secretAccessKey.

cred.sessionToken.

auto s3Client = Aws::MakeShared<Aws::S3::S3Client> (
"S3Client",
credentials,

clientConfig,
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Aws::Client: :AWSAuthv4Signer: :PayloadSigningPolicy: :Never,

auto executor =

Aws: :MakeShared<Aws::Utils::Threading: :PooledThreadExecutor> ("executor",

10);

Aws: :Transfer::TransferManagerConfiguration
(executor. ());

transferConfig.s3Client = s3Client;

transferConfig.bufferSize = 10 * 1024 * 1024;

auto transferManager =

Aws: :Transfer::TransferManager:: (transferConfigqg) ;

std::cout << "Starting file upload: " << filePath << " to " <<

bucketId << "/" << keyName << std::endl;

auto uploadHandle = transferManager—>
filePath,
bucketId,
keyName,
"application/octet-stream",

Aws: :Map<Aws::String, Aws::String> ()

uploadHandle—>

1if (uploadHandle—>
Aws::Transfer::TransferStatus: :COMPLETED)

{
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std::cout << "File upload completed successfully!" <<

std::endl;
}

auto lastError = uploadHandle—>
std::cerr << "File upload failed: " <<

lastError. () << std::endl;

}

return 0;

mwmwmn

ARBIETF aws SDK for Python v1.38.7 SEW,

Boto3 MY AWS SDK for Python v1.36.0 RUGHRAEZZE s3 BIENASSEMEER,

B{f&%: nttps://github.com/boto/boto3/issues/4392

mnn

import boto3
from botocore.config import Config

from botocore.exceptions import ClientError

from get_cred import get_credential, REGION, BUCKET_ID,

FILE_PATH = "demo.mp4"

try:

cred = get_credential ()

s3_client = boto3.client (
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"SB",
aws_access_key_id=cred.access_key_id,

aws_secret_access_key=cred.secret_access_key,

aws_session_token=cred.session_token,

endpoint_url=f"https://vodpro.{REGION}.eovod.com",

region_name="auto",
config=Config(

s3={"addressing_style": "virtual"},
request_checksum_calculation="when_required",

response_checksum_validation="when_required",

response = s3_client.upload_file (
Bucket=BUCKET_1ID,
Key=OBJECT_KEY,
Filename=FILE_PATH,
)
print (response)
except ClientError as e:

print (f"Error: {e}")

O FEE:
o {#H AWS SDK i ASIETEZ I RIPISE, 1$1B152%F AWS SDK BItEx32#8 Data Integrity
Protections for Amazon S3.

o ERFEEMEARMES, BEYAA VirtualStyle &3,

RIS

SUIRH T RERE T — AR LEIRE, AEREREES L ERARA .
(EFIGETEUEEE AWS S3 SDK L&32H#F

THENMATEANREREESS, MMU#EHTERI LEXEEE RN BIFERE.
BRISEAWARRA ID 3 1234567890 , {FEHEIIEMEMHES ap-guangzhou , TFERE ID B bucketidl o &
fil{sEFBRYRI B _E{E Nk k2 /9. 1234567890.vodpro-upload.com o
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O BHS

EETE

1. SIEELhR N RN E
£ ZRiEEH S SRR ARNAEFER, BIMMESRSN REAN] 1 CI2F0EE XHE.
2. IREVE N ZM S KR ZAXS
2.1 ERBNREHRS, EFIGOEE > HiEEA > AP ZHEE, #A “API ZHEE” WH.
2.2 SR API Z5B, NRIEERCBEZR, WAEHERAATIE—I secret1d Fl secretkey o

L&Ea5

ERiE_L{EiImRS SEiE

package main

import (
"context"
"encoding/json"
"fmt"
"log"

"net/url"

"github.com/tencentcloud/tencentcloud-sdk—go/tencentcloud/common"

"github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/common/profile"

vod20240718 "github.com/tencentcloud/tencentcloud-sdk—
go/tencentcloud/vod/v20240718"
)

const (
appld 251000000
subAppId 1234567890
fileKey "upload/demo.mp4"

bucketId "auto"

region
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https://console.cloud.tencent.com/vod/app-manage
https://cloud.tencent.com/document/product/266/115415
https://cloud.tencent.com/document/product/266/115398
https://console.cloud.tencent.com/cam/capi

type createStorageCredentialsPolicy struct {
Statement []policyStatement "~ json:"statement"’

Version string “Jjson:"version"’

type policyStatement struct {
Action []string "~ json:"action"®
Effect string "json:"effect""

Resource []string " json:"resource"

type cred struct {
AccessKeyId string
SecretAccessKey string

SessionToken string

(context .Context) (*cred, error) |

credential := common.
"SecretId",
"SecretKey",
)
prof := profile.
vodClient, err := vod20240718. (credential, "ap—-guangzhou",
prof)
if err != {
log. ("create VOD client fail: %+v", err)

return , fmt. ("create VOD client fail:

policy := createStorageCredentialsPolicy/{
Statement: []policyStatement{{
Action: []string{
"name/vod:PutObject",
"name/vod:ListParts",
"name/vod:PostObject",

"name/vod:InitiateMultipartUpload",
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"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload",
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads",
by
Effect: "allow",
Resource: []string{
fmt . ("gcs::vod:%s:uid/%d:prefix//%d/%s/%s",
region,
appld,
subAppld,
bucketId,
fileKey,

o
Py
Version: "2.0",
}
req := vod20240718.
reqg.SubAppId = common. (subAppId)
policyStr, := Jjson. (policy)

reqg.Policy common . (url. (policyStr)))

resp, err := vodClient. (req)
if err != {
log. ("create storage credentials fail: %$+v", err)

return , fmt. ("create storage credentials fail: %Sw",

}

log. ("create storage credentials success: %$+v", resp)
creds := resp.Response.Credentials
return &cred{

AccessKeyId: *creds.AccessKeyId,

SecretAccessKey: *creds.SecretAccessKey,

SessionToken: *creds.SessionToken,
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import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;
import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.vod.v20240718.VodClient;

import
com.tencentcloudapi.vod.v20240718.models.CreateStorageCredentialsRequest
’

import
com.tencentcloudapi.vod.v20240718.models.CreateStorageCredentialsRespons
e;

import org.json.JSONArray;

import org.json.JSONObject;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;

public ass CredentialHelper {

private static final long APP_TID =

private static final long SUB_APP_ID =

private String BUCKET_ID = "auto";

private : > String FILE_KEY = "upload/demo.mp4";

private static String REGION = "auto";

public static class Cred {
private final String accessKeyId;
private final String secretAccessKey;

private final String sessionToken;
public Cred(String accessKeyId, String secretAccessKey, String

sessionToken) {

this.accessKeyId = accessKeyId;
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this.secretAccessKey = secretAccessKey;

this.sessionToken = sessionToken;

public String

return accessKeyld;

public String

return secretAccessKey;

public String

return sessionToken;

public static Cred () throws Exception {

try {

Credential credential = new Credential ("SecretId",
"SecretKey") ;

ClientProfile clientProfile = new ClientProfile();

VodClient vodClient = new VodClient (credential, "

guangzhou", clientProfile);

String policyJdson = OF

String encodedPolicy = URLEncoder. (policyJson,

StandardCharsets.UTF_S8. ());

CreateStorageCredentialsRequest reqg =
CreateStorageCredentialsRequest () ;
(SUB_APP_1ID) ;
(encodedPolicy) ;
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vodClient.CreateStorageCredentials (req) ;

return new Cred (
resp.
resp.

resp.

catch (TencentCloudSDKException e) {
system.err. CIREFREEER: " ¢ e
throw new Exception ("3RBUFEEIEELEM", e);

private static String

String resource = String. (
"gcs::vod:%$s:uid/%d:prefix//%d/%s/%s",
REGION,
APP_1ID,
SUB_APP_1ID,
BUCKET_1ID,
FILE_KEY) ;

String[] actions = {
"name/vod:PutObject",
"name/vod:ListParts",
"name/vod:PostObject",
"name/vod:CreateMultipartUpload",
"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload",
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads"
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policy.

C++

#include
#include
#include
#include
#include
#include
<tencent
#include
<tencent
#include
#include
#include
#include

#include

JSONArray statements

JSONObject statement

for (String action

statement.

statement.

resources.

statement.

statements.

policy.

TQN

JSONObject policy = new JSONObject () ;

("version", "2.0");

JSONArray () ;

JSONObject () ;

JSONArray actionArray = new JSONArray () ;

actions) {
actionArray. (action) ;

}

("action", actionArray);

("effect", "allow");

SONArray resources = new JSONArray () ;

(resource) ;

("resource", resources);

(statement) ;

("statement", statements);

return policy. ()

<tencentcloud/core/TencentCloud.h>
<tencentcloud/core/profile/ClientProfile.h>
<tencentcloud/core/profile/HttpProfile.h>
<tencentcloud/core/Credential.h>

<tencentcloud/vod/v20240718/VodClient .h>

cloud/vod/v20240718/model/CreateStore “redentialsRequest.h>

cloud/vod/v20240718/model/Create
<string>
<sstream>
<iomanip>
<iostream>

<nlohmann/json.hpp>
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using json = nlohmann::json;

const uint64 _t APP_ID =
uint64_t SUB_APP_1ID
std::string BUCKET_ID =

std::string REGION = "auto";

std::string OBJECT_KEY = "upload/demo.mp4d";

struct Credential

{
std::string accessKeyId;
std::string secretAccessKey;

std::string sessionToken;

std::string (const std::string &value)
{

std::ostringstream escaped;

escaped. ('o");

escaped << std::hex;

for (char c : wvalue)

(c) Il

escaped <<

escaped << std::uppercase;

]

escaped << '$' << std:: (2) << int ((unsigned char)c);

escaped << std::nouppercase;

return escaped. ();
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Credential

{

TencentCloud: :

TencentCloud: :Credential ("SecretId", "SecretKey");

TencentCloud: :HttpProfile httpProfile;
TencentCloud: :ClientProfile clientProfile;

clientProfile. (httpProfile) ;

TencentCloud: :Vod: :V20240718::VodClient (credential,

guangzhou", clientProfile);

json policy_json = {
{"statement", {{{"action", {"name/vod:PutObject",
"name/vod:ListParts", "name/vod:PostObject",

"name/vod:CreateMultipartUpload", "name/vod:UploadPart",

"name/vod:CompleteMultipartUpload", "name/vod:AbortMultipartUpload",

"name/vod:ListMultipartUploads"}}, {"effect", "allow"}, {"resource",

{"gcs::vod:" + REGION + ":uid/" + std:: (APP_ID) + ":prefix//" +

std:: (SUB_APP_ID) + "/" + BUCKET_ID + "/" + OBJECT_KEY}}}}},
{"version", "2.0"}};

std::string policy = policy_json. ();

TencentCloud: :Vod: :V20240718: :Model: :CreateStorageCredentialsRequest
reqg;

req. (SUB_APP_T1D) ;

req. (policy));

auto outcome = client.
if (!outcome. ()
{
std::cerr << "Failed to get storage credentials: " <<
outcome. (). () << std::endl;
TencentCloud: : )

(1);
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auto response = outcome.

auto creds = response.

Credential result;
result.accessKeyId = creds.
result.secretAccessKey = creds.

result.sessionToken = creds.

TencentCloud: :

return result;

import json
import urllib.parse

from typing import NamedTuple

from tencentcloud.common import credential
from tencentcloud.common.profile import client_profile

from tencentcloud.vod.v20240718 import vod_client, models

APP_ID = 251000000
SUB_APP_ID = 1234567890
BUCKET_ID = "auto"

OBJECT_KEY = "upload/demo.mp4"

REGION = "auto"

class Credential (NamedTuple) :

IR IlﬁEj’%iIE nnn

access_key_id: str
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secret_access_key: str

session_token: str

() —> Credential:

nnn ﬁﬂy“ﬁﬂj‘%i nunn

cred = credential.Credential (
"SecretId",
"SecretKey",

)

prof = client_profile.ClientProfile ()

vod_cli = vod_client.VodClient (cred, "ap-guangzhou", prof)

policy = {
"statement": [
{
"action": [
"name/vod:PutObject",
"name/vod:ListParts",
"name/vod:PostObject",
"name/vod:CreateMultipartUpload",
"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload",
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads",
1,
"effect": "allow",
"resource": [f"gcs::vod:
{REGION}:uid/{APP_ID}:prefix//{SUB_APP_ID}/{BUCKET_ID}/{OBJECT_KEY}"],
}
1y

"version": "2.0",

req = models.CreateStorageCredentialsRequest ()
req.SubAppId = SUB_APP_TID
req.Policy = urllib.parse.quote (json.dumps (policy))

resp = vod_cli.CreateStorageCredentials (req)

creds = resp.Credentials
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return Credential (
access_key_id=creds.AccessKeyld,
secret_access_key=creds.SecretAccessKey,

session_token=creds.SessionToken,

L&
EHIESMNEM S3 EPIRFHF LIEXH, I TRRZ:

package main

import (
"context"
"errors"
"fmt"
"log"

"net/url"

" "

(OFS]

"github.com/aws/aws—-sdk—-go-v2/aws"
"github.com/aws/aws—-sdk—-go-v2/credentials"
"github.com/aws/aws—-sdk—go-v2/feature/s3/manager"
"github.com/aws/aws-sdk-go-v2/service/s3"

smep "github.com/aws/smithy-go/endpoints"

"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct {

}

func (r *customEndpointResolverV2) (ctx context.Context,
params s3.EndpointParameters) (smep.Endpoint, error) {
if params.Bucket == | | params.Region == {

return smep.Endpoint{}, errors. ("invalid endpoint param")
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return smep.Endpoint{
URI: url.URL{
Scheme: "https",
Host: fmt. (
"%d.vodpro-upload.com",

subAppld,

(context. ()
{
log. ("get credential fail: Sv", err)

return

s3cli := s3. (s3.0ptions{
Credentials: credentials.
cred.AccessKeyId,
cred.SecretAccessKey,
cred.SessionToken,

)
EndpointResolverV2: (customEndpointResolverV2),

UsePathStyle:
Logger: logging. (os.Stdout),

aws .LogResponse,

ClientLogMode: aws .LogRequest

Region: "auto",

1= 0S. ("demo.mp4")
{

("failed to open file: %v", err)
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return

}

defer file.

uploader := manager. (s3cli, func(u *manager.Uploader) {
u.PartSize = 10 * 1024 * 1024

u.Concurrency = 5

:= url. (bucketId, fileKey)

{
log. ("failed to join path: %v", err)

14

return

result, err := uploader. (context. (), &s3.PutObjectInput{

Bucket: aws. (bucketId),

Key: aws .

Body: file,

{
log. ("failed to upload file: %v", err)

4

return

("etag: %$s", *result.ETag)

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;

import software.amazon.awssdk.auth.credentials.AwsCredentials;
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import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import software.amazon.awssdk.services.s3.S3Configuration;

import software.amazon.awssdk.transfer.s3.S3TransferManager;

import software.amazon.awssdk.transfer.s3.model.UploadFileRequest;
import
software.amazon.awssdk.transfer.s3.progress.LoggingTransferListener;
import software.amazon.awssdk.core.checksums.RequestChecksumCalculation;

import software.amazon.awssdk.core.checksums.ResponseChecksumValidation;

import java.io.File;

import java.net.URI;

import java.util.concurrent.CompletableFuture;

public class Main {
public static void (String[] args) {
S3AsyncClient s3AsyncClient = null;

S3TransferManager transferManager = null;
try |
CredentialHelper.Cred cred =
CredentialHelper. 0);

System.out. ("IRBUIGAHEMERRT], AccessKeyId:

cred. ()7

ionCredentials sessionCredentials =

(

long subAppId =
String bucketId =

String filePath = "demo.mp4d";
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String key = "upload/demo.mp4";

String endpointUrl = String. ("https://%d.vodpro-—

upload.com", subAppId);

s3AsyncClient = S3AsyncClient.

(StaticCredentialsProvider. (sessionCredentials

(URI. (endpointUrl))

(Region. ("auto"))

(NettyNioAsyncHttpClient. (). ())
(S3Configuration.

( )
())
(RequestChecksumCalculation.WHEN_REQUIRED)

(ResponseChecksumValidation.WHEN_REQUIRED)
();

transferManager = S3TransferManager.
(s3AsyncClient)
()

File fileToUpload = new File (filePath);
if (!fileToUpload. () A
throw new Rur:tinﬁehxcepti(m("yﬁ:zzﬁﬁz " + filePath) ;

UploadFileRequest uploadRequest =
UploadFileRequest. ()
(builder —> builder
(bucketId)
(key))

(LoggingTransferListener.
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System.out.

(fileToUpload)
();

("FHREEXXHE. .. ");

CompletableFuture<Void> future =

transferManager.

response.

future.

System.out.

} catch (Excepti

System.err.
Ep

} finally {

(uploadRequest)
()

(response —> {

(" E{ERRIN! ETag: " +

System.out.

()7

(" EfRIESTR") ;

on e) A

("EEEXM: " + e.
();

if (transferManager != null) {

transferManager. ();

}

if (s3AsyncClient != null) {

s3AsyncClient. ()7

}

System.out. ("HEESEW") ;

catch (Exception e) {

System.err.

()i
}
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#include <aws/core/Aws.h>

#include <aws/core/auth/AWSCredentials.h>

C
#include <aws/core/client/ClientConfiguration.h>

#include <aws/s3/S3Client.h>
#include <aws/transfer/TransferManager.h>
#include <iostream>

#include <string>

std::string accessKeyId;
std::string secretAccessKey;

std::string sessionToken;

extern Credential

Aws: : SDKOptions options;
options.loggingOptions.logLevel =
Aws::Utils::Logging: :LogLevel: :Info;

AWS : @ (options) ;

std::cout << "Getting temporary credentials..." << std::endl;

Credential cred = () ;

std::cout << "Successfully obtained temporary credentials,
access key Id: " << cred.accessKeyId << std::endl;

const uint64_t subAppId = 1234567890;

const Aws::String bucketId = "auto";

const Aws::String keyName = "upload/demo.mp4";

const Aws::String filePath = "demo.mp4d";
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Aws::Client::ClientConfiguration clientConfig;

clientConfig.region = "auto";

clientConfig.scheme Aws: :Http::Scheme: :HTTPS;

clientConfig.enableEndpointDiscovery =

clientConfig.verifySSL =

clientConfig.endpointOverride = std:: (subAppId) +

".vodpro-upload.com";

clientConfig.checksumConfig.requestChecksumCalculation

Aws::Client: :RequestChecksumCalculation: :WHEN_REQUIRED;

clientConfig.checksumConfig.responseChecksumValidation

Aws::Client: :ResponseChecksumValidation: :WHEN_REQUIRED;

Aws::Auth::AWSCredentials
cred.accessKeyId.
cred.secretAccessKey.

cred.sessionToken.

auto s3Client = Aws::MakeShared<Aws::S3::S3Client> (
"S3Client",
credentials,
clientConfig,

Aws::Client: :AWSAuthv4Signer: :PayloadSigningPolicy: :Never,

auto executor =
Aws: :MakeShared<Aws::Utils::Threading: :PooledThreadExecutor> ("executor",

10);

Aws: :Transfer::TransferManagerConfiguration

(executor. ());
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transferConfig.s3Client = s3Client;

transferConfig.bufferSize = 10 * 1024 * 1024;

auto transferManager =

Aws: :Transfer::TransferManager:: (transferConfigqg) ;

std::cout << "Starting file upload: " << filePath << " to " <<

bucketId << "/" << keyName << std::endl;

auto uploadHandle = transferManager—>
filePath,
bucketId,
keyName,
"application/octet-stream",

Aws: :Map<Aws::String, Aws::String> ()

uploadHandle—>

if (uploadHandle->
Aws: :Transfer: :TransferStatus: : COMPLETED)

{

std::cout << "File upload completed successfully!" <<
std: :endl;
}

else
{

auto lastError = uploadHandle—>
std::cerr << "File upload failed: " <<
lastError. () << std::endl;

}

(options) ;

return 0;
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mnnn

ARHETF aws SDK for Python v1.38.7 SEW,
Boto3 MY AWS SDK for Python v1.36.0 RUGHAFEZR s3 BNEGATEERP,
B{x&%:. nttps://github.com/boto/boto3/issues/4392

mwmwn

import boto3
from botocore.config import Config

from botocore.exceptions import ClientError

from get_cred import get_credential, SUB_APP_ID, BUCKET_ID, OBJECT_KEY

FILE_PATH = "demo.mp4"

cred = get_credential ()

s3_client = boto3.client (
"53"’
aws_access_key_id=cred.access_key_id,

aws_secret_access_key=cred.secret_access_key,

aws_session_token=cred.session_token,

endpoint_url=f"https://{SUB_APP_ID}.vodpro-upload.com",

region_name="auto",
config=Config(
s3={"addressing_style": "path"},

request_checksum_calculation="when_required",

response_checksum_validation="when_required",
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response = s3_client.upload_file
Bucket=BUCKET_1ID,
Key=OBJECT_KEY,
Filename=FILE_PATH,

)

print (response)

except ClientError as e:

print (f"Error: {e}l")

N FEE:
o {#H AWS SDK isIA SRS EZ 4 RIPIFE, 1#1B152%F AWS SDK BtEx32#8 Data Integrity
Protections for Amazon S3.

o (ERAMNA%KE LENEESS, LAfER PathStyle &3
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ZRik L&
EZRir L{E1E5]
mIEEFAYE: 2025-06-13 16:30:52

A EERMEWRNAEFin LEE5].

ERBR
LKiAPREERHAMT EEI =SS, EAF UGC. PGC 5=,
LEBR
EFIRNEATEMERRS, RiMEFESEWRMEHSERIGREIELE, ZFHNMT:
FEBR 5 0 HESIE IFIRME
i =t ucke .vodpro. [{Fi§ih
SRRSEE | G i ST
ﬁ] .eovod.com
HEEIEEFEE
. [SubAppId] .vodpro- .
M FEfRE = IGAT4EIE MELEENARRX
upload.com BT hEE
(i AR AT o uE_ L& 324

IEHEIEEERAFUBAETEHERRSIITS . ZPIRERIGIHEE LEXHEEWIRFEEFRENTE:

IRIRERE: BR=ITE (1bF) BRSEAE $£131 H157;



O BAS i

D\ TR
LAV hRARSS

1.2 BRiBIREIE

1.1 RiFIREIE

Lo oA
g‘: R

1. BB IR EIE
1.1 EPiwE App E&HRIELEIGERIEIE.
1.2 RSiRARZ BT WARARSS 85 LEIGRTEIE
2. Ef&EXH
ERiRfERIGITEIE LEXHERT BT WRTFE.

EEIE

1. BB LhR N AN E
£ ZREELS BT RN ATIEMEE, RIMRMESRSI RENT] # SIEF6EE XHE.
2. IFREVE N ZM S KA ZHAYS
2.1 ERBAREHRS, ERIGOEE > HiEEA > AP ZHEE, #A “API ZHEE” WH.
2.2 FRZ= API Z5B, INRIEERCBEZR, NWREHRERAATIE—I secret1d Fl Secretkey o

BRS5 tin el LS IR FEE

ERIRSIHER secret1d # secretkey R HiE LEIGIIEIE #0O, KNE LEIRIMEIEEREZEE PR
{EH.

BgEWARRA ID 3 1234567890 , FEMEMEMEIIES ap-guangzhou , B ID 3 bucketidl o
IRS3IRERIE bucketidl TEEHLEIE upload/demo.mp4 RYIGATIEIE, SEHINTF:
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https://cloud.tencent.com/document/product/266/110902
https://console.cloud.tencent.com/vod/app-manage
https://cloud.tencent.com/document/product/266/115415
https://cloud.tencent.com/document/product/266/115398
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/266/110902

package main

import (
"context"
"encoding/json"
"fmt "
"log"

"net/url"

"github.com/tencentcloud/tencentcloud-sdk—-go/tencentcloud/common"

"github.com/tencentcloud/tencentcloud—sdk—
go/tencentcloud/common/profile"

vod20240718 "github.com/tencentcloud/tencentcloud-sdk-
go/tencentcloud/vod/v20240718"

appIld 25100000
subAppId 1234567890
bucketId "bucketidl"
fileKey "upload/demo.mp4"

type createStorageCredentialsPolicy struct {
Statement []policyStatement "~ json:"statement"®

Version string “json:"version"’

type policyStatement struct {
Action []string "~ json:"action"®
Effect string “json:"effect""

Resource []string " Json:"resource"'

type cred struct {
AccessKeyId string
SecretAccessKey string

SessionToken string
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func

credential := common.
"SecretId",
"SecretKey",
)
prof := profile.
vodClient,
prof)
if err != {
log.

return , fmt.

policy :=
Statement:

Action:

"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:
"name/vod:

"name/vod:

|
Effect:
Resource:

fmt .

(context.Context)

err := vod20240718.

("create VOD client fail: %+v",

(*cred, error) {

(credential,

err)

("create VOD client fail:

createStorageCredentialsPolicy{
[]JpolicyStatement{{

[1string{

PutObject",

ListParts",

PostObject",
CreateMultipartUpload",
UploadPart",
CompleteMultipartUpload",
AbortMultipartUpload",
ListMultipartUploads",

"allow",

[1string{

("gcs::vod:%s:uid/%d:prefix//

"ap—guangzhou",

appld,

subAppId,
bucketId,

fileKey,

IRIFRE: BR=ItE (It ) BRSEATF

"ap—guangzhou",

sw", err)

5d/%s/%s",

134 157w




}

req

Version

. "2.0",

1= vod20240718.

reqg.SubAppId = common. (subAppId)

policyStr,

reqg.Policy

resp, err

:= Jjson. (policy)

common . (url. (policyStr)))

vodClient. (req)

if err != {

o)

log. ("create storage credentials fail: %$+v", err)

return , Imt. ("create storage credentials fail: %sw",

b

log. ("create storage credentials success: $%$+v", resp)
creds := resp.Response.Credentials
return &cred{

AccessKeyId: *creds.AccessKeyId,

SecretAccessKey: *creds.SecretAccessKey,

SessionToken: *creds.SessionToken,

NE)

import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;
import com.tencentcloudapi.common.profile.ClientProfile;

import com.tencentcloudapi.vod.v20240718.VodClient;

import
com.tencentcloudapi.vod.v20240718.models.CreateStorageCredentialsRequest
7

import

com.tencentcloudapi.vod.v20240718.models.CreateStorageCredentialsRespons

=

import org.json.JSONArray;

import org.json.JSONObject;

import java.net.URLEncoder;

import java.nio.charset.StandardCharsets;
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public class CredentialHelper

private static final long APP_TID

private static final long SUB_APP_1ID

private static final String BUCKET_ID = "bucketidl";

private static String FILE_KEY = "upload/demo.mp4";

private static final String REGION = "ap-guangzhou";

public static class Cred {
private final String accessKeyId;
private final String secretAccessKey;

private final String sessionToken;

public Cred(String accessKeyId, String secretAccessKey, String

sessionToken) {
is.accessKeyId = accessKeyId;
ls.secretAccessKey = secretAccessKey;

;.sessionToken = sessionToken;

public String

return accessKeyId;

public String

return secretAccessKey;

public String

return sessionToken;
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() throws Exception {

Credential credential = new Credential ("SecretId",
"SecretKey") ;

ClientProfile clientProfile = new ClientProfile();
VodClient vodClient = new VodClient (credential, "ap-

guangzhou", clientProfile);

String policydson = ();
String encodedPolicy = URLEncoder. (policydJdson,

StandardCharsets.UTF_S8. ());

CreateStorageCredentialsRequest req = new

CreateStorageCredentialsRequest () ;

req. (SUB_APP_1ID) ;

req. (encodedPolicy) ;

CreateStorageCredentialsResponse resp =

vodClient.CreateStorageCredentials (req) ;

return new Cred (
resp.
resp.
resp.
catch (TencentCloudSDKException e) {
System.err. ("SRENTFOEEIERML: " + e.
throw new Exception ("JREVFAEEIERM", e);
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private static String

String resource = String. (
"gcs::vod:%$s:uid/%d:prefix//%d/%s/%s",
REGION,
APP_1ID,
SUB_APP_1ID,
BUCKET_1ID,
FILE_KEY) ;

String[] actions = {

"name/vod:PutObject",

"name/vod:ListParts",
"name/vod:PostObject",
"name/vod:CreateMultipartUpload",
"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload"”,
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads"

JSONObject policy = new JSONObject () ;

policy. ("version", "2.0");

JSONArray statements w JSONArray () ;

JSONObject statement new JSONObject () ;

JSONArray actionArray = new JSONArray();

for (String action : actions) {
actionArray. (action) ;

I3

statement. ("action", actionArray);

statement. ("effect", "allow");

resources = new JSONArray () ;

resources. (resource) ;

statement. ("resource", resources);

IRIFRE: BRzITE (165 ) BRSEAS 5138 157




statements. (statement) ;

policy. ("statement", statements);

return policy. ()

#include <tencentcloud/core/TencentCloud.h>

#include <tencentcloud/core/profile/ClientProfile.h>

#include <tencentcloud/core/profile/HttpProfile.h>

#include <tencentcloud/core/Credential.h>

#include <tencentcloud/vod/v20240718/VodClient.h>

#include
<tencentcloud/vod/v20240718/model/CreateStorageCredential sRequest.h>
#include

<tencentcloud/vod/v20240718/model/CreateStorageCredentialsResponse.h>

#include <string>

#include <sstream>
#include <iomanip>
T ~ 3 . - ~
#include <iostream>

#include <nlohmann/json.hpp>

using json = nlohmann::json;
uint64_t APP_ID = 251000000;
uint64_t SUB_APP_ID = 123456789
std::string BUCKET_ID =

std::string REGION = "ap-guangzhou";

const std::string OBJECT_KEY = "upload/demo.mp4";

struct Credential

{
std::string accessKeyId;
std::string secretAccessKey;

std::string sessionToken;
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std::string (const std::string
{
std::ostringstream escaped;
escaped. ('o");

escaped << std::hex;
for (char c : value)
{

(c) Il

escaped <<

escaped << std::uppercase;
escaped << '%' << std:: (2) << int ((unsigned char)c);

escaped << std::nouppercase;

return escaped. ();

Credential

{

TencentCloud: :

TencentCloud: :Credential ("SecretId", "SecretKey");

TencentCloud: :HttpProfile httpProfile;

TencentCloud: :ClientProfile clientProfile;

clientProfile. (httpProfile) ;

TencentCloud: :Vod::V20240718: :VodClient (credential, "ap-

guangzhou", clientProfile);

json policy_json = {

IRIFRE: BRzITE (165 ) BRSEAS 140 #1571




{"statement", {{{"action", {"name/vod:PutObject",
"name/vod:ListParts", "name/vod:PostObject",
"name/vod:CreateMultipartUpload", "name/vod:UploadPart",
"name/vod:CompleteMultipartUpload", "name/vod:AbortMultipartUpload",

"name/vod:ListMultipartUploads"}}, {"effect", "allow"}, {"resource",

{"gcs::vod:" + REGION + ":uid/" + std:: (APP_ID) + ":prefix//"

std:: (SUB_APP_ID) + "/" + BUCKET_ID + "/" + OBJECT_KEY}}}}},
{"version", "2.0"}};

std::string policy = policy_json. ();

TencentCloud: :Vod: :V20240718: :Model: :CreateStorageCredentialsRequest
req;

req. (SUB_APP_1ID) ;

req. (policy));

auto outcome = client.
if (!outcome. ())

{

std::cerr << "Failed to get storage credentials: " <<
outcome. () . () << std::endl;
TencentCloud: : (),

(1);

auto response = outcome.

auto creds = response.
Credential result;
result.accessKeyId = creds.
result.secretAccessKey = creds.
result.sessionToken = creds.

TencentCloud: :

return result;
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import json
import urllib.parse

from typing import NamedTuple

from tencentcloud.common import credential
from tencentcloud.common.profile import client_profile

from tencentcloud.vod.v20240718 import vod_client, models

APP_ID = 251000000

SUB_APP_1ID 1234567890
BUCKET_ID = "bucketidl"
OBJECT_KEY "upload/demo.mp4"
REGION = "ap—-guangzhou"

class Credential (NamedTuple) :

nun IlﬁEj‘%ﬁE nun

access_key_id: str
secret_access_key: str

session_token: str

() —> Credential:

nnn ﬁﬂy“ﬁﬂj‘%i nnn

cred = credential.Credential (
"SecretId",
"SecretKey",

)

prof = client_profile.ClientProfile ()

vod_cli = vod_client.VodClient (cred, "ap-guangzhou", prof)

policy = {
"statement": |
{
"action": |

"name/vod:PutObject",
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"name/vod:ListParts",
"name/vod:PostObject",
"name/vod:CreateMultipartUpload",
"name/vod:UploadPart",
"name/vod:CompleteMultipartUpload”,
"name/vod:AbortMultipartUpload",
"name/vod:ListMultipartUploads",

1,

"effect": "allow",

"resource": [f"gcs::vod:

{REGION}:uid/{APP_ID}:prefix//{SUB_APP_ID}/{BUCKET_ID}/{OBJECT_KEY}"],
}
1,

"VerSiOn": "2'0",

req = models.CreateStorageCredentialsRequest ()
req.SubAppId = SUB_APP_ID
reqg.Policy = urllib.parse.quote (json.dumps (policy))

resp = vod_cli.CreateStorageCredentials (req)

creds = resp.Credentials

return Credential (
access_key_id=creds.AccessKeyld,
secret_access_key=creds.SecretAccessKey,

session_token=creds.SessionToken,

{5 SDK L&32f%
TENEERANEFR SDK B, WITiTER e =S W IRR R .
&

SWRASINBRE T — LENEES, NATHREFEESERZGZ2HTEE.
RENERMN A L EMmEHZEH: 1234567890.vodpro—upload.com o

5@ VOD SDK &34
App EFiRfERRIEIIGEEIE, BX4 EEEZRBEEWHREE, #1530 Flutter L& SDK,
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O BAS =R

Flutter £{& SDK

mIEE#AYE: 2025-06-13 16:30:53

A RBIETF VOD LAk Flutter SDK v1.0.2, & B TFE EfE Demo KRB,

WRES

o Flutter SDK ig4s: = 3.3.0,

o #£i0S # Android % LfEGACHRS, INRILSHEMNEMNFIEPIRAIGE, WRETREHRREMSGE
IR HEBIERE

Demo FRLASE=T5iEEnIEAZE, RE7FRMSINR, ERURELSERETRE.

<uses-permission android:name="android.permission.INTERNET"/>

iR

¥ voduploadadv B, SHIEIAHE, EREXTEFRHTERE.
XBLSHERBIFRE R, TEHE pubspec.yaml #RiE voduploadadv BIERIEEEHITIKER

voduploadadv:

path: ../voduploadadv/

ANINSERkfE, AT AL RIFER pub i

flutter clean

flutter pub get

HCEREN

LiEEER, FSENEEZRIRNSOHTEN, WIEEERELENERE, &£ SDK LIEEFEPFTEREEENAINT
(&, SFREEENEIE, RIKEY secretId, secretKey , token , expiredTime FER.

O ERE:
ZEEAVRARI, NRAEE, SSHFEELE.

{ERRBIENT:

TxVodUploadPlugin.instance. ((stsCredentialSc

opes) async {
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Map<String, dynamic> jsonMap = (testRsCre) ;
Map<String, dynamic> resJsonMap = jsonMap|["Response"];
Map<String, dynamic> credentialsJsonMap = resJsonMap|["Credentials"];
int expiredTimeStamp =
DateTime. (credentialsJsonMap|['Expiration']).millisecondsSinceEpoch;
return FTXSessionQCloudCredentials (
secretId: credentialsJsonMap["AccessKeyId"],
secretKey: credentialsJsonMap|["SecretAccessKey"],

token: credentialsJsonMap|["SessionToken"],

expiredTime: expiredTimeStamp) ;

TERELENAIRHER, ISZNEWISMARSS 2R IRERIGRTAIERUEIE, PHLESERTIETER
B stsCredentialScopes @& action, region , bucket , prefix JULNNFER,

o region BAREZRFE,

o bucket HZEANR bucketld, auto =X TN auto,
o prefix IEER, BRAAZZERFH,

« action NAEBELBRMTFE:

/ / QR E(EIRME

"name/cos:PutObject",

/| RE EER

"name/cos
/ /53R ELE:
"name/cos:
/ /53R EAE:

"name/cos

/ /R EAE:

"name/cos

/ /R ELE:

"name/cos

/ /3R EME:

"name/cos:

:PostObject",

IR ERIRIE

InitiateMultipartUpload"”,

List #{TPAISRLEE

:ListMultipartUploads",

List BLESHRIZE

:ListParts",

HEDHIRE

:UploadPart",

ST FTE 2R EEIRIE

CompleteMultipartUpload",

/ /BGH IR EAEIRME

"name/cos:AbortMultipartUpload"

MBEFHARR LENAEFRRNEREIE, JLMREIL EERHITES .

Sl E xR

BI& TxUploader RIRHE, BFEFMEN, FBUIRE subrpp Ml bucket , HRIXNBEMMEXTIIEEMEN .
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O BAT

AMER BT NAEIE T iE N TXUploader .bucketMode Fl TXUploader.autoMode o
WINEREENERFRA id, =~EIBNT:

_uploader = TXUploader. (0000000000, "xxxxxxxXXxXXXxX");

R EEEIR

SIBRRZE, MRFEN LERSHTSE, SEREEE, ENERRHESTH, WSAIRERSEREITEEHR.
RELRAREMEBINT:

_uploader?.setUploadCallback = FTXUploadCallback (

successCallBack: (header, result) async {

}, failCallBack: (clientException, serviceException) async {

}, progressCallBack: (complete, target) {

},stateCallBack: (state) {

}
, startUploadCallback: (bucket, cosKey, uploadId)

Fra L&

R SEE, TEEERELERE.

UploadConfig uploadConfig = UploadConfig() ;
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O BAS =R

uploadConfig.sliceSizeForUpload

uploadConfig.isHttps = g

uploadConfig.enableVerification

[ At

LiE2% UploadParams 25T

2% ax

localFilePath AHEFERERE, w1ME,

fileKey HESTHR(E, I EERIIRSF|OIGS, ©iE,

uploadid L& uploadld, TIARE, EANNELEEZREIZ uploadld igH
LAEHIERS

uploadConfig HEERE, AFRE,

BeERmE, TLAFE LI, TAIEIT:

int? code = await _uploader?. (params) ;

if (code == TXUploadCode.TX_UPLOAD_OK) {
("IETE L&) ;

(" EfE codeScode");

L% code BIRENE:
e TXUploadCode.TX_UPLOAD_OK {XFiRERMKIN.

e TXUploadCode.TX UPLOAD_BUSY {8ZFiZ TXUploader CZ7EAME (&, IEREER.
e TX_FILE_NOT_FOUND HFRENNMHBEFRFE.
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O BAS =

Rk &

mIEEFRAYE: 2025-08-04 21:19:11

AXEERHE RN AN LEES] .

ERER

FrETEIEBNZERRMN EE G ERHNE WRTFE
ZRBETWRSZHEI BN ZAMNGIEEFEN . ZPAERBNZZRAMNGEERMIIEEEWREE; A
MIipIERY, EEFITHNEHFE~EREER.

LEBH
PR E &SR T :
EERN &S LEFIE STIHRIE
TF (L4 PO RO 75 [BucketId] .vodsrc-internal. [{Ffifith N HEEISEEE
i 1 . covod. con AR i
FEARMEERS

B RN AN FERRE 7T — 1 ANEE, ERRERZEREENZIRSREE RN L EXHEHERtbRT
&t o

EFR A EHilEE AWS S3 SDK L&32HF

THENMEBEEANREESH, WMTHTERI LEGEE bR RRTFERE
BT AhRRA ID 73 1234567890 , TFB@AYFEMIE) ap-guangzhou , fFiEHE ID /3 bucketidl o
AEHIERYFMEF{ARIGOE®E A bucketidl.vodsrc-internal.ap-guangzhou.eovod.com o

EETE

1. BIBZ AR FFNTFiEHE
£ =iEEHE QRRIFE RN ANEER, BMRELSERSR BEAN] 1 CIEFER X,

2. IREVR FERBIK A AR
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package main

import (
"context"
"errors"

1] fmt "

"net/url"

" "

(OFS]

"github.com/aws/aws—sdk—go-v2/aws"
"github.com/aws/aws—-sdk—-go-v2/credentials"
"github.com/aws/aws—sdk—go-v2/feature/s3/manager"
"github.com/aws/aws—-sdk—-go-v2/service/s3"

smep "github.com/aws/smithy-go/endpoints"
"github.com/aws/smithy—-go/logging"

type customEndpointResolverV2 struct{}

func (r *customEndpointResolverV2) (ctx context.Context,
params s3.EndpointParameters) (smep.Endpoint, error) {
1f params.Bucket == | | params.Region == {
return smep.Endpoint{}, errors. ("invalid endpoint param")
}
return smep.Endpoint{
URI: url.URL{
Scheme: "http",
Host: fmt . ("%s.vodsrc—internal .

guangzhou.eovod.com", *params.Bucket),
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func

s3cli := s3.

(s3.0ptions{

Credentials: credentials.

"AccessKeyId",

"SecretAccessKey",

" ")

EndpointResolverV2:

UsePathStyle:

Logger:

ClientLogMode:

Region:

file, err := os.

if err != {

(customEndpointResolverV2),

logging. (os.Stdout),

aws .LogRequest | aws.LogResponse,

"Suto" ,

("demo.mp4")

log. ("failed to open file: %v", err)

return

}
defer file.

uploader := manager.

(s3cli, func(u *manager.Uploader) {

u.PartSize = 10 * 1024 * 1024

c

u.Concurrency = 5

)

result, err := uploader.

("bucketidl"),

Bucket: aws.

Key:
Body :
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err != {
log. ("failed to upload file: %v", err)

return

*result.ETaqg)

import software.amazon.awssdk.auth.credentials.AwsBasicCredentials;
import
software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;
import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.s3.S3AsyncClient;

import software.amazon.awssdk.services.s3.S3Configuration;

import software.amazon.awssdk.transfer.s3.S3TransferManager;

import software.amazon.awssdk.transfer.s3.model.UploadFileRequest;
import
software.amazon.awssdk.transfer.s3.progress.LoggingTransferListener;
import software.amazon.awssdk.core.checksums.RequestChecksumCalculation;

import software.amazon.awssdk.core.checksums.ResponseChecksumValidation;

import java.io.File;

import java.net.URI;

import java.util.concurrent.CompletableFuture;

public class Main {
public static void (String[] args) {
S3AsyncClient s3AsyncClient = null;

S3TransferManager transferManager = null;

AwsBasicCredentials credentials =
AwsBasicCredentials. (

"AccessKeyId",
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"SecretAccessKey"
) ;
String region = "ap-guangzhou";
String bucketId = "bucketidl";
String filePath = "demo.mp4";

String key = "upload/demo.mp4";

String endpointUrl = String. ("http://vodsrc—

internal .%s.eovod.com", region);

s3AsyncClient = S3AsyncClient.

(StaticCredentialsProvider. (credentials))

(URI. (endpointUrl))

(Region.

(NettyNioAsyncHttpClient. () . ())

(S3Configuration.

( )

()

(RequestChecksumCalculation.WHEN_REQUIRED)

esponseChecksumValidation.WHEN_REQUIRED)

transferManager = S3TransferManager.
(s3AsyncClient)
()7

File fileToUpload = new File(filePath);

UploadFileRequest uploadRequest =

UploadFileRequest. ()

(builder —> builder

(bucketId)
(key))

(LoggingTransferListener.
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(fileToUpload)
();

CompletableFuture<Void> future =
transferManager. (uploadRequest)
()
(response —> {

System.out. (" E{ERKIN! ETag:

response.

(" LAE(ESS5ER") ;
ch (Exception e) {
’stem.err. (" EfERM: " + e.
() s
} finally {

try {
if (transferManager != null) {
transferManager. ()
}
if (s3AsyncClient != null) {
s3AsyncClient. 0);

System.out. ("WESER") ;

} catch (Exception e) {
System.err. ("XKHARFERRERIR: " +
())s

}
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#include

#include <aws/core/auth/AWSCredentials.h>
#include <aws/core/client/ClientConfiguration.h>
#include <aws/s3/S3Client.h>

#include <aws/transfer/TransferManager.h>

#include <iostream>

Aws: : SDKOptions options;
options.loggingOptions.logLevel =
Aws::Utils::Logging::LogLevel: :Info;

=
JAN

Aws: : (options) ;

accessKeyId "AccessKeyId";
secretAccessKey = "SecretAccessKey";
region = "ap-guangzhou";

const D bucketId = "bucketidl";

keyName = "upload/demo.mp4d";

filePath = "demo.mp4";

Aws::Client::ClientConfiguration clientConfig;

clientConfig.region = "auto";

clientConfig.scheme Aws: :Http::Scheme: :HTTP;

clientConfig.enableEndpointDiscovery =

clientConfig.verifySSL =

clientConfig.endpointOverride = "vodsrc-internal ." + region

".eovod.com";
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clientConfig.checksumConfig.requestChecksumCalculation
Aws::Client: :RequestChecksumCalculation: :WHEN_REQUIRED;
clientConfig.checksumConfig.responseChecksumValidation

Aws::Client: :ResponseChecksumvValidation: :WHEN_REQUIRED;

Aws: :Auth::AWSCredentials (accessKeyId,

secretAccessKey) ;

auto s3Client = Aws::MakeShared<Aws::S3::S3Client> (
"S3Client",
credentials,
clientConfig,

Aws::Client: :AWSAuthV4Signer: :PayloadSigningPolicy: :Never,

auto executor =
Aws: :MakeShared<Aws: :Utils::Threading: :PooledThreadExecutor> ("executor",
10);

Aws::Transfer::TransferManagerConfiguration
(executor. ());

transferConfig.s3Client = s3Client;

transferConfig.bufferSize = 10 * 1024 * 1024;

auto transferManager =

Aws: :Transfer::TransferManager: : (transferConfiqg) ;

std::cout << "Starting file upload: " << filePath << " to " <<

bucketId << "/" << keyName << std::endl;

auto uploadHandle
filePath,

transferManager—>
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bucketId,
keyName,
"application/octet-stream",

Aws: :Map<Aws: :String, Aws::String> ()

uploadHandle—>

1f (uploadHandle—>
Aws::Transfer::TransferStatus: :COMPLETED)

{

std::cout << "File upload completed successfully!" <<

std: :endl;

auto lastError = uploadHandle—>

std::cerr << "File upload failed: " <<
lastError. () << std::endl;

}

(options) ;

mwmwn

ZSETWHE? AWS SDK for Python v1.38.7 iiﬁ!o
Boto3 HY AWS SDK for Python v1.36.0 RUAGHRAFZER s3 BIEHASEMEFRR.

B{x&%: nttps://github.com/boto/boto3/issues/4392

mwmwmn

import boto3

from botocore.config import Config
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from botocore.exceptions import ClientError

REGION = "ap—-guangzhou"
BUCKET_ID = "bucketidl"
FILE_PATH = "demo.mp4"
OBJECT_KEY = "upload/demo.mp4"

s3_client = boto3.client (
"53",
aws_access_key_id="AccessKeyId",

aws_secret_access_key="SecretAccessKey",

endpoint_url=f"http://vodsrc—internal .{REGION}.eovod.com",

config=Config
s3={"addressing_style": "virtual"},

request_checksum_calculation="when_required",

response_checksum_validation="when_required",

response = s3_client.upload_file
Bucket=BUCKET_1ID,
Key=0OBJECT_KEY,
Filename=FILE_PATH,
)
print (response)
except ClientError as e:

print (f"Error: {e}")

A EE:
o {EF AWS SDK BRI SIS E I RIPISTE, 1#1B1ES%E AWS SDK g9tEx3214 Data Integrity
Protections for Amazon S3.

o (ERFERMEAMES, BEYHA VirtualStyle 8z,
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