=iB(E
IRSEREM
[l T3 =

0%

Iz
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(hAA=BA ]
©2013-2018 EEM=RATE

RAEEFNABA RIS | REBNRRAPETY | AAEFEMELUEIR SR, BX PR, EEe
EREERD A EAE.

GETanztiE)

O BAS

RECEBNRRSEXVBRINBRRTE (1t ) BREEATIREXEATEME. AXEFRIE=5ER
BIREItR , HGEEIAIARRA.

[(BRS570A]

REEEREPN BN 2B ™ m. IRSSIIRIEAER , B m. IRSHNRETIERIMEE. &
FIESCRIBBSIN T . IRSBATFRE. RSTVESNRESENZZENELERAE , RSB ELE &N |
BRI A XA E MR RER TR R A R,
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XiEER

IKSERER
MKSERERIRAA
TLSIE&APHERFM
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) i

IRSEREN
IKSERERK A

BITEHATE : 2018-11-16 11:47:34

KSEMRTHABNZBEEABEER BRI EERR , AEEBERAFINETHTIKSER. BIMEI]
HXXERZFNAERE TR , TR Z R ZE(EIRS5ER0 #HTRE.

RN ZIERFEMISHIIERFAERE  FAREEHBRANN , BiE TATE BTHA , mERFARM
BIEEHIREREERABNRSH[IGES Y | FTHFAHRSEIERE.

App BEIKE

FERRiE

WKSTERE App VB ERIIRSSSETR: , IKSHREERSEREM,

EFis08

FIFE App BFIRANIKSEIDEE App EEKSERIFSSEWE , WERE , App BEKSSRIRSEER
FAEIRAE® UserSig B, App ZFIHERAFIKSHISE UserSig , AZIERE SDK FEIHTIIE ,
R R RBERS.

{sEFRi5iEA

FREFEZFRIELARE | BAS2EBIAAER. TLS 56 AP BUAZOERNSEEMEN 180 X, FARET
LIERSEEHSHIROBTRESSE , FAEFTEASRTHREIAAEREEREERIES | TLS 55 AP
I TLSIZEAPIERFA.

HBYTE
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) i

i Hi &S5 Bilag

I
| BRI (FAEEDTA) :
| |
| |

| TS EAPEERisig
| |
| |
1EEkig :
|
|

iERlogireE S A sig

s e

B=IHIIKS

FREENB=SANKS , WELSEBKSHSEMS N , EETX—NERVEZAFID Identifier 71 &
% UserSig ,

fisR

FAtH

FARRERF PARITRINEE AT, IEITRIIEE LT | ARSTAREARTHIN | FARTERE |, 118
KNI, BARINERIEEE , REFBA T | AARINENEEE WRE QB ERT. ESER+ , 2
MRRTENFAERFPNBNGIAYE | ERBSENT.

o JRIEL : ABHFARERE | QPHBNMRT. FAEFERFASPEMBFER UserSig , BBiflER NS
& UserSig #7134,

>

Db

STFIRART, | AT HEFREREFTER  FREHTKSERE  TLENAFIRNNAEES FHATR. [
R iRt T TEMFFAERAGER | FEEEN TLS 56 API FFAIES,

&

iE  RTIRRER | TBEIXE AFFERNE H—2 T,

App EBEER
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) i

XM REROS , B EREERBMNZRERMRY , PINEEEF | LAk CCHES., EHAEFAERKS
AR, JLURR—EIRESAEER  ABNTIEEREDE , EERALIE SRS HIT—EATAERE.
App EIEREN App EERSEENRIAE  SEBKSHEL , EXFI0T.

o EEMPRER. BUANFKEL App WEBIFTEERFAE. REUTERAENESEM.
o BEIRES. fIUNGESRFARE. EHESEARIEMARR.

App TR REST AP TIRFSIREEAAT , M={ER App EERIKS(FA Identifier HTIEM. App AILIEIKS
RERPIFEMKSIREN App BER | REVTIZSN I8 App BEER XiH,
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) i
TLSIZE&APIERF4M

RS HAE ; 2018-11-07 16:21:29

FFRETILAGER TLS 56 API RIBXTEH |, £ERAFATH. &R UserSig FIfde UserSig . TLS f& APl FfiJf2(H
T 6 MEMFTARE TE , AEDBIE Windows T 64 (FlémIFNHE. Windows T32(FmiEM 4. Linux T
OANFIGmIE MR, Linux T32MFmEXME. zip FEZUAYIRICABSZMAA tar.gz 1RzUATIRICAS S 4.

SR
FEEHIE T RIOATAESIHRHEIH private key &1 public key , HBIRIRFER ec_key.pem
publicpem , FETEREFATAHIIERERS.

Linux &

TR{ER
T XEHERNETEERRE | SRNAPFEEFAERSEA TLS RIEE APl EZO%ER sig.

Linux 4R sig 1K€ sig
BESAHESEIT tls licence tools , BIHT FEAIGHS :

$ /tls_licence tools
i

current version: 201511190000

Usage:

get sig: ./tls_licence tools gen pri_key file sig file sdkappid identifier

get sig e.g../tls licence tools gen ec_key.pem sig 1400001052 xiaojun
verify sig:./tls licence _tools verify pub_key file sig file sdkappid identifier
verify sig e.g.: ./tls licence tools verify public.pem sig 1400001052 xiaojun
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N TS s

B SCPR ERSEMERARG, TEEETEE !

AT T T ERISBSETLAER sig -
/tls_licence _tools gen ec_key.pem sig 1400001052 xiaojun

I AISEERER -

/tls_licence tools gen FAHXHERTR sigiFEFMAYEER sdkappid FFid

PATEIAT T ERIABS AT LABSR sig

/tls_licence tools verify public.pem sig 1400001052 xiaojun

XN SERIRERR -

Jtls _licence tools verify NS4 E&1R sighF g2 sdkappid FAFid

LA AS%ER sig i&7x -

LAT /91238 sigigErs -

[tls@tencent ~] ./tls_licence_tools verify public.pem sig 1400001052 xiaojun

verify sig ok
[tls@tencent ~] I

AT ASEIERPENSEHITN

RS : BB UE (bR ) BREEAH 588 23



%o -:it= e

gen 0 verify S BIFRRER sig FIiEE sig K<

pri_key file : FASHSHRIERTR

pub_key file : NAHAIEER

sig_file : sig STAHHNEER , AERELERE sig , BBALIG sig EAXAMHE , WIRERE sig , BPARNRANE
1ZEY sig FIAE

sdkappid : BlgER AR TE £ EHY sdkappid

identifier : FAF#RR , BIFEF id

o 34N

LERGRY sig BRIER 180 X, FFREFTEAE sig WHART , EBHEM sig.

C++ ##0O

BiB8a include/tls sig api BE TR tls signature.h . L34 EA94ZO , tls gen signature ex2 #
tls check_signature_ex2 , BIERAR sig A0 , FEERYE sig =D | FANSEFIREIEIRBIESE X
% tls signature.h ,

ReRHEsSE , £ lib BRTEMIBER !

F—jni
— jsoncpp
— openssl

L— tIs sig_api

TEHHEAESSER libjsoncpp.a . openssl BRTHI libcrypto.a 0 libtlsignature.a . BINEREHEERSE
B9 -Idl 0 -1z , FEAATLIEE example/cpp/Makefile , BT libtlsignature.a 3|F7T openssl #1 json HY
FFREE | FRLASEZRT libtlsignature.a HIasSHIERAIES.

TERVEERBA I AIRIE tls licence tools Ba<1T , AT ER(IXIBHFFAIME | HEEENBRETLUZIRFT
& B CRIShRERLE H.

[tls@tencent ~] make
g++ -g -I.

g++ tls_licence_tools.o ... 2, L ‘inc -I../7. . “include/t
1s_sig_api -Wall -fPIC -L../../

FE

MRIEFEZEIZEA TLS 56 API RE | BEREFIIRMRI IS RET o AU VE A N EATED
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int multi_thread setup(void);
void multi_thread cleanup(void);

Java 0

Heai Java 2O JNI B95REM, Java BE T tls sigcheck.class , 20 tls sigcheckjava wiFE3 , IR
B jdk FFEMTR , FRETETERRELXYE , HFEESL

javac -encoding utf-8 tls sigcheck.java

BIEEONBIEEN comitlssigcheck , BBIYERGIAR example BRT Java hixd Demo FIEL AR,

— com

| L—tls

| L— sigcheck

| L— tls sigcheck.class
— Demo.class

— Demojava

— ec_key.pem

— public.pem

L — README

ZBIHEZ Java O BEIERR NI B95 , FilL Demo.java B THEA so HiEE , FAERIEBRCHNEM
jnisigcheck.so SCRREERFATIEN , E_HFIBFFGRIER jnisigcheck.so ZRMUE lib/jni BRT. Demo ffE
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%aY - iiib= s

FI5RiE58% example/java/README , FEHETEE :

/jnisig

.class

gAXIB13LOJE

i WNERTE Java KB ERTSEENANAER usersig , ATLISE Bl =18is BRENE.

Java [REHED
Java [FEZEOKENT 5 NarE@h, £ tls sig api/java_native/lib BRTF :

— bcpkix-jdk150n-152 jar
— bcprov-jdk150n-152 jar
— commons-codec-1.10 jar

— gson-2.3.1,ar
— jsonjar

L— tIs_signature,jar

i
MEHIERE T AT , BABASRESEOTE publicBase6dkey S35 , ABMBRIEAREF
f9 privateBase64Key £#1,
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) i

PHP 0
PHP SLIIRA R AEE , MEEAmSITLRERR sig, TERE bin/signature , PHP BSERARAT :

ix - FFREBE TS SHTHRREMAIHITINR , ARBIEE=IAFTEIE command BERIREHT
ENL

function signature(S$identifier, $sdkappid, $private key path)

{

# XEFESHENET , FFRERIES CHIBERH TR
$command = '/home/signature'

.'". escapeshellarg($private_key path)

.. escapeshellarg($sdkappid)

.' " . escapeshellarg($identifier);

$ret = exec($command, $out, $status);

if ($status == -1)

{

return null;

}

return $out;

}

PHPRAED

ERBEM e hEsHmE php/TLSSig.php U4 , &AL sig #0 genSig FIREE sig $#0 verifySig HEHE
o, 7 FE PHP INEEET openssl & , EUROERASIRE | BN PHP 5.3 REAEARRA,

i WNR EIASCE PHP IMELAREEK , LLUNFERTLIER ( fedora, centos # rel & ) AUR{ER S |
BJLASEBTICIE fB—Ff5S openssl F1RFFTKAISLH,

Windows &

TR{ER

T XEHERNETERERRE | SRNATEEFAERSTEA TLS RIEE APl ZO%ER sig.
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) Lt =i

Windows T4Rk sig FIi3E sig
BEARATSEINIT tls_licence_tools.exe , RIIT TEIAIAGRS :

tls licence tools.exe

fai

current version: 201511190000

Usage:

get sig: tIs_licence tools.exe gen pri_key file sig_file sdkappid identifier

get sig e.g.: tls licence tools.exe gen ec_key.pem sig 1400001052 xiaojun
verify sig: tls_licence_tools.exe verify pub_key file sig file sdkappid identifier
verify sig e.g.: tls_licence_tools.exe verify public.pem sig 1400001052 xiaojun

HSChr ERSHERMZG. TEEEREE

D:ssrcwicgbhdstinyidstls_sig_apiwindows“b64~tools>tls_licence_tools.exe
urrent version: 281511198884
sage :
get sig: tls_licence_tools.exe gen pri_key_file sig_file sdkappid identifier

get sig e.g.: tls_licence_tools.exe gen ec_key.pem sig 1480001852 xiaojun
verify sig: tls_licence_tools.exe verify pubh_key_file sig_file sdkappid identifier
verify sig e.g.:- tls_licence_tools.exe verify public.pem sig 14800016852 xiaojun

D:ssrcwicgbdstinyidstls_sig_apiwindows“6d~tools >

FATERIT TEAIS ST LR sig
tls licence tools.exe gen ec_key.pem sig 1400001052 xiaojun
IMNAISEEREZE

tls_licence tools gen FASHSUAGIER sig BEFRAYEER sdkappid FFid

PATEILT TERIBS LRGSR sig

tls_licence_tools.exe verify public.pem sig 1400001052 xiaojun

XN SRR

tls_licence_tools verify 225834812 sighIfFRER1E sdkappid FAFid
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%o -:it= e

TEEREE :

D:zrcwicgbd tinyid~tls_sig apiwindows“b4 tools>tls_licence_tools.exe gen ec_key.pem =ig 14000018
generate sig ok

D:ssrcroicgbdstinyidstls_sig apiswindowssb4Stools>

sig HAIASINTE -

H=d|
1 kaJxl@ElLtvaAva?P@}{IdS LIJ*saEHera@UrHZ20a@8RLSNgtEloZphg3idxfaqw
Hrw-PvDAB*nAWCA]-nh11VWe5GGGqs4BHCAYhTCm19WstSUGerg*ocx80l58h
GaVHxQQnNPKTobrsXKDPySqglo®41asZur@oqtviWTlg* fgP ) 2v8zvIWhG3CS/VRY
nxyfsbn075]-VIS-WWe-NPoawwmUnB4H@xKKsgVaxWEC1QnZPin@n7/@0bkA17
UgovSrwoSPiwadhOZuwYDaxs8IXGoWydnk@acr/d4drog89358HOP1yvgHeIFju

length:304 Ln:1 Col:1 Sel:0]|0 Dos\Windows UTF-8 wfo BOM INS

R sig TEENE

D:srcwicgbdstinyidstls _sig apiwindows“64*tools>*tls_licence_tools.exe verify public.pem szig 148088
verify sig ok

D:ssrcwicgbdstinyidstls_sig_apiwindows“b4d*tools>

TERERE F2EERTPSHRIEN

=

LERRRY sig BRER 180 X |, FFREFTELE sig WHART , EFEM sig.

gen 0 verify: 5 BIFRTERK sig FOIKLE sig A4S

pri_key file : FASHSIHRIERTR

pub_key file : A$EHAIERRE

sig_file : sig SXHHIERIR , ANRBHRL sig . BBASIE sig BAXANNE |, WIREREE sig , ABASMNIXANHF
1XHY sig IAA

sdkappid : BlzERFERITE £S5 EHY sdkappid

identifier : FAF#xR , BIFEF id
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C++ =0

Windows T C++ £O8ERRTLRAIRA vs2012 k241, BHEEE include\tls sig_api BERTHY

tls signature.h . L3P EERYEN , tls_gen signature ex2 F1 tls check signature ex2 , BIE 4R sig
MEO |, FERREE sig U0, MRS EFIREIERFIESE LY tls_signature.h ,

REREEASE , &£ lib BRTETIIER

—jni

— jsoncpp
— libsigcheck
— openssl

— tIs sig_api
L— zlib

TEHEAIERSER jsoncpp.lib . openssl BRTHY libeaylib . libtlsignaturelib #1 zlib BRTAY
zlibstatlib , BARUFOMRIFFRCELNT
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Configuration: | Active(Release)

w | Platform: |Active(x54)

vl l Configuration Manager... l

> Commaon Properties
4 Configuration Properties
General
Debugging
VC++ Directories
 CfC++
4 Linker
General
Input
Manifest File
Debugging
System
Optimization
Embedded IDL
Windows Metadata
Advanced
All Options

Command Line

Additional Dependencies
Ignore All Default Libraries
Ignore Specific Default Libraries
Module Definition File

Add Module to Assembly
Embed Managed Resource File
Force Symbol References

jsoncpp.lib:libeay.lib:libtlsignature.lib:zlibstat.lib:% (AdditionalDef

No

MSVCRT.lib:%(IgnoreSpecificDefaultLibraries)

jsoncpp.lib
libeay.lib
libtlsignature.lib
zlibstat.lib

4

Inherited values:

kernel32.lib
user32.lib

> Manifest Toal i32ib
[ XML Document Generat g. 132 .

i winspool.lib
> Browse Information comdlg32.lib
> Build Events ¥
[» Custom Build Step
b Code Analysis [#]Inherit from parent or project defaults P

o e
] 1ii 3 ]
 o@= || m BRI
WRAERE - BBRUE (16 ) BREELRT 516 H23|




Configuration: lActive(Release) vl Platform: lActive(xﬁ-él) VI [ Configuration Manager... ]

> Common Properties Enable String Pooling
4 Conﬁguration Proper‘ties Enable Minimal Rebuild Mo (fGm-)
General Enable C++ Exceptions Yes (/EHsc)
Debugging Smaller Type Check MNo
VC++ Directaries Basic Runtime Checks Default
C/C++ Runtime Library Multi-threaded (/MT)
Struct Member Alignment Default
Security Check Yes (fGS)
Enable Function-Level Linking Yes (/Gy)
Enable Parallel Code Generation
Enable Enhanced Instruction Set Mot Set
Floating Point Maodel Precise (/fp:precise)

General
Optimization
Preprocessor
Code Generation
Language
Precompiled Header
Output Files
Browse Information
Advanced
All Options
Command Line

> Linker

> Manifest Tool

> XML Document Generat

Enable Floating Point Exceptions

Create Hotpatchable Image

> Browse Information
> Build Events
Custom Build Step
> Code Analysis
Enable String Pooling

Enables the compiler to create a single read-only copy of identical strings in the program image and in memory
during execution, resulting in smaller programs, an optimization called string pooling. f/O1, /02, and /ZI automatical...

e 3N

MERIEFREZEAZEA TLS [56 AP| , IBTEERFIIRCIIFIERIT S 3IEA FERZED

int multi_thread setup(void);
void multi_thread cleanup(void);

Java EO

Bai Java #OFEA INI B95EEHL. Java BRT tls sigcheck.class , 2H tls sigcheckjava ZmiFEE!] , 1R
B IDK FREMIEH , FFREFBITEFRRTLG | wmiFndA

javac -encoding utf-8 tls sigcheck.java

BEFEEONBREN comtlssigcheck |, BBRIRYERAGEE example BRT Java hiRAs Demo BYHELRS :
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PHBAT =i

F— com

| L—tls

| L— sigcheck

| L— tIs_sigcheck.class
— Demo.class

— Demo java

— ec key.pem

— public.pem

L— README

Z RS Java ZOFERARY NI B9AZ | BiLA Demogjava EETHA dIl B9iEG , FFAERIEESHIEFK
jnisigcheck.dll SEFRE&IEHITIER , FdmiEMY jnisigcheck.dll ZRUE lib\ini BRT. Demo BNEALHIES®
example\java\README , THE&ETEE :

Tpublic class Demo {

public static vold main(5tring args[]) throws Exception {

tls_sigcheck demo = new tls_sigcheck(};

demo.loadInilib("D:\\tls_sig_api-windows-64\M\1ib\\jniz\jnisigcheck.dl1™);

File priKeyFile = new File("ec_key.pem™};
StringBuilder strBuilder = new StringBuilder();
5tring s = "";

BT

-
)

Il
&

D:ssrcrwicgb4dxtinyidstls_sig apiexanplesjava>java Demo

edig:
eJx1jBFPgzAflhe—8CtKrxprXQzmHiYc6ZoQPnxMiv]I Qi 1KYt t LeUIMESIMLxiE? -1 #5 L3 3pfn*=?1 1 BHZUR JE p jCHBQF—pUPI Dj—gBArxuihNEer6H6RUc U2Ls jFUD=Ag]
fob18x1AwcY R hMMLSBFc 4GnMxf ZuHThUbZ- I PtExBJ3ahosU38kgHd 1g j5Z1puDn v 25hdt 0G*5 i 149U DZJKIVGRiZul GxbMUn=zBnbyt M1 3c Lml?6 kU2 0pKiunl»D3

EUEI Rcf ZwPu2 f gBuwl?Q

verify ok — expire time 2592088 — init time 1448544453

FE

ANERTE Java RIBH(ER T SLEENARER usersig , AILASEBT=ICIE PRIBEZXNE,
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Java [REEEO
Java [RAEEOKET 5 4 jar &, 7£ tls sig_api/java_native/lib BRT :

— bcpkix-jdk150n-152 jar
— bcprov-jdk150n-152 jar
— commons-codec-1.10,jar
— gson-2.3.1,jar

— json jar

L— tIs_signature jar

=
NEHIERE TE BIATAR  BABRBWESEOFRY publicBase64Key S41 , FAHABSMHELSZEOH
AY privateBase64Key S%4,

C# ¥&00

LAAEFEERYSZCIER dIl SEIR , ARG dIl A9 lib\libsigcheck\sigcheck.dll , C #EORISESREIERES N
include\sigcheck.h 3324 | #OREERSZNANT :

class sigcheck

{

[Dllimport(dllpath.DlIPath, EntryPoint = "tls gen sig ex", CharSet = CharSet.Ansi, CallingConventi
on = CallingConvention.Cdecl)]
public extern static int tls_gen sig_ex(
UInt32 sdkappid,

string identifier,

StringBuilder sig,

UInt32 sig_buff len,

string pri_key,

UInt32 pri_key len,

StringBuilder err msg,

UInt32 err msg_buff len

)i

[Dllimport(dllpath.DlIPath, EntryPoint = "tls vri sig ex", CharSet = CharSet.Ansi, CallingConventi
on = CallingConvention.Cdecl)]

public extern static int tls_vri sig_ex(

string sig,

string pub key,

UInt32 pub _key len,

UInt32 sdkappid,

RS : BB UE (bR ) BREEAH 5519 23|
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) i

string identifier,

ref UInt32 expire_time,
ref UInt32 init_time,
StringBuilder err_ msg,
UInt32 err msg_buff len
)i

}

Erh dllpath.DIIPath 3887 dll BUBRIZ , IFMIEES example\cs\csdemo.cs , XF Demo RIERAGEER
example\cs\README , NHEHE&EEE :

FE

gNERI%EE Any CPU 255 | iEEAANNE 32 A7 dI,
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L HEH, » SVN (D) » tls_sig_api-windows-64 » example » cs »

&EE ZENV IRM  #8H

- EaF - wEs
= i R s o
. bin 2015/6/24 19:44 iE=

1 ) obj 2015/6/24 19:44  STf==
|/ Properties 2015/6/24 19:14  I7f4=E
41 App.config 2015/6/23 19:46 XML Configurati... 1 KB
C* csdemo.cs 2015/6/24 1945 Visual C# Sourc... 5 KB
[ csdemo.csproj 2015/6/23 19:46  Visual C# Projec... 5 KB
fal csdemo.sin 2015/6/23 19:46  Microsoft Visual... 2 KB
|| ec_key.pem 2015/6/23 1%:46  PEM i 1KB
| | public.pem 2015/6/23 19:46 PEM Z7i% 1 KB
|_| README 2015/6/23 19:46 = 1 KB

Wi sin STEHTH C# demo THE,
| BEERE T vs2012
e e e

=/ WIS o demo , FRBEHETERETE o+ =0
| /7 TAERER c# 1B dllsigcheck.dll RHETSFE , 6a (A 32 {UFEET d11 BITSETEE

Inamespace csdemo

{
I_:|J class Program
{ — y .
[ETR T ET T, =
const string pri_key path = @"D:\tls_sig api-windows-64\examplelcshec_key.pem™;
const string pub_key path = @"D:\tls_sig api-windows-64\examplelcsh\public.pem™;
=] static void Main(string[] args) \
1
/1 R sig S R LHMIRRG 1R
FileStream T = new FileStream(pri_key path, FileMode.Open, FileAccess.Read);
BinaryReader reader = new BinaryReader(f);
byte[] b = new byte[f.Length];
reader.Read(b, @, b.Length);
string pri_key = Encoding.Default.GetString(b);
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%aY.-iiil= s

Release ~ | x64 - A_twmfE vH N -
i} " "%, csdemo.dllpath = e ~ B DllPath
p- } @izfT ORERSE B CRTFE
= class dllpath
{ N e e e e e i
- /7 FAEEER 4] HETEREETEENL . TENEEE deno SEMERR . EECERTFLMEMR
[ TEERIENATES 411
public const string D11Path = @"D:\tls_sig_api-windows-64\lib\libsigcheck\sigcheck.dll"; /f B4 1'E|
\ O CHFxEOR dil BHEESTh
= class sigcheck — FRENELAERHRE
{
[011Impert(dllpath.Dl1Path, EntryPoint = "tls_gen_sig", CharSet = CharSet.Ansi, CallingConwvention = CallingConventicn.Cdecl)]
public extern static int tls_gen_sig(
UInt32 expire,
string appid3rd,
UInt32 sdkappid,
string identifier.
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function signature($identifier, $sdkappid, $private_key path)
{
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) i

$command = 'D:\\signature.exe'

. " . escapeshellarg($private key path)
. " . escapeshellarg($sdkappid)

.'". escapeshellarg($identifier);

$ret = exec($command, $out, $status);
if ($status == -1)

{

return null;

}

return $out;

}
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