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O BAS =

API 3t
L

EIEEFATE: 2024-11-15 01:13:41

819 xR

&A7AdiE: 2024-11-15 01:13:36
FRRGEETUTRA:
MECHRINE,.

fgeizn:

« UpdateProbeTaskConfigurationList
o HBAZ: BatchTasks

B18 X%

A7AdiE: 2024-07-26 01:15:04
RREHAETUTHE:
BEEHHIX.

feasgEn:

« CreateProbeTasks
o FBAZ: SubSyncFlag

8|17 X&®

&idiE: 2024-06-12 01:16:37
RREHEAETUTHE:
BEEHHIX.

RS-

» ProbeTask
o FERER: SubSyncFlag

816 XR%

&AdiE: 2023-12-26 01:07:57
RREHEAETUTHE:
BEEHHIX.

fezsgEn:

» DescribeDetailedSingleProbeData
o ¥MBAZ: QueryFlag

${15 X8R

#7EHE): 2023-11-24 01:07:54
RREHEETIUTRA:
MECHRINE,

higEO:

« DescribelnstantTasks

IRIRERE: BR=ITE (1bF) BRSEAE 584 #1003,


https://cloud.tencent.com/document/api/280/66201
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https://cloud.tencent.com/document/api/280/66205
https://cloud.tencent.com/document/api/280/101869

O BT =

s
« CreateProbeTasks
o #iEAZ: NodelpType
« UpdateProbeTaskConfigurationList
o ¥MBAZ: NodelpType
IBEELEN

« SinglelnstantTask

(B EiReEa:

» ProbeTask
o ¥MBMERE: NodelpType

B14 REH®

ZmAtiE: 2023-10-25 01:08:41
RREHEETIUTHRA:
MECHRINHE,

ez

« DescribeDetailedSingleProbeData
o HilEAZ: ScrolllD
o §ilgiZ&: ScrolllD

B13 X%%®

#AEE: 2022-11-00 06:14:16
RREHESTUTHE:
BEEAH.

g

» UpdateProbeTaskAttributes

B12X%%

BHHE): 2022-08-26 06:12:22
FREHEETIUTHE:
BEEAEH.

e

« UpdateProbeTaskConfigurationList
o ¥EAZ: ResourcelDs

BN RE®

A%ltiE: 2022-08-02 06:06:56
ARRGEETUTRE:
WECEIH,

whigEO:

» DescribeNodes
FISEEEN

« NodeDefineExt
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https://cloud.tencent.com/document/api/280/40931#ProbeTask
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https://cloud.tencent.com/document/api/280/78238
https://cloud.tencent.com/document/api/280/40931#NodeDefineExt

O BHS

210 X&%

A%fdiEl: 2022-06-15 06:04:25
AREHGBETUTHS:
BECHIXE.

RO

BindAlarmPolicy
CreateAgentGroup
CreateTaskEx
DeleteAgentGroup
DeleteTasks
DescribeAgentGroups
DescribeAgents
DescribeAlarmTopic
DescribeAlarms
DescribeAlarmsByTask
DescribeCatLogs
DescribeTaskDetail
DescribeTasksByType
DescribeUserLimit
GetAvailRatioHistory
GetDailyAvailRatio
GetRealAvailRatio
GetRespTimeTrendEx
GetResultSummary
GetReturnCodeHistory
GetReturnCodelnfo
GetTaskTotalNumber
ModifyAgentGroup
ModifyTaskEx
PauseTask

RunTask

VerifyResult

IR ERES:

AgentGroup
Alarminfo
AlarmTopic
CatAgent

CatlLog
CatReturnDetail
CatReturnSummary
CatTaskDetail
DataPoint
DataPointMetric
DimensionsDetail
IspDetail
ProvinceDetail
ResultSummary
TaskAlarm

B9 XE®

&AdiE: 2022-05-23 06:03:34
FREBBETUTHS:
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O BAS =

HMECHIXE,
(e {wH
« CreateProbeTasks
o FEAZ: ClientNum
o ¥iEHHE: TaskIDs
(EREREEND -

« NodeDefine
o ¥MBM&R: CodeType, NodeDefineStatus

B8 XE®

£7EHIE): 2022-04-28 06:07:39
RREHESTUTHE:
BEEAHHIX.

feasiEn:

« CreateProbeTasks
o ¥MBAZ: ProbeType, PluginSource

BTRE®

A%ltiE: 2022-03-31 06:03:51
FREHEETIUTHE:
BEEAEIH.

s

« DescribeProbeMetricData

86X

A7AdiE: 2022-01-18 08:04:56
FREHEETIUTHE:
BEEAIH.

RO

« DescribeDetailedSingleProbeData
o HiBAS: City

B5XE®

AdiE: 2021-12-22 08:07:25
AREHEETUTHE:
BEEHHIX.

feasEn:

» CreateProbeTasks
o ¥EANS: Tag

« DescribeProbeTasks
o FBAZ: TagFilters

FRIEEIESN:

« KeyValuePair
« Tag

IRIRERE: BR=ITE (1bF) BRSEAE 587 100


https://cloud.tencent.com/document/api/280/66213
https://cloud.tencent.com/document/api/280/40931#NodeDefine
https://cloud.tencent.com/document/api/280/66213
https://cloud.tencent.com/document/api/280/71856
https://cloud.tencent.com/document/api/280/66205
https://cloud.tencent.com/document/api/280/66213
https://cloud.tencent.com/document/api/280/66212
https://cloud.tencent.com/document/api/280/40931#KeyValuePair
https://cloud.tencent.com/document/api/280/40931#Tag

O BT =

IE2EiRLta:

* ProbeTask
o FERLR: Taglnfolist

B4 .X8®

AfAEdiE: 2021-12-16 17:16:49
TRRGBEETUTRA:
MECHRINE.

wigEO:

« CreateProbeTasks

« DescribeProbeTasks

FIBERLSE:

* ProbeTask
« ProbeTaskBasicConfiguration

83 XR®

RfAtiE: 2021-12-16 16:46:02
TRRGEETUTRA:
MECHRINE,

FRigEO:

« DeleteProbeTask

« DescribeDetailedSingleProbeData
» DescribeProbeNodes

* ResumeProbeTask

» SuspendProbeTask

» UpdateProbeTaskConfigurationList

IBRURS

» DetailedSingleDataDefine
» Field

« Label

» NodeDefine

» TaskResult

B2 RE®

£%HiE: 2020-01-10 14:24:52
KREHEETIUTHA:
MECHRINE,

RO

« CreateAlarmPloicy

« CreateTask

« DescribeAgentGroup
« DescribeAlarmGroups
« DescribeTask

« DescribeTasks

« GetRespTimeTrend

» ModifyAlarmPloicy

IRIFRE: BR=ItE (It ) BRSEATF 558 #1003


https://cloud.tencent.com/document/api/280/40931#ProbeTask
https://cloud.tencent.com/document/api/280/66213
https://cloud.tencent.com/document/api/280/66212
https://cloud.tencent.com/document/api/280/40931#ProbeTask
https://cloud.tencent.com/document/api/280/40931#ProbeTaskBasicConfiguration
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https://cloud.tencent.com/document/api/280/40931#Field
https://cloud.tencent.com/document/api/280/40931#Label
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https://cloud.tencent.com/document/api/280/40931#TaskResult

O BAS =

« ModifyTask

IRRERESE:

« AlarmGrouplnfo
« CatTask

B1XRES

&AdiE: 2020-01-08 19:00:35

FRRHBEETUTRSA:
MECHRINE,
FRigEO:

« BindAlarmPolicy

- CreateAgentGroup

« CreateAlarmPloicy

« CreateTask

« CreateTaskEx

« DeleteAgentGroup

« DeleteTasks

« DescribeAgentGroup
« DescribeAgentGroups
« DescribeAgents

« DescribeAlarmGroups
« DescribeAlarmTopic
« DescribeAlarms

» DescribeAlarmsByTask
« DescribeCatLogs

« DescribeTask

» DescribeTaskDetail

» DescribeTasks

« DescribeTasksByType
« DescribeUserLimit

« GetAvailRatioHistory
« GetDailyAvailRatio

« GetRealAvailRatio

* GetRespTimeTrend

* GetRespTimeTrendEx
« GetResultSummary

« GetReturnCodeHistory
« GetReturnCodelnfo

« GetTaskTotalNumber
« ModifyAgentGroup

« ModifyAlarmPloicy

« ModifyTask

» ModifyTaskEx

« PauseTask

« RunTask

« VerifyResult

IBRURS

« AgentGroup

« AlarmGrouplnfo
« Alarminfo

« AlarmTopic

- CatAgent
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« CatLog

« CatReturnDetail
« CatReturnSummary
« CatTask

« CatTaskDetail

- DataPoint

« DataPointMetric
« DimensionsDetail
« IspDetail

« ProvinceDetail

» ResultSummary
« TaskAlarm
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O BAS =

0y

IEEEFRATE: 2021-06-23 11:29:52

o=
5 JH;

RIBREF =R API 3.0 k. 259 AP ROSCEEMMEN2E, S—NSBREMALERE, £—i0 SDK/ICLIRFS AP XS HE—3, SEHskEabiEn
GERALS . STRIERIERNLEERERERZ"0. ESERZS AP| 3.0 EATERES: REA]

RiERZEEN ( Cloud Automated Testing) » =l ( Cloud Automated Testing, KAF&E#R CAT) FIBSGFLERNRSREMNS, MEMML., EHE. &
BEOSHTEPREE, BAPRILUERARENEN AP, FSREMNTE), SIZmEsuENES, ENkNERE, ISHEIMRETSI AP

IRIRERE: BR=ITE (1bF) BRSEAE 11 #1005,


https://cloud.tencent.com/product/api
https://cloud.tencent.com/document/product/1278/46696

O BAT

API H#E5S

EIEE#RASE: 2025-01-15 01:09:12

wNER (188R) BN

EOSMR

DescribeProbeNodes

=R (#hR ) HBXEEO

EOSM

CreateProbeTasks
DeleteProbeTask
DescribeDetailedSingleProbeData
DescribelnstantTasks
DescribeNodes
DescribeProbeMetricData
DescribeProbeTasks
ResumeProbeTask
SuspendProbeTask
UpdateProbeTaskAttributes

UpdateProbeTaskConfigurationList

D EE:

MBS AR OSRERIRBISEE D arT + BN + FWS , BXRTESIRPSE: AP STEIRSREA

IRIFRE: BR=ItE (It ) BRSEATF
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IREURT =
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O BT =

AR
imREGH

EIEE#ATE: 2024-08-28 01:11:50

1. BRS5itit

AP| ZIFFHIEMIEIEN , AF-mekiEtgiENE &5 cat.tencentcloudapi.com , tB3ZiFEEEHZIAR, GlanrMitbigrEE75 cat.ap-
guangzhou.tencentcloudapi.com .

WEERFEEEANGS . RBAREONZFIRAELS, SAHENBRENENEANIRSES . GIE MEREER, SEMEREIHNIRSSE, JEMEE
cat.ap—guangzhou.tencentcloudapi.com 2—%#9,

R WRESURAOLS, BUUSEEIENS.

HR: HERE APl AR, HARARFREEEOXGRMARSNEE, FRSISHRIREERAAX/ARSESUSPER, BOSTNOBEREROXIEBASEH
hE.

EEpZE:blo=t I Pk
=N 0 15
FIEHbHIEN (EEF, RIISESRKX) cat.tencentcloudapi.com
SEREHBIX (M) cat.ap—guangzhou.tencentcloudapi.com
X (L) cat.ap—-shanghai.tencentcloudapi.com
AR (IER) cat.ap-beijing.tencentcloudapi.com
Fargith X (REER) cat.ap—chengdu.tencentcloudapi.com
ARt X (BX) cat.ap—chongqing.tencentcloudapi.com
BiRaitX(hEEE) cat.ap—hongkong.tencentcloudapi.com
TWAZRES(FRhni) cat.ap-singapore.tencentcloudapi.com
TAFRE(ESR) cat.ap—-bangkok.tencentcloudapi.com
TP ARIER(H3E) cat.ap—mumbai.tencentcloudapi.com
WAHFAL(ER) cat.ap-seoul.tencentcloudapi.com
TAFIL(FER) cat.ap—tokyo.tencentcloudapi.com
SEFE(FHRI) cat.na—ashburn.tencentcloudapi.com
ZEFEER(ER) cat.na-siliconvalley.tencentcloudapi.com
Bt X (E=5e4®) cat.eu—frankfurt.tencentcloudapi.com

2. iEfEhiY

Bz AP| BIFIEEOMIET HTTPS #7i&(E, RHUSRLHNBEEE.

3. @RGE

IR HTTP iR A%

« POST (#7%F)

- GET

POST i&KX#5H Content-Type 28:

- application/json (#%) , ¥REAEZTZ v3 (TC3-HMAC-SHA256) .
« application/x—-www-form-urlencoded, #REREZZE v1 (HmacSHA1 5% HmacSHA256)
« multipart/form—data ({X&53#E0O%F) , YREAZERTZE v3 (TC3-HMAC-SHA256) .

IRIFRE: BR=ItE (It ) BRSEATF 513 #1003



O BAS =

GET iERIERBRNFEBiE32KB, POST iER(ERAERRSE vl (HmacSHA1. HmacSHA256 ) BIFREEBid1MB., POST iER{EREZAE v3 (TC3-
HMAC-SHA256 ) B¥3%#510MB.

4. FFRG

BIER uTr -8 G,

HSH

IEEFRATE: 2024-11-15 01:13:40

P>

B
&

IRIRERE: BR=ITE (1bF) BRSEAE 14 H100:



O BT =

AHSYERAFIRHRAFNZEOEIMSY, WHRE, ESMIOSMAERRBXXLSHHTRE, ESRXERETRETXESY, FHERSKEBER.
AHBYNRGRNESEEERNES S ERFTRmEMES .

(EREESE v3 N AHSH

EE7E v3 (BRMBIRME TC3-HMAC-SHA256 ) HLEEZSE v (BEXETRESENESSE) , BRE, XIFEAMERE, ¥ POST JSON ##:(, 14aE
B—ERHA, BEERAZESHETEES RBNEFR E251% V3.

FE HFEERER, BoROMERRREIERNRESSE v1 GET FK, MAREREMESRSIE v3.
ERESAE v3 B, AHSYTFRHE—ME HTTP Header iSRAEH, MNTFRMAR:
SHER ESid ik R

HTTP i&&k: X-TC-Action. ZFINEORTR. MESSROXEBASHEDLXTAHSHY Action BIRIE. flin=

Action String B e sesmigsmsiEen, REN Describelnstances.
Redion strin ) HTTP i%sk: X-TC-Region. {585, ERIFARRIEEHMIGORE, MESSROTMPHASHEBETFA
9 9 $#8% Region MU, 8 REROFEEEEZSY, BOTAPSTISINNG, KEHEEESSBETIEN.
Ti " Int - HTTP i&ksk: X-TC-Timestamp. g UNIX ii{aZ, alicR&ie AP iERA9ATE, FIan 1529223702, F&:
imestamp neger = popssmlEsEYsst, S3lESSTREE.
. . o HTTPi&Rsk: X-TC-Version. {{E API fOBRA . IESEROIERASARSY Version BRI, FIISIRSSE
Version String =

A9RRA 2017-03-12,

HTTP #REESHIMELEBFER, FIan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request, SignedHeaders=content-
type;host, Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc9631766303261024
Hr,

- TC3-HMAC-SHA256: ¥&%i%, BrRIEENZE;

- Credential: £&ZiE, AKID*** 2 Secretld; Date 2 UTC #rERJEINEEE, BEZSHAHESH X-TC-
Timestamp EEH UTC iRiEREIEE—E; service BEGFFTRE, BEAEZHEK. Hl, 53
cvm.tencentcloudapi.com EHEFRE R cvm. AF=REUEA cat; tc3_request HEIEFEFEH;

- SignedHeaders: £5&&itBRILEMES, content-type #l host J9uwtiELER;

- Signature: EEHE, HHEIEFER X,

HO

Authorization  String

HTTP i5kk: X-TC-Token, Bl Z£EIERS FIMARIIGAI R EEIEFHI Token, (EFARHES Secretld #
SecretKey HIEERAIGITLZLEIEFH TmpSecretld #l TmpSecretKey. ERKBHARNFEEREL Token F
13238

iyl

Token String

HTTP i&ksk: X-TC-Language. IEEEMARERNIES, (XESEOZSSE., BU#: zh-CN, en-US, zh—-CN
IBEIFR3Z, en-US iREHE,

iyl

Language String

BigAPEEEE NS =IRSEEFIFIRDNET4, BOSHREHRBE Offset=0, BEEE Limit=10, WEEREDEIEER URL., &KL, ERERG
mTF:

HTTP GET i&ER&HaRH:

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID**** % k& kkxdkxkhkhkkxkxhkrkxkxrxx/2018-10-09/cvm/tc3_request, SignedHeaders=

c6ccfl74cd74
application/x-www—form-urlencoded
centcloudapi.com

X-TC—-Action: DescribelInstances

C-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&REEaxRH5I:

https://cvm.tencentcloudapi.com/

IRIFRE: BR=ItE (It ) BRSEATF 5515 #1003


https://cloud.tencent.com/document/api/280/40885
https://cloud.tencent.com/document/api/280/40885
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Authorization: TC3-HMAC-SHA256 Credential=AKID*******&xkxkkkhkkxkxhkrkxkxkxrsx/2018-05-30/cvm/tc3_request,

ontent-type;host, Signature=582c400e06b5924a6f2b5d7d672d79c15b13162d9279b0855cfba6789%a8edb4c

Content-Type: application/json
Host: cvm.tencentcloudapi.com
X-TC-Action: DescribelInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp:

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form-data ) iEREMETE ((RISEREORR) :

https://cvm.tencentcloudapi.com/

Authorization: v SHA2 JrECEmiE LAl SAKIND was s s s s as sy i v s s v e s i w5 /20 LG =05=30/ cvin/ €3

ontent-type;host, Signature=582c400e060b5924a6f2b5d7d672d79c15b13162d9279b0855cfbab78%a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

X-TC-Action: Describelnsta
on: 2017-03-12
X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

222010402

position: form-data; name="Offset"

Content-Disposition: form-data; name="Limit"

10

-—58731222010402--

ERERGE VI NS

EREEEAE V1 (BLHIE HmacSHA256 #l HmacSHA1) , AHSHEESG—HEIERER, SENEFENY

=g

SignedHeade

_request, SignedHeaders=c

SHEM Bl Wik iR
. . o RERIEOSMR,. ESEEOXEPRNSHET X TAHSH Action BIIREE. FlIN=IRSZSHFOEAELGEIZIRED,
Action String = .
HY{&7 Describelnstances.
Region Strin _ b2, FARIFAEZIRENMEIZAEIE. BROESHOREES ZEOXEPHASHAHSE Region R,
9 9 B REROFRECEZSE, BOTEEAN LSRG, HRDEEEZSMETatN,
) o 81 UNIX IS8, TieR&R AP EREATE, £a11529223702, MESLFREHEEEA, S3lRERiTHIE
Timestamp Integer = 2
Nonce Integer 2 FEHNIEEES, 5 Timestamp Bx&#ek, BFHLEERKE.
. £ =APIZ$E LHIBFRREAAY Secretld, —4* Secretld 3FRilft—#Y SecretKey , M SecretKey SFRER
Secretld String = - .
BERER Signature,
Signature String 2 BERES, ARBIEREROEEYE, FERPRELRNEASEITESE. BRTESZSR 340,
Version String 2 1RER API BIRRZS . BUESEEOXHEPAS2IHBH Version BIRAA. HIANZIRSSEZAIERAE 2017-03-12,

|

SignatureMethod  String HmacSHA256 EiIESS, HnBRIER HmacSHAT IEEE,

IRIFRE: BR=ItE (It ) BRSEATF

Z&2A=, BEiSZE HmacSHA256 1 HmacSHA1. REIEEIISE A HmacSHA256 B, A{#ER

516 $100m:@


https://cloud.tencent.com/document/api/280/40886
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/280/40886

O BHE

BHEW ESicl Wik iR

Tok Stri - Bl Z2EIFIRSS iR RIIGRIRZ 2 EIEHRAY Token, {ERRIEERIS Secretld 1 SecretKey KIEFEIRAIGRIZLE
oken ring = EFAY TmpSecretld 1 TmpSecretKey . {ERKIAZARAEEREL Token FE.

Language String & BEROREES, (XEDEOSZLSE ., BUE: zh-CN, en-US. zh-CN BEIFI, en-US REZEX

BiRAPEZEA MNEHNEIRESR[/EGIFIR, HiEREDRIEIER URL. iEKKER. EREFRHENT:
HTTP GET i&R&5Ma51p1:
2&SignatureMethod=HmacSHA256&Tim

34&Signature=37ac2f4fde00b0ac9bd9eadeb459blbbee224158d6 5 db70b2d181d02&Region=ap-guangzhou&Nonc

AR T D * * % o % o o o o o o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok Kk

76 4&Signature=37ac2f4fde00b0ac9bd9

et Td=AKID***x*x*xxkxkkkkkkkhkkhkkkkkkkkkkx*

* Kk

g5
AFRFEIEO Region FRNAIGENTRAR. MREOFRSREPUOFEEE, WRIEEOIHPEIRR.

Hbigy &

gt (1) ap—-guangzhou

IRIFRE: BR=ItE (It ) BRSEATF 17 #1003


https://cloud.tencent.com/document/product/1312

O BAS =

ERAHIEV3

mIEEFATE: 2024-12-25 01:14:11

PITFSZiEiR T §&8757% v3 ESTE, BENESKRSEHSHAIERERIGAE AP HZAER. RINESEER BiR= AP| Explorer , Eil= SDKHl BiREH<TT
£ (TCCLI) SHR&EIR, NMELBEIMEAN APl BRETES .

7= (EH APl Explorer

fZE L@ APl Explorer BY [ #5546, | RIREESMEOESHEMTE.

iRz APl S8 MERETHHWIE, ARFEEARLEE, SURENSEMERETES (Signature) , BNMERBTEEAHSHPIEERESERHIMEE
BB XIS REBR .

PHARHTES
ERBELTHRBRIER:

1. MIEERERSH
EZRFREREHFIEERLDRAPAREN, BESREFE = AP 2 REREEBEXER.

2. RiPERTR SR
ATHLLEREEMSEPHEN, Bz AP| 2ERERSECRITEIERNGHEE, FSERNIBFRENZGFERERI—IS, REFBN= AP RSH. BSHRS
ERWREIRSERSHARFNEEITEIAHE, HINIEERPIRHE. MRERNEN, BSBEBET—H, BA= APIBEERRER,

#E&7iE v3 (TC3-HMAC-SHA256 ) hRE LB=Z T LIRIRIESSE v1, MEERS, XIFEAMIER, XI5 JSON X, POST ERIISETHEM=FHH,
REE—ERA, BEERZESHETEES,

BUREERE, BIER AP Explorer HRY “EZBRERL” 8L, EIEEZMRAN “AP1 3.0 FE v3” , AILMNERSZTEHITIE, WoTEERER SDK K18, HEER
BBz APl B2ERY 8 MERRRIEIES SDK, EEHRTESMERIR, HEHIR, 2¥ Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

FRiER2FIE

ANERNRLEIEAEE, BHEIE Secretld # SecretKey. 81 HAFRZAILMAERENEHR

» Secretld: BFHRR APl ERESR, AILAESRELIBFSE,
« SecretKey: ATFIGIE APl HEEMNSH, TLAEREELLRER,
- BRYATEEERSKIE, BRE, TUSERYFRE, NOHE, BUARAZRLREIE.

HRIERESTENRGTRIIT:

1. B3 BAREEPOERE .
2. BifE =APIZH MEFIARME.
3. =APIZ WA, $E [ #E® ] IE—=R.

ERIEF v3 ERUE

= AP| %#5 GET #1 POST idK. 3FGETHIE, RZ#F Ccontent-Type: application/x-www-form-urlencoded WM& . MFPOSTHE, BRIXIF
Content-Type: application/json LARZ Content-Type: multipart/form-data PFEHHNYIE, json B e ASEIEOYZE, multipart BXREEEEO
X345, WAHZIEOAEEER json &§NEA, SERKWSIEONIERE, #FER POST 5K, BABENERHEER, (B GET i5KRRIAX%F 32 KB LIBMERE .

TEUBRSHETA MREFFIRERFF, SERNMESEIMHEIRE, REELZO2EA:

1. ZRSHEANETIE, ZROREMR;
2. ZEORRIZN, FEUBMERRIIRE;
3. EOE=SHMERS, JIIERESBIREMRIMENTER.

TG, FeARSYEHERONSY, RIEEEFSZLHENER. EXLMRAMBEOMN, BRESFERE, SMEONSHEHFTER, FERLXMFIFIISEM

B Ut5h, RERRRTHSAHSEIEOBASE, APULMREXIFRERIEMSE, fl Language l Token 28% (7 HTTP L&R&HE, &N X-TC-
HI%R) -
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https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BT =

{Ei’z"mrﬁlﬂg Secretld #1 SeCretKeyﬁEquE: IR TD* % % ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok R[]k ko ok ok sk ko ok ok ok Kk ok ok K Kk Rk Kk Kk kR K mFEEErMEEEE
SB/EN “KHR” BWENRE, RIEE—FEIE. WiEKTEH:

curl -X POST https://cvm.tencentcloudapi.com \

—H "Authorization: TC3-HMAC-SHA256 Credentie

application

v . tencentclouday

THFAREESITETRE,

1. BHERTEER S
AT IBEIBHENEE RS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +

SignedHeaders + '\n' +

HashedRequestPayload

FEREW 25
HTTPRequestMethod HTTP i&k%i% (GET. POST ) . ltRBIEET PoST,
CanonicalURI URI 2%, API 3.0 BEAESML (/) -

& HTTP i&%k URL RIEAFHE, WTF POST 5K, BEEAZFHE", WF GET &K, WA URL HiEds (?) FENF
TFEBRA, FiEN: Limit=10&0ffset=0,

i¥&: CanonicalQueryString EE2% RFC3986 i#17 URLEncode %3 (#HHZFRIBEETAEZRE) , FHE UTF-8,
HEERREESIREES TR

CanonicalQueryString

S5BBMLIER, ELVEA host #l content-type B LA, BAINMARLFS5EZ RS ESERNE—HNRSH,
ML RBIERSMEIN T O LER .
HHERN :
1. &8 key #l value Zi—55pk/\S, HEEBETH, KR key:value\n 18z
2. B1E, BB key (/B ) B9 ASCI A THE

CanonicalHeaders
ﬂhﬁ?ﬁﬂﬁ'giti?s content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\nx-tc-
action:describeinstances\ne
& content-type #RMNEIFRIZMEFS, BLREESMEERFERIEEHRSBERM charset (B, MEEZFNREIFR
—, RBSFFEEEERILEY

S5ZELEMER, RIBLLRISREMWLLLIS5TESR, l CanonicalHeaders 8 &RILEIRBTE——*IMAY, content-
type #1 host JusigEskEs
HHERN :
SignedHeaders 1. L&B key Zi—ERINS;
2. 84 key (/B ) 128 ASCH AF#{THHE, FEUSE (;) HR.

I R=BIA content—type;host;x—tc—action

HashedRequestPayload  iEKRIEX (payload, BD body, MRfEIJ {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"],
"Name": "instance-name"}]}) HIIGEE, iHEHHKEA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))), BIxd HTTP iERIEXH SHA256 15%, AR+Ni#FlHE

IRIFRE: BR=ItE (It ) BRSEATF 519 H100m:@


https://tools.ietf.org/html/rfc3986

O BT =

FREW R

18, RERILRERMNEFE, T GET 5K, RequestPayload BEIEANTZFHHE . WWRFIITHERZE
35e9c5b0e3ae67532d3c9£f17ead6c90222632e5b1££7£6e89887£1398934£064,

TR LN, REIPSEIAIAEIERBINT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3¢c9f17ead6c90222632e5b1f£7£6e89887£1398934£064

2, PSR FEER
IR RS ERFES:

StringToSign =

Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREM 25
Algorithm BE2Hi%, BaiEER TC3-HEMAC-SHA256,

ERESEE, BIERAEPIALSE X-TC-Timestamp BUE, ENAIATIE UNIX BHiEgE, SR, tRfIEES

RequestTimestamp L551113065
o

EIEBE, &V Date/serviceltc3_request, 8EHHA. FHERAIIRSNLILZ/FE (tc3_request) . Date 3 UTC #x
CredentialScope BHRENANE, MEBEMA#S2E X-TC-Timestamp &#AY UTC {REMEIBM—; service AFRE, YRSEBNE
REE—H. WRAITEERRE 2019-02-25/cvm/tc3_request,

BIREBHHEFREHIEIERBHIBRAEE, iTEMHRBA Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))).

HashedCanonicalRequest — s
a HRBITEERRE 70192a55be8395899b900fb5564€4200d984910£34794a27cb3fb7d10ff6ale84,

1. Date %/RMBTiEIEE X-TC-Timestamp i+&5%, HRIXH UTC+0, MEMAREFMXER, FINFE/N\K, SSHEXMGE LAMKD, EBR&=MER
WEKM, RiIgHEET 1551113065, FE4H/\KAAER 2019-02-26 00:44:25, {BRitH5FIM Date B UTC+0 BIBHIRJ 2019-02-25, AR
2019-02-26,

2. Timestamp #R2AARZNE, BFRHRFZFONIREHEAZREMN, NRESEIESHNSELEY . NFKHEFFIRER RS, JaEET—RE
&, EREM, BREIEZIHER.

HRIELA LN, TEIPSEIRNGESFHRNT:

TC3-HMAC-SHA256

1551113065

request

fb5564e4200d4984910£34794a27cb3fb7d10ff6ale84

IRIFRE: BR=ItE (It ) BRSEATF 820 #*100m@



O BT =

3. it HER
1) HEIREEZHHE, BRBUT:

;= Mkkkkkkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkx k1

_SHA256 ("TC3" + SecretKey, Date)

HMAC_SHA256 (SecretDate, Service)

= HMAC_SHA256 (SecretService, "tc3_request")

TREHAIZREA SecretDate . SecretService Hl SecretSigning SIHHNEIRE, TS8R TITEHRES, BHERH/SHFIZFRITENNEEHES 38
da98fb70dcféb112dc21038d1eeeb3a95¢c74b4dch12c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af

HES, TRINRHEES, HVAC ERHTNSHIRFTER—#, BIULIFERE, WEahREEASH key 71, HESH data E5. BEIREERRSRE TS
HIENENRENE, thATEESREHTENRIFAH/ i EIENRIRENE, tERRRTHEIEN.

FEREM R

SecretKey JEHAHY Secretiey, Bl «+# st xxttrssssrtnsssstrrsrrrs,
Date BP Credential H9 Date FERIER . LRHIEES 2019-02-25,
Service B Credential FkY Service FERIER . WRHIBUES cvm,

2) HHEES, hIREIT:

Signature = HexE

LERBRTEERRE 1001a37a7301a02cal%9a647ad722d5e43b4b3cf£309d421d850b46093f6ab6cdf o

4, #t# Authorization
I THEUHHE Authorization:

Authorization
rithm + ' +

dential="

'Signature=' + Signature

FEREM R

Algorithm ER/BHiE, BEIEJ TC3-HMAC-SHA256,

Secretld SEATTERAY Secretld, B ARTD* * &tk ki kkokokoko ko ke kk ok koo k ok ok k4 Kk

CredentialScope RBEX, FIEEE, WREITEERE 2019-02-25/cvm/tc3_request,

SignedHeaders RLE, 25FZMLEPER . WRHIBUES content-type; host; x-tc-action,

Signature ERE, WREITELERR 1001a37a7301a02ca19a647ad722d5e43b4b3cf£309d421d85b46093F6ab6caf,

RIE LR, REIPSEIAES:

256 Credential=AKID***x*kxkkkkkkkkkkxkkkkkkkxkkx***x/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;hos

t;x-tc-action, Signature=10bla37a7301a02cal%a647ad 5e43b4b3cff309d421d85b46093f6abbc4df

RARBIEARERNT:

IRIFRE: BR=ItE (It ) BRSEATF 5521 #1003,



O BT =

P https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****xkkxkkkkkkkxkkkkkxkxkkxkkx*x/2019-02-25/cvm/tec quest, SignedHeaders=c

09d421 46093

son; cha

ibeInstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

ERRIZAE HTTP k&8 (Header ) &R (Payload ) #FHESZIHHIEFHABTRL -, ENREREST—BUEIR. TAETENELFERAS,
REMBEH XX LHE

SZ:ET

7EsChniEF API 3.0 BY, #EF(ERERERNBIZ SDK 3.0 , SDK #:RTESMEE, FRIRXEFRRHHIRMEEORT . #FMAESSR SDK il HEIZIFHRE
iBEA:

* Python

« Java

« PHP

. Go

« NodeJdS

« .NET

o« C++

* Ruby

TERHET FEFREEMES demo, EALMKEIXRAIF=REEEZRIER:

« Signature Demo

ATEEBMERER|LE, TEMZRREES A, B LRNERIRRRI, FERNES . ARNEOMSKEESNI LRESEEmE, ABRBEESL
12, #FESEM, IRARIEREER SDK.

Java
.nio.charset.Charset;

.security.M
.text.SimpleDateFormat;
a.util.
java.util.TimeZone;

java.util.TreeMap;

javax.c

javax.c

IRIFRE: BR=ItE (It ) BRSEATF 5822 #100%;


https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

yte[] hmac256 (by

=[] key, String msg) throws Exception {
= Mac.getInstance ("Hma 256") ;
Spe = new (key, mac.getAlgorithm());

mac.init (secretKeySpec) ;

return mac.doFinal (msg.getBytes (UTF8)) ;

String (St ng s) throws Exception {
est = MessageDigest.getInstance ("SHA-2 ") ;
e[] d = md.digest (s.getBytes (UTF8)) ;

n DatatypeConverter.printHexBinary (d) .toLowerCase () ;

ws Exception {

sdf.setTimeZone (TimeZone.getTimeZone ("UTC") ) ;

19 = sdf.format (new (Long.valueOf (timestamp +

applicat 1/json; cha

x-tc—action:" + action.toLowerCase (

tent-type;host;x-tc-action";
1, \"Filters\": [{\"Values\":
= sha256Hex (payload) ;
= httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println(canonicalRequest) ;

= date + "/" + service + "/" + "tc

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;

System.out.println(stringToSign);

te[] secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
te[] secretService = hmac256 (secretDate, service);
yte[] secretSigning = hmac256 (secretService, "tc3_reqg W) 8
g = DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase () ;

System.out.println(signature) ;

IRIFRE: BR=ItE (It ) BRSEATF
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=g

y = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "
+ "SignedHeaders=" + signedHeaders + ", " "Signature=" + signature;

System.out.println(authorization);

TreeMap<String, String> headers = new <String, String>();

n

headers.put ("A 9 authorization);
headers.put ("Co ype CT_JSON) ;
headers.put ("Hos host) ;

headers.put ("X-TC-Ac on", action);
headers.put ("X-TC stamp", timestamp) ;
headers.put ("X-TC-Ve on", version);

headers.put ("X-TC gion", region);

uilde )i
sb.append ("curl -X h ://") .append (host)
.append (" \"Autho ation: ").append(authorization) .append ("\"")
.append (" \"Co nt-Type: applicatio json; charset=utf-8\"")
.append (" : ") .append (host) .append ("\"")
.append (" \ C-Action: ") .append(action) .append("\"")
.append (" X-TC-Timestamp: ") .append(timestamp) .append ("\"")
.append (" \"X-TC-Version: ") .append(version) .append("\"")
.append (" \"X-TC gion: ") .append(region) .append("\"")
.append (" -d '").append (payload) .append("'");
System.out.println(sb.toString());
}

rt hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOL CRET_ID")

secret_key = os.environ.get ("
service = "

host = "cvm.tencentcloudapi.co
endpoint https://" + host
region = "ap-guangzhou"

action "DescribelInstances
version = "

algorithm =

timestamp = 155111
date = datetime.utcfromtimestamp (timestamp) .strftime ("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Values": [;"5'5’-% "], "Name instance-name"}]}

http_request_method
canonical_uri =

canonical_querystring = ""

IRIFRE: BRzITE (165 ) BRSEAS 5524 H100:




=g

payload = json.dumps (params)

canonical_headers = "content-t %s\nt t:%$s\n tcC on:%$s\n % (ct, host, action.lower ()
signed_headers = "content-type;host;x-tc-act

hashed_request_payload = hashlib.sha256 (payload.encode ("ut£f-8")) .hexdigest (
canonical_request = (http_request_method + "\n" +

canonical_uri + "\n" +

canonical_gquerystring + "\n

canonical_headers + "\n

signed_headers + "\n" +

hashed_request_payload)

int (canonical_request)

credential_scope = date + "/" + service + "/"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest (
string_to_sign = (algorithm + "\n" +

str (timestamp) + "\n" +

"

credential_ scope + \n" +
hashed_canonical_request)

int (string_to_sign)

eturn hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest (

secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_re

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest (

int (signature)

authorization = (algorithm + " " +

"( ntial=" + secret_id + "/" + credential_scope + ", " +
"SignedHeaders=" + signed_headers + ", " +

"Signature=" + signature)

print (authorization)

°OST ' + endpoint

"y

Authorization: '

+ authorization + '"'
json; cha
+ host + '"!'
' + action + '"!'
(timestamp) + '"'
ion: + version + '"'
Region: ' + region + '"'

+ payload + "'")

IRIFRE: BR=ItE (It ) BRSEATF 5525 #100%@
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string)
sha256.Sum256 ([]byte (s)

n hex.EncodeToString (b[:])

Func (s, key string)
hashed := hmac.New (sha256.New,
hashed.Write ([]byte (s)

eturn string (hashed.Sum(nil))

secretId := os.Getenv ("T

secretKey := os.Getenv ("TENCENTCLC
host := "cvm.tencentcloudap
algorithm

service

version

action

region

timestamp in

httpRequestMethod

n/n

canonicalURI :=
canonicalQueryString := ""
canonicalHeaders := fmt.Sprintf ("content-t

n; charset=utf-8", host, strings.ToLower (action))
signedHeaders := "content-type;host;x-tc-action"
payload := " {"Limit": 1, "Filters": [{"Values
hashedRequestPayload := sha256hex (payload)
canonicalRequest := fmt.Sprintf ("$s\n%s\n%s
httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,

hashedRequestPayload)

fmt .Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2

credentialScope := fmt.Sprintf ("$s/%s/ 3_request", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s

algorithm,

IRIFRE: BRzITE (165 ) BRSEAS 526 H100m:@




=g

timestamp,
credentialScope,
hashedCanonicalRequest)

fmt.Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_re t secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning)))

fmt.Println (signature)

authorization := fmt.Sprintf ("%
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt .Println (authorization)

curl := fmt.Sprintf (" cu

—-H "Authorization:

, host, authorization, host, action, timestamp, version, region, payload)

fmt .Println(curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

KEY") ;

IRIFRE: BR=ItE (It ) BRSEATF 5827 #100%:
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"{"Limit": 1, "Filte

= hash ("SHA25¢

.PHP_EOL;

= gmdate ("Y-m

7

.PHP_EOL;

= hash_hmac ("S
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

.PHP_FEOL;

IRIFRE: BR=ItE (It ) BRSEATF 5528 #100m:@
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secret_id

secret_key = ENV["TEN(

service =
host = 'cv
endpoint
region =
action =
version

algorithm

timestamp = 1551113

date = Time.at (timestamp) .utc.strftime ('$Y

http_request_method =
canonical_uri = '/'
canonical_querystring
canonical_headers = "co

signed_headers = 'cor

payload = '{"Limit": 1, "Filte : [{"Values": ["\u672a\u547d\u540c , "Name": "instance-name"}]
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_querystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

credential_scope = date + '/' + service + '

hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha2 ")

secret_date = OpenSSL::HMAC.digest (digest, ! ' + secret_key, date)
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=g

secret_service OpenSSL: :HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{al

puts authorization

puts 'curl -X POST ' + endpoint \
"Authorization: ' + authorization + '"' \
1wtent-Type: ar
' + host + """ \
' + action + '"' \
' + timestamp.to_s + '"' \
ion: + version + '"' \
TC-Region: ' + region + '"' \

nn

" + payload +

System;
System.Collections.Generic;
System.Security.Cryptography;

System.Text;

(SHA256 algo = SHA256.Create())

yte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
( i = 0; 1 < hashbytes.Length; ++i)
{
builder.Append (hashbytes[i] .ToString ("x2")) ;
}

eturn builder.ToString();

(HMACSHA256 mac = new HMACSHA256 (key))

n mac.ComputeHash (msg) ;

Dictionary<String, String>

datestr = date.ToString("yyy

IRIFRE: BRzITE (165 ) BRSEAS £830 #100%@
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DateTime startTime = new DateTime (19 C , 0, 0, DateTimeKind.Utc) ;

long requestTimestamp = (long)Math.Round((date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZero)

algorithm = "
httpRequestMethod

canonicalUri = /" ;

canonicalQueryString =

nu .
7
" n

contentType = "application/json";

n n

canonicalHeaders e ent-type:" + contentType + ";

t:" + endpoint + "\n"
ion:" + action.ToLower ()
y signedHeaders = "content-type;hc
g hashedRequestPayload = SHA256Hex (requestPayload) ;
1g canonicalRequest = httpRequestMethod + "\n"

n

canonicalUri + "\n

"\

canonicalQueryString + n

n\ "

canonicalHeaders + \1l
signedHeaders + "\n
hashedRequestPayload;

Console.Writeline (canonicalRequest) ;

g credentialScope = datestr + "/" + service + "/" + "tc
1g hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;

\n"

st 1g stringToSign = algorithm + "

"\

+ requestTimestamp.ToString() +
+ credentialScope + "\n"
+ hashedCanonicalRequest;

Console.WriteLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));
secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));
secretSigning = HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3
signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
signature = BitConverter.ToString(signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature);

authorization = algorithm +

ential=" + secretid + "/" + credentialScope + ", "
"SignedHe ;=" + signedHeaders
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers = new Dictionary<strinc
headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint);

headers.Add ("Content-Type", contentType + "; charset=utf-8");
headers.Add ("> C-Timestamp", requestTimestamp.ToString());
headers. : on", version);

headers. C-Action", action);

headers.Add ("X-TC on", region);

n headers;
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1g SECRET_ID = Environment.GetEnvironmentVariable ("

1g SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

ring service =
ing endpoint
j region =
g action

j version =

DateTime date = new DateTime (I ( 1 0 DateTimeKind.Utc) .AddSeconds (15 113065) ;

1g requestPayload = "{\"Limit\": \"Filters\": \"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

, endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("PC ht 2/ / tencentc pi.com");
(KeyValuePair<st 1g, st 1g 1 headers)

{

Console.WriteLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.WriteLine (requestPayload) ;

}

7) A
crypto. 'sha2 secret)

(message) . (encoding)

ion (messag € ing hex') {
nst hash = crypto. ('sha256")

urn hash. (message) . (encoding)

on
1st date new (timestamp *
1st year date.
st month = ('0' + (date.
1st day = ('0'" + date.

turn " S${year}-${month}
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= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint =

service

region ap—gt gzhou"
action = "Describelnstanc

version

timestamp = 15

(timestamp)

payload = "{\"Limit\": 1, \"Filters\": \"Values\": [\"\\u672a\\u547d\\u5 \ \"Name\": \"instance-name\"}
hashedRequestPayload = (payload) ;

httpRequestMethod = "P

canonicalUri = "/"
canonicalQueryString =
canonicalHeaders =

"\

t:" + endpoint + n
x-tc-action:" + action.

st signedHeaders =

nst canonicalRequest
canonicalUri + "\n"
canonicalQueryString
canonicalHeaders + "
signedHeaders + "\n
hashedRequestPayload

(canonicalRequest)

algorithm = 3—HMAC
hashedCanonicalRequest = (canonicalRequest) ;
credentialScope = date /" + service + "/" + "tc3_request"
stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n

hashedCanonicalRequest

(stringToSign)

kDate = (date,

kService = (service, kDate)

kSigning ('t request', kService)
signature = (stringToSign, kSigning, 'hex')

(signature)

authorization = algorithm + " " +
"/" + credentialScope + ",

"SignedHeaders=" + signedHeaders + ", " +
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Signature=" + signature
(authorization)

T

curlcmd

yal

+ endpoint
"Authorization: + authorization + '"'

"Content-Type: application/json; cha

]

+ endpoint + '"!'

+ action + '"'
' + timestamp.
TC-Versi : ' + version + '"!'
X-TC-Region: ' + region + '"'
+ payload + "'"

(curlcmd)

string
{
string utcDate;

char buff[20] = {0};

sttime;
time (&§timestamp) ;
(buff), "SY-%m-%d", &sttime);
utcDate = 1g (buff);

eturn utcDate;

string

{

std::stringstream ss;
ss << n;

n ss. (0);

string

r hash|[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

HA256_TInit (&sha256) ;
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56_Update (§sha256, str.c_
56_Final (hash, &sha256);
::string NewString = "";

(int i = 0; i < SHA256_DIGEST_LENGTH; i++)

nprintf (buf, sizeof (buf), "% x", hash[i]);
NewString = NewString + buf;

}

return NewString;

string

HMAC_CTX *h;

#1if OPENS:H ERS
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;

&hmac;

5(), NULL);
)&input [0], input.length());
len

>_Final (h, hash, &len);

std::stringstream ss;
ss << std::setfill ('0");

i =0; 1 < len; i++)

r*

len = input.

string output;
output.rese S len);

i < len; ++1i)

c = input[i];
output.push_back (lut [c >> 4]);

output .push_l! <(lut[c & 15]);
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string SECRET_ID = get

string SECRET_KEY

string service
string host =
string region =
string action =
string version
int64_t timestamp 51113065;

string date = get (timestamp) ;

string httpRequestMethod = "POST";
string canonicalUri =

string canonicalQueryString = "";
string lower = action;

Sicels g (action.begin (), action.end(),
string canonicalHeaders = st

+ "host:" + host + "\n"

n

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-type;host;x-tc-action";

string payload = "{\"Limit\": 1, \"Filters\": [{

string hashedRequestPayload = sha256H (payload);
string canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n

hashedRequestPayload;

cout << canonicalRequest << endl;

string algorithm =

string RequestTimestamp = int r (timestamp) ;
string credentialScope = date + "/" + service + "
string hashedCanonicalRequest = sha256

string stringToSign = algorithm + "

cout << stringToSign << endl;

string kKey = "TC3" + SECRET_KEY;

string kDate = Hm 6 (kKey, date);

string kService HmacSha256 (kDate, service);

string kSigning nacSha256 (kService, "tc 2ques

string signature = HexEncode (Hn (kSigning,

cout << signature << endl;

IRIFRE: BR=ItE (It ) BRSEATF

lower.b

\"Values\

>x (canonicalRequest) ;

n" + RequestTimestamp +

n" + credentialScope + "

stringToSign)) ;

+ hashedCanonicalRequest;
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string authorization = algorithm + " C " + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHea s=" + signedHeaders + g e=" + signature;

cout << authorization << endl;

https://" + host + "\n

+ authorization + "\"\

action + "\"\n"
" + RequestTimestamp + "\"\n
+ version + "\"\n"
+ region + "\"\n"
n

+ payload + "\'";

curlcmd << endl;

i
sttime = *gmtime (&timestamp) ;
strftime (utc, len, "% % >d", &sttime);

}

hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);
for(int i = 0; i < SHA256_DIGEST_LENGTH; i++)
{

intf (buf, cof (buf), "%02x", hash[i]);

(result, buf);

HMAC_CTX *h;
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HMAC_CTX hmac;

HMAC_CTX_init (&hmac) ;
= &hmac;

telse

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(), NULL);
HMAC_Update (h, ( unsignec har* )input, input_len);

HMAC_Final (h, output, output_len);

# OPENSS ERSIO MBER

HMAC_CTX_cleanup (h) ;
tolse
HMAC_CTX_free (h);

fendlf

i < input_len; ++i)

r ¢ = input[i];
temp[0] = lut[c >> 4];
(add_out, temp);
= lut|[c 151;

(add_out, temp);

vy (output, add_out, 128);

SECRET_ID = getenv ("TENCENTCLO RET_ID");

SECRET_KEY = getenv ("TENCENTCLOUD_SECRET_KEY") ;
service = "cvn
host = "cx
region

action "DescribelInstances
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char* version =
int64_t timestamp = 155
char date[20] = {0};

get_utc_date (timestamp, date, sizeof (date));

har* http_request_method = "POST";
har* canonical_uri = "/";
1st char* canonical_query_string = "";

char canonical_headers[100] = {"content-type:appli io json; charset=utf-8\nhost:"};
(canonical_headers, host);
(canonical_headers,

char value[100] = {0};

lowercase (action, value);

¢ (canonical_headers,

(canonical_headers,
har* signed_headers = "cont

har* payload = "{\"Limit\": 1, s\": \"Valu \": [\"\\u672a\ \"], \"Name\": \"instance-name

char hashed_request_payload[100] = {0};

sha256_hex (payload, hashed_request_payload) ;

char canonical_request[256] = {0};
I “ (canonical_request, "%$s\n%s\n%s %S % $s", http_request_method,
canonical_uri, canonical_query_string, canonical_headers,

signed_headers, hashed_request_payload);

rintf ("%$s\n", canonical_request);

char* algorithm = "TC3-HMAC-SHA256";
char request_timestamp([16] = {0};
" (request_timestamp, $d", timestamp) ;
credential_scope[64] = {0};
- (credential_scope, date);
f (credential_scope, "%s/%s/tc equest", date, service);
har hashed_canonical_request[100] = {0};
sha256_hex (canonical_request, hashed_canonical_request);
har string_to_sign[256] = {0};
rintf (string_to_sign, "$s\n%s\n%$s\n%s", algorithm, request_timestamp,
credential_scope, hashed_canonical_request) ;

intf (" n", string_to_sign);

k_key[64]
(k_key, "%s%s SECRET_KEY) ;
k_date[64]
int output_len = 0;
hmac_sha256 (k_key, strlen(k_key), date, strlen(date), k_date, &output_len);
ar k_service[64] = {0};
hmac_sha256 (k_date, output_len, service, strlen(service), k_service, &output_len);
nsigned char k_signing[64] = {0};

hmac_sha256 (k_service, output_len, "tc3_request", strlen("tc request"), k_signing, &output_len);

nsigned che k_hmac_sha_sign[64] = {0};

hmac_sha256 (k_signing, output_len, string_to_sign, strlen(string_to_sign), k_hmac_sha_sign, &output_len);

1ar signaturel]
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sha_sign, output_len, signature);

signature) ;

authorization[512
(authorization, "
algorithm, SECRET_ID, credential_scope, si d_headers signature);

printf ("%$s\n", authorization);

har curlcmd[1024

“ (curlcmd, "curl

host, authorization, host, action, request_timestamp, versi region,

intf ("%$s\n", curlcmd);

eturn 0;

RftsiEs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

HFEEM

FHEMTERLMAEIRD, BRIELFEREE.

=g

IR SHIREIR

AuthFailure.SignatureExpire EZIH, Timestamp SESFEWRIEROIFESEERSEIRD .

AuthFailure.SecretldNotFound BRREFE. FAEHAEERIARERER, ERLENTERHES TFH,
AuthFailure.SignatureFailure FRER, TRHERESITHER, AETIZEXMRENABTEFTS, LETHEEEN SecretKey HIRSHHY.
AuthFailure.TokenFailure IEEHES Token $&iR.

AuthFailure.InvalidSecretld ZHIEE (F=R= API BHER )
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash

O BT =

BERFiE
EIEEHASE: 2024-12-25 01:14:12

BEEGE VI GRS, BRIENZSUERFUNESSE v3, BEERESREE v3.

BENXRIERL, BiUER AP| Explorer iy “SZB4ERL” 8L, BEEBMRAA “AP13.0 B8 v1” , ERERZTIEHTIRIE, FEETHOREESSHZZIT, tb
AJEIZER SDK {13, HEFFEREN= API BEEER 8 MENNRIZES SDK, BEHRTEZMGKIRE, YEFFE, XiF Python. Java. PHP. Go.
NodeJS. .NET. C++. Ruby.

##E#=(EH APl Explorer <> SEKiEi

fZE L@ APl Explorer B9 [ #2546, | RIREESMEOEZMEMIE.

Bz APl XS MARIERBTRAKIE, ENEREEEEAHBERSHPEEERIER (Signature ) ASIEERESH .
ESERHRETIEEN, Z2FIEEE Secretld 7l Secretkey; ERFERERERIE, ErIE ZAPIZARHE BiF, BUEEEMAZ APl 0.

1. RERSFIE

EE—REERZ API 281, i#RIE = AP| ZHHRHE BiERLEIE.
RLFIEAE Secretld #l SecretKey:

« Secretld BFRiR APl ABRESH

« SecretKey BFMNZEEZFHFHRINRS SZIHIGIEXEZFHREHE.
- AP$ATERERSKIE, BRitE,
HEREIENEFSBINT:

1. BR BA=EEROERE .
2. gif¥ = API #4A pOisHIARE
3.7 = AP| =0 WM, gF [ #BE% | BIaLAeIE—3S Secretld/SecretKey,

TR 81 KSRSALUAER Secretld/SecretKey,

2. EREEEHR
BTXREEIE Secretld 1 SecretKey 5, MAILEREZRT . UITRERERGE v EREZBRFMETE:
{BRig PRI Secretld #1 SecretKey S3EI2:

o Secretld: RRTID* % %k ko ko sk ok sk ok ok sk ok k ok ok kK ok ok ok ok Kok kK

. SecretKey: Kk khkkhk Ak khkhhkhhhkhkhkhkhkkh Kk &k **

R RERETH, SREAFXGRIEN Secretld fl SecretKey i#{TREHRE!
LA=BRSSEEEELHIFIZE ( Describelnstances ) iEKkA%l, HAFRARX—EOR, HiERSHATHENT:

SHEW 2574 sHE

Action BiE& Describelnstances

Secretld 248 ID BKTD* %+ %k &% ko k% ko &k ok K% kK& %k A%k
Timestamp EEILR[EIFE 1465185768

Nonce BEANIEZEE 11886

Region SEGIFRTERX e ap—-guangzhou

Instancelds.0

FEIRYSEH ID

ins—09dx96dg

Offset RizE 0
Limit BRASIFES 20
Version EOREKS 2017-03-12

IRIRERE: BR=ITE (1bF) BRSEAE
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1

O BT =

BREARTTHSAHSHHROBASY, APALREZIRERERIEMSE, fli Language 1 Token 2354,

21. HBNHF

BAMNAEERSHIRSHENTHR ( ASCI ) AFHF, 52 1) RESHSHTHIE, SRERSYNEIT, FS5LEXD; 2) & ASCIIBEEXD, 1
Instancelds.2 ZHE Instancelds.12 [, FRIEFEER, BFARERE. ARALMEMREES PRIEXHIFREREIX—I0EE, W0 PHP a9 ksort B%. Lk
TSRS RNT:

'D ribelInstances',

'Instancelds.0' : 'ins-09dx96dg"',

'Limit' : 2

'Region' : 'ap-guangzhou',

lsecretldl : 'AP(ID'&.k'kk'kk'kk'kk'kk'kk'kk'k*'k*'k*'k*'kk'kk'kk'kk',
'Timestamp' : 1465185768,

'Version': 017-03-12",

t

ERHCERRINESHRE, TN LERFIPHSE#THIR, SRNER—HET,

2.2, GHEBRF IR

WS BRERIERFTSR,
BIEE—SHIFIFRERSEIENLE “SHSH-28E" Rk, W3 Action 28, HEBHEWA "Action" , 2#{EH "Describelnstances" , ELEXILEH A
Action=Describelnstances .

R “S8E” HRMEMIE url KEENE.
AREBENMCENST MR HHEE—R, REERERFHEN:

Action=DescribeInstances&InstanceIds.0=ins-09« 886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID* ******

KKK KK KKK KKK I KKK KKK KR X x* kg Timestamp

2.3, HESERIXF =

IS RE RN ERENF T H
BREXFHFREUTLSEIGR:

1. iEKFiE: X5 POST #1 GET A=, XE(ER GET 5K, EEAZEAEKXE,

2. i5REN:BEELAIFIFR(Describelnstances)iJiEkE&ZH: cvm.tencentcloudapi.com. EFRANEREZRIBZEOMBERNFRMAR, #0NSIEORE,
3. IERIER: HAIRA=APIREKRIEZEER / -

4. BRFHFHR: B E—SERINEKRFFHR,

BEFERRIFHENNT: ERBGE + BHREN HEREE + » + BRFHFE
THIRBHEER )

entcloudapi.com/?Action=DescribeInstances&Instancelds i 09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—gu

STEENE IL@ISANRILID) % B e o i ey el iy B el ey B iy e i el s v ey B el e B iy e i e S Gl @ S ano=iL A 6D L Q) sion=2017-03-12

2.4. EREEH

WERERMESRSR
B5EER HMAC-SHA1 B3 E—S iR SMER RN FHRHITES, REBEMNZEZRER Baseb4 #1THRID, BIARSRENIESZR,

BHEHEWT, M PHP ESH5):

SsecretKey = "HFAEE XK I AKX K I KA KKK I KA KKK I AKX KA

.tencentcloudapi.com/?Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&R

egion=ap-guangzhou&Secret Id=AKID* ¥ ¥ ¥ * k& xkkdkxddkdkxhhkrxhkhxrksxx*gTimestamp=1465185 sion=2017-03-12";
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4_encode (hash_hmac ('shal', $srcStr, $secretKey, true));

echo $signStr;

RESHRESHEN:

TRAM2x fNMO9EiVTINmPg06

EREEERRIHESHARN, A LERAIPHEETEREIE, SRINERRSHFHII—HET,

3. SZERHG
ERNESSHTRERENEREY, BEVELHET URL RS,

N E—HERNEZEA TRAM2XINMO9EIVTNMPgO6MRNCvQ= , REEFINZZHIERSHE (Signature ) H:
7RAM2xfNMO9EIVTNMPg06MRNCvQ%3D, EBiSATFERRERNER URL,

R WERAPRERG AR GET, S&iERGEN POST [ Content-Type % application/x-www-form—-urlencoded, W&EXiERISFAEERSHAEIIT
Eff URL &8, SHEN=-FSABERHD. I ASCII Z&FE URL HBEIMESLL UTF-8 #7408,

HE: FURRISNREESENIAES2%IET urlencode, EXWEAT, MABENESHHT URL BT, HWMX URL KHRSSBESLK.

R Hfti2SEEEEHTRG, HERA RFC 3986, (5 %XY MFHFHPILRFHITES ARG, Hp X7 7 “¥* B+ #HFHF (0-9 MIXEFH A-
F) , ERMERSIRER.

4. BEREW

RIBERRER, FEMTESEVAEIRG, SRESIFERGE,
R SHIREIR
AuthFailure.SignatureExpire FERTH
AuthFailure.SecretldNotFound BRFFE
AuthFailure.SignatureFailure EEWIR
AuthFailure.TokenFailure token i
AuthFailure.InvalidSecretid ZiHiEE (F=2= API BH%E )

5. VAT

TESEFREF API 3.0 BY, #HEFFERAREMBINE SDK 3.0 , SDK #RTESMIEE, FRIIRXETRIZEHEFZORNR ., #REESRK SDK i, HEstshmz
EEA:

« Python

« Java

« PHP

« Go

* NodeJdS

« NET

o C++

* Ruby

THEHRHT FRE~RIEMES demo, EHLMKIRINARESEEZRIERN:

« Signature Demo

ATEFBNRRESTRE, TEMERREESHE, B ERNESIREASIN, BERES . RRNEOMSHNIERIA LrEZIRE, ABRJIREEST
2, HrE&ERE, EHhARIERE[ER SDK .

REHEH url TT8ER: https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.O=ins—

09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap—
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http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo

(0% - iit= =

guangzhou&Secret IA=AKID* **¥ ¥k k& kxkkxdkkkkxkkxhhxkxxkxs*x*gSignature=7RAM2xfNMOIEiIVTNMPg06MRnNCvQ%3D&Timestamp=1465185768&Version=2

017-03-12

R BFRAIRESARENN, HEaStFERALRE, ELNREEH url FENSERITHHER curl EHSRAANSEEEMGER: ERidi. ATES
PAEEIREIR url , BEESRAIFR Secretld 1 SecretKey HESMZEH, HEMRALRIAIEEIER Timestamp

FE: ETENRAS, FRFEES, EER—ESERNTEEI url FTRERERFR, FMASHNIRFETRRE, BXHFZINERE. IBFFESHENE, BESIHE
IEtRBPES

FE: UTREMRERT API 3.0, FRtERATEMNESIRE, BANRAISEIRXEE,

Java

java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

java.util.TreeMap;

javax.crypto.Mac;
javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;

stat String (& g 8, & g k S g 1) ows Exception {
= Mac.getInstance (method) ;
re = new (key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;

yvte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

turn DatatypeConverter.printBase64Binary (hash);

(String k : params.keySet ()) {
s2s.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;
}

return s2s.toString () .substring (0, s2s.length() - 1);

(String k : params.keySet ()) {
url.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

}

return url.toString () .substring (0, url.length() - 1);

i (Strin ar throw Exception {
TreeMap<String, Object> params new <String, Object>();
params.put ("No
params.put ("Timestamp", 65185768) ;

params.put ("SecretId", System.getenv ("TENCENTCLOUD_SECRET_
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params.put ("Ac
params.put ("Vers
params.put ("Reg
params.put ("Lim
params.put ("Offse

params.put ("Instance

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRE (EY"), "HmacSHA1"));
System.out.println(getUrl (params)) ;

}

}

Python
EE: MRZEE Pyt 2 BiERiE T, BESRE requests IKIi: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENC
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

> f (meth
s = method + endpoint + "/?
query_str = "&".join("%$s=%s 0 n sorted (params))

n s + query_str

(key, s, ethod) :

hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest (

eturn base64.b64encode (hmac_str)

if _ _name_
endpoint = "cwv

data = {

s = get_string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str (secret_key, s, hashlib.shal)

int (data["Signature"])

IRIFRE: BRzITE (165 ) BRSEAS 5845 H100m:@




=g

secretId := .Getenv ("TENCENTCLOUD_SECRET_ID"

secretKey := os.Getenv ("TENCENTCLOUD

ylstring{

guangzhou",

secretId,

anceIds. 0

"Limit": strconv.Itoa (20),

fset": strconv.Itoa(0),

buf bytes.Buffer
WriteString ("GE
WriteString ("cvm
WriteString ("/

WriteString("?

string, 0, 1
1ge params {

end (keys, k)

Strings (keys)

:= range keys {

k := keys[i]
WriteString (k)
WriteString ("="
WriteString (params[k])

WriteString("&")

.Truncate (buf.Len() - 1)
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=g

hashed := hmac.New(shal.New, []k e (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))

= getenv (" TEN(

= getenv ("T
["Nonce"] = 1

["Timestamp"]

ion"] = "Describelnstances
["InstanceIds.O0"]

["Limit"] =

= substr ( ( =) g

= base64_encode (hash_hmac ("shal",

.PHP_EOL;

secret_id = ENV["TENC

IRIFRE: BRzITE (165 ) BRSEAS 47 100




=g

secret_key = ENV["TENCENTCLO

method = 'GET'
Ve

endpoint =

data = {

sign = method + endpoint +
params = []

data.sort.each do |item
params << "#{item[O] }=#{item[1]}"

ena

sign += params.join('&")

digest = OpenSSL::Digest.new('shal')

data['Signature'] = Base64.encode64 (OpenSSL: :HMAC.digest (digest, secret_key, sign)

puts datal['Signature']

DotNet

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;

ing signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))

te[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String (hash) ;

signRet;

retStr = "";

retStr += requestMethod;

IRIFRE: BRzITE (165 ) BRSEAS 5848 #100m:@




=g

retStr += requestHost;
retStr += requestPath;
retStr += "2";

1g

requestParams.Keys)

ring.Format (" {0 & key, requestParams[key]);

retStr += v.TrimEnd(

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TE

SECRET_KEY = Environment.GetEnvironmentVariable ("TEN

endpoint
region =
action
version =

RequestTimestamp

Dictionary<string, string> param = new Dictionary<string
param.Add ("Limit",

param.Add ("Offset",

param.Add ("I

param.Add ("Act

param.Add ("Nonce

amp", RequestTimestamp.ToString());

n

version) ;

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordinal);
j sigInParam = MakeSignPlainText (headers, "GET", endpoint, Whe
g sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

¥
}

NodedJS

functic

params [ 'Sign: o € Component (params|['Signature']);
nst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1) ;

}
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(regMe od, endpoint, pa oo B
strSign = regMethod + endpoint + path + "?" + strParam.

n strSign;

n) |
let signMethodMap ~SHA1': "shal"};
let hmac = crypto. (signMethodMap [ 'HmacSHA1'], secretKey

return hmac. 5 (strsign, 'utf8')).

s) 4
strParam = "";
let keys = . (params) ;
keys. ();
(let k in keys) {

strParam += ("&" + keys[k] + "=" + params|[keys[k]]);
}

return strParam

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint "cvm.tencentcloudapi.com"

let params = {};
params [ 'Act
params|['Instancelds
params|[ 'L
params['Of
params [ " Nc

params [ '

params [’
params|['Timestamp']

params [ 'Version

strParam = (params)

st regMethod = "G

st path = "/";

strSign = (regMethod, endpoint, path, strParam)
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O BT =

params [ 'Signa e' , strSign)
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O BT =

A1 =+
IR[EIEER
EIEEHATE: 2024-03-12 01:12:31

= API 3.0 #M2AIEE JSON #iE, JREIHE JSON S AsEOSELH IR &RE JSON HIERSRAMRES 50 MB, MREEHHIEETRAIRS, ERak
WFHREIREBEIR . IERIBEOPAHANTIRINGE (GINANEEE ) RHESTREE, EHERMEREIK,

IS BRREERBRSIRESLIET, WARY HTTP REMB195200. FIILEEREDFEMERBRESEY, B HTTP KEBE2200, mF=2401,

IEMEEISSR

LA=IRSSSRANEOEELHIRFTIE (DescribelnstancesStatus) 2017-03-12 [RAH6I, EEAMID, ET8EA5EEIMTR:

{
{

"Response": {

"TotalCount": O,
"InstanceStatu
"RequestId": "

N
I
1
J

» Response REMEEY Requestld REERIFE, TiCIEREINEE, RE API 22T, WXERIRE],

» Requestld BF—1 APl iEREIE—RR, MR API HIRE, AILIBER Bi=E0E sk 2328, FHRMiZ ID RERITE,

- BTYEENFEIN, HREUAERMEOENHFE, FEMNEOMEEHFESMIEOXERHEN . hFIHE TotalCount 1 InstanceStatusSet 873
DescribelnstancesStatus #OEXFE, HFRARERNAFREHELERIRSSEFEE], Eit TotalCount ZULER FABRENEN 0, InstanceStatusSet 51
=A==,

HIREELSR

HRRA%LY, HiREETWNTA:

{

"Response": {

"Error": {

"Code": "AuthFailure.Sign
"Message": "The provi

i

"RequestId": "ed93f3c

N
I
1
J

» Error BIEMRREZISKABKLY .. Error FEHEREREHY Code 1 Message FERERAREXMAT 24 ERER

« Code RTEGFHEMNEIRG, HiERKEENTUSGSRBZERBEALEIREINLNFHEONMAEREIIREAERYRFERFERLR.
+ Message BT RMERRENEAKERE, EEWSRELAFRML, BNATRSEEFMSTEREH, ARFRKEXMNEEIE,
Requestld BF—1 APl iEREIE—IRIR, %R APl HIIRE, AUBKER BAZER 5 12328, FHiRHix ID REFRIEE,

ARG
BRESRPIREFE Error FE, NRTIFHA APIEO%XMK. Error i Code FERETHEIR, ABISHTRHIMAERIBAATERID . SENERBIIRESE
@ “API X" BRTE “HiRiS” &=THE.
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O BAS =

i

#<E

IEEEFRATE: 2022-08-10 06:17:17

-\

8
Z

BRIESRZ API 3.0 BIASHHEHSESHFINT LS EE:

String: Z&F$,

Integer: BE, FIRATHS64AMEH, SDK 3.0 FAREESHISHLELERER, BNIFMERARFEESHRAEREN, Hi0 colang B uint6d,

Boolean: #/REL,

Float: ZmE,

» Double: IUSEF=E,

- Date: F#H, AHBER. Flan: 2022-01-01,

« Timestamp: ZF#F&H, WHEg. Flagn: 2022-01-0100:00:00,

« Timestamp ISO8601: 1SO 8601 EHEFMFHMKAL (International Organization for Standardization, 1SO ) &#%HI¥FHEAFRHEERMNEFFRE, 3
RER (GB/T 7408-20058iETiIRERER R HBTRIEERTE) . BNARMERFRIZIESIIREERTEINET. flin: 2022-01-
01T00:00:00+08:00,

 Binary: ZTi#HIRE, EELMSEMNERINGER

.

.
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O BT =

HRNERIR (1BhR ) HBXEO
=4t:1t7 RN e
EIEEFATE: 2025-03-20 10:53:29

1. gEOE

EOEKIESZ: cat.tencentcloudapi.com .
BRI R
BROAEDIERIAIRE: 200R/F

7185 API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

2. 8N\8H
UTFERSHIIFRNFIE TIEROBSRSHEMBO RS, REQAHSHIIRT AHiEkeH,
SHEWR Witk ESil g
Action = String ~H2H, XEOBYE: DescribeProbeNodes.,
Version = String ~HSH, XEOBRE: 2018-04-09,
Region & String ~HSH, WSEATESH,.
TR
- 1=IDC
« 2= LastMile
—
NodeType & Integer . 3=Mobile
~EIE: 1
TRXE
o 1 =HEXKE
. — e
Location & Integer . g _ E;n
~EIE: 1
- £EIPv6
IsIPv6 & Boolean SEIE: false
. BFIEER
=
NodeName & String SEIE: S
{FEE
o 1 =iXBiRE
PayMode B Integer o 2={JEIRAE
~EIE: 1
3. mtiey
BHEW ESidl 3%
Array of iaian
NodeSet NodeDefine R WFERAEERE null, RREAZIEHE.

=EE: [{"Code":1000, "Type":1, "Name":"{t5"}]

E—iER ID, HIRSIRER, FRERFBLEE (A ERERMBEERLERIARSR, WZRERFRIRE Requestld) .

Requestld  String SR EERH BRI Requestid.
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https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40931#NodeDefine
https://console.cloud.tencent.com/api/explorer?Product=cat&Version=2018-04-09&Action=DescribeProbeNodes

O BT =

4. 7H

N EERNBR
BigkilER

BATH

POST / HTTP/1.1

Host: cat.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeProbe
<QHIERSE>

{

"NodeType": O,

"Location": O,

"IsIPv6": true,

"NodeName": "J"ZR",

"PayMode": 0

"Response": {

"NodeSet": [

{

"Name": "JtR-JbREM-FEB(S (10C] ",

.o

L
00

"Type": 1,

"NetService": "FREHBE",

"District": "JbmE",
ncity": "JLEIE",

"IPType": 1,

"Location": 1,
"CodeType": "",
"NodeDefineStatus": 1
}

1,

"RequestId":

5. FREHR

A= APl &
Sz APl & B&E API 3. (8%, API Explorer }2 SDK F#ZRHNA—ERFE, HEENE—ANOSORERBNZRHAIFRE API RS,

API Inspector
EPELEE AP| Inspector BEEEHAS—SIRIEXBI APLRRBER, FEMERSESRAN API 53, BaETFIE API Explorer #TEZRIR

SDK
= API 3.0 Rt TEEMNFATRSE (SDK) , ZIFSMRIZIES, EESERIER AP,

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
« Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php

O BT =

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee

» Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
» Tencent Cloud SDK 3.0 for .NET: GitHub Gitee

» Tencent Cloud SDK 3.0 for C++: GitHub Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

®BeIFTIR
» Tencent Cloud CLI 3.0

6. FEiRG

IATFRFIH 7RO SSIBIEHEXAEIRID, HEMbEiRLIER AHEIEE.
iR Fiiipus
FailedOperation.DbQueryFailed HIREZIOHEIR.
InvalidParameter SHEIR.
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https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/280/40932#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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O BAT

e (#hR ) HBX#EO
MEBEMLNMESEE

EIEEFATE: 2025-03-20 10:53:29

1. EOER
EOiEKIFEE: cat.tencentcloudapi.com .
HEFRUESEE

BRUAECIERIARIRE: 200R/%
= (ER API Explorer

API Explorer 2t TR . ESWIE. SDK KBEMMIRERTIZOSHN . ETEESXARNBERNSTEESRURBMER SDK FRRE.

NodelpType

BatchTasks.N

o

Integer

Array of
ProbeTaskBasicConfiguration

3

3. sy

suEm  XB @A

Requestld  StriNg g0 mimeimsiit Requestids
4, 5l

IRIFRE: BR=ItE (It ) BRSEATF

TBHE: ["presub-xx"]

RUTREIPSEE, 0-FIR, 1-IPv4, 2-IPv6
aHBifE: 0

HEIEFSZ -l
RE: TargetAddress: "www.qq.com”, Name: "test"

2. WA
ATFERSHIRGILE TEOBRSEIML AHSY, RBEAHSYGIRR ~AHiERSH,
SHEMW Wik KB iR
Action = String AHSH, XIZOBE: UpdateProbeTaskConfigurationList,
Version = String ~HSH, XFOBME: 2018-04-09,
Region & String AHBY, WSEHFESH,
= . {£53 ID, #ntask-n1wchki8
Tasklds.N = Array of String SIE: task—o
Nodes.N = Array of String HRNT5 S, 4110001, FMiEKIZEFHRNFSIERRZR .
' = v IE: [110001"]
Interval = Integer tRNiEpE, 130, a3,
= wIE: 30
BNSY, FASHERETSERLNERIE,
Parameters = String w~pE:
{"ipType":0,"grabBag":0,"netlcmpOn":1,"neticmpActivex":0,"neticmpTimeout":2(
- . EfMES cronFis=l
Cron & String SOUE: * 05 * * *
Y EERId
ResourcelDs.N & Array of String BEStaskldIIRL

—i5K ID, HIRSIKER, SXERBSER (HEREEMREERRLERERSR, WiZXERFLIRE Requestld ) o ELTHAIE

57 100


https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40931#ProbeTaskBasicConfiguration
https://console.cloud.tencent.com/api/explorer?Product=cat&Version=2018-04-09&Action=UpdateProbeTaskConfigurationList

O BAT

PN EFENESTKR
BATH

POST / HTTP/1.1

Host: cat.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: UpdateProbeTaskConfigurationList

HiERSH>

{

"TaskIds": [
"task-xx"

1,

"Interval": 30,
"Nodes": [
"10001"

1,

=g

"Parameters": "{\"ipType\":0,\"netIcmpOn\":1, \"netIcmpActivex\":0, \"netIcmpTimeout\":20, \"netIcmpInterval\":\"0.5\",\"netI

cmpNum\":4, \"netIcmpSize\":4, \"netIcmpDataCut\":1,\"netDnsOn\":0, \"netTracertOn\":1, \"netTracertTimeout\":20, \"netTrac

um\":0}",

"Cron": "*x Q-6 * * *x"

"Response":

"RequestId": "

5. FEERE
BRZ= API £&

Biflz APl & 24E APl XH4. $8iRf8. APl Explorer } SDK FFRIA—EAFE, HEEMNE—AOZARERBNZRMNRE AP RS,

API Inspector

HRFENEE APl Inspector EEEHIGE—SREXEKR AP RBAER, HEMEMSIESRAN API X8, tBaaiiE API Explorer #TEZ&EIH,

SDK

= API 3.0 RtTREMFRIEE (SDK) , XIHFSHRIZES, EEAENTERA APl

« Tencent Cloud SDK 3.0 for Python: GitHub Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

BeTIR
» Tencent Cloud CLI 3.0

6. HHiRfl
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://cloud.tencent.com/document/product/440/6176

O BAT

PATRFIH 7Ok SSiBigaXaaiRE, HibiEiREiER
$5i=tD
FailedOperation
FailedOperation.DbQueryFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbRecordUpdateFailed
FailedOperation.NoValidNodes
FailedOperation.PreResourcelDFailed
FailedOperation.ResourceNotFound
FailedOperation.TaskNotRunning
FailedOperation.TaskNotSuspended
FailedOperation.TaskOperationNotAllow
FailedOperation.TaskTypeNotSame
InternalError

InvalidParameter

IRIFRE: BR=ItE (It ) BRSEATF

SRS,

=g

ik

BEEM.
HiREEIDHEIR.

HiEEE IR o
HiEEE AN
EERT=.

Ffd ZE R AR -
BEAFHE.

ESFIET.

ESFKE=.
{ESSIRETRVF AR
HELMES IR TER
PIEBEEIR o

SHIER.
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O BT =

EiFES

EIEEHATE: 2025-03-20 10:53:30

1. EO#R

EOiSKIFESE: cat.tencentcloudapi.com .
EiSEs

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wik ESic] 35S
Action =3 String ~HESH, RXEOBYE: SuspendProbeTask,
Version = String ~HsY, AEOE: 2018-04-09,
Region & String ~HSE, WSEAEESHE,
o . {£55 1D
Tasklds.N = Array of String FHIE: ["task-xx"]
3. e

SHEW ESid) iR

EBEE
Total Integer =EIE: 1

1ESRINE
SuccessCount  Integer R FERAEERE null, XFEERAZENE.

wHE: 1
Results Array of ESHITER

TaskResult A FEREEERE null, RFEERFAANERE.
. K—iEK ID, HRSIHER, SRERTSIRE (HERERMFRRRERIERSE, WZRERFTLIKE

Requestid String

Requestld ) . EIGBRFZEIRMIZIXIERE Requestld,

4. 74
N EES

BATH

POST / HTTP/1.1
Host: cat.tencentcloudapi.com
Content-Type: application/json

“—Action: SuspendProbeTask

<PEHERSE>

{
1

"TaskIds": [

"task-—xxx"

IRIFRE: BR=ItE (It ) BRSEATF 5560 #1000


https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40931#TaskResult
https://console.cloud.tencent.com/api/explorer?Product=cat&Version=2018-04-09&Action=SuspendProbeTask

"Response": {
"SuccessCount":
"Total": 1,
"Results": [

[
1

"ErrorMessage": "",
v

"Success": true,

"TaskId": "task-xxx"

1,

"RequestId":

N
I
1
J

5. FRERR
BRE API F&

Bz APl & B&E API 3. $8i%63. AP| Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRRER, HEMERSIESHRAR APl {53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl
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"BeginTime": 1679899994107,

"EndTime": 1679903594107,

"TaskType": "AnalyzeTaskType_Network",
"SortField": "ProbeTime"

"Ascending": true,

"Offset": O,

"Limit": 10,

"SelectedFields": [

"ProbeTime",

Yediey,

"Operator",

"ProbeIP"

1,

"TaskID": [

"task-p4najgd4"

1,

"ScrollID": "DXF1ZXJ5QW5kRmVOY2gBAAAAAQEPczgWVUIRMC12VHhSUW1YalI0dnU4aXlxxx==""

"Response": {
"ScrollID": "DXF1Z
"TotalNumber": 10,
"DataSet": [

{

"ProbeTime": 1,
"Labels": [

{

"ID": 0,

"Name": "City",
"Value": " kg

}

1,

"Fields": [

{

TEDT g (1,

"Name": "ProbeTime",

"Value":

"RequestId": "
}
}

5. FRERR

ER= AP £&
Bl AP| F& B8 AP X#. iR, API Explorer & SDK $ZEMSG—ZNTE, HEGENA—A\OZAREMRBARRERAE AP RS,

API Inspector
BPEER AP| Inspector EEEHAE—HIRIEXBM APLRARBER, HEMEMSIESRAN API X3, BaEIFIE API Explorer #FEZRI

IRIFRE: BRzITE (165 ) BRSEAS 5568 H100m@



https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BHS

SDK
= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, EEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BeITIR

Tencent Cloud CLI 3.0

6. fHiRf

IR T2 O S5BIRtEXAEIRS, EthiEiRBiER AH4ERE,

$HIRED
FailedOperation.DbQueryFailed
FailedOperation.ESQueryError
InternalError

InvalidParameter
InvalidParameterValue
MissingParameter
ResourceNotFound

UnknownParameter

IRIFRE: BR=ItE (It ) BRSEATF

i
HiREEIHEIR.

ESEifHER,

BEAFE.

KRIMSEHER,

=g

5569 H100m@


https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/280/40932#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BT =

MIBRESS

EIEE#ATE: 2025-03-20 10:53:31

1. EO#R

EOiSKIFESE: cat.tencentcloudapi.com .
pRERMIESS

BRMEOIERITTIRS: 200K/

##ER API Explorer

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

2. mAEH

UTERSHIIRIIETROBRSHNDI LY, REAHSHIIRR AHERSH,

SHEW Wik ESicl 35S
Action = String ArHSH, XZOBE: DeleteProbeTask.
Version 2 String AHSH, FEOBRE: 2018-04-09,
Region & String ~HSY, WSEAESH,
o . 1£55 1D
Tasklds.N = Array of String FOUE: ["task-xx"]
3. i

SHEW ESid) iR

EsEE
Total Integer =EIE: 1

1ESRINE
SuccessCount  Integer R FERAEERE null, XFEERAZENE.

wHE: 1
Results Array of ESHITER

TaskResult A FEREEERE null, RFEERFAANERE.
. W—iEXK ID, HIRSiRERN, BRERBIRE ( FEREEMFERKRERARS K, WZXERFSIRE

Requestid String

Requestld ) . EIGBRFZEIRMIZIXIERE Requestld,

4. 74
R S ES

BATH

POST / HTTP/1.1
Host: cat.tencentcloudapi.com
Content-Type: applica

>—Action: DeleteProbeTask

<PEHERSE>

{
1

"TaskIds": [

"task-—xxx"

IRIFRE: BR=ItE (It ) BRSEATF 8870 H100%@


https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40884
https://cloud.tencent.com/document/api/280/40931#TaskResult
https://console.cloud.tencent.com/api/explorer?Product=cat&Version=2018-04-09&Action=DeleteProbeTask

"Response": {
"SuccessCount":
"Total": O,
"Results": [

[
1

"ErrorMessage": "",
v

"Success": true,

"TaskId": "task-xxx"

1,

"RequestId":

N
I
1
J

5. FRERR
BRE API F&

Bz APl & B&E API 3. $8i%63. AP| Explorer }2 SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRRER, HEMERSIESHRAR APl {53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIFSHRIZIES, SEEAENERA APl

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. $HiRE

ITFRFIE T2 O S5BIRtEXANEIRID, EthiEiRDiER AHEIRE,

$HiIRED

FailedOperation
FailedOperation.DbQueryFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbRecordUpdateFailed

FailedOperation.NoValidNodes

IRIFRE: BR=ItE (It ) BRSEATF

iR

BFRM
HIEFEEIRHEIR,
HiEE QU=
HiREEER R

R =.

=g

7111003,


https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cat/v20180409/cat_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cat/v20180409/CatClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cat/V20180409/CatClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cat/v20180409/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cat/v20180409/cat_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cat/V20180409/CatClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cat/src/v20180409/CatClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cat/lib/v20180409/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/280/40932#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(%) - iiit= =

5=t i
FailedOperation.ResourceNotFound BRAFE,
FailedOperation.TaskNotRunning ESFKIET,
FailedOperation.TaskNotSuspended ESKEE,
FailedOperation.TaskOperationNotAllow ESKERRIFHERIE,
InternalError PEREIR
InvalidParameter SHEIR.
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1. EOkR

EOiSKIFESE: cat.tencentcloudapi.com .

BEiEIESSIE
BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. \MN\BH
UTBERSEFIRVFIE TEROIBRSHEMNBILAHSEY, TEAHSHIIRRD
SHEW Wik ESicl
Action = String
Version = String
Region & String
TaskIDs.N B Array of String
TaskName & String
TargetAddress & String

TaskStatus.N

oy

Offset

i}

Limit

iyl

PayMode

oy

OrderState

i}
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Integer

Integer

Integer

Integer
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<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

ik

N

AHSE, AEOBE: DescribeProbeTasks.

N

~HS%E, AEORE: 2018-04-09.

N

~HSY, WBSHATIESH.

155 ID 3%
TENE: ["task—xx"]

53
~E: probe

i BiR
& http://www.qq.com

{ESSRETIE

o 1=glEd

. 2=jiE{7H

. 3=iETRE

- 4=HEfEH

- 5=HiERE

- 6={IElE

o 7 ={E53MkR

- 8= (ISHMREE
- 9= (E5HMkR

+ 10 = ERMESEEH

w~fiE: [1,2]

RIBE, BIARO0
wIE: 1

BEISE, BKiAB20, RAEH100
wBE: 10

{TEEE
o 1 =iXARA
o 2 ={JEIRA
wpIE: 1
ITERE

- 1=IEE
. 2=R%
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BHEW Wik
TaskType.N &

Array of Integer

=g

ik

wIE: 1
S

- 1= mEHS
o 2=XLfE
o 3=3HTH
o 4 =iROMRE
- 5=MEREE
o 6 =R

BPEERM RIS TRENES, MERE, X4 T
=BIE: [1,2,3]

TaskCategory.N a5 Array of Integer :}jﬁ%n,z,s]

OrderBy & String gﬁgg?utask_category

Ascend & Boolean izgfﬁtrue

TagFilters.N & Array of KeyValuePair iiﬁg:ﬁﬁwey":“name", "Value": "zhangsan"}]
3. ailia%N

SHEM £l 1]

Taskset S ok g ——

Total Integer gz{g;&?’

Requestld  String

4. 761
PN =2

BATH

POST / HTITP/1.1

Host: cat.tencentcloudapi.com

Content-Type: application/json

on: DescribeProbeTasks

VidmiiEYs DAV,

TQEESEETs TOV

"Response": {

IRIFRE: BR=ItE (It ) BRSEATF

W—iEK ID, HIRSiKER, SXERFEE (S ERAEMEERRERERSR, WZRERFTLIRE Requestld) .
(LR R ERMHIZXIERE Requestld.
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"RequestId":
"TaskSet": n
"Total":

¥

¥

B2 =HI3
BATHI

POST / HTTP/1.1

Host: cat.tencentcloudapi.com
Content-Type: application/json
X-TC-Action: DescribeProbeTasks

<REERSE>

{
VLdmiEYy TAQY,
VoM EEdg  WW

}

L L]

{

"Response": {
"RequestId": "11483
"TaskSet": null,
"Total":

}

}

=513 THI5
BTG

POST / HTTP/1.1
Host: cat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeProbeTasks
<QHIERSE>

"Response":
"RequestId":
"TaskSet": n
"Total":

¥

}
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POST / HTTP/1.1
Host: cat.tencentcloudapi.com
Content-Type: application/json

X-TC-Action: DescribeProbeTasks

<PEHERSE>

{

"TaskIDs": [
"task-—xx"

1,
"TagFilters": [
{

"Key": "name",

"Value": "zhangsan"

L L]

{

"Response": {
"TaskSet": [

{

"Name": "cronfllif",
"TaskId": "tas
"TaskType":

"Nodes": [

"NodeIpType":
"Interval":

"Parameters": "{\"i \":0, \"netIcmpOn\":1, \"netIcmpActivex\

"netIcmpDataCut

"Status": O,
"TargetAddress": "w
"PayMode": O,
"OrderState":
"TaskCategory":

"CreatedAt": "2
"Cron": "x
"CronState":
"TagInfoList":
{

"Key": "ZBiJ",

"value": "&BJ 1"

"Total": O,

"RequestId": "
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5. FRERR

A= APl £&
Bz API & B&E API 3. $8i%63. APl Explorer } SDK #RENA—ERFE, HEENE—ANOEORERBBNZEMHAFE API RS

API Inspector

FPTiEE APl Inspector EEEHIGE—SEEXEN APLRARER, HEMERSIESHRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 RItTREMFRIEE (SDK) , XIHFSHRIZIES, SEEAENERA APl

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

BSTIR

.

Tencent Cloud CLI 3.0

6. $HiRE

IR T O S5BIREXAEIRID, EthiEiRDiER AHEIRE,

$HiIRED

FailedOperation
FailedOperation.DbQueryFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbRecordUpdateFailed
FailedOperation.NoValidNodes
FailedOperation.ResourceNotFound
InternalError

InvalidParameter
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HIEFEEIRER,
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HiRREE TR o
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1. EOkR

EOiSKIFESE: cat.tencentcloudapi.com .

HERILIES

BOAMZOIERIZRIRH: 200R/% -

#EFE(ER API Explorer

2. mAEH

UTFERSHSIRMIIE TIROBERSHMBL 2HLSY,

SHEW
Action
Version

Region

BatchTasks.N

TaskType

Nodes.N

Interval

Parameters

TaskCategory

Cron

Tag.N

ProbeType

PluginSource

ClientNum

NodelpType

Wik

=
=

il

i}

il

Ll

il

ol

il

il

oy

oy

oy

oy

|

iy}

ESic)

String
String
String

Array of

ProbeTaskBasicConfiguration

Integer

Array of String

Integer

String

Integer

String

Array of Tag

Integer

String

String

Integer
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<> EEER

API Explorer {2 TR ERIIE. SDK KBEMFREETIZOFED . EUTEEEXABNERATTEELSRURBMNERN SDK FRRM.

~HE2H, XEOBYE: CreateProbeTasks,

HE5%, FMMEORE: 2018-04-09,

>

HEY, WSHHAMESH,

>

HEESS -t
{ESHER, WM. 2. 3. 4. 5. 6. 7; 1-TEtEEE. 2-X L&, 3-XHTEH. 4-mOMSE. 5
wEIHE: 1

A=, 3110001, EFEIRIEE RN MANEN RRS B R IRUHIA .
BIE: ["10001"]

iEkE, s
wIfE: 30

ENSE, FETSERENES XY, 52 https://cloud.tencent.com/document/produc
w~pE:
{"ipType":0,"grabBag":0,"netlcmpOn":1,"netlcmpActivex":0,"netlcmpTimeout":20,

£33

. 1=PC

« 2 =Mobile
A 1

EIHES cronFix{
FNE: *0-5***

FRREE
FHE: [{"TagKey":"EE&6i]1", "TagValue": "&==—"}]

MR, AEERNKSENT. 0-EmLN, HERTEIRHEN .
E: 1

B8, GICDN, FESERBRNES X,
aHI{E: CDN

EPixlID
~E: 3198058

ENRIPSEE: O-FIRFIIPEEL, 1-IPv4, 2-IPv6
BIE: 0
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SHEW wik B iR

R FRFRSRS

=
SubSyncFlag & Integer FHIE: 0

3. ey

SHEW £S5 R

Array of {£531D%IZ

TaskiDs String TBHE: ["task—fsz5tuvy"]

W—i5EK ID, HIRSIKER, BXERAESED (SEREEMEERRERERSR, WZXERFTLIRE Requestld ) o EfLiE

Requestld  String EREEREZRERA Requestld.

4. 7
=N wHH

BATH

"BatchTasks":
{
"TargetAddress": "http://www.baidu.com",

"Name": "CDN3&F21"

1,

"Paramete : "{\"ipType\":0, \"grabBag\":0, \"netIcmpOn\":1, \"netIcmp. i c\":0, \"netIcmpTimeout\":20, \"netIcmpIntervall\":

0.5,\"netIcmpNum\":20, \"netIcmpSize\":32, \"netIcmpDataCut\":1, \"netDnsOn\":1, \"netDnsTimeout\":5, \"netDnsQuerymethod\":

1,\"netDnsNs\":\"\", \"netDigOn\":1, \"netDnsServer\":2, \"netTracertOn\":1, \"netTracertTimeout\":60, \"netTracertNum\":30, \"w
hiteList\":\"\",\"blackList\":\"\", \"netIcmpActivexStr\":\"\"}",

"TaskCategory": "1",

"Interval®:

"TaskType": "5",

"Nodes": [

"Response": {
"RequestId": "Oc

"TaskIDs": [
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P2 HEEeIRIEES

BATH

POST / HTTP/1.1

Host: cat.tencentcloudapi.com

Content-Type: application/json
X-TC-Action: CreateProbeTasks

<PEHERSH>

{

"BatchTasks": [

{

"Name": "probe",

"TargetAddress": "http://www.baidu.com"

}

1,

"Parameters": "{\"ipType\":0,\"grabBag\":0, \"netIcmpOn\":1, \"netIcmpActivex\":0, \"netIcmpTimeout\":20, \"netIcmpIntervall\":
0.5,\"netIcmpNum\":20, \"netIcmpSize\":32, \"netIcmpDataCut\":1, \"netDnsOn\":1, \"netDnsTimeout\":5, \"netDnsQuerymethod\":
1,\"netDnsNs\":\"\",\"netDigOn\":1, \"netDnsServer\":2, \"netTracertOn\":1, \"netTracertTimeout\":60, \"netTracertNum\":30, \"w
hiteList\":\"\",\"blackList\":\"\", \"netIcmpActivexStr\":\"\"}",

"Interval": 30,

"TaskCategory": 1,

"TaskType": 5,

"Nodes": [

"10001"

1,

NCronl: WX EQ= 6l kX sk

"Tag": [

{

"TagKey": "IZ=aBi]",

"TagValue": nEE—n

"Response":

"TaskIDs":

n n

task—-abc
1,
"RequestId":
¥

¥

5. FREHER

A= APl F&
Bifl= API E& B5E API XH4. {8iRf8. APl Explorer & SDK FHRRHA—ERAFE, HEENE—AOSARERBNZIRMIFE APl RS

API Inspector
FAREE API Inspector BEEEFIAGE—SIR(EXEN AP ERER, HFBEMERZIESIRAM API X8, BalFiiE API Explorer #{TEZIEIR

SDK
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= API 3.0 Rt TEERNFATRE (SDK) , ZIFSMRIZIES, REESERIER AP,

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee

.

.

.

BeHIR
« Tencent Cloud CLI 3.0

6. FHiIREG

PATRFIE T O SiBIEHERRERE, EbisiR0iER AHER0,
$HiRtY
FailedOperation
FailedOperation.DbQueryFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbRecordUpdateFailed
FailedOperation.ErrPrePaidResourceExpire
FailedOperation.NoValidNodes
FailedOperation.OrderOutOfCredit
FailedOperation.PreResourcelDFailed
FailedOperation.ResourceNotFound
FailedOperation.SendRequest
FailedOperation.TagRequiredVerifyFailed
FailedOperation.TaskNotRunning
FailedOperation.TaskNotSuspended
FailedOperation.TaskOperationNotAllow
FailedOperation.TaskTypeNotSame
FailedOperation.TrialTaskExceed
FailedOperation.UnmarshalResponse
FailedOperation.UserNoQcloudTAGFullAccess
InternalError

InvalidParameter
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BRIERM

HIREZOHEIR.
HIRERZRM .
HUREEEREN .
ESHENRIEREECTHN,
TBEBR.

TREARER

I EERIdSEER o
BRAFE.
RISEEREY -
IREIIEERIR o

ESFKIET.

ESKEE.
ESKERRAVFHEIERE
IERNIESERTER.
HAESEE,
jsonfEtrEM .
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1. EOkR

EOiSKIFESE: cat.tencentcloudapi.com .

ERIRRUEREIE, BiRsTFERsum,avg,max, minE SR E#TIEREIEES
ENAESgroupby REMEIREXEL, IHENSAZER) 30 24, W grouby REMEZIIRERAT 3054, BEEMENHIENZHER

BOAZOIERAZRIRH: 200R/% -

##(ER API Explorer

API Explorer {2t TR . ERIIE. SDK ABEMFRERTIZOFED . EUTEEXABNERATMERLSRURBMERN SDK FRRG.

2. M NBH
UTERSEFIRGIH T EROBRSHMHBI ALY, TEAHSEIIRR AHERSH,
BHER Wik B iR
Action 2 String AHSH, FEOBYE: DescribeProbeMetricData,
Version 2 String ~HSE, XEORE: 2018-04-09,
Region a String ~HSY, WSEHTESH.

SESER, TIFLATLRSEE:
AnalyzeTaskType_Network: MERE
AnalyzeTaskType_Browse: TEtaE

AnalyzeTaskType & String AnalyzeTaskType_Transport: ix148E
AnalyzeTaskType_UploadDownload: 3Z{§{&is
AnalyzeTaskType_MediaStream: {5438
FE: AnalyzeTaskType_UploadDownload
SthE i N ARz hi , IEVREIEA
MetricType = String Eh’xﬁ: (counter. gaugelARhistogram) , {EiFEiGEKiAMEgauge
*BIfE: gauge
IEIREEFER, AILUEREEAIEIRETAHEIR#TREEARM: "avg(ping_time)"KEREEFIE(ms); &R
Field = Strin BESABZIFTRN ieldEif, URREESHN, #ETR
= 9 https://cloud.tencent.com/document/product/248/87584 .
=E: avg(ping_time)
Filter - Strin TRFETLMERNT RS EBAUFHES N SH
= 9 FE: host="123"and time >= now()-30m
. R&RE, 1m. 1d. 30d &%
a ki
GroupBy = String E: time(1m), operator
Array of BEMTIR, ZRSNMTRFGESTS
Filters.N B Strin fign: [""host" = 'www.test.com", "time >= now()-1h"]
9 FBIE: ["host" = 'https://test.com™, "time >= now()-1h"]
3. miia¥

SHEW ESid R

IREHEHR JSON FILEH=/E, BRMTHR=: "[{"name":"task_navigate_request_gauge","columns":
MetricSet  String  ["time","avg(first_screen_time) /1000"],"values":[[1641571200,6.756600000000001]],"tags":null}]"
~BE: gauge

E—iEK ID, HIRSiRER, SRERBRIEE (EEREEMEERRLERTIARSR, WZRERTEIRSE Requestld) o EfiEEATHR

Requestld  StriNg o uiswiskay Requestid.
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4. 7H

PN ERE R
BRI EE

BATH

POST / HTTP/1.1
Host: cat.tencentcloudapi.com

Content-Type: application/json

X-TC-Action: DescribeProbeMetricData

<AHERSE>

{
1

"AnalyzeTaskType": "AnalyzeTaskType_Network"
"MetricType": "gauge",

"Field": "sum(\"error_count\")",

"GroupBy": "time (30d), \"operator\"",
"Filters": [

"\"host\" = 'default-host'",

"time >= now()-1h"

5. FREHER
BR= APl £&

Sz API & 246 API X, $Ei%F3. API Explorer }2 SDK #ZRNA—EIFE, HEENE—ANOSORERBNSRHAFE APl RS

API Inspector

FPiEE APl Inspector EEIEHIGE—SRIEXEN AP RRER, HFEMERSIESRAR APl 53, BaJFiE API Explorer #{TELZRIX.

SDK

= API 3.0 Rt TEEMNFATESE (SDK) , XIFSMRIZIES, REESERIER AP,

.

.

.

Tencent Cloud SDK 3.0 for Python: GitHub Gitee
Tencent Cloud SDK 3.0 for Java: GitHub Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub Gitee
Tencent Cloud SDK 3.0 for Go: GitHub Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub Gitee
Tencent Cloud SDK 3.0 for C++: GitHub Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub Gitee
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R BFEREUEERE null, REEFIERE,

FE: [{"Key":"name", "Value": "zhangsan"}]

Array of

Taglnfolist KeyValuePair

SubSyncFlag Integer EEARSKS
EE: WFERAEEHEE null, FREAREHE,

IRIFRE: BR=ItE (Ib5R) BRSEAR ££95 #100;®



O BHS

=3 £ ik
THIE: BLtRE

ProbeTaskBasicConfiguration
NS RILRE

#aNTFEOSIA: CreateProbeTasks, UpdateProbeTaskConfigurationList.

E=4 R Wik
Name String =
TargetAddress String =
SinglelnstantTask
B BIEHEIESER

#ANTF#EOS1A: DescribelnstantTasks.

i HE
Taskld String
TargetAddress String
TaskType Integer
ProbeTime Integer
Status String
SuccessRate Float
NodeCount Integer
TaskCategory Integer
Tag

FEARE, BRI ERE TS AT S MNENER. PRSES
#WANTIEOSIA: CreateProbeTasks,

L4 ESid]
TagKey String
TagValue String
TaskResult
ESHUTESR

IRIFRE: BR=ItE (It ) BRSEATF

ik

HES B
BI{E: probe-task1

PR BiRitiE
EHE: www.baidu.com

iR

{£551D
~BE: task—123

{ES5 ik
RIE: http://qg.com

{E532EE
TfilfE: 5

MitAdia
BIE: 1641917822000

ESIE
BIE: BEID

RRIhEE
FHiE: 0.8

TRYE
aBiE: 1

TR

BUE: 1

Wik filiR

key

UE:

value

HIE: v

=g
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O BT =

#WANT#EOSIA: DeleteProbeTask, ResumeProbeTask, SuspendProbeTask.

E=4d ESicl iR
. £5 1D
Taskld String FHIE: task—xx
2T
Success Boolean EE: IFEBRAEERE null, RERFEEYE.
BIE: true
HIRER
ErrorMessage String R WFERAEERE null, RREAZIEHE.

THIE: HIRER

IRIFRE: BR=ItE (It ) BRSEATF 97 H100:@



O BAT

tHIxRTS

ERIEEHATE: 2024-12-20 01:09:41

LIREiRAR

WMRREISERPEFE Error FE, NWRTFA APHZOKXMK. fig:

{
"Response": {

"Error":

tials

Error i Code £RiEIRIE, Message ¥RIZEIZHIEKEE,

HiREIIR

AIHERE
§EIRED
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.lnvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError

InvalidAction
InvalidParameter
InvalidParameterValue
InvalidRequest

IpInBlacklist

IpNotinWhitelist
LimitExceeded

MissingParameter

IRIFRE: BR=ItE (It ) BRSEATF

=g

could not be validated. Plea check your signature is correct."

L]

BOBT%,

iERLEBAY Authorization AFRBAEIRE,
=L (F=R= API BHEER) .

MFA $8i%.

BRFFE. 5 256 RERPREORNSHESRR, INKSES, BSRERBPREES
IEth, EERIRFEEER.

EREH, Timestamp MRSHEABERFEERSH, BEEFRIAEDI SR ERE

[SE

BEEHER. ERTEER, BURBAASNPHESHEEEEESIHETE.
token #iRo

ERKEN . 1ESE CAM HEFILERATIRA

DryRun #{E, KFBEKEEZMINNG, R2S1&7T DryRun 28,
BRIEEM.

PIEREEIR o

BOXEFE.

SRR (BIESERN. RBEHR) .

SHEUEEIR,

iBXK body B multipart =52,

IP it FER S g,

IP bt REE B P,

B EERRS o

ROSH.

5598 #100m@


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

f5IRG
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

RequestLimitExceeded.GlobalRegionUinLimitExceeded

RequestLimitExceeded.IPLimitExceeded
RequestLimitExceeded.UinLimitExceeded
RequestSizeLimitExceeded
ResourcelnUse

Resourcelnsufficient

ResourceNotFound
ResourceUnavailable
ResponseSizeLimitExceeded
ServiceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

VSSRGS
$5i=tD
FailedOperation.DbQueryFailed
FailedOperation.DbRecordCreateFailed
FailedOperation.DbRecordUpdateFailed
FailedOperation.ESQueryError
FailedOperation.ErrPrePaidResourceExpire
FailedOperation.NoValidNodes
FailedOperation.OrderOutOfCredit
FailedOperation.PreResourcelDFailed
FailedOperation.ResourceNotFound
FailedOperation.SendRequest
FailedOperation.TagRequiredVerifyFailed
FailedOperation.TaskNotRunning
FailedOperation.TaskNotSuspended
FailedOperation.TaskOperationNotAllow
FailedOperation.TaskTypeNotSame

FailedOperation.TrialTaskExceed

IRIFRE: BR=ItE (Ib5R) BRSEAR

L

FRAFE

BORAFFE.

ERANREED T SRR o

EWSEIL SRR

IP BRS%

EMSIRSA,

iEREBIRHEKN

BRRGA.

BREAE.

BETFE.

BREFTHA.

RESBEEREIA N,

HEIRSERTTA,

RIBIURLE

RMSHER, APSERENNSHLSHER.
BAERSZS

http(s) iERIMHEEIR, 32 GET #1 POST &K,

BOTRSARiEt

L

HiREEIHIR.

HiREE IR
HiREEERRMY
ESEifJiEiR,
ESHENRIEEESEH.
EERT=.

TERREE

P 2R Rd4PERIR -
BRAFE.
BEBUEREY
IREIGIEIAIR o

ESKIET.

ESKER=.
ESSIRET RVF BRI
HERMESSAIETHER
iHAESS i

=g

5899 #100;m



O BAS =

§HIRED L
FailedOperation.UnmarshalResponse jSONFEITE o
FailedOperation.UserNoQcloudTAGFullAccess IS

IRIRERE: BR=ITE (1bF) BRSEAE £5100 10053



