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EHBAT

API 3714
ks

SIFESAYE : 2019-06-21 16:11:39

387 XK

&FnRdiE) : 2019-06-21 16:08:39

FREBBETLUATHE :
HETHRINI.
IEEIREN

e ScanPermissioninfo
e ScanPermissionList
e ScanSensitivelnfo

e ScanSensitiveList

(ERE

e ScanSetinfo
o FERLE : Permissioninfo, Sensitivelnfo

58 6 X

AFRETE : 2018-12-20 19:36:19

RREBEGETIUTAS :
WECHERISRY.
gz

o DescribeUserBaselnfolnstance

58 5 XK

KARATE : 2018-11-22 20:56:36

RREREGETIUTAS :
WECHERISR.
g

o CreateCosSecKeylnstance

fesazn

e DescribeShieldResult
o FEH£ : StatusDesc, StatusRef

1SR

e ScanSetinfo
o FrERL& : StatusCode, StatusDesc, StatusRef

5B 4 Xxf

KFahdiEl : 2018-09-13 19:58:05
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https://cloud.tencent.com/document/api/283/17759#ScanPermissionInfo
https://cloud.tencent.com/document/api/283/17759#ScanPermissionList
https://cloud.tencent.com/document/api/283/17759#ScanSensitiveInfo
https://cloud.tencent.com/document/api/283/17759#ScanSensitiveList
https://cloud.tencent.com/document/api/283/17759#ScanSetInfo
https://cloud.tencent.com/document/api/283/31795
https://cloud.tencent.com/document/api/283/30640
https://cloud.tencent.com/document/api/283/17750
https://cloud.tencent.com/document/api/283/17759#ScanSetInfo

A BT

RREREETIUTAS :
WECHERIS.
g

e CreateResourcelnstances

% 3 XK

RFRAIE : 2018-09-07 11:09:23

FRRBBETUTRES :
HETHRIE.
1EBERES

¢ Planinfo

o {ERESR : SoType

5B 2 Xxf

KFaRdiE : 2018-07-26 15:10:56

FRRBEATLUTRE :
HETHRINIY.
HigEQ

e CreateBindInstance
e CreateShieldPlaninstance
e DescribeResourcelnstances

e DescribeShieldPlaninstance

fEsuRn

o DescribeScaninstances
o {EMAZ : Filters

e DescribeShieldInstances
o {EMAZ : Filters

HISEIRE

¢ BindInfo

o Filter

¢ PlanDetaillnfo

e Planinfo

e Resourcelnfo

e ResourceServicelnfo
¢ ShieldPlaninfo

¢ Solnfo

HIRRERIRLAS

e Filters

BRSNS
e Servicelnfo
o FERLER : Planid
¢ ShieldIinfo
o FERELA : ServiceEdition
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https://cloud.tencent.com/document/api/283/19823
https://cloud.tencent.com/document/api/283/17759#PlanInfo
https://cloud.tencent.com/document/api/283/18579
https://cloud.tencent.com/document/api/283/18576
https://cloud.tencent.com/document/api/283/18578
https://cloud.tencent.com/document/api/283/18575
https://cloud.tencent.com/document/api/283/17756
https://cloud.tencent.com/document/api/283/17751
https://cloud.tencent.com/document/api/283/17759#BindInfo
https://cloud.tencent.com/document/api/283/17759#Filter
https://cloud.tencent.com/document/api/283/17759#PlanDetailInfo
https://cloud.tencent.com/document/api/283/17759#PlanInfo
https://cloud.tencent.com/document/api/283/17759#ResourceInfo
https://cloud.tencent.com/document/api/283/17759#ResourceServiceInfo
https://cloud.tencent.com/document/api/283/17759#ShieldPlanInfo
https://cloud.tencent.com/document/api/283/17759#SoInfo
https://cloud.tencent.com/document/api/283/17759#ServiceInfo
https://cloud.tencent.com/document/api/283/17759#ShieldInfo

A BT

%1 RKM

7Rt : 2018-06-07 15:01:42

FRERBETLATAS :
HETHRI,
g0

e CreateScanInstances
¢ CreateShieldlnstance
e DeleteScaninstances
e DeleteShieldInstances

e DescribeScanlnstances

DescribeScanResults
e DescribeShieldInstances
e DescribeShieldResult

HIEEIRS

¢ AdInfo

¢ AppDetailinfo
¢ Appinfo

e AppScanSet
¢ AppSetinfo
o Filters

¢ Plugininfo
e Scaninfo

s ScanSetinfo
¢ Servicelnfo
e Shieldinfo
¢ Virusinfo

¢ Vulinfo
VulList
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https://cloud.tencent.com/document/api/283/17758
https://cloud.tencent.com/document/api/283/17753
https://cloud.tencent.com/document/api/283/17757
https://cloud.tencent.com/document/api/283/17752
https://cloud.tencent.com/document/api/283/17756
https://cloud.tencent.com/document/api/283/17755
https://cloud.tencent.com/document/api/283/17751
https://cloud.tencent.com/document/api/283/17750
https://cloud.tencent.com/document/api/283/17759#AdInfo
https://cloud.tencent.com/document/api/283/17759#AppDetailInfo
https://cloud.tencent.com/document/api/283/17759#AppInfo
https://cloud.tencent.com/document/api/283/17759#AppScanSet
https://cloud.tencent.com/document/api/283/17759#AppSetInfo
https://cloud.tencent.com/document/api/283/17759#Filters
https://cloud.tencent.com/document/api/283/17759#PluginInfo
https://cloud.tencent.com/document/api/283/17759#ScanInfo
https://cloud.tencent.com/document/api/283/17759#ScanSetInfo
https://cloud.tencent.com/document/api/283/17759#ServiceInfo
https://cloud.tencent.com/document/api/283/17759#ShieldInfo
https://cloud.tencent.com/document/api/283/17759#VirusInfo
https://cloud.tencent.com/document/api/283/17759#VulInfo
https://cloud.tencent.com/document/api/283/17759#VulList

Q) A WA AZS

&\

il

BIAEHAE : 2019-06-21 16:11:38

RARE APl FEE 3.0 [RAF., £ APHEOXEEIMTEN2E , F—HSHRISTIAHIERE , fi—/Y SDK/CLI lEFS AP STEFHE—3 | RISTHRERRENME
MR, ZiEREENLEEREEENE R,

WIEFRFAZ LRSS ( Mobile Security , &F#RMS ) ,

MRS (MS) ARFRMHENA (APP) £ABEMN AN RZEMRTIR | KT 12 ZRIGNSFLE , CRSTER. BBR. FERN. YK , E57 , LURE
FEEMTI. BE. FR. B, IBHREERTEE— PR,

BRINAZE (MS) LIAPIZE AR RSN ANERIERSS . BRALAERASHENERIAP] , SBHNBEH TS MR SN |, sdtfTeeme. MER
% NTTHRELERATIELAESET. TEERENARS , DMRFBINALRE.
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https://cloud.tencent.com/product/api

A BT

AP HE5S

BRILEFATE : 2018-12-20 21:12:20

Wiy ELEP S

EORW
CreateResourcelnstances
CreateShieldlnstance
CreateShieldPlaninstance
DeleteShieldinstances
DescribeShieldInstances
DescribeShieldPlaninstance

DescribeShieldResult

N % e fEExREO

EORW
CreateScanlInstances
DeleteScanlInstances
DescribeScaninstances

DescribeScanResults

RFRSEREXED

EO/WR
CreateBindInstance

DescribeResourcelnstances

Hittzzr

EOBM
CreateCosSecKeylnstance

DescribeUserBaselnfolnstance
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https://cloud.tencent.com/document/api/283/19823
https://cloud.tencent.com/document/api/283/17753
https://cloud.tencent.com/document/api/283/18576
https://cloud.tencent.com/document/api/283/17752
https://cloud.tencent.com/document/api/283/17751
https://cloud.tencent.com/document/api/283/18575
https://cloud.tencent.com/document/api/283/17750
https://cloud.tencent.com/document/api/283/17758
https://cloud.tencent.com/document/api/283/17757
https://cloud.tencent.com/document/api/283/17756
https://cloud.tencent.com/document/api/283/17755
https://cloud.tencent.com/document/api/283/18579
https://cloud.tencent.com/document/api/283/18578
https://cloud.tencent.com/document/api/283/30640
https://cloud.tencent.com/document/api/283/31795

@ ﬁﬁfﬂﬁ RIS

VARV
15 KEEH

SIFESAYE : 2020-05-11 10:12:07

1. BRSS 3tk

AP| STHEFRIAHBIEIEN | At iE NI & 8 ms.tencentcloudapi.com |, tB3Z3HEEMRIEZSA |, FIgn,MiBHAEEZ 9 ms.ap-

guangzhou.tencentcloudapi.com ,

RIS, RIEEREONEFRAEVE , SEHFETEIRENE NEARERIRS:S. FINE NAESK , eI MIIRS:S | BRNEE

ms.ap-guangzhou.tencentcloudapi.com 22—,

R - RORESURRAINLSS | IS ER AN S .

BRISUSAIREZFIZRD
eI A 1=
PIMEEEN (#F , SdHFERIK) ms.tencentcloudapi.com
HERFHBX (1) ms.ap-guangzhou.tencentcloudapi.com
HRX (L) ms.ap-shanghai.tencentcloudapi.com
X AER) ms.ap-beijing.tencentcloudapi.com
Faraith X (kD) ms.ap-chengdu.tencentcloudapi.com
[z ESN) ms.ap-chongging.tencentcloudapi.com
BREIHX (TEEE) ms.ap-hongkong.tencentcloudapi.com
TWAZREE (FON) ms.ap-singapore.tencentcloudapi.com
TAFKE(ER) ms.ap-bangkok.tencentcloudapi.com
TWARIER(HEL) ms.ap-mumbai.tencentcloudapi.com
TWAFAL(ER) ms.ap-seoul.tencentcloudapi.com
TWAFIL(ERER) ms.ap-tokyo.tencentcloudapi.com
EERH(FHEERIL) ms.na-ashburn.tencentcloudapi.com
ZEFEERGEED) ms.na-siliconvalley.tencentcloudapi.com
EEX (%) ms.na-toronto.tencentcloudapi.com
ERMtX (E=521E) ms.eu-frankfurt.tencentcloudapi.com
BRI (BEERRL) ms.eu-moscow.tencentcloudapi.com

18 : AF SMETIEENEEREAREN , BLHiHHSMERS ( 2354 Region HERKINY ) , FERMHEETSMEIbINMEHS , KIFH Region itz
5.

SRIXE b SRXiRZ
HRMX (LS ms.ap-shanghai-fsi.tencentcloudapi.com
KR (RYII /L) ms.ap-shenzhen-fsi.tencentcloudapi.com

2. BIEHMY

SRz APl BOFTEREOI9EIE HTTPS #HTE(E | IRtEReMNBERE.
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https://cloud.tencent.com/document/product/304/2766

@ HEI:HE RIS

3. KA
TR HTTP kAL

e POST (¥#ZF)
o GET

POST {53375 Content-Type 358! :

o application/json (7% ) , WRERERTIE v3 (TC3-HMAC-SHA256) .
e application/x-www-form-urlencoded , RfEFREET5% v1 ( HmacSHAT 8 HmacSHA256 ) ,
o multipart/form-data ({NEPPEOSS ) | WARERERTIE v3 (TC3-HMAC-SHA256 )

GET iERANBEREANTERT32KB, POST iEREAEETTE vl (HmacSHAT, HmacSHA256 ) BEIARS#BIZ1MB, POST i5REAEETT£ v3 ( TC3-HMAC-
SHA256 ) Bi3z#510MB,

4. FRFwAY

Y9f8EF UTF-8 4wtS.

RS : BB UE (bR ) BREEAH 5510 #75,



@ HEI:HE RIS

BILEFATE : 2020-05-11 10:12:08

RAHBYEBTIRRAFIZOSS0S4 , WIEKE | R MEOSRAEOXAPAEXESEHTIRGE  EERERIITER LS, TRERREIER.

EB7IEV3
EBSIE V3 (BRBIRE TC3-HMAC-SHA256 ) fBEL&ER 5% v ( BEXAIRERERESRDE) | BRe , SIFEAIERE , 3755 POST JSSON 15 , MEEE—E
B, EEERZERTATESS. TENEFIE,
IR BOXEPRRGIRTENERREOSHAE  BER , ERNEESETE v GET BEK , IRKIBEERSRTTE v BEE TIET.
ERERTE VI, ARSHFEZRR—WE HTTP Header iIERLEH , 41T :
SHER ESid) ik

BERREOER, NESEROXEPRASELHSE Action B9, FIINIRSIEIEIISAIZIRED , BUESN

X-TC-Action Strin =
9 = Describelnstances,

X-TC-Region String ) WIHSEL , FSRIRRFH BRI MR, EOESAEEES RO XETMASHALSE Region MIRMAE. 5
RUBENATEEBEZSH , FOXEPRWIFNRE | B EBZSHEARER,
X-TC- L45T UNIX RHEE; , IiCRAR APl iEREORIEL. FIg0 1529223702, & : MR SIRSEMEEEBI S , 251EER

Integer
Timestamp 9 HASEIR,

Hm

X-TC-Version  String BRAER API BORRAE, EUESEROSERASATESE Version IR, FIAN=ARSS2_AMA 2017-03-12,

Ho

HTTP dREBINIELERFER | flan

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3_request, SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024

He,

- TC3-HMAC-SHA256 : €& 75i% , BRIEERIZE ;

- Credential : BZEiF , AKIDEXAMPLE £ Secretld ; Date & UTC AR EIRIRHEE , BUEEEFAESEL X-TC-Timestamp
#ERY UTC FuERt Bl BEA—3 ; service AF=m& , BEAEFERIL | Hla0iH3E cvm.tencentcloudapi.com BREFREE
cvm, AFEEREYEA ms ;

- SignedHeaders : 258 Zi+ERILEHMER |, content-type #0 host AWsELER ;

- Signature : EEHE , WWEIIRFI Y,

o

Authorization  String

IREHIEBFTFEA Token , FEESIGRZE—REEER, IGRIZHF0 Token FEZHIDEERRSBAZARN. KPBHELAFE

X-TC-Tok Stri 5
oken ring = Token,

BRIRFBFEZEEA MR RIRSERLAIFIZR | NEIEREDZIRER URL, BRLER. BRI

HTTP GET iEREEHI:

https://cvm.tencentcloudapi.com/?Limit=10&Offset=0

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16c6ccf174c474

Content-Type: application/x-www-form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) 1&EREXIRA :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b59
24a6f2b5d7d672d79c15b13162d9279b0855cfbab6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

RS : BB UE (bR ) BREEAH 11 #75]


https://cloud.tencent.com/document/api/283/30638
https://cloud.tencent.com/document/api/283/30638

@ ﬁﬁfﬂﬁ RIS

X-TC-Timestamp: 1527672334
X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) EREMZH] ((RAFERUEASHF ) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-type;host, Signature=582c400e06b59
24a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

R V1

FASEFE V] (BIESHIE HmacSHA256 1 HmacSHA1 ) |, AHSHESR—HRSRED |, ZENMEEN Y

SHER ESid) Wik R
Action Strin = BERUEORMR, BESEEOXRTMASEAILSE Action RUIREE. FINRIRSS[HEIALAZIZEED , BYER
9 = Describelnstances,
Region String ) MRS, FSRIRRE ZIREI MEIRAIEEE. EOESOREES E H OGS FRMAS A TES S Region AR, i
B REBROSTFEGRIZSE , BOXEPSIIRERIR |, I EMEEEZS A2,
Timestamp Integer £ 15T UNIX RHEIE , ATiCRAR APIIERAGRTE, #Ia01529223702 , iNRSLRIRHEREEIT K , £5RESRITHHER.
Nonce Integer 2 FEHLIEEEEY , 5 Timestamp BX&i#CK , BTSN,
. E=APIZH_EBRIBHIRRSHRY Secretld , —1 Secretld I3RME—HY SecretKey |, MM SecretKey £FEAERBERER
Secretld String = .
Signature,
Signature String 2 BERES , FREIRIEKROEEE | FERFRESFRBASETESE. BINTERESI .
Version String =z EBERY APl BORRA, EVESEEOSXHEHRANSAHESE Version RO, HINZARSSERANRZA 2017-03-12,

EEZHN , BREISZEF HmacSHA256 f1 HmacSHAT, REIEELHSE HmacSHA256 B, A {EF HmacSHA256 EiELE

SignatureMethod - Sting & pece SRR HmacSHAT WIESE,

IERSIERFTAERY Token | FELSIGAIER—ILMERM. IGRIERT Token FESHDERRSSEAEOR, KHPZHER

Tok Stri 5
oken ring 5 = Token

RIRFAFEEER MR RIRSZERLAITIZR | ENEREWRIRIBER URL, BRAED. BRARHIGIT:

HTTP GET iEREEHI7MI:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signatur
e=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

RS : BB UE (bR ) BREEAH 12 #75]


https://cloud.tencent.com/document/api/283/17746
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/283/17746

@ ﬁﬁfﬂﬁ RIS

HTTP POST &K :

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb45
9b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=23823223&Secretld=AKIDEXAMPLE

RS : BB UE (bR ) BREEAH 13 #75]



@ HEI:HE RIS
BR7FE V3

BILEFATE : 2020-05-11 10:12:08

EBE V3 (TC3-HMAC-SHA256 ) THRE LBE T LIRIRIER5E v1 |, MEEZRS , SHFEARIER , 378F json 1830 , HEEE—ERTT | HEERZSEmATEES.

BRIERD , BRIER AP| Explorer AR SSZERAERL THRE | IR EIRATAPI 3.0 5 v3" , AJLAERSRIIEHTINE , tEeJER4ER SDK ({53, EFFHERH= AP
BLERY 7 MENARIEIES SDK , EERTEEIMERTRE , WEFFR , 3F Python, Java, PHP, Go. NodelS, NET, C++,

Bz AP| £XEMERHITEHRIE , BRFEERRLEIE , STHFENSENBERHITES (Signature ) , BMERBTEEAHBERSHTEEZERERILUE
BTG TFAMSURIEBR.

R FZIE
AERNZLEIENZE |, BHEE Secretld 7] SecretKey, BNMNAPRSITLURERIIESR.

o Secretld : BFHRR APLER&ESH , ATLAESEL HRFE.
o SecretKey : FRFIHIE AP ERENSW , ATLAESRELL N,
o APRATRFERLEIE , BRlE , SUBRRMFRE. NEHR  EZAEMZRLEE.

RIEREFIENERSERUNT :

1. 8F B EEPOEHSE.
2. BIfE =APIZSE ROEHIATUH.
3.7 =APIZH TUE , B [FEER] BaLIEE—X=1A.

ERITRE

= AP| 3Z#F GET #1 POST i3k, XFGET/i% , R3#F Content-Type: application/x-www-form-urlencoded t¥4&z(. X3FPOSTA% . BREIsZHF Content-Type:
application/json LAK Content-Type: multipart/form-data FRMYART | json HBRAEASEIZOSIE , multipart IS REREEOSIE | IRHZEZEOREEER json
BB | SEEMWSSROSREE, #E5F6ER POST 5K , BAMBNERHTES | (B GET IERASTF 32 KB LINAIERE.

THLZRSSHER MXIFIFIREAGF  DEBNMAEERTETRE. BIERZEO2ER

1. IRSHREVACTHE | IHZORER
2. ZEORRE  AFERENERRIGRE
3. ENESNSHITERE | AILUERE SRS O EMNIER.,

ERAIF , MeAHSHEERONSY  RNRERFAZICENER. AEREON  BREIEEE , 8MNEONSEFER | FAERIDXAMITFI0SE0
&

BHZFEFRY Secretld #1 SecretKey £BIE : AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE #1 Gu5t9xGARNpq86cd98joQYCN3EXAMPLE, FFEEE MX=IREEE
BA'KGEWENRS | RIRE—£E0E. WiSKTEE8 :

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 request, SignedHeaders=content-t
ype;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THF RS S ITETRE.

1. HHEMEIERE
I TS HHEMBIEKE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

RS : BB UE (bR ) BREEAH 14 #7751


https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi

@ ﬁﬁfﬂﬁ RIS

CanonicalURI + "\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FERER AR

HTTPRequestMethod HTTP i&k755% ( GET, POST ). IWREEYES POST .,
CanonicalURI URI 2%§, API 3.0 BIERIERKL (/) .

R HTTP i53K URL sPIUEIAFRFER |, XIF POST 153K , EIREATZRE"" , XIF GET#EXK , M7 URL IS (? ) FENFHEAS
5140 : Limit=10&Offset=0,

i : CanonicalQueryString FE£% RFC3986 #{T URLEncode , 5% UTFS , B FRIZBIESInER , FIERTHF YRS |
KB,

CanonicalQueryString

S58AMLEMEE , ZEA host f1 content-type FNSLED , (EATIIABENALES 58 B LIRS ESERIIME—MIZ SN,
HHEN
1. 3LEB key #] value Z—HRNE | HERERETIE , 1288 keyvalue\n 18Uz ;
. 2. ZNLED | 1RERLER key (NE ) RY ASCH FHE#HTHEE.

CanonicalHeaders
IRFITELERE content-type:application/json; charset=utf-8\nhost:cvm.tencentcloudapi.com\n .
iR © content-type WRFISLIRAIZRIERTS | BLRIEESMEENFERISER S BN charset & , MNRSZFAENA—EL ,
RS e SIREISEZRIGKML,

SE5SENAIMER | HBLRIEREMPLLES5TEE |, #1 CanonicalHeaders B2HILEABTE—XIRAY, content-type 1
host JouisesLEB,
BRI -
SignedHeaders 1. 3LEB key Ft—#ERNG ;
2. 2R key (/NE ) 128 ASCI FHRdHTHE , HELHS () HiR.

7= content-type;host

BKIEX ( payload , Bl body , Itt7=ffl7g {"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]} )
HIREE , iTEHISA Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIRS HTTP {&KIESZM SHA256 158% , SAF+75
HEIGRRS |, RERESEERE/NSFR. XTF GETi5K , RequestPayload EEATFMHFH., WRHTEERE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f6e8988711398934f064 ,

HashedRequestPayload

HRIBLAERINY | RGP SRIRHGBIERET

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1f7f6e89887f1398934f064

2. HHERERFEHR
RIS FHEFE R FRR

StringToSign =
Algorithm +\n +
RequestTimestamp +\n +
CredentialScope +\n +
HashedCanonicalRequest

FERETR R
Algorithm BREL, BRIEES TC3-HMAC-SHA256 ,
RequestTimestamp TEKATIER , BNERELEBIATESEL X-TC-Timestamp BYE , BU4RIATIE UNIX BFE)E; , #EHREIRD. WREIBYEA 1551113065,
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@ EEI:HE RIS

FRER R

EUEEE |, 1809 Date/service/tc3_request , @& HHA. FNERAIIRSHLELLFRIE (tc3_request ) , Date J3 UTC iR ERIEARIA
CredentialScope Hi , UEFZZMNAHSEH X-TC-Timestamp #EHRY UTC #RERIAIAE—3 ; service AF-mE , WRSERNFmEE—. WxRE)
HEERE 2019-02-25/cvm/tc3 request,

RIAL BRSNS KEBIEHE | ITEHIZ/ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), LR{GlTELER

HashedCanonicalRequest
asnedanonicaifequest = ote6a04c0664d6b969fab9a13bdab201d63ee709638¢2749d62a09ca18d7031 |

1. Date AZRMBTEIEL X-TC-Timestamp 1+8&455 , BRTXA UTC+0, MRMARFGAMRKES , FINFR/\KX , SSHBERNG ERRD , ERREMBERYE
KW, RIgASEE A 1551113065 , 724/ \KRIRFIEIR 2019-02-26 00:44:25 , {BEi+E1EZIR Date B UTC+0 RFIBAHARLS 2019-02-25 , fiA~E 2019-02-26,

2. Timestamp WREHEIR ST E , BERERAN EFIVENEBEESH , MRIEEETADHUNERY. NRKNEARFRERERE | T8ESEus TR
BfS |, EROERY , IRESZISHAHEIR,

TRIELAERIN |, OIS RIRSERFRHNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itEER

1) IHEIREEEZE |, (hABINT
SecretKey = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE"
SecretDate = HMAC_SHA256("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256(SecretDate, Service)
SecretSigning = HMAC_SHA256(SecretService, "tc3_request")

IREHRIESE SecretDate . SecretService 1 SecretSigning RTHHINVENRE | FIREEERTFIENFER | AR RPIEER.

HER  FRREES  HMAC BRI SHINFATREA—H | LAY ARIEEIRS4ER | BLULIMRIEES VE. BREINEERASRMTHIISATEE | thEp
LEAMERRRT |, tBRAHTENAF A+ B HIRIEH EE | BETEHH EERERNERA.

FERER fRRE

SecretKey JRIAHY SecretKey , Bl Gu5t9XGARNpg86cd98joQYCN3EXAMPLE .
Date Bl Credential F1fJ Date FEHMER. IRFEUESA 2019-02-25,
Service BP Credential Ff Service FERER. HRAIEES cvm,

2) itEER , (BT :

Signature = HexEncode(HMAC SHA256(SecretSigning, StringToSign))

LRBITEERE 72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

4. 3% Authorization
AN A& Authorization :

Authorization =

Algorithm + "' +

'Credential=" + Secretld + '/' + CredentialScope + ', "' +
'SignedHeaders=" + SignedHeaders + ', ' +
'Signature=" + Signature

FERETR R
Algorithm BR7% , BEEA TC3-HMAC-SHA256 ,
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FERER b

Secretld ZEEXIAY Secretld , B AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE

CredentialScope REX , ZIBEE. WRETEERRE 2019-02-25/cvm/tc3_request .

SignedHeaders WEX , 2582HLEMEE. WRHEYEA content-type;host ,

Signature BRE, WRFHTEERE 72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

IRIELA LR | B EEIRES |

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;host, Signature
=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

RESTTEIREBESNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs) 5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3_request, SignedHeaders=content-type;
host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

5. EBER

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util. TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {

private final static Charset UTF8 = StandardCharsets.UTF §;

private final static String SECRET_ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET_KEY = "Gu5t9XxGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT_JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {
String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou”;
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String action = "Describelnstances";

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) ERRX , BNSSHE
sdf.setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// kkkkkkhkkkkkkk ﬁ;g% ‘] 0 ﬁ?%mﬁi%*% *hkkkkkkkkkkk
String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host";

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printin(canonicalRequest);

// *hkkkhkhkhkkk 55% 2 0 mﬁ%é%?ﬁ% Kkkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3 _request”;

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.printin(stringToSign);

// kkkkkkkkhkkkkk %9% 3 0 i—-l—%%g Kkkkkkkkkkkkkk

byte[] secretDate = hmac256(("TC3" + SECRET_KEY).getBytes(UTF8), date);

byte[] secretService = hmac256(secretDate, service);

byte[] secretSigning = hmac256(secretService, "tc3_request");

String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printin(signature);

// Fekdekddddddkdk 53% 4 ° }#E Authorization Kkkkkkkkkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET_ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printin(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
append(" -H \"Host: ").append(host).append("\"")

append(" -H \"X-TC-Action: ").append(action).append("\"")
append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")
append(" -d '").append(payload).append("'");
System.out.printin(sb.toString());

}

}

Python
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-*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# ZIRSH
secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

service = "cvm”

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")
params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u">k&%& "]}]}

# Kkkkkkkkhkhkkhk .}jg% 1 o ?#;%im:;"éi%*% *hkkkhkhkhkkk
http_request method = "POST"

canonical_uri = "/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host"

hashed _request _payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical_request = (http_request_ method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print(canonical_request)

J RFRERRR KA K 55}% 2 ﬁ}%?%;é%?‘:ﬁ% Fkkkkkkkkkkkk

credential_scope = date + "/" + service + "/" + "tc3 request”

hashed_canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical _request)

print(string_to_sign)

# Kkkkkkkkkkkkkk 55,% 3 0 i—i.%g% kkkkkkkkkkkkk

# I EE R HERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()
secret_date = sign(("TC3" + secret_key).encode("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret _service, "tc3 request")

signature = hmac.new(secret _signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()

print(signature)

# Kkkkkkkkkkkkkk &5}% 4 o m}% Authorization *hkkkkkkkkkkk
authorization = (algorithm + " "

"Credential=" + secret_id + "/" + credential_scope + ", "
"SignedHeaders=" + signed_headers + ", "
"Signature=" + signature)

print(authorization)

print(‘curl -X POST ' + endpoint

+ ' -H "Authorization: " + authorization +
+ ' -H "Content-Type: application/json; charset=utf-8"
+'-H"Host: ' + host + '™
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+ ' -H "X-TC-Action: ' + action + '™

+ ' -H "X-TC-Timestamp: ' + str(timestamp) +
+ ' -H "X-TC-Version: ' + version + '
0o
o

H "X-TC-Region:" + region +
-d """ + payload + "'")

go
package main

import (
"crypto/hmac”
"crypto/sha256"
"encoding/hex"
"fmt"

"time"

)

func sha256hex(s string) string {
b := sha256.Sum256([]byte(s))
return hex.EncodeToString(b[:])
}

func hmacsha256(s, key string) string {
hashed := hmac.New(sha256.New, []byte(key))
hashed.Write([1byte(s))

return string(hashed.Sum(nil))

}

func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"

secretKey := "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
host := "cvm.tencentcloudapi.com”

algorithm := "TC3-HMAC-SHA256"

service := "cvm”

version := "2017-03-12"

action := "Describelnstances”

region := "ap-guangzhou"

//var timestamp int64 = time.Now().Unix()

var timestamp int64 = 1551113065

// step 1: build canonical request string
httpRequestMethod := "POST"
canonicalURI := "/"
canonicalQueryString :=

canonicalHeaders := "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n"

signedHeaders := "content-type;host”

payload := ‘{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}’

hashedRequestPayload := sha256hex(payload)

canonicalRequest := fmt.Sprintf("%s\n%s\n%s\n%s\n%s\n%s",

httpRequestMethod,
canonicalURI,
canonicalQueryString,
canonicalHeaders,
signedHeaders,
hashedRequestPayload)
fmt.PrintIn(canonicalRequest)

// step 2: build string to sign

date := time.Unix(timestamp, 0).UTC().Format("2006-01-02")
credentialScope := fmt.Sprintf("%s/%s/tc3_request", date, service)
hashedCanonicalRequest := sha256hex(canonicalRequest)

string2sign := fmt.Sprintf("%s\n%d\n%s\n%s",
algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

RS : BB UE (bR ) BREEAH

BoINARE

520 £75m



@ HEI:HE RIS

fmt.Printin(string2sign)

// step 3:sign string

secretDate := hmacsha256(date, "TC3"+secretKey)

secretService := hmacsha256(service, secretDate)

secretSigning := hmacsha256("tc3_request", secretService)

signature := hex.EncodeToString([]byte(hmacsha256(string2sign, secretSigning)))
fmt.PrintIn(signature)

// step 4: build authorization

authorization := fmt.Sprintf("%s Credential=%s/%s, SignedHeaders=%s, Signature=%s",
algorithm,

secretld,

credentialScope,

signedHeaders,

signature)

fmt.PrintIn(authorization)

curl := fmt.Sprintf('curl -X POST https://%s\

-H "Authorization: %s"\

-H "Content-Type: application/json; charset=utf-8"\

-H "Host: %s" -H "X-TC-Action: %s"\

-H "X-TC-Timestamp: %d"\

-H "X-TC-Version: %s"\

-H "X-TC-Region: %s"\

-d '%s", host, authorization, host, action, timestamp, version, region, payload)
fmt.PrintIn(curl)

}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
$secretKey = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
$host = "cvm.tencentcloudapi.com”;

$service = "cvm”;

$version = "2017-03-12";

$action = "Describelnstances”;

$region = "ap-guangzhou";

// $timestamp = time();

$timestamp = 1551113065;

$algorithm = "TC3-HMAC-SHA256";

// step 1: build canonical request string
$httpRequestMethod = "POST";
$canonicalUri = "/";
$canonicalQueryString = "";
$canonicalHeaders = "content-type:application/json; charset=utf-8\n"."host:".$host."\n";
$signedHeaders = "content-type;host";

$payload = '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]};
$hashedRequestPayload = hash("SHA256", $payload);

$canonicalRequest = $httpRequestMethod."\n"

$canonicalUri."\n"

.$canonicalQueryString."\n"

$canonicalHeaders."\n"

$signedHeaders."\n"

.$hashedRequestPayload;

echo $canonicalRequest.PHP_EOL;

// step 2: build string to sign

$date = gmdate("Y-m-d", $timestamp);

$credentialScope = $date."/" $service."/tc3_request”;
$hashedCanonicalRequest = hash("SHA256", $canonicalRequest);
$stringToSign = $algorithm."\n"

$timestamp."\n"

$credentialScope."\n"

.$hashedCanonicalRequest;
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echo $stringToSign.PHP_EOL;

// step 3:sign string

$secretDate = hash_hmac("SHA256", $date, "TC3".$secretKey, true);
$secretService = hash_hmac("SHA256", $service, $secretDate, true);
$secretSigning = hash_hmac("SHA256", "tc3_request", $secretService, true);
$signature = hash_hmac("SHA256", $stringToSign, $secretSigning);

echo $signature.PHP_EOL;

// step 4: build authorization

$authorization = $algorithm

." Credential=".$secretld."/".$credentialScope

.", SignedHeaders=content-type;host, Signature=".$signature;
echo $authorization.PHP_EOL;

$curl = "curl -X POST https://".$host
. -H "Authorization: '.$authorization.
. -H "Content-Type: application/json; charset=utf-8"
."-H "Host: ".$host."™"
. -H "X-TC-Action: "$action."™
. -H "X-TC-Timestamp: '.$timestamp.
. -H "X-TC-Version: '.$version.""
' -H "X-TC- Region' "$region.”™

-d "".$payload.""
echo $cu rI.PHP_EOL,

o= Sl

FHEUTEZLWAIEIRG | BRIESR B,

FERAD FEIRIEA

AuthFailure SignatureExpire BHIIHE, Timestamp SRS 28 EIEIE KAV EHEEASBT R D,

AuthFailure SecretldNotFound BRI, BEERIAEERIPREWER | BREOEH T FRRES TFR/.

AuthFailure SignatureFailure BEER, THELHUEER &€ SLRRENABTTMERS | tWEEERE Secretkey HRSHAY.
AuthFailure.TokenFailure IRRHIES Token $&iR,

AuthFailure.InvalidSecretld BRAEL (AR API EHERY )
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BE2HE

BILEFATE : 2020-05-11 10:12:09
EBHE VI BRZA BRI MEAWERTE v3 | HEEERERTTE V3.

EUREER , BINERR API Explorer FRE" &2 ERAERY THRE | SRS ERA/I API 3.0 & V1", JLIERERITREHITIONE , FHRH TS REESNEER) , Lo ERE
B SDK {18, #ZFFERBENz API BER 7 MENARIEIES SOK , BEHE TERMENRIRE , WEFR , 3F Python, Java, PHP, Go, NodelS. NET, C++,

Bz AP| 2MEMAITEKIHTESHIVE IS MERSREEAHERSHHAAEEER (Signature ) LIRIEERESR. SRECHRLTIEN  RLEIEEE
Secretld f{] SecretKey ; ERFIRRBREFEIL , BERIE ZAPIEARE HiF , BULERB= APl #Z0.

1. REREEIE

EE—RER= APl Z81 , iBRIfE = APl ZHMHE RIFRERFIE. T2FEIEEE Secretld # SecretKey :
o Secretld FBF#RIR APl AREBH

o SecretKey AT IIZES R BMIRSS BB SE FRTENER.

o APRIATERERSEIE , BRtE.

HIEL2EIENERSERNT ¢

1. B BB A,
2. BifE = AP| %248 ROIBSHIETRE
3.7 = API =58 U@ , B [FrE%A] RIJLASIE—Xd Secretld/SecretKey,

TR BNKSRESELUREMX Secretld/SecretKey,

2. ERNE R R
BT R&eFiESecretld 7] SecretKeyfg , MATLIAEREZET .. LITEEMLSEBFMIFE

BRI FFRY Secretld F SecretKey HBIE :

o Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
o SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

R XBERERG , iSRIEAPEIRERIER Secretld 1 SecretKey #1TREHRIE !
=R 28EELI5IZR (Describelnstances)iEk A%l , MAFERBX—#EOR , EiERSEETENT:

SHER 23574 SHE

Action FiE& Describelnstances

Secretld =450 ID AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE
Timestamp E L[] lE174 1465185768

Nonce FEAIEEEEL 11886

Region SCHIRRER S, ap-guangzhou

Instancelds.0 RFEERISLA ID ins-09dx96dg

Offset =4 0

Limit BARFEH 20

Version BORAS 2017-03-12

2.1. JWSEHEE

BRENAIERSHUILZSHENFIRE ( ASCIES ) AFHEF. 15 1) RIZSHEHTHF | SHERISIREE , A85ANN ; 2) & ASCI BBELAN | a0
Instancelds.2 ZHE Instancelds.12 [ , ARIEFEER  BAEKREE. BRTLMEBREIES PIVEXHIFRECRCINX—I088 , 40 PHP FfY ksort BRE, EiATRAIS
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi

@ ﬁﬁfﬂﬁ RIS

AR AR

{

'Action’ : 'Describelnstances’,
'Instancelds.0" : 'ins-09dx96dg’,
"Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,
'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
'"Timestamp' : 1465185768,
'Version': '2017-03-12',

}

ERRCERRINESITARN , X LERGIFRSERHTHR | BRIRER .

2.2 HHEERFNSR

HWEBERIEKRFRE, BB L —SHFRFNERSEISIULRR SHER=2E 1 , 20X Action 8, HBHEFRA "Action” , BEEH "Describelnstances” ,
REAETAL/EFH 9 Action=Describelnstances , & : “SE{E"HRIGETIE url HIBFRIE.

REBIEUEIE N SHA & HHRE—E | REEMINERFERN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs) 5yKBZQpn74
WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. HHEEBRXFFE

HWEBERSBENFE. SREFHFRAUT/INSE960:

1. 15K A4 3235 POST #1 GET A= , IXE{EA GET 5K , iFBAENEAE.

2. iEKRENBEFLHIFIZR(Describelnstances) iFHkigZ 0 : cvm.tencentcloudapi.com, SLFRAIEKIGZRIEZOFRBERNABMNAR | FNSEOHE.
3. iERIER: HETMRAZAPINISRIEREES / .

4. ERFEE: B E— S ERRNERERT S,

BRIFESEBEAIFHENNS : BRGE + BREN HERER + 7 + HREHE .

TRBIEHHEERR

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&Offset=0&Region=ap-guangzhou&Sec
retld=AKIDz8krbs) 5yKBZQpn74WFkmLPx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12

2.4 ERERSR
S BERERR. E5EEA HMAC-SHAT EiEx E—ShRENEBRNFRRHITES | REHBERMAIEE B Base6d #H{THID , BITRERENEZ S,
BB | LL PHP {EE0f1 :
$secretKey = 'Gu5t9xGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances8nstancelds.0=ins-09dx96dg&Limit=208Nonce=11886&0ffset=08Region=ap-guang
zhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE& Timestamp=1465185768&Version=2017-03-12';

$signStr = base64 encode(hash_hmac('shat’, $srcStr, $secretKey, true));
echo $signStr;

REERRSZE
EliP9YW3pW28FpsEdkXt/+WcGel=

ERHECERRINESARN , IR LERGIFRERSGHTERIIE , BRINERHBSHIFPrI—2E0m.

3. BREBRID

ERRIEREBFHNEERFENERSEH , FEWEHT URL 3.

W E—S RIS RS ElIPOYW3pW28FpsEdkXt/+WcGel= , RAREBRINEZHBERSEL ( Signature ) 73 : EIIPIYW3pW28FpsEdkXt/+WcGel= , EIRTERRLR
B URL,

RS : BB UE (bR ) BREEAH 5524 H75W



@ ﬁﬁfﬂﬁ RIS

R NRAPASERG AR GET , Sk&EiFKGEH POST [T Content-Type 73 application/x-www-form-urlencoded , MA&iEERIIEFEITRSHREIITEM
URL 418 , S-S AEEMmi8. IE ASCI ZI57E URL REEIEES LA UTF-8 #1743,

I3 FUREESHNEESOARESHET urlencode , EXMERT | MAREXNEZHH#T URL HiFT , SWFAIR URL KIISSHEZKY.

IS : HithSHEhTEHTR , HEIKRMA RFC 3986, ER %XY MFHFRILNFHTESILRE , Hp X "H"Y H+7\#HFE (0-9 MASFEB A-F) |, EHAM
B55IRER.

4. BZKW

IRIESERRIEN | A FEREMANEHRD | BIRIECREE,

HRAE HHIRHA

AuthFailure SignatureExpire SELH

AuthFailure SecretldNotFound EIHAFE

AuthFailure SignatureFailure BEER
AuthFailure.TokenFailure token $&IR
AuthFailure.InvalidSecretld ESHIEE (RR = API Z$ERE )

5. ERIER

TESCRRVERE APl 3.0 BY |, EFZERECERET= SDK 3.0 , SDK ##E7EZNIRE , FAAN RAEF-RIBENEANEDRR, #RESSN SDK i, HESIFNREES
g

¢ Python

e Java

e PHP

e Go

e JavaScript
o NET

NTEERRRSRITRE , TEUERREES AP, B LSS SRR, SROES. ERNEONSHNEER EIASETRE AR ABEERY
12, FrEsERY , TRFAIERERER SDK.

BEEHAY url AT8EAR ¢ https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=20&Nonce=11886&0Offset=08&Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliP9YW3pW28FpsEdkXt/+WcGel=&Timestamp=1465185768&Version=2017-
03-12,

IR BT RAIRRESREEEN  EEEARRSLENE , FLIISREL url TEXEESFRITHHER curl ERSARNSRESIGER | €238, ATEEI—MTLL
IEEIRER url | FBEEBURGIFHI Secretld F1 SecretKey ANESLHIZESA , FHERRF LRI EEAEA Timestamp ,

IR EFENTS  ARRRES  EERESETEEIR url TREEEARE , RIWASKENIUFAR  (BXHAZBERE. REMESHEE  BERITE
IERRRDA],

TR ITMURIERT API 3.0, TREERATHEMANSSIRE  BMEZIRRM APl |, BT FREADERSSHES TR | BN MAISEIR A,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";

RS : BB UE (bR ) BREEAH 5525 H75)


http://tools.ietf.org/html/rfc3986
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet

@ HEI:HE RIS

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getinstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EEZRNERISEHITFIHER | HAEATreeMap{RIEITE

for (String k : params.keySet()) {
s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

// ERERAur PRI SEIF R B EK

for (String k : params.keySet()) {

/] BEXNERESBH Turlencode , AT keyERENFH , HUtAMXIIRvalued#{Turlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap <String, Object>(); // TreeMapaI LAB&IHEF

// SEPRVERERT R 2 FEFERENLEL , 570 : params.put("Nonce", new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // AH2%]

// LR PRI RS (R RSB E) , BI40 : params.put("Timestamp®, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // ~It5E]

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // ATESEL

params.put("Action”, "Describelnstances”); // AHE#]

params.put("Version", "2017-03-12"); // &%

params.put("Region", "ap-guangzhou"); // A2

params.put("Limit", 20); // 5551

params.put("Offset", 0); // AI5SE%5

params.put("Instancelds.0", "ins-09dx96dg"); // I/53£%1

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1")); // AES#
System.out.printin(getUrl(params));

}

}

Python
iR (NRETE Python 2 ISMEHIETT , BB R requests (Kl :  pip install requests

# -*- coding: utf8 -*-
import base64
import hashlib
import hmac

import time

import requests

secret_id = "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get string_to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query._str

def sign_str(key, s, method):

hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac_str)
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if _name_ =="'_main_"
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret id,

'"Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get string_to_sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# WAASSCRRER | RIS RTRer=4it 22

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)

Go

package main

import (

"bytes"
"crypto/hmac”
"crypto/shal”
"encoding/base64"
"fmt"

sort”

)

func main() {

secretld := "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secretKey := "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"
params := map|[string]string{

"Nonce": "11886",

"Timestamp": "1465185768",

"Region": "ap-guangzhou",

"Secretld": secretld,

"Version™: "2017-03-12",

"Action": "Describelnstances”,

"Instancelds.0": "ins-09dx96dg",

"Limit": "20",

"Offset": "0",

}

var buf bytes.Buffer

buf.WriteString("GET")
buf.WriteString("cvm.tencentcloudapi.com”)
buf.WriteString("/")

buf.WriteString("?")

// sort keys by ascii asc order
keys := make([]string, 0, len(params))

fork, _:=range params {
keys = append(keys, k)

}

sort.Strings(keys)

fori:=range keys {

k := keysli]
buf.WriteString(k)
buf.WriteString("=")
buf.WriteString(params[k])
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buf.WriteString("&")

}
buf.Truncate(buf.Len() - 1)

hashed := hmac.New(sha1.New, []byte(secretKey))
hashed.Write(buf.Bytes())

fmt.Printin(base64.StdEncoding.EncodeToString(hashed.Sum(nil)))
}

PHP

<?php

$secretld = "AKIDz8krbs)5yKBZQpn74WFkmLPX3EXAMPLE";
$secretKey = "Gu5t9xGARNp86cd98joQYCN3EXAMPLE";
$param["Nonce"] = 11886;//rand();
$param["Timestamp"] = 1465185768;//time();
$param["Region"] = "ap-guangzhou";
$param["Secretld"] = $secretld;

$param["Version"] = "2017-03-12";

$param["Action"] = "Describelnstances";
$param["Instancelds.0"] = "ins-09dx96dg";
$param["Limit"] = 20;

$param["Offset"] = O;

ksort($param);

$signStr = "GETcvm.tencentcloudapi.com/?";
foreach ( $param as $key => $value ) {
$signStr = $signStr. $key . "=". $value . "&";
}

$signStr = substr($signStr, 0, -1);

$signature = base64 encode(hash_hmac("sha1", $signStr, $secretKey, true));
echo $signature.PHP_EOL;

// need to install and enable curl extension in php.ini

// $param["Signature"] = $signature;

// $url = "https://cvm.tencentcloudapi.com/?".http_build_query($param);
// echo $url.PHP_EOL;

// $ch = curl_init();

// curl_setopt($ch, CURLOPT URL, $url);

// $output = curl_exec($ch);

// curl_close($ch);

// echo json_decode($output);
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IR[EIZSR

BRILEFATE : 2019-08-14 19:17:48

IEFREIZER
=PRSS 2800 OB ELAIRZFIZE (DescribelnstancesStatus) 2017-03-12 iRAAFI , HEBERKID , EATaEANREIN T

{

"Response”: {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c”
}

}

 Response RERZBHY Requestld EEREMFER , TIOERAINES , RE API QBT |, NNESIRME,

¢ Requestld FBF— APIEKIIME—IRR |, 215R APl HERSE | RILABRERFRA] , FHEMIZ ID KARRERR,

o RTERENFEIN , ERIABEMEOENNFE  ARMNEOMRENFERS EOSGEPIEN. HAIFH TotalCount # InstanceStatusSet #3975
DescribelnstancesStatus #OEXNFE , HTFREMRSESKNAFREMNELERRSEELG , Bt TotalCount FEIER FANRENES 0, InstanceStatusSet FIFRAZ,

RIS
ERB , R -

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”
3

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

}

}

o Error (IHIREFEZERERAEEW. Error FERIERIEMNERRT Code 1 Message FRRIEVAALMAT RV EREAT.

Code FRERHEINEIRID , HERE BN AL SRR Z RS E ARG L ATE DX M AKEIRISY IR B E X R REFRFRTT .
o Message Bt TIXMERRENENER , EESERSARMN | N ATRREERIFEERER , BRARIREIX NRENE.

o Requestld BF—> APHERIIME—IRR |, 405 AP HIIRE |, ATLABKERF] , FHRHHZ ID SkERERE,

RHIEIRT

IREIESRPINRIFE Error B, NZRVER APHEOKW.  Error 1Y Code FREFRMEIRTD | FTAUSSHETREHIMANERID I AHIERT , TRIIH T AHERD,

FEIRMG TR

AuthFailure.InvalidSecretld EIHIEE (2= API ZFRE) .

AuthFailure.MFAFailure MFA &R,

AuthFailure SecretldNotFound BRI,

AuthFailure SignatureExpire SEILH,

AuthFailure SignatureFailure BEER,

AuthFailure.TokenFailure token &R,

AuthFailure.UnauthorizedOperation BERF CAM 1,

DryRunOperation DryRun #4F , KFRIEKRIELEMINN , RRSET DryRun 844,
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A BT

FHIRAD

FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RS : BB UE (bR ) BREEAH

HiRmEA

BERY.

PIBREEIR.

BOFFE.

SHEEIR.

SHEYEHEIR.
O
HROSHEIR.
EORATFIE.
ERODREERT T IRZPRE
B G .

BFAE.

BIFEATFE.

HEAAA.

RIZIURLE.

RANSEIER.

BEASE.

HTTPS iEK75%#IR . R5ZHF GET #1 POST iE:K.

EORSTHEAEIIE,

BoINARE

30 £75m



A BT

R FRNEfEXREO
HHNIESER

BIAEHAETE : 2020-03-05 22:24:10

1. ZOkHA

EOEKRIES : mstencentcloudapi.com .
B RRFRE N EI R4
BRABECIEROTRIRS) : 200%/F5,

2. MINSE

IFERSHGIRNGIH T EOBERSEIRDO NHLSH , TEAHSHGIRD AHiERSH.

SHER Wik ESidl )

Action 2 String NHBE, AEZEOBYE : DescribeShieldResult,

Version 2 String NH2E, AEOBYE : 2018-04-08,

Region & String AHBY, FEOTTEEBLSH,

Itemld 2 String {ESMHE—HRIR
3. WS

SHEBR ESis) ik

TaskStatus Integer ESIRE: 0-BIRE], 1-B58A%, 2-R0 R, 3-4h R 45 4- b ERERRT

AppDetaillnfo AppDetaillnfo appINERIANFEHER

Shieldinfo ShieldInfo appINERFHIFHEES

StatusDesc String RESHHAR

StatusRef String REHE5|

Requestld String H—iEK ID , BIRIEKREIRE], ENIARATHEERAHIZRIERE Requestld,
4. 71

N ERMELSR
B RRRBUINERIESR | E—imRItem|dEITERINEIRE CRE

ARG

https://ms.tencentcloudapi.com/?Action=DescribeShieldResult
&ltemld=1shi2e-2387hjgus
Q<RHEKRSE>

Loh et

{

"Response”: {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"TaskStatus": O,

RS : BB UE (bR ) BREEAH
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https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#AppDetailInfo
https://cloud.tencent.com/document/api/283/17759#ShieldInfo

@ HEI:HE RIS

"StatusDesc": "",

"StatusRef": "",

"AppDetaillnfo": {

"AppName": "#IZ",

"AppPkgName": "com.tencentmm?®,

"AppVersion": "1.0",

"AppSize": 1234565,

"AppMd5": "dd5b29a800246d7089febf228286d901",
"ApplconUrl": "https://example.com/1.png"

)
"ShieldInfo": {

"ShieldCode": 1,

"ShieldSize": 1024,

"ShieldMd5": "25787jhids",

"AppUrl": "https://example.com/1.apk",
"TaskTime": 1245478744,

"ltemld": "hji452-huhsxqwqg1212"

5. FRERIR
API Explorer

ZITRRHTELRAR. ERIE. SDK RIIEMMRENFIEOSHN | sERERXERZR API B9E | EFER.

e API 3.0 Explorer

SDK
= API 30 IRt TERCEMFFATAS (SDK) |, XISSHRIZES | BEEAEER AP,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
¢ Tencent Cloud SDK 3.0 for .NET

#wSTIR

e Tencent Cloud CLI 3.0
H

6. {513

PUMMRFIH T 1RO SSIBIERRA0EIRIG , BRI AHHEIRE,

EIRAD i)
InternalError.ServerError ARS3iHToI AR,
MissingParameter.Missingltemld TR Itemld=2ER,
ResourceNotFound.ltemldNotFound ItemIdRFFE,
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https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeShieldResult
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ ﬁﬁfﬂﬁ RIS

RFREIERIappdIzE

BRILEFAETE : 2020-03-05 22:24:11

1. EZO#A
SRS © ms.tencentcloudapi.com,

FROPRTESappIR. ALIBIEEASHE—mRItemIdKEBERapplFAER  ETRE TR RETRETIRSAHIappiiFHES. FEERB(Offset) IR
FI(Limit) SERERTA—ED |, FOAREHESMAIE120 M appER.

BOAZOIERGERIRS : 200R/8D.

2. NS
LITERSHG IR IH T EOBKRSHEIHO NESH , REAHSHGIRN NHERkSEH,
SHER Wik ESit) A
Action = String NHEHBE , AEOBYE : DescribeShieldInstances,
Version £ String ANESE, AEOBYE : 2018-04-08,
Region 5 String AHBH , FEOATEEBISE,
Filters.N & Array of Filter XFs@dappEHR , appBE | MERIRSIRA |, RAIREHITIHLE,
Offset &= Integer fRizE , BHAA0,
Limit 5 Integer HERS , BUIAS20 , HA{EA100,
Itemlds.N & Array of String BILURHitemIdEARET— N HRESNMER. TR LRI TEEtemIdsFFilters,
OrderField = String BREANFEREE , BRI TaskTimeHFr.
OrderDirection S String F+RE (asc ) IRE[EFE (desc) , BAA : desc,
3. WS
SHER ESitl ik
TotalCount Integer EERNapp#iE
AppSet Array of AppSetinfo — MK FappiHBERNERN , TEGFappNEANMEERINERER.
Requestld String HKE—iEK ID , SRIERESIRE. EEREREIZXIERE Requestld,

4. =151

I ERMESEAIZI=
IRENNESLAIR BB FRFRHTI6E | FHIRESRHII20KICR

ARG

https://ms.tencentcloudapi.com/?Action=DescribeShieldInstances
&Filters.0.Name=AppName

&Filters.0.Value=wechat

&Filters.1.Name=AppPkgName

&Filters.1.Value=com.tencentmm

&Offset=0

&Limit=20

Q<RHLERSH>
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https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#Filter
https://cloud.tencent.com/document/api/283/17759#AppSetInfo

@ HEI:HE RIS

Loh et

{

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"TotalCount": 10,

"AppSet": [

{

"ltemld": "1234-xcse-ddw1",

"AppName": "H(Z5",

"AppPkgName": "com.tencent.mm?”,

"AppVersion": "6.5",

"AppMd5": "der2331ds",

"AppSize": 123454,

"ServiceEdition": "basic",

"ShieldCode": 0,

"AppUrl": "https://www.example.com/a.apk",
"ApplconUrl": "https://wwww.example.com/12334",
"ShieldMd5": "ae5df985a27b07f56d8c670fef70d7c9",
"ShieldSize": 1193311,

"TaskStatus": 1,

"TaskTime": 1524744997

— e e e

5. FRERIR
API Explorer

EZIERHETESERA. ERIE. SDK RIEMMRESZIEOFM) | eRSHTERZR API BIHE | HEFER.

e API 3.0 Explorer

SDK
= API 30 IRt TECEMFFR T RS (SDK) |, SISESHRIEIES | BEESEER AP,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for NET

WwSITIR

e Tencent Cloud CLI 3.0

6. $E51RA9

PUBUE 7O SSBIERRRERID , EABERIBIFEL A H5E1R0,
FRIRMG fEk
InternalError.ServerError BRSSImATIENRL,
InvalidParameterValue.InvalidCoexistltemldsFilters A BEEIRTTEEItemIdsFFilters,
InvalidParameterValue.InvalidFilter ToIHNITIERE.
InvalidParameterValue.Invaliditemlds ltemldsA&iE.
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https://github.com/TencentCloud/tencentcloud-sdk-go
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FRIRIG fEk
InvalidParameterValue.InvalidLimit Limit R 2E R0,
InvalidParameterValue.InvalidOffset Offset REBEHIEF.
InvalidParameterValue.InvalidOrderDirection OrderDirection£#g,
InvalidParameterValue.InvalidOrderField OrderFiel dBUBAEIE.
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A BT

WEMREZIIRIapplER

BRITEFATE : 2020-03-05 22:24:12

1. ZOfEA

SRS © ms.tencentcloudapi.com,
Mps— N e E S appIEEE
BRIAEISRIRERIRS : 200%/70,

2. MNBE

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SHER WAIE i) A
Action 2 String NIE2E , AZEOBYE : DeleteShieldlnstances,
Version P! String NHESE , AEOBYE : 2018-04-08,
Region 5 String AHSH , MEORFEERBUSE,
[temlds.N 2 Array of String FSHE—tRRItemIdiyFIZR
N s
3. S
BB ESid) R
Progress Integer ISR 1-B52hk, 2-RbFE R, 3- AR 4, 4- b PR
Requestld String HE—iEK ID , BREKREPRIRE], EITRANHEERHIZXIERN Requestld,
4. 731

a1 RHEItemIdIIONEISEGIHTT IR
BE N ItemIdEEE PR 1P EE S MINEISES]

AT

https://ms.tencentcloudapi.com/?Action=DeleteShieldInstances
&ltemlds.0=hhussxu-hui2677-kk
&Itemlds 1=xyuu-csu-ee78236l

Q<RHERSE>

Loh et

{

"Response”: {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1

}

}

5. FRERIR

API Explorer

RS « BR=IE (46R ) BREELE

BoINARE
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https://cloud.tencent.com/document/api/283/17745

@ HEI:HE RIS

ZITRRHTELRAR. ERIE. SDK RIIEMMRENFIEOSHN | sEREIXERZ API B9E | EFER.

e API 3.0 Explorer

SDK
= API 30 SRt TECERIITATRE (SDK) |, ISSMRIZIAS | 8EE/51ERIER APL

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

HSTIR

e Tencent Cloud CLI 3.0
H I

6. {513

PUMMRFIH T 1RO SSIBIERRA0EIRIS , BRI AR,

FHIRAD ik
InternalError.ServerError ARSSIHFTIENIRL
InvalidParameterValue.lnvalidltemlds ItemldsA&i%.
MissingParameter.Missingltemlds fhDltemlds=ER.,
ResourceNotFound.ltemldNotFound ItemIdARF7E.
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https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DeleteShieldInstances
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
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@ A BHRARS
R NNEIERHEE

BIAEHATE : 2020-03-05 22:24:13
7 g
1. ZOfA
SRS © ms.tencentcloudapi.com,
PP Bz RN AT AINE |, INESEEd DescribeShieldResultiZOEIAINELER
BRIAEISRIRERIRS : 200%/70,
N "
2. IANSH

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SEETR Wil il b
Action 2 String 2%, ANZOEYE : CreateShieldlnstance,
Version 2 String NH2E, AEOBYE : 2018-04-08,
Region & String AHSH, AEOLFTEERSEH,
Applinfo 2 Applnfo FINERRREE
Servicelnfo - Servicelnfo NERSEE
A e
3. S
SHER ESil A
Progress Integer ESRE: 1-BE5ehL2- 2R, 3- MR HEE 4- S EREERT
Itemld String S MHE—HRR
Requestld String ME—iEK ID , ERIEKREPSIRE., ELIERRABEREZRIEKA Requestld,
4. -4l

B 1R —4appiltiTNE
B izEORRENMNENappEE (RMIFREIAppUrIFICallbackUrHnpl , SERRFCIARER , iEFSEIRE] AROurlHTER )

SBARE

https://ms.tencentcloudapi.com/?Action=CreateShieldInstance
&ApplInfo.AppUrl=http://example.com/1.apk
&Applnfo.AppMd5=dd5b29a800246d7089febf228286d901
&Applnfo.AppSize=1024

&Servicelnfo.ServiceEdition=basic
&Servicelnfo.CallbackUrl=http://example.com/cb
&Servicelnfo.SubmitSource=MC

B <NHIFRSH>

Lok ]

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1,

"ltemld": "shgugu-hiw72-334kd"
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https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#AppInfo
https://cloud.tencent.com/document/api/283/17759#ServiceInfo
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5. AR B &R

API Explorer
EZIRRMTESRMA. ERIE. SDK UBEMMRERTIEOEEEN , EREIHRERZ AP FREE | EFER.

e API 3.0 Explorer

SDK
= API 3.0 IR TECERFFATERLE (SDK) | STHSMRIEIES | 86E/5RA9EMA APL

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WwSITIR

e Tencent Cloud CLI 3.0

6. $HIRND

PUMMMFIH 7O SSBIEERAEIRN | BRI AR,

fRIRIG fEk
InternalError.ServerError BRSSImFTIEN L,
InvalidParameter.MissingServicelnfo ServicelnfolEHRSETRK.
InvalidParameter.PlanldNotFound RGBS ERIINERER.
MissingParameter.MissingAppInfo AppInfofSiaiRSEiEsk,
ResourceNotFound.PlanldNotFound TR B BRI INE SRS,
ResourceUnavailable BRAET .
ResourceUnavailable.NotFound BABNZEIR.
UnauthorizedOperation RIFRURLE

RS : BB UE (bR ) BREEAH
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https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=CreateShieldInstance
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
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~ ~
ElFESSAE
BIAEHATE : 2020-03-05 22:24:13
1. EZO#A
SRS © ms.tencentcloudapi.com,

RPRLERZEOEEER , AFES8 AR
EOAZOIERGERIRS : 200R/7D.

2. NSEL

IFERSHGIRGIH T HROBRSERO HEH , mBAHSS

SHEWR Wik ESid] R
Action =2 String 2%, ANZOEYE : CreateResourcelnstances,
Version B String AHEBEL, AMEOEYE : 2018-04-08,
Region & String AHSBH, MEOLFEEGRISE,
Pid =2 Integer HIRZERd, 13624 : IIEE AR,
TimeUnit 2 String RYEERS , BB, m,y, DEIFRTRK, B, &
TimeSpan 2 Integer A EEE,
ResourceNum - Integer BREE,
3. WS
SHEMR ESig) fiEk
ResourceSet Array of String HEEIEIRTIE.
Requestld String W—iEXK ID , ®RIEKEPSIRE], EIAIMAFEEREZRIEKE Requestld,

4. =15

1 eENESETR
BEREFE SR INERRE SINE.

ARG

https://ms.tencentcloudapi.com/?Action=CreateResourcelnstances

&Pid=12750
&TimeUnit=m
&TimeSpan=6
&ResourceNum=10
Q< pHERSH>

ARG

"Response”: {

"Requestld": "2dfd3c41-5606-446f-a437-ca7bbbe07b26",
"ResourceSet": [

"mspro_20180913_6b2787b5 0",

RS : BB UE (bR ) BREEAH

BoINARE
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https://cloud.tencent.com/document/api/283/17745
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"mspro_20180913_6b2787b5_1",
"mspro_20180913_6b2787b5_2",
"mspro_20180913_6b2787b5 3",
"mspro 20180913 6b2787b5 4"

5. FRERIR
API Explorer

EZIRRHTESERA. ERIE. SDK REMRESZIEOSH) | eRETERZR AP BIHE | HEFER.

e API 3.0 Explorer

SDK
= API 3.0 IR TECERFFATERLE (SDK) | STHESIMRIEIES | 868 /5RA9EMA APL

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WSITIR
e Tencent Cloud CLI 3.0

6. $HIRND

PUMMNFIH T O SSSIEERAIEIRN |, BRI AR,

s TR
InternalError PEBFEIR,
InternalError.ServerError PRSI FTIENRL,
InvalidParameter SR
LimitExceeded BRI ECERPR !
ResourceUnavailable.NotFound HAENZRIR,
UnauthorizedOperation RISRURLE
UnauthorizedOperation.NotWhiteUser TRBEEERF.

RS : BB UE (bR ) BREEAH 541 H75]


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=CreateResourceInstances
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ ﬁﬁfﬂﬁ RIS

s fois
EHRDNE SR
ERIEEFATE : 2020-03-05 22:24:11
1. gFZOEA
EOiEKES © mstencentcloudapi.com ,
EiENNERES
BUAROERIERIRE] © 200R/7D,
2. NS

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SHEWR Wik ESid] R

Action 2 String n2# , ANZOEYE : DescribeShieldPlaninstance,
Version E String AHBE, AEORE : 2018-04-08,

Region = String AHSE, NEOARFEERILSE,

Resourceld 2 String #igid

Pid 2 Integer RSSZERid

3. mHSE

SHEMR St s

BindInfo BindInfo SPERREE

ShieldPlaninfo ShieldPlaninfo INERES

ResourceServicelnfo ResourceServicelnfo NESEREE

Requestld String E—EK ID , ®XEREPRE., ETETERAEZRIERAT Requestld,

4. =15

I EFNEREER
ST

https://ms.tencentcloudapi.com/?Action=DescribeShieldPlaninstance
&Pids=12750

&Resourceld=jsihsih-xx

B <NHIFRSE>

Loh et

"Response”: {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"BindInfo": {

"ApplconUrl": "",

"AppName": "#I5",

"AppPkgName": "com.tencentmm”

%
"ShieldPlaninfo": {

RS : BB UE (bR ) BREEAH 5542 H75W


https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#BindInfo
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https://cloud.tencent.com/document/api/283/17759#ResourceServiceInfo

A BT

"TotalCount": 5,

"PlanSet": [

{

"IsDefault": 0,

"Planld": 1,

"PlanName": "S85 I0E",
"Planinfo": {

"ApkSizeopt": 1,

"Dex": 1,

"So": 1,

"Bugly": 1,

"AntiRepack": 1,
"SeperateDex": 0,

"Db": 0,

"DexSig": 1,

"AntiLogleak": 0,
"AntiVMP": 0,
"AntiQemuRoot": 0,
"AntiAssets": 0,
"AntiScreenshot": 0,
"AntiSSL": 0,

"SoType": [
"so_low_com_dump_huidu"
b
"Solnfo": {
"SoFileNames": [
"1.50",

"2.s0"

—— e e e o

"ResourceServicelnfo": {
"CreateTime": "",
"ExpireTime": ""

}

}

}

5. FRERIR

API Explorer

ZIREHTESRARA. ERIGE. SDK REMRENFIEOSH) | seREHTERZR AP B9E | EFER.

e API 3.0 Explorer

SDK

= API 3.0 IRt TECENFFRA T RS (SDK) |, SSEMRIEES |

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

BSITIR
e Tencent Cloud CLI 3.0

6. tHIRIY

RS : BB UE (bR ) BREEAH

AEESRATVER APL,

BoINARE
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https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeShieldPlanInstance
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176

A BT

PUMMRFIE T O SSIBIEERAEIRIG , BRI AR,
FHIRAD
InternalError
InternalError.ServerError
ResourceUnavailable.NotBind

ResourceUnavailable.NotFound

RS : BB UE (bR ) BREEAH

ik
REBEIR.

BRSS IR AN,

RFRISENBEE.

fra v
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@ HEI:HE RIS
FTIENNE SRE

BIAEHATE : 2020-03-05 22:24:12
27 A
1. ZOfA
SRS © ms.tencentcloudapi.com,
OB FIH TR Y
BRIAEISRIRERIRS : 200%/70,
2. MNBE

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SHER WA St A
Action =2 String nNIE2E , AZOBYE : CreateShieldPlaninstance,
Version = String NH2E, KZEOBYE : 2018-04-08,
Region & String AHBH, MEOLFEEBSE,
Resourceld 2 String &igid
PlanName 2 String RERZR
Planinfo P Planinfo REEEAER
A g
3. WS
SEATR ESid) i)
Planid Integer SRlgid
Progress Integer ESIRE: 1-E5ER,2- bR, 3- AR HER, 4- R ERER AT
Requestld String HE—i5K ID , RIEREPSIRE, ERIERAFHEREIZIXIEKE Requestld,
4. 7431
1 FriShnESRRE
LP NG|

https://ms.tencentcloudapi.com/?Action=CreateShieldPlaninstance
&Resourceld=127500-shi
&PlanName=2RIANNEI A
&Planinfo.ApkSizeOpt=1
&Planinfo.Dex=1
&Planinfo.So=1
&PlanInfo.Bugly=0
&PlanInfo.AntiRepack=1
&Planinfo.Db=0
&Planinfo.DexSig=1
&PlanInfo.SeperateDex=0
&Planinfo.AntiLogLeak=0
&Planinfo.AntiVMP =0
&Planinfo.AntiQemuRoot=0
&Planinfo.AntiAssets=0
&PlanInfo.AntiScreenshot=0
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https://cloud.tencent.com/document/api/283/17745
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&Planinfo.AntiSSL=0
&Planinfo.SoType=so_low_com dump_huidu
&PlanInfo.Solnfo.SoFileNames.0=1.so
Q<nHERSE>

hRG

{

"Response”: {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1,

"Planid": 1

}

}

5. FRERIR
API Explorer

BIERHETESERA. ERIIE. SDK AEMRESZIEOFM) | ERSTERZR API BIHE | HEFER.

e API 3.0 Explorer

SDK
= API 30 IR TECEMFFR T RS (SDK) |, SHSSHRIZIES | BEEEER AP,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java
Tencent Cloud SDK 3.0 for PHP
Tencent Cloud SDK 3.0 for Go
Tencent Cloud SDK 3.0 for NodeJS
Tencent Cloud SDK 3.0 for .NET

wSITIR

e Tencent Cloud CLI 3.0

6. tHIRND

PUMMNFIH T O S3SIEERRIEIRNT , BRI 23RN,

BRI ik
InternalError AEBEEIR.
InternalError.ServerError PRSI ATiANm AL,
ResourceUnavailable BRATIF,
ResourceUnavailable.NotFound BAEZER.
UnauthorizedOperation RIFHURLE

RS : BB UE (bR ) BREEAH 5546 751
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https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
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N Az EREO
M EEEmES
EBIAEHAETE : 2020-03-05 22:24:08

1. gFO#ER

EOiEKES © mstencentcloudapi.com ,

FAFi@id CreateScaninstancesiZ IR MAHTRIGHERERE , BEOMERBXSIFAEE 8aRRES I SER | BHEEIRSER
BRI ISRIRERIRS : 200%/70,

2. MINSEY

IFERSHGIRNGIH T EOBERSERO NHLSH , TEAHSHGIRD AHERSH.

SHEWR WAL S} it

Action g String REBE, FEOEYE : DescribeScanResults

Version 2 String NHE2%, KiZOHBYE : 2018-04-08,

Region & String AHBY, FEOTTEEBISH,

Itemld 2 String {ESHE—IRR

AppMd5s.N B Array of String HEEF—NHES NapplUiTEER | MRMERSEDZAES AR Eapp

N "

3. WS

SHER eSit) (i

ScanSet Array of ScanSetinfo ETEappERE

TotalCount Integer HEITFBERAINEL

Requestld String HE—iFK ID , BIREKRESRE. ERREHEEREZRIFERN Requestld,
4. 7f51

TN ERREER
BT E—RRERENERER | E—iRRItem|diEd Bk iz ORE]

BATRE

https://ms.tencentcloudapi.com/?Action=DescribeScanResults
&ltemld=1shi2e-2387hjgus&AppMd5s.0=dd5b29a800246d7089febf228286d901
B <NHIFRSH>

Lok et

{

"Response™: {

"Requestld": "8fdbd2b2-2867-4758-b450-5bac2d37440f",
"ScanSet": [

{

"AdInfo": {

"Banners": [],

"BoutiqueRecommands": [],

RS : BB UE (bR ) BREEAH
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"FloatWindowses": [],
"IntegralWalls": [],
"NotifyBars": [],
"Spots": []

%

"AppDetaillnfo™: {

BoINARE

"ApplconUrl": "http://ms-shield-1251001047.cos.ap-guangzhou.myqcloud.com/legu_icon/1255750086/a9d5f689b518beccc54a6f4286d18bcd?sign=g-sign-
algorithm=sha18&q-ak=AKIDmQtAXYTAB2iBS8s2DCzazCD2g70Uq4Zw&(q-sign-time=1524646732;15246470928.q-key-time=1524646732;15246470928&q-h

eader-list=8q-url-param-list=8.q-signature=a8553d5e3c61c2a44f16€9949b409b94d553d3e0",

"AppMd5": "bc80057cf4323db8579e011f8a5f1402",

"AppName": "",
"AppPkgName": "",
"AppSize": 484980,

"AppVersion": "",

"FileName": "testname"

b

"Permissioninfo": {

"PermissionList": [

{

"Permission”: "android.permission.READ_EXTERNAL STORAGE"
b

{

"Permission": "android.permission.WRITE_EXTERNAL STORAGE"
U

{

"Permission”: "android.permission.INTERNET"

—-— e e

"Sensitivelnfo": {
"SensitiveList": [

{

"FilePath": "0000bbd2fdef20ad2fa7caef1a9f1e762532f78c/resources.arsc”,

"FileSha": "3513b0e608e075f2e 1beb49ba32d59b3e44d7622",
"WordList": [

"StatusCode": 0,
"StatusDesc": "",
"StatusRef": "",
"TaskStatus": 1,
"TaskTime": 1546511829,
"Virusinfo": {

"SafeType": 1,

"VirusDesc": "",
"VirusName": ""
b

"Vullnfo": {
"VulFileScore": 0,
"VulList": [

{

"RiskLevel": 1,

"VulCode": "<com.unity3d.player.UnityPlayer: void <init>(android.content.ContextWrapper)>",
"VulDesc": "fEandroid/{FABroadcastizf BANITEF , HreceiveriZaitt

FERMER  NSEH—2SHEE.

"VulFilepath": "classes.dex",

"Vulld": "22",

"VulName": "Broadcast Receiver!BI4+-RENE ( SEIANEM )

HIEE S RIS Erecevier. SEUREHENBEZ

"VulSolution": "1 3R M ARIReceiverrBHAMESH |, SiEAMHESE T intent filtertz® , EiVfEAndroidManifestxmI34HiRBHMAAT "android:exported” EiE

Jofalse\n2 ANRAAMLNEIRAUAINDRI FRIER | BB TIPRIZS",

"VulSrcType": 1
b

{
"RiskLevel": 2,

"VulCode": "debuggable option do not disable in AndroidManifest",

RS : BB UE (bR ) BREEAH

548 £75m



@ HEI:HE RIS

"VulDesc": "fEAndroidManifestxmlsEtEdebuggable=true SEFEF I LASEIR | BEUEHRAIXIE",
"VulFilepath": "AndroidManifest.xml",

"Vulld": "1",

"VulName": "EidiFERXTRRE",

"VulSolution": "fEAndroidManifestxmlBig&debuggable=false”,

"VulSrcType": 0

h

"RiskLevel": 2,

"VulCode": "allowBackUp option do not disable in AndroidManifest",

"VulDesc": "fEAndroidManifestxml¥&5allowBackUp/EttigAtrue , FIFEIEN@dadb buckupis &M HEIEHBdadb restorefs SIGEH SN,
"VulFilepath": "AndroidManifest.xml",

"Vulld": "2",

"VulName": "allowBackUp X4 4iRAE",

"VulSolution": "TERFAIER & Z BliEAndroidManifest xmlsz#trhfdallowBackUpBHHEIZ S Fofalse”,

"VulSrcType": 0

e e e e e

"TotalCount": 1
}
}

5. FRERIR
API Explorer

TR THEZRAR. ERIE. SDK RIIEMMRESFIEOSHN , sEREFXERZ API B9HE | #FER.

e API 3.0 Explorer

SDK
= API 30 IRt TECERFFR T AS (SDK) |, SHSESMRIZES | BEE51ER0ER AP,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WmSITIR
e Tencent Cloud CLI 3.0

6. IR

PUMMRFE T 1RO SSIBIERRA0EIRIG , BRI AR,

FEIRED fiEk
InternalError PIERIEIR.
InternalError.ServerError BRSSImATIENRL,
MissingParameter.MissingltemId B Dltemld=ER,
ResourceNotFound.ltemldNotFound ItemId A F7E.

RS : BB UE (bR ) BREEAH 5549 H751


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeScanResults
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ A BHRARS
EEEsIER

BREHESIE : 2020-03-05 22:24:09
1. #FOfER

SRS : ms.tencentcloudapi.com,

FROPRTESappIR. ALIBIEEASHE—mRItemIdKEBERapplFAER  ETRE TR RETRETIRSAHIappiiFHES. FEERB(Offset) IR
FI(Limit) SERERTA—ED |, FOAREHESMAIE120 M appER.

BOAZOIERGERIRS : 200R/8D.

2. MINSHY

LITERSHG IR IH T EOBKRSHEIHO NESH , REAHSHGIRN NHERkSEH,
SHER WAL ESit) A
Action = String NHEHBE , AEOBYE : DescribeScanlinstances,
Version 2 String AHBE, AEORE : 2018-04-08,
Region 5 String AHBH , FEOATEEBISE,
Filters.N &5 Array of Filter @IS appBiR , appB A TiHIL
Offset &= Integer RizE , BHAA0
Limit S Integer HERT , BIAH20 , &AEH100,
Itemlds.N S Array of String AR ItemIdEAREIT— N HESNER. iEEARALIEREE temIdsFFilters,
OrderField = String BREANFEREE , BRiSZRTaskTimeHFr.
OrderDirection S String F+RE (asc ) IRE[EFE (desc) , BAA : desc,

3. FHHS4Y

SRR sem o
TotalCount Integer HABRPappiE

scanset Armay of AppScanset — A Fappi SRS , FEOEappEREEARHREE.
Requestid String E—EK D , SRERBLFE, EITEHBEREELRER Requestid,

4. =151

I BT
IRER TSI BB FIRARTI6IE | FHRESHII20KICR

ARG

https://ms.tencentcloudapi.com/?Action=DescribeScaninstances
&Filters.0.Name=AppName

&Filters.0.Value=wechat

&Filters.1.Name=AppPkgName
&Filters.1.Value=com.tencentmm

&Offset=0

&Limit=20

Q<RHLEKRSH>

RS : BB UE (bR ) BREEAH 8850 751


https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#Filter
https://cloud.tencent.com/document/api/283/17759#AppScanSet

A BT

Loh et

{

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"TotalCount™: 1,

"ScanSet": [

{

"ltemld": "1234-xcse-ddw1",

"AppName": "#(Z5",

"AppPkgName": "com.tencent.mm?”,

"AppVersion": "6.5",

"AppMd5": "der2331ds",

"AppSize": 123454,

"TaskTime": 1524744997,

"AppSid": "wighigxasqx282787",

"ScanCode": 0,

"ApplconUrl": "https://wwww.example.com/12334",
"TaskStatus": 1

_— e e e

5. ARERIR

API Explorer

GTRIRHTESRAM. ERNE. SDK ABEMRMRERTIEOSE) , eRZIHTERS AP BEE | =R,

e API 3.0 Explorer

SDK
= API 3.0 SRR TECERIFFR TRE (SDK) |, ISSMRIEIES | BEE/SER9EMA API,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

e Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for NET
WPITIR

e Tencent Cloud CLI 3.0

6. tHIRD

PUMMRFIH T RO SSIBIEMRERA0EIRIG , BRI AR,
FRIRED
InternalError
InternalError.ServerError
InvalidParameterValue.InvalidFilter
InvalidParameterValue.Invalidltemlds
InvalidParameterValue.lnvalidLimit

InvalidParameterValue.InvalidOffset

RS : BB UE (bR ) BREEAH

i)

WEBEEIR.
BRSS U FoI AL,
ltemIdsA&E.
Limit 2B F.

Offset REBHIEF.

BoINARE

%51 #75;m


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeScanInstances
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ ﬁﬁfﬂﬁ RIS

HiRhS A
InvalidParameterValue.lnvalidOrderField OrderFiel dB{EARETX,
LimitExceeded B EC AR

EMREIITRYappAEER

BRITEFATE : 2020-03-05 22:24:09

RS : BB UE (bR ) BREEAH 552 #75)



A BT

1. EOfE®

EOEKES © mstencentcloudapi.com ,
Mr— P EE S N appiFEER
BN IS RITERIRE : 200k /R,

2. MANSEL
LIMERSHGIRIIE TEROBRSHFRO NS, B
SHER Wi RE
Action = String
Version = String
Region = String
AppSids.N 2 Array of String

3. BIHS %]

SHER ESidl 1%
Progress Integer
Requestld String

4. 7f5

601 1RIBAppSidXHIELHIHTTHIES
TBISENAppSIdEEEHIIR 1N aiE S ML)

AT

https://ms.tencentcloudapi.com/?Action=DeleteScaninstances

&AppSids.0=hhussxu-hui2677-kk
&AppSids.T=xyuu-csu-ee78236l
Q< pHIERSH>

b et

{

"Response”: {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1

}

}

5. FA&ERIR

API Explorer

AHSE, AEORYE : 2018-04-08,

HB¥ , AEOLFEEBLSH.

>

EF— ek 3HERapp , &ASF201

ESIE: 1-B5eak, 2- 280, 3-2b IR, 4- AL IR

W—iEK ID , ®REREPLIRE. ENTRSHEEREZRIERE Requestld,

ZIRRHTEZRAR. ERIE. SDK RIEMMRENFIEOSH) | seREHXERZR API B9E | EFER.

s API 3.0 Explorer

SDK

RS : BB UE (bR ) BREEAH

BoINARE

53 £75]


https://cloud.tencent.com/document/api/283/17745
https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DeleteScanInstances

A BT

= API 30 IRt TECERFFR T AS (SDK) |, SHSEMRIZES | BEESER0ER AP,

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WmSITIR

e Tencent Cloud CLI 3.0
Hyx2

6. fE1RAG

PUMMRFH T 1RO SSIBIEERA0EIRIG | EbERDFEI AR,

FHIRED LGS
InternalError HERERIR.
InternalError.ServerError PRSSIm AT ENRL,
LimitExceeded RIS ECRRPR S

RS « BR=IE (46R ) BREELE

BoINARE

%54 #7751


https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

BoINARE

A BT

1=K = Jdvm!
HERRXLZEITHE
ERIEEHATE : 2020-03-05 22:24:10
1. ZOEA
EOiEKES © mstencentcloudapi.com ,
FFEBIiZEOH R R TR | IEHBId DescribeScanResultsiE &R
BUAZOERIERIRE] © 200R/7D,
2. ANSH

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SHEWR Wik ESidl %
Action 2 String nNIES# , AFEOBYE : CreateScanlinstances,
Version 2 String AHSE, AEOBYE : 2018-04-08,
Region & String AHBH , FEOFFTEEBISEH,
Applnfos.N 2 Array of Applnfo FRENappEEFIE | —IRRSIER20M
ScanInfo = Scaninfo HiRER
3. S
SHER ESis] ik
Itemld String {ESE—HRIR
Progress Integer 1ESIRTE: 1-B5ehk 2-4 8, 3-4ME HEE 4- b IBABRT
AppMd5s Array of String R IIE9appAImdSES
LimitCount Integer FIRATFIREY
LimitTime Integer EIHBRTE
Requestld String BE—IEK ID , 8REKRESRE. EUEREREREHZRIFRE Requestld,
4. 71

a1 $R3Z—appiltfTHE
Bz OREREAENappER (RMEIFRIAppUriFICallbackUr{Rfl , SERRFSAGER | iSFRSERRe] FARYu it T& e )

AT

https://ms.tencentcloudapi.com/?Action=CreateScanInstances
&Applnfos.0.AppUrl=http://example.com/1.apk
&ApplInfos.0.AppMd5=dd5b29a800246d7089febf228286d901
&ApplInfos.0.AppSize=1024
&Scanlinfo.CallbackUrl=http://example.com/cb
&Scaninfo.ScanTypes.0=ADSCAN
&Scaninfo.ScanTypes.1=VULSCAN

B <NIERSE>

ARG

RS : BB UE (bR ) BREEAH 8855 #75)


https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#AppInfo
https://cloud.tencent.com/document/api/283/17759#ScanInfo

@ HEI:HE RIS

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1,

"ltemld": "shgugu-hiw72-334kd",
"AppMd5s": [

"sashiuashiah”,
"hugugusaw76712"

1

"LimitTime": 0,

"LimitCount": 0

}

}

5. A& RIR

API Explorer
EZIRRMTELRMA. ERIE. SDK NBAEMMRENTIEOEEES , EREIHRERZ AP FR8EE | EFER.

e API 3.0 Explorer

SDK
= API 30 IR TERCEMFFR T RS (SDK) |, XISSHRIZES | BEESENER AP,

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

BSITIR
e Tencent Cloud CLI 3.0

6. $HIRIY

PUMMNFIH 73O SSBIEMERAIEIRNT | BOERIFI AR,

FRIRIG R

InternalError PHEBEIR.
InternalError.ServerError PRSI FTIENRL ,
LimitExceeded B BCEPR
MissingParameter.MissingAppInfo AppInfofSiaiRSEiEsL,

RS : BB UE (bR ) BREEAH 8556 751


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=CreateScanInstances
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ ﬁﬁfﬂﬁ RIS

RFRSEREEXEN
SR RIFTE RIRER

BIRSEHATE : 2020-03-05 22:24:07

1. EZ=O#A

EOiEKES © mstencentcloudapi.com ,
REEANFAFPNERIRER
BRAZE OIS RIEIRE] © 200R/7D,

2. NS

IUNERSEGIRIGIH T HOERSENBO/HSEY |, TEAHSHIIRN AHERSH.

SHER Wik ESidl E)a

Action 2 String NS, AEOBYE : DescribeResourcelnstances,

Version =2 String NS, AEOBYE : 2018-04-08,

Region & String RHSY , FEOTFEECBLSEH.

Pids.N = Array of Integer HIREBidEER | 13624 : IIETALAR , 12750 : (hllhR, SEHAFREISEEIR.

Filters.N & Array of Filter Y@ &R |, pidi#{TER

Offset = Integer wEE , BAR0

Limit 5 Integer HERH , BAKN20 , HAEN100,

OrderField a String REANZEHFE | BeisziECreateTime, ExpireTimeEAf— /MR,

OrderDirection & String FtFF (asc ) 2R (desc) , ZRA @ desc.
3. BB

SHER ESid] A

TotalCount Integer TEEKNEFHE

ResourceSet Array of Resourcelnfo TEEKRNEREAE

Requestld String W—iEK ID , @RIEKREPSIRE., EAIDMAIEEREZRIEKAY Requestld,
4. 71

N FREEABPRIEERER
REEAAFRIIERRER

AT

https://ms.tencentcloudapi.com/?Action=DescribeResourcelnstances
&Pids.0=12750

&0ffset=0

&Limit=20

<NHIFRSH>

hRG

RS : BB UE (bR ) BREEAH 5857 H75;


https://cloud.tencent.com/document/api/283/17745
https://cloud.tencent.com/document/api/283/17759#Filter
https://cloud.tencent.com/document/api/283/17759#ResourceInfo

@ HEI:HE RIS

{

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"TotalCount": 10,

"ResourceSet": [

{

"Resourceld": "",

"ResourceName": "R FE/NE",

"Pid": ",

"CreateTime": "",

"ExpireTime": "",

"IsBind": 1,

"BindInfo": {

"Applcon": "",

"AppName": "#I5",
"AppPkgName": "com.tencentmm”

— e e e e

5. FRERIR
API Explorer

ZIRRHTELRAR. ERISE. SDK RIIEMMRESFIEOSHN | sEREIFXERZ API B9E | HFER.

e API 3.0 Explorer

SDK
= API 3.0 SRR TECERIFFR THRE (SDK) |, SMRIEIES | BEE/SER9RMA API,

¢ Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

WmSITIR
e Tencent Cloud CLI 3.0

6. IR

PUMMRFIH T 1RO SSIBIERRA0EIRIG , BRI AR,

FEIRMG R
InternalError.ServerError ARSSim TTI AN R,
InvalidParameterValue.InvalidFilter TG IERR.
InvalidParameterValue.InvalidLimit Limit 2B A=,
InvalidParameterValue.InvalidOffset Offset REBXHIE=.
LimitExceeded BT ECRRPR
ResourceUnavailable BRI,
ResourceUnavailable.NotFound HAEZRR,

RS : BB UE (bR ) BREEAH 5558 H75W


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeResourceInstances
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

(‘2) B BamARe

FRIRIG A

UnauthorizedOperation RIFRURLE

N RS ER R IR

BILEFATE : 2020-03-05 22:24:08

RS : BB UE (bR ) BREEAH £859 #75)



A BT

1. EOfE®

EOEKES © mstencentcloudapi.com ,
BRIFTIRIRHITEE
BAB IS RITERIR S : 200R/FD,

2. NS

IIFERSHGIRGIH T ZOBERSEHRO 1Y, TBRAHSHGIRL ~AHERkSH,

SHER Wik ESid) ik

Action = String AHBE, ANEORE : CreateBindInstance,
Version 2 String AHSE, AEOBYE : 2018-04-08,

Region = String AHBH , FEOATEEBI S,
Resourceld 2 String BHRid , 22—

ApplconUrl = String appfJiconfiurl

AppName = String appRIEFR

AppPkgName = String appiIE&

3. mHEE

SHER i) i)
Progress Integer ISR 1-B52hk, 2-RbFE R, 3- AR 4, 4- b PR
Requestld String —iEK ID , ®RIEKESIRE. EAMAEEREZRIEKA Requestld,

4. 7=:451

a1 ERIRSERIEIR
BRI FRSBERIEIR

AT

https://ms.tencentcloudapi.com/?Action=CreateBindInstance
&Resourceld=hsihi12923-ioio
&ApplconUrl=http://q.com/1.png

&AppName=if5

&AppPkgName=com.tencent.mm

B <NHIFREH>

Lk ]l

{

"Response": {

"Requestld": "5e93a212-ca01-0fdc-eedd-5a1fce5e83e6",
"Progress": 1

}

}

5. ARERIR

RS : BB UE (bR ) BREEAH

BoINARE

%60 £75m


https://cloud.tencent.com/document/api/283/17745

A BT

API Explorer
EZIRRMTHELRMA. ERIEIE. SDK NBAMMRENTIEOEEES , EREIHRERZ AP FR8EE | EFER.

e API 3.0 Explorer

SDK
= API 30 IR TERCEMFFR T RS (SDK) |, XISSHRIZES | BEES1EER AP,

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

BSITIR
e Tencent Cloud CLI 3.0

6. FHIRIY

PUMMFIH 73O SSSEERAEIRN | BRI AR,

I ik
InternalError MEREIR.
InternalError.ServerError PRSSimFTiANm AL,
ResourceUnavailable BRI,
ResourceUnavailable.NotFound HAEZRR.

RS : BB UE (bR ) BREEAH

BoINARE

%61 H75;1


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=CreateBindInstance
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ HEI:HE RIS

Hith#z

TS )
KRBV EEE
BIREHATE : 2020-03-05 22:24:14

1. BEOFEA

EOiEKES © mstencentcloudapi.com ,
REFEFEMER

FRABOIERIRZRIRE : 200R/FD,

2. INSE]

IFERSHGIRNGIH T EOBERSERO NHLSH , TEAHSHGIRD AHERSH.

SHER WA ESid) ik

Action = String NS, AEOBYE : DescribeUserBaselnfolnstance,
Version = String NHESH, AEORE : 2018-04-08,

Region & String AHSBY , FEOTFEECBLSH,

3. FtHE4g

SHER i) i)

UserUin Integer AFuInf38

UserAppid Integer FFAPPIDEE

TimeStamp Integer Rt iElE

Requestld String —iEK ID , ®XIEKESIRE., EOIMATEEREHZRIEKA Requestld,
4. 731
=611 SREVAFEMER
AT

https://ms.tencentcloudapi.com/?Action=DescribeUserBaselnfolnstance
B <NHIFRSH>

Loh et

{

"Response": {

"Requestld": "ce5e66e0-aab5-4d31-9b98-c52cafOfdfae”,
"TimeStamp": 1544607650,

"UserAppid": 1251006373,

"UserUin": 20548499

}

}

5. FA&ERIR

RS : BB UE (bR ) BREEAH 5562 751


https://cloud.tencent.com/document/api/283/17745

@ HEI:HE RIS

API Explorer
EZIRRMTHELRMA. ERIEIE. SDK NBAMMRENTIEOEEES , EREIHRERZ AP FR8EE | EFER.

e API 3.0 Explorer

SDK
= API 30 IRt TERCEMFFR T RS (SDK) |, XISSHRIZES | BEES1EER AP,

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

s Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

BSITIR
e Tencent Cloud CLI 3.0

6. FHIRIY

ZEOE TS BEERAEIRD , HMERIGFEL ARG,

RS : BB UE (bR ) BREEAH 5563 751


https://console.cloud.tencent.com/api/explorer?Product=ms&Version=2018-04-08&Action=DescribeUserBaseInfoInstance
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

A BT

SKRENZ=COS|

GliNEE

BILEFATE : 2020-03-05 22:24:15

1. ZOfEA

EOERIES : ms.tencentcloudapi.com,

RENZCOSTMTIEIRITEE A |, BBOPRT IR &3 BILRIREIFIATRE.
EOAZOIERGERIRS : 200%/8D.

2. NSEL

ITFERSHGIRGIH T HOBERSERDO HESH , TBRAHSHGIRL AHERSH,

SHEIR
Action
Version
Region
CosRegion

Duration

Wi

il

iy

iy

3. mHSE

SHER
CosAppid
CosBucket
CosRegion
ExpireTime
Cosld
CosKey
CosTocken
CosPrefix

Requestld

4. 7=:45

51 SRENCOSIIEATEE5R

AT

%

2

Integer
String
String
Integer
String
String
String
String

String

ESidl iR
String NS, ANMEOBYE : CreateCosSecKeylnstance,
String AHSE, AMEOBYE : 2018-04-08,
String AHBY, NEORFERERLSH.
String HuiE(EE , IR0 - ap-guangzhou , £3E : ap-shanghai , BRIAZI .
Integer TEEMETE , BN /NS,
%
COSEARRATApPPId

COSESRAYIRIATFI#IES
TRhEfERI NAthiE
BRI AR A
FHEIDER
THAKEYER

ZSATOCKEN(ZR

BoINARE

FIRAIHIARISHRISRA. a0 © CosPrefix=test/123/666 , NiZ&EH R 8EEFtest/123/6669RIERAISCM | filfitest/123/666/1.txt

BE—EXK ID , ®XERESRE, EURNRERAEZXIERAT Requestld,

https://ms.tencentcloudapi.com/?Action=CreateCosSecKeylnstance
&CosRegion=ap-guangzhou
Q<N HIFRSH>

b et

RS : BB UE (bR ) BREEAH

%64 H75;1


https://cloud.tencent.com/document/api/283/17745

@ HEI:HE RIS

"Response": {

"CosAppid": 123456,

"CosBucket": "ms-shield",

"Cosld": "AKIDzgG305Cm9ii31sTgph1XhFISnvKPwO0Zi",

"CosKey": "55VuqLWV4HKvuYom4tYkn6FdXpVoM7hz",

"CosPrefix": "pctool/123456789/1542613158",

"CosRegion": "ap-guangzhou”,

"CosTocken": "13606435fd46b2765dd01aa4eaf356dfca88817030001",
"ExpireTime": 3600,

"Requestld": "ce5e66e0-aab5-4d31-9b98-c52cafOfdfae”

5. FRERIR

API Explorer
EZIRRMTELRMA. ERIE. SDK NBAEMMRENTIEOEEES , EREIHRERZ AP FR8EE | EFER.

e API 3.0 Explorer

SDK
= API 30 IR TERCEMFFR T RS (SDK) |, XISSHRIZES | BEESENER AP,

e Tencent Cloud SDK 3.0 for Python
e Tencent Cloud SDK 3.0 for Java

e Tencent Cloud SDK 3.0 for PHP

¢ Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
e Tencent Cloud SDK 3.0 for .NET

BSITIR
e Tencent Cloud CLI 3.0

6. $HIRIY

PUMMNFIH 73O SSBIEMERAIEIRNT | BOERIFI AR,

FEIRED i)
InternalError REBEIR.
InternalError.ServerError PRSI ANM L,
ResourceUnavailable BRATH.
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https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/283/17747#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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FloatWindowses
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AppName
AppPkgName
AppVersion
AppSize
AppMd5
ApplconUrl

FileName

Applinfo

1RZMIappEAEE
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FileName
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String
String
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AppName

AppScanSet
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String

String
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AppVersion
AppMd5
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TaskStatus
TaskTime
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SafeType

VulCount

AppSetinfo
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String
String
String
String
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Integer
Integer
Integer
String
String
Integer
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AppPkgName
AppVersion
AppMd5
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ServiceEdition
ShieldCode
AppUrl
TaskStatus
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String
String
String
String
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String
Integer
String
Integer

String
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2R
TaskTime
ApplconUrl
ShieldMd5

ShieldSize

BindInfo

FRP4iEapplIBEAES
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ff

Integer
String
String

Integer
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R INERIE
appRIEFRurl
IiESappAImd5

INESappaIk/

AN TEO5| A : DescribeResourcelnstances, DescribeShieldPlaninstance,

BIR
ApplconUrl
AppName

AppPkgName

Filter

izt

R
appfliconfurl
appHIEFR
applIEE

#HUNTEZO5| 8 - DescribeResourcelnstances, DescribeScaninstances, DescribeShieldlnstances,

BR
Name

Value

PlanDetaillnfo

INERBEMMEE

AN~ 2MO3|F : DescribeShieldPlaninstance,

2R
IsDefault
Planid
PlanName

Planinfo

Planinfo

INEFRREE

U TEOS|A : CreateShieldPlaninstance, DescribeShieldPlaninstance,

B
ApkSizeOpt

Dex

String =
String =
Integer
Integer
String
Planinfo

ESid)
Integer

Integer
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So

Bugly
AntiRepack
SeperateDex
Db

DexSig

Solnfo
AntiVMP
SoType
AntiLogLeak
AntiQemuRoot
AntiAssets
AntiScreenshot

AntiSSL

Plugininfo

fEHER

#WAN T35 : DescribeScanResults,

B el
PluginType Integer

PluginName String

PluginDesc String

Resourcelnfo

AEENAFIRERRER

#WHANT™EOS|A : DescribeResourcelnstances,

IR
Resourceld
Pid
CreateTime
ExpireTime
IsBind
BindInfo

ResourceName

Tk

TREE, DRIR 1-EREE
EGHEE=YI

fafHER

String
Integer
Integer
Integer
Integer
BindInfo

String

ResourceServicelnfo

%

iz

Integer
Integer
Integer
Integer
Integer
Integer
Solnfo
Integer
Array of String
Integer
Integer
Integer
Integer

Integer
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0-REfrE , 1-B4bE

FF4BEappIEAER
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Dex&ER%s , 0XiF , 1F/3
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AN T™2MO3|F : DescribeShieldPlaninstance,

2R ESidl

CreateTime Integer

ExpireTime Integer

ResourceName String
Scaninfo

FEAEAIN RS ER

AT #2033 : CreateScaninstances,

B ESid) Wik R
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SRR IAIEL

FIHARIAIEL

BERETR , WRFEINE | FERRE

CallbackUrl  String Pt ESAIBSTR R R MBI ENER I it 2R 3R app BT — N BRI —R BRI IPOSTIEK , postfEE{ItemlId:

ScanTypes

ScanPermissioninfo

REFHRFIRER

AN TEO5|/A : DescribeScanResults,

B

Permission

ScanPermissionList

REITWHRFRPER
#WHIT™#EO3|F : DescribeScanResults,

SR e
PermissionList Array of ScanPermissioninfo

ScanSensitivelnfo

LI

#4205 : DescribeScanResults,

B ESid)

WordList Array of String
FilePath String

FileSha String

ScanSensitiveList
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WA T35 : DescribeScanResults,

B

SensitivelList

ScanSetInfo

appiIfEEERE

AN TEO5| A : DescribeScanResults,

B
TaskStatus
AppDetaillnfo
Virusinfo
Vullnfo
Adinfo
TaskTime
StatusCode
StatusDesc
StatusRef
Permissioninfo

Sensitivelnfo

Servicelnfo

E3ZappNERIRSES

AN T™#EO3|F : CreateShieldinstance,

B

ServiceEdition
CallbackUrl

SubmitSource

Planid

ShieldInfo

IEEappiifEa

s

String

String

String

Integer

ESit) R
Array of ScanSensitivelnfo ERAR LIRS

ESidl R

Integer ESRE: 1-B58hk, -2 IR, 3- 4N B HEE 4- b R AT

AppDetaillnfo appfER

Virusinfo [EEIS)

Vulinfo imRER

AdInfo JEiEHER

Integer TRATIIHERIAYE)

Integer AZSHS , BRINIRMED , MUK EEIRED

String RESHHA

String RSERAEIES|

ScanPermissionList REPREE

ScanSensitivelList BURGEIR
Wik
= IRSShRA , Ehtiibasic , EdlhRprofessional , iliRenterprise,

{ESEEREN R MEMEEEN , NRAEEEISEBETFRE. BRIAPOSTIERK , postEAEUERGI{"Response:
= {"Itemld":"4cdad8fb86f036b06bccb3f58971c306","ShieldCode™:0,"ShieldMd5":"78701576793c4a5f04e1c9660de0aalb","St
FEAAEBREITER | {"Result":"ok","Reason":"xxxxx"} , N5RResultFERAEASFokRUAEEEN,

= $R3ZKIA YYB-RFE=E RDM-rdm MC-#=#l& MAC_TOOL-macTE WIN_TOOL-windowT &,
& INERERS | MRAENERRAEIANERE., WRIEENplanAFESREER,

AN TEO5|A : DescribeShieldResult,
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ShieldCode

ShieldSize

ESicl )
Integer INEZERARERS
Integer DNEfSappAIA/N
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EFR et )0
ShieldMd5 String DiEEappAImd5
AppUr String INESHIAPPREEAE | izt ERERA200 4 | ERATTE
TaskTime Integer NNEIRHEAZATIE]
Itemld String {ESHE—RR
ServiceEdition String DNEMRAS , basicEhtiR , professionalZllhR , enterpriset®lhi
ShieldPlaninfo
INEREEERS
#WaT™HEO3S|A « DescribeShieldPlaninstance,
B ESid) iR
TotalCount Integer INESREEE
PlanSet Array of PlanDetaillnfo INESRREREAMEEEE

Solnfo

sofEER

AN TEOS|A : CreateShieldPlaninstance, DescribeShieldPlaninstance,

BR el A
SoFileNames Array of String soX {45
Virusinfo
wEER

WA T35 : DescribeScanResults,

EHR ESid] ik
SafeType Integer BiReRE | HIAR0-KA. 1-L2RMH. 2-KIQKRHE. 3-FEHHt
VirusName String JRSEM , utfeiwis , IFESIHERS
VirusDesc String FREREIA | utf84mis , IRSIERT
Vulinfo
BREE

WA T35 : DescribeScanResults,

BFR ESid) fEk

VulList Array of VulList bEnGZIES

VulFileScore Integer ImANXHFD
VulList
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AT #2033 : DescribeScanResults,

2R

Vulld
VulName
VulCode
VulDesc
VulSolution
VulSrcType
VulFilepath

RiskLevel
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THIRD

BILEFATE : 2020-05-11 10:12:10

ThgeiieA
RIEESRAAFLE Eror 62 , MFIBM AP OSSR, 0

{

"Response”: {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct."
}
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}

}

Error Ff9 Code ARG , Message FRZIBIRMIEMKER.

RIS

AIEIREG
L 528
UnsupportedOperation BRI,
ResourcelnUse RRH .
InternalError HERERIR.
RequestLimitExceeded IBERAREGEL T SEPR S
AuthFailure SecretldNotFound B, BERHARERARERCRMRSESA  WIKSESR | BRERPRSESIER  TRRIEAMIEEE.
LimitExceeded RIS ECRRPR .
NoSuchVersion BOMATRFHE.
ResourceNotFound RRFIE.
AuthFailure SignatureFailure BEER, STEUEER , BYRBALANFNESEEUEESZITEIIE,
AuthFailure SignatureExpire HRIIH. Timestamp FIRS M AEEASBE RS , SREAENEEEFIRENERSE.
UnsupportedRegion BOARSHSATE I,
UnauthorizedOperation HRIFHURLE.
InvalidParameter SRR,
ResourceUnavailable HIRART A,
AuthFailure.MFAFailure MFA &%,

AuthFailure.UnauthorizedOperation  iEKFIFIN, 158%E CAM SRERTEAASRAE.

AuthFailure.InvalidSecretld BRAEL (RE= APIEHER)

AuthFailure.TokenFailure token &R,

DryRunOperation DryRun B , KRIEKESEMIN , RES1ET DryRun 54,
FailedOperation ERERN,

UnknownParameter FASHEER.
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R B
UnsupportedProtocol HTTP(S)iEskNNEEIR , R32HF GET #1 POST 53K,
InvalidParameterValue SHEVEEIR.
InvalidAction BEOAFHE.
MissingParameter TROSEEER,
Resourcelnsufficient BRAE.
ArS34EIRED
s

InternalError.ServerError
InvalidParameter.MissingServicelnfo
InvalidParameter.PlanldNotFound
InvalidParameterValue.InvalidCoexistltemldsFilters
InvalidParameterValue.lnvalidFilter
InvalidParameterValue.Invalidltemlds
InvalidParameterValue.InvalidLimit
InvalidParameterValue.lnvalidOffset
InvalidParameterValue.InvalidOrderDirection
InvalidParameterValue.lnvalidOrderField
MissingParameter.MissingAppInfo
MissingParameter.MissingltemId
MissingParameter.Missingltemlds
ResourceNotFound.ltemldNotFound
ResourceNotFound.PlanldNotFound
ResourceUnavailable.NotBind
ResourceUnavailable.NotFound

UnauthorizedOperation.NotWhiteUser
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ARSI TTI AN,

ServicelnfofEHASEERSL.,

TR RIS ERINNEISRMES .

AEeEATERE ItemIdsFFilters,

TR IERE.
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LimitR2 BRI,
Offset REBRAIEE.
OrderDirection£%,
OrderFiel dBU{EAREE,
AppInfo5HaRSEEk.
e Ditemld=ER,
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ItemldRTF7E,
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