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}
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—IRBERRBERF— I RRORLSESEZED |, ANEEGREYE , EEFIRFRSRS.
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code Int SERIVEIRG |, 02 , HEEBEFRRKY. Yes
message String IREERVEIRER No
requestld String (ES=p =1 Yes
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—IRIBKREEEBMES N RIFENFRSESEO | FIMESERS |, Failes | FLEEEE.
&R E3i4] fEiA WiE
code Int IREIERAERD , 0FRTAIN , HEERTKY. Yes
message  String REIERAIERER No
detail Array LIZRIRIDAkey, IREIXZRiFEZRIEAIcode, message, requestld Yes
fian
{
"code":0,
"message”: "success”,
"detail":

{
"qcvm6a456b0d8f01d4b2b1f5073d3fb8ccc0™:

{

"code":0,
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"message":"",

"requestld":"1231231231231";,

}
"qcvm6a456b0d8f01d4b2b1f5073d3fb8ccc0™:
{

"code":0,

"message”:"",

"requestld":"1231231231232",

——
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RIREEHRIERM , WERIMNEcode=iR[E]5100
RIFEPDRIERM , WERIMNEcode=iR[E]5400
EEIMBERT , RigaILABIS detail {BRIEMER S HHRIEEE.
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£FIE , WFEEEBNENLBEERIE , BNLEEA= APl 0,

SoE N
HigREEiE

TS RERBNE API 28T, ARFER [BRziEtal] > [APIZHEE ] LRIEREFEIE. T2FIFEiE
Secretld #1 SecretKey , E# :

e Secretld : BFtxR AP EBEES®D ;
o SecretKey : BFINZERFZRFBRIIIRS SNIRICIEESAFRTEIEA.

e =4
AP| ZSARIEEIN = AP {ERRIEREIE , FABIN = API ol LUREEE TRIFMEBH=ER , ATEN
WEiRS % | BEEREFEEREE , YIEERZAE | ENARRIEEE.

HREREFIESR :
1. 8% Bl =EHE.
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2.8F [mrrm] %R [BETER] #T71 [= APIZH] |, AT AP ZAEETME.

English

=T ESMS

CDNShmis EE RS

3.7£ API ZSAETE TUE |, B [#iR%5H] BIeTLABIE—XT Secretld/SecretKey,

b 3N

o FAREMIKSHRZSALUABMIT Secretld / SecretKey,
o WHAREHMIAFAFHN QQIKS , ERAEFAEESE , AILRERAENEZ2EIE
o FARFPNZ2FEIE , BaXAIEARSRDZON= API,

ERERZER

BTREFIE Secretld 70 SecretKey f5 , MIATLAEMERET . £AERBANFMEIENT :

PUE-25%2135 3 {Hﬁﬁﬁ%@H (e ]—{ F iR ER

BRIZFFHY Secretld 1 SecretKey 58I :
Secretld : AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhESA
SecretKey : Gu5t9xGARNpq86cd98joQYCN3Cozk1gA
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it
XERZRM , BRFRIER 2R Secretld 1 SecretKey FliERESEUHITIREIR(E.

il

LRz CVM 51 , ZREFERERZ= CVM By &EE5L(73E (Describelnstances)iZARY , Higsk&E00 -

SHER A SH(E
Action Yk = Describelnstances
Secretld 257 ID AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhESA
Timestamp = IR 1465185768
Nonce PENIEZEEN 11886
Region SCAIRRE Xt ap-guangzhou
SignatureMethod BsEAN HmacSHA256
Instancelds.0 FEIRRYSLHI 1D ins-09dx96dg
1. WSHHF

BN TAIE RS SIS HBHMEBFAFHS. (FMEZEEAFHS , BEW EstiiEE s ia—rEHE
FF RiErERS S EREBEIRFESIRE | B EE—NFE", EEENER FEEEANFE", Kt
EHE, ) B LUEBBRIEIE S PAVEFHEFRECRELILX—TI0EE , a0 PHP AhAg ksort BR%Y, LIARGISEATHEFS:
BT :

"Action" : "Describelnstances”,

"Instancelds.0" : "ins-09dx96dg"

"Nonce" : 11886,

"Region" : "ap-guangzhou”,

"Secretld" : "AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhESA",
"SignatureMethod" : "HmacSHA256",

"Timestamp" : 1465185768,

}
EREERERRINESIARN, X EERGIFRSERITHY | BEIRER R,

2. HEERFIHR
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W BEAE RIS KFRTER.
BEE—SHIFFaNEKRSEIEIR "SHEBFR" = "SHE" B XY Action &8, HSEEFR
73 "Action" , Y& "Describelnstances" , FLB GRS Action=Describelnstances .

e 3=

1."28E" AIRRETAE url FREBERYE.
2. ZMNSER Key PR THE , WFEERBHERA"" , (B2 Value R THIZLN AR, 40
Placement Zone=CN GUANGZHOU , NIFZEZEiEHIEEHR, PlacementZone=CN GUANGZHOU ,

REBEIEINS N SHA "&" HiRE—R | REERRIERFAREN (BRI PAIHRT ) -

Action=Describelnstances

&lInstancelds.0=ins-09dx96dg

&Nonce=11886

&Region=ap-guangzhou
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhESA
&SignatureMethod=HmacSHA256
&Timestamp=1465185768

3. HHEERRX TS

L BIG A P BRI F TR,
ERFEFAFERRIFHEAN

IBRGE + IBREH +IEKREBE + ? + IBRFEH

SEFIRITER

o BRI : XI5 POST #1 GET /5= , XEFA GET &K , TEREANEKE.

o BEREM : BIENUHE , BREZEEOMBNF RSB RIERAE | AR RS R EEERAIEK
HESEARE, MEHRE CVM BIEIESLAIFIZ ( Describelnstances ) AYIEHIEZ/9 : cvm.api.qcloud.com ,
B RiEKIE &I ISR,

o IBRIZE . BN= APl WRFRAGEKEER | —RE—TRNE— M EEEE , EH= (VM iEKEBRERE
73 /v2/index.php .

o ERFFE : A L—SERIEKRFRE,

Eitt , ERREIFHHERSBRFRFRER (BRI PAHRT) !
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GETcvm.api.qcloud.com/v2/index.php?Action=Describelnstances
&lInstancelds.0=ins-09dx96dg

&Nonce=11886

&Region=ap-guangzhou
&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhESA
&SignatureMethod=HmacSHA256

&Timestamp=1465185768

4. £k ERH
BB R,

= I=1H

IHESEZAEERR - HmacSHA256 1 HmacSHAT X B ERIEFISENSZEE (AP
SignatureMethod £%§ ) &£ &E &8, HIERE SignatureMethod 5 HmacSHA256 Y , FE(FA
HmacSHA256 it85 % , HitbERiEEHE HmacSHAT 1885,

BSEERERER (HmacSHA256 8¢ HmacSHAT ) 33 E—2FiRigH) ERIENFRIE HITER |, ARKERRY
EREHER Base6d HITHID , AIAKEREEREH.

BARBIT , LA PHP IES A6, BFAGIHErBRISEEE AN HmacSHA256 , EILLAERERZ BB T
(FRECERRINESHAN , THEARAFHNENFZFFE#HITERRIE , BRINERESHIFHa9—EEN
A)

$secretKey = 'Gu5t9XxGARNpq86cd98joQYCN3Cozk1gA";

$srcStr = 'GETcvm.api.qcloud.com/v2/index.php?Action=Describelnstances&Instancelds.0=ins-09dx9
6dg&Nonce=11886&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhES
A&SignatureMethod=HmacSHA256&Timestamp=1465185768';

$signStr = base64 encode(hash_hmac('sha256', $srcStr, $secretKey, true));

echo $signStr;

REBEINE RS
OEEm/HtGRr/VJIXTAD9tYMth1Bzm3ILHz5RCDvV1GdM8s=

I , MISIEEESEE LN HmacSHAT i, 8B BH9HEINT

$secretKey = 'Gu5t9XxGARNpq86cd98joQYCN3Cozk1qA’;

$srcStr = 'GETcvm.api.qcloud.com/v2/index.php?Action=Describelnstances&Instancelds.0=ins-09dx9
6dg&Nonce=11886&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3gnPhES
A&SignatureMethod=HmacSHA1&Timestamp=1465185768';
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$signStr = base64 encode(hash_hmac('shal’, $srcStr, $secretKey, true));
echo $signStr;

RIBEINEREN

nPVnY6njQmwQ8cigbPI5Qe+0Oru4=

E2 BRI

ERNEZBHARERIENERSEH , FENHEHIT URL FRi3.

N E— ARS8 OEEm/HtGRr/VIXTAD9tYMth1Bzm3ILHZ5RCDV1GdM8s= , NIE4w/BE

73 OEEm/HtGRr/VIXTAD9tYMth1Bzm3ILHz5RCDv1GdM8s= , EIlt , REREFIFE R HiEKSEL (Signature)
79 : OEEm/HtGRr/VJXTAD9tYMth1Bzm3ILHz5RCDV1GdM8s= , BiGRFERRLNIEKURL,

e =4
WRBFHNERGER GET , WFrEERSHNSEEISFEEM URL &3 ; LA, SBoiE=SESBd
URL #174R18 , EERBESHEBRKM,

=HIES

SENAEIRT , ATREHIAN T ERAYEIR
EIRAED fEIRSE TR

SPIGIERN , IBHRREERSEFRY Signature 2R DAL ERITHEIE

4100 PN
SIMNERT # , BB Signature Bt url FHISEEARER,

RTFF AR RIRIS ZFRPAREERTOERALERO. BRETFABEN , FIEEER E15%

4101
0 D -
KT REERGS BANRRSEHF , FERETAEEINUESOERNER | 15T
4102 I AREE O PATIRE message FERFPBEELNEBRIRR ID.
&R BEREREITAEEN |, FEEER SRR,
FEFREH
4103 Secretld BASF FHFHY Secretld AZ#EARALED , REFABEENAEAR.
RRAEO
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Rl fEiRRE FEIES DG

ERFTAK Secretld NMFE |, thATRERERINGSAIR | iBHElR APl &R

4104 Id 7
° Secretld AFE s,

4110 SRS BORIEGEN | iBiRREEERFMAREIRIINIR.

4500 B EER B FE Nonce 2#XiERABEES , Timestamp SRS /BEA

BEEEIT 2 /\ET.
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BGP =Bh IP N\ SRY
EXNER
BGP S5 IP E2mta

EITEFTATE] : 2018-06-05 10:55:19

RO

FAF1&2% BGP =P IP FAFBEN BRI,
i : HTTPS

144 : bgpip.api.gcloud.com

#0428 : BGPIPRename

SREEL

DUTNBRSHFIFRNG B TEOBKSE , EXNRARNEEIN EATLBE RS, FBE8 0 A5 RkE200E |
., e, 1HEOARY Action =2E&9 BGPIPRename ,

S8 Wik i) A
bgpld 2 String BGP =Bf IP H9&iR ID
name 2 String BGP =5 IP B9ZFR

N Bz 228

7Ce
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A BT PDos i
58 CC HE

RIFEHATAE : 2018-06-05 10:59:48

EOmEA

FBF&E BGP &5 IP 89 CC BpiPSERNZO , HBER 0 iyZR~xi4 BGP =B5 IP B9 CC BhiF.
iy : HTTPS

142 : bgpip.api.qcloud.com
#0042 : BGPIPSetCCThreshold

I5KEE

UTNERSHFIRNFB TEOBE KRS , ENRARNEEINLAHIBE RS , FEBEESN A5 kES207H I
. e, 1O/ Action =2E&9 BGPIPSetCCThreshold .

S Whi%E St finA
bgpld B String  BGP /= IP B9 ID

CC BHiREME |, 1£& 0 kA CC fhiF
threshold & String  CC BAiFBHERBENTHRIBHIFEER CCRHPIEE , XIRK
X2 T CC BAiREEiHE

CC BhiPEa{EisER
DDoSki#RIE(E CC BrirIE
10 GB 20000 QPS
20 GB 40000 QPS
30 GB 70000 QPS
40 GB 100000 QPS
50 GB 150000 QPS
60 GB 200000 QPS
80 GB 250000 QPS
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DDoSBA#FIE(E CC BhirI{a
100 GB 300000 QPS
> 100 GB 300000 QPS
IHRSEY
oo
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IR E RIS E

BT EFAtE : 2018-06-05 11:00:26

EOfER

FIFi&E BGP Sk IP 3R MERRIEERED | HRER 0 ki BGP S5 IP AU HEIGRThEE,
#Y : HTTPS

142 : bgpip.api.qcloud.com

#2042 : BGPIPSetElasticProtectionLimit

ERSs

UTERSHFIRNFB TEOBEKSE , ENRARNEEINLAHIBERSE , FEBEESN AHiEkE207H I
m., Eab, O Action 2EX S BGPIPSetElasticProtectionLimit ,

- V45 et R

bgpld 2 String BGP =Bh IP R9&R ID

limit 2 Integer SEMPTRIEE | £ 0 RIRKIABRMERSI BZE Mb
IVESS5
Too
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O BT
RN CC I e

EREAdE ; 2018-06-05 11:01:25

o]

EOfER

FBFHRII— CC BENFERRAYED , 24 BGP Eb5 IP B9 CC BHIFFFATTERT , A8, 1ZRIKSTE CC HHiRRE
ik 2 IR,

Y : HTTPS

142 : bgpip.api.qcloud.com

#MO% : AddCustomCCStrategy

I5KE%

UTBRSHIIRNGIE TEOBKSE , EVBRNRENEATERSEH , FHESN AHERSEHA T
. Heb, O/ Action RS AddCustomCCStrategy .

SH Wik it )%
bgpld = String BGP =B IP g9 ID
name B String RIEEIR , %= 1P PUEFREE—RY
smode =2 String HEEEZ( , matching & speedlimit , ZF<ILECELFRIFEE
exemode 2 String #177530 , alg & drop , FRRIUEFSELRERTS =
. PUTETIS | WESEGLEARE | BINEN 0, BRIEIITSR
exeduration =2 Integer R
= Tk EEmPAY
N e e =

XA/ 53
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rulelist &
eSS
%0

HE
2

Array

RS : BB UE (bR ) BREEAH

DDoS FitR

R
24 smode BYER matching B , EEHETILSEL

"rulelist”:[

{"key”:"host”, "operate”:”include”, "value”:"test1”},

{"key”:"cgi”, "operate”:”include”, "value”:"test2”}

]
He,

key F{E79 : host, cgi. ua. referer;
operate BB/ : include (8% ). not.include (&
). equal (FF) ;

value RIEX : FHFER , B 31 AT
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) i o
B CC B SR

BIREHAtE ; 2018-06-05 11:03:22

o]

EOfER

RFRE— CC BREMNRISAYED , = BGP 5B IP B CC FHiFFRFERT , 86, 1Ol bgpld #
name WNFERAKEIRR , WHZEEEREH I TES.

il : HTTPS

1442 : bgpip.api.qcloud.com

#0478 : EditCustomCCStrategy

I5KE%

UTBRSHIIRNGIE TEOBKSE , EVBRNREMNEATERSEH , FHESW AHIERSEHA T
. He, O/ Action FE&RA EditCustomCCStrategy .

S Whide it A

bgpld = String BGP =B IP g9 ID

name B String RIEEIR , %= 1P PUEFREE—RY

smode =2 String HEEEZ( , matching & speedlimit , ZFRILECELFRIFE
exemode = String #477330 | alg B drop , FRIGIERDEREKTTZ(

PUTHHS |, ICSETISTARE | I8N 0, JRKEIHUTR

exeduration =2 Integer R
= T me, E=mIEE
PRIESTR |, LHEMIERXE speedlimit B , EHISE, Fxn
frequency B Integer

XA/ 53
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rulelist &
eSS
%0

HE
2

Array

RS : BB UE (bR ) BREEAH

DDoS FitR

R
24 smode BYER matching B , EEHETILSE]

"rulelist”:[

{"key”:"host”, "operate”:”include”, "value”:"test1”},

{"key”:"cgi”, "operate”:”include”, "value”:"test2”}

]
He,

key F{E79 : host, cgi. ua. referer;
operate BB/ : include (8% ). not.include (&
). equal (FF) ;

value RIEX | FHFER , BT 31 NF4F
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FREL CC B S5

EREAdE ; 2018-06-05 11:04:05

o]

EOfER

BF3RE— CC BRI EERZEO, tizOLA bgpld 1 name FNFERANRISIRR |, SKEUZRISIIZFER
=N

Y : HTTPS

142 : bgpip.api.qcloud.com

#MO% : GetCustomCCStrategy

I5KE%

UTBRSHIIRNGIE TEOBKSH , EVBRNRENEATERSEH , FHES N AHIERSEHA T
. Hrb, O/ Action ZFERS GetCustomCCStrategy .

S WA it fiA
bgpld 2 String BGP =B5 IP H9&iR ID
name 2 String RIREIR , TEIZ=H 1P I ZFRE—HY
) E=S5
S8 it fiA
smode String HRERED, , matching 8 speedlimit , FRRICHECELPRIEREL
exemode String 477330 | alg B drop , FRIGIERDEFEKTITZ(
FNZRIEREHE
status Integer

ySNE 7 ea v = SN S

exeduration  Integer PATHT
RESHES
frequency Integer LEIRIETURE speedlimit B , LLSEUEHIRE]

BT IR/
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rulelist Array

RS : BB UE (bR ) BREEAH

DDoS Bj5iF

Hk

2 smode BYER matching BY , FEETFILSEH

"rulelist”:[
{"key”:"host”, "operate”:”include”, "value”:"test1”},
{"key”:"cgi”, "operate”:”include”, "value”:"test2”}
]
He,

key F{EF9 : host, cgi. ua. referer;

operate F9{ER : include (8% ). not.include (FE&).
equal (&F7F) ;

value BYERN : Z[FH , FET 31 N=R/F
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PREL CC B ShHa7IE

B EHATE ; 2018-06-05 11:23:29

EOfER

FEFIREN CC ERE N AEReFIEA0EEO. ML bgpld SFERH BGP &5 IP #RiR , 3KEVZ BGP B IP HOFTE 558
BXES.

Y : HTTPS

142 : bgpip.api.qcloud.com

#O48 : GetCustomCCStrategyList

LUTBRSHIIRNGIE TEOBKSE , EVBRNGENEATERSEH , FHESWN AHIERSEHA T
m. H, WEOAction=E& /9 GetCustomCCStrategylList ,

S 4155 ESit) HEIA

bgpld 2 String BGP =Bj IP H9&iR ID
VeSS 3

2 ESig) A

strategy list Array RIEFIE | 1¥IBEBS N strategy list SEHEXIREP

strategy list S£#B%i508

"strategy list": [

{

"createtime": "2017-09-20 18:14:42",
"exemode": "drop”,

"name": "testname1”,

"rulelist": [

{

"key": "host",

"operate": "include”,

RS : BB UE (bR ) BREEAH 5536 132
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value": "1

}

Il

"smode": "matching”,
"status": "1"

b

{

"createtime": "2017-09-25 20:54:16",
"exemode": "alg",

"name": "testname?2",

"rulelist": [

{

llkeyll: Ilhostlll
"operate”: "include”,
"value": "chen"

}
]I

"smode": "matching”,
"status": "1"

}
]
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@ Hﬁizﬂﬁ DDoS B
kR CC BEN R

BREHATE ; 2018-06-05 11:28:27

o]

EOfER

AT MEr— CC BEXRIBRYZED , = BGP S0 IP B9 CC BHiFFXAERT , A 8e8(F. ItEzOLL bgpld #1
name W PFER/IRIEIRR | MFRZRIBEIEEXESR | BAAIRE.

il : HTTPS

15442 : bgpip.api.qcloud.com

#0478 : RemoveCustomCCStrategy

I5KE%

UTBRSHIIRNGIE TEOBKSE , EVBRNREMNEATERSE , FHESWN AHIERSEHA T
m. He, O/ Action FER9 RemoveCustomCCStrategy .

S WAIFS il TR

bgpld 2 String BGP /=85 IP B9 ID

name 2 String HRIERFR , 1% BGP 5B IP UL ZFREE—HRY
MR 221
7S
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CC BENRIZFX

B EHATE ; 2018-06-05 11:32:37

EOfER

FAFAEZHXKA— CC BENFKIEAYEN , 2 BGP =/ 1P 89 CC FHiRF KRGt , A8eR(E. tiEOLA bgpld
1 name FNFERARIRINR |, FFEEKHE CC BE XK,

Y : HTTPS

142 : bgpip.api.qcloud.com

##O48 : SetCustomCCStrategyStatus

I5KE%

UTNERSEIIRNGIH T EOBKSE , EVARNZENLATERSE , FIEFEN AHERSRA T
m. Er O Action =FERA SetCustomCCStrategyStatus .

2 WAl - il A
bgpld 2 String BGP =H5 IP H9&iR ID
name 2 String RIZEFR , 1% BGP 5B IP L ZFREE—HY
status 2 Integer WEIREE |, 8 1 WFRSAFRE | 7 0 BERRXHE
IEVESS 34
%0
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FHIEAH CC B

B EHATE ; 2018-06-05 10:54:48

)

EOfER

FFFE CC piERYE0., tiEOLd bgpld #1 ruleld BANFERA 7 ERNARR , FHEIZEZHN CC BHiF,
i : HTTPS

142 : bgpip.api.qcloud.com

4% : OpenDomainCCProtection

I5KEE

IUTFEXRSEFRNGIE TEOBERSE , EXARNSEN EATIEKRSE , FBEBESN AHEKkSE07E T
. Hrb, 20O/ Action &% OpenDomainCCProtection ,

S 4Si il HEIA
bgpld 2 String BGP =5 IP H9ZIR ID
ruleld P String ZEERFNAY ID

i R 240

%0
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BIREFAdE ; 2018-06-05 10:57:56

)

EOfER

FETF2 CC BOEEEIEN. ML bgpld 1 ruleld FANSERY 7 EHIARR | S80I CC BHiR.
i : HTTPS

142 : bgpip.api.qcloud.com

4% : CloseDomainCCProtection

I5KEE

UTNERSHFIRNFB TEOBE KRS , ENRARNEEINLAHIBE RS , FEBEESN A5 kES207H I
m. Hab, O Action =R CloseDomainCCProtection .

S 4Si il HEIA
bgpld 2 String BGP =5 IP H9ZIR ID
ruleld P String ZEERFNAY ID

i R 240

%0
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Ak mIES=]
DDoS i1 2Y

BITEFATE : 2018-06-05 11:57:01

EOER
FAF3XEX BGP &P IP # DDoS BIEEANREL. IEEFERMERGIFFRIRERIZEO.
Y : HTTPS

1442 : bgpip.api.gcloud.com
045 : BGPIPDDoSGetCounter

IEREE]

UTEXRSEFIRNGIE TEOEKRSE , EXARNSEN EATERSE , FEEESN NHEkS207E, 2
d |, ItEORY Action =R BGPIPDDoSGetCounter ,

S8 WA i) A
id 2 String  BGP B IP F9&IE ID

, = : FAHOFFARTE , 482 YYYY - MM - DD, #1 2016-11-
beginDate 2 String 10

o . FEitRIEETRATIE) , FL2 YYYY - MM - DD, %0 2016-11-
endDate —= String 11
=S5

S By i) HaR
attacks 1035 /& Integer DDoS HxEL
attackPeak 35000 / Mbps Integer DDoS HlI&E
overload 6/ Integer SRR RN EL
bandwitdh 80000 / Mbps Integer 1Z BGP = IP g9BGHR T
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EHBIRE oo 1
DDoS Kahgeit

BAEHATE ; 2018-06-05 11:57:42

e ML
FF 5 BGP 05 IP 4 DDoS BB,
¥ : HTTPS

15442 : bgpip.api.qcloud.com
##%4%2 : BGPIPDDoSGetStatistics

ERSs

UTNBEXRSEHFIRNGIE TEOERSE , EXARNSEN EATIERSE , FEEEN NHEkS807E, &2
o, HEECIAY Action =2E& A BGPIPDDoSGetStatistics ,

S8 Wik St} )%
id =2 String BGP &[f IP B9%&& ID
bedi = . FEH9FERTE , B2 YYYY - MM - DD, 40 2016-11-
eginDate =& String 10
o . FTHHILLEERATE | FRTE YYYY - MM - DD, %1 2016-11-
endDate = String 11
WHERENFITRE
BART : 5%
, SIRREAT :
=
stride —= Integer I < 1 | stride = 5
BHEHSE = 7 X, stride = 60
AEHEE = 30 X, stride = 1440
IR
S5 51 il A
T —o 7 ELAT E14sT Q=N =]
before [1000 Mbps,...] Array BE;FHUI}ILEHJ%{E , EDLZEXET@*MJEWE’JUlLEHﬁjC{E , WU&D*MEZE

598, iFR 5 DEHZANIEE
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S8 ANl RE A

EASAARESERE  AXRIERERRERAE , FI40

after ' [50 Mbps...] ATTY s 5 oyeh | R 5 S PRI
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A BT

DDoS IEiEFE

EREAdE ; 2018-06-05 11:59:05

EOfER

FFFXEX BGP &P IP # DDoS IthiREiFBavEO.
¥ : HTTPS

15442 : bgpip.api.qcloud.com

##%M%2 : BGPIPDDoSGetDetails

IUTBEXRSHFRNGIE TEOBERSE , EXARNSEN EATIEKRSE , FEEER
fr, 3EORY Action =2E& Y NS.BGPIP. Protection.DDoS.GetDetails .

DDosS BiiF

RNEERSERA, H

S WhiFe et A
id 2 String BGP =5 IP B9&E ID
. . FTHAIFIRRTIE] , $8TV2 YYYY - MM - DD, 4
=
beginDate = String 5016-11-10
. FEITRIZERAETE) , #8202 YYYY - MM - DD, 40
=
endDate = String 5016-11-11
IWEMESBHE : yes/ no
filtering.overload & String yes RREBIEEREIE
no R-RE LB BIEENEYE
sorting field & String BE5BE : peak , RRLAEIEEHF
BYESEE : asc / desc
sorting.order B String asc FFHRRHES
desc R~ EFHES
paging.index = Integer Bi@%%l
0F&=H 1]
paging.count 2 Integer  BTURENFIEEL
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A BT

IVESS5

28 6 SR

total 123 Integer

records [obj,...] Array
2013-03-01

tartTi Ti

SAME 0122345 me
2013-03-01

dTi Ti

enalme " 0122350 me

peak 80 Gbps Integer

overload yes/no String

RS : BB UE (bR ) BREEAH

DDosS BG4
A
PhHEBEZ VD EWEFRE
WHFIEEE |, BETENT -
{
"startTime” : ”2013-03-01 01:23:45”,
“endTime” : 72013-03-01 01:23:45”,
"peak” : 1234
"overload” : "yes/no”
}
Gy A =i ]
WiE4ERATE)
WHIEERE
EAEEEFIEE
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A BT DDoS i
CC LT84

BT EAdE ; 2018-06-05 11:59:41

EOfER

FBF3KEX BGP &P IP #% CC ILHAUREL. IEEAYEZO.
i : HTTPS

15442 : bgpip.api.qcloud.com

##M4%2 : BGPIPCCGetCounter

I5KEE

IUTERSEFIRNFBE TEOEKSE , ENERNSEN LA ATEKSE , FEEESWN AHEkEs808E, B
dr, I3ZORY Action Z2E& /S BGPIPCCGetCounter ,

S WhIFS il fik
id = String  BGP /=B IP RYRIR ID
2 3 N A \ E - - - -
beginDate = £ String ;}EL‘I'E’JJ:F!I’E}EHIEH , B2 YYYY - MM - DD, 40 2016-11
SR TR e - - -11-
endDate = String ;}E‘,rl'ﬁ’ln%ﬂjlﬂ , B2 YYYY - MM - DD, 40 2016-11
TRISEY
24 B i ftiik
attacks 1035/ R Integer CC WHikEL
attackPeak 35000 / QPS Integer CC FIE(E QPS
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CC kit

BT EAdE : 2018-06-05 12:00:01

EOfER
FFHREY BGP 555 1P ik CC Wb aeit B,
MY : HTTPS

142 : bgpip.api.qcloud.com
#[1% : BGPIPCCGetStatistics

I5KEE

UTFBEXRSEFRNGIE TEOERSE , EXARNSEN EATIERSE , FEEESN NHEkS807E, &2
dr, It3EOARY Action 2E& A BGPIPCCGetStatistics

B Wit KA ik
id = String BGP =5 IP B9%RE 1D
. = . FITaOFFIARTE |, L2 YYYY - MM - DD, 40 2016-11-
beginDate 2 String 10
o . TSRS E | FRTE YYYY - MM - DD, #1 2016-11-
endDate = String Iy
WERENFITHRE
BAQT : ¥
: SRR :
=
stride = Integer S - 1 F |, stride = 5
BHEHSE = 7 X, stride = 60
AEHEE = 30 X, stride = 1440
IR
S5 Al il A
points [1000}X%,...] Array EIZETERIE AR CC =& 2 F 0
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A BT DDOS i
CC XH1EB

EREATE ; 2018-06-05 12:00:25

EOfER

FAF¥KEN BGP &P IP # CC IthREiF B0z,
MY : HTTPS

15442 : bgpip.api.qcloud.com

#[% : BGPIPCCGetDetails

UTFEXRSEFIRNGIE TEOBKRSE , EXARNSENN EATHEKRSE , FEEESN AHEks207E, 2
dr, I3EORY Action 2ER S BGPIPCCGetDetails .

BH it KB R
id = String BGP =B IP g9%=IR ID
: = , FETRYFTIRRTE) , #8202 YYYY - MM - DD, 41 2016-
beginDate = String
11-10
e . FEiTHLEERATIE) , #EZ YYYY - MM - DD, 1 2016-
endDate =2 String 111
sorting.field D String BYESEHE : count , R EIEEHF

BYESBE : asc / desc

sorting.order & String asc FXFHRHES
desc T EFHES
paging.index =& Integer ﬁﬁ,_?%l
0FTE 1R
paging.count £ Integer  BFIURMENFIEE

N Rz 25

W‘~
&
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BT

S8 51
total 123
records [obj,...]

. 2013-03-01
tartT
SArime 912345

. 2013-03-01

s

endTime 01:23:50
peak 80 Mbps

RS : BB UE (bR ) BREEAH

Mk
2

Integer

Array

Time

Time

Integer

DDoS Ba#r
A
PHEZVEWEIFE
WEFIEEE |, $RTERNT ¢
{
"startTime” : ”2013-03-01 01:23:45”,
“endTime” : 72013-03-01 01:23:45”,
"count” : 1234
}
WEFiRAdE)
W45 RAYE)
WEIEERE
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e RMESLT

RIFEHATAE : 2018-06-05 12:00:49

EOmEA

FBF3KEX BGP &5 IP MR/ ENE A RENSITERNED , REEIA=INEMER IP ZZEO4 B3
iy : HTTPS

142 : bgpip.api.qcloud.com
#4% . BGPIPTransGetStatistics

UTFEXRSEFIRNGIE TEOBKRSE , EXARNSENN EATHEKRSE , FEEESN AHEks207E, 2
dr, I3EEORY Action Z2EX S BGPIPTransGetStatistics .

8% Wit e HR
id = String BGP =P IP B9%IR ID

: = : FETaYFFIRRTE) , #82U2 YYYY - MM - DD, 40 2016-11-
beginDate 2 String

10

FiHavsESRATE , BE YYYY - MM - DD, 41 2016-11-

endDate =2 String I
WHERENSITRE
B : ot

stride 2 Integer SIRKERAT :
BfEE = 1K, stride =5
BYEH<E = 7 X, stride = 60
AEHEE = 30 X, stride = 1440

RS E
S5 51 il A
points [1000 Mbps,...] Array EZRERERN=IMERREST]
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filtering.ip & String LA BGP 5B IP HTREFER , SHFEMHER

BGP 5B IP RUZERREL (1/2 )
Integer 1 3%7= BGP
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bgpip-

000001 String

name FEKS String

region gz/sh/bj String

RS : BB UE (bR ) BREEAH
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BGP B[4 IP gYithia;
BaiG =MBX A s :
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sh: ki

bj : 4t

fk

H£H5%/04 BGP =hj IP

INEFIEEE | BEETERNT ¢

{

”id”: "bgpip-00000001~,
"ARSSE17,
"gz/sh/bj”,
"line”: "1/27,
"boundIP”:

”1.2.3.47,

"bandwidth”: 10000,

: 100000,
“over loadCount” : 100,
"status”:”idle/attacking/blocking/creating”,
“expire”: 72016-03-02 01:23:45”,

”locked”: ”yes/no”
“transTarget”:”qcloud/nqcloud/blackstone/finance”,
"transRules”: ”12”

}

” ”
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dle BGP = IP BOIRE -
attackin idle : IER T
status blockin ) Strin attacking : IEFEARINE
'ng g blocking : #EftE
creating . e
i<olate creating : IERSIEEH
isolate : ZIHAEHIRE
2016-03-
expire 02 Time BGP S IP RZIEART A
01:23:45
BGP =5 IP g3 & Bix
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protocol
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cert

privateKey
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=
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E
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E
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=
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S
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transRules

id

protocol

domain

sourceType

ipList

certType
cert

privateKey

status

ssl id
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[obj,...]

rule-00000001

TCP

www.qg.com

1/2

1234 ; 1.1.11

1/2/3

HE
i

Array

String

String

String
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String

Integer
String

String
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String

DDoS Bj5iF

R
INEFIEEE | BEETRNT ¢

{

”id”: "rule-00000001",
"protocol”: "http”

“domain”: "www.qq.com”,
"sourceType”: 1/2,

“ipList”: 71.2.3.4;1.1.1.17,
"certType”: 1,

”n»

“cert”: 77,
“privateKey”: 77,
"status”: 1/2/3,
"ssl_id”: 77

}

IZEE AR FINAY 1D

e AR RN
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MNEEIRE

0 ZR7=AYLH
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o] 2
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”id”: "rule-0000001",
“ipList”: ”1.1.1.17,

"protocol”: "gz/sh/bj”,
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”id”: "bgpip-0000001”,
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"region”: "gz/sh/bj”,
"boundIP”: ”1.2.3.4",
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"expire”:”2016-03-02 01:23:45”,
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"status”:”idle/attacking/blocking/creating”,
"name”: "www”,
}
Strin HHREE IP B9%R ID
I s bgpip-XXXXXXX
String  tHREE IP BY IP ik
HHREEE IP BUIRZS
idle : IFEET{E+
String  attacking : IFFEIGE
blocking : #EJi#
creating : IEE B+
String HEE IP B98FR , HEFEENX
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EOfER

FFEE oA ID SRENSERATEHEEE IP A #IASAYEEO,
MY : HTTPS

15442 : shield.api.qcloud.com

##M4%2 : ShieldGetIPStatus

IUTFEXRSEFRNGIE TEOBERSE , EXARNSEN EATIEKRSE , FBEBESN AHEKkSE07E T
M., Hep, EORY Action 2E& /9 ShieldGetlPStatus ,

S WATSG i) A
VAN =TT PO
g rpld ZEE Stri ng *EH%ED —Hﬁﬁﬁlﬁ ID

F&ZL 1 grp-XXXXXXX

IR
S 1 E-3it) A
ERANELR |, #BTRUT ¢
{
”region": "gZ”’
. . ”ip”: ,,1.].1.1,,,
list [obj,...] Array "status”:"0/1”,
“unblockTime”:”2016-03-02 01:23:45”,
"name” : "www”,
}
H \ I:I‘ al —N N
region gz /sh / bj String zhﬁ% RO, HATE— X -
. =
ip 1234 String TERRE IP B9 IP bk
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status 0/1

. 2016-03-02
unblockTime 01:2345
name FEFE

RS : BB UE (bR ) BREEAH

Integer

Time
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HERE IP BEIBIRS
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DDosS BiiF

ATERSEHFIRNGIH TEOERSE , EVABNZEMLATEKRSE , FIEEEN AHiERSE0A T
., Heb, 20O/ Action FE& ShieldGroupGetRandomlP

grpld = String
N R 224

S8 Nl xE

region gz /sh/bj String

ip 1234 String

id bgpip-000001 String

name FERE String

RS : BB UE (bR ) BREEAH

fin

HEHAEESERER ID
&L - grp-XXXXXXX

Hk

HHEEE IP AOittls, , BRIE—MBKX
sh: kg

tEREJE P RY IP stehk
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&I - bgpip-XXXXXXX
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I5KEE

DDosS BiiF

UTNBERSEGIRGIE T ZOBKSE , IEURRNFEEINLATERSE , F#HEBEN AHERSHRAE T

., Heb, 20O Action FE& ShieldGroupGetAvailablelP

S WATSG i) A
VAN =TT PO

& - grp-XXXXXXX

IR
S Nl S IR
HRANEE |, BETTENT -
{
”region": ”gZ"’
list [obj,...] Array Yip”: 71.1.1.17,
"status”:”0/1”,
"name” : "www”,
}
H \ D’ = — N N
region gz/sh/bj String i};ﬁﬂﬁg O BRTE MK
ip 1234 String TEHPEE IP By IP Hhhit

RS : BB UE (bR ) BREEAH
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CC [fpIriFIB
SREN CC R EANIE(E

EITEFATE : 2018-03-26 16:27:24

EOfEE

FRTREMHERESE IP B9 CC INERERN CC INEHIEERYZN.
% : HTTPS

1445 : shield.api.gcloud.com

043 : ShieldCCGetCounter

IEREE]

UTEXRSEFRNFIE TEOBERSE , EXNRRNSEN LEATIEKRSE , FEBEESN NHEKkSE07E T
M, H9, 0O/ Action =FE&X 9 ShieldCCGetCounter ,
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i . FHRYFTEARRTE]
D =
reoae - ing &z : YYYY - MM - DD, 40 2016-11-10
é 3 \i:t \ Y
endDate 2 String GRS ERAYIE

#8z{ : YYYY - MM - DD, %0 2016-11-11

N Nz 248

S8 <5/ B8R fT i) R
attacks 1035/ % Integer ZAERRIE IP FEARITTRTEINAY CC EREL
attackPeak 35000 / QPS Integer ZIERRE IP ST EI CC TEIEE
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#M4 . ShieldCCGetStatistics

I5KEE

UTNERSHFIRNFB TEOBE KRS , ENRARNEEINLAHIBE RS , FEBEESN A5 kES207H I
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. HHREE IP B9&RIE ID
d = St
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) : FTAYFHIRAT
beginDate = St
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. FTRYZESRAYE]
dDat = St
enaate = fing #=E - YYYY - MM - DD , 41 2016-11-11
SREN CC ILTHAIGEITRIE |, BB : oEh
STRKEUT -
stride 2 Integer BIEHSEE = 1 K, stride = 5
BHEH<E = 7 X, stride = 60
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[obj,...]

2013-03-01
01:23:45

2013-03-01
01:23:50
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Time

Time
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{

"count”: "grp-0000001”,
"endTime”: "4¢H17,
"startTime”: 740"

}
1% CC HAYDEL
CC I ThATFTaRHTE)
&2 £ YYYY - MM - DD XX:XX:XX
40 2016-11-10 11:00:00
CCI RIS RATIE]

8ZL 1 YYYY - MM - DD XX:XX:XX
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M., Hep, 1EORY Action £E&A ShieldCCGetDetails ,
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SEHRIFFARRTIE)
beginDate =2 String B YYYY - MM - DD
4n2016-11-10
SHHILERATIE)
endDate =2 String B2 YYYY - MM - DD
40 2016-11-11
paging.index p=s Integer ﬁﬁ,_?%l
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paging.count 2 Integer BIUREIFEE
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2 M5/ B L =il A
total 123 Integer CC LSRR
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count 3

tartTi 2013-03-01

startiime 01:23:45
dTi 2013-03-01

endiime 01:23:50

RS : BB UE (bR ) BREEAH

Array

Integer

Time

Time

DDoS Bj5iF

fik
CCIRTFIBEHE | #ETHRUT ¢
{

ncount”: 17375’
”2013-03-01 01:23:45”,
”2013-03-01 01:23:50”

“endTime”:
"startTime”:

}

1z CC WEH—HZRZ RS

CC AT HIaRTIE]
&2 1 YYYY - MM - DD XX:XXX:XX
40 2016-11-10 11:00:00

CC IZTERYZEERRTIE]

&L : YYYY - MM - DD XX:XX:XX
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EOER
FRTFSREGERS/E IP #9 DDoS IExRE. WEHIEERvEO.
Y : HTTPS

1445 : shield.api.gcloud.com
##04 : ShieldDDoSGetCounter

IEREE]

UTEXRSEFRNFIE TEOBERSE , EXNRRNSEN LEATIEKRSE , FEBEESN NHEKkSE07E T
M., H9, IO/ Action =FEX /3 ShieldDDoSGetCounter

28 BRIk ESig) )

HREE IP RIRIR 1D

o .
d = String 1828 © bgpip-XXXXXXX
FTHROFFRRTIE]
beginDate 2 String &z : YYYY - MM - DD
4n 2016-11-10
SiTHIZEERATIE)
endDate 2 String Bz : YYYY - MM - DD
i 2016-11-11
I E2% 54
S¥ B/ BT i) A
attacks 1035 /IR Integer ZHEREE |P 7R HTIEIAY DDoS IEREL
attackPeak 35000 / Mbps Integer ZtEREE IP E4eitAd/alR DDoS WEHIEE
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overload 6/ Integer ZAHRRIE IP TR BN DDoS W#BIEIREL
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FETFSREVERSE IP 49 DDoS EFeitaviza.
MY : HTTPS

15442 : shield.api.qcloud.com

##%M4%2 : ShieldDDoSGetStatistics

I5KEE

UTNERSHFIRNFB TEOBE KRS , ENRARNEEINLAHIBE RS , FEBEESN A5 kES207H I
., Eab, O Action FEY S ShieldDDoSGetStatistics .

S ERWIE el A
. TERS/E IP BIRIR ID
d = St
' = rng 183t bgpip-XXXXXXX
SitayFraaadIE
beginDate 2 String B2 YYYY - MM - DD

4n 2016-11-10

F1HHVLERAYIE]

endDate =2 String B2 YYYY - MM - DD
a0 2016-11-11
SREX DDoS IHRYAITRIE |, 8BS - ¥k
SIRREAT :

stride =2 Integer AJEHEE = 1K, stride =5
AEHEE = 7 X, stride = 60
AYEHSE = 30 %, stride = 1440
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S MGl B4 it A

BoiP (&% ) BREERE | 81 strideRERATREIE
after [10,20,15,...] Array (B

EA{S7 : Mbps
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¥ : HTTPS
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##M4%2 : ShieldDDoSGetDetails

I5KEE

DDosS BiiF

UTNBERSEGIRGIE T ZOBKSE , IEURRNFEENLAERSE , F#HEBEN AHEKRSHRE I

. &, 1O/ Action =2E& 9 ShieldDDoSGetDetails .

S ERWIE il TR
: HHREE IP BYSIR ID
d = St
' = fng 182t © bgpip-XXXXXXX
SEHRIFFARRTIE)
beginDate =2 String B YYYY - MM - DD
%0 2016-11-10
SEtHVZERATIE)
endDate =2 String B2 YYYY - MM - DD
40 2016-11-11
paging.index p=s Integer ﬁﬁ,_?%l
0FTETR
paging.count 2 Integer BIUREIFEE
IS4
2 /B L =il A
total 123 Integer DDoS WHicREE

RS : BB UE (bR ) BREEAH
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S /5L
records [obj,...]

peak 35000 / Mbps
tartTi 2013-03-01
slartiime 01:23:45

. 2013-03-01

endTime 01:23:50
overload yes / no

RS : BB UE (bR ) BREEAH

HE
i

Array

Integer

Time

Time

String

DDosS BiiF

fiR
DDoS I IFIBEE , #EETHRUT ¢

{

“peak”: ”300000”,

“endTime”: "2013-03-01 01:23:45”,
"startTime”: "2013-03-01 01:23:50”
“overload”: "yes/no”

}

ZEIERM DDoS FigE

DDoS ThAYFFHRATIE]

2L 0 YYYY - MM - DD XX:XX:XX
40 2016-11-10 11:00:00

DDoS W EAYZERATIE]

2L 0 YYYY - MM - DD XX:XX:XX
40 2016-11-10 11:00:00
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#0435 . ShieldGetTransFlow
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., Ha, 0O/ Action =FE S ShieldGetTransFlow

BH BEME i)
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ol M 245
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HARE IP B9EIR 1D
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FITEFFIARTE]
¥z : YYYY - MM - DD
a0 2016-11-10

SEITHROZESRATIE)
¥z : YYYY - MM - DD
70 2016-11-11
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FITHILESRATY(E)
endDate =2 String B : YYYY - MM - DD
4N 2016-11-11
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