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SDK 3#5
SDK RiEZAN

it

G ESEMAREREAN SDK (i0S #1 Android ) , H—# 4R SDK ¥IIAHKEE .

RMEPRR

1. &1 HTTPDNS EFaFARRERH , £ AREE RHE, BF EMEE. NTERTR:

U BDEshEThEEHT HTTPDNS {t

BB SUFEMR EALR > WEEE) ,

2. TESHAY I\ SDK &0, SEIFENBXESR, BITRESER SDK ZERAH. NTFEFR:

HEASDK X

© smsox >

SBREN AHFEN

1EARR
O Android i0s
2. EES A pom XAHHKF

;]

T w5

3. BET—¥, HAEREE, SENEAN, EEREEN. EHRREEECENTRTESHRIE, TESFNABSRIEANHTELZSHIE
iEo. WNTFEFRR:
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#EASDK X

@ mmsok > @) zrEE

1. SEENES R

des o aes https

2. £RERERER

DnsConfig dnsConfigBuilder = DnsConfig.Builder() o

U WN R

is enabled, pass in

© © N o

MSDKDnsResolver.getInstance().init(this, dnsConfigBuilder);

52k %
5. pERl. RINESSARIRINEMERER, FEEAN. A SDK BIMMEE2 RN TE E2E(F $iEX SDK X4,

ESIRME

BEZEFMEREIES, B8R Android SDK3Z# . i0S SDK3Z# o
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iOS SDK &z

RIEEFAYE: 2025-02-17 14:04:42

AXANE I0S SDK B THEERIRIRAEE, EFETHE SDK EHXER.

SDK 5R
SDK &#R
SDKIRHSHATIEHT

(ERBERIEEAR

N =Bahf#r HTTPDNS iOS SDK
BR=ItE (ItR) SRIEAR

PP RIS EEAMRRIENE . BRI R R SRR

SDK ENIERE { SDK MUz )

SDK [SFAIEE (#8ahiRtT HTTPDNS SDK N ASERAHIR )

SDK &#l{ERIgE (EBN=EohERtT HTTPDNS iOS SDK &#l{EFE{sR )
THREHE

Ea MR A Tkttt HECE Demodttbiit

iOS iOS SDK =#HhRA8 iOS SDK FHE it iOS Demo litzhit
P2 3153

v1.11.1 (20255028138 )

1EINR#HTT sdk MIALIRT
{88 HTTPS mEZ5 i FiTed,

v1.11.0 (20245118068 )

FHBENSHIENERSS IP, RSIRSZER

ThaEtE AL o

v1.10.5 (2024£08813H)
THBEdE AL o

v1.10.4 (2024£F07R308)
ThaEtEAL o

v1.10.3 (2024£05808H )

EANERFASI I
IhgEiE & 182 bug.

v1.10.2 (20245038148 )
Iheefiit.

v1.10.1 (20245018241 )
IhgEMRAt .
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v1.5.0 (2022508RA12H )
371 1P HRiEINEE.

v1.4.0 (2022078118 )
AT RISTEE.

v1.3.5 (2022503R814H )
HUSEEEBE,

v1.3.4 (2022503810H)
25 bug.

v1.3.3 (2022££02H25H )

ST AR
ZHHREFE IP
HFEEIRERY IP 38

v1.3.2 (2022££02808H )
thipessme

IRIFRE: BR=IE (16F) BREEAR 588 H51



@ H%‘fﬁ_ﬁ BafEtt HTTPDNS

|OS SDK ##A

ERIEEFAYE: 2025-04-28 14:50:52

g

BT HTTPDNS MEZEIMEER A T BHREEMTIEE/™ES LocalDNS B SHMTEBRNREEARNA R, [RIERER HTTP IENE
Xf&5RY DNS i), BENTRFERES, KRS,

BURAES

1. FE®EEET HTTPDNS BRS3, #EESR FEZai#t HTTPDNS .
2. RBHERE, ERERNENR HTTPDNS £ &R ME RS2 I EEER, #EEER FES .

REE

o SDK m=#fhRA 8 TEkitit
o SDK FiRGE Tt
o Demo ittt

g il J‘Efﬁﬁﬂﬂ

iEA “Build Setting—>C++ Language Dialect” E&H “GNU++98” , “Build Setting-

MSDKDns.xcframework >C++ Standard Library” 73 “libstdc++(GNU C++ standard library)” H9Ii2.

MSDKDns_intl.xcframewor

K MSDKDns.xcframework BIEFFitRAS

MSDKDns_C11.xcframewo BERFZAREESFA “GNU++11” #1 “libc++(LLVM C++ standard library with C++11
rk support)” BTE.

MSDKDns_C11_intl.xcfram

MSDKDns_C11.xcframework BIEFRiskRZS
ework

A EE:
EEREREERAR, MiatEREEERIE HTTPDNS ERGEHIARIAE, #EESN EIFisENIE

SDK £ERE

OR;!::H
HUEEN, B2 SDK HREEAN

ot HTTPDNS IR TRMERS M 10S FREEF:
« i@id CocoaPods 5

o FENER
iliid CocoaPods fERE

1. &3 CocoaPods
ELREHEOPBANTHS (FEREE Mac $%3% Ruby i) :

cocoapods

2. 8@ Podfile 32tk
HANRBEFRERR, BAUTHSITZERERZEFAER— Podfile X%,
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3. 418 Podfile 32
ETIiEH Podfile BEFMLAT:

4. EFAHRE SDK
O ZiREOPMANTaRSLAERAE

pod

O HfEMLAT S EHAMERE:

pod update

O pod mEHITRG, SEMREMT SDK M.xcworkspaceGEBRITIEN S, WEHITFHEIE,

© i%HR:
XF cocoaPods HIEZEE, IBEE CocoaPods EF ML .

FahsErk

FENERAILASELITEG:
o Objective—C Demo Ttk
o Swift Demo T#ibit
BITUATESR:
1. SINKK#iEE, 1 HTTPDNSLibs BRH#I framework HEAXIRL Target TBIE], fEEHIERAE Copy items if needed:
O MSDKDns_C11.framework (& MSDKDns.framework, {RiE T2 EitE—)
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https://cocoapods.org/
https://github.com/tencentyun/httpdns-ios-sdk/tree/master/HTTPDNSDemo
https://github.com/tencentyun/httpdns-ios-sdk/tree/master/HTTPDNSSwiftDemo
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Choose options for adding these files:

Action: Copy files to destination e

Targets: W MSDKDnsDemo
#> MSDKDnsDemaTests
= dailybuildipa

Cancel Finish

2. SINRGEE:
libz.tbd
libsqlite3.tbd
libc++.tbd
Foundation.framework
CoreTelephony.framework
SystemConfiguration.framework
CoreGraphics.framework
Security.framework
3. ObjC E&:
iOS iREERL SDK BIFEZE#—ObjC &, BIAR MSDKDnsDemo —> Build Settings —> Linking —> Other Linker Flags , TRt
—-ObjC & N &M, WTEFRR:

IRIFRE: BR=IE (16F) BREEAR SE11 #51:
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MSDKDnsDemo

(] General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

+ Basic  Customized Levels
PROJECT . _m w

{8 MSDKDnsDemo Current Library Version

Dead Code Stripping Yes 3
Display Mangled Names No B
TARGETS Dynamic Library Allowable Clients

Dynamic Library Install Name

MSDKDnsDemo —
Dynamic Library Install Name Base

& MSDKDnsDemaTests Dynamic Linker Environment
@ dailybuildipa Export Symbols Yes H
Exported Symbols File
Generate Position-Dependent Executable No s
Initialization Routine
Link With Standard Libraries Yes b
Mach-0 Type Executable 3
Order File
Other Librarian Flags
> Other Linker Flags -0bjC
~ Path to Link Map File
DailyBuild build/MSDKDnsDema.build/DailyBuild-iphoneos/MSDKDnsDemo.build/MSDKDnsDemao-LinkMap--.txt
Debug build/MSDKDnsDemo.build/Debug-iphoneos/MSDKDnsDemo.build/MSDKDnsDemo-LinkMap--.txt
Release & build/MSDKDnsDemo.build/Rel iphoneos/MSDKDnsDemo.build/MSDKDnsDemo-LinkMap--.txt
Perform Single-Object Prelink No B
Prelink libraries
Preserve Private External Symbols No B
Quote Linker Arguments Yes B

Re-Exported Framework Names

Re-Exported Library Names

Re-Exported Library Paths

Runpath Search Paths e bl s misi s B oEE e e DS TR T s e

Separately Edit Symbols No H
Single-Object Prelink Flags

Symbol Ordering Flags

Unexported Symbols File

Write Link Map File No H

~ Linking - Mergeable Libraries

Setting MSDKDnsDemo
Build Mergeable Library No H
Create Merged Binary No 3

SDK #1456
1. 3IA SDK sk3z#t

Objective-C

#import <MSDKDns_C11/MSDKDns.h>

port "MSDKDns_C11/MSDKDns.h"

2. BORARG:

jective—C

/1 o XAERIN TR A :
DnsConfig config = {

.dnsId = dnsi®fid, // MEABHMRESAZEHSHIRE, JSE L plES 8E, Sl £ LHiE

.dnsKey = Q"INEEZEA",
.encryptType HttpDnsEncryptTypeDES,

.debug = YES,

IRIRERE: BR=ITE (1bF) BRSEAE $£12 #51;
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[ [MSDKDns sharedInstance] initConfig: &config];

// o MERLAMERINT AR :

DnsConfig *config

new DnsConfig();

config->dnsTd = dnsi#fRid; // MEEHRBFESASESISHIRE, ASE XX FHiES EE, SR T LAfE
config->dnsKey = Q"INZZEEA";

config->encryptType HttpDnsEncryptTypeDES;

config->debug = YES;
config->timeout 200

Yy

[ [MSDKDns sharedInstance] initConfig: config];

Swift

let msdkDns = MSDKDns.

msdkDns?. (with:
"dnsId": "dns$Etid",
"dnsKey": "INZEA",
"encryptType": O,

Ao ER:
iOS 9 SIANT#FMH App Transport Security (ATS) , ¥FIEER App AMEFIEHRER HTTPS Y.
SDK #iakram=Zr iz E DES 1 AES (2#(: encryptType) , {ERNEETF HTTP BIMEHF, FEHDRE, F2ER
HTTPS, FRUAEZRINSHER, BFUT:
£ Info.plist X{iRMNXES: M NSAppTransportSecurity 28 Dictionary, £ NSAppTransportSecurity Tl
NSAllowsArbitraryLoads 28 Boolean, {&i&} YES .

BAIGE

© g:
M SDK 5=3EN HTTPDNS, & HTTPDNS REGRIBFER, SIEE LocalDNS RIRRITER, FRLAZESHAFBMIERRE
HTTPDNS #EARIN,
BE4SIE
FiE SDK it B (88 DnsConfig # debug 73 YES ) , $£ZI3TEIRY api name:HDNSGetHostByName, data: { ... } HF, H&&

HTTPDNS ( B#&LJ hdns_ip) #1 LocalDns ( HE L Idns_ip) X, "ABAEAR SR
» key 73 hdns_ip k92 HTTPDNS A icRHIEHERE.

» key 73 hdns_4a_ips 92 HTTPDNS AAAA iCRIIBEITER
« N2 hdns_ip 5k hdns_4a_ips 7%, WiHABENREI.
o key 7 ldns_ip £92 LocalDNS RIfRITER .

HEEEm

o MEFIRAIWSES host HB7E, BINAFET host B HTTP BRSZHER cdn BIARSS, BBATER HTTPDNS iREIRY IP &ifE URL HAIESLL
&, BREEET HTTP %89 host FER. RHIUNT:

NSURLConnection

NSURL *httpDnsURL = [NSURL URLWithString:Q"{EPRfRTLEEER i pHHERIURL ] ;

float timeOut iﬁ%ﬂ’ﬂ»’fﬁﬂﬁﬂﬂl’ﬂ,

IRIFRE: BR=ItE (It ) BRSEATF $13 #51:m


https://developer.apple.com/library/prerelease/ios/releasenotes/General/WhatsNewIniOS/Articles/iOS9.html#//apple_ref/doc/uid/TP40016198-DontLinkElementID_13
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NSMutableURLRequest *mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL

cachePolicy:NSURLRequestUseProtocolCachePolicy timeoutInterval: timeOut];

[mutableReq setValue:Q"JFIH#{" forHTTPHeaderField:@"h Wl g

NSURLConnection *connection = [[NSURLConnection alloc] initWithRequest:mutableReq
delegate:self];

[connection start];

NSURLSession

NSURL *httpDnsURL = [NSURL URLWithString:Q"{EFEMBITER 1 pHHERIURL 1 ;

float timeout = IZEAIEEAIATIE;

NSMutableURLRequest *mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL
cachePolicy:NSURLRequestUseProtocolCachePolicy timeoutInterval: timeOut];

[mutableReq setValue:Q"/FElf#R" forHTTPHeaderField:@"host"];

NSURLSessionConfiguration *configuration = [NSURLSessionConfiguration
defaultSessionConfiguration];

NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delegate:self
delegateQueue: [NSOperationQueue currentQueue]];

NSURLSessionTask *task = [session dataTaskWithRequest:mutableReq];

[task resume];

curl

ERIREZEAIE www.qq.com, B HTTPDNS ##triiskad IP 59192.168.0.111, BAEZATAiFRE:

m" http://192.168.0.111/aaa.txt.

Unity B WWW #0

string httpDnsURL = "{ERREIREER i pHHEAIURL";

Dictionary<string, string> headers = new Dictionary<string, string> ();
headers["host"] = "[EiHF";

WWW conn = new WWW (url, null, headers);

yield return conn;

if (conn.error != null) {

print (" ) i S 5 :"+ conn.error) ;

+ conn.text);

AFNetworking

NSURL *httpDnsURL = [NSURL URLWithString:@"{EPfEITLEEER i pHHERURL ] ;

IRIFRE: BR=ItE (It ) BRSEATF 14 #H51)
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float timeout = IZEAIEEAIATIE;
NSMutableURLRequest *mutableReq = [NSMutableURLRequest requestWithURL:httpDnsURL

cachePolicy:NSURLRequestUseProtocolCachePolicy timeoutInterval: timeOut];
[mutableReq setValue:@"[BEld#B" forHTTPHeaderField:Q@"h T g

NSURLSessionConfiguration *config = [NSURLSessionConfiguration defaultSessionConfiguration];

AFHTTPSessionManager* sessionManager = [[AFHTTPSessionManager alloc]
initWithSessionConfiguration:config];
sessionManager.responseSerializer = [AFHTTPResponseSerializer serializer];
NSURLSessionDataTask* task [sessionManager GET:originalUrl parameters:nil headers:nil
progress:nil success:” (NSURLSessionDataTask * _Nonnull task, _Nullable responseObject)

NSString *responseString = [[NSString alloc] initWithData:responseObject
encoding:NSUTF8StringEncoding];

NSLog (@" @ 1 : %0 error: 1 responseString) ;

failure:” (NSURLSessionDataTask * _Nullable task, NSError * _Nonnull error) {
NSLog (@" 1 = H o error: %Q", error);

[task resume];

o MNAMZEEAT HTTP K, WNERAT HTTP 18, BINAZE[ER HTTPDNS &/ .

— (BOOL) isUseHTTPProxy {

CFDictionaryRef dicRef = CFNetworkCopySystemProxySettings () ;

const CEFStringRef proxyCFstr = (const CEFStringRef)CFDictionaryGetValue (dicRef, (const
void*) kCFNetworkProxiesHTTPProxy) ;

NSString *proxy = (__bridge NSString *)proxyCFstr;

if (proxy) {

turn YES;

SDK #&OfAscke

API &0

SDK AP| #0EHFESELITE:
o |0S SDK API #0

SDK stHl#iE

SDK SEMEETASELATRG:
e HTTPS (3E SNI) %=

e HTTPS (SNI) %%

o WKWebView i

o Unity TI2EA
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https://cloud.tencent.com/document/product/379/77756
https://cloud.tencent.com/document/product/379/77757
https://cloud.tencent.com/document/product/379/77759
https://cloud.tencent.com/document/product/379/78324
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O BHS
|0S SDK API £

BiFEFHE: 2025-04-1116:27:32
REVSESER
PRIEN

typedef enum

typedef struct DnsCon
int dnsId;
NSString* dnsKey;

NSString* token;

NSString* dnsIp;

debug;
int timeout;
HttpDnsEncryptType encryptType;
ype addressType;

g* routelp;

httpOnly;

r minutesBeforeSwitchToMain;

enableReport;

IRIFRE: BR=ItE (It ) BRSEATF

r retryTimesBeforeSwitchServer;

BafEtt HTTPDNS
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(BOOL) initConfig: (DnsConfig *)config;

(BOOL) initConfigWithDictionary: (NSDictionary *)config;

(void) WGSetPreResolvedDomains: (NSArray *)domains;

WGSetKeepAliveDomains: (NSArray *)domains;

WGSetIPRankData: (NSDictionary *)IPRankData;

(void) WGSetExpiredIPEnabled: (BOOL)enable;

(void) WGSetPersistCacheIPEnabled: (BOOL)enable;

(void)clearHostCache: (NSArray *)hostArray;

IRIFRE: BR=ItE (It ) BRSEATF 17 51|
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o ER:
o HTTPDNS SDK 12t EMFT RS, EIURIEIFERIEER, hallIEEER, aESEBITRIIERAIIRAYEE.
o ALAEIEE (void) WGSetExpiredIPEnabled: (true)enable;
(void) WGSetPersistCacheIPEnabled: (true)enable; SELIM M DNS £1%F,

O MR EERAEFHRRENEFNREE . SANEFESE L—RBTERFRISEST, £ App B, SAEZNEIFEFRE
&R

O FEERAERF P IAEH IP (TTLEH) , ZIMEERT AFEREH 1P, FWAEE TTL 38, XSHERTZ IP BEESE
. MEREEFITHER, RRSSRERTKRS, BREF.

O &M DNS EEFEEXERSS (XEEF) i, TiEGHER, EEO0;0, AIBAEREREETIRS, ERERF. ERBZEES
BT LocalDNS M, #ZMEZBNESTRETIRSS (void) WGSetPreResolvedDomains: (NSArray *)domains; o

O fRW DNS A ERNSNEREM DNS 5, FMEFHENR (10 WIFi/4G iR ) FeMRSEFNENR.
O WMRSHNSSIMEMRITER IP ANIE, FAREASFIESIRERRE, TRWTERW DNS L8k,

~HICE

EOERSRG):
« 7£ Objective-C IHEH,

DnsConfig *config = new
config->dnsId = dns#SiRid;
config->dnsKey = Q"INZZEA";

config->encryptType = HttpDnsEncryptTypeDES;
config->debug = YES;
config->timeout = 2000;

[ [MSDKDns sharedInstance] initConfig: config];

o £ Swift INB .,

1e msdkDns = MSDKDns.
msdkDns?. (with:
"dnsId": "dns#Etid",

"dnsKey": "fIEFEZ4A",
"encryptType": O,

EEs RO

REY IP HBLATAMED, SIALY, EREREONT ., #EEL, SXTREBESMNESR.
o ELEO

O BEAEf WGGetHostByName:;

o BEE (IREEA IP) WGGetHostsByNames:;

o #itEE8 (BEIFFE IP) WGGetAllHostsByNames:;

A FEE:
AiEOLRE, ENEFEEPRABRSENEIREED,

o BOEO
o A& WGGetHostByNameAsync:returnips:;
o EEE (GREEA IP) WGGetHostsByNamesAsync:returnlps:;
o #tEEF (IREFFAE IP) WGGetAllHostsByNamesAsync:returnips:;

IRIFRE: BR=ItE (It ) BRSEATF 18 #51:|
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BB T
o BAENR: BESEOEE NSArray, BEKER2, HPE—MER IPv4 itht, EZMER IPV6 itthit. LATIEEHEUHIEMRIEA :

O IPv4 T, {UERE IPv4 ttbhit, BlREREH: [ipv4, 0].

O IPv6 F, {URE] IPv6 ik, BlREREN: [0, ipv6].

O WHEMET, REIREFE IPvA&IPV6 (INREFE) Hett, EREE#E=7: [ipv4, ipv6].
O R, BE[0, 0], Y SEFHiAA WGGetHostByName #EMBIT

o SR (GREERA IP) : #tEEFIEZNOIEE NSDictionary, key A&EifIES, value 3 NSArray, BEKEHR2, HitsE—MER IPv4
iohit, SEZ/MEH IPv6 Hlik, LAT9iREEATiEMiIAD

O IPv4 T, {UEE! IPv4 itbht, BMEEHER7: {"queryDomain": [ipv4, 01},

O IPv6 T, {EE! IPv6 itbht, BIMEEHER7: {"queryDomain": [0, ipv6]}.

O WEMET, RERRITE IPv4A&IPv6 (INSREFE) ik, BLRERNA: {"queryDomain" : [ipv4, ipv6]}.
O fRtTEY, IREN{"queryDomain" : [0, 0]}, WS3E3REAA WGGetHostsByNames #0801,

- HtEE GEERE IP) © #tEEi9iENRE NSDictionary, key AZEifIiE=, value J3 NSDictionary, B&%4 key (ipv4.
ipv6 ) , XRIAY value 73 NSArray 35, RREIEipvA/ipve MRITER IP. LT AIREEATEMiRR:
BEEX7: {"queryDomain" : { "ipv4": [1, "ipv6": [1}}.

© 58
WTRESIPveERE:
o {EF IPVG HBhbi#iT URL i5ERAT, TRMBAIES] BHTIE, FIAN: nhttp://[64:££9b: :b6fe:7475]1/ o

o 30 1Pv6 ititit790, NIEREER IPv4 tilibi&EE .
o 30 1Pv4 ititik590, WEREER IPv6 thlibi&EE .
o 30 IPv4 F1 IPv6 HItERARJ90, NERZEFImRERSSERBMBILHITIERR, ER5AEHIHER MRS RIET S — bt

o fEF SDK 5=UEAN HTTPDNS, # HTTPDNS REMZIMBTER, NWiEE LocalDNS #{TiH&/#4r, &E LocalDNS KIfEFLS
o

REEirED

EOSKR

WGGetHostByName. WGGetHostsByNames.
#gO=m

— (NSArray *) WGGetHostByName: (NSString *) domain;

(NSDictionary *) WGGetHostsByNames: (NSArray *) domains;

R
BTG

IRIFRE: BR=ItE (It ) BRSEATF 819 #51:|
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NSString* urlString = @"https://w

NSURL* url = [NSURL URLWithString:urlString];

NSString* originHost = url.host;

NSArray* result = [[MSDKDns sharedInstance] WGGetHostByName: originHost];
NSString* ip = nil;

if (result && result.count > 1) {

if (![result[0] isEqualToString:@"0"]) {

ip result[0];
else {

= [NSString stringWithFormat:@"[$@]", result[1l]];

if (originHost.length > 0 && ip.length > 0) {
NSString* originUrlStringafterdispatch = [url absoluteString];
NSRange hostRange = [originUrlStringafterdispatch rangeOfString:url.host];
NSString* urlString = [originUrlStringafterdispatch
stringByReplacingCharactersInRange:hostRange withString:ip];\
url = [NSURL URLWithString:urlString];

NSDictionary *ipsDict = [[MSDKDns sharedInstance] WGGetHostsByNames: @[Q@"gg.com",
NSArray *ips = [ipsDict objectForKey: (€"gg.com"];
if (ips && ips.count > 1) {

NSString *ipv4 = ips[0];

NSString *ipv6 = ips[1l];

if (![ipv6 isEqualToString:@"0"]) {

else if (![ipv4 isEqualToString:@"0"]) {

SRRSO

EO&W

WGGetHostByNameAsync. WGGetHostsByNamesAsync.
gO=m|

WGGetHostByNameAsync: (NSString *) domain returnlIps: (void (”) (NSArray *ipsArray))handler;
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*

(void) WGGetHostsByNamesAsync: (NSArray *) domains returnlIps: (void (”) (NSDictionary

ipsDictionary) )handler;

HULH

A EE:
WEARIEESER, {EE—MiARAR .

i

FHRERTIRARRE, SRER, BTERRE.
o s AIRIEEXIEREPEEETIREERBITHE T RAERIRF.

o R REEAONGERRSEORESR

I

[ [MSDKDns sharedInstance] WGGetHostByNameAsync:(@"qgg.com" returnIps:” (NSArray *ipsArray)

if (ipsArray && ipsArray.count > 1) {
NSString *ipv4 = ipsArrayl[0];
NSString *ipv6 = ipsArrayl[l];
if (! [ipv6 isEqualToString:@"0"]) {

(! [ipv4 isEqualToString:@"0"7]) {

H1;

[ [MSDKDns sharedInstance] WGGetHostsByNamesAsync:(@[CE"gg.com", @"dnspod.cn"]
returnlIps:” (NSDictionary *ipsDict) {

com"];

NSArray *ips = [ipsDict objectForKey: @"qqg.

if (ips && ips.count > 1) {
NSString *ipv4 = ips[0];
NSString *ipv6 = ips[1l];
if (![ipv6 isEqualToString:@"0"]) {

(! [ipv4 isEqualToString:@"0"7]) {

IRIFRE: BR=ItE (It ) BRSEATF
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2

KRS, JEERSIEFER, MEERF, U result 7 nil,

o e XNTFREREEAEFEERNWS, AT, IXFES, ERSFNEFERBITRENERIFE, S2METRSEOPBEITER
AIRER#EE 100ms BIER .

o BRe: E—IRIERES, result —ES nil, BASIEMLEESIE,

__block NSArray* result;
[ [MSDKDns sharedInstance] WGGetHostByNameAsync:domain returnIps:” (NSArray *ipsArray) {

result = ipsArray;
I
/I TRE S, EESHEFER, WEEF, W result A nil

if (result) {
// ZFRVEFER, HITEREE

else {

/I BREREER, WSAERIRER
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|OS SDK SER#i=
HTTPS (3E SNI) 5=

EIEE#ATE: 2024-03-19 15:51:31

R

ERTIEBRIGAT, 18 |P SigmERNES, BHITIEBIEIE,
Demo =6l

NSURLSession #0056

= SecTrust NSString

NSMutableArray *policies =
if (domain) A
[policies addObject: (__bridge_transfer
gRef)domain) ] ;
else {
[policies addObject: (__bridge_transfer

es (serverTrust, (__bridge CFArrayRef)policies);

TrustResultType result;

ccTrustEvaluate (serverTrust, &result);

rn (result == result ==

— (void)URLSessi sion *)session task: ( *)task didReceiveChallenge:

(NSURLAuthentication *)challenge completionHandler: ( (™)
(NSURLSessionAuthChe engeDisposition disposition, NSURLCredentia __nullable
credential))completionHandler {

if (!challenge) {

return;

NSURLSessionAuthChe geDisposition disposition =
NSURLSessionAuthCha engePerformDefaultHandling;

’

NSURLCredential *credential = nil;

ring *host = [[self.request allHTTPHeaderFields] objectForKey:Q@"host"];
('host) {

host = self.request. .host;
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if ([challenge.protectionSpace.authenticationMethod
isEqualToString:NSURLAuthenticationMethodServerTrust]) {
if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host]) {
disposition = NSURLSessionAuthChallenc
credential = [NSURLCredential
credentialForTrust:challenge.protectionSpace.serverTrust];
} else {
disposition = NSURLSessionAuthChallenc

disposition = NSURLSessionAuthChallengePerformDefaultHandling;

(disposition, credential) ;

NSURLConnection #0561

#pragma mark - NS
( yevaluateServerTrust: (SecTrustRef) serverTrust forDomain: (NSString *)domain {

NSMutableArray *policies =
if (domain) {
[policies addObject: (__bridge_transfer
ingRef)domain) ];
} else {
[policies addObject: (_ _bridge_transfer

ies (serverTrust, (__bridge CFArrayRef)policies);

~sultType result;
TrustEvaluate (serverTrust, &result);

rn (result ==

(void) connection: (NSURLConnectio *)connection willSendRequestForAuthenticationChallenge:
SURLAuthenticationChallenge *)challenge {

if (!challenge) {

urn;

ring *host = [[self.request allHTTPHeaderFields] objectForKey:@"host"];

('host) |

host = self.request. .host;
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if ([challenge.protectionSpace.authenticationMethod
isEqualToString:NSU s ticati

if ([self evaluateServerTrust:challenge.protectionSpace.serverTrust forDomain:host])

ntial *credential [NSURLCredential

credentialForTrust:challenge.protectionSpace.serverTrust];

[[challenge sender] useCredential:credential forAuthenticationChallenge:challenge];

[[challenge sender] cancelAuthenticationChallenge:challenge];

[[challenge sender] continueWithoutCredentialForAuthenticationChallenge:challenge];

Unity 89 WWW £0O0561
18 Unity Ti2S5 Xcode Ii2F, JH Classes/Unity/WWWConnection.mm 34, (S FiR{X:

//const char* WWWDelegateClassName =

const char* WWWDelegateClassName =

const char* WWWDelegateClassName =

//const char* WWWDelegateClassName
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HTTPS (SNI) a5

RIEEFAYE: 2025-04-1116:27:32

SNI ( Server Name Indication ) A7 ER— M RSFEASMEZILEB SSL/TLS B, TIERENT:

o EEZTIIRS SR SSL EHEZRISREESTiL=NES (Hosthame) .

o IRESEBRIEXMEZIRE—MEISHER .
Eigigigeh, LZPixER HTTPDNS @&, 5K URL Ry host £4EHEA HTTPDNS fBTHRAY IP, SEBRSEIFENZINIE S AR
589 1P, FTixHFICERAES, REEREZGAMERHETIRE, FRIASHI SSL/ITLS EFARINAIER

HTF i0S LEMZEE NSURLConnection/NSURLSession igGiRitEO#H1T SNI FERAYEE, ELATLIERER NSURLProtocol $Z&M4%
iBK, #ARERA CFHTTPMessageRef 8J& NSInputStream fli#1T Socket &S, HigEH kCFStreamSSLPeerName B{&,

Paf S

O FE:
o AHHEHET SNIZET HTTPDNS £HMEEHR, RARBIEE LEFREERRE. EEAZH, BIIBEFRHITEHRER
B, UREA RN SENESIRE.
o MRF[ESETRA, EaJLA2E MSDKDnsHttpMessageTools i iEf3 , ARIBUSER#HTERHER.

HTTPDNS iOS SDK 2t T MSDKDnsHttpMessageTools. MSDKDnsHttpMessageTools 2 HTTPDNS iOS SDK &F
NSURLProtocol #3#9 Protocol. MSDKDnsHttpMessageTools 4% T NSURLProtocol, AILAEEIZE NSURLSession HiYiE
K. MSDKDnsHttpMessageTools HiEETWGGetHostByName 75i%, F#Bz#§ IP #1T URL Eifl HOST sLigl, EH
MSDKDnsHttpMessageTools & BEi#t{TiH&ER. MSDKDnsHttpMessageTools R 7T BHEX NSURLProtocol f#ERBkY
CFNetwork EINEESIR, i BIEZRIET,

K5

SEARGULEBE Demo B SNIViewController.m =,

registerClass: [MSDKD

ring *originalUrl = @"your url";
*url = [ URLWithString:originalUrl];

NSMutableURLRequest *request = [[NSMutableURLRequest alloc] initWithURL:url];

self.connection = [[NSURLConnection alloc] initWithRequest:request delegate:self];

[self.connection start];

figuration *configuration = [NSURLSessionCo tion defaultSessionConfiguration];

SArray *protocolArray = @[ [MSDKDnsHttpMessageTool

configuration.protocolClasses = protocolArray;

NSURLSession *session = [NSURLSession sessionWithConfiguration:configuration delegate:self
delegateQueue: [NSOperationQueue mainQueue]];

self.task = [session dataTaskWithRequest:request];

[self.task resume];

*config = [NSURLSessionC iguration defaultSessionConfiguration];
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https://developer.apple.com/documentation/foundation/nsurlprotocol
https://github.com/TencentCloud/httpdns-sdk-ios/blob/master/HTTPDNSDemo/MSDKDnsDemo/SNIViewController.m
https://github.com/DNSPod/httpdns-sdk-ios/blob/master/MSDKDns/MSDKDnsHttpMessageTools.m

*protocolArray = Q[ [MSDKDnsHttpMessageTool
config.protocolClasses = protocolArray;
AFHTTPSessionManager* sessionManager = [[AFHTTPSessic

initWithSessionConfiguration:config];

sessionManager.responseSerializer = [AFHTTPResponseSerializer serializer];

NSURLSessionDataTask* task = [sessionManager dataTaskWithRequest:request
uploadProgress:” (NSProgress * _Nonnull uploadProgress) {

NSLog (@"update upload progress %@", uploadProgress.description);
} downloadProgress:” (NSProgress * _Nonnull downloadProgress) {

1

NSLog (@"update download progress %@", downloadProgress.description);

} completionHandler:” (NSUR sponse * _Nonnull response, id _Nullable responseObject,

_Nullable error) f{

BafEtt HTTPDNS

NSLog (@"request complete response: %@ : %Q", [NSString stringWithFormat:@"%Q@",

responseObject], error);

[task resume];

{EFiRAR

FRANTRORESE SN TS

#pragma mark =, {NER—IXEA, 22 RER

- (void) WGSetHijackD« rray: (NSArray *)hijackDomainArray;

*)noHijackDomainArray;

o WMRETBTEEHMEETIR, WRSESGEZSERFIRPR HTTPS i5K, Bt Mt
o MRETATEIZHNERIIR, WASESMEZHRFIRFPR HTTPS i5K,

O FEE:
ZiYER WGSetHijackDomainArray =& SNI S THIES, Bei=EsHtaS NS,

IRIFRE: BR=ItE (It ) BRSEATF
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WKWebView Ei%

ERIEEFAYE: 2025-04-1116:27:32

Paf S

k75 22(ER NSURLProtocol #2&iak, Bia$E:
1. i@ WKWebView B9FAF API it scheme, {RiIE NSURLProtocol alLliZ&; WKWebView HAJEK

2. {RIBEERMSEREBIEIERK.
3. R WKWebView.loadRequest M&iExK .

PRt

526 i0S SDK A o
KRG

o ER:
o AMHEHEHT WebView 12T HTTPDNS £RENSESE, RHIKBIEE LEFRBERKE, ERAZE, BIBENEFTSIFGER
XHERE, RERSRNEEETSE0NESIRE,
o MBEESETRA, EAILSE MSDKDnsHttpMessageTools B9 iFiZ , ARIBISER#TERHER.

SEITRHIEEBE Demo B WebViewController.m w1,

registerClass: [MSD

tring (@"WKBrowsingContextController");
String (Q"registerSchemeForCustomProtocol:") ;

([cls respondsToSelector:sel]) {

[cls performSelector:sel withObject:@"http"];

[cls performSelector:sel withObject:@"https"];

[self.wkWebView loadRequest:request];
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https://cloud.tencent.com/document/product/379/77755
https://github.com/TencentCloud/httpdns-sdk-ios/blob/master/HTTPDNSDemo/MSDKDnsDemo/WebViewController.m
https://github.com/DNSPod/httpdns-sdk-ios/blob/master/MSDKDns/MSDKDnsHttpMessageTools.m

@ H%‘fﬁ_ﬁ BafEtt HTTPDNS

Unity TiEEA
REEFAYE: 2025-05-22 14:38:42

RIERAFRA

1. AR .
2. ZEE,

RMES TR

1. ¥ HITPDNSUnityDemo/Assets/Plugins/Scripts TFHJ HttpDns.cs M{4HEMNE) Unityi{tr\_\‘z Assets/Plugins/Scripts R TFo

2. EEERTEZMETAIERS, AR HttpDns.GetAddrByName (string domain) BN&
HttpDns.GetAddrByNameAsync (string domain) Fi%e

O W{EMRE$HEN HttpDns.GetAddrByName , ELiEEMAEOARIN,

O WMRFEAFLEEDO HttpDns.GetAddrByNameAsync , @ EMAFRE] onDnsNotify (string ipString) , EHREBEIEHEN
FHEGRINAN TR RS :

string[] sArray=ipString.Split (new char[]
if (sArray != null && sArray.Length
if (!sArray[l].Equals("0")) |
//MERRIN: 3 1pve HHUMFERY, (ASEER 1pve Hullt
//Topo M TPve Hblib#HTT UrRL EERY, EEAEIU, WINGES [ EHTRE, FI:

http://[64:££9b: :b6fe:7475]/

} else if(!sArray [0].Equals ("0")) {
//fE 1Pva HBhbETTIERE

l else {

// REBREEB0, 0, BINEIX—IR

HttpDns.GetAddrByName (domainStr) ;

3. 18 unity T#2{18H xcode TH2/5, #RERLL RESCH, SINRRBIKHEIE.

4. %8 HTITPDNSUnityDemo THJ MSDKDnsUnityManager.h B MSDKDnsUnityManager.mm MFSAEIITER, FEUTHSERES Unity
RIFRIEY GameObject BMREIFREBZIHF—, MTEFRR:
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https://cloud.tencent.com/document/product/379/77755#.E5.89.8D.E6.9C.9F.E5.87.86.E5.A4.87
https://cloud.tencent.com/document/product/379/77755#.E5.AE.89.E8.A3.85.E5.8C.85.E7.BB.93.E6.9E.84
https://cloud.tencent.com/document/product/379/77755#6a75897d-9176-410c-a6b9-d08ab9f96901

@ H%‘fﬁ_ﬁ BafEtt HTTPDNS

B @ Unity-iPhone | | Classes | h MSDKDnsUnityManager.n ' No Selection
i
// MSDKDnsUnityManager.h
// MSDKDns
1

// Created by fu chunhui on 16/7/25.
// Copyright ® 28164 Tencent. All rights reserved.

4 Unity T #2634 iz (o138 44 Game Object &1
#ifndef MSDKDnsUnityManager_h
#define MSDKDnsUnityManager_h

|#define UnityReceiverObject "ClickObject" I
DNS.ne

Pinterface MSDKDnsUnityManager : NSObject

—- (NSStringx)GetHostByName: (const chark) domain;
+ (id) sharedInstance;

Pend

#endif /% MSDKDnsUnityManager_h x/

void WGGetHostByNameAsync(const charx domain){
[ [MSDKD!

if (ipsArray &% ipsArray.count > 1) {
NSStringx result = [NSString stringWithFormat:Q@"%@;%Q",ipsArray[@8], ipsArray[11];
char* resultChar = MakeStringCopy([result UTF8Stringl);
UnitySendMessage(UnityReceiverObject, "onDnsNotify", resultChar);

} else {
char® resultChar = (chark)"9;0";
UnitySendMessage(UnityReceiverObject,| "onDnsNotify",| resultChar);
H; A ST
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Android SDK 344
Android SDK &Z#H&h®

EIEE#AEGE: 2025-02-17 16:42:02
FXNE Android SDK R FEHHZIARIRAEE, EFETH® SDK HXER.
SDKER

SDK &1 BN =BahfEt HTTPDNS Android SDK
SDKIRIRSRIARETR BR=IE (165 ) BIREEAE

(EFRBERIEEGR PRSI EEAMRRIENS . BRI E RR R RRR
SDK &R { SDK tRiEZEA )

SDK [EFABIER (#2ahfEtr HTTPDNS SDK A AE2 RPN )

SDK &#{EFER (R =i HTTPDNS Android SDK &#l{EFER )

TR

a5 RS Ttk FECE Demottbiit #EAEEI

Android Android SDK &=#iR48 ﬁtndrmd SDK FFReRth Android Demo it Android SDK &EA

K&
v4.10.1 (2025¢28178)

SDK i&kczl APl 34, F#EZR/IERA API 21,
Ihgeliiit & Bug 18S.

v4.10.0 (2024£11806H)

FHBENSHIENERSS IP, RSIRSZEREES.
IhgEMRAL

v4.9.2 (2024££07H30H)
e

v4.9.1 (2024££05808H)
ThaEHH & Bug 188,

v4.9.0 (2024£03H819H)
g & Bug 188,

v4.8.1 (2024£F01824H)
TIRERA

v4.8.0 (2023£F12A15R)

BRI
RIS
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https://cloud.tencent.com/document/product/379/12544
https://cloud.tencent.com/document/product/379/72015
https://cloud.tencent.com/document/product/379/104867
https://github.com/TencentCloud/httpdns-sdk-android/releases
https://github.com/DNSPod/httpdns-sdk-android
https://github.com/DNSPod/httpdns-sdk-android
https://github.com/TencentCloud/httpdns-sdk-android
https://cloud.tencent.com/document/product/379/78132

O BT

v4.7.0 (2023£F10827H)

G EREEN R B EFRED,
fEtrisEAE EIREZE,
Iheelfitt o

v4.6.0 (2023¢E088H28H)
http fETERSZIFIREEE,
SR ERML .
IhEelfitt o

v4.5.0 (2023¢E07B06H)

dnsip (HTTPDNS fgs5 IP) SDK REBREE, TERAFES.
2#5 ECS IP E2&.

BRI .

¥T1& (beacon) F£.

v4.4.0 (2023£F£05823RH)

SDK i8R LIRAIT 21T, ERAEFERITEERER. FITE LRIRS (beacon) BT, BINRRIDE.
g ERRR SDK.
IhREMRA

v4.3.0 (2022¢£09806H)

MIBAIHERTETERS, AENRETZE.
B AHFiERED .
IhREMRA

v4.2.0 (2022£F08815H)

¥RiE IP (iEThEE.
Iheefiit.

v4.1.0 (20225£07H12H)

MBEFEMRIFRINEE .
REAFASEEMAL o

v4.0.1 (2022££05810H)
KRB
v4.0.0 (2022££03818H)

IBnSHEEER. BEXERE (IPV4, IPV6) .
FrEFiEaed . FEKiA localdns RRMETEENS o

v3.9.0 (2022£F02H23H)
RIS
v3.8.0 (2021£F12H29H)

1EINEFBRSS -
BREZEMM

IRIRERE: BR=ITE (1bF) BRSEAE
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2 Eﬁiﬂﬁ Bt HTTPDNS

v3.7.0 (2021£F06 H25H)

i2{ IPv4. IPv6 BEM@BTIEO,
X£[% SSID E8RE,

v3.6.0 (2021££05825H)
YistEEAURSHINESR (AES. HTTPS. DES) .
v3.5.0 (2021££04B16H)
ThEElfit .
v3.3.0 (2021££01805H)
{SRBIR1L .
v3.2.5 (2020£10822H)
{8 Bug.
v3.2.4 (2020506 822H)

€ Bug.
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Android SDK &EA

ERIEEFAYE: 2025-04-17 10:57:12

223

BahfiEtT HTTPDNS {ERBEhEEEMATE DNS it —NMBERBRAE, TEBMRTIAT/LETR:
o LocalDNS #hi%/#E

o LocalDNS AEAR

#ahfiEtr HTTPDNS B9 Android SDK, FEiZHTEFEER HTTPDNS RS SBIFNESEEIEE:
o SDK fEit TSI B RRAT, @SB EhRET HTTPDNS IRSBBEAIESMITESR, RiKER FTNEBIET HTTPDNS IRESF0IH, NER
LocalDNS f#th4ER,

o BaifET HTTPDNS BRSSIRERISSFINERSIETEXE TTL 52, SDK SEMZERHTHEET HTTPDNS B ERNETEE,

© ixA8:
#2ahiEtr HTTPDNS [RSBESEANRES N £FEHRGSAEREIE-HTTPDNS RS1FM# o
BUREES

1. FHESENEET HTTPDNS fRSS, HEBER FERaET HTTPDNS .
2. RBHERE, ERESNET HTTPDNS EH&RMBNESEATERER, #HSSR iFniEE o

SDK &AM

© #Re8:
HUEEN, B2 SDK HEEAN
A HTTPDNS SDK
HiES|\aard

1. XY #Ehf#tr Android SDK o
2. aar 83|\, 8§ HttpDNSLibs\HTTPDNS_ANDROID_xxxx.aar (ENZERNFA libs HR{E .
3. £ App moduleff§ build.gradle {4/, FHINMTFES:

© #eg:
V4.3.0EVA.8 ARAGINT AHEIEFERE room, BE2ETHRBEINEXKS . V4.9.0REERATEBLIE,

android {

repositories {

flatDir {

dirs 'libs'

dependencies {
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https://cloud.tencent.com/document/product/379/54577
https://cloud.tencent.com/document/product/379/54588
https://github.com/tencentyun/httpdns-android-sdk
https://cloud.tencent.com/developer/article/1035562
https://cloud.tencent.com/document/product/379/12544

BafEtt HTTPDNS

implementation "androidx.rc

}

mavenFiRE T
1. BB A pom3H-KiEs

io.github.dnspod
httpdns-sdk
4.4.0

aar

io.github.dnspod
httpdns-sdk
4.4.0-intl

aar

A EE:
HTTPDNS SDK V4.4.03%Z#5EFrut7SDK, {#ERMKRAREEEEE HTTPDNS EffibGEHEHIKE, #EE2R ElFbGEN
X o

BURECE
o 1£ AndroidManifest.xml sFsIneR

RMERSEERS

App targetSdkVersion = 28(Android 9.0)BER T, RRBIAFRARIF HTTP REEER, i#1BESN Opt out of cleartext traffic
WMEMIACRIRHRER desHttp() 5 aesHttp() BN, FEEMALKE AndroidManifest.xml XTI application A TFHINESE, &
N EBTEREEY, BREWNT:

o f£ AndroidManifest.xml 3{4HEiE
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https://developer.android.com/training/articles/security-config#Opt%20out%20of%20cleartext%20traffic
https://www.tencentcloud.com/document/product/1130/44473
https://www.tencentcloud.com/document/product/1130/44473

@ H%‘fﬁ_ﬁ BafEtt HTTPDNS

o XML BR TR network_security_config.xml &34 .

SDK #1456
WA EEIRSS (4.0.0MRFFFIESZ)

O FEE:
o HTTPDNS SDK 2SS AAEREE, BWRIBEIFEREDR, tBILIEESER, aESERITRINRIAEIREE.
o AJLLUEIELE setUseExpiredIpEnable (true) #l setCachedIpEnable (true) REEMEIM DNS E7F.
O ZINEEBERAZSESHENERMIBLEE ., FAMEFSR LB ERFRISERM, 7 App Bald, SEIENEIABEFRE
&R,
O FEERERF IP RIAEHEA IP (TTLEHR) , ZIhEEBRT AFEREE 1P, RMAEE TTL 38, XASHIBERTZ IP (BREEEFE
. MERREFNZHER, ANRSREBITIRS, ERERF.

O & DNS EFHEERBEMNES (XEF) i, TiEGPERF, BEO;0, FIMtbaRSREFRTIRS, BENET. TERZIEER
BT LocalDNS %[k, &SRR NEERMTIRSS prelookupbomains (String. .. domainList) o

O IGARM DNS |5, REFFEIDIE (M WIFi/4G 1) FeMREFENR.
O MSRERINLSSIRZARITEER IP MNIE, FIESFIRSIRERRE, TRNTERW DNS 18k,

TEIRENARSSSEGIZ A, AIBEYlaHECE, IRERSI—LEIEE SDK M HRHITERETIEN o

© #58:
[V4.4.0 E%E ] sdkBFELiRgEHHEFIGES, 5 E5E[4IES] .

fig

(Log.VERBOSE)
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5 E H%‘fﬁ_ﬁ BafEtt HTTPDNS

(ipRankItemList)

is, dnsConfigBuilder);

& SDK 5x0#A\ HTTPDNS, & HTTPDNS REiGZIBFTER, NWRE LocalDNS RIRFHTLESR

SDK &AL H
# HTTPDNS SDK MiE#RIFSENBABNSSH HTTP (HTTPS ) MESITRiES, Baskitais ni FRmAR:
- #31: #if URL

it URL #1189 Host &B53152U#RRY URL,, FER#HRI URL #ITRSEIHE.
EXMIMSERT, URL BETHEMNER, WTFHEERIESERNMEER, BHTRSHFSELIE.

o Bx2: Eik DNS
1% HTTPDNS RIS ZTEEEABIMEHIARES, HigsREAREHTREFRR LocalDNS FEM,
O ZMIMEET, FHBEIMIERE URL #1724, RIBETFREEN URL, TREEHTMIMIRSETIE, BREWLSNIERRIMEES
5 DNS scl i,
O DNS #igth AT LliEid Hook RAE MBTEREAIS UK, {8 HTTPDNS SDK WEIEEERRRNSHERERLE, Hook RAES /BT
R RESIERIE T AERIEEL .
FTREMEBEEFIHENG, TS DHRANEANXE (SRIERT ) R&EEM Sample (HttpDnsSample BR) o

Eit URL BABARE

WRETXFRR, MFBEERIMESERNMEER (—RESMESMEEIE— IP IER) , FEHITIINRS . UTAHYERERRFNERES
X, BAHIRAATERNMEEHISIIHMmE.
o HTTP &
MF HTTP iER, FEEIEEREPH Host FEERSHESH[EZEE . Host FRIFANEBSR Hosto

o HTTPS #&
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O HTTPS 287 TLS MYZ LRI HTTP MXBIGHR. 3F HTTPS i3k, AHEEIRE Host FE,.

O fE HTTPS i&XKrh, BELHTT TLS BEF . TLS EFIED, RSHSEECHBFIEBRAFHIIBFSMIAE, Eit, £ TLS EFI
B, bEEHMRS|EXNEZEE . 1 TLS Y, @id SNI ¥ ERIBIPEAEE . SNI I EBIEENBESR Server Name
Indication

AHufEAE HTTP (02

© Re8:
AifER HTTP KIBERT, BINAEMER HTTPDNS #Tis& /.

MTRSAMMEANB A FHITOH:

o Eit URL A
BRI HTTPA.A tisGIE, EER HTTP REERT, SPIRMISERRTPHE LREIRSHRILER . FANERIUSR origin-form .
EMERT (AibERT HTTP K, WSNEREE URL SENT HTTPDNS SDK, HEZREWIRET Host FE) , HTTP {IRiEIL
FB HTTP ISR EIRSHBIY IP E2 (BFRTH ) URESER (Host FRRH) , (EEE HTTP KESNAREENBIRRSHLE
HTTP i5K, NEVRF HTTP RIEMISE, JRSEREEHNRERN Host FRIEBMBIEREY

o i DNS 33|
LA OkHttp MZEEEH B, EAMER HTTP REERT, OkHttp MEEFREM— HTTP i5K URL H89 Host FE#TIHE BT, MRSX
RER HTTP fUI2AY Host #TIEHEM T . AXMERT, BA HTTPDNS igBREX.

EaEE TS, ARFEREMER HTTP E:

val host = Sy =m , ("http

val port = S

if (null '= host && null !

BENIGE
BRSIRIE

% init #O%igE.logLevel(Log.VERBOSE), i3jE TAG A “HTTPDNS” MHE, #&%&Z LocalDns (HE LB Idns_ip)
HTTPDNS ( B L7 hdns_ip ) #xBFR, AILRAMEATIR,
» key 7 ldns_ip B2 LocalDNS KIfEIRER

o key 7 hdns_ip B92 HTTPDNS A icREIEHER .

o key 3 hdns_4a_ips 92 HTTPDNS AAAA icRIIBEITER
o key /9 a_ips HIRIZSBMEORER IPv4 &8,

o key /3 4a_ips HMIRIHBMBITIEORERT IPv6 £5.

5#l LocalDNS #hi§

t&#) LocalDNS #i#5ERT, & App 8BIEETI(E, TLLER HTTPDNS B4&KIHEAN

A EE:
HF LocalDNS ZFEEFNF, &l LocalDNS #{FEARIER, IBRERIE LocalDNS HEFCEEEE . BuLIBEZERNES, 11
MK ER, REBEMR LocalDNS HIRFTER . ISR, SESXEEEA LocalDNS FIBA HTTPDNS BIE.

o {E2it 28 Hosts 324,
O LocalDNS /5ciEidiEEMNEE Hosts XI5 NIRENBIRER
O i@idiEe8 Hosts X4, 1SRG ZBMEEEIRA P, FILMEN LocalDNS #¥5.
O Root H2ERTLAEIEE2HNEE Hosts Xf¥.

o (&2 DNS IRSHEE .
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@ H%‘fﬁ_ﬁ BafEtt HTTPDNS

i@id {22 DNS BRSS2EECE, 1§ DNS IRSBBEE—NFTRHE IP (WBEEMNANS—1 IP) , ALUEHL LocalDNS #5#F,

O tEEERE Wi-Fi BRT, ESRNEEN Wi-Fi BRSRERRPEN IP REHRHSIRE, TLMEXN DNS RSHRE ( FRENBZEMFHIRE
BETREETRE) o

O fEENETZ DNS B9 App k{224 DNS fRS3=EcE (EE2iEE VPN H2i DNS &rISk(ERL DNS RSBHEE) -
HELIRE
PATEMEN HTTP REEiSiaJaflitiTisn

A EE:
= R shin HTTP/HTTPS MEIER (#lE0 Charles/Fiddler) , 2i@id HTTP {IBAX#TINE, FERFIMEIEE HTTPDNS iR
SEFEY, BXRPBFSR FhbER HTTP 12,

o {#M tcpdump #FIME,

O Root A LUEE tcpdump HSME,

O 3ERoot gL, RAFHENETEXNRAINTIE, FLEREIMELER (FENSEFNBSAELEITRE) .
o i&id WireShark MZiM&4

O MF HTTP iER, RAATLMBAXER, BEMEASHEFNMEIER, JUBARLLEFRITERRN IP 257 SDK RER—H.
MTERR:

a4 m @ m RRERAR&»EFEEE AQQE

Soarce. Destination Protocol Length Info
1186 12.565131 10, 162 50. n HITR 294 GET /qz
1369 12.638302  59. .72 10. .162 HITP 633 HTTP/L.

5376 19.147629

5589 19.338995 16, 162 13. 141 HTTP 300 GET /au % »_big. jpy HTTP/1.1
5634 19371582 113 141 1. .162 WITP 799 WITP/L.1 200 0K (JPEG JFIF image)

S6GE 19.307457 10 162 125, .68 HTTP 261 GET /21/2163/216357/21635797_small. jpg HTTP/1.1

2487 21471003 10, .162 120, w140 i 23S M T (TR

520 21491331 1200 140 1. -162 HITP 313 WTTP/L.1 301 Moved Permanen

+ Frame 5371 241 bytes on wire (1928 bits), 241 bytes <aptured (1928 bits)
» Linux cooked capture
» Internet Protocol Version 4, Src: 10.66.232.162, [Dst: 183.3.226.3

» Transnission Contral Protocol, Src Port: 46312, Dst Port: 80, Sea: 1, Ack: 1, Len: 185

o TiTnux; Ur Android 9; ONEPLUS A0 Build/PKQL.186716.801)\r\n
Con A\

Accept-Encoding: gzip\rin

\rin

[Full request URIL: hetp.
IHTTP reque:

8 7

MMB8LE, xw.qq.com HIBERREBEETIPH 183.3.226.35 HIBRSSER.
O MF HTTPS i5K, TLS HEFELIFLERPXE, ERET SNIFE (iB8W HTTPS 3 ) BRT, EdXEAFMEFRINMEicR,
ALARIAREREIERIHER IP 25 SDKIRER—. MNTEFRxR:

dm @ m RE A« EF 25 aaal

sl <) opesion. |+
e Source Gestnation Protocol Longth Info

5386 10.154343 119, 113 10. L1682 TLSvL 1504 Server Hello

5390 19.154434 119 13 10. 162 TLSVL. 1288 Certificate, Server Key Exchange, Server Hello Done

5397 19.165082 10 .162 119, .13 TiSvL. 182 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

TLSvl. 182 Client Key

5398 19.166486 18. .162 119, .113 Exchange, Change Cipher Spec, Encrypted Handshake Message

]
B . Bher spec, Encrypted Handshake Message
119, .13 10. 162 TLSvi. 107 Change Cipher Spec, Encrypted Handshake Mes
183. .35 10. 162 TLSvl. 1496 Server Hello

(AR

s Layer
Record Layer: Handshake Protacol: Client Hello
Content Type: Handshake (22)
Version: TLs 1.9 (9x0301)
Length: 512
¥ Handshake Protocoli Client Hello
Handshake Type: Client Hello (1)

Length: 588
Version: TLS 1.2 (0x0303)
» Randon:
Session ID Length: 32

session 10: Jael...
Cipher Suites Length: 34
» Cipher Suites (17 suites)
Compression Methods Length: 1
» Compression Methods (1 method)
Extensions Length: 401
v Extension: Reserved (GREASE) (len=b)
Type: Reserved (GREASE) (19918)
Length: &
Data: <HISSING>
v Extension: server_nase (lens14)
Type: server_name (9}
gth; 14

MIMBLEE, xw.qq.com RIBERRERETIPA 183.3.226.35 HIRSEE.
RS
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O BAT

» getAddrByName 2fRBEZSEN, HEEFEERA.

o MREFIRAILSS HOST 48E, FINEFiniS48ET HOST B HTTP BRSS2E 2 CDN AIARSS, BRAREIE URL rhidi= &g
HTTPDNS iBEf IP 2f5, EFZEHBET HTTP ki HOST k.

O kA URLConnection 73jl:

, oldUrl ew

String[] ipArr = ips.

if (2 ipArr.length &&

String ip = ipArr[0];

ring newUrl = url.

connection = (HttpURLConnecti

connection.

8
s

ring host = S
String port= Syste

if (null != host &&

IRIFRE: BR=ItE (It ) BRSEATF

(oldUrl. O, ip);

(newUrl) .

, o0ldUrl.
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Android SDK API 0

ERIEEFAYE: 2024-05-08 14:47:51

RS REirEO

(domain) ;

(domain) ;

(new H
@Override
public void String tag, String domain, Object ipResultSemicolonSep) {
long elapse = (System. ,ong. (tag));
ng lookedUpResult = "[[getAddrByNameAsync]]:ASYNC:::" + ipResultSemicolonSep +
", domain:" + domain + "

n
’

elapse:" + elapse;

)

(hostname,
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@ H%i;ﬁﬁ AR HTTPDNS

()

(hostname, String.

© ig:
HTRFHIPVEiEREE:
o WLEFR, EANMEEMEAAT, REEEERD IPv4;IPv6, MEIESMERET, BREIEX) Ipset{v4Ips=[], v6Ips=[], ips=[]} o
Ak SSETHETEIREN IPV6 Htshti#1T URL &K,

o {6 IPv6 Hthti#1T URL i&KAT, HiRMAES [ 1 #HTRE, FIU0: http://[64:££9b::b6fe:7475]1/ o

RREERSRT

ing domain)
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Android SDK SEEIE
OkHttp #EA

EIEE#ATE: 2025-03-26 09:59:42

OkHttp

OkHttp 2t DNS #0, FAFm@E OkHttp i DNS . B3 TF OkHttp HIRIFiIIt, /A OkHttp #H{TMLiHTES, SEI DNS EOBIRTE
A HTTPDNS i#{Tii&fEh, EREZESR (HTTP/HTTPS/WebSocket + SNI ) TEAEEMERIMEE, @NER, FEINTF:

<HttpClient mOkHttpClient =
new OkHttpClient.Builder ()
(new Dns () {
@Override
public List<InetAddress> (String hostname) {

string ips = MSDKDnsResc¢ er. . (hostname) ;

String[] ipArr = ips.

if (0 == ipArr.length)

return Collections.

List<InetAddress> inetAddresslList = new ArrayList<> (ipArr.length);
for (String ip : ipArr) {
if ("Oo". (ip)) {

InetAddress inetAddress InetAddress.
inetAddressList. (inetAddress) ;

ch (UnknownHostException ignored) ({

rn inetAddressList;

Ao ER
SCEL DNS #0, BPRFFEEME1 OkHttpClient SERMERIRZERESEE HTTPDNS . MNRERELBIEERFEEL
HTTPDNS #17fi#th, ZEERAR HTTPDNS E& @ riE0 Z/se#Tdis.

Retrofit + OkHttp

Retrofit SEfx E2—1"EF OkHttp, MEOMT—EHZRFEN lib. ELRFE( OkHttp kFHEASU, EF Retrofit 189 OkHttpClient, BP
RIS {EMEN HTTPDNS, =HI0TF:

mRetrofit
ne Retrofit.Builder ()
(mOkHttpClient)

(baseUrl)
)i
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WebView 3£k

RIEEFAYE: 2024-11-04 15:58:31

Android RFRMET API LASEIR WebView FRIRGZIERIZESEEXEEEN . RAIATLLUERZ API 28 WebView HISERMEIFTR, &EY
URL i&%H#9 HOST, @M HTTPDNS f#tiiz HOST, &i3{S2IRY IP ERHEY URL SR#TREIER, REIT:

O ER:
BT shouldInterceptRequest (WebView view, WebResourceRequest request) I=I=WebResourceRequestiﬁﬁk%{#i%i?ﬁ
body {8, FREARBERINIZEE get i5K, Fixiz# post K.

gs webSettings = mWebView. ();
webSettings. WebSettings.LOAD_DEFAULT) ;
webSettings.
webSettings.

webSettings.

mWebView.

@SuppressLint ("NewApi")
@Override
public WebReso
if (request != && request.
request. (). ("get")) {
String scheme = request. () o
String url = request.
Log.d (TAG, "url:" + url);
if (scheme. ("http") scheme.
try {
URL 0l1ldUrl = new (url) ;

URLConnection connection = oldUrl.

String ips = MSDKDnsResolver. . (oldUrl.
String[] ipArr = ips. (":");
if (2 == ipArr.length && !"O".

String ip = ipArr[0];
String newUrl = url. (oldUrl. (),

connection = (HttpURLConnection) new (newUrl) .

connection. ("Host", oldUrl.
}
String contentType connection.
Log.d (TAG, "contentType:" + connection.
if (contentType != null) {
String mimeType contentType. (";"™)[0];

j encoding

bonse (mimeType, encoding,

connection.
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@Override
public

return n

mWebView. (targetUrl) ;

EEARRELEER:
o BREIRER;

o FRiEKREARPFEEcookield, Ti#HiTcookieER, KEUEKRcookieEFHE Aredirectiz k.

cookieManager.

List<String> cookies = conn.
if (cookies != null) {
for (String cookieStr: cookies) {

(!TextUtils. (cookieStr)) |

cookieManager. (url, cookieStr.

(code)) {
ring location = conn.
(location == null) {

location = conn.

if (location != null) {

(! (location. ("http://") location.
URL originalUrl = new (url) ;
location = originalUrl. () + "://"

+ originalUrl. () + location;

(TAG, "location: " + location + "; path: " + path);

("Cookie", cookieManager. (location));
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O FR
=8 HTTPS iSRS RIEPKRIES SNI mrikiE, 52 M HttpURLConnection A .
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HttpURLConnection &A

ERIEEFAYE: 2023-07-20 16:24:12

o HTTPS BRI R T :

String url = "https://192.168.0.1
HttpsURLConnection connection =
connection.
connection.
@Override
public boolec Stri SSLSession session) {

(). ("www.gg.com", session);

1)
connection. (mTimeOut) ;
connection. (mTimeOut) ;

connection.

« HTTPS + SNI =T

j url = "https://192.168

ction sniConn
sniConn

sniConn.
sniConn. (3000) ;
sniConn. (3000) ;

sniConn.

SSLSocketFactory sslSocketFactory = new SniSSLSocketFactory (sniConn) ;

sniConn. (sslSocketFactory) ;

hostnameVerifier =
@Override
ing hostname, SSLSessi session) {

(). ("[REEWTROIEESZ ", session);
(hostnameVerifier) ;

Log.w (TAG, "Request failed", e);
fina v {
if (sniConn

sniConn.
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mConn = conn;

@Override

@Override
public Socket

null;

return

@Override

public (String host, int port, Ine

@Override

public

@QOverride
public
localPort) th

retur

@Override
public String[]

return new

@Override
public Stringl[]

return new

@Override
public Socket Socket
ption {

String

socket,

realHost = mConn. ("Host") ;
if (realHost == null) {

realHost = host;

customized createS
address = socket.
(autoClose) {

socket.

sslSocketFactory =
(0) 7

Socket) sslSocketFactory.

IRIFRE: BR=ItE (It ) BRSEATF

Address

String host, in

port,

+ realHost) ;

bo«

localHost, in

oles

(address,

localAddress,

in autoClose)

port) ;

localPort)

BafEtt HTTPDNS
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(ssl.

)7

1d.VERSION.SDK_INT >= Build.VERSION_CODES.JELLY_ BEAN_MR1)

(TAG, "Setting i 1ame") ;

sslSocketFactory. (ssl,

| setHostnameMethod = ssl.

setHostnameMethod. (ssl,

session = ssl.
rifier hostnameVerifier

('hostnameVerifier. (realHost,

session.
session. + session.

return ssl;

IRIFRE: BR=ItE (It ) BRSEATF

realHost) ;

realHost) ;

session))

("Cannot

L
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Unity ##A
EEEFAYE: 2024-07-26

o BNESR

FREY SDK 3214 HEHIZ Unity IREAI Assets/Plugins/AndroidHRH
o ¥4tk HTTPDNS., fXfBBREIINT:

SDK #tatEEEER, BiFEER Android SDK A

ct sHttpDnsObj;

s unityPlayerClass = new AndroidJavaClass ("com.unit .UnityPlayer");
(unityPlayerClass == null) {

return;

JavaObject activityObj = unityPlayerClass.GetStatic<AndroidJavaObject>
entActivity");
if (activityObj == nu

return;

contextObj = activityObj.Call<AndroidJavaObject>

ntext");

vaObject httpDnsClass = new
AndroidJavaObject ("com.tencent .msdk.dns.MSDKDnsR
if (httpDnsClass == null) {
return;
}
sHttpDnsObj = httpDnsClass.CallStatic<AndroidJavaObject> ("getInstance");
if (sHttpDnsObj == null) {

return;

Object dnsConfigBuilder = new
AndroidJavaObject ("com.tencent .msdk.dns.Dns
dnsConfigBuilder.Call<AndroidJavaObject> ("dn :
dnsConfigBuilder.Call<AndroidJavaObject> ("d > "XXX") ;

dnsConfigBuilder.Call<AndroidJavaObject> ("dnsKey", "XXX");
dnsConfig = dnsConfigBuilder.Call<AndroidJavaObject> ("build") ;

sHttpDnsObj. ("init", contextObj, dnsConfigqg);

sHttpDnsOb7j. ("init", contextObj, appkey, dnsid, dnskey, dnsIp, debug, timeout);

» M getAddrByName ZOFFIHE . (SEREIINT:

string
ring ip = string.Empty;
AndroidJNI.
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@ H%\,L:HE BafEtt HTTPDNS

ring ips = sHttpDnsObj.Call<string> ("ge Name", url);
AndroidJNI.

(null != ips) {

ipArr = ips.
== ipArr.Length
ipArr([0];

o IP HiE HTTPS iEB&IE, B2R unityE71E5 . KIBTEIT:

Unityl uest www UnityWebRequest. (url) ;

www.certificateHandler = w CertHandler () ;
yield return www. ()7
CertificateHandler
bool vte[] certificateData)

rate?2 certificate = new X509Certificate2 (certificateData);

’Collection collection = new X509Certificate2Collection();

collection. (Application.dataPath + "

return certificate.Issuer == collection[0].Issuer;
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