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iERiRAR
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- BEREOEN:
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- BEREEEN:

cloud.tencent.com.:2.3.3.4;2.3.3.5;2.3.3.6,120(1.2.3.4
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dn=cloud.tencent.com, www.qq.com, www.dnspod.cn&token=yyyy&clientip=1&ip

.2.3.46tt1=1"

o BEREDHEN:

cloud.tencent.com.:0,0(1.2.3.4

WWW.gg.com. :3.3.3.4;3.3.3.5;3.3.3.6,180[1.2.3.4
www.dnspod.cn.:4.3.3.4;4.3.3.5;4.3.3.6,60/1.2.3.4

o B RESIMIENFHSUIEEOQ, INREMCREE, WiZCRIEFEREESRD,

HTTP K&

AT AiEOLssiZigtEXa HTTP RSB,

IRIFRE: BR=ItE (It ) BRSEATF $£18 H70m



O BAT

K&

200 OK

401 Unauthorized

404 Not Found

429 Too Many Request

501 Not Implemented
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ji

NRFOFAMIER, TieREE AL, BIRENATFE200,
BRI R REEHSRNEERS

EOFFES URL SEf5 BB 7 EAFENSRIR.

RIS FRE, BT IRSEMRE

EATIE “GET” = “POST” BERB-

BafEtt HTTPDNS

$£19 #70m



@ Hﬁ‘fﬂﬁ ENEEF HTTPDNS

AES. DES Inzf&= AR

mIEE#AYE: 2025-05-22 14:38:42

RMFER

£ DES. AES MESEATLIMERSERTING, HFHERNNEERS, BLAGEREFBEEPHETER
o AGIESEIER DES. AES MESiX.

@ H8:
FRA HTTPS iaXkAXNE, EWINEIREE TLS @EEMENEERIP, BRLAFTEENIHENEIRER
4MnEz,

BURSHF
EFEEAEGT HTTPDNS $HEREUER ID FINIZEER HTTPS Token SRERS, #ETSN &
S .
EAERSAIRENT HTTPDNS EHI&RNBEEENMEE . #ETSL FEE .

RMERE

FB1: REMETESN.
Brifaf#tr HTTPDNS, HTTP isRk&i8H32#5 DES. AES. RHINES

@ %HR:
Si¥MER HTTPS i5k&E@L I, #EUESR HTTPS i53kA{ET,
{EAM MR ANELEISEMTAEZBTING (MEER ip 28, LEEBZsHEBTNE) , #
BMFENERS ID (FEENRF) (ERERSE,

SHW2: KXIZATER.
$HW3: ETZIMBAORE
SH4: BERBE, RIIRERENRSRARITESER.

MFESHEREERRR
DES #i%

© a:
€M DES #{TINZ5M%, BRKEASNFH, SEMZEERERA £cB , Padding §i&E
PKCS5Padding o
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https://cloud.tencent.com/document/product/379/54577
https://cloud.tencent.com/document/product/379/61203
https://cloud.tencent.com/document/product/379/61203
https://cloud.tencent.com/document/product/379/54588
https://cloud.tencent.com/document/product/379/61200

@ H#izﬂﬁ ENEEF HTTPDNS

MZBEEHIEER Hex (Basele) S, STHFIHIBEHIE N R+HEHZEFIRR, Hex RIBEHEIEKEIS
2E . BIRRZNTEFRRS:

IN=EEREE

HDE .. .. ..
e 4>{ DES-ECB-PKCSS }—»-ﬂﬁ;»{ Hex(Base 16122 }—»ﬁf—g”i

FRRINREE, SofEA Hex BRBAZHEIEYRE, BER DES xRN EE. BFRENTERS:

A BV

| BB ( A — g [ A
ﬁ%n;,{ Hex(Base 16862 }_,%?‘J;»{ DES-ECB-PELCSS }—,EEI‘%

flan: A9 R www.dnspod.cn « INZFEEEEA: dnspodpa o izl TF:

1. £ HTTPDNS =E#I& #hniss .

2. {#f DpEs-ECB-PKCS5 MNEEXS DES IN&E%$H dnspodpa M FISERIMNZBZFTH
87ae992c1321£299da3c0210a9900ae7 o

3. EA#EO
curl "http://119.29.29.98/d?dn=87ae992c1321£299da3c0210a9900ae7&id={{EIID}" iBK

A ICRISB RIS ENMEIMEFFHR, W0:
fb37fabc98a2£f71fca87£f9cb259f74a03cc2254£80219£520a6£d36d0ad3eb4380be921£f7a491fade
4d84824286fec3df7d615b5e337b2ectf789bbb6db97e9df5533cefd5¢c41£fb7503c0e8£a99¢c£0c20

4. SRIMERIMZFFFBRE, A pes-EcB-PrCSS MMERZES DES INEEA dnspodpa HITHREEISEE

BASZRYER

117.148.128.189;36.150.211.79;111.48.99.206;112.30.175.208;117.163.48.119 »

OF ! :H
A EF TR HIER, AFERBREEEER.

AES {i%

OR'; ;K
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https://console.cloud.tencent.com/httpdns/domain
https://cloud.tencent.com/document/product/379/95496#DES
https://cloud.tencent.com/document/product/379/95496#DES

@ H%izﬂﬁ AR HTTPDNS

£ AES #{TMEZESHEE, BRREA161FT, SEMFEENXA cec , Padding §ixE

PKCS7Padding o

CBC EZREMMENM v FAMEMZESHEZREA, Btz v BSEEAEBERMBNT . NZEERE
&, ER 1v —iEefER Hex Wi, HRATWREHIRR. BEHENTEFRMRR:

INEEHEIE

Y

i WOV | &8
s —»{ AES-CBC-PKCST }—»ﬁj—» v ﬁJH Hex(Base16)5E5 }_,ﬁ%@i

MRS, (EF Hex MERRATHBIEGE, BM6FHA v H, v REAFHER AES FiXEREIE. £/A
AES SiZFZERIAANERE. BFRENTERR:

TR REE
el
v
) ", Hex(Base16)3 S it ] ™, AES-CBCPKCST | B
2 P Hex(Base6)4Ri5 > P > 4 I -CBC- > [

fFian: a9 www.dnspod.cn | MNP dnspodaespasswrd o miedlF:

1. £ HTTPDNS ZH& k&,

2. {Ef ArEs-cBc-PkCs7 NMEEXES AES INZE®EA dnspodaespasswrd  {JIAMKEY 1V (&:
68058d1967c6c8c9aaT34dfc8al8eadd MMEHZISERMBRFE -

3. {EEEA
curl "http://119.29.29.98/d?
dn=68058d1967c6c8c9aa734dfcB8al8ead97a23bf3e8f011£6509a37ed2b25a1192&1d={$E

ID}&alg=aes"
5K A ICREBEAMBFrFH, W:
£689db945693bde440729ec30£b3824c739838a72a30777b123dd1b8e0bb89dedc57d546e74£96cea
b2664c3bb68485024339ad198675ac59%e2cb5b60e726eb234609aclc7c0925449£3£505£22104e48d
e7b2eel%9aeded51b09691c6826beal

4. iZEVEIM6215RY IV (B85 £689db945693bded40729ec30fb3824c , FITFRIMNZBZFRA
739838a72a30777b123dd1b8e0bb89dedc57d546e74£96ceab2664c3bb68485024339ad198675ac59
e2cb5b60e726eb234609aclc7c0925449£3£505£22104e48de7b2eel9aeded51b09691c6826bea3
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https://console.cloud.tencent.com/httpdns/domain

@ H%izﬂﬁ AR HTTPDNS

, (M AEs-cBc-PKcs7 MNEE XS AES INZ%$H dnspodaespasswrd IV {H:
£689db945693bde440729%ec30£fb3824c HITRRZEISEBIPNMNER
112.30.175.208;117.148.128.189;117.163.48.119;36.150.211.79;111.48.99.206 o
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https://cloud.tencent.com/document/product/379/95496#DES

#ah##th HTTPDNS

O BT

HTTPDNS NNf#%255EE:

RMFER

{£F DES. AES MESEEATLIMSERSERTING, HHERNEERS, BLEAGEREEREIEPHETER
M. ABESEMTER DES. AES IIEFE.

© %H8:
FRA HTTPS iakAXNEE, EWINEIREE TLS @EEMENEERIP, BRUAFTEENIHENEIRER
Nz

BURRRM
£i8 Java. JavaScript. Go ##& C++ {5,
RMETR

Java hR#
AES
B, 82 org/example BFE, HE org/example BRTF, SIEN{¥ HTTPDNSAESHelper. java , HfT

javac ./org/example/HTTPDNSAESHelper.java ap%, 5% HTTPDNSAESHelpers$l.class .
HTTPDNSAESHelper.class Nf{%,

> 1s ./org/example

HTTPDNSAESHelper$l.class HTTPDNSAESHelper.class  HTTPDNSAESHelper.java

1T java org.example.HTTPDNSAESHelper wme,
RN HTTPDNS /Y id. EifJR9t%%E . 16/iRY AES INRZRIZESA

IRIFRE: BR=IE (16F) BREEAR $24 #70m



java org.example.HTTPDNSAESHelper
w R AR id:

BERATEERNEE:
www.cloud. tencent.com

B R key:

W 5 0 1 2

BETEH:

#ah##th HTTPDNS

MBS Y 7B746715B5614AFCBO3CE3165664BDDAAFFESBA390766278C45BAEA77102790665D33E6DF 1D41BDCO6A5EBSF8896F83E
fB% 5. www.cloud. tencent.com
R4 E : 891170ced0079572eabe12dd2f feddda7fc73a9406b317d75d2e464198d99393828eb7¢F7527¢6df5b905a66T10817e49d82dc F3f34de2
6bc62cal0d75a58388
B 183.60.155.197:14.116.174.244;113.105.162.121

HTTPDNSAESHelper. java {ti5

package org.example;

import
import
import
import
import
import
import
import
import
import
import
import
import

import

public

javax.crypto.Cipher;

javax.crypto.spec.IvParameterSpec;

javax.crypto.spec.SecretKeySpec;

java.
Jjava.
Jjava.
java.
Jjava.
java.
java.
Jjava.
Jjava.

java.

Jjava.

io.BufferedReader;

io.IOException;

io.InputStreamReader;

io.UnsupportedEncodingException;

net .HttpURLConnection;

net.MalformedURLException;

net .URL;
util.HashMap;
util .Map;
util.Random;

util.Scanner;

class HTTPDNSAESHelper {

private static final

private static final

private static final

private static final

"AES/CBC/NoPadding";

private static final

IRIRERE: BR=ITE (1bF) BRSEAE

int IVSize = 16;
int KeySize = 16;
String AlgorithmName = "AES";

String AlgorithmCombinationName =

String Basel6Table = "0123456789ABCDEF";

5525 #70m
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private static final Map<Character, Byte> ReversedBasel6Table = new
HashMap<Character, Byte> () {
{

('0"’ (byte)
(G (byte)
('2" (byte)
('3’ (byte)
(G (byte)
('S5 (byte)
('e’ (byte)
("7 (byte)
('8" (byte)
("9’ (byte)
("A' (byte)
('B' (byte)
(o (byte)
('D' (byte)
('E' (byte)
('F" (byte)
('a' (byte)
('b! (byte)

(byte)

(byte)

(byte)

(byte)

bi

public static void (String[] args) {

Scanner scanner = new Scanner (System.in);

System.out . (ERNRE L) ;
String id = scanner. () ;
System.out. (ERANFEEENES ) ;
String data = scanner. () ;

System.out . (BN R key: ") ;

String key = scanner. ()7

if (key. () != 16) {

throw new IllegalArgumentException ("keyﬂgﬁfgﬁgﬁyﬂl6$%") F

IRIFRE: BRzITE (165 ) BRSEAS 5526 #70m
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HTTPDNSAESHelper aesHelper = new HTTPDNSAESHelper () ;

("R B NBINREEEIER: ") ;
= aesHelper. (data, key);
("NMNZEERIMFHEZ: " + encrypt);

decrypt = aesHelper. (encrypt, key);
.out. ("FRZEIS: " + decrypt);

String line;
StringBuilder response = new StringBuilder () ;
URL url = new ("http://119.29.29.98/d?dn=" + encrypt +
"¢id=" + id + "&alg=aes");
HttpURLConnection conn = (HttpURLConnection)
()7
) i
("GET") ;

int responseCode = conn. ()
if (responseCode != HttpURLConnection.HTTP_OK) {
throw new RuntimeException ("{G3KHTTP DNSIEOKM, NUMAG:
+ responseCode) ;

}

try (BufferedReader reader new BufferedReader (new
InputStreamReader (conn. )))) A
while ((line = reader. ()) !'= null) {

response. (line) ;

System.out. ("MORZEEER: " + response) ;
System.out. ("ﬁﬁ‘?ﬁ‘]ﬁ: "oy
aesHelper. (response. (), key));
I3

} catch (MalformedURLException e) {

throw new RL,,nL,LmeExcepLLon(""L%EERHTTP DNS?%I:IQEM", e);
} catch (IOException e) {

throw new RuntimeException (e);
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public static String (byte[] data) {
if (data == null || data.length == 0) {

return "";

StringBuilder result = new StringBuilder (data.length * 2);
for (byte datum : data) {

int high = (datum >> 4) & 0Oxf;

int low = datum & Oxf;

result. (BaseloTable.

result. (BaseloTable.

return result.

public static bytel[] (String data) {
if (data == null || data. () = 0) return null;

(data. () $ 2 !'= 0) {

throw new RuntimeException ("invalid hex encoded string");

result new byte[data. O / 21;

(int 1 = 0, j = 0; i1 < result.length; i++,
byte high = ReversedBasel6Table. (data.
byte low = ReversedBaselb6Table. (data.

result[i] = (byte) ((high << 4) | (low & 0xf));

return result;
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public static bytel[] (String str) {
try {
return str. ("UTF-8") ;
} catch (UnsupportedEncodingException e) {

throw new RuntimeException ("invalid data", e);

public static boolean (String str) {

return str == null || str.

public String (String data, String key) {
if (key == null || key. () !'= KeySize) H{
throw new IllegalArgumentException ("key length must be 16");
} else 1f ( (data)) {

throw new IllegalArgumentException ("data is blank");

(data), IVSize);
'te[] ivBytes )
yte[] keyBytes = (key) ;

etKeySpec aesKey = new SecretKeySpec (keyBytes,

AlgorithmName) ;

vParameterSpec iv = new IvParameterSpec (ivBytes) ;

Cipher cipher =
(AlgorithmCombinationName) ;
(Cipher .ENCRYPT_MODE, aesKey, 1iv);

encryptedBytes = cipher. (rawData) ;
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(ivBytes, encryptedBytes)) ;
{

 new RuntimeException ("failed to encrypt data", e);

public String (String data, String key) {
if (key == null || key. () !'= KeySize) H{
throw new IllegalArgumentException ("key length must be 16");
} else if ( (data)) {

throw new IllegalArgumentException ("data is blank");

byte[] decodedBytes = (data) ;

if (decodedBytes == null decodedBytes.length < IVSize) {
throw new IllegalArgumentException("invalid encryptedData,
missing iv");

}

byte[] keyBytes =
byte[] encryptedBytes = (decodedBytes) ;

etKeySpec aesKey = new SecretKeySpec (keyBytes,
AlgorithmName) ;

IvParameterSpec iv = (decodedBytes) ;

try {

Cipher cipher =
(AlgorithmCombinationName) ;
cipher. (Cipher .DECRYPT_ MODE, aesKey, 1ivV);
byte[] decryptedBytes = cipher. (encryptedBytes) ;

IRIFRE: BR=ItE (It ) BRSEATF £830 #70m:




BafEtt HTTPDNS

return new String( (decryptedBytes, IVSize));
} catch (Exception e) {

throw new RuntimeException ("failed to decrypt data", e);

private byte[] (byte[] first, byte[] second) {
if (first == null || first.length == 0) {

return second;

if (second == null || second.length == 0) {

return first;

byte[] target = new byte[first.length + second.length];

System. (first, 0, target, 0, first.length);

System. (second, 0, target, first.length,
second.length) ;

return target;

private IvParameterSpec (byte[] data) {
if (data.length < IVSize) {

throw new IllegalArgumentException ("missing iv part");

byte[] ivBytes = new byte[IVSize];

e
stem. (data, 0, ivBytes, 0, ivBytes.length);

return new IvParameterSpec (ivBytes);
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private byte[]
if (data.length - IVSize <= 0)

throw new IllegalArgumentException ("missing encrypted data

byte[] encryptedBytes

new byte[data.length - IVSize];
System. (data, IVSize, encryptedBytes, 0,
encryptedBytes.length) ;

return encryptedBytes;

private byte[]
byte[] iv = n
Random

random. (iv) ;

return

private byte[] (byte[] data, int blockSize) {
int paddingBytesAmount = blockSize

(data.length % blockSize);
byte[] paddingResult = new byte[data.length +
paddingBytesAmount] ;

System. (data, 0, paddingResult, 0, data.length);
for (int 1 = 0; 1 < paddingBytesAmount; i++) {

paddingResult [data.length + 1]

(byte) paddingBytesAmount;
I3

return paddingResult;

(byte[] data, int blockSize) {

== null || data.length == 0 || data.length % blockSize

throw new RuntimeException("data isn't aligned to
blockSize") ;

}

IRIFRE: BR=ItE (It ) BRSEATF
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int paddingBytesAmount = data[data.length - 17;

for (int 1 = 0; 1 < paddingBytesAmount; i++) {
if (data[data.length - i - 1] != paddingBytesAmount) {
throw new RuntimeException ("padding had malformed

entries");

byte[] result = new byte[data.length - paddingBytesAmount];
System. (data, 0, result, 0, result.length);

return result;

DES iz
B, 82 org/example BFE, HE org/example BRTF, SIEN{¥ HTTPDNSDESHelper. java , HfT

javac ./org/example/HTTPDNSDESHelper.java ap%, 8% HTTPDNSDESHelpers$l.class ¥l

HTTPDNSDESHelper.class X%,

ls ./org/example
HTTPDNSDESHelper$1.class HTTPDNSDESHelper.class  HTTPDNSDESHelper.java

H1T java org.example.HTTPDNSDESHelper fp%o

A HTTPDNS /Y id. EifaYtd®& . 8k DES I#E=EIRA,

java org.example.HTTPDNSDESHelper
FRARNid:
[ |
FRAREEINGR:
Www.Cloud. tencent.com
@A R key:

]
MR mENBEESER:

MBEHIH 2 111A9C0CTAF3535CAADAEIAS1C7C3244F6771FEDAD3BAR3T

BB : www.cloud.tencent.com

N4 8 : c17462db3a6f559552c2ae0f4051df03423975eb34c2fed0821b83e24e2bef5e046487¢86225chb3b79c80d17916810
B%E: 113.105.162.121;183.60.155.197;14.116.174.244

HTTPDNSDESHelper. java {£i3
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package org.example;

import javax.crypto.Cipher;

import javax.crypto.spec.SecretKeySpec;
import java.io.BufferedReader;

import java.io.IOException;

import java.io.InputStreamReader;

import java.net.HttpURLConnection;

import java.net.MalformedURLException;
import java.net.URL;

import java.nio.charset.StandardCharsets;
import java.util.HashMap;

import java.util.Map;

import .util.Scanner;

public class HTTPDNSDESHelper {
private static final int KeySize = 8;
private static final String AlgorithmName = "DES";
private static final String AlgorithmCombinationName =
"DES/ECB/PKCS5Padding";
private static final String Baselb6Table = "0123456789ABCDEF";
private static final Map<Character, Byte> ReversedBasel6tTable = new
HashMap<Character, Byte> () {
{
('0’ (byte)
('1', (byte)
('2', (byte)
('3" (byte)
(*4', (byte)
('5", (byte)
('6'! (byte)
('7", (byte)
('8’ (byte)
('9! (byte)
("A"
("B
(rc
("D’
('E’
("F
('a’

('b‘
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3

public static wvoid (String[] args) {

Scanner scanner = new Scanner (System.in);

System.out. ("ERANRAid: ") ;
String id = scanner. ) ;
System.out . (ERNMREEANES ) ;
String data = scanner. () ;

System.out. ("iﬁﬁﬁ)\{ﬁ(ﬂgkey: W g
String key = scanner. ();
if (key.

throw new IllegalArgumentException ("keyﬂgﬁfg%?ﬁ?gé%?—*ﬁ" ) g
HTTPDNSDESHelper desHelper = new HTTPDNSDESHelper () ;
System.out . MRS MEREESER: ) ;
String encrypt desHelper. (data, key);

System.out. ("INZREAER: " + encrypt);

String decrypt = desHelper. (encrypt, key);

System.out. ("BRES: " + decrypt);

{
String line;
StringBuilder response = new StringBuilder();
URL url = new ("http://119.29.29.98/d?2dn=" + encrypt +
"¢id=" + id + "&alg=des");
HttpURLConnection conn = (HttpURLConnection)
()
)i
("GET") ;

int responseCode = conn. ()

if (responseCode != HttpURLConnection.HTTP_OK) ({
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throw new RurttinieException("i%zﬁ'ZHTTP DNS;%D;EM, [I[ﬁ]F_\'ZﬁEj o

+ responseCode) ;

}

try (BufferedReader reader = new BufferedReader (new
InputStreamReader (conn. ()))) |
while ((line = reader. ()) !'= null) {

response. (line) ;

System.out. ("MORZEEER: » + response) ;
System.out. (“ﬁ&"&?}ﬁ; "4
desHelper. (response. (), key));
}
} catch (MalformedURLException e) {
throw new Ru,ntimoExcoption("i%zg?HTTP DNS?%D?E}F&", e);
} catch (IOException e) {

throw new RuntimeException (e);

public static String (byte[] data) {

if (data == null data.length == 0) {

return "";

StringBuilder result = new StringBuilder (data.length * 2);
for (byte datum : data) {

int high = (datum >> 4) & 0xf;

int low = datum & Oxf;

result. (Baselo6Table.

result. (Baselo6Table.

return result.
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public static bytel[] (String data) {
if (data == null || data. () == 0) return null;

(data. O %2 !'=0) {

throw new RuntimeException("invalid hex encoded string");

byte[] result = new byte[data. () / 21;
for (int i = 0, j = 0; 1 < result.length; i++, J
byte high = ReversedBasel6Table. (data.
byte low = ReversedBaselb6Table. (data.

result[i] = (byte) ((high << 4) | (low & 0xf));

return result;

public static byte[] (String str) {

return str. (StandardCharsets.UTF_8) ;

public static boolean (String str) {

return str == null || str.

public String (String data, String key) {

if (key == null || key. () !'= KeySize) H{
throw new IllegalArgumentException ("key length must be 8");
} else if ( (data)) |

throw new IllegalArgumentException ("data is blank");

byte[] rawBytes (data) ;
byte[] keyBytes (key) ;

SecretKeySpec desKey = new SecretKeySpec (keyBytes,

AlgorithmName) ;
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Cipher cipher =
(AlgorithmCombinationName) ;
cipher. (Cipher .ENCRYPT_MODE, desKey) ;
byte[] encryptedData = cipher. (rawBytes) ;
return (encryptedData) ;
} catch (Exception e) {

throw new RuntimeException ("failed to encrypt", e);

public String (String data, String key) {

| | key. () !'= KeySize) {

if (key == null
throw new IllegalArgumentException ("key length must be 8");
} else if ( (data)) {

throw new IllegalArgumentException ("data is blank");

byte[] encryptedBytes = (data) ;
byte[] keyBytes = (key) ;
retKeySpec desKey = new SecretKeySpec (keyBytes,

Can
oeC

AlgorithmName) ;

try {
Cipher cipher =
(AlgorithmCombinationName) ;
cipher. (Cipher .DECRYPT_MODE, desKey) ;
byte[] decryptedData = cipher. (encryptedBytes) ;
return new String(decryptedData) ;
} catch (Exception e) {

throw new RuntimeException ("failed to decrypt", e);

Go &

BIBE—1ER test , M test BR, B nain.go X, BUTRBEHEZ nain.go XHH, RRIET
go run main.go ﬁi@o

SRISHIT AES INREZF DES MFE, FEUEREPEZESFMA HTTPDNS B9 id. iBKIE& . 162/ AES
hneEZ=EsA. HTTPDNS B9 id. iEKig& . 8k DES INfEEZNA.
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package main

import (
"bytes"
"crypto/aes"
"crypto/cipher"
"crypto/des"
"encoding/hex"
"errors"
"fmt"

L1

lO"

"math/rand"
"net/http"

(

ErrInvalidBlockSize errors. ("invalid block size™")
ErrInvalidPKCSData errors. ("invalid PKCS datam)
ErrInvalidPKCSPadding errors. ("invalid padding on input")

func (encryptedData, key string) (string, error) {
cipherText, err := hex. (encryptedData)
if err != {

return "", err

(cipherText) < aes.BlockSize {

return "", errors. ("missing iv")

iv := cipherText[:aes.BlockSize]

cipherText = cipherText [aes.BlockSize:]

([] (key))
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mode := cipher.

mode . (cipherText,

unPaddingData, err :=

if err != {

return "", err

return (unPaddingData),

func (data, key string)

iv = (aes.BlockSize)
c, err : (r1]
if err

return "", err

mode := cipher.

cipherText, err :=
if err != {

return

""’ err

(cipherText,

(c, 1iv)

cipherText)

(cipherText, aes.BlockSize)

(string, error) {

(key))

(c, iv)

(data), aes.BlockSize)

cipherText)

cipherText = (iv, cipherText...)

return hex.
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(blockSize int) [Jbyte {
([lbyte, blockSize)
:= 0; 1 < blockSize; i++ {
iv[i] = (rand. )
}

return

func (data, key string) (string, error) {
c, err := des. ([1] (key))
if err != {

return "", err

cipherText, err := (data), des.BlockSize)
if err != {

return "", err

([lbyte, (cipherText))
= 0; i < (cipherText); 1 += des.BlockSize {

(dst[i:i+des.BlockSize], cipherText|[i:i+des.BlockSize])

return

func (encryptedData, key string) (string, error) {

cipherText, err := hex. (encryptedData)

if err != {

return "", err

(cipherText) $des.BlockSize != 0 {

return "", errors. ("invalid encryptedData")

f err

return "", err
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([lbyte, (cipherText))
i< (cipherText); 1 += des.BlockSize {

(dst[i:i+des.BlockSize], cipherText[i:i+des.BlockSize])

unPaddingData, err := (dst, des.BlockSize)
if err != {

return "",

err

(unPaddingData),

func (data []lbyte, blockSize int) ([]lbyte, error) {

if blockSize <= 0 {

return , ErrInvalidBlockSize

(data) == 0 {
return , ErrInvalidPKCSData

blockSize - ( (data) % blockSize)
1= ([1byte, (data) +n)
(pd, data)
(pd [ (data) : 1, bytes.
return pd,

func (data []lbyte, blockSize int) ([]lbyte, error) {
if blockSize <= 0 {

return , ErrInvalidBlockSize

(data) == 0 {
return , ErrInvalidPKCSData

(data) $blockSize != 0 {

return , ErrInvalidPKCSPadding

(data) —1]

== ( n > (data) {
return ErrInvalidPKCSPadding

< n; i++ {
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(data)-1-1]1 !'= ¢ {
, ErrInvalidPKCSPadding

return datal: (data) —n],

func (data []lbyte, blockSize int) ([]lbyte, error) {
if blockSize <= 0 {

return , ErrInvalidBlockSize

(data) == 0 {
return , ErrInvalidPKCSData

:= blockSize - ( (data) % blockSize)

return (data, bytes. ([Tbyte{ (pd) }, pd) ...),

(data [lbyte, blockSize int) ([]byte,
if blockSize <= 0 {

return , ErrInvalidBlockSize

(data) == 0 {
return , ErrInvalidPKCSData

(data) $blockSize != 0 {
return , ErrInvalidPKCSPadding

n > (data) {
, ErrInvalidPKCSPadding

1 < mpg a4 {
(data)-1-11 !'= c {
, ErrInvalidPKCSPadding

return datal: (data) -n],

(id, dn, alg string) (string,
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resp, err := http. (fmt . ("http://119.29.29.98/d?

dn=%s&i1d=%s&alg=%s", dn, id, alg))
if err != {

return "", err

1f resp.StatusCode != http.StatusOK {
"M errors. (fmt . ("iERuETTP DNSIEOLM, IKESEE: 2dv,

resp.StatusCode) )
I3

return

defer resp.Body. ()
data, err := io. (resp.Body)
if err != {

return "", err

return

func (tip string, dest *string) {
fmt . (tip)
, err := fmt. (dest)
if err !=

(err)

func () {
("AESHNREZZM : ")

var id, key, domain string
("EHEANRAYid: ", sid)
("TERNMREIERANEZ : ", s«domain)
("BMANRL 6 FBRIkey: ", skey)

encryptedData, err := (domain, key)
if err != {
(err)

}
fmt . ("INZBEREER : ", encryptedData)
decryptedData, err := (encryptedData, key)

if err != {
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("FEERERE ", decryptedData)

(id, encryptedData, "aes")

decryptedIPAddress, err : (data, key)
if err != {

(err)

("fRZERYIrill: ", decryptedIPAddress)

O A
("DESHNAREERIL : ")

-~ id, key, domain string
("IBRIAREid: ", &id)
("ERNMREIERAEZ ", sdomain)
("BEINRSFEDHkey: ", skey)

encryptedData, err := (domain, key)
if err != {

(err)
}
fmt . ("INZEAERR ", encryptedData)
decryptedData, err := (encryptedData, key)
if err != {

(err)
("FEERER ", decryptedData)
data, err := (id, encryptedData, "des")

if err !=

(err)

decryptedIPAddress, err :=

if err != {

IRIFRE: BR=ItE (It ) BRSEATF 5845 H70m:




@ H%izﬂﬁ AR HTTPDNS

("fRZER TPl : ", decryptedIPAddress)

C++ lR&

% make. g++. LAR libcurl #1 libcrypto .
f£ Centos ZHFLTLATHS:

yum -y libcurl-devel openssl openssl-dev gcc gcc—ct++

B test BR, #HA test BR, EFUTIXHE test BR, T make , RBMIT nain AIITXE, 1B
EIRFENIREUDMN HTTPDNS NopzgseR

RN ID. FEET AES INEEZHFITANS . AES &8, &1 ID. FEiEE DES MFZEHFAES .
DES #$A,

$ ./main
AESHN fig
WRIAMRBL:

H H

BHEABTEBRTNER:
WWW . gq . com
BRALTF T W key:

|

Mo Rz 4558 : 183.194.238.19;183.194.238.117
DESHN fig 2
WRIAMRBL:

[ |
BRASTERTHNEA:
WWW . gq . com
BRIASTF T key:
wis u_m

Rz 45 3R : 183.194.238.117;183.194.238.19

Makefile
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gt+ —-Wall -Werror —-g —-o main main.cpp des.cpp aes.cpp hex.cpp -
lcrypto —-lcurl
clean:

- rm —-rf ./main

main.cpp

#include
#include "des.h"
#include <iostream>

#include <curl/curl.h>

size_t (char *ptr, size_t size, size_t nmemb,
void *userdata)

{
size_t real_size = size * nmemb;

std::string *response = (std::string *)userdata;

response—> (ptr, real_size);

return real_size;

void (const std::string &encrypted_domain, const
std::string &id,
const std::string &alg, std::string

&response)
{

std::string url;

CURL *easy_handle;

CURLcode res;

easy_handle =

if ('easy_handle)

throw std:: ("curl_easy_init () failed");

("http://119.29.29.98/d?dn=")
(encrypted_domain)
("&id=")
(id)
("&alg=")
(alg);
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(easy_handle, CURLOPT_URL, url.
(res != CURLE_OK)

(easy_handle) ;

throw std:: ("failed to set url option");

res = (easy_handle, CURLOPT_WRITEFUNCTION,
http_dns_response_callback) ;
if (res != CURLE_OK)
{
(easy_handle) ;

throw std:: ("failed to set writedata option");

(easy_handle, CURLOPT_WRITEDATA, &response);
1
(res != CURLE_OK)

(easy_handle) ;

throw std:: ("failed to set writedata option");

(easy_handle) ;
(res != CURLE_OK)

(easy_handle) ;
throw std:: (std:: ("curl_easy_perform()

( (res)));

void (const std::string &tip, std::string &id, std::string
&domain,

std::string &key, const size_t key_length)

:cout << tip << std::endl;

::icout << "IBFEIANREYid:" << std: :endl;

::cin >> id;

::cout << "EMINEEMRITAIHER " << std::endl;

:cin >> domain;

::cout << "IBHIA" << key_length << "PEPHEIkey:" <<
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std::cin >> key;

if (id.
throw std:: ("iﬁiﬁj)\ﬁ?&ﬂ'\]id”) 5

if (domain.

throw std:: ("BRMABREEE") ;
if (key. () '= key_length)
throw std:: (std:: ("keyﬁfgﬁgﬁ
(std:: (key_length)) . ("PMED"));
()
::string id, domain, key, response;
("AESHNf#ER", id, domain, key, 16);
::string &&encrypted_data = (domain, key);
(encrypted_data, id, "aes", response);
::string &&decrypted_data = (response, key);
::cout << "MERIEER: " << decrypted_data << std::endl;
()

::string id, domain, key, response;

("DESHNf#®E", id, domain, key, 8);

::string &&encrypted_data = (domain, key);

(encrypted_data, id, "des", response);

:string &&decrypted_data = (response, key);
::cout << "MERIEER: " << decrypted_data << std::endl;
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aes.cpp

"aes.h"

#include
#include "hex.h"
#include <openssl/evp.h>
#include <openssl/aes.h>
#include <time.h>
#include <stdlib.h>

#include <stdexcept>
typedef unsigned char uchar;
const size t IV_SIZE = 16;
const size_t KEY SIZE = 16;
const size_t BLOCK_SIZE = 16;
static std::string
{

size_t 1i;

std::string iv;

));

i < IV_SIZE;
( ()

return iv;

::string (const std::string &data, const std::string &key)

if (data.
throw std:: ("data is empty");
else if (key. != KEY_SIZE)
throw std:: ("key length must be 16");

EVP_CIPHER CTX *ctx = ();
std::string &&iv =
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(), nullptr, (uchar

throw std:: ("EVP_EncryptInit_ex () failed");

(ctx, KEY_ SIZE);

uchar *output = new uchar[data. () + 2 * BLOCK_SIZE];
int output_len = 0;

(ctx, output, &output_len, (uchar

()))
(ctx);

delete[] output;
throw std:: ("EVP_EncryptUpdate () failed");

uchar *pad_buf = output + output_len;

int pad_len;

(ctx, pad_buf, &pad_len))

(ctx);

delete[] output;

throw std:: ("EVP_EncryptFinal_ex () failed");

std::string result;

result. (iv) ;

result. ((char *)output, output_len + pad_len);

(ctx);
delete[] output;

return (result) ;

std::string (const std::string &data, const std::string &key)
{
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throw std:: ("data is empty");
(key. = KEY_SIZE)
throw std:: ("key length must be 16");

std::string &&decoded_data = (data) ;

if (decoded_data. () <= IV_SIZE)
throw std:: ("invalid data");

std::string &&iv = decoded_data. (0, IV_SIZE);
std::string &&encrypted_data = decoded_data. (IV_SIZE);

EVP_CIPHER_CTX *ctx = ()

(1 !'=

throw std:: ("EVP_DecryptInit_ex () failed");

(ctx, KEY SIZE);

uchar *output = new uchar[data. () + 2 * BLOCK_SIZE];

int output_len = 0;

if (1 != (ctx, output, &output_len, (uchar
*)encrypted_data. (), encrypted_data. ()))
{
(ctx);
delete[] output;
throw std:: ("EVP_DecryptUpdate () failed");

int pad_len 0;
if (1 !'= (ctx, output + output_len, &pad_len))
{
(ctx);
delete[] output;
throw std:: ("EVP_DecryptFinal_ex () failed");
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output_len += pad_len;

output [output_len] = 0;

std::string result (char *)output;

(ctx);
output;

return result;

#ifndef AES_H

#define AES_H

#include <string>

std::string std::string &data, const std::string
&key) ;

std::string onst std::string &data, const std::string

&key) ;

#endif

#include "des.h"
#include "hex.h"
#include <openssl/evp.h>
#include < >nssl/des.h>

#include <stdexcept>

typedef unsigned char uchar;

const size_t BLOCK_SIZE 16;
const size t KEY SIZE

std::string (const std::string &data, const std::string &key)
{

(data.

throw std:: ("data is empty");
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else if (key. ()

throw std::

!= KEY SIZE)

EVP_CIPHER CTX *ctx = ();

(ctx);

throw std:: ("EVP_EncryptInit_ex()

(ctx, KEY_SIZE);
uchar *output = new uchar[data. ()
int output_len = 0;

(ctx, output,

delete[] output;

throw std:: ("EVP_EncryptUpdate ()

int pad_len = 0;

(ctx,

(ctx);
delete[] output;

throw std:: ("EVP_EncryptFinal_ex ()

output [output_len + pad_len] = 0;

std::string result = (char *)output;
(ctx);

delete[] output;

return (result) ;

const

std::string

(const std::string &data,
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throw std:: ("data is empty");
(key. () !'= KEY_SIZE)
throw std:: ("key length must be 8");

std::string &&decoded_data = (data) ;

EVP_CIPHER_CTX *ctx = ();

(ctx) ;
throw std:: ("EVP_DecryptInit_ex () failed");

(ctx, KEY_SIZE);

uchar *output = new uchar[data. () + 2 * BLOCK_SIZE];

int output_len = 0;

if (1 != (ctx, output, &output_len, (uchar
*)decoded_data. (), decoded_data. ()))
{
(ctx);
delete[] output;
throw std:: ("EVP_DecryptUpdate () failed");

int pad_len = 0;
if (1 !'= (ctx, output + output_len, &pad_len))
{
(ctx);
delete[] output;
throw std:: ("EVP_DecryptFinal _ex () failed");

output_len += pad_len;

output [output_len] = 0;

std::string result (char *)output;
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delete[] output;

return result;

#ifndef DES_H
#define DES_H
#include <string>

std::string (const std::string &data, const std::string
s¢key) ;
std::string (const std::string &data, const std::string

&key) ;

#endif

#include <string>

std::string (const std::string &data);
std::string (const std::string &data);

#endif

hex.cpp

#include "hex.h"
#include <stdexcept>
#include <iostream>

#include <map>
static const char HEX_STRING[] = "0123456789ABCDEF";

static std::map<char, int> HEX_ TABRLE =
{'0", 0},
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::string (const std::string &data)

size_t 1i;
int high, low;

std::string res;

for (i = 0; i < data. (); i++)
{
high = (data[i] >> 4) & O0xf;
low = datal[i] & Oxf;
res. (HEX_STRING [high]) ;
@S . (HEX_STRING([low]) ;

return res;

::string (const std::string &data)

size_t 1i;
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std::string res;

if (data.
return res;
else 1f (data. ! 0)
throw std:: ("invalid data length");

i < data. (e L #= 2)

if (HEX_TABLE. (data[i]) == HEX_TABLE. O |

HEX_TABLE. (data[i + 1]) == HEX_ TABLE. ())

throw std:: ("invalid character");

( (HEX_TABLE [data[i]] << 4) | HEX_TABLE[data[i +

return res;

JavaScripthi4s

<!DOCTYPE html>
<html lang="en">
<head>

<meta charset="UTF-8">

<title>DESFIAESHIfRZRECH</title>
</head>
<body>

<h1>DESFIAESHIRERRSLREE</h1>
</body>
<'—— F8: EES|A\crypto-jsE -——>
<script src="

"></script>

<script>

class AESHelper {

constructor (key) {

if (typeof (key) !== "string" || key.length < 16) {

throw "[AES] failed to construct AESHelper, invalid

}
this.key = CryptodS.enc.Utf8.parse (key) ;
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Encrypt (data) {
if (typeof (data) !'== "string" || data.length === 0)
throw "[AES] failed to encrypt, invalid data";
}
const iv = CryptodS.lib.WordArray.random(16) ;
const encryptedContent = CryptodS.AES.encrypt (data,
this.key, {
iv: iv,
mode: CryptodS.mode.CBC,
padding: CryptoJdS.pad.Pkcs7
}) i
return iv.toString (CryptoJdS.enc.Hex) +

encryptedContent.ciphertext.toString (CryptodS.enc.Hex) ;
}

Decrypt (data) {
if (typeof (data) !== "string" || data.length <= 32)
throw "[AES] failed to decrypt, invalid data";

// BIB2ANFHRLAFPH LB he < 4RIZRY
const iv = CryptodS.enc.Hex.parse (data.substr (0, 32));
data = data.substr (32, data.length - 32);

const decryptionParam = CryptodS.lib.CipherParams.create ({

ciphertext: CryptoJdS.enc.Hex.parse (data)
1)

const decryptedContent =
CryptoJS.AES.decrypt (decryptionParam, this.key, {
iv: iv,
mode: CryptodS.mode.CBC,
padding: CryptoJdS.pad.Pkcs7

P
return decryptedContent.toString (CryptodS.enc.Utf8);

class DESHelper {
constructor (key) {
if (typeof (key) !== "string" || key.length < 8) {
throw "[DES] failed to construct DESHelper, invalid
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this.key = CryptodS.enc.Utf8.parse (key);

Encrypt (data) {
data.length === 0) {

if (typeof (data) !== "string" |
throw " [DES] failed to encrypt, invalid data";
}
const encryptedContent = CryptodS.DES.encrypt (data,
this.key, {
mode: CryptodS.mode.ECB,
padding: CryptodS.pad.Pkcs7
P
return

encryptedContent.ciphertext.toString (CryptodS.enc.Hex) ;
}

Decrypt (data) {
if (typeof (data) !'== "string" || data.length == 0) {
throw " [DES] failed to decrypt, invalid data";

const decryptionParam = CryptodS.lib.CipherParams.create ({
ciphertext: CryptodS.enc.Hex.parse (data)
}) i

const decryptedContent =
CryptoJS.DES.decrypt (decryptionParam, this.key, {
mode: CryptodS.mode.ECB,
padding: CryptodS.pad.Pkcs7

P
return decryptedContent.toString (CryptodS.enc.Utf8);

// BIAIIMATaes keyFAiiR

const aesHelper = new AESHelper ("your aes key");

const encryptedData = aesHelper.Encrypt ("your domain");
console.log ('AESINZERRIEIE', encryptedbata);
const decryptedData = aesHelper.Decrypt (encryptedData) ;
console.log( 'AES%%EE’\J@}E' , decryptedData) ;
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}

// BIAIIMAdes keyFAiiR

const desHelper = new DESHelper ("your des key");

const encryptedData = desHelper.Encrypt ("your domain");

console.log( 'DESHIZERRIEUE ', encryptedData) ;

const decryptedData = desHelper.Decrypt (encryptedData) ;
console.log ( 'DESﬁ?zE‘EE'{]ﬁ}E' , decryptedData) ;

</script>

</html>
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iR
Mg IR EEEREI TR ST Eg:
Failed over g

B HTTPDNS E£4#& A\ BGP Anycast, HSMTSHBENESIR, EATHRIERANER TEFingS 68

kAR Z2m, BNERBLATR Failed over %RHg:

1. 5%cm HTTPDNS RIS &SR,

2. M1 HTTPDNS ZifiREIRIERA 22— IP ibhk (ERA=. ERIE IP. EEEIHNE ) , WiEGA i
LocalDNS i#1Tif &t . #BATATiERINS95s .

EFRME
BohEEMBRNYNEREILRES, TRV BFEHSBIFSERIEER, BVERMRTER. EFAN
mnF:
EERE: EEAEENGEEN120sE600s, FA{EKF60s.
EEEN:
EEEINELTARiNER TH#T:
BRPRSREEEITHR:

BohEEMERRMEIRESHIGHNR Wi-Fi, Wi-Fi iIiR3GHERT, HEARNMNSZABTERES

%, BRIIRMBIRSRETHR, FEEHE HTTPDNS RElGZ TSR, LERSRHAPSTINSEARET

HEiER .

EFCR

HigZBITNEREFREZIEN, ZEPicMNiZE HTTPDNS SRS @imaRKUGKIRFRaEE S

RS IP. AT R BAPEEFIHESEM# TR BT EEE, BT 75%TTL BEiFaEHTE=S

BT fUan, AMEFA TTL 53600s, BBATESE600 * 0.75 = 450s Y, ERIRFALIZETEIZ/ER -
BRTLALTUSEBINS, WM BB RUR BB B MR NERE, —RABPIGIERE ., BNEWLSRIFER
T, RERMIZBHINE . MEXIFERIFRIE, ENET url Ki#TRS .
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Rt

AT IHEEFRISISHEME iR, BUSRIREI TiESE:
FRESFREDEARFES, KERSESD url KM, FROESETRY (APKEYF, SRINEHE. 3
— MR, BEHBEHTER, ELS100mshIBITER ) o

IRBERERF TTL BERTXE (FREF60s ) , BALESRZE#HT HTTPDNS i5K,

ENBhET HTTPDNS MU SHFERBAPAM LocalDNS fEARREE, 5 HTTPDNS TiEERERS
B (#BNMEFIZES HTTPDNS IRSSHMIDER ) , AILAER LocalDNS #1TfEh o

Android EFHPAEEHI404551R, (BRISRPIES, TEANIREMEEMEE, #1552%E Android i5
XKik[E] 404 .

bytetohex&hextobyte, FEHCEMEN, HIT16HHEIFFREFHRIER

HTTPS @&, {EZEFIK hook ZFIFIEEIEHAY domain il BIHEREE SR RIFERE host BT
12, 18 |P EEBRAERNES, BHITIEBRIE. ERBRIERIAME, EUTF curl -k &,

HTTPDNS iERZINERRIE2 - 5sEH

EMZSBITILRS, BN, 4GRS Wi-Fi, AB Wi-Fi i@iligE, FEEHHNT HTTPDNS iEKRRIFiaA it
Z=.
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