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The complete copyright of this document, including all text, data, images, and other content, is solely and exclusively owned by
Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent Cloud"); Without prior explicit written permission from Tencent Cloud, no
entity shall reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this document in any form. Such
actions constitute an infringement of Tencent Cloud's copyright, and Tencent Cloud will take legal measures to pursue liability
under the applicable laws.

Trademark Notice

2y Tencent Cloud

This trademark and its related service trademarks are owned by Tencent Cloud Computing (Beijing) Co., Ltd. and its affiliated
companies("Tencent Cloud"). The trademarks of third parties mentioned in this document are the property of their respective
owners under the applicable laws. Without the written permission of Tencent Cloud and the relevant trademark rights owners, no
entity shall use, reproduce, modify, disseminate, or copy the trademarks as mentioned above in any way. Any such actions will
constitute an infringement of Tencent Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal
measures to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and services in their entirety or part. The
descriptions of certain products and services may be subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types of Tencent Cloud products and
services you purchase and the service standards. Unless otherwise agreed upon by both parties, Tencent Cloud does not make any
explicit or implied commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale support. Don't hesitate to contact us at
4009100100 or 95716 for any inquiries or concerns.
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Certificate Application

Formal Certificate Submission Process

Domain Validation (DV) SSL Certificate Submission
Process

Last updated: 2023-09-27 21:52:50

Scenario

Upon successful purchase of a Domain Validation (DV) SSL Certificate, relevant documents must be submitted. Please refer to the
Purchase Process for the certificate acquisition procedure. Once the Certificate Authority (CA) has approved the authentication
review, the certificate will be officially issued, and you can download and install the certificate.

Preparations

1. Log in to the SSL Certificate Service console and navigate to the Pending Submission management page.

2. Select the purchased certificate and click on Submit Materials.

Instructions

A Note
The information required varies slightly depending on the type of domain certificate. This operation uses the Wotrus brand
Domain Validation (DV) certificate for multiple domains as an example.

Step 1. Enter a domain name

Select one of the following CSR generation methods as needed.
Choose the "Generate CSR Online" method and execute the operation to generate CSR online (We recommend generating the
CSR online, allowing the platform to generate and manage your private and public key certificate files, thus preventing the loss
of private key files).

Choose the "Paste CSR" method and perform the Paste CSR operation (self-upload, private key cannot be generated).
Generating the CSR online

1. Enter the domain information as shown below:
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o Submit information > > > >

@ Not sure how to apply for a DV SSL certificate?View application guide [

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.
configuration
Generate CSR () Online By pasting
You are advised to generate the CSR online to allow the platform to g your private and public key certificate files. This avoids losing the private key file. Learn more [2
Algorithrr © RsA algorithm ECC algorithm
RSA has better compatibility with browsers and clients, but has a higher performance overhead on web servers. ECC is more efficient and has a lower performance overhead on servers but has weaker compatibility. Learn
more [2
Key length O 2048
RSA 256 SHA 384
Bound domain *
Enter a single domain or IP (cannot be changed once associated. If you need to change it after a tion, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, or
11
Note: For "tencent.com", the certificate applies only to "www.tencent.com", but not "ssl.tencent.com®, for which you need to apply for a certifica
Private Key @b

For private key security, the password is not retri

remember it
To deploy the SSL certificate to Tencent Cloud servi

CLB and CDN, do not enter the priv

ey password. What is a private key password? [4

© Organization Individual
Organization
information
Select Existing organization o New organization information
name
Gity oN v Beijing v Beijing v
Cal
Please be sure to reserve a valid contact method. The CA will call for review

The main parameter information is as follows:
Algorithm: Choose the certificate encryption algorithm based on your actual requirements.
Key Length: Select the key length for your certificate based on your actual requirements.
Bound domain: Enter a single domain to bind the certificate to, such as tencent.com or ssl.tencent.com .

Private Key Password: Optional. The password cannot be modified once entered or recovered, so please keep it in mind.

® Note
If you need to deploy Tencent Cloud services such as CLB or CDN, don’ t set the private key password.

2. Enter your organization information.
Existing Organization: Select Existing Organization to directly use the organization's information.

New Organization information: Enter full name, department, city, address, and landline number of your organization.
3. Enter the Admin information.

Existing Admin: Select Existing Admin to directly use the administrator's information.

New Admin Information: Please provide the accurate name, position, phone number, and email of the administrator.
4. Enter contact information. You may select Same as the admin.
5. Click Next to proceed to Step 2.

Pasting the CSR

1. Paste the prepared CSR information into the text box, enter the "Domain Information”, and fill in the organization information
(you can select "Existing organization"), admin information (you can select "Existing Admin"), and contact information (you can
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check Same as Admin). As shown in the figure below:
(@) Not sure how to apply for a DV SSL certificate?View application guide [%

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.

configuration

Generate CSR online Q) By pasting
You are advised to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [2

sda O

If you need to deploy, host, or update the certificate on Tencent Cloud, upload the KEY file. Otherwise, you can keep the KEY file by yourself, without uploading it
Signature RSA 256 SHA 384
algorithm
Bound domain *

ated. If you need to change it after association, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, or

w.tencent.com", but not "ssl.tencent.com", for which you need to apply for a certificate separately.

123

2. Click Next to proceed to Step 2.

Step 2. Select the validation method

1. On the "Select Verification Method" page, the system will provide available domain verification methods based on the type of
certificate you purchased, its validity period, and whether the domain is on DNSPod for DNS resolution, among other conditions.

Apply for a one—-year Domain Validation (DV) certificate: DNS Verification/File Verification. As shown in the image below:

° Submit information > o Select validation > > >
method

@ Not sure how to apply for a DV SSL certificate?View application guide [Z

Validation O DNS validation Recommended
method BT AV SRS ST THTEEEE | T ET . SR EF T #3, Details [2
File validation

You need to create the specified file in the root directory of the website corresponding to the domain to verify the domain ownership. The operation is complicated and the validation is slow.Details 2

Previous m i

To apply for a TrustAsia Domain Validation (DV) certificate (2-year or 3—year wildcard domain): Automatic DNS
Verification/Automatic File Verification.

2. Click Next.

Step 3. Validate your domain

1. On the "validate domain" page, please carry out the domain verification operation according to the information provided on the
page. For instance, if you have chosen the DNS verification method, the following information will be displayed, as shown in the

figure below:
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° Submit information b ° Select validation > o Validate domain > >
method

(@ Mot sure how to apply for a DV SSL certificate?View application guide [

i DNS validation
Tlw [BEITnI - MRS T AT 7 Ua TETRORA.
Please add a DNS record within 7 day(s). Otherwise, your application will fail the review. The certificate will be issued after the scanning and approval by the certificate authority.
Add the following DNS record at the DNS service provider of your domain operation Guide 2

You can use DNS.TECH [£ domain check tool to query the DNS service provider of your domain.

Doma Record type Record valu
~i 912 , _
L CNAMEQD ecaScheodsc ~-provider.com Iy
Mote that this record can be deleted or modified only after the certificate is issued
You can also use Domaln validation diagnostic tool to view the validation result.

View domain validation status

Have feedback? Join group

Applying for a one-year Domain Validation (DV) certificate:
DNS Validation: For domain validation operations, please refer to DNS Validation.
File Validation: For domain validation procedures, please refer to File Validation.

Applying for a TrustAsia Domain Validation (DV) certificate (2—year or 3—year wildcard domain):
Automatic DNS Validation: For domain validation operations, please refer to Automatic DNS Validation.
Automatic File Validation: Please refer to Automatic File Validation for domain validation operations.

2. After completing the domain verification operation, you can click View Domain Ownership Validation Status to check whether
the domain verification operation was successful.

@® Note
For the DNSPod GM (SM2) DV certificate, once the domain name verification is passed for the first time, the
verification will be retained for 13 months.
If a DNSPod GM (SM2) DV certificate has been applied for the same domain name under the same company name
within the past 13 months, domain validation will not be required.

Step 4. Wait for CA to issue the certificate

After the review is completed, the CA will issue your certificate. You can download and install it.

©2013-2023 Tencent Cloud. All rights reserved. Page 7 of 24
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OV (Organization Validated) and EV (Extended
Validation) SSL Certificate Material Submission
Process

Last updated: 2023-12-13 18:02:45

Scenario

Upon successful purchase of the OV (including OV Pro Edition) and EV (including EV Pro Edition) SSL certificates (see Purchase
Process for details), relevant materials need to be submitted. Once the CA organization's certification review is approved, the
certificate will be officially issued, and you can download the paid certificate for installation.

Preparations

1. Log in to the SSL Certificate Service console and navigate to the Pending Submission management page.

2. Select the certificate for which you need to submit materials and click Submit Materials.

Instructions

A Note
The information required varies slightly depending on the type of domain certificate. This operation uses a multi—-domain
certificate as an example.

Step 1. Enter a domain name

Select one of the following CSR generation methods as needed.
Choose the "Generate CSR Online" method and perform the operation to generate CSR online (recommended, as it can
generate both CSR and private key).

Choose the "Paste CSR" method and perform the Paste CSR operation (self-upload, private key cannot be generated).
Generating the CSR online

1. Enter the domain information as shown below:
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o Submit information > > > >

@ Not sure how to apply for a DV SSL certificate?View application guide [

When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.

© online By pasting
You are advised to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [2
Algorithm © RsA algorithm ECC algorithm
RSA has better compatibility with browsers and clients, but has a higher performance overhead on web servers. ECC is more efficient and has a lower performance overhead on servers but has weaker compatibility. Learn
more [2
O 2048
RSA 256 SHA 384

r a single domain or IP (cannot be changed once f you need to change it after association, you need to purchase a new certificate). Example: tencent

com, ssl.tencent.com, example.ssl.tencent.com, or

Note: For "tencent.com", the certificate applies only to "

com"”, but not “ssl.t

cent.com”, for which you need to apply for a certificate separately

>

(Optional) For f ord is not retriev remember it

To depl ate to Tencent Cloud s LB and CDN, do not enter the private key password. What is a private key password? [4
Applicatior © Organization Individual
type
Organization
information
Select Existing izati O New ization ir

Organization

name

City CN v Beijing v Beijing v

Address

Please be sure to reserve a valid contact method. The CA will call for review

The main parameter information is as follows:
Algorithm: Choose the type of encryption algorithm for your certificate based on your actual needs.
Key Length: Select the key length for your certificate based on your actual needs.

Bound domain: Enter the single domain name to which the certificate is bound. For example, tencent.com or
ssl.tencent.com.

@® Note

Some certificate brands support binding IP addresses. For details, see SSL Certificates Supporting IP Address
Binding.

Private Key Password: Optional. The password cannot be modified once entered or recovered, so please keep it in mind.

@® Note
If you need to deploy Tencent Cloud services such as CLB or CDN, don’ t set the private key password.

2. Enter your organization information.

Existing Organization: Select Existing Organization to directly use the organization's information.

New Organization information: Enter full name, department, city, address, and landline number of your organization.
3. Enter the Admin information.

Existing Admin: Select Existing Admin to directly use the administrator's information.

New Admin Information: Please provide the accurate name, position, phone number, and email of the administrator.

4. Enter contact information. You may select Same as the admin.

©2013-2023 Tencent Cloud. All rights reserved. Page 9 of 24
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5. Click Next to proceed to Step 2.
Pasting the CSR

1. Paste the prepared CSR information into the text box to identify your domain information. Then, fill in the organization
information (you can select "Existing Organization"), administrator information (you can select "Existing Administrator"), and
contact information (you can check Same as Administrator). As shown in the figure below:

(@ Not sure how to apply for a DV SSL certificate?View application quide [2

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.
configuration
Generate CSR Online Q) By pasting

You are advised to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [2

sda (@]

If you need to deploy, host, or update the certificate on Tencent Cloud, upload the KEY file. Otherwise, you can keep the KEY file by yourself, without uploading it
Signature RSA 256 SHA 384
algorithm
Bound domain *

Enter a single domain or IP (cannot be changed once associated. If you need to change it after association, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, or

1.1.1.1
Note: For "tencent.com", the certificate applies only to “www.tencent.com", but not "ssl.tencent.com", for which you need to apply for a certificate separately

14

se remember it
s CLB and CDN, do not enter the private key password. What is a private key password? 2

For private key ty, the password is not retriev

(Optional)

To deploy the SSL certificate to Tencent Cloud services st

2. Click Next to proceed to Step 2.

Step 2: Upload the Confirmation Letter

A Note
If you use the organization and administrator information in My Profile that has been reviewed, the confirmation letter
can be omitted.
For GlobalSign certificates, the confirmation letter still needs to be uploaded when you submit the information.
For GlobalSign EV certificates, the CA will email you the documents required for review in 2-3 business days after you
submit the information, and you do not need to upload them to the console.

1. Click Download Confirmation Letter Template and fill in the necessary information.
2. Fill out, attach your organization's official seal on and scan the confirmation letter.

3. Click Upload to upload the confirmation letter, then click Next.

® Note
The confirmation letter can be a JPG, PNG, or PDF file of up to 1.4 MB.

During the manual review of the confirmation letter, you can re-upload it to modify the information.

4. In the pop-up window indicating "Upload Confirmation Letter Successful", click Confirm and wait for the business personnel and
the CA organization to confirm and review the submitted materials offline.

Step 3. Wait for CA to review

After you upload the confirmation letter, the CA will contact you via your email and phone calls for identity verification.

@® Note
It takes 3—5 business days to review OV certificates, and 5—7 business days to review EV certificates.
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Step 4. Wait for CA to issue the certificate

After the review is completed, the CA will issue your certificate. You can download and install it.
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Information Submission Process for Wotrus OV and
EV SSL Certificates

Last updated: 2023-09-28 09:53:43

Scenario

After successfully purchasing the Wotrus brand's Organization Validation (OV) and Extended Validation (EV) SSL certificates,
relevant documents need to be submitted. Please refer to Purchase Process for the certificate purchase procedure.

Preparations

1. Log in to the SSL Certificate Service console and navigate to the Pending Submission management page.
2. Select the purchased certificate and click on Submit Materials.

Instructions

A Note
The information required varies slightly depending on the type of domain certificate. This operation uses the Organization
Validation (OV) certificate for multiple domains as an example.

Step 1. Enter a domain name

Select one of the following CSR generation methods as needed.
Choose the "Generate CSR Online" method and execute the operation to generate CSR online (We recommend generating the
CSR online, allowing the platform to generate and manage your private and public key certificate files, thus preventing the loss
of private key files).

Choose the "Paste CSR" method and perform the Paste CSR operation (self-upload, private key cannot be generated).
Generating the CSR online
1. Enter the domain information as shown in the image below.
@® Note

If the existing company and administrator information does not meet the requirements for your current certificate
application, you can manage it by going to SSL Certificate Service Console > My Profile.
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o Submit information > > > >

(D Not sure how to apply for a DV SSL certificate?View application guide [Z

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.

configuration

Generate CSR Q) Online By pasting
You are erate the online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the pr > key file. Learn more [2

Algorithr © RSA algorithm ECC algorithm
RSA has better compatibility with browsers and clients, but has a higher performance overhead on web servers. ECC is more efficient and has a lower performance overhead on servers but has weaker compatibility. Learn
more [

Key length O 2048

RSA 256 SHA 384

algorithm

3ound domain *

encent.com”, the certificate applies ¢ ch you ne

What is a private key password? [2

Application © Organization Individual
type
Organization
information
Existing i O New
Gity CN v Beiing v Beiing v

Address

Please be sure to reserve a valid contact method. The CA will call for review

Main parameters are as described below:
Algorithm: Check the required certificate encryption algorithm.

Key Length: Check the required key length for the certificate.
Bound domain: Enter a single domain to bind the certificate to, such as tencent.com or ssl.tencent.com .

Private Key Password: Optional. The password cannot be modified once entered or recovered, so please keep it in mind.

@® Note
If you need to deploy Tencent Cloud services such as CLB or CDN, don’ t set the private key password.

2. Enter your organization information.

Existing Organization: Select Existing Organization to directly use the organization's information.

New Organization information: Enter full name, department, city, address, and landline number of your organization.
3. Enter the Admin information.

Existing Admin: Select Existing Admin to directly use the administrator's information.

New Admin Information: Please provide the accurate name, position, phone number, and email of the administrator.
4. Enter contact information. You may select Same as the admin.
5. Click Next to proceed to Step 2.

Pasting the CSR

1. Paste the prepared CSR information into the text box to identify your domain information, and fill in or select the existing
company information, administrator information, and contact information, as shown in the following figure:

©2013-2023 Tencent Cloud. All rights reserved. Page 13 of 24
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® Not sure how to apply for a DV SSL certificate?View application guide [Z

When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.

Reuse
configuration
Generate CSR online ) By pasting
You are ac to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [2
sda (@]
If you need to deploy, host, or update the certificate on Tencent Cloud, upload the KEY file. Otherwise, you can keep the KEY file by yourself, without uploading it
RSA 256 SHA 384

Bound domain *

cate). Example: tencent.com, ssl.tencent.com, example.s

iated. If you need to change it after association, you need to purchase a new

2. Click Next to proceed to Step 2.
Step 2: Select the domain authentication method

1. On the "Select Verification Method" page, choose the Domain Verification method. See the figure below:

° Submit information > o Select validation > > >
method

@ Not sure how to apply for a DV SSL certificate?View application guide [2

Validation o DNS validation Recommended
method BENLT RV S MG BT THT RS | T O WL %5, Details (2
File validation

You need to create the specified file in the root directory of the website corresponding to the domain to verify the domain ownership. The operation is complicated and the validation is slow.Details [£

Previous Next

2. After selecting the verification method, click Next to proceed to the "Pre—Review" page.

Step 3. Wait for the pre-review to complete

After submitting the materials and choosing the domain verification method, you need to wait for the reviewer to preliminarily review
your certificate. The review time is expected to be between 10 minutes and 72 hours. Please be patient.

Step 4. Validate your domain

1. Please follow the instructions on the "Validate Domain" page to verify domain ownership. For instance, if you have chosen
manual DNS validation, the following information will be displayed. You should add the resolution on the corresponding domain
name resolution platform as shown below:

©2013-2023 Tencent Cloud. All rights reserved. Page 14 of 24
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° Submit information > ° Select validation > o Validate domain > >
method

@ Mot sure how to apply for a DV SSL cenlificate?View application guide [%
i DNS validation
Tle W BRI~ Pl THe 9T § D47 TR
Please add a DNS record within 7 dayis). Otherwise, your application will fail the review. The certificate will be issued after the scanning and approval by the certificate authority.
Add the following DNS record at the DNS service provider of your domain Operation Guide [2

You can use DNS.TECH [£ domain check tool to query the DNS service provider of your domain.

14d912

CNAME(D) ecaSchol -provider.com [
A

Note that this record can be deleted or modified only after the certificate s Issued

‘You can also use Domain

View domain validation status

validation diagnostic 100l to view the validation result.

Have feadback? Join group

You can verify according to the following operation instructions:
DNS Validation: For domain validation operations, please refer to DNS Validation.

File Validation: For domain validation procedures, please refer to File Validation.

2. After completing the domain verification operation, you can click View Domain Ownership Validation Status to check whether
the domain verification operation was successful.

Step 5. Wait for the manual review to complete

After your domain is validated, the CA will review the information submitted and call you to complete the validation.

® Note
It takes 3—5 business days to review OV certificates, and 5—7 business days to review EV certificates.

Step 6. Wait for CA to issue the certificate

After the review is completed, the CA will issue your certificate. You can download and install it.

® Note
The certificate will be issued only if both the manual review and domain validation are passed.

After you applied, there will be a manual review, during which you will receive a call from the US to your organization’ s
business registration number.
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DNSPod GM (SM2) OV and EV SSL Certificate
Material Submission Process

Last updated: 2023-09-28 10:00:47

Scenario

After successfully purchasing the DNSPod GM (SM2) OV and EV SSL certificates, it is necessary to submit relevant materials.
Please refer to the purchase process for the certificate purchase procedure.
Once the CA organization's certification review is passed, the certificate will be officially issued, and you can download and install it.

Preparations

1. Log in to the SSL Certificate Service console and navigate to the Pending Submission management page.

2. Select the purchased GM certificate and click on Submit Materials.

Instructions

A Note
The information required varies slightly depending on the type of domain certificate. This operation uses the Organization
Validation (OV) certificate for multiple domains as an example.

Step 1. Enter a domain name

Select one of the following CSR generation methods as needed.
Choose the "Generate CSR Online" method and execute the operation to generate CSR online (We recommend generating the
CSR online, allowing the platform to generate and manage your private and public key certificate files, thus preventing the loss
of private key files).

Choose the "Paste CSR" method and perform the Paste CSR operation (self-upload, private key cannot be generated).
Generating the CSR online
1. Enter the domain information as shown in the image below.
@® Note

If the existing company and administrator information does not meet the requirements for your current certificate
application, you can manage it by going to SSL Certificate Service Console > My Profile.
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o Submit information > > > >

@ Not sure how to apply for a DV SSL certificate?View application guide [2

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.
configuration

© Online By pasting

You are advised to generate the CSR online to allow the platform to generate and manage your private and pul

ertificate files. This avoids losing the private key file. Learn more 2

Algorithm © RsA algorithm ECC algorithm

RSA has better compatibility with broy d clients, but has a higher performance overhead on web servers. ECC is more efficient and has a lower performance overhead on servers bu er compatibility. Learn
more [2
Key lengt O 2048
ture RSA 256 SHA 384

thm

Bound domain *
Enter a single domain o IP (ca hanged once associated. If you need to change it after association, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, of
1.1.1.1
Note: For "tencent.com”, the certificate applies only to "www.tencent.com", but not *ssl.tencent.com", for which you need to apply for a certificate sep
L4
For priva member it

To deploy tr SLB and CDN, do not enter the private key password. What is a private key password? [2
Application © Organization Individual

type

Organization

information

Select Existing ization Q) New i i ion

City CN v Beijing v Beiing v

Address

Call

Please be sure to reserve a valid contact method. The CA will call for review

Main parameters are as described below:

Bound domain: Enter a single domain or public IP address to bind to the certificate. For example, tencent.com,
ssl.tencent.com, example.ssl.tencent.com, 1.1.1.1.

Private Key Password: Optional. The password cannot be modified once entered or recovered, so please keep it in mind.
2. Enter your organization information.
Existing Organization: Select Existing Organization to directly use the organization's information.
New Organization information: Enter full name, department, city, address, and landline number of your organization.
3. Enter the Admin information.
Existing Admin: Select Existing Admin to directly use the administrator's information.
New Admin Information: Please provide the accurate name, position, phone number, and email of the administrator.
4. Enter contact information. You may select Same as the admin.
5. Click Next to proceed to Step 2.

Pasting the CSR

1. Paste the prepared CSR information into the text box to identify your domain information, and fill in or select the existing
company information, administrator information, and contact information, as shown in the following figure:
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@ Not sure how to apply for a DV SSL certificate?View application guide [%

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.

Online Q) By pasting

You are advised to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [2

sda (@)

If you ne

deploy, host, or update the certificate on Tencent Cloud, upload the KEY file. Otherw

you can keep the KEY file by yourself, without uploading it

RSA 256 SHA 384

Enter a single domain or IP (cannot
1.1.1.1

Note: For "tencent.com", the certificate applies only to "wwv

ociated. If you need to

ation, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, or

v.tencent.com*, but not "ssl.tencent.com", for which you need to apply for a certificate separately.

@

P; rd

rd is not retri

(Optional)

encent Clouc

CLB and CDN, do not enter the private key | ord. What is a private key password? [2

2. Click Next to proceed to Step 2.
Step 2: Select the domain verification method

1. On the "Select Verification Method" page, you can choose the domain verification method, as shown below:

° Submit information > e Select validation > > >
method

(D Not sure how to apply for a DV SSL certificate?View application guide [2

Validation o DNS validation Recommended

method BACLE RV SR GL . BT THT REEE | T T . MR #%, Details [2

File validation

You need to create the specified file in the root directory of the website corresponding to the domain to verify the domain ownership. The operation is complicated and the validation is slow.Details [2

Previous Next Ha

2. After selecting the verification method, click Next to proceed to the "Upload Confirmation Letter" page.
Step 3: Upload the Confirmation Letter

1. On the "Upload Confirmation Letter" page, click Download Confirmation Letter Template and fill in the application information.
2. After completing the application form, affix your organization's official seal, scan or take a clear photo, and upload it.
3. Click Upload to submit the confirmation letter.

@® Note
The application form supports .jpg, .gif, and .pdf formats, with a size limit of 1.4 MB.

After the application file is uploaded, it cannot be uploaded again. Ensure that the application file is uploaded correctly.
4. Click Next to proceed to the "Validate Domain" page.

Step 4. Validate your domain

1. Follow the instructions on the "Validate Domain" page to verify domain ownership. For instance, if you choose manual DNS
verification, the following information will be displayed. See the image below:
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° Submit information b ° Select validation > o Validate domain > >
method

@ Not sure how to apply for a DV SSL centificate?View application guide [Z

DNS validation
Tl IWEI™nT! — MR T He AT F S8 TETIR,

Please add a DNS record within 7 day(s). Otherwise, your application will fail the review. The certificate will be issued after the scanning and approval by the certificate authority.
Add the following DNS record at the DNS service provider of your domain Operation Guide [2
You can use DNS.TECH [£ domain check tool to query the DNS service provider of your domain.

Domair Host Record type Record

1d912
»

CNAME(D) acas =vidar.com I
o

Note that this record can be deleted or modified only after the certificate is issued

You can also use Domain validation diagnostic tool to view the validation result.
View domain validation status

Have feedback? Join group

DNS Validation: For domain validation operations, please refer to DNS Validation.
File Validation: For domain validation procedures, please refer to File Validation.

2. After completing the domain verification operation, you can click View Domain Ownership Validation Status to check whether
the verification operation was successful.

Step 5: Undergo manual review

Once the domain validation is successful, it will proceed to the manual review stage. After the manual review is passed, the
certificate will be officially issued.

® Note
Once the domain verification is successful, the verification will be retained for 13 months. Within these 13 months, if the
same domain applies for DNSPod GM (SM2) OV and EV SSL certificates under the same organization name, the domain
verification process will not be executed.

The certificate will be issued only after manual approval and domain validation.
It takes 3—5 business days to review OV certificates, and 5—7 business days to review EV certificates.

Manual approval will not be required if you apply for a certificate with the same information after having successfully
applied for a certificate of the same type.

Step 6. Wait for CA to issue the certificate

After the official issuance of the certificate, you can download and install it.
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Guide to Using Free SSL Certificates
Overview of Free SSL Certificate

Last updated: 2023-09-28 10:02:37

Overview of Free SSL Certificate

Tencent Cloud offers a complimentary SSL certificate primarily intended for preliminary testing, catering to users' needs for HTTPS
communication during the early stages of website development.

Differences Between Free SSL Certificates and Formal SSL Certificates

A Note:
The compatibility of an official certificate is superior to that of a free certificate. For the stability of your business, it is
imperative to use an official certificate for formal projects. Click here to select and purchase an official certificate..

Certificate Features Free Certificate Official Certificate
Domain Quota Subject to Quota Limitations No limit

SecureSite ( DigiCert)

DNSPod

GeoTrust
Certificate Provider TrustAsia .

GlobalSign

TrustAsia

WoTrus
Supports binding to
wildcard domains Unavailable This feature is supported.
(wildcards)
Support binding IP Unavailable This feature is supported.
Multi-domain Unavailable This feature is supported.
NSl EUET Unavailable This feature is supported
Consultation Services PP '
After-sales service Unavailable This feature is supported.

Rules for Free Certificate Quota

Previously, individual accounts could apply for a maximum of 20 free certificates. Now, individual accounts can apply for up to 50
free certificates, of which 20 free certificates can be bound to domain names across the internet, and 30 free certificates can be
bound to Tencent Cloud domain names. Becoming a Tencent Cloud V2 member will increase the quota for binding domain names
across the internet. If you wish to become a member, please proceed to Claim Tencent Cloud Membership.

L. Can be bound to .
Authentication Number of Free Can be bound to domain
Account Type . Tencent Cloud .
Type Certificates . names across the internet
domain names

Standard/V1 Member

A t 50 certificates 30 20
Individual ceoun

V2 Member Account 50 certificates - 50
Enterprise Standard/Membership 10 You can bind any 10 domain names.

Account
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Remark: As of 0:00 on March 20, 2023, corporate accounts without any free certificates are only entitled to a quota of 10 free
certificates. Corporate accounts with valid free certificates will continue to maintain a quota of 20 free certificates.

@® Note:
Tencent Cloud Domains: Domains registered with Tencent Cloud or transferred into Tencent Cloud.

Global domains: Domains registered either with Tencent Cloud or with other domain registrars.

Quota deduction rules: If the domain you are applying for belongs to Tencent Cloud, one Tencent Cloud domain quota will
be deducted first. Only when the Tencent Cloud domain quota is insufficient will the global domain quota be deducted.

Usage Restrictions of Free SSL Certificates

1. Afree certificate only supports binding to a single domain and does not support binding to a wildcard domain or an IP. It also
does not support domains with special suffixes applying for a free certificate. These special suffixes include, but are not limited
to: .edu, .gov, .org, .ru, .jp, .pay, .bank, .live, and .nuclear.

2. Free certificates do not come with manual technical support or installation guidance. Please follow the guidance document for
certificate installation and deployment.

Steps to Apply for a Free SSL Certificate

1. Log in to the SSL Certificate Service Console, navigate to the My Certificates page, and click on Apply for Free Certificate.

2. Fillin the application as required and click Submit application. Once the verification is complete, the review will be finalized
within one business day. You will be notified of the review results via text message, email, and in—site messages. As shown in
the figure below:

(@  Atres certificate Is for testing only. It has weaker compatibility than a paid one and may bring potential risks If used in a formal project. Therefore, we recommend you purchase a certificate [2 for business stabilty.
Tencent Cloud SSL Certificate Service does not provids technical support or installation guidance for a free certificate. If you encounter any problem during the application, please refer to Free Certificate Usage Guide [2

© submit certiticate >
application

Total quota:Used 7 /Total: 50  Quota release rule [2

t Purchase now

© Manual DNS validation Automatic DNS validation (3) File validation

© RsA aigorithm ECC algorithm

Lsam more

Moare

Submit application Back to list Have feedback? Join group

3. For a detailed application process, please refer to Free SSL Certificate Application Process.

How to Upgrade to an Official Certificate

Free SSL certificates do not support renewal and are recommended for testing purposes only. To achieve a higher level of security
and enjoy human customer service support, you can upgrade to a paid SSL certificate in the following two ways.

Method One: Upgrade via the Certificate Service Console

1. Log in to the SSL Certificate Service Console, navigate to the "My Certificates" management page, select the certificate that
needs to be upgraded, and click on Upgrade. As illustrated below:

resource \y

BT

Deploy Download
LR - 9 Not hosted
Unnamed 2024-10-0307:5050 & b) ot hos! Issued

At T Proceed to host Upgrade pMore ¥
Year 1 of 1
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2. In the pop-up window, after confirming the certificate specifications, click Proceed to Payment as shown below:

Domain Benefits of paid certificates
information
Okl Free cerlificates DV certificate
T .
L Suitable for personal websites  Suitable for individuals and
¢ 1a doma purchase a new certificate [5 and testing SMEs

Personal customer service X No (=) Yes

Recommended
Installation service X No @) Yes

1= - P - - ]
- g ot Presales consultation X No ) Yes
DNSPod Wildcard domain X Not supported Suppo tod
1 1 a Fu . LR TN i 8
Certificate for IP > Not supported > Not supported
" RELE =3 £
Muiti-domain X Not supported (&) Supported
Lty - g For ey - 3 TeT L
i L el ks '
50 for an individual
Domain quata - Unlimited
10 for an organization
1 year(s) 2 year(s) 3 yaar(s)

Damain suffix Commen suffixes ‘Common suffixes
Supported algorithms RSA/ECC RSA/ECC/SM2

Method Two: Proceed to the certificate purchase page to buy a paid certificate

Taking the purchase of a custom configuration paid certificate as an example.
1. Purchase a paid certificate on the SSL Certificate Purchase Page. For detailed information, please refer to the parameter
comparison provided on the official website, as shown below:

| Notice
Issuance instructions Certificate issuance process: 1. Purchase certificate 2. Bind domain and submit other information in the SSL certificate console 3. Wait for review 4. Issuance successful View issuance guide 2.
Description of Certificate Validity Period Multi-year cerfificates include multiple one-year cerlificates. After purchase, the first certificate will be issued first, and the system will automatically apply for the second one before the first certificate is about to expire. (Multi-

year certificates charge a one-time fee for multiple years, If the certificate is no longer used in the future, partial refunds are not supported.introduction to Multi-Yeer Certificates 2 .

| contfigurations

Encryption standard International National Gryptogra. .

Centificata type OV Pra oV EV EV Pro

Certficate brand General GeaTrust SecureSite GlobalSign CFCA

ckSelsct certificate brand d < e n d is P e by brar

E
i . -

Domain type Single-domain Multi-domain Wildcard

Auto-renewal Auto-renew the certificate yearty if with sufficient account balance
Advanced setlings A

Project BiAHE

Delate

peri Gontguraton coat [ v, 440050 v

2. Choose the appropriate certificate type and brand based on your industry and actual needs. For certificate types, refer to SSL
Certificate Type Cases, and for certificate brands, see Introduction to SSL Certificate Brands.

3. Choose the domain name type and the number of domain names supported as needed.
4. Choose the certificate validity period as per your requirements.

5. Click Buy Now to proceed to the order management page and finalize the payment by clicking Submit Order.
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Free SSL Certificate Application Process

Last updated: 2023-09-28 10:12:14

Registering an account

To apply for a certificate on Tencent Cloud, first you need to register a Tencent Cloud account and complete identity verification.
1. New users, please click Tencent Cloud's official website and select Sign Up for Free in the top right corner to access the
registration page.

2. Please register a Tencent Cloud account to access the Tencent Cloud Console.

3. Complete identity verification before proceeding with the certificate application.

Applying for a Free Certificate

@® Note
Free certificates are only available for second-level domain names and their subdomains, and do not support IP or
wildcard domain applications. For example, dnspod.cn and docs.dnspod.cn .
Within the scope of TrustAsia (not necessarily applied through Tencent Cloud), a maximum of 20 free certificates can be
applied for the same primary domain. When applying, please check whether the domain has TrustAsia certificates on

other service provider platforms to avoid reaching the application limit. For more details, please refer to Free Certificate
Quota Related Questions.

If you wish to continue using a free certificate after its expiration, please reapply and install it.

1. Log in to the SSL Certificate Service Console, navigate to the My Certificates page, and click on Apply for a Free Certificate.

2. Fill out the certificate application form as shown below:

(D Afree certificate is for testing only. It has weaker compatibility than a paid one and may bring potential risks if used in a formal project. Therefore, we recommend you purchase a certificate [ for business stability.

Tencent Cloud SSL Certificate Service does not provide technical support or i 1 g1 for a free . If you encounter any problem during the application, please refer to Free Certificate Usage Guide [2
€ submit certificate >
application
= -
Total quota:Used 7 /Total: 50 Quota release rule [2
1 year

C e R e
Il . Ur)wersajrree _n_ell:!_llAI::_a_(le. Used 0 pieces / Remaining
20 pieces
¥

t.com) o p y Purchase now

O Manual DNS validation Automatic DNS validation (i) File validation

© RSA aigorithm ECC algorithm

I r I y w i er | mance head ¢
Learn more

More

Submit application Back to list Have feedback? Join group

Bound domain: Enter a single domain, such as tencent.com or ssl.tencent.com .

Domain Validation Method:

@® Note
Automatic DNS Verification: For the verification method, please refer to Automatic DNS Addition.

If the domain name applied for is successfully hosted on the DNSPod DNS Console, automatic DNS addition is
supported.
Manual DNS verification: For the verification method, please refer to DNS Validation.

File Verification: For the verification method, see File Verification.
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Application Email : Please enter your email address.

Algorithm: Choose the desired encryption algorithm for your certificate. For more information about the algorithms, refer to
What are the differences between RSA and ECC encryption algorithms?

Certificate Name: Optional, please enter a remark for the certificate, not exceeding 200 characters.

Private Key Password: Optional. To ensure the security of your private key, password recovery is NOT supported, so please
remember the password.

A Note
If you need to deploy Tencent Cloud services such as Cloud Load Balance or CDN, do not enter the private key
password.

Tag: Select your tag key and tag value to better manage existing Tencent Cloud resources by category.

@® Note
To add tags, please refer to Managing Tags.

Project: Please select the project to which your certificate belongs, making it convenient for you to manage your certificates
through the project.
3. Follow the verification instructions to complete domain identity validation, and click Finish. As shown in the image below:

0 Submit information > ° Select validation > e Validate domain > >

method

@ Not sure how to apply for a DV SSL certificate?View application guide [

Validation method DNS validation
Tl BB RIS TR AT F DN TETEIRA.

Validation instruction  Please add a DNS record within 7 day(s). Otherwise, your application will fail the review. The certificate will be issued after the scanning and approval by the certificate authority.
Add the following DNS record at the DNS service provider of your domain Operation Guide [2
You can use DNS.TECH [4 domain check tool to query the DNS service provider of your domain.

Domain Host Recordtype  Record value

982bae2715b3a4d912
- f0fcb82d. trust- id
776772382.cn 5d63a4ddedb053 If CNAMEQ® eca5c6eed6c512abc2188da87241aae5.2a073a7ef35f50701222¢carfofcl 8 P! r.com G

Note that this record can be deleted or modified only after the certificate is issued.

You can also use Domain validation diagnostic tool to view the validation result.
View domain validation status

Have feedback? Join group

4. Once the domain verification is approved, the CA will issue the certificate within 24 hours. Please be patient.

A Note
The submitted domain failed the security review by the certificate authority. For specific reasons, please refer to Reasons
for Security Review Failure.

Download and Deployment

After completing the domain verification, you can click Download to obtain the issued certificate for local installation and
deployment, or deploy it to relevant Tencent Cloud services. For related operations, please refer to How to choose the SSL
certificate installation and deployment type?

FAQs

Queries Related to Free SSL Certificate Quota
Can the TXT records for domain name resolution configured in the SSL certificate be deleted?
What should I do if | forget my private key password?

What should | do if the free SSL certificate remains unverified?
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