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The complete copyright of this document, including all text, data, images, and other content, is
solely and exclusively owned by Tencent Cloud Computing (Beijing) Co., Ltd. ("Tencent
Cloud"); Without prior explicit written permission from Tencent Cloud, no entity shall
reproduce, modify, use, plagiarize, or disseminate the entire or partial content of this
document in any form. Such actions constitute an infringement of Tencent Cloud's copyright,
and Tencent Cloud will take legal measures to pursue liability under the applicable laws.

Trademark Notice
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This trademark and its related service trademarks are owned by Tencent Cloud Computing
(Beijing) Co., Ltd. and its affiliated companies("Tencent Cloud"). The trademarks of third
parties mentioned in this document are the property of their respective owners under the
applicable laws. Without the written permission of Tencent Cloud and the relevant trademark
rights owners, no entity shall use, reproduce, modify, disseminate, or copy the trademarks as
mentioned above in any way. Any such actions will constitute an infringement of Tencent
Cloud's and the relevant owners' trademark rights, and Tencent Cloud will take legal measures
to pursue liability under the applicable laws.

Service Notice

This document provides an overview of the as—is details of Tencent Cloud's products and
services in their entirety or part. The descriptions of certain products and services may be
subject to adjustments from time to time.

The commercial contract concluded by you and Tencent Cloud will provide the specific types
of Tencent Cloud products and services you purchase and the service standards. Unless
otherwise agreed upon by both parties, Tencent Cloud does not make any explicit or implied
commitments or warranties regarding the content of this document.

Contact Us

We are committed to providing personalized pre—sales consultation and technical after-sale
support. Don't hesitate to contact us at 4009100100 or 95716 for any inquiries or concerns.
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If you are applying for a certificate for the first time, it is essential to familiarize yourself with
the various brands and types of certificates before selecting one that best suits your needs.
This document primarily guides first—time applicants through the certificate application
process.

Step 1. Select an SSL certificate

Log in to the SSL certificate purchase page to view the prices for various types of certificates.

Certificate type Note
DV This type of certificate is suitable for individual
. DV i
certificate businesses such as personal blog.
oV This type of certificate is suitable for industries
such as education, government affairs, and
oV . .. . .
. internet, for example, Ministry of Foreign Affairs,
certificate .
OV Pro JD.com, Tencent News, Shanghai Gold Exchange,
State Grid, Yonyou, Inspur, and Tencent Cloud.
EV
EV This type of certificate is suitable for financial and
certificate EV Pro banking customers, such as Bank of China.

Step 2. Issue a certificate in the SSL console

Login to the SSL Certificate Service Console and follow the on—screen instructions to issue a
certificate. (The screenshot shows the issuance of OV/EV type certificates; issuing a DV type
certificate does not require company information.)
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o Submit information > b >

@ Not sure how to apply for a DV SSL certificate?View application guide [%

Reuse When automatic renewal is enabled, the configuration of the old certificate (including the certificate CSR file, private key, and private key password) will be automatically reused.
configuration

Generate CSR o Online By pasting

You are advised to generate the CSR online to allow the platform to generate and manage your private and public key certificate files. This avoids losing the private key file. Learn more [4

Algorithm o RSA algorithm ECC algorithm

RSA has better compatibility with browsers and clients, but has a higher performance overhead on web servers. ECC is more efficient and has a lower performance overhead on servers but has weaker compatibility. Learn
more [4

Key length 0 2048

Signature RSA 266 SHA 384
algorithm

Bound domain *

Enter a single domain or IP (cannot be changed once associated. If you need to change it after association, you need to purchase a new certificate). Example: tencent.com, ssl.tencent.com, example.ssl.tencent.com, or
1114
Note: For "tencent.com’, the certificate applies only to "www.tencent.com", but not "ssl.tencent.com", for which you need to apply for a certificate separately.

Private Key @
Password
(Optional) For private key security, the password is not retrievable, so please remember it.

To deploy the SSL certificate to Tencent Cloud services such as CLB and CDN, do not enter the private key password. What is a private key password? [4

Application o Organization Individual
type

Organization
information

Select Existing organization O New organization information

Organization
name

City CN ¥ Beijing v Beiing v
Address

Call

Please be sure to reserve a valid contact method. The CA wil call for review

Step 3. Install and deploy an SSL certificate

A Note
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With the one—click HTTPS feature, you can upgrade from HTTP to HTTPS without the
need for complex SSL certificate deployment. For more details, please refer to One—

click HTTPS.

1. Log back into the SSL Certificate Service Console and navigate to the My Certificates

management page.

2. Find the row of the certificate you want to install, click Download.

3. After downloading the certificate, decompress it and install it onto your cloud service

resources.
Certificate Server
type System
Linux
system

Internationa

| standard
certificate
For Windows
systems
Chinese SM
standard .
o Linux
certificates
system
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Certificate Installation Method

Installation of SSL Certificate on Baota Panel
Apache Server Certificate Installation
Nginx Server Certificate Installation

Installation and Deployment of SSL Certificates on
Tomcat Server (.jks format)

Installation and Deployment of SSL Certificate on
Tomcat Server (PFX format)

Installation of GlassFish Server Certificate
JBoss Server Certificate Installation

Jetty Server Certificate Installation

IIS Server Certificate Installation
Weblogic Server Certificate Installation

Apache Server SSL Certificate Installation and
Deployment (Windows)

Installation and Deployment of SSL Certificate on
Tomcat Server (.jks format) (Windows)

Installation of National Cryptographic Certificate on
Apache Server

Nginx For Linux National Cryptography Certificate
Installation
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For Windows Installation of National Cryptographic Certificate for
systems Nginx on Windows Server
FAQs Overview

Before applying for a certificate, it would be beneficial to understand the specifics of each
certificate type and potential issues that may arise during the application process. Refer to the
following for specific issues.

Introduction to Tencent Cloud SSL Certificates

What is a Chinese SM standard certificate?

Related questions about applying for an SSL certificate

Can | apply for an SSL certificate before activating website services?

What if | can't apply for an SSL certificate, or if domain verification or information review fails?
How long does it take to review the submitted SSL certificate information?
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