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WS Z IR ESEEMEIRIRA HTTPS k.
EREE:
thiY: i5iEsE HTTPS,
IR O: 24A443
fi&: FEMNEALSES.
BE: BIRIBLSERETIER, BABRTRA /B,
BiRiRSS : BB SRS SR,
IRSSimO: EERLSEIHO.
TLS &E&:

2
w
]
[mi

VNS O o =16 Secret(®)

i

Iy
Q

HFIETLSEE
NS EASE, & HEEE

BOVAES: MFRERRESSZESHED, SUEETEBEARMES, BESiEER 8RS

& EEANERWSEHSE .
Secret: Secret iR SRSZ[EBEEN Secret. &%, EaRLMESH, REMM Secret 52, MTEFFR:

IRIFRE: BR=IE (16F) BREEAR 21 #1156,


https://cloud.tencent.com/document/product/457

O BAS SSLiE®

shiEeRA X
-, Bl

=EZE default

BRSBTS E=HE (m o) - 0

BiESecret ;g

5. pE8IR Ingress BITERIRE, BIRIFERISEREPER HTTPS iGiaEadksiEs .

IRIFRE: BR=ItE (It ) BRSEATF 522 #1156,



O BAS SSLiE®

Fieah= SSLIEBRIRENMAARSE ( Lighthouse ) #&85I

RIEEFHAE: 2024-12-26 16:26:11

R{FinR

AMIEHESEIE SSLIEBHEIBN=RENAIRSSE (Lighthouse )

BIRRA

SEBNZEIE SSLIEBHENME .

RMES R

O ERE:
IRMEZE, BRARN EENARSHEEN S 2RaX6, a6, BEkeE.
EEZISEMEBEIED, BRTIFALENER . BEISANMERNRET UTRENZEMMIRSEEXH): WordPress.
WooCommerce. SRSE#STIESEE . EEEREIERS. Typecho. Cloudreve. Matomo. LAMP. Theia IDE. Cloud
Studio. OpenFaaS. REHRGE FHIEBH#TFEPE, #5520 FHLEIEH,

1. B3 SSLiIEBEHE > IEH5%=, SEREERENSHEE, HREHE, NTEMRR:

WTIEH BRIEREIES (9/20) SR v Qo L5
EBER HEEE TsEdE @ ¢ HEBT © XEHE © BhER EHEE REY #E
]
P e
KILE .
» e inergra 2024-08-30 10:52:12 & @ ) jol BER TH OEN E3 v
HA1E, S5FE1E o 1
R
1 &=R IO
- e [Fa A5
KDE ¥e 4 - 2024-07-18 07:59:50 & BER
a== M Tiea O B3 v
HAE, YPFE1F

2. W HAERE, RIFRERT, DIERIEHES iR EMNEIRSREM]

IRIRERE: BR=ITE (1bF) BRSEAE 23 #1156:,


https://console.cloud.tencent.com/ssl
https://console.cloud.tencent.com/lighthouse/instance/index?rid=4
https://cloud.tencent.com/document/product/400/4143#.E6.89.8B.E5.8A.A8.E5.AE.89.E8.A3.85.E8.AF.81.E4.B9.A6

O BAS SSLiE®

JEHID L
EHEE TrustAsia TLS RSA CA
XA PR P .

AR T =HE WebRiFERA X 1% DDoSBA# API % EdgeOne BHRERS cos O gEMNERSE TEdE SRR e

@ REZFEHDBIES, RATIHARROER, YHRSEHNBENRETUT R AR5 2L . WooC SRSESMARSE. ErEERERS . Typecho, Cloudreve,
Matomo, LAMP. Theia IDE, Cloud Studio, OpenFaaS; HEG§IE FHIFH#TFHNE.

SHHR (1) -
R B 0)
Q =pIEH P o
pIEH P e
O ..
Ead

IS & IBFM? MASSLIEHLTE

3. BERE. HNISIERE, FEHESMET .

@ IHBBAGHEE ARSFEEARER (FASRREMEIRE, CONBRAS~1055) , FEELSEE.

—RER —RER
- 21 BEABENEE RERENME BRESMERT BR{E
tes’ 2023-04-24 17:13:49 [CE ¢ RIFFEDERTS
#15 10 v %/7 1 Ak

A FRE:
EHEER, EUET—REIRINEIS R REERIREPERIAGES

IRIFRE: BR=IE (16F) BREEAR 5524 #1153,



A — SSLiEH
O BAS
b m b vy > p.o =
Zi¥<abE SSL iEHEI APl RX<$55]
RIEEFITE: 2024-10-2217:13:32
RMEIDR
AEHESEIE SSLIEBAERBNE AP FX,
B SR
EEBN=RIE SSLIEBHMINGE .
RMES TR
O FERE:
BREZED, BHRIMER AP RXiETIE 2EEXM, HieExEl, BEkeIEEsl,
1. B3 SSLiEHERa > P55, SRCEENENIER, HoE0E, MTEFfR:
@ 1. [FEERFIE) XFBASSSLAAEOMIRERHD ERFN 2 b
2! BE, TAK SBES, K Wi RUTRMOKRMEY, HREARASES SN, TR 2
i 2ER B L4o]
2 ) 3
; RSN 2
- ) ooQlo L &
TS BEEE Hmeia @ * HERE © ABHE O SR WS T 3
B =} 2024-04-21 07:59:59 L] e T8 AR ES v
HAE, HEOW1E h T e
ri‘fz B o 2024-04-12 07:59:59 - 1 ® FH I v
SRR
wBE 0
ST MEETE o 2024-04-12 07:50:59 @ & 100 » =8 TH S v
2. EEEEPETE, RIEREIRT, FEREBIHSTERN APl XL, BPHERE. #NESPERE, SSMETAET,
@ iy 5 ABSHRARER (TR R, CONEREN5~109%) , WEROSHE.
—gEi —sEE
HE HENMENES  BE—REHEHE ARBERS BIE
tes” 2023-04-24 17:13:49 Q@ srus BIBBARS
IRIFE : BT (b5 ) BREERT 25 #115;


https://console.cloud.tencent.com/ssl
https://console.cloud.tencent.com/apigateway

O BAS SSLiE®

A EE:
EHEER, SUET—RERIAEE S EEREX S ERASER .

IRIFRE: BR=IE (16F) BREEAR 5526 #1153,



O BAT

WNfaikiE SSL EBREANFRE?

EIEEFRATE: 2024-10-29 14:32:22

FRITFED

IEBEEBRETINMSHAR, BRLMREEEZAEBNEiRER BRI RS R R TIERRR.

© 8

SSLiE#

o (EF—#2 HTTPS I8, BERHITEBNI SSLIE-BEBRE, BIHMEIIMM HTTP 2 HTTPS BIBENHR. i#H5iESE —i2

HTTPS.
o BRIURHT18MEREIEBHA.

IEHER IRSBZERS
Linux &&
EfFREIES (RSA/ECC)
Windows &%
Linux &%t
EZFtRETER (SM2)
Windows &%

BEPTH

IEBREAR

FEMR SSLIEHZREE

Apache RSEEIEHZE (Linux)

Nginx RS EEHZESE (Linux)

Tomcat BRS32E SSL IERLREEE (IKS 184)
Tomcat IRS388 SSL IFBLREIE (PFX#EX)
GlassFish BRSBF|IEHEE

JBoss IRBF|IEHLE

Jetty IRSBEIEBZR

Spring Boot iFH%& %

Node.js }15 SSL iEBREIE

IS RS EIEBRE

Nginx IR5388 SSL iEHZE4EFE (Windows )
Weblogic IRSFEPLE

Apache k53288 SSLIEBREE (Windows )
Tomcat fR$585 SSL IEBLREHE (JKSHERX) (Windows)
Apache [RBZZHEZFITEBLE

Nginx For Linux EFiEHEE

Nginx For Windows RS SBEZIEREE

MRS STEBLIENEREPIRIGEIEES, WEETRRERES, #ESESR SSLIRIEETH .

IEBBEERAEEIRS

BEREBSHFATARBEEZRMRSS, FEIRESCIRRERETARERE.

o RILEPE SSLIEPEIGHIE (CLB) 1551

o TIEE SSLIEBIINESRME (CDN) 1851

o TILERE SSLIEHE Web RFARAKIE (WAF) 1851
o RIHIE SSLiE+HZ DDoS BAirtES|

IRIFRE: BR=ItE (It ) BRSEATF

527 #115;|


https://cloud.tencent.com/document/product/400/67038
https://cloud.tencent.com/document/product/400/58062
https://cloud.tencent.com/document/product/400/58062
https://cloud.tencent.com/document/product/400/50874
https://cloud.tencent.com/document/product/400/35243
https://cloud.tencent.com/document/product/400/35244
https://cloud.tencent.com/document/product/400/35224
https://cloud.tencent.com/document/product/400/65706
https://cloud.tencent.com/document/product/400/44759
https://cloud.tencent.com/document/product/400/44760
https://cloud.tencent.com/document/product/400/44761
https://cloud.tencent.com/document/product/400/92983
https://cloud.tencent.com/document/product/400/112001
https://cloud.tencent.com/document/product/400/35225
https://cloud.tencent.com/document/product/400/94492
https://cloud.tencent.com/document/product/400/47358
https://cloud.tencent.com/document/product/400/61400
https://cloud.tencent.com/document/product/400/67502
https://cloud.tencent.com/document/product/400/47359
https://cloud.tencent.com/document/product/400/47360
https://cloud.tencent.com/document/product/400/47361
https://cloud.tencent.com/document/product/400/6502
https://cloud.tencent.com/document/product/400/51804
https://cloud.tencent.com/document/product/400/51803
https://cloud.tencent.com/document/product/400/56290

O BAS SSLiE®

o REEPE SSLIEBEI=ERE (CSS) 53l

o RIEEPE SSL IEPEIBEEMRS Ingress

o RIERE SSLIEBEIZEMAIRSEE (Lighthouse ) 55|
o RIEERE SSLIEBEIMKEFE (COS) #85I

o RIERE SSLEHEI API RIXIES|

o BN=ZHMLit HTTPS X

IRIFRE: BR=ItE (Ib5R) BRSEAR ££28 #1155,


https://cloud.tencent.com/document/product/400/56291
https://cloud.tencent.com/document/product/400/67651
https://cloud.tencent.com/document/product/400/90687
https://cloud.tencent.com/document/product/400/90636
https://cloud.tencent.com/document/product/400/93081
https://cloud.tencent.com/document/product/400/6813

O BHS

EfrtriE SSL iEF &R
BN==EEmR SSL IERLEE
RIEEFAE: 2024-12-05 15:11:02

RMEIER

AXEESEMEAEELZEEERBPREE SSLIESR,

© AR:
AMXELUERERR cloud.tencent.com Affl, EIRSFRBELAERRIBRIERAE,
LFIIRSEBAVIZER S CentOS 7.6, Web BR$S A Nginx, HFIZERHKS Web IREFE, FMIRESBIRER.
R4 SSLIEPR, iSEERSSHELAR “4437 k0, BRIEPREELZEA HTTPS, BiFESN REHENAFE4431H0?

BIRERE

BET# SSLIEBEREEEFRITEN.
PAELE Linux HtR 9.2.0 A, EEREE Web EtR. SRRZRENZEEER, BTUSEXE LEFERR.

RMET R

A EE:
BESEINEEMERE, B8 KEE].

EH%E

1. {51 SSLIiEHEGHE PEREEELRITIRHAETR.
2. ERENTRIEBEODR, RSHEEBUEE Ngink, PETBHMBES cloud. tencent.com IEBNEHREIFER.
fRIESEIS, PIRSHEXERMERNE. HPFEE cloud.tencent.com_nginx 3Z{3E:
HEZER: cloud.tencent.com_nginx
XHERS:
cloud.tencent.com_bundle.crt HEFHBIE
cloud.tencent.com_bundle.pen EBXH (AREDEFREFFER, TRE)
cloud.tencent.com.key FA$AM{H

cloud.tencent.com.csr CSR X{§

[OR!::E
CSR X4 2HRFSERITHE LIENRAELERD, BMHEE CA NG, RENTIRRZIE.

3. EREE Web EiR, PEMYG, BIRNHAFISEERE,
4. EMEEERES, EFEFERS SSL EBMEEMARHRERE, WTEFR:

RiEE | v R ke nginx » B Sk =RE Q@
UL wE & RER Bifg ZIREETE Eit PHP SSLiEH #ie
:-_-,- dnstest.cc ETH R fwnnnw/wwwroot/dnstest.cc -- A, dnstest.cc 8.0 it | WAF] BE | |

SSLiE#

IRIRERE: BR=ITE (1bF) BRSEAE 529 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/45550
https://cloud.tencent.com/document/product/400/35259

O BAT

5. TER A RIEME O, AoRpE SSL > SEREH, ESEHRUREEXMt, WTEMRR:

ERRE [
HEEE
TERHEE
PIEEER
TR
=i te]|
e

A

c] -- Hnedial[2024-12-03 21:13:21]

SanEH -[EaEEssL ERSSUEE Elimana =] Let's Encrypt s

157 = ] iEBamkE: TrustAsia RSA DV TLS CA G2
AIEEES: d o HIHARR: 2025-01-10
EHHTTPS: HHBIRER: Bl

FEH(KEY) IEB(PEMIETD)

BEGIN RSA PRIVATE KEY

TEIER FISSL

» HAEEE keyL B pemA R, HAEEFEITFEE.
MRS I B e BN S R T ITREHEPEMIET
PEMAESCIES = #HEiFH.crt + iBiEH(root_bundle).crt
HEREES SLEUA S R ST TR S S LA S R E R HTTPS S B AR T Es s LTS
IFTRRDEERHTIPSIAE, e EETFRmT43RE0

O A (KEY) : ERXARERITH key FAAMH, HEHNNBSENMXIE,
O EH (PEM 8= : ERAXARERITH crt iEBXH, HEFNRIEYMXE,

© RA8:

1

&
L

BRI EBINEISE ort RAN, WIRIENHSBIAE. ort EEX 4.

prate3
‘3.csr 1,002 766 CSRIF
key 1,700 1,315 KEY 0%
_bundle.crt 3,917 2,646 |22iHE

\bundle.pem 3917 2,646 M %

6. PERFHETRUTER, BIHENRI. WTFERMR:

(= Sfan B et et e ! IEHamRE: TrustAsia T...
iAiHE = com TIEARTRI: 2021-05-22

7. ERERING, BIRI{#A nhttps://cloud.tencent.com #EH{Tihid,

IRIFRE: BR=ItE (Ib5R) BRSEAR

SSLiE#

£830 #1153,



O BAS SSLiE®

O RSB MU=RRELHURR, WRBEBREMIN. STERR:

00 (o mAm-ruEEAERR X |

& c Ehttps:ﬂcloud tencent.com

O WMMRMEGHRRE, TSELUTERDBEBRTZHTHIE:
O FixfERA HTTPS iniamig
HE SSLIEHRE, MEHRR “‘MitEEFZe”
BRI RIRTREETRE?
SSL B RHEEMREMERRIRT HTTPS F&£?
#BRS3E8 LARE SSLIEB/EIHIIEIREHM 404 RS

HTTP Bz HTTPS MR£EkR (Fik)

O O O O

© RAg:
HTTP B4 HTTPS idi2h, MRESARiLTTERPFE/INIEHEHEFERG HTTP thi), SBEANTEASTERE HTTPS Y. SoEESE
PXLEZRARSHER, I, $ERRL, BUMBEERLZLTEPH “$AER" BERERR.

1. BTN “iEmiEN” &0, REFEEE HTTPS BIWSAES, WTEMR:

=SSl Let's Encrypt Eﬁﬁf& =2fEE || % || s ==res @D
BESHY: SEESISETaEATES iEHERRE: TrustAsia T...
TAIEEE .com BIEERENE: 2021-05-22

1.

2. A LAMER http://cloud.tencent.com #FiFial,

IRIRERE: BR=ITE (1bF) BRSEAE 31 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

Apache BR5388 SSL iEBEEZFE (Linux)

EIEE#RATE: 2024-12-05 15:11:02

RMFinR

AXIEESEINETE Apache FRSZEHZR%E SSLIEH.

© RAB:
AIHELLEBEFR cloud.tencent.com JAfl,
Apache lRAELL npache/2.4.6 B, ENROAR 80 . EAFIE Apache EN #{TTE, EERFTEXRBERIRE, B& BEEHII.
LIRS EAFER AR CentOS 7 (ubuntu RFELATSENNY ) , AFRERFREATRE, FRIFMESBREXE,
&4 SSL a1, iB%E Apache IRSELEFE “443” w0, BRIIBERELEBA HTTPS, BEAa2E REEMNTHE443iH0?
SSL IEBXH LIEERS RS ETSE INIISAHIHE NI =IRSEE .

PR

EERIEEX R, B8 WIinSCP (2N ET RIuSIRERA ) .
HIEHBIBNZZRSSR, BIERARRSHAIUE LENEE, (#5520 LEXHIIZRSS -
ERSEEERTIE, I PUTTY &&E Xshell (BIXMNEF MubKEVEIIES ) -
BAESRIRSFEPRRLEE Apache RS

%% SSLIEHRIFHESRIEIENT:

B ]
RS3E3A9 IP it RS3ESAY IP Htbiit, FIF PC iEZERIRSE,
BR& BRIRSZHBAPE.
g EBRIRSSEIESE,
© g:
EBN=ENUENEIRSSE, BUMER =ESSEH S KRS IP itht. APEREBE.
BEPR
EP&RE
A EE:

BRELRINREMIERD, i§ KR

1. 57 SSLIEBEHE PEREEERRNEBHAT TR,

2. EHEN SERTH” &0, RS[AERIEE Apache, BETEBHMBEELE cloud. tencent.con ERBXEBEIFEER.
MREGEIS, TIRGHEXEBANERMH. HPEE cloud.tencent.com_apache MfF3E:

MHREHR: cloud.tencent.com_apache
XHRAE:
root_bundle.crt EHXMH
cloud.tencent.com.crt IEBX{H
cloud.tencent.com.key FASASZI¥
CSRX#MZ: cloud.tencent.com.csr X

© ikm:

IRIRERE: BR=ITE (1bF) BRSEAE 532 #1153,


https://console.cloud.tencent.com/ssl
https://httpd.apache.org/download.cgi
https://cloud.tencent.com/document/product/400/35259
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

| CSR MHRHGTHITHE LIEHRAELEM, 2HEA CA Y, ZENTTZIZE .
3. {#@ “WinSCP” (EIAitSiZigit SHianNERXHE#IE ) ER Apache IRSE.
© iAA:

o WIinSCP LHIEX{HRETESE 1&id WinSCP LE34EI Linux =ARSSE -
o BRENEIBN=CIRSE, BERTIRS /UG LIEIEE, #iEESR LIEHEIZRSESE .

4, BEIXEEIAY root_bundle.crt IEBXHE. cloud.tencent.com.crt IEBXELAR cloud.tencent.com.key FASANENABFRIZENE]
Apache [RS8 /etc/httpd/ss1 BRTF.

© ik:
EX /etc/httpd/ssl BHF, A@IE mkdir -p /etc/httpd/ssl @SITEIE,

5. iIZfEE R Apache R385, fflan, EA PuTTY ITH &R,

OR ;L
BIRZ%N Apache lRS588, conf.d . conf . conf.modules.d FEFREIAE /etc/httpd BRT.

6. £ /etc/httpd/conf EFTHI httpd.conf BEMX4#£E] Tnclude conf.modules.d/*.conf (FFINEES SSL WERERR) BBIET,
HiAZEEEOR KR, IR, BEESTINERES ( + ) , REREXH.

7. /etc/httpd/conf.modules.d ERTHI 00-ssl.confBEEMXH#EI LoadModule ssl_module modules/mod_ssl.so (FBFINEE SSL
BiR) REIED, HRAZREEORETRE, SR, BEEETHERGS ( + ) , REREXH.

O EE:
HFIRMERANIRAFRE, BREEHEAR, SIRIESIMMERFRAETER.
HLAEBRENHRIIFRER LoadModule ssl_module modules/mod_ssl.so # Include conf.modules.d/*.conf BECEIEfl, 1B
IAREEBEEE mod_ssl.so &R, HFRZEI mod_ssl.so &R, EAEIHIT yun install mod_ssl GSHITRE.

8. #@4§ /etc/httpd/conf.d BRTH ssl.confBEMNH. EBUTTREA:

DocumentRoot "/var/www/html"
HESIEBRTR

ServerName cloud.tencent.com
#BA ssL Ih&E

SSLEngine on

HEBXHRIEEE

SSLCertificateFile /etc/httpd/ssl/cloud.tencent.com.crt
#FARASIIFATRRE

SSLCertificateKeyFile /etc/httpd/ssl/cloud.tencent.com.key
HIEBHESFAIREE

SSLCertificateChainFile /etc/httpd/ssl/root_bundle.crt

9. E#flaah Apache BR5588, BIAIfERA https://cloud.tencent.com #{TihiE,
O WNRNEEEFMNHERRZLBHRIR, WIRPERBZRMN. INTFERR:

00 |o mAm-rusEIERR X |

& & Ehttps:ﬁcloud tencent.com

O WMRMEESRRE, TSELUTEREDEBRTEHITHIE:
O FixfERA HTTPS ipiamig

IRIFRE: BR=ItE (It ) BRSEATF £33 #1153,


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845
https://cloud.tencent.com/document/product/400/53650

O BAS SSLiE®

HE SSLIiEHE, MEHRR “‘MitEEFZe”

BRI RRTREETRE?
SSLFBRHEEMRFRERARIRT HTTPS F&£?
PRS2 LARE SSLIEBEHIAEIFHM 404 RS

HTTP Bzt HTTPS MRLER (Fik)

MBEFEE HTTP BREMDEE@E HTTPS, ErILIEE A TREIRE:
1. 4848 /etc/httpd/cont BRTH httpd.conf BEEXH.

O O O O

A FRE:
+ Apache HIIRAFE, BREMEEBRXE. BFEESR Apache E% rewrite BI31S o
o httpd.conf BBEXHFEBFRAE—, BALMRIE /etc/httpd/* B—EH.

2. BIANZEEXHRETEE LoadModule rewrite_module modules/mod_rewrite.so o
O BFE, B LoadModule rewrite_module modules/mod_rewrite.so BIERSEIRGS ( + ) 2, T 84,
O BAREFE, BHUT B3,

3. IBMEBTE /etc/httpd/conf.modules.d HEHE— *.conf X{§, a0 00-rewrite.conf. FEFENERFMUTRE:

LoadModule rewrite_module modules/mod_rewrite.so

4. £ httpd.conf BEEXXHHFIIMTAS:

Directory "/var

RewriteEngine on

RewriteCond %${SERVER_PORT} !7443$

RewriteRule 7 (.*)?$ https://%${SERVER_NAME}%{REQUEST_URI} [L,R]

/Directory>

5. E#F5h Apache BRS3588, BIAfER http://cloud.tencent.com H{TiFid,

IRIFRE: BR=ItE (It ) BRSEATF 5534 #1153,


https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://httpd.apache.org/docs/2.4/mod/mod_rewrite.html

O BAS SSLiE®

Apache BR5328 SSL iFB%E%E2E (Windows)

EIEE#RATE: 2024-12-05 15:11:02

R{FinR

AXIEESEINETE Apache FRS3EHZRE SSLIEH.

© Ae:
AIHELULEBEFR cloud.tencent.com JAfl,
Apache lRAELL npache/2.4.53 Hffl. BHAROAR 80 ., EAFIE Apache EM #1177, EREERBAERME, 58 KR
LIRSS EBANRIER SR Windows Server 2012 R2, BFIRMERFANIRETRE, FERELRIEEX,
&4 SSL a1, B%E Apache IRSELEFE “443” iRm0, BRIIBLRRELEBA HTTPS, BAiESR RSHEMNTHE443iH0?
SSL IEBXH LIEERSEGEES N INIEAHHENE=IRSEE .

PR

EENRIIRSEP RS Apache RS,
T4 SSL iEBAim ESNEIRINT:

B $iR8
BRS3E2AY IP Hbht BRS3880Y IP Hulik, FIF PC iEIERIRSEEE.
BP& ERRSBHARE,
=5 ERIRSZBHFE,
[OR';!:H
EBNZEMUENTIRSSE, EUUER ZRSEEHS KRS IP itht. BRPERER.
BREPR
o EE:

RMEIIRMNREMER, B8 KR .

$B1: LSEEH

1. i57E SSLIFBEFE SIREEEZRNIIBHAETEH.
2. ERENTRIEBEODR, RSEHEEIER Apache, BETEHHMBES cloud.tencent.com EBXHBEIFBEZR,
RESER, AEREHEEERGERYE. HBREE cloud.tencent.com_apache Mf4:

MHFEEZHR: cloud.tencent. com_apache
XHRPE:
root_bundle.crt E#Xﬁ:
cloud.tencent.com.crt HEHIHE
cloud.tencent.com.key FA§EIIH

cloud.tencent.com.csr CSR X{4

© 5RAg:
CSR X4 2HSIEBIHE EEXRRATLERR, BHE CA NG, REITZEZUE .

3. iBid RDP &% Apache BR$3:,

IRIRERE: BR=ITE (1bF) BRSEAE 5535 #1153,


https://console.cloud.tencent.com/ssl
https://httpd.apache.org/download.cgi
https://cloud.tencent.com/document/product/400/35259
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://console.cloud.tencent.com/cvm
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O BHS

© iRAA:
» iEid RDP Li&XHiES MW Eid RDP Azl LIEHRI=RSEE -

o BRTNEINBNCDRSEHR, EWERRRSHFAINMLEDRE, #EES

0 _EEXHEIZIRSE o

SSLiE#

4, BEIXEEIA root_bundle.crt IEBXE. cloud.tencent.com.crt IEBXELAR cloud.tencent.com.key FASANENABRENE]

Apache [RSEEZFEM \cont BRMITH ssl.crt 5 ssl.key XX, MEHEBFRNTEFRZR:

LN L conf
© - otk zemRE o[RS O] > apache » conf »
o e = S EEE E-ii] Fol
L TE | extra 2021/9/9 16:46 =
W =E _._original 2021/9/9 16:43 M
u mEpEmaE | sshot 2021/9/9 1711 k= |
_ ssl.csr 2021/9/9 16:45 it
e | | sslkey 2021/9/9 1712 TigE I
|| charset.conv 2021/8/26 1218 CONV X4 2 KB
|| httpd.canf 2021/9/9 16:46 CONF 37f4 22 KB
€ s . ™ -
|| magic 2021/8/26 19:18 i 14 KB
|| mime.types 2021/8/31 14:54 TYPES 304 60 KB
|| openssl.cnf 2021/8/24 23:38 CNF 3 11 KB
SSLEBXHE PUIRTLL
root_bundle.crt
ssl.crt
cloud.tencent.com.crt
cloud.tencent.com.key ssl.key

$E2: R

1. ERAMARIES, TH Apache BR$588 cont BRTF httpd.conf X, HMERLATRERRIR + TR,

adModule ssl_module modules/mod_ssl.so

#Include conf/extra/httpd-ssl.conf

dule socache_shmcb_module modules/mod_socache_shmcb. so

2. [EAXARIERE, 37 Apache RSS2 conflextra BRTF httpd-ssl.conf X, WITFEFR:

IRIFRE: BR=ItE (It ) BRSEATF

5536 #1153,


https://cloud.tencent.com/document/product/213/39101
https://cloud.tencent.com/document/product/1340/72845

LRI A L extra
P = #= BE
i(_) - 1 | Lr EEEE e FHES () » » apache » conf » extra
e i £ =k £S5l Fh
5 TE || httpd-ajp.conf 2013/3/30 20:29 CONF 3 1KB
B || httpd-autoindex.conf 2021/9/9 16:46 CONF 34 3KB
L EEREEEE || httpd-dav.conf 2021/9/9 16:46 COMF 34 3KB
|| httpd-default.conf 2021/9/9 16:46 COMF 34 KB
M e || hitpd-info.conf 2021/9/9 16:46 CONF Xf% 2 KB
¥ =
|| httpd-languages.conf 2021/9/9 16:46 CONF Xf% 6 KB
|| httpd-manual.conf 2021/9/9 16:46 CONF 304 2KB
€ s o -
|| httpd-mpm.conf 2021/9/9 16:46 COMF 3% 5 KB
|| httpd-multilang-errordoc.conf 2021/9/9 16:46 CONF 3KB
httpd-proxy.conf 2013/3/30 20:29 COMNF 34 1 KB
I || httpd-ssl.conf 2021/9/9 17:17 CONF X% 14 KB
|| httpd-userdir.conf 2021/9/9 16:46 CONF 3 1KB
|| httpd-vhosts.conf 2021/9/9 16:46 CONF M4 2KB
|| httpd-xampp.conf 2021/9/9 16:46 CONF Xf# 3 KB
|| proxy-html.conf 2021/8/26 19:18 CONF 34 4 KB

3. {821 nhttpd-ssl.conf X, BUTFREHREN LIEMIEBXEEE, WTHRR:

A EE:
HFIREREZKLUR Apache REFRFR, ULXEHREHEEEFR, FTERGIRESE,

SSLiE#

4. EFfIZEh Apache JR3388, BIAJ{#M https://cloud.tencent.com #EH{Tifid,
O WMERNEEEBHEIHE R REEHHRE, WiRIBERRERKD, MTERR:

® 00 | o mis-FUESESERK

x |

« > C Ehttps:ﬁcloud.tencent.com

O WMRMEESERE, HERUTERERERSTEHTHRIE:

O FEiE(EA HTTPS iAiamis

BRI RRTREETRE?

O O O O

#E SSLIEHRE, REHRET “MitEEFRe”

HTTP BzhbkE HTTPS MRLEkRE (Fik)

1. ERAXARIERR, 17 Apache BES588 conf BRT httpd.conf Xff, HMGITFRER + F{E.

SSL IEBIEHIGEMBIEAERAET HTTPS FR£?
#EBRS32 LARE SSL IEBEHIAFIFHM 404 RS

rewrite_module modules/mod_rewrite.so

2. HEMINZTEREEFER. i1t <Directory "C:/xampp/htdocs"> FERPFIMIMTHRE:

ne on

${SERVER_PORT} !7443$
" (.*)?$ https: %{SERVER_NAME } $ {REQUEST_URI }

[L,R]

IRIFRE: BR=ItE (It ) BRSEATF

37 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

3. EfffE5h Apache BR3328, BIAJ{#MH http://cloud.tencent.com & https://cloud.tencent.com H{TiHiE, HiDEERSGEEIBEES

https://cloud.tencent.com o

IRIFRE: BR=ItE (It ) BRSEATF 5538 #1153,



O BAS SSLiE®

Nginx BR53388 SSL iEBZEEEPE (Linux)
EIEEHATE: 2024-08-16 21:16:21

PAFHSIS HiE#—E N BTE Nginx BRSSHEZEIR SSLEHRMEETE:
MBI

RMFIER

AHESEINMTE Nginx IRSBH/HPERZE SSLIEH,

© i
AHELUEBBIR cloud.tencent.com A,

Nginx BiAEA nginx/1.18.0 Fafl,

LIRS EMNRER ST CentOS 7, HFIRMERAMIRARRE, FMEZESEBEERXE.

L% SSL AT, S Nginx [RS8 EFRE HTTPS BRAKO 443 , BEIFEREFTESH HTTPS, BATSE REEINETFE
443ixA?

SSL B4 LEERSEHZAISE MMIEAHIZ(HE NI =IRSEE -

RUR S
EEENHTEEE R, FI90 WinSCP (BIXMEZ MibiXENRMIRA ) o
EERMEIBNCCRSHR, BWNERRIRSHRAIMGLEDRE. #HESL LEXHEIRRSS .
SHESTESERTE, flI0 PUTTY & Xshell (BXMNER MitKEIRIIRA ) o
EESRRSHPRREESE http_ssl_nodule #HIRAI Nginx RS-
%% SSLEHRIFIESERIEIRNT

2R i5iRA

BRS522AY P itbhik ARS3ERAY IP Heht, FAF PC EEZEIRSR

AP& BRRSHOARS,

=15 ERIRSRAIERD

© kM

EBENZENWINRRSSE, BUUER cRSHEFE KIMRSS IP ik, APERER.

RMES R
EH%EE

1. {51 SSLIiEHEGHE PEREEERRIIBHAETR.
2. Rt SERTE” &0, IRSEBUEE Ngink, BHETEHMBESR cloud.tencent.com ERNXEHEEFER.
fRESEIS, TIASHXERMERMH. HPFEE cloud.tencent.com nginx 3Z{E:
MHERZHR: cloud.tencent.com_nginx
MXHRRE:
cloud.tencent.com_bundle.crt IEHXH
cloud.tencent.com_bundle.pem IEHIME
cloud.tencent.com.key FA$AZM4

cloud.tencent.com.csr CSR 3§

© B

IRIRERE: BR=ITE (1bF) BRSEAE 5539 #1153,


https://cloud.tencent.com/edu/learning/quick-play/3386-59866?source=gw.doc.media&withPoster=1&notip=1
https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
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O BHS

| CSR XHRHRIFEBIIHE LIEHRATLEM, RIS CANM, TARIAIRBRIZIE.
3. A “WinSCP” (Bn#AittSizteitEENERIXGHTE ) BR Nginx RS

© iR
o WIinSCP LH{EHRETESE i&id WinSCP LE3X4EI Linux =ARSBE

o BIEEMEIBNZZRSE, BERRRSR/AIG LEDRE. #FHEESR LEXHEIZRSEE

4. BE3REEIY cloud.tencent.com bundle.crt MEFEIHFN cloud.tencent.com.key FASNHEMAMERIZNEI Nginx IRS32=6Y
/etc/nginx BF (1A Nginx BARKER, BIRBEERERIZE) To

5. =fEE R Nginx fRS3E8. i, A “PuTTY” IE &F.
6. 418 Nginx iRER T nginx.conf Mf¥. (EMABUT:

© kM
o MHEFEIATAS, "ILAFERM. AHfTaH< nginx -t , #HEInginxAIBEEHIER

# nginx -t
nginx: the configuration fil /etc/nginx/nginx.conflsyntax is ok
S FERGI: Eginx: configuration file /etc/nginx/nginx.conf test is successful
o WIRERNEIMIT vim /etc/nginx/nginx.conf #SITRIBIZIH.
o BFRRAITE, RENHETEFERBNSE. fli0: Nginx lRAEHA nginx/1.15.0 LAEEER listen 443 ss1l H

listen 443 Hl ssl on o

server {

listen 443 ssl;

server_name cloud.tencent.com;

ssl_certificate cloud.tencent.com_bundle.crt;

ssl_certificate_key cloud.tencent.com.key;

ssl_session_timeout 5m;
ssl_protocols TLSv1.2 TLSvl.3;
ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:HIGH:!aNULL: !MD5: !RC4: !DHE;

ssl_prefer_server_ciphers on;

location / {

root html;

index index.html index.htm;

7. BEHTIAT RS IR &SRR

O BFE, BEENTEREIRERTENFEIN,
O BAEFRE, BT 288,
8. BEHITUUTHSER Nginx.

SSLiE#

IRIFRE: BR=ItE (It ) BRSEATF 5840 #1153,


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/213/2131
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O BAS SSLiE®

nginx -s reload

9. EFpkIh, BIE{ER nttps://cloud.tencent.com #{TiFia,

HTTP Bzt HTTPS MRLERE (i)

MBREFEIE HTTP BREMNEEEE HTTPS, ErILIEE A TRIEIRE:
1. IRIBEFRER, EIEUTRERR:
O TEREHRIFM JS B,
O ERIREFPRINEEM,
O @it Web [RS323CMBkEE o
O Nginx 3z#% rewrite I8, BEERIZMTREZEE pere, EAITE HTTP 8 server IEHN return 301 https://Shost$request_uri; ,
BIREIIEBHA 80K COIRYEREEMEA HTTPS . EXITRS:

© ke
o RiNIGERMEEIEE, SRETARERA,
o BFIRAITE, REXHURFEEARARNSE. Hli0: Nginx lRAEHA nginx/1.15.0 PALBE#ER listen 443 ss1 K&
listen 443 F ssl on o

listen 443 ssl;

server_name cloud.tencent.com;

ssl_certificate cloud.tencent.com_bundle.crt;

ssl_certificate_key cloud.tencent.com.key;

ssl_session_timeout 5m;
ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:ECDHE:ECDH:AES:HIGH: !NULL: !aNULL: !MD5: !|ADH: !RC4;
ssl_protocols TLSv1.2 TLSvl.3;

ssl_prefer_server_ciphers on;

location / {

root html;

index index.html index.htm;

server {

listen 80;

server_name cloud.tencent.com;

301 https://

2. BEHTIA TS IRIER E X T

O EBEFE, BRENRENE R MEFERRE

IRIFRE: BR=ItE (It ) BRSEATF %41 #H115:



O BAS SSLiE®

O BEXRFE, 5T £83.
3. BEEMTATRSER Nginx.

nginx -s reload

4. BEHKIN, BInIEA https://cloud.tencent.com #{TiHal,
O WMERNEEEHIHE R RZEBHRE, WiRIBEERERIN. NTERR:

00 |o mazn-rusEEERR X |

<« > C Ehttps:ﬁcloud.tencent.com

O ERHlR Chrome MERETRMTERRR, NRIBERZRED.

cloud.tencent.com

cloud.tencent.com X
B EmERewn — >
s @ Cookie MIRLEIE >
B MLE 2

O WMRMEGSRRE, TSEUTERDEBRTRHITRIE:
O FEiE(EA HTTPS iAiamih
EPE SSLIEHRE, REHRET “MitEEFRE”
GRS RRREETRE?
SSL IEBEHIGEMBIFAERAET HTTPS F&R£?
TEBRS3 28 LARE SSL IEBEHIREIRLHI 404 iR

O O O O

A EE
RELIRINREIMEER, B8 KR .

IRIFRE: BR=ItE (It ) BRSEATF 42 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
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O BAS SSLiE®

Nginx k5528 SSL iEPBZEEIPE (Windows)

EIEEFRATE: 2024-12-27 14:55:52

R{FinR

ANEHESEINEE Windows BRERS L 23 SSL EH.

© iAe:
o ANXLUERETR cloud.tencent.com 7,
o Nginx kRAEA nginx/1.24.0 7,
o HEIIRSSEANRFRSK S Windows Server 2022, HFIRERZNRAETRE, FMFMEEEEER,
o R4 SSLEHAEI, SBERSSE LR HTTPS BiAikO 443, BRIIBRESEEBE HTTPS,

RMES TR
B

o FRE:
BESENMEEMDE, BE BEREEN.

1. 5% SSLIEBEHE B, BEFEERERRMEIBHAEETR.

2. RN TRIEPE O, RSEERERE Ngink, BETEBHBESR cloud.tencent.con IEBXHEEIFRBER.
RIESER, TREBHERERAGERME . EPFEE cloud.tencent.com nginx HFE:

O MXHFEFZFR: cloud.tencent.com_nginx
O XHEAS:

O cloud.tencent.com bundle.crt IEHEIH

O cloud.tencent.com_bundle.pem EE ( A ZBZ S )
O cloud.tencent.com.key FA$AN{¥
O

cloud.tencent.com.csr CSR 3{§

© iAg:
CSR X4 2HSIEBIHE EEXRRATLERR, 1BHE CA NG, RRIITZEIZE .

3. BEFKEEIAY cloud.tencent.com_bundle.crt IEBIXHF cloud.tencent.com.key FASHNIENAMERESFIFIRSEM c:\nginx\ B
T (TUHEEFEPNEFNSBUE R, SIRBEMRBERIRE) -

© A8:
AIfEA “WIinSCP” ( BI&ittSimigitEHENSFINHETER ) 2 Nginx RS,
o WIinSCP EEEXHIREBESMR Windows E&iET MSTSC LIE34E] Windows =fRS3:E -

o BEEBEIBNZRRSSE, BUERRRSSEGEETIRE, #EE2R HEXHEIERSESE .
4, #R18 nginx.exe FIEEERTHY conf\nginx.conf X, (EMASIT:

server {
listen 443 ssl;

server_name cloud.tencent.com;

ssl_certificate C:\\nginx\\certificates\\cloud.tencent.com_bundle.crt;

IRIFRE: BR=ItE (It ) BRSEATF 543 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/35259
https://cloud.tencent.com/document/product/213/2761
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

ssl_certificate_key C:\\nginx\\certificates\\cloud.tencent.com.key;

ssl_session_timeout 5m;
ssl_protocols TLSv1l.2 TLSvl.3;

ssl_ciphers ECDHE-RSA-AES128-GCM-SHA256:HIGH:!aNULL: !MD5: !RC4: !DHE;

ssl_prefer_server_ciphers on;

location / {

root C:\\html;

index index.html index.htm;

5. BEHTIA TSR E S HHERR

.\nginx.exe -t

O BFENR, BEENRENERBIRTMESIFEIRM,
O BAFEEE, BT £5H6.
6. BIHMITLATHSE5 Nginx.

start .\nginx.exe

7. BahpkIh, BPEI{ER https://cloud.tencent.com HHTIAIE,
O WERNEEBHIHERRREBIRE, WiRIBERREMRI.

®0 0 [o mAn-ruszEEAR X |

<« > C Ehttps:ﬁcloud.tencent.com

O MEMIGHAFE, TSELUTERRDRFERS ZHTHIE:
O FixfER HTTPS ihiaRih
O #BE SSLIEHE, HEHRET “MisiEErRe”
O BRI TRERLTRE?
O SSLiIEHEHEEMRIEMERAET HTTPS F&£?
O 7ERRSSER-LEDE SSLIEBRHITERLI 404 fRiE

IRIFRE: BR=ItE (It ) BRSEATF 5844 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

Tomcat IR5388 SSL i BZE&EEE (JKS =X ) (Linux)

EIEE#RATE: 2024-08-16 21:16:21

R{FinR

KMEHESEIMIE Tomeat BRSBZHF[HERE JKS #2089 SSLIEH.

© ik
AIHELLEBEFR cloud.tencent.com JAfl,

Tomcat lRAPA tomcat-9.0.56 Jffl,
HBIRSHRANRMERSRPD CentOS 7 B3R, HFIRMERFIRATE, FHIRMELERERXS,

%% SSLiEHal, EEBE Tomeat lRSBFLAR “443” w0, BRIFPRERFEEEBA HTTPS. BFAISE [RSSEIEHE4431R0?
SSLIEHX4 LIEERFZHGETSE TS HFIEHENEIZIRSES o

BUR S

EERENHHEEE R, FII WIinSCP (XM ET; RubiKEIRIIRE ) o
HIEENEBBNEZRRSEHR, BIERRRSHAUE LIENEE, 52F LIEXHIIZRSS -
ERSEEERTE, I PUTTY &&E Xshell (BIXMNEF MibKEVSIIES ) -
BESRIRSHEPRELEE Tomcat BRS5.

%% SSLIEHRIFHESRIEIENT:

=4 i5AA

BRS3236Y IP it ARS3E3AY IP i, FBF PC EEZEIIRSEE
BFR& ERRSHROAFR,

=5 BRIRSHED.

O R

EBNZEMWINZARSE, SUMER cIRSHERS REERS:S P ik, ARSRED.

SfZERiE SSLIEBRYiEE “HE CSR” B, HMWZMMEIERS Wotrus, WFIRE JKS IEBEXHHTE, FECEIFNEREN
BRI . HIR(ETIEMT:

ipiE) EiRTE,
18 Nginx HRHRGESIEMFARX G LEEHIRTE, FHESEAESN, BEHER, ¥ ks BUEH.

%81 Tomcat [RSZEIAZEE /lusr BRT, FI30, Tomcat 3X4EZF7 Tomcat-9.0.56, NHESHEAZR
73: Jusr/Tomcat-9.0.56/conf,

LfZERIE SSLIEBETEE “HE CSR” B, HMIMREIERS Wotrus, WFIRE JKS IEBXHNTE, FECESFNEIEEINANER
WA EURMEREUNT:

ihin #i8TH,
18 Nginx XEEhAHEREFIFARN G LEZEERT B, HESHAER, BER3E, itk jks BEB.
%45 Tomcat REZBEHARETE /lusr BRT, #li0, Tomcat XEEZFRA Tomecat-9.0.56, NEHEEHEFRA:

/usr/Tomcat-9.0.56/conf o

RMES TR
B

1. 5% SSLIFBEEEFE PERERERRNTIEHEETR.

2. EEEKN SERTHEH” #0090, RSJ|EREE JKS, BETHEHBES cloud.tencent.com IEBXHBEAEER,
MRELEIS, TIIRGHEXEBANERMH. HPESE cloud.tencent.com_jks N{HE:

IRIRERE: BR=ITE (1bF) BRSEAE 5545 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
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O BAS SSLiE®

O MHFEFZIR: cloud.tencent.com_jks
O R
O cloud.tencent.com.jks AR
O keystorePass.txt HBRXH (ECIREFAHEME, WFE keystorePass.txt HIBXHE)

3. (M WIinSCP ( BlFtt Sizizit EHENEHINHETIE ) R Tomcat BR388. 1$BIREEIR cloud.tencent.com. ks HHEMNHENARIEERIE
WZE Tomcat EEBEXHBR /usr/Tomcat-9.0.56/conf o

© ¥

e WIinSCP LEXHHREERISE & WinSCP EESX4EI Linux =ERSSE -
o BRTNEINBACCRSR, EBWERRRSHFAIGLIEDRE. #HESE LIEXHEIRRSS .

4, fRIBTE /usr/Tomcat-9.0.56/conf BHFEFH) server.xml Xk, iFIMMTRS:

Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"
P P

maxThreads="150" scheme="https" secure="true"

keystoreFile="Tomcat THEHEZR/conf/cloud.tencent.com.jks

keystorePass="***x*xx*x"

clientAuth="false"/>

BEXHHEESHIRBNT:
O keystoreFile: EREMMHIFMALE, AILMEEEIIIRE, BILUEEHENTF <CATALINA_HOME> (Tomcat Z&EF ) HIEZ2AER
BR. MBHIREEIRE, BWAERT, Tomcat IENHFHFMFRAAFPWAFRBERTEMER “.keystore” B4,
O keystorePass: ZiAERTS, 155E keystore HIES, HIBIEBIIERE TAHER, BESAEE; SRSEENKEENAED, BES
Tomcat 314§ keystorePass.txt XIS
O clientAuth: #5ig7 true, F & Tomcat EXRFER SSL ERHRRLIES, X SSL EFHITSHRIIE,
H server.xml MHESEUMTRE:

O EE
FEWEEESH server.xml XHRE, BEEXNTR.

IRIFRE: BR=ItE (It ) BRSEATF 5546 #1153,


https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

5. ik Tomcat BREEREEREN.
O BB, BHERE Tomcat REHR bin BFETF (fl#l: /usr/Tomcat-9.0.56/bin ) KXHITUAT®HS, XIFAFER Tomceat RS

./shutdown.sh (X Tomcat PRS3)
./startup.sh (@& Tomcat PRS3)

O HXRBEN, BEEE Tomcat ZEBF bin HRETF (HI#1: /usr/Tomcat-9.0.56/bin ) IFUTHS, BEh Tomcat RS,

./startup.sh

6. ER5IEIN, BPaIfEA https://cloud.tencent.com #H{FiHia,
O WNSRRESEEMIME RRREHIRR, MWiHBERRERIN . INTEFRR:

® 00 |o mAn-FUBERERR X |

« > C Ehttps:ﬁcloud.tencent.com

O WMRMEGSRRE, TSELUTEREDEBRTEHITHE:
O FEiE(EA HTTPS iAiamis
#PE SSLIEHRE, REHRET “MitEEFRe”
BRI RRTREETRE?
SSL IEBIEHIGEMBIEAERAET HTTPS FR£?
#EBRS3E8 LARE SSLIEBEHIAEIRLI 404 RS

HTTP BzhbkE HTTPS MRLEkR (Fik)

WMREHFEE HTTP BKREEEBRE HTTPS, EaJLiEd A TRIERE:
1. %%i8 Tomcat REBFE cont HRETF (FI#0: /usr/Tomcat-9.0.56/conf ) BY web.xml M, FH#F </welcome-file-list> &,
2. {BEERIRE </welcome-file-list> FHEIRTT, FRMLLTRE:

O O O O

CLIENT-CERT

Client Cert Users-only Area

IRIFRE: BR=ItE (It ) BRSEATF 47 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
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O BAS SSLiE®

CONFIDENTIAL

3. i Tomcat REHS conf BRET (H40: /usr/Tomcat-9.0.56/conf ) B server.xml M, ¥ redirectPort ZE{EMJI SSL BY
connector RJixO, BI443i%00. STFFR:

Connector port="80" protocol="HTTP/1.1"

connectionTimeout="20000"

redirectPort="443" />

OR; ;!
LHIEBURERTISIE SSL BY connector BEEEI SSL B9 connector H,

4. £ Tomcat ZEBHS /bin BRTF (H1: /usr/Tomcat-9.0.56/bin ) MFUTH S, £iF Tomcat RS,

./shutdown.sh

5. fTLATHS, WAREREFER—E.

./configtest.sh

O BFE, BEENREREIRBRE R EREFENE,
O BEXFE, BIITT—%.
6. ITLAT®<, /358 Tomcat BRS3, BIAI{#EA https://cloud.tencent.com E{TihiE,

./startup.sh

IRIFRE: BR=ItE (It ) BRSEATF 548 H115;



O BAS SSLiE®

Tomcat IR5388 SSL iFBREEE (JKS 18X)
(Windows )

ERIEEFATE: 2024-10-2217:13:32

RMEIER

FXEHESEIIE Tomceat BRSZFHERE JKS 82089 SSLIEH.

© i5ha:
AZHELUEBEBIR cloud.tencent.com A,
Tomcat BRALL tomcat-9.0.56 Hfl,
HAIRSFAURMERSAS Windows Server 2016 H32hR, BFRIERFNMRATE, FRRESEBREXE.
R4 SSLiE#Hal, iBEE Tomcat [RS\BEFRF “443” w0, BRIIBREELERA HTTPS, BAFSE RSEHEWNAFEFE443iH07?
SSL B4 LEERSHFEAVSE GRS NEI=RSEE .

BIRRE

EESRiRSS PR E Tomcat IRS3.
R4 SSL I BRimESHNEIRINT:

2 izl
BRS3226Y IP ttbhik BRS5850Y IP ittiit, FAF PC i&EiERIRSES .
BR& ERRSEBARE.
g ERRFH[AIED
o FE:

EBNZENWINARSR, BUIUER ZRSHERES REMRSSR IP ik, APERED.
SEERi5 SSLIEBRYERE “HE CSR” B, SHWZMIMMENESA Wotrus, WFIRM JKS IEEXHHITE, SESET FEEEia
BEMZBRARE. EIRFEGENT:

ihiE HEiETE .

18 Nginx XHRPEGESSHFFAAX 4 HEEHIR T E, FHESEAERN, BEHRE, #Bih ks BNEH.

LifRERiE SSLIEHATEE “#ili CSR” A, SWEMIRAGIESRH Wotrus, NFRM JKS IEBXHHTE, SEREIFaREElANER
WA, EHREAEUT:

i6iE HEiETE .

& Nginx SUHRPENESHFIFAAN M LIEERIGTES, FHASTAERD, BHER, %igh ks §XEH.

RMES R

EH%E

1. i57E SSLIiEHEHE PEREEERENERHEETHR.
2, ERHAEB TREOSR, RSEEAEEEE JKS, BETHHMES cloud. tencent . com IEBXHERIFIEER,
MBIEYEIE, FIEIRTSHERERRGERM . HPEE cloud.tencent.com_jks 3{#E:
NHREFHR: cloud.tencent.com_jks
XHEAE:
cloud.tencent.com.jks ZX$AFE

keystorePass.txt BRXH (ACIRBFPFNE, WFE keystorePass.txt M)

IRIRERE: BR=ITE (1bF) BRSEAE 549 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://console.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html
https://myssl.com/cert_convert.html

O BAT

3. BEIKENREIAY cloud.tencent.com.jks HHENXMHENE Tomcat Z&EBZFE cont BET. NTEFRR:

IEBRE » Windows (C) » AP > s gme o 5 =H » tomcat-9.0.56 > conf

-

~ O ER

[] catalina.palicy
[] catalina.properties

[ context.xml

[ ] jaspic-providers.xml
[] jaspic-providers.xsd
[ logging.properties
[ server.xml

|D minmempmmnern.jks

| ] tomcat-users.xml
[ ] tomcat-users.xsd

[ webxml

A= e

2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30
2022/1/5 17:54
2021/12/2 16:30
2021/12/2 16:30
2021/12/2 16:30

4. YRIBTE cont BFRTHI server.xml Xf§. iFIMUMITHEA:

S

POLICY Zzf%
PROPERTIES Iris
HML 37

XML 3

XSD Zri
PROPERTIES 37{%
XML 3

JKS 37t

XML 3

XSD Zri

HML 37

<Connector port="443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="150" scheme="https"

keystoreFile="Tomcat HixEEHZF

keystorePass="***x*xxx*x"

clientAuth="false"/>

secure="true"

Fuh

13 KB
B KB
2 KB
2 KB
3 KB
5 KB
B KB
5 KB
3 KB
3 KB
173 KB

SSLiE#

HH server.xml MHEHBESEUMTHS:

A EE:

FEWEEESH server.xml XHAZE, BRIBAEIR.

IRIFRE: BR=ItE (It ) BRSEATF

5550 #1155,



O BAS SSLiE®

BENHHNEESERPIT:

O keystoreFile: ZHENHNEFRAE, JLUEEEITER, HAULMSEHENTF <CATALINA_HOME> (Tomcat RFEBF ) HETEAEX
B, MRLINEHEIRE, BMABRT, Tomcat ISNSEHRMERFAFHAFERTENEA “.keystore” B,

O keystorePass: Z{HEHT, 15E keystore HIEE ., RISEBRERETIABER, SESABPEN; SRSTEBIRIIEIARER, 5ES
Tomcat 314§Feh keystorePass.txt XIS

O clientAuth: #RigJ true, F= Tomcat EXRFAER SSL ERHRRLIEH, X SSL ERHITEHIIE.

5. fiiA Tomcat IRSEBEERE.
O HEBE, BFEE Tomcat REBR bin BRTHIXNITIT bat BA, XAMER Tomcat BRS.

shutdown.bat (KA Tomcat PRSZEE)
startup.bat ([381 Tomcat RRSZEF)

O BEXRERN, BEEE Tomcat ZEHF bin HRETFHITUT bat BI&, BE) Tomcat RS,

startup.bat

6. ER5IRIN, BPaIfEA https://cloud.tencent.com #{FiHia,
O WNSRRESEEMIME RRREHIRR, MWiHBERRERIN . INTEFRR:

® 00 |o mAn-FUBERERR X |

« > C Ehttps:ﬁcloud.tencent.com

O WMRMEESRRE, TSELUTEREDEBRTEHITHE:
O FEiE(EA HTTPS iAiamis
#PE SSLIEHRE, REHRET “MitEEFRe”
BRI RRTREETRE?
SSL IEBIEHIFEMBIEAERAET HTTPS FR£?
#EBRS3E8 LARE SSLIEBEHIAEIRFHM 404 RS

HTTP BzhbkE HTTPS MRLEkR (Fik)

NFEHEE HTTP iSREMEE@E HTTPS,, EaJLlBiEd LA TRERE:

O O O O

IRIFRE: BR=ItE (It ) BRSEATF 5551 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BHS

1. 4748 Tomcat ZREZR cont BRTH web.xml X, H#E </welcome-file-list> 7%, MNTEFIR:

HEEfE » Windows (C) » BFP »

-

iy s EF » tomcat-2.0.56 » conf

~ o ER e =k Eic o
[ catalina.policy 2021/12/2 16:30 POLICY =4 13 KB
[] catalina.properties 2021/12/2 16:30 PROPERTIES 3045 8 KB
D context.xml 20211242 16:30 HML 3T 2 KB
[] jaspic-providers.xml 2021/12/2 16:30 XML 3 2 KB
[] jaspic-providers.xsd 2021/12/2 16:30 XSD 3T 3KB
[ logging.properties 2021/12/2 16:30 PROPERTIES it 5 KB
D server.xml 2021/12/2 16:30 KML I 8 KB
[ s jks 2022/1/5 17:54 JKS SziE 5 KB
D tomcat-users.xml 2021/12/2 16:30 XML 376 3 KB
D tomcat-users.xsd 202171242 16:30 XSD aig 3 KB
20211242 16:30 HML 3T 173 KB

SSLiE#

2. IBEEHRIFE </welcome-file-list> BT, FHFMUTHRS:

CLIENT-CERT

Client Cert Users-only Area

CONFIDENTIAL

3. fRiE Tomcat REBRTH server.xml X, ¥ redirectPort 27 SSL B9 connector BIixO, BI443i%0, TFFx:

© g:
I EBUR{ERTISIE SSL B9 connector BEEEI SSL A connector H,

4. £ Tomcat Z%EBZF /bin BRTHRITHITLLT bat A, %@ Tomcat RS,

shutdown.bat

5. TIATH<, WINERSFEN.

configtest.bat

O BHEE, BRENRENEIRERTMESFEDR,
O HREE, BEIITT—E.

IRIFRE: BR=ItE (It ) BRSEATF 52 #1153,



O BAS SSLiE®

6. H11TLAT bat BIA, B Tomcat BRS388, BIAfER http://cloud.tencent.com H{Tikid,

startup.bat

IRIFRE: BR=ItE (It ) BRSEATF 5553 #1153



O BAS SSLiE®

Tomcat JR53EE SSL iFBREIPE (PFX 8%)

IEEFRATE: 2024-10-2217:13:32

R{FinR

RNEHESEITE Tomeat BRSZEEHEE PFX 80 SSLIEH,

© ihAe:
XHELLEBZFR cloud.tencent.com Jaffl,
Tomcat BgALL tomcat9.0.40 Jafl,
LERSFBAURERSAN CentOS 7, HFIRMERRNRATRE, FMFMESRIEEXE,
HIBERE Tomcat IRSH|/PEREK JKS 18 SSLEH . BIFAISE: Tomcat iR558 SSLIFBLEEEE (JKSH#BHL) -

%% SSLilEH#l, B Tomeat IRBBLEAE “443” ix0, BRIFBERRELEBA HTTPS. BAFTSE: [RS[INTHEL43iR
a?

SSLEBXH LEERSREHETSE: MNENIGHAISIHENRIZRSS .

BIERE

BIESE TR R, FIE WinSCP (BN E S MitSKENRIIRA ) -

BTN RRSSE, BIUERARIRSSEINEGLIEINRE, #EESR HIEHRIERSESE
EHEEEERTE, i PuTTY & Xshell (BXNET RSKERIHTIRE ) o
EELFIRSHEPRERE Tomcat BRS.

R4 SSL EBaEEENEIRINT:

2 izl
BRS3E8AY IP Htiit BRS3E50Y9 IP Hetit, FAF PC iEERIRSES .
BrRa ERRSFS=HARE.
=5 B RIRSSEEMIEE,
A FE:

EBNZEMNWINZRSS, BAER ZIRSHEES KRS P ik, AFRSRER.

480 Tomcat [RSFHBRLRE /usr BRT, B, Tomcat XHFEBRHA tomcat9.0.40 o M /usr/*/conf ZEFRA
/usr/tomcat9.0.40/conf o

RMESH
T2

1. {51 SSLIiEHEGHE PEREEELRITIRHAETR.
2. e SERTH” &0, RSHEAEEE Tomeat, BETEHIFMBELE cloud. tencent. com IERXHBEIABEEZR,
fREGES, TIIRSHEXERERY . HPEE cloud.tencent.com_tomcat IXfF3E:
SHMERHR: cloud.tencent.com tomcat

XHERE:

cloud.tencent.com.pfx MEE 3

keystorePass.txt EEXH (EEIREEER, UL keystorePass.txt =)
3. A “WIinSCP” (BAittSimiEitEianSRIXHIR ) &7 Tomeat RS

© iRAB:
WiIinSCP L{EHE(ERI &% iEid WinSCP EE3243 Linux =RS3EE -

IRIRERE: BR=ITE (1bF) BRSEAE 5554 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/35224
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/document/product/213/2131

O BAS SSLiE®

| o BRTMEIBNCCRSR, ENERRIRSHFAIG LIEDRE. #HEER LIEXHEIRRSS .

4. BEIREEIY cloud.tencent.com.pfx MEBMEMAMERIERE /usr/*/conf BRETFo
5. inf2E 5 Tomcat RSBEE. Hl0, FER “PuTTY” IEH SR,
6. fWIBTE /usr/*/cont BFRTH server.xml X{§. FRIBXIRZRMUATANPEE—FETIRIE:

© iRAR:

EFANEEERY, Tomcat SEMAEER SSL WTMAN . MRBRBARTESZREERE, TERERNENFBRTZIFZEREN,
ZRILMBIEINR RN, ERBG2FMiEE SSL #1TEE.

531 BahiEE SSL
{8 server.xml 3%, Bl Connector B, REUT:

Connector port="443"

protocol="HTTP/1.1"

SSLEnabled="true"

scheme="ht

secure="true"

keystoreFile="/usr/*/conf = -.com.pfx" <! —— EPBFRFHEE -
keystoreType="PKCS12"

keystorePass="IFRBEZEHE" <! -- {BEMA keystorePass.txt BENXEPFHART. ——>
clientAuth="fa

SSLProtocol="T

H2: FapiEF SSL

{88 server.xml 3§, iKWl Connector B, ABWT:

<Connector
protocol="org.apache.co e.httpll.HttpliNioProtocol"

port="443" maxThreads="2

scheme="https" secure="t =" SSLEnabled="true"

keystoreFile="/usr/*/conf/cloud.tencent.c fx" keystorePass="iEREE" <! --ptxFRPEBFRFNE
=, IEBEBBIEEIEA keystorePass.txt

clientAuth="false" sslProtocol="TLS"/>

BB EESERPIT:

O keystoreFile: IEBXHHIFMAE, AILMEEEIIIEE, BILUEEENTF <CATALINA_HOME> (Tomcat RRBF ) HEESAIIETEE
Fo MBLIHRFIRE, HIMERT, Tomcat ENLFHRERAAFHAFRBERTIZNEA “.keystore” I,

O keystorePass: ZEBEXHE, 18E keystore KIES, BISIERINERE TTAAE, BESIAAER; SRISEBINKISETARED, BE
5 cloud.tencent.com_tomcat 3{§EH keystorePass.txt XHRAIZEHE

O clientAuth: g% true, F X Tomcat EXRFER SSL ERHTRRLIESE, ¥ SSL EFHITESMIIE.

7. i\ Tomcat lRSBREEREN.
O BOBH, BFEEE /usr/*/bin BRTHRMGTUT®HS, XAER Tomcat BRSE.

IRIFRE: BR=ItE (It ) BRSEATF 5555 #1153


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

./shutdown.sh (X Tomcat BRS3E§)

./startup.sh (B Tomcat PRS3)

O BXRMEEN, BEBE /usr/*/bin BRTFHITUTHS, BEI Tomcat RS,

./startup.sh

8. BER&NIN, BPaJfEA https://cloud.tencent.com #{FiHia,
O WNSRRESEEMIME SRR EHIRR, WiKBERRERIN . INTEFRR:

00 |o mAm-rusEIERR X |

< > C Ehttps:ﬁcloud.tencent.com

O WMRMEGSRRE, TSELUTEREDEBRTEHITRIE:

O FEiE(EA HTTPS iAiamis
#PE SSLIEHRE, REHRET “MitEEFRe”
BRI RRTREETRE?
SSLFBEHIEEMRIFRERRIZT HTTPS F&£?
#EBRS32 LARE SSLIEBEHIAEIFHM 404 RS

HTTP BzhbkE HTTPS MRLEkE (Fik)

MBEFEEIE HTTP BEREHMEERE HTTPS, EaLLES A TIRIERE:
1. #R48 /usr/*/conf BFRTHR web.xml X, #¥ZEl </welcome-file-list> tx&,
2. BEERIFE </welcome-file-list> FHERT, HFMUTHRS,

O O O O

CLIENT-CERT

Client Cert Users-only Area

CONFIDENTIAL

3. %48 /usr/*/conf BRTH server.xml X4, 1§ redirectPort 28{£ SSL B connector Bix0A, B1443i%0. M TFR:

© g:
LEEBUR{ERTIEIE SSL B9 connector BRI SSL A connector i,

4. 7E /usr/*/bin BRTHITUTHS, Xid Tomcat RS,

IRIFRE: BR=ItE (It ) BRSEATF 5556 #1155


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

./shutdown. sh

5. UTIA TS, WINEERSFEDR.

./configtest.sh

O EFE, BRENRENESRERTERFEDR,
O BAREFE, BIITT—%,
6. #11TLATd<, BE Tomcat BRS3ES, BIAIfEA http://cloud.tencent.com H{TFiAIE,

./startup.sh

IRIFRE: BR=ItE (It ) BRSEATF 8557 #1153,



O BAS SSLiE®

GlassFish E538 SSL if B&IEaE

EIEE#RATE: 2024-12-09 18:29:31

R{FinR

AN EIESEIMAIE GlassFish fRSE8H%R4%E SSLiEH.

© iAe:
AIHELULEBEFR cloud.tencent.com JAfl,
GlassFish lRASEL glassfish-4.0 Jffl,
LPRSEBAURERSAN CentOS 7, HFIRMERRNRATRE, FMFESREEXE,
2% SSLiEHBal, i5E7E GlassFish RSB LFRE “443” w0, BRIIBRERLEEAH HTTPS, BiFESR RSHINTFE4430
a?
SSL B LIEERSEHZES R WIS AH I (HENEI=IRSEE -

RIS

ST IZE MR, FlI0 WinSCP ( i\ ES MIEKEVRIIRE ) o
BEEBEINEASEIRSSE, BWUEREIRSHEONMGLIERE, #EEsR HEHRIZRSS .
EHEEEERTE, fli PUuTTY && Xshell (BXNET RuSKERIIRE ) o
EERIRSRPRELRE GlassFish Bk,

Z4 SSLIEBRIEHESIEIBRNT:

2 A
BRS32509 IP fthiit BRS5E8RY IP Hihit, AT PC &EERIRSEE.
BR3 ERIRSZHEOARPS.
g ERIRSZSE[EB .
o #FE:

EBENZENWEN=RSS, SAUER =RESSERE KRS IP ik, APERER,
LIRS SSLIEBAIEER “#aM CSR” A, HUWZAIRABER A Wotrus, NFIRE Tomcat SHFMERUFER (.pfx # .jks ) BT
#, SECEIFHRIGSINANERSHRE, HIRMESGENT:
igia #iETE,
18 Nginx XHEPEGEBIGIITAAN M LIEREIRT B, FHESHAEESNE, BHERE, #iRh ks 8NEB.
80 GlassFish [RSBREE /usr/share HRET.

RMES R

A FE:
BESEMBEMDE, B BEEHE,

1. i57E SSLIFBEFE SIREEERRNITIBHAETEH.
2. RN TRIEPE OGS, EBERo5iEE Apache fll JKS, BETEHHMESRE cloud.tencent.con IEBXHEEIFEER.
RIESRR, CISRSHEXERNEEXE., HPFEE cloud.tencent.com_apache MHFE. cloud.tencent.com_jks §E:

MHFEEZHR: cloud.tencent. com_apache
cloud.tencent.com.crt HEHIH
cloud.tencent.com.key FASAN{H

CSR X#ME: cloud.tencent.com.csr X{§

IRIRERE: BR=ITE (1bF) BRSEAE 5558 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html
https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

© RAB:
CSR X4 2HRFSEBITHE LIERRAEEERD, 2HEE CA NG, REINTIZRKZE.

3. iEfEER GlassFish IR$328. N, A “PuTTY” IE &R
4, N /usr/share/glassfish4/glassfish/bin BIRTHITHE ./asadnin [§, BE domain HWEBZFR, BSHTHS

change-master-password —-savemasterpassword=true domainl o

o EE:
o domain1 ZEEBKIAEN /usr/share/glassfishd/glassfish/domains , domain SHISRIELIFERES,
o BUAEEA changeit, EMACEEBHARTED, HERSESRSGIEHZENTAAED.
o ZRIGIEBRRIZEAPZD, WES cloud.tencent.com_jks prao ] keystorePass.txt SHRYZRAS

5. /usr/share BRTHITHE mkdir temp BIE temp XHEE,

6. A “WinSCP” (BIAttSiniEitEHiEnNSFINHETE ) ER GlassFish IR5588, 1§ cloud.tencent.com.crt HEREIE.
cloud.tencent.com.key FASAMIHFMAIBRIENE temp XX,

© iRAA:
o WIinSCP EEMHRETSE i&id WinSCP LE3XHEI Linux =R -
o BERFHEIBN==IRSEE, BWERZRSSENE LEINEE, #EE2R LIEHEI=RSESE

7. # temp BRITUATHSER PKCS12 32, FHRTMARE, SRAIMRENEN, BIFABZEE. MTHRR:

openssl pkcsl2 -—-export -in cloud.tencent.com.crt —-inkey cloud.tencent.com.key -out mycert.pl2 -name

slas

8. & temp BRTHUTHS 1s -1 A PKCS12 XHEREREEHBESR.
9. &Hf keystore.jks XM, iETE temp BRITLAT S, WEMAY keystore. jks XHRTHEBERT . MITAR:

keytool —-importkeystore —-destkeystore keystore.jks -srckeystore mycert.pl2 -srcstoretype PKCS12 -

alias slas

10. £/ cacert.jks X, B temp BRPITIATSRS, WEME) cacert.jks XHBEFREWERT . SIRTHAED, MANRKENED, BIFA
A=, MTFFRR:

keytool -importcert -trustcacerts -destkeystore cacerts.jks —-file cloud.tencent.com.crt -alias slas

1. BERONEB10ERAIS R domainl /config R TFH keystore.jks #l cacert.ijks Mf¥.

12. 44§ /usr/share/glassfish4/glassfish/domains/domainl/config BF FAI domain.xml &, EXixOS. MNTFEAxR:

network-listeners>
network-listener port="80" protocol="http-listener-1" transport="tcp" name="http-listener-1"
thread-pool="http-thread-pool"></network-listener>
network-listener port="443" protocol="http-listener-2" transport="tcp" name="http-listene
thread-pool="http-thread-pool"></network-listener

<network-listener port="4848" protocol="admin-listener" transport="tcp" name="admin-listener"

thread-pool="admin-thread-pool"></network-listener>

</network-listeners

IRIFRE: BR=ItE (It ) BRSEATF 5559 #1153


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BT SSLIER

13. Bah GlassFish IR5388, BIaJ{fER nhttps://cloud.tencent.com #{FihA, MNTFERRR:

NSRRI RRR LR, WIRABEBREMI, MTERMR:

@00 | o BAE-FUEE SEER x

< (= Ehttps:ﬂcloud.tencent.com

MEMEGHRFE, TSELUTERRREGERS ZHTHE:
FixfER HTTPS iAo MG
BE SSLIiEH/E, MEHRT “‘Mib&EEFRe”
B RRTREEFRER?
SSL IEBid HiEERMBIFARERAET HTTPS F&R£?
1EBRSSER LARE SSLEBEHITRIRELI 404 K58

IRIFRE: BR=IE (16F) BREEAR 5560 #1155


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

JBoss E5388 SSL i B&RIEIE

EIEE#RATE: 2024-12-09 18:29:31

R{FinR

AXIEIESEINETE JBoss FRSB#EPRE SSLIEH,

© iAe:
AIHELULEBEFR cloud.tencent.com JAfl,
JBoss HRALA jboss-7.1.1 Fffl,
LPRSEBAURERSAN CentOS 7, HFIRMERRNRATRE, FMFESREEXE,
2% SSL iEBal, BEE JBoss RSZRBLEARE “443” k0, BRIEBREELZEBE HTTPS, BEATS8%E RSEHENTHE4431K 07
SSL B LIEERSEHEFASE WIS AH(HE NI =IRSEE -

BUR S

EERXHHEEE R, FII0 WIinSCP (XM ET RubiKERIIRE ) o
HIEENBBNERRSSHR, BIERRRSHATUGLIENRE, #HESR LEXHIIZRSS -
EESEEERTIE, I PUTTY &&E Xshell (BIXMNEF MibREVSIIES ) -
BESRIRSHEPRELE JBoss k55,

%% SSLIEHRIFHESRIEIENT:

e=4 AR

BRS3E3AY |P Htbiit BRS3E26Y IP Helik, BT PC EERIRSE .
2] SE BERIRSEARSE.

g ERIRSSEMIFE,

A EE:

EBNZEMBWINERSE, SUUER =IRSHERS REERS:S P ik, ARSRED.

SIZETE SSLIEHATERE “Hili CSR” B, SNWIZAIRMHERH Wotrus, WARM JKS IEBXMHRITS, TEEEIFahigiEtgt
BRI . HIR(EIEMT:

ipiE) HEiRTE,

18 Nginx XHRAPGERSEIFASA G LEZERIRTER, HESEEEERN, BHRER, ®ikh jks BXiEH,
281 JBoss BRSEEIEE /usr/local BRT.

L5 SSLIEHATEE “Hili CSR” AR, SWEMRAGIESRS Wotrus, NFRM JKS IEBXHHTE, SEREIFahREElANER
AR, EUREAEUNT:

aia EiETHE,
18 Nginx SGRPEGERSUEFASAS G LIEEEIR T Brh, HESHAEZE, BER3E, 2t ks BUER.
Zal JBoss IRSBZFRIEFE /usr/local BHRET.

RMET R

A EE:
IRESIBMB BB, 5 BEESE .

1. 57 SSLIEBEHE PEREEERRNEBHAT TR,

2. SN TRIEREOS, EREREE JKS, BETEWHMBESE cloud.tencent.com IEBXHEEIFMHER.
RIERRE, CISASHEXLERNERXE., HEHREE cloud.tencent.com_jks M{§FE:

IRIRERE: BR=ITE (1bF) BRSEAE 561 #1155,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html
https://myssl.com/cert_convert.html
https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

O MHFEEZIR: cloud.tencent.com_jks
O XHRRE:
O cloud.tencent.com.jks AR
O keystorePass.txt HBRXH (EBIREFAHEME, WFE keystorePass.txt HIBXHE)
3. iEfEER JBoss RS, BN, A PUTTY TR 8%,
4. BNEPEIEEEE, £ /usr/local/jboss-7.1.1/standalone/configuration EHRTFHITHES mkdir cert 6IE cert 3XHE,

5. A “WinSCP” (BEIFitSimigitEHEnNSHNETE ) &5 JBoss IRSSEE, BEIKEEIAY cloud.tencent.com. jks EAESEMAIEE
RIENE cert 4K,

© iRAR:
o WInSCP L&EHZ(ETER @i WinSCP EE324F! Linux =iR33:E -

o BRTMEINBACCRSR, EWERRRSHF/AIG LIEDRE. #HEER LIEXHEIRRSS .

6. YREBTE /usr/local/jboss-7.1.1/standalone/configuration EHR TR standalone.xml Xf{§. (EXiEOEE, MTFHAR:
O FE—ED:

EEMHHNEEFEHPNT:
O FREEBE: 18 S{jboss.bind.address:127.0.0.1} AEH S$S{jboss.bind.address:0.0.0.0} o

O {83 http ¥%0: 1§8080ixIFEE 80,
O fE% hitps #&A: 1§8443ixOiFEH443,

IRIFRE: BR=ItE (It ) BRSEATF 562 #1153,


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

O SBIE: RINEBEXES.

7. 38N\ /usr/local/jboss-7.1.1/bin BHERT, WITBEIHS ./standalone.sh , @REER. MNTEFRR:

8. IEPEEPESH, BIAl{#RA https://cloud.tencent.com H{TiAid,
O INEFSEEEHbIHE RRREHIRR, WIRIBEBRER . MTEFRXR:

00 [o mAr-rusEmEEAR X |

« = C Ehttps:ﬁcloud.tencent.com

O WMEMIGHRFE, TSELUTERRRFERS ZHTHIE:
O FixfEA HTTPS i5iamidh
BE SSLIiEH/E, MEHRT “‘MitEEFRe”
B RRTREEFRR?
SSL IEBiHIEEMBIFARERART HTTPS F&£?
#BRS328 LARE SSLIEBELIARIFELMN 404 RS

o O O O

IRIFRE: BR=ItE (It ) BRSEATF 5563 #1153


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

Jetty IR5538 SSL IFBREEE

EIEE#RATE: 2024-03-07 16:36:01

R{FinR

AXIEESEINETE Jetty IRS|[{HPRE SSLIEH.

© ik
AIHELULEBEFR cloud.tencent.com JAfl,

Jetty IRALL jetty-distribution-9.4.28.v20200408 J3ffl,

SRR |/AURERZN CentOS 7, HFIEERFHRAETRE, FMFELREEXA,

L4 SSLIiEHal, BEAE Jetty RSFLHARE “443” w0, BRIEPRERLZEA HTTPS. BfTSE RSESENTFHE443107
SSL iEBX LIEERSRHZATSE IS (HENEIZIRS=E -

BUR S

EERXHHEEE R, FII WIinSCP (XM ET; RubiKEIRIIRA ) o
HIEENBBNEARSEHR, BIERRRSH/ATUGLENEE, #HEER LIEXHIIZRSS .
ERSEEERTE, I PUTTY &&E Xshell (BIXMNEF MibKEVSIIES ) -
EESRRSHEPRELRE Jetty BRS.

%% SSLIEHRIFHESRIEIENT:

=4 i5iAA

BRS3236Y IP ittt ARS3ERAY IP i, FBF PC EEEIRSEE
BFR& ERRSHROAFR,

AT BRIRSHED.

& R

EBNZEMWINERSE, SUMER mIRSHERS REERS:S IP ik, ARSRER.

SfZERiE SSLIEBRYiEE “HE CSR” B, HMWZMMEIERS Wotrus, WFIRE JKS IEBEXHHTE, FECEIFNEREN
B EARE . HIR(EIEMT:

ipiE) EiRTE,

18 Nginx {HFEhERERFFIFAR G LEZEEIR T Brh, HIESHHAES, BER3E, itk jks BNEB.
el Jetty IRSBIBRIEFAE /usr/local/jetty BRTFo

RMES R

1. {B1E SSLIiEHEGHE PEREEELRITIRHAETR.
2. e SERTE” &0, RSHEAEBUEE JKS, BETRIMBELSE cloud.tencent. con EBXHRREXMBER.
fEEGES, TIIRSHEXERMERY . HPEE cloud.tencent.com_jks 3{FE:
WHFZRR: cloud.tencent.com_jks
MHRRE:
cloud.tencent.com. jks ZZ$AE
keystorePass.txt HEMNH4 (HEIREFAPZY, WFE keystorePass.txt HBXH)
3. iEEEF Jetty IRS3EE. fitn, EA “PuTTY” IE ER.

4, BNEPEBIEBLEE, £ /usr/local/jetty/jetty-distribution-9.4.28.v20200408/ctc BRFHITHS mkdir cert BIE cert Xi&
x,

IRIRERE: BR=ITE (1bF) BRSEAE 5564 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://myssl.com/cert_convert.html

@ HE"L:H_E SSLiEH

5. B “WinSCP” (BIFXitSimiEitENEnsSHXEIR) B3 Jetty IR332%, 1SEIKENEIRY cloud.tencent.com.jks HHHEMEMNEIER
EME cert X§E,

© kM
o WIinSCP LEXHHEERISE & WinSCP EESX4EI Linux =ERSSE -

o BRTMEIBACCRSR, EWERRIRSHF/AIG LIEDRE. #HEER LIEXHEIRRSS .

6. #Wi8 /usr/local/jetty/jetty-distribution-9.4.28.v20200408/etc BHFFH) jetty-ssl-context.xml X, WITFEA3R:

© AR
« KeyStorePath: kA& default {SESIEBEHRIER.

» KeyStorePassword: EXAME default iBIESZPERER, 18E keystore B8, BRISEBIIEIRE TTAREN, BIESTAAENE; &
ERISIEBRIRIREFASAER, i5IHS cloud.tencent.com_jks XHFEH keystorePass.txt 3HRIZE

+ KeyManagerPassword: iS85 cloud.tencent.com_jks X{#FH keystorePass.txt XHHIZES,
» TrustStorePath: EXAME default iBESIEBFBAIER .

IRIFRE: BRzITE (165 ) BRSEAS 5565 #1153



https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

7. %48 /usr/local/jetty/jetty-distribution-9.4.28.v20200408/etc EHFETFH jetty-ssl.xml X, {EXi%EOH443, WMFERR:

IRIFRE: BRzITE (165 ) BRSEAS 5566 #1153




O BAS SSLiE®

8. #@48 /usr/local/jetty/jetty-distribution-9.4.28.v20200408 EHRETFH start.ini X, FNNTRE:

etc/jetty-ssl.xml
etc/jetty-ssl-context.xml

etc/jetty-https.xml

9. IEBEMERR, X jetty IRERT, HITBEHFS java —jar start.jar , BJAIERA https://cloud.tencent.com hid,
O WNRNEEENHERRZLBURIR, WIRIPERZRMN. INTFERMR:

00 (o mAm-ruEEAERR X |

& c Ehttps:ﬂcloud tencent.com

O WMRMEGHRRE, TSELUTERDRBRTZHTHE:
O FEiE(EA HTTPS iAiamis
HiE SSLIEHRE, MEHRET “‘MitEEFrZe”
BRI IRTREETRE?
SSL B RHEEMRIEMERRIRT HTTPS F&£?
#EBRS328 LARE SSLIEB/EhIAEIFHM 404 RS

O O O O

RSN
WEBEPERING, (A https://cloud.tencent.com HAHERUWT:
Error 404 - Not Found.

No context on this server matched or handled this request.

Contexts known to this server are:

Context Path | Display Name m LifeCycle

B Powered by Eclipse Jetty:// Server

BRRAE: BALME /usr/local/jetty/jetty-distribution-9.4.28.v20200408/demo-base/webapps EHRTHI ROOT X4HEHIZ
/usr/local/jetty/jetty-distribution-9.4.28.v20200408/webapps BRT, ENE jetty, BITIARIMKIN.

A EE
RMEIIRMNRHEMER, B8 KR

IRIFRE: BR=ItE (It ) BRSEATF 5867 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

Spring Boot &3 SSL it

EIEE#RATE: 2024-12-06 14:39:22

R{FinR

AEHESEUNE S Spring Boot EEE R PFX 80 SSLiEH,

© B8:
MHELAEBEFR cloud.tencent.com A,

Spring Boot lg&kL 3.0.2 JHfil,

LIRSS ERAMRER AN CentOS 7, HFRIERAMIRATRE, FMRESEEEX.

HIZHE Tomcat IRSB[HPEE JKS 18X SSLIEH, BIFESR Tomcat fR553E SSLIFEZEERE (JKS1EH) o

%% SSLIEHAl, iB&Z7E Tomcat [RSB|J/LFRE “443” w0, BRIEBRERELEEA HTTPS, BFEER RSHWETHE443iK07?

RHERE
EEEXHEIEE R, Bl WIinSCP (BIXMNERMISRENRITESE ) . SEFNEINBNZZIRSEH, EERRRSERAI G LIEDEE, #15
B2l LEXHIRRSS -
EESEEERTIE, I PUTTY &&E Xshell (BIXMNEF MibREVSIIES ) -
%% SSLEHRIFESRIEIRINT

B AR
BRS32509 IP fthilt BRS3E3RY IP Hthhik, AT PC &EERIRSEE.
2] S BRIRSEWARSE.
i) B RIRSEEZ,
RIS
A EE:

ERFSIRINREIMITR, B BRI .

1. {51 SSLIiEHEGHE PEREEELRIIRHAETR.
2. ERENTRIEBEOD, RS[EREE Tomeat, BETHEHMBES cloud.tencent.com EBXHBIAMBER, MBERRS, THRESHEXER
HOEE2. HEPEE cloud.tencent.com tomcat IfH3E:
XHFZH: cloud.tencent.com_tomcat
XHERS:
cloud.tencent.com.pfx MEHME
keystorePass.txt HBXH (BEIRBEMBPEM, WE keystorePass.txt HENHE)
3. EA “WIinSCP” (B&itSiizitENENEFINHTIR ) EF Tomcat RS,

© iRAB:

WinSCP LESHHR(ERIEE B WinSCP L& Linux ZRS3EE -
BETMEIENERRSS, EWEAZRSRAIE LIEDRE. #HESR LEXHEIERSSE .

IRIRERE: BR=ITE (1bF) BRSEAE 5568 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/35224
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/1340/72845
https://cloud.tencent.com/online-service
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

4. JSEIREYFIRY cloud.tencent.com.pfx IMERBNHMEIMERIENZE Spring Boot ERY src/main/resources BRET. ITEFRR:
Osre
[ main

java

[Zresources

[ static
[0 templates
o application.properties

B cloud.tencent.com.pfx

5. 25 Spring Boot RS, Flt, A “PuTTY” IH &R,

6. %48 Spring Boot IEAY application.properties Bf application.yml 3Xf4. FHRIESEERRRMIATHNREZE—FHITIRE:
o Bz

{884 application.properties M, HIMMTRE:

server.address=cloud.tencent.com

server.port = 443

server.ssl.key-store = classpath:cloud.tencent.com.pfx
server.ssl.key-store-password = *****xxx

server.ssl.keyStoreType = PKCS12

o AR2
{28 application.yml 3, iRIMMITRE:

server:
port: 443

ssl:

key-store: classpath:cloud.tencent.com.pfx

key-store-type: PKCS12
key-store-password: yourpassword

key-alias: cloud.tencent.com

BENHNEESHIRBINT:

O classpath: i8f92IERY src/main/java Fl src/main/resources W, FHEXFEMEE TGS TLAERCclasspath {ERIERE
*g Im o

O key-store: iEBXHMFRLE . B IZIEESRA FHIEBXHNIER,
O key-store—password: ZEEX{HERS, 18%E keystore KIZE,
O HSIEBIERE TIARER, SIESAPED;
O EHRFTEBIIKIGEFAAZG, BES cloud.tencent .com_tomcat Xk keystorePass.txt XIRAIEE
O key-alias: HiHEIE, £ SSLEHEHE THAY, BSHEBISEHSZ. M: cloud.tencent.com o
7. EF Spring Boot k5. BEaIAIN, BIRIfERA https://cloud.tencent.com H{TihidE,
SR EEEE M= B R R 2 BitRR, NIRBBERRERT, MTEFR:

ece _|--c‘2>ﬁiﬂﬁ—FukEEEEiE5E x"|_

&« & Ehttps:ﬂcloud tencent.com

IRIRERE: BR=ITE (1bF) BRSEAE 5569 #1153


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://console.cloud.tencent.com/ssl

O BAS SSLiE®

IIS BRS588 SSL iEBRIRALE

EIEE#RATE: 2024-03-07 16:36:01

R{FinR

AXIEESEBINMETE IS hRE SSL IR,

© 8
FUHELUEBEIR cloud.tencent.com Afl, SERBERELMRHBEIGERRE,

AIXELMRER S Windows Server 2012 R2 Bl . BFIRMERFRIRAFTRE, FMIRELBEERX,
R4 SSLIEHAET, B1EE IS RSELFE “443” %0, BRITIBREELTEEA HTTPS, BfTSE RESENAUFE443150?
SSLEBN4 EIEZERS R/ ZFTSE DS AMSEHE NI =RSSS .

RMES R

BRI

1. 5% SSLIEBEHE PEREEERRNIERHAT TR,

2. N SEBTHE” S0O%, RSEBEEEE NS, BETHEHMBESR cloud.tencent.con IEBXHREIFRBER.
MRESEIS, TIRGHEXRBANERMH. HPESE cloud.tencent.com.iis XHE:

XHFERR: cloud.tencent.com.iis
XHEARE:
cloud.tencent.com.pfx IEBXMH
keystorePass.txt BBNHE (HCIREFAPZ, WFE keystorePass.txt HBIXMH)
3. $TF IS IRSERE, EIFHENER, WEITH “RSFEH" . MTEFFRR:

&5 Internet Information Services (IS)EE -|a] x
© [% ’ CEEICE
TP WEV)  EEE
[ @
@-Him e é’
; :jﬁiéﬁ | = - TG - GEBRRe |SERE: K8 ~ &
i s
b &l sk = P o o= = =
= e & D[D]|@ H s B & B &
HTTP BfR MIMESE nERSR  REN | BSSIS | IesB @2 AT BRNS E¥RE B BARE
= & SR NET or
e d o smitsweoemn
gEE 58 ©® ==
==
= =
mEEER ATNEER EBRSS
F3 —— >| [meenm | e
£ 3]

IRIRERE: BR=ITE (1bF) BRSEAE 5870 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138

@ E%i:ﬁ_ﬁ SSLiEH

4. ARSH[/EBEFOMEN “BE" 2, BESN. MTEMR:

< > —
THO  WEY)  BEE)

- e
AIE
@ i1 8 O memn
:i E=o Web 7 st 5, .
sl A ST
0 nEEs i - VARG - GBS |SEmE REEse = :f
b [s] Rk E=2 - Fea REE 2 =h) SERRR SERTFR
EEEETE.
SFEIEFSERTERES
@ =2
< 0 [ | e i menm
i “ﬂﬂ

5. fEHHE “SAIER” #F0O%, SEFIEXHERER, AAED, BERE. WTERR:

© ¥
o EHIEBRERETTABES, WAEBH, ERMALRER. SREEBRKIRETAREN, WAZBN, BRA
cloud.tencent.com.iis M{§FEH keystorePass.txt MHRIZEE

o MRMPEBRREET, F THKFE BAZTRIFMZIES, AREHPEZESIES,.

ISR (C):

=EE(P):

EEEBEREG):
A

[v] FEVFS A

IRIRFRE: BiRAITE (165 BIRSEAS £71H#115]K


https://console.cloud.tencent.com/workorder/category

O BAT

SSLiE#

6. IS TR R SRR, FaRaN “BE ST, MTEFRR:

oy EE

O HEY  EEEH

= N
- |28 ﬁ s
"‘a@éﬁ = - VHEG) - G2BRT |SERE REasE

O mEEE am [ = o=
bis) FisE @ Default Web Si... 1 EE3) (ht.. 80 (hitp)

i3

gt e

& R
REMLEIARE..

SERS
B s
RER...
X 2
B
EERARS
BESHER
e 0]
2 =wEm
» =3
L
FIE
3 s =80 (htp)
AR
=B
TR
@ ==

5| [Elmenm | w=nm

7. EEHE “MIS4RE” E0OW, PEERM. MTEMRR:

8. £ “RIIMIASIE" MIBEOD, ISMisREIRER https, IP g HEHEMKRSE, iwOIRENA443, TNSBEHSESARGEEBHES, HEE

FRZEY SSLIEH, BEME. MTEAR:

IRIRFRE: BiRAITE (165 BIRSEAS

$£72 #115;|



O BAS SSLiE®

EIRlsEE EE

SER(T): 1P Mgk B0
https v ;
EHEH):

=

L[] EEmsREfETN)

SSL a3 (F):

[ v| [z EEV)...

9. iRINSERL/E, BIA7E “Mut4bE” BOPEBIFHFMBAS.
10. i&fER nhttps://cloud.tencent.com #{FiFial,
O INRFEEEHbIE=RRZLEHRR, WIRIBEBRERK . TEFRXR:

00 [o mAr-ruEEEERR X |

< C Ehttps:ﬂcloud tencent.com

O MEMEGHRFE, TSELUTERRRFRS ZHTHIE:
O FixfEA HTTPS Az
BE SSLIiEH/E, MEHRET “‘MitEEFRe”
GRS RRRIEETRE?
SSL B HIEERMBIFARERAET HTTPS FR£?
ERRSs2E LARE SSLIEBEIAEREM 404 RS

HTTP Bzt HTTPS MRLERE (i)

O O O O

© kM
o [EEWETIZETIRENN, EEEEMFRTUASIRE.

o HTTP B4 HTTPS @12, MREHIMiLTTEPFEIMPEEREERN HTTP i), SEBIRTEFTERE HTTPS thil. BINEHES
ERZLERRARZEMRR, IINEEFRZE. SALRERREREPH “FHAER" EERERE.

1. 17 IS IRSSEER
2. EFEMIE TSRS, WETH “URL ES” . WTEFR:

A 3R
MITIZLSRANE FREE rewrite &R .

IRIFRE: BR=ItE (It ) BRSEATF 573 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://www.iis.net/downloads/microsoft/url-rewrite

SSLiE#

WEW TR

= AN T w
©- | I8 g EEESE
aE-C = - VARG - eSS |SERE Ea -E- f %?;?Em
s - » ) ~ s
% & 9] E &l BENAEEL
HTTP IFfR MIME 38 | URL 5 EENE  EREE B HEME
> ¥ NET Framework li4
ﬂ‘ Fa @ O FEE Web FamE
BERE  EuEE 58 @ =5
] -~
o
Web FAZ WESSR SENEE EESSS
=EF
< m [ 15| [Evems i pman
p Ll

3. #A “URLES” WHE, HaHal “BE ZHEman. mrEmR:

= URLEES w
@-H|% e g I
:: =il REIFERE URL S0 HTTP AT SIS S TIss, eERSETE
P - sERzETE
URL U e
2 R ERUFIEFTER URL SIS
3 E 2N oE = = B URL #iiE
e SEFSUH.
I @
SEHERA.
SESEUEE.
@ ==

< i

RIS HTTP RSP SR L a:
E=22 i

s =l p2— BEE fJl2:) ZRxA

< [ | e | meam

P8¢ localhost” applicationHost.config

IRIRFRE: BiRAITE (165 BIRSEAS 5874 H1155]



@ ﬂ%iﬂﬁ SSLiEH

4. ERHAY RN EOP, SRSEEA, SERE. WTERR:

FEEANISRS): EE
RN
& = 2 BAESReIEEI
o ERAALE
SRR
2% BT URL
s Al
& =aa
EESIEHRL(SED)
@ 3=51EHE1RS URL

EEStEEsE— A EE TR EE AN, SRS RSN T | EREmaEY— T FESA
=== M AT URL Hitt.

IRIRFRE: BiRAITE (165 BIRSEAS 5875 1155,



O BHS

5. AN “URIBAUEMN RE. WTEFAR:

@ HRIE TN

EFR(N):

BIHTTPS

LS URL

&A1 URLR): ERE):
SE L ~ 1M=L

E:

69

BEFIEWD

=¥

EESEG):

=LA v
LTAN E-Siil =
{HTTPS} StEE ~OFF$

[ ExEssE=EK

REEEE

e
BEER(Y):
==p v

Bt
=5EF URL:

AP,

ik

&

I}nttps 1/ /{HTTP_HOST}/{R:1}

HIINEAFRESQ)

el
SEEAE(303)

Bk H5EE HTTPS,
CEEURL: £ “BEz” PFIEA (%) o

IRIRERE: BR=ITE (1bF) BRSEAE

SSLiE#

5576 #1153,



O BHS

S BF Y RERM, BE RISEE" &0

SMHEMN: {(HTTPS} o
EERAFFERE: RAGESEXTE,
= FREA “oFFS o
2(E: BESUTSH.
BEEB: RIFEEM,
EEM URL: https://{HTTP_HOST}/{R:1} o
EEMESE: EFESIFHEM (303)
6. B "IRE" ENNBRE.
7. EEIMEER, BEAN “SEMNL” ZHERER. BIEER nttps

O EE
BFSRINREIMITR, B BRI .

IRIRERE: BR=ITE (1bF) BRSEAE

://cloud.tencent.com H{TIAIE.

SSLiE#

77 #1156,


https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

WebLogic k5588 SSL IEBREEE

EIEEFRATE: 2024-08-29 14:42:01

R{FinR

AEHESEINTTE WebLogic &% SSL iEH.

© RAB:
AXHELUEREIR cloud.tencent.com Affl, EFRZIRBLUBERIBRIER .

WebLogic k#kA WebLogic/14.1.1 736,

AIHELURERS Windows Server 2012 R2 73], BFIRMERFHRARE, HFMIRELBRIEEXE.

2% SSLiEHal, 5% WebLogic [RSBRBERE “4437 w0, BRIEBREELESHHTTPS. BFETSE [RSHEMTFE4430
a?

SSL B LIEERSEHZAISE WIS AH I (HENEI=IRSEE -

RMES R

© RAB:
TASEPHERERNAAENESR, BEARSSRIEENIGHESERHTRE.

1. JB1E SSLIERiEHIE hisiRERERRNIBHAETH.
2. EEA SERTEH” &0Od, RSHEREE JKS, BETEHBEESRE cloud. tencent . con IEBNHERFMBER.
RERE, TIRGEXLRITEEXYS. HhEE cloud.tencent.com_jks Xf§kE:
MHFEZHR: cloud.tencent.com_jks
MHERE:
cloud.tencent.com.jks IEI
keystorePass.txt HBMNHE (HCIREFAPAZ, WFE keystorePass.txt HBXH)

© RAB:
LIPS SSLIEBINERET “Hlt CSR” A, EWENRMERH Wotrus, WFIRHE JKS IEBXENTE, SESEIFERE
RS NERZRE, BESENT: kN EiRTE,
KR JKS IEBXHBERT, BaILME Nginx EEPAGEREGFIFARN G EEE “ERTH” &, FHESHHESR, BHRR,
aJEEiEA jks HEIVEB.

3. BERIRSEE, 5E C BPEIRBIRIE, LA temp Hfl,

4, BRMBREEREBXHSEBXHLEE temp XHER,

5. 585 WeblLogic [RESZEEES (EKiMtliE: http://localhost:7001/console ) , MNEHAPEREME, BIE#AN WebLogic Server &
BiEHE.

IRIRERE: BR=ITE (1bF) BRSEAE 5578 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://myssl.com/cert_convert.html

O BAS SSLiE®

6. PEIMECE > RSHE. HA “RSEME" SEXNH. NTERFRER:

EACRD @ =W e BEE R 2E B2 | = !&iﬂ,wehlogic|§§¥]: base_domain
EERRHENED 0 ~BER

EEESES. ST, R *m
HETATAEE, S MRE RSN,

EEHER

a7 amwTE ]

= BEVERF = EETEEERE

= 3 RAC BETERIE GridLink . EETR

= EENEEE = 7E My Oracle Support E3E/E]

= BEESRE
E+-Diagnostics = EEEHEEEDR

1BEE

g SRlEEE Bt

L1 - BE - WIC fBESE

« Jolt E=ESE
BRss

FEENEE =) . BB B
. m=EE = IMs BEEEE « BEIE
R - EEEHER - FREEARE . EEs
. ERuisTES = TERER = IMS R . REidkTEL
. ERESSEER « Coherence &8 = EEEE . 2EEE
e - HEH - TEES - iERiEEE
P - SN - IEEE . =

- T{EEE=E . SEREEE « FFX
TR gl |+ HEER « XML HftE - SNMP

. EEESIFEEE * XML ZEEEET - EEEE

LT EEE TR S S R
%;E—F:Fm = « 5155 INDI 2¢TRE
N RFEEERRSAE + IfeERX BRI

I = i . EEEEET e

7. EFREERENRSESEER, L Adninserver B, SNTEFRR:

F——" @ =m 2w 2w = B2 2 | & 351, weblogic| i£:8): base_domain
SEERNEEE =7 -EiEE -BESEE

EAESRE. ISRDE, FIaasy | | BEERE

HRAITER, SRR, ==l

15

base_domain

BRE#EE Weblogic Server fI22fl, SETESCHT Java =35I OWM) £, FEEECHES.
WIS T BIEZAT WeblLogic Server ST EEIS— RS,

--Security Rezlms
nteroperability [$]

b ERlb=

BRZRE (Rt - EENEER)

| |k | | e ER1B1IANEIAS 4T
| BER & Bl == itEHl WE BERR =iEEn
) | AdminServer (B38) EEE RUMNNING & = 7001
FENER =]
| || | e ER1B1IANEIAS 4T
- YERERSS
« RIERSE
« HiREERSE
« HleEERES
« ERFIELEES

=E INDI FISETEE

.

FRUS =]

EEUTHEETETIRESNESRE
T

| 20 (0)

IRIRERE: BR=ITE (1bF) BRSEAE 8879 H115:,



SSLiE#

O BHS

8. A\ Adninserver HIEIRRERME, QitEMA SSL BMITROMIES SSL MFixOK 443 , PHEEF. TERR:

ORACLE' webLogic Server S==sg 14.1.1

ey @ =z wen B ER w | al %, weblogic | 1£522!: base_domain
sEEsmERED S EET S IESHIEE »AdminServer
| R, g
TRER, SEMHERLE, e .
PEURAn REMRERAER. | (mm | o | Aeon | W | 0| om | | 5 | Re | 2R
L —mims | wn |@m | Tes | sl Bems | HE | 56 | G 8% | 72 | @RARLN | BSHED | Web S | Cohernce
base_domain
i-Environment =
—Deployments —
-Services
-Security Realms SR RS REEN— TR, MSAREEE.
BH-Interoperability
-Diagnostics == DI @
= AdminServer HREEEANTIISTEY. EFES.
s ()| EE ETERMESSNEE. SSES
o itm: @ SEEIES B Weblogic Server THL ).  EEED..
BER ST o) BREBFROER, 5 Weblogic Server soe. B
. EEEREEE
- SENESTEL ) it RS EET AT S A S 1P 1640 DNS &, Bi0, EETiEEA. 12.34.5.67 3 mymachine,  EHES...
. Emem
. EEAErEES v RS ST (550 SREOAARESE, B
- R VDR pEEE
. AmEEEEE s 7001 RS (4 SSL) fA SRR TP R, BEME.
—— o [ mmssLmmsn RSN 5L ETHIAERSE, SRS,
?%LEE EEHEEITIS SSL W 443 RSB SSLESERFETN TP B0, ExEE.
=500 EREAESCE AT HtpCustersenviet EEABRRELEORONTS,  BEES.
=10]
&0 Java iEiRE: favac RS AR Java ARNTARSWEN s M58, ESES.
ES0)
— = R & v S5 Weblogic Server EERRENERISIREER. SIS, WOF SIIEES NSRRI 5E
. P, B CRESREANEE.  BEE
AR FTESESERN SRR IOl S, BEEE

9. £ Adminserver HERISERME, PEBHE, RESAGHELHREF. WTERR:

@ =7 = mEE B ER 7 a

T -EEEEEE > AdminServer

%, weblogic | iEEZ: base_«

AdminServerfiig s

ES ¥ | B=ox | @m0l | B2 | #3E RE | =22 3B
—®ED | &% | RS | BAE | oL | Bals | $F | FE% | ik | £8 | Fi | @SRRI REES | Web RS | Coherence
FE

FHETILREASTHIATEEEMATA (CA) NESwEieE, fiRs, SUSSNELSHhEEERs. el Sen TEELEsanes.

il ERISHT Java tOEEE| Bl ERESENSCTEETAENRERRLESP B5EE..
B
ERISHERE: C ww IDK18- BHEEFEIE. M IKS 5 PKCS12 BEE | [EABESRIIEE. T Orade BEERE (KSS) Z8E B
URL EEE
ESISHEARLR: JKS EEENE, TR0 JKS 2 PKCS12, MNEEE Orade EHEERS | HITH KSS E£EE..
ESISNEREEREDE: EHSATARNNIEEEEE. IRASHEE ISR EEE= BEEES.
WLENS N EAEEEE:
=
Java TREEEEARE: CH\PROGE “nn ~ | acerts Java IREREEEENTE. FREE.
Java fREHEEBIAERE: jks Java IRERESAENSEE. WA KS., BEER.
Java iFREESEEEREE: Java IRESEEEENEE. IETESNEWEES. FXE5.
A Java iREEEEAREEREE:
fiF

RENMTER:

BEHEE: IR “ERISMHI JAVA IREERE .
ERISBBHE: BESEN JKS IEBXHER, flm: c:
EHSHEBELE: HES JKS,
EHSHEHESREE: RS JKS B3,
AEHSHEAERREE: BEXEANENED.

\temp\cloud.tencent.com.jks o

© %ea:
EHS OB EESLEESHINEFSORBERRISENAZEAS,, HAZEBETUMECH JKS BE—, BalARIE@TME,
FEIEBIESEFER.

ItakigE

IRIFRE: BR=IE (16F) BREEAR 5880 #1153



2 .
. . N .
10.7E AdminServer HIEIBIZETM, Pk SSL, RESEREHELEHRE. NTEFRR:

AdminServerfilig &

BE | i HEcE Bl | S 28 BE BE =2 3R
—EE 5B BE TPE (SSL BeRs | 52 OB ik 83 72 | SRR | BSsES% | Web 8BS | Coherence

| |
TS, EAUESIE Y RS ETrMEilsEE T2 (501) 25, =ELSalTEE s ah:.

BHMEEGE: =EE| B {5 S5L RMTMAAMSIRIBER 56 GIEIMEESE) LURESSENET FISIHmeiin). S2E8..
B

IEERNS: HEERESLESE EVAEEETHGENEEERE. EEEE.

IEEARIE: i EUATE = BlENEEERE. EEEE.
a8 BETATIES: TEEEY, EERSERSENSEENTEEE. FxES.
@gﬁﬂﬂﬁmmﬁi&

TS REEHELEEE BTEvrifSIEaEnsasEe. S£EE..
=

AIEIEB IR = Java IREFEIEEE BFEursiaiiaosnsasEe. =858
=1

&= |

ML = -

RBNMTEE:

BATISENS: BESCHEHE,
IAERERE: BES JKS MElS.

© %

ZABIEBIHSZ, F1I173 *.dnspod.cn, MIEE *.dnspod.cn; 7 dnspod.cn, MES dnspod.cn.

IAERARNEE: SRACHRENRENAEER, MRREAUFES,
IAAEEHENEE: EEXAANAESER.

© iRAB:

NFRIERY WebLogic lRA7E 10.3.6—12C Zifl, i57E SSLIRERNH, =KERHIE JSSE.

WebLogic [R4#10.3.6 LATF32HF SHA2 %S, sREEBI.

1. EMRBE, RERE, ITEDME, FREHTER. MTEFR:

@ =0 3 = a2 28 (] |
I RE=EEE >AdminServer

HE
 CEEREEN. FAEEEFE.
o EEEFAT.

AdminServerflig S
BEE |t  AHCE | &l | =1 | =5 | B2 | BE | =2 || 8

—REE | £ | BE | SHE SSL | BaBE | 33 | I | i | #F | Hx | @ERnSL | BSSEE | Web BBE | Coherence

#iF

FHES, EALESTIEN HESELINEHSLEETE (551) B, ZEESEl TEE=Ssaii=s.

12. i&f#EH https://cloud.tencent.com #H{TiHE,
WRN BB EIHE R R RS 8RE, WiRIBEERERIN. MTEFRRR:

®O00® | o BRE-FULETZERE x|
<« (& Ehttps:ﬂcloud.tencent.{:om

MEMEGHRFE, TSELUTERRRGERS ZHTHE:

IRIRERE: BR=ITE (1bF) BRSEAE

5581 #1153,



O BAS SSLiE®

FixfER HTTPS iAo MG

#PE SSLIEHRE, HRH/RT “MLEEFRE”

BRI RRRIEETRE?

SSL IEBIEHEEMBIFARERAET HTTPS FR£?
ERRSs2E LARE SSLIEBEIAEEREM 404 RS

O O O O O

IRIFRE: BR=ItE (Ib5R) BRSEAR ££82 #1155,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651

O BAS SSLiE®

Node.js #iE SSL iFHREERE

EIEE#RATE: 2025-01-22 14:26:21

R{FinR

AXEESEINEED Node.js &% SSLiEH,

© A8:
o A3HELA Nginx BRS5E8H61.

o AMHELUEBER cloud.tencent.com 7, EIRZFRELAERERIBANER A,
o SSLIEPMH LIEERSEHIZTSE IEISAMIIHENEIZIRSESE o

RHERE

o EEFEITENHHERKM, B WinSCP (ZBINE S MEGIRENRA ) o
HIEHBIBNEZRSSR, BIERARRSHAIUE LENEE, (#5521 LIEXHIIZRSS -

o DESEEERIE, FIG PUTTY 2E Xshell (BN ESMuGIREISRIHIRE ) o

RMES R

BRI

1. IB1E SSLILBiERE PEEERERRMEEHAETR,

2. N SEBTHE” S0, IRSSEEEENEE Ngink, BETHRHMES cloud.tencent.com HEBEHEIIFEER,
MRELEIS, TIRGHEXEBANERH. HPESE cloud.tencent.com_nginx MHE:

O xmm cloud.tencent.com_nginx
O XHEAR:
O cloud.tencent.com_bundle.crt IFHEIE
O cloud.tencent.com _bundle.pem IEHEIH
O cloud.tencent.com.key ﬂxfﬂiﬁ:
O

cloud.tencent.com.csr CSR {4

© Ag:
CSR X4 2HRiSEBIRE LIERRAELERD, 2MHE CA L, TRETTZMZIHE.

3. A “WIinSCP” (BIFittSiziitENENERINHTE ) SERIRSH.

© iRAB:
o WIinSCP HEM{HRERTSE i@id WinSCP EIE3242I Linux =ARSE -

o BRETHEIBNCCIRSR, BNEARIRSFAIG LIEDRE. #HEER LIEXHEIRRSSE .

4. BEIREEIY cloud.tencent.com bundle.crt MEPEIHFN cloud.tencent.com.key FAPAHEMAHERIZENEI Nginx fRS3=E6Y
/etc/nginx BF (15 Nginx BHARKER, BIREERERRE) To

5. ImEEF Nginx BRS3:5. fln, A “PuTTY” IE &R,
6. MITLAT®H<, i https_server_test.js IB X,

cd /home

sudo touch https_server_test.js

7. AT T&<, 188 https_server_test.js 314,

IRIRERE: BR=ITE (1bF) BRSEAE 5583 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

vim https_server_test.js

8. BLLTRBIRINZE https_server_test.js X4, BIFRBMTAR:

// BiihttpslRZEBnttpsB

// ERNHRE Y

const https = require('https');

const fs = require('fs');

// FERENMEBXHHEEEE opt i onsIIHRH

// {EMreadrilesync () ik, IRRRHITIESHFEEIRSERIE

const options = {

key: fs.readFileSync (' /etc/nginx/cloud.tencent.com.key'),

cert: fs.readFileSync (' /etc/nginx/cloud.tencent.com.crt')

i

// CIBIRS3ER, EniiRSE, IRENFIEOS

https.createServer (options, (req, res) => {
res.end('hello world\n'");

}) .listen (443);

9. HIRERE, REFEBEHE.
10. PUTLAT#<S, i SSLIEHER.

sudo node https_server_test.]s

1. B0{ERA https://cloud.tencent.com #{TiFial,
O WMRNEEEHIHE R AR E8RE, WiRIBEERERDN, MTEFRR:

00 [o mAR-rUETEERR X |

« = C Ehttps:ﬂcloud.tencent.com

O E#ilR Chrome JERETFMTENRR, NRIBERZREKN.

cIoud.tencent.com

cloud.tencent.com X
A EERRew e >
st Cookie MFMALIE >
2 MISE (4

O WMMRMEGHRRE, TSELUTERDRERTZHTHIE:
O FixfERA HTTPS ipiamig
BE SSLIEHE, MEHRT “‘MitEErZe”
BRI RRTREETRE?
SSL B RHEEMRIFMERRIRT HTTPS F&£?
#EBRS328 LARE SSLIEB/EhIREIFHMN 404 RS

O O O O

A EE
RMFEIRINREMEER, B8 KR .

IRIFRE: BR=ItE (It ) BRSEATF $84 H115;


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

SSL tRiEB T

EIEE#RATE: 2024-12-26 16:26:11

7

IREBEEFEBMANM (CA) MABIES, 2 SSLIEREEHENEIAS . ASESEMNT TEARES.
ERIAR

WNRERIN S B R ESRRHIT AR, HINRLE, NEFXERES. BAREEEEASEENSSED, BRBEE Web IRS LRESHULR SSLIES, B
FISCELNIEERES Web BRS5E9 HTTPS @15, #BIEESR WITiEE SSL iFHERalE a8

NFERI S FEEIIENEREFIRGDENRS, BTFEFIRKBSEHEIRIEE, EREENNEFIRPEZRIBEE, FIEFIRSRSIRIERS
BE.

A EE:
FEEREESEE PR REBIREE, TR ARER TR ERTESRRSSENUSSEIZN, HEEERRARMSEESHRH
TR,

HBTFESEFIRESEETRE, ZRBIIHEFSIENEFRTLERARE.

RMES R

1. R Bz SSLIERETHE .
2. EIREEETHRIERR SSLIERHRETR, WTEFR:

sEemEs HEES E e al=m
T nan= naR mEsE SwwE %508 @ " T =
) . SEHID: o R . ] E=IE
Ui  E mmEE ot 0 o putanins =N e -
- FERE: BIAS ° B

3. ERHEER TREOS, BETH, BT THRIES, WTEHRR:

IRIRERE: BR=ITE (1bF) BRSEAE 5585 #1153


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/4143

O BAS SSLiE®

NS 5=1 X

it i o e Sl

Tomcat (pixi&E=l) 1S3
Tomcat (JKSHEL) T
Apache ZE =
Nginx BE1 | FEE
s Z2E  TE
Eit B TE
RIERTE E
FIEs{CIEE HTTPS BB

FEEEES, FRuSERseEERE, AREOFEEE, FISHEHTIPS
FRERE R BISRERMEL HTTPS (I3,

IRIRERE: BR=ITE (1bF) BRSEAE 5586 #1153,



O BAS SSLiE®

EZirE (SM2) SSLiEE%RE
Wotrus
Apache RZ2E® SSLEH (Wotrus ) ZEEE

IEEFRATE: 2025-04-16 11:06:12

RMFIER

AXEESEINEAE Apache FRSHRHLREEBIRE SSLIEH.

© Ba:
EZirE SSLEBBBIGZHF Linux IFET Apache BRSSEE,
ASHELUEBEFR cloud. tencent.com Jfl,
Apache IREZEMERBIRA apache-2.4.46 B apache-2.4.62 , #AJFI{E Apache BN #TT%, BEETERBERRE, BFE %
2.
LERSEAURERSAN CentOS 7, HFIRMERRNRATRE, FMIFMESEEEXE,
L% SSLiEHal, i5E7E Apache IRSH|LFRE “443” w0, BBIEPRERLTERAE HTTPS, BFiEESR RSHEWNTHFE443im0?
SSL B LIEERSEHFES R WIS AH (HE NI ZIRSEE -

BURS

EERIEIESHE R, B8 WIinSCP (2N ET RubiKENRIIRE ) o
BETNEINBNCCRSEHR, BWERRRSHFAIMGLIEDRE, #EESL LEXHEIRRSS .
SHSIREERTE, fII0 PuTTY 5#& Xshell GZ2IXNE S MISREVERIRE ) o

EWZEZRE (SM2) SSLES.

Z% SSLEHrRImHSERIEIENT:

E=4 AR
BRS5884Y IP iteiit BRS5884Y IP itetlt, FAF PC i&EiEZIRSES
BR& EBRIRSSHEVARE.
A ERIRSZH[IEB
© iRAR:
EBNZEMUEN=IRSSE, BOULER =RSHEEHS KEBRSES IP itht. BRPEREBR.
BEPR
O FER

BESRNBHIAE, & BHRE(
HiRikE

© B8:
ElZEtnE SSL IEBZRETE Apache fRS$325.E, Apache IRBBREESHEXFESHHER . TXSESEBRERESISEZITHE SSL IEHR
Apache g5,
TiREBEHHBEFRERNAFENER, ERRRIEREENIGHESERETHE.

1. I=EER Apache RS3=5. B0, A PUTTY IE &R,

IRIRERE: BR=ITE (1bF) BRSEAE 5587 #1153,


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://httpd.apache.org/download.cgi
https://cloud.tencent.com/document/product/400/35259
https://cloud.tencent.com/document/product/400/35259
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/document/product/400/35259

@ H%\.EHE SSLiE#H

2. REREIR: MEEBNHARRLHN, BHRERSSHELRR C++ FRWTE, ARFRMHINESES . SUERTNTHS#HTRE.

-y gcc
=Y gee=eirt

3. TRHEERE apr (KL apr 1.7.5 RFEHG) , EALLESERSRE LAANUTHS, TH apr ERSHBHFEIFRE, HFREFRFANREITE,
HMEESRIEEXA

/usr/local/
—c http://mirrors.tencent.com/apache/apr/apr-1.7.5.tar.gz
—-zvxf apr-1.7.5.tar.gz

d apr-1.7.5/

./configure --prefix=/usr/local/apr

4, THHRERE apr-util (BFFR apr-util-1.5 RAE, L apr-util-1.5 KRABH) .

/usr/local/
-c http://archive.apache.org/dist/apr/apr-util-1.5.4.tar.gz
—-zvxf apr-util-1.5.4.tar.gz

/usr/local/apr-util-1.5.4/

./configure --prefix=/usr/local/apr-util --with-apr=/usr/local/apr

© H8:
1T make BLRTINREM #include <expat.h> ~ compilation terminated. IRIB(EE, BMAGS
yum install -y expat-devel LRERTE

5. &% pcre. ZAILIEI A THEMANHITRE
O WEER yun HITRE.

-y pcre-devel

cd /usr/local/
-c https://sourceforge.net/projects/pcre/files/pcre/8.45/pcre-8.45.tar.gz/download
-zvxf pcre-8.45.tar.gz

cd pcre-8.45/

./configure —--prefix=/usr/local/pcre

IRIFRE: BR=ItE (It ) BRSEATF £588 H115;




O BAS SSLiE®

6. Apache IRSBREERE: LIREANNHRERESME, BT Apache EIBIRMIEZERE /usr/local BRFHITRIERE,

O FE:
o EFERNME wotrus_ssl.tar.gz EBESEEFEDEN, BUTHESHLERR,
o WNRERE Apache BIFEFRIXFE pcre. apr-util 3% apr FHEXXH, iF18 /pcre/bin . /apr-util/bin B /apr/bin HX
HIARFREZER

—-c http://mirrors.tencent.com/apache/httpd/httpd-2.4.62.tar.gz
-c https://www.wotrus.com/download/wotrus_ssl.tar.gz
-zvxf wotrus_ssl.tar.gz
—zvxf httpd-2.4.62.tar.gz
d httpd-2.4.62/

./configure —--prefix=/usr/local/httpd —--enable-so —--enable-ssl —--enable-cgi --enable-rewrite —-—

enable-modules=most —--enable-mpms-shared=all --with-mpm=prefork --with-zlib --with-

apr=/usr/local/apr —--with-apr-util=/usr/local/apr-util --with-ssl=/usr/local/wotrus_ssl2.0

BEREEPRE

1. BfF SSLiFHEFIE PTHHMESE cloud. tencent . com EBNEHEEIAREERE,
REGERE, FERSHEXEBMERNHE. HPhEE Apache {43 CSR 3Xi4:

O NHEFZRR: cloud.tencent.com_apache
O XHEAR:
O root_sign_bundle.crt MEE 3
O root_encrypt_bundle.crt B
O cloud.tencent.com_sign.crt HEH3ZE
O cloud.tencent.com_encrypt.crt IFRBX{H
O cloud.tencent.com.key FASASS
O CSR X#HAH:
O cloud.tencent.com_sign.csr prd:s

O cloud.tencent.com_encrypt.csr i

© iRAR:
CSR X4 2HiSIEBIHE LIEERRAELERI, 125 CA NE, RENTTARZE .

2. A “WinSCP” (BRIZxittSizizitENENEHINETIR ) &3 Apache BRS5EE.
© iRAR:

o WinSCP LHEXHHEIFESR &g WinSCP EEXHE Linux =ARSEE -
o BRTNEINBNACCRSR, EWERRRSHF[AIG LIEDRE, #HESR LIEXHEIRRSS .

3. N /usr/local/httpd/conf BF, ¥ cert BR, ISBIKEEIAI root_sign bundle.crt ERBMXE. root_encrypt_bundle.crt
EPEXH. cloud.tencent.com_sign.crt EPXEE. cloud.tencent.com_encrypt.crt IEBIXELAR cloud.tencent.com.key FA$A
MEMNAE RERNE Apache BRS388H9 /usr/local/httpd/conf/cert BRTFo

IRIFRE: BR=ItE (It ) BRSEATF 5589 #1153


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

4. N /usr/local/httpd/conf B, HEBLUATLSEMEmIE httpd.conf XH:

4157 #ServerName www.example.com:80 TIGHN ServerName (#BEIEESE) :80 o

4.2 5% LoadModule ssl_module modules/mod_ssl.so HIEJ # o

4.3157E #Include conf/extra/httpd-ssl.conf &Nl Include conf/ssl.conf MFRBEFREFHEL.
5. ff /usr/local/httpd/conf BHFETF, HE— ssl.conf X, iFINMNTEE:

Listen 443

<VirtualHost *:443

ServerName cloud.tencent.com

DocumentRoot websiteliRBH

SSLEngine on

SSLCertificateFile /usr/local/httpd/conf/cert/cloud.tencent.com_s .crt
SSLCertificateKeyFile /usr/local/httpd/conf/cert/cloud.tencent.com.key

SSLCertificateChainFile /usr/local/httpd/conf/cert/root_sign_bundle.crt

SSLCertificateFile /usr/local/httpd/conf/cert/cloud.tencent.com_encrypt.crt
SSLCertificateKeyFile /usr/local/httpd/conf/cert/cloud.tencent.com.key

SSLCertificateChainFile /usr/local/httpd/conf/cert/root_encrypt_bundle.crt

SSLProtocol all —-SSLv2 —-SSLv3

SSLCipherSuite ECC-SM4-SM3:SM2-WITH-SMS4-SM3:ECDH:AESGCM:HIGH:MEDIUM: !RC4: !DH: !MD5: !aNULL: !eNULL
SSLHonorCipherOrder on

<Directory "websitefRBFR">

Options -Indexes -FollowSymLinks +ExecCGI

AllowOverride None

Order allow,deny

Allow from all

Require all granted

</Directory>

</VirtualHost>

© iRAB:
U ERERBNHEE, EFERSER, IEBER, Directory FEEIBIRIBLFHIEERE.

6. BT HMITIA TS IRIER E X T

/usr/local/httpd/bin/httpd -t

O &RER syntax ok , MERREEIEE, TLUSE) Apache IR33E,
O BIRTIE syntax Ok , BEEHEEREIRIBIRERERFEIDN,
7. WITLA TS EIRBE Apache BR3E8, BIAfEA https://cloud.tencent.com #{Tifid,

/usr/local/httpd/bin/httpd -k restart

IRIFRE: BR=ItE (It ) BRSEATF 5590 #1153,



O BAS SSLiE®

O WMRNER MU= RRZLURR, WRBEBREMI . TERR:

00 (o mAm-ruEEAERR X |

& c Ehttps:ﬂcloud tencent.com

O MRMELSRRE, TSELUTERDRERTEHTHIE:
O FEiE(EM HTTPS ihiamis
HE SSLIiEHE, MEHRR “‘MitEEFZe”
BRI RRTREETRE?
SSL IEBiHIEEHMRIFEMRART HTTPS F&L£?
#BRS3 28 LARE SSLIEB/EHIAEIFHM 404 RS

BFREEE SEEIRETBNRE (W)
BERBEEFREES SESREEBEBRENS RS ERS TS, EAEIUTRERE:

O O O O

© RAg:
BN =i2HEasEn DV B SSLIFBIMEIHE T EEiRE DNSPod iE BB IRFIFRNEEFZRSOE, RSIHEESE 38 (DV) 2%
SSLIEH .

1. 5 “WinSCP” (BiAithSimi2itENENSHNEGTIR) , SERNBINEFMREERPH 1_root_bundle.crt EHIH.
2_cloud.tencent.com.crt IEBIELAR 3_cloud.tencent.com. key FAASENAEE RIERE Apache IRS32EHY
/usr/local/httpd/conf BHRTFo.

© iRAR:

o WIinSCP LEHEEBS M iBid WinSCP LESEE Linux =BRS3:E -
o ERENEIBNERIRSE, BWERARRSH|OG LIEINEE, #iEEsR LEXHEIZRESSE .

2. Y48 /usr/local/httpd/conf BFEFH) ssl.conf N,
3. JBff ssLEngine on THIETT, HRMUMTRE:

SSLCertificateFile /usr/local/httpd/conf/cert/2_cloud.tencent.com.crt

SSLCertificateKeyFile /usr/local/httpd/conf/cert/3_cloud.tencent.com.key

SSLCertificateChainFile /usr/local/httpd/conf/cert/1_root_bundle.crt

© iRAA:
N ERBANASE, BFRNIBER, IFEER, BiRBIFFERE.

4. BT TS IRIERCE X T

/usr/local/httpd/bin/httpd -t

O BT syntax OK , WFRREEIEE, AJLABEI Apache RS,
O ERFIE syntax OK , BEEHEENEIRBIETEREEIDE,
5. S35 Apache BRS388, BIRJRERIIGEEEFRATRE,

IRIFRE: BR=ItE (It ) BRSEATF 91 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

Nginx For Linux E%; SSL if# (Wotrus ) Zi&5PE

EIEE#RATE: 2024-12-06 14:39:22

R{FinR

RANEESEITE Nginx IRSBHLEEZITHE SSLIEH.

© ie:
o Nginx lRAEL nginx/1.18.0 Jfil,

o AMHELUEBE cloud.tencent.com Hfflo

o LRIRSHRAVRIERRA CentOS 7, ATFIEERRINREFTR, MR FLRIEERX.

o T4 SSL A, EEBE Ngink REZHFLEARE “443” w0, BRIEBRREEEEA HTTPS, BFEER RSHFNAFE4431R0?
o SSLIEBXH LIEERSHFEFESR DI HENEI =R -

BUR S

o BESITEXHERNLRE, I WinSCP (BN EF MuGIRENSHHRA ) o
HIEENBBNERRSSHR, BIERRRSHATUGLIENRE, #HESR LEXHIIZRSS -

o SHESEEERTIHE, FIE PUTTY 2tE Xshell (BN ESMuGREISRIIRE ) o

- BWXEZRE (SM2) SSLiEH.

o T SSLiHRImESEHIEIRENT:

B ;)2
BRS3ERAY IP Htbiit BRS3ERAY IP Hbhit, FBF PC EZERIRS .
BP& BHRIRSEAFE.
%15 ERRSEF0,
© iRAR:
EBNZEMNUWIN=IRSE, EATUER =RSEEHES REERSEE P ittht. APEREB.
BEPR
o FERE:

IREIZRETE, & KRB
iRk

© ikea:
o EEIRE SSLIIEPBRIETE Nginx BRS3:58.L, Nginx IRBRFESHEXHEZISER ., TXISESBREREZISEZINE SSLIiEBH
Nginx R332,

o TREBRPHERERNIHFRNER, BEABSBIREEHIIRFESHER#ITRHE.

1. ImFEER Nginx BRS3=8. B, R PuTTY ITE &R,

2. REMETR: MEENREFE2LMHN, BRERSSELRE C++ FRIE. pcre-devel. zlib-devel RFDFFIREIFEZIS . ERILMERN TS
SHITRE,

-y gcc gcc-ct++

IRIRERE: BR=ITE (1bF) BRSEAE 592 #1153,


https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/online-service

O BAS SSLiE®

pcre—-devel -y

yum zlib-devel -y

3. TRHHERE Nginx: ETIUBIERSHE LZUTIRFRAGS, TH Nginx EZRMEZERERSEHmFRE, ATRERBIRATRE,
HEFSRIEEXA

A FEE:
o L nginx-1.18.0 #fl, BRH /usr/local , iSRIEERIEFRESERETHRE,

o EEERMMB wotrus_ssl.tar.gz ERESTREFIEDEN, BNTRESHZEER.

/usr/local/
-c http://nginx.org/download/nginx-1.18.0.tar.gz
—-c https://www.wotrus.com/download/wotrus_ssl.tar.gz
-zvxf nginx-1.18.0.tar.gz
-zvxf wotrus_ssl.tar.gz
i nginx-1.18.0/

./configure --prefix=/usr/local/nginx --with-http_stub_status_module —--with-stream —--with-

http_ssl_module —--with-stream_ssl_module --with-openssl=/usr/local/wotrus_ssl2.0

4. NBEMENITIEPRFE make[1]: *** [/usr/local/wotrus_ssl2.0/.openssl/include/openssl/ssl.h] Error 127 $Bim. WEEH
A nginx-1.18.0/auto/lib/openssl BR, i conf X, HBEXHNMTHE:

CORE_INCS="
CORE_DEPS="
CORE_LIBS="
CORE_LIBS

&esa:

CORE_INCS
CORE_DEPS="

CORE_LIBS="
CORE_LIBS="

5. (REXHE, THEMIT make clean BMRRIFRE, BEMHAAN nginx-1.18.0 XEFEHT
./configure —--prefix=/usr/local/nginx --with-http_stub_status_module --with-stream --with-http_ssl_module —-
with-stream_ssl_module --with-openssl=/usr/local/wotrus_ssl2.0

5 make &s& make install o

ERiREEPRE

1. BfE SSLiEHEHE hTHHMELE cloud. tencent.com IEENHBEIREER.
fREGRS, FIRSHEXERNIERXHE. HPEE Nginx B CSR X!
O XHFTEFE: cloud.tencent.com_nginx

O XHERE:

IRIFRE: BR=ItE (It ) BRSEATF 5893 #1153,


https://console.cloud.tencent.com/ssl

O BAS SSLiE®

O cloud.tencent.com_sign_bundle.crt EBAEA
O cloud.tencent.com_sign_bundle.pem IEHBAER
O cloud.tencent.com_encrypt_bundle.crt WEBAEA
O cloud.tencent.com.key FASAN{¥
O CSRXHHA:
O cloud.tencent.com_sign.csr Mf{§

O cloud.tencent.com_encrypt.csr iﬁi

© iRAA:
CSR X4 2HiSIERBIHE LIEEHRRELERR, 25 CA NE, REHTTARIZIE .

2. {EA “WinSCP” (BEI&ittSimizitEHANEHXHETIR) BR Nginx RS,

© iRAA:
o WIinSCP LHIE{HRETSE i&id WinSCP LIEX4EI Linux =R -

o BRTNEINBNCDRSEHR, BWERRRSHF/AIEG LIEDRE. #HESR LIEXHEIZRSS .

3. A /usr/local/nginx/conf B, #iE sn2 BRE, BeiHFRan cloud.tencent.com_sign_bundle.crt InE=3vaLN
cloud.tencent.com_encrypt_bundle.crt HEBIX. cloud.tencent.com.key FASAMEMNAMERIENZRIZ sm2 BRTo

4. #N /usr/local/nginx/conf BH, #iB nginx.conf 3§, FINMNTEE:

server {

listen 443 ssl;

server_name cloud.tencent.com;

ssl_certificate /usr/local/nginx/conf/sm2/cloud.tencent.com_sign_bundle.crt;
ssl_certificate_key /usr/local/nginx/conf/sm2/cloud.tencent.com.key;

ssl_certificate /usr/local/nginx/conf/sm2/cloud.tencent.com_encrypt_bundle.crt;

ssl_certificate_key /usr/local/nginx/conf/sm2/cloud.tencent.com.key;

ssl_session_timeout 5m;
ssl_protocols TLSvl.1 TLSv1l.2 TLSvl.3;
ssl_ciphers ECC-SM4-SM3:ECDH:AESGCM:HIGH:MEDIUM: !RC4: !DH: !MD5: !aNULL: !eNULL;
ssl_prefer_server_ciphers on;
location / {
root html;

index index.html index.htm;

© iRAB:
LA EREARNRISE, EFIEEEM, IEBER, location FEBEISRBELFHERS.

5. B T T e QIR E X 4R

/usr/local/nginx/sbin/nginx -t

O &R testis successful, MERTERIEE, AJLUSE Nginx RS
O BIET test failed, BEREHTREHEIRERTENFEEA,
6. EFEEN Nginx BRS388, BIAIEA https://cloud.tencent.com #{TiAid.

IRIFRE: BR=ItE (It ) BRSEATF 594 #1153,


https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

O WMRREER MU= RRE SRR, WRBEBREMI . TERR:

00 (o mAm-ruEEAERR X |

& c Ehttps:ﬂcloud tencent.com

O WMRMELFRRE, TSELUTERDRBRTZHTHIE:
O FixfERA HTTPS iniamidg
HE SSLIiEHE, MEHRR “‘MitEEFZe”
BRI RIRTREETRE?
SSL B HIEEHMRIFREMRARET HTTPS F&L£?
#EBRS3 =R LARE SSLIEB/EHIAEIFHM 404 RS

BFREEE SEEIRETBNRE (W)
BERBECEFREES SESREEBEBRENS RS ERS TS, EABTIUTRERE:

O O O O

© A8:
B =i2HasEn DV B SSLIFBIMIHE T EEirE DNSPod iE BB IRFIARNEEFZSDE, RSEHEESE 38 (DV) 2%
SSLIEH .

1. A “WIinSCP” (BIZFitSiziZitS8NENSHIETIR) , KERNEINEMMTEERERZESS Ngink 3XHEE root_bundle.crt RN
. cloud.tencent.com.key FASASZIFMAMBRIZME Nginx JR338809 /usr/local/nginx/conf/sm2 BRT.

© iRAR:
o WIinSCP EIEMHRETSE i&id WinSCP LIE324EI Linux =R -

o BRTNEINBNCDRSEHR, BWERRRSHF/AIEG LIEDRE. #HESR LIEXHEIZRSS .

2. w48 /usr/local/nginx/conf BHFEFHI nginx.conf ik,
3. B1E cloud.tencent.com FHEHIET, FFRIMMTRE:

ssl_certificate /usr/local/nginx/conf/sm2/cloud.tencent.com_bundle.crt;

ssl_certificate_key /usr/local/nginx/conf/sm2/cloud.tencent.com.key;

© iRAA:
L EEBEEASNASE, BANIERER, EBER, BRIEXFHERE.

4. BT TS IRIERCE X 4T

/usr/local/nginx/sbin/nginx -t

O EHIE testis successful, MFRTERIEE, ALUSEI Nginx RS
O BIRE test failed, BEEMHEERERIBIRTENFEIE,
5. E#EEN Nginx IRS338, BIRIAERNLEEEHRATE

IRIFRE: BR=ItE (It ) BRSEATF 5595 #1153


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BHS

SSLiE#

Nginx For Windows EZ SSL if$ ( Wotrus ) Zi&5E

EIEEFATE: 2024-12-03 11:38:42

R{FinR

AIHESENMTEEZRR Nginx BRSSP EEEZIRME SSLEH (Wotrus) .

© 8

HitthR A S#E .

TOA

T3 Windows For Nginx E#hR

Nginx kR4
1.16.0

1.17.0

BURS
EAEIRSHET T HEEIR Nginx EHE.
EWZESRE (SM2) SSLiEH.
28 SSLIEHAIBEEIRIRIT:
&
B2 2800 IP bttt
AR

=i

© 8

EZiRE SSLIEBNIFREEEBRAR Nginx IRSH L.
BRIURM64 nginx/1.16.0 EBIRS32ML nginx/1.17.0 EER, WERFHCRS, BEER £459, BRZIREMNSHERM

Nginx lRALAEZERR nginx/1.16.0 Fffile

AZELUEBEBIR cloud.tencent.com A,
HBiIRSHEANEER S Windows Server 2012 R2, HFIRERFZHIRATE, FMIRESEIEEGXE.

%% SSL ka1, FEABRSHL “443” w0, BRIEPRERTERBA HTTPS. BFTSE RSHMNAFFE4431RO?
SSLIEHXH LIEERFZR[GETSE IS FIHHENEIZRSES o

321

BETH

AR
BRS3E3AY IP Hehit, FAF PC iEEFIRSE
ERRESHAPSE,

BRIRSREN.

HEENZEMWINRRSSR, BUER ZRSHEEHS REIRSSER P k. ARBRES.

RMES TR
BEEREEBRE

O EE

TREFEPFHERIPNLFRNER, BEFRRISRESHNIRMESERETHE.

1. BfE SSLiIFHEEEHE hTHHMBESRE cloud.tencent.con IFPXEHEEIFEER.
RRESRER, AREHEEERERE. HBEE Nginkx BR#1 CSR 324:

X#FEER: cloud.tencent.com_nginx

MXHERE:

IRIRERE: BR=ITE (1bF) BRSEAE

644

BETH

5596 #1153,


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/online-service?from=connect-us
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://www.wotrus.com/download/gm_nginx-1.16.0.zip
https://www.wotrus.com/download/gm_nginx-1.17.0.zip
https://console.cloud.tencent.com/cvm

O BAS

SSLiE#

o O O O

O

cloud.

cloud.

cloud.

cloud.

cloud.

tencent.

tencent

tencent

tencent

tencent.

O CSR XHRE:

© %

O cloud.tencent.

O cloud.tencent

com_sign_bundle.crt HEHBIHE
.com_sign_bundle.pem HEE 3

.com_encrypt_bundle.crt WEE3E

com.key FASEZI4

com_sign.csr MN{§

.com_encrypt.csr 5

.com_encrypt_bundle.pem HEBI

CSR M RHFIEBIIRE LIEHRRELLERR, RS CA M. RRIIAIREGZI

2. BRMRFSHR, BECTHRHOEZER Ngink EESZIENIBR, I8 c:\gussl . MTEFRMR:

BIEIE
E3d == BB v @
© - o0 [ memE e EmES G v o [ mEmmmE cr 2]
I =5 b BHEH P Foh
s T . gmssl 2020/8/4 2017 i
m=E | inetpub 2020/6/11 17:44 iz
E SEsanne i Perflogs 2013/8/22 23:52 W=
J. Program Files 2020/7/1 11:45 fgEE
W e J. Program Files (x86) 2020/6/21 10:18 =
s | Windows 2020/6/11 17:45 =
e YRR 2018/5/9 177 IuisE
]
s T=
b =s
e Em
AR ()
€ P
7ER =
0 > ML £z I
3. /nginx-1.16.0/conf EFRTRBEFBUEBRIXMERE, fIINEER ss1 BR. WTEFRR:
E3nd #E EE v e
®© -t |y y SEESMEEE » ZHEREE (C) » gmssl » nginx-116.0 » conf » v o| \ E= cont" o |
B =i : ] = E)
8T i ssl 2020/8/5 11:21 it
mem [ fastegi.conf 2020/8/4 19:51 CONF i 2KB
% BEAENEE || fastcgi_params 2020/8/4 19:51 i 2KB
[ koi-utf 2020/8/4 19:51 pedcd 3KB
o e [ koi-win 2020/8/4 19:51 i 3KB
. || mime.types 2020/8/4 19:51 TYPES i 6 KB
. 7 nginx.conf 2020/8/5 11:29 CONF Z# 2KB
;' ol [ scgi_params 2020/8/4 19:51 p43 1KB
J? Bl [ uwsgi_params 2020/8/4 19:51 b3 1KB
8 T [ win-utf 2020/8/4 1951  Xf 4B
B =5
REm
s AR (©)
€ Pl
104IAE =

IRIRFRE: BiRAITE (165 BIRSEAS

8897 #1153,



@ E%i:ﬂ_ﬁ SSLiEH

4. BRREGERE crt iEBXHES key FABXHHRECEBZRN ss1 BRH, MTFEFRSR:

P

© - 0 [l memE » SEE (C) » gmssl » nginx-1160 » conf b ssl v o] [===r 2]

S = E=2:d EHEH =iy Fh

8 TE 5 1_cloud tencent.com_sign_bundle.crt 2020/8/5 11:19 f==na] 0KB
mem 5l 2_cloud tencent.com_encrypt_bundle... 2020/3/5 11:19  ==&5EH 0KB
G BESEE | 3_dloudiencent.com.key 2020/8/5 11119 KEY 37f4 0KE

M EaEE
EE
=
(Bl s
s =
'y -3
==
i AR ()

G

34TE &/

5. %48 /nginx-1.16.0/conf BRTFH nginx.conf X, £ http{} B, Hll include ssl.conf; XHART. WTEFR=:

XHE SEE B0 SFEW FEH

#user nobody;
worker_processes 1

#error_log logs/error. log;
#error_log logs/error.leg notice;
#error_log logs/error.log info;

#pid logs/ngink. pid;

events [
worker_comnections  1024;

http {
include mime. types;
include ssl. cont|

default_type application/octet-stream;

#log_format maln | fremote_addr - Jremnte_user [§time_locall “frequest”’
# Jstatus $hody_bytes_sent “$hitp_referer

# *“http_user_agent” "§http_x_forwarded_for
W#access_log logs/access.log main;

sendfile on;
#tcp_nopush on;

#keepalive_timeout 0
keepalive timeout 65;

#gzip on;
server [
listen 80

server_name localhost;

#charset koif-r;

#access_log logs/host.access. log main;

(<]

6. I5TE /nginx-1.16.0/conf EIRTHE ssl.conf M. MMTEFFR:

=m == v @
© - 4 [) o ZemE o TEEE Q) » gmss| » nginx1160 b conf v ¢ [ Em=cont 2]
— =% - #HEB s b
s T sl 2020/8/5 11:21 it
m=E 7 fastegi.conf 2020/8/4 19:51 CONF X4 2KB
% BESENE L] fastegi_params 2020/8/4 1951 M 2K8
1] koi-utf 2020/8/419:51 i 3KB
8 el [ koi-win 2020/8/4 19:51 T 3KB
- || mime:types. 2020/8/4 19:51 TYPES Zft 6KB
7 nginx.conf 2020/8/5 11:29 CONF 32t 3KB
BER || scgi_params 2020/8/4 19:51 By 1KB
L | 2 sshconf 2020/8/511:42  CONF 3% OKB
s T L] uwsgi_params 2020/8/419:51 X 1KB
=1 [ win-utf 2020/8/4 19:51 b3 4KB
kEE
L wmEE )
€
NARE  ER1EE 0FT

7. RRIEHERY ssl.conf U, RIMERESE, MTAR:

IRIRFRE: BiRAITE (165 BIRSEAS 5898 #1155,



O BAS SSLiE®

server {

listen 443 ssl;

server_name cloud.tencent.com;

ssl_certificate c:/gmssl/nginx-1.16.0/conf/ssl/1_cloud.tencent.com_sign_bundle.crt;
ssl_certificate_key c:/gmssl/nginx-1.16.0/conf/ssl/3_cloud.tencent.com.key;

ssl_certificate c:/gmssl/nginx-1.16.0/conf/ssl/2_cloud.tencent.com_encrypt_bundle.crt;

ssl_certificate_key c:/gmssl/nginx-1.16.0/conf/ssl/3_cloud.tencent.com.key;

ssl_session_timeout 5m;
ssl_protocols TLSv1.2;
ssl_ciphers SM2-WITH-SMS4-SM3:ECDH:AESGCM:HIGH:MEDIUM: !RC4:!DH: !MD5: !aNULL: !eNULL;
ssl_prefer_server_ciphers on;
location / {
root html;

index index.html index.htm;

© kM
o EiYfER Administrator WWFREEIEH, SRIFEREIEKFES, JaetiEFIHEBER.

o DERENASE, BfREERIEERFEES.
8. BEEsHE, BULIBEERSSE dos 9T, HiT cd HEITHAN nginx-1.16.0 BR, B cd c:\gmssl\nginx-1.16.0 , A
nginx -t , & Nginx BEBERTIEE.

O BEIUTRE, WRFREEIERE, SIS Nginx RS8.

nginx: the configuration /path/nginx.conf syntax is ok

nginx: configuration /path/nginx.conf test is successful

O HEIHELIMER, BERENGERERIBRTENFEDSE,
9. B5f Nginx BR$388, A /nginx-1.16.0 BR, WHIEIT nginx.exe BIAIfEA https://cloud.tencent.com #{TiHid,
O INEFLEEEHbIE RTFRRLHHRR, WIRIBERRERIN . NTEFRXR:

00 (o mAm-ruEEEERE X |

< 2> C Ehttps:ﬂcloud.tencent.com

O WMMRMEGSRRE, TSELUTERDRBRTZHITHIE:
O FikfERA HTTPS ihiamig
BE SSLIEHRE, MEHRR “‘MitEEFZe”
BRI RIRTREETRE?
SSLFB MR EMRIFMERRIZT HTTPS F&£?
#EBRS328 LARE SSL IEBEHIAEIFHMN 404 RS

BFFREE S SEEIRETBNRE (W)
BERBEYERHREER SEEREEBEBRENS RS SRS TS, EBIU TRERE:

O O O O

© i
o BBifl=iRM%ER DV B SSLIEBLMEMSE Y Bz DNSPod IEBHAFIRFIZERIEERSIDE, RSEREES GE8 (DV) 2%
SSLiEH.

o TREFEPFHERERNIFRNER, BERBREERESNIRMESERBITHRE.

IRIFRE: BR=ItE (It ) BRSEATF 5599 #1153,


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/400/8422

O BAS SSLiE®

1. BERNENEIFFETBESSS Nginx R 1_root_bundle.crt FBXM. 2_cloud.tencent.com.key MREFREHIECAIZEN
ss1 BFEH,

& R
MATIATRERIBIRRE XIALEE Nginx iESS, BRIFREA, SBEXESFDRMEERN Nginx ik .

2. #{48 /nginx-1.16.0/conf BFETF ssl.conf X,
3. iBfE server_name cloud.tencent.com FHEIET, FHRMMTRS:

ssl_certificate c:/gm_nginx-1.16.0/nginx-1.16.0/conf/ssl/1_cloud.tencent.com_bundle.crt;

ssl_certificate_key c:/gm_nginx-1.16.0/nginx-1.16.0/conf/ssl/2_cloud.tencent.com.key;

4. RBERERE, FALIBEERSEE dos BT, 1T cd @ST#A nginx-1.16.0 BR, BI#1 cd c:\gmssl\nginx-1.16.0 , A
nginx -t , &l Nginx BBEREIES.
O BEEUTETR, WXRFEREES, SILASE Nginx RS

nginx: the configuration /path/nginx.conf syntax is ok

nginx: configuration /path/nginx.conf test is successful

O HEIEELIRMER, BEENLENERERRENFETITHR,
5. Bafl Nginx fRS528, AN /nginx-1.16.0 BR, WEHIET nginx.exe , BIAJBRIIEHERSMETER,

O EE
RMFIIRINREMEGE, iF BKFEHE(] .

IRIFRE: BR=ItE (It ) BRSEATF 55100 #1151


https://cloud.tencent.com/document/product/400/35259

O BAS SSLiE®

DNSPod
Nginx For Linux E% SSL ifH%% (DNSPod)

IEEHATE: 2024-12-06 14:39:23

M=

AXEESEINIE Nginx BRSHRFPREEZRE DNSPod SSLIEH.

© Ae:
Nginx BR&LEL nginx/1.18.0 Ffil.

ASTHELLEB BT cloud.tencent.com 7fil.

HRIRSRBINRMER S CentOS 7, BFRERANIRATE, FARELEBEEXE,

%24 SSLIEHH, EEE Nginx IRSS8BEFRE “443” 0O, BRIEBLREELEEA HTTPS, BFiE2N RSENTHFE443107?
SSLEBXH HEERSREFEFBES N INAIEAIIHE NI RS S -

BURRAF
EEFIEEXHE R, F1I0 WinSCP (BIXNEH MiGRIERIES ) . EEFHEIBNZRIRSE, BUERERSEMXG LIEEE. #1558
20 HEXHIIRRSEEH
EHSTESRTIE, fI0 PuTTY 2& Xshell GZ2IXNES MiREVESHIRAE ) -
EWEEZIRE (SM2) DNSPod SSLiEH.
%% SSLIEHRIFEESRIEIRNT:

B AR
BRS3E2AY |P Hbht BRS3E86Y |P Hitik, AT PC &EEFIRS S,
=9 ERIRSZHRNOETE,
Br& BRREZENAPE,
© i5AA:
EBN=ENUEN=IRSSSE, BUMER =RSEES KRS IP itht. APSRESE.
A EE:

RFIIRMNREMEER, BE KR .

HiRkcE

© AR:
EZtRE DNSPod SSL IEB&REETE Nginx BR5388.L, Nginx [RBSHRFESEXHEZIFER ., TSR REIRESISEEINE
DNSPod SSL iEH# Nginx iRS585.

TREEFHERERNIFRNER, BAREERBENIRMESEREITHE.

1. mFEER Nginx RS2, 0, M PUTTYIR &3,
2. BEEFREE, IRENRAZEHN, BAERSHE LZRUTHRRE, MRFREFESRS. SULUERNTHIHITRE.

-y gcc gcc—c++ perl pcre-devel zlib-devel

IRIRERE: BR=ITE (1bF) BRSEAE 5101 H#115%;


https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://cloud.tencent.com/document/product/1340/72845
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/document/product/400/35259

= SSL iE®
O BAS
3. FEARERE Nginx. ETUBIERSE HEUTIIFRAGS, T Nginx ESRNESSAERSSHRERE, MFRERRORARR,
RS EEE R,
O FEE:
DNSPod EISHERXMHE gnssl_openssl _2021.1011.tar.qz ERESEETEDEY, BUTELSHEEEE,

PA nginx—1.18.0 #fl, BRA /usr/local , BRBENIFHESHREITHE.

3.1 T Nginx EZRRFIEZER

~d /usr/local/

-c http://nginx.org/download/nginx-1.18.0.tar.gz

—c https://certificate-1258344699.cos.ap—
guangzhou.mygcloud.com/public/gmssl_openssl_2021.1011

-zvxf nginx-1.18.0.tar.gz

—-zvxf gmssl_openssl_2021.1011.tar.gz

3.2 w48 /usr/local/nginx-1.18.0/auto/lib/openssl/conft 3§, I5MEEEE gmssl, EXRABUT:
{EiEy:

CORE_INCS="SCO
CORE_DEPS="3
CORE_LIBS="
CORE_LIBS="SC(

fgeqfs:

CORE_INCS="$CO
CORE_DEPS='
CORE_LIBS="5
CORE_LIBS="5C(

3.3 RiFLRE Nginxo

cd /usr/local/nginx-1.18.0

./configure --prefix=/usr/local/nginx --without-http_gzip_module --with-http_ssl_module --with-

http_stub_status_module —--with-http_v2_module --with-file-aio —--with-openssl="/usr/local/c

-with-cc-opt="-I/usr/local/gmssl/include" --with-ld-opt="-1m"

EEREES R

1. BfE SSLIEREFIE PTHHMESRE cloud.tencent.com IEBXHEEIFMBER ., BELHERE, TREHEXEREHERXH. HPEE Nginx X
432%0 CSR 32f%:
O M{EZFR: cloud.tencent.com_nginx
O MXHXRRB:
O cloud.tencent.com.key FA$ANH

IRIFRE: BR=ItE (It ) BRSEATF 55102 H115%;


https://console.cloud.tencent.com/ssl

O BHS

O O O O O

O

cloud.tencent.

cloud.tencent.

cloud.tencent.

cloud.tencent.

cloud.tencent.

cloud.tencent.

O CSR Mf#H&:

O

cloud.tencent.

© 5RAg:

com.

com.

com.

com.

com.

com.

com.

_sign_bundle.crt EZIFHH
_sign.key ERZIEBFAAY
_sign_bundle.pem (AIZREEZNH)
_encrypt_bundle.crt HNEEBIH
_encrypt.key HNEEBFASEIE
_encrypt_bundle.pem (AIZBREIZIMH)

_sign.csr pr4 S

CSR MHRHRIFIEBITHE LERRRELEMI, IBHE CA 1Y, RRITATRERZS .

2. £ “WinSCP” (BAittSizigit EHamSFIXH IR ) &2 Apache IR,

© iRAB:
o WIinSCP LEHEEBES M i3 WinSCP LESZEE] Linux =IRSEE -

o BRETMEIBNCERSER, EBNERRRSFAIG LIEDRE. #HEER LIEXHEIRRSSE .

3.\ /usr/local/nginx/conf B, i cert BRo

d /usr/local/nginx/conf/

cert

SSLiE#

SEFKERIAY cloud.tencent.com. key FA$ASZ{F. cloud.tencent.com ._sign_bundle.crt BZIEEH.

cloud.tencent.com._sign.key EBRIEBFASATHE.

cloud.tencent.com._encrypt_bundle.crt INEHREB T

cloud.tencent.com._encrypt.key HIZEBFAEHE NABEFRIENE Nginx fR$38889 /usr/local/nginx/conf/cert BRTFo
4, N\ /usr/local/nginx/conf BF, #RiE nginx.conf M, RINMNTEE:

listen 443 ssl;

ssl_protocols TLSvl TLSvl.1l TLSvl1.2;

ssl_ciphers ECC-SM4-GCM-SM3:ECC-SM4-CBC-SM3:ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA:DES-CBC3-SHA;

ssl_verify_client off;

ssl_certificate /usr/local/nginx/conf/cert/cloud.tencent.com._sign_bundle.crt;

ssl_certificate_key /usr/local/nginx/conf/cert/cloud.tencent.com._sign.key;

ssl_certificate /usr/local/nginx/conf/cert/cloud.tencent.com._encrypt_bundle.crt;

ssl_certificate_key /usr/local/nginx/conf/cert/cloud.tencent.com._encrypt.key;

location /

root html;

index index.html index.htm;

5. BEEEZ license ifd .
BT SSLiEPiEHE E% DNSPod iEBiFIERTHES license X (XER: gmssl_xxxx.lic ) FIFEBER, FISHE EEEI Nginx RSSEEH9
/etc BFETFo

6. EEEMITIA T i SRR B 4ERE

IRIFRE: BR=ItE (It ) BRSEATF

£103 #115;|


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

usr/local/nginx/sb

O EIE testis successful, MFRREEIEE, TLASE Nginx fRSS .
O HIRT test failed, BBEHRENERBIRTMESIFEIDR
O testis successful
7. fTLATaH<SEEN Nginx iRSS, BIRIfERA https://cloud.tencent.com #{TihiE,.

~d /usr/local/nginx/sbin

./nginx

O INFNEEEM= R RE SRR, WIRISEBREMIN. NTFERMR:

®0e0 |o mAn-rUBEIERR X |

& C Ehttps:ﬁcloud tencent.com

O WMRMEESRRE, TSELUTEREDEBRTEHITHRIE:
FiEfER HTTPS hiamih

#PE SSLIEHRE, REHRET “MitEEFRe”

BRI RRTREETRE?
SSLFBEHIEEMRIFMERRIZT HTTPS F&£?
#EBRS3 28 LARE SSLIEBEHIAEIRFHM 404 RS

O

(@]
©]
(@]
(©]

BFREEBSERIFREEBNEE (Wik)

HEREECEFMTEI P SEEREEBIEBRENA RN ERERF TN, STESLTRERE:

© A8:
B =i2HEazEn DV B SSLIFELMEWE T EFirE DNSPod BB RIRFIEREERBIDE ., RISTIHBEES B35 (DV) 223
SSLIEH .

1. R WinSCP ( BlFitt SizigitENENSFINETER ) , SERNEIMNEMREERFR 1 _root_bundle.crt IERXH.
2_cloud.tencent.com.crt MEPEXELAR 3_cloud.tencent.com.key FASAMIHFMAIBRIZEME Nginx RS3=569
/usr/local/nginx/conf/cert BRTFo

© iRAA:

o WinSCP LHEXHHEFBESR &g WinSCP EEXHE Linux =R -
o BRTNEINBNCDRSHR, EWERRRSHFJAIEG LIEDRE. #HESR LIEXHEIRRSS .

2. w48 /usr/local/nginx/conf/ BRTFH nginx.conf &, FFMMTRE:

SSLCertificateFile /usr/local/nginx/conf/cert/2_cloud.tencent.com.crt

SSLCertificateKeyFile /usr/local/nginx/conf/cert/3_cloud.tencent.com.key

SSLCertificateChainFile /usr/local/nginx/conf/cert/1_root_bundle.crt

3. BEIHTUA T SR B S FIRRE

/usr/local/nginx/sbin/nginx -t

O BT testis successful, MFRREEIEE, TLASE Nginx fRSS.
O BT test failed, BEEMHTENERIBIR R ELFETR,
4, BFINE Nginx IRS3EE, BN RNKEERAmE,

IRIFRE: BR=ItE (It ) BRSEATF 5104 #115;|


https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS Skt

/usr/local/nginx/sbin/nginx -s reload

IRIFRE: BR=ItE (It ) BRSEATF 5105 #115;



O BAS SSLiE®

Apache [E5322E% SSL iFBR&EEPE (DNSPod )

EIEEFATE: 2024-12-06 14:39:23

RMFiaR

AMIEIESEIMITE Apache RS SEHPLEEZIRE DNSPod SSLIES.

© ikme:
EZ#x&E DNSPod SSL iEBHEAIY# Linux FET Apache IRSSE5.
AMHELLEBETR cloud.tencent.com 7,
Apache IREZIERIRA apache—2.4.46 5% apache-2.4.48, &dFiE Apache EM #{TTHEL HEhLbA HiETE apache-
2.4.48,
LIRSS ERMNRER S CentOS 7, HIFIRMERAMIRARRE, FEZESBIEERX.
%% SSLiEHdl, B%7E Apache IRBELEFE “443” R0, BRIIBRZEELZEBA HTTPS, BAEE2R RSEEMNTAHFE443i%0O7?
SSL B LIEERSEHZES R WIS AH I (HE NI =IRSEE -

PR

EERIEEX IR, B8 WIinSCP (2N ET; RubiXERIIRA ) o

HIEHNEBIBNEDRSH, BIERRRSH/ATUG LIENRE, #EEER LIEXHIZRSSE .
ERSTEERTE, fI0 PuTTY 2& Xshell GE2IXNESPIREVRIIRA ) o

EWZEZRE (SM2) DNSPod SSLiE#,

Z% SSLIEHRIFHSERIEIENT:

e=4 iR
BRS3226Y IP bk BRS3E5HY IP Hbhit, FAF PC iEERIRSSES .
BR& BERRSENARSE.
g BERIRSZH/AIERD,
© iRAR:
EBNZEMNWINZRSESE, SOUER ZRSEEHES KRS IP it AREREE,
© iRAg:
BESEME LMD, BB BEEHE],
KiRicE
© RAg:

EEtxHE DNSPod SSL IEBR4E7E Apache RS2 L, Apache IRSREESEXFEZISER ., FTXEIESEREREZISETINE
DNSPod SSL iE$# Apache IS5,

TRERPHERERUAFRNER, EABSERBENIIRMESERIETRE.

1. i=fEER Apache RS, g, EH PUTTY ITH &R,
2. RERZFERHG: MEBPERRE2LTH, SAERSHLLEUTRRE, ARERERESS, SULERNTHSHTRE.

IRIRERE: BR=ITE (1bF) BRSEAE 55106 #115;


https://cloud.tencent.com/document/product/1340/72845
https://cloud.tencent.com/document/product/213/35699#.E6.93.8D.E4.BD.9C.E6.AD.A5.E9.AA.A4
https://httpd.apache.org/download.cgi
https://archive.apache.org/dist/httpd/httpd-2.4.48.tar.gz
https://cloud.tencent.com/document/product/400/45144
https://cloud.tencent.com/document/product/213/39138
https://console.cloud.tencent.com/cvm
https://cloud.tencent.com/online-service

SSLiEH

-y gcc gcc—c++ perl pcre-devel expat-devel bison bison-devel flex flex-devel

3. TEHFFEREK apr (K apr 1.7.5 liAH6)) , EAESERSSHELBAUTSS, TH apr ERSHBHEERE, ATRERROIRESTE, #4A
RIS BRIEE X

d /usr/local/
—c http://mirrors.tencent.com/apache/apr/apr-1.7.5.tar.gz
—-zvxf apr-1.7.5.tar.gz

d apr-1.7.5/

./configure --prefix=/usr/local/apr

4. THHmEZRRE apr-util (LA apr-util-1.6 Bga76l)

/usr/local/
-c http://archive.apache.org/dist/apr/apr-util-1.6.1.tar.gz
-zvxf apr-util-1.6.1.tar.gz

/usr/local/apr-util-1.6.1/

./configure --prefix=/usr/local/apr-util --with-apr=/usr/local/apr

5. Apache [R$3%%: LRSBRIFRERME, 5T Apache EZERHIEZEEIRE /usr/local BRTFHITRIFRE.

© iRAR:
DNSPod EZERHE gmssl_openssl_2021.1011.tar.gz EMRESEEPIEDEN, SUTHLSHELEER.

WMRERE Apache BITERHKAE pcre. apr—util T apr EHEXIH, 51§ /pcre/bin « /apr-util/bin B /apr/bin F3XHN
ARFRER.

*d /usr/local/
—-c http://mirrors.tencent.com/apache/httpd/httpd-2.4.62.tar.gz

-c https://certificate-1258344699.cos.ap—
guangzhou.mygcloud.com/public/gmssl_openssl_2021.1011.tar.gz

—-zvxf gmssl_openssl_2021.1011.tar.gz
—zvxf httpd-2.4.62.tar.gz
httpd-2.4.62/
./configure --prefix=/usr/local/httpd --enable-so —--enable-ssl —--enable-cgi --enable-rewrite —-—

enable-modules=most --enable-mpms-shared=all --with-mpm=prefork --with-zlib --with-

apr=/usr/local/apr —--with-apr-util=/usr/local/apr-util --with-ssl=/usr/local/gmssl LDFLAGS=-1m

IRIFRE: BRzITE (165 ) BRSEAS 107 #115;|




O BAS SSLiE®

build/config_vars.mk

#¥F ab_LIBS = -1ssl —lcrypto —-1lrt -lcrypt —-lpthread -1dl

A ab_LIBS = /usr/local/gmssl/lib/libssl.a /usr/local/gmssl/lib/libcrypto.a -lssl -lcrypto -lrt

—lcrypt -lpthread -1d1l

ERRHESRE

1. Bff SSLiEBiEFE PTFHHMES cloud.tencent.com iEBXHERAEER,

MBIEYEIS, FIEIRSHERERRSERE. HPESE Apache 343F CSR XXi4:
O MFBZFR: cloud.tencent.com_apache

O MHRRE:

O cloud.tencent.com.key FTASASIHH
cloud.tencent.com._encrypt.crt NIZHEHIM
cloud.tencent.com._encrypt.key NNEIEBFASAIIH
root_encrypt_bundle.crt HIZHERHESIHE
cloud.tencent.com._sign.crt HEIEHNMH
cloud.tencent.com. sign.key ZZIEHFAENH

O root_sign_bundle.crt EZIEBHEH
O CSR XHHA:

cloud.tencent.com._sign.csr 3f{§

O O O O O

© RA8:
CSR X4 2HGIEBIAE EEXRATLERR, BHE CA NG, RENTZEIZE.

2. A “WinSCP” (BIZitSiziZitENEINEHIETIR ) &S Apache BR38E.
© A:
o WIinSCP LEHEEBS M iBid WinSCP LESEE Linux =IRSS:E -

o BRTMEIBNCCRSR, EBWERRRSHI[AIGLIEDRE, #HEER LIEXHEIRRSS .

3. #A\ Jusr/local/httpd/conf B®, & cert BR.

i /usr/local/httpd/conf/

cert

SEFKERIAY cloud.tencent.com.key FA§AN{H. cloud.tencent.com._encrypt.crt HIENEBIE.
cloud.tencent.com._encrypt.key HMIZEBFAENE. root_encrypt_bundle.crt NNEEPBHENIE.
cloud.tencent.com._sign.crt BRIEBNE. cloud.tencent.com._sign.key THRMEPFATANE. root_sign_bundle.crt HRIE

BHEXH MAMHERIENE] Apache BRSZHI /usr/local/httpd/conf/cert BRT,

4, #N /usr/local/httpd/conf BF, HBIATHEMRIE nttpd.conf X{&:

4.1 iBfE #ServerName www.example.com:80 &N ServerName (#BHYEEE ) :80 o
4.2 ig§XEiE LoadModule ssl_module modules/mod_ssl.so Bl # o
4.31E5EHE Include conf/extra/httpd-ssl.conf BIRI # o

5. R4 /usr/local/httpd/conf/extra/httpd-ssl.conf Mi{&, HITLATEX:

/usr/local/httpd/conf/extra/httpd-ssl.conf

IRIFRE: BR=ItE (It ) BRSEATF 55108 #115;|


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

5.1 {¥#8FfB%H SsLsessionCache WIECE{T, BIERUEMLE + .
5.2 iFREEAEBikey, ENERIEINLE #, SEWT:

5.3 XHHIFIMATEREAR:

SSLCipherSuite HIGH:ECC-SM4-SM3:ECDHE-SM4-SM3

SSLCertificateFile "/u cal/httpd/con
SSLCertificateKeyFile " local/httpd
SSLCertificateChainFile " .

SSLCertificateFile "/usr/l
SSLCertificateKeyFile "
SSLCertificateChainFile

6. BEEBEF license iFd:

JBTE SSLiEHiEFIE E% DNSPod iEB#ER THE license X (XH&E: omssl_xxxx.lic ) BAMBER, FISHLEER Apache RS
2y /etc BRETo
7. EaEE T T S SIGIER & S HITRE o

/usr/local/httpd/bin/httpd -t

O AIRR Syntax OK, MFREEIESE, WLAE5E1 Apache RS,
O FIRTIE Syntax OK, B BENREERSIRIBIRREMFEEM,
8. T TH<SRBR Apache BRS3, BDREI{ER https://cloud.tencent .com #{TiFial,

/usr/local/httpd/bin/httpd -k start

O WNRRESF =R RL LR, WIRBEBREMI . NTERFR:

00 (o mAm-ruEEEERE X |

< 2> C Ehttps:ﬂcloud.tencent.com

O WMMRMELHRRE, TSEUTERDEBRGEHTHE:
O FiE(EA HTTPS ihiakis
BE SSLIiEHE, MEHRR “‘MinEEfRe”
LR R IRTREETRE?
SSL IEBiHIEEMBIFAREMRART HTTPS F&£?
#BRS3E8 LABE SSLIEB/EHIARIFEHMN 404 RS

BFREES SERREEBNRE (i)
ECREB RIS SRR E SN BR RN SRR RS EREIIE , GBS FRERE:

o O O O

© #B8:
B =2 e DV B SSLIEBLMEWE T EFirE DNSPod IEBRIARIRFIERNESERRIDME, RSERESN B35 (DV) 2%
SSLiEH .

IRIFRE: BR=ItE (It ) BRSEATF 5109 #115;


https://console.cloud.tencent.com/ssl
https://cloud.tencent.com/document/product/400/53650
https://cloud.tencent.com/document/product/400/56830
https://cloud.tencent.com/document/product/400/5366
https://cloud.tencent.com/document/product/400/65727
https://cloud.tencent.com/document/product/400/53651
https://cloud.tencent.com/document/product/400/8422
https://cloud.tencent.com/document/product/400/8422

SSLiE#

O BHS

1. A “WinSCP” (BIFitSimiZitS8NENSHETIR) , KEXRBEINEFMRIEERSR 1_root_bundle.crt JEHH.
2_cloud.tencent.com.crt HEBRIHLARR 3_cloud.tencent.com.key FASAMIHEMAIMERIZENE Apache IRS32E/Y

/usr/local/httpd/conf/cert HRERTo
C) ° ﬁawg:

o WinSCP LEXHHEIEESR #id WinSCP EEXHE Linux ZARSEE -
o BIEEMEIBNZZRSE, BERRRSH/AIG LEDRE. #FHEESR LEXHEIRRSE

2. 4848 /usr/local/httpd/conf/extra/ BIRTHI httpd-ssl.conf X, HiFIMMTRE:

SSLCertificateFile /usr/local/httpd/conf/cert/2_cloud.tencent.com.crt

SSLCertificateKeyFile /usr/local/httpd/conf/cert/3_cloud.tencent.com.key

SSLCertificateChainFile /usr/local/httpd/conf/cert/1_root_bundle.crt

3. BEIHTIA T e SR B SRR

/usr/local/httpd/bin/httpd -t

O &R Syntax OK , NIRFEBIES, ATLABE Apache BRS58:.
O BIZ2TIE Syntax OK , BB EHE BN ERIBIRTMESFERDM
4. EFffB5 Apache IRSS, BIRIRERIISEEFREITE,

/usr/local/httpd/bin/httpd -k restart

IRIFRE: BR=ItE (It ) BRSEATF 110 H115%;


https://cloud.tencent.com/document/product/213/2131
https://cloud.tencent.com/document/product/1340/72845

O BAS SSLiE®

—# HTTPS

EIEEFRATE: 2024-10-29 16:20:02

7

—# HTTPS 2 SSLiFBESENZ Web RFAXEE (WAF ) IRSSHRIIRIESE HTTPS 188, HEIRFPMIGHI HTTPS ifiaHH.
(EMiZINEE, EEFHITEDR SSLIEHEEIRE, (WWEE—1 CNAME f#th, BIRISEIM HTTP 2 HTTPS RIgEHHE.
ASESEBIAE SSLIEEETIE —82RI0 WAF NS HEE HTTPS,

A FE:
—i# HTTPS =82, WNIGTU (R, T TERF RIS, MABER, BREPINEEE, SEXEEREN CNAME i8R, BIFRE
BEE —iE HTTPS EEENSEIHRI Tt E?

—i& HTTPS 5{&4tiRo5:8588 SSL iEHBRIX S

o {ERIRSEREPE SSLIERR T RRESEMEAMIRNEN, BMNEIEPETTERAN—RIREGSMREEXEEY, BMIENEBMERR
IBINT #EHPREA, RS2 HIURMEESY, ERFTRERIRE. WTERMRR:

Gamnn [ cies s O mRwe s B

o —i# HTTPS 2£&ifl= Web RFBSXIE (WAF ) IRSFEIREIE HTTPS 1188, BN BESIEENERRSHDESHAZIRE, NEHRE
—4 CNAME f##fr, BIRJSEMIM HTTP 2 HTTPS MISEHAER . ANEEBREEIPRA, MBENREL B IREIREESEME LN, INTE
FR7R:

i Fi & CNAME c3% ST

PHESRE
BAE IEREREHE BB SSLIES.
PRiIiRER

o SSLEFHEIAFFIE WAF IMihR. TN ZRES . 841N FidE. 50 QPS.

O FEE:
www FiFE SGA— M FEZE 28, 80 www.tencent.com o

- BE—§ HTTPS MEEEMAIIAE CDN 5 CLB , MEAEA— HTTPS 18k
iRM{EiEm

$B1: Hhn—@ HTTPS =&

1. BRIFBEEENG, FosaNsRer —E HTTPS, #A—@ HTTPS BERA.
2. #—@ HTTPS EERAEH, $E—@FM. WTERFxR:

© iRAR:
EHEREXER, BREaEEs, WZEAEER,

IRIFRE: BR=ItE (It ) BRSEATF £111 H115%;
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