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SFiHE

RIEEFATE: 2025-01-10 01:11:49

B4 X%®

&7nRdiE: 2025-01-10 01:11:48
AREGBETUTHRS:
MEEHINHE,

MRsiEO:

» ClearQueue

« ClearSubscriptionFilterTags
« CreateQueue

« CreateSubscribe

» CreateTopic

» DeleteQueue

» DeleteSubscribe

« DeleteTopic

» DescribeDeadlLetterSourceQueues
« DescribeSubscriptionDetail
« ModifyQueueAttribute

« ModifySubscriptionAttribute
« ModifyTopicAttribute

» RewindQueue

« UnbindDeadLetter

ERBIESa:

« Subscription

B3I XE®

A#AdiE: 2024-12-27 11:04:06
RREGEETIUTHRS:
MECHRINE,

mT&En:

» ClearQueue

« ClearSubscriptionFilterTags

» CreateSubscribe

» DeleteSubscribe

« DeleteTopic

» DescribeDeadletterSourceQueues
« ModifySubscriptionAttribute

« ModifyTopicAttribute

« RewindQueue

« UnbindDeadLetter
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B2 X8Mm

ZTAtiE: 2022-03-03 08:03:36
RREGEETUTHRS:
MEEBIINHE,

(EEEiREa:

* QueueSet

o FZRkR: Migrate
« TopicSet

o FFERER: Migrate

B1X&®

&Zmidia: 2020-03-19 11:37:32
RXERBEETIUTAR:
MEEBIHE.

igiEO:

» ClearQueue

« ClearSubscriptionFilterTags
« CreateQueue

» CreateSubscribe

« CreateTopic

« DeleteQueue

« DeleteSubscribe

» DeleteTopic

» DescribeDeadlLetterSourceQueues
« DescribeQueueDetail

» DescribeSubscriptionDetail
« DescribeTopicDetail

« ModifyQueueAttribute

« ModifySubscriptionAttribute
« ModifyTopicAttribute

« RewindQueue

e UnbindDeadLetter

FIBRIRE:

« DeadLetterPolicy
» DeadlLetterSource
« Filter

* QueueSet

« Subscription

« Tag

» TopicSet

e TransactionPolicy

IRIRERE: BR=ITE (1bF) BRSEAE 585 #70m;


https://cloud.tencent.com/document/api/406/42640#QueueSet
https://cloud.tencent.com/document/api/406/42640#TopicSet
https://cloud.tencent.com/document/api/406/42624
https://cloud.tencent.com/document/api/406/42637
https://cloud.tencent.com/document/api/406/42640#DeadLetterPolicy
https://cloud.tencent.com/document/api/406/42640#DeadLetterSource
https://cloud.tencent.com/document/api/406/42640#Filter
https://cloud.tencent.com/document/api/406/42640#QueueSet
https://cloud.tencent.com/document/api/406/42640#Tag
https://cloud.tencent.com/document/api/406/42640#TopicSet
https://cloud.tencent.com/document/api/406/42640#TransactionPolicy
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IEEFRAE: 2025-04-25 01:19:40

WIDERAEN RS CMQ ( Cloud Message Queue) o

R =iESPATI ( Cloud Message Queue, LAT&EH# CMQ ) 22m=UESTIIRS, AFEEHEEERNES, APHAESNFEREZE
RE— M NANTFREHZEREETEENTENRSBERS . HEHEEESTE. SURENESISIR, SHERLIERES, BATFiH. EH
Bz CMQ, AFEILMERITARIESHNAEFNSANEHZAERES, BAEELHEE, ERERSMAGRELTIRRS,

PASIESIE R IR ISR IEBIR Z AR Z I ER . ERIRRERNTIEEERTERIRELRAT, REESIRRRIRREIREBUR B E RIS
A, BABUETAERE L TIF=ERYE o

R EEEEN B E PiRERIRSS SR IRAIRSS H SRS RN . ATXMREXNERSEE: fla, SREBKRFIF, EFIRERTESE
%; SRSSRIRCEREEE, ARSHERIRKIESFGFUBIERERTERS .

Ak, BRZRSIATHEBIIIRSHTHESRMEE, ERBLZ CMQ, RS ENAERNEMGIMEEIETIET, RERILAEGEHERER
B, SHHAEFNHIAtHITISHEEFEESIT, Bl CMQ BREBREREMEZ—R, HAZGSIZMNEAN . BNNIITHRS NS
HXRAEFANERHERMAHX LA 2 BNEEME, FREAHIRIER CMQ API LUIRES IS RTIRMERS.
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API H#EES

EIEE#HASE: 2025-01-10 01:11:49

EEHEXEN

EORF

DescribeTopicDetail

BASUEREED

EOBMN

DescribeQueueDetail

O FEE:

#Ahae

EigERTIE

#=OaEE

relie]l

HEBAZI CMQ

STERIREN (XA )

20

SERBRE (OR/E)

20

PAESSHRYEOSTRIRFIET apT + BAMIE + FWS , BXIRTESHIPSE: AP| SEIRHIHA

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/api/406/42637
https://cloud.tencent.com/document/api/406/42624
https://cloud.tencent.com/document/product/1278/109059
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RIEEFHATE: 2025-03-28 01:21:36

1. BRSsitht

HEBAZI CMQ

AP| ZisshiEbIsIEN , ArERaEEEEANERH cmqg.tencentcloudapi.com , tB3ZiFEE EE&GIE, Flanr—MitEgaEEs cmg.ap-

guangzhou.tencentcloudapi.com .

EEERMEEEAES . RIBAREONZSPIRRECE, SEEFERENENREIEENIRSE . FIINEr NERER, SEREREIT MY
BR$328, MEMIEE cmqg.ap—guangzhou.tencentcloudapi.com 2—&#9,

R WRESRRLS, BUEETRRE .

HR: HERE AP AR, H AR REEEROCRROIESAN . ™ RSHSRSIRRERRA R/ ARSECUSEPER, BOSTHSHbIEE

EROMEMASRPER.

BRI iSRIE R SIRS:
i
AN (35, RFEEK)
Leratth X (7H)
HFRiX(LiB)
ibiX(Ibs)
PaRgHt X (D)
PRIt X (EX)
BRAHR(TEEE)
A FRRE(FANE)
TXFRE(ES)
TAFIL(ER)
TAFIL(FRR)
XEFA(GRERIE)
ZERE(ES)

KRttt X ((Z=5248)

2. iEfEthi

b

cmg.tencentcloudapi.com
cmg.ap—guangzhou.tencentcloudapi.com
cmg.ap-shanghai.tencentcloudapi.com
cmg.ap-beijing.tencentcloudapi.com
cmg.ap-chengdu.tencentcloudapi.com
cmg.ap-chongging.tencentcloudapi.com
cmg.ap-hongkong.tencentcloudapi.com
cmg.ap-singapore.tencentcloudapi.com
cmq.ap-bangkok.tencentcloudapi.com
cmg.ap-seoul.tencentcloudapi.com
cmgq.ap-tokyo.tencentcloudapi.com
cmgq.na—ashburn.tencentcloudapi.com
cmgq.na-siliconvalley.tencentcloudapi.com

cmg.eu—frankfurt.tencentcloudapi.com

Bz API RIFFEIEOEEE HTTPS #{TEE, RESZEMNBEEEE,

3. BRTGiE

XIS HTTP i8R Ai%:

- POST (it#%)
« GET

IRIFRE: BR=ItE (It ) BRSEATF
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POST i&K%Z#5H9 Content-Type 28!

« application/json (%) , ¥ RFEAZEZHIE v3 (TC3-HMAC-SHA256) ,
« application/x-www-form-urlencoded, %EAZEZTZ v1 (HmacSHA1 5k HmacSHA256) .
« multipart/form—-data ({X&B5#EO%EF) , BRIEAFZHE v3 (TC3-HMAC-SHA256) .

GET i5RMNERBANAREBBIEZ32KB, POST igKEAZERAE v1 (HmacSHAT. HmacSHA256 ) BIFBiEd1MB., POST iERERAEEH
i v3 (TC3-HMAC-SHA256 ) B#Z#F10MB,

4, FFIRE

9(ER uTr-8 fRB,

IRIFRE: BR=IE (16F) BREEAR 589 H70:
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)\

AN =30

RIEEFATE: 2024-11-15 01:22:07

W

AHSHEAFRRAFNZEOZIMSY, WIEXE, ESMEORRAISEPFIBNXESHHTIHE, BEXEROTEEFXLSY, FHEER
BEIER,

AHSHNREAT2ESERNES T ERFTRMEMER

EAERGE v3 ARS8

BEEHE V3 (BRHBIRE TC3-HMAC-SHA256 ) 1BLEES 5% v (BEXEAIRESEHRERSE) , ERE, SIFEANERE, X POST
JSON #&=t, MReE—ERA, BEERZESHETEES, ZBNMEER 2751 v3,

e HFECBN, BoROEPNRAERNRESSE vI GET FR, MARERENESHE v3o
EREEGE V3, AHSHBER—ME HTTP Header iERLEH, NTFHRFAR:

SYHER Bt Wik @k

HTTP if&kk: X-TC-Action. E{EANEOSBM. ESZROXEBASHEDXTAHSE

Action String = Action B9i%EE. BlIAN=ARSSEEAIEIASEFIFIZEREO, BUYES Describelnstances.

HTTP i&%ksk: X-TC-Region, 24, ARIGRAFEEZEMMEENEIE, BUESZEOMES
Region String - BMASHEDXTAHSH Region B, FE: BEEEROFAEEMGRIZEY, BOMXERESXISE
HEA, EREEEZSHERAESER.

HTTP ig&ksk: X-TC-Timestamp. Zal UNIX B3ig&, =lcRA&E AP iERRIESE, 5140
1529223702, #ER&: MRSHESHEREEZELSIW, SSIESSIMER.

fil

Timestamp Integer

HTTP i&ksk: X-TC-Version, E{E8Y API BERA . BUESEZOMEPASAHESE Version
B9IREE. FIANZ=BRSSEEAARA 2017-03-12,

il

Version String

HTTP tRESIAELERFER, Blan:

TC3-HMAC-SHA256 Credential=AKID***/Date/service/tc3_request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Hrh,

- TC3-HMAC-SHA256: #&7%i%, BRIEEIZE;

- Credential: £&%&iif, AKID*** 2 Secretld; Date 2 UTC frERtEIRIBEE, BESFEMAH
2# X-TC-Timestamp &E# UTC #rEERTEBEI—E; service BEEFTmE, BENHZE
%, f5ian, %3 cvm.tencentcloudapi.com EFREFRERE cvm. A=REUEHA cmq;
tc3_request AEEFEFE;

- SignedHeaders: £5&%&itHIILEMER, content-type 1 host Joui%LER;

- Signature: EEHE, ITEIEER &,

fil

Authorization  String

HTTP ifKk: X-TC-Token, B} Z2FiEMRSS FIRARNIGRIZEEIEFHI Token, ERIIEES

Token String & Secretld #1 SecretKey BEE R AIGIIZLFEIERA TmpSecretld #1 TmpSecretKey. Bk
HIZ AR ABEIRELL Token FER,
. HTTP i&dksk: X-TC-Language. IEEEORER/IES, (NEoEOSZSWSE ., BUE: zh-CN,
Language String B

en-US, zh-CN iBEH3, en-US iBEHEZ,
BigAPEREE A MNibiR =R S E6FIRPHEIT1, BOSERENREE Offset=0, REEE Limit=10, WEGEREMIEZEIEKR URL. &

KRB, BRETHIINT:
HTTP GET i&R&tambl:

IRIFRE: BR=ItE (It ) BRSEATF £810 #£70:R


https://cloud.tencent.com/document/api/406/42617
https://cloud.tencent.com/document/api/406/42617
https://cloud.tencent.com/document/product/1312

HEBAZI CMQ

https://cvm.tencentcloudapi.com/?Limit=10&0ffset=0

Authorization: TC3-HMAC-SHA256 Credential=AKID******kkxkkkkkkxkkkxkkxkkxxkxx*%/2018-10-09/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=5da7a33£6993£0614b047e5df4582db9%e9%f4672ba50567dbalécbccfl74c474
Content-Type: application/x-www—form-urlencoded

Host: cvm.tencentcloudapi.com

X-TC-Action: DescribelInstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1539084154

X-TC-Region: ap-guangzhou

HTTP POST (application/json) i&R&EHRHE]:

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****k*kkxkkxkkkkkkkxkkxkxkrkxkkx*x/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£f2b5d7d672d79¢c15b13162d927900855cfba678%a8edb4c
Content-Type: application/Json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST (multipart/form—data ) i§R&MRA ((VSEREOZF) :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID*****x*kkkkkkkkxkkkkkkkkxkxkx*x*k*x*/2018-05-30/cvm/tc3_request,
SignedHeaders=content-type;host, Signature=582c400e06b5924a6£2b5d7d672d79¢c15b13162d9279b0855cfba6789%a8edbic
Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402

Content-Disposition: form-data; name="Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

IRIFRE: BR=ItE (It ) BRSEATF £11#70;m
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EASEEGE v1 RS

ERAEREE Vv (BR|SBE HmacSHA256 1 HmacSHA1) , ARSHBEER—MEIIERER, TENFFERY

SYEMH ESid] Wik R
Acti Stri o BEIZOZM, ESEEOMEPEBASHEDTXTFLAHSE Action KIREE. FlAN=IRSSEEH
cton 3 = sgspsisEn, REN Describelnstances.
i S, FARIFAFEIREBMUZEIE. BOESOEEESEZOMEPEASEAHES
Region String - # Region BiRAA, FE: RUEOFRABEERIZESY, EBOXEhESILSERE, WS
BiZ2YBASEN.
. o 280 UNIX ii@Z, micRAR APliEKREAtE, $1i1529223702, MNRSHFREEER
Timestamp Integer = SElRE TS
Nonce Integer 2 FEHIEEE, 5 Timestamp BX&itesk, AFHLEERKTE.
Secretld Stri = # =APIZH LERBERRASHRY Secretld, —4 Secretld MR HE—H#I SecretKey , i
ecre ring = SecretKey &FR&ERIERES Signature,
. . - BERER, ARGERERNEEYE, SEAPRBEIRHEBASEITESH. BFtESZE2R
Signature String = Sty
. . o 1RMERY API BORRAS . BUMESEEOMEPRANSATSE Version IR, HIANZ=IRSSEZAIMRA
Version String =
2017-03-12,
SignatureMethod  Stri - E&H, BaixiF HmacSHA256 1 HmacSHA1., REIEELE2EJ HmacSHA256 AT,
'ghatureiietho M9 & @M HmacSHA256 BARIESS, HiERHER HmacSHA1 RIFEE.
BD 22 EIFRSE PR RIIGRTRSEIEHRE Token, [#EAREEIS Secretld #1 SecretKey B
Token String & EFEIRAIGITZLEIEPR TmpSecretld 1 TmpSecretKey. {ERAKEIZBARAEERELL
Token FE&,
. BEEOERENES, (MEDEOZSLSE ., BE: zh-CN, en-US, zh—-CN iREIH3Z, en-
Language String B

US iREIHEZ

EBigAFEESA MR RRSHLGITIR, HIEREGRIRIER URL., ERLER. ERIFTEIT:
HTTP GET i&R&TH:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Tim

estamp=1527672334&Signature=37ac2f4fde00b0ac9d9eadeb459blbbee224158d66e7ae5fcadb70b2d181d02&Region=ap—guan

gzhou&Nonce:23823223&SecretIdZAKID********************************

Host: cvm.tencentcloudapi.com

HTTP POST iERE&HRME):

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com

Content-Type: application/x-www—form-urlencoded

Action=DescribeInstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature=37ac2

IRIFRE: BR=ItE (It ) BRSEATF $£12 #70m


https://cloud.tencent.com/document/api/406/42618
https://console.cloud.tencent.com/capi
https://cloud.tencent.com/document/api/406/42618
https://cloud.tencent.com/document/product/1312
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HpisESIR
KEmFAiBEEO Region FRAVANEEINTRAT. MREOFRZHZERPHFAEEN, WaSEROERRHRE

hichad -

#EbiX (k&) ap-beijing
ARttX (EK) ap—chongging
et () ap—guangzhou
HERX (L) ap-shanghai

IRIRERE: BR=ITE (1bF) BRSEAE £13 #70m
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=8hiEv3
mIEEFATE: 2024-12-25 01:22:22

MTXERET E&85% v3 NESTE, ENESEEACHABRRAERET AP HAEM. RIMESEMER BiR= API Explorer , Bz
SDK Hl Bi=@<iTIR (TCCLI) SAREIR, NXWEIMTN AP| BRHTES .

#E#=(EH API Explorer

fZAILAEE APl Explorer B [ 2546 | BRESSMEOEZMEMIIE

Bz APl X8 MERETEMNIGE, AFPEEERARERIE, SEFENSEMERHEITES (Signature) , BNMERETEELIHSHIEE
HZERERFIUEENHRMENRZER,

A LBHTES

BRBEIUTHREMRIPER:

1. WIEERERNSA
ERRFRERBHSEERLHAFBHALZEN . FSFEEHES = AP| 21 RERENEBEXER.

2. (RIFERRYRUE
ATRHLEREEMIREPREN, BN AP| 2ERBERSERITEIERNEHE, FSERNEFENZERIENERN—8S, KEIBA=
AP| [R$338 . IRSBLEARNBERSHEARFNIRHEISFE, FRIEERPIEEE. MREREEY, SSHRFET—X, Bz AP
BEBRKXIER,

&EEHiEv3 (TC3-HMAC-SHA256 ) That EBE T LRIESGE v, MEAERS, STFEXMER, X JSON =X, POST iEKRZIHES
HEM=FATE, B —ERHA, HEERZE|SEITEER,

BRIERD, BIUER AP| Explorer iy “EZ2RER" ThaE, EFEEBIRAT “API 3.0 £8 v3” , AJLANERZERIEHTIRIE, ATEEERR
SDK {13, EZERBN= API BBER 8 MENMRIZEES SDK, BEFIETEBMiEKIE, HWEFE, XF Python, Java. PHP. Go.
NodeJS. .NET. C++. Ruby,

RiERSFIE

AXERNEEEIEAER, FPQE Secretld #l SecretKey. EMAFPRSILUAERIER.
+ Secretld: BF#5iR APl ARERS, TLAERELHARPE,

+ SecretKey: BFIIE AP ARENSE, TLAERSELHES,

- APAATERERSRE, BRLE, EURERMTRE . MR, WIARMERLKIE.

RIFRSEIENREASRIT:

1. B& B=EEBPOEHS -

2. Bt ZAPIZA AOEHIGTRE.

3.7 ZAPIZ IHE, B [ #Esi | eE—X=E,

EREAF v3 ERTE

= API 25 GET #1 POST 5K, 3FGETAiE, R¥XF content-Type: application/x-www—form-urlencoded HMH¥E=X. FPOSTA
i%, BAISZIF content-Type: application/json LARR Content-Type: multipart/form-data FEFFHMYIER, json I§XBASEIZOHSZ
%, multipart BRXRBFEEOSES, WAHZEOTEEER json BNEAA, SERAKWSIEONXERE, #EER POST iEK, BARENERH
EER, B GET i5KkR%#F 32 KB LIRISIERE

IRIRERE: BR=ITE (1bF) BRSEAE $£14 #70m


https://console.cloud.tencent.com/api/explorer
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/product/cli
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

O BHS BRI MO

TEUZRSHE ST MNREAFIRIEAGF, SEENAERMNITEIRE. RiNEFZEOREN:

1. ZIRSFIACTHIE, EORER;
2. ZEARRIEN, FENENETRRIRET;
3. EOESMSHHERS, AIIETESMEESRIBAMEER.

bR, FeAtsSyEHEFRONSY, RMIEESEESZLENER. EEMRAMEON, BRELFERE, SMEONSHEHFER, F2RY
EAMBIFRISHAE. 1o, XERIRFTHRIAHSHMBOBASY, AFTLUREIREERIEMSE, $I20 Language 7l Token A5
(£ HTTP %&MRE, 0 X-TC- Aifk) -

B2/ Secretld 1 SecretKeyﬁ%HE: AR TD* %k k ok ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kb ok ] Kok ok ko ko k ok ok ok k kR kR ok ok kkk ok kR ok kk kv xR

FIEEEM MR ZARSZHGN K™ HENMRE, RRE—FEIE. WiERaEEH:

curl -X POST https://cvm.tencentcloudapi.com \

—-H "Autho C3 AC cedential=AKID**** k% kdkxkkxkxx

"X-TC-Timestamp: 1551113065" \
X-TC-Version:
"X-TC-Region:

'"{"Limit": , "Filters": [{"Values": m 6 540d"] 2": "instance-name"}]}'

TEHFARREESITELEE.

1. HHENITEIERER
RINTARIEHHEMBIERS (CanonicalRequest) :

CanonicalRequest =
HTTPRequestMethod + '\n' +

CanonicalURI + '\n' +

CanonicalQueryString + '\n' +

CanonicalHeaders + '\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEREWm RE
HTTPRequestMethod HTTP i&KR%i% (GET. POST ) . LhRBIEYES PoST,
CanonicalURI URI 2%, API 3.0 EEAESHT (/) o

& HTTP 53k URL FIIEIAZMH, WF POST ik, BEAZEFER"", WF GET ik, Wi URL
@S (?) GEMNFEFERS, flEl: Limit=10&O0ffset=0,

i*&: CanonicalQueryString E2£% RFC3986 i#1T7 URLEncode 3 ({54 ZFREEEAER
8) , F5%E UTF-8, MEERREIESIREERITRI.

CanonicalQueryString

CanonicalHeaders 58 ERLEMER, ELES host #l content-type B LES, BEAINMARMLAHSSEZLUREESIER
AIE—ERE M, WRGIERIMEI T OB LER.
HHEm -

1. k&8 key # value Si—E¥/I\S, HEIEEETHE, RE key:value\n #&xUHHE;

IRIFRE: BR=ItE (It ) BRSEATF 15 #70m


https://tools.ietf.org/html/rfc3986

O BHS BRI MO

FEREMN 53
2. BALER, RERLED key (/NE) B9 ASCII AR#ITHIE

Bt EERE content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\nx-tc-action:describeinstances\no

EE: content-type %FNIERRIZENIBHEES, BLRIEESMEERERIEEHREESENFNM charset &,
REBRMEENF—H, RSBSRESZRINKM

S5BZRLIMER, HIBRIEREMLLIS5TES, 1 CanonicalHeaders 8 8RILHRBTE—
Rif9. content-type #l host Ja:ikskEn,
BHE:
SignedHeaders 1. k&8 key Hi—¥RI\S;
2. 21MkiEB key (INB) 288 ASCI FE#THHE, HEUSS (;) PR.

=179 content-type;host;x-tc—action

BRIEX (payload, Bl body, WREIA ("Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) Egﬂﬁﬁ‘ifﬁ, i‘l‘%ﬂ;’l{‘%ﬁgﬁ
HashedRequestPayload [|owercase(HexEncode(Hash.SHA256(RequestPayload))), BI¥ HTTP i&RIEMX{i SHA256 1§
%, RETEHRE, REREBEERENSFE, WF GET i5XK, RequestPayload BEEAZFHFH, It
FHITEERE 35¢9c500e3ae67532d3c9f17ead6c90222632e5b1Ff7£6e89887£1398934F064,

HRIELL LN, SIS EIAINEIERBUNT:

content-type:application/json; charset=utf-8

host:cvm.tencentcloudapi.com

x—-tc-action:describeinstances

content-type;host;x-tc-action

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1£f£f7£6e89887£1398934£064

2, PHERFEEFHEH
BT HHRSERF TS

StringToSign =
Algorithm + "\n" +

RequestTimestamp + "\n" +

CredentialScope + "\n" +

HashedCanonicalRequest

FEREW R
Algorithm FR2H%, BAIEEM TC3-HMAC-SHA256,

iERATEEE, BIERLIHIATESE X-TC-Timestamp BUE, EX=FiEdiE UNIX B, SR, R

RequestTimestamp BIERIES 1551113065,

CredentialScope FIEBE, #8079 Date/service/tc3_request, 8 HHA. FRiaRIRSIELZFH
(tc3_request) . Date 73 UTC iREREINAN, BEBTEMAHSH X-TC-Timestamp #EHE#Y
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FEREMN R

UTC fRfEREIA—3; service AFRE, YRS RARNFRIZE—H. IWRETEERR 2019-02-
25/cvm/tc3_request,

BIASBHHEERSHLEIERBRIGEE, TEHAKEA
HashedCanonicalRequest = Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))). IREITEERZ
7019a55be8395899b900fb5564e42004984910£34794a27cb3fb7d10ff6ale84d,

1. Date %ZMBSEEE X-TC-Timestamp it&152, HIIX) UTC+0, MRMARZAMBXER, fINF/\K, $SHAXMNGE AR
FETh, (BERERMERLERY. BiRAIEE 1551113065, E4R/\XHATER 2019-02-26 00:44:25, {BRi+H{S2IAI Date B
UTC+0 RIRHARJI 2019-02-25, A= 2019-02-26,

2. Timestamp #REZHRIARZNE, BRHERRAHDNITERDIREN, NMRESESASHNLERK .. NRKEEFFRERER
¥, AT —RIYEE, BEREK, BEIEZIHIER,

RIELA LRI, REIPEEINFEZFFHRNT:

TC3-HMAC-SHA256

1551113065
2019-02-25/cvm/tc3_request

7019a55be83958990900£b5564e4200d984910£34794a27cb3fb7d10ff6ale84

3. iHHERE
1) HEIREESEA, ARBNT:

SecretKey = MAkhkkhhk Ak kA dkhkhk kA A Ak kA hdhdrAx A dhdAxA*xN

SecretDate = HMAC_SHA256 ("TC3" + SecretKey, Date)

SecretService = HMAC_SHA256 (SecretDate, Service)

SecretSigning = HMAC_SHA256 (SecretService, "tc3_request")

IREMAYESA SecretbDate . SecretService Ml Secretsigning BEFIRIENE, FREESTITENZER, BHEE 7V EIFRFRITEDRYEH
2517 da98fb70dcf6b112dc21038d1eeeb3a95¢c74b4dch12¢c1131f864f6066bd02be0,
8d70cbefb03939f929db64d32dc2ba89b1095620119fe3e050e2b18c5bd2752f,
b596b923aad85185e2d1f6659d2a062e0a86731226e021e61bfe06f7ed05f5af,

HES, FRPRKEES, HVAC ERBHPSHIRFRIER—E, BIUERERE, WHAIBEBASH key I, HRSH data #5. BER
EFERHSIRETHEIERNREE, thalsiR M TERFMH7H IR ANREIE, Lt ERRRTHEIEN .

FREMm R

SecretKey JEHARY SecretiKey, B =t koo kot ko sk ko koxon
Date BD Credential HfY Date FERIEE . MRBFIEIEN 2019-02-25,
Service Bl Credential FfY Service FERIEE . WREIBUER cvm,

2) itEEE, (ABEuT:
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Signature = HexEncode (HMAC_SHA256 (SecretSigning, StringToSign))

MRFBITEEERE 10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093F6ab6c4f o

4. 1% Authorization
I T8=0HHE Authorization:

Authorization

Algorithm + ' ' +

'Credential=" + SecretId + '/' + CredentialScope + ', ' +

'SignedHeaders=' + SignedHeaders + ', ' +

'Signature=' + Signature

FREMR R
Algorithm BEAHi%, EEHN TC3-HMAC-SHA256,
Secretld g‘sng'qzﬂg Secreﬂd, EI] DK T D * ko ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok kK ok k

CredentialScope RBE, EIEBE. WRFITEERRE 2019-02-25/cvn/tc3_requesto

SignedHeaders RBEM, 25F8ZRLEER . IRHFIEYES content—type;host; x-tc-action,
Signature BEE, IWRHIHTEEREE 1001a37a7301a02ca19a647ad722d5e43b4b3cfF309d421d85046093F6ab6c4f,

HRIELA LRI, REIFPSEIREDS:

TC3-HMAC-SHA256 Credential=AKID*****&kkkxkkrkkhkkhkxkkhkxhkxksx*/2019-02-25/cvm/tc3_request, SignedHeaders=c

ontent-type;host;x-tc-action, Signature=10bla37a7301a02cal%a647ad722d5e43b4b3cf£309d421d85b46093f6abbcif

RAREFARERNT:

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKID****kkkkkkkxkkkkkkkxkkrkkxkkkxkkx*x/2019-02-25/cvm/tc3_request,
SignedHeaders=content-type;host; x-tc—-action, Signature=10bla37a7301a02cal%9a647ad722d5e43b4b3cff309d421d85b4
6093f6ab6ec4f

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

A EE:

IERRIEEH HTTP k88 (Header ) fIiER{F ( Payload ) #AHMESITHIEFHATRE—H, BUSEEESF—HER. JlEd
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fEChRER API 3.0 BY, EEEREENEIA = SDK 3.0 , SDK #ERTESRIERE, FRRRAXEF-RIZMUMABEMFZONT . FMERER SDK H

Do HRAIIFHIRIZESH:

e Python
- Java

« PHP

« Go

¢ NodeJS
« .NET

o C++

« Ruby

TERET FRFRIEMES demo, EAILMEEIMMIFREEERER:

« Signature Demo

ATERRMERERLE, THRMUZRREEES A6, B LRNER IR, BEROES . ARANROMSHNEERSIL LIRSS ENE, K

BRABEERLE, HATESERY, LFFRIEREERE SDK.

Java

t java.nio.charset.Charset;
java.nio.charset.StandardCharsets;
java.security.MessageDigest;
java.text.SimpleDateFormat;

c java.util.Date;

-t java.util.TimeZone;
java.util.TreeMap;
javax.crypto.Mac;

- javax.crypto.spec.SecretKeySpec;

"t javax.xml.bind.DatatypeConverter;

{

= StandardCharsets.UTF_S8;

= System.getenv ("TENCENTCLOUD_SECRET_ID") ;

= System.getenv ("TENCENTCLOUD_SECRET_KEY") ;

= "application/json;

atic 1l e[] hmac256 (! e[] key, String msg) throws Exception {

= Mac.getInstance ("HmacSHA256") ;
SecretKeySpec = new (key, mac.getAlgorithm());
mac.init (secretKeySpec) ;
return mac.doFinal (msg.getBytes (UTF8)) ;

t
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String String s) throws Exception {
= MessageDigest.getInstance ("SHA
md.digest (s.getBytes (UTF8)) ;

DatatypeConverter.printHexBinary (d) .toLowerCase () ;

Exception {

= "cvm.tencentcloudapi.com";

("yyyy-MM-dd") ;

sdf.setTimeZone (TimeZone.getTimeZone ("UTC")) ;

String = sdf.format (new (Long.valueOf (timestamp + "000")));

= "content-tyzp application/json; charset=utf-8\n"
host + "\n" + "x-tc-action:" + action.toLowerCase() + "\n";

= "content-type;host;x n";

"I\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instan

= sha256Hex (payload) ;

String = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"
+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.println (canonicalRequest) ;

"/" + service + "/" + "tc3_

= sha256Hex (canonicalRequest) ;

= algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalReques

out.println(stringToSign) ;

secretDate = hmac256 (("TC3" + SECRET_KEY) .getBytes (UTF8), date);
secretService = hmac256 (secretDate, service);
secretSigning = hmac256 (secretService, "tc3_request");

= DatatypeConverter.printHexBinary (hmac256 (secretSigning, stringToSign)) .toLowerCase();

out.println (signature) ;
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= algorithm + " " + "C jential=" + SECRET_ID + "/" + credentialScope + ", "

"

+ "SignedHeaders + signedHeaders + gnature=" + signature;

System.out.println (authorization) ;

TreeMap<String, String> headers = new <String, String>();
headers.put ("Authorization", authorization);

headers.put ("Content-Type", CT_JSON) ;

headers.put ("Host", host);

headers.put ("X-TC-Action", action);

headers.put ("X-TC-Timestamp", timestamp) ;

headers.put ("X-TC-Version", version);

headers.put ("X-TC-Region", region);
1S g

ew ();
sb.append("curl -X POST https://") .append (host)
.append (" -H \"Authorization: ") .append(authorization) .append("\"")
.append (" -H \"Content-Type: application/json; charset=utf-8\"")

"

.append (" -H \"Host: ") .append (host) .append ("\"")

.append (" -H \"X-TC-Action: ").append(action) .append("\"")
.append (" ~H \"X-TC-Timestamp: ") .append(timestamp) .append ("\""
.append (" -H \"X-TC-Version: ") .append(version) .append ("\"")

.append (" -H \"X-TC-Region: ") .append(region) .append("\"")

.append (" -d ) .append (payload) .append ("'") ;
System.out.println(sb.toString());

t

port hashlib, hmac, json, os, sys, time

datetime import datetime

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")

secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

service = "cvm"

host = "cvm.tencentcloudapi.com"
endpoint = "https://" + host
region = "ap angzhou"

action

version =

algorithm = "TC3-HMAC-SHA256"

timestamp = 1551113065

date = datetime.utcfromtimestamp (timestamp) .strftime ("%"
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"Filters": Values": [u"Z@p "], "Name": "instance-name"}]}

http_request_method "POST"
canonical_uri = "/"

canonical_gquerystring =

ct = "application/j n; chars

payload = json.dumps (params)

canonical_headers = "content-type:%s\ :$s\nx-tc-action:%s\n" % (ct, host, action.lower())
signed_headers = "content

hashed_request_payload = hashlib.sha256 (payload.encode ("utf-8")) .hexdigest ()
canonical_request = (http_request_method + "\n

canonical_uri + "\n" +

canonical_guerystring + "\n" +

canonical_headers + "\n" +

signed_headers + "\n" +

hashed_request_payload)

print (canonical_request)

credential_scope = date + "/" + service + "/" + "tc3_request"

hashed_canonical_request = hashlib.sha256 (canonical_request.encode ("utf-8")) .hexdigest ()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed_canonical_request)

print (string_to_sign)

return hmac.new(key, msg.encode ("utf-8"), hashlib.sha256) .digest ()
secret_date = sign(("TC3" + secret_key) .encode ("utf-8"), date)
secret_service = sign(secret_date, service)

secret_signing = sign(secret_service, "tc3_request")

signature = hmac.new(secret_signing, string_to_sign.encode ("utf-8"), hashlib.sha256) .hexdigest ()

print (signature)

authorization = (algorithm + " " +

" n/n n "

1tial=" + secret_id + "/ + credential_scope + ", 4
SignedHeaders=" + signed_headers + ", " +
+ signature)

int (authorization)

curl -X POST ' + endpoint
"Authorization: ' + authorization + '"'
"Content-Type: application/json; charset=utf-8"'

"Host: ' + host + '"'

IRIFRE: BR=ItE (It ) BRSEATF $22 #70m




HEBAZI CMQ

' (RN}

+ action +

(RN

' + str(timestamp) +

(RN

+ version +

' (RN}

"X-TC-Region: + region +

" + payload + "'")

ypto/hmac"
ypto/sha256"

coding/hex"

(s string)
sha256.Sum256 ([1byte (s)

urn hex.EncodeToString(b[:])

s, key string) {
hashed := hmac.New(sha256.New, []byte (key))
hashed.Write ([]byte (s))

urn string(hashed.Sum(nil)

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey : o0s.Getenv ("TENCENTCLOUD_SECRET_
host := "cvm.tencentcloudapi.com"
algorithm := "TC3-HMAC-SHA256"
service : cvm"

version

"

action : Des Instances

region := "ap-guangzhou"

var timestamp in

httpRequestMethod := "POST"

w/n

canonicalURI :=

canonicalQueryString :=

IRIFRE: BR=ItE (It ) BRSEATF 23 #70m




HEBAZI CMQ

canonicalHeaders := fmt.Sprintf ("content-type:%s\nhost:%s\nx-tc-action:%s\n",
"application/json; charset=utf-8", host, strings.ToLower (action))

signedHeaders := "content-ty 9 g ~c—action"

payload := " {"Limit": "ilters": [{"Values": ["\u672a\u547d\u540d"], "Name": i t >—name" }]
hashedRequestPayload := sha256hex (payload)

canonicalRequest := fmt.Sprintf ("%$s\n%s\n%:
httpRequestMethod,

canonicalURTI,

canonicalQueryString,

canonicalHeaders,

signedHeaders,

hashedRequestPayload)

fmt.Println (canonicalRequest)

date := time.Unix (timestamp, 0) .UTC() .Format ("2006-01-02")
credentialScope := fmt.Sprintf ("%$s/%s/tc3 est", date, service)
hashedCanonicalRequest := sha256hex (canonicalRequest)

string2sign := fmt.Sprintf ("$s\n%d\n%s\n%s",

algorithm,

timestamp,

credentialScope,

hashedCanonicalRequest)

fmt .Println(string2sign)

secretDate := hmacsha256 (date, "TC3"+secretKey)

secretService := hmacsha256 (service, secretDate)

secretSigning := hmacsha256 ("tc3_r st", secretService)

signature := hex.EncodeToString([]byte (hmacsha256 (string2sign, secretSigning))

fmt.Println (signature)

authorization := fmt.Sprintf ("%s C lential=% SignedHeaders=%s, Signature=%s
algorithm,

secretId,

credentialScope,

signedHeaders,

signature)

fmt.Println (authorization)

curl := fmt.Sprintf (" curl -X POST https://%$s\

—-H "Authorization: %s"\

"Content-Type: application/json; charset=utf-8"\
"Host: %s H "X-TC-Action: %s"\
"X-TC-Timestamp: %d"\

P

"X-TC-Version: %s"\

authorization, host, action, timestamp, version, region, payload)

IRIFRE: BR=ItE (It ) BRSEATF $24 #70m




HEBAZI CMQ

fmt .Println (curl)

= getenv ("TENCENTCLOUD_SECRET_ID");

getenv ("TENC

ncentclou

"POST";

= implode ("\n", [
"content-type:application/json; charset=utf-8",
"host:". 0

ction:".strtolower ( )

= implode (";", I

417d\u540d"], "Name":

.PHP_EOL;

= gmdate ("Y-m-d",

NQUADE AN
SHAZO0",
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’

.PHP_EOL;

= hash_hmac ("SHA2!
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",
= hash_hmac ("SHA256",

.PHP_EOL;

Credential
SignedHeac
.PHP_EOL;
https://".
"Authoriz
"Content-Type: application

T

.PHP_EOL;

secret_id = ENV["TE

secret_key = ENV["TENCENTCLOUD

service
host = 'c
endpoint
region

action
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version = '2017-03-12"

algorithm "C3-HMAC-SHA

timestamp = 1551113065

date = Time.at (timestamp) .utc.strftime ('SY-%Sm-%d")

http_request_method = 'POST'
canonical_uri = '/'

canonical_gquerystring =

canonical_headers = "conter —ype:applicat json; charset=utf-8\nhost:#{host}\nx-tc-action:#{action.c

aser\n"

signed_headers = 'content-typ

payload = '"{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}
hashed_request_payload = Digest::SHA256.hexdigest (payload)

canonical_request = [

http_request_method,

canonical_uri,

canonical_guerystring,

canonical_headers,

signed_headers,

hashed_request_payload,

].join("\n")

puts canonical_request

v/

credential_scope = date + '/' + service +

/ + 'tc3_request
hashed_request_payload = Digest::SHA256.hexdigest (canonical_request)
string_to_sign = [

algorithm,

timestamp.to_s,

credential_scope,

hashed_request_payload,

].join("\n")

puts string_to_sign

digest = OpenSSL::Digest.new('sha256")

secret_date = OpenSSL::HMAC.digest (digest, 'TC3' + secret_key, date)
secret_service = OpenSSL::HMAC.digest (digest, secret_date, service)
secret_signing = OpenSSL::HMAC.digest (digest, secret_service, 'tc3_request')
signature = OpenSSL::HMAC.hexdigest (digest, secret_signing, string_to_sign)

puts signature

authorization = "#{algorithm} Credential=#{secret_id}/#{credential_scope} eaders=#{signed_header
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ignature=#{signature}"

authorization

puts 'curl -X POST ' + endpoint \

+ ' —-H "Authorization: ' + authorization + '"' \
"Content-Type: application/json; charset=utf-8""' \
"Host: ' + host + '""' \
"X-TC—-Action: ' + action + '""' \

!

"X-TC-Timestamp: + timestamp.to_s + '""' \

"X-TC-Version: + version + '"' \

"X-TC-Region: ' + region + '"' \

+ payload + "'"

j System;
g System.Collections.Generic;
j System.Security.Cryptography;

System.Text;

(string s)
(SHA256 algo = SHA256.Create())
oyte[] hashbytes = algo.ComputeHash (Encoding.UTF8.GetBytes (s));
StringBuilder builder = new StringBuilder();
0; 1 < hashbytes.Length; ++1i)
builder.Append (hashbytes[i].ToString ("x2")) ;

}

return builder.ToString() ;

byte (]

(HMACSHA256 mac = new HMACSHA256 (key))

mac.ComputeHash (msg) ;

atic Dictionary<String, String>

datestr = date.ToString("yyyy-MM-dd");
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DateTime startTime = new DateTime (1970, 1, 1, 0, 0, 0, 0, DateTimeKind.Utc);
long requestTimestamp (long)Math.Round ( (date - startTime) .TotalMilliseconds, MidpointRounding.AwayFromZer
o) / 1000;
algorithm = "TC3-HMAC-SHA256";
httpRequestMethod = "POST";

LVATIN
’

canonicalUri = "/
canonicalQueryString = "";
contentType = "application/json";

canonicalHeaders = "content-type:" + contentType + "; cha

\ )

~:" + endpoint + "\n
ion:" + action.ToLower () + "\n";
signedHeaders = "content-type;host;x-tc-ac
g hashedRequestPayload = SHA256Hex (requestPayload) ;
string canonicalRequest = httpRequestMethod + "\n"

n\ A n

+ canonicalUri + \n

n\ A n

+ canonicalQueryString + "\n

+ canonicalHeaders + "\n"
+ signedHeaders + "\n"
+ hashedRequestPayload;

Console.WritelLine (canonicalRequest) ;

/" + "tc3_request";

n/n

credentialScope = datestr + "/ + service + "
string hashedCanonicalRequest = SHA256Hex (canonicalRequest) ;
string stringToSign = algorithm + "\n"

+ requestTimestamp.ToString () + "\n"

+ credentialScope + "\n"

+ hashedCanonicalRequest;

Console.WritelLine (stringToSign) ;

tc3SecretKey = Encoding.UTF8.GetBytes ("TC3" + secretkey);

secretDate = HmacSHA256 (tc3SecretKey, Encoding.UTF8.GetBytes (datestr));

secretService = HmacSHA256 (secretDate, Encoding.UTF8.GetBytes (service));

secretSigning HmacSHA256 (secretService, Encoding.UTF8.GetBytes ("tc3_request"));
oyte[] signatureBytes = HmacSHA256 (secretSigning, Encoding.UTF8.GetBytes (stringToSign));
string signature = BitConverter.ToString (signatureBytes) .Replace("-", "").ToLower ();

Console.WritelLine (signature) ;

string authorization = algorithm +
"Credential=" + secretid + "/" + credentialScope + ", "
"SignedHeaders=" + signedHeaders + ", "
"Signature=" + signature;

Console.WriteLine (authorization);

Dictionary<string, string> headers new Dictionary<string, string>();

headers.Add ("Authorization", authorization);

headers.Add ("Host", endpoint) ;
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contentType + "; charset=utf-8");

headers.Add ("X-TC—-Tir amp", requestTimestamp.ToString());

headers.Add ("X-TC-Version", version);

headers.Add ("X-TC-Action", action);

headers.Add ("X-TC-Region", region);

urn

headers;

SECRET_ID = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_ID");

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCENTCLOUD_SECRET_KEY");

service =

g endpoint = "cvm.te ntcloudapi.com";

region = "ap-guangzhou";

action "DescribelInstan

g version = "2017-03-12";

DateTime date = new DateTime (1970, 1 0, 0, 0, 0, DateTimeKind.Utc) .AddSeconds (1551113065);

\ "

ring

instance—-name

requestPayload = "{\"Limit\": 1 Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"],

\myjaym.
N O I S+

Dictionary<string, string> headers = BuildHeaders (SECRET_ID, SECRET_KEY, service

’

endpoint, region, action, version, date, requestPayload);

Console.WriteLine ("POST https://cvm.tencentcloudapi.com");

tring> kv in headers)

Console.WritelLine (kv.Key + ": " + kv.Value);

}

Console.WriteLine () ;

Console.Writeline (requestPayload) ;

t
t

fu

cons

crypto =

1Iction (mes

urn

hmac = crypto. € secret)

hmac. (message) . (encoding)
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(message
crypto.

(message) . (encoding)

amp) {
onst date new (timestamp * 1000)
onst year date. ()
onst month = ('0' + (date.
day = ('0' + date.

"${year}-${month}-${day}"’

= process.env.TENCENTCLOUD_SECRET_ID

= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com

"
service
region

action

version

timestamp

(timestamp)

onst payload = "{\"Limit\": 1, \"Fil : [{\"Values\": [\"\\u672a\\u547d\\ub4 , \"Name\":
e-name\"}]}"
hashedRequestPayload (payload) ;
httpRequestMethod = "F
canonicalUri = "/"
canonicalQueryString
canonicalHeaders = 'c ; -ty :application/json; char
:" + endpoint + "\n"
.

+ action.

signedHeaders = "content-—

onst canonicalRequest = httpRequestMethod + "\n
canonicalUri + "\n"
canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"

hashedRequestPayload
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(canonicalRequest)

onst algorithm = "TC3-HMAC-

st hashedCanonicalRequest = (canonicalRequest) ;

n/n n/n
/

~onst credentialScope = date + + service +
onst stringToSign = algorithm + "\n" +

timestamp + "\n" +

credentialScope + "\n" +

hashedCanonicalRequest

(stringToSign)

onst kDate = (date, 'TC3' +
»nst kService (service, kDate)
onst kSigning ("tc3_requ t', kService)
const signature = (stringToSign, kSigning, 'hex')

(signature)

const authorization = algorithm + " " +
+ "/" + credentialScope + ",
+ signedHeaders + ", " +
+ signature

(authorization)

X POST ' + "https://" + endpoint
' + authorization + ""'
"Content-Type: application/json; charset=utf-8"'
"Host: ' + endpoint + '"'
"X-TC-Action: ' + action + '"'
"X-TC-Timestamp: ' + timestamp.
' + version + '"!'
"X-TC-Region: ' + region + '"'
" + payload + "'"

(curlcmd)

lude <algorithm>
de <cstdlib>
stream>
<iomanip>
stream>

<string>
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ssl/sha.h>

ssl/hmac.h>

string
{
string utcDate;

char buff[20] =

struc sttime;

sttime = *gmtime (&timestamp) ;

strftime (buff, sizeof (buff), "%$Y-%m-%d", &sttime);
utcDate = string (buff);

return utcDate;

t

string (int64_t n)
{

std::stringstream ss;

ss << n;

return ss.str();

string
{
char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;

Init (&sha256) ;
_Update (&sha256, str.c_str(), str.size());

256_Final (hash, &sha256);

std::string NewString = "";

0; 1 < SHA256_DIGEST_LENGTH; i++)

snprintf (buf, s of (buf), "%02x", hash[i]);

NewString = NewString + buf;

‘n NewString;

HMAC_CTX *h;
#1f OPENSSL_VERSION_NUMBER
HMAC_CTX hmac;

HMAC_CTX_init (&hmac);

h = &hmac;
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&key[0], key.length(), EVP

ed char* )&input[0],
int len =

(h, hash,

OPENSSL_VER! ) R 0x10100000L

i < len; i++)

ss << hash([i];

string

st cha onst lut = "0123456

_t len = input. gth();
string output;
output.reserve (2 * len);
(size_t i = 0; i < len; ++1i)
char ¢ = input[i];
output.push_back (lut[c >> 4]);

output.pus oack (lut [c & 15]);

‘n output;

string SECRET_ID = get

string SECRET_KEY

string service =

IRIFRE: BR=ItE (It ) BRSEATF 8834 H70m:




string host =

string region angzhou";

string action =

string version = 17-03-12";

nt 64 timestamp = 1551113065;

string date = get_data (timestamp

"POST

string httpRequestMethod =

w/n.
Lo

string canonicalUri =

"cvm.tencentcloudapi.com";

"DescribeInstances";

)i

n
2

string canonicalQueryString = "";

string lower = action;

std::transform(action.begin(),

string canonicalHeaders = string

+ "host:" + host + "\n"

+ "x-tc-action:" + lower + "\n";

string signedHeaders = "content-

string payload = "{\"Limit\": 1,

\"m1]1m.
\ " 5]

ce—name 8

string hashedRequestPayload = she

string canonicalRequest =

nw\ A

+ canonicalUri + "\n

canonicalQueryString + "\n"
canonicalHeaders + "\n"
signedHeaders + "\n"
hashedRequestPayload;

cout << canonicalRequest << endl

string algorithm = "TC3-HMAC

string RequestTimestamp = int2s

string credentialScope = date +

string hashedCanonicalRequest =

string stringToSign = algorithm
Request;

cout << stringToSign << endl;

string kKey = "TC3"

string kDate = Hma 256 (kKey,

string kService
string kSigning
string

cout << signature << endl;

string authorization =

+ "SignedHeaders=" + signedHeaders +

cout << authorization << endl;

IRIFRE: BR=ItE (It ) BRSEATF

action.end(),

httpRequestMethod +

2256 (kDate,
56 (kService,

signature = HexEncode (Hmac

algorithm +

lower.begin (), ::tolower);

("content-type:application/json;

Type; host; x-tc—acti

\"Filters\": [\"\\u672a\\u547d\\u540d\"1],

256}

lex (payload) ;

\
"\n"

’

r (timestamp) ;

"/" + service + "/" + "tc3_reque

st";
sha256Hex (canonicalRequest) ;

n\ A n

+ "\n" + RequestTimestamp + "\n" + credentialScope + "\n

+ SECRET_KEY;

date) ;
service);
"

Sha256 (kSigning, stringToSign));

m Credential=" + SECRET_ID + "/" + credentialScope +

ature=" + signature;

n
’

\"Name\":
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string curlcmd = "curl -X POST https://" + host + "\

AL

-H \"Authorization: " + authorization + \n
Type: application/json; charset=ut
" + host + "\"\n"
Action: " 4+ action + "\"\n"
"X-TC-Timestamp: " + RequestTimestamp + "\"\n"
"X-TC-Versi : " + version + "\"\n"
\"X-TC-Region: " + region + "\"\n"
" + payload + "\'";
cout << curlcmd << endl;

eturn

<ctype.h>
lude <string.h>
lude <stdio.h>
de <stdlib.h>
me.h>
<stdint.h>
ssl/sha.h>

sl/hmac.h>

struc 7
sttime = *gmtime (&timestamp) ;

strftime (utc, len, "%$Y-%m-%d", &sttime);

char buf[3];

igned char hash[SHA256_DIGEST_LENGTH];
SHA256_CTX sha256;
SHA256_1Init (&sha256) ;
SHA256_Update (&sha256, str, strlen(str));
SHA256_Final (hash, &sha256);

0; i < SHA256_DIGEST_LENGTH; i++)

intf (buf, sizeof (buf), "%02x", hash[i]);

(result, buf);
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HMAC_CTX *h;

if OPENSSL ERSION
HMAC_CTX hmac;
HMAC_CTX_init (&hmac) ;
h = &hmac;

HMAC_CTX_new () ;

HMAC_Init_ex(h, key, key_len, EVP_sha256(),
HMAC_Update (h, ( unsigned char* )input, input_len);

HMAC_Final (h, output, output_len);

#if OPENSSL_VERSION_NUMBER < 0x10100000I

HMAC_CTX_cleanup (h);

add_out [128]
har temp[2]

(size_t 1 0; i < input_len; ++1i)

char ¢ = input[i];
temp[0] = lutlc >> 4];
strcat (add_out, temp);
temp[0] = lut[c & 15];
strcat (add_out, temp);
t
strncpy (output, add_out, 128);

0; srcli]; i++)

ower (src[i]);
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SECRET_ID = ge
SECRET_KEY =
service =
host =

region = "ap-g

action

char* version = "201

1t64_t timestamp = 155111

char date[20] = {0};

get_utc_date (timestamp, da

char* http_request_method =

char* canonical_uri

char* canonical_quer
~har canonical_headers[10
strcat (canonical_headers,
strcat (canonical_headers,
{0};

value) ;

char value[100] =
lowercase (action,
strcat (canonical_headers,
~cat (canonical_headers,
char* signed_headers

const char* payload = "{\
nstance—-name\"}]}";

char hashed_request_payloa

"cvm.ter

0] =

tenv ("TENCENTCLOUD_SECRET_ID") ;

getenv ("TENCENTCLOUD_SECRET_KEY") ;

"cvm";

1centcloudapi.co

uangzhou";

S £
3065
50097

te, sizeof (date));

"POST";

- n/un.
/T

y_string =

nn .
’

{"content-type:application/json; charset=utf-8\nhost:"};
host) ;

"\nx-tc-action:");

value) ;
"\n") ;
- ’

= "content-type;host;x-tc-action";

Limit\": \"Filters\": [{\"Values\":

d[100] = {0};

sha256_hex (payload, hashed_request_payload);

~har canonical_request[256
sprintf (canonical_request,
canonical_uri,
signed_headers,

o "

5s\n", canonical_r

char* algorithm = "T

char request_timestamp[16]
sprintf (request_timestamp,
~har credential_scope[64]
strcat (credential_scope,
sprintf (credential_scope,
char hashed_canonical_requ
sha256_hex (canonical_reque
har string_to_sign[256] =

sprintf (string_to_sign, "%s

IRIFRE: BRzItE (ItR) ARSER

canonical_guery_string,

| =1

"o

0};

s\n%s\n%s\n%s", http_request_method,

a\nea\ne
S\NsS\N

canonical_headers,

hashed_request_payload) ;

equest) ;

= {0};

date) ;

W _request", date, service);

$s/%s/tc
est[100] = {0};
st, hashed_canonical_request) ;
{0};

\n%s\n%s\n%s", algorithm, request_timestamp,

=)

[\"\\u672a\\u547d\\u540d\"],
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credential_scope, hashed_canonical_request) ;

printf ("$s\n", string_to_sign);

r k_key[64]
f(k_key,

"TC3", SECRET_KEY);
{0};

ed int output_len = 0;

d char k_date[64]
hmac_sha256 (k_key, strlen (k_key),
= {0};
output_len, service,
= {0};

output_1len,

date, rlen (date),

ed char k_service[64]
hmac_sha256 (k_date,

igned char k_signing[64]

hmac_sha256 (k_service,

"tc3_re

har k_hmac_sha_sign[64] =

{0};

hmac_sha256 (k_signing, output_len,

char signature[128] = {0};

hex_encode (k_hmac_sha_sign, output_len, signature);

printf ("$s\n", signature);

char authorization[5

2]

sprintf (authorization, "%s Credential=%s/%s

algorithm, SECRET_ID, credential_scope, signed_headers,

printf ("$s\n", authorization);

char curlcmd[10240

f(curlcmd,

\"Authorizati

"Conte

1t-Type:

\ ; S\ T
"Host: %s\"\n \

\"X-TC-Action: %s
tamp:
.

Version: %s\

2 g\ M\

\n

host, authorization, host, action, request_timestamp,

printf ("$s\n", curlcmd);

Rfttigs

« Lua: GitHub

« Swift: GitHub

« Dart: GitHub

« Shell(Bash): GitHub

oS
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k_date,

trlen(service),

string_to_sign, strl

version,
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&output_len) ;

k_service, &output_len);

request"), k_signing, &output_len);

n(string_to_sign), k_hmac_sha_sign, &output_len);

Signature=%s",

signature) ;

\

region, payload);
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https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/lua
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/swift
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/dart
https://github.com/TencentCloud/signature-process-demo/tree/main/signature-v3/bash
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FREMTEZXMANEIRG, BIRIBIIRERLE,
iR iRtk
AuthFailure.SignatureExpire F2idH . Timestamp SIRSH|FWEIESKROIFTRERGEBE RS .
AuthFailure.SecretldNotFound  BAFEFE. BREHAEERHREHER, REEVSHTEHRES TFH.

. . . FEEIR. THESIITEER, IBEXBS5LMRZNASFEES, thEEREEH SecretKey &
AuthFailure.SignatureFailure

RSEN,.
AuthFailure.TokenFailure [fRFEE Token $EiR.
AuthFailure.InvalidSecretid ZiRIEE (F2= API A28
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N
oA e
IEE#HATE: 2024-12-25 01:22:23

BER®GE VI BEEHE, ERMEMNZSMHTMERSE v3, HEERAESSE V3.

BRIERD, ZBIUER AP| Explorer iy “SZHRER” Thae, EEFEEEIRATH “API 3.0 £8 v1” , JUIERESSRHITINNE, FHRILTEHIRE
IESEERG, BERER SDK X3, EFERBIN= AP BERER 8 MERMFIZIES SDK, EEHRTEIMERIRE, WEFE, XF
Python. Java. PHP. Go. NodeJS. .NET. C++. Ruby,

#EF(ER API Explorer

f&aLAiEiE APl Explorer B9 [ #2840 | BREESMEOSSZNERIRE.

Bz APl SXEMBRERETEHIGE, IENEREFTEELAHLBERSHHPEEESRER (Signature ) DISIESRESH .
ELECHEEEIEER, REFIEEE Secretld 7l SecretKey; ERFIESEREREIE, BT ZAPIEHRNE B85, SNEEEARAZ API 2
A,

1. RERSFIE

EE—RERT AP| 28T, B8 = AP ZHHRE REREEIE,
Z2EZIEEIE Secretld #1 SecretKey:

« Secretld AF#riR APl BRESH
+ SecretKey AFINZEEZFFFEIRSS SRR ZFRRIZEH.
- APSATBRERSEIE, BHlE.

RIEREFENEFSENT:

1. B BA=EEHOERE .
2. gitE = AP| Z$H poisFlaTm
3.7 = API %5 nE, B [ #iE=E | BIaJLASIZE—3T Secretld/SecretKey.

R BIMRSESTLUAET Secretld/SecretKey,

2. ERMEEEH

BT RLEIE Secretld #l SecretKey &, MAILAEREZRT . UTRERAEEAE v1 £EREZBREMTRE:
iRz FAFHY Secretld 1 SecretKey 512!

. Secretld: AKID* ***xkkhkhkhkhkhkhkhdkrkrkhkrkhrkxk

. SecretKey: R R i I I I I

R XBERERG, SIREMAFEERRIERN Secretld fll SecretKey H{TEEERIE!
L= EEFEFIFIZE ( Describelnstances) i&XkA6], HAPRABX—EORN, HEiERSHTENT:

BHEM thyz BHE

Action BiEA Describelnstances

Secretld %48 1D AR % % % koo % % oo % ook % ok
Timestamp E G 1465185768

Nonce BEHLIEREEL 11886
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https://console.cloud.tencent.com/api/explorer
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v1
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SHER Hh3z s4E

Region SEIFRTE XS ap—guangzhou
Instancelds.0 FEIRRISEH ID ins—09dx96dg
Offset RigE 0

Limit AL 20

Version ZORSS 2017-03-12

XERRT TS AHSHMZEORMASE, AFUTLMRIESIARZERNEMSE, fli Language fl Token 2HS%,

21, HEHHF

BAMREERSHIESHBNFHE ( ASCHEB) AEHE, 58 1) Rigsg&fTHE, SEERISONET, 785k 2) & ASCI 3
kX, 80 Instancelds.2 ZHEE Instancelds.12 G, FRIEFEER, BHFARIREE. APULMGEHREESPIEXHIFREREMIX—Ih8E,
M PHP $fY ksort HEl, EiRREISEAGHIFRERNT:

{

'Action' : 'Describelnstances',

'InstanceIds.0' : 'ins-09dx96dg’',

'Limit" : 20,

'Nonce' : 11886,

'Offset' : O,

'Region' : 'ap-guangzhou',

'SecretId' : VAKID********************************"
'Timestamp' : 1465185768,

'Version': '2017-03-12",

1
I

EREERERRIHESHAN, A EERGIRRISEETHR, SRINER—EE.

2.2, HHEERFIEH

WL BRERIBRFERFSR,

BB E—SHIFIFERSEIRER “SHSM=28E" B, X Action 28, HE2HE#H "Action" , 8%({E7 "Describelnstances"
, ELEETE S Action=Describelnstances

R “S¥E” HREMIE url KEEHE.

ARBEACENSISHA"& HIZTE—E, REEMINEREGEHN:

Action=DescribeInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-guangzhou&Secre

EIA=AKID**¥** & *kkxkhkxkhkhxkxkxxrkrxrxtx*gTimestamp=1465185768&Version=2017-03-12

2.3. PHESE R FIEH

U ERE R B RS F R
BERENFHFEHRUTNASEEMK:

1. i{5K75E: 235 POST #1 GET AU, iXE(EM GET i5XK, FEAiEIEXE.,

2. {ERENEFZLHIFIER(Describelnstances)iliBERkiEZA: cvm.tencentcloudapi.com. ZFRENEREESREZOMBERNARTAR,
HFREEOWRE.

3. iIERIERE: HFRAZAPIRIERIEREERN | -
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4. {ERFHFE: B E—SERMERERF S

BRESCRIIHHENMNA: BRFGE + BEREN HEREE « 2 + BREFHR
THIRHHEE R

GETcvm.tencentcloudapi.com/?Action=DescribelInstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=11886&0ffset

=0&Region=ap-guangzhou&Secret IA=AKID* * ¥ * ¥k k& xkkk Ak xxkkkkxkhkkxxxkxxx*xgTimestamp=1465185768&Version=2017-03-1

2

2.4 EREEH

U TR RERS
B5E6ERA HMAC-SHA1 HiZd L —S iR BHEBRNFHRHTES, RARBEMNEZH(ER Base64 #1745, BIRRESRENESSH.

BRI, LA PHP iB57961:

$secretKey = T RR KK KKK KKK KK KKK KKK KK KKK KK AKX KKK KN

$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=1
1886&0ffset=0&Region=ap-guangzhou&Secret Id=AKID** * ¥ x * k& xxkkkhkxkhkhxxrkkxxxrrsxgTimestamp=1465185768&Versio
n=2017-03-12";

$signStr = base64_encode (hash_hmac('shal', $srcStr, S$secretKey, true));

echo $signStr;

RESHNERHEN:

TRAM2x fNMO9EiVTINmPg06MRNCvQ=

EREEERRIHESHAN, AR LERGIPREEITERIIE, SRNERHESHFHI—HET,

3. ERRMmIG
EMMESEHTREREDERSY, BEVHT URL H15.

M E—SERREZRA TRAM2XINMOIEIVTNMPg06MRNCVQ= , REBEINEZRIFERSH ( Signature ) 7:
7RAM2xfNMO9EIVTNmPg06MRNCvQ%3D, BiRTFEMZERIER URL.

R MNEAPRERSGER GET, H&Ei\RGEH POST [ Content-Type # application/x—www-form-urlencoded, WI&XiERIIFR
AERSYHEDREN URL {3, SHEN-FSTRERB. IF ASCIl FFHE URL HFiBAIBESLL UTF-8 #{THB.

HR: FUEEEENNEESENMESYHT urlencode, EXHIEAT, RMABENEZHHTT URL FET, FWAAXR URL KRSSHE
BEM.

R Rft2¥Eth®BEHRTRSG, WERA RFC 3986, A %XY MWFHFHPIMRFHITESLLREN, Hbh X7 1 “Y” B+ ##sHE (0-9
MXEFH A-F) , EANERSIRER.

4, EREM

RIESCIRER, FEMTERLWANEIRT, SRIELIAMERLE,

RS iRk
AuthFailure.SignatureExpire F2ILH
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http://tools.ietf.org/html/rfc3986

O BHS BRI MO

RS eSS
AuthFailure.SecretldNotFound BRREFE
AuthFailure.SignatureFailure BRER
AuthFailure.TokenFailure token iR
AuthFailure.InvalidSecretid EiRiEZ (F2= API Z§A2EE)

5. ERER

fEChniER API 3.0 BY, #EFERERENEIA R SDK 3.0 , SDK #ETESHERE, FRRIAXEF-RIZHHEMFEONT, FMERSR% SDK H
0o HREISZHFHIRIEES A

« Python
- Java

« PHP

- Go

* NodeJS
« .NET

e C++

* Ruby

TERET FRFRIEMRES demo, EATLMKEIMNMIFREESSEZER:

» Signature Demo

ATEEFRNBERERLE, THEMZRREES 6, B ERNESIREMIM, BROES . AREGROMNSHNEERSI LIrESEEE, K
BRIOBEEREE, HTESERM, CRFRBEREMERA SDK

BEGHBAY url BIEEA: https://cvm.tencentcloudapi.com/?Action=DescribeInstancessInstanceIds.0=ins—
09dx96dg&Limit=20&Nonce=11886&0ffset=0&Region=ap-
guangzhou&Secret IA=AKID* * * * * A &k Ak ki ko k kA xdk ko kdkxkxxkx*gSignature=7RAM2XxENMOIELIVINMPg06MRNCvQ%$3D&Timestamp=14651

85768&Version=2017-03-12 o

R BT ROIPHNZHAREEN, HEStEFR2RALRE, EinRSLE url FEREEFITHEER curl EHSRARRSRESMER: 881
H, ATEF—ANAUEEREN url , EEEMREITE Secretld F1 SecretKey AESERIEA, FHEARFLRATEAEIER Timestamp o

FE: ATEREP, FRFRES, EER—ESEXNTERIN url TREMEMTRE, RRASHNIRFERE, BXHFFZNERLE. RSBMES
e, BESITEIERENE.

iR UTRBNERT API 3.0, FatEERATHNESRE, BIRAYSERR]ETE,

Java

t java.io.UnsupportedEncodingException;
java.net .URLEncoder;
java.util.Random;

c java.util.TreeMap;

-t javax.crypto.Mac;

javax.crypto.spec.SecretKeySpec;

javax.xml.bind.DatatypeConverter;
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https://cloud.tencent.com/document/sdk
https://cloud.tencent.com/document/sdk
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby
https://github.com/TencentCloud/signature-process-demo
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= "UTF-8";

String (String s, String key, String method) nrows Exception {
Mac.getInstance (method) ;
(key.getBytes (CHARSET), mac.getAlgorithm());
mac.init (secretKeySpec) ;
byte[] hash = mac.doFinal (s.getBytes (CHARSET)) ;

return DatatypeConverter.printBase64Binary (hash);

(TreeMap<String, Object params) {

("GETcvm.tencentcloudapi.com/?") ;

(String k : params.keySet ()) {

.append (k) .append ("=") .append (params.get (k) .toString()) .append ("&") ;

urn s2s.toString() .substring (0, s2s.length() - 1);

reeMap<String, Object> params) throws UnsupportedEncodingException ({

("https: centcloudapi.com/?");

(String k : params.keySet ()) {

.append (k) .append ("=") .append (URLEncoder.encode (params.get (k) .toString (), CHARSET)) .append("&");

urn url.toString() .substring(0, url.length() - 1);

(String[] args) throws Exception {

TreeMap<String, Object> params = W <String, Object>();

params.put (

params.put ("Timestamg

params.
params.
params.
params.
params.
params.

params.put ("InstanceIds.0", "ins-09dx96dg");

params.put ("Signature", sign(getStringToSign (params), System.getenv ("TENCENTCLOUD_SECRET_KEY"), "HmacSHA
"))

System.out.println (getUrl (params)) ;

t
}
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Python

EE: ERE Python 2 FIEHIETT, BELRIE requests KEii8: pip install requests o

base64
hashlib
hmac

os

requests

secret_id = os.environ.get ("TENCENTCLOUD_SECRET_ID")
secret_key = os.environ.get ("TENCENTCLOUD_SECRET_KEY")

def (method
s = method + endpoint + "/2"
query_str = "&".join("%s=%s params [k]) for in sorted (params))

return s + query_str

def (key, s, method) :
hmac_str = hmac.new(key.encode ("utf8"), s.encode("utf8"), method) .digest ()

return base64.b6d4encode (hmac_str)

if _ _name_

endpoint =

data = {

'Action' : 'DescribelInstances

VT c 0) . 1 = —(0) @

09dx9

ap-guangzhou',
SecretId' : secret_id,
Timestamp' : 1

Version': '2017-03-12"
= get_string to_sign ("GET", endpoint, data)

data["Signature"] = sign_str (secret_key, s, hashlib

print (data["Signature"])
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pto/hmac"
"crypto/shal"
"encoding/base64"
"Emt "
nogt
"sort"

strconv'

secretId := os.Getenv ("TENCENTCLOUD_SECRET_ID")

secretKey := o0s.Getenv ("TENCENTCLOUD_SECRET_KEY")

params :=

"Nonce":

amp": strconv.Itoa (146

"Region": "ap-guangzhou",
etId": secretld,

"Version": "2017

"Action": "DescribelInstances",

'Instance )": "ins-09dx96dg",
"Limit": strconv.Itoa(20),
"Offset": strconv.Itoa(0),

}

buf bytes.Buffer
WriteString ("GET")
WriteString ("cvm.tencentcloudapi.com"

WriteString("/")

WriteString ("?")

0, len(params))

sort.Strings (keys)

i := range keys {

:= keys|[i]
.WriteString (k)
.WriteString("=")
.WriteString (params[k])

.WriteString("&")
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buf.Truncate (buf.Len() - 1)

hashed := hmac.New(shal.New, []byte (secretKey))

hashed.Write (buf.Bytes())

fmt .Println (base64.StdEncoding.EncodeToString (hashed.Sum(nil)))
}

= getenv ("TENCENTCLOUD_SECRET_ID") ;

= getenv ("TEN “"RET_KEY") ;

["Ve on = "2017-03-1°
["Action"] = "DescribelInstance
["InstanceIds.O0"] = "ins-09dx9

[V dbndlic V]

"GETcvm.tencentcloudapi.com/?2";

{

= base64_encode (hash_hmac ("¢

.PHP_EOL;
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openssl'

'baseb64'

secret_id = ENV["TENCENTCLOUD_SECRET_ID"]

secret_key = ENV["TENCENTCLOUD_SECRET_KEY"]

method =
endpoint
data = {
'Action' =>

gion' => 'ap-guangzhou',
'SecretId' => secret_id,

stamp' => 1465185768
'Version' => '2017-03-12",
}
sign = method + endpoint + '/72'
params = []
data.sort.each do
params <<

na
sign += params.join('&")
digest = OpenSSL::Digest.new('shal')
data['Signature'] = Baseb4.encodeb4 (OpenSSL: :HMAC.digest (digest, secret_key, sign))

puts data['Signature']

System;
System.Collections.Generic;
System.Net;
System.Security.Cryptography;

System.Text;
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signRet = string.Empty;

(HMACSHA1 mac = new HMACSHAIL (Encoding.UTF8.GetBytes (signKey)))
{
byte[] hash = mac.ComputeHash (Encoding.UTF8.GetBytes (secret));

signRet = Convert.ToBase64String(hash);

signRet;

retStr = "";
retStr += requestMethod;
retStr += requestHost;
retStr += requestPath;
retStr += "?2";
g v =

nw .
’

(string key i requestParams.Keys)

ring.Format ("{0}={1}&", key, requestParams][key]);

retStr += v.TrimEnd('&");

return retStr;

SECRET_ID = Environment.GetEnvironmentVariable ("TENC

SECRET_KEY = Environment.GetEnvironmentVariable ("TENCE]

j endpoint cvm.tencentcloudapi.com";
region = "ap-guangzhou";
action "DescribelInstanc
"2017

version = "201

le RequestTimestamp

Dictionary<string, string> param new Dictionary<string,
param.Add ("Limit", "20");

param.Add ("Offset", "O0");

param.Add ("Instancelc

param.Add ("Action", action);

param.Add ("Nonce",
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param.Add ("Tim mp", RequestTimestamp.ToString());

param.Add ("Version", version);

param.Add ("SecretId", SECRET_ID);

param.Add ("Region", region);

SortedDictionary<string, string> headers = new SortedDictionary<string, string>(param, StringComparer.Ordin
al);

string sigInParam = MakeSignPlainText (headers, "GET", endpoint, "/");

string sigOutParam = Sign (SECRET_KEY, sigInParam);

Console.WriteLine (sigOutParam) ;

+

oint) {
params [ 'Signature'] codeURIComponent (params|['Signature']);
onst url_strParam = (params)

return "https://" + endpoint + "/?" + url_strParam. (1);

ction
strSign = regMethod + endpoint + path + "?" + strParam.
urn strSign;

1ctiol (secretKey

’

signMethodMap = {'Hma

hmac crypto. (signMethodMap [ 'HmacSHAL1'], secretKey || "");

urn hmac. . (strsign, 1t f€ . ('base6d')

ion
strParam = "";

et keys

keys. 0;

"=" + params[keys[k]]);

strParam

= process.env.TENCENTCLOUD_SECRET_ID
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= process.env.TENCENTCLOUD_SECRET_KEY

endpoint = "cvm.tencentcloudapi.com"
= "ap-guangzhou"

"2017-03-12"

let params = {};

params [’ =
params|['Instancelds.0']
params['Limit"']
params|['Offset']
params [ 'No
params|['Region']
params|['S
params|['Timestamp']

params [ 'V

strParam = (params)

“onst regMethod = "GET";
onst path = "/";

strSign = (regMethod, endpoint, path, strParam)

params [ 'Signature']

(params [’
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A =
IR[OIE5R
IEE#HATE: 2024-03-12 01:18:44

= API 3.0 #02AIRE JSON #i7E, EEIE JSON 1EXAROSE PR . EE JSON HiErRAMRE) 50 MB, RIEEIRIHIEE
ERAIRE, BEREEXMFFREIREEIR. SREZOXEPSEHRIERINGE (FIMNEIEE ) XESRINGE, EHERMEFEEX,

TR BRRESRBIRSIHEELET, M HTTP KEB1955200, FIINRERESAENERBIESZRY, B HTTP AEB2200, A2
401,

IEFRIREISR

A= RS SEBANEOEELHIIREFIE (DescribelnstancesStatus) 2017-03-12 kA%, HiEAEKIY, ET8EASREINT:

{

"Response": {

"TotalCount": O,
"InstanceStatusSet": [],

"RequestId": "b5b41468-520d-4192-b42£f-59¢

t
t

+ Response REMEH Requestld REIENFEE, TiLERHINSSE, RE APILET, WHESIERE,

+ Requestld BF— APl iERIIE—IRR, MR API BIRE, SILBR BNk sk 1232 T8, FHEHEZ ID REREE,

o BRTEENFEN, ERNUAEMEOENNFE, FRNEOMEENFES MEOXEPHEN . 1fIFH TotalCount #
InstanceStatusSet 33 DescribelnstancesStatus EOEXMFEE, AT ABGRNARSINESERRSEES], Bt TotalCount 7
WiERTRIREEN 0, InstanceStatusSet FIFEAZE.

HIREEESR

HiFAKY, HEREERGIINTA:

{
"Response": {
"Error": {

"Code": "AuthFai

"Message":

b
"RequestId": "
}
}

+ Error HEIRREZERFARELEY . Error FERIEREMERE Code Fl Message FRIEERLUI 2 EREIR .

¢ Code FRTEFHIBANEIRE, HiERHERATUSRIERZERIGEATLERBMLIRONMAYERIESIREAE SR N ERMERS R,
+ Message BRHTXMERERENERFERE, MEUSEKEFUFEMME, WXAATRSEERISTENER, APFNKBIXMEEE,

+ Requestld AF—" APl iEREIME—IRR, R APl HIRRE, ATLAKER BNZER 8 23215, FigHiz ID REREE.

AHEHIRP
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IREIERPINRFE Error FE, WRTIEAA APl 0%, Error Fi9 Code FERETHEIRID, FABSSEIRIsEHIMAYEIRIB A ALEIRG, TE
RIBIRIBFIRIBESEARm “API X" BRTH “BiRiE” THE.
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S Fg A HY
SR
RIEEFRATE: 2022-08-10 06:23:21

BRI = AP 3.0 MASHAEESHSFINT NSRS :

String: &,

o Integer: BE, FRATHSO64UEL ., SDK 3.0 FEAFEIESIIFHEBEMER, BLIFERREESHRAEREN, I colang Ky
uint64d,

+ Boolean: #/RE,

+ Float: Z=E,

+ Double: WiEEZERE,

« Date: Fff&, BHEAE. fla0: 2022-01-01,

« Timestamp: F#&, HEgl. Fign: 2022-01-01 00:00:00,

+ Timestamp ISO8601: ISO 8601 2HEFRREMLLAL ( International Organization for Standardization, 1SO) &%fIxF BHHAFNRTE]
EXERRNE, WRERR (GB/T 7408-20058EmilzsikiglE R HEIfINEFRTE) . BN ERREESIREREHTISIUEN .
f5an: 2022-01-01T00:00:00+08:00,

+ Binary: Z#HIRS, BSELUSEMGERINGER.
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O BAT

URIILEES-{m
BasBAS

RIEEFAE: 2025-04-25 01:19:40

1. EOR

EOEKRER: cmaq.tencentcloudapi.com .

e IRTIETIES
ERAEZOIERINZIRE: 200R/7%

#FEZ(ER API Explorer

HEBAZI CMQ

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

RRRE.
2. WA
SHEM Wik 2R
Action = String
Version = String
Region = String
TagKey B String
Limit B Integer
QueueName & String
Filters.N B Ar ray of
Filter
Offset B Integer
3. e
SHEW ESic]
TotalCount Integer
Array of
Set
QueueSe QueueSet

IRIFRE: BR=ItE (It ) BRSEATF

/N

ARSE, AEOE: 2019-03-04,

>
o
W

&, FERFmIZITEY hidsIE

IREEER
FHIE: tag

ST ATREASIEIN L, MBRERZSH, WiZSHRIAH20, HAEH50.
BIE: 20

fERCE.QueueName
FBIE: testQueue

FESH, BEszi¥QueueNameffit, BIEFE— ¥kig=
TEHE: name

SRS A TEREPASIFURAGERIAE . MRBFTiZE, LRBEIES limit . ZEREH
ERELME O
wfE: 20

SBAFIEL
BIE: 20

PASIEIRTIR

» BE&
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https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/406/42640#Filter
https://cloud.tencent.com/document/api/406/42640#QueueSet
https://console.cloud.tencent.com/api/explorer?Product=cmq&Version=2019-03-04&Action=DescribeQueueDetail
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SHEM g ik

W—iEK ID, HRSBIRER, SRERBSIEE (EHEREEMRERERERSR, WiZRiE

Requestld  String {8 Requestld) . EAEHESIREEZREREY Requestid.

4. =
B SRENAFIFUE

BATH

https://cmg.tencentcloudapi.com/?Action=DescribeQueueDetail
<AHIERSH>

{

"Response": {
"TotalCount": 4,
"QueueSet": [

{

"Tags": [1,

"QueueId": "queue-kc7/m7
"QueueName": "testqu
"CreateUin": 20548499,
"Qps":

"Bps": 52428800,
"MaxDelaySeconds":
"MaxMsgHeapNum": 100000000,
"PollingWaitSeconds":
"MsgRetentionSeconds": 345600,
"VisibilityTimeout":
"MaxMsgSize": 65536,
"RewindSeconds":
"CreateTime": 158
"LastModifyTime":
"Transaction": null
"DeadLetterSource": [],
"DeadLetterPolicy": {
"DeadLetterQueue": "queue-0v0y
"DeadLetterQueueName": "t
"Policy": 0O,
"MaxReceiveCount":
"MaxTimeToLive": null

H

"TransactionPolicy": null,
"ActiveMsgNum" :
"InactiveMsgNum": 0O,
"DelayMsgNum": O,

"RewindMsgNum" :
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o

{

"Tags": [],

"QueueId": "queue-0v0y40
"QueueName": "
"CreateUin":

"Qps":

"Bps": 52428
"MaxDelaySeconds":
"MaxMsgHeapNum": 232°3
"PollingWaitSeconds":
"MsgRetentionSeconds":
"VisibilityTimeout":
"MaxMsgSize": 121223,
"RewindSeconds":
"CreateTime": 15814
"LastModifyTime":
"Transaction": null,
"DeadLetterSource": [
{

"QueueId": "queue-kc7m
"QueueName": "

}

i

"DeadLetterPolicy": null,
"TransactionPolicy": null,
"ActiveMsgNum": O,
"InactiveMsgNum": O,
"DelayMsgNum": O,
"RewindMsgNum" :
"MinMsgTime": 158

b

{

"Tags": [],

"QueueId": "queue-dvukxexc",
"QueueName" : dead",
"CreateUin":

"Qps":

"Bps":

"MaxDelaySeconds":
"MaxMsgHeapNum" :
"PollingWaitSeconds":
"MsgRetentionSeconds":
"VisibilityTimeout":
"MaxMsgSize":
"RewindSeconds":
"CreateTime": 1581418590,
"LastModifyTime":

"Transaction":
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"DeadLetterSource": [],
"DeadLetterPolicy": null,
"TransactionPolicy": null,
"ActiveMsgNum": O,
"InactiveMsgNun": O,
"DelayMsgNum": O,
"RewindMsgNum" :
"MinMsgTime": 158201

by

{

"Tags": [1,

"QueueId":

"QueueName" :

"CreateUin":

"Qps": 5000

"Bps": 52428800,
"MaxDelaySeconds":
"MaxMsgHeapNum": 100000000
"PollingWaitSeconds":
"MsgRetentionSeconds":
"VisibilityTimeout":
"MaxMsgSize":
"RewindSeconds":
"CreateTime": 158
"LastModifyTime":
"Transaction": null,
"DeadLetterSource": [],
"DeadLetterPolicy": null,
"TransactionPolicy": null,
"ActiveMsgNum": O,
"InactiveMsgNum": O,
"DelayMsgNum" :
"RewindMsgNum": O,
"MinMsgTime": 15820

t

I

"RequestId":

t

}

BR= APl &

Bz API E& 2458 API 3. Hi%i3. APl Explorer & SDK SR FHNA—EATS, HEENE—AOEGRERBENRIZERE API IR
E=)

API Inspector

FPAEE API Inspector BEEIEHIGE—SIREXEN AP ERER, HEERZESHRER APl X3, tEaIFIE AP Explorer #{77ELE
ito
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697

O BHS

SDK
= API 3.0 RIHTREMNFRIESE (SDK) , TSSMRHIEES, SEEHENER APl

« Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
« Tencent Cloud SDK 3.0 for Java: GitHub, Gitee

« Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Go: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
« Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee

« Tencent Cloud SDK 3.0 for C++: GitHub, Gitee

« Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BOTIR
« Tencent Cloud CLI 3.0

6. $EiRE

KIS T2 O SSZIsEXRIEIRIS, EhERIDIERN AEIRG,

=t ik

IRIFRE: BR=ItE (It ) BRSEATF

FailedOperation

FailedOperation.TryLater

InvalidParameter
LimitExceeded
ResourcelnUse
ResourceNotFound
ResourceUnavailable
ResourcesSoldOut

UnauthorizedOperation

BRAFE

BAFR1TH, BREER.
SHEIR.

Bt EeERpRE o
BiRMER.

BRFFE.

BRI

"REE,

RIFIURE

HEBAZI CMQ
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https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cmq/v20190304/cmq_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cmq/v20190304/cmq_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cmq/v20190304/CmqClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cmq/v20190304/CmqClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cmq/V20190304/CmqClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cmq/V20190304/CmqClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cmq/v20190304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cmq/v20190304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cmq/v20190304/cmq_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cmq/v20190304/cmq_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cmq/V20190304/CmqClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cmq/V20190304/CmqClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cmq/src/v20190304/CmqClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cmq/src/v20190304/CmqClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cmq/lib/v20190304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cmq/lib/v20190304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/406/42641#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81
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RIEEFAE: 2025-04-25 01:19:40

1. EOR

HEBAZI CMQ

EOEKRER: cmaq.tencentcloudapi.com .

= E ST

ERAEZOISRINZIRE: 200R/%

#FEZ(ER API Explorer

<> mEEiR

API Explorer 12t THELIRA . ERIIE. SDK BERMRERRIZOEFEN . ETEEFSRXARNERATNEEERURB5ER SDK

A=A

2. A%

UTERSHIIRFIE T EOBERSEMBO AHLSY, RBAHSHIIRN 2HERSH,

SR
Action
Version

Region

TagKey
Limit
TopicName

Filters.N

Offset

3. hitLa%

SHEMN

TotalCount

TopicSet

IRIFRE: BR=ItE (It ) BRSEATF

Wik 2R

= String

= String
String

& String

& Integer

S String

= Array of
Filter

& Integer

ESic]

Integer

Array of

TopicSet

iR
~HESE, KEOBE: DescribeTopicDetail,

2, MEOME: 2019-03-04.

>

W

H24, FRFmZTY g%,

>

IrEEIEe,
THE: keyl

S RASATHREATIRINEL, MBRERIZSE, WiZzSHEKRIAH20, KRXAEHRS0,
HE: 20

¥SttEL TopicName.
~EIE: topict

BriRX%iFidiETopicName , BREHE—MEIEES
FBIE: [{"Values":["testtopic"],"Name":"topicName"}]

SRR A TEREPASIFIRAGERIG M E . INREST%(H, LYRBEES limit . ZEREH, FEE
EHME 0o
BE: 0

EFINREE
=~BE: 3

ETFRTIR
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https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616
https://cloud.tencent.com/document/api/406/42616#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8
https://cloud.tencent.com/document/api/406/42640#Filter
https://cloud.tencent.com/document/api/406/42640#TopicSet
https://console.cloud.tencent.com/api/explorer?Product=cmq&Version=2019-03-04&Action=DescribeTopicDetail

(% SH= BRI CMQ

SHEM g ik

H—igK ID, HRSBIRER, SRERTESEE (EEREEMEEKERERSR, MZRERTIRE

Requestld  String Requestld) . ERITEEREZRERE Requestid.

4.
PN BN

BATH

POST / HTITP/1.1
Host: cmg.tencentcloudapi.com
Content-Type: application/Json

X-TC-Action: DescribeTopicDetail
<AHIERSE>

{

"TagKey": "keyq",
"Limit": 1,

"TopicName": "testtopic",
"Filters": [

{

"Values": [

"testtopic"

1,

"Name": "TopicName"

] 4
"Offset": 1

"Response": {
"TotalCount": 1,
"TopicSet": [

{

"Tags": [],

"TopicId": "topic-388k6x98",
"TopicName": "testtopic",
"CreateUin": 20548499,
"MsgRetentionSeconds":
"MaxMsgSize":

"Qps":

"FilterType": 1,
"CreateTime": 158
"LastModifyTime":

"MsgCount": 0
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"RequestId": "

t
t

5. FREGR

A= APl &

Bz API SE& 2458 APl 3. %63, APl Explorer & SDK $XRFHNA—EATS, HEENE—AOEORERBENARIZHERE API IR
E=)

API Inspector

FPAIEE API Inspector BEEIEHIGE—SIRMEXEN AP ERER, HEhERZESRER API X85, tEaIFIE AP Explorer #177ELE
ifo

SDK

= API 3.0 RItTERENFRIEE (SDK) , XISSHRIZES, AEEHEIERA AP,

Tencent Cloud SDK 3.0 for Python: GitHub, Gitee
Tencent Cloud SDK 3.0 for Java: GitHub, Gitee
Tencent Cloud SDK 3.0 for PHP: GitHub, Gitee
Tencent Cloud SDK 3.0 for Go: GitHub, Gitee
Tencent Cloud SDK 3.0 for Node.js: GitHub, Gitee
Tencent Cloud SDK 3.0 for .NET: GitHub, Gitee
Tencent Cloud SDK 3.0 for C++: GitHub, Gitee
Tencent Cloud SDK 3.0 for Ruby: GitHub, Gitee

BSITIR

Tencent Cloud CLI 3.0

6. $EiRH

KRS T2 O S5ZIREXRIEIRS, EMIEREIERL 2

R

FailedOperation
FailedOperation.TryLater
InvalidParameter
InvalidParameterValue.NoTaskld
LimitExceeded

ResourcelnUse
ResourceNotFound
ResourceUnavailable

ResourcesSoldOut

IRIFRE: BR=ItE (It ) BRSEATF

HEEIRE.

ik

BRAFEM

BAFHITH, BEHEER.
SHEIR

ESIdFEFE,

B ECERpR S o
HiRMGERE.

BRFFE.

HREARA.

RREE,

HEBAZI CMQ
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https://cloud.tencent.com/api
https://cloud.tencent.com/document/product/1278/49361
https://cloud.tencent.com/document/product/1278/46697
https://github.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cmq/v20190304/cmq_client.py
https://gitee.com/TencentCloud/tencentcloud-sdk-python/blob/master/tencentcloud/cmq/v20190304/cmq_client.py
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cmq/v20190304/CmqClient.java
https://gitee.com/TencentCloud/tencentcloud-sdk-java/blob/master/src/main/java/com/tencentcloudapi/cmq/v20190304/CmqClient.java
https://github.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cmq/V20190304/CmqClient.php
https://gitee.com/TencentCloud/tencentcloud-sdk-php/blob/master/src/TencentCloud/Cmq/V20190304/CmqClient.php
https://github.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cmq/v20190304/client.go
https://gitee.com/TencentCloud/tencentcloud-sdk-go/blob/master/tencentcloud/cmq/v20190304/client.go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cmq/v20190304/cmq_client.ts
https://gitee.com/TencentCloud/tencentcloud-sdk-nodejs/blob/master/src/services/cmq/v20190304/cmq_client.ts
https://github.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cmq/V20190304/CmqClient.cs
https://gitee.com/TencentCloud/tencentcloud-sdk-dotnet/blob/master/TencentCloud/Cmq/V20190304/CmqClient.cs
https://github.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cmq/src/v20190304/CmqClient.cpp
https://gitee.com/TencentCloud/tencentcloud-sdk-cpp/blob/master/cmq/src/v20190304/CmqClient.cpp
https://github.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cmq/lib/v20190304/client.rb
https://gitee.com/TencentCloud/tencentcloud-sdk-ruby/blob/master/tencentcloud-sdk-cmq/lib/v20190304/client.rb
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/406/42641#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

O BHS BRI MO

NG iR
UnauthorizedOperation RIGHURIE
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O BAT
RS

RIEEFATE: 2025-03-14 01:12:05

DeadLetterPolicy
FEISBATIRRE
#HaNT4EOS|A: DescribeQueueDetail,

E=3d ESid)

DeadLetterQueue String

DeadLetterQueueName  String

MaxTimeToLive Integer

Policy Integer

MaxReceiveCount Integer
DeadLetterSource
FEFEAIIEE

#HINTEOSIA: DescribeQueueDetail,

=3

Queueld

QueueName

Filter

diEsH

ik

FEISBASY

TBIE: queue—xxxxx

FEIEPASIBF

TBIE: deadletterQueue

HEBAZI CMQ

ERAKRHZTHARE . Policys1id#iE. SEE300-43200, $ify, FENMFEHERARBE
MsgRetentionSeconds,

FHIE: 300

FEISPASIZRES o
hIE: 1
ERAEBURE
hE: 1

fik

HEPRASIID,

FHIE: queue—XXXXXXX

HEASIRF

TBIE: testqueue

#ENTF#EOS|A: DescribeQueueDetail, DescribeTopicDetail,

2 ESic]

Values Array of String

Name String
QueueSet
#tE2queueEiEEE

IRIFRE: BR=ItE (It ) BRSEATF

Wik

=
[=]

o

iR
#iE
FBIE: ["test_queue

TESHNEF
fFE: Instanceld

non
H

queue_sync_test"]

£565 H70m



O BHS B OMO

AN THEOS|A: DescribeQueueDetail,
E=1i ESic] 3%

HEPASIID,

Queueld String TBE: queue—XXXXXXXX

EIAFIRYE R EEERA(E, BUEEEO - 432008, ORTAHRBIEREH.

RewindSeconds Integer FEIE: 10
. gIEEUin,
CreateUin Integer RHIE: 100000004332
g RE—IRIEMBATIEHERIRTE . IRE] Unix BHEE, BREF,
LastModifyTime Integer SEIE: 1645087331
e EHEORER . BUEEE1 - 432007 (BM2/0\MR ) , EIAME30.
VisibilityTimeout Integer FEIE: 30
. HEFIZEF,
QueueName String TBIE: testqueue
HEHIZ, trueRTHE, falseRFAHRE
Trace Boolean SEIE: false
KEXRIIRE
Tags Array of Tag FHIE: {"key":"value"}
. EifH DelMsg #EOMIER, EEEEMHFENERNERHE.
RewindMsgNum Integer FHIE: 10
’_i‘ 0[%5 i o
MaxDelaySeconds Integer ;g;{; :chﬁé%ﬂjlﬁ'l
ESHBRE
TransactionPolicy TransactionPolicy EE: WFEBAIEERE] null, FREAZERE.
~EIE: 1
HERBEAN, BEEE60-1296000% (1min-15X) , EXIAE345600%) (4
MsgRetentionSeconds  Integer x) o
TBIE: 60
ERE
DelayMsgNum Integer ;ﬁg fﬁ
RAXEIEESH . BEEEEANEEY N 1,000,000 - 10,000,000, EXEEE
SBE"I%% 1000,000-1000,000,000, EABUEEANIEAEY 10,000,000,
MaxMsgHeapNum Integer EstF£E% 100,000,000,
=f&E: 10000000000
;“:%\ N ) 1A o :;H- - 2 g i o
PollingWaitSeconds Integer _EJ ?ﬁl!ﬂkiﬁlﬁ]%ﬁﬂjlﬂ EVESBEO - 30%, EIAMEO
~EE: 1
Bps Integer A,
B 9 FBIE: 5000
. ERAFIRLTF Inactive K3 ( ERFHIEZERS ) WiHESE, HELE.
InactiveMsgNum Integer — .
~EIE: 1
FEISBATIZRRE o
DeadLetterPolicy DeadLetterPolicy R WFEAIEERE] null, FREAAERE.
w~BE: 1

IRIFRE: BR=ItE (Ib5R) BRSEAR ££66 #£70%,



O BHS BRI MO

E=4i ESid] iR
. FERAFIRRETF Active IKZE ( FLETFHEZERE ) RIEERE, BEME,

ActiveMsgNum Integer — .

~EIE: 1

HERAKE. BYEEE1024 - 1048576 Byte (BMMK —1024K) , EiME
MaxMsgSize Integer 65536,

w~BE: 1

. . HERIKIEZERE, B,
MinMsgTime Integer FOIE: 1645087331
Array of FEISBAT o

DeadLetterSource DeadLetterSource ~EE: 1

BEEHBMNT, trueRTEESER, falseXRFTAERESZHERE.
Transaction Boolean R IFERAEEERE null, RFEEAFEIEHE.
=fNE: false

EBRWHEFHRRYART, HERHERANRIZERN.1E.

Qps Integer FBIE: 5000
CreateTime Integer BAFURYBIZERTIE, iR[E] Unix ATiEEE, FBIREIRY,
: 9 TBIE: 1645087331
EETBIFEE. 0 FRESTEHIRE, 1 X7TFEPH, 2 ZREEFERE, 3
Migrate Integer FRENIRES, BEEBE, 4 XEB,
RENE: 1
Tag
R

#HaNT#EOS|A: DescribeQueueDetail, DescribeTopicDetail.

& e it
TagKey String gg:;ytesmey
TagValue String gzg testvalue
TopicSet
topicEEIEEBTRFE

#HaNT4EOS|M: DescribeTopicDetail,

E=4i ESid] R
MsgCount Integer ZHanzEAPEEHE (GHEER) .
TBIE: 12
. . FEH Do
Topicld String FBIHE: topic—XXXXXXXX
. EERKKE. BUEBE1024 - 1048576Byte (BI1 - 1024K) , BAiMEH65536,
MaxMsgSize Integer

wBIE: 1024

IRIFRE: BR=ItE (It ) BRSEATF $867 #£70:R



O BAT

E=3

Trace
Tags

CreateUin
FilterType
TopicName

LastModifyTime

MsgRetentionSeconds

Qps

CreateTime

Migrate

TransactionPolicy
B E

#HANTEOSIA: DescribeQueueDetail,

=3

MaxQueryCount

FirstQuerylinterval

ESic]

Boolean

Array of
Tag

Integer

Integer

String

Integer

Integer

Integer

Integer

Integer

IRIFRE: BR=ItE (Ib5R) BRSEAR

ik

HEHIZE, trueRTFHRE, falseRT=AHE.
=BIE: O

KEXHIRE
FBHE: {"key":"value"}

gliE#E Uin, CAM £ resource HiZFEREATAK
HHE: 10000004321

iR P eI TR BRI R RS

FilterType = 1% FilterTag {7&iiE;
FilterType = 2%&=AF{EM BindingKey dig.
w~EE: 1

FEEZR,
TBIE: testTopic

RE—RIERERBHERIAE, RE Unix BIazE, BRI,
& 1645087331

HEBAZI CMQ

HEAEEEPRIKEFENE, NREIZETHRESIRSHIEENERE, FCHESEHA

HERLSFPERISIRMPS, BT . BIER—X (864008 ) , ZBIEFEEIEN
BE: 86400

BRHEHERIOEE.
~BIfE: 5000

ERAAICUERRTIE . IRME Unix BHEIEE, HEHREIRD.
~fIE: 1645087331

REIBINIRE . 0 RFKRER, 1 RFEIBH, 2 XFRCETBRE, 3 RTENRE, BE

Eg, 4 RIS,
E: 1

ES] ik
tecer BATHRE,
9 FHIE: 1

SE—REERE,

Integer FOIE: 1

5568 H70m
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tHI%03

=IEE#HATE: 2024-12-20 01:17:28

LhREiAA

NRRELERPIFE Error FER, WRTIFR API #OXW. Fign:

{
"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

HEBAZI CMQ

"Message": "The provided credentials could not be validated. Please check your signature is correct."
by
"RequestId": "ed93f3cb-f35e-473f-b9£3-0d451b8b79ce"
s
}

Error Hf Code FRi&iIRIEB, Message FRIZEIRNEKER,

HiREsIE

2ILEIREG
iR
ActionOffline
AuthFailure.InvalidAuthorization
AuthFailure.InvalidSecretld

AuthFailure.MFAFailure

AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter

InvalidParameterValue

IRIFRE: BR=ItE (It ) BRSEATF

iiAe

EOETZ.

ERLEBAY Authorization FESBAERE.
ZHIEE (F2= API ZEAEE)

MFA $8i%.

BIRFFHE. B 265 RERARSCRNFHESR, REES,
ISHRERASBESIER, TEREFEEEE,

ER2i3H, Timestamp HIRSZEEFEAEERSEI RS, BHRERH
IR EitREREIRES .

ERER. ERITEER, BURAASAPNERTENEREERITE
_-r*io

token iR,

IERFKIEN . 152F CAM LRI ENATIHEA

DryRun &{E, KFRIFKRESEMING, RESET DryRun £#,
BRI

PIEBEEIR o

BOXREFE.

SHEIR (SESHE. EBFER) -

SHEEEIR.

5569 H70m


https://cloud.tencent.com/document/product/378/12036
https://console.cloud.tencent.com/cam/capi
https://cloud.tencent.com/document/product/598

O BAT

InvalidRequest
IpInBlacklist
IpNotinWhitelist
LimitExceeded
MissingParameter
NoSuchProduct
NoSuchVersion

RequestLimitExceeded

iiAE
iBEXK body B9 multipart t&iEiR .
IP it R Z g,

IP it FEEE ST,
BT B ERPR S o

R

W

.
FRAFE
EOREFFE.

IEREGREGED T 4R RE

HEBAZI CMQ

RequestLimitExceeded.GlobalRegionUinLimitExceeded XIS BiTSAZEIREI,

RequestLimitExceeded.IPLimitExceeded IP BR5%,
RequestLimitExceeded.UinLimitExceeded FIRSIRIR
RequestSizeLimitExceeded BEREBEIREIK
ResourcelnUse RiFEER.
Resourcelnsufficient BREARRE-
ResourceNotFound BREAEFE.
ResourceUnavailable RREATH.
ResponseSizeLimitExceeded IREIREIREIA
ServiceUnavailable HRRSENATA.
UnauthorizedOperation RIGHURIE
UnknownParameter FMSHER, APSEREXNSHSHER.
UnsupportedOperation BERZS .
UnsupportedProtocol http(s) IERIMNEIR, RZH GET #1 POST &K,
UnsupportedRegion BOFRSZISFREbS

A3 EEIRES
(NG 71
FailedOperation.TryLater IBE#TH, BHEESER.
InvalidParameterValue.NoTaskld ESIdF=FE,
ResourcesSoldOut RREE,

IRIFRE: BR=ItE (Ib5R) BRSEAR 270 #70%,



