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EHBAT

API 328
EEES RS

RITEFTATE : 2019-06-20 16:26:49

% 9 XK

&FpAdE : 2019-06-20 16:21:46

RREMBETUTAE :
MECBRI.
feduzEn

o TextToVoice
o A% : Codec

8 8 XK

& *phdE) : 2018-08-30 15:40:25
FREEATIUTHS -
BT,

5B 7 XK

A& *RHdiE : 2018-08-23 22:15:03

FREHBEITUTRE
HECHRIXE,

55 6 Xxfh

& #pAdiE : 2018-08-17 18:31:37

FREHBEBSTUTRE
HECHRIXHE.
g0

e Chat

e Simultaneouslnterpreting
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https://cloud.tencent.com/document/api/441/18086
https://cloud.tencent.com/document/api/441/19016
https://cloud.tencent.com/document/api/441/19015

EHBAT

5 5 XK

&FpAdE : 2018-07-26 12:16:45
RBADETIUTAE
BT,

54 RKRM

&AnHdE : 2018-07-12 15:29:35
RREHEATLTHS :
HEE A,

5 3 XKk

& AnHdiE : 2018-07-05 14:31:43
FREHEATITHNS -
BT,

oD

o TextToVoice
o {EMAZ : Projectld

F 2 Xkf®

& #pAdiE - 2018-06-28 15:15:08
TREGEBETIUTHRE
WEEEHI.

FrigeEn

e TextToVoice

£ 1 X%

& #oRdE : 2018-05-24 17:04:19
TREGEBETIUTHRE
WEEBHIN.

igEO
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https://cloud.tencent.com/document/api/441/19453

%) iit= B
AN

1B]7 |

RITEFATE : 2019-06-20 16:26:49

EHEESMRSS APl FHRE 3.0 [RF. £#iR9 AP EOXEEMMEESHLE , A—RNSHRBTQILERE , £—1Y SDK/CLI RFS
APl XHEHE—H |, SRIEEREPRIBHERGEE. SFSMRMIEEN I LSERERENZ 0.

HEEEEMRSS (Artificial Audio Intelligence ) BEEE R, IBEGM. FLORBIFEEHER K. EOESRSAEEANESTE
ERMIRS | ITECWSHANEE AN , AEIRHESURNEEIESRRTE.

EHUEEIRAI(Automatic Speech Recognition, ASR) AFF AR ERMHESHE N FIRFNSREAR,

—aiEIRBI(SentenceRecognition) A XT607> 2 ARV ESTRE TR,
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https://cloud.tencent.com/product/api

Q) A A
API HE5S

BIAEHATE : 2019-04-04 21:02:02

SHE===AArt132

1%5 .:.EJH;:IZI
EOZWR ZEOIneE
TextToVoice BEAK

IEE IR BEREO

EOBMR BEOThEE

SentenceRecognition —aiERB
Hfthz

EOBR BEO1h8e

Chat e

Simultaneousinterpreting Eili
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https://cloud.tencent.com/document/api/441/18086
https://cloud.tencent.com/document/api/441/19453
https://cloud.tencent.com/document/api/441/19016
https://cloud.tencent.com/document/api/441/19015

A BT

ARG
5K

RIEEHAE : 2019-08-14 19:16:33

1. BRSS3tuE

L /=
EHU'L'E'E

AP| ISR | AP @it \1g& 9 aaitencentcloudapi.com , tBSZIFEEMEINZAA |, FIa0S HEEAHE 5

aai.ap-guangzhou.tencentcloudapi.com,

W FRROtEEANTE. REEEEONZEFIGAEMNE | SEEFTEIRENENERMESIRSES. flnEr MNEiEEk &
SRR MNAIRRSSES | SERFIHBSE aai.ap-guangzhou.tencentcloudapi.com E—FHI,

TS ORRESURAYILSS | BiEETIRINAYEE.
BRI IR IR

YN CAE

BULHEIEAN (#EF | RS FERX )

LERgHBIX (JM)

R (i)

et (AEm)

FaRgHEX (piER)

FargitX (EFK)

BRAHX (TEEHE)

TP AZRFaE (HrOni)

T KRFE(ER)

VA RgER(&SE)

TWAZRAL(ER)

TAFAL(EFER)

SEE/REB(FEERIL)

EEFEER(EER)

EER (E1e%)

RUMHEX (Z=5e1@)

RRMHEX (RERRY)

RS : BB UE (bR ) BREEAH

1=

aai.tencentcloudapi.com
aai.ap-guangzhou.tencentcloudapi.com
aai.ap-shanghai.tencentcloudapi.com
aai.ap-beijing.tencentcloudapi.com
aai.ap-chengdu.tencentcloudapi.com
aai.ap-chongging.tencentcloudapi.com
aai.ap-hongkong.tencentcloudapi.com
aai.ap-singapore.tencentcloudapi.com
aai.ap-bangkok.tencentcloudapi.com
aai.ap-mumbai.tencentcloudapi.com
aai.ap-seoul.tencentcloudapi.com
aai.ap-tokyo.tencentcloudapi.com
aai.na-ashburn.tencentcloudapi.com
aai.na-siliconvalley.tencentcloudapi.com
aai.na-toronto.tencentcloudapi.com
aai.eu-frankfurt.tencentcloudapi.com

aai.eu-moscow.tencentcloudapi.com

59 t46m



Q) A SRS

IR BF =R EMNFEMEXEREATIERN , BltZihREMRESE ( 2454 Region AERXibE ) , FEREEGERXM
lskaoi%® . RIFH Region ROMUR RIS —HI,

SRIXENMIE ERIXIE
HRMX (LiEERE) aai.ap-shanghai-fsi.tencentcloudapi.com
KX (RY=R) aai.ap-shenzhen-fsi.tencentcloudapi.com
[y S IR
2. BISMY

Bl AP NRTEZEOIYEE HTTPS #HTIE(E | Rt B EREE.

3. 15K AE
T HTTP 53k

e POST (#7F)
e GET

POST #&k37#E#9 Content-Type 8! :

o application/json (5 ) , WRfER TC3-HMAC-SHA256 £275:%,
o application/x-www-form-urlencoded , #7R{EH HmacSHAT & HmacSHA256 &&757%.
o multipart/form-data ( {XEBoEOSIEF ) | wfER TC3-HMAC-SHA256 &8 7574,

GET IBRINS KRB ANAERBIL32KB, POST iERFEEEE AN HmacSHAT, HmacSHA256 RHAE#BIT1MB, POST i5K{EALSH
3£ TC3-HMAC-SHA256 Atsz3510MB,

4. FRFwE

t9{EA UTF-8 4mA3.
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https://cloud.tencent.com/document/product/304/2766

O BRE iR

INHEREY

/\/

BIREHAE ; 2019-08-14 19:16:33

AHSHERTIRAFIEOESNENNSE , NHEE | 8 MNRORMIROXEPAFXESEHITIRE  B8RERISFE
BEHXESH , FRIERKIEEK.

BE2HIEV3
fF8 TC3-HMAC-SHA256 &&2 75740 , AHSHEBER—HE HTTP Header I53KLERH , 20F :
SHEWR eS| Wik AR

X-TC-Action Strin = BEREOER, RESEEOSETMASEANTSE Action AYIREE, FlIII=IRSEEHY
g = EFsLIFIZREO , BUES Describelnstances,

IS4, ASRIRRA EIR E MR REEE. EOESHEEESEEOXETEmAS
TS Region BUIREE, (TR : FUEOATE(EBRIZSE , BOXPESXT ISR
BB, LEATEDMEIRIZ S S ASER.

X-TC-Region String

fim

X-TC- Integer 451 UNIX Bf/E)E , BlieRA&HRS API iESKAYRTEL, g0 1529223702, & : R SMRSES
Timestamp MEEEBIS S , R5ESZIHRER.

fim

ERY API BORRAS. BUESHEOSUHEHP NSRS Version B9, BIINAARSSERAIR

X-TC-Version String 7 2017-03-12

Jalil

HTTP fRESMHINIESLEBFER , fian

TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/Date/service/tc3 request,
SignedHeaders=content-type;host,
Signature=fe5f80f77d5fa3beca038a248ff027d0445342fe2855ddc963176630326f1024
Her,

- TC3-HMAC-SHA256 : &% 75% , BRIEIEBIZIE ;

- Credential : &5EiF , AKIDEXAMPLE £ Secretld ; Date 2 UTC #rERTEIIIEHE , BY
{Eﬁﬁm’z}#\%’& X-TC-Timestamp #8RY UTC #RAERTBIHEA—3L ; service AF=m#s ,
BEAEHERS  FIaNEE cvm.tencentcloudapi.com BREFmE R cvm. AF-mEUE
79 aai ;

- SignedHeaders : £25&Fi+ERISLERER |, content-type F1 host JawmsEskEd ;

- Signature : EZHE,

fim

Authorization  String

IBRHIERATAER Token , FRESIGIIER—EERM. IRRTERF Token FERHRERE

X-TC-Token = String BRSSERRIECIMEN, KEBREREE Token,

iy

BRIRFAFPBEEAS MR EIRSIELAFIR | WEISREIZRRIERK URL, BERLEB. ERARAINT:
HTTP GET i&EREEHIRI:
https://cvm.tencentcloudapi.com/?Limit=10&80Offset=0
Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2018-10-09/cvm/tc3 reque

st, SignedHeaders=content-type;host, Signature=5da7a33f6993f0614b047e5df4582db9e9bf4672ba50567dba16c6ccf174c
474

Content-Type: application/x-www-form-urlencoded

RS : BB UE (bR ) BREEAH 11 46
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Host: cvm.tencentcloudapi.com
X-TC-Action: Describelnstances
X-TC-Version: 2017-03-12
X-TC-Timestamp: 1539084154
X-TC-Region: ap-guangzhou

HTTP POST ( application/json ) &SRR :

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: application/json

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

{"Offset":0,"Limit":10}

HTTP POST ( multipart/form-data ) ISR ({IFEAHEOSTF ) -

https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDEXAMPLE/2018-05-30/cvm/tc3_request, SignedHeaders=content-typ
e;host, Signature=582c400e06b5924a6f2b5d7d672d79¢15b13162d9279b0855cfba6789a8edb4c

Content-Type: multipart/form-data; boundary=58731222010402

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1527672334

X-TC-Region: ap-guangzhou

--58731222010402
Content-Disposition: form-data; name="0Offset"

0
--58731222010402

Content-Disposition: form-data; name="Limit"

10
--58731222010402--

BRBEAE VI
£ HmacSHA1 #1 HmacSHA256 &R 54T , ARSHEESR—HEISKEF , 00F

SHETR KA 22 vi N 5
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SEEZR S Wik R
Action Strin o BENZEOZR. BESEEOXETEANSENTESE Action A9IRAE. HIN=IRS
g = ESRUEAISLAIBIZREZEDO , BUESY Describelnstances,
2%, ARRREEIREI N EEAIEEE. EOESOREES EE O TE
Region String 2 ANSHHEESE Region B, (TR | BEEOAZTEERZSE , EOXEPEY
LEASRISEE | WATRMEERIZS B ASER,
Timest nt o LE] UNIX REEIE , STiERARE API iEKAYATIE], 1801529223702 , N5 5Lk E]
imestame MEIET E sk, LSS ETHEE,
Nonce Integer £ BEALIEEEE) , 5 Timestamp BA&#ER , AFBALEERINE.
Secretld Strin o E=APIZA L ERBHIFRRBMHY Secretld , —4 Secretld I3RIME—HRY SecretKey |, T
g = SecretKey S~ FsR4ERLIBERES Signature,
Signature String o BRER |, ARG RIEKRIE R, EEAPIRESRESASEITESH, BiK
T EEsEOSR,
Versi . o B API fUhRAE, BUESEZORIBASAHESE Version RUIREA. HIINI=IRSES
ersion String =

AORRA 2017-03-12,

&5, BRISTGSF HmacSHA256 1 HmacSHAT, REHEEIIESEH09

SignatureMethod  String & HmacSHA256 B , A HmacSHA256 EXISIESS , EfbiE R
HmacSHA1 IGiFE4,
. IRBEBETAERY Token , FEESIGIIZE—RMHER. IGAIETHR Token FEEIAIE
Token String oy

EERSERZEARE. KEIEHEAFEE Token .

RiRAFEEEA MIbERZRSRLAITIR | HiEREMIZRRIER URL, BICER. BRIREIAIT:

HTTP GET &R l:

https://cvm.tencentcloudapi.com/?Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&T
imestamp=1527672334&Signature=37ac2f4fde00b0ac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Regio
n=ap-guangzhou&Nonce=23823223&Secretld=AKIDEXAMPLE

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

HTTP POST iERESHITRA

https://cvm.tencentcloudapi.com/

Host: cvm.tencentcloudapi.com
Content-Type: application/x-www-form-urlencoded

Action=Describelnstances&Version=2017-03-12&SignatureMethod=HmacSHA256&Timestamp=1527672334&Signature

=37ac2f4fde00bOac9bd9eadeb459b1bbee224158d66e7ae5fcadb70b2d181d02&Region=ap-guangzhou&Nonce=238232
23&Secretld=AKIDEXAMPLE

RS : BB UE (bR ) BREEAH 5513 46


https://console.cloud.tencent.com/capi

é b A SRS
B ER

ArrEFTEIEN Region FERAVANGEINTRATR. WMREOARSHRZERPRIFTEE , WSRO SRiTA,

X BE
TTAFRE(ER) ap-bangkok
ALK (AE5) ap-beijing
Farait X (FER) ap-chengdu
FARAHBIX (EEFK) ap-chongging

LERgHBIX (M)
LergHbX (7 Open)

BREHX (TEES)

ap-guangzhou
ap-guangzhou-open

ap-hongkong

W AFEB(HE) ap-mumbai
WARFRAL(ER) ap-seoul
HERIX (L) ap-shanghai
X (EiEER) ap-shanghai-fsi

LRt X (RYIIER/8)

ap-shenzhen-fsi

TP RZRE (FN) ap-singapore
RUMIX (E=521&) eu-frankfurt
BRI X (B2EEY eu-moscow
EEFRHEEERI) na-ashburn

XEESREED) na-siliconvalley
JEEMX(Z162) na-toronto
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BIREHAE ; 2019-08-14 19:16:33

B AP| 2B NMERHTEMNKIE , BRREERREFLE , STHENLEXNBEKRHTER (Signature ) , BNEREZEEL
HERSHPIEEZE R ERA LIS TAIEIUAREBR.

FRigTEEiE
AERNLLEIAZE |, BREE Secretld 1 SecretKey, SMNBEFPRZTLIBERAIEE.,

o Secretld : BFHRR APIERESY , AILEERENARFSE.
o SecretKey : FBFIRIE AP EREMSH , aTLAfEERSEEL A%,
s BPYATIRFRERLEIE , BRlE  SWEERUFRL. SR  BuZAZEAZELEIE.

REREFIENERSERAT

1. BF BA=EEHhOEH S,
2. HifE =APIZZH BUI=H & T,
3.7E =APIESH T , Bty (2] BIeJLLeE—3I%54A.

ERFRERIR

Bl = API BBE T 7 MEIRIEIES SDK , WEFHE , &4F Python, Java, PHP, Go. NodeJS, NET, C++, REHEAIZET AP
Explorer ftFAFTELIARE. SRWIE. 4k SDK 78, MREZZNERIRME , iHEINFIAIXLER,

TC3-HMAC-SHA256 && 753k

TC3-HMAC-SHA256 %275 E48ELLARTRY HmacSHAT 1 HmacSHA256 B2 757% , TheE LBEETLRINES R A% MEERS , XiF
BEARRER , ¥ json 1830 , MEEE—ERTT | BINERZEZHEATHEES,

== AP| 3735 GET #0 POST i3k, XFGETAHE , R37#F Content-Type: application/x-www-form-urlencoded #M¥&=, X3FPOST
75i% , BEiszE Content-Type: application/json LAK Content-Type: multipart/form-data FEFAEES |, json RS EIEOY
28, multipart IS RERFEROSIS |, IENZEOARBEER json 18NERA , SEFBMRISZEOSUSIREE, HEEFER POST 3K,
NHRENERHLER | B GET iIB5RAIF 32 KB LIRASERE.

TEUZRSSFZEAT MNEEHFIREAFF , SEBRNMBERTETRE. BANEFZEOZEN

1. ZIRSBH[IAETE | HEZORER
2 ZEARREN , FelEMBRIFAVAE |
3. RNBESISEFEERE | FJERE SEIREHVEAENEER.

I, MeAHSHEERONSHY , RNREEESZILEER. ECrERRON |, BRIECRERR , 8 MNEONSEFA
1R, FERDXMIFRISEHIE.

BRiZFEFRY Secretld #0 SecretKey 7352 : AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE #01
Gu5t9xGARNpPQq86cd98joQYCN3EXAMPLE, FFEEE NMEX=RFZEZ N KB NETIRS , RIREI—FKHIE. WIEKATEER !

RS : BB UE (bR ) BREEAH 5515 46


https://console.cloud.tencent.com/
https://console.cloud.tencent.com/capi
https://console.cloud.tencent.com/capi
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://github.com/TencentCloud/tencentcloud-sdk-cpp
https://console.cloud.tencent.com/api/explorer?SignVersion=api3v3

Q) A SRS

curl -X POST https://cvm.tencentcloudapi.com \

-H "Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 re
quest, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9
6525168" \

-H "Content-Type: application/json; charset=utf-8" \

-H "Host: cvm.tencentcloudapi.com” \

-H "X-TC-Action: Describelnstances" \

-H "X-TC-Timestamp: 1551113065" \

-H "X-TC-Version: 2017-03-12" \

-H "X-TC-Region: ap-guangzhou" \

-d '{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}'

THIFEFFRSSITEIRE.

1. fHEHEE RS
BRI FHENDEIEXE ( CanonicalRequest ) :

CanonicalRequest =
HTTPRequestMethod + "\n' +
CanonicalURI + '\n' +
CanonicalQueryString + "\n' +
CanonicalHeaders + "\n' +
SignedHeaders + '\n' +

HashedRequestPayload

FEER R

HTTPRequestMethod HTTP i53k755% ( GET. POST ). Lt=FIEYES POST .
CanonicalURI URI 2%, API 3.0 EENIERIAT (/) .

&S HTTP {53 URL RREIRFFRTE |, 3IF POST iEK , EEANTFERE"" , IIF GET 5k, NA
CanonicalQueryString URL A& (?) BEN=Z=/FEARS , F140 : Limit=10&0ffset=0,
7ER : CanonicalQueryString FE4d URL 4773,

SE58ZHLEEE , Z/EE host Fl content-type FIANSLER , HEIINIABEEN LS 58ELL
IEEEEERIIE— IR M.
PEm -
1. 380 key 1 value T—8pl/ NG , HEIEERTHE |, &8 keyvalue\n 8z ;
. 2. ZLER | HRERSLER key (/N ) BY ASCI ARt THHE.

CanonicalHeaders
IREIHELZEERR content-type:application/json; charset=utf-
8\nhost:cvm.tencentcloudapi.com\n .
7R © content-type AIFISCIRARXAVERTS | BLRIEESMEERMERIEERSBEIRM
charset {8 , RSB FIRIENA—E , RSFSIRESZIRIGKM,

RS : BB UE (bR ) BREEAH 5516 46



A BT

FREM

SignedHeaders

HashedRequestPayload

OobiE=c
% =

R

S5 ZHLEBER | RBLKIESKEMLLELES5TER , fl CanonicalHeaders BE&HILEAE
B—XIRAY. content-type F host JWFkESLER.

PN

1. LB key Ze—8R/NG ;

2. ZMLER key (/B ) $2EB ASCH FHdHTHEE , HELSE () 9R.

L7 =~f5178 content-type;host

BKIEX ( payload , B) body , Itt7=f5I7 {"Limit": 1, "Filters": [{"Values":
["\u672a\u547d\u540d"], "Name": "instance-name"}]} ) BEE , HEHEBA
Lowercase(HexEncode(Hash.SHA256(RequestPayload))) , BIXY HTTP 15KIESf# SHA256 14
&, AETNAHIRE  RERESEEIER/NSFE. T GET 5K , RequestPayload EEATF
7, WRPTEERRE
35e9c5b0e3ae67532d3c9f17ead6c90222632e5b11f7f689887f1398934064 ,

HRIELA LRI, A ERIRIHEEIRREBINT

POST
/

content-type:application/json; charset=utf-8
host:cvm.tencentcloudapi.com

content-type;host

35e9c5b0e3ae67532d3c9f17ead6c90222632e5b1ff7f68988711398934f064

2. PHESGERFTEH

BRAITMBTFHES SR T8
StringToSign =
Algorithm +\n +
RequestTimestamp + \n +

CredentialScope +\n +
HashedCanonicalRequest

FERAETR

Algorithm

RequestTimestamp

CredentialScope

R
ER2EL , BRIEES TC3-HMAC-SHA256 ,

ERAER | BIESCLERRI A4 X-TC-Timestamp BUE , EXRIAE) UNIX BB , #5582
. LRBIEES 1551113065 .

EIFBE , #8209 Date/service/tc3 request , @S HHA. FMEKAIIRSIIRIEFHFH
(tc3_request) ., Date J3 UTC imERIEIAIAHD , BEZTEMAHSE X-TC-Timestamp RERY
UTC iR ERIEBE—3 ; service AF-m& , WARSERANFRIEE—H. HREITEERE 2019-
02-25/cvm/tc3_request,

RS : BB UE (bR ) BREEAH 517 46
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FREMR R

BIASSBHHEMENSEIBRBNEHE , ITEHAREA
HashedCanonicalRequest =~ Lowercase(HexEncode(Hash.SHA256(CanonicalRequest))), IRt ELERE
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031 .

1. Date X/RMBTIEJEL X-TC-Timestamp itE152) , BRfXA UTC+0, MEMARFEAMIXESR , HIIIFE/\X |, BESEEXM
B EVERRRTD , BERREMTERVERM. BRIgAEE 1551113065 , £4</\XKAIAJELRE 2019-02-26 00:44:25 , {(BRiTE1S
£JRY Date BY UTC+0 RYEEARZ Y 2019-02-25 , A2 2019-02-26,

2. Timestamp W/RESRIRFATE , BREHRZFEMNEREZESH  MREEETA D PNOERY. NRKAIEAF
tNEREEY | AJRESEIET—RIERE , EROERW , REISRTHER,

HRIELA AN, RBIPERIRGERFRRNT

TC3-HMAC-SHA256

1551113065

2019-02-25/cvm/tc3_request
5ffe6a04c0664d6b969fab9a13bdab201d63ee709638e2749d62a09ca18d7031

3. itRER
1) HEIRESZ®NA |, (BT

SecretKey = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"
SecretDate = HMAC SHA256("TC3" + SecretKey, Date)
SecretService = HMAC SHA256(SecretDate, Service)
SecretSigning = HMAC _SHA256(SecretService, "tc3 request”)

FERBR Rz

SecretKey JR#RAY SecretKey , Bl Gu5t9xGARNpg86cd98joQYCN3EXAMPLE ,
Date BP Credential iy Date FERER. IMREIEYES 2019-02-25,
Service BP Credential Hrf{ Service FEMEE., HRFEYES cvm,

2) HBER , (BT :

Signature = HexEncode(HMAC _SHA256(SecretSigning, StringToSign))

4. 1% Authorization
AN TS Authorization :

Authorization =
Algorithm + "' +
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'Credential=" + Secretld + '/' + CredentialScope +', ' +
'SignedHeaders=" + SignedHeaders + ', ' +

'Signature=" + Signature

FEREBR R

Algorithm BE2AHi% , BER TC3-HMAC-SHA256 ,

Secretld ZEAXSRAY Secretld , Bl AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE .

CredentialScope W EX , FIBBE. WRHATELERE 2019-02-25/cvm/tc3 request
SignedHeaders REX , 258BREER. WRHIEUESA content-type;host

BEE. WRIHEERZ

Signature 72e4940a809ad7a8c8f7a4507b9bddcbaade581f516e8da2f66e2c5a96525168

HRIELA LRI, OIS ZIRIEDS

TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 request, SignedHead
ers=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a96525168

RETEERERNT

POST https://cvm.tencentcloudapi.com/

Authorization: TC3-HMAC-SHA256 Credential=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE/2019-02-25/cvm/tc3 reque
st, SignedHeaders=content-type;host, Signature=72e494ea809ad7a8c8f7a4507b9bddcbaa8e581f516e8da2f66e2c5a9652
5168

Content-Type: application/json; charset=utf-8

Host: cvm.tencentcloudapi.com

X-TC-Action: Describelnstances

X-TC-Version: 2017-03-12

X-TC-Timestamp: 1551113065

X-TC-Region: ap-guangzhou

{"Limit": 1, "Filters": [{"Values": ["\u672a\u547d\u540d"], "Name": "instance-name"}]}

5. ERIET

Java

import java.nio.charset.Charset;

import java.nio.charset.StandardCharsets;
import java.security.MessageDigest;
import java.text.SimpleDateFormat;
import java.util.Date;

import java.util.TimeZone;

import java.util. TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;
import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPITC3Demo {
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private final static Charset UTF8 = StandardCharsets.UTF §;

private final static String SECRET ID = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE";
private final static String SECRET KEY = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE";
private final static String CT JSON = "application/json; charset=utf-8";

public static byte[] hmac256(byte[] key, String msg) throws Exception {

Mac mac = Mac.getinstance("HmacSHA256");

SecretKeySpec secretKeySpec = new SecretKeySpec(key, mac.getAlgorithm());
mac.init(secretKeySpec);

return mac.doFinal(msg.getBytes(UTF8));

}

public static String sha256Hex(String s) throws Exception {
MessageDigest md = MessageDigest.getinstance("SHA-256");
byte[] d = md.digest(s.getBytes(UTF8));

return DatatypeConverter.printHexBinary(d).toLowerCase();

}

public static void main(String[] args) throws Exception {

String service = "cvm”;

String host = "cvm.tencentcloudapi.com”;

String region = "ap-guangzhou";

String action = "Describelnstances”;

String version = "2017-03-12";

String algorithm = "TC3-HMAC-SHA256";

String timestamp = "1551113065";

//String timestamp = String.valueOf(System.currentTimeMillis() / 1000);
SimpleDateFormat sdf = new SimpleDateFormat("yyyy-MM-dd");

/) ERRR , BUSZHE

sdf setTimeZone(TimeZone.getTimeZone("UTC"));

String date = sdf.format(new Date(Long.valueOf(timestamp + "000")));

// *kkkkkkkkkkkk ig% 1 0 ;ﬁg;ﬂ;@iﬁ*% *kkkkkkkkkkkk
String httpRequestMethod = "POST";

String canonicalUri = "/";

String canonicalQueryString = "";
String canonicalHeaders = "content-type:application/json; charset=utf-8\n" + "host:" + host + "\n";
String signedHeaders = "content-type;host”;

String payload = "{\"Limit\": 1, \"Filters\": [{\"Values\": [\"\\u672a\\u547d\\u540d\"], \"Name\": \"instance-name\"}1}";
String hashedRequestPayload = sha256Hex(payload);

String canonicalRequest = httpRequestMethod + "\n" + canonicalUri + "\n" + canonicalQueryString + "\n"

+ canonicalHeaders + "\n" + signedHeaders + "\n" + hashedRequestPayload;

System.out.printIn(canonicalRequest);

// *kkkkkkkkkkkk ig% 2 0 ;ﬁg%gg?fg% *kkkkkkkkkkkk

String credentialScope = date + "/" + service + "/" + "tc3 request”;

String hashedCanonicalRequest = sha256Hex(canonicalRequest);

String stringToSign = algorithm + "\n" + timestamp + "\n" + credentialScope + "\n" + hashedCanonicalRequest;
System.out.println(stringToSign);

// K*hkkkkhkkkkkhk _/ljg‘% 3 0 i—l—%ﬁﬁt}_% F*kkkkkhkkkhkhkk

byte[] secretDate = hmac256(("TC3" + SECRET KEY).getBytes(UTF8), date);
byte[] secretService = hmac256(secretDate, service);
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byte[] secretSigning = hmac256(secretService, "tc3 request”);
String signature = DatatypeConverter.printHexBinary(hmac256(secretSigning, stringToSign)).toLowerCase();
System.out.printIn(signature);

// *kkkkkkkkkkkk ig% 4 0 ;#g AUthOI’iZathh *kkkkkkkkkkkk
String authorization = algorithm + " " + "Credential=" + SECRET ID + "/" + credentialScope + ", "

+ "SignedHeaders=" + signedHeaders + ", " + "Signature=" + signature;
System.out.printIn(authorization);

TreeMap<String, String> headers = new TreeMap<String, String>();
headers.put("Authorization", authorization);
headers.put("Content-Type", CT_JSON);

headers.put("Host", host);

headers.put("X-TC-Action", action);

headers.put("X-TC-Timestamp", timestamp);
headers.put("X-TC-Version", version);

headers.put("X-TC-Region", region);

StringBuilder sb = new StringBuilder();

sb.append("curl -X POST https://").append(host)

.append(" -H \"Authorization: ").append(authorization).append("\"")
.append(" -H \"Content-Type: application/json; charset=utf-8\"")
.append(" -H \"Host: ").append(host).append("\"")

.append(" -H \"X-TC-Action: ").append(action).append("\"")
.append(" -H \"X-TC-Timestamp: ").append(timestamp).append("\"")
.append(" -H \"X-TC-Version: ").append(version).append("\"")
.append(" -H \"X-TC-Region: ").append(region).append("\"")
append(" -d '").append(payload).append("'");
System.out.println(sb.toString());

}

}

Python

# -*- coding: utf-8 -*-
import hashlib, hmac, json, os, sys, time
from datetime import datetime

# HIHS
secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpg86cd98joQYCN3EXAMPLE"

service = "cvm”

host = "cvm.tencentcloudapi.com”

endpoint = "https://" + host

region = "ap-guangzhou"

action = "Describelnstances”

version = "2017-03-12"

algorithm = "TC3-HMAC-SHA256"

#timestamp = int(time.time())

timestamp = 1551113065

date = datetime.utcfromtimestamp(timestamp).strftime("%Y-%m-%d")

params = {"Limit": 1, "Filters": [{"Name": "instance-name", "Values": [u">&&p%3"1}]}
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# kkkkkhhkkkhkkhkkk .,I’J‘;gélé ’I : m;ﬁ*m%iﬁ*% kkkkkkkkkkhkkk
http_request method = "POST"

canonical _uri ="/"
canonical_querystring =
ct = "application/json; charset=utf-8"

payload = json.dumps(params)

canonical_headers = "content-type:%s\nhost:%s\n" % (ct, host)

signed_headers = "content-type;host”

hashed _request_payload = hashlib.sha256(payload.encode("utf-8")).hexdigest()
canonical request = (http_request method + "\n" +

canonical_uri + "\n" +

canonical_querystring + "\n" +

canonical_headers + "\n" +

signed headers + "\n" +

hashed request_payload)

print(canonical request)

HFFAA Ak Kk 55;1}3( 2 B-_ﬁ%f%é ?ﬁ% *kkkkkkhhhhkk

credential_scope = date + "/" + service + "/" + "tc3 request”

hashed canonical request = hashlib.sha256(canonical_request.encode("utf-8")).hexdigest()
string_to_sign = (algorithm + "\n" +

str(timestamp) + "\n" +

credential_scope + "\n" +

hashed _canonical request)

print(string_to_sign)

# wmkkkkxk LEIER 3 - SIS AT wakkk

# I EE R HERE

def sign(key, msg):

return hmac.new(key, msg.encode("utf-8"), hashlib.sha256).digest()

secret_date = sign(("TC3" + secret key).encode("utf-8"), date)

secret_service = sign(secret_date, service)

secret_signing = sign(secret _service, "tc3 request”)

signature = hmac.new(secret_signing, string_to_sign.encode("utf-8"), hashlib.sha256).hexdigest()
print(signature)

# *Rkkkkkkkkkhhhk iﬁ 4 0 ?;‘-_’H;% Authorization *RkRkRkRkRkkkkkhhhk
authorization = (algorithm + " "

"Credential=" + secret_id + "/" + credential scope + ", " +
"SignedHeaders=" + signed _headers + ", " +

"Signature=" + signature)
print(authorization)

+

print(‘curl -X POST ' + endpoint

+ ' -H "Authorization: ' + authorization +
+ ' -H "Content-Type: application/json; charset=utf-8"
+'-H "Host:' + host + "'

+'-H "X-TC-Action: ' + action + "'

' -H "X-TC-Timestamp: ' + str(timestamp) +
' -H "X-TC-Version: ' + version + "'

' -H "X-TC-Region: ' + region +
"-d'" + payload + "'")

+
+
+
+
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FEUTERLWHIEIRD | iSRIESIRERLER,
HIRAD FEIRIA
AuthFailure SignatureExpire EELE. Timestamp SHRSFHENEBERNE EBESBS T,
AuthFailure SecretldNotFound  ZAARFE. BEHEHIEEERAREHER  RAVEH TFRHESZ TFH.

ERHER, THEESTITEER  EERSIRKENRBEMEGS , BEURERR

AuthFailure.SignatureFailure
9 SecretKey (&S,

AuthFailure.TokenFailure AEE Token iR,

AuthFailure.InvalidSecretld 2R ( A2 API BESERY ) |
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BIREHAE ; 2019-08-14 19:16:33

il APl £ E/MNAEERETEMIIE , IS NEREEEEATLESRSEHTEEEREE (Signature ) LESIEERESD. &2
SEHLEEITAERR , T2EILEE Secretld 71 SecretKey ; ZERFPIRRBEREEE , BRIt =APIZHIE BHiE , SNTEER=
API 0,

soE \

1. HiELESEIE

FEE—RERT APl Z81 , 1BRIF = AP Z5AT0H BRiFReFIE. T2FIUFEE Secretld # SecretKey :
o Secretld FBF#HxR APl EREEHD

o SecretKey FIFINZE S FRFRMRS S HICIEESE =R ERIZH.

o BPYUATEFRERLEIE , BRHE.

ISR EIENERLSERNT !

1. &R B =E8EPOEHIE.
2. 5ifE = AP Z5H RIEHIETE
3.7 = API %508 TE , 8E (2] BIeTLABIE—XT Secretld/SecretKey,

TR BYKSERSELUAERY Secretld/SecretKey,

2. PR

BT %ReFiESecretld 71 SecretKeyf5 , IATLAERERHBT . LITREMER BANFMILIE :
BRI Secretld #1 SecretKey 982 :

¢ Secretld: AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
¢ SecretKey: Gu5t9xGARNpq86cd98joQYCN3EXAMPLE

TS XBRESS , iSRIEAFEIRRIEHY Secretld 1 SecretKey i#H{TREERE !

LRSS e EELNFIZR (Describelnstances)idk Al , HEFERX—EAON , HiEksEm 88T

SRR 2574 e (=]

Action FiE& Describelnstances

Secretld 2248 ID AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE
Timestamp ZRIATEEL 1465185768

Nonce FEHIEEEE 11886

Region SEBIRRTEX ap-guangzhou

Instancelds.0 FEARISLBI ID ins-09dx96dg
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Q) A SRS

SHER 3z SHE

Offset fRiz= 0

Limit BRARSSIFHIH 20

Version EORAS 2017-03-12
2.1. WEHHFE

EENEIERSIIRSHBNFEE ( ASCHI ) FHEHER. 8 1) RESHSHTHR | SEERSEINEIT , 785t ;
2) ¥ ASCI BBEE AN |, 70 Instancelds.2 BHE(E Instancelds. 12 B , ARIRFEER  BARIREE. AP LUEEREES FHIEx
HEFFRECRSEILX—INEE |, 70 PHP &Ry ksort %), RIS EiHEFR&RNT:

{

'Action' : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit' : 20,

'Nonce' : 11886,

'Offset’ : 0,

'Region' : 'ap-guangzhou’,

'Secretld' : 'AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE',
'Timestamp' : 1465185768,

'Version': '2017-03-12,

}

EREEEFRINESITARN , X EERAIPRISEEHTHRF | EEIRNER—ERA.

2.2. HHESRFTH

LEBRERIE KRR, BIE L —SHIFTFRE RS EUER U SHER=28E 1= | 10X Action 81, EBEEFRA "Action”
, SEUEFR "Describelnstances" , &SR Action=Describelnstances , & : “SEE"HEIAETIE url HFBEHE,

RERBEIENS ISR HRE—R | REENINERFFHEN:

Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&8&Nonce=11886&0ffset=0&Region=ap-guangzhou&S
ecretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Version=2017-03-12

2.3. HHESBRNF TS
WEBREMSEBRFER. SRRLFAFRAUTLNSEIRL:

1. 78KAE: 323F POST #1 GET A= , IXEER GET i5K |, [FREAEALAE.

2. 15K ENBEELIFIZR (Describelnstances)l9iEskig & 79 : cvm.tencentcloudapi.com, SEPRAYEKIGARIERZOFBERIAEM
A, FERSEORA.

3. KRR HEIRATAPIREREREEN / .

4 ERFFE: B E— SRS RFRIE,

ERFEHRRIFHERNT © ERTE + IBREN HEKERE + ? + ERFRES .
HIRIHHELESR A

RS : BB UE (bR ) BREEAH 5525 H46m



O BRE iR

GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=208&Nonce=11886&0ffse
t=08&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=1465185768&Versio
n=2017-03-12

2.4. EpERH

P BRERSEE, BER HMAC-SHAT SifX E—PRISRIERRNFRHRIHITES | RERHEMNER BER Base6d 1T
3, BIRISRIGRERIE R R,
B30T , LLPHP EES A6
$secretKey = 'Gu5t9IXxGARNpq86cd98joQYCN3EXAMPLE';
$srcStr = 'GETcvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-09dx96dg&Limit=20&Nonce=118
868 0ffset=0&Region=ap-guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Timestamp=146518576
8&Version=2017-03-12";

$signStr = base64 encode(hash_hmac('sha1’, $srcStr, $secretKey, true));
echo $signStr;

REBRNSEEN
EliPOYW3pW28FpsEdkXt/+WcGel=

ERRECERRINESAN , IR LERAIPRIFESGHTERRIE , BSEINSRHR56FHa—3E0E.

B2 R

ERIERBRFAREERIENERSE , FEXHHTT URL FHiS.

W E—HAERR IR S ElIPOYW3pW28FpsEdkXt/+WcGel= |, FERERIIEZRiEKESEL ( Signature ) 79 :
EliPOYW3pW28FpsEdkXt/+WcGel= , BSRTARBLRNIER URL,

S NERAREEKRAER GET , i&i5KGiE7 POST [EAY Content-Type 7 application/x-www-form-urlencoded , M&zi%
BERIFAEIERSHNEIITEM URL i3 , SHEMN=-FSAEEMHB. IE ASCIl FFE URL KEEIFE5%LL UTF-8 i#1T4HmE.

IR FEREESHNEESEMAFRBESHHT urlencode , TEXMMERT , MARTEWEZHRi#HTT URL i3 T , FMWFAEIX URL
RIESSHERKY.

itE : HittSHEhTZHTRED , H3RMA RFC 3986, {#R %XY MFHFRHGUNLNFHTASILRE . B X "H"Y"B+7#HF
¥ (0-9 fIXEFE A-F) , ERNSESIRER.

ERRM

HRIESCIRER | TR TERRMANERE | BRIESEARERE.

RS FEIRIEA
AuthFailure SignatureExpire BRI
AuthFailure.SecretldNotFound BEAANTEE
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Q) A SRS

et SEIRIEA

AuthFailure SignatureFailure BRER
AuthFailure.TokenFailure token $EiR
AuthFailure.InvalidSecretld FIRIEE (2 API ZiA%R )

5. ERIE R

FESCRRVER AP 3.0 fY , 7S {EFIREAURNE SDK 30 , SDK S TEEITE , FANRKIF-RIBMOBAEONa. s
S0 SDK by, METSTSRIBESTS -

e Python

e Java

e PHP

e Go

e JavaScript
o NET

ATEBFRHBRERTRE , THUSLIRREES A0, B EANSEZSREEARSI. BREE. RRNEOMSEAEEERL Lk
BiTfEAE , MBRNBRERTE  AAESERN | SIRTRIBRE/MRA SDK.

B url AT8EA : https://cvm.tencentcloudapi.com/?Action=Describelnstances&Instancelds.0=ins-
09dx96dg&Limit=208Nonce=11886&0ffset=08Region=ap-
guangzhou&Secretld=AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE&Signature=EliPOYW3pW28FpsEdkXt/+WcGel=&Timest
amp=1465185768&\Version=2017-03-12 ,

IR BFRAREEEEER |, BRI AR RS HEIRE , FLREL url 7EXSEsH I HEE A curl Fa<EBRSIREIESIR
ik | ERITE, ATEE—NTLUEEIREIA url |, EEEXMEIFEY Secretld §1 SecretKey AESLHIZSA |, FHERR SRR B2
YR Timestamp ,

IR ETENRAG  ARREES  EER—ESEXITERIN url ATREEEMAE , RRASHHIRFRR | (EXFHASHIER
. REMESHEME  BERITHIERRIE.

TR AMUBIERT API 3.0 , FREEEATHEMNSZME , AIERIERN APl |, BFFEATEFBLSNERITEER | B
XS R AYSERR SR SO E,

Java

import java.io.UnsupportedEncodingException;
import java.net.URLEncoder;

import java.util.Random;

import java.util.TreeMap;

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import javax.xml.bind.DatatypeConverter;

public class TencentCloudAPIDemo {
private final static String CHARSET = "UTF-8";
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Q) A SRS

public static String sign(String s, String key, String method) throws Exception {

Mac mac = Mac.getinstance(method);

SecretKeySpec secretKeySpec = new SecretKeySpec(key.getBytes(CHARSET), mac.getAlgorithm());
mac.init(secretKeySpec);

byte[] hash = mac.doFinal(s.getBytes(CHARSET));

return DatatypeConverter.printBase64Binary(hash);

}

public static String getStringToSign(TreeMap <String, Object> params) {
StringBuilder s2s = new StringBuilder("GETcvm.tencentcloudapi.com/?");
/] EBRERSSEHITF AR | b A TreeMap{RiEliF

for (String k : params.keySet()) {

s2s.append(k).append("=").append(params.get(k).toString()).append("&");
}

return s2s.toString().substring(0, s2s.length() - 1);

}

public static String getUrl(TreeMap <String, Object> params) throws UnsupportedEncodingException {
StringBuilder url = new StringBuilder("https://cvm.tencentcloudapi.com/?");

/] ERRBKAurl PRI SERF R B EK

for (String k : params.keySet()) {

/] BESSEKERH Turlencode , AT keyERRENFH , HUAMIIIHvaluei#tiTurlencode
url.append(k).append("=").append(URLEncoder.encode(params.get(k).toString(), CHARSET)).append("&");
}

return url.toString().substring(0, url.length() - 1);

}

public static void main(String[] args) throws Exception {

TreeMap<String, Object> params = new TreeMap<String, Object>(); // TreeMaprlLAE&IHERR

// SERRE AR R 2= FERENLEY , IR0 : params.put("Nonce”, new Random().nextInt(java.lang.Integer. MAX_VALUE));
params.put("Nonce", 11886); // ~"HESH

// SEBRE RS R FEFE RS 2R0RIE |, BI40 : params.put("Timestamp”, System.currentTimeMillis() / 1000);
params.put("Timestamp", 1465185768); // "5

params.put("Secretld”, "AKIDz8krbs)5yKBZQpn74WFkmLPXx3EXAMPLE"); // AS%1

params.put("Action”, "Describelnstances"); // ~"H&#1

params.put("Version", "2017-03-12"); // AHES#

params.put("Region”, "ap-guangzhou"); // ~H5#

params.put("Limit", 20); // 5383

params.put("Offset”, 0); // WEESH

params.put("Instancelds.0", "ins-09dx96dg"); // W555#5

params.put("Signature”, sign(getStringToSign(params), "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE", "HmacSHA1")); //
HE¥

System.out.printIn(getUrl(params));

}

}

Python
A (IRETE Python 2 INEHIE(T , BELZREE requests {KERE :  pip install requests

-*- coding: utf8 -*-
import base64
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import hashlib
import hmac
import time

import requests

secret id = "AKIDz8krbs)5yKBZQpn74WFkmLPx3EXAMPLE"
secret_key = "Gu5t9xGARNpq86cd98joQYCN3EXAMPLE"

def get string to_sign(method, endpoint, params):

s = method + endpoint + "/?"

query str = "&"join("%s=%s" % (k, params[k]) for k in sorted(params))
return s + query str

def sign_str(key, s, method):
hmac_str = hmac.new(key.encode("utf8"), s.encode("utf8"), method).digest()
return base64.b64encode(hmac str)

if _name_ ==' main_"
endpoint = "cvm.tencentcloudapi.com”
data = {

'Action’ : 'Describelnstances’,

'Instancelds.0" : 'ins-09dx96dg’,

"Limit" : 20,

‘Nonce': 11886,

'Offset' : 0,

'Region’ : 'ap-guangzhou’,

'Secretld' : secret id,

'Timestamp' : 1465185768, # int(time.time())

'Version': '2017-03-12'

}

s = get string to _sign("GET", endpoint, data)
data["Signature"] = sign_str(secret_key, s, hashlib.sha1)
print(data["Signature"])

# WAASSEPRER | BRIIERIREF 1T 2

# resp = requests.get("https://" + endpoint, params=data)
# print(resp.url)
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R[E]ZEER

BIREHAE ; 2019-08-14 19:16:33

IEREIR[EIZER
IARIRS BB BLAIRAFIE (DescribelnstancesStatus) 2017-03-12 Al , BRI , HFTAEGEEIITY -

{

"Response": {

"TotalCount": 0,

"InstanceStatusSet": [],

"Requestld": "b5b41468-520d-4192-b42f-595cc34b6c1c"
}

}

* Response REMRERH Requestld REEAIFER , TIEERKINESE , RE API QT , NAERIRE,

e Requestld BF— APl iEKEIE—IRIR |, W15R APl HIIRE |, SJLABRRFRS] , FHEHEIZ D SkARREE,

o RTEIENFESI  ERYAEMEOENNFE , AEAEOMRERFES IEOSXEHRIEN. HHIFRY TotalCount F
InstanceStatusSet 4 DescribelnstancesStatus ZEOEXNFE . BT EBEKNAFEMEALIE RS, Bt
TotalCount fFEIER FABRENES 0, InstanceStatusSet FIFRAZS,

TEIRIREIZER
ERRN , EEBHERANTT -

{

"Response": {

"Error": {

"Code": "AuthFailure.SignatureFailure",

"Message": "The provided credentials could not be validated. Please check your signature is correct.”

}I
"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"
}
}

o Error WHIIREE ZBERERALM. Error ZEHEREMNERRY Code 1 Message FERIEEALMAT R ERERY,

o Code FRE/MEEBAIEIRD , M5 kK HEIT A LARIBIZ I RIDE A TR X eHE O M AYEIRDS R B E R R EFRR
BE,

Message BB TXMERAKENERER |, EEIS ARG , WNATEESREFISTEREH , ARPANMAKTHXMRE]
E.

e Requestld FBF— APl iEKEIE—HRR |, TN AP HILEE |, STLABERRA] , FHEALZ ID SARREIRR,

NHIEIRT
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A BT

IREIZERFINRFE Error FE , NIFRRER API #0O%KM.

=3, PRI T AHEIRD.
FEIRAD
AuthFailure.lnvalidSecretld
AuthFailure.MFAFailure
AuthFailure.SecretldNotFound
AuthFailure.SignatureExpire
AuthFailure.SignatureFailure
AuthFailure.TokenFailure
AuthFailure.UnauthorizedOperation
DryRunOperation
FailedOperation
InternalError
InvalidAction
InvalidParameter
InvalidParameterValue
LimitExceeded
MissingParameter
NoSuchVersion
RequestLimitExceeded
ResourcelnUse
Resourcelnsufficient
ResourceNotFound
ResourceUnavailable
UnauthorizedOperation
UnknownParameter
UnsupportedOperation
UnsupportedProtocol

UnsupportedRegion

RS : BB UE (bR ) BREEAH

eSS

BEPIEE (AR API BARAY ),
MPFA $Ei%,

BRI,

BRI,

BEER.

token $Hix.

ik CAM 121,

DryRun #F , RFRIBERELEMIIN , RESET DryRun &4,
(S S

REBEIR,

EORFRE.

SEGEIR.

SHNEERR.

B BCRRPR .

TROSEIEIR,

EORAFE.
IBRAVREGEIS 7 SRR,
R SR,

BRAE.

BIRAFE.

BRATA.

RIZRUR(E.

RASEGER.

BMEARST,

HTTPS 53K 73iA5RIR , 328 GET #1 POST iF3K.

BOARSTFF RS,

L /=
EHU'L'E'E

Error 9 Code FERFMEIRTD , FrB W SEAIREHIAUEIRID AT
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Q) A SRS

EEARED
EE AR

RITEFTATE : 2019-08-08 23:15:43

1. FOfA
EOEKREE © aaitencentcloudapi.com,

BRRIESEREA (TTS ) AJLUSHERX AU MES | SLILRSMNAKORE. BRTTSEARTLNBEMRSZESR | (i, B
APPIEERERNIE ; ERERFESIRE  (KENLMETEIVERE | REGKIAEES | FEBLNE | FEHSIES ST
MRS RER. RNEAEIREEER.

BOAZCIERERERRRE) : 200K/70,

IR AEOFSHXiEE., ATSRXESRXEREEREEN , BEittA S5 Region ASEXIEE ( F1%0 ap-shanghai-
fsi) B , FERIIEET SRXMIEHAERE | BRIFF0 Region AUMBIRRIE—E , 40 : aai.ap-shanghai-fsi.tencentcloudapi.com,

2. MIANSE

IUNERSEFIRNGIH TEROBRSHSTOAHSH , TEAHSHGIRD AHERSH,

SHETR Wik KRB i)
Action =2 String NS, ANEOBYE : TextToVoice
Version =2 String nHE&#, AZEOBYE : 2018-05-22
Region 2 String NHSE, FNTmSTF g,
BRIEERIENA | IRUTF-8RIBE—ITE,
Text b= String PNEASHFI00NNTF ( ZRIFRASE—NNT ) | RXEASTHEH00MNFE (M

MREFSE—FE) . BaTREFAIER U encodeBEH.

Sessionld = String —IRIBRIR—NSessionld , RKIFRIFRE] , EEAR T uuidiIFFFEILEES,
ModelType 2 Integer ~ fEBURA | 1-BOAEEL,

ZEA, JBE [0, 10] , DM NNMERNEE , BAR0, KREESE. %8
Volume = Float BRI,

BINBRLA EBE0 2 MRS SR |, IRBUABR .

BE , SEE : [-2, 2], DRI AEIEE

o -2XFR0.6f%

o -1{ZR0.8(5
Speed B Float o ORFE1.0fZ (BRIN)

o 1{F1.2(5

o 2RFE1.5(F

BINBRLA E B2 MRS EAER |, IRBUABR .,
Projectld & Integer  InRId , AFEENX , BIAAO0,
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https://cloud.tencent.com/document/api/441/17365
https://cloud.tencent.com/document/api/441/17365#.E5.9C.B0.E5.9F.9F.E5.88.97.E8.A1.A8

A BT

SHER

VoiceType

PrimaryLanguage &

SampleRate

Codec

3. IS4

SEER
Audio
Sessionld

Requestld

4. 7:45)

611 APIEHA
SNTE

iy

=]
String
String

String

o O-ZEFNLZAE (BN
o 1-FHSE
o 2-piAEEE
o 3-ENBE
o A-EBEUFR
o S5-1ERE
o 6-FRER

Integer

FESHR
Integer o 1-FA3Z ( ZKIA)
o 2-FX

EIRAERR
Integer e 16000 : 16k ( BKIA )
e 8000 : 8k

String REEME , YA : wav (ERA) |, mp3

0
base644gFEHIwWav/ mp3SREIE

—IRIERIFR—NSessionld

H—iEK ID , BRIEKEPSIRE]l, BT EERAZXIEKA Requestld,

https://aai.tencentcloudapi.com/?Action=TextToVoice

&Text={RiF

&Sessionld=session-1234

&Volume=1
&Speed=1
&Projectld=0
&ModelType=1

&PrimaryLanguage=1
&SampleRate=16000

&Codec=wav

&< NHIBERSH>

RS : BB UE (bR ) BREEAH

OobiE=c
% =

%33 #46m



O BRE iR

Sl

{

"Response”: {

"Audio": "UkKIGRIR/AABXQVZFZm10IBAAAAABAAEAgD4AAABIAAACABAAZGFOYSx9AAD +////AQD//WAAAAAAAAIAAQA
DAAMABgAEAAYABQAGAAUABWAIAAGACQAAE....AAgACAAEAAgADAAIAAWACAAQAAWACAAIAAgGADAAMAAGACAAI
AAWABAAAAAAAAAAAAAAD/////AAAAAAAA//BAAP///N/O/ITIINIIII]//VBAAP////]//WAA/////WAA/////WAAAAAAAAAAA
AAAAAAAAAAAAAAA",

"Requestld": "9a7a1615-3e09-4db2-8032-5c6f497f7eb6a",

"Sessionld": "session-1234"

}

}

5. FRERIR
API Explorer

ZTRIRETELRAA. ERWIE. SDK BERMIRERTIEOSEE | EREIHRMERZ AP RIMEE | #EFER.

e API 3.0 Explorer

SDK
= API 3.0 iR TECERFFRTRSE (SDK) |, SHFEMIRIZEIES | BEE /S ERIERA API,

¢ Tencent Cloud SDK 3.0 for Python
¢ Tencent Cloud SDK 3.0 for Java

¢ Tencent Cloud SDK 3.0 for PHP

e Tencent Cloud SDK 3.0 for Go

¢ Tencent Cloud SDK 3.0 for NodeJS
¢ Tencent Cloud SDK 3.0 for .NET

WS IR
e Tencent Cloud CLI 3.0

6. tHIRAT

PURBH T # O SSBIEERAEIRD | EAbSERIDFIN 2R,

FHIRAS R

InternalError EREEIR
InternalError.TextConvertFailed NAGEAREN , IBEN A,
InvalidParameter.ErrorNoBodydata i&BbodyHIE.
InvalidParameterValue SHEUERIR
InvalidParameterValue.AppldNotRegistered appid=iEff.

RS : BB UE (bR ) BREEAH 5534 46


https://console.cloud.tencent.com/api/explorer?Product=aai&Version=2018-05-22&Action=TextToVoice
https://github.com/TencentCloud/tencentcloud-sdk-python
https://github.com/TencentCloud/tencentcloud-sdk-java
https://github.com/TencentCloud/tencentcloud-sdk-php
https://github.com/TencentCloud/tencentcloud-sdk-go
https://github.com/TencentCloud/tencentcloud-sdk-nodejs
https://github.com/TencentCloud/tencentcloud-sdk-dotnet
https://cloud.tencent.com/document/product/440/6176
https://cloud.tencent.com/document/api/441/17367#.E5.85.AC.E5.85.B1.E9.94.99.E8.AF.AF.E7.A0.81

@ A SRS

TR fiik

UnsupportedOperation.TextTooLong XA | iE5EEKRSE TexthOiA.
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A BT

AR

SIREFATE : 2019-08-08 19:13:47

TBERR

L /=
EHU'L'E'E

SNRIREIEERPIFE Error FE |, NIZRJAR API #2015, Fin

{
"Response": {
"Error": {

"Code": "AuthFailure.SignatureFailure”,

"Message": "The provided credentials could not be validated. Please check your signature is correct."

}

}
}

"Requestld": "ed93f3cb-f35e-473f-b9f3-0d451b8b79c6"

Error F9 Code FREIRIB , Message FRZIBIRIIENER.

+H 0
HIRmayIZR
PHESIRED
FEIRD
AuthFailure.InvalidSecretld

AuthFailure. MFAFailure

AuthFailure SecretldNotFound

AuthFailure.SignatureExpire

AuthFailure.SignatureFailure

AuthFailure.TokenFailure

AuthFailure.UnauthorizedOperation

DryRunOperation
FailedOperation
InternalError
InvalidAction

InvalidParameter

RS : BB UE (bR ) BREEAH

Lz
FiRARE (2= API ZRER )
MFA $8iX.

BRAGEE. FEEHENERBREACHMENESR  REIER | BREERE
BIESIE i TERIEAEEER.

ERTH. Timestamp MIRSZH/IIEEEAMGEIOOHW , BFEESNEREINE
i E1]EiE

EeBR. SRTEER  BURERLPIEASICHEREERITEITRE.
token &R,

BERFIFN, 1BESE CAM SRERTEEAATHEA,

DryRun #F , RFBEFIGSEMIIN , RESET DryRun 24,

BRI,

REBEIR.

EOFRFE.

SEGEIR.

36 46


https://cloud.tencent.com/document/product/598

O BRE iR

FEIRAS iR
InvalidParameterValue SHEUEEIR.
LimitExceeded RIS ECEPR .
MissingParameter ROSEEER,
NoSuchVersion BEOMATRFE,
RequestLimitExceeded TERANREGE T SRERPRE,
ResourcelnUse RIS .
Resourcelnsufficient RIFE,
ResourceNotFound BREAFE,
ResourceUnavailable BRAAT A,
UnauthorizedOperation RIFRUR(E.
UnknownParameter RASEGER.
UnsupportedOperation BMEARST.
UnsupportedProtocol HTTP(S)iEkii &R , R><#F GET #1 POST iE3K.
UnsupportedRegion BOARISAT i,

ArS3EEIRES
FEIRAS iER
FailedOperation.Servicelsolate IKESERARFBUFILRS | BEBRRKFFE.
FailedOperation.UserHasNoFreeAmount KSARBRZEHE .
FailedOperation.UserNotRegistered RSHKFE |, BEBASEMESZIRAIEH SFBRS.
InternalError ERFEIR
InternalError.ErrorConfigure VIa BB R,
InternalError.ErrorCreateLog BIEERELM.
InternalError.ErrorDownFile TEESIR,
InternalError.ErrorFailNewprequest AR,
InternalError.ErrorFailWritetodb BENEUREERY,
InternalError.ErrorFileCannotopen XHTEFTH.
InternalError.ErrorGetRoute SRENERFRSRIL,
InternalError.ErrorMakeLogpath BlliE A IR R R,

RS : BB UE (bR ) BREEAH 5537 46



A BT

FERD

InternalError.ErrorRecognize
InternalError.ErrorTranslate
InternalError.TextConvertFailed
InvalidParameter.ErrorChatText
InvalidParameter.ErrorChatUser
InvalidParameter.ErrorContentlength
InvalidParameter.ErrorNoBodydata
InvalidParameter.ErrorParamsMissing
InvalidParameter.ErrorParsequest
InvalidParameterValue
InvalidParameterValue.AppldNotRegistered
InvalidParameterValue.ErrorinvalidAppid
InvalidParameterValue.ErrorinvalidClientip
InvalidParameterValue.ErrorinvalidEngservice
InvalidParameterValue.ErrorinvalidOpenTranslate
InvalidParameterValue.ErrorinvalidProjectid
InvalidParameterValue.ErrorinvalidRequestid
InvalidParameterValue.ErrorinvalidSourceLanguage
InvalidParameterValue.ErrorinvalidSourcetype
InvalidParameterValue.ErrorinvalidSubservicetype
InvalidParameterValue.ErrorinvalidTargetLanguage
InvalidParameterValue.ErrorinvalidUrl
InvalidParameterValue.ErrorinvalidUseraudiokey
InvalidParameterValue.ErrorlinvalidVoiceFormat
InvalidParameterValue.ErrorinvalidVoicedata

UnsupportedOperation.TextTooLong

RS : BB UE (bR ) BREEAH

il

TRBISLIL,

HEREIERL.

XK | BB AE.

EIRAIIIRIN LA,

R User24,
IEREIEIRETTA.
i®Bbody#iE.

SHA2.
RITEREIRELN,
SHIEER
appid=iEf.
AppldF34,
ClientlpZ34,

EngSerViceTypeF5i.
EEHTENE,

Projectld 7z,
RequestldF4,
EERRIE S RBA S,
SourceTypeZcil,
SubserviceTypeZc3,
BEFRERES KBS
Url 34,

UsrAudioKey7F54.
BRSNS .

BRI,

XAEK | EEHIEKRSH TextAinA,

L /=
EHU'L'E'E
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Q) A SRS

EHEEEIRSS APl 2017
EE AR

RIEEHATE : 2019-08-27 17:22:56

1. O

ZEOEKER : aai.cloud.tencent.com/tts

BEOERIERIRS : 200%/870,

BRRIEESHEA (TTS ) AILMSEENARERNHIES | SIS AERKORIE. B TTS SRR LINARIRSmE | fld0 , #ah
App ESIERE ; ERERFESIRE | KENLLIETEFVERS | WESHKHRIES | REEBARA ; FFEHSMESTEMNT
MACESHEIR. SMEORNEEESZEGER.

2. MINSE
e

5KHT JSON SR EZIRENHINVFHER.

SHETR Wik KRB R

Action = String AEOBYE : TextToStreamAudio

Appld = Integer K= Appld

Secretld 2 String B Secretld

Timestamp = Integer 80 UNIX BI[E)2 , FTCRARS API iEKAGATE). 1401529223702 , 415RS ZEIRTHE)

HBEITK , 25 ESFZTHER.

EEHEME , E—1FEG UNIX Epoch BIEIEBREEAIEUE | SA08F) ; Expired WA

Expired = Int
xpire = nteger KTF Timestamp B Expired-Timestamp /NF90K,
BRESRIRENA., PNEAZIFOONNT ( 2firRfFSE—NYNT ) | EXEK
Text 2 String XHF1800MFHE ( FARRASE—FE ) . BaTBEFRAINEER URLencode B
&5,
Sessionld = String —IRIERI R —™ Sessionld , SIFRFFIRE] , FIRUEANZELLT uuid FFRFEPLEES.
ModelType & Integer  REIZERY | 1 BRIAREL
FEX/N, SBE : [0, 10] , DRI TINERNEE | BUAMER0, KREESE. &%
Volume & Float BEEiRm,

BMNRUA S SMOEA SRR | IREOMBEALE.,
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@ A BHEE

SHETR ik KRB %

BE B : [-2, 2], DRININARERE :
-2fX7R0.6(3
-1X3R0.8(3
Integer  O(RF1.01Z% (BKIA)
1RFE1.2(3
2R 1.5F
BN EBE SMIEMS IR |, REIAELE,

iy

Speed

i

Projectld Integer  ImR ID , BFRBEEX , BUAAO,

El=

0 : FEFLE (M)
1: EER
2 : pRENEBRE
3 EHERE
4 BEEWE
5

6

iy

VoiceType Integer

: FBRAE
: BRSE

FiESER
PrimaryLanguage & Integer  1: 53 (2A)
PIRE3%

IR
Integer 16000 : 16k ( ERIA )
8000 : 8k

i

SampleRate

IREIEHUET
String opus : IREIZERE opus [E487 FER , EURE/) , BIER (BA) .
pem @ IREIZHE pcm S50, FRES , BEIEEK.

Codec

i

&3k headers

{

"Content-Type":"application/json",
"Authorization™:"HRCKIbwPhWtVvfGn914qE501rwc="
}

ERRIBESE S 3,
iE (NEEERESERH  SRBTHFERD.

3. WHESE

iXiRBA : R HTTP Chunk #19 , —R HTTP iEKRRFREIZ RS A EEIEMER. EEREHATRKENREES.

Opus
Codec 2%/ opus RE] , BUARE, REIZMEESH SR AN—, BADREUREINT ¢

RS : BB UE (bR ) BREEAH 5540 Ht46™


https://cloud.tencent.com/document/api/441/17366

A BT

MR opus’H PRFSS PREMKE L
(AF T34 HER) (47T HIEERE) (A5 T HIEERE)
tRRETH9D R HFHA FFSMOFFHE | -145 B0 R SR EEE SR

HPRE—REM (FSS = -1) 8dEEEN"AAAA" | ZEREIEF.

Pcm

Codec £#08 pcm IRE] , BEEH TREEIEELI79 Opus 189 10 {3,
I

1R
REIRZ : pcm SR

4. 7:45)

Opus
Codec 2243 opusiRE] , Java ~fFIa0TF :

/EEIEREE

mRequestBody = "{"+
"\"Appld\":1255824371,"+
"\"Secretld\":\"AKID3wb2D8EFRN3UgbwengJ5h5E8nERPabqq\"," +
"\"PrimaryLanguage\": 1,"+
"\"SampleRate\": 16000," +
"\"Action\"\"TextToStreamAudio\"," +
"\"VoiceType\":1,"+
\"Text\"\"EREERMHAIIA\"," +
"\"Sessionld\":\"session-1234\","+
"\"Timestamp\":1535362116,"+
"\"Expired\":1535365716," +
"\"Speed\":0,"+

"\"Volume\":0"+

Ve

//http postigk

URL url = new URL(SERVER URL);

HttpURLConnection conn = (HttpURLConnection) url.openConnection();
conn.setRequestMethod("POST");
conn.setRequestProperty("Content-Type", "application/json");
conn.setRequestProperty("Authorization®, "VVerlEkz20AuSBdANtH6W2M1xal0=");
conn.connect();

OutputStream out = conn.getOutputStream();
out.write(postJsonBody.getBytes("UTF-8"));

out.flush();

out.close();

InputStream inputStream = conn.getlnputStream();

//ENTIR [BIEHE

while (IThread.currentThread().isInterrupted()) {
//read header

byte[] headBuffer = new byte[4];

RS : BB UE (bR ) BREEAH

L /=
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SREMD
(KEADRERKE L)

base64/5HY Opus [E4a=51
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fill(inputStream, headBuffer);

//read seq

byte[] seqBuffer = new byte[4];
fill(inputStream, seqBuffer);

int seq = bytesTolnt(seqBuffer);

//read pkg size

byte[] pbPkgSizeHeader = new byte[4];
fill(inputStream, pbPkgSizeHeader);

int pbPkgSize = bytesTolnt(pbPkgSizeHeader);

//read pkg
byte[] pbPkg = new byte[pbPkgSize];
fill(inputStream, pbPkg);

//init decoder

if (decoder == null) {

decoder = new OpusDecoder();

}

//decode

short[] pcm = decoder.decodeTTSData(seq, pbPkg);

//enqueue
//save pcm to a list or a buffer

//end

if (seq == -1) {
break;

}

}

private static boolean fill(InputStream in, byte[] buffer) throws IOException {
int length = buffer.length;

int hasRead = 0;

while (true) {

int offset = hasRead;

int count = length - hasRead;

int currentRead = in.read(buffer, offset, count);
if (currentRead >= 0) {

hasRead += currentRead;

if (hasRead == length) {

return true;

}

}

if (currentRead == -1) {

return false;

}

}

}

Pcm

RS : BB UE (bR ) BREEAH
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Codec 228 pcm iR[E] , Python 7RO :

def tts wav_demo():

header = {

"Content-Type": "application/json",

"Authorization": "VVerlEkz20OAuSBdANtH6W2M1xal0="
}

request_data = {

"Appld": 1255824371,

"Secretld": "AKID3wb2D8EFRN3UgbwengJ5h5E8nERPabqq”,
"PrimaryLanguage": 1,

"SampleRate": 16000,

"Action": "TextToStreamAudio",

"VoiceType": 1,

"Text": "FREBEFRMHAIA",

"Sessionld": "session-1234",

"Timestamp": 1535362116,

"Expired": 1535365716,

"Speed": O,

"Volume": 0

}

r = requests.post(req_url, headers=header, data=request_data)
file_object = open("./test.pcm", "w")

for chunk in r.iter content(1000):

file_object.write(chunk)

file_object.close()

Codec 249 pcm iR[A] , Java 7~HIU0TF :

import javax.crypto.Mac;

import javax.crypto.spec.SecretKeySpec;

import java.io.*;

import java.net.HttpURLConnection;

import java.net.URL;

import java.nio.charset.StandardCharsets;
import java.security.InvalidKeyException;

import java.security.NoSuchAlgorithmException;
import java.util.*;

public class TtsController {

private static final String SERVER URL = "https://aai.cloud.tencent.com/tts";
private static final String DOMAIN_NAME ="aai.cloud.tencent.com/tts";
private static final String SECRET KEY =" ** ek "
private static final String SECRET ID =" * * "

public static void main(String[] args){

TreeMap<String, String> requestMap = new TreeMap<>();
requestMap.put("Action”,"TextToStreamAudio");
requestMap.put("Codec”, "pcm");

requestMap.put("Text", "BEREZKMAHIIAK");
requestMap.put("Sessionld”, "session-1234");
requestMap.put("Appld", "1255824371");

(
(
R
(
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requestMap.put("Timestamp”, ""+ System.currentTimeMillis()/1000L);
requestMap.put("Expired"”, ""+ (System.currentTimeMillis()/1000L + 600));
requestMap.put("Secretld”, SECRET ID);

new WorkingThread(requestMap).start();

}

private static final class WorkingThread extends Thread {

private TreeMap<String, String> requestMap;
private String mRequestBody;

WorkingThread(TreeMap<String, String> requestMap) {
this.requestMap = requestMap;

mRequestBody = "{\n" +

"\t\"Action\"\""+ requestMap.get("Action") +"\"\n" +
"\t\"Codec\":\""+ requestMap.get("Codec")+"\"\n" +
"\t\"Text\"\"" + requestMap.get("Text") + "\"\n" +
"\t\"Sessionld\"\""+requestMap.get("Sessionld")+"\"\n" +
"\t\"Timestamp\":"+requestMap.get("Timestamp")+"\n" +
"\t\"Expired\":"+requestMap.get("Expired")+"\n" +
"\t\"Secretld\"\""+requestMap.get("Secretld")+"\"\n" +
"\t\"Appld\":"+requestMap.get("Appld") +"\n" +

Y

System.out.printin(mRequestBody);

}

@Override

public void run() {

InputStream inputStream = null;

try {

inputStream = obtainResponseStreamWithJava(mRequestBody, requestMap);
processProtocolBufferStream(inputStream);

} catch (IOException e) {

e.printStackTrace();

}

}

private void processProtocolBufferStream(final InputStream inputStream) throws FileNotFoundException {
FileOutputStream fos = new FileOutputStream("test.pcm" true);
boolean fillSuccess;

while (true) {

byte[] pcmData = new byte[1024];
try {

fillSuccess = fill(inputStream, pcmData);
fos.write(pcmData);
if('fillSuccess){

fos.flush();

fos.close();

break;

}

} catch (IOException e) {
e.printStackTrace();

}
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private static InputStream obtainResponseStreamWithJava(String postJsonBody, TreeMap <String,String> requestMap) t
hrows IOException {

[/ RIEPOSTIELK

URL url = new URL(SERVER_URL);

HttpURLConnection conn = (HttpURLConnection)url.openConnection();
String authorization = generateSign(requestMap);
conn.setRequestMethod("POST");

conn.setDoOutput(true);

conn.setRequestProperty("Content-Type", "application/json");
conn.setRequestProperty("Authorization", authorization);
conn.connect();

OutputStream out = conn.getOutputStream();
out.write(postJsonBody.getBytes(StandardCharsets.UTF 8));

out.flush();

out.close();

return conn.getlnputStream();

}

private static String generateSign(TreeMap<String, String> params) {

String paramStr = "POST"+ DOMAIN_NAME + "?";

StringBuilder builder = new StringBuilder(paramStr);

for (Map.Entry<String, String> entry: params.entrySet()) {
builder.append(String.format(Locale.CHINESE,"%s=%s", entry.getKey(), String.valueOf(entry.getValue())))
append("&");

}

/I EERE—T&
builder.deleteCharAt(builder.lastindexOf("&"));

String sign ="";

String source = builder.toString();

System.out.printIn(source);

Mac mac = null;

try {

mac = Mac.getinstance("HmacSHA1");

SecretKeySpec keySpec = new SecretKeySpec(SECRET KEY.getBytes(), "HmacSHA1");
mac.init(keySpec);

mac.update(source.getBytes());

sign = Base64.getEncoder().encodeToString(mac.doFinal());

} catch (NoSuchAlgorithmException | InvalidKeyException e) {
e.printStackTrace();

}

System.out.printin("4EREEEZE " + sign);
return sign;

}

/;('*
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* M InputStream iLEXAZZY buffer, B2 buffer E#%

* @return 1 InputStream AIBAELIER buffer, TR[E] false.
* @throws IOException BIEEHIHAGS S

Y

private static boolean fill(InputStream in, byte[] buffer) throws IOException {
int length = bufferlength;

int hasRead = 0;

while (true) {

int offset = hasRead;

int count = length - hasRead;

int currentRead = in.read(buffer, offset, count);

if (currentRead >= 0) {

hasRead += currentRead;

if (hasRead == length) {

return true;

}

}
if (currentRead == -1) {

return false;
}
}
}
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