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Activating Cloud Services

Activate LVB

1. Apply for LVB service

Log in to the LVB Console. If the service has not been activated yet, the following page will appear: 

Click Apply, and then go to the application approval step. The service is activated upon the approval of

Tencent Cloud.

2. Configure LVB Code

Mini LVB
Deployment
Last updated：2018-07-11 11:38:16

https://console.cloud.tencent.com/live
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After the LVB service is activated, enter LVB Console -> LVB Code Access -> Access Configuration to

complete configurations, and then activate the LVB Code service: 

Click Confirm Access.

3. Obtain LVB configuration information

https://console.cloud.tencent.com/live/livecodemanage
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On the LVB console, get  APP_ID ,  APP_BIZID  and  API_KEY  used to configure the server later. 

Activate Instant Messaging (IM)

1. Apply for IM service

Log in to the IM Console. If you have not activated the service, click the Activate IM button. For a new

Tencent Cloud account, the IM App list is empty, as shown below: 

Click the Create Application Access button to create a new application access, that is, the name of the

application for which you want to get the access to Tencent Cloud IM service, as shown below: 

https://console.cloud.tencent.com/avc
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Click OK, and then you can see in the application list the item you just added, as shown below: 

2. Configure the standalone mode

Click the Application Configuration button in the list in the above figure to proceed with the

configuration, as shown below. 
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3. Obtain IM configuration information

On the IM console, get  IM_SDKAPPID ,  IM_ACCOUNTTYPE ,  ADMINISTRATOR ,  PRIVATEKEY ,

 PUBLICKEY  used to configure the server later. 
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Download and decompress the public and private keys from the Verification Method, and open

private_key with a text editor, for example:

-----BEGIN PRIVATE KEY----- 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
-----END PRIVATE KEY----- 

Copy the above content directly to the following configuration script to generate an IM signature in the

backend of Mini LVB. 

Then, convert it to strings as follows, which will be used in the configuration file (config.js) of the server.

Note: Add \r\n at the end of each line:



Mini LVB Product Introduction

©2013-2018 Tencent Cloud. All rights reserved. Page 10 of 41

"-----BEGIN PRIVATE KEY-----\r\n"+ 
"xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx\r\n"+ 
"xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx\r\n"+ 
"xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx\r\n"+ 
"-----END PRIVATE KEY-----\r\n" 

Activate Cloud Object Storage (COS)

1. Apply for COS service

Log in to the COS Console. If no bucket has been created, click the Create Bucket button as shown below: 

2. Create a bucket and obtain its basic information

Enter the bucket name, select the region to which the bucket belongs, and configure the read and write

permissions to create a bucket. 

https://console.cloud.tencent.com/cos5
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Click OK to go to the management page of the bucket you just created. Select Basic Configuration to get

 COSKEY_APPID ,  COSKEY_BUCKET ,  COSKEY_BUCKET_REGION  and other information used to configure
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the server later. 

3. Obtain key information

Go to COS Console -> Keys -> Cloud API Key to get  COSKEY_SECRETID  and  COSKEY_SECRETKEY . 

Integration and Deployment at Backend

Deploy a Tencent Cloud CVM image

https://console.cloud.tencent.com/cam/capi
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Step 1: Create a CVM 

Step 2: Go to the Service Marketplace to select an image. Mini LVB image as shown in the figure is

recommended. 

https://console.cloud.tencent.com/cvm
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Step 3: Configure the disk, network, and the access password for CVM (keep the password well to avoid

leakage), and then configure the security group. 
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Step 4: Make the payment to generate the CVM. You can click Log In to access the CVM via Tencent

Cloud's webpage shell, or use putty or SecretCRT to log in to the CVM via SSH. 
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Step 5: Modify CVM configurations

Configure the  APP_ID ,  APP_BIZID ,  API_KEY ,  COSKEY_BUCKET ,  COSKEY_BUCKET_REGION ,

 COSKEY_SECRECTKEY ,  COSKEY_APPID ,  COSKEY_SECRECTID ,  IM_SDKAPPID ,  IM_ACCOUNTTYPE  in the

script below to the values generated in the COS service above and save the script. Then log in to the CVM

and execute the modified script directly on the CVM. 

The content in double quotation marks following the first echo in the code below is the IM private key.

Open the IM private_key with a text editor tool and then copy it into the double quotation marks.

Note: Modify the following values locally and copy the modified script. Log in to the CVM, paste the script

in the console, and then press Enter to execute the script.

#!/bin/bash 
echo "-----BEGIN PRIVATE KEY----- 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx 
-----END PRIVATE KEY-----" > /data/live_demo_service/deps/sig/private_key; 
echo "<?php 
define('APP_ID',123456); //Replace with the appid of the LVB service you applied for 
define('APP_BIZID',1234); //Replace with the bizid of the LVB service you applied for 
define('API_KEY','xxxxxxxx'); //api key 
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define('COSKEY_BUCKET','xxxxxxxx'); //Replace with the bucket created in COS 
define('COSKEY_BUCKET_REGION','xxxxxxxx'); //Replace with the region of the bucket created in COS 
define('COSKEY_SECRECTKEY','xxxxxxxx'); //Replace with the secrectkey created in COS 
define('COSKEY_APPID',123456); //Replace with the appid generated in COS 
define('COSKEY_SECRECTID','xxxxxxxx'); //Replace with the secrectid (paired with secrectkey) generat
ed in COS 
define('COSKEY_EXPIRED_TIME',30); 
 
define('IM_SDKAPPID',123456); //IM SDK 
define('IM_ACCOUNTTYPE', '1234'); //IM account integration type 
?>" > /data/live_demo_service/conf/OutDefine.php; 

Now, the deployment at the backend is completed.

Configuring RoomService Service

Download the RoomTool first and decompress it.

http://download-1252463788.file.myqcloud.com/RoomTool/RoomTool.zip
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Step 1: Install Nodejs environment 

Step 2: Replace the parameters in the config.js file under the root directory of the toolkit with the values

generated in the above LVB and IM services.
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Step 3: Submit configuration parameters

Go to the RoomTool directory and execute the following command to submit configuration parameters:

node setConfigInfo.js 1 //1 means to send the private key to the backend of Tencent Cloud RoomSer
vice 
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After the submission succeeds, execute the node genLoginInfo.js command to verify whether the

parameters are configured successfully.

Integration at Mobile End and Callback Setting

The integration at mobile end mainly refers to the integration of Mini LVB source code and involves the

following steps:

Download Mini LVB source code

Click here to download Mini LVB IOS and Mini LVB Android source codes.

Change the address of Mini LVB backend server

iOS

After the source code package is decompressed, you can find a TCConstants.h file in the

TCLVBIMDemo/Classes/LVB/Base directory. Change the  kHttpServerAddr  in the file to the address

https://cloud.tencent.com/document/product/454/7873#Xiaozhibo


Mini LVB Product Introduction

©2013-2018 Tencent Cloud. All rights reserved. Page 21 of 41

of your CVM.

Android

After the source code package is decompressed, you can find a TCConstants.java file in the

app/src/main/java/com/tencent/qcloud/xiaozhibo/common/utils directory. Change the

 APP_SVR_URL  in the file to the address of your CVM.

 Note: If no certificate is configured for the CVM, then HTTP, instead of HTTPS, must be used in the CVM

address. 

Set a callback address

Set a callback address on the LVB console. When such event as stream status change, video recording

completion, screenshot completion occurs, the Tencent Cloud backend gives a callback to the business

server via this address for handling the event. For more information, please see Event Notification

Messages. 

Go to LVB Console -> LVB Code Access -> Access Configuration to configure the callback URL. If you do

not modify the code of Mini LVB business server, the callback URL format is:

http://您的云主机服务器地址/callback/tape_callback.php 

https://cloud.tencent.com/document/product/267/5957
https://console.cloud.tencent.com/live/livecodemanage
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1. What if the backend configuration parameters are
incorrect?

1.1 appid or bizid

The main indication is that the VJ push always fails. The main reason is that the generated push address is

invalid, and Tencent Cloud rejects the push request. In the log, you can see the message RTMP server

actively disconnects.

1.2 Push hotlink protection key

The main indication is that the LVB push always fails. The main reason is that the push hotlink protection

key involves in the txSecret computing. And push hotlink protection key error leads to txSecret error,

Troubleshooting
Last updated：2018-08-27 12:03:21
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eventually resulting in the txSecret verification failure from the server, and Tencent Cloud rejects the

request. In the log, you can see the message RTMP server actively disconnects.

1.3 API authentication key

The main indication is that the push playback is normal, but it does not appear in the playback list of the

terminal. 

Generation process of playback record:

At the end of the LVB, Tencent Cloud completes the recording and notifies the mini LVB backend using

the callback URL configured on the console.

The mini LVB backend verifies the validity of the callback via API authentication key. If the verification

fails, the playback record will not be inserted in the database.

If the callback passes the verification, a playback record will be written to the tape_data table.

You can only have a playback record after the record is written to the database successfully.

The main reason is that the configuration of the API authentication key is incorrect, and it leads to the

callback authentication failure in the service backend, thus no playback record is generated.

1.4 COS APPID
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The main indication is the upload failure of profile photo and cover. The main reason is that the signature

used by the COS upload request is issued by the business backend. Due to the signature error, the COS

upload request fails. This can be confirmed by the terminal's log keyword

"ERROR_PROXY_APPID_USERID_NOTMATCH".

1.5 COS bucket name

The main indication is the upload failure of profile photo and cover. The main reason is that the COS

bucket can be considered as a virtual disk, and the COS upload fails if the disk is specified incorrectly, and

the error "Bucket cannot be found" will be prompted. This can be confirmed by the terminal's log

keyword "ERROR_PROXY_SIGN_BUCKET_NOTMATCH".

1.6 COS SecretId

The main indication is the upload failure of profile photo and cover. The main reason is that the signature

used by the COS upload request is issued by the business backend. COS SecretId is used to specify the key

used by the signature. It must be paired with the COS SecretKey. This can be confirmed by the terminal's

log keyword "PROXY_AUTH_SECRETID_NOEXIST".

1.7 COS SecretKey

The main indication is the upload failure of profile photo and cover. The main reason is that the signature

used by the COS upload request is issued by the business backend. The COS SecretKey error causes the

signature failure. This can be confirmed by the terminal's log keyword "ERROR_PROXY_AUTH_FAILED".
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2. What if the terminal (taking IOS as an example) parameters
are incorrect?

2.1 kTCIMSDKAppId or kTCIMSDKAccountType

The main indication is login failure.

2.2 kTCCOSAppId or kTCCOSBucket

The main indication is the upload failure of profile photo or cover. The log is shown as follows:
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2.3 kTCCOSRegion

The main indication is the upload failure of profile photo or cover. The main reason is that kTCCOSRegion

is a new parameter of COS 4.0, which is used to specify the location of the COS data center, and if it is

configured incorrectly, it prompts that the bucket cannot be found. The log is shown as follows:

2.4 kHttpServerAddr

The main indication is that related features such as pulling list are exceptional, and it prompts that the

request times out. The main reason is that the terminal does not access the correct backend service due to

the incorrect server address.
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3. Why do I fail to pull the playback list?

The generation process of playback list is described in 1.3 API Authentication Key. The playback list is

stored in the data table tape_data. Pull failure causes can be checked from the following aspects.
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3.1 Whether the database write operation after callback is normal

Generally, if you do not change our backend source code, there will be no problem. If you have changed

the createDB script, then it is necessary to check here. Log is a good tool for troubleshooting. To enable

log debugging at the backend is simply to create a log directory under the live_demo_service/ directory.

Check mysql_XXXX.log. Failure of the database inserting operation may be caused by field attribute

modification.

3.2 Whether the API authentication key is correct

Make sure that the value of CALL_BACK_KEY in OutDefine.php is the same as the console API

authentication key. Its role has been explained above.

3.3 Whether callback URL is configured correctly

Check whether the callback URL is correctly entered in Tencent Cloud Official Website -> Console -> LVB -

> Access Management -> LVB Code Access -> Access Configuration. If it is incorrect, the business backend

will not receive a callback notification from Tencent Cloud Server after the LVB ends, and no playback

record will be generated.
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4. Why do I fail to pull the playback list?

It is generated mainly based on the live_data (LVB list) and tape_data (playback list) of the database. Make

sure kHttpServerAddr is entered correctly if the terminal network is normal. You can check the server. 

After the App is logged in on Android, if it prompts a failure of list pull, you can see the message "HTTP

Req error, error code:500" in logcat. Similarly, after the App is logged in on iPhone, it prompts internal

server error. Open the mysql_errorxxxxxxxx.log in the backend log directory, and you can see the message

mysqli_connect failed, error:Access denied for user 'live_user'@'localhost' to database 'live']. 

The API failure is caused by database access failure. The confirmation method is to open the cdn.route.ini

file in the live_demo_service/conf directory, and ensure that the DB parameters are the same as those you

specified when creating the database. PHP accesses the local database via the parameters specified by

cdn.route.ini. The mapping relationship is shown as in the figure:
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5. Why do I fail to pull the profile photo or cover?

The main indication is that the profile photo or the cover are successfully uploaded, but I failed to

download them. The main reason is that the domain name acceleration of COSv4 is disabled by default.

The COS upload returns the address of CDN. You can set the domain name acceleration to solve the

problem.

6. Why does the upload still fail with the COS parameters
configured correctly?

Main indication: COS parameters, terminal and mini LVB backend settings are correct, but the upload

of the profile photo and cover still fails.

Main reason: In November 2016, the COS server was upgraded with the region parameter added. The

new system and the old one are completely independent and need to be used in combination with the

cos sdk version of the corresponding terminal. All newly activated COS services use cos sdk v4. For old

versions of COS, you can submit a ticket to apply to switch it to the new COS version. From December

30, 2016, mini LVB source code package is also equipped with the terminal cos sdk v4 version. A bucket

can be considered as a virtual disk in the COS. The upload of a bucket created in the old version of COS

server using the new version of cos sdk v4 will fail, with the error bucket notexist prompted.

The solution is to create a bucket on the cos v4 platform, and update backend and terminal COS

related parameters to those of the new bucket.

https://console.cloud.tencent.com/workorder/category/create?level1_id=83&level2_id=84&level1_name=%E5%AD%98%E5%82%A8%E4%B8%8ECDN&level2_name=%E5%AF%B9%E8%B1%A1%E5%AD%98%E5%82%A8%20COS
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7. Why does it prompt "Login failed. Registration operation is
rejected for security reason." during registration or login?

Generally, this is because that the registration operations are too frequent on the same network, and the

backend rejected the request. Reduce the registration frequency.

What if other problems that are not in the list?

You can submit a ticket to contact us.

https://console.cloud.tencent.com/workorder/category/create?level1_id=29&level2_id=307&level1_name=%E8%A7%86%E9%A2%91%E4%B8%8E%E9%80%9A%E4%BF%A1%E6%9C%8D%E5%8A%A1&level2_name=%E7%A7%BB%E5%8A%A8%E7%9B%B4%E6%92%ADMLVB%EF%BC%88%E5%B0%8F%E7%9B%B4%E6%92%AD%EF%BC%89
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How to check the logs of business servers

You can focus your attention on the following two logs:

Log of Nginx: In case of an error code returned by HTTP (such as 404, 500, etc.), check Nginx's log at the

error level, which is located in the subdirectory /logs under Nginx's installation directory. The reasons

for the error are generally the configuration problems of Nginx, PHP or MySQL.

Log in business server code: If a response is returned for the request, but the code in the JSON of the

response package is not 200, this means the request failed. In this case, check the file in the /log under

the directory where the PHP code is located. If the log directory does not exist, create a log directory

and then add read/write permissions (it is recommended to execute chmod 777 to enable all

permissions).

How to check the logs of mobile devices

The path to iOS mobile device's log:  Document/Caches/rtmpsdk_date.log  

The path to Android mobile device's log:

sdcrad/  tencent/imsdklogs/com/tencent/qcloud/xiaozhibo/rtmpsdk_date.log 

Error Codes

Error
Code

Description

498 Verification failed

500
The database operation failed. Verify whether the database table has been created correctly.
For more information on the error code, please check the log file mysql_errorxxx (xxx is the
date of error) in the /log under the directory where PHP code is located

601 Update failed

602 Invalid parameter

610 Incorrect format of user name

Error Codes and View Log
Last updated：2018-07-10 14:16:15
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Error
Code

Description

611 Incorrect format of password

612 User already exists

621 Wrong password

620 User does not exist

For errors related to IM, please see IM Error Codes 

For error codes related to COS (for uploading images, covers), please see COS Error Codes

https://cloud.tencent.com/document/product/269/1671
https://cloud.tencent.com/document/product/436/6281
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Mini LVB communicates with business server using HTTP protocol. The data in request and response

packages are in JSON format. API name is specified using Action, for example, Action=RequestLVBAddr.

POST method is used to send a request.

Protocol Descriptions

1. Request LVB push URL

This API is used to submit LVB-related data (for example, user information and LVB data such as title,

position, etc.) and return push URL. After receiving the request, the business server will store the LVB-

related data in database, and return the data when it receives a request for LVB list from a viewer 

Request package format:

Parameter Type Description

Action string Action of this API is RequestLVBAddr

userid string User id

groupid string Group id

title string LVB title

userinfo object User information

userinfo is defined as follows:

Parameter Type Description

nickname string Nickname

headpic string Avatar address

frontcover string Front cover address

location string Geographical position

Source Code Parsing
Frontend/Backend Protocol Parsing
Last updated：2018-08-27 11:58:04
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Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Returned data in JSON format

returnData format:

Parameter Type Description

pushurl string Push URL

timestamp int Time stamp

2. Modify online status

VJ starts push, and calls this API when it receives the push event (PUSH_EVT_PUSH_BEGIN), to set the push

status to online. After stopping push, VJ calls this API to set the push status to offline 

Request package format:

Parameter Type Description

Action string ChangeStatus

userid string User id

status int 0: Online; 1: Offline

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Null

3. Modify counter



Mini LVB Product Introduction

©2013-2018 Tencent Cloud. All rights reserved. Page 36 of 41

This protocol is used to modify the number of likes. When a viewer gives a like, this protocol is sent to the

business server to modify the like counter 

Request package format:

Parameter Type Description

Action string ChangeCount

userid string User id

type int
0: Modify the number of viewers; 1: Modify the number of likes (0 is
deprecated. The number of viewers is modified using EnterGroup and
QuitGroup protocols)

optype int 0: Increase; 1: Decrease

flag int 0: LVB; 1: VOD

fileid string It is used in VOD scenarios to determine which video is played

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Null

4. Pull the list

Pull the list from business server. Paged pull is supported 

Request package format:

Parameter Type Description

Action string FetchList

flag int
1: Pull online LVB list; 2: Pull VOD list of last 7 days; 3: Pull online LVB list and
VOD list of last 7 days with LVB list followed by VOD list

pageno int Page number

pagesize int Page size
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Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object List data

returnData format:

Parameter Type Description

totalcount int Total number of lists

pusherlist array LVB/VOD list data

pusherlist is the array of pusherinfo which is defined as follows:

Parameter Type Description

userid string User id

groupid string Group id

timestamp int Time stamp where push starts

type int 0: LVB; 1: Recording

viewercount int Number of viewers

likecount int Number of likes

title string LVB title

playurl string Playback URL

fileid string VOD file id

status string 0: Offline; 1: Online

hls_play_url string HLS playback URL

userinfo object User information, which is the same as that defined in RequstLVBAddr
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5. Obtain signature required to upload COS files

Cloud Object Storage (COS) is a service provided by Tencent Cloud for file storage. You need to provide a

signature when uploading files. Since the signature is generated using encryption key, it is not applicable

to be generated locally at the client side, but by business server according to specified rules 

Request package format:

Parameter Type Description

Action string GetCOSSign

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Returned data in JSON format

returnData format:

Parameter Type Description

sign string Upload signature

6. Notify business server that a member joins the group

Since the group list of imsdk cannot be customized, for example sorting by levels, it is maintained by the

business server, and you can modify the sorting rules based on your demands. When a viewer joins the

group, you can call this protocol to notify the business server of a new member: 

Request package format:

Parameter Type Description

Action string EnterGroup

userid string User id

flag int 0: LVB; 1: VOD

liveuserid string VJ's user id

groupid string Enter group id if flag is 0; enter fileid if flag is 1
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Parameter Type Description

nickname string Nickname

headpic string Avatar address

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Null

7. Notify business server that a member exits the group

Since the group list of imsdk cannot be customized, for example sorting by levels, it is maintained by the

business server, and you can modify the sorting rules based on your demands. When a viewer exits the

group, you can call this protocol to notify the business server of the exit of a member: 

Request package format:

Parameter Type Description

Action string QuitGroup

userid string User id

flag int 0: LVB; 1: VOD

liveuserid string VJ's user id

groupid string Enter group id if flag is 0; enter fileid if flag is 1

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Null
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8. Pull the list of group members

Since the group list of imsdk cannot be customized, for example sorting by levels, it is maintained by the

business server, and you can modify the sorting rules based on your demands. When a viewer joins an Live

room, you can call this protocol to pull the list of group members, display the list of viewer profile photos,

and update the total number of members on the interface. 

Request package format:

Parameter Type Description

Action string FetchGroupMemberList

liveuserid string VJ's user id

groupid string Enter group id if flag is 0; enter fileid if flag is 1

pageno int Page number

pagesize int Page size

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object Returned data in JSON format

returnData format:

Parameter Type Description

totalcount int Total number of members

memberlist array List of members

memberlist is a list of meminfo which is defined as follows:

Parameter Type Description

userid string User id

nickname string Nickname



Mini LVB Product Introduction

©2013-2018 Tencent Cloud. All rights reserved. Page 41 of 41

Parameter Type Description

headpic string Avatar address

9. Obtain details of specified VJ

Request package format:

Parameter Type Description

Action string GetUserInfo

userid string User id

type int 0: LVB; 1: Recording

fileid string VOD file id, which can be ignored if type is 0

Response package format:

Parameter Type Description

returnValue int Error code. 0: Successful; other values: Failed

returnMsg string Description of error codes

returnData object
Details of VJ, which is the same as pusherinfo defined in protocol 4 (pull
the list)


