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217 - R2IEM EAZA key-value BEREESHBEITER, SFRABANBTEG, EXEABEXIENFRE Z{T-ZEENEN
X, RESREENRIAXNBARIRAIZIVIRAT key-value, STIFENERMENFRER

JSON #BXAESAMBNERN key (FAMNFERS, BEMN value (EAMRINFERE,

JSON AR R EHLE, SESBOETIURGE \n HETITRG .

JSON #&z{

Nginx BE&ER iEAF Nginx B, -

E—SZETHEULMREIEENS RASEZASHETEOCLE, SRTENATLMRITH
SR \n AERIFRT . AERSEHITAHBAENATLIEN, BFEAENOANFREX E— SIEEFER
B key, THFREVEFRENFRAES, FXIFMEFRINE,

LHIERNATENAEESR, SREMBITEN, BRI (40 Nginx &3, TERIENE
. JSON BX%F ) TEHEOTHERTRE, ERILMERA Loglistener ARSI

BEMET B, WEXTISAPEEHSEALE (JSON X ) AREX BEMRITIRKESE, & AEMFER
"RII—1 %24 Loglistener it I2EE, Loglistener SR IEE BIRFZE—H
7o

O di8%: LogListener (NREFSIRBANIAE, Key XIFTEMES, SiSMUSTIFENTHE, MINRE BrrorCode = 404 KIHFE. &0
PIMRIERR AR IREHEER .

© RA8:

— " EEEBREINZE - RELRE, BRIEEAZESERNAE AR ESHULUESRAMENEESHETAN . EER—AEERT
HETARRRELRS, ANRERESHRES.

10. g5ERE, SERUIRIEE CLS MREASREMNCIE,
EFESAN
1. BR FEESEHE , EENSHE PR,

IRIFRE: BR=ItE (It ) BRSEATF %14 #123%


https://console.qcloud.com/tke2
https://cloud.tencent.com/document/product/614/17421
https://cloud.tencent.com/document/product/614/17422
https://cloud.tencent.com/document/product/614/32817
https://cloud.tencent.com/document/product/614/52366
https://cloud.tencent.com/document/product/614/17419
https://cloud.tencent.com/document/product/614/17420
https://cloud.tencent.com/document/product/614/33494

O BHS

2. FEERBIED, BERIRER ID, BAKBHER.
3. BEEMSHETNER, ERERERSTEERAMNANOREE. 0 FERR:

WERE BAE

AR 1119 O HRIERBHRE

REAUER .
SR
BAXERE
#17

4. (RIBEREENEE, BE5ek.

A FEE:
BEENREEEATEN,

EESTE

SRE, TRESHTERLAT, SHXMES, T

THERRAE

CLs

AR

JSON

JSON

BlERATE]

2025-02-27 17:00:00

2025-03-26 11:18:28

e
o] mm| B

WERST RE B

FIERKEER x0T

EBABEEM

20v K/TW <

Q

BERS

BEANILMERENAREAERE, EIULIBEAENER (CustomResourceDefinitions, CRD) MAXRERERSE.. #1ER (#H CRD BEEH

HRE -

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/product/457/48425
https://cloud.tencent.com/document/product/457/48425

O BAT

A CRD EtE&HERE
{£F CRD #1THEXREEERS
EIEE#RYE: 2025-02-2110:23:23

R{FinR

BAMYALL FREFEREHSRE , TaBEEENER (CustomResourceDefinitions, CRD ) AN EBEHERE.
H. BEEIENUE, ZIFSHEERERN . ZI5REE CLS #1 CKafka EFREIEZE R,

PHESRE
EESHBSEHAN SENEEE PRAEASRE, BEHEESN FEETRE.

SREERIRE

KafkaRsE8RH
e BN SRS
REMN BEMN S AL R RESIFA256 X4, IR MEIREBHIIRG, 5 55T8.

o FERHER FRTRAKEN6KE, BKESSHASHET.
o BETHMTEIHERT
e EEK O BREBTRAKENF256KBE, #HEMUSASERGTREDS0NTH .
0 BEBFRAKEATF256KBENF2MBE, S EHMUSASEAMITREL107 Tl
O BRBTRAKERGEBI2ME, MBLATREBHIES, & 25T,

BERS

CRD iFRERRITER

INRERIFEEFHRMEREMY, FEMRINATAN THREHRRESH|NEFBRIYEE, BVHIATRUSHIRES

TS T EE
WEEFRERN METIER.
o Kafka REBEHRE Metadata SXARREREDERFE, B—NBEAVBFRAEHEREXHHEFMEEN,
QeEREH o PAFMNBNHERT, STEEKN25KBRT, REFPITNARIUENLERENLH40MB/s, KEES JSON ZEUE
abiERENL594.5MB/s -
CRD 118
LB

apiVersion: cls.cloud.tencent.com/vl

kind: LogConfig
metadata:
name: test
spec:
clsDetail:

inputDetail:

kafkaDetail:

clsDetail SFERi}AB

o EE:

IRIFRE: BR=ItE (It ) BRSEATF
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https://cloud.tencent.com/document/product/457/36771
https://console.cloud.tencent.com/tke2/ops/list?rid=8
https://cloud.tencent.com/document/product/457/83871
https://console.cloud.tencent.com/workorder/category
https://console.cloud.tencent.com/workorder/category

O BAT

topic IEEEFRIFIEN

clsDetail:
logsetName: test

topicName: test

logsetId: XXXXXX-XX-XX-XX-XXXXXXXX

topicId: XXXXXX—XX—XX—XX-XXXXXXXX

logType: json_log

logFormat: xxx
period:
partitionCount:

tags:

- key: xxx

value: xxx
autoSplit:
maxSplitPartitions:

storageType: hot

excludePaths:

— excludeType: File
value: /xx/xx/xx/xx.log

indexs:

- indexName:

indexType:

tokenizer:

sglFlag:

containZH:
region: ap-xxx
userDefineRule: XXXXXX

extractRule:

inputDetail SERiRAA

inputDetail:

type: container_stdout

containerStdout:

namespace: default

excludeNamespace: nml, nm2

nsLabelSelector: environment in (production),tier in (frontend)

allContainers:

container: xxx

excludelabels:

IRIFRE: BRzITE (165 ) BRSEAS $£17 #1233,




includelabels:

key: valuel

metadatalabels:

labell
customLabels:

label: 11

workloads:

- container: xxx
kind: deployment
name: sample-app

namespace: prod

containerFile:

namespace: default

excludeNamespace: nml, nm2

nsLabelSelector: environment in

container: xxx
logPath: /var/logs
filePattern: app_
customLabels:

key: value
excludelabels:

key2: value2

includelLabels:

key: valuel

metadatalabels:

- labell

workload:
container: xxx

name: sample-app

hostFile:

filePattern: '*.log

logPath: /tmp/logs

customLabels:
labell: vl

extractRule ¥&iHAa

8 I\

timeKey

IRIFRE: BR=ItE (It ) BRSEATF

(production),tier in (frontend)

filiR

AFiE=ZERAEY key BF, time_key #l time_format %ZRpETH

518 #1233,




O BAT

timeFormat String &
delimiter String &
logRegex String &
beginningReg String =
ex
ZnMatchUploa String =
;nMatchedKe String =
backtracking String &
Array of -
keys String =
. Array of -
filterKeys String a
. Array of -
filterRegex String a
isGBK String a8
jsonStandard String B
kafkaDetail SZERi5EB

kafkaDetail:
brokers: x.xX.x.xX:p
topic: test
kafkaType: CKafka
instanceld: xxxx

logType: minimalist_log

timestampFormat: xxx
timestampKey: xxx

metadata:

formatType: default

messageKey:
value: Field
valueFrom:

fieldRef:

fieldPath: metadata.name

status FERikAA

status

Synced

IRIFRE: BR=ItE (It ) BRSEATF

BHEFERAOIS, &% CIiESH stritime REXIFRIEMIENIRBHESE,
PIBFEBATENSIERT, RE log_type 7 delimiter_log IIE.

BEZAZEHN, 37 log_type 7 fullregex_log BIEM.

TECEMN, 25 log_type 73 multiline_log 8 fullregex_log BIEM

BITEMBATRELIE, true TR LIE, false RRFLE,

KMHEER key,

IREREEXTHESES, BA-1 (£28RE) , 0 RREE.

BERS

BB FERM key BF, BEM key RFREFEINFE, RE log_type 73 delimiter_log

BIE%, json_log HIEEEM json A5 key.

EEIERFM key, 5 FilterRegex & FRiE#{ TR

EELIRBAER key MRAY regex; 5 FilterKeys ETFr# 7T

=57 Gbk 3. 0: &, 1: 2o
HER: WFERAEEEE null, FREFEERE.

EBEAFE json, 0: &, 1: 2.
R FERATAERE] null, RFEWAEENE.

DIEIRTS

RERCEERIN

19 #1233,



Stale REMRELIELY

CRD =l
EEZSRERL CRD =F

FRESR

RS

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
metadata:
name: "test"
spec:

clsDetail:

topicId: XXXXXX—XX— XX~ XX~ XXXXXXXX
inputDetail:
containerStdout:
allContainers:
namespace: default, kube-public

type: container_stdout

HERRAE 22

apiVersion: cls.cloud.tencent.com/v1l
kind: LogConfig
metadata:
name: "test"
spec:

clsDetail:

topicId: XXXXXX—XX—XX—XX-XXXXXXXX
inputDetail:
containerStdout:
allContainers:
excludeNamespace: kube-system, kube-node-lease

type: container_stdout

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
metadata:
name: "t
spec:

clsDetail:

topicId: XXXXXX—XX—XX—XX-XXXXXXXX

inputDetail:

IRIFRE: BRzITE (165 ) BRSEAS 5820 #123m;




containerStdout:
allContainers:
workloads:
- container: prod
kind: deployment
name: sample-app
namespace: kube-system

type: container_stdout

8% Pod Labels

apiVersion: cls.cloud.tencent.com/v1l
kind: LogConfig
metadata:
name: test
spec:

clsDetail:

topicId: XXXXXX—XX—XX—XX-XXXXXXXX
inputDetail:
containerStdout:
container: prod
excludeLabels:
key2: v2
includeLabels:
keyl: vl
namespace: default, kube-system

type: container_stdout

EEERHEE CRD 76

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
metadata:
name: test
spec:

clsDetail:

topicId: XXXX-—XX—XX-XX—XXXX
inputDetail:
containerFile:
container: prod
filePattern: '*.log'
logPath: /tmp/logs
namespace: kube-system
workload:
kind: deployment

name: sample-app

IRIFRE: BRzITE (165 ) BRSEAS 21 #123%




type: container_file

8% Pod Labels

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
metadata:
name: test
spec:

clsDetail:

topicId: XXXX—XX—XX-XX—XXXX
inputDetail:
containerFile:
container: prod
filePattern: '*.log'
includeLabels:
keyl: vl
excludeLabels:
key2: v2
logPath: /tmp/logs
namespace: default, kube-public

type: container_file

KRR 4EE CRD 74

apiVersion: cls.cloud.tencent.com/vl
kind: LogConfig
metadata:
creationTimestamp:
generation: 4
name: test
resourceVersion: "1172
selflLink: /apis/cls.cloud.tencent.com/vl/logconfigs/test
uid: 233f4b72-cfef-4a43-abb8-e4d033185097
spec:

clsDetail:

topicId: XXXX-—XX—XX-XX—XXXX
inputDetail:

hostFile:

customLabels:
testmetadata: vl

filePattern: '*.log'
logPath: /var/logs

type: host_file

IRIFRE: BRzITE (165 ) BRSEAS 5§22 #1123,




O BHS

LogConfig json &=t AB

EIEEFRATE: 2025-09-09 17:58:12

LogConfig CR FERiRHA

BERS

spec B&EiRIB

REMN spec AR EBEEN T AERIRER AR QSR HIRHNEERES .

O EE:

clsDetail #1 kafkaDetail ZER—/RERNF REEEE—H

FEB
inputDetail
clsDetail

kafkaDetail

inputDetail i%EA

EEBYE

iyl

o

gLz}
EMRER,
CLS REHRE, ZiEEESHBEAEM cls—provisioner FE£E) CLS U,

Kafka RE&=HEE, EXATREBASER.

FE

type

containerStdo
ut

containerFile

hostFile

IRIFRE: BR=ItE (It ) BRSEATF

HO

iy

o

iy

String

Object

Object

Object

1R

REEER, BENT:
o container_file: BBRIXMHRE, ZERWM containerFile HREMR,

o container_stdout: REASIRERIL.
o host_file: RETRAE, BRTRAZIFZES.

SETERHRERE . BEERESH[INENLN, FIEEREREH
container_stdout.

BRABERE . RERESHITERLA, FEEREEED container_file,

PRIBERE . RERESHITERLA, FIEERESXEN container_file,

23 #1123,



O BAT

containerStdout XJS&EigiNag

"kubernetes-p

"deployment",

: "default"

includeLabels
excludelLabels
metadatalabels

metadataContain
er

customLabels

container

workloads

IRIFRE: BR=ItE (It ) BRSEATF

roxy"

’

L]
REBSIEE label:value B9 pod, F85 workloads ERIERE .
HERR B 2155 label:value B pod, F&¢5 workloads RIRIELE .

EXIE pod RIBLL label {EATTEIE LR, FiEEN LB LR,

EMIE pod. container IS E2(ERTEIE LIR. FiSEN2EB LR,

FARBEXTEE.

IBEREMLRBEHET . FIEEXEE ~ , WRESH pod HFEERIIRERL .
85 workloads RIRIEE -

EEREREML workload RItRERIL, RIMEERENBHESR.

5524 H123;




O BHS

workload ¥$ti5ag

FEB
container
kind
name

namespace

containerFile ®WR&EERAT

: "default",

.onn
’

o "xxx, xx",

2 A

: "exvalue"

{
¢ "xxx",

: "deployment"

FE

logPath

IRIFRE: BR=ItE (It ) BRSEATF

iR

BERENDR/EW. TEE, WREREAHIRERH.
workload &,

workload &R,

workload F#£ namespace.

71

REWE. A5 filePaths EREE .

5525 #1233,




O BAT

filePattern &

filePaths =

includeLabels 5

excludeLabels &

metadatalabels &

metadataContain =

er

customLabels &

container =

workload &
workload FERiHA

FEB EAYE

kind b=

name =
filePath &3 EiRAA

FEB EAVIE

path =

file =

hostFile 3&R&19iAA

String
Array
Map
Map

Array

Array

Map
String

Object

BERS

FREASREXH AR, RIS filePaths FATELE . BEREE ~ M 2 .
EEEFHIRESBANBERXHIREN, TRESRERE.
REBAIERE label:value B9 pod, 7885 workload ERIEE .
HERR B E185E label:value B9 pod, F8:5 workload RREE .

EXIE pod RIBLE label {EATTEIE LR FiEENEAB LR

TEXIE pod. container MIPPEEREATEIE LR, FIEEWSIBLIR.
AFRBEEXTEIE.

EEREMLSIRIET

EEREREML workload RIIREEIL, FRHEERENERENR.

AR
workload 28,

workload &5,

AR
FREARERIHEFRTERR R

FREARER BT HRTRTEER, BEAS ~ M 2 .

FEB EAYIE
logPath S
filePattern &
filePaths &
customLabels &
clsDetail MRE1iEB

IRIFRE: BR=ItE (It ) BRSEATF

AR

RERR, £A5 filePaths FIIERE .

FREASREXHTEIRS, RAIS5 filePaths FATEE . @BEREE ~ M 2 .
EEEFHIRESBANBERXHIREN, TRESREREZ.

FAPBEEXTEHIE.

526 H123;



FEBE 1 LA
topicld & B#EER ID,

topieN HEEEEH. X topicld H=H, IBEASERSHR, TREESEESHENREE
opicilame FEE D, HEEMORATES,
logsetld HEEE D,

BEERM. & logsetld AZRY, IBEATERN, URIEATESMEMRMBTE

logsetName ID, SEEHREEE,

region BEERIERTE region. EAIAFIEERERRTE region,

FHER, AE(E: json_log (json =) . delimiter_log ( FEFFZEL) «
logType minimalist_log ({723 ) . multiline_log ( 17234z ) . fullregex_log
(Z2EWEX) . BAB minimalist_log.

logFormat BEE.

IRIFRE: BRzITE (165 ) BRSEAS 27 #1123,




O BAT

oy

storageType

hotPeriod

iyl

iy

period

partitionCount &

oy

tags

iyl

autoSplit

maxSplitPartition

iyl

S
extractRule &
excludePaths =
fullTextindex B
indexs =
indexStatus B
autolndex &
advancedConfig B

tag xRN

String

Number

Number

Number

Array

Bool

Number

Object
Array
Object
Array
String

String

Object

BERS

BEEREEFHSEE ((REBMENE topic BIER) . HiEE: hot (#REEE) . cold
({R557=6E ) - BAIA hoto

BEREFX ((NEEmEE topic WER) . 0: XABERKE, I 0: AEEERRERE
IEFIEIIXRE . HotPeriod EBXFETF 7, BH/VF Period. {X7E StorageType
7 hot IP4EX

BEEFMEELE (26X ) ((REBNEBE topic BIEN) . nEFIFEUETEE 1~3600,
{RSRTFHEEVESEE 7~3600 KXo BUEYI 3640 BHURKAIREF. Bl 30 Ko

BEERS XA (XEBNEIE topic BHER ) o BHALIE 114, RAZFEE 10 4
PXo

FEHR (REE=EIE topic BFER) .
EEFEBmMAE, “false” B "true" ({VIEEEILUE topic ITER)

AEEDPHE, S/AFTETEBTIFNRADEE, BiAA 50 4 ((REBEE
topic BFER) o

REMUIBXEE

REFRBEAE.

SXHR|EE ((REBNLIE topic FFER) .
ZH5IERE (IXEBENE topic FHEX) -
R5IKE (IXEBEEIE topic BFIER) -
EEFEBHERS| (REBEIE topic BIER) -

SRRERE

FEB E3id)

key String

value String
extractRule MR

L]
IREBH,

REE.

IRIFRE: BR=ItE (It ) BRSEATF
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& BiE

FEBA EEYIE -5} i5R8
timeKey B String BHEFERRY key BF, timeKey #l timeFormat #ZRpE*SHM
timeFormat & String Bt EIFERAOE, &% CIEEM stritime B FRIEAMSNRBMESE
delimiter B String SIRFEBATNDRES, 2E logType 5 delimiter_log B3B3
logRegex S String BEZAFENN, R7 logType 7 fullregex_log BIEM.
beginningRegex B String TEHLTEMN, 25 logType 73 multiline_log g fullregex_log BB
keys = Array SN FERI key BF, AEM key RREFXIMFER, RE logType /1
delimiter_log B3, json_log BIEE(EF json £85I key.
filterKeys B Array FEIEATM key, 5 filterRegex & FHri#{TIM
filterRegex S Array EEIRAEN key WA regex, 5 filterKeys ETFHR#TIIM
unMatchUpload & String BhEMBERE L, true B RL%, false RRALIE,
unMatchedKey & String LW BAFER keyo
backtracking B String mEREEXTHEWRIES, Bl 1 (2EXE) , 0 TRIEE,
&5 GBK %3, TEE: "false" @ &; "true" : 2. FE: It G
. . BEPIRE JSON, FIEE: "false" : &; "true" ! RBo EE: WFREEERE
jsonStandard & String null, SREAREEYE.
advancedFilters = Array SRR, ZFERVERTF v1.1.15 REAERIREREIRE, €F v1.1.15 i5ER

filterKeys 5 filterRegex.

advancedFilters 33S&EIgiAA

excludePath MREHTRA

IRIFRE: BR=ItE (It ) BRSEATF 529 H123;




O BHE

FE 5] =EwiE iEE
excludeType String 2 HEBRSERY, BYE File. Path,
excludeType String 2 HFR B SREHERER .

fullTextindex X&EE1aiAA

BT R EENE 8B
caseSensitiv _
o bool & BEXNSHU,
containZH bool & 2EEEH,
ot Strin - SNEIIFX, WEFRE, NSKMIFLNRS; WRREN on ITH, FEEHS, W
status g = caseSensitive il tokenizer BEEBIAE; WRSEH off X, WRITHFLXES.
token Strin - SXHSINHIG . MBLVRIIFEITH, WLMEE tokenizer. HLLEER "@&()=",;:<>
oxenizer g = 00/ \n\t\r", HERAEE .

index ®WREEIRE

FBRE ESid] EEYE i5RA
indexName String 2 G E=t
indexType String = 5|28, AEE: long. text. double,
tokenizer String & FESET.
sqlFlag bool & FEREEHBORINGE,
containZH bool a EREEPRX,
advancedConfig XSk

IRIFRE: BR=ItE (It ) BRSEATF 5830 #123m;



O BAT

BERS

FRE =
ClsAgentMaxDepth :rumb
Numb

ClsAgentFileTimeout

ClsAgentParseFailV
erge

kafkaDetail }REMRAT

FEBRA

brokers

topic
timestampKey
timestampFormat

extractRule.beginningReg
ex

logType

metadata.formatType

BEREREERS
BRmENL

bool

minimalist_log"

’

String

String

o

iyl

RE default SFB=ENRIFABARRARER

N HO

o

o

|

iyl

i5iAA

SRIEC B RER T HERYRE -

SRECEEREN M, HXHERENRARSENBATH, REFFHUFIRE.

REBBITHEMEREEHAT LR,

1)

Kafka brokers.

Kafka topic.

ATiEEERY key, BAIA @timestamp.,

AdiElEEE . ATE(E: double. is08601. EkiA double,

TETEMN . logType 73 multiline_log i, ZIREEHE.

BEIREUER . BUARITEI, Ali%E: minimalist_log ({723) .
multiline_log (Z417£3) . json (json &) »

FoEURIg . ATid{E: fluent-bit (fluent-bit R&ERK) | fluent-bit-
string (FfFH%ER) .

IRIFRE: BR=ItE (It ) BRSEATF
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£ production #&ZiEFETF ingress—gateway deployment B pod YA REEIRER T

: "deployment",

At away
ateway",

: "cls.cloud.tencent
: "LogConfig",

2 A

: "LogConfig",

IRIFRE: BRzITE (165 ) BRSEAS 32 #123)




ERRUEREE

REE production fFE=@HETF ingress—gateway deployment B9 pod H# nginx &F&&H /data/nginx/log/ &R TF&H access.log RIS {4

3REE production SFZ={EHF pod IFEEE k8s—app=ingress—gateway K pod #iI nginx FgH /data/nginx/log/ i§ET&A access.log B
Xi4:

IRIFRE: BRzITE (165 ) BRSEAS £33 #123;




: "/data/nginx/log"

: "production"

ENSUERE
REEH [datal BETFHE log Xfh:

Ao

: "nginx"
: "production"

tainer_stdout"

SR

12i%E) CLS KYBAEREMN, RE default GEZET deployment/testlogt RItmIEIH :

IRIFRE: BRzITE (165 ) BRSEAS 5834 H123;




"container_name"

IRIFRE: BR=ItE (It ) BRSEATF $835 #123;




@ H% \.EHE BRRS

IRIFRE: BR=ItE (It ) BRSEATF 5836 H123;



O Wiz

HESBERAFR

EiEEFAYE: 2025-09-08 18:09:42

R{FinR

BRERSEHPORHATEGRAFRNINE, SEEHBATRE, BIZSRRSUINSHSEESRRSEHANSHEERES, BFLFBEMRE
TS EARRARIFRFRIEIE

FHEA

HRETFFABRIE,

3Z45 0 L FHR S RIRSIRMABLHRS, AR RESRISHIRE

FHRRES, ERISSEMFAREER loglistener KRZF provisioner [R7s, FEISEMERAFERMAI CRD HiR, LAERESETNIBTINEE.
IRAFEEEE BEAGHRFERISR .

RMET R

1. BR FERSENEG , ERENSHEPEERS > EHIEEE,
2. EiEHIhREEERE, SIFIGAIRIRR , AENENART BSRENRE, HRARITERKS, EHERRF “GHTAHER” , WTEMRR:

EREEE M @R - NRD  ERsw v ASR%E BREMC  REW o
@ (28] SEASAHTEER
© mzEcL cLsitasn
SeHD/EH Kubernetesii LT BERS oWt L Master B e
dis! 1163 R (MasterBARIP) (4755) BERS ES v
=
RRE(ET) BERE ES v
cls 1261 SRRRB(E1TF) © EAR © eAB © BRB HERE B3 v
the [OF=r)

3. EIRERER, pEANTIFER, i£i% tke-log-agent AEFGMRIFER.
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https://console.cloud.tencent.com/tke2
https://cloud.tencent.com/document/product/457/67279

O WifiE

HITEE
HitHS

mIEEFAYE: 2025-02-17 10:22:33

&N

HitBERETF Kubernetes Audit 3 kube—apiserver F=ERIAIELERIEHY JSON S EERICRFHERICTINEE, AMEEHCR T kube-
apiserver BIiBRSENY, BIRF SRS HEF . EERXRAAMHHIERINER.

LhREMRZS

HitBENERME T —FX5IF metrics RIEEBFMINERE . FEHEITEERE, Kubernetes AILLCREB—IRIERRVIRIE, 8—FHITAFEE—1 JSON
EREAKICR, SIETEIE (metadata) .« iI5KWA (requestObject ) HIINAZ (responseObject) =48R0 . EHATTEUE (A& 7TiEKM
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\;Vork Queue i workqueue_adds_total
Work Queue FER workqueue_queue_duration_sec

Kube API &K
QPS

Post i5kP99ZERT

Get iERP99ZERS

IRIFRE: BR=ItE (Ib5R) BRSEAR

onds_bucket

rest_client_requests_total

rest_client_request_duration_se
conds_bucket

rest_client_request_duration_se
conds_bucket

Get Request Latency 99th Quantile

100ms
80ms
B80ms
40ms
20ms

Oms

15:18 15:22 15:25 15:29 15:32 15:36 15:39

M verb="GET"

=L

SE H%\_L:H— BEIRS
v Request
‘Work Queue Depth Work Queue Add Rate
12 6Bops/s 15:41 505
0.9 4ops/s
0.6
20ps/s
03 16:48 0
O S ——— e ————— Oops/s
15:18 15:20 15:22 15:24 15:26 15:28 15:30 15:32 15:34 15:36 15:38 15:40 1542 15:44 1546 1548 15:18 15:20 15:283 15:25 15:27 15:29 15:32 15:34 15:36 15:38 1541 1543 1545 15:47
LEiE ¢ YEIE ¢
= - 090 = - 04
instance="cls- " name="DynamicConfigMapCABundle-client-c: instance="cls- " name="DynamicConfigMapCABundle-client-c:
Work Queue Latency
12ms 16:33 9.850
Qms‘ ------------------------
6ms
3ms
Oms
15:18  15:19 15:20 15:21 15:22 15:23 15:24 15:25 15:26 15:27 15:28 15:29 15:30 15:31 15:32 15:33 15:34 15:35 15:36 15:37 15:38 15:39 1540 15141 15142 1543 15:44 1545 1546 1547 15:48

HAlE ¢

0.098

15:48 89.18

15:43 15:46

Workqueue i®REEREATIERNEN.

Workqueue 7S B iEFMEEH
(Adds) BI8=E. Bfi: ops/s.

ZE41E Work Queue HFFERIENHS, B

fi: Z#

MIREE (Status Code)  Aix
(Method ) #1E# (Host ) #ESHT
HTTP &K, B{i: ops/s.

Post i5RP99IERT, & =,

Get iERP9ZERT . Bfi: =,

8575 H123m)



O BHE

FHARBEZ Prometheus REE I ks

EIEEFRATE: 2025-09-04 10:51:42
AN EIMTEFRAFEER Prometheus, & TKE FEE RV HITFmAMISIE APIServer. Scheduler. KCM 1878 E -

RUiRERF

« BEMY Prometheus gEi%i5ia TKE 5849 APIServer, #Big2N iEEEE,
« BE# Prometheus ALAEREE TKE $E8¥H, tBRILAZIEAE TKE £8850,

Prometheus REiE

{EFABEM Prometheus R& TKE SEfizHIEZ AR, B%EBEE Prometheus MEEEH prometheus.yaml| HECEISHRRE Job. E
BXHHENT:

global:

scrape_interval:

scrape_configs:

- Jjob_name: kube-apiserver

- job_name: kube-controller-manager

— Jjob_name: kube-scheduler

Hrp, 8MOBSHER— Job &, BFERETS MR OEHNEIRTIZR. X Prometheus Et& Prometheus.yaml 5i%, 521
Configuration

TKE SEEfPIISI=REE
RIEERYE Prometheus BIEEFIEEL TKE £ RM0IEIER R
kube—apiserver

%F kube-apiserver BHHIEBER, HSM kube-apiserver HHEIRIREA o

scrape_configs:

- job_name: kube-apiserver
honor_timestamps:
params:

component :
- apiserver

scrape_interval: 15s

metrics_path: /master/metrics

scheme: http

follow_redirects:

enable_http2:

relabel_configs:

— source_labels: [job]
separator: ;

regex: (.

IRIFRE: BR=ItE (It ) BRSEATF 8876 H123;


https://prometheus.io/docs/prometheus/latest/configuration/configuration/
https://cloud.tencent.com/document/product/457/116445
https://cloud.tencent.com/document/product/457/32191

target_label: __tmp_prometheus_job_name
replacement: $1
action: replace
source_labels: [__meta_kubernetes_service_label_ app_kubernetes_io_managed_by,
__meta_kubernetes_service_labelpresent_app_kubernetes_io_managed_by]
separator: ;
regex: (Helm);true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label_label_gcloud_app,
meta_kubernetes_service_labelpresent_label gcloud_app]
separator: ;
regex: (cluster-monitor) ;true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label label_gcloud_service,
__meta_kubernetes_service_labelpresent_label_qgcloud_service]
separator: ;
regex: (master-metrics-service);true
replacement: $1
action: keep
source_labels: [__meta_kubernetes_endpoint_port_name]
separator: ;
regex: http-metrics
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Node; (.
target_label: node
replacement: ${1}
action: replace
— source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Pod; (.
target_label: pod
replacement: ${1}
action: replace
source_labels: [__meta_kubernetes_namespace]
separator: ;
regex: (.
target_label: namespace
replacement: $1
action: replace
source_labels: [_ _meta_kubernetes_service_name]
separator: ;
regex: (.
target_label: service
replacement: $1
action: replace
separator: ;
regex: (.
target_label: endpoint
replacement: http-metrics
action: replace
metric_relabel_configs:

— source_labels: [pod]

IRIFRE: BRzITE (165 ) BRSEAS 77 #1123,




separator: ;
regex: (.
target_label: instance
replacement: $1
action: replace
kubernetes_sd_configs:
- role: endpoints
kubeconfig _file: ""
follow_redirects:
enable_http2:
namespaces:
own_namespace:
names :

- kube-system

kube-scheduler

%TF kube-scheduler HHHIEZER, 520 kube-scheduler BHEIFRIREE o

scrape_configs:
— job_name: kube-scheduler
honor_labels:
honor_timestamps:
params:
component :
— scheduler
scrape_interval: 30s
scrape_timeout: 10s
metrics_path: /master/metrics
scheme: http
follow_redirects:
enable_http2:
relabel_configs:
— source_labels: [job]
separator: ;
regex: (.
target_label: __tmp_prometheus_job_name
replacement: $1
action: replace
source_labels: [__meta_kubernetes_service_label_ app_kubernetes_io_managed_by,
__meta_kubernetes_service_labelpresent_app_kubernetes_io_managed_by]
separator: ;
regex: (Helm);true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label_label_gcloud_app,
__meta_kubernetes_service_labelpresent_label_gcloud_app]
separator: ;
regex: (cluster-monitor) ;true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label_label_gcloud_service,
__meta_kubernetes_service_labelpresent_label_qgcloud_service]
separator: ;
regex: (master-metrics-service);true
replacement: $1
action: keep
source_labels: [__meta_kubernetes_endpoint_port_name]

separator: ;

IRIFRE: BRzITE (165 ) BRSEAS 5578 H123m;
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regex: http-metrics
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Node; (.
target_label: node
replacement: ${1}
action: replace
- source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Pod; (.
target_label: pod
replacement: ${1}
action: replace
source_labels: [__meta_kubernetes_namespace]
separator: ;
regex: (.
target_label: namespace
replacement: $1
action: replace
source_labels: [_ _meta_kubernetes_service_name]
separator: ;
regex: (.
target_label: service
replacement: $1
action: replace
separator: ;
regex: (.
target_label: endpoint
replacement: http-metrics
action: replace
metric_relabel_ configs:
source_labels: [pod]
separator: ;
regex: (.
target_label: instance
replacement: $1
action: replace
kubernetes_sd_configs:
- role: endpoints
kubeconfig file: ""
follow_redirects:
enable_http2:
namespaces:
own_namespace:
names:

- kube-system

kube-controller-manager

%F kube-controller-manager B#HESBER, i5EMR kube-controller-manager E#EIFIREA o

scrape_configs:
— job_name: kube-controller-manager
honor_labels:

honor_timestamps:

IRIFRE: BRzITE (165 ) BRSEAS 79 H123;
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params:
component :
— controller-manager
scrape_interval: 30s
scrape_timeout: 10s
metrics_path: /master/metrics
scheme: http
follow_redirects:
enable_http2:
relabel_configs:
- source_labels: [Jjob]
separator: ;
regex: (.
target_label: __ _tmp_prometheus_job_name
replacement: $1
action: replace
source_labels: [__meta_kubernetes_service_label_app_kubernetes_io_managed_by,
__meta_kubernetes_service_labelpresent_app_kubernetes_io_managed_by]
separator: ;
regex: (Helm);true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label_label_gcloud_app,
__meta_kubernetes_service_labelpresent_label_gcloud_app]
separator: ;
regex: (cluster-monitor);true
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_service_label_ label_gcloud_service,
__meta_kubernetes_service_labelpresent_label gcloud_service]
separator: ;
regex: (master-metrics-service);true
replacement: $1
action: keep
source_labels: [__meta_kubernetes_endpoint_port_name]
separator: ;
regex: http-metrics
replacement: $1
action: keep
— source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Node; (.
target_label: node
replacement: ${1}
action: replace
— source_labels: [__meta_kubernetes_endpoint_address_target_kind,
__meta_kubernetes_endpoint_address_target_name]
separator: ;
regex: Pod; (.
target_label: pod
replacement: ${1}
action: replace
source_labels: [_ _meta_kubernetes_namespace]
separator: ;
regex: (.
target_label: namespace
replacement: $1

action: replace

IRIFRE: BRzITE (165 ) BRSEAS 5880 #123m;




source_labels: [__meta_kubernetes_service_name]

separator: ;

regex: (.

target_label: service

replacement: $1

action: replace

separator: ;

regex: (.

target_label: endpoint

replacement: http-metrics

action: replace
metric_relabel_configs:

— source_labels: [pod]
separator: ;
regex: (.
target_label: instance
replacement: $1
action: replace

kubernetes_sd_configs:

- role: endpoints
kubeconfig_file: ""
follow_redirects:
enable_http2:
namespaces:

own_namespace:
names :

— kube-system

il ServiceMonitor #1TRE&E

apiVersion: monitoring.coreos.com/vl
kind: ServiceMonitor
metadata:
name: master-metrics-—-exporter
namespace: kube-system
spec:
endpoints:
— honorLabels:

interval: 15s

metricRelabelings:

— action: replace
sourcelabels:

- pod

targetLabel: instance
params:

component :

- apiserver

path: /master/metrics

port: http-metrics

relabelings:

— action: replace
replacement: kube-apiserver
targetLabel: job

honorLabels:

interval: 15s

metricRelabelings:
action: replace

sourcelabels:

IRIFRE: BR=ItE (It ) BRSEATF
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- pod

targetlLabel: instance
params:

component :

— controller-manager
path: /master/metrics
port: http-metrics
relabelings:

— action: replace
replacement: kube-controller-manager
targetLabel: job

honorLabels:

interval: 15s

metricRelabelings:

- action: replace
sourcelabels:

- pod

targetLabel: instance
params:

component :

— scheduler
path: /master/metrics
port: http-metrics
relabelings:

- action: replace
replacement: kube-scheduler
targetLabe job

namespaceSelector: {}
selector:

matchLabels:

app.kubernetes.io/managed-by: Helm

label_gcloud_app: cluster-monitor

label_gcloud_service: master-metrics-service

TKE SERIMEERE
AN VPC FEBMRENTH.
PR
WREEHEFRAMIARIBT
FrEEHaHRIRRE

1. BR SRRSENS , ERENSMEPIEREE,
2. EEEEFEETE, pEBRERF ID, HAERHEER.
3. EEEMSHPRAEERE.

4. B clustermonitor E{4HEMEE.

5. EENAHRERE, DRFREFTAGEEFEERIIMRE, EESEFN.
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i LEHB ()

cls-

clustermonitor (ClusterAddon)

BERS

TEE. EREaEErI=NEEI=E. EEFE o

[OR';!:H

<
. EREEEeT M, BRI EREEETT R

EEARFNEARSITER, SRTEAHTN, EXAEHREGEEREEHIINRERNEENRHBERE.

6. aseR.
RERE

BiF2(Eid8 R Configuration 1 Monitoring kubernetes with prometheus from outside of k8s cluster , SER#REEELL, EE(E2

kubernetes_sd_configs ft&, GEEHNMT:

scrape_configs:
- job_name: out-tke-apiserver
kubernetes_sd_configs:
role: endpoints
kubeconfig_file: ""
follow_redirects:
enable_http2:
namespaces:
names:
— kube-system
namespaces:
names:

- kube-system

api_server: 'https: KUBERNETES URL

tls_config:

ca_file: /etc/prometheus/kubernetes-ca.crt

bearer_token:

scrape_interval: 30s

RE

'<SERVICE ACCOUNT BEARER TOKEN>'

1. BREER Prometheus E§1&, %% Graph &Tm.

2. @A vp , EESELMEHEAMSITUER.

a

3. WMALATI8S, I8 API Server ERIEE:
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https://prometheus.io/docs/prometheus/latest/configuration/configuration/#kubernetes_sd_config
https://github.com/prometheus/prometheus/issues/4633
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apiserver_request_total{job="apiserver"}

Metrics browser > apiserver_request_total{jol

Selected metric looks like a counter. Con

Options
+ Add query D Query history ® Inspector
Graph

/A Showing only 20 time series. Show all 900

4. MALITIES, I8 Scheduler E&BIEE:

rest_client_requests_total{job="scheduler"}

Me browser rest_client_requests_total{job="kube-scheduler"}

Selected metric looks like a counter. Consider calc

Options  Legend: Auto  Format: Time ser

+ Add query &) Query history @ Inspector

T8, I&E Controller Manager 2&IEE:

rest_client_requests_total{job="controller-manager"}

rest_client_requests_total{job="kube-co

Selected metric looks like a counter. Consider ¢

> Options

+ Add query © Query history (@ Inspector

Graph
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BR

MBIk R AR BMIMIRSE, HANSREREIEM, HREEETBANEE, £ Kubernetes 1, RAMEEE (APM) SRIEE. 4
tRFMAC R FRRYERIRAER . IDMNESEAAT A . BRAItEEETLUREENAMRERE . MAERFIBER. MOENEE. BABRPEE.

PHESRE
BR EAETINTE BHE, GRLSRAEE, #HEEST FRUSR.

BN RER

APM 3% OpenTelemetry. Skywalking £S5 LIk, OpenTelemetry #KiERKES, HAESNE, [MTHRAERFEES . AHSIESE,
Bi5i%i® OpenTelemetry 5%, %7F OpenTelemetry FIEZ(ERiE8%E OpenTelemetry E-G MY o

SFEPBIE Kubernetes RIRIF, iB1i55i%iE Operator IEXXEEHEAN, TERZERHNENRESFENIFE, XF Operator EXHESERIFSE
%4 tencent-opentelemetry-operator

BABN
FRGEESOREEASEEEN EAST .
Operator 5%

tencent-opentelemetry-operator EBfl=ETF X opentelemetry-operator HBIHFREHEAF R . HFELMT Kubernetes HIETFIFsTEED
EANG, BETIRHTSNEENIES, LNBEAZESENEE., Bl tencent-opentelemetry-operator 2§55 Java. Python.

node.js. .Net RARIBEREN, NAEFDBSIBA=ARERS TKE LG, RSEEETITFEGEN YAML XEHiRM21T annotation, FlaEseREE M
Aiig, TREFESERITMUEBRIER .

HREE\ R RS (APM)

1. BR FEREsSEHE, ERENSHERER.
2. EE#Tm, BEERER ID, EAERHEER.
3. ERAENSHPHIERE,
4, BERNEERENTERS;, HIZNANEE, PBESIANEN, FisiFM AR\ AR,
SIS R, MEMEE08H BN > « € gasavemEm
o mE-(m) Qs v mesn (spmWL. ~ c:,\mmn‘myaeammmmr
PodEE M #ITHE B BE  YAML o
——®
ETEAMRBEELE (APM) 548 TR SR A SR B | S Soaling
i o 2 ; P —— L = |
v o de.js fl NetFiif, ®&Operator 5% & X N LA
B ——— [eramantD) wmen smi
§ o e ' AR
Y ST —

SW1: R Operator

y st YOSl ¢ T 881328 Operator,
RIFIRER R »
TN B N E . S LA N AL AR L 8 2: EIHEREN annotation
1. BR BEES LA
IFIEREEN 2. ARER, BT TKE SRR,
ST 3 ETFRMARFBEEN APM TR, AEES, ATEE yam

4. EIRFZEH) Pod annotation A TAS, AHRM. EFILTRMIEN.
2RI
iata.annotations @, fFAF Pod K annotation, 7 IfFAMA annotation, FIUSEUFHEKE

Lt

ERERUAT

BABE
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5. gFE—@%TYE Operator, £ TKE &£8#%3%& Operator.
6. TE—iR%%E Operator IH, &id FHAEEIE LRt . BHAWE RS, TKE £8FER, WAGREERE.

€, —@%R operator "
Lisesr @ QiR ~
BiAlsRE O
TKEFTTEHREE" (1) fa)
TKESE* (D)

LUkE]

© RA8:
LiRititEl s APM WSS RGRRERIME, 819 TKE SR REEHEEE—9 LiRitilE, Big LiRiES TKE SEEFRERIBRRIT—,

7. {RIER AXBS BT ULHTRERELE,

wizESid OpenTelemetry 5%
Go iBig OpenTelemetry—-Go $#A Go MM (#E)
Java K8s IEBENEA Java KA (#EF)
Python K8s IFEBmNIEN Python KA (%)
PHP i@id OpenTelemetry-PHP #A PHP R (#%)
Node.js K8$ WEBEmEN Node.js Eﬁ ﬁ(iﬁﬁ) .
i#id OpenTelemetry-JS A%#N Node.js R ()
.Net K8s FiZERmIEN .NET A (#%F)
HitiES BANEMESHREINA

8. kKl Java RIFAf%I, AIEEFERIMAEIER:
O TERERELS
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https://cloud.tencent.com/document/product/248/101075
https://cloud.tencent.com/document/product/248/109676
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<dependencies>
< Eftm

<dependency>

<groupId>io.opentelemetry</groupId

<artifactId>opentelemetry-api</artifactId>
</dependency>
</dependencies
<dependencyManagement>
<dependencies>
<dependency>
<groupId>io.opentelemetry</groupId
<artifactId>opentelemetry-bom</artifactId>
<version>1.9. version>
<type>pom</type>
<scope>import</scope>
</dependency>
dependencies>

</dependencyManagement
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span. ("RequestId",

scope = span.
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K& BB RESHITRHE, 5% CPU RENREMERE,
CPU {#R=: Workload CPU FIF= (CPU ZirFEAE/EiERequestlE ) W, RIETUEALAEERE, 924/8F. 7K. 30K&IE.
R7Z (A= Workload R7F FIF= ( B7F SLMMEAE/EERequest B8 ) YE, RIEREALAEE, 9240, 7K. 30XEIE.

A #EE:

EIFGRENKRERNTR, BRMBSAEEN RS BEEETFFS. i, SEFNTERERSEE “CPU ERE" , T
FREMFAE RN TERHIOARRE TIFRHCPU RIBRIERFHZ.

TRIEFERY Workload B, B, I=BX%, ETLBEREG FAN # , BESHRSHEESE. WTFEMRR:

BINiEE (7d CPUFIA .
4
)
; ~ 2
~ ~

<=30%  30%-60%>=60%
TE: ERABETEREMEENNTHIRRL, THAR Workload BRFIRIES:

ik @ Q REQ® | BEHIDEH v 5@ | CPUfERE v d CPURIFRRLAIEAE o+ - = 100 + 0

7

BEIZEFd CPURIBFISM 4

v A A
~ ~ 7’
<=30% 30%-60% >=60%

FHFIRAIFERNE:
S TIFRBINSH
SESE: TIEREFENHSSE
TIEREMAR: TIERSAIRA K8s X8
24h CPU RIFSEISE: TIEREiE24/\3 CPU RIFRMIIE, Sh1: %
7d CPU FIRSISME: TIEmEE7X CPU RIBEMISE, B %
30d CPU RIBSE(E: TIFmEIE30K CPU RIMSMIE, B %
24h CPU RIFISEM(E: T{EREiE24/)\3 CPU RIFISRIEE, &f: %
7d CPU RIEM(E: T(EmEE7X CPU RIBEMIEE. SB1: %
30d CPU RIFISEME: T{EREiE30% CPU RIMSMIEE. B %
24h WERIRRIE: TEREE2ANEAGRAESENNE. B %
7d AERIEESE: TIERSIE7RAGFRHBES0NE, B %
30d WEFRIBEISE: TIFREIES0RMFRIBRILIE, B %
24h WEFRIRREE: TIEREE24NEAGRIAE0EE, B %
7d WERIBREE: TERSE7RAERAENEE. B %
30d AEFRIBSEE: TFREIES0RMEFRIMEMEE. B %

TIERRIR(E

IRIRERE: BR=ITE (1bF) BRSEAE 5115 H#123;



BERS

O BHS

HENBFRSFEIERENKLE, SUMEEIRTIERRNFREER, FH#TMTRE:

S- w0 4 o

Q Namespace - 24 CPUNIMR A ~ o 4+

kube-system dotauit crano-system

2
~

1. BEHFE, EEYATIERENEEER.

TiERFi*E
ThEEFFX
Request ##F: SEERANIHEETX . FFEE, TLMEIE Workload BI{ERER, £ Workload #E&1ERI Request, #EiEER
Request ##E .
HEE (E63E) : {HRNIITERHEN Request #EE, BEGTIFEH ((VEFRE Request EEZEEHREFHENBERTETR) -
TERBER

24h RIFRIME: TIEtask CPU M4/ iHOEFIEZR,
24h RIFIRIE(E: TIEta%k CPU M4/ RIS EFIEZR,
TIERRESEER
CPU Bl: HpiTiEGagly CPU BEER,
Bl LHpT{EREPAE Pod B Request B9 CPU B2,
SFAR: HRITEREPFRE Pod Xk CPU BE2Z,
BER: HEITERIFPRE Pod #EM CPU BEZM. SEIZFIFE Request #iF,
REFRR: HETIFRENRERERR.
iR YHpIT{EREPEE Pod B9 Request BIRTEEIEZ .
EGRRE: S TIFREPAE Pod EIFHREREZM,
HER: SRiT(EREPFE Pod HENREREZM. FERFIFE Request #i=.

Pod i¥f&

CPU BRESH
HiBl: Pod i Request #f&,
SCFFRR: Pod ZERAE.
HER: Pod EEFRAE.
Pod i*i#
Pod &#: Pod HI&F.
Pod %#&: Pod Bk
FrETR: 450 Pod FIEAIT =,
PR%ER: 47 Pod FIETRATT SR,

2. PEEE, RESAIERTEN Request %A ((NFRE Request EEFEERFENBRT, XIFRE) .
3. BATER, SHIPRZTIEGE.

JiFTE
LSRR TE—2EA) Workload £ namespace FHIFIBER:

IRIRERE: BR=ITE (1bF) BRSEAE 116 H123;
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O BHS

PIRER Deployment v FrE@mB=E v
E2 TERESR BHREE LETRequest CPU | B7E @

grpc-ds-server: FoRR#I / FoRRH

Depl t -Syst
craned eploymen crane-system craned: FRRE] | RS
wordpress Deployment default wordpress: 0.3 # [ 512 Mi
coredns Deployment kube-system coredns: 0.1 4% [ 29.297 Mi
crane-descheduler Deployment kube-system descheduler: 0.2 # / 200 Mi
crane-scheduler Deployment kube-system scheduler: 0.2 #% [/ 200 Mi
crane-scheduler-controller Deployment kube-system controller: 0.2 #% / 200 Mi
csi-provisioner: 0.1 4% / 50 Mi
csi-attacher: 0.14% / 50 Mi
csi-snapshotter: 0.05 #% [ 25 Mi
csi-cbs-controller Deployment kube-system snapshot-controller: 0.05 #% [ 25
Mi
csi-resizer: 0.1 #% [ 50 Mi
cbs-csi: 0.1%#% [ 50 Mi
17-lb-controller Deployment kube-system 17-Ib-controller: TRl / FTPRH|
H 8 % 20v /]

1. BETE, THIIRRTH csv BREIE.
2. BEHEER, ERiZ Workload BIi¥iEER.
3. PEREFRRR, TIRRIEESEREEH Workload 89 Request Ei&E.

BERS

|e=

Qo

WERFE ©

grpc-ds-server: 0.125 #% [ 125 Mi
craned: 0.125 #% [ 125 Mi

wordpress: 0.125 #% / 250 Mi
coredns: 0.125 #% [ 125 Mi
descheduler: 0.125 #% / 125 Mi
scheduler: 0.125 #% / 125 Mi

controller: 0.125 #% / 125 Mi

csi-provisioner: 0.125 #% [ 125 @

csi-attacher: 0.125 #% / 125 Mi
csi-snapshotter: 0.125 #% / 125
snapshot-controller: 0.125 #% / 125
csi-resizer: 0.125 #% [ 125 Mi B8]

cbs-csi: 0.125 #% [ 125 Mi

vi

17-Ib-controller: 0.125 #% [ 125 Mi

1 /17T

4. SN TEREEIFEN0. BERISTHIEATEI24/\HER, TFEFETRENE, ESERTSR Request EitllEE o

IRIRERE: BR=ITE (1bF) BRSEAE

£117 123,
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O BHS

B AL
Request EREHTE

EIEEFRAYE: 2024-11-05 14:34:52

7]y
HHNE

BERS

Kubernetes AILIRERAWSHFHRENFEFFAZE, EMRSEIINISE, HEAYRRESIEESIR. 1RiE TKE B\ ZafGitEE (21
Kubernetes EAIEHIRESR | SRMITESRERNAZNREIT ) , TKE TRNERFORAENA 14%E4E, NTEFRT:

"N

timestamp per 5 minutes

@ ElETR
@ TKED R

Kubernetes &8 195 R BERSHEEREZEIE Kubernetes BEREEIZIE, £8)i2 Kubernetes TIEREHA, BESEATERHEEESIEN
%iE Request 1 Limit, RFXERENSAMRS, HPPFBAEZMRANE Request,. ATHLEEHCHNTERHEFREEMITIERIESE, S&AT
M SIERERNEEEEER, APIET A Request IBBBRARNEE. Request LIHMERZEZ BIIEERFEHEM TIEREERM, ELtiEg

THFER#ZE, Request HBEISEARSE, 837 Kubernetes £8FERFAERT.

BEIRS TKE TISEERhRE Request HEEHEFAM . iZEHETTILNA Kubernetes B Workload #EFR2EKBIEI Request/Limit #{&, Mm@
BERE, ZIMEUERTIREES, SWREEE TSN Workload EREFIEEN Request BiB . APTLMEERE—EEHN, (EEHE Pod &F

HEAERIRES R L.

BEEENANERYR
FEER# MY Request SBaEEE | ISTESERNABELIT Kubernetes X5

Kubernetes S5 &R St
analytics.analysis.crane.io CustomResourceDefinition

recommendations.analysis.crane.io CustomResourceDefinition

crane-system Namespace
housekeeper—default Analytics
recommendation—-config ConfigMap

craned ClusterRole
craned ClusterRoleBinding
craned Service

craned ServiceAccount
craned Deployment

LhREWRAR

%3#579 Deployment. StatefulSet. DaemonSet H#98— Container E#EEFSERRIE Request/Limit.

TE—RE: [FEEEEFE—EEH Workload & Container BIERE,

IRIRERE: BR=ITE (1bF) BRSEAE

AL AR

FR/& Namespaces

crane-system

crane-system

crane-system
crane-system

crane-system

5118 #123;
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O BHE

TiFHHE Request/Limit Ebf: #E7ERY Request/Limit 2454058 Workload m Container i&&# Reqeust/Limit ZEEIELHI, & Limit 728
#Z Workload RH&BI&E, WASHE Limit.

EHIAH Request HEFE—REMEDSANATIEGZN L nodeSelector BIEtE, Workload 7£E#iid, Pod $REEREIRETSL, ERED
HEERE, £5/% Pod B9 Pending.

Request EERE

{BHTE crane-system HE AT Analytics CR 3R, BNABEEEHMY Kubernetes FETEG# ( Deployment. StatefulSet) , &
DI TIERERI 14 RAVMSEEIE, 12 MIEHR—IRIEEE.

RISIRIE Analytics £RERBNEN TIERHA Recommendation CR X%, BFEMHEEFIIEIE.

Recommendation CR MIRF=4£THFHIE, MRAJUCHEBIRS AR TIEGZA Annotation B,

HEEm

SR

Kubernetes kg4<: 1.10+

PRER

BHIRSEH A —REH Workload Request EERISTIEGRHITHE FET R, BENEHRETREREREARE, 288 Pod R4 Pending,
BIERRER

%#5 Deployment. StatefulSet,
A%#F Job. CronJob, FXZIFFZEH Workload EI2# Pod.

HEERE

BERIME: BABBIREN CPU BIVER0.125%, B125m; KEEHSIMER125Mi.
{EF5AE

AN

1. BR BRESENE .
2. EEM%ERE TKE Insight > Node Map.

© 8:
& LATE TKE Insight > Workload Map mhi#17%3%,

3. & Node Map REH, RIFSFEREATAE—" Node £, BFEFHE,
4. 7% Node BIFIERAIG LA, TH “Request #EE" X, #HITAERNSHEE.

TS Pod %15
Requestit: 7 é |
repaemEzs (P

A EE:
ZINGEREBRIINERTX, FRE, SEMSRIIERFHENSERIE, HESEN Request #(H.

IRIRERE: BR=ITE (1bF) BRSEAE $£119 H#123;
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& WifiE

o FRBIEIENER, HEiitEREE, FESHZ Workload MR EERERSIE.

o AR Workload Ryt ERIENKERIGER—E, S8¥PAEA Workload ZiBEHTRESERN .

o FEiZIEEE, MEMET—XKE Workload F=E#E8IE

o WFHBIMEEREHER Workload, —fRIERT, thEE—XRHIAEZA 2% Workload RIEEFEIRE.
o BNTFREREET—REEAZE, BERKEESEH Workload.

SEFRAEH
1. BF FRRSEHE .
2. £AMi%ERE TKE Insight > Workload Map.

© iA:
Workload Map £EiEZAIMKHNRERTTIERHMNSTUASNER, EHER TR IERENEESMIMERER, MMARSITT
ERETTREFERIRRE , EBRSE X Workload Map .

3. £ Workload Map &, BirSiZFEIRE FAE— Workload £, BEHEE.

Workload Map
TIEREMRE CPUAiit (RS AEFRR 0ilL
® _
. 5]
® it 20 > >
36 3
A 16 S g
= —
— ZMECPUEME — CPUENE
B 26 BAFH: 52Gi — cPUBHER — SGAGRE — AGEER = — AGAEE
6] Q @  Namespace v ©® 24 CPUTIARIEE ~ -
7]
0 + - 401+ £
kube-system default
ngin:
 [an] = ®
\ system @
*
~ 7 m

17l

4. BT, BRI, BITEREEFN Request HEEHIRI Workload EEAIEIE.

@© A8:
BeERsSiEFI&ch—@EHF Workload Request IBESIETIERHFBITIBE FET R, BRNEHRET S EESRERE, £48% Pod RE
Pending,

RARIEERE

Request BagFAGSESNTEREMNBFEFRFEZTEREN YAML B, SaLlBidiRE Kubernetes API SREVSAN TIEREAIEEE, &
EREREVSHEGRAER . MTAREELEAHTEI S Request #HESE:

apiVersion: apps/vl

kind: Deployment

metadata:
annotations:
analysis.crane.io/resource-recommendation: |
containers:
# & pod BESAIER, S1BHEEE cru M Menory BY Request HIEFE

- containerName: nginx

IRIFRE: BR=ItE (It ) BRSEATF 55120 #123;
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O BHS

target:

cpu: 125m

memory: 125Mi #EIXEBERE, RTRHEFAER"58243235", EIERIEMIRbyte

BERS

A FEE:

AHABFALEE Limit, 7EEHI&ER Request #EEEH Workload B, £4t%i%Z Workload Request #1 Limit BILLELMFIE QoS 74

EETH, BINREFEIRNE Request #E(E, AILMEASEEHIRIG Workload HEREEE.

B FAPRIRR

IUPRiRAR
BN PR 2 AU RESE IR SR MR IKES
MRIER
Thie BRER
ig3® pod B9 oom ig& pod
tRiE node BEX=ABAHHTIHE node
FEE#H workload B annotations igREFIRXAIER workload
FEEREEREMUSMHHITICR event
HIFEFEXERNEE, #TRREE analysis.crane.io
BURENX

apiVersion: rbac.authorization.k8s.io/vl
kind: ClusterRole
metadata:

name: craned
rules:
- apiGroups:

_ un

resources:

- configmaps

- pods

— nodes

verbs:

- watch

apiGroups:

- analysis.crane.io
resources:

_ mxmn

verbs:

"k n

apiGroups:

- apps

resources:
daemonsets
deployments
deployments/scale
statefulsets
statefulsets/scale

verbs:

IRIFRE: BR=ItE (It ) BRSEATF

S RIRERR
get/list/watch
get/list/watch
get/list/watch
create/patch/update

FrEtBR

121 #123;



- list
- watch
— apiGroups:
- apps
resources:
daemonsets/status
deployments/status
deployments/scale
statefulsets/status
statefulsets/scale
verbs:
— update
apiGroups:
- autoscaling
resources:
— horizontalpodautoscalers
verbs:
apiGroups:
- autoscaling.crane.io

resources:

apiGroups:
nn
resources:
- events
verbs:
— create
- patch
- update
apiGroups:
- prediction.crane.io

resources:

apiVersion: rbac.authorization.k8s
kind: Role
metadata:
name: craned
namespace: crane-system
rules:
- apiGroups:
wn
resources:
— configmaps
= SECIETS
verbs:
= Cereate
apiGroups:
wn
resourceNames:
- craned
resources:

- configmaps

IRIFRE: BRzITE (165 ) BRSEAS 5122 $#123;




verbs:
get
- patch
- update

apiGroups:

— clusters-secret-store
resour
verbs:

- get

apiGroups:

— coordination.k8s.io
resources:
— leases
verbs:
= Q@@L
patch
update

create

IRIFRE: BR=ItE (It ) BRSEATF

BERS

5123 #123;



