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£ Kubernetes &8 iNalRIETARE S EIZ2 RBAC RHRHE

NginxIngress A ERSHEHLEA R 1.22 LI L
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CBS-CSI| ERREILIE
T R R IR 18
T AEHHEE
T RAFEERCHIELE
8% DNS B EHEtE
££8¥ Kube-Proxy SEHIEAE
££8% API Server R iEHRHIEE
Service&Ingress METiLIHHHELE
Service&Ingress EIRISHILIE
Nginx Ingress {88 Connection Refused
CLB Ingress tIZ2IREHIEAE
Pod RETLGITHIELE
Pod KERESLERENR
Pod BEHIE A
Pod BEHETHR
{#M Systemtap Efi Pod REiBHERER
i#id Exit Code Efil Pod REBHBMERRE
Pod —E&%F ContainerCreating & Waiting k7
Pod —E4F ImagePullBackOff X7
Pod —B&%F Pending A7
Pod —B&F Terminating K&
Pod ZReEXM
Pod &F CrashLoopBackOff iX#&
Pod ZIREFERERE
BegiiE TR
RYRBSEXHRAEIR
BN ERIEEHE
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O BAT
S IR

£ Kubernetes £ {iRIELINR{Z2€IiZ RBAC BURR

i

EIEEFAYE: 2024-07-10 10:35:01

RMEImR

BERS

RMHENEBEWSIEATE Kubernetes SEFHIERIELIIRESEZ RBAC UREE, EISEEHPURINIRESHPENHFERS, BESFHWSISHEEE

SR THER.

RE B

SFWSIRAIEERIY RBAC SURF=ITIREVEIRR, ISHMINTRE:

$XEY Namespace TFHIER:

WNfTIRISANPR?

XA E MK SYHAE LR RBAC adminiR BRI F I SHRIFRIN.

1

EMSHNRR RANEE

IBLANRHA RBRBAC IR, =it

NER v ERHARAURE B

2 3

Rifi RBACHRERERLER) SEREF MRS RARPRAT A

pods is forbidden: User FK=S

e
]

cannot list resource "pods" in APl group "" in the namespace "default"

NMREAGREHEER, PTEEQERRERadminfAe

IRENEERF R T RO

BB AEWRSHIAT LSRR RBAC admintRFRAIFIKS1R1FH

=R TR

1BYANRH RBRBAC R, Fit

2. MR v EERMRRE B

1 2 3
EMSHNRR BINEE mifi TRBACIRBEE MR BT IKS RARBGHTIAR

BT

storageclasses.storage.k8s.io is forbidden: User %w&% cannot list resource "storageclasses” in API group "storage.k8s.io" at the cluster

scope
3R PN
RIR HIRAE SRER

NROASREHWER, AHESTRRSERadminBE

PR
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O WifiE

ERESTIMEZER RBAC admin SIRISTFIKSHTEIRIE
RMES R

1. BR aRRSEHE , BHEAENSHEZRIISRE.

2. NRREWSHECHIFIND AcquireClusterAdminRole ZORIER, EFHigHZERA RBAC admin 1R, SILAEENEERE, #IZEIREE,
HNEEHFET . EIRINEE > ClusterRole &, EIIREERF Admin A8H#TIEIN. NTEFRR:

<« rH e - Qs

/ mmAzae Az ERAVETER]
RBACHERE AREBAmInHE

Qo B
PREE

EAES

BETE
I O BmFE,

3 T M (clusterroles rbac.authorization k8s.io i forbidden: User * cannot st resource “clusterroles* in API group "rbac.authorization ks io* atthe cluster scope) Ei
Pod €D
EECT]

WESHE
REEE
BEE

e

-1

B

Prometheusiiz ()
AR

3. 7SI EE > ClusterRole #1, #i RBAC SRIEHERE, EFFIKFHITIEMN . NTERFR:

RBACHBIERE BREAmIME

mumnzan weemn c [IRAVETTEY

QoL

© BRFE, 2 FRMFEREadminf® (Clusterroles.rbac.authorization kBs.io is for

£ ClusterRole &M@, IENNFWS, BET—F.

& EmB-TM) J #iClusterRole

@ nons >

FE L)

FREFIR (S0 SN0 1) BEE 0|

= o| oQ

% "name:kaychen', 3|1 RGN EEMFIF

4. {558 RBAC iREY, £FWSEFUR. WTEFRMR:
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https://console.cloud.tencent.com/tke2

O BHE

@ ssms > @) mmreacen

Namspaces¥=

N Namaspaces . / FRAR - %

default

= SR, WEMETE, FHE. 0S8N, RENESHR, TEETFES DRSS RN
i kube-node-lease SOUR, BEMNTA. FHE. 9SEE. RENESNR

T be-public 2 TR T BB S AR

R 2181 £ T LB R SRR

B ube-system e I, TERIEATIR ClusterRole 3% SMRKMIEMIRE BT BN, MeFHESRERESMMOTR

O Namespace?llZ: EE21EF Namespace %KBliER Cluster FKBIHIIR
O R RS FIE S ERTRTEERIUR .
O BHER: MAEGHSTEITERNEIENR, HEEHTS. FiEt. a3%E. RFNESHR, TREFKSIISIRINESIIR,
O BHAR: MAEGSTITERNEISHR, HEEHTR. FiEE. H3=E. RAESHR,
O FRAR: MAAGSZESNEHSSE TR ST RERINESIUR,
O RiEARF: MAEmESEkmEnE =l e & T SR SIENR .
O BEMBUR: HEFEERERN ClusterRole RE, BEMERE ClusterRole MEHEEFRMZEFIREEHITIN, UEFKSKERFETIHIM
R

5. B5eRl, SERIRERERLE RIS FINRAIRE

BRI
£E8¥ Admin

apiVersion: "rb
kind: "Clust
metadata:
name: "tke:admin"
labels:
cloud.tencent.com/tke-rbac-generated: "true"
rules:

apiGroups:

resources:

nkn

verbs:

nonResourceURLs:

"k

verbs:

apivVersion: "

kind: "

metadata:
name: "

labels:

cloud.tencent.com/tke-rbac-generated: "true"

rules:

apiGroups:

IRIFRE: BR=ItE (It ) BRSEATF 556 #103m



resources:

apiGroups:

nn

resources:

"services

'service

verbs:

"

"update"

"watch"

apiGroups:

resources:

"limitranges"
"namespaces/status"

>plication

apiGroups:
wn
resources:

- "name

IRIFRE: BR=ItE (It ) BRSEATF




apiGroups:
- "apps"

resources:

apiGroups:

- "aut
resources:

- "horizonta

verbs:

apiGroups:
- "auto
resources:
- "horizontalpodcr
verbs:
"create"
lete"

Jeletecollection"

st"
"patch"
"update"

"watch"

apiGroups:

IRIFRE: BRzITE (165 ) BRSEAS ££8 #103:




- "batch"
resources:

- "cronjobs"

apiGroups:
- "servi

resources:

apiGroups:

service

resources:

IRIFRE: BRzITE (165 ) BRSEAS 589 #103m




verbs:

- "update"

apiGroups:

n]ist"
"patch"
"update"

wwatch"

apiGroups:

resources:
- "poddisr
verbs:

apiGroups:

"ne

"authenti

"install.

resources:

"k

verbs:

"patch"
"update"

"watch"

apiGroups:
— "apiexte

resources:

IRIFRE: BRzITE (165 ) BRSEAS 5510 #1033,




apiGroups:
"net
resources:

L]

verbs:

resources:

nkmn

verbs:

- "get"

resources:

"k

verbs:

"watch"
"patch"

"upda

resources:

"k

verbs:

"get"

IRIFRE: BR=ItE (It ) BRSEATF




apiVersion: "rbac.aut
kind: "ClusterRo
metadata:
name: "tk
labels:
cloud.tencent.com/tke-rbac-generated: "true"
rules:

apiGroups:

resources:

apiGroups:

resources:

"configmaps"

"replicationcontroll

"replicationcor

apiGroups:
wn
resources:

nts"

IRIFRE: BRzITE (165 ) BRSEAS 12 #103%:




apiGroups:
wn

resources:
"name

patch"

"update"

"watch"

apiGroups:
"autos
resources:
— "horizontalpodautos
verbs:
"create"
ete"

ollection”

apiGroups:
- "autos
resources:

"horizontalpodcronscalers"

apiGroups:
— "batch"

resources:

IRIFRE: BRzITE (165 ) BRSEAS $£13 #1033




"deletecollection"
"get"

nist™

"patch"

"update"

"watch"

apiGroups:

- "extensions"

"replicasets/

"replication

apiGroups:
- "servi

resources:

"update"

"watch"
apiGroups:

— "serv

resources:

"serviceinsta

"servicebinding

verbs:

IRIFRE: BR=ItE (It ) BRSEATF




resources:
- "poddisz

verbs:

n U

create'

resources:

nkmn

apiGroups:
- "apiexte

resources:

apiGroups:
- "netw

resources:

IRIFRE: BRzITE (165 ) BRSEAS 5515 #1033,




apiGroups:
— "cloud.t
resources:

LR

verbs:

resources:

LR}

verbs:
_ nget™
— "list"

— "watch"

apiGroups:

resources:

"k

verbs:
- "get"

ndisEn

"

apiVersion: "rbac.
kind: "ClusterRole"
metadata:
name: "tke
labels:
cloud.tencent.com/tke-rbac-generated: "true"
rules:

apiGroups:
wn
resources:

"pods"

— "create"

"delete"

"deletecollection"

"patch"

"update"

IRIFRE: BR=ItE (It ) BRSEATF 6 #103m




apiGroups:

resources:

"
"persistentvolumecl
"replication

>licationcontroll

apiGroups:

resources:

apiGroups:
~ ap
resources:

"daemonsets"

apiGroups:
"autos
resources:

- "horizo

IRIFRE: BR=ItE (It ) BRSEATF




apiGroups:
"autoscaling.cloud.

resources:

- "horizontalp

verbs:

apiGroups:
- "batch"

resources:

"patch"
"update"

"watch"

apiGroups:

- "extensi

oyments"

"deployments/rollbac

"replice

"replice

"replicationcontroll

"update"

"watch"

apiGroups:
- "servicec

resources:

IRIFRE: BRzITE (165 ) BRSEAS 5518 #1033,




Noery
— "servicebindin
verbs:

— "create"
"delete"
"get"
”i;s\”
"patch"
"update"

"watch"

apiGroups:

"servic

resources:

>kers/status"
s/status"
>lans/status”

/status"

- "update"

apiGroups:

apiGroups:
"policy"

resources:
"poddis

verbs:

lection"

"update"

"watch"

apiGroups:

A

resources:

"k

verbs:

IRIFRE: BR=ItE (It ) BRSEATF
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"update"

"watch"

apiGroups:
"apiextensions.k8

resources:

Wi
ne

resources:

LR}

verbs:
"get "

"lis

apiGroups:
"cloud.tencent.com"
resources:

"k

verbs:

resources:

"k

verbs:

resources:
waem

verbs:

~ nget™

- "list"

"watch"

apiVersion: "r .authorization.] .io/vlbetal”
kind: "ClusterRole"

metadata:

IRIFRE: BRzITE (165 ) BRSEAS 5520 #103m;




name: "tke
labels:
cloud.tencent.com/tke-rbac-generated: "true"
rules:

apiGroups:

resources:

apiGroups:

nn

resources:

persistentvolumec

"replicationcor

"services

"service

— "service

verbs:

~ nget™
"list"

- "watch"

apiGroups:

resources:

apiGroups:
wn
resources:
"events"
"replicationcontroll s/status"

/1c

resources:

IRIFRE: BR=ItE (It ) BRSEATF




- "statefuls
verbs:
"get"
n]istm

"watch"

apiGroups:
- "auto
resources:

orizontalpodauto

apiGroups:
- "autoscaling.cloud.
resources:

"horizontalpodcrons

resources:

- "stora

apiGroups:
- "batch"

resources:

resources:

"daemonse

yments/rollback"
"deployments/s
"

"ingresses

licse

IRIFRE: BRzITE (165 ) BRSEAS 22 #103;




apiGroups:
- "servicec

resources:

resources:

— "poddisr

resources:

LR}

verbs:
"get "

£

apiGroups:
- "apiext
resources:
— "customre

verbs:

—l'ne

resources:

"k

verbs:

resources:

IRIFRE: BR=ItE (It ) BRSEATF 23 #103;




resources:

nkmn

verbs:

resources:

LR}

verbs:
"get "
- "list"

— "watch"

$E#BENamespaceRiEAR

apiVersion: "rbac.authorization.k8s.io/vibetal"
kind: "ClusterRole"
metadata:
name: "tke:
labels:
cloud.tencent.com/tke-rbac-generated: "true"
rules:

apiGroups:

nn

resources:

apiGroups:

resources:
"noc

entvolumes"

apiGroups:

nn

resources:

IRIFRE: BR=ItE (It ) BRSEATF




apiGroups:

nn

resources:

apiGroups:
"autos
resources:
- "horizontalpodautosc

verbs:

apiGroups:
— "autoscaling.clc
resources:
— "horizontalpodcronscalers"
verbs:
- "get"

"list"

- "watch"

apiGroups:

- "batch"

IRIFRE: BRzITE (165 ) BRSEAS 5525 #103;




apiGroups:

apiGroups:
Srvic

resources:

verbs:

— "get"

resources:
- "poddi

verbs:

"install.istio.
resources:

LR}

verbs:
"get "
- "list"

- "watch"

apiGroups:

IRIFRE: BRzITE (165 ) BRSEAS 5526 #103;




@ H% \.EHE BRRS

resourc
— "customresourcedefin

verbs:

- "get"
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Nginxingress A TERSEEHXEZHEE 1.22 LA E

R

nginx-ingress—controller FIZEFTRESHEHTIEEEARE Kubernetes 1.22kA R LA L, BXIREMNMTEFR:

..IIII B EEEmEER II.I | N | r- III
nginx ingress version is too low:ccr.ccs.tencentyun.com/tkeimages/nginx-
ingress-controller:v0.49.3, you can contact us to upgrade it:
expected>=1.1.3, actual=0.49.3]

.-.l.l l HE EE B LN |

RS

BT Kubernetes 1.221k4 APIServer E£&3F extensions/vibetal IRAR Ingress BilR, EEAEIN.22[F, ZEIREM nginx—ingress-
controller BHRERAMBIRTF v1.1.3, S8 nginx—ingress—controller AT ERETIE,

MERITR

BIRIBLA TS BISER AR nginx—ingress—controller E&H%&E v1.1.3 kA :

. BR FERSENE, EENSHERIERES,

. EERSIRT, BEEIRER ID, BAERFER,

L ERAEMSERL P ANETE, TAMEERES ingress—nginx HHFRIIRIIRS (SE2TURE) :

il g

w N =2

ingressnginx O . 2025-04-28
o3 9 5. 3
ingressnginx P seEAfE 151 11:32:26 i

4. BRI nginx ingress controller B workload, {2833 nginx ingress controller kY& tag 79 v1.1.3:

spec:
affinity:
contain

ss-controller

--tcp-services
”Udp’ﬁt‘l‘Vl[ES’[UH
env:
- name: POD_NAME
valueFrom:

metadata.name
SPACE

( Frol
fieldRef:
apiVersion: v1
metadata.namespace
centyun.com/tkeimages/nginx-ingress-controllerf:vl.1.3
PullPolicy: Always
ycle:

t-shutdown

5. #RBYIR nginx ingress controller B workload, €2 --election-id &%, ifillingress—class B4, Bl —-ingress-class 73 test, M
B --election-id B# ingress-controller-leader PMJ3 ingress-controller-leader- test :

IRIFRE: BR=IE (16F) BREEAR 5528 #103m;
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spec:
affinity: {}
containers:

- args:
- /nginx-ingress-controller

--validating-webhook=:8443
--validating-webhook-certificate=/usr/local/certificates/cert
--validating-webhook-key=/usr/local/certificates/key
--election-id=ingress-controller-leadey-test
--ingress-class=test
--configmap=kube-system/test-ingress-nginx-controller
--publish-service=kube-system/test-ingress-nginx-controller
--tcp-services-configmap=kube-system/test-ingress-nginx-tcp
--udp-services-configmap=kube-system/test-ingress-nginx-udp

POD_NA

6. {3 nginx—ingress—controller 339 ValidatingWebhookConfiguration i, 4§ admissionReviewVersions #l apiVersions {EX&3
vl , path [ ;] /networking/vl/ingresses :

kubectl edit validatingwebhookconfiguration {ingress-class}-ingress—-nginx-admission

webhooks:
- admissionReviewVersions:
- vl
clientConfig:
caBundle: LSOtLS1CRUdJITiBDRVJUSUZJQOFURSQtLSOtCk
VWUR6SXhNalV3TkRBME1ETXpOREV3V2pBUApNUTB3Q3dZRFZRUUt
Uy9jdU1GMW5LYVRhRmYKUUhYT1RvVnFsR3UQUOtOWE1GVXdAEZ11E
Dh5Cm1GOHBNQWIHQ@NXRINNND1CQU1DQTBNQU1FVUNJUUN3VEhZd
NBVEUtLSOtLQo=
service:
name: test-ingress-nginx-controller-admission
namespace: kube-system
path: /networking/v1/ingresses
port: 443
failurePolicy: Fail
matchPolicy: Equivalent
name: validate.nginx.ingress.kubernetes.io
namespaceSelector: {}
objectSelector: {}
rules:
- apiGroups:
- networking.k8s.io
apiversions:
= vﬂ
operations:
- CREATE
- UPDATE
resources:
- ingresses

scope: '*

7. ¥& NginxIingress CR &#EREHFHIRR tag 1245 v1.1.3:

kubectl edit nginxingress {ingress-class}

IRIFRE: BR=IE (16F) BREEAR 5529 #103;
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apiVersion: cloud.tencent.com/vlalphal
kind: NginxIngress
metadata:

spec:
ingressClass: test
service:
annotation:
service.kubernetes.io/service.extensiveParameters: '{"AddressIPVersion
type: LoadBalancer
workLoad:
hpa:
enable: false
maxReplicas: 2
replica: 1
template:
affinity: {}
container:
image: ccr.ccs.tencentyun.com/tkeimages/nginx-ingress-controllqr:vi.1.3|
resource
limits
cpu: "0.5"
memory: 1024Mi
requests:
cpu: .25"
memory: 256Mi
deployment

IRIFRE: BR=IE (16F) BREEAR 5830 #103m:



O BAT

PRERRESLIE

mIEE#RATE: 2024-03-25 15:41:11

PRAEEXRFHE

BERS

SfEF TKE S#RSHTAEERNN, TRaEEHTRRE, GaBNEGH—SHENXET, AXHRETPTRREFHINXET . RENKRMRA
wERN (BEENFEXCERZ / dev/ dmesg HEHTIRE ) , BALMREANEERTRE—SHERERR.

PREEXEFS WU RENGR
e aX
OOMKilling i#12 OOM killing

TaskHung

UnregisterNetDevi
ce

KernelOops

KernelOops
Ext4Error
Ext4Warning
IOError
MemoryReadError

FilesystemlsReadO
nly

TCPMemOverFlow
TCPSkOverFlow
NFOverFlow
ARPOverFlow
BlocklOError
BlocklOError

FileOpenLimit

SlabFreeErr

MemPageFailed
SoftLockUp
SchedInAtomic
RCUStall

PCICardErr

HIERATENRSS (10, NFS FiTRk )

FEIREIHE, MFEFEREEMIINEZIRE

AL EiET

FROSHIR

Ext4 X4 RFHIE
Ext4 XHREFES
Buffer EAig&HZE

HFRE

XHRFERE, TESAN

TCP HERE
Socket X&51%
conntrack Fi#
arp £ifi

Buffer SNig&HZE
Blkio i&EKfEZE

A GBS RS LR
B Slab $5i%

Page $EiiEi=

CPU KHiEigEiAEN&
S EBErEAR sleep

CPU RCU iBJia-R

PCI Card &=, MEMLSS

IRIFRE: BR=ItE (It ) BRSEATF

PCEE FR R IENIZRIA TS

Killed process \d+ (.+) total-vm:\d+kB, anon-rss:\d+kB,
file-rss:\d+kB.*

task [\S ]+:\w+ blocked for more than \w+ seconds\.

unregister_netdevice: waiting for \w+ to become free.
Usage count = \d+

BUG: unable to handle kernel NULL pointer dereference
at.*

divide error: 0000 [#\d+] SMP
EXT4-fs error .*

EXT4-fs warning .*

Buffer 1/O error .*

CE memory read error .*

Remounting filesystem read-only

TCP: out of memory —- consider tuning tcp_mem
TCP: too many orphaned sockets

nf_conntrack: table full, dropping packet

\w+: neighbor table overflow!

Buffer I/O error on device (.+), logical block \d+
blk_update_request: I/O error, dev \w+, sector \d+
VFS: file-max limit \d+ reached

cache_from_obj: Wrong slab cache. (.+) but object is
from (.+)

page allocation failure(.) order:[3-5],(.+)
BUG: soft lockup — CPU#\d+ stuck for (.+)
BUG: scheduling while atomic:(.+)

INFO: \w+ self-detected stall on CPU (.+)

Card not present on Slot(.+)
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@ HE \.L:HE BERS

CBS-CSI ERiRsaFItIE

mIEE#ATE: 2024-12-12 09:57:22

cbs MeIEiEXEE

1. no available storage in zone

B%K: kubectl describe pvc &£M#ERF ProvisioningFailed B%#, WBB®E no available storage in zone o
FA: &REEKEZ zone FZIFXFER cbs £,
RSN FFPEREIEEIEN region/zone, SXEEE cbs EEIRIMEIE,

2. disk is sold out

B : cbs iHEHHRE disk is sold out o
[FEA: cbs BMEBEE,
fBRIENE: XK cbs € LEEFERFEE Pod,

3. InvalidParameter

BH1: pvc —BELTF pending KK, pv Tix#eIEEER, HHRE Key start with a word that is reserved for the system o
[REA: cbs G ECIERFERN, SEEHNERIERIIZER L, MA=IRE key B58 gcloud. tencent 5% project FEY, SEH=FERLIEELY .
RUEIE: (EMIRXERTRE, BREERE key B gcloud. tencent & project FER,

[TencentCloudSDKError] Code=InvalidParameter, Message=(16ab33025ebd)Key (tencentCloudPorject) start with a

word that is reserved for the system

mxR2: pvc —BE&F pending KE, pv TikeliB sk, HHRIE tag value contains illegal characters o
[FE: cbs {EHECIZRERE, SEEHNITTEREIIZERE . JRGE value AZEE, SSHTERLEXW.
PRPUEHE: (SHHEXERRIAE, BRIEHFE value BERZE.

[TencentCloudSDKError] Code=InvalidParameter, Message=(ec82d0f8807c)tag value contains illegal characters.

Supports UTF-8-encoded characters, digits, spaces, and special characters (+-=._:/@()[]1 () []),

4. disk size is invalid

BMK: describe pvc iBEEHRGFAFTTUEINRIE disk size is invalid o
[FA: AFESEN cbs BXNMFFEESBIRLY, FRZEM cbs &, ZIFXNREFRE, BFREE =EEZERY,
fRJUENE: 1212 pvc BEX/N, FEHATF cbs ZIFXEEEN.

5. WaitForFirstConsumer i FaIMS K

HR: StorageClass Hi%iE WaitForFirstConsumer fEHIER, £ workload HFEET nodeName £#, LiRERTLEIREM,

[REA: WaitForFirstConsumer ZEEiEsUkiiAESMAREREIE, MIEET nodeName S8 &SE Pod HAERBNTEESS, MiiLixEEGHT
=EEIE,

fEJUENE: M nodeSelector &% nodeName 2%, =7E sc FEIFEEE Immediate BEHIEN, MBEFEEWALIE sc 2HHIEETARX.

6. BR95iwiE[E] InternalError

TR RS InternalError o
RE: —%H cbs RSZiRHIE=z,
fBRIENE: XK cbs EEMERS cbs IRBITM, FRSFATEEZR,

[TencentCioudSDKError] Code=InternalError, Message-PIEBIRSZEIR, iBHEER,

7. BB95iwiEEl UnauthorizedOperation.NotHavePaymentRight

AR: CIZEFORAREREW, HHRE UnauthorizedOperation.NotHavePaymentRight o
[RE: TKE_QCSRole fa&&i8H X% QcloudCVMFinanceAccess.
RRPUEHE: B2E 1551301 AABXRIKERRIMRIR .

IRIRERE: BR=ITE (1bF) BRSEAE 32 #103;
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O BHE

cbs & attach BXi0&

¥ N

attach: ¥ cbs BXE Pod SHEEIETY node L.
1. RAHEE attach &M

FE: EENSHATSISES cbs &,

2. attach =R X18 (& 10 £8h)

BR: pvc/pv MREGEEBLLE AT, {ER volumeattachment MRAIVBIZEIEIR T 6 HEZESIR, S csi ¥ attach BIEE, BE kem B, RIS
RIERBK,

REA: kem 8—2##H2E Get FAEAY volumeattachment, HEE#A volumeattachment MREE ST M EIFTRIRST -

fRJUENE: it kem 22 Get FiF volumeattachment RIRTEERESE, BIRHIRST, ATHIBIEN kem BXEH,

3. exceed max volume count

WM& : W53 Pod &F Pending 17, Tix5eHiAE, Describe Pod HEEZ node (s) exceed max volume count
RA: B4 CVM EKIARZIF attach 20 R=MEE, cbs AHERERFARINBIBRRE, HKARZIFHEIER 18 R=EE,

cbs #& mount 83%ia)E
1. iEEEMRR kubelet M

B : Describe Pod 57E kubelet BEHRHEITIRE

MountVolume.MountDevice, driver name com.tencent.cloud.csi.cbs not found 1 the list of registered CSI

drivers

=17:H

1. FPIRE T 5859 cbs B,

2. kubelet B9 rootdir FET, BKIMEH /var/lib/kubelet,
3. csi-cbs—node KBTS instanceid A%,

HiErER:
1. BREEF, @d kubectl get pod -nkube-system |grep cbs BERBERY cbs A,

2. EEIRIEN Pod fiE, BRi558, Bid ps -ef |grep kubelet BH kubelet #EEXE rootdir 28, BEFAZIME, WAKRE 2,
3. csi-cbs—node driver-registrar F8HEHFEZE driverNodelD must not be empty IRiBEE.

R REE:

1. IEHARE cbs Af%,

2. EHISESERHES, 1§ rootdir SEIEEAERAIE,

3. IEHIBHE cbs Bi¥.

2. /dev/vd* is already mounted
BR: kS5 Pod #& cbs &M, REHREMTER.
failed: exit status 32
Mounting command:

Mounting arguments: -t ext4 -o defaults /dev/vd* /var/lib/kubelet/plugins/kubernetes.io/csi/pv/pvc—

**%/globalmount

Output: mount: /dev/vd* is already mounted or /var/lib/kubelet/plugins/kubernetes.io/csi/pv/pvc-—

*** /globalmount busy

[FE: |BiRAEBH globalmount BREFHEESEHRITE.
RERIEDE: EHAFER cbs A%

3. mounting failed: Invalid argument

IRIRERE: BR=ITE (1bF) BRSEAE £33 #103m;
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BR: WS35 Pod & cbs &M, iHEHREMTER.

failed: exit status 255

Mounting command:

Mounting arguments: -t ext4 -o defaults /dev/vd* /var/lib/kubelet/plugins/kubernetes.io/csi/pv/pvc-—

*** /globalmount
Output: mount: mounting /dev/vd* on /var/lib/kubelet/plugins/kubernetes.io/csi/pv/pvc—***/globalmount

failed: Invalid argument

[RA: cbs EEt&ULH gpt 18R, TiXEE cbs BHFREH.

/ # blkid -p —s TYPE -s PTTYPE -0 export /dev/vdk
DEVNAME=/dev/vdk

PTTYPE=gpt

/ # blkid —p —s TYPE -s PTTYPE -0 export /dev/vdj
DEVNAME=/dev/vdj

PTTYPE=gpt

fEUEE: ISEERIEIER extd, WBT pvc MIBFBRUNZE, FHSILSS pod IEEFHER pvec.
4. %5 Pod BahrdiEE<
WMR: 3 cbs BSE Pod BHMEEIE, kubelet @BEWMTHZ.

Setting volume ownership for %s and fsGroup set. If the volume has a lot of files then setting volume

ownership could be slow, see https://github.com/kubernetes/kubernetes/issues/69699

[FE: WSHRHPEET fsGroup £#, S kubelet £ cbs E#iE, SIEEHBRTREXHHITIRINRER, (€209 fsGroup IEENR. HiEE
BRTXHRE, kubelet FifE TIEMSKIE-RENRIENNX—2, BEEHKBR TAEXHURIENH

PR REiE:

BE—: FIERE fsgroup 2, ARHERTHRIFNIRTE

FBEZ: £ Pod template HEEE spec.securityContext.fsGroupChangePolicy B#J OnRootMismatch , REBRTXHHIRERERMFSE
RIAIR ( EBFRAEZFNTF 1.20) o

IRIRERE: BR=ITE (1bF) BRSEAE 5834 #103m;
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TP REBIREHHEIE

mIEERATE: 2024-11-13 11:32:21
FIHENE TKE ERPSIER T IR ENRBIRHTE, HAHNMIHIERERBERSE, SIRETXHSRHTHEHRER.
AIRERE

kubelet 3z#% gc FAIRiEMEI, BT --image-gc-high-threshold « --image-gc-low-threshold . --eviction-hard .

-—eviction-soft B --eviction-minimum-reclaim FESHHITIEEILSCI#ETDNER . SEREFIER, XET S LEHIE K8S SEIHEE
AESHIBEIEE, S2OAAETENESHEEREH.

BERHEETM K8S 1517, EEPR kubelet HIBRETHRIFA XA M . SRIBLUUTSE#HTOR:

1. BT df @€, BE kubelet IBRETHFAERNEREEFETIZHE.

2. WRISEPREER, EIFLAT AN TIaRSHER :
o B/IETAHERRE RFTEREIEHR
o Kubelet (BB RAEREIRF

ED R TE 2L % P R B
BHARETTRICEFRY B RATTER SRS

MR BRETIHMERN B RFIERETIOERE, ISrERIENBETREINR, fIi1, XHpIAeRE1TA docker, WHTT docker BXMIGHSIEE—E
hang {*, kubelet B#t21$&%] PLEG unhealthy, i1 CRI M timeout ISR AR LiACIEREE, IMEMKEBEERIMA Pod —H
ContainerCreating &—HE Terminating.

docker BRAMEFRIBE SR

o /var/run/docker : RAFEFEERHETIAES, BT dockerd B9 --exec-root BEUERE.
e /var/lib/docker : FIFIFANBHIEXRREIE. G0, FRER. FRUSEHIE. SSnEEERHEREE docker 8IEH volume &,

Pod RahidESH
Pod fEREENiSiEF, TAESHII TR

Warning FailedCreatePodSandBox 53m kubelet, 172.22.0.44 Failed create pod sandbox: rpc error: code =

DeadlineExceeded desc = context deadline exceeded

Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10.179.80.31 (combined from similar

events): Failed create pod sandbox: rpc error: code = Unknown desc = failed to create a sandbox for pod

"apigateway-6dc48bf8b6-18xrw": Error response from daemon: mkdir

/var/lib/docker/aufs/mnt/1£f09d6clc9f24e8daaca5bf33a4230de7dbc758e3b22785e8ee21e3e3d921214-init: no space

left on device

Warning Failed Smls (x3397 over 17h) kubelet, ip-10-0-151-35.us-west-2.compute.internal (combined
from similar events): Error: container create failed: container_linux.go:336: starting container process
caused "process_linux.go:399: container init caused \"rootfs_linux.go:58: mounting \\\"/sys\\\" to rootfs
\\\"/var/lib/dockerd/storage/overlay/051e985771cc69f3£699895aldada9ef6483e912b46a99e004af7bb4852183eb/merg
ed\\\" at
\\\"/var/lib/dockerd/storage/overlay/051e985771cc69f3f699895aldada%9ef6483e912b46a99e004af7bb4852183eb/merg

ed/sys\\\" caused \\\"no space left on device\\\"\""

Pod kRS ERH
Pod MR ER, ATRESHIMEATRMEM:

Normal Killing 39s (x735 over 15h) kubelet, 10.179.80.31 Killing container with id

docker://apigateway:Need to kill Pod

IRIFRE: BR=ItE (It ) BRSEATF 5535 #103m;
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Kubelet R B RFTTER IR
kubelet BLAERNESR

/var/lib/kubelet : i@iT kubelet B --root-dir S¥UEE, AFFHEEHER. Pod HHXEVRELARIERR volume (80, emptyDir .
ConfigMap R Secret ),

Pod =

Kubelet [FRNBERAEHEZ AR (BERRFAR) , #HE Pod BHEZMINEIT mkdir, $2 Sandbox tEEiEC3EMKIN, Pod BESLMEATEMSE
%:

Warning UnexpectedAdmissionError 44m kubelet, 172.22.0.44 Update plugin resources failed due to

failed to write checkpoint file "kubelet_internal_ checkpoint": write /var/lib/kubelet/device-

plugins/.728425055: no space left on device, which is unexpected.

plsig

ARSI docker MREMBIRFIDE, dockerd BREMTEERIR, EFIERNERE, NUSBEEEREER dockerd SKEM=IE. FELFN
SRS X H=ELARIR dockerd BEBELLHER . IRSEHTMT:
1. FakR docker RIERS log XHTHAISEX M. BHEMER log X4, FEMIT:

cd /var/lib/docker/containers
_sh *
cd dda02c9a7491fa797ab730c1568bal6cba74cecd4e4a82e9d90d00fallde743c
/dev/null > dda02c9a7491fa797ab730cl1568bal6cba74cecddeda82e9d90d00fallde743c-json.log.9

o ER:
o MBESZEFRS, BUER cat /dev/null > ARETHIEE, FEER rm o A o HXMERESIE, FEEEH docker RS, %
SRR S RS A R R SR
o log MEEHFHARTIEAE, BiiERRIEERS.

2. hiTLATFa<, &% Node fRCHFEIEE, FHISEEHEM Pod RZEIHET R,

kubectl drain <node-—name>

iZES B LARIR dockerd ERIMEET R L Pod RIS EENIE, FERRESHBEXNEE (ML ) SERRFEEIEE (FiEH volume BH
5E8) hailisE,
3. MITLAT#®H<, =E dockerd,

systemctl restart dockerd

4. %f% dockerd ERIKE, Pod BERHETRE, HFERERHEREHEHTERIRFEMIEHRE.
5. #TLATH<S, BUETRATEERC,

kubectl uncordon <node-name

SNTRLEE SRR ?

EHRR kubelet B9 gc IREEXSHHITRELER. BEEXLEE, AMEREATIEHS, HNELATSERN Pod HEBMIRZIHETRLE, F2HM
Pod —E ContainerCreating % Terminating BYiag&

IRIFRE: BR=ItE (It ) BRSEATF 5836 #103m;
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PR RHHEGE

IEE#RATE: 2024-11-13 11:32:21
RIENBIMTE TKE 88, BEIEENSEEEHEAMIEN, HREUTSR#THEHE.

EIE )

PRELHRESSHHELZIREEBETAEN CPU Mialk, BERRANGE Timeout. EREEXWHIRS M.

ED R TE 2L % P R B

BREFRAER cpu ‘us’ (user) . Ecpu ‘id’ (idle) EHET, MELMRAFRSHER . BFE2HTUE 10 HEHAZIRM, S I0 Wait 3%, F7H
REEGREAS, ZWHCHIZAMLEE,
AXLA top. atop K iotop TEAMI, KFIEEE /0 2EEEMRRR AR,

EEFHRRRES R
1. BREE, T cop SOBELNAR. EELRNT:

© eA:
AEERER load average (EESMZTRIEERIEASNER, BIUEE cpu(s) « Mem . %CPU K sMEM FURYEUEFRENEILEHIZIETE
SAXSHER,

Q

top - 19:42:06 up 23:59, 2 users, load average: 34.64, 35.8
Tasks: 679 total, 1 running, 678 sleeping, 0 stopped, 0
Cpu(s): 15.6%us, 1.7%sy, 0.0%ni, 74.7%id, 7.9%wa, 0.0%hi, 0.1%s1i, 0.0%st
32865032k total, 30989168k used, 1875864k free, 370748k buffers
388604k total, 5440k used, 8383164k free, 7982424k cached

USER

=4
=

RES SHR
16g 8104
66m 9496

%)
o
Q
7}
c
o\e

TIME+ COMMAND
3752:33 mysgld
:20.82 php-fpm
:04.97 php-fpm
:01.49 php—-fpm

[N
e}

oY
el

mysql

n n
[ee]

nginx

[ee]

65m 837
64m 7368
56m 9272
65m 8500
57m 8964
54m 9520
56m 9404
56m 8444
54m 9468
1320m 55m 8212
1310m 44m
1310m 46m
1310m 45m
1310m 46m
1310m 45m
1310m 46m
1309m 44m
1306m 40m
1300m 36m
1310m 45m
1302m 36m

1310m 45m

nginx

©

nginx
nginx :12.54 php—-fpm
:12.70 php—fpm
:09.72 php-fpm

:08.73 php—fpm

w

nginx

w

6 nginx

w

nginx

o O O O O o O o o

w

nginx :09.43 php—-fpm

1
1
1
1
1
1
1
1
1
1

o o0 o0 93 3

w

[\

nginx :08.92 php—-fpm
:17.33 php-fpm

:02.11 php—-fpm

[\S}

nginx

o O O O O O O O O O O

)

5 nginx

o o o o
NS NE|
\

[e"}
N
o
o

o

nginx gil0, php—fpm

821 —fpm

o
e}
qal
ol
o
w
o

nginx

©
o1
N

3 php-fpm
php—-fpm

w W

o o o
0
o o o

w

php-fpm
php—fpm

oo}

=W
N

N e o)

e}
[ee]
o

o

w
w

~
o]
o]
w0 s o

©

php—-fpm
php—-fpm

el
ol
()}

php-fpm
php-fpm

©
1
ol
[\S]

php—-fpm
86 php-fpm

A A e e e e = T = T = S
O O O O O O O O O O © © © O

1302m 38m .41 php—-fpm

2. EEEERRE, AIEERZN wa H, wa (wait) F= 10 WAIT 89 CPU 5. BRNARTIEZINTFIEE, RIBEESMZN wva B. NITHA:

© i5AB:

IRIFRE: BR=ItE (It ) BRSEATF 837 #103;
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wa BEH0%, NRERFHNE1%2 L, HRIBFHISEHEESEXIE, TiERE CPU HLGEERE.

top - 19:42:08 up 23:59,

Tasks: 6
Cpu0
Cpul
Cpu2
Cpu3
Cpu4
Cpub5
Cpub
Cpu’
Cpu8
Cpu9
CpulO
Cpull
Cpul2
Cpul3
Cpuléd
Cpul5
Cpulé
Cpul?
Cpul8
Cpul9
Cpu20
Cpu2l
Cpu22
Cpu23
Mem:

Swap:

79
29 .
29
26
25
24.
24.
24.
24.
23
23
23
23
21,
21,
21
21,
21,
21,
20
21,
20.
20.
20,
20,

total,
5%us,
3%us,
%us,
9%us,
%us,
9%us,
%us,
3%us,
8%us,
9%us,
3%us,
3%us,
8%us,
9%us,
4%us,
5%us,
2%us,
%us,
9%us,
O%us,
T7%us,
%us,
8%us,

8%us,

32865032k total,
8388604k total,

BB 10 FitER

1. TEL atop , BEELHMMEE IO KT, AP, BB sda BFR busy 1003 , RRCEFIFEMRERM,

ATOP - lemp

PRC |
CPU |

sys
sys
| avg
| tot
| tot
I

1

3,183
29%
33.00
31.3G
8.0G

sda

| transport

| network

| eth
| lo

TID

0

THR

156

N N N T = T S

1 running,

.1%sy,
.1%sy,
%Sy,
.1%sy,
.0%sy,
.9%sy,
.1%sy,
.6%sy,
.6%sy,
.5%sy,
.4%sy,
.4%sy,
.4%sy,
.4%sy,
$SY,
.2%sy,
.2%sy,
.1%sy,
.1%sy,
.1%sy,
.0%sy,

%5Y,

N DDNDNNDNDNDDNDDNDDNDDNDNDNDDNDNDDNDNDDNDDNDDNNDWWwWwWw W

.0%sy,
1.9%sy,

2 users,
678
0.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,
.0%ni,

.0%ni,

o O O O O O O O O O O O O O O o o o o o o o

.0%ni,

0.0%ni,

30209248k used,
5440k used,

2017/01/23

user
user
avgb
free
free
busy
tcpi
ipi

pcki
pcki

0.21s
0.10s
0.06s
.03s
-058
.04s
.06s
.05s
.04s
.04s
.03s

O O © O O o o o

33.24s
330%
35,29
2.1G
8.0G
100%
10357
10360
6649
4082

19.44s

load averag
sleeping,
48.7%1d,
48.9%1d,
64.4%1id,
65.5%1id,
66.8%1d,
67.0%1d,
68.3%1id,
68.5%id,
69.2%1d,
69.3%1d,
68.7%1id,
69.2%id,
60.2%1d,
60.6%1d,
72.6%1id,
73.2%1id,
73.6%1d,
73.8%1d,
74.
74.
73.
73.
74.
74.

a7 o
17.

o

%id,
4%id,
8%id,

%$id,

%id,
4%id, 2.

2655784
8383164

N W w DD DN W Ww w oo g s s DD U

19:42:32
679
1%
35,59
7.6G

#proc
irg
avgls

cache

read 4
9065
9065
6136
4082

tcpo
ipo

pcko
pcko

0K -788K

0.62s
0.34s
.30s
.27s
.28s
0 228
.21s
.21s
.20s
o218

o O O O O O O O

IRIFRE: BR=ItE (It ) BRSEATF

47204K
19840K
-5216K
26072K
-2816K
-2560K

5764K
48088K

=256
-3004K

47004K
19968K
-5204K
26012K
-2816K
-2660K
5692K
47724K
—-4K
-3184K

e: 34.6

0 stopped,
0.0%hi, O.

9%wa,
9%wa,

swa,

.4%wa,
.0%wa,
.8%wa,
.5%wa,
.2%wa,
.1%wa,
.0%wa,
.6%wa,
.1%wa,
.5%wa,

.2%wa,

swa,

.1%wa,
.0%wa,
.8%wa,
.9%wa,
.5%wa,

.4%wa,

swa,

.8%wa,

8%wa,
k free,

k free,

4, 35.80,

.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,
.0%hi,

O O O O O O O O O © O O O O O O O O © © O O o

370748k
7986552k

#tslpu

idle

Csw

dirty

write

udpi

1857%
62610
41.0M

1789
0

ipfrw 0

si 1

si 8

SYSCPU USRCPU VGROW RGROW RDDSK WRDSK

4K
OK
OK
(0)3¢
0K
OK
OK
(0)3¢
0K
OK
OK

478
967

Kbps
Kbps

ST EXC
1344K —-
220K

0K

0K

4K

0K

0K

0K

0K

0K

[0)3¢

o O O O O O O O O O O O O O O o o o o o o o

.0%hi, O.

35.76

0 zombie

1%si,

.1%s1,

%si,

.1%si,
.3%s1i,
.3%s1,
.3%s1i,
.3%si,
.3%s1i,
.3%s1,
.0%s1i,
.0%s1i,
.0%s1,
.0%s1,
.0%s1i,
.0%si,
.0%s1,
.0%s1,
.0%s1i,
.0%si,
.0%s1,
.0%s1,

.0%s1i,

0%si,
buffers

cached

intr
buff 3
vmcom
MBw/s
udpo
deliv
so 4115
so 8967

10s elapsed

#exit
curscal
76926
62.1M
23.9G
2.84

numcpu
slab i,
vmlim 23.
avio 5.58
0 tcpao
10359
Kbps
Kbps

icmpo
[Shaale]

[Shahale}

CPUNR CPU CMD

S
S
S
S
S
S
S
S
S
S
S

4 197% mysqgld

0

69%

24
2G
e

ms

174

0
0
0

18
21
19
i3
11

7
22

1

1
21

7%
4%
3%
3%
3%
3%
3%

e

php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php-fpm
php—-fpm
php-fpm

££38 #103m;




-512K -168K
-3216K -2980K

[0):¢ 164K
41056K 40432K
37836K 37440K
-12.2M -12.3M
39516K 39420K
29008K 28560K

N N N N T
O O O ©o © © o o
O O o o o o o o
n n n n n nu n v

2. BEEGAH%E 10 M2, BIMTREHEEA:
O BEFZREE d, TEEMLHZEEFER#ERE 10, RESRNT:

2017/01/23 19:42:46 2s elapsed
0.24s 1.99s #proc 679 #tslpu #zombie 0 | #exit 0
11% 101% irg 1% idle wait PAES curscal 63%
38.49 36.48 avgl5 35.98 csw intr 6876 numcpu 24
31.3G 2.2G cache 7.6G dirty . buff 362.1M | slab 1.
8.0G 8.0G vmcom 23.9G vmlim 23.
sda 100% write MBw/ s 2.28 avio 5.49
transport 1031 udpi udpo (0] tcpao
network ipi 1031 i ipfrw deliv 1031 icmpo
558 si 762 Kbps so 1077 Kbps erro
406 si 2273 Kbps so 2273 Kbps erro

WCANCL DSK (6371)
16K 40% mysqld
0K 18% flush-8:0
0K 13% nginx
0K 13% jbd2/sda5-8
0K % nginx
0K % nginx
0K % nginx
(03¢ % nginx
0K nginx
0K nginx
(0):¢ nginx
(03¢ nginx
4K nginx
OK php-fpm
(0):¢ nginx
(03¢ nginx
0K php-fpm
OK php-fpm
(03¢ atop

O WEILIITHS iotop -ora EEMEHELMEE 10, BREISRUNT:

DISK READ: 15.02 K/s | Total DISK WRITE: 3.82 M/s

PRIO USER DISK READ DISK WRITE SWAPIN COMMAND
be/4 root 0.00 1956.00 .00 83. [flush-8:0]
be/4 nginx 0.00 0.00
be/3 root 0.00 21.27
be/2 nginx 36.00 1000.00
be/2 nginx 0.00 1048.00

B

B .00 36. nginx: cache manager process
B

K

B

be/2 nginx 56.00 K 452.00

K

K

K

K

.00 35. [jbd2/sda5-8]

.00 . nginx: worker process
.00 5 nginx: worker process
.00 . nginx: worker process
be/2 nginx 20.00 1144.00
be/2 nginx 48.00 692.00
be/2 nginx 84.00 736.00
be/2 nginx 20.00 504.00

.00 . nginx: worker process
.00 . nginx: worker process

.00 5 nginx: worker process

"R R R R R R R W R
O O O O O © © © O O

.00 . nginx: worker process

IRIFRE: BRzITE (165 ) BRSEAS 5539 #103m;
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nginx . 96. < . E .14 % nginx: worker process
nginx 8. K 88. < 0 % 4. % nginx: worker process
nginx 48 . o o s 4.4 % nginx: worker process
nginx 32. K 40. 5 4.36 % nginx: worker process
nginx . B 208. < . % 4. 5, nginx: worker process
nginx . K 44 . K . s 2. % nginx: worker process
nginx 6. 80. K o 5 ot % nginx: worker process

nginx 5 48. 5 .43 % nginx: worker process

&)

nginx 36. < 32.00 K . E: .34 % nginx: worker process

o

nginx . 2o < . % 2.18 % php-fpm: pool www

9
1
9

o

nginx 2o 44, o s o % nginx: worker process

o

o »;

[ee]
0 O

worker process

ng < 44 .00 K . K 0. 2 .6 5 x: worker process

1
o

o
o)
)
N o

nginx . 92. < . % . % worker process
nginx 64. 972. K o % .22 % nginx: worker process

% php—-fpm: pool www

nginx 4. < 4. < . 2 . % php-fpm: pool www

be/4 nginx . 4. < . % . % php-fr WWW
be/2 nginx 0 < 300.0 0 k o % nginx: process

be/2 20. < .0 . 3 . % nginx: worker process

Bid man iotop WMESHAMUBBLUTLNISHIIE N, REIERNT:

=@, ==@inlly
Only show processes or threads actually doing I/0, instead of showing all
threads. This can be dynamically toggled by pressing o.
—P, ——processes

Only show processes. Normally iotop shows all threads.

—-a, ——accumulated

Show accumulated I/0 instead of bandwidth. In this mode, iotop shows the amount of I/0

processes have done since iotop started.

HftsRE

TPRLEAETHithdE K8S ERMIRS UREM T RS R, FIgN, ET= ERET K8S FREIERISIRE

IRIFRE: BR=ItE (It ) BRSEATF 5840 $103;
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PRRFERCHHEIE

mIEE#RATE: 2024-08-28 16:51:01
RIEN BT TKE ERFPEFERRREHAERAUSIE, FRERREGZX, SERRUTSRETHIEHER,
[

AERDEELY, ARETESHIIATIRE:

mysqgld: page allocation failure. order:4, mode:0x10c0d0

o mysqld : AEDERFEIER,
o order : RABEHEMEZERMHE (2 order) , FFIFFANRT 274 =16 MELIR,
o mode : WEFEDEERAIRR, EPZIRIEXMH include/linux/gfp.h HEN, iEﬁE%AﬁiRIﬁ'—iiiﬁﬂgﬁio FRERAREE—EX. Fn, £

$hERAIZ® GFP_KERNEL 2 _ GFP_RECLAIM | _ GFP_IO | _ GFP_Fs HUEHLEE __GFP_RECLAIM &2
GFP_DIRECT_RECLAIM| GFP_KSWAPD_RECLAIM HUEEHER,

o ER:
o & order EH0R, RIPEACERLZETANE.
o & order EEKR, HIBREFESHRK, TEDEIELNATRE.

EIE )

EHaREEIEM

K8S £781" Pod tliZ netns KIFE network namespace, BZMEKE netns BFRBEBIE nf_conntrack i cache, EERIFARAE, MR
I RAERFERERE, TEOEREEBHARAFRZMSLIMMTIRE ( v2.6.33 - v4.6 )

runc: [1:CHILD] : page allocation failure: order:6, mode:0x10c0d0

Pod $$&—HE4&TF ContainerCreating X%, dockerd B&EgEHRIEEY . BEIRENT:

Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.288446233+08:00" level=error msg="containerd:

start container" error="oci runtime error: container_ linux.go:247: starting container process caused
\"process_linux.go:245: running exec setns process for init caused \\\"exit status 6\\\"\"\n"
1d=5b9%be8c5bb121264899fac8d9d36b02150269d41ce96babad36d70b8640chb0lc

Jan 23 14:15:31 dc05 dockerd: time="2019-01-23T14:15:31.317965799+08:00" level=error msg="Create container
failed with error: invalid header field value \"oci runtime error: container_linux.go:247: starting
container process caused \\\"process_linux.go:245: running exec setns process for init caused \\\\\\\"exit

status 6\\\\\\A"\\\"\\n\""

Kubelet BEIRIEWNT:

Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31. 26037 remote_runtime.go:91] RunPodSandbox from
runtime service failed: rpc error: € y é failed to start sandbox container for pod

"invalid header field value

"matchdataserver-1255064836-t4b2w": Error response from daemon: {"message":
\"oci runtime error: container_linux.go:247: starting container process caused \\\"process_linux.go:245:
running exec setns process for init caused \\\\\\\"exit status 6\\\\\\\"\\\"\\n\""}

Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352496 26037 kuberuntime_sandbox.go:54] CreatePodSandbox
for pod "matchdataserver-1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£8021ea)" failed: rpc error:

code = 2 desc = failed to start sandbox container for pod "matchdataserver-1255064836-t4b2w": Error

response from daemon: {"message":"invalid header field value \"oci runtime error: container_linux.go:247:

starting container process caused \\\"process_linux.go:245: running exec setns process for init caused
M\ \\\"exit status 6\\\NANNN"\NN"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352518 26037 kuberuntime_manager.go:618] createPodSandbox

for pod "matchdataserver-1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£f8021ea)" failed: rpc error:

IRIFRE: BR=ItE (It ) BRSEATF 541 #1033,



O BHE

= failed to start sandbox container for pod "matchdataserver-1255064836-t4b2w": Error
response from daemon: {"message":"invalid header field value \"oci runtime error: container_linux.go:
starting container process caused \\\"process_linux.go:245: running exec setns process for init caused
MANN\\"exit status 6\N\AANAN"ANANN"\\n\""}
Jan 23 14:15:31 dc05 kubelet: E0123 14:15:31.352580 26037 pod_workers.go:182] Error syncing pod
485fd485-1ed6-11e9-8661-0a587f8021ea ("matchdataserver-1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661—
0a587£8021ea)"), skipping: failed to "CreatePodSandbox" for "matchdataserver-1255064836—
t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£80
—-t4b2w_basic (485

lea)"

with CreatePodSandboxError: "CreatePodSandbox for pod

2
£fd485-1ed6-11e9-8661-0a587£8021ea) \" failed: rpc error: code =

\"matchdataserver-1255064836
2 desc = failed to start sandbox container for pod \"matchdataserver-1255064836-t4b2w\": Error response
from daemon: {\"message\":\"invalid header field value \\\"oci runtime error: container_linux.go:247:
starting container process caused \\\\\\\"proc _linux.go:245: run setns process for init caused
ANV NN "exit status 61 11T LLALLLVLLV LV ANV AN ARV VA

Jan 23 14:15:31 dc05 kubelet: I0123 14:15:31.372181 26037 kubelet.go:1916] SyncLoop (PLEG) :
"matchdataserver-1255064836-t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£f8021ea)", event:
&pleg.PodLifecycleEvent{ID:"485fd485-1ed6-11e9-8661-0a587£f8021ea", Type:"ContainerDied",
Data:"5b9%be8c5bb121264899fac8d9d36b02150269d41ce96babad36d70b8640cb0lc" }

Jan 23 14:15:31 dc05 kubelet: W0123 14:15:31.372225 26037 pod_container_deletor.go:77] Container
"5b9%be8c5bb121264899fac8d9d36b02150269d41ce96babad36d70b8640cb0lc" not found in pod's containers

Jan 23 14:15:31 dc05 kubelet: I0123 14:15:31.678211 26037 kuberuntime_manager.go:383] No ready sandbox
for pod "matchdataserver-125506 —t4b2w_basic (485fd485-1ed6-11e9-8661-0a587£f8021ea)" can be found. Need

to start a new one

HITHS cat /proc/buddyinfo BE slab, ERFFEXRAEFHEEIONERKS , NTFIR:

/proc/buddyinfo
Node zone DMA
Node 0, zone DMA32

Node 0, zone Normal

R% OOM

REERAEE, RRROATRE, BERLINFERCHAFRSHERT, hetiNAEFRSREATAVNNR . WNRRASMHATEFBRNRY, ANET
[SIE—LEHERERAE, NISEESK OOM.

plesibg

1. RS EERMARAERER, £#1T drop_cache #fF.

/proc/sys/vm/drop_caches

2. WERPTUTRERTRERE,

O EE:
HEERTISE, ZIRMEFHERA, RIERISFIR.

/proc/sys/vm/compact_memory

IRIFRE: BR=ItE (It ) BRSEATF 542 H#103;
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£8¥ DNS BEth R EHIEIE

mIEE#RATE: 2024-10-29 16:09:22

HiE e
1. fREREEEF DNS IERIETT

AEMMRIT DNS BidEEE¥ DNS (iB% 2 CoreDNS ) , E%ERIRER DNS IE1TIEE . @i kubelet [FE2# —-cluster-dns &E DNS RSHY
Cluster IP:

—ef | kubelet

. /usr/bin/kubelet —--cluster-dns=172.16.14.

%) DNS B9 Service:

$ kubectl get svc —n kube-system

kube—-dns ClusterIP .16.14. ne> )3/TCP, 53/UDP

MEREEFE endpoint:

$ kubectl -n kube-system describe svc kube-dns -i endpoints
Endpoints: 172.16.0.156:53,172.16.0.167:53
Endpoints: 172.16.0.156:53,172.16.0.167:53

& endpoint MRAY Pod 2EIEE:

$ kubectl -n kube-system get pod -o wide | 72.16.0.156

kube-dns-898dbbfc6-hvwlr 3/3 Running

2. itk Pod RESEEEY DNS &S

128 Pod 2&6EE LEEE DNS, AILITE Pod E#ifT telnet #45<, EF DNS #I53ixM:

$ telnet 172.16.14.217 53

© ig:
WMRABBAIRE telnet ENK TR, TILA S nsenter i#A netns & , ABRRBABEENLD telnet T,

ENEINETE, WEEHETRERE:
o RETRNRLAIRE, FENASHNSERME.,

o MERTEEXERN, 188 iptables,
o & kube—proxy EBIEFIE!T, &8 DNS i IP 2 Cluster IP, ££&i3 kube—proxy £k iptables 5 ipvs MN#TiE%E

3.im&
UNEREEEE DNS IEEIZETT, Pod 88558 DNS BERE, BATIESM8#H—SK8E ., MRNJAIZEM, JLUER nsenter i#A netns IMAERNE:

tcpdump -i any port 53 -w dns.pcap

BRTESH, TAESKRER LS SIMEs1H, W Pod BIEEA. BEH coroMif. BEENEMK (eth0) . CoreDNS Pod FRATEBEMEM-R.
cbr0 LIRBHEN . SFREDESNHABILLS, FMHEEER,

TS

IRIFRE: BR=ItE (It ) BRSEATF 43 $103;


https://imroc.cc/kubernetes-troubleshooting/skill/enter-netns-with-nsenter

O BHE

SHEERT

WNEE DNS S EERSHAIRE], BERBEIMNZ conntrack HESHNER, IRAREZMZ conntrack &I bug, netfilter i NAT RIaJaERE
BREFSHEIMIRER.
RES/EENHE, HENMNE—1 socket RKiFHRETTTER UDP RXE, E—EMEERE.,

glibc, musl (Alpine Linux B libc EE) &MER “parallel query” , BIFREESIEDER, ELIHEIXHATTSR, EREDEREEE,
BT ipvs 3BT conntrack, M kube—-proxy B ipvs £3{, ETEEBIZEE,

Ry iE

{#F LocalDNS TJLAMEHZAIRR . 25809 DNS iBREEEAHAY DNS E7F0RSS (dnsmasq, nscd &) ; AFEE DNAT, BFL%&4% conntrack i
%, 35b, BETEie DNS MRS ATEREHRA,
f#F LocalDNS EEFEmMAD:

81888 %—1 DNS EFRS.

BB RIZTT— DNS E7FRS, FAEEREMEAT =/ DNS EF(FIECH nameserver,

Lyt 4 i

BJREEE
i DNS #i5&E,
i DNS B9 ACL EkB5XIEIZE TR o

FrER iR

INRERERFEA Pod FERET Service BRIMMAZIEY, EHRE Pod 558 DNS Zi@&EEHITH.
ARERE:
FRMXIER SRR, SR Pod iR DNS B Pod FAER— B REEIEESE, DNS iERBHITIERIEE

kube-proxy B&.

IRIFRE: BR=IE (16F) BREEAR 5844 H103;
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(8% Kube—Proxy SEHIEAME

IEERATE: 2024-11-14 17:25:32

fE(EM TKE S8 RSAEEF, REGRT, TatahiRS ISR SN, WMRMHIAGH Pod IFIHIER, NWETEERET kube—proxy BHRFRIE, S
5= ER iptables & ipvs BRSSHEEMNTREM . AMHEETRIRA kube—proxy FHERIETEE, FHAEHENEEES. EAXETERRIEE
FURIIEIZE, i BXREIL] RIS KA

kube—proxy FREEIEERRIER T R iptables &l
EiRERTE

Failed to execute iptables-restore: exit status 2 (iptables-restore v1.8.4 (legacy): Couldn't load target

'KUBE-MARK-DROP' :No such or directory

aERE
1. kube-proxy 7E#11T iptables-restore B, Fr&#ifl KUBE-MARK-DROP Chain FFE, SBRSMUELMFEL . KUBE-MARK-DROP Chain B
kubelet faZ=#P,

2. —L5ERAEY OS ERRY iptables [Bim/ nft, T{EARZA kube—proxy {ERY iptables G/ legacy. ZH{EhR4 kube-proxy iEf77E=hR4 OS L
BY, &E% iptables BiHALEMEARE KUBE-MARK-DROP Chain. mhi4s OS &iF:

O tlinux2.6 (tk4)
O tlinux3.1

O tlinux3.2

O CentOS8

o Ubuntu20

HK kube—proxy, HFEIRINTIZIERIE:

TKE &8R4 3=k 51

1.24 FH4% kube—proxy F v1.24.4-tke.5 REAL
1.22 F& kube—proxy #l v1.22.5-tke.11 &L L
1.20 Fé& kube—proxy El v1.20.6-tke.31 REAE
1.18 F& kube—proxy # v1.18.4-tke.35 REAL
1.16 F& kube—proxy EJ v1.16.3-tke.34 REALE
1.14 F& kube—proxy E v1.14.3-tke.28 REALE
1.12 FH% kube-proxy &l v1.12.4-tke.32 RLALE
1.10 FH% kube—-proxy El v1.10.5-tke.20 RIAL
© eg:

TKE B#EAES, 520 TKE Kubernetes Revision lRAHE o

kube—proxy 2 iptables #it8xaYiaE
HUAHRER iptables #iSBHEBEALM
EiRERTE

Failed to execute iptables-restore: exit status (iptables-restore: line xxx failed)

IRIRERE: BR=ITE (1bF) BRSEAE £545 H103;


https://cloud.tencent.com/document/product/457/59560
https://cloud.tencent.com/document/product/457/9315

O BHE

ERE

1. iptables #8%#< (0 iptables-restore ) FEEMAZE A iptables #llRd, ATEESNLFFHEEN, SFA file lock RMEE, linux TiZXE—
fi87: /run/xtables.lock

2. WFEiRA iptables #HX%®&$# Pod, i kube—proxy, kube-router EARRZFPIE HostNetwork Pod, MERigHIEHIZE, AlsbREMEHES
PN: =T

fessEs|
MFEiFHA iptables #HX&SH Pod EEIEENM /run/xtables.lock XHEFZFI Pod 1, BEHIMT:

volumeMounts:

- mountPath: /run/xtables.lock

name: xtables-lock

volumes:

- hostPath:
path: /run/xtables.lock
type: FileOrCreate

name: xtables-lock

iptables-restore RAESHASHFHEESA
ERERTH

Failed to execute iptables-restore: exit status 4 (Another app is currently holding the xtables lock.

Perhaps you want to use the -w option?)

AERE

1. iptables #8%#< (0 iptables-restore ) FEEMAZE A iptables #llEd, ATEBRESIMZEIFHEEN, SFH file lock KMEE, iptables-
restore TEMITRIESEEIXIREY file lock, MBLFBEETHESEH, WiBH.

2. ZIRBR— MRS, kube-proxy SETARESAN (T4 Service HHXNHEGHMAR ) BRXEIXNT, MREBXSIREKEAZS, NRMIMUE
SRIFERK

3. BhEA iptables-restore 27— -w(--wait) &R, WRE -w=5 i, iptables-restore SEZHUR(EIAE 5s, X{#E 5bs I—EHTHIERE
185, iptables—restore AILAGREEIRIE,

fesEs|

1. MR kube-proxy AT RMITHFIIE, TLUBIAHRT R OS IRAFIRF iptables-restore IRA, FERINTISEE:

= 0S FRBIRRA
CentOS 7.2RUE
Ubuntu 20.04 R E
Tencent Linux 24 REE

2. IR kube—proxy JEEE#H Daemonset &, WAILLEEFHE kube—proxy k2 iptables-restore i, EEIZINTIBIELE:

TKE &EB#hRA IES SRR

>1.12 AEFEWEE, TERES

112 F£% kube-proxy Z v1.12.4-tke.31 LA L
<1.12 Fk TKE £R#EIRIRA

© ikAg:

IRIFRE: BR=ItE (It ) BRSEATF 5546 H*103;
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| TKE 8#iRAEE, 581 TKE Kubernetes Revision FRARH o

HEHAHRS iptables gifdiaidic
HRERRH

Failed to ensure that filter chain KUBE-SERVICES exists: error creating chain "KUBE-EXTERNAL-SERVICES":

exit status 4: Another app is currently holding the xtables lock. Stopped waiting after 5s.

iERA

1. iptables t8x@&< (4 iptables-restore ) EEAZEA iptables MY, AT EESNELFHHEEN, SFIA file lock KiELE, iptables-
restore EMITAITESEEINIREN file lock, MRHFEHTHESEH, WIARISERE (BURF-w SHHE, EKiASs) , ZATEINSZZIH, MHEEE
1€, EFEMEE

2. RS RIAE CAMFE iptables file lock RHiaEiBid 5s.

RERNMEBHEHEIFE iptables file lock AIATE], N TKE iEHI&EHSRIZA9 NetworkPolicy ( kube-router) A%, E{RERAIFE iptables #if9ed
BB, TLNBTARRBR, HARMRA: vi.3.2

kube-proxy El kube—apiserver EERE
HIRERTH

Failed to list *core.Endpoints: Stream error http2.StreamError{StreamID:0xeal, Code:0x2, Cause:error (nil)}

when reading response body, may be caused by closed connection. Please retry.

iERA

{EhR4s Kubernetes iR go http2 BBFE—1 bug, % bug SEERIRSHFERZEI—" apiserver WB&EXARIERE, kube—-proxy BEHX4 bug 5,
ASHESANEY ., ESiFETSE |ssue87615. PRI5981,

fes1Es|
FR kube-proxy, HBEZINTIBELIE:

TKE SEE#hRA (EE5RNE

>1.18 AEFELEE, TREE

1.18 FH% kube-proxy Fl v1.18.4-tke.26 BRIA L
<118 Fik TKE S EIShRA

© A:

TKE S#iiRAER, 2% TKE Kubernetes Revision IRAEGE o

kube—proxy EIRBRI&RE panic, BERRIEE
HRERH

panic: runtime error: invalid memory address or nil pointer dereference

[signal SIGSEGV: segmentation violation code=0x1 addr=0x50 pc=0x1514fb8]

iERA

1. ZhRAF kube—proxy #KAMUIBFE bug, #IRMRIFRITINHIIAREREHRE, SHETERMIALEIER.
2. BEABER, RAHEEMER ipvs BRUFIMER . ESHBERISE Issue89729. PR89823. PR89785,

IRIFRE: BR=ItE (It ) BRSEATF 47 H103;


https://github.com/kubernetes/kubernetes/issues/87615
https://github.com/kubernetes/kubernetes/pull/95981
https://github.com/kubernetes/kubernetes/issues/89729
https://github.com/kubernetes/kubernetes/pull/89823
https://github.com/kubernetes/kubernetes/pull/89785
https://cloud.tencent.com/document/product/457/9315
https://cloud.tencent.com/document/product/457/9315

O BHE

fesEs|
Fik kube-proxy, BEIRINTIBIELIE:

TKE £E8#hRA (ES5RNE

>1.18 AEFELEE, TREE

1.18 FH% kube—-proxy El v1.18.4-tke.26 RIAL
<1.18 AEELEE, TREE

© eA:

TKE R#iRAER, 521 TKE Kubernetes Revision IRAFHE o

kube—proxy A il panic
ERERTH

Observed a panic: ce bounds out of range" (runtime error: slice bounds out of range)
< 9

iERE

kube-proxy it XAULIBEFRE bug, EH1T iptables—save I EIRER HIRERIREBDEIE— buffer i, MXAENEHLEBIRFERFHERN, XSH
buffer REIEIBEXAFETRE, ELEBRIELE panic. ES#ETSE |ssue78443 . PR78428,

feshas|
Fk kube-proxy, EERINTIBIELIE:

TKE &8R4 ES RN

>1.14 FEELEER, THREE

1.14 F& kube—proxy Z v1.14.3-tke.27 BLAE
112 FHK kube—-proxy &l v1.12.4-tke.31 RLA L
<112 TEFEWERE, TEES

© eg:

TKE B#EAES, 20 TKE Kubernetes Revision lRAHE o

kube—proxy ipvs =\ FRBE S BEE CPU
(@] SIS

kube-proxy SRERIFIT = Service HEMUESH, MAFERE:
o kube-proxy EHIERESHNEBE AT
» AIs3 Service 8 Pod FTEIAZ,

fesiEsl
SNRZE kube-proxy EHMREMMNERESE, TERBEBXSE, IBRA kube-proxy FISHEIAN:

——ipvs-min-sync-period=1s ( S/\FIERIEIFELs )

——ipvs-sync-period=5s ( 5sFEIHBIERIER )

XSE kube—proxy E5sRIFI—RT & iptables ¥, EiE#=E CPU, #EXA:

——ipvs-min-sync-period=0s ( REHLAIRIFR )

IRIFRE: BR=ItE (It ) BRSEATF 5548 $103;


https://github.com/kubernetes/kubernetes/issues/78443
https://github.com/kubernetes/kubernetes/pull/78428
https://cloud.tencent.com/document/product/457/9315
https://cloud.tencent.com/document/product/457/9315

& BiE

——ipvs-sync-period=30s ( 30sFAERERIER )

M EREEASHHME, CANETTHEEARERLSY,
PREEFTE4 kube—proxy #HiE
aERE

FEZ—2ESESTHNEFEER, ERRESTBEE, SRS HE, TIFEERHER—IFSE pod EERN ‘B #i2, RTREHAEEZINRS
ihiE, BESBRENAMAREHY pod WEIHFMEREZR “€8” .

£ TKE B R ETEHFA root BHIETIATEEHA, KiEEIE pod FIEER kube-proxy #ig, T&EHA:

http://mirrors.tencentyun.com/install/cts/linux/tke/kubeproxy/fix-kube-proxy.sh

IRIFRE: BR=ItE (It ) BRSEATF 849 H103;
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£E8% API Server M TikiGiaHEREL 18

mIEERATE: 2024-12-1216:31:12

FREARBEEEXGE

EINESEESESENA L AR . NRFRARBIZEBLIEHAT0ER, BN eI Tes:
FEESEE

£% BEDAZSERE REENEBANRSBRSERKE30000-32768 ORI,

ELkvE S

1. 8% SETALLERE MEEHP T ANRSELSTIERMIE30000-32768ixAKE
2. FEAMIGIEN, SEETEHERET VPC FRMER, SIEEEF Master TRESEMBIEZ VPC FRIME,
3. EERh Master T RNRZLERTIERBIE Master HRFR7ER VPC RERE; VPC FRIMER

HFRAMGEREELD
A EEESSERSENA L AFRAMEE . MEFBAMGITDZEMERERGEER, BERERERLR TN TRE:
e
REZLEFXE CIDR EFEWHIZE, SIEKE 0.0.0.0/0 RBALKEZRE, BiHTAMNGIENA .
A EE:
IHRMEEE—ERERNE, BVENXRRERIRIESERE IP,
MSTEEEY

MITEHARAMIBIAZE, SESEEHPAMEE default/kubelb-internet Service MR, % Service EEMSPE— M AMERR CLB, BIAFEHA
% CLB 4fEZ 2 (BI2KiE) , B EXTERNAL-IP ZEREREIFALL CLB B VIP. MTFFR:

$ kubectl get kubelb-internet

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT (S) AGE
kubelb-internet LoadBalancer 72.16.252.94 152.136.8.98 13:32750/TCP 3m4s

1. 888 default/kubelb-internet Service MWREHER CLB RHRETRELH, HEARLHERBIERES.,
2. 8F EETLREZLERE MBS Master TRIIRSERFIEMRBIE30000 - 32768iKAXE,
3. WWEEE T Master TRNZLHAZSEHIEWRNE Master s VPC MERE; VPC FRIMER o

IRIRERE: BR=ITE (1bF) BRSEAE £550 $103;


https://cloud.tencent.com/document/product/457/32191
https://cloud.tencent.com/document/product/457/40332#.E6.9F.A5.E7.9C.8B.E8.8A.82.E7.82.B9.E5.AE.89.E5.85.A8.E7.BB.84.E9.85.8D.E7.BD.AE.5B.5D(id.3Aconfig)
https://cloud.tencent.com/document/product/457/40332#.E6.9F.A5.E7.9C.8B.E8.8A.82.E7.82.B9.E5.AE.89.E5.85.A8.E7.BB.84.E9.85.8D.E7.BD.AE.5B.5D(id.3Aconfig)
https://cloud.tencent.com/document/product/457/32191
https://cloud.tencent.com/document/product/457/40332#.E6.9F.A5.E7.9C.8B.E8.8A.82.E7.82.B9.E5.AE.89.E5.85.A8.E7.BB.84.E9.85.8D.E7.BD.AE.5B.5D(id.3Aconfig)

O BHE

Service&Ingress METiEIHIOHEELNE

mIEE#RATE: 2025-03-26 11:18:42

Service Rt ARMKAIMBRS TiEBIT

RHAMIRSHEAMIRSSHY Service, MBHMEZLIAHE CLB imKSFENER, EBNEHTNMTIES:

1. 8% EENSALZLERE KESHPHRNRLERSTIERIKE30000-32768iHOKIE.

2. MBERAMIRS, WiH—SRETAETEANTER (¥ EHKFZER )

3. UNER Service W type /3 loadbalancer 28, a2k CLB, E#ISE NodelP + NodePort 2&aILLiAIE
4. 185 Service BRWLAEERPIERE G

Ingress RHAMIRSTiEHID

RHARRSHY Ingress MBHMTEXIBRER, BEHITUTEE:

1. HEKREES04, 55% EETRL2ERE REEHPTRANZLARBIERKE30000-32768ixMOXid,
2. 188 Ingress 48ZER) CLB RHIRE T RME443inORIZEH,

3. & Ingress EimfiRSS Service EERILAEERRIERE I

4. HiEKRIEEA404, BRE Ingress BEMNEEERIZE.

$EB¥ Service Lixibin

£ TKE £8f, Pod zZia—fg2iEid Service B9 DNS &% my-svc.my-namespace.svc.cluster.local RiTHIS, MNR%E Pod A& Service
TEBEmER, EBNEHTMTRE:

1. 8% Service i spec.ports FEREHIFH,

2. it Service K ClusterIP 2&B0iE, BOJiE, NiHIAEER DNS BTFERR, I2% £8f DNS @irSEHELE #—5KRE,

3. flif Service B9 Endpoint 2&i#E., &418, AI2%F £8P AETR LSS (Pod) iZEH #—S5KAE,

4. B Ha1 Pod FRET =LK iptables 5t ipvs £ RNMNEEZE,

B CLB ERia@E SRS HiaFiEkniE Ingress FERER
BERER

AT EEEERRYWSSIEE CLB i5id LoadBalancer 28 Service RB$EgEE, MaeELF, HXARAR Kube-Proxy % IPVS X F&1& CLB IP 48E
A dummy R, EEIZREETRALEER, ABEE CLB, BEREAMAEE Endpoint. BXFMAEKITHIIEIAZ CLB MEZBEENFIS=ER
%, TEEHEGDT, HEEMNEEL. B, APERSERS TKE i, £i8%IE CLB ERamSHkS HiaFiExkikE Ingress FE/LRYERTRII
%0

EE L

CLB B Gt SHEFEU TR
IPtables 5% IPVS #&X{F, i5ia4AEE AN Ingress SHIM4R TR FIE,
IPVS #RXTF, £BMRAIAAER LoadBanacer £8EAIN Service BEMT2FiE, & EBEFEE.

A%
B MR ER

fER(EM Service FIRIEEBEIAIEIRIEE, SBINT:
1. #8% kube-proxy HIRARERRMIEER, MEFRBESRUNTESEAE:
1.1 FBRIZITBMEE kube-proxy ZHHE LB tuht45ER IPVS W, aLATE TKE Kubernetes Revision (R4 HH BREISZIFZEENRES,
f5uan: v1.24.4-tke.6. v1.22.5-tke.13. v1.20.6-tke.12. v1.18.4-tke.20. v1.16.3-tke.25. v1.14.3-tke.24. v1.12.4-tke.30,
FREESHRARAGRiZEED:

IRIFRE: BR=IE (16F) BREEAR 5551 #1033,
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MR > BRES > S5 LE > FRA% > TKE Kubernetes Revision ARG %
TKE Kubernetes Revision IRA[H S
BITEEIIE: 2022-01-2111:22:36 C) i cittub R [=] o © - HHWE

TKE kubernetes 1.20.6 revisions

da)

2022-
01-20

2021-
12-09

2021-
12-02

AMER:
LES EHAE TKE kubemetes 1.20.6
- y revisions
o Exs BlEt: HNE—FIAENDREETNEITS, BEESD. (ke e
v1.20.6- scheduler) TKE kubernetes 1.18.4
the.12 * apiserver ¥ ExternalName 2 (kube-apiserver revisions
* FHFC LB it ipvs M§. (kube-proxy) . otes 1.16.3
v1.20.6-Ng* i EKS RETAMER HPA, (kube-controller-manager kube-scheduler)
tke.9 ® EKS it¥ cpu BB S BT —3 98 . (kube-scheduler) TKE kubernetes 1.14.3
-] 2ok k - = revisions
BPITSN 2. {1\ 32 15 1% FET] AIAR7S S - RE boberretas 1194
tke.8 » BREFAT cbs i Pod BETSME CHC 5. (kube-scheduler)

revisions

BERS

1.2 RESEHIRA: ZAER FRESENES , ERHNEFEEREEISEHNESS, MTEFRIISEEER1.22.50R4:

Master 1.22.5-tke T(FEAEFRIG)

Node

1.3 #% kube-system HE=E FESZH kube—proxy i DaemonSet, EFEIBRIRES, BIEIIFZENIRES, HEXKFZIRESH
WRA . BIan, 1.18 IiRAREEBZIEZENRRRAESEKXT v1.18.4-tke.20, M TEFTR:

EXfER

ERHBE (M)
kube-system
kube-proxy (DaemonSet)
EREHNER - tz-config THRRAEE SFieE x
{EA B2 - xtables-lock 2|Vl {OF Fagid X
ERENER v lib-modules FHEROEG SFiaE X
clientconfig EIERET
M - kubeconfi i il
{# i ConfigMap onfig 2HKey b4
mInEEE
= FRENFS. BB, PVC EiEREIEEN #iEH. {ERES &
kube-proxy
5% cer.ces.tencentyun.com/tkeimage iR IEHR
Tag) [ v1.18.4-tke.20 EIFHBEE ]
BHUSERXRE, SXHTERS BRI R

2. AFREBRY Service FNNERR:

service.cloud.tencent.com/prevent-loopback: "true"

R :

O kube-proxy $iBItE24¢ CLB VIP $8EZIAHE, AIfFREREE,
O service—controller 1§ CLB &0, 1SEERIFEN IP 2273 100.64 RES IP, nIfgRERISERRE,

IRIFRE: BR=ItE (It ) BRSEATF

5552 #1033,


https://console.cloud.tencent.com/tke2/cluster?rid=1

%) i:ik= =

& R eI

fER{ERA Ingress ITEEBEINVEIA O™, SBMT:
1. {832 T HRiEFE CLB 72 SNAT #1 Keep Alive 8EHRIB&E,

ZEENIEBAKERE, CLB SRIRIRSZIEERKER, CLB FBEER IP, iSM XFF iRELE IP. ARIEERKE, &7 CLB EITH
ZEARNREHETE CVM HIZ£4H EHE 100.127.0.016, ESiESE REKITSE .

2. A TkeServiceConfig KI8E1IEE Ingress BIEE#EN MW TFEFEM Ingress, BERIM— annotation:
ingress.cloud.tencent.com/tke-service-config-auto: "true" , i¥{BW Ingress Annotation iif8 .

B&Y: 7% Ingress BEERIIRAI TkeServiceConfig, 12 Ingress SJMIEE
W iZ Ingress SEH—18H: <IngressName>—auto-ingress—config B TkeServiceConfig ZBEFE,
3. EEE A <IngressName>-auto-ingress—config i TkeServiceConfig BERIN—1FE, FEBEH
spec.loadBalancer.l7Listeners[].keepaliveEnable , FREMN, FEES—NsOBEEFMNZFER, WTEFRRR:

apiVersion: cloud.tencent.com/v1lalphal
kind: TkeServiceConfig
metadata:
name: jetty-ingress-config
namespace: default
spec:
loadBalancer:
17Listeners:
- protocol: HTTP
keepaliveEnable: 1
port: 86
domains:
- domain: " # domainiy
rules:

- wrl: "/health”
forwardType: HTTP # 5]
healthCheck:

enable: false
protocol: HTTPS
keepaliveEnable: 1
port: 443
domains:
- domain: “sample.tencent.com™
rules:

- wrl: /"
forwardType: HTTPS # I57ESY
session:

enable: true
sessionExpireTime: 3680
healthCheck:

ESIES%E Ingress {#R TkeServiceConfig & CLB .
iRERE

R AFREETF CLB $iERERERIR RS i, RXATEER IP #MER—T =M, M Linux BUAREIRENR IP 254 IP iR, SEEIESEFIME
EIEF, STEFRR:

IRIFRE: BR=IE (16F) BREEAR 5553 #103m;
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O BHE

Node

Sir-EEEREE

f#H TKE CLB 2889 Ingress, £H8 Ingress ZFiEeIZE— CLB LA%80. 443197 EMIFEMN (HTTP/HTTPS ) , #7 Ingress 4
location #EXR TKE EMFRE/MEER NodePort ¥/ RS (84" location 3Ji—4 Service, 84 Service #HEEZENHRNEMER
NodePort RERE) , CLB RIEERIE location $#&Z1ERAY RS (Bl NodePort) , 2413 NodePort F&B4&id Kubernetes 9
iptables % ipvs ¥ &3 RARiR Pod. S£EHAY Pod iFIAIALEAIAN Ingress, CLB i§iERELRB/EP—ETRRINR NodePort:

Ingress
(CLB)

2. Src IP: client pod; Dst IP: Node
out cluster

—_—— e e e — — — Z - — = —— — s — ===

in cluster
Nodeport

WNEE, HEERNXETRISFHRERIBER Client FRAET =AT:

1. &8¥HY Pod i@ CLB, CLB $iEREREEE—AT AR NodePort,

2. 32X NodePort ¥, BRI IP 2% = IP, & IP 2 Client Pod BF9EE IP, [EJ CLB Fi#tfT SNAT, SIEESLE IP &f&id=.

3. BF R IP 5B/ IP #ERX & RN, FALISSHEIF, CLB BIRAFEIRE RS AINGA

IBIEEEEEA Ingress BIMIBIIRAZ AR, RER7E CLB INRiEK RS FimiEl (X#ds ) , RERXT— RS, FiLIIIRE Client iRE/NER
BERS, HIERERMNIMKMBIERIINIE, BIVAER . MREHAE—IHR, CLBIRARLIERN RS, WRKHIEEFE.

SR e

%4{#EM LoadBalancer EEHINM Service RRERSAT, SEUERMN CLB HEIZE I RAI4EREE (TCP/UDP) . X8 Pod iAid
LoadBalancer %2 Service i9 ExTERNAL-IP B (B CLBIP) , [R&% Kubernetes EfF EASXEIESIT LB, MEEEED iptables 5 ipvs

IRIFRE: BR=IE (16F) BREEAR £54 H103;



& WifiE

HREIFR Pod (F42id CLB) , ITFEMT:

CLB

CLBIP
(iptables/ipvs)

backend pod

EtEE Kubernetes FIZEFRFEEIRITA, {B7E TKE B ipvs #3{F, Client i5id CLB IP FIEKEIEE CLB, W% ipvs #xXTF, Pod iAidl
A £E8E LoadBalancer 2£E! Service #9 CLB IP §FEERFERE, ERIELARRM Ingress EIFFEE, MTEFRR:

Service
(CLB)

2. Src IP: client pod; Dst IP: Node

out cluster

e - - — AR S

in cluster
Nodeport

AEPZ, ME CLB FEEXT—1 RS, HiBRIEA, NREERKEFRE. WREHIFT—I TR, BIESH=LTE,
B4 TKE 19 ipvs BXFAE4E Kubernetes 2INERZE (F&d LB, HERATIEN Pod) ?
BEEEALIET TKE 8 ipvs EE&EE$#FA LoadBalancer PR Service £5EIR3S, WM CLB %3/5i% NodePort fI@BRIFNS2ELM, FREM
TF:
ipvs EET{ETE INPUT 4%, E2ISEHKHI VIP (Service 9 Cluster IP #1 EXTERNAL-IP ) kA IP, FIFHRSGEN INPUT 53345
ipvs &2,
kube—proxy BIf#ix24 Cluster IP #1 EXTERNAL-IP ##fZI&TRA kube-ipvs0 B dummy B, ZM-EUXERSE VIP (BiZBmhhE
&5k local B8H), FRETFEWRE.
AR CLB % NodePort BHFMIRSZE IP 2 CLB BHE89 VIP, B8 IP £ Node IP, HIRMIREIAT st FA&ZWE IP AKN IP (EAEYR
HERT kube-ipvs0 ) , FIFEHEFIE, FILA CLB RIFIIRIKIZTEWEINNR, BEELIBFRNEM, B8 CLB B2ELEBIE ( 2EPFRNEM
WAHLIBATLAEEEER ) , BHESFIRUKEINEEER, ERLBRTBER—LRE.
AERLERTE, TKE BIEERIEE: ipvs BXAYPE EXTERNAL-IP Bl kube-ipvs0 . tBFE2EEEEM Pod i5id CLB IP BIRIFSHAN INPUT
i, MEEEHTRMK, HIFFX CLB, XHERIFNINRGEANT RINEASEEAAN IP MER, FEIHEURARMERSHAN INPUT #SEH
%,
BAXMITXEET CLB BEIZRNLWAINEG, BtbSEERMN Pod i5id CLB MEEIEEIT CLB, BFIFAERNNRS, BXX LA EEH—
AR, UHEET ORI

© i588:

IRIFRE: BR=IE (16F) BREEAR 5855 #103;



O BHE

| BXATCERE X, EEIEREYRR.

80
A2 CLB AEFEEIFImE?

fEA2AM Ingress 1 LoadBalancer &2 Service FAFEERFEE, FEE2MN CLB KEILNRIGE IP 2FHAEOLNM IP, FIARESEERNE
CHAM IP, HIRSXGEEREIFHA, FTAAXRE IP 2440 IP, tBHBFFEER,

CLB EERESKEIFHE?

B, CLB %R IP, MREMEin RS BEHERE IP, MATRERSEZT RS, MEEEHM RS, (BR2iF Pod IP iREi% RS IP #41HE, CLB tBA40
ERFEA IP 2ER—HR, FAUEFTRSEREE, hHasERERIRF,

Client 5 Server RFEMEPBAETNEE?

WNEIE Client 5 Server Bid REMELPE, #% Client IR Server SEER—F =, AEHE CLB EIFmE?

ZHABERT, LB @37 NodePort 45 RS, WaEERABIEET S NodePort, LRI Client 5 Server EEER—T R#baIseR ELR . {BINRA
Service I8 externalTrafficPolicy: Local , LB ER&4#KEIE Server Pod 975, MR Client 5 Server @3 RFMAEERAFS =, Wit
BHASELERR, FILAREM + externalTrafficPolicy: Local AILAMIEEIIAEER (&@IEAM Ingress #1 LoadBalancer £EHM Service ) o

VPC-CNI #Y LB Eii Pod &t CLB EFiaE?

TKE &% Global Router MR (MiFHE) , B5—MHE VPC-CNI (#HM-E5%) . Bei LB Bi Pod 2%3#5 VPC-CNI 9 Pod, BN LB F
48 NodePort {5 RS, MREE4ERR Pod /E8 RS, MTEFR:

Client

— P
PodA Pod B Pod C
— —

XHEITSEE NodePort, FBIGZAI—HTRSKERBITET R, BUNR Client 5 Server ER—T5=, FEHAIRERREERRM, BidRFEFTLEE,

AtxEy?

RFEMS externalTrafficPolicy: Local KIHMUBARAKMKH . —RKiH, HRIERHARRSERIGIOAERN CLB, EARSASEEAEE, M
CLB S—EFX&IBINMEHEENIKE, ER5IRERITM,

HIDEEE MRS RE(FEMA Service &R, i1 server .prod.svc.cluster.local , BEEXENEEEASEE CLB, BAESEERTRT,
MBWSEEEEES, FaelER Service iR, TLUER coredns B9 rewrite ik, 1SS IEMEEMAY Service, coredns BERFIMNT:

apiVersion: vl
kind: ConfigMap
metadata:

name: coredns

namespace: kube-system

data:

IRIRERE: BR=ITE (1bF) BRSEAE $56 $103;


https://github.com/kubernetes/kubernetes/issues/79783

® HE \.L:HE BRRS

rewrite name roc.example.com server.prod.svc.cluster.local

MRS/ Service HE—MEHF, AILABTTERE Ingress Controller (141 nginx—ingress):
1. BLiA rewrite B975iZ561%ZIEMBER Ingress Controller,

2. 581 Ingress tRIEIERK location (& +&12) ILEE Service, BiELARI Pod. BEHEIEAFEZE CLB, FHaEMEEAEE,

IRIFRE: BR=ItE (It ) BRSEATF 557 #103;



O BHS

Service&Ingress FRiREFILMIE

mIEE#RATE: 2025-03-26 11:18:42

BERS

Kubernetes BEFEIBXIANERER, FB API REESBE— RIS, RANSETEBIREZRE. BFEIE API B3I NFRIE®R: Tk

MEFLRRSER, WHESHIRECETSEM

ATIRERFEDEGELOERZE2H—EE, B Service/lngress Z2IEA—1EREFHITRALH . & CLB 2B Service/lngress BIEMIEIFEERAIAIES
BRR0E, SSEMAFHEELEY, FHEL Event BEXRIFDMLARH#ITRE, ZRASER, HEFZEREERKRSH Event Eif,
Service/lngress {FARFEEM/MEHIESHERENR, RREESHRSFIH, FMRSRE. FU2ETERD Service/Ingress REREFILIE

ke
WN{aEE Service/lngress Event RHREER?

EdEmE

1. BR SBRSEHNE , ERENSHEZRISEE.

2. EEREERNEYT, HIFEETH YAML A58 ID, #ANEBEKNSERE,
3. %&iZIRS5EEH > Service 5 Ingress, #A Service B Ingress {SE25H .

4. BEFEEA BRI Service 5 Ingress &,

5. EBMHRE, AJEELE Service 5 Ingress MSEMHHERE . INTFEFTR, AILAEEXAEI Service/lngress B Event iR

ER T E /5 I E 2] HRNER BRER
2022-09-22 20:04:27 2022-09-22 20:05:30 ‘Warnin, g Service nginx-service Ify
2022-09-20 22:48:38 2022-09-22 20:01:50 Normal Pod t:us(-scheduler-
2022-09-21 15:56:43 2022-09-22 20:01:50 Normal Pod test-scheduler-
2022-09-22 16:18:29 2022-09-22 19:45:44 Normal Pod l:;l-scheduler—
O ER:

BRBHRFRETFRE 1/ MEARENSEN, BRIRER,

B AL

o REVRE Ingress HRFIRTRIBEE:

kubectl get event | ingress

nE

EnsureServiceFailed

NotTriggerScaleUp

NotTriggerScaleUp

FailedSchedulingOnEkletNodes

Service Sync ClientError. ErrorCode: E4011 Details:

Service: default/nginx-service. The loadbalancer in
annotation ‘service.kubernetes.io/tke-existed-Ibid"
is not exist. OriginError:

expz @

Service Sync ClientError. ErrorCode: E4011 ...

pod didn't trigger scale-up: 2 max node gro...

pod didn't trigger scale-up: 2 max node gro...

No eklet node now

o REVRE Service BRFIFRIIREER:

kubectl get event |

Service Event IR#EREMLEDZx

i wemE RasE

} BRSEBEEHG, B TKE RESKFIER, HEHENE
E4001 TKE_QCSRoles B 40 "iviemran fRssiminiaem Rz ,
E4004 SR LR 15T EBGEIERE Quota.

IRIRERE: BR=ITE (1bF) BRSEAE

eI RETFAERIRBE

SRR, BHETRIESIE

MIEERREREEN

£558 #103m;
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E4005

E4008

E4009

E4011

E4012

E4013

E4014

E4016

E4026

E4033

E4036

E4037

E4062

E4075

GEEIESHER

FH IP 2

R

EREBERRIIETREFE

EREARRIERHE

TKE EEER

EREARRIERE b
ERHERNER

EREAERREEFER
m

ARRFES A

SMEBCERILE

FEEE, BRREIF

RHFIRSISEERN

[RiRITAEREE

FRFREFE

IEHITH

EStthtThag, i ID iR

REESH:
service.kubernetes.io/service.extensiveParameters,
#BEAIS M Service Annotation 188 .

=MAR:
1. EiREMERE IP FMNHFEFM.
2. B Service {RERFHFAIFM ID,

3. EAERAMIEEIAIRTIIE
EREREKRR.

ERAHYEENE, RISHFEEHERN VPC THGREE
o, HIAGESE ID, ERA—EXIERRFNE ID, BT
20 Service {#HB%E CLB,

FREEREHDEVRRAFEHCERHYEEHSIEN, #B
a2 Service {#ABEHE CLB,

ATISEERHEAAHE, EREMGRHIESRENIRZER.
#EaI2 0 £ Service EF CLB o

£ Service FIFERTREA—MRO, EXURE Service BIiRO
=R, [EREhIROEIRMSE, #1580 Service FHESR
CLB,

B Service EM#EH, #BETEMR £ Service EF
CLB,

FHEEAPERSE, #BEUSM Service RFEERE , WM
=:
1. ME& Service FiZIMEEEINEE o

2. ERRFINTRBFREY TkeServiceConfig &iE.

TieREEREER-FREER, FEXHA HostNetwork ik
BiEixfE, #H NodePort £\, HiZ Service [EREBIESR
£ LoadBalancer Ei% Pod #&3{ Service o

GEE VIP., WMIREENY. Bl IP. Fikis0, MTaALRRE
M—. GRISERE, APEZEE Pod LIRS MO, S5
T EBRIXANETE

=MAE:

1. EREMER IP IFREEFN.

2. B3F Service iFREERAFAIFM ID.

3. MAERAMERREDE .

MEBIRSSIRINFAATIES , HEF BIMGERPSBI Secret &
RS, BIEEIEXESIES ID, #ET2R Service I Elh
iy o

28 Service HAIESHIFERE, il ID TSR ESTHK .

Ingress Event iREREMAERDE

IR
E4003

E4005

E4008

BIRAE
GEIEHER ER
RN ET ER

TKE_QCSRole 1Ei%#
illE3

IRIFRE: BR=ItE (Ib5R) BRSEAR

RIRTTER
RBETH RIFHRRIIEHE Quota.
RBEZTH RIFRRIIEHE Quota.

BERIHIEEEHE, 105 TKE IRSWFEN, HERRNE
o FEATSR IRSENEX A SRR o

BERS

MERRSEREEN

MERRSEREBEN

MEERSEREEN

MIEERREREEN

MERRSEREEN

MERRSEREEN

BRRZEHIEE, AFPEHRATRES
HREERIRTEIESEER.

BERSHIEE, ARERTES
BARHENSRIRTEEREN,

g%

[RIRERTEIRERY, FAFRNERR

AT RE SEBRR -

BERSKEE, ARERTES

RS RIRTREIEEER.

MERRSEREEN

BERSKEE, AREHRTES

HRHENERIRTEEREN.

MR RLEREEN

e ATRETFTERIRE
MIEERREREEN
MIEERREREEN

SRR, BHETRIESIE

£59 #103;m
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E4009

E4010

E4011

E4012

E4018

E4019

E4020

E4021

E4022

E4023

E4027

E4031

E4034

E4035

E4039

E4040

E4041

E4042

E4043

TLS =FEREE Secret
E=4

TLS ZERfEtE Secret T
iEHRE

TLS FERfEtE Secret A
BHEIR, REIEBID

IEPRERE

EECBERRIIETREFE

EECHERHYER TKE
eilfezy)

EECARENEEHb
Ingress {EFRAAY

IEECERRIIEEINE
RHE=s

kubernetes.io/ingress
.http-rules, EEER
KIEFR

kubernetes.io/ingress
.https-rules, EfEHEN
KIEFR

MR EE

BRMNGFERSIEFH

IPv6 CLB, #*7=HH host
FBRo. (IPv4 BILARIE
Host, ZiAJ VIP,
IPV6 73%3F )

IE$ ID 1B

IEHZH

Ingress FEERGER
BERIRTES o

Ingress HEERFINIEE
kY Service FAFE,

Ingress HEEEIINIEE
kY Service AEFTEX RiFE
im0

Ingress 8E4PER
TkeServiceConfig &
BAFE

IRIFRE: BR=ItE (Ib5R) BRSEAR

EEHE HTTPS YR ERN, NEEEH Ingress BRY
TLS FE&, EBEE HTTPS BIRSEZEMESR. #ET2R
Ingress IEBEE . EBEFRE HTTPS A ERN, Mk
TLS FER, (M HTTP thii#{TIRSRE.

#i#2 Ingress HERAY Secret FiR, FREXEENESIEH
ID, #tBAI2R Ingress IEBERE .

B3 TLS EHERY Secret BFENE, REMEERESIEHR
ID, #BAI2R Ingress IEBERE .

IEBIRSSRINFRAGES, FHEHR TLS =09 Secret HERN
&, RBEMEEESIES ID, #Ba2R Ingress iEBEE .

BIGRHIDEGEFI SR S HREREERIN VPC T REisEse
B, HIAGEIE ID, ERA— M EXLERGHNE ID, #EUs
I Ingress {FAEE CLB .

FRAEEREDEURZAFEHCEAHDERHSIEN, ¥B
A2 Ingress EHEE CLB .

FEREERHENEYRRAFPECERHYGEFHEIEN, ¥#5
a2R Ingress EAEE CLB .

BRAHBGERNEG, MRZAEEREREIRS.

£% Ingress Annotation %88 , AXBRABEESE, BiY
{EREH A& RHITER.

£% Ingress Annotation %88 , HAEBRBEESE, BiY
{EREH AN ERHTER.

EREREWR.

{22582 MM Rule FE, RRIIEERBERSIFIEN.

#% Ingress HFE Host FE’, FEEE=,

B3 TLS EBERY Secret BENS, REMEERESIEHR
ID, #BA2R Ingress IEBERE .

MEBARSSIRINFRAGES , HEH TLS FEHBRY Secret FEN
&, RENEEXESIES ID, #ET2% 5 TKE Ingress iE
HEEHA

€2 TLS B8, EE HTTPS HIFSEFEMNIES, #EU2R
Ingress iEBEE .

WNEERAI Service MEFRFE, FEMR Ingress HEMEZ
Service HIEEEMNINEEREZFERZ Service, NES
Ingress HHEMGBZET, FEZZM Service FiF,

WNRERY Service MEAFEXHFRRO, FEMER Ingress
{#EMiZ Service MEAMNINERIROE SRR, FEBMMAIIR
O,

AEZEMAFERE, #ET2R Ingress A
TkeServiceConfig fit& CLB , Bff75%: #ikk Service &
ZIMEEEIhASERRRINTI RIZTREY TkeServiceConfig Fif .

BERS

BREEHIEE, AFPEHTHRES
BRI RIRTREIEEER.

BERSKEE, ARERTES
HRR SRR EIEEER.

BERSEEE, ARERTES
SRR REIEEEN.

BERSKEE, AREHRTES
HRHEHERIRTEEREN.

MIEERREREEN

MR RSEREEN

MERRSEREEN

MEERSEREEN

BERSKEE, AREHRTES
RS RIRTREIEEER.

BERSKEE, AREHRTES
HGRHEHERIRTEEREN.

MR RLEREEN

BERSKEE, ARERTRS
HRR SRR EIEEER.

BERSKEE, ARERTES
BRI RIRTREIEEER.

BERSKEE, AREHRTES
HRHENERIRTEEREN.

RRRHIEE, AFPEHRARES
BRI RIRTEIESER.

BREESHIEE, AREHRTES
BGRHNSRRTEEREN,

BRREZEHIEE, AFPEHRAHRES
HAR SRR REIEEER.

BERSKEE, ARERTES
HRR SRR REIEEER.

g%

£560 $*103;m
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E4044

E4046

E4047

E4048

E4049

E4051

E4052

E4053

E4054

E4055

E4060

E4066

E4068

E4071

E4074

E4081

E4082

kubernetes.io/ingress
rule-mix, ETIEGZE
B

HFEFEEREERR,
B EIRTHEEEER

Ingress HEELMNIEE
i Service A
ClusterlP %8, g5%t
BIRHEAN

Ingress FEFGEHAET
ZNEINED

Ingress FEREANEIEL,
BEPETSMESR

FAFFIMNERERET
REEMUEMIEE

Ingress HEELMNIEE
KSR ENER

FM IP AR, TiktlZEf
i

RS EAE EIR

FRFFERAEER,
FrpAclfednE=aali]

WRAXFR, TiEAAR
FFia SNAT Pro Ifgg

EBIREY, CRD &
ktlE

BHEEAANTHAFE
Leb PN MES

BitigAE &SR, CLB FR
£ VPC HIZRISEE¥FRTE
VPC FER— =R

TRRETRE, FiRIPE
b S

kubernetes.io/ingress
.https-rules, EiFHEX
AIEfR (ECEWZR)

NoSelector Service &
ZHEYPE, Ingress EE
EIGST, FEIRERTSE
IR

IRIFRE: BR=ItE (Ib5R) BRSEAR

Mpk true =% false, #EATEM Ingress iB&ERA HTTP &
HTTPS ¥

WRAIAE 1-2048

43RS Service 73 NodePort 8

TLS FERHEIAT 24 %8 Host EcERY Secret. MIRERRI—

N

I"o

TLS FERPFE—MABFIA TS/ Secret. MBRERF—1.

#1E2 MW Ingress (M TkeServiceConfig && CLB, &
FBHZ ISR,

EEHEREREE—RIERFEEEEAE"", 2 Host: test &
ZAAXS, W Host: Test.com IEM:
(\*| [a—20-9] ([-a-z0-9]*[a-20-9])2) (\.[a-z0-9] ([—
a-z0-9]*[a-2z0-9])2)+
=HMEE:
1. EiEMERE® IP WFRIFEFM.

2. B Service {FRERFHFAIFM IDo
3. MAFERAMERYGRHINE,

BT E REGRHYEFREE Quota,
=HEER:

1. BiREMAEER IP NFRFTEFR
2. & Service i:fERAFAIFM ID,
3. BAERARERAI GRS,

REZ T8 RIFHHRIGEFA SNAT Pro 8873,

AREEFERR, B BXIH.

FERAENEEANFEENAEBEEBEEENN, #FETSR
Ingress EEM .

{ERAZRBXMXEFE VPC EiHEtt=EBMAR VPC #Ea&R
Ingress BIFH40E o

CLB EiRé4pEiamR, AIaeT @z,

BB R aEsEitE, #Ea20 Ingress Annotation i
HH o

NoSelector Service BirAZIFEIEEN, TEXH
NodePort,

BERS

BERSRKIEE, AREHRTES
GRS RRTEIEEEN.

HIEERREREBEN

BERSEEE, ARERTES
SRR REIEEEN.

BRERSKEE, AREHRTES
GRS RRTREIEEER.

BERSKIEE, AREHRTES
SRR EEEER.

g%

BERSKEE, ARERTES
GRS RRTREIEEER.

MR RSEREEN

[EIRERRIRERY, FAFRNERR
AT ETRE SRR

MEERSEREEN

BERSKEE, AREHRTES

BRI RIRTREIEEER.

SRR, BETRIESIE

BERSEEE, ARERTES
GRS RRTEIEEEN.

MIEERREREBEN

[RIREHAIRER, FAFREH
R ETRESERBRR

BREZEHIEE, AFPEHTRES
RS RIRTREIEEER.

BRRZEWIEE, AFPEHRARES
BRI ERIRTEIESEER.

5561 #1033,
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O BAT

BiE4E 1.0 5T, &

E4084 468 SNAT Pro 88
IEEDAERENE, B
4098 1308 D tatis
I DA RS
E4101 BrEas

IRIFRE: BR=ItE (Ib5R) BRSEAR

RAMRE, SEFARRERGER.

ERAHGETHEHESHRIEHERN VPC TRIGRHISET
B, HIAGEIE ID, A EXLERGEHNE ID, #EUS
W Ingress fEAEA CLB.

1£E 80/443 iRARE SEREMERSH.

BERS

BREEHIEE, AFPEHRTHES

BRI RIRTREIEEEN.

MEERSEREEN

BERSKEE, AREHRTES
HRRBERIRTREIEEER.

5562 #1033,
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BERS

O BAT
Nginx Ingress {&H Connection Refused

3

LAP7EER Nginx Ingress B, &2 Nginx Ingress Controller BlAidiEH, aJ&EHI Connection Refused RYiERE, IS CLB #HtE/#48 RS,
TCP/UDP HIRSEFSEREILEE.

AJREIRE
&E Nginx Ingress B8, Nginx Ingress Controller T{EREFSERIEEHAIEES, Pod EUE kill signal Z[GEEEE . SNTEFRR:

func main() {

err := exec.Command("bash", "-c", |"pkill -SIGTERM —f nginx-ingress-controller"|.Run()

if err != nil {
klog.ErrorS(err, "terminating ingress controller")
os.Exit(1)

// wait for the NGINX process to terminate
timer := time.NewTicker(time.Second * 1)
for range timer.C {
if Inginx.IsRunning() {
timer.Stop()
break

MR

EHIZER TKE Service IS #9887, = Pod TERMFRES, Pod REBIEREIEZRIANER, WRANREXE, BHRENEES. BERILERMEE
BIERM Pod HIEMFRRT, HAREZAHTXA. FRRBSHNANEOERE, Pod ZAHEERMER. SITEFRR:

plestg

O EE:
NEt3d BEiEnS £, BREENERRESSIFEEEREN,

B2 1

£ kube-system & =ETE A ****~ingress—nginx—controller § Service Bf#A Annotation #RIBERKEHEH .
AT ER Annotation REBERMKIENRE], 552 Service Annotation iRBBEIZ20 Service Annotation A8 o

kind: Service

apivVersion: vl

metadata:

annotations:

IRIFRE: BR=IE (16F) BREEAR 5563 #103;
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https://cloud.tencent.com/document/product/457/51258
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& WifiE

service.cloud.tencent.com/direct-access: "true"

service.cloud.tencent.com/enable-grace-shutdown: "true"

name: my-service
spec:
selector:

app: MyApp

Fm2

£ kube-system SEZETEA ****~ingress—nginx—controller i Deployment £/ wait-shutdown FiEIN—ERATER sleep. FHIINT:

spec:
template:
spec:
containers:
- name: controller
lifecycle:
preStop:
exec:

command:

- /bin/sh

/wait-shutdown

$]3

HERE X terminationGracePeriodSeconds Bi<, BAIAR 30s. EILETREIH sleep 30, MFHERIAKX terminationGracePeriodSeconds ZE 60s
Bne,
BBHWAIESE Service HHEEN . MREZA ELRNBEEFREHIEE, BTl BEER] RISTIFRITE,

IRIFRE: BR=ItE (It ) BRSEATF 5564 $103;
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BERS

O BAS
CLB Ingress glIZ2iRiEHEE 2

8

B CLB 2B Ingress iRfE, $HBiRME E6009 o WITEFRR:

: endpoints "default-http-backend” not f

AIRERE

Nginx Ingress #X1.0.0Z 894, F3%#F networking.k8s.io/v1 ZBKFIRERY Validating Webhook [Elifl, FEERGFIIER CRD BE, X v13E
BISRIRAYISIE o

MRS
EET BB TR AR
Bk Bl vISSBISTRAYISIE

1§ validatingwebhookconfigurations #8%i{E#9 webhooks.rules B apiVersions ZE&ifEH vibetal,

1. BR RS ENE , EIRERAE,

2. 1 “EEEE IR, PEEHST, HAEHEER.

3. IEEAMNSHPH “BREYSRNESE" , HERRSEBERPIER: validatingwebhookconfigurations o SITERFDR:

BiRER R&xcro  ValidatingWebhookConfiguration Apijzz:admissionregistration.k8s.io/vi

validatingwebhookefd O Q o 3

v 7 admissionregistration.k8s.io
v Bv
test-ingress-nginx-admission - 2022-06-15 15:47:30 REEYAML IRR
D validatingwebhookconfigurat...

20 v

4. EERERFPIER validatingwebhookconfigurations , EHEEMNRIIRGNNGRBEYAML, RES—NEREWIRA webhooks.rules B
apiVersions FEB2&EH vibetal,

IRIFRE: BR=IE (16F) BREEAR 5865 #103m;


https://console.cloud.tencent.com/tke2/cluster?rid=4

BERS

O BT

REFYAML X

service:
name: test-ingress-nginx-controller-admission
namespace: kube-system
path: /networking/vlbetal/ingresses
port: 443
failurePolicy: Fail
matchPolicy: Equivalent
name: validate.nginx.ingress.kubernetes.io
namespaceSelector: {}
objectSelector: {}
rules:
- apiGroups:
- networking.k8s.io
apiVersions:
- vlbetal
operations:
- CREATE
— UPDATE
resources:
- ingresses
scope: 'xk'
sideEffects: None
timeoutSeconds: 10

5. ARAML . EIRSBBRIZFE Nginx Ingress SEFIEFRIGIERYERT, ERiEIMGTFIHISEMAEM, FEAR Nginx Ingress ¥ BEKEF . FRAH
TR
5.1 EERHEER, HRENSHPIALGEE,
5.2 B Nginx Ingress AMKIFAR, 1§ Nginx Ingress F&Z1.1.06R7 .

Kik2: BHBRAYIGE

. BF ARRSENE , SIRERHED.

TE CEEBETR SR, BREEHEM, HAEEER,

IERANSAHP “FEREE" , HESFEERRPEE: validatingwebhookconfigurations o

. [ERERPEE validatingwebhookconfigurations , BEHEEENSRIIEGNAMER.

. FRAL . EIRSBBRINZFE Nginx Ingress SEFIERIGIERYERT, ERiE MG HISEMEM, FEAR Nginx Ingress ¥ BEEF . FRAH
TR
5.1 EERHEER, BRANSHPIALGEE,
5.2 B Nginx Ingress GMEFAR, 1§ Nginx Ingress F&Z1.1.06R7 .

a »h WO N

IRIFRE: BR=IE (16F) BREEAR £566 $*103;


https://console.cloud.tencent.com/tke2/cluster?rid=4

O BHE

Pod MEEEHEIHIELIE
mIEEHATE: 2024-01-09 10:40:31

FIHENE TKE ERPSER TURRENERMENE, HAHNMITHIERE, SBTILERE, EEEARETXRIONERIGEHTHE, SiRiAMe
ERMEREMAEIESRR, B BREEI] IKEE,

EHPTFAPRLNER (Pod) TEED

FE—&EHFEB R LR Pod AIMEEES, SHR—HRLE Pod TiEiGiEEMT = E Pod B, BEHTUITIES:
1. BB LRFEBRERETUES.
2. BETRREHEHIERBES R MR =FEN VPC MRS VPC FRIFE

A—1 VPC BB 5% (Pod) TEED

FE—4 VPC BT = Pod AILAEREIS, HHIMEZEIGRIER, BGHTNTRE:
1. EMIRT = Pod FIEBREETMES.

2. Pod FRAE B RmEIR£HAR B IERBENT IR RFFTER VPC FRIME o

3. Win PR RLERSERMBEREME.

R VPC P R5ZRE (Pod) & (Pod) 5288 (Pod) EXEED

TR VPC BEISHELET =N 5 WHEE THiTE. MRTEZRNHEREETHNER, BEHTUTRS:
1. HEPRSTRERYMUES.

2. BEMIRTRILTSEIBIERKE VPC MERFISEMER

3. 28 Pod FAE B RIIRLAR S IEFRBIEN IR T RFFER VPC MERS; VPC FRIMER .

MRAERE (Pod) 553 (Pod) BEZEENH, BE—LSHTWTIES:

1. 185 Pod FIET RNRLHAR B IEMKE R VPC MER (& T RMTER VPC FRIFE ) fISERER.

2. NF/EE Pod BIE IP , ATHITIAT&S, H—PEH ip masq agent KIEE, RLLIBINMISERMER.

kubectl -n kube-system edit configmap ip-masg-agent-config

IDC 5&:& (Pod) Ei&ihia

IDC 5 Pod BifFESEE =EN 5 LMK THITE. MRITEZRRERTEERNER, BNEEHTNTRS:
& IDC PIXIBREMERREME CVM M.
€E CVM ZL£HARERIE IDC MER.
185 IDC 2&fER BGP #hiY:
EHAR(EM BGP thiY, MFH#E IDC PEEHIDERME T —HIEBIITERMX,
&R BGP thil, NEBmREYS, BETHTEXAEE. IFIF IDC BIFFIHSEE, SUUKRIEEARREHDERMET—HEITENX,

© ik
WNFBTE IDC HEE Pod #Y IP, MFEMIE IDC MR,

BAMERT, I VPC ZIMIBKET SNAT LI5iEH NodelP. Kl IDC MEREIBEENFREDE SNAT &E,

H6E IDC MERRISZT3: HiT68S kubectl -n kube-system edit configmap ip-masg-agent-config , {8 ip—masq—agent
ficE, F15 IDC MERHRINE NonMasqueradeCIDRs 5%,

HEXIRE
BEEBRLR iptables & ipvs &AM

EAILUEIHITIAT®S, BEET AL iptables 5#& ipvs #&HN .
WITUT®S, 105 iptables B&EIN,

iptables-save

IRIRERE: BR=ITE (1bF) BRSEAE 5567 #103:
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O BHE

o HATLAIT®RS, 185 ipvs RN,

ipvsadm -Ln -t/-u ip:port

mese

UTMEsSTRTFImESHNFRT R LMNERE (Pod) BEiFFENER.
o PITLAT®HS, 7EiR Pod BT = MM eth0 B8,

tcpdump -nn -vv -i eth0 <Xixpod-ip>

o PITUAT®HS, XK Pod BT = EIMM-K eth0 898,

tcpdump -nn -vv -i eth0 <iBpod-ip>

o MITLAT®H<, 7Exi% Pod B9 netns HiMR< ethO B9,

tcpdump -nn -vv -i eth0 port <iEKANROAS

HRAME R RS

fE{#A Kubernetes izfTRFAIEHE, FRERIBT—LEMLEIDE, HPLLERERMZIRSHANLE (8 ) REEABSFER . NRETEEHEXEE LEME
s, WEERAIREREERWBHIITRE, HERIAVEFRNNTNHERNRBIEETESTH, HFESSRGE—SENITBE .. FIHRMEH
X, J—RHANSBEMERSZE (netns) , FHERBEEN L tepdump #TIME.

ERMAE—E#H#A Pod netns i@

HEMENRSTEN, BIUSHRIARKER1, FHHEREBEUTSRBTING,
1. TRATa<S, IRELZ Pod BIASFRTERITS =#0 Pod &R,

kubectl get pod -o wide

2. B3 Pod FRET =, SUTHEAMEE Shell , EMBTHEIZHEIERE Shell o

pod=

pid=
"entering pod netns
cmd="nsenter

EEIE MARE THREHFIRERRE,
3. T TS, —#E#A Pod FF7EMY netns.

e POD_NAME NAMESPACE

BFRAIT:

e istio-galley-58c7c7c646-m6568 istio-system

e proxy-5546768954-9rxgb

IRIFRE: BR=ItE (It ) BRSEATF £568 $103m;



O BHE

© %
#A Pod FRERY netns Zf5, AEBENLINIT ip a 5% ifconfig MORBEERSEBHIME, T netstat -tunlp HEEEZHIRHMN
L

4. PUTLATES, B tcpdump #TME,

tcpdump -i ethO -w test.pcap port 8l

5[ wireshark SR

EEILMAT crrlec BMEBLENE, ER scp % sz SOBMBMETHIAMER vireshark $iF. HITED, BAESAENTFRERN
wireshark FEiEi%:

o fEM telnet EEHRENKXLAE, FIIN "1otest" . PITUATHS, BEEERENNITREXEBEERIIEEHR.

tcp contains "lbtest"

o WIRER/RM HTTP RS, WAEA curl REMRBERIER.
HMITLATaSEiE uri, BEERNESEERIETS,

http.request.uri=="/mytest"

& RE

o BEEE Pod iETHIAEE ID,

kubectl describe pod —-n mservice

o IRISARHIEN Pido

inspect -f {{.State.Pid}} <container

o HAiZEEEM network namespace.,

nsenter —-n —--target <PID>

ERHARBIOEENSEZEEE: kubectl. docker. nsenter. grep. head. sed.

EEPRR2ARE

1. ERBRRSERE , BEENSHEP S8,

2. EIRERE ID, HANEBHFER,

3. ERAMNSHEFHTREE > PR,

4. “PRSIR" WTH, EEFEERSENT R ID.

5. EPREERHE, EFFERE, Had ‘TSR PHTR ID. WTERSR:

€ £

PodETE e s YAML

FHsE
s BE

IRIFRE: BR=ItE (It ) BRSEATF £569 H103;


https://console.cloud.tencent.com/tke2/cluster

& WifiE

6. AH R “EXER" REW, EERLERE, HEREPESZHANRLARBIERKIE30000-32768ikOKE. WTEMT:

0.0.0.0i0 TCP:30000-32768 FEiF

0.0.0.0i0 UDP:30000-32768 FEiF

IRIFRE: BR=IE (16F) BREEAR 5570 #103m;



O BHS

Pod RE&ERESLIBISN

Pod REHIE#IA

mIEE#ATE: 2024-08-0217:03:41

BERS

ARE—ENUSER, AFTEFENSRRSERET-RISRNEENEE . MEHEHTH Pod HMEMIEN, TJa—HNEEZEREBERSEIRSER

ENRERR.

EFUERSR, E02% Pod SEEE RIMEHTHEHE . EURER,

RRRe

HEIENERGSUT:
o BE Pod K&:

kubectl get pod <pod-name> -o wide

o &% Pod B yaml E2&:

tl get pod <pod-name>

-0 yaml

« BE Pod 14

kubectl describe pod <pod-name>

- BESSEAE:

kubectl logs <pod-name> [-cC

<container-name

]

Pod H#&
TFEHFIET Pod BIKEER:
Error
NodeLost
Unkown
Waiting
Pending
ContainerCreating
Terminating
CrashLoopBackOff
InvalidimageName
ImagelnspectError
ErrlmageNeverPull
ImagePullBackOff

RegistryUnavailable

IRIFRE: BR=ItE (It ) BRSEATF

fak

Pod Baiid R LEEIR.

Pod FREET mKEX.

Pod FRIEF B EEMAKNZE .
Pod #fFExf.

Pod FFIERE

Pod BRIEFEHEIZE

Pod IEFE#HER

BHRIEH, Kubelet EEIEEER.
TR ERIR B,

TiERIEHER

RESSELERIBNRIR

IEEAESIHHIE.

ERTIEERRD,

$£711#103%:
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O BAT

ErrimagePull

CreateContainerConfigError

EBRRIRIERIR S

FEEQIE Kubelet (ERIMNESREE.

CreateContainerError BIEERREM .
RunContainerError BEIhEHEM

PreStartHookError #147 preStart hook iRi&.
PostStartHookError 47 postStart hook 1&i&.
ContainersNotlInitialized BRLBMRLRE.
ContainersNotReady BRCHEERE,
ContainerCreating Pl e
PodInitializing Pod #taitH,
DockerDaemonNotReady Docker &igEx2B5E,
NetworkPluginNotReady MEHHEEEE LR/

e e

BERS

IZAIRIE Pod MR ERES, EEMNSEEE—SENRERRE:
o Pod —Ef#TF ContainerCreating 8% Waiting A%
o Pod —B&F ImagePullBackOff JX#&

o Pod —BE&F Pending &
o Pod —ETF Terminating K&
o Pod ZEEEEM

o Pod &F CrashLoopBackOff Kz

o Pod ZREEBRERE
o BFHEEMRE

IRIFRE: BR=ItE (Ib5R) BRSEAR

$72 #103%:
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https://cloud.tencent.com/document/product/457/43129
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O BHE

Pod REHETIH
M Systemtap Efi Pod REELHEER

EIEE#RATE: 2023-09-08 19:13:09

AN EUEER Systemtap TEEN Pod RERDERE.

EEIE

BRI ER T SRR S, RRUTSE# TR RSaRE:
Ubuntu R#{ER%

1. 1TLAT#H S, &I Systemtap.

-y systemtap

2. WTLATHRS, MEMBHFEER,

stap-prep

BRERBIZGRNT:

Please install linux-headers-4.4.0-104-generic

You need package linux-image-4.4.0-104-generic-dbgsym but it does not seem to be available
Ubuntu -dbgsym packages are typically in a separate repository

Follow https://wiki.ubuntu.com/DebuggingProgramCrash to add this repository

apt install -y linux-headers-4.4.0-104-generic

3. RE LIXIEESERATMBEREE dbgsym &, BEEARHEFHAES, BERFZARERRE. BHITUTHS, % dbgsym.

apt-key adv --keyserver keyserver.ubuntu.com --recv-keys C8CAB6595FDFF622

codename=
/etc/apt/sources.list.d/ddebs.list << EOF
http://ddebs.ubuntu.com/ main restricted universe multiverse
http://ddebs.ubuntu.com/ —-security main restricted universe multiverse
http://ddebs.ubuntu.com/ —updates main restricted universe multiverse

http://ddebs.ubuntu.com/ -proposed main restricted universe multiverse

update

4. BEFRHRRE, BRXETUTHES.

stap-prep

RERBILGRNT:

Please linux-headers-4.4.0-104-generic

Please linux—-image-4.4.0-104-generic-dbgsym

5. IRTUAT SRS, RERTAENE.

-y linux-image-4.4.0-104-generic-dbgsym

IRIFRE: BR=ItE (It ) BRSEATF 73 H#103;
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-y linux-headers-4.4.0-104-generic

CentOS RMERS

1. T T®S, &I Systemtap.

yum -y systemtap

2. IR /etc/yum.repos.d/Cent0S-Debug.repo BEMXHRIMAUTREFHERE, EXLUBIAKRZIIR debuginfo B,

[debuginfo]

name=CentOS— — DebugInfo
baseurl=http://debuginfo.centos.org/
gpgcheck=0

enabled=

protect=1

priority=1

3. ATIA TR SR EMBFRER, FHTHEXRIIRE.

© %A

ZSBAaRIE kernel-debuginfo o

stap-prep

4. WTU TSRS, KETRRECRESMEE kernel-devel o

-ga | kernel-devel

REISRNT:

kernel-devel-3.10.0-327.el17.x86_64
kernel-devel-3.10.0-514.26.2.el17.x86_64

kernel-devel-3.10.0-862.9.1.e17.x86_64

EEESTRE, WRBERESHAIPZRAERIRA . RISHRIRZRAT 3.10.0-862.9.1.17.x86_64 , HHLRIRESERFHITAT SRR
SRR

o FR
o AEEIHIT uname -r HLBEBERIZIEA.
o HBIR kernel-debuginfo F kernel-devel WBRFHBRERIRASZHFIRIZIEAFER.

—-e kernel-devel-3.10.0-327.el17.x86_64 kernel-devel-3.10.0-514.26.2.el17.x86_64

[

# Pod ERERISILRY, WLUMER Systemtap REMHENESREHTIREM . ZIETIERENT:
1. Systemtap 1§HIFi %A CiESNKEB, A gec BEEERM Linux AERFHET modprobe MHEIMZ.
2. IRIEHARBERRZIHIT hook. LEIEIRTER hook ESMIKIE, HHARHEGSILNEIERR,

[EEL
SW1: FNRE Pod PEREHERNEE pid

IRIFRE: BR=ItE (It ) BRSEATF 574 H103;
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1. FFLATE<, REVESR ID.

kubectl describe pod <pod name>

BREERINT:

docker://5fb8adf9%ee62afc6d3£6£3d9590041818750b392df£f015d7091eaaf99cflc94

Last State: Terminated
Reason: Error

Exit Code: 137

Started: Thu, 05 Sep 2019 19:22:30 +0800
Finished: Thu, 05 Sep 2019 19:33:44 +0800

2. FTLATH<, EBdIRAEIR Container ID REARLHEN pido

inspect -f "{{. te.Pid} 5fb8adf9ee62afc6d3£f6£3d95900418187500392df£f015d7091eaaf99cf1c945

REISERNT:

SW2: REREEERSHAHIESE

BELEIPIREISEHR) Exit Code HLMREIER LXBHAVAERE. AXL377586, #HTLATOH:
o MRHERWINAPHIESELILE, MBHKEIDISEI29 - 255208,
o BHKEHA1B7TURTHIZRZM SIGKILL FSELER, BIEHAREEHREHEELERR .

$H|3: (EF Systemtap HAEMRERE

BZSIRRENDRISM, WaJLAER Systemtap HABNERELEERE
1. B sg.stp XM, MALLT Systemtap HIARSHEE.

global target_pid =
probe signal.send{
f (sig_pid == target_pid)
printf ("%s (%d) send %$s to %s(%d)\n", execname(), pid(), sig_name, pid_name, sig_pid);
printf ("¢ 1t of se ¢ %$s(%d) \n", pexecname (), ppid()

printf ("task_ancestry:%s , task_ancestry (pid2task (pid()), ))

O EE
TE pid HEFERP P2 PIREBIRREHE pid, FHLA79427961,

2. FTLATHS, IETHE.

stap sg.stp

LARHBEERTEELLN, WATHIEREG, FTmEmnT:

pkill (23549) send SIGKILL to server (7942)

parent of sender: bash (23495)

IRIFRE: BR=ItE (It ) BRSEATF 5575 #103;
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3475m5.202486630s)

BRTGE

BEME task_ancestry , ALIBIISILHZRIFAERIEE, HIg1, BATUEH—1 8B venyno HIREHE, ZNREERBEFIEFEADRKRS, &
EHTEXHRSEETELMRRSEERET.

IRIRERE: BR=ITE (1bF) BRSEAE 5576 H103;
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i#id Exit Code EfZ Pod BE RBREHNERER
RIEEFRATE: 2024-08-28 16:51:01
AN BINMTIRIE Pod RERFEEDR Exit Code #—EEMTRR

BT Pod REREER

T TaRS, BEERE Pod KEER.

kubectl describe pod <pod name

REERINT:

Containers:
kubedns:
Container ID: docker://5fb8adf%ee62afc6d3f6£3d95900418187500392dff015d7091eaaf99cfl1c945
Image: ccr.ccs.tencentyun.com/library/kubedns-amd64:1.14.4
Image ID: docker-pullable://ccr.ccs.tencentyun.com/library/kubedns—
amd64@sha256:40790881bbe%efdacd4ff7fe8b892498eecb7febdcc22661402£f271e03£f7de344
Ports: 10053/UDP, 10053/TCP, 10055/TCP
Host Ports: 0/upp, 0/TCP, 0/TCP
Args:
——-domain=cluster.local.
——dns-port=10053
—-config-dir=/kube-dns-config
——v=2
State: Running
Started: Tue, 27 Aug 2019 10:
Last State: Terminated
Reason: Error
Exit Code: 255
Started: Tue, 27 Aug 2019 10:
Finished: Tue, 27 Aug 2019 10:
Ready: True

Restart Count: 1

HEREERNIBHEIIR Last state FEBH, Exit Code MEFRLXEBHIEIRAEES, EFHONMEFEFRERY, TJRERHREHHE—SITRE
RE

BHRSERR

REWBHB/AEO - 25520,

o OFRTFIEERL,

o BESMRHERSEEFEH, WKSHBEXEN129 - 265, i, EERADEFAEFTEIES ki1l -9 H ctriic , SHEFRREEN SIGKILL K
SIGINT o

- BEREFEBRASHNRERY, KEBEEE - 128, EREEST, BAFERRERA129 - 255K FAIRES.

EBIETMBHASHBATEO - 25528 (I, RE exit (-1) ), BISSEMNTER, RESMIVATBIBETEO - 25520,

EIGBEMRSEIEA code , WARBERFERARINT:
O HIEERBHAPASEARE, BRANXH:

IRIFRE: BR=ItE (It ) BRSEATF 77 H103;
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RERREREB

o 137: ¥FEFRMW sickIiLL HEESHRIE. REFEETEER:

O BEREHT Pod REBAFAETHFRRF ( resources.limits ) o i, AFEE (OOM) . AFHFRFIREE Linux #9 cgroup B
89, HENSBAFLIEFRE, cgroup MESHEIEHISIE (EMF ki1l -9 ), WHEE describe pod HJLIEE] Reason 2
OOMKilled o

O BENASERAEA (OOM) , NAZSIERSIE—LHIEREMAE.

© iAa:
Fit2 cgroup [RHl, ERRATANBASEFFABSHAHIEESLE, HILUNRZEEPKEICR. HiE0T:
Ubuntu Z2#EEFREBR /var/log/syslog , CentOS RABREFMEEBR /var/log/messages ¥, MARFHEIIANED
journalctl -k MWOHITESR.

O livenessProbe (F&IRE ) KM, {5 kubelet {ZLE Pod,
O WEEADHEELL,

o 1f1255: BEXRT—RIEIR, ENEEFEEISRAETE—LEM. fIg, TRIRERERMER exit (1) FH exit (-1) SHRY, M-TIESHRIER
MR 255

Linux xR ES

Linux i2F#M APl S REPIES, BFREREPRESHEAPIESEM28, g1, stekiil HIPERESER9, BAEFBRHRTHEMA +128 =
137, ESIREESESEUTER:

{& Signal A7 Value EI{E Action #i* Comment

SIGHUP 1 Term Hangup detected on controlling terminal or death of controlling
process

SIGINT 2 Term Interrupt from keyboard

SIGQUIT 3 Core Quit from keyboard

SIGILL 4 Core lllegal Instruction

SIGABRT 6 Core Abort signal from abort(3)

SIGFPE 8 Core Floating—point exception

SIGKILL 9 Term Kill signal

SIGSEGV 1" Core Invalid memory reference

SIGPIPE 13 Term Broken pipe: write to pipe with no readers; see pipe(7)

SIGALRM 14 Term Timer signal from alarm(2)

SIGTERM 15 Term Termination signal

SIGUSR1 30,10,16 Term User—defined signal 1

SIGUSR2 31,12,17 Term User—defined signal 2

SIGCHLD 20,17,18 Ign Child stopped or terminated

SIGCONT 19,18,25 Cont Continue if stopped

SIGSTOP 17,19,23 Stop Stop process

SIGTSTP 18,20,24 Stop Stop typed at terminal

SIGTTIN 21,21,26 Stop Terminal input for background process

SIGTTOU 22,2227 Stop Terminal output for background process

IRIFRE: BR=ItE (It ) BRSEATF 578 103,
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C/C++ iBHHIREB

/usr/include/sysexits.h H#TTRBERSEBIREL (R C/C++) , tITFE:

EX RERS fEiR

#define EX_OK 0 successful termination
#define EX__BASE 64 base value for error messages
#define EX_USAGE 64 command line usage error
#define EX_DATAERR 65 data format error

#define EX_NOINPUT 66 cannot open input

#define EX_NOUSER 67 addressee unknown

#define EX_NOHOST 68 host name unknown

#define EX_UNAVAILABLE 69 service unavailable

#define EX_SOFTWARE 70 internal software error
#define EX_OSERR 71 system error (e.g., can't fork)
#define EX_OSFILE 72 critical OS file missing

#define EX_CANTCREAT 73 can't create (user) output file
#define EX_IOERR 74 input/output error

#define EX_TEMPFAIL 75 temp failure; user is invited to retry
#define EX_PROTOCOL 76 remote error in protocol
#define EX_NOPERM 77 permission denied

#define EX_CONFIG 78 configuration error

#define EX_MAX 78 78 maximum listed value

N

ESRTHEENTSELUTEE:

K& aX =~ iR
Miscell h as "divi "
1 Catchall for general errors let "var1=1/0" |sce_ aneou-s e."°rs’ sue .as divide by zero" and
other impermissible operations
Misuse of shell builtins Missing keyword or command, or permission problem
2 (according to Bash empty_function() {} (and diff return code on a failed binary file
documentation) comparison).

Command invoked cannot

126 [dev/null Permission problem or command is not an executable
execute
127 "command not found" illegal_command Possible problem with $PATH or a typo
128 Invalid argument to exit exit 3.14159 exit takes only integer args in the range 0 — 255 (see
first footnote)
128+n Fatal error signal "n" kill -9 $PPID of script $? returns 137 (128 + 9)
Script terminated by Control-C is fatal error signal 2, (130 =128 + 2, see
130 Ctl-C
Control-C above)

IRIFRE: BR=ItE (Ib5R) BRSEAR £879 #1033,
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255* Exit status out of range exit -1 exit takes only integer args in the range 0 - 255

Pod —E47F ContainerCreating 8k Waiting X%

IRIFRE: BR=IE (16F) BREEAR 5580 #103m;



O BHE

mIEE#ATE: 2023-11-13 16:10:02

AN BEIEESE Pod —EZTF ContainerCreating 3% Waiting JKERILHPER, URIAESHESEENFERE. SREUTSBERGHTHS,
EfiRER S ERE SR

AIRERE

o Pod ECEHIR

o % Volume ¥

o BETEAE

o BRAFEERK

o Limit & MRS SR

o FIBURIREW

o CNI RS

» controller-manager %

o &% docker BIERTEMBRIBRAREA
o BERZASR

HIES*E

I8 Pod RRE

1. RERETETIERIER.
2. RERBERET ERNEREH.

182 Volume E#1i85R
IR Volume HEER, EUEIASENETERE., M5 LS HRE:
1. Pod EESECRIEE MRERR

ST

E=ITEN K8S IRSBIIET, BOIAEHD Volume BERN—REFMHERNITERE , MEENTREIME, S kubelet BEIEEIZTHTZS apiserver
BE, NEARERERHSMEIZT RIKE, BHERMT S LEMEEN Pod (Pod ) , #RENTATIESSTRAEESRE, HiZTH=H
Volume BRIEMITREEIRE,

HTF cloud-controller-manager F%F Volume EfffEER, AR mEOSHEN TR LEE. Elt, Pod ZEi#4&5H cloud-controller-
manager EAE— M TEEER, EHMEE Volume FHiEHEI Pod RIMAENT R L.

=102 211

R#£SE ContainerCreating BIRTEHEXEIE, (BiEE 2 aILABIAKRINNG.

2. f5¥h K8S ##k configmap/secret B subpath k9 bug

IEEM, HEMT Pod EHEHRM configmap 5k secret FIRZ, Pod RASRNEHITTRIMERIRE (FlaN, FEREXWHE Kill GERBRGE ) , sk
i% bug.
MEEMTLALER, SIS ERMARIN. RERGMT:

$ kubectl -n prod get pod -o yaml manage-5bd487cf9d-bgmvm

lastState: terminated
containerID: containerd://e6746201faaldfe7£3251b8c30d59ebf613d99715£3b800740e587e681d2a903
exitCode: 1

finishedAt:

message: 'failed to create nerd task: OCI runtime create failed: container_linux.go:345:

nounting

s/manage—conf

ntainerd.runtime.vl.1lin

IRIFRE: BR=ItE (It ) BRSEATF 5581 #103%:



O BHE

BARTERESERESN pro2784.
RERRSERERE

Bl Pod RI&iE CRI #Z#OLIEERR, SRETHAGIEERNEESELEERTHNENSRUE—LERNNG NRLEERMENEEZETRE, 1§
LEHARUBEY . BERERUTRERER:

Events:

Type Reason Age From Message

Warning FailedCreatePodSandBox 2m (x4307 over 16h) kubelet, 10. ).80.31 (combined from similar events) :
Failed create pod sandbox: > error: code = Unknown desc = failed to create a sandbox for pod

"apiga 7—6dc48b : Error response from daemon:
/var/lib/docker/aufs/mnt/1£09d6clc9f24e8daaca5bf33a4230de7dbc758e3b227 3e3d921214-init: no space

left on device

BREBRESISRESN MR .

RETRRTERERRL

METELMNERA LTS, ROARAEIE, DESHRRAERE, BELLTEERELARIER. BEE NERA L #HTREEMRER.
R limit i8R

SR

o fT kubectl describe pod @<, BE event IREBEEEWT:

Pod sandbox changed, it will be killed and re-created,

o Kubelet IR{&TF:

to start sandbox container for pod ... Error response from daemon: OCI runtime create failed:

container_linux.go:348: starting container process caused "process_linux.go:301: running exec setns

process for init caused \"signal: killed\"": unknown

BRI

H limit 2B S/ NAEF AR RBLARRINETT Sandbox Y, tB&SH Pod —EHZ4TF ContainerCreating 3 Waiting X%, @& 2HF memory limit {58
BigiRslEn.

B30, 24 memory limit BAERERNEFE n , WiZBLEHSEH K8S iRAIM Byte. BBEIE memory limit {78 E» vi 5 M . & memory
limit i28791024m, NRFEXIEESWIRFITE1.024BytelA . BMIRFFET, pause BE—RBHFEH cgroup—oom kill i, S Pod R&E—H
&F ContainerCreating.

RERNRERE LK

REURGEME RS Pod REZITE, RIGHEAMERRS, ERRENT:
o BETHHRIER.

o Kubelet TXiFAREEE, a0, B pause BIRTE ger.io £, MERRKRIGIDTEEHGE,

o FIEVFABIRIZAY imagePullSecret [ EE BRI ETIR.

o BIgAK, RBGERT, ATEhiENATiEYEE kubelet B --image-pull-progress-deadline ¥l —-runtime-request—timeout Mo
¥ ERERARERER, BHERNEEGRHES Pod K.

BRE CNI REBEREER

IRIFRE: BR=ItE (It ) BRSEATF 5582 #103m;


https://github.com/kubernetes/kubernetes/pull/82784
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O BHE

EENSHEHNERERBIER, MURETREEBRIES. ANBHEHREERILEESETH, SHRUTRESR:
o TiEECE Pod M,
o Xix538 Pod IP,

2= controller-manager BERE

&ZE Master .k kube-controller-manager )%, SEREXER.

BEBRESR docker

EETSEE docker IAMRZA docker RREEHFHMBERT, XRET docker, tBaJgESI’% Pod HHLLLITRT,
f5ign, 7£ CentOS L, MIFLATHSEE R T docker:

HFEE RN docker [RAF—E, BHEIFTLES, B dockerd IFETLERINEIESEE, # Pod JAES—HE ContainerCreating. 4T
kubectl describe pod #%, BE event IRIBEEWNT:

Type Reason Age From Message

Warning FailedCreatePodSandBox 18m (x3583 over 83m) kubelet, 192.168.4.5 (combined from similar events):

Failed create pod sandbox: rpc error: code = Unknown desc = failed to start sandbox container for pod
h": Error response from daemon: ttrpc: client shutting down: rec unix @-

-@/containerd-shim/moby/de2bfeefc999af42783115acca 45e6798981dff75f4148fae8c086668f667/shim.sock: read:

connection reset by peer: unknown

Normal SandboxChanged 3ml12s (x4420 over 83m) kubelet, )2..168.4.5 Pod sandbox changed, it will be killed

and re-created.

BEIRIRE docker A, HLEFEERIRE docker,
KERAFERSSSH

BREFERSSHRESHEE sandbox IIEK, B2SEH Pod —E&F ContainerCreating 5 Waiting K3,
HIT kubectl describe pod #%, BE event IRIEEEUNT:

Warning FailedCreatePodSandBox 2m kubelet, 10.205.8.91 Failed create pod sandbox: rpc error: code =
Unknown desc = failed to create a sandbox for pod "lomp ~46-4v8t1l": operation timeout: context
deadline exceeded

Warning FailedCreatePodSandBox 3s (x12 over 2m) kubelet, .205.8. Failed create pod sandbox: rpc error:

code = Unknown desc = failed to create a sandbox for lomp—¢ d 16-4v8t1": Error response from

daemon: Conflict. The container name "
)bad_0" is already in use by container
9e9d411e76 aldaccba7eb 3 5a10c¢ 62a72cle2". You have to remove (or

container to be able to reuse that name.

BERARS, BRTRALIFERSSSE.

IRIFRE: BR=ItE (It ) BRSEATF £83 #103m;
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Pod —BE4F ImagePullBackOff X7z

mIEE#RATE: 2024-03-25 15:41:12

FHENBETEESE Pod —EATF ImagePullBackOff JAEHINHER:, MRINTBIHESREMNSERR . SREBUTLSRERRETHE, DGR
SIEtRECERIR .

RIBERE

o HTTP 28 Registry LRI insecure-registry
o HTTPS BE%2%8 Registry CA iEBRIFNET R

o IABBIREEMEXY

o RIEHIRE

o HRIGHIEGER

o BIEFEFE

HEES %
125 HTTP 38 Registry #lE2®/MA insecure-registry

Dockerd 2RAM HTTPS 819 Registry RiBURGR . HIEER HTTP 2819 Registry Y, iSHIREISEIBILRINE insecure-registry 284, HER
8 reload Dockerd fFE %

12 HTTPS BR3B! Registry CA IEBEREXRFMEL R

H1B{EM HTTPS %£& Registry BRHIFEEFRERIEHER, Dockerd SRR, REREHRINATIEEFEREREE.
FIRIRIEIERT, FEIE Registry B9 CA IEBHBEEILITUE:

/etc/docker/certs.d/<Registry:port>/ca.crt

RELARECERKRE

& Pod RECE imagePullSecret. EE&R Secret A FEEHRETIREPRIER, Registry INEXY, # Pod —E%F ImagePullBackOff ;K.
RERBOHRERIF

# Push BISRGXMHRE, THREHBAREESER, WEEEH push BEXXH.

RERGEEAGER

bUE 3

SP R LRIEMAE Pod Y, TRESHB[RETRREI . RZTHINIEIVECSHFSATEREETRKITHRINE, NESEHETIERR
Pod #iBYERT o
EUAMERT, kubelet SZHsRTTHIER . SITFR:

—-serialize-image-pulls Pull images one at a time. We recommend *not* changing the default value on

nodes that run docker daemon with version < 1.9 or an Aufs storage backend. Issue #10959 has more details.

(default true)

MR
BEERT, HB% Pod HEER, TFEFHTFRRIENIR. TOMT:

—--Registry-gps int32 If > 0, limit Registry pull QPS to this value. TIf 0, unlimited. (default 5)

—-—-Registry-burst int32 Maximum size of a bursty pulls, temporarily allows pulls to burst to this number,

while still not exceeding Registry-gps. Only used if --Registry-gps > 0 (default 10)

RERGRETFE

IRIRERE: BR=ITE (1bF) BRSEAE 5584 $103m;
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FBEABFEEDREEH Pod —BHLTF ImagePullBackOff 17, @LAEIE kubelet BE#{TH#IA . MNTFAR:

PullImage "imroc/te v0.2" from image failed: rpc error: code = Unknown desc = Error response

from daemon: manifest for imroc/test:v0.2 not found

IRIFRE: BR=ItE (It ) BRSEATF 5585 #103m;
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O BHS

Pod —E%F Pending 1A%
miIEEHAYE: 2024-03-2510:35:11

FHENBEIEESE Pod —ELTF Pending KESRINVHER, MRINABEHESREMSERR ., SRBUTSRERGHTHE, EURRGEREERIE
BDET.

Hithid

% Pod —E4TF Pending K78, #iBiZ Pod RRBAERIEN TR L, BESE Pod SFDARE . FIIHST kubectl describe pod <pod-name>
e, NEREERIEHERWT:

$ kubectl describe pod tikv-0

Events:
Type Reason Age From Message

Warning FailedScheduling 3m (x106 over 33m) default-scheduler )/4 nodes are available: 1 node(s) had

no available volume zone, Insufficient cpu, 3 Insufficient memory.

AIRERE

o TRBFREFE

o Fi#RE nodeSelector 5 affinity

» Node Z7£ Pod i858 RIS =

o {EREA kube-scheduler B9 bug

« kube-scheduler RIEFET

o REEEMAATRSSHTHRNERENAREERTAX

HIES
RETREREHETRE
DB

PRERTEEUTMER:

» CPU &R,

o FRTLIESBEHIAEFERE.

o FIRTTA GPU HEFE (BEEAENBFIFGR. GPU £EHFR) .
HE—ZHEEA Node BRRERYE, TNTUTHSRRERSEER:

kubectl describe <node—name>

HREEEH, HEEXEUTRE:
o Allocatable : FRRULTIRREBHRIBRIZIREDH.

e Allocated resources : FRUTRENEAEIR (Allocatable #ET = LA Pod S8 Request) .
=124 7]

IESEEER, ESERRTTHRIBNERERRN. MEZENF Pod B Request, MFHE Pod BIEEER, Scheduler 7£ Predicates ( ffii& ) BERE
£5IkEiZ Node, A<iFE Pod £liz Node,

122 nodeSelector X affinity HEE

{i2i% Pod & nodeSelector 8 T 5 Label, NiEEEIERIEEAE Pod ZI85i% Label B9 Node £, HFFEFEIZFEMER Node iF, Pod %%
WiRE ., ESAXEETEIE Kubernetes EA MY #TEE.
Ik5h, R Pod BEET affinity (FHMtE) , WAESERAES LR EZLNTEEMEHH Node, NAEERAE. affinity @IFELITILE:

o nodeAffinity : TSR, TIASIEILIZARAY nodeSelector, AFIREI Pod RAIFERAEIIE—SSHE M Node,

IRIFRE: BR=ItE (It ) BRSEATF 5586 $*103m;


https://kubernetes.io/docs/concepts/configuration/assign-pod-node/#nodeselector

O BHE

o podAffinity : Pod ¥#tE, AFIE—RIEGXEKE Pod FEIIE—METS, BE— M PREE— " THERETRE,
o podAntiaffinity : Pod R, B5LEE—2 Pod BERIE—MES, AIUERBEESHE, FIi, 1558 DNS RSSHI Pod BIASRIEERIRRE
e, UBEEE— M HRHIKEmERE £ DNS Bk, BEEfESHE.,

& Node BETFE Pod RERBHIER
S

BN R EFESS (Taints ) , M Pod LigBHERMIBRE (Tolerations) , Pod §F&EEEIZ Node . fEREZAT, AILASKED
kubectl describe node <node-name> P EH Node BiREISH. FHIINT:

$ kubectl describe nodes hostl

special=true:NoSchedule

Node L EiRBEMSAAELFAREMMARRM, FEESR FS5H .
RTTiE

AIGRELATR#GE, BEEREE2MRZIE:
o BiE: BRRiSE
P T®S, BERSR special o

kubectl taint nodes hostl special-

o BiE2: £ Pod LIBINSRER

© iReA
FLAE Deployment FIE8i289 Pod (B#7 nginx ) FMEBHE.

11 25 ERREERHRAESR Linux L6 (%) , R nginx FIENRIRSSH.
1.2 PUTLAT&HS, 8 Yaml,

kubectl edit deployment nginx

1.3 # Yaml X template HIRY spec LEFHFMBR. BIEN, WIMEFHE special SRAAMRIIRZ:

tolerations:

- key: "

operator:

effect: '

IRIFRE: BR=ItE (It ) BRSEATF $£87 $103;
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%) i:ik= s

1.4 RIS FERRD:

template:
metadata:

creationTimestamp: null
labels:
k@s—app: nginx
gcloud-app: nginx

ainers:
: nginx:latest
PullPolicy: Always

cpu: 300m

memory: 1Gi
requests:

cpu: 250m

memory: 256Mi

ivileged: false

lonMessaqgeFPo
lusterFirst
t=:
oudregistrykey

nthubkey
Always
default-scheduler

{}

cePeriod8econds: 30

1.5 RIFHBEGERN TR AIRER .

ERREFEMEIRE kube-scheduler i bug
Pod —E4F Pending KASEIEERIEIRA kube-scheduler B bug S, HERAIAESFHEARESEIRARTRR,
2% kube—-scheduler EFIEXIET
BEERE Master LAY kube-scheduler BEHIETIEE, MRETERXERIGIIKE .
RERZERMHTADRSYHPRNFRSHAREAEHERTER

IRSSEPERINBIERIETR, B PREERE, MR Pod IBZ, HEZEHA Pod BINAREIEMT R L. WFEERTHEEN Pod, BEFTERAE
S HAMET RIEREERCR— NIRRT R L. EEETR— N TRAERFTESHEMAESHNT R, BMEEMMRTAXREGHESRFT
=, b3 Pod BARIEE,

PREIE AT Pod FREAEIIEMATARATRHIRENT:

= FHEBATFHMSERZIR— M EDO ENTRNGE, 7 ERE R MEREERAIFE |0 i, BERAITERIER O EH#EERE.

HXIRME
HER
FROEISA

BELATHEMARN, ATUFHAPRFNEESR:

$ kubectl taint node hostl special=true:NoSchedule

node "hostl" tainted

© e

IRIFRE: BR=IE (16F) BREEAR 5588 #103m;



O BHE

FERLGRT, TEMAERNANT RERRFREREZARIATRIFEAE Pod. LAY, RILILAIZERTS sl

node.kubernetes.io/unschedulable {5fo

BEIRhARIS R

M v1.12 74, Beta BAFFE TaintNodesByCondition #§M%, controller manager &4 Node 9 Condition. Node iZ{TREREN, HEE
B Condition FFAMTEM (BIFE Condition 5 Taints BIRIRER ) , 8Bz Node I EHERAYS S

540, #€& Condition A outofpisk HValue A True , M Node £B&EIFI node.kubernetes.io/out-of-disk 5o

Condition SIS RXRIT

Conditon

OutOfDisk de.kubernetes.io/out-of-disk
Ready .kubernetes.io/not-ready

Ready Unknown node.kubernetes.io/unreachable

MemoryPressure True node.kubernetes.io/memory-pressure

PIDPressure True node.kubernetes.io/pid-pressure
DiskPressure True node.kubernetes.io/disk-pressure

NetworkUnavailable True node.kubernetes.io/network-unavailable

B Condition BUSERIER, ERTUTEX:
e OutOfDisk A True, BEFRPREEZTEFRE,

e Ready %Falses ﬁi‘*ﬁﬁzzﬁﬁo

o Ready 7 Unknown, FFRBRKE, £ node-monitor-grace-period FRERIIIEEREA ( BiA40s ) BEFRgHE LIRS, controller-
manager #&4§ Node KEEH Unknown,

o MemoryPressure A True, REHREREFEENKA, ZIFETHARERD .

o pIDPressure A True, FRHRLEIETTAZHIE, PID HEXRRE.

o DiskPressure A True, ¥ERHRLWNEEBTHTERE,

e NetworkUnavailable 7 True, RFTmLHIMEZEERES, KixiREM Pod EEEE.

© %A
ERER—RETREFNGES, BERSERSS, FE—DEDRINSLSRREE:
EINED =R, BERZT SR node.cloudprovider.kubernetes.io/uninitialized 5E, FPRRCKIIEEBEIBIRLISS,
Lg% Pod HIAEEIRIMGHIFITIR.

IRIFRE: BR=ItE (It ) BRSEATF 5589 #103m;



O BHE

Pod —E%F Terminating X%
IEEHAYE: 2024-03-25 15:41:13

FXEEHIERTTEESEH Pod —BELATF Terminating KESHINHER, MRINABIHESREMNSERR. SRBUTSEERXETHE, DGR
SIFtHECEEIR .

AIBEIRE
o BETELRE
o FE T XHEH
» Docker 17 kg% bug
» fF7£ Finalizers
o EIRA kubelet list-watch £ bug
» Dockerd 5 containerd SK&EFREE

» Daemonset Controller Bug

HIES*E

REHR=ERESRE

% Docker HIEUIE B RFTERBIREHAT, Docker STLEEFEETT, BEELEHITHIRIICIZIEIE. kubelet A Docker MEFESeEIMSTMLN, 1T
kubectl describe pod <pod-name> <, BE event BEIRE(ESEWNT:

Normal Killing 39s (x735 over 15h) kubelet, .179. .3 Killing container with

docker://apigateway:Need to Pod

BRFERBSERIESE WEEH .
[ =] “n
REREEFE 7 XHRiE
47 XHEBMEATEE man chattr BITEER, BARGIIIT:
A file with the 'i' attribute cannot be modified: it cannot be deleted or renamed, no link can be

created to this file and no data can be written to the file. Only the superuser or a process possessing

the CAP_LINUX_IMMUTABLE capability can set or clear this attribute.

A R
MRBRREFIHEFRBNREENNXMEFE 7 XHEN, BXHSEERIEIHMER.

fEi#1T Pod MIPRIE(ERY, SFEERRER, HXERPEEFTRREIG, SSHERERTENIR, Pod KEWIE—ERRF Terminating. BHERT,
kubelet & HMEATIRIE:

Sep 27 14:37:21 VM_0_7_centos kubelet[14109]: E0927 14:37:21.922965 14109 remote_runtime.go:250]
RemoveContainer "19d837¢c77a3c294052a99££9347c520bc8acb7b8b%9a9dc9£fab281£c09d£f38257" from runtime service
failed: rpc error: code = Unknown desc = failed to remove container
"19d837c77a3c294052a99f£9347¢c520bc8acb7b8b9a9dc9fab281£fc09df38257": Error response from daemon: container
19d837¢c77a3c294052a99££9347c520bc8acb7b8b9a9dc9fab281£c09df38257: driver "overlay2" failed to remove root
filesystem: remove

/data/docker/overlay2/blaea29c590aa9abda79f 6422073fb3652757£0391db88534027546868/diff/usr/bin/bash:
operation not permitted

Sep 27 14:37:21 VM_0_7_centos kubelet[14109]: E0927 14:37:21.923027 14109 kuberuntime_gc.go:126] Failed
to remove container "19d837c77a3c294052a99££9347c520bc8acb7b8b9a9dc9fab281£c09df38257": rpc error: code =
Unknown desc = failed to remove container

"19d837¢c77a3c294052a99££9347c520b

c8acb7b8b9a9dc9fab281£fc09df38257": Error response from daemon: container
19d837c77a3c294052a99££9347c520bc8acb7b8b9a9dc9fab281£c09d£38257: driver "overlay2" failed to remove root

94
40

IRIFRE: BR=ItE (It ) BRSEATF £890 #103m;
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O BHE

filesystem: remove

/data/docker/overlay2/blaea29c590aa9abda79f7¢c£3976422073fb3652757£0391db88534027546868/diff/usr/bin/bash:

operation not permitted

RR5E

o HIR@REE: FESBEGPRBENENERIZE 7 BN, METELREEE.
o IERItRE X
1.1 $133 kubelet BEIRIBIRTAINMFIER, T chattr —i <file> WS, FHIUIT:

chattr -i
/data/docker/overlay2/blaea29c590aa9abda79£7¢c£3976422073fb3652757£0391db88534027546868/diff/usr/bin/

bash

1.2 %% kubelet BZNEi, Pod ETFTEIZNMIER.
IREREFE Docker 17 I bug
iR

Docker hang 1%, i&BIHAME . 11T kubectl describe pod <pod-name> REEE event BRUITF:

Warning FailedSync 3m (x408 over 1h) kubelet, 10.179.80.31 error determining status: rpc error: code =

DeadlineExceeded desc = context deadline exceeded

IEREZ IR EE AT 8ER17hRAE dockerd 89 bug, SATLAIEE
kubectl -n cn-staging delete pod apigateway-6dc48bf8b6-clcwk --force --grace-period=0 SREIMIBE Pod, {B#1fT docker ps &

SR, BRERIZER
MRRITE

Fi% Docker WRAFZE18, ZhRAMER T #iEI containerd, $#XIRBE%E bug #ITTEE.
# Pod {BHM Terminating K3, 1§ F4E1E BRIEFHTHIE, FTRINESSSTHER, TESSHSHRITRA,

KERESFE Finalizers
b8

K8S &#iEAY metadata PUNRFE finalizers , BERPIZEREZEHENMEFLEN, finalizers PHERM—NEBTZEFIRR. Fi0,
Rancher 8IiEH—LEFEHESBEAN finalizers #RiH,

EHEEMERZIZFERCIZERN, WEERIBIZERNEFHTHIRERNEE, BREBESAIEIHAMZERN finalizers IR, ZATTLAMIEH
FR&ER,

BRE®
A kubectl edit WMESFERIBEREN, MR finalizers , MBREREFLSBZMHE,
REEEFEMERE kubelet list-watch B bug

BEHEREEERAT, $A v1.8.13 iRAHI K8S B, kubelet £ list-watch BEHIER. ZAEESHEMIE Pod /5, kubelet KIXEVEXE
%, HEKREEMER, & Pod —E& Terminating 187%&.
BEENN FRERE SBiR{TER Kubernetes IREFHR

Dockerd 5 containerd R&EFREE
FE 3
docker £ aufs FgIREN FANRFEEZIER, WaIsEREMNZ panic , IRIBEEWNT:

aufs au_opts_verify:1597:dockerd[5347]: dirperml breaks the protection by the permission bits on the lower

branch

IRIFRE: BR=ItE (It ) BRSEATF 591 #1033
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O BHE

EHEBIFFHT, dockerd BEBESBLUTEMCR, BRERREERETREEE,

Sep 18 10:19:49 VM-1-33-ubuntu dockerd[4822]: time="2019-09-18T10:19:49.903943652+08:00" level=error

msg="Failed to log msg \"\" for logger json-file: write

/opt/docker/containers/54922ec8b1863bcc504£f6dacd1e40139047£7a84££09175d2800100aaccbadlf/54922ec8b1863bcc50
4f6dac41e40139047£7a84££09175d2800100aaccbadlf-json.log: no space left on device"

i

FI#F dockerd 5 containerd BIEANSRKERERE, TRAUTILMAGX:
o B5%EIE describe pod IKEXEEE ID, BB docker ps EEBRUETEEN dockerd FERFREFRIAZS
o iBid docker-container-ctr EEREEME containerd FEVAE, REIUIT:

$ docker-container-ctr —--namespace moby --address /var/run/docker/containerd/docker-containerd.sock
task | a%9al785b81343c3ad2093ad973f4£8e52dbf54823b8bb089886c8356d4036£fe0

a%9al1785b81343c3ad2093ad973£f4£8e52dbf54823b8bb089886c8356d4036fe0 3063¢ STOPPED

& containerd REEIAER stopped HHFSEFLICH, M docker PFAEBKFEIRZ running, MWiKEA dockerd 5 containerd ZEAERERLFED
EEO
BREE

o IEAIRERSE: 1T docker container prune @EHER dockerd,
o HIEMERAEE: ETIHEEFREMER containerd, £33 dockerd % Docker A& Bug.

Daemonset Controller Bug

K8S H7E1EHI Bug 252 Daemonset Pod 54 Terminating, Kubernetes 1.10 #1 1.11 iRAZ M8, BBF Daemonset Controller £
scheduler Y predicates iZi8, 1§ nodeAffinity 9 nodeSelector HEi#{THEF (1£iBRIIEHSE ) , S5 spec 5 apiserver FEEF—H . ATHR
Az, Daemonset Controller X{EAT spec A rollingUpdate 28 Daemonset it& hash,

Hi#MEEITBERWRIESHA—NTE, KT Pod FBNSEBFIELEAIER .

RR5E

o lERdRERAZ: IR rollingUpdate 258! Daemonset {#H nodeSelector A {#H nodeAffinity,
o MIRMERAEE: &EXH FHREE PRISER Kubernetes IRAFAERE 1.12,

IRIFRE: BR=ItE (It ) BRSEATF 592 #103m;
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O BHE

Pod ZERIEE XM

mIEE#RATE: 2024-03-25 15:41:13
FIHENBETEESE Pod REREELXMAIIMER, MRIMTEIHESrBEMSERE . SRR TSRERHTHE, ENNERRSEREERN.

EIE )

Kubernetes EEREGSMERE (readinessProbe ) fIFERE (livenessProbe) , FRMBRIEELRMISSSBIEMEATHR:
» Pod IP ) Service HiEk&. @i Service i5iaRd, HREBFSWERAMEEETLERE Pod,

o kubelet S LEBHEXER.

SR ERIEEXMAIEEMERS . g, WSERFEREY Bug SHETEMMEREIEE, & Pod &F Unhealthy 1R, #TREIREBLATANSH{THE
=

AIRERE

o BENERESSE

o PRAKRES

o DEHEBEADHEELL
o BN OMSITHE
» SYN backlog ig&id/

HIERS %

RERPRETE

MRBRRERETSE, 2595 Pod RERREXK. fliN, FRENSHEERIFMAIAGE initialDelaySeconds REWUE. DRBHNRIEN, SHE
BERTEEMMABFRN. BB, & successThreshold ERMEIREN, W Pod EERIEEXV—RMEMIZIE, A Pod BSHFERIELLHER,

REPREERETE

CPU L% (i ) SSMHELTIERLREKWE, BESEHN timeout, 8 Pod BEIEEXY ., 55% SHd HITREAREMRER.
RERRHERSHRADHESL

B2%E ([ Systemtap EfL Pod SEELEE FEODBMEMRER,

RERRPIHERORE S RIS

M netstat -tunlp MERABIIREFTRFE. SMZESHEESERTH: SiROBFFEFERN, ERESRNNERISSWER reset i2, THIIMT:

:15:17.890996 IP 1 .16.2.1.38074 /2.16.2.23.8 : Flags [S] 96880261, win 14600, options [mss
’4,nop, nop, sackOK, nop, wscale 7] length O

0:15:17.891021 IP 172.16.2.23.8 > 172.16.2.1.38074: Flags [R.], 96880262, win 0, length O

20:15:17.906744 IP 10.0.0.16.54132 > 172.16.2.23.8888: Flags [S], 1207014342, win 14600, options [mss

4, nop, nop, sackOK, nop, wscale

], length 0
:15:17.906766 IP 172.16.2.23.8888 > 10.0.0.16.54132: Flags [R.], 0, ack 1 0 343, win 0, length O

DA LERTH, BRERERUEERE, BESREREELW. TaERYA:
PRLRNBEHMBMER hostNetwork HIFHRBENIKOMN Pod, ERE—1Pod 2L, HR Pod BIFAKMEFSIBY, HEHTERRRE
B, M\MfES kubelet RERFIGEIRIRIE Pod B, RELHEITEW (BRBEHIRKO ) 89 Pod, SEERIEERK.

#22 SYN backlog iREREF I/
FIE gy S

SYN backlog X/Ef SYN BAFUX/, WNSRIGHIEIRIFMEERELLERS, 1 SYN backlog ig&id/)\, HESBENEEREK ., EH
netstat -s | grep TCPBacklogDrop HJEEHMTF backlog i# 7T SHERNIEEH=.

BRGE
MEBHIABRTF backlog # 7 SHMNES, NEiEAR backlog B, HXMZEEA net.ipvi.tcp_max_syn_backlog o

IRIRERE: BR=ITE (1bF) BRSEAE 5593 #103m;
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O BHE

Pod &F CrashLoopBackOff k&

mIEE#RATE: 2024-03-25 15:41:13

RN BEIEESE Pod &F CrashLoopBackOff RZSRILFER, MRNAESHESREMSEERER, BREBUTSREOGHTHE, EUTREHRE
IEtfRECEEIR o

Hithid

Pod &F crashLoopBackoff JRZ, iBBi%Z Pod EEEBMIEREELIE, IWAET Pod i restartPolicy MRA2 Never FalgE S ERBHGE,
HPod i RestartCounts BHEAF0., AJE%SE &l Exit Code EfiI Pod RFELERE EEMMAEZHZNELIKSHE, FNSEITEE,

RIREIRE
BEHEEDRE
% OOM
cgroup OOM
TRAEERRE
REREEN

HESR

REERHERS R

BSREEEHMELRN, BHRTBESEEO - 1282iE, SHRENREETRERISER Bug, thAIREREMERRE . 5% SRl #—SEMRER
o

REEERERS OOM
S
MBRLERSK OOM, Pod FABEHRSENZ7, FREW stoxiiL ESEBIE, FEMRESETITRERES,

Out of memory: Kill process ...

ZREEHTHE LSS THtIE K8S SBMNHIZHETRSNNE, 52 kubelet B —-kube-reserved #l —-system-reserved FFOERIRELX
I, RERBEEETHIEREHE,

© A
F = LB Pod HEEfFRAESREEFRSEBIE /sys/fs/cgroup/memory/kubepods HfY cgroup & (
cgroup = capacity - "kube-reserved" - "system-reserved" ) ., BERERT, NRMBTERESE, B = LHMIEFSEHE (0

kubelet. dockerd. kube-proxy % sshd %) REFLEIREIET kubelet EERNFRBZIE, EFASRERSK OOM H,

RRGE

HMERBREWRTE, ETMRELIFER AR T AR,

HWEREHRLE cgroup OOM

iR

#NEEE cgroup OOM THSLLAGHTE, TEE Pod FHTF Reason 1 0OMKilled , HEBHBLIFSANNFCES limit, ARNZETAR

Memory cgroup out of memory i’ati;fﬁ.%o

R E

TSIRIETRIAE limit.

TRATFRR

MEFHHANEFRAATE. ROARAFIE, PESFHRNERS, BRAHNNENFERNIER. H2% AERA KL #TREEMRRR,

IRIRERE: BR=ITE (1bF) BRSEAE 5894 H103;
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& WifiE

REREER
#8% Pod RENELAN H—SENRREEE.

Pod ZIREFHRERE

mIEE#RATE: 2024-03-25 18:18:32

IRIFRE: BR=IE (16F) BREEAR 5895 #103m;
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O BHE

R

Pod RATHIER, BEAGREEN, RESHERE.
FE

1. Pod ZHIFET RRE, EREBITHETRER.

2. Pod EEEHFEMBEPEBI—M RS EORSHEHRKIE, RAENEET ReadinessProbe 5 LivenessProbe, AR BB REERE
#BEM, iXE LivenessProbe kBUREIAE, XHER,

3. Pod B2E7T preStop EIMAIELL, HEFEISSEMIT preStop, RIBLILRIAHKEI, preStop HiiEl ReadinessProbe iFS444EFN .

4. FNBERR TCP 31N, #HiZMiEIEdEd TCP RUMBASKI (RRLBERIKOKIFBAEE ) , (BXIRLHEEASLIERIERT

5. LivenessProbe &£RF4&%0M Pod Ready K%, 25 Ready EEEURTF ReadinessProbe 58, HF preStop HiiEl ReadinessProbe 2k
B9, Pod %% Ready 7,

6. Pod Ready {BERRTELIBIER, USHERE.

B&

1. Pod 1235 + FEIFEN SBHETRER. FEIEK initialDelaySeconds B StartProbe FRIPIEBmIEE.

2. TCP RUBRA a2 ELRIMIVSREIAS, SHEMREILEIETR, ReadinessProbe HRUINLREMHRMUSHNTSLE, SHRERE. B
EEREIFMRNA, BiISRM HTTP FEE0, (£ HTTP RN SEERERRS.

IRIFRE: BR=IE (16F) BREEAR 5596 $103;
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O BHE

=i Y = =4

SEHIZEEERY

RIEERATE: 2025-06-17 14:50:51

AN BT SHBIZBETHMERBIINMZSE, URINEEIHIESBEMNREERR . BREIUTESEBHRGHTHIE, EMoBEREEREET,

EIE )

BEHETMRE (F2WIMRPEIEIE ) B, BERSBERE01282ZiE, RIFNE, EFRBIPATER0, KEBH1-127VWREIEFRERESHEH
E@iBit. FldN, HENIEFBNSHNFRUTHEER, HEFEFESTIEDRE panic BREHRGERSSHEFEHMBLY . ATE%SE & Exit
Code Efi Pod SHEHER EEMNAR[HZNRHREN, HOSEETERE.

AIRERE

. BRABEGRE
- DNS i

. EFREGR

HIES*

HEERELNAS
MBI FHSEESRRLNET, #HSHSEHEE.

kubectl logs —-p -n <namespace> <pod name

kubectl logs -p -n mynamespace mypod

HRE DNS RETEMIT

EEFAIRIRESEY DNS BRSS, WERTEAMISSEIEFRIEH EHBL . fi, BFEMNEEEEMIERE, BRIEEER Service BRaIMBHZHFEFE DNS
BT, ERTERISSIRERIREHEMEL, SHARHEENERL . BITEWRITEEEERMNT:
o EMNMEEFERE, Pod TiE&EEER DNS B3,

o &8 DNS IRSS#IE, FTiZMMRMEITER,
o Service SkiFZiFERIR, BFEETIERR.

REEFEE

EFRERHRt TS ESREEENRY, TREENT:
o BEEXMHHENER, BREMETEELMMATRIERE .
o REARTHEINE. BN, REPENMGEFERARES, SHRERETED, EFREEMEH,

IRIRERE: BR=ITE (1bF) BRSEAE 5897 #103;
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O BHE

PNERERIGENHFRFER

mIEEHRATE: 2025-01-02 14:36:42
FXAENBIMTABIERRENHRREET.
[EFER

NVMe $iEE2IBFFE NVMe BRIIRNER, MRBHMINEKIRFF—HATRSSHEGEN. Eit, BFRERETMENLIRE, RS CVM BIEE
& (MFG. 510 B, S HCC F) EHBIR NVMe KRR, ERRAGRM TSI . EBHNBTTSE Linux zRSHEERE=ERKBME
ﬁ o

EIE )

1. B{EEE
B FNeEEt R S ERNEER Worker F=iRINZE TKE &8,
2. [elR

LR BE SIS EETTMRERIMETRATETE, B NVMe BFEiEEFIEENMNS .
fIan, HEIRFRINT SFRENBEEMR NVMe £, BI NVMe.0 #1 NVMe.1:
ERBHI, FEMSIXE /devisda — NVMe.0. /dev/sdb — NVMe.1,

BERE, MEiagEsiEELR /dev/isda — NVMe.1. /dev/sdb — NVMe.0,

plesibg

FRREEVENMEFIEHESDE, TKE ZIFET “BREIR Label” MANEERIERER, RELBUOT:
1. RNBETRE, TLAENEE EAEUREIRM Label, iZ Label HfAEIR, MITHSUT:

ext XHESFK: e2label /dev/sdz labell

xfs MHZREB: xfs_admin -L labell /dev/sdz
2. & FERSENE RNEEPRAREVEEMERSIR Label RISEERNEIER, MTEFRR:

HimsiEy EMAEHCC/BIORNAEEREFERTERIE, BCRERBLNNERNYHRASEERER, BINERXHRASINRE. TRNEREHRAET 2
"EBiR vel ERRE  ™MER v i /yctest_newl X
REBIR  ve2 wRURGE s v R /yctest_new2 X

R HINACE

HTBMHREHCC/BIOX AT ERRFERMFEBIM, BNz BRIRiRINEEF, RERMEMH R =R
AR BN AIRFIITI R EREN, ERAESHIRESEIR ), EHSHIRREXSHRIEHDERLIR
WMREHES TIHRMIKESER, RSREFELLTRGBLRE. IREESHESRATE, RIS ECRYEER

[iemssnasEtas, BEHERRe

FEEEREDE  BIARE
SRS RIRS R, GRS RRELEMSRIZMET. ERES 2

© i588:
ERFRSIEEMRNA Label (RiFE—1E, SVWESSHESRMIREEY
BTFER Label IXERZEGHEXR, BEBEENSIERTSERK.
&= 10 B, S8 HCC ENBFEEN NVMe XBIHIERIBITIES, BIET LIXEESIR Lable AN RIRRINHERE, FAEFNENIL—
IR,

[REBiRAR

ERMERTRIEESEIT Label 20, RREMSIRE Label ITIEIER, HiSHESERIERS L. FINSEIERL UUID SAE fstab. Label 1
UUID #MRICREXHRFATIES LIIRE, BFNENFESRIIE Label. UUID fIXHRANSHIMRXER.

© i588:
MRFNMEFTRHEEERNERE, PR LBRIECRE, WEERNEHH fstab, FUTHESHRAEREN.

IRIRERE: BR=ITE (1bF) BRSEAE 5598 #103m;
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1. B8R FHRRSERE -

2. EEREENSETEENSNEIAISEE.

3. FEEEHFER, EIFENEE > BNERTIESE,

4. {ESEBRBACIRE, #EIFR PN ZANRIERIR . W TEMxR:

vl [piibavery:4
w NamspacesF& PR
Ffi"ENamespaces v ARAR v X
ARDIAR PR
HRBR5H FER NAASIAZE TRRORENR, AERETR. FiEE. H3=E. BIORENR, TREFKSTRMIZSR

BHAR MAAABAZE TRREZENR, AERHTR. FiEE,. @36, RHREHR
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BEX  REMEFMERA ClusterRole JRTE, TBEFEMEFME ClusterRole M &L ENRIIRFIUREBHTIRN, NRFKSRETHETAHIUR

5. iRERME, BAUE BT hESTRMEHE,

O &
RNER TENZEEZBREEHTORHNE, NREEESENZERMHTEHANS, BRILUSFENEEMEHIIR, RIS HE
E¥E TS RIS HEHEEUR .
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i Kubernetes API @SB =R
e L@ LT Kubernetes BiRIEF ST =IEERNIR
ServiceAccount IEFER=IHIIEREEIE

kind: ServiceAccount

apiVersion: vl

metadata:
name: tkeopsaccount
namespace: kube-system
labels:

cloud.tencent.com/tke-ops—account: tkeops

ClusterRoleBinding/RoleBing & iR =HYZ(EI RN
©

1. BIRF0 label FERINTHNEIZE,
2. roleRef A&t AEHIEEIESTI=AIBUR .

apiVersion: rbac.authorization.k8s.io/vlbetal

kind: ClusterRoleBinding
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https://console.cloud.tencent.com/tke2/overview
https://console.cloud.tencent.com/workorder

metadata:
annotations:
cloud.tencent.com/tke-ops—account:
labels:
cloud.tencent.com/tke-ops—-account:
name: tkeopsaccount-ClusterRole
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: tke:admin
subjects:
— kind: ServiceAccount
name: tkeopsaccount

namespace: kube-system

(T3 ) ClusterRole/Role BT HER=HRIEIBR
WNEEB¥PIBHEX ClusterRole/Role ATE#{ER ClusterRoleBinding/RoleBinding XB% . BiZizHI&EN, SEMEERRE, THEMEIE,

EERNR

apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRole
metadata:
labels:
cloud.tencent.com/tke-rbac-generated: "true"
name: tke:admin
rules:
- apiGroups:

'

resources:

* 1

verbs:

0

RiZHUR

apiVersion: rbac.authorization.k8s.io/vlbetal
kind: ClusterRole
metadata:
labels:
cloud.tencent.com/tke-rbac-generated: "true"
name: tke:ro
rules:
- apiGroups:
wn
resources:
pods
pods/attach
pods/exec
pods/portforward
pods/proxy
verbs:
- get
- list

IRIFRE: BRzITE (165 ) BRSEAS £5100 #1033,




- watch

apiGroups:
wn

resources:

— configmaps
endpoints
persistentvolumeclaims
replicationcontrollers
replicationcontrollers/scale
secrets
serviceaccounts
services
services/proxy

verbs:

- get

— NS

- watch

apiGroups:

resources:

- nodes

- persistentvolumes

verbs:

- get

- list

- watch

apiGroups:

resources:
events
replicationcontrollers/status
pods/log
pods/status

— componentstatuses

verbs:

- get
list

- watch

apiGroups:

- apps

resources:
daemonsets
deployments
deployments/rollback
deployments/scale
replicasets
replicasets/scale
statefulsets

verbs:

= GBIt

= ighe

- watch

apiGroups:

- autoscaling

resources:

— horizontalpodautoscalers

verbs:

- get

- list

- watch

apiGroups:

IRIFRE: BR=ItE (It ) BRSEATF




- storage.k8s.io

resources:

- storageclasses

verbs:

- get

- list

- watch

apiGroups:

- batch

resources:

— cronjobs

- Jjobs

verbs:

- get

= ligie

- watch

apiGroups:

- extensions

- networking.k8s.io

resources:
daemonsets
deployments
deployments/rollback
deployments/scale
ingresses
replicasets
replicasets/scale
replicationcontrollers/scale

verbs:

- get

= ligie

- watch

apiGroups:

- servicecatalog.k8s.io

resources:

— clusterserviceclasses
clusterserviceplans
clusterservicebrokers
serviceinstances
servicebindings

verbs:

= GBIt

— ighe

- watch

apiGroups:

- policy

resources:

— poddisruptionbudgets

verbs:

- get

- list

apiGroups:
networking.istio.io
config.istio.io
rbac.istio.io
authentication.istio.io
security.istio.io
install.istio.io

resources:
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- get

- list

- watch

apiGroups:

- apiextensions.k8s.io

resources:

— customresourcedefinitions

verbs:

- get

- list

- watch

apiGroups:

- networking.tke.cloud.tencent.com

resources:

verbs:

— get

- list

- watch

apiGroups:
cloud.tencent.com

resources:

- list

- watch

apiGroups:
ccs.cloud.tencent.com

EEEOLICCEE 8

- list

- watch

apiGroups:
cls.cloud.tencent.com

resources:
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