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mIEEHAYE: 2021-07-28 17:14:59

BH2021F18138#E, Bi=a28kS TKE ZE#£ET =8 (nodeNum) Figid54 (0 < nodeNum <
5) « XF5MENMF204 (5 <nodeNum < 20 ) IR LGS BB NA—REREH . BIETiEBRX
LEFREN, LEERRECASIRIPERETEITER, BHEaEEREENNAREFEEE Bug MSBEFIRE,

MERBIEER, AT THS:

kubectl get resourcequota tke-default—quota —o yaml

MEEEREGZTIAN thke-default-quota XK, EFM —namespace ERLMBER S,
B{RAIBCERIRHIAN T -
SEEHIMR FCERPRE!

0 < nodeNum SEPRE Pod: 4000, configMap: 3000,
<5 CustomResourceDefinition(CRD): 4000

5<nodeNum<  Z#iR#H Pod: 8000, configMap: 6000,
20 CustomResourceDefinition(CRD): 8000

20 < nodeNum FoBRE

MBEHIERTEFRER, B TL50 #HITRIB.
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https://cloud.tencent.com/online-service?from=connect-us

O BRE S
XFELTED = kubeconfig {48915 EH

IEEFRAE: 2021-07-28 17:13:20

® i588:
HRIFIERE98218 (F—) 23:00 - 9822H (A=) 06:00#1TE(EELL T & kubeconfig X
5,

[AEER

HEAEERS TKE TP RRASHMERA admin token B9 Kubeconfig 324, FFPAILLEZ L Kubeconfig
XEHSERIRME Kubernetes &8, ERIAPHRERIREELRE, URaSHEHIRRESNE, FREAR
i1 1L F& Kubeconfig 344,

EEIFEEHTRSERFEEXHAPEER Kubeconfig HIEEHHIT—LEADRMRNIRIE, BIVETR—
SURERERRHN A1 2/ MNEFIRIES, HAPNBYTRER, IEBEHZE, I Kubeconfig X#tbtE
RI{EE . WMBERER, B2E IEZ IR EENE #TERIE.

A FE:
MREHTFRESHKIGRER, BREETRERZBIANFERE admin SURMAE12/\E3HEE
Kubeconfig X, si&E&SIEME@EER, EaiEd F5EE BRI

[ R L RS b

(SR
MARIRERMTaR<LETT TKE £SEERTRHT Kubect! ##(F, s RIREERUT:

$ kubectl get node

The connection to the server localhost:8080 was refused — did you specify the right

host or port?

$ kubectl get node

error: You must be logged in to the server (Unauthorized)

ez ]
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1. B3 ABRSBIEWS.
2. IFKENEHBIEARSHEIHES Kubeconfig 32§, 520 FKEVEIE,
3. 3IXEY Kubeconfig X##fE, RILLEEARBARIGE, thrlEEER Kubernetes B9 service IP,

o FIEAMIGIE: EEEHERERETR, EFEMM [BEREE ] , £ “EBfAPIServer5E” hABAMIE
ial, FRIERRESHTIRE,

o {#HM Kubernetes kY service IP: E&EEHFIERED, EFAMMY [ IRS5EA ] > [ Service ] IREY
default SEZIE T Kubernetes B service IP. & Kubeconfig 349 clusters.cluster.server
FEHIRA https://<IP>:443 Bpa],

4. M Kubeconfig XHAEEIFT =LY $HOME/ . kube/config Fo
5. 58] Kubeconfig &8%, f#EF kubectl get nodes MiX2EEE,

IR E

SHInR
workload B##; host B /root/.kube/config & /home/ubuntu/.kube/config {4iH#{T{EMR,

QhTERYETE
IEff{EA Kubernetes B serviceaccount i#1T incluster A iGiol&EEE, 52N KubernetesBEHA 1.
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https://console.cloud.tencent.com/tke2
https://cloud.tencent.com/document/product/457/46105#.E8.8E.B7.E5.8F.96.E5.87.AD.E8.AF.81
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

O BAE e
TKE Kubernetes XhRA<E$ri540H

mIEE#AYE: 2021-07-26 10:43:09

1.18 changes since 1.16
BEXEH

cloud provider IFEMEEARIEE (GA) MER
BRI E RIS T RAR:

EFiRE #hines
beta.kubernetes.io/instance-type node. kubernetes.io/instance-type
failure—-domain.beta.kubernetes.io/region topology.kubernetes.io/region
failure—domain.beta.kubernetes.io/zone topology.kubernetes.io/zone

#FMR (Volume Snapshot ) ThaE#A Beta BB

VolumeSnapshotDataSource ERAFRE . #1BiE5&if releasing CSl volume snapshots to beta,

CSI Migration i#\ Beta BHiE
CSIMigration EAFE . #15iE5Zi% CSI migration going to beta,

Kubernetes G3MEESEIDR Beta iR

RINEIERRINEE ( TopologyManager ) 7£1.18%i# Beta, aJLlik CPU 581tz (4 SR-IOV-
VF ) 8 NUMA 335F, ET{FREaEB ISR ITIEAS.

ESINGHIMEIEEEZRT, CPU 5igB SR RasBItm it FRSERE, TRSHESIEE CPU RAPEL
FIREIEEMNRRSERER, FINIERSUHMNERYEEE.

Serverside Apply i\ Beta 2BE

Server-side Apply £ Kubernetes 1.16krA#2F I Beta ik, 1.185IAFEZ1" Beta k&
(ServerSideApply ) , IRASICRINEIEREH Kubernetes SWRFERIITN, BIRBRTHRERNE,

IngressClass i

IngressClass &iEHEIATE Kubernetes S8 PIRY—F Ingress fEHIgE3ER, Ingress RiRFIG
ingressClassName FE&, RAFiZEEA IngressClass HIEFIZESIR, BXEF
kubernetes.io/ingress.class txif,
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https://kubernetes.io/blog/2019/12/09/kubernetes-1-17-feature-cis-volume-snapshot-beta/
https://kubernetes.io/blog/2019/12/09/kubernetes-1-17-feature-csi-migration-beta/
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HtusE#

+ Node Local DNSCache ix%l GA.,
+ IPv6i#A Beta kR,
+ kubectl debug, Alpha 5%,
« Windows CSI support, Alpha #t%.
+ ImmutableEphemeralVolumes, Alpha %¥t% ( %54 0]%E ConfigMap #1 Secret, FRIFIXTRIAY
volume) .
« FIFHEER GA:
o ScheduleDaemonSetPods
o TaintNodesByCondition
o WatchBookmark
o Nodelease
o CSINodeInfo
o VolumeSubpathEnvExpansion
o AttachVolumeLimit
o ResourceQuotaScopeSelectors
o VolumePVCDataSource
o TaintBasedEvictions
o BlockVolume, CSIBlockVolume
o Windows RunAsUserName
+ i#A Beta BY4F1E:
o EndpointSlices: BEXAXF
o CSIMigrationAwS: BXIAXiA
o StartupProbe
o EvenPodsSpread

EFFE

BIRRYE
AT E#ER, BRAFEBEAERE:

o GCERegionalPersistentDisk

» EnableAggregatedDiscoveryTimeout
» PersistentLocalVolumes

o CustomResourceValidation

« CustomResourceSubresources

« CustomResourceWebhookConversion

» CustomResourcePublishOpenAPI
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» CustomResourceDefaulting

HitbiekR
BIEAREM cluster role:

o system:csi-external-provisioner

o system:csi-external-attacher

EFRIFEMSE

 EFEIAR service IP CIDR (10.0.0.0/24) , %/%i&3 kube-apiserver B9 ——service-cluster-ip-
range SHHITIRE

o E# API 4 rbac.authorization.k8s.io/vlalphal #1 rbac.authorization.k8s.io/vlbetal, t+EI%E
1.20kRAF8l% . i5TFEE rbac.authorization.k8s.io/v1,

« J&F CSINodeInfo $Fif, ZIFIHEEEIAE GA HEVAHE.

SHRHIE

kube-apiserver

« ——encryption-provider—-config: WREBEHIETE cacheSize: 0, W1.18ZRIKRASEINEEHE
710001 key; 1.18lRASIRSECERIEEIR. Rl@HIRE cacheSize ARERXAEF.
« —feature-gates: LUFFHERARE, AFBIFEEGRSTIRE.
o PodPriority
o TaintNodesByCondition
o ResourceQuotaScopeSelectors
o ScheduleDaemonSetPods
o FAEZFEUTHBRE (group version) :
o apps/vlbetal } apps/vlbeta2, i5{ER apps/vl.
o Hrh, extensions/vlbetal THY:
= daemonsets. deployments % replicasets, i5{#ER apps/vl.
» networkpolicies i&{#EH networking.k8s.io/v1,

= podsecuritypolicies i&{#EH policy/vlbetal,

kubelet

+ —enable-cadvisor-endpoints: XPMSHEIAXHA . MRFEESIT cAdvisor v1 Json API, FTERHFF
B

« EFSH —redirect-container-streaming, FiGEREREDIEIR, 1. 18RZIFEINTH (@B
kubelet {12 streaming K ) . MBIRE T ——redirect—container-streaming=true NHHRER -

« EF metrics endpoint /metrics/resource/vlalphal, i&{#EHMH /metrics/resource,
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kube-proxy
. BFUTSH:
o EF —healthz-port, i&{#EH —healthz-bind-address,
o [EFHF —metrics—port, i5{#EMH —metrics-bind-address,
o IEON4FIEFFXE EndpointSliceProxying ( BKIAXEA ) RIZFIRETE kube-proxy HISH
EndpointSlices. $F4H% EndpointSlice AEBE#MW kube—proxy #1774,
o IEINLAT2HEE ipvs EZAVEAT:
o —ipvs—tcp-timeout
o —ipvs—tcpfin-timeout
o ——1ipvs—-udp-timeout
« iptables &=1E00 IPv4/IPv6 3N %325 -

kube-scheduler

o JE# scheduling_duration_seconds $gtx:
o [EFH scheduling_algorithm_predicate_evaluation_seconds, &t
framework_extension_point_duration_seconds[extension_point="Filter"]
o [EF scheduling_algorithm_priority_evaluation_seconds, XA
framework_extension_point_duration_seconds[extension_point="Score"]
« EiAERE Policy API REF AlwaysCheckAllPredicates,

—enable-profiling £

A TIIF kube-apiserver . kube-controller-manager F1 kube-scheduler , ZKIAFFE profiling. NE
X%l profiling, BISES# ——enable-profiling=false,

kubectl

. BIREEER —include-uninitialized &%,

« kubectl#0 k8s.io/client-go AHBELIAER http:/llocalhost:8080 {EJ3 apiserver B9kt

o kubectl run Z#FEUE pod, FEBXIHERZAIEEFA generator SIEHEthZEBIRIRIR

o BIREEFMI kubectl rolling-update &<, i&fEM rollout &<,

o —dry-run Z#E31S#{E client. server #l none,

o —dry-run=server #5a<: apply. patch, create. run, annotate. label, set. autoscale.
drain, rollout undo 0 expose,

+ #rEY kubectl alpha debug &<, BJLA £ pod FFEETEIEZEHTRAIXIIHIE R (FERBA1.165IA\RY
EphemeralContainers 4§t%) o

hyperkube
Hyperkube M Go fXi3{&24J3 bash A,

WRIFRE: BRRITE (bR ) ARSEEAE 5810 #34;


https://github.com/kubernetes/kubernetes/pull/88663
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Changelogs

kubernetes 1.18 changelog
kubernetes 1.17 changelog

1.16 changes since 1.14
BEXEH

SREHR B IR PRttt

BEEEHT AR HA 4o ARV RS E T BuHFNE o

kubeadm 3 HA BIZ#HEN beta FiER, FAFPRILMER kubeadm init #1 kubeadm join #<$ERERTIARY
EHE, IEPSEEMEEMEE, kubeadm TLAIE update $E8#0Y, EIEBEIHARIKLEEMFABERIED . #15
B2 pr357 # pro70,

CSI iF&Epsist

#i& SIG LMD TFREFEGEHFIEE CSI O, SNEBFMRIFEERIANEE, NBFERESISHE, E5IA
T—YEXR Kuebernetes FEFRFAPARFER alpha IngE, FIUNEFHEERE,
FiEERERITAPEREMEFESN, IBES— PVC A “DataSource” . R EEFHERFTIFUIIRINAE
£H CSI FhiEFEXMT “CLONE_VOLUME” Ihgg, NFFFEEISHRIHBRFEENRIE, #E5E2R
pr625.

it

. KEI GA S
o CRD

o Admission Webhook

[e]

GCERegionalPersistentDisk

[e]

CustomResourcePublishOpenAPI

CustomResourceSubresources

[o]

CustomResourceValidation

[o]

o CustomResourceWebhookConversion

« CSI#LERZFHREESX/MMIIEEEAN Betao

—RARE

« Kubernetes #%UMUiB3Z#F Go &R,

o 4459 cloud—provider (NS ZEFIALR#H1THTF . cloud—provider KIBEEHRBNE
kubernetes/legacy—cloud—providers, LABEGRLEEMIFRSIMERER,

« Kubectl get 5 describe &<$XIS B,

s PEXIFE=H KRGS
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.18.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.17.md#whats-new-major-themes
https://github.com/kubernetes/enhancements/issues/357
https://github.com/kubernetes/enhancements/issues/970
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o Ry alpha MRAEESR, BFHELNSEGHS, 7 RAESSNEE. ¥ H5ESR pr624,

- $#EFHA extensions/vibetal. apps/ivibetallAk apps/vibeta28IAPI, XL RISTE1. 16 kR
HIEEX,

+ Kubelet &1 Topology Manager 84, SEMNARRDEREK, HAEREIE.

« X%4§5 IPv4/IPv6 %, BIERYS Pod SRS 53EC v4FT vERItHLL .

- alpha $%t% APl Server R£LE,

- HR=EHEREEERIRBIRHEST BIER,

+ #H extensions/vibetal. apps/vibetalllf apps/vibeta2 API,

ExliE®
1 15RAER ——log-file SHEFERTESWSRENE—NNHNITE, #HEESA pr78734,

A
. fERY
o UTHEARBEDSLIZE: beta.kubernetes. io/metadata—proxy-ready.
beta.kubernetes.io/metadata—-proxy-ready & beta.kubernetes. io/kube-proxy—-ds—ready,
= ip-mask-agent {#H node.kubernetes. io/masq-agent-ds—ready ¥E3 node i&iZsE, AHB{EA
beta.kubernetes.io/masg-agent-ds—-ready,
= kube-proxy {#H node.kubernetes. io/kube-proxy-ds-ready {53 node &i%gE, ~H{EH
beta.kubernetes. io/kube-proxy-ds—-ready,
= metadata—-proxy {#H cloud.google.com/metadata-proxy-ready /3 node i&iEsE, FHE{ER
beta.kubernetes. io/metadata—-proxy-ready,
+ APl Machinery
k8s.io/kubernetes MEfth&HAIAEM, B1F k8s.io/client—go 1 k8s.io/api &, MERE Go EIR
%, SIEKRBENRAER. LA Go EiRSUER k8s.io/client—go BIAILAE&E go-modules LAK
pr74877.
« Apps
hyperkube E3IEZEMBHBEE, E£4HiF hyperkube docker HIgITSRIRIXLERIZ, FiEGESR
pr76953.
- Lifecycle
o EFHM kubeadm vlalpha3 BCE#HLEPEE
o kube-up.sh &AE3#; centos fl local.
- Storage
o CSI&AHBIZE Node.Status.Volumes.Attached.DevicePath FE, EEBEFILFERAIINEPIEFIZE
o alpha kRAR9 CRD #i%k&.
o BMABH StorageObjectInUseProtection admission i, MR ZEIRBRAIZIEMY, EEN{THTRE
SERETWK.
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o CSldriver A PodIinfoOnMount /&, £ volume L TFX&HEIN—MHRISH:
csi.storage.k8s.io/ephemeral, #iF driver LM NodePublishVolume B, &M FIETZET
volume 2EEFHEERISAR, #1BIEEM pr79983,

o VolumePVCDataSource ( FitE=EINEE ) #A beta, #IEEESMW pré1792,

o {BAELIR CSlvolume BY limit §A8—1MEAESE preidicate, #FBIEER pr77595,

+ kube—apiserver

o [EHFE¥ ——enable-logs-handler, it+kIfE v1.19%8F%,

o [EF ——-basic-auth-file RIEMABAMEED, KKtk

o RFEIARY service IP CIDR (10.0.0.0/24) , it¥IEFRHE21 release Eigkk. ©RER —
service-cluster-ip-range S#E#IE service B IP &,

+ kube-scheduler
{#M vlbetal Events API, ;&% scheudler ES4HITEFEEH vibetal Event API,
+ kube—proxy

o FBIEESE——conntrack-max ( ®J{§ER-——conntrack-min fl-—conntrack-max—per-core &) .

o TBIRS# ——cleanup-iptables,

o F8PF& ——resource-container,

+ kubelet

o FElRE# ——allow-privileged, ——host-ipc—sources, ——host-pid-sources fl ——host-network-
sources ( AJLAMER PodSecurityPolicy BIENIEHIZERILE ) o

o [&F cAdvisor JSON &0,

o f8F% ——containerized,

o AEXIFEE ——node-labels 2#i8E kubernetes. io- & k8s. io— ARIEMNAEAIFRINFE o

+ kubectl
o F&B& kubectl scale job,
2B kubectl exec Sp<HY —pod/-p 2#.
#2B& kubectl convert @<,
#8B& —include-uninitialized,
kubectl cp FAEXZIFSHERPHNFAFSHHE, TLMERNTHSAE:
= local to pod: tar cf — /tmp/foo | kubectl exec -i -n —-tar xf — —C ftmp/bar

[o]

[o]

[e]

[e]

= pod to local: kubectl exec -n —-— tar cf — tmp/foo | tar xf — —C ftmp/bar
+ kubeadm
o [EFar< kubeadm upgrade node config #1 kubeadm upgrade node experimental-control-
plane, {EH kubeadm upgrade node f£&,
EFSE ——experimental-control-plane, fEMH ——control-plane (&,
EFSE ——experimental-upload—-certs, {fH ——upload-certs {X&,
EF#< kubeadm config upload, {#F kubeadm init phase upload-confi {X#&,
CoreDNS {#H ready fHEi4iHITIRERSE
& proxy #ff4, (A forward fR4RAE.

[e]

[e]

o

[o]

[o]
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https://github.com/kubernetes/kubernetes/pull/79983
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o kubernetes $H{&FEFE resyncperiod i&lR,
o [EFF upstreami&IR, WMRIEE, BHRBHE.

Changelogs

kubernetes 1.16 changelog

kubernetes 1.15 changelog

1.14 changes since 1.12
BEXEHH

Container Storage Interface i#A GA.
CoreDNS #i% kube—dns FiAEiA DNS Server,
{#MA kubeadm E{LERETE,

45 Windows Nodes #A stable.

FinFfEEN GA.

Pid Limiting #A beta.

32#F Pod Priority 1 Preemption.,

— A

dry—run i#\ beta (dry-run (ERFPRILMEHIESE APl 5K, TASERRTERIRE) -

kubectl diff #A\ beta.

kubect! fE&iEAHHEA stable,

kubelet f@4#HEIHEHAN beta,

CSlPersistentVolume i#\ GA,
TaintBasedEviction #A beta.

kube-scheduler aIE#1 volume topology, i#A stable.
%45 out—-of-tree CSl Volume plugins, #A\ stable,
X E=RHigE TR .

kube-scheduler subnet feasibility i## A\ beta.

Pod Ready Z#FEEMIFMEM .

Node AFX%Z#F HugePage.

RuntimeClass i#A\ beta.

Node OS/Arch labels #A GA.

node-leases i#A beta.

kubelet resource metrics endpoint i#\ alpha, %#FEid prometheus REHIE.

runAsGroup #A\ beta.
kubectl apply server-side i#A alpha, BAJERSRMNIT apply #&E.
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https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.16.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/blob/master/CHANGELOG/CHANGELOG-1.15.md#whats-new-major-themes
https://github.com/kubernetes/kubernetes/pull/71020
https://github.com/kubernetes/kubernetes/pull/69883
https://github.com/kubernetes/enhancements/issues/116
https://github.com/kubernetes/enhancements/issues/121#issuecomment-457396290
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kubectl %#5F kustomize .

HF1E pod HEEE resolv.conf,
CSl volumes 345 resizing.

CSI %45 topology.

volume mount SZIFREFIRESH
CSI| ZTHHRRIRE -

CSI Z#F&it ephemeral volume,

SEFAA

kube-apiserver

o ABYHF etcd2, BN ——storage-backend=etcd3,

o [ERZS¥ ——etcd—quorum-read,

o [ERZS# ——storage-versions,

o [BHREH —repair-malformed-updates,

kube-controller-manager

EFS# ——insecure-experimental-approve-all-kubelet-csrs—for-group,
kubelet

o [BFES# ——google-json—key ,

o [ERSE ——experimental-fail-swap—-on,

kube-scheduler

B3 componentconfig/vlalphal,

kubectl

ABXHFHS run-container,

taints

AB3X¥F node.alpha. kubernetes.io/notReady #l1 node.alpha. kubernetes.io/unreachable, &/
node. kubernetes.io/not-ready # node.kubernetes. io/unreachable,

Changelogs

kubernetes 1.14 changelog

kubernetes 1.13 changelog

1.12 changes since 1.10
BEXEH

API

+ CustomResources F&RMEHAN beta ER, HEOAFE, TLX /status FERBEHHRT .status
FE (ZBIR AR .spec 1 .metadata i1T8EF ) . B /status FERATS, required
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rescription AJFF CRD OpenAPI &iE schema., 55, ARALASIESMEARR
CustomResourceDefinitions, AFZi#{TEENEHE. AILlBIE CustomResourceDefinitions B
spec.additionalPrinterColumns ZFE&ik kubectl get UL BSEIMNIFI,

o ZIFdry runIhgE, RIFEFPAUEIREGSHRITER, MASEEERTHEXNEN,

TAUESHY
« RBAC B4 ClusterRoles it \ GA k&, client—go credentials fHiti#\ Beta FiER, SZiFMIMEBIEM
IKER TLS IAIEER
o EFEHEMTNTER, AFPEILIEEMRY T BEITRERIERE:
o Authorization B##4&i&E authorization.k8s.io/decision ( authorization RE allow &
forbid ) , & authorization.k8s.io/reason (XN RENER ) .
o PodSecurityPolicy EANZHIZREIZE podsecuritypolicy.admission.k8s.io/admit-policy
podsecuritypolicy.admission.k8s.io/validate-policy, B&RiF Pod HEANEXMERSIR
( PodSecurityPolicy RIRTELARRS] hostPath #BIEGHEH S ARIEER )
+ NodeRestriction EAEHIZRSE LT SEMEIMNA Node WRITRIER, iLAFRESZEHERRT
RASRIRERER.

CLI 91T
CLI SEM TGS, FHRETEEERA CLI TEMNARESEEEFLE R TRETR

[
* ipvs #&UiHEAN GA.
« CoreDNS i#A GA, & kube—-dns.

PR

DynamicKubeletConfig i## A\ Beta BiE&.

cri-tools GA,

PodShareProcessNamespace i#A Beta i,

#iE Alpha $t: RuntimeClass, CustomCFSQuotaPeriod

e

+ Pod Priority % Preemption i#\ Beta FiE&,

+ DaemonSet Pod HJAEAREHE DaemonSet EHIEEE, MHKARDESRSE,

+ TaintNodeByCondition i# Beta [k,

o BAFBFRMRGMIEINEE, THE Pod iY, FEEBEHEEESESRS Pod FiGHEENT RSB ESMILE
&, XHRILUINE Pod iB&0.

—ARSE

WRIFRE: BRRITE (bR ) ARSEEAE 5816 #34;
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« HA GA B9451%: ClusterRole, StorageObjectinUseProtection,
 i# Beta #945tE: 4MEB Cloud Provider,

SEHAA

» kube-apiserver
o ——storage-version S##iEk&, B ——storage-versions {£& ., EAJ ——storage-versions HiKE

Fo

o ——endpoint-reconciler-type BIAEH lease,
o {#f--enable-admission-plugins B, BAIABE . {#F ——admission-control &#iit, FERTE
Eo
+ kubelet
o J&F —-rotate-certificates 2%, HEEXHAY .RotateCertificates FERIXE,
+ kubectl
o F& run-pod/v14b, Efth kubectl run Y generator EEF.
o kubectl logs k& —interactive &%,

o ——use—openapi-print-columns B&F, B —server—-print £#,

Changelogs

kubernetes 1.12 changelog
kubernetes 1.11 changelog
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TKE Kubernetes Revision RARH

mIEEFHATIE: 2021-07-1215:46:23

TKE kubernetes 1.20.6 revisions

A7E) W7 EARE

2021- v1.20.6—- BAFIE CSIMigration & CSIMigrationQcloudCbs, LA CSI Bz
06-21 tke.2 CBS £,

« revert pr63066, € LB @FKES IPVS Biaf, (kube-proxy)
« ¥ pr90260, L€ containerd SEE¥MLEIIERRKITM, (kubelet)
« ubuntu167T Ixcfs A&KiER Pod iIBHiaEEE., (kubelet)
« B pr72914, EEHIFR Pod BIZBEIEIEHAEIIR— I B RS EiEE
HREIAIERE, (kube-controller-manager)
o FRRTE CentOS TEIEREESSH cgroup EMITE, (kubelet)
« BF pro8262, % kube—controller—-manager & EZBERS -
( kube-controller-manager)
o & pro7752, L€ describe deployment i NewReplicaSet xR
AiERE, (kubectl)
+ &¥ pro4833, € Pod HIEES1 tag Bt, status Hi&ik tag FILE
AiERE, (kubelet)
« &3 pr100060, BzMIEEIRIL Pod iEEEAY volume BF. (kubelet)
+ kube-controller-manager ZiFE#TH=R. (kube—-controller-
manager )
+ kube-scheduler ZIFRE=YH BE EKS i, REBEEHBEHAMEIA
(kube—-scheduler)
« 3Z¥¥ cbs csi migration. (kube-controller-manager, kubelet)
« &% pr93260, iR AWS Credential Provider S H R EmEIEMIT
., (kubelet)
o PAEREEMGHSITEE eks—config-namespace: 1IBEN A eks X
EFFER namespace. (kube-scheduler)
+ TKEZFRAZ=TR. (kube-controller-manager)

2021- v1.20.6-
05-256 tkeA

TKE kubernetes 1.18.4 revisions

AiE) R BEHRE

2021- v1.18.4- A — _ _
06-05 tke.11 TKE Z¥FB&=TR. (kube—-controller-manager)
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- 848 pr93370, Z¥F CronJobControllerV2, (kube-controller-
manager )

« BF pr100376, HRE HTTP/2 2RISE, BREZEEXFLZIKERID
B, (kube-apiserver, kube-controller-manager, kube-
scheduler, kubelet, kube-proxy, kubectl)

« ¥ pr100317, € CVE-2021-25735 H=E#agesRd Validating
Admission Webhook Mg, (kube-apiserver)

« M TKE &£2&#"3% EKS #F ComputeResource #1 EKS ClusterIP
% HPA., (kube-controller-manager, kube-scheduler)

2021- v1.18.4-
05-14 tke.9

o &F pr97752, €€ describe deployment B¥ NewReplicaSet £
73 <none> RYiE R, (kubectl)
« §F pr93808, {EE#1T kube-scheduler —-version REZRIEEMIE
&, (kube-scheduler)
o §F pro1590, {EE{EA NodePort E£BZY Service FHEHIKOCS
SENIEE, (kube-apiserver)
« &3 pr98262, F¥F kube-controller-manager S AZBAERKS -
(kube-controller-manager)
« &F pr95154, €€ kube-scheduler snapshot 8 &I =8I
I, (kube-scheduler)
2021- v1.18.4- « &3 pro5711, {EE€ kubectl drain %< 5H CPU SHIERE,
04-02  tke.8 (kubect])
« §¥ pro6602, (EERtiEFIFHIER, apiserver RfFittiFAIEDR
(kube-apiserver)
o &F pr97023, 1EEFE emptyDir 2BAER, WERMBEXTEIEER,

(kubelet)
« &3 pr97527, € cpumanager HRREE map FITRERIEIRE,
(kubelet)

« 8% pr100190, BEIMIEINIL Pod iEBAY volume BF. (kubelet)

- &3 pr92614, HERFRKEEHA RestartPolicyOnFailure B9 Pod FRER
ZEEBREINIE AT, eI Sandbox. (kubelet)

o BF pro4833, 8L Pod RIEHES tag BF, status Hikk tag A
BchYiERE, (kubelet)

v1.18.4-
tke.6 (M
2020- AIRAE « 73 QcloudCbs &l metrics. (kube-controller-manager)
12-28 e, s « {2 mount cbs £IIEE serial ENSRTRITME, (kubelet)
324 ARM
8
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https://github.com/kubernetes/kubernetes/pull/93370
https://github.com/kubernetes/kubernetes/pull/100376
https://github.com/kubernetes/kubernetes/pull/100317
https://github.com/kubernetes/kubernetes/pull/97752
https://github.com/kubernetes/kubernetes/pull/93808
https://github.com/kubernetes/kubernetes/pull/91590
https://github.com/kubernetes/kubernetes/pull/98262
https://github.com/kubernetes/kubernetes/pull/95154
https://github.com/kubernetes/kubernetes/pull/95711
https://github.com/kubernetes/kubernetes/pull/96602
https://github.com/kubernetes/kubernetes/pull/97023
https://github.com/kubernetes/kubernetes/pull/97527
https://github.com/kubernetes/kubernetes/pull/100190
https://github.com/kubernetes/kubernetes/pull/92614
https://github.com/kubernetes/kubernetes/pull/94833
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« & pro4712, € CVE-2020-8564 — HXHEXF1EH, loglevel
>=4 it, Docker EeEitt#E, (kubelet)

« &% pros5316, &€ CVE-2020-8565 - 3 CVE-2019-11250 B4
RREESHAE token ittEE, (logLevel >=9) (kube-
apiserver, kubectl)

« &3 pro95245, &€ CVE-2020-8566 — % loglevel >=4 ¥, Ceph
RBD adminSecrets £&EZH&E®. (kube-controller-manager)

« {BEEF kubelet 8% Pod H&EREEMMITE, (kubelet)

« §F pr90825, BRHETF race condition AEESH client—go H fifo PA
5l Pop #MER{E, #MSH pod —EHLTF pending KESHIEA

(kubelet)

fg_z; 1'222'4 . EEZSENHE. (kube-scheduler)
+ kube-controller-manager Z#FEHIT =, (kube-controller-
manager )
- RIETDSEINBIZE instance—-type 7%, FBEIEHR QCLOUD,
(kubelet)
« 1£ OpenAPI #i&in CBS &%, (kube-apiserver)
« &3 pro1126, (€ Pod FA&{E UID FRATEEREEFA—HMIDHE,
(kube—-scheduler)
« &3 pr93387, ESRERPHREFEEEILSE daemonset pod T
ZRAEIREETEMNEIM, (kube-scheduler)
« &% pr89465, EERMEFHATETF pod IEIFHI HPA EiRiTELFI1 8
fiEE, (kube-controller-manager)
« §F pr89629, fER configmap TEEEH subpath HWERERKiEk
MAYiaRE (kubelet) o
2020- v1.18.4- + QcloudCbs #F BulkVolumeVerification ( kube—-controller—-
10-13 tke.3 manager) .
« &% pro4430, &€ client—go reflector Lixt&iMZE "Too large
resource version" $&iRHIARA (kubelet)
2020- v1.18.4- « &3 pro93403, #% kubelet BIEFHARETF kubelet #9 Pod
08-12 tke.2 Condition BI$ERITENMER (kubelet)
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https://github.com/kubernetes/kubernetes/pull/94712
https://github.com/kubernetes/kubernetes/pull/95316
https://github.com/kubernetes/kubernetes/pull/95245
https://github.com/kubernetes/kubernetes/pull/90825
https://github.com/kubernetes/kubernetes/pull/91126
https://github.com/kubernetes/kubernetes/pull/93387
https://github.com/kubernetes/kubernetes/pull/89465
https://github.com/kubernetes/kubernetes/pull/89629
https://github.com/kubernetes/kubernetes/pull/94430
https://github.com/kubernetes/kubernetes/pull/93403

2020-
08-04

v1.18.4—-
tke.1

BalRS

EHRE

revert pr63066 28 LB #EINES IPVS #IiafE (kube—-proxy)
BF pr72914, {EEMER Pod BIAISIRHFAERIR— I BRI SRE
EHEHARIINIEE (kube—controller-manager) o

fBRTE CentOS TRIEBRESEH cgroup itFEMIEE (kubelet) o
Ubuntu16 T Ixcfs F&i&R; Pod iBHiagEE (kubelet) o
metadata IGINEZFEAT, cloud—provider EINETHAZFRIES
hostname B93%#5 (kubelet) .

metadata IEMNAEERE (kubelet) .

B CBS RigxEERiE (kubelet) .

B3 pro90260, {8 containerd S MFIEIEIREER (kubelet) o
TKE ZSRFNE/ node AlHEH qcloudcbs BIRAEE . 1.120RAF %I
£ maxAttachCount-2, 1.10kRAEMEEIAF18 (kube-
scheduler) .

CBS intree BREBAFENMEHEKE, SHAEXTHSKRAYDM
(kubelet)

BF pr2359, BRIREAEI docker root &R RIITIETRATIRR
(kubelet) .

kube-scheduler Z#FagERERSI (kube-scheduler) .

£i2 CBS HAY device path (/dev/disk/by—id/virtio—xxx/...) &Rk
AYIEIRE, iLFAFEEERE(ER CBS (kubelet) .

TKE B84 node T## qcloudcbs BRAEE, kubelet MIFRZ%
patch node (kubelet) .

5 pr89296, FEAETEHICRESBAT iptables random—fully&#{
(kube-proxy)

28 aws @&, pr92162 (kubelet) .

B pro1277, &% CLB @REESE kube-apiserver £ X&E TLS
EFEIRATNER (kube-apiserver) .

A3 pro1500, € KUBERNETES_SERVICE_HOST ®iEZE =ik
B9iIRR (kubelet) o

&H 92537, {EE client—go reflector TiZM "Too large resource
version" {#iRk SN (kube-apiserver. kube-controller-
manager. kube-scheduler. kubelet &% kube—proxy) .

AF pro92969, € CVE-2020-8559 \#EE AT Si—ABURMTEAN
Hit B =p9iaz® (kube—-apiserver) .

B3 pro92921, € CVE-2020-8557EEEAN “letc/hosts” ¥R
#=5iERY DOS WEiaR (kubelet) o

TKE kubernetes 1.16.3 revisions

AiE)

hRAS

EHARE
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https://github.com/kubernetes/kubernetes/pull/63066
https://github.com/kubernetes/kubernetes/pull/93403
https://github.com/kubernetes/kubernetes/pull/90260
https://github.com/kubernetes/kubernetes/pull/2359
https://github.com/kubernetes/kubernetes/pull/89296
https://github.com/kubernetes/kubernetes/pull/92162
https://github.com/kubernetes/kubernetes/pull/91277
https://github.com/kubernetes/kubernetes/pull/91500
https://github.com/kubernetes/kubernetes/pull/92537
https://github.com/kubernetes/kubernetes/pull/92969
https://github.com/kubernetes/kubernetes/pull/92921
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Adie] S EHAE
2021— vi16.3- ° BHEpro3370, i CronJobControllervz. (kube-controller-

manager )

05724 WeAT . W\ TKE B EE EKS SHEEABEAL, (kube-scheduler)

- BEHLERARIET kube—-proxy BHIBEEAR, BhEERFEDRE
iptables iIZ1TER, AZIFEIAER nf_tables #&30iz1T iptables RYiE
E&RS

2021- v1.16.3-
05-06 tke.16

« ¥ pr97752, €€ describe deployment B¥ NewReplicaSet &
7 <none> WY@, (kubectl)

. 8% pro2614, HERBKEA RestartPolicyOnFailure 8 Pod FiEA
SEEBRRINE AT, AEEIZEHRAY Sandbox. (kubelet)

o BF pro1590, {EE{EA NodePort E£BZY Service FEHIKOCS
PHEHEE, (kube-apiserver)

« &% pr98262, #F kube-controller-manager BIZEEBERR

(kube-controller-manager)
« &% pro95301, BzFEIRIL Pod i&E8BAY volume BR. (kubelet)

2021- v1.16.3-
04-14 tke.15

2020- v1.16.3-  + H QcloudCbs &l metrics ( kube-controller-manager) .
12-28 tke.14 « {8 mount chs £8&E serial BISREZEEA (kubelet) ,

WRIFRE: BRRITE (bR ) ARSEEAE 5822 #3441\


https://github.com/kubernetes/kubernetes/pull/93370
https://github.com/kubernetes/kubernetes/pull/97752
https://github.com/kubernetes/kubernetes/pull/92614
https://github.com/kubernetes/kubernetes/pull/91590
https://github.com/kubernetes/kubernetes/pull/98262
https://github.com/kubernetes/kubernetes/pull/95301
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AiE) W2 EHARE

« &3 pro4712, € CVE-2020-8564 — HXHEXF1EH, loglevel
>=4 i, Docker E2EittEE (kubelet)

« &% pros5316, €€ CVE-2020-8565 - 3 CVE-2019-11250 B4
RREESHIIARE token i€ (logLevel >=9) (kube-
apiserver, kubectl) .

- &3 pr95245, &€ CVE-2020-8566 — % loglevel >=4 ¥, Ceph
RBD adminSecrets £&EZH&EH (kube-controller-manager) .

« &3 pr86191, EEBRER/AY, Pod mlEEkt FHEIRIASAIEIRT

(kubelet) ,

« &% pr86140, {EE controller manager ;B IEHLGIBEIHESRSE
BipodFTixtiEMIEE ( kube—controller-manager) o

« §F pr90825, BRHETF race condition AEESH client—goHfifo PA
5l Pop BMER{E, #TSH pod —EHLATF pending KESHIERR

2020- v1.16.3- (kubelet)
12-21 tke.13 o RAESRZIFENTHR (kube-scheduler) .
+ kube-controller-manager Z#E#T = ( kube-controller-
manager) o

- RIEDSEIHNBIEE instance-type 5%, FBEEHN
QCLOUD (kubelet) .

« 1£ OpenAPI #i&€iN CBS &% ( kube—apiserver) .

« &% pr81344, € CPU Manager #3#5 SourcesReady HJiaR
(kubelet) .

« ¥ pro1126, &€ Pod EAZ{E UID AR EEREFA—EAIEE
(kube-scheduler) .

« &¥ pr89224, € Nodelnfo igBIESH kube-scheduler ¥&E
BiiaE (kube-scheduler) .

« &3 pr89465, EESRMEIHITETF pod 1EiREY HPA HiRit &IN5
B (kube-controller-manager) »

« &3 pro92971, €€ CVE-2020-8559 MBI B RIEABIRMMERAR
5 =aYiERE (kube—apiserver) o
« &3 pr92924, €€ CVE-2020-8557i& 35 A letc/hosts FERHET
igf9 DOS KEiaRR (kubelet) .
« §F pr93403, 8= kubelet BIEFHAEFkubelet B Pod Condition
2020- v1.16.3- BEEIRITEMER (kubelet) o
10-13 tke.11 BF pr89629, fER configmap TEEESH subpath BEEEERKiEkK
WRYiERE (kubelet) o
« QcloudCbs3z#¥BulkVolumeVerification (kube—-controller—-
manager) .
« &¥ pr84998, fER node MEREIIRAT node lease WROJGESIHTE
ISR BIREIEAYEE (kubelet) o
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https://github.com/kubernetes/kubernetes/pull/94712
https://github.com/kubernetes/kubernetes/pull/95316
https://github.com/kubernetes/kubernetes/pull/95245
https://github.com/kubernetes/kubernetes/pull/86191
https://github.com/kubernetes/kubernetes/pull/86140
https://github.com/kubernetes/kubernetes/pull/90825
https://github.com/kubernetes/kubernetes/pull/81344
https://github.com/kubernetes/kubernetes/pull/91126
https://github.com/kubernetes/kubernetes/pull/89224
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https://github.com/kubernetes/kubernetes/pull/92924
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Adia R BEIAE
o §F pro1277, k% CLB i2REESH kube-apiserver FE£XE TLS
2020- v1.16.3- EFEIREAFEE (kube-apiserver) .
07-28 tke.10 « &3 pro1500, € KUBERNETES_SERVICE_HOST FEEEiRK
BiERE (kubelet) o
2020- v1.16.3—-  IGRHEE AWS (g pr92162. #8\iFM AWS Credential Provider, &
06-17 tke.9 ZEHES IRHT RRhEEmRE,
2020- v116.3- . .
’ z Y t [
0611 tke.8 &% pr85993, ziFEMA CNI ERIRE kubenet BIRIitiL
« ¥ pr90260, {8E containerd SEEMLEUEIE=RRKEIRA
« &% pr89515, EEREIEHAT HPA #EiRiTHEEFINHAITE,
2020- v1.16.3- o &F pro1252, ZEEEMEAHT=ER Pod Condition E#f, ABRHITRY
06-10 tke.7 EREE
« &3 pr89794, iEE kube—controller-manager &=, BR
CVE-2020-8555 /9 Half-Blind SSRF %%,
2020- v1.16.3—  tke AIEHIES node S qcloudcbs BRAHE, FAZIFMESIKIRK
05-18 tke.6 .
2020- v1.16.3- B\ pr69047, fBREEES node.Spec.Unschedulable BYiERRE (ILIEETE
04-20 tke.5 AN\ in—tree chs XBIIEEST ) -
« §¥ pr87913, € CVE-2020-8551: Kubelet DoS Kkiag®
- &3 pr87669, &€ CVE-2020-8552: apiserver DoS Ko,
2020- v1.16.3—  « tke SZIFEHIEA node T qcloudcbs HIRXHE (1.12 lRARIAL
04-14 tke.4 73 maxAttachCount-2, 1.10 lRAEBHEIBAIAK18)
« ¥ pr87467, EEENAREEESE YAML S5 kubect! 7=/##r
YANML htiE#EiE 2 CPU ja&
2020- v1.16.3-  « cbsintree FREEFFERHRENHEFEE, SBASTIEKRNIDTHE,
03-11 tke.3 « metadata IEMAHEER
o ¥ pr2359 FERIKENAZI docker root iEREAIMEIEERKCITIRE
« &3 pr86583 &= iptables &3z random—fully BfRIB & KA,
-l. Yo
2020- v1.16.3- BRFELZEE

« kube-scheduler Z¥FFIREHERS

« %53 cbs HHAY device path (/dev/disk/by—id/virtio—xxx/...) &Rk
BT, iLFAFEEIERER cbs,

« &% pr86230, £ pod AEEEHR, BIEH assumed pod BIAE,

02-14 tke.2
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https://github.com/kubernetes/kubernetes/pull/91277
https://github.com/kubernetes/kubernetes/pull/91500
https://github.com/kubernetes/kubernetes/issues/92162
https://github.com/kubernetes/kubernetes/pull/85993
https://github.com/kubernetes/kubernetes/pull/90260
https://github.com/kubernetes/kubernetes/pull/89515
https://github.com/kubernetes/kubernetes/pull/91252
https://github.com/kubernetes/kubernetes/pull/89794
https://github.com/kubernetes/kubernetes/pull/69047
https://github.com/kubernetes/kubernetes/pull/87913
https://github.com/kubernetes/kubernetes/pull/87669
https://github.com/kubernetes/kubernetes/pull/87467
https://github.com/google/cadvisor/pull/2359
https://github.com/kubernetes/kubernetes/pull/86583
https://github.com/kubernetes/kubernetes/pull/86230
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o BF pr79036 FBRHFRE cpumanager BF, N8R pod B9 QoS 73
Guaranteed, Wi cpu quota.

« &§¥ pr84167 fBRE ETCD key BIBAFIERSE apiserver #EAREX%
MRYiaRE

« revert pr63066 EEHAFHIEREBEINES IPVS fYiaE.

o &3 pr72914 EEMER Pod EIZEISIEHAERIE—M P Rt SHEx
AR INAYEIRR

« BBRTE CentOS TEIEBRESSE cgroup itFEAYIEIRA,

« Ubuntu16 TF Ixcfs #&iErk pod iBH@RES

« metadata IEMNEFHER, cloud—provider IEINEH =BZFRMEL
hostname 8935,

 revert pr79036 fERYEHR cpumanager B, £ pod B9 QoS A
Guaranteed, MXi#@ cpu quota.

« #%id cbs HMAY device path (/dev/disk/by—-id/virtio—xxx/...) &k
RYIERE, 1EAPEEIERE[EMA cbs,

2020- v1.16.3-
01-06 tke.1

TKE kubernetes 1.14.3 revisions

AiE) hRAS ERE
2021 v1.14.3- BEHAREBNIET kube-proxy BIIBEIAT, BEhERFRET =AY

05-06 tke.22 ;;tables ETHER, USIFERAAMER nf_tables #iE1T iptables BHRER
o ¥ pr97752, €€ describe deployment B¥ NewReplicaSet £
73 <none> M9iE ., (kubectl)
« &H pr78999, EEMMEXATHIEHMYMIXNE@E, (kube-
_ _ proxy)
5224 Z:'M's - &% pro1590, ES(EMA NodePort #BZiHY Service HE&HOE
e.21 . .
SEHIEE, (kube-apiserver)
« &% pro98262, z#F kube-controller-manager BIZSRAEABERS -
(kube-controller-manager)
« &3 pro95301, BzIIFEIRIL Pod iZEEEY volume BR. (kubelet)

2020- v1.14.3- « 73 QcloudCbs &l metrics (kube-controller-manager) .
12-28 tke.19 « {8 mount cbs £iI&EE serial BIISREHEEA (kubelet) ,
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https://github.com/kubernetes/kubernetes/pull/79036
https://github.com/kubernetes/kubernetes/pull/84167
https://github.com/kubernetes/kubernetes/pull/63066
https://github.com/kubernetes/kubernetes/pull/72914
https://github.com/kubernetes/kubernetes/pull/97752
https://github.com/kubernetes/kubernetes/pull/78999
https://github.com/kubernetes/kubernetes/pull/91590
https://github.com/kubernetes/kubernetes/pull/98262
https://github.com/kubernetes/kubernetes/pull/95301
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« 8 pro4712, € CVE-2020-8564 — HXHBXF1EH, loglevel
>=4 i}, Docker Eg&EittE (kubelet) .

« &% pro5316, €€ CVE-2020-8565 - 3 CVE-2019-11250 B9F&
RREESHHIAE token ittEE (logLevel >=9) (kube-
apiserver, kubectl) .

- &3 pro95245, &€ CVE-2020-8566 — % loglevel >=4 ¥, Ceph
RBD adminSecrets £&EZH&E"H (kube-controller-manager) .

« &% pr86140, {&E€ controller manager &G FifIBBRHEIRSEY
BipodEixtIZEMIiTE ( kube-controller-manager) .

o RAESEZIFENT R (kube-scheduler) .

« kube-controller-manager Z#FEIT = (kube-controller—
manager) o

- RIETSELHAEIRE instance-type 178, FABEEH
QCLOUD (kubelet) .

« &% pr79338, £ SupportPodPidsLimit %
SupportNodePidsLimit #FxHFErY, FBHA pids cgroup FE%

(kubelet) .

« &3 pr89224, (€8 Nodelnfo igBIESEH kube-scheduler RE&E
BYiERE (kube-scheduler) .

« &% pr89465, EERMNEHIIETF pod 1EIFAI HPA $EiRiTE LG
BiEE (kube—-controller-manager) o

2020- v1.14.3-
12-21 tke.18

« §F pr74781, 1§ ConfigMap & Secret FAEFHZHEEEH Cache )3
Watch (kubelet) o
o &¥ pr93403, #=X kubelet EFHHPFETF kubelet 9 Pod
Condition B$EHRITENMER (kubelet)
2020- v1.14.3- . &3 pr89629, iR configmap TEGHESH subpath WERERBKITE
10-13 tke.17 MediaRE (kubelet)
« ¥ pr80942, 88 ipvs EXTF, MFF service F, MNFKRMIERAYIRIRE
(kube-proxy)
« QcloudChbs 3z#F BulkVolumeVerification ( kube—controller-
manager) o

B3 pr78883, EERIAELS
pod.spec.container.SecurityContext.ProcMount 1EIIEIMERT
bug.

2020- v1.14.3-
08-04 tke.16

WRIFRE: BRRITE (bR ) ARSEEAE 5826 #34;\


https://github.com/kubernetes/kubernetes/pull/94712
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o &¥ pr76518 K pr82514, [R# http & exec probe KIREIX/, EE
HAXETRAE (kubelet) .
o &3 pro1277, #s CLB BEIEESH kube—apiserver =& XE TLS

2020- v1.14.3- EFEIZAETNER (kube-apiserver) .
07-28 tke.15 « &3 pro1500, € KUBERNETES_SERVICE_HOST iETEi%

BiERE (kubelet)
o ¥ pr77475, {28 Job HEiBI5000F, Cronjob FiXiFAERIER
(kube-controller-manager) .

« &3 pr85027, EEREHAT HPA BRIt ELHI N ERYiaT,
« &F pr79708, {EH spec.replicas Fit& HPA HaiglxEE,
2020- v1.14.3- o B¥ pro1252, ZEEEMABE=ER Pod Condition E#f, LABHITARY
06-10 tke.14 ERIEE
o &% pr89794, 5 kube—-controller-manager Hi&izHE, &%
CVE-2020-8555 /9 Half-Blind SSRF &,

« &3 pr90260, &€ containerd SEEMBIEIETRKTIE,
« &3 pr79451, {&%€ restartPolicy 73 Never A kubelet ¢li#
SandBox XMEAREHEIZERIEE,

2020- v1.14.3-
06-04 tke.13

2020- v1.14.3-  tke AEHIES node S qcloudcbs BRAHE, FZIFMSIKIRK
05-18 tke.12 B,

o BF pr75442, ¥ bandwidth B Kb {EIEH b,

2020- v1.14.3- . &# pr87669, {8 CVE-2020-8552: apiserver DoS KHKiak,
04-14 tke.11 o tke ZIFEANE node TTHEH qcloudcbs BBRXHE (1.12 lRARIALE

73 maxAttachCount-2, 1.10 lRA&BBIZKAB18) -

2020= = V11437 intree BABE TR SEHRRESHABEAERITE,
04-14 tke.10
o & pr2359 fERIKENAZI docker root iEREAIIEIEERKIRIRE
« 5 pr86583 12/ iptables #3%#5 random—fully FIRIEE K5,
i3 N SUE 4=

(z)gf:)s }(’:(;1_3'3 + kube-scheduler ZEHERBEATRI.
« 43 cbs HIAY device path (/dev/disk/by—id/virtio—xxx/... ) &Rk
BiERE, iLAFEEIEEER cbs,
« &3 pr86230, 7 pod RAEIREP, HiTEFH assumed pod BIAE .
2019- v1.14.3-  revert pr79036 fRIFIE cpumanager B, 15 Pod & QoS A
12-23 tke.8 Guaranteed , M cpu quota.

WRIFRE: BRRITE (bR ) ARSEEAE 5827 #341\


https://github.com/kubernetes/kubernetes/pull/76518
https://github.com/kubernetes/kubernetes/pull/82514
https://github.com/kubernetes/kubernetes/pull/91277
https://github.com/kubernetes/kubernetes/pull/91500
https://github.com/kubernetes/kubernetes/pull/77475
https://github.com/kubernetes/kubernetes/pull/85027
https://github.com/kubernetes/kubernetes/pull/79708
https://github.com/kubernetes/kubernetes/pull/91252
https://github.com/kubernetes/kubernetes/pull/89794
https://github.com/kubernetes/kubernetes/pull/90260
https://github.com/kubernetes/kubernetes/pull/79451
https://github.com/kubernetes/kubernetes/pull/75442
https://github.com/kubernetes/kubernetes/pull/86583
https://github.com/google/cadvisor/pull/2359
https://github.com/kubernetes/kubernetes/pull/86583
https://github.com/kubernetes/kubernetes/pull/86230
https://github.com/kubernetes/kubernetes/pull/79036

& BT

AiE) hRAS EHARE

- metadata IEINEFERT

ST L Ubuntuts T Ixcfs FHEER: Pod IBTEIES.
) « kubelet £EF#E % readiness B pod not ready.
2019-  v1.14.3- e .
11-28 tke.6 cloud-provider iIMEH R B#RIEA hostname I,
o &3 pr83435 BRWEE T RIXIFHIEENES YAML 5k JSON K
23 kube-apiserver CPU skREER TiXIRILIRSSAYERA
2019- v1.14.3- « &5 pr84167 fRREEtcd key BIEAIEIHSH apiserver RIS ERK
11-18 tke.5 RYE)RE .
o &¥ pr75622 ERHEEBHFEKE sts (>2000) TIEGHIBER TS
sts BIZERZLE pod FEIRKX ( K#E20s ) AYERE,
2019- v1.14.3-  &H# pr79036 ERZHFFZ CPU Manager B, I12E Pod £ QoS 7
10-23 tke.4 Guaranteed, MXxi# cpu quota.
2019- v1.14.3-

D 2 = 12 644 4 B HigE .
09-10 tke.3 S pr63066 25 IPVS #&Ex{ FREDEEZRIGEXMAYE

« &R cve-2019-9512&cve—-2019-9514 HTTP/2 DDoS ££iFiE.

2019- v1.14.3- o & pr72914 {EEMR Pod FIZENEIEFHRAEREIE— B = LaseSEE
09-06 tke.2 # volume E£MHYEIRE

« fBR1E CentOS TEIEARRESH cgroup ittFERIERR,

TKE kubernetes 1.12.4 revisions

AiE) hRA ERE
2021— v112.4- BEHAREBNIETT kube-proxy BIRIREIAN, BEni&EEFRET =AY

05-06 tke.28 iptables iZ171&z0, ASZISELAMER nf_tables #iE1T iptables BHRIER

%,
2020- v1.12.4- .+ 73 QcloudCbs &l metrics ( kube-controller-manager) -
12-28 tke.27 « {82 mount cbs £1EE serial ENZRZHZITM (kubelet) .
2020- v1.12.4-  QcloudCbs 3#F BulkVolumeVerification ( kube-controller-
12-15 tke.26 manager) .
2020~ v1.12.4- B pr79495, € CRD B2 RAEIISE webhook iEREMAYEIRR
11-17 tke.25 (kube-apiserver) .
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https://github.com/kubernetes/kubernetes/pull/83435
https://github.com/kubernetes/kubernetes/pull/84167
https://github.com/kubernetes/kubernetes/pull/75622
https://github.com/kubernetes/kubernetes/pull/79036
https://github.com/kubernetes/kubernetes/pull/63066
https://discuss.kubernetes.io/t/security-release-of-kubernetes-v1-15-3-v1-14-6-v1-13-10-cve-2019-9512-and-cve-2019-9514/7596
https://github.com/kubernetes/kubernetes/pull/72914
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Adial [77E:S BEIAE
2020- v1.12.4—- &3 pro93403, %% kubelet BIEFHAETF kubelet #9 Pod Condition
10-13 tke.24 BIEHRITENMER (kubelet) .

BH pr78881, EEEINEEE
pod.spec.container.SecurityContext.ProcMount 1EINZXIAERY
bug.

2020- v1.12.4-
08-04 tke.23

« &3 pro1277, & CLB BEIEESH kube—apiserver =& XE TLS
2020- v1.12.4- EFEIRAEFNEM (kube-apiserver) .
07-28 tke.22 B3 pro1500, € KUBERNETES_SERVICE_HOST ®iEZ SRk
BiERE (kubelet) o

o BF pr73915, BE watcher IEIFFIE watch ZBIBISEH,

o &F pro1252, ZEEEMEAHT=ER Pod Condition E#f, MABRHITRY
EREE.,

« &3 pr73915, ;52 kube-controller-manager BEIZRERE, BE
CVE-2020-8555 /9 Half-Blind SSRF %%,

2020- v1.12.4-
06-10 tke.21

« &3 pr90260, &€ containerd &R MBIEIRTRATIRE,
« ¥ pr79451, (€ restartPolicy 73 Never Bt kubelet 6z
SandBox MG EFEERITI

2020- v1.12.4-
06-04 tke.20

« &% pr77802, Disable graceful termination for UDP traffic,

« &3 pr68741, REREREE lvar/lib/kubelet RfERM subpath BF, kR
pod BENEEEESHIEH SMELIR pod —H terminating BYiEzR,

« tke AEHEA node TR qcloudcbhs BIRX#E, FZIFMNSKME
KB,

2020- v1.12.4-
05-18 tke.19

« &3 pr73401. pr73606. pr76060, WS EEIFFENT =L

DaemonSet Pod,

&% pr68619, fER cpumanager BEEUREIER

A3 pr87669, &€ CVE-2020-8552: apiserver DoS Kidk,

o tke ZIFREINE node AHEH qcloudcbs BIRAHEE (1.12 lRERLALE
7 maxAttachCount-2, 1.10 lRAEBHIZAIAH18)

2020- v1.12.4-
04-14 tke.18

2020- v1.12.4-
02-14 tke.17

cbs V2 #OA%KEI V3,
cbs intree BREEAFERNBREHERESHASTIERAILRR,
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https://github.com/kubernetes/kubernetes/pull/93403
https://github.com/kubernetes/kubernetes/pull/78881
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https://github.com/kubernetes/kubernetes/pull/91500
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o & pr2359 ERIKENAFZI docker root iEREAIEIEERKITIE
- &3 pr86583 125 iptables #3Z#F random—fully ISR B &L RE,
EerEEidZaE,

égi?; :’:;12:'_ « kube-scheduler Z#FHFIRERETERR -
' « i3 cbs HMAY device path (/dev/disk/by-id/virtio—xxx/... ) ks
BYIEIRR, 1LAPEEIERE[ER cbs,
« §F pr86230, £ pod AEIEF, HIEFH assumed pod BIAE,
2019- v1.12.4-  revert pr79036 BBRHFIF cpumanager Bf, M8 Pod & QoS A
12-23 tke.15 Guaranteed , M cpu quota.
« metadata IENNEFFIER .
ey w247 L Ubuntuts T Ixcfs FHEIER: Pod BHTEIEE.
’  kubelet EF# % readiness Y pod not ready.
2019-  v1.12.4- e _—
11-28 tke 13 cloud-provider IEIEH S &F/MES hostname BIZZIF.
2019- v1.12.4- & pr75622 MRHEEBFEKXE sts (>2000) TIERFHAIIBR T sts
11-18 tke.12 IS EREZPE pod FERX ( XHE20s ) RYERE,

o §¥ pr79036 BRIHFF CPU Manager BY, 112 Pod B9 QoS B
2019- v1.12.4- Guaranteed, M cpu quota.
10-23 tke.11 BFF pr72866 A kube-proxy &il-—metrics-port@<{TE28, R
R—-metrics-bind-addressFEERE port B bug.

o fRR cve-2019-9512&cve-2019-9514 HTTP/2 DDoS Z£iFil.

2019- viA2.4-  ° B pr72914 (ZEHIIR Pod BuENSIBHAREIE—1 PR LIRSS

09-06 tke 10 # volume KWAYEIRE .
) - & pr71834 {85 IPVS R T sessionAffinity /3 ClientIP &ifiask

¥ RS BRI,
2019- v1.12.4-

) IBERES HEEAYITRR
08-09 tke.9 fRRTE CentOS TEIEBHESSE cgroup ittEERYEIR
2019- v1.12.4- &% pr72118 BRETF cbs B9 StatefulSet EFFAEZIE—1 node EA/T
08-08 tke.8 TiEEH AR,
2019- vi12.4- e

\ P %o

07-17 tke.7 &3 pr75037 R kubect! cp 4L 2R
2019- v1.12.4- R tlinux RIZIRAS IPVS #EEE, 28 IPVS BX TREFEDGRERS
07-16 tke.6 el 11
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2019- vi12.4- ‘ . N o
07-09 tke.5 &3 pr72361 MR kube—proxy FIRER4EFEHBIEE .
2019- v1.12.4-

I i % = =<|io Eﬁo
06-25 tke.4 R tlinux RZRAES IPVS RS0

2019- v112.4- \ I

0617 | thos &3 pr71114 @R IPVS BRIEHE,

2019- v1.12.4- « B3 pr74755 fER kubelet hang {Fa9iER%

06-04 tke.2 o 83 pr69047 fRREFFEZ node.Spec.Unschedulable HIEIRE,

TKE kubernetes 1.10.5 revisions

AiE) hRA ERE
2021— v1.10.5— BEHLUEESGNIETT kube—proxy BIRIEENATN, Bahi&EFET =Y

05-06 tke.20 ig;tables BITER, LSZIFEGAER nf_tables #RiE1T iptables BIIRMER

« §¥ pr90260, L containerd SEEFME NSRRI

o &¥ pro1252, ZREHEMEAHT=ER Pod Condition E#f, ABHITRY
ERAE .

- &3 pr89794, iEE kube—controller-manager &Iz, BiR
CVE-2020-8555 /9 Half-Blind SSRF %%,

2020- v1.10.5-
06-10 tke.19

2020- v1.12.4- &% pr61549, 73 mountedPods EFEN volumeSpec iR, RS
05-18 tke.19 A pod {EAR— volume BIFEIEERPRAERE

2020- v1.10.5- &3 pr75622, MEREEHFHEKXE sts (>2000 ) TERBRIERT, sts
04-29 tke.17 F£E Pod FEEX (~20s ) RJTRE,

« &% pr68619, R cpumanager BEEUREITRR
2020- v1.10.5- « & pr87669, €€ CVE-2020-8552: apiserver DoS IEiaiR,
04-14 tke.16 . tke ZIFRINEN node THEH qcloudcbs BIRAEE (1.12 lREARLALE
73 maxAttachCount-2, 1.10 lRABRIZKIAF18) o

2020- v1.10.5- « cbs V2 EOFAEKE V3,
02-14 tke.15 cbs intree FFREEAFERBEEBEE, SHKEXTHERIITH,
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https://github.com/kubernetes/kubernetes/pull/72361
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HiE] HRA EHAE

o & pr2359 ERIKENAZI docker root iEREAIEIEERKITIE
- &3 pr86583 125 iptables #3Z#F random—fully ISR B & HRKE,
EerEEidZaE,

é?i?; :/:;10"15_ * kube-scheduler KR ERTRA
' . i3 cbs HMAY device path (/dev/disk/by-id/virtio—xxx/... ) &Rk
BiERE, ILFAFEEIEREER cbs,
« §¥ pr86230, £ pod AEFEH, HidEHassumed pod BIRE.
2019- v1.10.5-  revert pr79036 fBRHFIF cpumanager if, M8 Pod & QoS A
12-23 tke.13 Guaranteed , M cpu quota.
+ kubelet #&& externallD B3# delete node.
2019- v1.10.5- « metadata IBNMNEFFER .
12-13 tke.12 « Ubuntu16 T Ixcfs A&KiER Pod BHiafES
« kubelet EF# % readiness B9 pod not ready.
2019- v1.10.5-
R — — Y =] w;I-" )
11-18 tke 11 ZB# kube—-controller-manager B [EiFN
o BF pr79036 BERYFRE CPU Manager B, 2112 Pod 9 QoS 7
2019- v1.10.5- Guaranteed, WX cpu quota.
10-23 tke.10 « ¥ pr72866 /3 kube—proxy {80 —metrics-port G<ITEE, EY
i8R ——metrics-bind-address FEEEE port B bug.
o R cve—-2019-9512&cve-2019-9514 HTTP/2 DDoS £
o &3 pr72914 (EEMER Pod EIZEMSIEHBAERIRE— P = Lol SEE
2019- v1.10.5- . R
09-06 thke.9 # volume EMAYERR
' - &% 67430 @R updateContainerCPUSet kMiER FRIEIRLEIAE
%o
2019- v1.10.5- &% pr72118 fi#R kubelet £ Unmount BEXE—g&IZEN#TT Mount &
08-08 tke.8 "resource name may not be empty" Bial&,

2019- v1.10.5-

07-17 tke.7 BF pr75037 iR kubect| cp HFELR2IRE,

2019- v1.10.5-

I i % = =<|io Eﬁo
06-25 tke.6 R tlinux BIZRAES IPVS F#FiaE

2019- v1.10.5-

06-17 tke.5 I=tas pr71114 fRR IPVS L Eia#R,

2019- v1.10.5-

03-19 tke.4 &3 pr65092 iR apiserver {14 EIERES panic @5,
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2019- v1.10.5-

02-19 tke.3 &3 pr67288 R apiserver fifl proxy FHEERIDA

2018- v1.10.5- BeIEGRFIIERZEMNM controller-manager B (iBi3iH37A9 service

09-28 tke.2 controller M ) ,

2018- v1.10.5-  backport pr63321, fi#R pod PFESPUSEERAT Terminating BFEIXEE

09-27 tke.1 AYIRIRE

2018- v1.10.5= 3 kubelet EHIAE#ERT, controller-manager 3 kubelet ic A TR
qgcloud- .

09-21 rev .,

TKE kubernetes 1.8.13 revisions

RdiE) hRA EHRE

« &3 pr2359 BRIKENAZI docker root iERAYIEIEERSKITRA

(2)2?103_ ;’:f;g_ « #%d cbs MY device path (/dev/disk/by-id/virtio—xxx/... ) &k
] RYiRRR, 1EAPEEIEE[EA cbs,
« kubelet #£& externallD B34 delete node,
2019- v1.8.13- « metadata IEINEFFERT
12-13 tke.6 « Ubuntu16 TF Ixcfs #&iErk Pod IBHERIES .
« kubelet EF##% readiness Y pod not ready.
2019- v1.8.13- « Zxi# kube-controller-manager BIREHEN o
11-18 tke.5 + cbs pvc %l metric,
2018- v1.8.13-  BEIEGRFTIERNZEMNM controller-manager ¥ (B389 service
09-28 tke.2 controller 3R ) .
2018- v1.8.13- « X kmem #itE S cgroup HEitR.
09-27 tke.1 - eI pod AIfEE resourcequota 138,
v1.8.13- " R s =
2018- % kubelet EFIRE#ERT, controller-manager 3 kubelet in O TR
qcloud- .
09_21 rev1 ;mUO

TKE kubernetes 1.7.8 revisions
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WRIFRE: BRRITE (bR ) ARSEEAE 5833 #34m


https://github.com/kubernetes/kubernetes/pull/67288
https://github.com/kubernetes/kubernetes/pull/63321
https://github.com/google/cadvisor/pull/2359
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« kubelet &2 externallD B¥A delete node.
2019- v1.7.8- « metadata IENNEFFERT
12-17 tke.4 « Ubuntu16 T Ixcfs AEiEpk Pod BHERES .

« kubelet EF#E % readiness B9 pod not ready.

2018- v1.7.8-

I - = ; \heisi=ER
09-28 tke.2 f#R controller—-manager #1438 service controller HaE[aER,

2018- v1.7.8- 1BoIRRGHIENZIEM controller-manager B (B3 IAY service

09-27 tke.1 controller 3RX# ) .

2018- v1.7.8- % kubelet EFIRE#ERT, controller-manager 3 kubelet in O TR
qcloud- .

09-21 o W,
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