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[ ARAFSER ]
©2013-2025 B =hRNFRE

AXtE (BFEXE. #iE. BRFRE) RENEEEABARIE (165 ) BRSELASRMAAE, REBN=
FRPHPBEIT, (EUEFFSMHTRAES. 222, EA. PR, EEFEEMXEIRE . BIRTHMER
MERZEENRNIRIE, BABKERIEREREZESE.

[ A#RAsER ]

O BT

REEENRRSBEXOBREIABAIITE (16R) BREFLABDREXKARME . AXEERHE=EEHE
ftE, GEBERRIARE . REBNZREXNFIABEIF, FHOEGFERESMEUTSABRERETER. 8
Hl. B2, (B PREFTH, EWSHAMENZREXRFABIFMIBIEIE, BARBKERIUEEER RS
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Java

IEE#AYE: 2025-03-1117:54:22

[ 1]

WINERAERZALZETREH (SDK) 3.0, SDK3.02= API3.0 FEMEEETR, AHE JAVA FRER
IHAHENBINZm APl, XBERENEBERT Java HBAZAATIES, HREBXEAALRIEGHNHET
o IEEBREIRENVEN = Java SDK HFRIER.

MR

1. JDK 7 lRFREAE,
2. M EBNz=ESS FEtEN~m.

RENR AR

M SDK £E API 18, dJaifE Bifl=izsa - 60 RmRiE, AP Z{HEIE SecretID 1
SecretKey, ZHRTEFRE, BEME,

B Maven &3 (¥##%)

M 3.1.500 hrAEFE, FIRBEHE KonaJDK HiFE%f .

iBid Maven KEIRE2(ER JAVA SDK RIEERE, Maven 2 JAVA IKIEIRTH, ISEIRBRFER
KR, FISHZEIIMBH,

XF Maven #Ha£%E Maven EM, HTFHEMINRESA Maven ZEBHITRE.,

LFEE~m SDK (%)

ffugn, RFEEEF@E:

<dependency>

<groupId>com.tencentcloudapi</groupId>
<artifactId>tencentcloud-sdk-java—iBErmBBA</artifactIid>
<!—— %1 cvM P tencentcloud-sdk-java-cvm —-->

<!—— B8l maven EMEIT sdk BIFFBEIRA, B0 cvn BIF-mEHEHER

https://central.sonatype.com/artifact/com.tencentcloudapi/tencentcloud-
sdk-java-cvm/versions ——>
<version>3.1.1000</version>

</dependency>

BAFRIEBREEIEESE products.md HHSZFER,
R“FEL2™m SDK
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https://console.cloud.tencent.com/
https://console.cloud.tencent.com/cam/capi
https://github.com/Tencent/TencentKona-8
https://maven.apache.org/
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/products.md
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<dependency>
<groupld>com.tencentcloudapi</groupId>
<artifactId>tencentcloud-sdk-java</artifactId>

<!-- go to

https://central.sonatype.com/artifact/com.tencentcloudapi/tencentcloud—

sdk—-java/versions and get the latest version. ——>
<1—— i&E
https://central.sonatype.com/artifact/com.tencentcloudapi/tencentcloud-

sdk-java/versions BEffFIBRA, =MREFNMT ——
<version>3.1.1000</version>

</dependency>

£/ SDK B8 THEZFRAGEARNE, #FRIEX, MARBRENER, HEREEE™R SDKo
=3t i

o B2 m SDK F1ZRFIEEmAY SDK M A X RebidiEER—f,

o MRERZES/N RS, BNSIFRIEH common SFRIFER—IRA .

o IB®FHM Maven ##i15, RFEE Maven pom.xml iFIA FRISIREIE , FEXBHRASRE2L6, &
AILAE Maven € ERIIRHRA (RFRAR 3.1.1000) . 5%, SDK 2%M#IA nvn deploy &
mAkIEBEH GitHub tag, B2 Maven EMZES|IEIHBEER, SEIEHHMRAENR (£H1-2/8) &
Maven EMIEEAT, ERAZNERRIRA, SBTUEERIT nvn compile HES.

» maven SERETH 4.0.11 2EFHE, HIISELEKR maven EFMER jar 8, B maven F3|Ei%id
B, {B0MER.

o TXFEHEARNBRPOULMERRGREINETS, &HiB maven BY settings.xml BEEEMX{E, £ mirrors &%
IEINRIRACE

tencent

tencent maven mirror

https://mirrors.tencent.com/nexus/repository/maven—-public/

*

B iFRaRR

gifE Github B 5& Gitee BF THIRBERS.

SR ERERIERESENVE.

18 vendor BRTH jar BT Java ATLAEIRIERE S,
SIREZETSELUTRA.

pw oo
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https://github.com/tencentcloud/tencentcloud-sdk-java
https://gitee.com/tencentcloud/tencentcloud-sdk-java
https://central.sonatype.com/search?q=tencentcloud-sdk-java&smo=true
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<Pl
LAZESEHI3EO Describelnstances Afil:

AR

import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;
import com.tencentcloudapi.cvm.v20170312.CvmClient;

import
com.tencentcloudapi.cvm.v20170312.models.DescribelInstancesRequest;
import

com.tencentcloudapi.cvm.v20170312.models.DescribeInstancesResponse;

public class DescribeInstances {
public static void (String[] args) {

try {

Credential cred = new
Credential (System. ("TENCENTCLOUD_SECRET_ID"),
Systemn. ("TENCENTCLOUD_SECRET_KEY") ) ;

CvmClient client = new CvmClient (cred, "ap-shanghai");

DescribeInstancesRequest req
DescribeInstancesRequest () ;
DescribeInstancesResponse resp

client .DescribelInstances (req) ;

System.out. (DescribeInstancesResponse.
} catch (TencentCloudSDKException e) {
(e. ()

IRIFRE: BR=ItE (It ) BRSEATF
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import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;

import com.tencentcloudapi.cvm.v20170312.CvmClient;

import
com.tencentcloudapi.cvm.v20170312.models.DescribelnstancesRequest;
import
com.tencentcloudapi.cvm.v20170312.models.DescribelInstancesResponse;

import com.tencentcloudapi.cvm.v20170312.models.Filter;

import .tencentcloudapi.common.profile.ClientProfile;

import .tencentcloudapi.common.profile.HttpProfile;

import .tencentcloudapi.common.profile.Language;

public class DescribeInstances {
public static void (String[] args) A

try {

Credential cred = new
Credential (System. ("TENCENTCLOUD_SECRET_ID"),
("TENCENTCLOUD_SECRET_KEY") ) ;

HttpProfile httpProfile = new

httpProfile.
httpProfile.

httpProfile.

httpProfile.

httpProfile.

shanghai.tencentcloudapi.com") ;

IRIFRE: BR=ItE (It ) BRSEATF




SDK ity

ClientProfile clientProfile = new ClientProfile();

clientProfile. ("HmacSHA256") ;

clientProfile. (httpProfile) ;

clientProfile. ) 5

clientProfile. (Language .EN_US) ;

CvmClient client = new CvmClient (cred, "ap-shanghai,

clientProfile) ;

DescribeInstancesRequest

DescribeInstancesRequest () ;

Filter respFilter = w Filter () ;

respFilter. ("zone") ;

respFilter. (new String[] { "ap-shanghai-1", "ap-

shanghai-2" 1});
r[] { respFilter });

DescribeInstancesResponse resp =

client .DescribelInstances (req) ;

(DescribeInstancesResponse.

IRIFRE: BR=ItE (It ) BRSEATF
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(TencentCloudSDKException e) {

em.out . (e. ());

FHRRTARBITRNE
1. SNSRI

import com.tencentcloudapi.common.Credential;

import com.tencentcloudapi.common.exception.TencentCloudSDKException;
import com.tencentcloudapi.cvm.v20170312.CvmClient;

import
com.tencentcloudapi.cvm.v20170312.models.DescribeInstancesRequest;
import
com.tencentcloudapi.cvm.v20170312.models.DescribelnstancesResponse;

import com.tencentcloudapi.cvm.v20170312.models.Filter;

import com.tencentcloudapi.common.profile.ClientProfile;
import com.tencentcloudapi.common.profile.HttpProfile;

import com.tencentcloudapi.common.profile.Language;

2. ZHHE—MANENR cred, ASBREENBAZKFER secretld #l secretKey, ErILARIE AP| ZHE
12 TAUEIRENEA

A ER:
AR E B AT HIRE

Credential cred = new
Credential (System. ("TENCENTCLOUD_SECRET_ID"),
("TENCENTCLOUD_SECRET_KEY") ) ;

3. LHHE— http EIR, HBRHHERITSRECRTARBIERE. S8FRTUSRETARANBIRE
http EIRPRISE

IRIFRE: BR=ItE (It ) BRSEATF



https://console.cloud.tencent.com/cam/capi
https://console.cloud.tencent.com/cam/capi

HttpProfile httpProfile = new HttpProfile();

httpProfile.
httpProfile.

httpProfile.
httpProfile.
httpProfile.
httpProfile.

4. EfFIE— client i&IR, &g
B client iZIRRSEL,

("GET") ;
("https://");

(-
(30) ;

SDK ity

("cvm.ap-shanghai.tencentcloudapi.com");

ClientProfile clientProfile = new ClientProfile();

("HmacSHA256") ;

clientProfile.

clientProfile.

clientProfile.

clientProfile.

(httpProfile) ;

) g

(Language.EN_US) ;

BEHBERUSBEURRANBHITIRE . SERKRAUSETAERANER

5. SEHMLEB R mAYI client MR, REULEBLL CVM &b, EflE CvmClient 3¥Ro

CvmClient client = new CvmClient (cred,

"ap-shanghai",

clientProfile) ;

6. SEfIE— CVM EFIEREIIERYR req, BMEOABEXMN— request WK, EERZAILISREN
MR ENRPISE

DescribeInstancesRequest reqg = new DescribeInstancesR

ilter respFilter = new Filter();

respFilter. ("zone") ;

IRIFRE: BR=ItE (It ) BRSEATF
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(new String[] { "ap-shanghai-1", "ap-shanghai-2"

(new Filter[] { respFilter });

7. 18 client MRIAAZIRARANED, REXIRAY Response FERISEH,

9. {£M catch &EiRiE, HRBIFAAFTESEEM~mIETNANERBED

()

k28
fERILAE GitHub @ examples BIR FHREIESHMAITHI

HXEE

e
M 3.0.96 HEAFE, AILASMISE HTTP AE:

HttpProfile httpProfile = new HttpProfile();

httpProfile. ("CEipE &R ") ;

httpProfile. (iR ;
httpProfile. (CEERRE") ;

IRIFRE: BR=ItE (It ) BRSEATF 10 H17:|


https://github.com/tencentcloud/tencentcloud-sdk-java
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httpProfile. ("B ;

e

M 3.1.16 KrAFrE, FAIFMTHARSE Language B9%85, IFERS = REFRMEEIER . FLAGI—H,
Language FiAFME, THABESTRIEZOBITRE. BERBRT, ZOMMAESEFX, EBEF—EEO/MFGA
IEERREN ., BRIUREAPYHERN, NREFEIRE Language S8, AIfERTEE:

import com.tencentcloudapi.common.profile.ClientPro

import com.tencentcloudapi.common.profile.Language;

ClientProfile clientProfile = new ClientProfile();

clientProfile. (Language.ZH_CN) ;

%4 http
SDK Z#F HTTP #i%#0 HTTPS Y, @idikE HttpProfile B9 setProtocol() 75iEa LASCIR KB A9k :
HttpProfile httpProfile = new HttpProfile();

httpProfile. ("http:/ //") ;
httpProfile. ("https://");

ZIHTEEE

H 3.1.80 lRAFFH, SDK ZHHTENEE . ErlllEZI TS REKIRE:
Bk, &EIZ CLientProfile XWREY, iIRE debug iEXNAE, XIGFTED SDK REEBHIRERESE

ClientProfile clientProfile

clientProfile.

TI_.ﬁ 10, 2020 5:14:30 'Fi‘F com.tencentcloudapi.cvm.v20

info

88: send request, request url: https://cvm.ap-

shanghai.tencentcloudapi.com/?
s¢Filters.0.Values.l=ap-shanghai-
12&Filters.0.Values.O=ap-shanghai-

Kk kK kK kK kK kK kXK KK KXk x Kk K kxkxkgFilters.0.Name=zone&Requ

IRIFRE: BR=ItE (It ) BRSEATF 1M M7
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shanghai&SignatureMethod=HmacSHA256&Timestamp=1599729270&Signature=DcGRP
dquMZZRP j1INFXP5bsOGnR1aT2KXy7aegNhZza00%3D. request headers information:
B 10, 2020 5:14:32 FH¥ com.tencentcloudapi.cvm.v20170312.CvmClient
info

f§8: recieve response, response url: https://cvm.ap-—
shanghai.tencentcloudapi.com/?
Nonce=367595572&Action=Describelnstances&Filters.0.Values.l=ap-shanghai-
2&Version=2017-03-12&Filters.0.Values.O=ap-shanghai-

1&Secret Id=*** Xk xkkkhkxhxkkhkxkxkkkkxkxkxkxx*x*gFjilters.0.Name=zone&Requ
estClient=SDK_JAVA_3.1.129&Region=ap-
shanghai&SignatureMethod=HmacSHA256&Timestamp=1599729270&Signature=DcGRP
dquMZZRP jJINFXP5bsOGnR1aT2KXy7aegNhza00%3D, response headers: Server:
nginx;Date: Thu, 10 Sep 2020 09:14:32 GMT;Content-Type:
application/json; Content-Length: 103;Connection: keep-alive;OkHttp-
Selected-Protocol: http/1.1;0kHttp-Sent-Millis: 1599729271230;OkHttp—
Received-Millis: 1599729272020; , response body information:

com.squareup.okhttp.internal.http.RealResponseBody@8646db9

FOLMRIBEACHEEREAFITENZ, FI0 logdj. BREREMT:
o EoE pom X4, IRE logdj A,

<dependency>
<groupld>log4j</groupld>
<artifactId>log4j</artifactId>
<version>1.2.17</version>

</dependency>

o IRENETEN logdj, 6l log 2,

System. ("org.apache.commons.logging.Log",
"org.apache.commons.logging.impl.Log4JLogger") ;
Log logger = LogFactory. ("TestLog") ;

logger. ("hello world");

HiisEs R

M 3.1.779 KRAFE, A=A Java SDK SZistFARINGE . HFHELU TR, SDK £BmNSEIERIEE
Fgikithisg:

1. KBURE = BIR

2. KME = 75%

FLiEE LA TR ERECERXINEE:

IRIFRE: BR=ItE (It ) BRSEATF F12 M7
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clientProfile. ("ap—guangzhou.tencentcloudapi.com") ;

CircuitBreaker.Setting setting = new CircuitBreaker.Setting();
setting.maxFailNum = 6;

setting.maxFailPercentage = 0.8f;

CircuitBreaker wew CircuitBreaker (setting);

client. (rb) ;

EER, LWINEGCIIFEIMEPIRNRSER.

Common Client

M3.1.303kRAFFE, BEflE Java SDK ZiE;Z AR AP BB (Common Client) i##{TiERK ., BRE
BRI Common 8, BIAEFHI=RAEEIEA,

A FER:
1B AR T BRISABEOMENEE, SNEESSEIRARLY.

BEINZRER POST B, BESHALRERSESE v3. FAEABESIRF 5 Common Client i#
AR .
SZEIRIER

M 3.1.310 liAFE, Bz Java SDK ZHFEIRER. EATLUABNMERREZINRE, MREOBRKK
I, SDK £i#17Eil, BERERMIIFEAEIRENERNRE . FRENEXRAMERXA10, &=NMAE0, SREREK
WEEER1 M, FRERBSRFE EA retry HITEIXIBER o

RrEE
BIfZ Java SDK BRI FIUME it {7 S EE:

1. KiETE
ERINSEEUIAISETE TENCENTCLOUD_SECRET _ID ¥ TENCENTCLOUD SECRET_KEY 3%£BY secretld #
secretKey. tBXABWNT:

Credential cred = new

~dentialsProvider () .

2. BEEXH

IRIFRE: BR=ItE (It ) BRSEATF F13 M7


https://github.com/TencentCloud/tencentcloud-sdk-java/tree/master//examples/common/commonclient
https://github.com/TencentCloud/tencentcloud-sdk-java/tree/master//examples/common/commonclient
https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/examples/common/Retry.java
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BB HIREERA:

O Windows: c¢:\Users\NAME\.tencentcloud\credentials
O Linux: ~/.tencentcloud/credentials 8§ /etc/tencentcloud/credentials

BCE BN T -

[default]

secret_id = XXXXX

secret_key = xxxxx

HEXABINT:

Credential cred = new ProfileCredentialsProvider ().

3. ABNE
BXAGIHENEXHSESR BilzAeilid,. MRERLMEN, EREEBNZITREEESES Lel@—
A8, BREZTRERESN BlzAatlE,
aReERtE, JBEIFAEBM roleArn SKENIGRTTIE, SDK SBmRIFIGRTEIE, EXABMT:

"secretKey",

4. LHIRE
BXEflReBREXISEER BNaLlae,
T hEFIBERGBR, FRILIESHIRHITEXTTEIEROREGIEIE, SDK SEMRBIHIGEEIE. HX
RE3NTF:

5. TKE OIDC il
A TKE OIDC FiErYBXTRAIEZR Pod A CAM MHEERES R ITIE,

OIDCRoleArnProvider provider = new OIDCRoleArnProvider () ;

1 credential = provider. ();

6. TIER(HHE
Bz Java SDK IRt T iR, ESRBHRER > BENXH > SLHIAE > TKE OIDC RiEIRFS
HIREVEIE, FHRESE—MRIFEIRYEIE. EXABIMT:

IRIFRE: BR=ItE (It ) BRSEATF $£14 17|


https://cloud.tencent.com/document/product/598/19420
https://cloud.tencent.com/document/product/598/19381
https://cloud.tencent.com/document/product/213/47668
https://cloud.tencent.com/document/product/457/81989

SDK ity

Credential cred = new DefaultCredentialsProvider ().

EFSEEAERESRN ERASIEHR .
BXEX SSLSocketFactory #l X509TrustManager

ClientProfile cpf new ClientProfile();
cpf. . (new MySSLSocketFactoryImpl ());

cpf. c (new MyX509TrustManagerImpl ()) ;

B EPRIE

ClientProfile cpf = new ClientProfile();

TrustManager[] trustAllCerts = new TrustManager[] {
new X509TrustManager () {
@Override
public void (X509Certificate[] chain,
String authType) throws CertificateException {
b

@Override
public void (X509Certificate[] chain,
String authType) throws CertificateException {

b

@Override
public X509Certificatel[]

return new X509Certificate[O0];

bi

SSLContext sslContext = SSLContext. ("TLS") ;

sslContext. (null, trustAllCerts, new java.security.SecureRandom()) ;
= sslContext. () ;

httpProfile. (sslSocketFactory) ;

httpProfile. ((X509TrustManager) trustAllCerts[0]);

httpProfile. (new HostnameVerifier () {

@QOverride

public boolean (String hostname, SSLSession session) {

IRIFRE: BR=ItE (It ) BRSEATF 15 M7



https://github.com/TencentCloud/tencentcloud-sdk-java/blob/master/examples/common/CredentialManager.java
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BHEX Header

DescribelnstancesRequest 7=fl

ClientProfile cpf = new ClientProfile();
(ClientProfile.SIGN_TC3_256) ;

st request
Map<String, String> header new Hq p<String, String>();
header. X-TC raceId","ffe0c072-8a5d-4e17-8887-aB8a60252abca"

reques

ClientProfile cpf wew ClientProfile();
cpf. (ClientProfile.SIGN_TC3_256) ;

CommonClientRequest request ommonClientRequest () ;
Map<String, String> header hew HashMap i String> () ;
‘E

4
2abca") ;

>
header. ("X-TC-TraceId", e0c07 abd-4el7 87 60

request .SetHeader (header) ;

Hithia)e
RRAFHR

A ER:
M 3.0.x lRAFRE 3.1.x IRAEESHEEE, WF Integer FERAVERIENRNT Long B, TEEH
RFEMB,

UEPEE

IEBIOREE EEPIRF SR EIRIRSHMN . SDK ZEMHEBHTIRE, KENE Java B THEARSHILE, H
WEBiEE, EAJLAUER -Diavax.net.debug=ss1 FiGi¥HBERHBNFIER

IRIFRE: BR=ItE (It ) BRSEATF 16 H17:m
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BAPRSER IBM JDK 1.8HILIEHIRE:

javax.net.ssl.SSLHandshakeException: Received fatal alert: handshake_failure , R
Oracle JDK [Gialg&iE%k,

kotlin ja)f&
&85> AP eI gEfE R B EIRSS :

java.lang.NoSuchMethodError: kotlin.collections.ArraysKt.copyInto o X2EA kotlin i&17

B ABIEFT AR, EAIASIAFR kotlin ARASSRARRILLER .
java.lang.NoSuchMethodError: xoox.setSkipSign iali@

o PR gEERRBEIRIE: java.lang.NoSuchMethodError: xxx.setSkipSign . X=EA
tencentcloud-sdk-java-common BHIEM~ZR (% tencentcloud-sdk-java-cvm ) BIREBF—EBHER
B9,

iz nJgEE pom FIEER common BIRAFIR, tBEJEERRNSIATHME=S sdk miEiEs| AT A THERY
common hRASHEY.

BRANZE pom.xml FEXIEEHERRAER common BRRA.

<dependency>

<groupId>com.tencentcloudapi</groupId>

<artifactId>tencentcloud-sdk-java-common</artifactId>

<version>3.1.1000</version>

</dependency>
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