(%) - iiit= VPN

VPN &
SLEHIE

=i

IRIFRE: BR=IE (16F) BREEAR £1 11|



O BT VP

[ ARXFSHR ]
©2013-2025 B =RINFE

At (BFFEXE. #iE. BRERE ) RENSEVABNZIE (Ib5) BRSEARERMARE, REBNZSBABHBETY, EEEE
FELMETRRAES., 8. ER. PR, EEIHEEHEPIAT . ARITHEEIERZEENEE, BARBKERIEEEREZES
£,

[ FtwASER ]

O BARS

RHEEEBARRSEXNEFRIANEARTE (1b57) BRIELATDREXBEAEAE . AXEEROE=FEMER, KERRFIARE. k
SBNZREXMFABETY, HIEFFRSLMEASINRBIRHTER. 26, B2, &8, PRFTH, BWSHENERRREXN
FIAFHTRRIRIE, BB KERIEEEFREZESEE.

[ BRS375HA ]

AESERENT BN LRI M. RSIZHIAGEXEER, SBo~mn. RSNASTTREFREMAZE,
CAALRIBEA A M. RSAFE. RSINESNRZSENZZENELESRAE, RIENASELE, &N, BRSXNAIERIFREHET
B R R RIS ERIRIE -

[ BRXERZEA ]
EMNBDTFHERENMMECHNERNETE RS, REBNAKRARERRS, (EHTTRBHKR 40091001008£95716.

IRIFRE: BR=IE (16F) BREEAR £2 11|



BT e

XiERF

SR
IPsec VPN
i#id VPN + CCN + NAT &R IDC 55z LERIRMER M
BIE&IEAN (BGPIEH ) #1 VPN & (55ER ) SMBEES=ESETRERE (Bilik)
BEEEEAN VPN EEIMBESZERNRERE (Fhilit)
#37 IDC RI=BXRIRYERE
IDC 58/ Bl VPC SEMESER
EZEFAMREEIFAMN VPN RXEMMZBE
FH A
VPC BfAM VPN over E&LHREMEZEE
CCN E2fAR VPN over E&MRENNEERE
1EBN=H AzureChina Zi@#3z VPN i&EiE
#3/ IDC 5= E&ERERE (275 BGP)
AR xEE
ERBEXERE
WAREPS KSR E
Juniper BFXIEECE
FBEHXEHRE
BRI IEHE
SSL VPN
SSL VPN ipializflsEiigs] (okta)
BIERiRS VPC &R

IRIFRE: BR=IE (16F) BREEAR FE3 1M1



O BHS

SCHEEE
IPsec VPN

VPN &%

&g VPN + CCN + NAT &R IDC ihia5 = LRIFEMNER

P38

EIEEFAdiE: 2025-03-18 16:20:53

{£A VPN #Ti& IDC/E=F ZEHBENZETEREN, WML IP s, EHNYMEFEED. F358SEET VPN + CCN SIRME

+ FAE NAT RIXEERRIZIDE

Assinm

FF{ER VPN fTBESN=MEFIRiE IDC /B=H =M, TMRRAIT, RARBEEESD IP fUFHE IP €, "TLAEZARM VPN + NAT

+ CCN F5EREM

CONRI B8 A1
BHIRER F—Bk
192.168.1.0/25 HBPVPC
CCNRI B8 2
B F—k
20.0.0.100 FEHRVPC
| VPC: i !
|
! 1
‘ O @ :
|
(O -
|
-——>

| EHEE BER |
| CIDR: 192.168.1.0/25 !

VPC HH&
EHFEL F—#t it
20.0.0.100 CCNRI CCNBE#h%¥>]

CCNMIXBE R
& EfFE F—k
CCNE#2S) 10.0.0.100 FIHVPC
CCNRIxBE iz
&iE [SLS[REN F—ik

CCNE %> 192.168.1.0/24 VPNi#E

@w € |

&%
CCNEEI%5
HHEEmBEER
- EHRE F—Bk @
it
192.168.1.0/24 FiIDC
CCNER)¥)
10.0.0.100 VPNIEIE

____________________

i

1
[SeNZTES CCNEEERS |
: @ \ o
H u :
' een ‘ CONEIVPNGW i e uEn
CoNBEmE2 C_?W%Ef’%f_i 1IDC B&M: 192.168.1.0/24 |
VPNGWES f1 i 14192.168.1100596) |
I BFIFIE F—ik L I
192.168.1.0/24 VPNIEE VPN EEZEFIE BN
NRT 10.0.0.100 GCN REANTE

FENATRXEE  CONEIFARMNAT M

[FiEIP =i BABTIP/BRETIPt &
192.168.1.10 SNAT (Z8if) 10.0.0.100
192.168.1100 | SNAT (3Ji#) 20.0.0.100
AiEVPCHEH R

BRI F—Bt &

et
20.0.0.100 RRANATRZ | S5
FIEVPCEER
B8R F—ik &E
B J FINA . | ZHIEENAT IPF
0.0.0.100 TRANATAS | 5 B Coy

RMERE

o o b W DN

. Bc& CCN ZgH%.

BHEFAF

. BJ& CCN 35, #4bE VPC £fl.

. B2 CCN E2AM NAT 35, FHXBX= CCN,

. B2E CCN BUFARI NAT IP BRSSHRNI o

. B2E CCN BFAM NAT #Aiw/xdix VPC B8H, FH%%E CCN.
. B2 CCN 2! VPN mXRHEER, FHXEXZE CCN i,

SFFETAR NAT RXHHE, WMBFE, § EXIH,

RMES IR

IRIRERE: BR=ITE (1bF) BRSEAE

TBMSEHRID HEREE il
CCNigm#&1 VPCLE FARINATZSRVPC
CCNi&EE %2 FLRINATZ=THVPC VPCLES
CCNRg#3 FARNATZI3HVPC CCNELVPNGW
CCNIgH R4 CCNEIVPNGW FLRINATIEVPC

£4 1M1\


https://console.cloud.tencent.com/workorder/category

O BHE

SH—: el CCN 3tfl, FHXBiks5 VPC
1. BR ZHMEHE , PEHE, FXBLS VPC, HERISR MESHNL .

RN

test

tHEESD e O BSEHE
AEE RS 1Ghps, HEETREETTEISEIETE

oA =T S T o T BTy
EEE =L =l (o

EEEEQ O iR

{1
b

s

I
*

+EN Q) BEREE

e

REsERnED IO R s
YO RN

NEHESAERD TGE  mm mmoS

1L ST Ca i EsmE. EEfe-TaEENRTIEE.

2 ERFESNFFEIEERETER, SNEFRERESRE.

3. 2025504 R 01 BEiE SR TR SR EIEERIFIER 100TE PHeERETE.
EZEEE I ERLE BEEEE B

EEFERER (SBEEERENG

2. £ CCN ZfIFIRTE, PECIRIFHZEM ID, SARTE CCN ¥ ERMIRMARREE, pHEIEHhRZEN/ CCN BH%.

IRIRERE: BR=ITE (1bF) BRSEAE 5 11


https://console.cloud.tencent.com/vpc/ccn
https://cloud.tencent.com/document/product/877/18752

O BHS

&« cen P
EXER SREXLH =g TREE BER

@ 2020F9A150 2 GRIRMTHEMXEALTRALXNVPCHE, REEEHA 2

MRBEE

cenrtb- iR B -
_default_rtb

A ER R HBHEXE HELH foli ]
cenrtb =

001, o
HE R EgiTh 28 Y HATRLE

cenrtb- o
002/ o

cenrtb,
004 4

SR 6@ CCN BfAM NAT, HXBXZECCN .

FERETEE NAT EIEE CCN BIFAM NAT £, FISFAR NAT B9FE VPC XEXZIZEXRIZ IERT .

1. BR FAN NAT FXEGE , ERELGEEMSNAENERE, PEME.
2. 7EFAM NAT BWEKIERERT T EIE . IEMING, BaiR=RAiR VPC EfIFItis VPC 6.

© Re8:
BIRIREHBTAM NAT IheE, WRHAR, i85 12351 E Fil,

FARY NAT BIK  smeains

CPEL NAT [ 342 P RO i RIEHES I, RRIE E3 NAT

| AxEE

FxE test

iy Ixll

SEEEHUD cen-adl -

| RtEE

S
+ iEmn

e
i HEMEHEE {BRSIRE N 1 INATR RS SR

SR= iKE IP SR

1. 7E FARI NAT [ SEBRFETT, BE SR PEIZERITAR NAT 26l ID, RARERFERSE SNAT,
2. 7£ SNAT &, PENMBIKERERTHITRE, AELARIKIERNTE]

© iRHR:

IRIRERE: BR=ITE (1bF) BRSEAE

VPN &

BRiAE

556 #1111


https://console.cloud.tencent.com/vpc/intranat?rid=1
https://console.cloud.tencent.com/vpc/intranat?rid=1
https://console.cloud.tencent.com/workorder/category

O BHS

SPRGTSERIRMER, YREERM ACL #I, #iEUSR Mlih: HE 22TE &,
& intranat s

BAER el SNAT DNAT

@ CANNEHRRTOEERTRNERTARPLINER, EEESNATHNA, H%EAL:
= AUERE: ZITERERPRIPETZERPHRILER, RRRPRONSR.

= UEME: X3RN 1) 5 ANDCHIP R, T h ORI,
m FUBAN
BREIFR BRERE Rp BRETIPBASIIPIE i
v A = 192.168.1.10 10.0.0.100

FRINACLIN  SR48ACLAI

S$HI: R CCN BFAR NATHR/R4% VPC iEH, H&%HE CCN

SRIEFEE VPC NIREARIR/MiRE VPC BBH, HFRHEIZEEN.
1. BR AENSEERES , %EWS VPC HeE VPCEEHI,

2. £ VPC fli¥ERmE, $EIRMAR, E4H VPC BMABRRNENSER, BENIKERHEERE.,
3. EHMRIRMRE, EERMIRRE IDC M. T—HERIAN NAT X, FEERBEIREKM .

& rtb-6ygcdsjy 1l

EAER KERFR

EAXES
default vpe-¢ MASEVPC)
rtb-GygedBjy HTnE A
HRBOE () 2023-04-26 10:20:27
ElAEmE
I R ER A St
B m T T wix BEEn EREPRE 1t
REMUTE, RRVPCAE
_15/32 LOGAL Local REBMEDE _ E&% ®
24 EBR L | o ®
L I A «© o]
EHR [ @] ®
. B ] [ @} ®
IDC MER
HENATR % s test [ o)

20 v 1 M

5] R Y #e REn B#IP BrE0 i
1 7 ALL - ALL 00.00/0 ALL
#1% 0~ #
i = 192.168.1.100 20.0.0.100
# 0

VPN &
Qo
BfE
BU WbE
]
£
L0
1 AL
e Wk
1 AL
Q

4. [, Wik VPC RABBRFNFBNT, BiYiRA SE=2r25E2 el NAT RUERET IP B5H, T—BEATAR NAT KX, R

EMEITEXN

IRIRERE: BR=ITE (1bF) BRSEAE

7 11|


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/215/20088
https://console.cloud.tencent.com/workorder/category

O BHS

< rtb-abgdtde6 i¥{if

EHER RERFR

B4R
default 4
1D rtb-abg3tde6
LRBE ()

T A TR
SRR R ERER St
T Fphm Y T

LOCAL Lacal

NAT A IR &

100.0.1/32 SUFINATRIE intranat-6
test

vpe- i (RHEVPC)

HRATE

2023-04-26 10:20:30

RFMITE, RRVPCAT
RSREEEE -

test

$BA: eIE CCN B VPN RXRHEKR, HXB=E CCN.

1. BR AENSEERE , AENSHEE, 2 VPN &EE > VPN RX, @EEgiiAaNEgE, PEME, XKKRSEE “THN , &iF
FERT, AelE CCN B VPN BX, #MREISE tlE VPN RX,

ETERVPNRI X

&
T ANE0 TR

FTEHD L EEnE (i)

RIS MH=ZE -
O IPsec SsL
10M 20M 50M 100M 200M
O =8 ) BEmSE
FRER REE
0

TS OEE;L-Q ® O a8l

B N N |

1 VPN 55 5 Al 58 o S EPFH EA2, 40 [5,100] Mbps#] [200,1000] Mbps, E&HBEFRETEEN
AT, EEET R AR, R ERTRaER.

2 MAMRHE—5 TRERFRRRIESESEE: ITHEER .

2. £ VPN MXFIER4PE 15— SIErY CCN 3£hl.

FHME TR
=8  IPSEC
FrmmE | EREBE

500M 1000M

B1E

IEFRE . BAEE .

bps

VPN &%

1 M=

3. 7 CCN £ffl > fHRERRE, 1§ VPN RXIMAZEXMISEZ2H, FH4PE VPN MXEH, RIHRERMBEKERE, (#ERETSE S5

FRIZERS .

4. £ VPN U elzExdimpi>c 1 eI VPN iBiE o

IRIRERE: BR=ITE (1bF) BRSEAE

8 H111m


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/52865
https://cloud.tencent.com/document/product/554/52864

O BT VP

5. (®i&) RWIBHZE CCN, 1X2§ VPN &i&J SPD REEEEY, FEE VPN MXFaIGIEHAKHE CCNo
6. #£AF IDC EER KBk E M VPN,

FH|N: KE CCNSHHEER.

BT RIGEERBKMSIRHRE
ZEXRIZIBERID HRUERES HBTESER)
CCNigHZE1 VPCLif FARINATAiKVPC
CCNigH®R2 FARINATAIKVPC VPCLif
CCNEgH%3 FARNATXixVPC CCNE!VPNGW
CCNigH=R4 CCNEVPNGW FARINATXixVPC

IRIRERE: BR=ITE (1bF) BRSEAE 9 11



(%) - iiit= VPN

BIEZLEN (BGPIA ) 1 VPN E# (##3508H ) 5
MRSaER/NFERE (BHzhtDiE)

EIEEFATE: 2024-08-23 09:41:11

HISHABETFZTRIERLOMZL VPC HiY, JEIELEAS VPN EEIME LZTUSEHE, AiRAUSSAAN, ARBEIREE
WA VPN E#&ZRSS, 45 CON RERFEBAEHMI, RIMIRERS.

© me:
ECEEHIRMHE, TXRMBEIRKERAT VPN MERBIHHKE,

Assinm

MTEMR, ATERZLEZTUSRE, AFFRRHNENEERRESZRINUSZEE, ALMSUHERS, MERFLSENNR, BESRN
T
THEN (EHE8) - Fitt IDC BIMIEEE, BN CCN ENEXRXIMZ T LUSERE, WESHMEIREREN, & IDC 5 VPC
ZEFENBEREMEIMETHRITIER
VPN &% (#48k8 ) - &Mt IDC 5= VPC BiE#&iZ CCN B VPN R£RERITMZ LZTUSERS, SHBBENREN, BER
SINREZER, MiRWLSTAE.

CCNELZZERIX
_____________________________ _—E—> % < gﬁﬁﬁﬁ l|————————————————————————————I
i v N | :
| @ @ B @CCNEH%M © @ B
i = s i 3 i IDCAIHEAL 25 i
_____________________________ & VPN VPNRZIE S

PR

FR#it IDC MXigEERA IPsec VPN 1h8E, AIRIBHEAAFM VPN MXig®E, S=M VPN iR&E:I IPsec BEE(E.
S8z CCN 36, H#HET ECMP HISHESFE.
EXNEHBNE BGP E&EHE, FIHBHRE HE7HE

R
BB w~E
+M CIDR 192.168.1.0/24
VPC 58
VPN RIx2R 1P 203.xX.XX.82
PIEEE
+M CIDR 10.0.1.0/24
IDC B8
X2k 1P 202.xx.XX.5
BEPR

$B—: KE IDC BEE&RENLE

1. B SEEANENG, PEEMSHENIESE, PEWME, EVESS, #EUSN HiEEA\YEEE,

2. BEAMISIENETENX, BEME, 2 CCN REANX, IRTMEEHIFERMIER CCN HWRER (BEAREMER) , $MIg
T2l SIBRELMX . REMNEERBERM .

IRIFRE: BR=IE (16F) BREEAR 10 #111:|


https://console.cloud.tencent.com/dc/dc
https://cloud.tencent.com/document/product/216/48586
https://cloud.tencent.com/document/product/216/19256
https://cloud.tencent.com/document/product/216/50956
https://cloud.tencent.com/online-service

(%) - iiit= VPN

3. BEAMISHENEREE > MEEREE, PERE, ENSEHAEE, HLFERBEEESH. EFEETAXE. CLENTENX. B
A=UAAFPMAEE IP. BRASRIEFHSEE. 55 IDC BEMRS, RETHKETHEBESIHE IDC RE=MEE. FHRMFIS
n BRELREE .

@ ikHB:
ESFMARETSE IDC BEd=EHENEE .
LMY ELMIZRM, BEBHMKS, EFBRRHEEREE,

#B_": KK IDC &g VPN E& =

1. BF VPN Rxizfla , B, €2 CCN B VPN mXxa2n el VPN WX, SIERmME, EEIFIETXE CCN 6, #4miRE
aI20 4EZEBEMZES

2. BERANSHEZRIRRX, EE iRk (B IDC Ml VPN RXA9BiE3I%R ) , 5 IDC Ml VPN RXAIAR IP ik, Fian
202.xx.xX.5, FHIRETER CIEWIRMNX o

3. BEREAEMSHER VPN &i&, BERE, €2 VPN @&, BRms|SEE SPD %8, IKE. IPsec £2# . ¥ARBREETSN 8
VPN @& ,
£ IDC FittmxigsE LEE VPN BEEE, IEREFEM 183 i) VPN BEEE—H, & VPN BEXXEEES,

4. EMXRIEHRRZEEERMHRXER (SHEVPNISRBCEER) o

© ikBg:
BEZFAREIESE £ IDC 2I=BERMAYERE .
TR VPN BEAICREE, §l: ERMNEAEEEZEM IDC MEEH10.0.1.0/25 10.0.1.128/25, VPN EAZEMAE IDC
MmE&ANF910.0.1.0/24,

SHR=: KEEE

ARERFNEIESE, TRESERE. SRNFSERSER, SEERISEBIEFIRHMEESHAREIE, BIHERATEN .
1. ERBAZTMNEER SEFRRERS .

2. BERE, ESHRIRS. RIFREEEAEME/MERD, SENREFRENNEENIS, REMRFRHNSZEENSER, HREs
REEDE] .

SN REHER
LWRIEEMXEREOMERNRHEEH, SHLBEHRBINLE VPN RXEHIEHE,

IRIFRE: BR=IE (16F) BREEAR 11111\


https://cloud.tencent.com/document/product/216/74769
https://console.cloud.tencent.com/vpc/vpnGw?rid=1
https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/71642
https://cloud.tencent.com/document/product/554/52865
https://cloud.tencent.com/document/product/554/52864
https://cloud.tencent.com/document/product/554/52864
https://console.cloud.tencent.com/monitor/alarm2/policy
https://cloud.tencent.com/document/product/216/31638
https://cloud.tencent.com/document/product/554/44267

O BT VP

BEELEAT VPN EEEMESZEFUFRER (Fab
14 )

EIEE#ATE: 2023-06-06 15:34:43

HARPUSHREBEF=THIEROI=L VPC hit, aliBEEEENS VPN BNz L2 TUWSHE, iAW SSaAM, IEHeIE
TN VPN EEZRSS, 48 VPC BHMERINEE, MEMFZRIRNERELR, KRIMARBE. FAUESENOREETE VPC &5
BERIM= EL=TREEE,

OF '
IEEMERIDEEERGTRNP, MBEFRE, & L5,
VPC BHEPRIEFRNT—HXEE TARNONEER, BRFGABBMRSERA: =R > E4RX > VPN KX > Hitt,
ERZSEHSERBHaAAR, MBRAR, & TL50.
SMERERERERE VPC FiiRiEH, SRIEAZIFaR,

Assinst

WITEFRR, AFPEVPCHIDC FHE TS, ATERZLESZTUSRE, BREENEMNEEERSEINISHE, HTRSTHE
5, BELENT:
BHEN (£) : &ith IDC BEMEELE, #A VPC HEXNXINZTZ LUSESERE. AMETEHIIRESRN, Fitt IDC 5 VPC 2@
FrEBEREMEIYIEELETRR

VPN &% (%) : Fitt IDC 5= L VPC Ed#Zi VPN RERERIN = LA TUSERE, SEXHBHAREN, EREINRERE
B, MRS,

_______________

i\;pc: 192.168.00116 Vp;;‘?ﬁm*  IDC: 10.0.0.0/16
'?";’;\”'1'5'2'2"55'1"5;2;4 """"""""""" £ ,O, THEE l | FRB: 10.0.1.0124 §
@ O £ d?—ﬁi@&ﬂaﬁ ! s (1) | @ @ @
| Al :
mkws ] g sl e IPsec VPN [£i8 H |DCAHl %
_______________________________________________ Qe

VPCERIVPNRE #

BHEFAF

FFFit IDC MXigEESE IPsec VPN Ih&E, SRRMEHSAFM VPN FXig#E, 5 VPC fl VPN RS IPsec BiEiB(E.
FIF IDC MIMXig&EBEERHS IP.

HiRESEWT:
ER BN =E
FM CIDR 192.168.1.0/24
VPC 28
VPN xR IP 203.xx.Xx.82
MIEEE
K CIDR 10.0.1.0/24
IDC &
Rk 1P 202.xx.XX.5
BRERE

1. B2E IDC BEE&ENLS

IRIRERE: BR=ITE (1bF) BRSEAE £12 11|


https://cloud.tencent.com/document/product/554/79702#step1
https://cloud.tencent.com/online-service?from=sales&source=PRESALE
https://cloud.tencent.com/online-service?from=sales&source=PRESALE

(%) - iiit= VPN

2. & IDC BEVPNiEE LR
3. EEEMEEN

4, RERE

5. iNigEEIREA

RMES TR

$B—: KEIDCBIEREALE

1. BR EEENEHE, BHEANSHENYESRUBYESL.

2. BEAEMSIHENSRMRXLBEERMX, AIEFENAENE, RERNEERMX, MR IDC 1 VPC BEMEIMSEHBRILIERE NAT
B,

3. PEANSHENHEEMAEECZEABEE, ILFEREBESR. BFTEXE. CORNEENX. BNZNAFPNMEE IP. i
HANiEFHSIEH. 155 IDC BERMRE, BERME FTHEEESIHAE IDC RERMES.

4. £ VPC B FMXEXAIZHRERPEE T —HATEMX . Bidin IDC BfEMERRIIRBRE

© M
EZFARBERSE SHEANRENT.

$B_: KK IDC & VPN E&E L=

1. B3R VPN RXiEEE , PEEEIE VPN R, AFIXEXMEZEEIATMLE,

2. PRAENSHERNXRMX, BEXixMNX (B IDC Ml VPN MXAZiE3I5 ) , HS IDC Ul VPN MEAIZ2AR P ftbht, Fan
202.xXX.XX.50

3. pEAMSHZR VPN (S8, i5EE SPD K. IKE. IPsec $iE.
4. £ IDC Fimxiz®E LEE VPN BEREE, WEEFENSE3HRR VPN BEEE—H, &N VPN BEXEERER.,
5. £ VPC BiEFRXERIERBRPES T—H VPN WX . BiYi%I S IDC BEMERAIHEHREE o

© s
EREMREESE 27 VPC B IDC M9 (IER) .

SR=: EEMSEEN

© M
WM ERmPEESRRMGE, VPC = IDC BEERRIBRE, BT—HAEZXRMXM VPN RX, RIEBEIIAMIER: TLRX > VPN
Mx, WELMXAERER, VPN RXASFEER.

HTREISHENERRE, FESIRERSEEUMEREN, SRSEINEERONE. SOESX@IEF, URNESKmIEE.
1. BF REEVEHE .

2. PR, QERESEN, HSREENSH, HENERNE. 7R, FUENIP, FHEEHRF—HSH, MEEm%,

3. EERIAG 12, ISR T—BESE VPN RX, RESHRE, HUSESHEAN VPN EEtSnanREmlREnsas,

© e
EZFAREBSE MEHE .

BN EESE

ARERFNEIESE, TRESERE. SRNESERSER, SEERSBIREFHRHMEESFHAREINE, B RATIENK
1. ERBAZUIMNEE T SERRENS .

IRIFRE: BR=IE (16F) BREEAR F13 11|


https://cloud.tencent.com/document/product/554/79702#step2
https://cloud.tencent.com/document/product/554/79702#step3
https://cloud.tencent.com/document/product/554/79702#step4
https://cloud.tencent.com/document/product/554/79702#step5
https://console.cloud.tencent.com/dc/dc
https://console.cloud.tencent.com/vpc/detection?rid=1
https://cloud.tencent.com/document/product/554/79702#step2
https://console.cloud.tencent.com/monitor/alarm2/policy
https://cloud.tencent.com/document/product/216/7557
https://console.cloud.tencent.com/vpc/vpnGw?rid=1
https://cloud.tencent.com/document/product/554/52853
https://cloud.tencent.com/document/product/215/20091

O BT VP

2. PR, SRS, RIEEEEFAERNE/MEERN, SENRIEFEFNMERNES, REMEFRUNEEBNFER, HRER
RXEPES

SHA: NREHEH

SHWHEEMXEBEPMERNRESEN, EREFNEMAERA, BREVIEE VPN RXSHIRE L.
1. BR BHEEREHS .

2. B2 VPC BEFMXERIZAR ID, HABHFRER, 2E @ FAT-RISZMXERESH, i VPC Z1E IDC BREBNEENX
DI%ZE VPN R,

IRIFRE: BR=IE (16F) BREEAR £14 111\


https://console.cloud.tencent.com/vpc/route?rid=1

O BT VP

37 IDC RIRBXMAYERE
EIEEFRAYE: 2024-12-04 10:03:53

CCN & VPN MXAXBEREM, M IDC SEEREMIEIES. AX MBS CCN B VPN REXBESHER
BEER

CCN 25249 VPN RXBTLAXRBXZEZREAN, &4 CCN B VPN RXTLIZEZZ4 VPN INEEE, 54 VPN EEaLTE—N 44t IDC,

HifE Bribc

et VPN DSl
_ , WP 5 EETTSERRR ¢ i S
::'“ =R ™y /- 2 -
( = N

}-
iy
T

A HEE:
£ CCN & VPN B3, 21EM CCN f{£i£0.0.0.0MEREH, HXIRMESSE BHEESE

1% CCN ZE19 VPN RXKEXERBXRLSIINT
1. B3 CCN 2 VPN R : VPN MXZ2ZEMEZ VPN EEHOmMx, SxdinmXEEER.

2. KEXZ=EXMISES) : 158IEHY CCN B VPN RIX S ZEXRISEHIRER o

3. lENiwERX : MixRIXRZARICHE IDC in#d IPsec VPN FXAK IP iiita9iZiE3%R (IDC it REEEAN IP) , 5Bz VPN
FXECSER, —1 VPN RXTS5SMWiRRKEIINZERN VPN REEE,

. B VPN EE: VPN @&z IPsec IIEMY, ATFRIFPEIRERINEERS,

. BcE VPN RIXESH : VPN BEEREMINGE, BTEEE VPN MXEXiRRXAIIRE .

. IDCHIEEE : 7£ IDC Ay “Fittmx” EEES—M (ER=M) 69 VPN EEER.
. [5F IDC MEZ : 18 SPD SREEHARIXIIRMIERNA ZEX R o

RETR
$%—: SIE CCN & VPN [%

1. B3R AENEEHRE .
2. EEMSH=TEE VPNESE > VPNRIX
3. ARSIk, HE “VPN MX” REPEHE.

4, IE A “FREVPNMX” &0, #5 VPN MXEZIR (831 TomVPNGw ) , SEREBEMLE. = bR, 125, Sdelg@ene,
VPN RXEIETHEE, ZRENDE2M IP, 801 203.195.147.82

N OO o b

@ ikHB:
WNZEJE CCN B VPN MXAHZEEISENTRART, Bk THHE,

SHEM SHEA

HELH XFRRETENEFER .. KRETEEATHERMRANG R, S8F8RERATHERRENGSR.

ke &R VPN RIXFREtEsE .
AR EFRINXFERT AR

IRIRERE: BR=ITE (1bF) BRSEAE 15 #1111\


https://cloud.tencent.com/document/product/554/44267#step2
https://cloud.tencent.com/document/product/877/102416
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://console.cloud.tencent.com/workorder/category

O BT VP

S 3%§5 IPSec 71 SSL FfhiiNEE,

=i LEh IR ZRER N o

LR BIRIBI S EIRER, SEIRE VPN RXHZE LR,
PIX BT 15 VPN RMX&FR, FEI601FH.

e tREREY VPN MXERINA, BRIRATHEERENSESNEE VPN RXHER, EXEEE, ETEEEN.

ST XBTBRCH

o HIZCBEREXRSLE, SIRUNTRIEREAZEAN:
1.1 iEE VPN RX®TE, 7 VPN RX5I%RS, BEELZH=HmME VPN MX ID.
1.2 ZEPERRE, PEFREMEGNNXREERRA, £ TRSIRPEZEFZHKMNEE, HeERET.

BHER

1K

(i

M

1
il
|
10

il
ki
)

§
m
al

500MbpsiEEET =

LEEHBR ()

T H=E

TER

5L

FE=EN

4

2023-12-13 171842

20

o HIEROBERERRISLE, SIRUNTSEREAREAN:
1.1 EEMSHE=RE =5 .
1.2 & “mEF” RELGEEES, S5,

IRIRERE: BR=ITE (1bF) BRSEAE

16 #111:|


https://console.cloud.tencent.com/vpc/ccn

O BHS

1.3 TEMHIRY “PRERZEXMISEG)” BOPHITIMTRE, TRERGRE.
1.3.1 EHEREXMSEHIRTR ., R, EFiHERX. RSRE.

1.3.2 7 “XBASLH)” THiEE VPN X, LIREIRINZIXME VPN RXEiEEH D,

BRI 6l

E® FE BosEiis

= o Ty =B ey
& =(1) =(1) (@
EEETQ Q EARE

Fi

ki

+iEm () EEAE
=B
FEERTRER) EFRG)
2O
ANAESEREED
1. A EEEEESTaaEsnE, FESE-TEeEnETEE.
2. EHECHRFEERESENTEE, SNERSERERE,
3. 202504501 Herg NS SREEERFIEE 100TE IaEREE.

ExEESERA BIEER

REEETEE (SEEERRSMG

SH=: QUMMM

1. BR IEREEHE .

2. EAEMSHEIEE VPN K > SRR,

3. 1F “XHRMIX" WELSEIEME, SR,

4. FEEHEY “HEMRNX” B0OP, ESXRNXSIRM IDC ik VPN MXBAR IP, HEaelE.

IRIRERE: BR=ITE (1bF) BRSEAE

VPN &%

F17 111\


https://console.cloud.tencent.com/vpc/vpc?rid=1

ll: Y
WL

Ty
WL/

e =R
=i
AR Bl

$IN: U VPN iEiE

1. B2 ENEEHE .
2. EEMSH=EE VPN & > VPN i#i#,

3. & “VPNBE” WELGEZE, Hakm@, #A “fE VPN BE” [HE.

4. KiEREmRTEE VPN BEEFREE.

P2

A EE:

BN RS RN EREEEREES
A—RX TS M EBERNRUREES .
SPD SREEHRIXS IR ER AT LANIA ZEXFIR

Torn T

T #

O HamE TIkA

Tez B i u -

Teef= L] - | v

(o Friiiat) Wi

teg! u = | -

1.1.1.0

IKE/IPzac

O nEE LB B

O sz SPDIRE

IRIRERE: BR=ITE (1bF) BRSEAE

5]

»]

Qo

EfE

VPN &%

$£18 #111m


https://console.cloud.tencent.com/vpc/vpc?rid=1

O BHS

5. DPD & NEEMERIEE.

O DPD #&illl: RiFRNARE, BAFE, MEENESRAESHETIE.
O BERIEE: (RIFEVARE, BAXHE.

HEER

O EEKENPScHERBSANRENEHRE . BCR, HHEHEDIERF—HmRiEFE,

» DPDHED]

~ IKEECE

- IPsec {58

6. (Tik) BE IKE 2%, MEFTHRESHKEE, TEHESHT—F.

« IKEECH

[

DH group

IKE SA Lifetime

8
+

B FF

=
=

IKEV1

Fte=miA

3DES

MD5

main

IP Address

IP Address

1.1.1.0

DH1

- 86400

IRIRERE: BR=ITE (1bF) BRSEAE

HEH R

VPN &%

£19 #1111\



O BT YR

7. (i) BE IPsec 2%, MEFFEERE, THESHTERM.

4 |Psec (22

N AES-128 N
T MDS5 N
TSR Tunnel

i ESP
PFS disable N
sec sa Lifetime — 3600 + s

Psec sa Lifetime - 1843200 4+ KB

8. EfERENSREERHEREER.,
GUZmIE, iBEl VPN BESIRR, ERMFAETREES > TRERR=MTH.

IDIEER s BB BERE PR EES PR USRI B
(] EEE Es
B
i ® -® HiEs
TemETH
] . SETE
i - A

$Eh: &E VPN RXiEH

VPN BEEREMINE, BELE VPN MXEXiRRIXAIERE.
1. EEMSHZER VPN E& > VPN BX, HEEAM VPN RXFIRHDHIICIZRIFA VPN MX, HPEEHSMR,
2. £ VPN RXi#ERE, PHEBBERRE, ARSEHEEE.

BAER ez BEE

=[5 EERTS BERS T8 d:: B nE SERTETIE) EEEs WE

LBRRIE

3. ENTRIEHREEE VPN RXERMXAEEHEER .

IRIFRE: BR=IE (16F) BREEAR 520 H111:



(%) - iiit= VPN

FEER R X
ELSI TR Tk wE 18E
E EEE EEs 0
+FE—1T
fRE BUH
=0 ol
BaY%im EHEFHRAIRTHRIZIIMER, BIXTinRS<PEERT IDC MAREITIMAIRIRIRESR .
T—hssE E%BznhiE% VPN BiE,
Tk EIRCUZELFAY VPN BiE,
WE 0 EXMEERS, 100FTMARIK.
4, PERE,

FH|R: IDC FiEeE

SREI4E R, =L VPN RXH VPN BENEECERA, TEHEHR IDC MY “FimxX” LEES—N VPN BEER, REiESE
ARXEE o

$B+t: B IDC MR

© me:
FERNE.0502.0hRAFEIVPNRIX . 3.0bRAHI VPN Rk, LeabBESBERE, IMTEMT.

SNSRE3.0kRAHI CCN B VPN WX, H VPN MXEXBKEEZXMIHIE, WT—HEIZBKMAEREERRE, RASENFEIFH
BRERAFZEYD, TRFHBREE. 5, VPN RXPEEBHREtESBMRSEZERN .

3.0M4 I VPN RXiEHRAERER:
& test ¥ VPN
EFEE iz fi:Ji:ES
=[] IBERE GRS F—ik il HE EHEE ERRE B

RN

$1341.0#12.08E#89 VPN, BT TR{ESHA IDC MR:
1. B8R AENEEHE .

2. EEMSH=HiEE VPN &E& > VPN B,
3. £ VPN pxX%l%kes, REZRIEXME VPN MNX ID,
4. 7£ VPN RIXi#ERE, %% IDC MR, HEHBEEME.

IRIRERE: BR=ITE (1bF) BRSEAE £21 #111m


https://cloud.tencent.com/document/product/554/56361
https://console.cloud.tencent.com/vpc/vpc?rid=1

O BT VP

& TomVPNGw i¥is

VENIEERETE 2

EEER i IDCFIER

I Crme miE T AR Sh SEIDC Hi, iEemda hEE:: BEE. FERVPNRIEaRESES: =R o a8
IDCHER BRI
192.169.0.0116 [ @)

£ SRUGE

1. 8] TABRSEERE .

2. EEMNSHEPEERERN .

3. E=EBXMFIFRRTA, BE CCN & VPN RIXXKERIZEAMSES IDo

4, EEBMIEERE, SEBHARRE, SEANNEBERHRD, B “KE” BEY, “T—B” 53 CCN 2 VPN MX, WREAXEXKI.
& cen- £

FRRIEF =i

CERFIREEE 2

dl

=EE IBBE

B i T

O 2% F— ERFFEEHLIE IR B
. iy VMg P
f pe m 05308 12
192.168.0.0116 ; PG 2020-05-08 12:02:28 [ @)

IRIRERE: BR=ITE (1bF) BRSEAE $22 HM1Mm


https://console.cloud.tencent.com/vpc/vpc?rid=1

O BT VP

IDC 581 = VPC EMEFEENR
RIEEHAYE: 2024—-08-08 15:08:01

Bilz= VPN EEEEsTA, SAF IDC BEE% VPN BELz, BEBEREMIER, WSREMMNREIERABEL, RIET LS
g, NiiRSWSIEL. £ IDC 581 Bl VPC EMEFARAH.

BRGE

R IDC (RFESR M= VPC SXELEIE, £MAF IDC Ui, AFEILASEMSE IPsec VPN iR, S3I5EAZIAEREE VPN #i7
IPSec VPN @&, VPN MXIZHFREEAFERIKR—HAEEH, BEMARES , SNEIFBEYR, EREMIER, TLUASSHBHENT
i,

BHEFAF
EMEBAEN 62 VPC R4 .

EERE

. BIE VPN R

. BlENHIRRIK

. 832 VPN @& (&)
. IDC MEEE

. BcE& VPN RIXEREH

. EEEEERFIEE

. B2E& VPC IR

. #i& VPN @&

RMESHR
SHW—: = VPN [

0o N O g b~ WODN -

© kM
A3ZLA3.0hRASET VPN R

1. B8R AENEEHS .

IRIFRE: BR=ItE (It ) BRSEATF F23 11|


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/52861

O BT VP

2. FEMBRHi%EE VPN &E& > VPN RX, HASER,
3. # VPN MXEERHE, PHEE.
4., AR VPN RXNEED, REMTRXSH,

SHEW SE5EA

&SN ZHERETENESFER,. KRBT EERTHRERNRANGR; SFE8RERTHERRENAR.

ibiag B VPN RIXERTEME o
AR LRI KT AR

S 32§F IPSec #1 SSL FFhNSEE,
L5 SER HEANEFEFABRLE

RS [k IRLMESEHFAB MRS, HAFZEE VPN MSEXBEIEFATNLE.

a]¥

2= LR iStRIEISSEfRIER, SIEiIRE VPN RXHE LR,
PIXZTR 155 VPN MXZF, P60+,

e tREREY VPN MXEFINE, BRIRATHEERENESINEE VPN RXER, EHEERE, ETREEN.

5. RRMXSHIRER, PHREE VPN RXAIE,
IETRE IR, FFO01~258, CUIRBATIE VPN MXRERETH, KRB VPN MXSE—IAN IP,

SR GEMIRMX
ERR=NSIRIERMX Do

1. EEMSHZEE VPN &% > MR,
2. EXWRMXEIERE, SiFi, PhEiE.
3. EEMiRMXEM, 2F IP ES%tix IDC MY VPN RXIREHERSAM IP , RIBEERERE,

FHEERx X

=40

O Bk EHEMIRMXZR.
O 2R IP: 5 IDC fl VPN RIXERTER 2R IP it

IRIFRE: BR=ItE (It ) BRSEATF $£24 1M



O BT VP

4. BERE.

ERRE eI RRX E.

BEWHRRX A WORSE ~ SBA.

$W=: 8IE VPN i (¥&F)

VPN RIXFIXIMX SRS, BECRAS VPN X5 IDC MIEEN VPN B8, —RENEBE, —SENEREE.
SIREMEE B

1. EEMSHZEE VPN &% > VPN &EE.

2. 7 VPN EEZERE, EiFitll, PR,

3. ERHTEAPIES VPN BEER, BEFSHEEFSE i VPN BE . BEEEE “BrIBH" -
4. BEOIR,

SIEEMEEE C

ESTMAIEE B WARSE ~ B4, BEEIEE “H0RKE" .

$M: IDC EkE

SREI=SERE, BRELE VPN R VPN BEnERECER, SEMREE IDC NNAtR% tRES—NM VPN BisEe, Biriss
£ AMRXEE o IDC MAY “AHR%" B3 IDC fUAY IPsec VPN i8E, WIREMAR P iSRE $E- 6 “SHRE” §,

A Em
RER, £& VPN BIERIRAY IDC il VPN MXHHEERE.
SWA: &K VPN MXiEH

HULEXREM, ES8EF VPN BEREMI), FTEE VPN EHGEE VPN MXZE VPN EBiEERH
1. EEMSHZEE VPN E& > VPN BX, HEGM VPN RXFIFRPHRIISE—CIZN VPN X A, HREESR,

2. £ VPN RX A ¥150E, PHEBBERRE, HahimiEn,

BEXER it BRER

BiiE WERE REERS T8k BREE E B BREBH R{E

BRAE

3. IR ELE VPN Mx A E VPN i&i& B #1 VPN @& C RIISM%Rg.

IRIFRE: BR=IE (16F) BREEAR 525 11|


https://cloud.tencent.com/document/product/554/52864
https://cloud.tencent.com/document/product/554/56361
https://cloud.tencent.com/document/product/554/60005#step02

O BHS

g e
B #aim T—HE2ER T—ik WE
E EEIE Ems 0
+TE—1T
fE Y
ECEIR izl
=[:pimy ESFFIATIRRNZRMEE, B IDC MIIREIIMNEIRRIRER
T—hkEs Z%H5EF VPN EiE,
T—k EIFE6IFEIFAI VPN BiE,
VPN i&i& B &5 0,
&iE C 1EE100,

— VPN i&Ei& C {55100

0 XFRMERS, 100"TFMAERIE

4, BEHRRE.

SHN: REESERERGE
VPN RXEHERESNE, H VPN BERENE (TSEENRERE) .

©

SERNEMAEESFEEIR, TRSHIMEERNWSHET, B2E0, 1~ 20 EEFEENRAIIRELSKEIESR.

FMHiEE B BRI ERE

1. EEMSHZEE VPN &% > VPN @8, HE4AM VPN EEFIRPHRIIIZIFN VPN BiE, AEPEE VPN BESHK.

2. TEEEFERRERTRHEE.

IRIRERE: BR=ITE (1bF) BRSEAE

VPN &%

526 H111:



(%) - iiit= VPN

BEXER BREE
BXER
VPNEE R Al LT
VPNiEIEID PPN Lo
THIXZEEL IKE/IPsec
VPNRIZ ) 10
FrRm% S e e e Bl 0 LT B016)
=R sl
PEES BN
FFZDPDA bai
DPDiRY Y [8) 30
DPDIRIIRIE Wi FF
S P e gt B
BEER SPD2RE
IRE x 7
HFRERRGE Bxid
REME AR
REEENIRbIE
BlEREE 2022-03-02 15:08:41

3. TAERIEEHRX, BARRRESRGITEFCENRbIE, HasEE.

FRRENE ()

BEAEAimihit

(R TN it

Bl iR a) 2021-07-12 17:19:28
== BUH

@ iAB:

o Aimithll: HSERZME IDC REERIEEANHIIIER IP ittt % IP titFREEH VPC A IP itbiit,
o Ximltbht: ES IDC MAFIMAERNEREGEFRA P ittt % IP 52 SER=MiEitER, LR IP s,
o HENZMAZERRIGERER, HiEHiERBTBERX IDC B, RUAEEREEIN IP ittit, RTEERRIES, MRREXR

TRE.

IRIFRE: BR=ItE (It ) BRSEATF £27 1M



(%) - iiit= VPN

FHEE C RRRERE
ESTAEERELERESR ~ S%3, HTRReSERTSEHEtNRReEERER.
SHt: KR VPC et

HUEPERH, EL8EH VPN BEEREMI), BTEEE VPC BERE, SFRPRREBRHEE VPN NX L, FRPHIMERZEES IDC #H
HIRIERIE(S -

1. &R AMENEETE .

2. EEMBERPREFR, EEMRAEIFARTNG, PEFRFFXEXNEER ID, EANFRER,

FR  OMM v 2HRERE -

R T v

ID/BFR FiER% CIDR IPv6 CIDR AKX KEXBBHER FRI &
- - = - MR y >

3. BE MR

<« = e iEE s

BAES RETH

BAREE

R () SEETE 2021-06-02 19:08:08

s=mEE RABER

Bi& T—hxE T8 &t RARER ABPPRS B

EHIATE, FRVPCAE

10 LocaL Local it D

4. FEHIED, WMABRIRMER, T—BEIAEVPN FX, T—BEERISIEN VPN RX, $Eelment.

RS X

m
|
|
|
¥
{
|
T

&t

¥ili

ERESEFAFIP v FREZNAFIP D o
NAT P
HEER
BEMR

+HHE—T

SRIAERIP
VPNRISE

CREEALHIP =3
Eas

CDCHiR

SBI\: ¥iE VPN SE

£/ VPC WRIZ=IRS3EE ping XMixMIERHRY IP, LAEE VPN [&&, "L ping %= VPC #l IDC AILAEEEE.
5 VPN BBERBFN VPN £REE B IRHBF AN, REBMGRENRE VPN &i& C, HiRSHSAANE.

IRIFRE: BR=IE (16F) BREEAR 28 11|


https://console.cloud.tencent.com/vpc/vpc?rid=1

O BT VP

TtAMREEIFAN VPN M X SEINNEEE
B ER

RIEEHATE: 2025-06-30 18:29:32
5E|—: VPC EfAR VPN over €&t ERMBiEE

© me:
fAR VPN R IP itzhit)A/E#H~ VPC,

fAR VPN B#i{¥3%#F VPC 8 VPN, CCN & VPN RXEARZRF.
FAM VPN EA32#55%& BGP,

ERSHFRRRIGTE, SIFBEREE,

EXZEaSan

NSERTARSEEE VPN, 8 23T 8 #1755,

EAMEEDC IDC BIYEELN=E VPC EHFANEER, fAR VPN RXiEE B2 FAMERE S A M XIREE I INEEEEE
ZRILABERX IR E S| St IDC 1 VPC EEENREHANNZEEEE, SSHANRENZEERE.
BN LRRERINVPCHERREMESR, Az LZTEEIURBERLER.

B EE TS mEEEEE i N
| BRZVPC L P : RFIDC !
| T T :
: : ¥ SLiEE h :
O O —— i |
| 1
| CVM E VPN SHRE ZI:tthlméé [ !
! 1 , 1
| | | E

fARiF R INERiE S R

ATHEEER, UTRELFIAENEFAN VPN RENZEEEIRE.

CVM

- === ERREEZ EERXHEE

IRIRERE: BR=ITE (1bF) BRSEAE $£29 11|


https://console.cloud.tencent.com/workorder/category

O BT YR

e RS 33488
1 FEIDCRS®E  ERSEHETER, BRIEEEE IDC AR,
2 IDC At A ETHE IR IIEEE, HEE kR BB RR TR LSRR,
3 S SRR ERIE S SR EERE VPC.,
4 AR VPC AR VPC BN MERIEXE, BBRIBEREIR VPN .
1. FAR VPN PSS a0 IR ST s A .
5 VPN R 2. TAR VPN R KBRS B R hi Bl B FIs S, ARSIt AT SRes
CVM,
- 1. ZIRBE CVM ENEIRE SIS RIBSHSNR, MEFERLRSRY.
6 =iRSSE: CVM 2. FIRSE CVM KIEEISIR MBI S g, BESRIEEE VPN X,
1. 545 VPN R EMEIESIRSE, MESRSTNES.
7 VPN RIX 2. VPN REKEESRSIRINEER 1P il sgims, SESRELE VPC.,
8 AR VPC AR VPC BRENEENOSRYE, SHEERSEEESR S EEAmE,
9 SEm% SRR ENENEENESRYE, SUREREISENOSRTEES IDC A,
1. IDC A REERBIESIRYE, NESRRRE.
10 IDC At

2. FitmXiREEERSIREBRZERNEN P it EigikmE, SESRERERSSE

| —: CCNEFAMVPN over E&cMREMBIEE

© He:
o #AM VPN EA3z#580735 BGP HKH.
o X VPN 4.0 IPSec VPNX#F,
o BEMXMII CCN BELMXK,
o INEREBIAIERENE, BERENDEIREINE.
o BAZGMXREE, TIFBERIEE.
o PMIXENMESCE&KIRE: MEEEE 10.0.0.0/12 ~10.0.0.0/28 « 172.16.0.0/12 ~ 172.16.0.0/28 .
192.168.0.0/16 ~ 192.168.0.0/28 » FIRXEIPFAIMSE, EATS5HSIIS IP s,
o BAXHEFER,

EAtEEDC IDC BEMEEE. TN, ZLEFRRE VPC SEMFARIES, AR VPN RXaiEE EEzA9%A MR S AR XIS NS
BEEE., SRLEERXIEHESES IS4 IDC 1 VPC EEENREHANZEEEE, SMAMNRENZEES.
= LREESA VPC HEBRENEER, Ao LZTRERMRAFEE.

IRIFRE: BR=ItE (It ) BRSEATF 30 H111:



(%) - iiit= VPN

CCNEVPNRI %

-

Bi=cen

i @ }___@ S

nEEE
CCNE= B

FR% 28

= VPC

®

FaPUi7R BN =2 (S R

ATHEEER, UTRELFIAENEFAN VPN RENZEEEIRE,

AFIDC

E CCNEVPNR# ib ;\ ° e
i @ i@z’@ t::C;;):::;® nEes

- - - EREXHE Se-or DEEXHE

FS HREWR iR

IRIFRE: BR=ItE (It ) BRSEATF 31 H1M1MR



10

1

12

13

14

IRIFRE: BR=ItE (Ib5R) BRSEAR

FAF IDC BRs588

IDC 7t
BHRX

=EXM CCN

VPN R

=EXR CCN

FAEMZE VPC

Z=iRS3EE CVM

FABREZ VPC

=EXM CCN

VPN R

BEMX

IDC Atk

VPN &

BERREIGEER, ERIRIEHE IDC FHRX

ARIRIFERIRSGHTIMNELIE, HEREKIERENRBBSERIRNELRER LEENX.

CHRXIRWEPRINERIRFHEREREKN CCNo

Z=EXR CCNIZWEIERG, BHELRE VPN FX,

1.
2.

FARI VPN RIXIEIREIERAGERIRH M HBITHER
FAR) VPN RIXISHEEFRIERIRSEESEZIXM CCNo

ZEMZKVPNEZERRE, BSHERSTARMMLE VPC,

FAEMEE VPC BRIEHRINERG, BERELEZRSSEHE CVM,

1.
2.

Z=ARSSEE CVM R BB ZBERIERGHTIN, @AEFKEEISER.
Z=AESSE CVM (KiEEISR XA BRI ESIRBE, BESERERE FABME VPC.

FAEMEE VPC REISIERG, BHEREZRIXMN CCN,

Z=EXM CCN #KEIEISERE, SHELE VPN KX,

1.
2.

FAR) VPN RXEKEIESRYE, MESRHITNE.
VPN RIXEINZERIEISRIGEREREAR CCNo

. ZERISINZEERRSEREICTZRX .
. EEMXEREEINZENESRYE, SNiRRFRBNZERNEERXELE IDC FiRX,

. IDC FtMXFWEIEEIRNE, WEISKRHITHE
. A RXREEER SR EEEFNEN IP it EiRiRmR, SESRIELRERSSE.

FE32 11|



O BT VP

VPC BfAM VPN over E&EMRENZZIES
RIEEFAYE: 2025-06-30 18:31:22

EAEEDC IDC BEYIEEENAE VPC SEMIAMERERE, AR VPN MXaiEd B2 AFAMERES AR XIREE I INEEEEE.
ZRI LB AR IEHECES | SN IDC 1 VPC EREENREHANNZEEEE, SSHMAMREMEES.

Assins
B LABESS VPC NESRENEER, #5 L5 FOETURBESE.

______________________ B EE !

| BREVPC L mmmmmmmmmmmmmmm e ! FAFIDC |
«««««« I
| TNy :
1
\ L4 HiEE N :
. @@ = .
I YREEE n :
| VPN HHM% ESTI TP |
| CVM , . I
| | | |
] e !

» AR VPN Brif¥32#F IPsec VPN,
o FARl VPN &R 32i5a75 BGP 8.
o {¥ VPN4.OWRAEZF .

R
BEESR RIEEFREY IP HetFi5ER
e CVM: 10.7.6.10
o FAR VPN RIKIP: 10.7.6.15
VPC 10.7.0.0/16
© ik
AR VPN R IP U3/EFHF VPC,
e VLANID: 1234
o BN=IBR IP1: 195.168.0.3/29
SHERR 195.168.0.0/29 o BIl=INR IP2: 195.168.0.2/29
o BEFBRIP: 195.168.0.1/29,
195.168.0.0/2 o 5ZE VPN EZRIFMRIX IP: 195.168.0.6
HiERX 4 o SR LEHRMEEERIMER: 195.168.0.1/29
At IDC IRS3=8 133.168.0.0/16 ZRiEibil: 133.168.0.3/32
AR

o B 8l VPC M,
o VNEEL CEURHHER,
o SHIETAM VPN ERR, MFEER, & 22 TH Bk

IRIRERE: BR=ITE (1bF) BRSEAE £33 1M


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/216
https://console.cloud.tencent.com/workorder/category

O BT e

o IDC MigECHEEME

RERE
savsnx BN guovx BB czon: B
BEEHRX

S, 0@ VPC BELHMX

1. BR SEENEHE , HEENSHESEERRAX.
2. EERRXTHE L5 EFFINAENE, ARPENE.
3. ENBERRMIHEEPRENXIFE, SHERERE, ESHEESR i VPC BEENX

FEB =34

=4 BHMXAIETR.

1) SRR X

KEXPILS EEFEFAENLE

FRERIZE KEXCURBIFRIFABMLESER, vpc—xxXo

SH2. RSREHEE

1. B8R THEN - THEE &#H8.
2. FEMSHE, PEEAEE > HETREE, TRELSRENE, HRESK. THREE. BARS. ibld,. XKNETENXFERSR
BE, REERET—F.

FBR ax

EHBERR EHBERR.

TR & “RAEXR”

MIEEE EFCEMENMEEL

BRI EEFFABMLE

ZES v e ERFAB MESEFIFRTE S, 4Ar—M.
BHRX KX SEA P EIERIFARELMK o

3. EMERBENEREITSY, ES¥EEER CIEZEMEE

FE ax

EeEMEIIFRY VLAN, 901234,

VLANID — 4 VLAN SR—4@i, BUEBE0, 3000).

EHBENSAHRE, FTUBIXKNMEBSENTERE. BISEHEINTEEXT, “G% sBFRFRITE

Hioe
Mo

;
i

IRIFRE: BR=ItE (It ) BRSEATF %34 #1111


https://console.cloud.tencent.com/dc/dc
https://cloud.tencent.com/document/product/216/19256
https://console.cloud.tencent.com/dc/dcConn
https://cloud.tencent.com/document/product/216/74769

O BAT

BR=aR
IP1

BR=iaR
P2

ABRiaR IP
BBEA
BERISE
g
RIS EEIE
RIS EIRE

BGP ASN

BGP #$A

4. PERE,

#B& VPN W55

EEMEIFRIMIE S LN =MASBRERL IP, HI40 195.168.0.3/29

VPN &

BDERUATREREMSEMIE: 169.254.0.0/16 « 127.0.0.0/8 . 255.255.255.255/32
224.0.0.0/8 — 239.255.255.255/32 . 240.0.0.0/8 — 255.255.255.254/32 o

EEEMEIFRISABRER IP, i1 195.168.0.2/29
EEBR IP REMEARTRHS, BmEHEEA IP, RHFRENLSIESEET.
EEREBA=HR IP #1B3H30. 318, WAZSREBAZHRE IP,

fE IDC MAFSEXEBHZL IP, fi0 195.168.0.1/29 ,
i#%&i% BGP B&H.

RAFRREEE, #HEEE2L CHEERRNE

i#%#% BFD 3t

AR RIS EIAREE .

MREEHTIRERABORBEERWE, WHITIREIE,

WA CPE WA BGP ¢BERY AS S, Bl ASN 73 45090, EFRMNIEHRRHENSE

¥\ BGP $8/EHI MD5 fH. EHA “tencent” , BERTAHE BGP %A, BGP BARZIF ? & 8"\ +7°#

FARF o

S, SIEIAM VPN R

1. BR ENEEHE .

2. EEMBRFiEE VPN &E& > VPN X, #AEER.
3. 7 VPN MXEERHE, PEHE.

4., AR VPN RXXEED, BEMTNXSH,

SHEW
HELH
RIX BT
FriEithisl

S

SHiRAE

EIRRREITE . AN VPN EXZISEEER,
5 VPN MXER, FBE601FH.

R VPN RIXPRTENE o

%4 IPsec.

i 1

HEALEIEFAE ML . FARM VPN ERSZHSRER o

%F VPC MeIZrIFM.
FAR VPN R IP sht)3/EHEP VPC, NizFMHsE.

BEE5M
IREXEXMERIAERERT, IAFEERE VPN RXIGEXKIBAEFAENLE

tREEY VPN MXERIRE, BRIZATHEERENSGNEE VPN RXEE,

IRIFRE: BR=ItE (It ) BRSEATF

EIREE, BREEN .

$£E35 11|


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/216/56667

O BHS

5. REMXSHIRER, PHURBEM VPN MXHILIRE, ESEEERIESR 62 IPSec VPN R,

SW2. SIBNHRMX

1. EEMSHZEE VPN &% > MR,
2. EXRMXEIERE, SiFty, PHERE.

3. EHEMIRMXZR, FAR IP H5 IDC UAMMKIREHIFAR IP ( 195.168.0.6 ) o

4. BT,

$W3. I VPN iEi&

1. EEMNSHZEE VPN E#& > VPN @8,
2. £ VPN BESERE, EiFitl, pEmeE.
3. FERHITEHPIES VPN EEER.

FMINBERSHES, HittSHEBEBSR tIZ VPN BE.

SHEMN

R
EEE
RREE

4. BHAR.

$B4. IDC FiticE

SHEA

BNEESM

EFEFARRIE

EF QIR IFRIFAB LS SLHI o

%EFE SR PEEAIFAE VPN KX,
%EFE PR2 PEIEAIRIIRRX .

FeE 79123456,

EFE RENE o

®EE “ERIIRE” o

EELRIERIME.

VPN &%

SREIZLSEE, Bzt VPN MXH VPN EENEREEETH, REMREE IDC MAPxX LRES—ME VPN BEER, BiFiEs

W AihRIXESE o IDC URY “AittRX” BPJ9 IDC UAY IPsec VPN g%, ZISBHIFAN IP iBRE £R2 B “WigkxX" &,

EEZ RS

SeRl DIRECESS, AMRXIREN VPN RXZERESAIZBIMEZEEEET . MERENE LMELFIRERE, B LNZTRESISHEN

VPN I&ZiEfEEE,

1. KE=L VPC BENIEH

1. BF TABNEEHSE
2. EEMBERPREFF, EEMRAEIFABNG, PEFRFFXEXNEER ID, HEANFER,

3. BERNEERRRE, ERHEPRERIVPNRXAEEHR.

SHEM AR

B #Yisitit EEZRH IDC RER, 40 133.168.0.3/32 ,

IRIRERE: BR=ITE (1bF) BRSEAE

5836 H111:


https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/52864
https://cloud.tencent.com/document/product/554/56361
https://console.cloud.tencent.com/vpc/vpc?rid=1

(%) - iiit= VPN

T—HEEE  EE “FAM VPN mX”

T—k %1% 5E VPN SR UIEH VPN RX, vpngw—XXXXo
4. PEIE—1T, BREINTENXIERMRE.

SHEMNR i5iAE

E]:Bhaichild ESAHMXIRE VPN IP ik, $I80 195.168.0.6 ,

T—HEkB  EEEERX

T—k %1% BECLRXET SIBIHTEEZMRX, decg—xxxXo

5. phaE.
$H2. KR VPN RIXEEH

A EE:
ATEIS VPC £EZTHIREHA VPN MXMZHEHE, FTEE VPN RXFRFMAR IDC RERRIEEH,

1. pRESHESR VPN &8 > VPN X,
2. 7 VPN RIXTE, #EFMSHFAEREE, $E VPN MXIH) ID #AFER.
3. EECHIEITRE, PEBHRRE, RGPS MEEMEREIRMERER.

© iRHR:
VPN RXIZHFRFISIEMT, SIREAER VPN MXTEAE VPN @& (B VPN MXTErE SPD HEREFIIHE VPN &
&),
BL IR AR
BaY%im HEEZAN IDC MEE, U0 133.168.0.3/32 o
T—Hker FaiE, BN “VPN @& .
T—k EIFEPE VPN RIEUER VPN iEiE o
BERINEEERO,
NE 0: HEHS,

100: {A5EHIK.

4. TRISHRIRNEES, BERE.

A SSIRIIE
SR EREER, At IDC 1 VPC ZiaB&aJLA#{TTAMNEZEEES . Wikt IDC #1 VPC ZiEkIfAmiEE it REIEREREEE VPN K
KNE
1. Miki&EtE
B3R CVM i, M Ping aa<ibial4its IDC MERPIARSSER -
2. INEIGIE

£ VPN 2§88, &5 VPN BESIEREBR, BRERTMEZNLD.

IRIRERE: BR=ITE (1bF) BRSEAE 37 1M



O BT VP

CCN B!5AR VPN over E4&EMiRENZE(S

EIEEFRAYE: 2025-06-30 18:29:32

EAtEEDC IDC BEMEEE. TN, = LEFE VPC SEMFARES, FAR VPN RMXAIEE EE2ZA9%AM &S S AR XIREEIIME
BiEEE, SalERXIEHEES IS4 IDC 1 VPC EEENREHANNZESEE, SIMFAMRENEES.

A ssins

ZH= LBRESA VPC HEEREMERR, B ELZTHERIURAFEER.

cCnAvPNm
10.224.210.0/24
@ i TN ””575%;5;5
T T
! T -
1 *‘n.\\ :'""""""""'I
i .~ | AFIDC i
Fe==———— | I " S \ 1
'y — 1 S 1 |
! iRz | SO i
! | v :
I kZ:901:]
1 1
@ @ =
h - : HETE \ :
. ccn= - |
! | (CnETEmX A% 5% i
it ' 132168.0.0/23 VPN: 10.16.133.134/32  192.168.254.249/32 |
i
' 4. 192.168.0.3/29 i
1 | 1
1 1 :
eoneebonooeny : .
| BisVPC 09200006, 0 Tmmmmmmmmmmmmmomes
|
| |
I 1
| 1
- ©®
|
| cvm |
|
i 10.120.1.2 |
| e o e e e e e |

AR VPN B 3255075 BGP BH.

{X VPN4.0 IPSec VPN 45,

E&MKMSI CCNEELMXK,

IR EBATIFREENNRE, BEREDEFEEIE.

EAZISMARIEE, ZIFEERIEE.

RIXIEANRESEE&&IRE]: MESEE 10.0.0.0/12 ~ 10.0.0.0/28  172.16.0.0/12 ~ 172.16.0.0/28 « 192.168.0.0/16 ~
192.168.0.0/28 ., ERIMXIE IP False, BARI5SE5WSIPHE,

ERLHAEER.
REME
REMR ] P4 7035488
=t WIVPC 10.120.0.016 CVM: 10.120.1.2

IRIRERE: BR=ITE (1bF) BRSEAE $£38 111



O BAT

=]

BHEFAF

o B &I VPC M4 .

FARIVPNRIX 10.224.210.0/24

E5 40 ES 192.168.0.0/29

FiRx (VPN) 10.16.133.134/32
Fibmx (€4%) 192.168.0.0/29

Aty IDC BRS588 192.168.254.249/30

o VNEEL; CRIRRRHER,

o BEEECCNZEXRISES] , FIEVPCXREXECCN,

- EHiETAN VPN ERIR, MFEER, i 123218 @ik,
« IDC MigE B HEEME

ECEiRE
E=N - EEE - EEE -

BEEEMX

FRNENMEAERSBEDRE, RFFEERESR LNHEIREES,
$B1. 6I& CCN REZMAX

1. BR THENEHE , HEENSHEREERMX.
2. EERMXIE LS EFIFENAERE, ARREHE,
3. EMEERMXTFETEEMNXITE, THERERE. BFNRMEFHESN: ETENX,

FE
B
AKX
KEXRILE
FRTERI%S

ax
BEMXAIRTR.
EEEAETAX.
EREZEAN

KEXCUEBIFRIZEXMISER), ccn—o2twy6Bxt,

T2, SIREREHEE

1. B TEEN - TREE 88,
2. #EMSHEE, PHEMIEE > WEESHEE, ARELSRERE, HERESR, THEE . BANE. filf, XBRNTRNXSERE
B, ZRERET—4: BRER.

FE

EHBESR

ax

EHBESRR.

IRIFRE: BR=ItE (It ) BRSEATF

FAR VPN RXIP: 10.224.210.2

e VLANID: 998
o BIl=IBR IP1: 192.168.0.1
o BIA=IAR IP2: 192.168.0.2

VPNZ1tERX IP: 10.16.133.134
EEHAMMER: 192.168.0.3

192.168.254.249

VPN &%

39 11|


https://console.cloud.tencent.com/dc/dc
https://cloud.tencent.com/document/product/216/19256
https://console.cloud.tencent.com/dc/dcConn
https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/216/48586
https://console.cloud.tencent.com/dc/exclusive-dct/detail/advanced?id=dcx-pk2ldef6
https://console.cloud.tencent.com/workorder/category

O BAT

TR % “FRITL”

EEH EFCEMENMIEEE,

N EEFARMILE

P K thiek B RFABESEFIFRTE S, 4ArH.
LHRX KX PR PEIRRICCNEZ LMK

3. EMEEBNEEEIM TS, BESFEEERL tIEZn=EREE,

FBR ax

BeEMKILFAY VLAN, 140998,

VPN &

VLANID —4 VLAN MR— i, BUEBE0, 3000),
sz EHBENRATRE, FAUBEXBENMBEEXRIFERE. BISEHIENITEERT, ‘G’ S¥FRERITE
o
— EEEM LTI E LB ZNABREE IP, 5140 193.168.0.1/29
fﬁ:ﬂﬁLﬁ EERUTRERSmEMIE: 169.254.0.0/16 « 127.0.0.0/8 « 255.255.255.255/32
224.0.0.0/8 — 239.255.255.255/32 . 240.0.0.0/8 — 255.255.255.254/32 o
T EREMLIIFNERENREE IP, 51 193.168.0.2/29,
P2 EEBR IP REMEARTHIS, BmEEEA IP, LHRENLSIESEET.
EEREBA=HR IP #1BH30. 318, WAZSREBAZBRE IP,
BRBR P fiiE IDC MIAFSE&EEN=LE IP, #l80 193.168.0.3/29
BHAN i%$Z BGP I8,
BEE KINFHBRERIEE,
S i%4% BFD &%,
e EElR R EEEEaREE .
BRI EIRE MBEEHTIRERHIIBRBIEERKE, WHITEEIE,
BGP ASN WA\ CPE A BGP $BEAY AS S, BBifl= ASN 73 45090, EFRBNSHERFEN S E -
-~ N BGP $3EHI MD5 . B “Tencent” , BERTRFTE BGP %, BGP FHHALE ? & "\ +783
BGP #$A
S ER o
4, PFERRE,
5. AIDCHE .
&BE VPN W55

S, SIEFAM VPN %

1. B2 ENEEHE .

2. #EMBRFiEE VPN &E& > VPN B, #AEER.
3. £ VPN MXEERHE, PEHE.

4. IR HAYNE VPN RXXEES, BEIMTNXSH,

SHEWN SRR

IRIFRE: BR=ItE (It ) BRSEATF

40 H1113|T


https://cloud.tencent.com/document/product/216/74769
https://cloud.tencent.com/document/product/216/61995
https://console.cloud.tencent.com/vpc/vpc?rid=1

O BT VP

&SN EFERRETE, AR VPN EFHaFan.
e S A5 VPN MX&TR, FEE601FH .
PRt BR VPN RIKFRTE b

S %4 IPSec,

PSSR EE FAR

KEXPILE LEAMEE XN

=1 VPN RIXSPERBERIER . MERBE 10.0.0.0/12 ~ 10.0.0.0/28 « 172.16.0.0/12 ~ 172.16.0.0/28
BEARER « 192.168.0.0/16 ~ 192.168.0.0/28 , RAIRIEE IP FalhsE, BATS5EEISS IP M3,
45 10.224.210.0/24 o

s LR PR, H141200M,

e tREREY VPN MXFRINE, BRIRATHEERENEGIEE VPN RXER, ELEERE, ETREEN.

5. RRMXSHIRER, PHEIE, ESEFEERESR G IPSec VPN RX,
6. PEHEEFIZTRHNIFERE, EPRMRISEIE X EZIFAICCNZEXMSEH

S$IR2. QUEENIURMIX

1. EEMSMEZEE VPN ERE > MHimkX.

2. EXMRMXEIE R, Eiibly, P,

3. ESWiRMXEZTR, FAR IP ES IDC UAHRIKISERIFAN IP (432546 10.16.133.134 ) ,
4. pERERE,

$M3. 8I& VPN ili&

1. EEMSHAZEE VPN &% > VPN &EiE.
2. 7 VPN EEZERE, &iFitll, pERE.
3. R REPIES VPN BEER.
FMINBERSHES, HitSHEBBSR E VPN @&,

SHBM S
BER MANBERR.
k=S EFFABRILE
FABMLE EAF QU IFROFAB LB SR o
VPN F% #EF SR PelEaITAE VPN RIX,
PO TIPS %FE FPR2 PEIRAIXTIRRX
=% FE9123456,
eSS ®iF “ENhE” 5 BUAERNNE.
BEtE ®EF “ERIIRE" o
SREE EELRIERIME.
4. BEoIE,

IRIFRE: BR=ItE (It ) BRSEATF £41 11|


https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/52864

O BT VP

#R4. IDC FitEE

TRAI=SEE, Bzt VPN MXH VPN EBENRECETH, BTEMHEE IDC UNFHRMX FRES—MEK VPN BEER, BirEs
W AHRIKEEE o IDC MRS “Albgx” BPJ9 IDC fEY IPsec VPN iR, iZiREAIRAN IP iSRE 2182 1Y “WikkIxX” P,

ECEMIXIEH
$31. BB VPN RXiEH
1. B TAERBIEFSE .
2. BEREESHES FABRSE > VPN [IX, AEREEFRXELAIHERBRRE.
3. iR, ERiEREE VPN MXAIEEH.
SHEW otz
BaYim HEAHE IDC RIEE, i1 193.168.0.0/24 o
T—hssE ®IE “FAR VPN R%”

T—Hk 1EE 2BE VPN RIS 832/ VPN RX, vpngw—XXXXo

4. BERE.
$]2. RHEERMRE CCN RIkEH

1. BEHEASHED AERE > TEAX.
2. £ ERMXTE, PEMXIEE ID HNFER.
3. ELPIFIRTE, RERBARRE, RAEPEHE.

BeE IR i5iAR

155E CCN RHHIMER, BENZT IDC MIRER,

L Zf5: 10.16.133.134/32

4. TRIBHERNESS, BERE.

Al S5 IRIIE

Sehk LRECES, At IDC 1 VPC ZiESEaLAR{TTAMMNZES . Mid74ite IDC 1 VPC ZERIFAMEE I RISIEREREZE VPN M
XN,
1. Mik&@EtE
B3 CVM £, M Ping &a<ihiaitt IDC MERPIIRSSER -
2. INEIEIE
# VPN {z#l&, EF VPN BELERERER, BRERTINERIN.

IRIFRE: BR=IE (16F) BREEAR $£42 HM1Mm


https://cloud.tencent.com/document/product/554/56361
https://console.cloud.tencent.com/vpc/vpc?rid=1

(%) - iiit= VPN

5 R =0 AzureChina 2@z VPN i&iE

RIEEFAYE: 2025-05-30 14:29:52

ERNABRZEENER VPN &%, RIETABRZEAREERAARER, HRTNERSME, RO THER.

@ ikAB:
HTF VPN EE S REBIAE~RS AzureChina &R, HiEPHNLSEHTRAEERTES T REHRNZELSER—,

AIEHEBIRM FEETZH AzureChina ZiEEEZ VPN & MESHHE, SUSEHIBHTRXHRIZE,

IRIRERE: BR=ITE (1bF) BRSEAE $43 1M


https://cloud.tencent.com/developer/article/2175836

O BHS

#37 IDC 5= EFiFERER (57& BGP )

EIEEFRAYE: 2025-01-15 18:38:02

AR TrBNEED VPN #9507 BGP 471 IDC Mz L&FiR, SEMIVSESERE.

A ssinm

AP USHEREZL, A VPN ERTET IDC 5= LM%, Hidid BGP #T&(E.

A EE:

E IREEERE .

< ¢ P
EAES REGH kS wREE ®
@ 2020%F9A158. VPCRIER, REEMHE 2
[ o]
G R -
wemos  mess  sese | seews | Q)
o3R8t b o fEeTh 2B Y
ANY ANY R
_ 1
B =CCN (10.7.0.0/24) I
1
1
1
1
O I
VPNEE

CvM CVM

RMERE

1. BUBZ=EXRISCHI.

2. BU# CCN B! VPN [, H4BELIZBIFAIZIXMISES].

3. BUEXIRMXFHEE IDC M ASN.
4. 8l VPN @&, EE BGP &%,
5. IDC UAMEE .

MEPRR

FES NN BRI EFLENRELSBRESY, HSHFESEESARFIREXE.

$H—: UEZHMLE

IRIRERE: BR=ITE (1bF) BRSEAE

i
1
1
1
1
I
:
1
: CVM @
1
1
1
I
1
1
1
1
[

o {#F CCN B! VPN BY, 1L CCN fUfZi 0.0.0.0 MERERH, HXBREESE BRIEHEER
o fEMA=NS BGP 4@r ECMP AR/, 7 7TH5LE VPN RXEks3sim, SFEERE CCN UZLE VPN MXEEERE, HXRFEES

FFIDC (10.9.0.0/24)

VPN &%

£44 1M


https://cloud.tencent.com/document/product/877/102416
https://cloud.tencent.com/document/product/877/102416

O BHS

EREECHKMEH S EZFIRENZIXRSES], BIMEEESR HEZEXMSLA o

FWM_: QREZEME VPN RX

1. BF VPN RXEFE , EVPNNXRESLHE.

2. 7£ VPNUER EiE CCN BRIX2H,
O Mhis: EEER,
O MIEESERY: EIFREEN
O WE: iEE200MbpsR LA LG

VPN &%

O BGP ASN: E&iflil VPN RX ASN S, BAiA64551, BUEEREN 1 - 4294967295, Hr 139341, 45090. 58835 FrIA,

3. # VPN RXi#ERE, PEMMMSEENMHXEREERA, EXBSRMEEES, 45E SE— BIFRNTREG,

TE=: SIEMIRMX

1. BR WiRMNXERS , ARUNIERMNXEE, SERE.
2. EMEMRRIXTAE, EE IDC MATFAMIAIEN IP it FIFMEIR ASN, #ETSR CIETIRMNX o

#IRY: GIE BGP iEHE VPN EiE

1. BF VPN EEZFE , #AM VPN BEXRHE, PHEHE.
2. 74 VPN BiERH, KIEXLIMEREBEBEESSY, RERHMBERERE.

N e =
VPN Py L A ek g, ASN: 1234)

OzEes Wi

T e g S AERTLG), ASN: 987

1.7 Ek

IKEAPsec

o) 1557

O m&inaE i

Slibhi: i sPDsl Q) whES BGP RS

ASN 987

BGP i @ 169 - 254
BGP itk () 169.254.128.1
B @
P 3588
PILEEEY IEEREXN

VPN Rk #EFZEEE ASN BIZEXME! VPN RX,

IRIRERE: BR=ITE (1bF) BRSEAE

v

]

845 11|


https://cloud.tencent.com/document/product/877/18752
https://console.cloud.tencent.com/vpc/vpn-gateway?rid=1&current=1&pageSize=10
https://buy.cloud.tencent.com/vpngw
https://console.cloud.tencent.com/vpc/vpncgw?rid=1
https://cloud.tencent.com/document/product/554/52865
https://console.cloud.tencent.com/vpc/vpn-tunnel
https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/52864

O BT VP

POITITIES EIFELES ASN MWikkx .

BEER iEIZEE BGP iBH.

BGP $3E BF=imfAPIREIEN BGP FERER, iZMERRIE 169.254.128.0/17 SBEIN.
Z=im BGP bk = F5HBPEE BGP IP bt

FRiE BGP Ml aligd, B EchIAF s BGP EEthbht,

=i BGP Mt FaEMfE, &S¥kEzBmEH.

WA IDC FifEXiEE

THAI4L R, =k VPN WX VPN BENERECETH, FEMEE IDC UK “FitkxX” ERES—ME VPN BEER, RFiE5E
AtRXEE o

© RB8:
IDC By “ZAibm<” B1J3 IDC Ay IPsec VPN &%, iZi&RIIAN IP icRECRIFH “Xdimkx” dh,

IRIFRE: BR=ItE (It ) BRSEATF 5846 H111M13:


https://cloud.tencent.com/document/product/554/56361
https://cloud.tencent.com/document/product/554/52858

O BHS

A ithped X ECE
LA AXIEEE

EIEE#ATE: 2024-07-09 17:58:01

&M IPsec VPN #E3iZiEifl= VPC 1A IDC RIS, EEREREAE VPN RXE, BIEFERARF IDC At mrImXig T

VPN B& . AT BEHBHKIERIEE .

© Hi:

AZLAES USG RFIBSXIEH G, 7M4R IPSec VPN EcEidiE, ESFMIEELAREMIVSEIRS, i

;E'&'.ro

SRREEEERN= VPC A 8IiE VPN, #5% VPN BEEE .

G

A3 IPsec VPN BECEHIRAFIGNT :

[iTy=11

PSR E

VPN XK [P
IDC 52

TP S/NTIN
FFammO
TirAMRO
IPsec EEfitE
BHINERSE
PSK

mZ=Ex
NIEEE
thEiEsl
KimtmiR

b ool

DH group

IKE SA Lifetime
IPsec 52

NIEEE

IRIRERE: BR=ITE (1bF) BRSEAE

~BIE

VPC 52

159.75.%*.242

Pk CIDR

120.235.**.76

GE1/0/2

GE1/0M1

IKE &2 &

fit==4A

123456

AES—-128

MD5

main

IP Address:120.235.225.76
IP Address:159.75.41.242
DH2

86400

mnEgE

MD5

VPN &%

BRI EREE N SR EERE

SF47 1M


https://cloud.tencent.com/document/product/554/52861
https://cloud.tencent.com/document/product/554/52864

O BHS

R EE=ET Tunnel
T2y ESP
PFS disable

IPsec sa Lifetime 3600s

RMES TR

1. EEE#ZO IP ftblit, FSEOMARERE,

[HUAWEI] interface GigabitEthernet 1/0/1

[HUAWEI-GigabitEthernet1/0/1] ip address 172.16.0.1 16 /*PIpIpd3Eitit/
[HUAWEI-GigabitEthernet1/0/1] quit

[HUAWEI] interface GigabitEthernet 1/0/2

[HUAWEI-GigabitEthernetl1/0/2] ip address 120.235.**.76 24
[HUAWEI-GigabitEthernet1/0/2] service-manage ping permit /*fiFZ=impingZRIFEl*/
[HUAWETI-GigabitEthernet1/0/2] quit

[HUAWEI] interface tunnel 1

[HUAWEI-Tunnell] ip address unnumbered interface GigabitEthernetl/0/2
[HUAWEI-Tunnell] tunnel-protocol ipsec

[HUAWEI-Tunnell] service-manage ping permit

[HUAWEI-Tunnell] quit

[HUAWEI] firewall zone trust

[HUAWEI-zone-trust] add interface GigabitEthernet 1/0/1 /*EZOMABBXNIEZLX*/
[HUAWEI-zone-trust] quit

[HUAWEI] firewall zone untrust

[HUAWEI-zone-untrust] add interface GigabitEthernet 1/0/2
[HUAWEI-zone—untrust] add interface tunnel 1

[HUAWEI-zone—-untrust] quit

2. BeElHEAR 2R

[HUAWEI] security-policy
[HUAWEI-policy-security] rule name 1 /*BBNEERESREE~/
[HUAWEI-policy-security-rule-1] source-zone untrust

[ destination—-zone trust
[

source-address 10.1.1.0 24

HUAWEI-policy-security-rule-1
HUAWEI-policy-security-rule-1

[HUAWEI-policy-security-rule-1] action permit

]
]
]
[HUAWEI-policy-security-rule-1] destination-address 172.16.0.0 16
]
]

[HUAWEI-policy-security-rule-1] quit
[HUAWEI-policy-security] rule name 2 /*BBNEERESREE~/
[HUAWEI-policy-security-rule-2] source-zone trust
[HUAWEI-policy-security-rule-2] destination-zone untrust
[HUAWEI-policy-security-rule-2] source-address 172.16.0.0 16
[HUAWEI-policy-security-rule-2] destination-address 10.1.1.0 24

]

]

[HUAWEI-policy-security-rule-2] action permit
[HUAWEI-policy-security-rule-2

HUAWEI-policy-security] rule name 3 /*ENEElhsRAg~/

quit

[

[HUAWEI-policy-security-rule-3]
[HUAWEI-policy-security-rule-3]
[HUAWEI-policy-security-rule-3]
[HUAWEI-policy-security-rule-3]

IRIFRE: BR=ItE (It ) BRSEATF

source-zone local
destination-zone untrust

source-address 120.235.**.76 32

destination-address 159.75.**.242 32

$£48 H11M:




[HUAWEI-policy-security-rule—-3] action permit
[HUAWEI-policy-security-rule-3] quit
HUAWEI-policy-security] rule name 4 /*BNEElhsRAg~/
HUAWEI-policy-security-rule-4] source-zone untrust
destination-zone local

source-address 159.75.**.242 32

[
[
[HUAWEI-policy-security-rule-4
[HUAWEI-policy-security-rule-4
[

[HUAWEI-policy-security-rule—-4] action permit

]
]
]
HUAWEI-policy-security-rule-4] destination-address 120.235.**.76 32
]
]

[HUAWEI-policy-security-rule—-4] quit

3. EeEipiaiEEsIR, EXFERIPHIBIER.

[HUAWEI] acl 3000

[HUAWEI-acl-adv-3000] rule permit ip source 10.1.1.0 0.0.0.255 destination 172.16.0.0
0.0.255.255

[HUAWEI-acl-adv—-3000] quit

4, fitE IPSec &Y.

[HUAWEI] ipsec proposal tranl
[HUAWEI-ipsec-proposal-tranl] transform esp
[HUAWEI-ipsec-proposal-tranl] encapsulation-mode tunnel

[HUAWEI-ipsec-proposal-tranl

]
]

[HUAWEI-ipsec-proposal-tranl] esp authentication-algorithm md5
] esp encryption-algorithm aes-128
]

[HUAWEI-ipsec—-proposal-tranl] quit

5. 8 IKE Z£H,

[HUAWEI] ike proposal 1
[HUAWEI-ike-proposal-1] encryption-algorithm aes-128
[HUAWEI-ike-proposal-1] authentication-algorithm md5
[HUAWEI-ike-proposal-1] dh group2
[HUAWEI-ike-proposal-1] quit

6. ELE IKE 3R

[HUAWEI] ike peer tencent

[HUAWEI-ike-peer—asa] undo version 2

[HUAWEI-ike-peer—asa] exchange-mode main

[HUAWEI-ike-peer—asa] ike-proposal 1

[HUAWEI-ike-peer—asa] remote-address 159.75.**.242 / / BSTUNI2> pog bk
[HUAWEI-ike-peer—asa] pre-shared-key 123456

[HUAWEI-ike-peer—asal] quit

7. BtE IPSec &KHiE,

[HUAWEI] ipsec policy mapl 1 isakmp

[HUAWEI-ipsec-policy-isakmp-mapl-1] security acl 3000

[HUAWEI-ipsec-policy-isakmp-mapl-1] proposal tranl

[HUAWEI-ipsec-policy-isakmp-mapl-1] ike-peer tencent
]

[HUAWEI-ipsec-policy-isakmp-mapl-1] quit

IRIFRE: BR=ItE (It ) BRSEATF £49 111




(%) - iiit= VPN

8. £ Tunnel ##0O LM IPSec 5B,

[HUAWEI] interface Tunnel 1

[HUAWEI-Tunnell] ipsec policy mapl
[HUAWEI-Tunnell] quit

9. iEEMEEH, 5Ii%E tunnel O,

[HUAWEI] ip route-static 10.1.1.0 24 tunnel 1

10. BEEIMNEHG MAEEH.
flan: EEXRX79120.235.%%.1

[HUAWEI] ip route-static 0.0.0.0 0.0.0.0 120.235.**.1
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&

RMES IR

ERTFET SPD RE&HERR VPN
1. EREXHRENRSTERERH

-p 22 root@172.16.0.1

root@SRX1> configure

Entering configuration mode

[edit]
root @SRX1

root @SRX1

commit complete

2. BEEXIEMEED. T2, iHEER.

set interfaces ge-0/0/x unit 0 family inet address 172.16.0.1/16
set interfaces ge-0/0/y unit O family inet address 120.xx.xx.76/30
set security zones security-zone trust interfaces ge-0/0/x.0

set security zones security-zone untrust interfaces ge-0/0/y.0 host-inbound-traffic

system-services ike

set security zones security-zone untrust address-book address vpn-peer_subnet

10.1.1.0/24

set security zones security-zone trust address-book address vpn—-local_subnet

3. EeE IKE KA.

security i proposal ike-proposal-cfgr authentication-method pre-shared-keys

security i proposal ike-proposal-cfgr dh-group group?2
security i proposal ike-proposal-cfgr authentication-algorithm md5
security i proposal ike-proposal-cfgr encryption-algorithm aes-128-cbc

security i proposal ike-proposal-cfgr lifetime-seconds
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set security ike policy ike-policy-cfgr mode main

set security ike policy ike-policy-cfgr proposals ike-proposal-cfgr

set security ike policy ike-policy-cfgr pre-shared-key ascii-text "TestPa

4. BBE IKE Mk, HIEOFIMHYARS

security i gateway ike-gate-cfgr ike-policy ike-policy-cfgr

security i gateway ike-gate-cfgr address 159.xx.xx.242

security i gateway ike—-gate-cfgr local-identity inet 120.xx.xx.76

security i gateway ike-gate-cfgr remote-—-identity inet 159.xx.xx.242

security i gateway ike-gate-cfgr external-interface ge-0/0/y

security i gateway ike-gate-cfgr version vl-only

5. & IPsec &Hgo

security proposal ipsec-proposal-cfgr protocol esp

security proposal ipsec-proposal-cfgr authentication-algorithm hmac-md5-96

security proposal ipsec-proposal-cfgr encryption-algorithm aes-128-cbc

security proposal ipsec-proposal-cfgr lifetime-seconds

security policy ipsec-policy-cfgr proposals ipsec-proposal-cfgr

6. NH IPsec &RHg.

security ipsec vpn ipsec-vpn-cfgr ike gateway ike-gate-cfgr

security ipsec vpn ipsec-vpn-cfgr ike ipsec-policy ipsec-policy-cfgr

security ipsec vpn ipsec-vpn-cfgr establish-tunnels immediately

routing-options static route 10.1.1.0/24 next-hop X.X.xX.X

7. BeEHHuhRES o
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set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit

match source—-address vpn—-local_subnet

set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit

match destination-address vpn-peer_subnet

set security policies from-zone trust to-zone vpn policy trust-to-untrust_any_permit

match application any

set security policies from-zone untrust to-zone trust policy trust-to-

untrust_any_permit then permit tunnel ipsec-vpn ipsec-vpn-cfgr

set security policies from-zone untrust to-zone trust policy trust-to-

untrust_any_permit then permit tunnel pair-policy untrust-to-trust_any_permit

8. EEE IR,

set security policies from-zone vpn to-zone
match source-address vpn-peer_subnet

set security policies from-zone vpn to-zone
match destination-address vpn-local_subnet
set security policies from-zone vpn to-zone
match application any

set security policies from-zone vpn to-zone
then permit tunnel ipsec-vpn ipsec-vpn-cfgr

set security policies from-zone vpn to-zone

trust

policy

policy

policy

policy

policy

untrust-to-trust_any_permit

untrust-to-trust_any_permit

untrust-to-trust_any_permit

untrust-to-trust_any_permit

untrust-to-trust_any_permit

then permit tunnel pair-policy trust-to-untrust_any_permit

9. RFECE

root @SRX1

commit complete

ERATETRHEERN VPN

1. EREXHRENRSTERERH

-p 22 root@172.16.0.1

root@SRX1> configure

Entering configuration mode

[edit]
root @SRX1

root @SRX1
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commit complete

2. BEEPXIEMEED . Z2iE. IHEER.

interfaces ge-0/0/x unit 0 family inet address 172.16.0.1/16

interfaces ge-0/0/y unit 0 family inet address 120.xx.xx.76/30

interfaces st0 unit 0 family inet mtu

security zones security-zone trust interfaces ge-0/0/x.0

set security zones security-zone untrust interfaces ge-0/0/y.0 host-inbound-traffic

system-services ike

set security zones security-zone vpn interfaces st0.0

set security zones security-zone vpn address-book address vpn-peer_subnet 10.1.1.0/24

set security zones security-zone trust address-book address vpn—-local_subnet
172.16.0.0/16

3. EeE IKE %A

set security i proposal ike-proposal-cfgr authentication-method pre-shared-keys

security i proposal ike-proposal-cfgr dh-group group?2

security i proposal ike-proposal-cfgr authentication-algorithm md5
security i proposal ike-proposal-cfgr encryption-algorithm aes-128-cbc
security i proposal ike-proposal-cfgr lifetime-seconds 86400

security policy ike-policy-cfgr mode main

security policy ike-policy-cfgr proposals ike-proposal-cfgr

security i policy ike-policy-cfgr pre-shared-key ascii-text "Te

4. B8 IKE [X. HiEOfARA .

set security ike gateway ike-gate-cfgr ike-policy ike-policy-cfgr

set security ike gateway ike-gate-cfgr address 159.xx.xx.242
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security ike gateway ike-gate-cfgr local-identity inet 120.xx.xx.76

security ike gateway ike—-gate-cfgr remote-identity inet 159.xx.xx.242

security ike gateway ike-gate-cfgr external-interface ge-0/0/y

security ike gateway ike-gate-cfgr version vl-only

5. & IPsec &,

security proposal ipsec-proposal-cfgr protocol esp

security proposal ipsec-proposal-cfgr authentication-algorithm hmac-md5-96

security proposal ipsec-proposal-cfgr encryption-algorithm aes-128-cbc

security proposal ipsec-proposal-cfgr lifetime-seconds

security policy ipsec-policy-cfgr proposals ipsec-proposal-cfgr

security vpn ipsec-vpn-cfgr ike proxy-identity local 172.16.0.0/16

security vpn ipsec-vpn-cfgr ike proxy-identity remote 10.1.1.0/24

security vpn ipsec-vpn-cfgr bind-interface st0.0

6. MM IPsec %,

set security ipsec vpn ipsec-vpn-cfgr ike gateway ike-gate-cfgr

set security ipsec vpn ipsec-vpn-cfgr ike ipsec-policy ipsec-policy-cfgr

set security ipsec vpn ipsec-vpn-cfgr establish-tunnels immediately

set routing-options static route 10.1.1.0/24 next-hop st0.0

7. BeEHHuARER o

set security policies from-zone trust to-zone policy trust-to-vpn_any_permit
source—address vpn-local_subnet

set security policies from-zone trust to-zone policy trust-to-vpn_any_permit
destination-address vpn-peer_subnet

set security policies from-zone trust to-zone policy trust-to-vpn_any_permit
application any

set security policies from-zone trust to-zone policy trust-to-vpn_any_permit

permit

IRIFRE: BRzITE (165 ) BRSEAS 76 11|




O BAT

VPN &%

8. EEE IR,

set security policies from-zone vpn to-zone
source—address vpn-peer_subnet

et security policies from-zone vpn to-zone
destination-address vpn-local_subnet

set security policies from-zone vpn to-zone
application any

set security policies from-zone vpn to-zone

permit

9. RFHCE

root @SRX1

commit complete
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IPsec SA &£%=EHA (s) 3600s
IPsec SA &4 (KB) 1843200KB
pXISEE EOEER Nameif outside

MEPR

EATET SPD RE&HEARR VPN (IKEV1)

1. ERPBHXEREGSEERT.

-p admin@10.XX.XX.56

User Access Verification
Username: admin
Paggwerelg & i
1o

Type help or for a list of available commands.

ASA>
ASA> en

Password:

ASA
ASA (configq)

2. BEERAXIERO
TE2RRN TREMNHZEN R AERO .

interface GigabitEthernet0/0
nameif outside
security-level

address 120.XX.XX.76 255.2

3. BE isakmp HB&.

crypto ikevl enable outside

crypto ikevl policy 1

authentication pre-share

encryption AES-128

IRIFRE: BR=ItE (It ) BRSEATF 5586 H1113:
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hash MD5

group 2

lifetime

4. BEMHZEN,

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 ipsec-attributes

ikevl pre-shared-key tencent@123

5. ftE IPsec 2o

crypto ipsec ikevl transform-set TS esp-aes esp-mdS-hmac

6. fic& ACL.

access—list INTERESTING extended permit
-25%5.25%9.0

7. B2E IPsec g,

crypto 1 match address INTERESTING

crypto 1 set peer 159.XX.XX.242

crypto set ikevl transform-set TS

crypto set security-association lifetime seconds

8. I5H IPsec &Hgo

rypto map CMAP interface outside

9. BCEFFSIEH

route outside 10.1.1.0 255.255.255.0 159.XX.XX.242 1

10. X VPN i&E&t .
T Ping &<l VPN ROEEM

IRIFRE: BR=ItE (It ) BRSEATF 87 111
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EBRFETFERBEERLN VPN (IKEV1)

1. ERBAHREGRSERERH

-p admin@10.XX.XX.56

User Access Verification
Username: admin
Password: **xxxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

ASA
ASA (confiqg)

2. EEERXIEEO,
RN FTREMNHZENRIRAIPAERO

interface GigabitEthernet0/0

nameif outside

security-level 0
address 120.XX.XX.76 255.255.255.252

3. BeE isakmp .

IRIRERE: BR=ITE (1bF) BRSEAE 588 H11M1:



crypto ikevl policy 10
authentication pre-share
encryption AES-128

hash MD5

group 2

lifetime

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 ipsec-attributes
ikevl pre-shared-key tencent@123

5. ficE IPsec {21

crypto ipsec ikevl transform-set TS esp-aes esp-md5-hmac

6. & IPsec &g o

crypto ipsec profile PROFILEL
set ikevl transform-set TS

set security-association lifetime kilobytes 1843200

set security-association lifetime seconds

7. BH IPsec &,

interface TunnellO0O0
tunnel source interface outside

tunnel destination 159.XX.XX.242

tunnel mode ipsec ipv4

tunnel protection ipsec profile PROFILE1L

8. BeERFSIZH

route vti 10.1.1.0 255 159.XX.XX.242

9. Mix VPN &i@tt,
#3 Ping @3 <illid VPN RYEE M

IRIFRE: BR=ItE (It ) BRSEATF 89 H11M1:|




BRETFET SPD REEHEXRR VPN (IKEV2)

1. ERBAHREGRSERERH .

-p admin@10.XX.XX.56

User Access Verification
Username: admin
Password: **xxxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

ASA
ASA (confiqg)

2. BEERAXIEEO
TE2REN TREMNHZEN IR AERO .

interface GigabitEthernet0/0
nameif outside
security-level 0
address 120.XX.XX.76 255.255.255.252

3. Bt& isakmp .

crypto ikev2 enable outside

IRIFRE: BR=IE (16F) BREEAR 5890 H1113:




crypto ikev2 policy 10
authentication pre-share
encryption AES-128

integrity MD5

group
prf sha

lifetime seconds

4. EcEHRES

group-policy group_policy internal
group-policy group_policy attributes

vpn-tunnel-protocol ikev2

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy

tunnel-group 159.XX.XX.242 ipsec-attributes

ikev2 remote-authentication pre-shared-key tencent@123

ikev2 local-authentication pre-shared-key tencent@123

6. BicE IPsec Z21MMN.

crypto ipsec ikev2 ipsec-proposal ikev2_proposal

protocol esp encryption aes-128

protocol esp integrity sha-1

7. EC& ACL.,

access—-list INTERESTING extended permit
255.255.255.0

8. Et& IPsec &g o

crypto map CMAP 1 match address INTERESTING

crypto map CMAP set peer 159.XX.XX.242

crypto map CMAP 1 set ikev2 ipsec—-proposal ikev2_proposal

IRIFRE: BRzITE (165 ) BRSEAS £91 #111|
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crypto map CMAP 1 set security-association lifetime seconds

crypto map CMAP 1 set security-association lifetime kilobytes 184

9. BH IPsec %k,

rypto map CMAP interface outside

10. B ERSEH.

route outside 1.1, 255.255.255.0 159.XX.XX.242 1

11. Wi VPN &E&@% o
#iT Ping @<Mlli VPN ROEEHE

ERFETFERBEERN VPN (IKEV2)
1. BRBAHREGSERERH .

-p admin@10.XX.XX.56

User Access Verification
Username: admin

Password: **xxxxxx

Type help or '?' for a list of available commands.

ASA>
ASA> en

Password:

IRIRERE: BR=ITE (1bF) BRSEAE $£92 11|



ASA
ASA (confiqg)

2. BEeERAXIERO
TE2RRN TEREMNHEBAZIRIMAIERALK Tunneld.

interface GigabitEthernet0/0
nameif outside
security-level |
address 120.XX.XX.76 255.255.255.252
interface Tunnell0O0
nameif vti

address 172.XX.XX.2 255.255.255.0

3. BBE isakmp FKRHEE.

crypto ikev2 policy 1

encryption AES-128
integrity MD5 /
group

prf sha

lifetime seconds

4. EcEHRES

group-policy group_policy internal
group-policy group_policy attributes

vpn-tunnel-protocol ikev2

tunnel-group 159.XX.XX.242 type ipsec-121
tunnel-group 159.XX.XX.242 general-attributes default-group-policy group_policy

tunnel-group 159.XX.XX.242 ipsec-attributes
ikev2 remote-authentication pre-shared-key tencent@123

ikev2 local-authentication pre-shared-key tencent@123

6. BicE IPsec Z21MY.

IRIFRE: BR=ItE (It ) BRSEATF $£93 111
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crypto ipsec ikev2 ipsec-proposal ikev2_proposal

protocol esp encryption aes-128

protocol esp integrity sha-1

7. EEE IPsec %,

crypto ipsec profile PROFILEL
set ikev2 ipsec-proposal ikev2_proposal /

security-association lifetime kilobytes 18

set security-association lifetime seconds

8. I5H IPsec &FHg.

interface TunnellOO0
tunnel ~ce interface outside

tunnel destination 159.XX.XX.242

tunnel mode ipsec ipv4

tunnel protection ipsec profile PROFILE1

9. BCERFSIEH

route vti 10.1.1.0 255.255.255.0 159.XX.XX.242

10. Wik VPN i&Ei@l,
T Ping &<l VPN ROEEM

IRIRERE: BR=ITE (1bF) BRSEAE $£94 H111M3|
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SSL VPN
SSL VPN ipiafE#lseikigs| ( okta)

RIEEFAYE: 2024-12-0410:03:53

AN BRINAERSEZT IDP (okta) #1 SSL VPN sERisiaiEs, RAHEWSHZSM.

©
EI8) SSO BHAEIARET, WBER, BIET THsHE.,
XIFETF SAML2.0 K9ERSE=7 IDP, il Okta.
L HHEA VPN4.0,

RMERE

palil

THFEER THFEER HPFEER izl

5

$B1: (HPEER) IDP KE (okta)

izl

Okta 73%8=% IDP %, A PRINEBERSHEE, Okta BIMRMELEIEEE Okta ENZE okta BRERENZIER .

BEALREE Okta MBNZZENEEXREZHEERGEE.
1. BR Okta ERN , #EI& Okta ARER.

2. i Applications TR, HEEMARR, ABE General WEHEFE Edit.
$& okta

Dashboard ~ « Back to Applications
Directory - LT T TR R )
Customizations ~ Active v * | ViewlLogs Monitor imports

[=]a}
oo

Applications PN
Once you have a working SAML integration, submit it for Okta review to ETRN ST v 1o
sl

Self Service

General Sign On Import Assignments
AP Service
Integrations. General Settings
Security % App Settings L All fields are required unless
marked optional. Some
Workflow v Application label Pl test-vpn fields may no longer be
editable.
Reports ~ Application visibility Do not display application icon to users
O
Settings v Provisioning None

On-Premises Provisioning

SCIM

3. 7£ Configure SAML IHE#CE Single sign—on URL #1 Audience URL(SP Entity ID).

© iRHR:

On-premises provisioning
allows you to provision users
to your on-premises
applications.

VPN &%

Single sign—on URL: https://self-service.vpnconnection.tencent.com/api/auth/sso-v2/saml , IR

EEE.

IRIRERE: BR=ITE (1bF) BRSEAE
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https://cloud.tencent.com/document/product/598/37658
https://www.okta.com/
https://console.cloud.tencent.com/workorder/category

O BAT

| « Audience URI (SP Entity ID): Eifl= Client VPN EEIBESI 14 .

General Settings

A SAML Settings

@ configure SAML

General

Single sign-on URL @

https://self-service.vpnconnection.tencen

Use this for Recipient URL and Destination
HRE

Feedback
What does this form do?
Thy generates the

XML nepded for the app's
SAML r¢quest.

Where dp | find the info this

form needs?

Audience URI (SP Entity ID) |@

self-service.vpnconnection.tencent.com-¢

The apg you're trying to

integraté with should have

Default RelayState @

Name ID format @

Application username o

Update application username
on

If no value is set, a blank RelayState is sent

Unspecified v
Okta username Y
Create and update v

Show Advanced Settings

its own documentation on
using SAML. You'll need to
find that doc, and it should
outline what information you
need to specify in this form.

4. EfE SAML/Configure SAML TE#E GENERAL T ATTRIBUTE STATEMENTS ##ALITER .

Attribute Statements (optional)

Name Name format Value

LEARN MORE

https://cloud.tencent Unspecified v

toptiomaty

https://cloud.tencent = Unspecified v okta

gcs::cam::uin/100002840660:roleNa

v

Add Another

Name

https://cloud.tencent.com/SAML/Attribut

es/Role

Value

https://cloud.tencent.com/SAML/Attribut

es/RoleSessionName

okta

5. £ Sign on TEIREVERLFH T IDP #Y SAML-Metadata 3%,

IRIFRE: BR=ItE (Ib5R) BRSEAR

VPN &

qcs::cam::uin/{AccountID}:roleName/{RoleName},qcs::cam::
uin/{AccountID}:saml-provider/{ProviderName}

596 H111:T


http://self-service.vpnconnection.tencent.com/
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$% okta

Dashboard v
Directory v
Customizations v
Applications ~
Applications
Self Service
API Service
Integrations
Security v

Fatou R BTl B T

©

Active v

publish in the OAN.

[ - ‘ View Logs Monitor Imports

00 AL |
© 88 Wl e

H Once you have a working SAML integration, submit it for Okta review to JEHTN VTR BTFP Y

General Sign On

pport Assignments

Settings

Sign on methods

BF View SAML setup instructions.

Credentials Details

Application username format

Update application username

on

Password reveal

Okta username

Create and update

Update Now

Allow users to securely see their password

(Recommended)

Edit

About

SAML 2.0 streamlines the
end user experience by not
requiring the user to know

their credentials lsers

SAML Setup

Single Sign On using SAML

will not work until you

configure the app to trust

Okta as an IdP.

€ View SAML setup

instructions

gF Download certificate, TEHIFHIXHEHFEEEIN= CAM SpECER LIE,

Customizations ~
Applications ~
Applications
Self Service
API Service
Integrations
Security ~
Workflow ~
Reports ~
Settings -

----BEGIN CERTIFICATE-

vemspY

20¥TEY

MBIGATUECWWLUINPUR

AUEBAM

T 03Mzg0NZQy

MR

\QBAMIB

IEWUQUTIAL

TYLKVORKdES gL

JQZK4BNIL

\QCan:

K2KhRIUYLOCHREVCEQL JKCQTeJBIYVRALGQNXen

TUSMILs2+: JBITONH
476

CMIBXg1270TmSPQ2+LGAEUDY +gGNO/BOH20UBIaMK

=ne=-END CERTIFICATE -es-e

Download
certificate

Optional

@, Provide the following IDP metadata to your SP provider.

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor entitylD="http://www.okta.com/exk6jk88184dJCGOy697"

$m2: (HFEER) CAM SHERE

1. BRHIDEE (CAM) =HI&, #HA SHiRIHE > ABSSO A, PEMEBRHE.

IRIFRE: BR=ItE (It ) BRSEATF
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https://console.cloud.tencent.com/cam/idp
https://cloud.tencent.com/document/product/598/30290
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fHsSso

@ SRR 1P ) ER YR

BB =358 F SAML2.0 £ S50 (Single sign On, $mE%) , Eid IdP SHIGEHANEREF I ERHRENENCHE. BilsBa=Emi 80 FxA .
1. fyEe 8SO: RUETLAZERM IdP REEATER, ER#TENSTEW dP BREFEE, iR THETEEN CAM AREZENE:
2. AiF SS0: BiflzEid IdP fiUR ) SAML IS 3L OIDC <HEEE AP SBIREG CAM BFFIMEIRR, FUAFERS, ERE CAM BFIRERE.

TR

IRBEEERE EitmmER
- ] SAML
Okta SAML

2. EIESMIRMHERE, EFRMHHEEN SAML ARBREBER, BET—F.

QO ==zumme >

O samL olDC

BffrtaaF

HENF idp-metadata; fAltllokta

BiriRMBERR: BABBRUERMR.
HEHER: BAEWNIRSHREBNESER.

FOEEAE: B £ (FHFEIER) IDP EE (okta) PTRHAINH. SFBEETEIEE LIE IDP BBEPTHA SAML-
Metadata #iE3H, TEEXIEASIEIESIER T LERK.

S&3: (HEPEESR) VPN HiFkE

8 SSL VPN F%

1. BR WENEEHE , EENSHZREE VPN £ > VPN BX, #ASER.

2. # VPN RXEERA, PEHE, FOPHNHE VPN BXRE, REFESHKEE SSL VPN X,
BUE SSL IR

1. EEMSHZFERE VPN &% > SSL BSR, #ASER.

2. 7£ SSL IRSSIREERE, PENE, EHHME SSL RBMFED, KIERESHER SSL RS,

INERT: ZMERREIA SSL IRS3IRAIK SSL EFiREEiAiE.
BiniRHE: HAISMRUEIENE CAM, #EREE S (ERRNE,

IRIRERE: BR=ITE (1bF) BRSEAE 898 H111:


https://console.cloud.tencent.com/vpc/vpc?rid=1
https://cloud.tencent.com/document/product/554/102439#download1
https://cloud.tencent.com/document/product/554/63716
https://cloud.tencent.com/document/product/554/63717
https://cloud.tencent.com/document/product/598/30283?from_cn_redirect=1

O BHS

$FiESSLERS R

Q) - CEMSREEFIEHNE ENME, EFEIEVPNRZAEVPCARIPIILE, &%)

8.

» EFlEMEE S REEFIES E ETEENRME, ArSTiERE
5@, BtinEsmsTST24.

* 55L SRR GG LIFIEVPCHC E FMESH,
i, BHRE1A T EEFIRREE.

BEFmE

BREE -

$W4: (H#HR) # Client VPN IIPTH SSL EFIRECEXHT SSL EF

1. BEEFINERRIAR Eifl=Clinet VPN BHERSIIF o
2. 7£ SSL BR35i% ID FRFEFTROSINEIMCIERIFAY SSL RSSHR ID, AFRET—H, FHih SSO AL,
MR BHETRHE SSL RS ID , AIBXREFPEERRIR,

& Wz Client VPN BEIFRSS

test

2HE

L e E e o i

P
+HtE—47

ok e - g R

- W %l

uoe

1194

NONE

NONE

1]

EHSIAE Q) IEHBIAE + BHHME @

Oktalleon-test)

UWASESTRERESH, ToadSiRERENG B alE

B EAR S TP (TR RIS ZSSL VPNE IR e E AT .
HERER AT L SSLAESIRIDRIRD ~EEE,

T—%

B RSP RIFIER @

IRIRERE: BR=ITE (1bF) BRSEAE

F—HtE I VPNR=

VPN &

99 H111:
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3. BEREEHRTIME (SAML) 5, EEESKENEERIEEIALER.
MREAWRSHEAMEERIEFBRERE, BEREGHEFEER. EESROMNEFRINERRE, BEMERENWSRER,

HEEZRAL

4. ETFHSSLEPREEHXGHRIGEETHNEZREENY, BETHR.

THSSLEFIREE X4 BHE

SSLABSURID

THSSLEFIRMRG

For Windows For Mac For Linux

BRSSP RFEE B

$W5: (HF) SSL BEFmRRSER

OF' ! :E
ERim OpenVPN i&5{#MH3.4.0 %A LA

1. EFMRERES, NERREFKERERTHITER.

IRIFRE: BR=ItE (It ) BRSEATF £100 #1111
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Double Click to Install

()

OpenVPH_Connect_3_3_6(
4368)_Installer_sianed.pkg

2. SSL EFIRRETHE, &F “Import Profile” &y “FILE” WHE, LESTHN SSL ZRHERENH (.ovpn &) o

OpenVPN Connect

Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.

BROWSE

3. LIERING, i#3E connect #{TiEE,

IRIRERE: BR=ITE (1bF) BRSEAE £101 H1113;
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OpenVPN Connect

< Imported Profile
Profile Name
42! [SSLVp. .= 1]

Server Hostname (locked)

42

ot m

4. Profiles i&#&rh, BfHR.

OpenVPN Connect

Profiles

DISCONNECTED

42, |
[SSLV| : ]

5. BTIMEER

IRIRERE: BR=ITE (1bF) BRSEAE 102 H1113:



(%) - iiit= VPN

Please proceed with authentication in your
system browser

RETRY CANCEL

6. EEMIN.

IRIFRE: BR=ItE (It ) BRSEATF 103 #1113,



VPN &%

Profiles

CONNECTED

[SSLV| g )

CONNECTION STATS

3.9KB/s

0B/s

211 B/S ¢ 4.02KB/S
00:01:30 1sec ago

YOuU o
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EUEPinS VPC &%
RIEEHAYE: 2024-12-04 10:03:53

AHENE Windows. MAC 1 Linux ZFixiN{IiEs SSL VPN & VPC,
BRER

AXATEHRAG, AENE Windows. MAC 1 Linux EPixlfafERE SSL VPN &# VPC,

_;_____

VPN IP; 2 IIPHEiE

: EO\N 3
| @ T\ X AT

=R KREE VPN /% FAFOpenVPNZ i
10.0.0.4 | 192.168.0.6
.
- :
. .
VPCERHZR SSL IRSSinECE
Ba9i% TR T8k iR 10.0.0.0/16
10.0.0.0/16 Local Local BRI 192.168.0.0/16
192.168.0.0/16 VPNRI vpngw-12345678

EFimEd SSL VPN &iE VPC iz E Fria:

________ (1) _, I - W @ 1 T (51 (6) -----

OJf SSLVPN [ G SSLBSH OMSSLEAW EEVPCHARE  EEESH it

L. 1 =

#3]1: 8@ SSL VPN R

1. B7 FAANSEEHE .

2. #EMBR+EE VPN &EE > VPN BX, #ANEER.
3. # VPN MXEERHE, PHEE.

4. ERHAYHE VPN RIXXEER, BEMTRMXSH,

SHEWR SRR

B S 125 VPN RX&R, FiEE601FHF.

FriEtthis & VPN RIXFRTEMEIE o

AR S RIRXFRERI T AR

S #%$% SSL.

wEsLIR StRIEISSEIRER, SEIRE VPN RXHE LR,

IRIFRE: BR=ItE (It ) BRSEATF

VPN &%
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https://console.cloud.tencent.com/vpc/vpc?rid=1

O BT VP

KEXPILS RCOUETABMESEEEI VPN,

P PILS % VPN RXISEXRERIIRHTABME

SSL i&EH EEEFRNSE, —1 SSL ERRIXATF—ITAPER, 75— SSL EPmRERSIER.
HERR SSL VPN iABiZiRETE,

5. RRMXSHIRER, PHIAME,

al s
ID/ &R it RE 2P Fim A wRELR VeSS it R BRI B
.

" - BlgER - 5Mbps SSL - x
- - L
. :_ . - s - o= SMbps SSL - I
e W &7 n n SMops ssL - % #irz
n N _|

$HE2: G SSL IR5YH

1. &R AENEEHS .
2. #EMBRPEE VPN & > SSL RSB, #HASERME,

© Re8:
—MVPNRIXNSZ 15K —1SSL IRSEin, #i5a2n FEREF .

3. 7 SSL RBIwEERE, P,
4. EHAYEE SSL RS IHRANIEETR, RENMTSH.
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O BAT

ShESSLRS I

@ - SHRBEEFHHES W, BIFOIERVPNRRFTEVPCHIPHIITE, &2

3-8

* ERmRMBRESREAEF IS 5 EHTEGHRNE, N5 iR ERAR BRI E

B8, BihbtEnmTET24,

* SSL RSt EMAIARIEVPCEE FWIRH, T—HHEMVPNRX, BEEH

i, BRIREIATTEAE IR,

BARcE
B

R BT AN B0 D F R
g =M
VPN v
ZIHME ©

T —T
EPIHME @
BAREE

BUH

SHEWR SR
=1 185 SSL IRFBi/SBMR, FEL60TFH.
iy R SSL BRSSimFRTEithia o
VPN Rk IEFELYEIFAY SSL VPN RIX,
ZinmPIER B imibiRa LR
EFimkER 5.
78 IRSSiRIEmIMN o
w0 155 SSL IRSSinAFHIERRNIRO .
INESE Bl SHA1 #1 MD5 AFAESEE.
mE&E B#iszis AES-128-CBC. AES—192-CBC #1 AES-256-CBC m#E&i%.
=EEsE Ao

5. RERMXSHIRER, PHE.

IRIFRE: BR=ItE (It ) BRSEATF

VPN &%

S APBMimETEENNER, ZRERE25ENM VPC CIDR H, EtAsESEA AR D

£107 #1113\
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ID/&FR it RS VPN TIRMER B IRMER FREM SSLIEHRM
] LA smi Wit B4 e . - P P
Palpio i BTR Fapai Ryiad P L o 5

r "om o T . i
_L : ,J__"' W BT _':' P =t =5l B - 5
. TN

#2 % 10 v %&/W

$B3: G SSL &P

. BR ENEERE .

. EEMERPEE VPN & > SSL BRI, #AEERE.
. £ SSL EFInEERHE, HEHE.

. TE3LHAY SSL EFIRIHEES, BRENMTSH.

AW DN -

FESSLEFIR X

5. R SSL EFIRSHIRER, RERE, HEPKRSHITRRTUERM.
6. £ SSL EFiRIH, KIEIRNEZFIRIEE, RAREREFISETRERE.

© Re8:
— SSL EFIRXAIF— T AFIEE, F2F—1 SSL EFRIREESIER,

ID/BER SSLERSsIE prackas Gl 5 BIRAR TEHRE BRIEH e

:: -.... i 2t i 2021-09-23 21:35:08 2024-09-22 21:35:08 Eil: [ @) THEE B

r - e L 2021-09-26 14:11:30 2024-09-25 14:11:30 Eil: [ @) THEE B
s - - 2021-09-26 14:12:28 2024-09-25 14:12:29 il [ @) TUES B

_'_ R o) —r 2021-09-26 14:15:49 2024-09-25 14:15:49 5E © FEEE

.. i s - 2021-09-26 14:16:42 2024-09-25 14:16:42 AR () FEEE M

...-;': :sl_: - - I'- " 2021-09-28 19:31:55 2024-08-27 19:31:55 R @) FEEE M

$R4: B VPC RIBH

1. B2 AENEEHE .
2. #EMBERPREIRHEER, HASERE.

IRIRERE: BR=ITE (1bF) BRSEAE

[}

RIE

VPN &%

Qo

|e=

/1|
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1. B85 OpenVPN B TH#RRE F&EFH %% OpenVPN Connect.

m OPENVPN’ Solutions Products Pricing Resources Community

Get Started | Create Account

———— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Mac0S Linux Android ios

Download OpenVPN Connect for Windows

l Installation instructions and alternative versions l
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https://cloud.tencent.com/document/product/215/36682
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OpenVPN Connect

— Import Profile

URL FILE

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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1. B5%7E OpenVPN B TH#RRE FEFH %% OpenVPN Connect.

m OPENVPN Solutions Products Pricing Resources Community m Create Account ‘

_— OPENVPN CONNECT

Download the official OpenVPN Connect client software
developed and maintained by OpenVPN Inc.

Windows Linux Android ios
Download OpenVPN Connect for Mac

[ Installation instructions and alternative versions J
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O BT VP

OpenVPN Connect

Import Profile

Drag and drop to upload .OVPN profile.
You can import only one profile at a time.
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1. FIFGLIFED.
2. MITU TSR E OpenVPN ERFif,
centos &1ThR

yum -y openvpn
ubuntu &17hR

openvpn

3. $1E3 ET#HM SSL EFIHIERREEENZE/etc/openvpn/BF.
4. i#Nletclopenvpn/BF, HUTLATaHSEL VPN &,

openvpn —--config /etc/openvpn/config.ovpn --daemon
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